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31.4. Noaknto4eHne HOBOrO MHCTAHCA K YNPaBnstoLLEMY MHCTaHCY

1. UHTepenc agpmmHmucTpartopa

Mo ymonyaHuto nHTepdenc nonb3osartens goctyneH no URL http://<appec cepsepa>.

Mpouenypa Bxoaa n obLiee onucaHme nHTepdenca nogpobHo onmcaHo B «PyKoBOACTBE oneparopa.

Mpn HaNU4MM SONONHUTENBHLIX NPAaB NOMbL30BATENO AOCTYNEH pasaen «AAMUHUCTPUPOBAHUE,
KOTOPbIA COAEPXUT CreayoLLmMi NyHKTbI (CM. pUcyHok 1):

e [lonb3oBaTenu 1 npasa - yrnpaeneHue nonb3oBaTensamu;

e Knacrep - ynpaeneHue Nnarcdopmon;

® MCTOYHUKM - ynpaBneHne NnogknioyeHnemM NCTOYHNKOB COBbITUIN;

¢ MOHWUTOPUHT - NPOCMOTP METPUK PpaboTOCNOCOBHOCTN KOMMOHEHTOB [NnaTtgopmbl;

e PenyTaunoOHHbIe CMIUCKM - yNpaBieHne Cnmckamm MHOMKaTOPOB KOMMPOMETaUuy;

e bBa3sa 3HaHuM - ynpaBneHve 6a30oi 3HaHUI MO TUNaM UHUMAEHTOB Y NpaBunam Koppensumu.

e JluueHs3usA - ynpaeneHve napameTpamu NIMLEH3UN.


af://n3
http://docs.pangeoradar.ru/user/login

B e -
YnpaBne

Monssoeate.
HazHauw
Bribepur
NOrvH

admin

&2 [onbsosatenw v npasa

PucyHok 1 - IMyHKTbI MeHI0 pasgena «AQMUHUCTPUPOBaHMEY

2. YnpaBneHue nosib3oBatensamum

2.1. Obwee onucaHue

B MNnatdopme Pagap npegycmMoTpeHa BO3MOXHOCTb MHOIOMNob30BaTeNbCKon paboTbl. Kaxabin
nonb3oBaTenb paboTaeT Nog CBOMMMU YYETHbIMU AaHHbIMU. [1na nocTpoeHus pabodero npouecca no

ynpasJieHN NHUMOEHTaMM NoJib30BaTeN N BKITKOYAOTCA B rpynnbl COrNacHO BbIMOJTHAEMbIM q)yHKLI,IAﬂM.

OcHoBHow pasgen nHtepdelica «Monb3oBaTenu n rpynnbl» NpeaHasHa4yeH ans BbINoHeHUs

crnenyowmx yHKUUN:

e yrnpaBrieHne y4eTHbIMI 3anMcsiMu Nosb3oBaTene;
® KOHTPOSb COCTOSIHUSI aKTUBHOCTW NOSb30BaTens;

® yMpaBreHnsi ponsiMu 1 rpynrnamu nosib3oBaTernein.
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Paznen conepXuT crieqytoLme BKIaaKu:

e '"Tonb3oBaTenun" — BKMagka npegHasHayYeHa ansg yrnpaeneHms y4ETHbIMU 3anmcsiMum
nornb3oBaTenen.

e '"Tpynnbl" — BKMagka npegHasHayveHa ons ynpasneHus rpynnamMmm nonb3oBaTtenen.

e "Ponu" — Bknagka npegHasHadeHa ans ynpasneHus ponsamMu, HazHavyaeMbIMi Nofb30BaTensim.

e "Ayaut aerMcTBUMW' — BKNagka npegHasHadeHa Ans npocMoTpa AEMCTBUN Nornb3oBaTenen.

e "CoObiTHA Bxoda" - BKNagka npegHasHadveHa ansg npocMoTpa cobbiTuid BXoAa Nonb3oBaTenen B
MnaTtdopmy Papap.

e "LDAP" - BkNnagka npegHa3HadeHa ans uHTerpawumm co crny>oow kaTtanoros.

e "MlocTyn K AaHHbIM" - BKINagKa npegHasHadyeHa Ang ynpasneHns 4oCTYNOM nonb3oBaTenemn u
rpynn nons3osatenen Kk pasgenam Mnartdopmbl Pagap.

2.2. YnpaBneHune y4yeTHbIMU 3anMcAMM Nonb3oBaTerien

2.2.1. Bknagka "lNonb3oBatenun". O6Lwee onucaHue

Bknagka "Monb3oBatenu" cogepXxuTt (CM. pUCYHOK 2):

e TeKyLLMIN CIMCOK 3aperMcTpnpoBaHHbIxX Ha Nnatdopme nonb3oBaTenei B BuAe TabrnmyHoro
cnucka.

e dopmy Ans cosgaHnsa HOBOro nornb3oBaTtens Ha Mnatgopme — dopma "Cosgatb HOBOroO".

e  OYHKUMIO HA3HAYeHMs1 MONb30BaTENO POSIN.

e  OyHKUMo fobaBNeHWs nonb3oBatens B rpynny.

Ha Bknagke "Monb3oBaTenn" AOCTYNHbI CReayoLme onuum no ynpasneHuio y4eTHbIMU 3anncamm

nonb3oBaTenen:

e CospgaHve HOBOro nosb3oBarens;

e PepgakTnpoBaHue CyLLEeCTBYHOLLErO;

e YpnaneHue nonb3oBartens;

e [lepekntoyeHne cTaTyca akTUBHOCTM NOMb30BaTenNs;
e HasHayeHue nosb3oBaTesto rpynn u ponen;

e |cknoyeHre nonb3oBaTens U3 rpynnbl;

e CHgTMe ¢ nonb3oBaTens onpeaeneHHon ponu;

e CmMeHa napons nonb3oBaTernto.

YnpaBnenvie noab3oBatensmMn Tons3osarenn u npa

Cosaams osoro

NOTWH  EMAIL  MMA  OAMWAMA  rPynnsl ponn AKTMBEH?  TUN CMEHUTb NAPONb?

dmin Jadmin & create-realm @ B = Bayrpernn [ [/ [n] Email

Jusers W uma_authorization W

knowledgebase R &

correlator R &

awuann

admin & m

software_compliance_checks R
scan_results R &
reports R

incident R

PucyHok 2 - QkpaH ynpaBrneHus y4eTHbIMI 3anucsiMu nonb3oBaTtens (Bknaaka "lNonb3oBaTtenu
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2.2.1.1. Co3gaHue HOBOro nonb3oBarens

,D,J'Iﬂ CO34aHNA HOBOTO MoJ1b30BaTenAd B I'Inachopme HeOGXO,lJ,I/IMO BbIMNONTHUTL crieayrwwine OEencTBus:

1. 3anonHutb opmy "CosaaTb HoBOro" (cM. pucyHok 3). Mpu co3gaHnm hopmbl 063aTENbHbI K

3anoriHeH1o Bce nosist opmbl.
2. CoxpaHuTb BBeAEHHbIEe AaHHble HaXaB Ha kHonky "CosgaTtb'.

B Tabnuvue nonb3oBaTtenen gomMKHA NOSABUTCS CTpPOKa C HOBbIM MoJib3oBaTeneMm. lMonb3oBaTtenb

aBTOMaTU4eCKM co3aeTcAa C POoribio USer KU BKIKOYEeH B COOTBETCTBYIOLLLYIO rpynny.
3. CFeHepI/IpOBaTb naposb And HOBOIo Nnosfib3oBaTena HaXXaB Ha NMUKTorpamMmmy n

4. Mpun HeobxoQUMOCTM NPOBECTM HACTPOWKY rpynmn 1 poner nonb3oBaTens (CM. pasgen

"MpuceoeHne ponu 1 rpynnbl Nonb3oBaTento”).

Ynpasnenme nonb3osatensmi

\

yhpaBJ'lEHHe noJsib3oBaTeNnamMm

Monbsosatent Cobuitis Bxoaa LDAP  [octyn k gankbim

Tpynnbi Ponn  Ayaur aeiicremii

HazHauuTs rpynny Nons308aTenta

BuiBepure nons3osatens $ | Bubepure rpyr ¢ IRt L

AKTWUBEH?

HazHauuTs POfb NONB3OBATENKY

noruH

Co3spaTb HOBOrO

TNorux

Test_user 01

EMAIL nma GAMWANA  TPYNNLI

fadmin  create-realm W B 0O ’ Email
L) AD@ww
uma_authorization W v asAD@ww.ru

fusers

pon CMEHWTE MAPO/B?

admin

knowledgebase R &

L] Wms
correlator R W
Metp
service_assets R
offline_access W Damuana
incident_type R W Metpoe

admin W

software_compliance_checks_R \
L |

scan_results R &

PucyHok 3 - ®opma co3gaHusa HOBOro nosb3oBaTens

2.2.1.2. PepaktupoBaHuMe AaHHbIX Nonb3oBaTens

[na BHeCceHUsA N3MEHEHUI B faHHbIE Nofb3oBaTenst HEOO6X0AMMO:

1. HaxaTb Ha nuKTorpammy B CTPOKe MHTepecytoLLero nons3osatens. OTkpoeTcs dopma

"NameHeHne" ¢ AaHHbIMM NONb30BaTENS AOCTYMHbIMU ANA PefakTUPOBaHNS (CM. PUCYHOK 4).
2. BHecTn HeobxoanMble N3MEHEHUS U HaxaTb KHOMKY «OBHOBUTL» A1 COXPaHEHUS USMEHEHUI
UM KHONKy «OTMEHUTb» (A1 OTMEHbI).

Vnpasnerwe nonssosatenamin

YHPEBHEHME noAb3oBaTeENAMHU

Monsaosatenn  fpynnei  Ponm  Ayawraeiicramii  CoBermmacxoaa  LDAP  Joctyn k Aaisin

- [

BuiBepute nons=zoEaTens v BeiBepuTe pois

HaswaunTs rpynny nonssosatento

BeiBepyTe NONL20EATENR ¥

BeiGepue rpynny

- [

NOTHUH EMAIL UMA DAMUAKNA

admin

admi_test 12345@ww.ru Viean WeaHos

reynnel

fadmin W

jusers @

jusers W

Poan AKTHBEH?

reateeam [ B: n

uma_authorization &

CMEHWTE MAPOAB?
[~ ]}

knowledgebase R &
correlator R W
service_assets R &
offine_access W
incident_type_R W
admin &
software_compliance_checks R &
scan_results R

reports R W

incident R

uma_authorization & B~ 0O

knowledgebase R

@MEHEHME

Norux

admi_test

Email

12345@vw.ru

Vg

Wean

Qamuana

WeaHos

locale | ru

Karoy

o

\

/
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PucyHok 4 - ®opma pegakTnpoBaHnst faHHbIX MNonb3oBaTtens
2.2.1.3. UameHeHMe napons

[nsa nameHeHus napons nonb3oBartensa HeobXo4MMOo HaxaTb Ha NMUKTOrpamMmmy n, nocne 4ero 6y/:|,eT

CcreHepmnpoBaH HOBbIV Naporib B NOSABMBLLENCS POpMe pPAgoM (CM. PUCYHOK 5).

CreHepipoBaTh HOBLIA Naponk
[

admi_test 12345@ww.ru Mean VeaHos Jusers W uma_authorization & E,ﬂa @Mmmﬂu n n

knowledgebase R &
correlator R W

service assets R

PucyHok 5 - leHepauus HOBOro napons nonb3oBaTens

2.2.1.4. YpaneHue nonb3oBaTtens
[ns ynaneHus nonb3oBatens ¢ MNnatgopmMbl HEOGXOAMMO:

1. Haxatb Ha nukTorpammy n

2. B oTKpbIBLLEMCS OKHE NOATBEPAUTL yaaneHue nosnb3oBartens (CM. pUCcyHok 6).

@ demo2.pangeoradar.tech

TouHO yaanuTs?

n Omiera

PucyHok 6 - YaoaneHue nonb3oBaTtens

2.2.1.5. NMpucBoeHne ponu nonb3oBartento. OTKNOYEeHMe ponu

[nsa npucBoeHnst Nonb3oBaTento HOBOW Ponn HEOBX0ANMO (CM. PUCYHOK 7).

1. B obnactn "HasHaunTb ponb nonb3oBaTento” BblbpaTb B pacKkpbiBaloLEeMCs Cncke
nonb3oBaTeneln MHTEpPeCyOLLEro Nonb3oBaTens.

2. BbibpaTb B packpblBatoLLeMCS CnUcKe poren HeoBXoaMMYO pornb.

3. HaxaTb Ha kHONKy "HasHaunTb ponb".

YkasaHHasi posib JoMmKHa NOSIBUTCS B CMIUCKE porelt nonb3oBaTtens (KonoHka Tabnuupl "Ponn").

Monbsosatenn Tpynnb! Ponu AyauT fereTBMiA CobbiTHA BXOAA LDAP focTyn K gaHHBIM

HazHaunTe pone nonszosatenta HazHauuTe rpynny nonszoeatent C
admi_test - Brifepute pois ‘ HazHauute ponk BrifepuTe Nofsz0BaTEAR ¥ BriBepute rpynny Bl HazHauwuTe rpynny n
|
Bribepute pone ~
norvH EMAIL admin POAK AKTWBEH? CMEHWUTL MAPONB?
. correlator_A
admin - create-realm @ E,ﬂa u n &

correlator_C
PSPPI MOt S

PucyHok 7 - NpuceoeHne nonb3oBaTento HOBOW ponu

[ns oTkntoveHns ponu OoT nonb3oBaTend HeobxoanMmo Bbl6paTb B CMNCKe HY>XHOIo nosnb3oBaTend U B

KornoHke "Ponn" HaxaTb Ha NUKTorpaMmmy u PSILOM C Ha3BaHWEM TOW POnu, KOTOPYH HeoBXoanmo

OTKITOYUTb OT JaHHOro nonb3oBaTens. YkazaHHasi pornb 6y,u,eT yaaneHa 13 CTPOKKU nornb3oBaTens.

Takmm o6pasoM MOXXHO yOanunTb TONbKO OTAENIbHO ,EI,O6aBJ'IeHHyIO nonb3oBaTento posb. Porb,
NnpuBA3aHHYIKO K rpynne un ,ﬂOGaBJ'IeHHyIO nonb3oBaTternto nNpu BKIMKOYEHUN €ro B rpynny yaanntb Taknum
06p330M HeBO3MOXHO. Ponu, accoummpoBaHHble C prI'II'IOI7I, yoananTca y nonb3oBaTterd, TOJ1IbKO
TOrga, Korga ero UCKMYaroT 13 aTomn rpynnbl.
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2.2.1.6. BknoyeHue nonb3oBaTtens B rpynny. YaaneHue us rpynnbl

[N BKMOYEHWs Nonb3oBaTens B HOBYO rpynny (CM. pUCYHOK 8):

1. B obnactu "HasHaunTb rpynny nonb3oBaTento” BbibpaTe B pacKkpbiBaOLLEMCS CMCKE
nornb3oBaTenen MHTEpPEeCyHoLLLEro Nonb3oBaTens.

2. BbibpaTb B packpbIBaloLLEMCS CMIMCKE rpynn HEOOXoaNMYHO rpynmny.

3. Haxatb Ha kHonky "HasHauuTb rpynny".

YkasaHHas rpynna JormkHa NOsIBUTCS B CMIMCKE IPynn nonb3oBarensi (KornoHka Tadnuubl "Mpynnbl").

Monesosatenn Tpynne! Ponu AYAWT JedcTBMIA CoBbiTHA BXOAA LDAP Joctyn k gaHHBIM

HasHaunTe ponk Noab3ceateno HazHauuTe rpynny nons3oeatento Ct

Brifepuie Nons3ceaTens BribepuTe pons 5 admi_test & I BuiGepure rpynny =+ p
Jlo

Beibepute rpynny
NOTUH EMAIL nMa GAMKMAKNA rPyNNbl PONK AK [Test_users

. B . fadmin E
admin fadmin & create-realm W E n -

Jusers

Jusers W uma_authorization W

[ AP S

PucyHok 8 - BkntodeHne nonb3oBaTens B rpynny

[nsa ncknioveHns nonb3oBaTtens U3 rpynnbl BbIbepeTe B CMCKe HYXXHOTO Monb3oBaTens U B KONOHKe
"Ipynnbl" HaXxaTb Ha NUKTOrpaMmmy n PSAOM C UMEHeM TOW rpynnbl, U3 KOTOPOW HeobxoanMo

yoanutb OaHHOIo nosib3oBaTend. YkazaHHas rpynna 6y,ueT yoaneHa u3 CTpoku nosib3oBatenid.
2.2.1.7. NameHeHue aTpMOyTOB nonb3oBaTens

Monb3oBaTtento MoryT ObiTb Ha3Ha4YeHbl Pa3HOro poda aTpubyThl, BMSOLLME HA NOBEAEHNE
Mnatdopmbl nnu cogepkawine NHPOPMaLIMOHHbBI XapakTep.

1. Ana no6aeneHns HoBoro aTpubyTa Nonb3oBaTento HEOOXOAMMO OTKPbITb (hOPMY pedakTUpPOBaHUs!
OaHHbIX nonb3oBatens (cM. pasgen "PegaktnpoBaHne gaHHbIX Nornb3oBatens')(Cm. pucyHok 9).

2. Beectu B none "Knto4" Ha3BaHMe HOBOro atpnbyTta u HaxkaTb Ha NUKTOrpamMmmy .
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N3meHeHne

NoruH

writer

Ermail

WKW W

Mras

Writer

DarKMana

Test

locale  ru

Kawou | test_key

PucyHok 9 - CosgaHne HoBoro atpubyTa nonb3oBarens

[+ R =

B dopme penaktnpoBaHus nobasutcs none HoBoro atpubyTa (cM. pucyHok 10). B gaHHOe none MoxHo
BHECTM COOTBETCTBYIOLLEE 3HAYEHME.

locale  ru

test_key | a569hts001 n

Kntou

PucyHok 10 - AlameHeHne 3HaveHns HoOBOro atpmbyTa nonb3oBaTtesns

Mo 3aBepLUEHNIO BHECEHWS U3MEHEHMI NX HEOBXOAMMO COXPaHUTb, HaxaB Ha KHOMKY «OBHOBUTL» (CM.
pUCyHoK 9).
Ons yoaneHus atpubyTa 13 npoduns nonb3oBartenst HEOOXOAMMO HaXaTb Ha COOTBETCTBYHOLLYHO

aTpubyTy NUMKTOrpammy n
Hwuxe B Tabnuue 1 npyvBedeH CrcoK UCMOSb3YeMbIX CUCTEMHbIX aTpUOYTOB.

Tabnuua 1 -- CnnMcok cMcTeMHbIX aTpubyToB:



HassaHue OnucaHue

CTpokoBOe 3Ha4YeHne oTBevaroLlee 3a KOHBEPTaLMIO BPEMEHHbIX
tz METOK B MHTepdperice B HY>KHYHO TaliM30HY nosb3oBaTento. 1o
ymorn4aHuio — Europe/Moscow.

CTpOKOBOG 3Ha4yeHue ¢ nbbim cogepXXnmMmbiM OoTBEYaEeT 3a 0CTaBKYy

is_system_notification .
=Y - CUCTEMHBbIX yBeZoMmeHuin oT MnaTtdopMbl nonb3oeatento Ha E-mail

2.2.2. YnpaBneHue rpynnamMmu nonb3oBartenen

2.2.2.1. Bknagka "lpynnbl". O6wee onucaHue
Bknagka "pynnbl" coaepXuT (CMm. pucyHok 11):

e TeKyLUMIi CNUCOK 3aperncTpupoBaHHbIX Ha [Nnatdopme rpynn nonb3oBaTenen B Buae TabnmyHoro
cnucka.

e [lone gns cosgaHnsi HOBOW rpynmnbl Nonb3oBartenen Ha MNnatgpopme — dopma "Cosgats”.

e  OyHKUUIO accoumaumm ponu ¢ rpynnon.

Ha Bknagke "lpynnbl" JOCTYMNHBI CReAyoLme onumm no ynpasneHuto rpynnamm (CM. pucyHok 11) :

e [IpocMOTp CyLLEeCTBYOLMX FPYNn nonb3oBaTenen;

e Co3pgaHue HOBOW rpynnbl Nofib3oBaTenen;

® 13meHeHui CyLLecTBYIOLLEN rpynMbl NoNb3oBaTenew;
® YpaneHwe rpynmbl.

e HasHayeHue nonb3oBaTenbCKUX porien rpynnam;

e  OTKNIOYEHNE NONb30BaTENbCKUX ponel71 OT rpynnbl.

YnpasneHve nonb3oBaTensMmu Ynpasnenme noaszosatensmn
Monbsosateni Tpynnsi Ponn AynuT peiicTBui CobbiTin Bx0AA LDAP JocTyn K AaHHBIM
HazHauue poss rpynne Cosparb
nyTe nma
@o
Jusers users knowledgebase R n

correlator R
service_assets R i

incident_type R
software_compliance_checks R &
scan_results R W

reports R W

incident R &

PucyHok 11 - OkpaH ynpasneHus nonb3oBatenbCckumu rpynnamu (Bknagka "lMpynnel
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2.2.2.2. Co3pgaHue rpynnbl nosib3oBaTenen

[ins cospaHusa HOBOW rpynnbl HE06X0AUMO BBECTU MM Tpynibl B popmy "Co3gaTth” 1 HaxaTb Ha
kHorky "Cosgate” (cMm. pucyHok 12). HoBas rpynna oTobpasnTtcs B CNnCKe NOMb30BaTENbCKMX Py
Mnatdopmsbl.

Co3aathb

SIXE]

‘ Test_users

PucyHok 12 - dopma cosgaHusa HOBOW rpynnbl

2.2.2.3. PepaktnpoBaHue AaHHbIX FPynnbl Nofib3oBaTeneun
[ns BHECEHMS UBMEHEHWI B JaHHble Nonb3oBaTens Heobxoanmo:

1. Haxatb Ha nuktorpammy B CTpPOKe nHTepecytowen rpynnbl. OTkpoeTcsa dopma "ameHeHne"

C AaHHbIMU Fpynnbl, AOCTYMNHLIMU A58 peAakTUpPoBaHUS (CM. pUcyHok 13).
2. BHecTn Heobxoanmble N3MEHEHNs U HaXkaTb KHOMKY «OBHOBUTbL» AS151 COXPaHEHWSI U3MEHEHWIA
U KHonky «OTMeHUTb» (A58 OTMEHbI).

HasHauuTs pons mpynne W3meHeHwne

s
Test_users
nyTb uma
Jadmin admin [+ ] ] Myre
[Test_users
flest_users Test_users (v
jusers users knowiecgebase R & a

PucyHok 13 - ®opma pegaktupoBaHus rpynnbl

2.2.2.4. lpucBoeHne ponu rpynne nonb3oBaTtenen. OTKIIOYEeHNE ponu ot
rpynnbi

[ns npucBoeHua rpynne nons3oBartenert HOBOW pony He0BXoaAMMO (CM. pUcyHok 14):

1. B obnactu "HasHaunTb ponb rpynne” BbibpaTb B packpbiBaKOLLEMCSI CMIUCKE TPYMM MHTEPECYHOLLLYIO
rpynny nonb3oBaTenem.

2. BbibpaTb B packpblBatoLLEMCS CUCKe poriert HeOOXOAMMYO Porb.

3. HaxaTtb Ha kHonKy "HasHaunTb pornb".

YkasaHHasi ponb AOMKHa NOsSIBUTCS B CNIUCKE poren BblopaHHoW rpynnbl (konoHka Tabnuubl "Ponn™).

Monssosatenn  [pynnwi  Ponw  Ayaavaciicronii  Cobervm mxoga  LDAP  JlocTyn K aanmemt

HasHauuTs pors rpynne Co3partb
Wms
BeibepuTe pons ~
e admin
@o
correlator_C
Jocin comeater.0 an

correlator R

Jusers wledgebase R [+ ]#]
correlator_U 9 4

create-realm elator R W
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PucyHok 14 - lNMpucBoeHme nonb3oBaTento HOBOW PO

[ns OTKMIOYEHMS NONb30BATENBCKOM PONM OT rPynnbl HEOBXOAUMO BbIOPaTh B CIIUCKE HYXXHYIO Fpymny w1

B KOMnoHke "Ponu" HaxaTb Ha NUKTorpaMmmMmy n PSAOM C Ha3BaHWEM TOW ponu, KOTOPYH Heobxoanmo

OTKIMOYUTL OT AaHHOWN NOSb30BaTENbCKOM rpynnbl. YkazaHHas ponb 6yneT yoaneHa 13 CTPOoKK rpynnbl.

2.2.2.5. NMpenycTaHOBMEHHbIA CNUCOK rpynn nonb3oBaTteneun

B MNnatdopme Pagap ncnonb3ytotes rpynbl Nonb3oBaTenei no yMonyaHuio npeacTaBiieHHbIe B
Tabnuue 2.

Tabnuua 2 -- MNpeaycTaHoBNEHHbIE rPyNMbl NONb30BaTeNen

HasBaHue rpynnbi BknioyeHHble ponu
admin

- knowledgebase_R
- correlator_R
- service_assets_R
Users - incident_type_R
- software_compliance_checks_R
-scan_results_R
- reports_R
-incident_R

BHumanwme! I'pynna «Users» gobaensieTca BceM nonb3oBaTensiM no ymonyanumio. E€ Hanvune
HeobxoamMmo Ans KoppekTHon paboTbl nonb3osatens ¢ [Nnatdopmon.

2.2.3. YnpaBrneHue ponsimm norib3oBartersieu

2.2.3.1. Bknagka "Ponun". O6wee onucaHune

Bknagka "Ponn" cogepxuT (CM. pucyHok 15):

e  TeKyLUMIM CNUCOK co3daHHbIX Ha NnaTdopme ponen nonb3oBaTtenen B Buae TabnmyHoro cnmcka.
e [lone gns co3gaHus HOBOW pornu nonb3oBaTtens Ha Nnatdopme - popma "Cosaats”.

Ha Bknagke "Ponun" gocTynHbI cnegyroLwme onuumn o ynpasneHuo ponsMmn (CM. pyucyHok 15) :

e [IpocMOTp CyLLEeCTBYOLWNX porien nonb3oBaTenen;
e CosgaHue HOBOW ponu nornb3oBaTenen;

® |13meHeHui CyLLeCcTBYIOLLIEN pOnK nonb3oBaTtenen;
® YaaneHue ponu.
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¥Yn PaBAeHWe nosib3oBaTe/IaMn

% uMAa

admin

correlator A
correlator_C
correlator_D
correlator_R
correlator_U
create-realm

events R

incident_C

PucyHok 15 - QkpaH ynpaBneHusi ponsmu nonb3osarenei (Bknagka "Ponuv

2.2.3.2. Co3paHue nonb3oBaTesibCKOW posnu

MNonusosarenu  fpynnei  Ponu  Ayawrpeiicrowii  Cobutwasxopa  LDAP  floetyn k ganmbim

QMWCAHNE

$(role_admin

Yrpagnenue koppensTopan

Cosaarine npasnn koppenaLua

Yi1a7eHme Npagun KoppeAsLIAM

MpocuoTp Mpasitn KoppesLim

Vismerierme npaswa Koppensiuiia

S{role_create-realm

MpocuoTp coBermuit

Cosnarve MHUMAEHTOB

aa
an
aa
aa
[~ v]
aa
aa
aa
[/ v]

Ynpasnerue nonbzoBarenm

Cozaatb

Wnas

Onmcaqme

[ns co3gaHusa HOBOW ponu HeoOXoaMMO BBECTU UMS U onucaHue ponu B hopMy "Cosgath" n HaxaTb
Ha kHonkKy "Co3gaTtb" (cM. pucyHok 16). HoBasi ponb oTobpasutca B cnucke pornen MNMnardopmebl.

Monvsosarenn  [pynnei  Ponm  Ayawraciicrowin  Cobrvmoxoaa  LDAP  Jlocryn x aanmom

uma

w3

correlator_A
correlator_C
correlator_D
correlator R

correlator 1)

PucyHok 16 - ®opma co3gaHus HOBOW MONb30BaTeNbCKOW Ponu

QMNCAHWE

S{role_admin]

Ynpagnenue kopperaTopan

Co3aarivie Npasun KoppeaaLm

¥anetme Npagia KOpRenaLMM

MpocuoTp NpaBiA KoppenALMK

V2meHeHMe MNARMA KODDRASI AU

ano
ano

e )

03jaTb

Vims

Test

Onucaxve

TecTosan pons

=3 Y,

2.2.3.3. PepaktnpoBaHue AaHHbIX NOSfIb30BaTeNIbCKOM POnun

[ns BHECEHUS USMEHEHUI B JA@HHbIE POSN HEOBXOAUMO:

1. HaxaTb Ha nukTorpammy B CTpOKe nHTepecytowen ponn. Otkpoetcsa doopma "N3ameHeHne" ¢

napameTpamu ponu, JOCTYMHbIMU 515 peAakTUpoBaHUS (CM. pUCyHok 17).

2. BHecTn Heobxoanmble U3MEHEHNS U HaXaTb KHOMKY «OBHOBUTBL» ANA COoXpaHeHusa N3MEeHeHUI

UK KHOMKy «OTMEHUTb» (AN OTMEHbI).

uma

admin

correlator A

correlator_C

correlator D

correlator R

correlator_U

PucyHok 17 - ®opma pegakTnpoBaHns napameTpoB Mosb30BaTeNbCKoM ponm

OMWCAHWE

S{role_admin]

Ynpasierue koppensTopama

Cozzanue npasin KoppenALn

¥ aanerine npagin KoppeARLM

MpocvioTp npasun koppenaL

Vsmererine mpasn KoppensLmn

[/ ]#]
an
[/ ]4]
ao
@o
m|mna

/M!MEHEH ne \

Vims

service_assets_C

Onucane

Cozaatie aKTMBOE, TRYIN, MHTRPGRIACOE, HACTPOVIKa
MABHTUOQUKAUNK

4

2.2.3.4. NpepyctaHOBMEHHbLIW CNIUCOK posien Nofb3oBaTtenen

B cucteme ectb npenycTaHOBNEHHbIV HABOP NPUBMMErniA (PONen), KOTOPbIE MOTyT BObITb HA3HAYEHbI

nonb3oBaTtensm (cm. Tabnuuy 3).

Tabnuua 3 -- NpeaycTaHoBNEHHbIE NOMb30BaTENLCKNE POSN

HasBaHue ponu

OnucaHue ponu
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HasBaHue ponu
admin
correlator_A
correlator_C
correlator D
correlator_R
correlator_ U
events_R
incident_C
incident_ D
incident_mass_U
incident_R
incident_status_U
incident_type_C
incident_type_D
incident_type_R
incident_type_U
incident_U
incident_users_ U
knowledgebase_C
knowledgebase_D
knowledgebase_R
knowledgebase_U
reports_C
reports_D
reports_R
reports_U
scan_results C
scan_results D

scan_results R

OnucaHue ponu

AOMUHUCTPATOP CUCTEMBI
YnpaBrneHune koppensitopamm
CospaHue npasun koppenaumm
YaaneHve npasun Koppensaumm
MpocmoTp NpaBu KOppensauun
M3meHeHne npaBun koppensauum
MpocmoTp cobbITuin

CosgaHune nHUMgeHToB

YpnaneHne nHUMOeHToB

MaccoBble AencTBUA C HLUMOEHTAMU
MpocMoTp MHUMOEHTOB

N3meHsITb cTaTyc MHumnaeHTa
CosgaHue TMnoB MHUMAEHTOB
YoaneHve TMnoB UHLUNOEHTOB
MpocmoTp TUMNOB UHLMOEHTOB
M3meHeHne TMnoB MHLUMAOEHTOB
N3mMeHeHne NHUNOEHTOB
HasHauyeHus nonb3oBaTtenen aAnsg MHUnaeHTa
CosgaHue 3anncen 6a3bl 3HaHUI
YpaneHue 3anucein 6asbl 3HaHUI
MpocmoTp 3anucer 6asbl 3HaHWI
M3ameHeHue 3anuceli 6asbl 3HaHWI
CospaHue ot4yeToB

YnoaneHue ot4eToB

MpocmoTp oT4eTOB

M3meHeHne oT4yeToB

3arpyska pesynsraToB CKaHNPOBaHUS
YaoaneHne pesynsraTtoB CKaHUPOBaHUS

MpocMoTp pe3ynbTaToB CKaHMPOBaHWUS



HasBaHue ponu OnucaHue ponu
scan_results_U M3meHeHne pe3ynbTaToB CKaHMpPOBaHUS

) CosgaHue akT1BOB, rpynn, MHTePKENCcoB, HacTpomnka
service_assets_C
naeHTudmkaumm

. YpaneHve akTuBOB, rpynm, UHTepPdencoB, HacTporika
service_assets D
naeHTudmkaumm

. [MpocmoTp aKkTMBOB, rpynm, UHTEPdENCOB, HACTPOKa
service_assets_R
naeHTndurkaumm

. M3meHeHne akTuBOB, rpynn, MHTepdEencoB, HacTponka
service_assets_U
naeHTumkaumm

. CospgaHue npaBun n Habopos NpaBu OLEHKN
software_compliance_checks_C
cootBeTcTBUA MO

] Ynanexue npasun 1 HabopoB NpPaBuU OLIEHKM
software_compliance_checks_D
cootBeTcTBUA MO

software_compliance_checks_R MpocMoTp BCex cyLHoCcTel oLeHkn cooteeTcTams MO

. N3ameHeHne npaBun 1 HaGopOoB NpaBuI OLEHKU
software_compliance_checks_U
cootBetcTBua 1O

2.2.4. AyauT nencTBum nonb3oBaTens

2.2.4.1. Obwee onncaHue

Ha Bknagke «AyauT gencTBun» agMuHucTpartopy lnargopmbl npegctaBnsaoTcs PyHKLMU npocMoTpa

BCEX COBEpLUAEMbIX NOfb30BaTeENSIMN OENCTBUI NO BHECEHUIO M3MeHeHMI B [naTdopmy.
[ns HacTpoMKM NPpoCMOTPa NCNOSMb3YHITCS creayrowme PunsTpb:

e [lo BDEMEHHOMY OKHY.

e [lo nonb3oBaTento (Mo BCeM Nonb30BaTensm U no BelbpaHHoOMY).
e [lo cepBucy (Mo BCeM cepBucCam Unu no BelGpaHHOMY).

e [To cywHoCTM (unbTp AOCTYNEH Npu BbIGOPE OTAENBHOMO cepsuca).

[nsa ocyllecTBrneHns nomcka AencTBMn HEOBXOANMMO BblbpaTb BpDEMEHHOE OKHO U HaxaTb KHOMKY
«[Nounck» (cM. pucyHok 18). o ymonyaHuto novnck AencTBuii byaet npovnsBedeH no BceM

nornb3oBaTerndM U no BCeM cepBucam.
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AyaunT AecTBMIA Nonb3oBaTenei Monk3osateny u npasa

Moassosatenn Tpynns: Ponu AyanT asiicrenii Cobeima sxoaa LDAP  Jlocryn k garnsim

AyanT AeNCTBMIA NoNb3OBaTeNnen

1 2 3 5
ID
CBA3AHHOW CUCTEMHOE
BATA CEPBMC MONb3OBATENL AEWACTBME CYWHOCTE ID CYWHOCTH CYWHOCTH AEACTBME AETANN
2023- x
EPHOBUK
&2 Monwsosarenn u npasa 03-02  Bopkep admin Jobaenenne fRCK /Jtermite_api-172.30.254.75/test/grok Her
13:10:04 -
2023- "
03-02  PMU admin raccosos Kowrewt  d1fb7208-387a-459d-9583-41838402d35b Her
P yAansHue
3:09:52
2023-
03-02 Bopkep admin JobaensHue Mapcep /termite_api-172.30.254.75/parser/1221 Het
13:09:20
Bopkep admin Aobaenenne Mapcep /termite_api-172.30.254.75/parser/1222 Her
YepHoeuk
Bopke| admin obaeneHue Jtermite_api-172.30.254.75/test/grok Het
prep A SROK LE[E 9
YepHoBUK
Bopke admin 0BaENEHWE Jtermite_api-172.30.254.75/test/grok Het +
prep A “ROK _api g -

PucyHok 18 - QkpaH npocMoTpa AeNCTBMI NOMb30BaTeNs 40 BBOAA AaHHbIX

2.2.4.2. HacTpouKa cnucka nencTemm nonb3oBartens

D,J'Iﬂ nposegeHna noncka no OEencTBMaM KOHKPETHOIO MnoJib3oBartens Heobxoanmo Bbl6paTb AaHHOro

nonb3oBaTens B packpbiBatoLemca cnucke "lNonb3oBatens'.

[ns npoBeaeHns novcka no AercTBUAM, CBS3aHHbIM C KOHKPETHBIM CEPBUCOM, HE0BX0AUMO BbIGpaTh

MHTEpPECYIOLLMIA CEPBUC B packpbiBatoLLemcs cnmcke "Cepsuc'.

PesynbraTtbl noncka npeactaBnsAloT cobor CNUCOK AENCTBUI NoMb3oBaTens (BCex nornb3oBartenen) Ha

BbIOpaHHOM cepBuce (MM BCeX cepBUcax) 3a ykasaHHbIN nepurog BpemMeHu (CM. pucyHok 19).

Ayant peiAcTBMii Nnoab3oBaTeneii

Bpemn Monssosarens Cepauc Cywrocts
2 -2l Boe + keydoak s user B
Deficrane D cywroc 1D cemzanmoit cywroc
Bee B
ID CBA3AHHOW CUCTEMHOE Tian
AATA CEPBAC CYWHOCTb ID CYILHOCTK CYWHOCTH LENCTBUE NEACTBHE MONMb30BATENL AAHHBIX LAHHBIE
i 7d49-2¢1 c-4d7e-

bedf-084252e97 14", "createdTimestamp’™:1 1,"username’:"admi_test","enabled":true,"totp"false

20210730 637d7d49-2c1c-4d7e- it . Writer Test - “emailVerified"false,firstName":"Vean " "lastName": Visaros","email® attributes™:('locale”;
18:0439208 bedf-0842529714e (writer) 1) fssys disableableCredentialTy viredActions”
WORD"]'notBe "access™;
{"manageGroupMembershiptrue true,"mapRoles " true. impersonate™:true.'manage”itrue)

2021-07-29 enabled™:true, "totp™false,"em
T Keycoak  user " 'attributes{"locale”s
22:04:49.000

. Writer Test
edit false ! json
(writer)

alse, firstName":"Writer","lastName" " Test","email
['ru’]"test_key":["a569hts00 1} "disableableCredentialTypes™ (], requiredActions :[1," notBefore":0,"access"

"manageGroupMembership'itrue"view':true, mapRoles" true. impersonate"true.'manage " true)

2021-07-29 99594fe-Ocel-4b08- Writer Test

keyeloak delet “l (1" *199594fe-Deel-4b08-3218-4b7541 003"
211441416 YE0RC user 3218-4b7541c200c9 e e (writer) Jsen it e-Oee a 200
2021-07-29 6374749-2¢1c-4dTe- . Writer Test R .
SRS keyeosk use Joesected resetPassnord  fale ' jeen (6" £3707649-2¢1 c-AdTe bect-084252697 1 42"
20:5732626 bedf-084252¢97 142 (witer)
2010729 ereTade 2 e dar At ot bedf-084252607 1 4¢" "crestedTimestamp 4162757
121-07- 7d7d49-2¢1c-4dTe- Wi
Soasmaney Kevdeak user Uz o USA‘L'[‘ [g’uE edit false i E; & json “emailVerified false,"firstName":"Vga", lastName': Msaxos", email”
20:38:2 .084252297 (writer)
Suienass “ e — ['ru"])"disableableCradentialTypes"{],"requiredActions"{"UPDATE_PASSWORD"],"notBefore™0, access":
'manageGroupMembership:irue, view':true mapRoles'strue,‘impersonate™true. managetrue
(i E3747¢49-2¢ 1 c-Ad7e-
L o L bed-084252697 14¢","createdTimestamp™y 16275793575 11, ‘username™r'ami_test""enabled"alse, "totpfalse

PucyHok 19 - Cnucok aencTsumi nonb3oBaTens

Mpu BbIOOPE NoOMcKa No oTAenbHOMY cepBucy AobaBnaeTcs pmnsTp NoO CYLHOCTW, acCOLMMPOBaHHON C
cepaucom. INMpu Bbibope kakon-nnbo CyLHOCTM Ha 3kpaH [06aBNSTCS BO3MOXHOCTU ounsTpaumum no
aencrtemam cylHocTy, ID cywHocTr u ID cBA3aHHOM CyLHOCTH (CM. pUCYHOK 19).


af://n412

2.2.4.3. PacluMpeHHbIN Nnor AencTBUN, CBA3aHHbIX C aBTOpU3auuen

Takke eCTb pacLUMPEHHbI NOr 4eNCTBUN CBA3aHHbIN ¢ aBTopmaaumen. OH AOCTyneH no agpecy
http://<agpec cepepa>:8180/auth/admin/master/console/#/realms/master/events

NAHrEO 2 Admin v
PARAP 2 Admin

Wsiar CobbITns

Cobbimasxoga  CoBbiTuA agMuHNCTpaTopa  Kowgurypauws

Bpews Tun cobbiTun Aeranu
3n2i21 LoGIN
25817 PM Knvent security-admin-console

. ——
Aetann +

a2 Loain

2:57:52PM Kavent radar-ui
MNone3osatens  93adf94b-0f93-45d1-8b3c-a15a38399d49
P anpec [ ]
fetann +

312121 Loain

2:43:12PM Knvent radar-ui
MNonb3osatens  93adf94b-0f93-45d1-8b3c-a15a38399d49
1P agpec I
Aetann +

a2 Loain

2:10:39PM Knvent radar-ui
Monssosstens | $3ad194b-0193-4501-8b3c-215238399048
P agpec —
Aetann +

a2 Loain

2:02:40 PM Kavent radar-ui
MNone3osatens  93adf94b-0f93-45d1-8b3c-a15a38399d49
P anpec ]
Beramn +

PucyHok 20 - PaclumpeHHbIn MHTepdenc ynpasneHnsa nonb3oBaTensMmm, NpocMoTp cobbITuin BXoaa

[aHHbIN NHTEPdENC ABNAETCA YacTbio CNyX0bl LeHTpann3oBaHHOM ayTeHTUdUKaumm Nnatdopmsbl 1
He npegHasHadeH Ans py4YHOro agMUHUCTPUpoBaHna 6e3 HeobxoaumMocCTHu.

[ns Bo3spaTta B nHTepderic Nnatgpopmbl BOCNONb3yNTECH NEPEXOAOM U3 MOSb30BaTENIbCKOro MEHH0

(c™m. pucyHok 21)

YnpaBneHme y4eTHOM 3anuncbo

NHPopmaums o cepBepe

BepHyTbCA B Mnatpopmy

Bbixoa

PucyHok 21 - nonb3oBaTenbCkoe MEHH0 Cry>K0Obl LIeHTpann3oBaHHOM ayTeHTUMKaLun.


af://n419

2.2.5. NMpocmoTp cobbITUM BXoaa Bo BKknagke "CobbiTnsa Bxoa"

Ha Bknagke «Cob6bITUA Bxoga» (CM. pUCYHOK 22) oTobpaxaroTcsi CobbITUSA NonyyYeHns AocTyna

none3oatensmu k Mnartdopme Pagap.

CobbITusA BXOJ4a MNoAbL3oBaTEAW W NpaBa

Nonezosarenw  [pynnei  Ponw  Ayaur geficremin  Cobera sxosa  LDAP [JlocTyn k gammeim

CobbITUA BXOAa
[ 4c5v |

Bpemsa

2023-03-17 00:00:00 ~ 2023-03-25 23:59:59 [

=
NATA TWN COBLITUA NONL30OBATENB IP AOPEC
2023-03-24 12:30:37 QBMeH TOKEHa Ha Katoy 932df94b-0f93-45d1-8b3c-a15a38399d49 172.30.254.1
2023-03-24 12:30:35 Bxoa 93adf94b-0f93-45d1-8b3c-a15a38399d49 172.30.254.1
2023-03-22 14:25:04 OBMeH TOKEHa Ha KAy 932df94b-0f93-45d1-8b3c-a15a38399d49 172.30.254.1

2023-03-22 14:25:03 Bxoa 93adf94b-0f93-45d1-8b3c-a15a38399d4¢9 172.30.254.1

PucyHok 22 - QkpaH npocMoTpa cobbiTui goctyna K Nnatcdopme

[0nsi HAcTPOVKM NpocMoTpa UCNosb3yeTcsl PUMBLTP MO BPEMEHHOMY AnanasoHy CoBbITUNA.

2.2.6. Bknagka "LDAP"

Ha Bknagke LDAP oTobpaxaeTcs nepeyeHb MHTerpauui co cryb6amm katanoros (CM. pUucyHoK 23).

MHTerpaumm Mons3oearenu v npaea
Nonbsosatenn Tpynni Pon AyawT geiicTamii CobuiTva Bxoaa LDAP BocTyn & ganHbM
ID Brarouero HavmeHoBsaHWe NnocTasLimKa MpwopwTet
pangeo v Idap 0 n

PucyHok 23 - lNepeyeHb MHTerpaumi co crnyxéamm Kkatanoros
B tabnuue c nHterpauuammn otobpaxatorcs:

e ID - ugeHTUdUKaATOP MHTErpaLun, 3aaaeTcs BPyYHYH.

e BknroueHo - conar akTMBHOCTU MHTErpauuu.

e HaummeHoBaHMe NocTaBLUMKa - NPOTOKON AocTyna k crny6e katanoros (LDAP).
e [lpuopuTeT - npropuTeT 06paboTKM MHTErpaLuu.

® KHOMKW penakTtnpoBaHUA nynaneHua n MHTErpaunn.

2.2.6.1. Co3paHue / pepaktupoBaHue nHrterpauum ¢ LDAP

[ns co3gaHusa HOBOW MHTErpaumm HaxMmuTe KHonky "Cospartb'. [Ina pegakTmpoBaHus CyLLeCTBYHOLLEN

WHTErpaummn HaXXMUTe UKOHKY pefakTMpoBaHUs BbIGpaHHOW MHTErpaLuu.

HaCTpOIZKVI Kaxkaom MHTEerpaumm pa36I/ITbI Nno oTAernbHbIM BKIagkam.

Ha Bknagke "OCHOBHbIE HACTPOMKX" [OCTYMHbLI HACTPOWKH:


af://n427
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BkrnroyeHa - ecnv uHTerpawms BoiknioyeHa, oHa He ByaeT ucnonb3oBaHa npu 3anpocax, a
NUMMOPTUPOBaHHbIE MoNb3oBaTeny byayT AeaKTUBUPOBaHbI U NepeBEAHbI B COCTOSIHME "TONbKO
yTeHue", NoKa UHTerpauus He OyaeT BKMoYeHa CHOBa.

HasBaHue - ngeHTudmnkaTop nHTErpaumm.

MpuopuTeT - NpropuTeT Cry0bl MpU Noncke nonb3oaTens. MeHbLUMe 3HaYeHW UMELOT Bonee
BbICOKUIN NPUOPUTET.

MMnopTtupoBaThb nonb3oBaTesien - eCnu BKOYeHo, nonb3osartenu LDAP 6yayT
nUMnopTupoBaHbl B 6a3y AaHHbIx Keycloak 1 cMHXpOHMU3MpOBaHbl Yepes CKOH(UTypUpPOBaHHbIE
NONMUTUKN CUHXPOHU3ALUN.

Pexxnm pepaktupoBaHus - "TONbKO YTEHME" 03Ha4YaeT JOCTYN TOMbKO Ha YTeHue n3 LDAP.
"3anuncbiBaeMblin" 03Ha4aeT, YTo AaHHble OyayT obpaTHO CUHXPOHU3MpoBaHbl B LDAP no 3asBke.
"HeCMHXPOHN3NPOBaHHbLIN" 0O3HAYaET, YTO AaHHble Nonb3oBaTensa OyayT MMMNOPTUPOBAHbI, HO He
CUHXPOHM3MpoBaHbl o6paTHo B LDAP.

CUHXpPOHM3UPOBaTb perucTpaLmm - BKIOYEHME ONUUnN co3aaeT BHOBb CO34aHHbIX
nonb3oBaTenen B xpaHunuiwe LDAP. MpropnteT onpegensaeT Kakon 13 nocTasLLMKoB Oyaet
BbIOpaH 4N CMHXPOHM3aLMK HOBOTO MONb30BaTenNs.

MocTaBwumk - LDAP noctaBLymk (npoBangep).

ATpuoyTt Username B LADP - HanmeHoBaHne LDAP atpunbyTta, KoTopoe oTobpaxaeTcs kak nvs
nonb3osatens B Keycloak. Ans mHoxectsa cepsepoB LDAP aTo moxeT 6biTh 'uid'. Ansa Active
directory ato moxeT 6bITb 'SAMAccountName' nunm 'cn'. ATpubyT [OMmKeH BbITb 3anonHeH ans
Bcex LDAP 3anwuceii nonb3oBaTernein, koTopble Bbl XoTUTe uMnoptuposath 13 LDAP B Keycloak.
AtpuoyT RDN B LDAP - HanmeHoBaHune atpubyTtos LDAP, koTopoe ncnonbayetcs kak RDN
(BepxHuin aTpunbyT) 0bbivHOro nonb3osatens DN. OObIYHO OHO TaKoe Xe, Kak aTpubyT MMEHN
nonb3osatenst LDAP, ogHako oH He obsa3ateneH. Ans npumepa, ans Active directory o6bi4HO
ncnonbayetca 'cn' kak atpudyT RDN, B TO Bpems kak aTpubyT MMeHU Nonb3oBaTens MOXeT ObiTb
'sAMAccountName'.

Atpu6yT UUID B LDAP - HanmeHoBaHue LDAP atpubyTa,koTopoe MCnonb3yeTcs Kak
YHUKanbHbIA naeHTudgpmkatop oovektoB (UUID) B LDAP. [Ina mHoxecTtBa LDAP cepBepoB 310
'entryUUID' ogHako HekoTopble MoryT oTnuyatbes. Onst npumepa, ans Active directory oH
porxkeH 6biTb 'objectGUID'. Ecnu Baw LDAP cepBep AeCTBUTENbHO HE NOAAEPXKUBAET MNOHATUE
UUID, Bbl MOXeTe MCnornb3oBaTh Ntobon apyror atpmbyT, KOTOPbIN JOSMKEH ObiTb YHMKaNbHBIM
cpeaw nonb3osatenein B aepese LDAP. Hanpumep 'uid' unm 'entryDN'.

Knaccbl 06bekTOB nonb3oBaTens - Bce 3HadeHns u3 LDAP objectClass atpubytoB ans
nonb3osaTenen B LDAP, pasgeneHHble 3anaTton. Hanpumep: 'inetOrgPerson,
organizationalPerson'. BHoBb co3anaHHble nonb3oBatenu Keycloak 6yayT 3anvcaHbl B LDAP
BMECTE C 3TMMM Kraccammn o6bEKTOB, a CyLLeCcTBYoLLME 3anucy nonb3osartenen LDAP 6yayT
Har[eHbl TONMbKO eCNN OHWM COAEepXaT BCe 3TU KNnacchbl 06 bEKTOB.

URL nogkntoyeHus - URL coeanHeHus ¢ Bawmm cepsepom LDAP. CoeguHeHne MOXXHO
NpoTeCTMpOBaTb KHOMKOM "TecT nogkrnoveHms".

Monb3oBaTtenu DN - nonHbii DN 13 gepesa LDAP rge npucyTCTBYIOT Baluy nonb3oBaTtenu. 3T0T
DN aBngetcst pogutenem nonb3oatenen LDAP. OH moxeT ObITh, ANs npumepa
'‘ou=users,dc=example,dc=com’' npu ycnosmu, 4To BaLL OObIYHBIV Nonb3oBaTens byaeT MeTb
DN noxoxwuin Ha'uid=john,ou=users,dc=example,dc=com".

Monb3oBaTtenbcku PunsTp LDAP nonb3oBaTtenemn - gononHutenbHbin dounstp LDAP ans
unsTpaumm nckoMblix nonb3osatenen. OctaBbTe NoOne NyCcTbiM, ECAN HE HYXXAaeTecCh B
[ononHuTensHoM dunetpe. YoeguTech, YTo OH HaumHaeTes ¢ (' 1 3akaH4mMBaeTcs ')'.

Mouck obnacTu - ANg 0QHOro YPOBHS Nofb3oBaTeny ULy Test Tonbko B DN, onpefeneHHbIx Kak
nonb3oBaTenbckme DN. [1ns nogaepeBbeB ULLYTCS NOMb30BaTENU MOMTHOCTLIO B MX NOAAEPEBbLSIX.

CwmotpuTte gokymenTaumio LDAP ons nogpobHbIx getanen.



e Tun ayteHTUdMKaumm - Tun LDAP ayteHTudmkaumm. Cenvac OCTYMHbI TONTbKO MEXaHU3MbI
'none' (aHoHMMHas ayTeHTUdmkauma LDAP) unu 'simple’ (AyTeHTudukaums no conocTaBneHHbIM
MNOTNHY ¥ Naponto).

e ConoctaBneHue DN - DN agmuHuctpatopa LDAP, koTopble 6yayT ncnonb3osaHsl Keycloak ans
poctyna Ha cepsep LDAP.

e ConocTtaBneHue y4YeTHbIX AaHHbIX - Naponb agMmuHuctpaTtopa LDAP. INpoBepKy npaBunbHOCTH
BBOAA YYETHbIX AaHHbIX MOXHO caenartb C MOMOLLbIO KHOMKKM "poBepka ayTeHTudmkaumn',

Ha Bknagke "PaclumpeHHble HaCTPOMKN" JOCTYMHbI HACTPONKU:

e Bknrountb StartTLS - wudpyet coeguHeHune k LDAP ncnonesya STARTTLS, npumeHeHune
KOTOPOrO OTKITHOYAET NYNVHI COEOUHEHWN.

e PacwupeHHas onepauus LDAPvV3 nsmeHeHus napons - UICNosib30BaHMe pacLUMpPEeHHOW
onepaums LDAPv3 namenenus napons (RFC-3062). [lna paclumpeHHomn onepaunm nameHeHus
naponsi 0bbl4HO TpebyeTcs, 4Tobbl y LDAP nonb3oBatens yxe Obin BbICTaBNEH Naposib Ha
cepsepe. Korga ata onumsa ncnonb3yetcsa BMecTe ¢ "CUHXPOHM3aLMeEN 3aperMcTpupoBaHHbIX”
XenartenbHo Takke 000aBuTb "®ukcnpoBaHHbii LDAP mannep atpnbyToB", coaepalumi
Crny4YalHO CreHeprpoBaHHOE HavarnbHOe 3HaYeHune Ans napons.

e KHonka lNMpoBepuTb NnoaaepXKy pacwmpeHus - onpawimsaeTt LDAP cepsep kacatensHo
nogaepxku "PacwmpeHHon onepauun LDAPV3 nameHeHns napons" n asTomaTnyecku
BbICTaBNSAET HY)XHOE 3Ha4YeHWe B HAaCTPOMKax.

e [onuTuka NnpoBepku Nnapons - onpegenset gomkeH nu Keycloak, nepen teM kak o6HOBNSATH
naponb, BanuaMpoBaTh €ro CorrnacHo NonvTuke naponen obnacru.

e [loaTBepxaeHWe NOYTOBOroO agpeca - ECinyv BKIOYeEHO, To E-mail, npegocTaBneHHbIN 3TUM
NOCTaBLUMKOM, He ByeT NoATBEPXKAEHHbBIM AaXe eCnu NOATBEPXKAEHUE BKIHOYEHO Anst obrnacTu.

* HWcnonb3oBaHue JoBepeHHbIX cepTudukarToB SPI - onpegensiet, 6yaoet nu coegmHerne ¢ LDAP
MCNoNb30BaThb XpaHunuLle AoBepeHHbIX cepTudumkaToB SPl BMecTe ¢ cepTudmkaramu,
ckoHdurypmpoBaHHbimMu B keycloak-server.json. 'Bcerga' o3Hayaert, 4To oHu ByayT
ncnonb3oBaTbcs Bcerga. 'Hukorga' o3HayvaeT, YTo OHM HUKOrga He ByayT ucnonb3oBaHbl. 'TonbKo
ans ldap'os' 03HavaeT, 4To OHM ByayT MCNonb30BaHbl BMECTE C BalUMMK COeMHeHUsIMM K [dap
cepBepam. Obpatute BHMMaHue, 4yto ecnu keycloak-server.json He CKOHGUIypupoBaH, To Mo
ymon4yaHuto Java Byaet ucnonb3oaTb cacerts nnv ceptudukat, onpeaeneHHbI B
'javax.net.ssl.trustStore'.

e TanmayT coeguHeHuUsA - TarimayT coeanHeHus ¢ LDAP B MunnucekyHgax.

e TanmayT 4yTeHus - TanmayT YTeHusa n3 LDAP B MunnucekyHgax. TtoT TanmMayT NPUMEHSAETCA K
onepaunsam yteHust s LDAP.

e [locTpaHu4HbIN BbIBOA - fomkeH N LDAP cepBep nogaepxmBatb NOCTPAHUYHbIN BbIBOA,

Ha Bknagke "lNMyn coeanHeHnn" 4OCTYNHbI HACTPOWKM:

e [lyn coeguHeHun - formkeH nu Keycloak ncnonb3osatb nyn coeamHeHuii ans goctyna k LDAP
cepsepy.

e [ynuHr ayTeHTU(PUKaALMOHHbIX COeAUHEHUN - pa3feNneHHbIi NPo6GenomM Cnncok
ayTEeHTUMMKALMOHHBIX TUNOB COEAMHEHWNI, KOTOPE MOryT ObiTb MOMeLLeHbl B nyn. BanugHble
3HaveHus: "none", "simple" n "DIGEST-MD5".

e YpoBeHb OTIaAKu Nyria coeguHeHum - ypoBeHb oTnaaku. BannaoaHole sHaveHus: "fine"
(norvpyeT cosgaHue v yaaneHue coeauHexuin) n "all" (nonHbIi BbIBOA BCEV OTrNago4HOM
UHopmaLuun).

e HavyanbHbIl pa3Mmep nyna coeguHEeHUM - YNCIO M3HaYarnbHO CO34aBaeMbIX COEANHEHUN K
KaxgoMy 13 y3rioB.

e MakcumarnbHbIW pa3mep nyna coeAUHEHUN - MaKCMarnbHOE YMCO OAHOBPEMEHHbIX
COEAVHEHUN K Y311y.



e [lpeanoyTuTenbHLIN pa3Mep nyna coeAuHeHUN - NpeanovYTUTENbHOE YNCNO OOHOBPEMEHHbIX
COEAVHEHUN K Y311y.

e [IpoTokon nyna coeAuHeHWUN - pa3gerneHHbIn Npobenom CnMcoK NPOTOKONOB COEANHEHNI,
KOTOpble MOXHO MOMECTUTb B Nyn. BanuaHele 3HaveHus: "plain” n "ssl".

e TanmayT nyna coeaAuHEHUMN - CKOSNbKO MUSIIMCEKYH HEaKTUBHOE COeANHEHNE MOXET

npebbiBaThb B Nyne nepes TeM kak OHO ByAeT 3aKkpbITO 1 yaaneHo U3 Hero.
Ha Bknagke "MHTerpauus ¢ Kerberos" gocTynHbl HACTPOKN:

e PaspewunTtb ayTeHTUdUKauuo Kerberos - BknounTb/BbikNounTb ayTeHTUdmKaumo HTTP
nonb3osaternen ¢ TokeHamu SPNEGO/Kerberos. [laHHble 06 ayTEHTUPULMPOBAHbIX
nonb3oBaTensx 6yayT npegycMoTpeHbl n3 atoro LDAP cepBepa.

e WUcnonb3oBaTtb Kerberos gns ayteHTuduMKaumm no napono - Micnonb3oBaTb MoAyrb Bxoaa
Kerberos ans ayteHTudmkaumm no noruH/napons ¢ cepsepa Kerberos Bmecto ayteHTudurkaumm
Ha cepBepe LDAP c Directory Service API

Ha Bknagke "CMHXPOHM3MPOBaTb HACTPOWKN" AOCTYMHbI HACTPOMKM:

e Pa3smep nayku - konM4ecTBo nonb3oBatenen LDAP, kotopble 6yayT umnopTrpoBaHbl B Keycloak
3a OHYy TpaH3aKkuuio.

¢ [epuogunyeckas nonHas CUHXPOHU3ALMA - JOIKHA N ObITh BKITOYEHA NOMHasa nepuoanyeckas
CMHXPOHM3aums nonb3osatenen LDAP B Keycloak nnu Her.

e [lepuogmnyeckass CUHXPOHM3aALMA U3MEHEeHUI NoSib3oBaTenemn - JOMKHa N BbiTb BKNOYEHa

nepuoamnyeckasi CMHXpOHU3aLmMsl HOBbIX U M3MeHeHHbIX nonb3osateneit LDAP B Keycloak unu Her.
Ha Bknagke "HacTponku kawmpoBaHns" AOCTyNHa HacTponka:

e [MONUTUKM KILUMPOBAHUA - MOSUTMKM KILLUMPOBAHUSA Al 9TOro NocTaBLyyka XxpaHeHust. 'Tlo
YMOMYaHUIo' NPEACTaBSET HACTPOMKM NO-yMONYaHuio Asi rno6anbHOro nosib3oBaTeNlbCkoro
KaLwa. 'BbITECHSATb KaXAblii AEHb' BPeMsi KaXKgoro AHs, MOCIe KOTOPOro Mofb30BaTENbCKUMA KILL
UHBaNMAaupyeTcs. 'BbITECHATb Kaxxayto Hefento' AeHb U BpeMsi HEAENMW NOocre KOTOPOro
nonb3oBaTenNbCKUI KW MHBanMaupyeTcs. 'Tlo MakcumanbHOMY BPEMEHW KU3HW' BpeMS! B

MWUMIMCEKYHAAX, B TEYEHUE KOTOPOro GYAET CYLLEeCTBOBAaTb KMU3HEHHbIN LMKIT 3anncu B KaLUe.
Mpwv pefakTUpoBaHNM MHTErPaLUM OTAENBHO AOCTYMHbI A4eiCTBUS:

e CHHXPOHMU3aALUA N3MEHEHHbIX NoJib30BaTenewn - NPUHyAUTENbHAasS CUHXPOHU3aLMS
n3MeHeHHbIx nonb3osartenen LDAP B Keycloak.

e CUHXpOHM3aLMs BCex Nosfib3oBaTerien - NpuHyanTenbHast CUHXPOHU3aLMs BCEX Nofb3oBaTenen
LDAP B Keycloak.

° Yoanutb MMNOPTUPOBAHHLIX - yAaneHue nonb3oBaTenen, MMNOPTUPOBAHHbLIX Npu
cuHxpoHusauum ¢ LDAP. INpu aToMm He yoanstoTcsa nonb3oBaTteny, UdHadanbHO co3aaHHbIe B
Mnardcdopme Papap.

e OTBfA3aTb NoNib30BaTesNeN - NPUHYAUTENbHAs OTBSI3KA NOMb30BaTenen OT Cny>0Obl KaTanoros.
Mo oTBA3aHHBIM NOMNbL30BaTENAM B JanbHenwem He ByaeT 4OCTYNHa CUHXPOHM3aLMs CO CIy>K0ow
KaTanoros.

e HacTpoiika mannuHra - nepexof k Hactpoike Keycloack, no3sonsiet 3agatb conoctaeneHue
nonen Keycloack nonsim LDAP.



2.2.7. Bknagka "Joctyn K AaHHbIM"

Ha Bknagke "OocTyn K gaHHbIM" oTOGpaxatoTcs npaBa 4OCTyna Nonb3oBaTenen 1 rpynn

none3oBaTenen k pasgenamv MNMnartdopmbl Pagap (cm. pucyHok 24).

Monb3oBareny v Npaea

,ﬂ,OCTyI‘I K AaHHbIM
Monssosarenu Tpynnbi Ponu AyauT AeicTaMi CobbiTia BX0AA LDAP [ocTyn K A3HHBIM
AKTUBbI COBLITUA
NONb30OBATENN MHCTAHC
| ] (1] = ] @ B N = | ] @
admin v v v v v ® v v v v @
AKTHBbBI COBLITUA
TPYTNbI WMHCTAHC
B W F W © B & #ZF ¥ @

admin v v v v v @ v v v v @&

inventorization x X x x x [x] b X x x (x]

users x X v x x = [pynna aKTUBOB |= AAMWH x X x x = vendor = Microsoft

PucyHok 24 - SkpaH npocmoTpa goctyna k [Nnargopme
2.2.7.1. NMpocmoTp npaBun gocTyna

Mo ymonyaHuio pasnen cooepXxut ase Tabnuubl: Tabnuua AocTyna Ans nonb3oBatener u Tabnuua

AocTyna angd rpynn nons3osBaTenem.
B kaxxgown Tabnmue otobpaxaeTcs [OCTyn K:

® VHCTaHcy
® aKTMBaM
e coObITUAM

MkoHkn goctyna 0603HavatoT:

e ./ -[0CTyn paspeLueH
e % - [OCTYyn 3anpeLleH

[ns akTMBOB 1 COOLITUI AOCTYN pasgerneH no Buaam AencTBUN:

e | - AOCTyn K co3aaHuio
® mm - OOCTYM K NPOCMOTPY
e [ -[O0CTyn K peaakTupoBaHuo

e W - OOCTyn K ydaneHuto
[MOMMMO 3TOrO MKOHKOW 4@ ONpeaendalTCd npasuna gocrtyna:

L4 {!} - OOCTYyn npeaocTaBlieH KO BCeM akTuBaM Unn cobbITUAM

L4 G‘ - NpasuIia goCTyna He onpeaereHbl

® [paBuna gocTyna nepe4vnucrneHbl B auenke

MkoHka counbsTpaunm n OTKPOET OKHO (PMNLTPOB NPOCMOTPA AOCTYNa K AaHHbIM (CM. PUCYHOK 25).
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CyBbekT gocTtyna

[Monb3oBaTenu
pynnol

O6nekT goctyna

AKTWEBI
CoBBITWMA

Tun aoctyna

B Cozaanue

am UTeHue

[ V13meHeHwe

ELITKA _
B YoaneHwe

PucyHok 25 - dunstpbl npocMoTpa AocTyna K AaHHbIM
2.2.7.2. PepaktnpoBaHue npasus AocTyna K AaHHbIM

Ons penakTnpoBaHuAa npaBun A0CTyna K AaHHbIM KIMUKHUTE UKOHKY HanpoTunB Bbl6paHHOFO

nonb3oBaTens Unu rpynnbl Nonb3oBaTteneil, B pesyrnsrate Yero
OTKPOETCS OKHO pefaKTUPOBaHus NpaBus AocTyna (CM. pUCYHOK 26).

A0CTyn K AaHHbIM Aocryn x garssn
Nonosarenn  [ynmet  Ponw  Aygwrgedicrawii Coburwnaxaga  LDAP  focrynk gassm
CB0AHaA MHPODMALMA AN TDYNNbI “users”
BlocTyn k uHcTaHcy
JloCTyn K THAY CyWHOCTY - AKTUEEI
CO3RAHNE UTEHUE PEAAKTHPGEAHME YOANEHUE
[lGCTYN K THNY CyWHOCTI - AKTHESI
MPABMAA AOCTYNA
I —" -]
Jlocryn k Ty cywHocTy - CoBeiTie
CO3AAHME UTEHNE PEAAKTVIPOBAHME YOAANEHNE
[locTyn K THRY CyWHOCTI - COBBITHR
MPABMAA JOCTYNA
vendor R ¢ || Microsoft n

PucyHok 26 - OkpaH pefakTupoBaHUs npasuna ocTyna K AaHHbIM
Mpu pegakTMpoBaHMKM NpasuIi 4OCTYNa HacTpanBaloTCH:

® [0CTyN K MHCTaHcy

® [OCTyNn K aktmeam n cobbITUSAM:
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o cosgaHue

O uTeHue

O pedakTMpoBaHue
© yganeHue

lMomnmo aToro, Anst aKTMBOB M COObLITUI OOCTYNHO ynpasrieHne npasuiamMmm goctyna.

NkoHka nossosser 4o6GaBnTL HOBOE MpPaBuUIo.

MkoHka H yoandet npasuio.

Kaxpoe npaBvno BeIrMsAUT CneayLwmM o6pasom
BbibpaHHoe npasusio paBHO/He paBHO 3HaYeHue
MpaBuno BbIGMpaeTcs 13 cnmcka.

[ns akTMBOB AOCTYMHbI:

o AKTMB

e [pynna akTuBoB
[nsi coBbITUI AOCTYMHO:

e vendor - HauMeHoBaHMe BeHopa

¢ subsystem - HaumeHoBaHVe nogcuMcTeEMbI
e product - HavmeHOBaHWe NpoayKkTa

® name - HaMMeHOBaHVe CobbITUS

e application - HaumeHoBaHVe NpunoxeHus
e fgdn - HaumeHoBaHVe JoMeHa

e hostname - HanmeHOBaHWe xocTa B CETU
e ip-ip-agpec xocTa B ceTu

3HaueHue 3a0aeTcs BpyUHYIO.

Mocne BBOAa 3Ha4YeHMi npasuna CoxXpaHUTe ero Haxatnem Ha KHOMKY COXpaHMTb.

3. YnpaBneHue knactepom lNnardgopmbli

3.1. YnpaBneHue knactepom lNnatdopmbl

Pazgen «Knactep» npefoctaBnsieT MHCTPYMEHTapuii Ans ynpoLleHHoro yrnpasneHus Mnatdopmoli 6e3

HeobX0AMMOCTM NOAKIIOYEHUS K cepBepaM Yepes TEpMUHANbHbIE COeOUHEHNS.
Pasnen npegocTtaBnsieT cnegyroLime BO3MOXHOCTU (CM. PUCYHOK 27):

e ynpaBreHue ysnamu krnacrepa u KOHTPOSb COCTOSIHUS Y3I10B;
® yrpaBneHue CKpUnTamu yCTaHOBKM M KOHUIypaLMOHHbIe (paifiaMu CepBUCOB;

® ynpaeneHve y4eTHbIMK 3anucsmu Ans cbopa gaHHbIX, npoTtokonamu n API kntodamu;

® nnaHnpoBaHve 3adav;
® yrpaBsreHne KoHdurypaumen;
® yrpaBsrieHne MyrnbTapeHaHOCTbIO.
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yn paBaeHMe HoAaMU Knactep

Yaneicucrems:  Cepemcei  Kondurypaumormsie gaitner  Cxpunter  APliatown  YueTHsie 3anmcn ans c6opa panneix  Tpakcnoprel  [naHmposuyak 3agas

Ynpaenenne konurypaumeii  Ynpasaenie mynTMapengHocTsio

[no6anbHble HACTPOAKK
Yanel

Mposepka

172.30.254.65

master balancer

(|

monitoring infra warker

N\

data correlator

PucyHok 27 - TnaBHbIN 3kpaH pasgena «Knacrep»

3.1.1. KoHuenuusa knactepa lNnartdcgopmbl Papap

Knactep Nnatdopmbl Pagap coOCTOUT M3 TpeX COCTaBNSAOLLNX:

® AreHT ynpaeneHus y3rom knacrepa;
e MeHeaxep ynpaBneHusi areHTamu;
e VHTepdelic ynpaBneHns MeHeoKepom.

Ha kaxgbin y3ern Krnacrtepa HeOGXO,D,I/IMO YCTaHOBUTb AreHt ynpasieHund, Yepes KOTOprIZ 6y,1:|,eT

OCYLLECTBINSATLCS YNpaBneHne U KOHTPOIb COCTOSIHUS y3na.

UHTepdenc n MeHemkep yrnpasrieHns areHTamMmn SOSKHbl HAXOAUTBCHA Ha OOHOM cepBepe, No

YMOI4aHunio OHW HaXOAATCS Ha cepsepe ¢ pornbio MASTER.

3.1.2. lo6aBneHue y3na knacrepa

[na no6aeneHns HOBOrO y3ana AOMKHO GbiTb COOMIOAEHO HECKOMBKO MOArOTOBUTENbLHbIX YCIOBUIA:

e Y3en pasBepHyT U rOTOB NPYHUMATb BHELLHUE COEAUHEHNS.

e Ha yane yctaHoeneHa OC - Debian 9 x64.

e Ha yane nogHAT ssh cepsep.

e Y3en paspellaeT COeAMHEHNS MO NPUBUIErNMPOBaHHBLIM MOMb3oBaTeNeM root ¢ napornem.

Mocne yctaHoBKM AreHTa cepBep MOXET ObITb 3aKpbIT AN noAkmtoveHus no ssh ¢ naponem. Mpu
ycTaHoBKe AreHTa Ha cepBep MpOonMCbIBaeTCs JOBEPEHHbIV cepTuduKaT macTep-cepeepa ans

nogkntoveHus: 6e3 BBoda napons. MNaponb B cUCTEME HE COXpaHSIEeTCS.

[ns no6GaBneHus yana 1 Hadana yctaHoBKM AreHTa Ha y3en HeoGXoayMOo BbIMOMHWUTE creaytolmne

[encTBus .

1. Ha Bknagke "Y3nbl cuctembl” BblbGpaTh nogpasgen "Yanbl" (CM. pucyHok 28).

2. 3anonHuTb hopmy "[obarneHre HOBoro y3na". Bce nonst popmbl 06513aTenbHbl K 3aM0NHEHMIO.

3. [Inga co3gaHusa knacTtepa Haxartb Ha KHonky "[lo6aButb".

4. MNpuncBoUTb HOBOMY KIlacTepy OAHY UIM HECKOMbKO poren, ykasas ux B obnactu "[obasneHue
ponen k y3anam". [Ins no6aBneHnsi ponv HeO6X0AMMO BbIGpaTh HYXXHYIO POSib U3 CMINCKA U HaXaTb
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nMBOo Ha KHOMKY «+», MO0 Ha KHoMKy «[1o6aBuTb Bce» (CM. PucyHok 28).

YnpaeneHue Hogamu Knact

Yavicucrem  Cepeucs  Kowpurypauvowssie Gaiines  Ckpuntel  APlkmouu  YueTHbie 3anucu 417 c60pa gaHHex  TpaHcnoprul 3apau i P

Kapra knacrepa
[Jlo6aBneHve HOBOTO y3na
Fno6ansHbie HacTpofikyt

MpoBepka ‘ 22

BeeanTe nmA

lorwn Mapons

root

P

Beeante ip

[lobaBneHne poneli K ysnam

17230.254.65 m BuBepie porb ¢

* master

-

* data

« monitoring

* worker

PucyHok 28 - QkpaH gobasnexus yana lNnatdopmel

Mo ymonyaHuio Bce Heobxoaumoe nporpaMmmMmHoe obecneyeHne Ans yana perynmpyeTcs porbio,

3aKkpenneHHon 3a y3110M.

Mocne fobaeneHus yana Ha3HavyeHne emy porm 1 YCTaHOBKM AreHTa CTaHeT AOCTYMHO ynpaBrneHue
y3I10M KracTepa, pacnofioKeHHOe Ha crielmanbHOM 3KkpaHe "YnpaBrneHme XoCcToM <agpec xocta>".

[JaHHbIN 3KpaH cCoaepPXnT PyHKLUMM peaakTMpoBaHusi poni KnacTtepa.

3.1.3. YnpaBneHue y35om Knacrepa

3.1.3.1. 3KpaH ynpaBneHus y3rnom, obLiee onmcaHve

YHpaBneHme Y3I10M KnacTtepa OCyLeCTBINAETCA Ha OTOEelNTbHOM 3KpaHe I/IHTep(*)eIZCG, nepe|7|T|/| Ha

KOTOPbI BO3MOXHO CMEAYHLWMM CrocoBGoM:

* 13 nogpasgena "Yanel", obnacte "OobaBneHne ponew K yanam" npy HaxaTuy Ha Ha3BaHue y3na
(IP-agpeca, cMm. pucyHok 28) ;

e u3 nogpasgena «lMpoBepkax - HaXxaTb Ha KHOMKY «HacTporika» psgom ¢ Ha3BaHWeM y3na (CMm.
pucyHok 29).

Ynpasneuve HoaamMu Knacrep

Yanorcuctews  Ceponcer Kongurypauvonmsie daiiner  Crpnmms APlkmown  Yuetwbie sannce ana céopa ganmeix  Tparcnoprsi Tl 2082 i P

Kapra knactepa
- |
TN06aNbHbIe HACTPOIiKM

Yo 172.30.254.65 -m

s ® - pangeoradar-rvs_apiservice

pluto @ - pangeoradar-pluto-web service
® - pangeoradar-pluto-worker service

logmule @ - pangeoradar-logmule service
nginx @ - nginxservice
kafka-exporter ® - kafka-exporter service

mongo @ - mongod.service

PucyHok 29 - lNepexon Ha akpaH ynpaBneHus y3rnom krnactepa us nogpasgena "lNMpoeepka”
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OKpaH ynpaBneHus y3nom NpegocTaBnsaeT criegyowme BO3MOXHOCTH (CM. pucyHok 30):

® ynpaBneHue cepBEPHbLIMU POSISIM Y3na;
® ynpaBneHue cepBucamMu yana;

® KOHTPOJIb COCTOSIHUSI paboTbl CEPBUCOB;
® KOHTpOSb paboThbl y3na;

® BbINOMHEHVE CKPUMTOB Ha yane.

Vnpaenenue xoctom - [N Vnpaanenue Hogamu > Ynpasnenwe xocTom

PONN Y3NA DOMNONHUTENbHBIE CEPBUCH Y3NIA

infra Vaanute

corteator Spais
BCE CEPBUCHI Y3NA

prometheus

® - prometheus.service

knowledgebase ® - pangeoradar-kb.service

® - pangeoradar-kb-sidekia.service

rmea © - pangeoradar-rmcaservice e
® - pangeoradar-rmea-sidekia.service

arafana ® - grafana-server.service r—

node-exporter ® - node_exporter.service Deitcteus ~

PucyHok 30 - QkpaH ynpaBneHus y3nom

3.1.3.2. YnpaBneHue cepBucamMu y3na Krnacrepa

dDyHKUMM yNpaBneHus cepBrcaMm pacnonoXxeHbl B 06nactu "Bee cepsucel y3na" (cm. pucyHok 30).
Kaxablh cepBuC y3ma Krnactepa MOXeT NpeaocTaBUTb MHOPMaLMIO O CBOEM CTaTyce U NOCNeaHNX
norax. Ans nony4eHns nHgopmMaLmm HeobxoaMMOo HaxaTb Ha KHOMKY «[leicTBusa» 1 BbibpaTb
COOTBETCTBYIOLLUNIA MYHKT MEHIO (CM. pUcyHOK 31). Takke Yyepes AaHHOe MEHIO JOCTYMHbI:

® repeycraHoBKa CepBuca;
® Mepesanyck cepBuca.

BCE CEPBWCHI ¥3/A

* ¢E

s @ - pangeoradar-rvs_api.service

Deiictena -
Cratyc
pluto ® - pangeoradar-pluto-web.service
@ - pangeoradar-pluto-worker.service Jlorm
logmule ® - pangeoradar-logmule.service MepeycTaHoBuT Cepanc
Mepesanyctuts
nginx @ - nginx.service J I —

PucyHok 31 - VIHdopmaums o ctaTyce 1 nocrnegHux norax BelopaHHOro y3na knacrepa
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3.1.3.3. YcTaHOBKa cepBuca Ha y3en Kknacrepa

Ons YCTaHOBKU Ha y3ell OTAesNIbHO Bbl6paHHOFO cepBuca (He pekomeHOoyeTCA TaK aenatb) Ha 3KpaHe

yrnpaBrieHns1 y3rom Krnactepa Heo6xoanMo BhIMOMHUTL criefytoline AeNCTBUM;

1. B obnactn "[JononHuTenbHble cepBUCHI y3na" BbIbpaTh B packpbiBatoLLEMCS CMUCKE
[OMNOMHUTENBHBIX CEPBUCOB HEOOXOAMMBIN CEPBUC (CM. PUCYHOK 32).

2. HaxaTtb Ha kHonKy «[JobaBuTb». CepBuc o6aBUTCS B OOLLMIA CMMCOK CEPBUCOB Ha y3ne B
obnactu "Bce cepsuchl y3na" .

3. B cTpoke HOBOro cepBuca HaxaTb Ha KHOMKY «[encTBus» 1 B pacKpbIBLUEMCSI MEHIO BblibpaTb
dyHKkumo «lepeyctaHoBUTL cepBUC» (CM. pUCyHOK 31). [loxxaaTbcs 3aBepLUeHus npouecca.

4. B CTpOKe HOBOro CEpBMCca HaxaTb Ha KHOMKY «[eiiCTBUS» U B pacKpbIBLLEMCS MEHIO BbiGpaTb
PyHKUMIO «OBHOBUTL KOHU» (CM. pucyHok 31). [loxaaTbCs 3aBepLUeHuMs npoLiecca.

B npouecce nepeycTtaHoBku cepaiica ByaeT nokasaH for 4eNCTBUI YCTaHOBLUYKA.

Ynpaenexue xocrom -- YApasneHie HOAaMU > YNPABAEHME XOCTOM

PO Y3NA BOMOMHNTENRHLIE CEPBUCH Y3NA

N N p—— :
E3 ==

master

data

monitoring

worker

infra

balancer

IAaanag
TITITT

correlator

BCE CEPBUACHI ¥31A
prometheus ® - prometheusservice

Deicrenn

knowledgebase @ - pangeoradar-kb.service

. Aeiicrena
® - pangeoradar-kb-sidekig service

PucyHok 32 - Beibop gononHuTensHoro cepeuca
3.1.3.4. YcTaHOBKa cepBepHOM pPOsiv Ha y3en Knacrtepa

PeKOMeH,CI,yeTCFl MCNOoNb30BaTb CepBEpPHbIE POJIN KakK a6CTpaKLI,I/II-O YCTaHOBKM NnporpamMmMmHoro

obecneyeHust Ha y3en kKnacTepa.

Ha akpaHe ynpasneHust y3rnom knactepa s NpMcBOeHe HOBOWM poni y3ny Heo6XxoarMo BbIMOMHUTL

cnegywoLlme AencTaus (CM. pucyHok 33):

1. B obnactu "Ponu y3na" B pacKkpblBalOLLEMCS CIUCKE BblOpaTh HYXXHYHO pOrib.
2. HaxxaTb Ha kHonky «[Job6aBuTb». BeilbpaHHas ponb 6yaet gobaBrneHa K CrMCKY HUXKE.
3. B cTpoke fobasneHHoM ponu HaxaTb Ha KHOMKY «PackaTtuTb pornb» A5ia 3anycka npouecca

yCTaHOBKM Ha y3en knacTtepa MO, COOTBETCTBYIOLLETO POSU.

Mpouecc ycTaHOBKM NpeACTaBreH B Buae 0GHOBNSAEMOro fora yCTaHOBKMY.
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YHPE B/IEHMUE XOCTOM '- YNpagneHne HOAZMU  YNPAEAEHHE XOCTOM

PONA VINA [AONOSHNTENBHLIE CEPBUCH Y3/1A

N pr— :

=]

master

data

monitoring

worker

infra

balancer

Aaaanag
TITITT

correlator

BCE CEPBUCHI Y3/1A

menmethene B nromethens cenics

PucyHok 33 - YcTaHOBKa cepBepHOW ponu Ha y3en knacTtepa

3.1.4. YnpaBneHune cepBucamm

3.1.4.1. Habop cepBucos, nob6asneHue/yaaneHme cepBMcoB

B nHTepdelice MNMnatcdopmbl Pagap Habop AOCTYNHbIX CEPBUCOB MratdopMbl 0ToObpaxaeTcs B
pasgene "YnpasneHue knactepom” Ha Bknagke "Cepsucbl" B Buae tabnuubl. Obnactb cnpaBa oT
Tabnuupbl no3sonseT 4o6aBnNsATb HOBbIE CEPBUCHI (CM. PUCYHOK 34).

MOXHO yoanuTb CyLLECTBYOLLUIA CEPBUC U3 TabMKMLbl HAXaB Ha KHOMKY "Yoanute" B CTPOke

COOTBETCTBYHOLLEro cepBuca.

Ynpas/ieHue cepBucamu Knacrep

Yanbicuctevsl  Cepewcsi  Kowpurypauuowmsie daiins  Ckpuntei  APIKmious  YueTHuie 3anMch 477 c60pa AawHeix  Tpawcnopts  MnaWuposwwk 3asau  Ynpasnesue kowguryp

CMUCOK CEPBNCOB NAATOGOPMbI NOBABEHME CEPBMCA NNATGOPMbI

i HanmeHosaHue
rabbitmq

midgard + rain
No6asurs

mca

node-exporter

ti

prometheus

termite

elastic-search

logmule

PucyHok 34 - Habop cepucos Nnatgopmbl
3.1.4.2. 3KpaH ynpaBrieHMs cepBUMCamMum

Mpw BbIGOPE B TabnuLe MHTEPECYIOLLIETO CEPBMCA OTKPLIBAETCS KPaH yNpaBneHus 4aHHbIM CEPBUCOM,
KOTOPbIA COAEPXKUT cregytowme obnactu 3agay (Cm. pucyHok 35):

e obnactb "AccounmpoBaH ¢ ponamu” - obecrneymBaeT HaCTPOKKY CrMcKa poren, C KOTopbIMn
accoumMmpoBaH AaHHbI CEPBUC;

e obnactb "AccounmpoBaHHble KOH(Urn" - obecneunBaeT HaACTPOMKY Crmncka
KOHUIrypaLumMoHHbIX (hainoB, acCOLUNPOBaHHbIX C JaHHbIM CEPBUCOM;

e obnactb "[OCTyNHbIE CKPUNTBI" - COOEPXKUT NEepeYeHb CKPUMTOB, AOCTYMHbIX A4S AaHHOMo
cepBuca;

e obnactb "AccouMMpoOBaH C y3namu'" - COAEpPXXNUT CNIMCOK Ha3BaHWUI (poren) KnacTepHoro yana c

KOTOPbIMU acCOLMMPOBAH AaHHbI CEpBUC.
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YnpaBnexue cepsucom - rabbitmq Ynpasnene cepaacamy > Ynpasienue cepancom

Yanoicnctemer  Ceponcer  Komurypauvionmbie daiines  Cepunre  APlkmowm  Yeetweic sanven ana cGopa garneix  Tparcnoprsi sama P rrypauneit P

ACCOUMMPOBAH C PONIAMN ACCOUVMPOBAHHBIE KOHOUIU [NOCTYMHBIE CKPUMTHE ACCOUMWPOBAH C Y3NAMM

s s install-rabbitmg master

prem
infra m rabbitmq-prometheus- [

plugin.nginx

PucyHok 35 - QkpaH ynpaBneHusi cepsrcamm
3.1.4.3. HacTponka cnucka pornemn, ¢ KOTOpbIMU aCCOLMNPOBaH CepBUC

[ns npoeeneHns accoumaLum cepsmnca ¢ HOBOWM Porbio HeoBXoanMo:

1. MepenTtn Ha BkNagky «CepBuUCHI».
2. BbibpaTb HyXHbIN cepBuc B Tabnuue. OTkpoeTcst hopma HaCcTpPoek cepBuca (CM. pUCyHoK 36).
3. B obnactn "AccouumpoBaH ¢ ponsaMun” 1 BbIbpaTb HYXKHYHO pOrib B pacKpbIBatoOLLLEMCSH CMUCKE.

4. HaxaTb kHoMKy «[Jo6aBnTb».
YkasaHHas porb 0To6pasnTcs B CNCKe poriei, ¢ KOTOPbIMKU accoLMMpoBaH BbIBpPaHHbIN cepBUC.

[nsa ynaneHuy ponu 13 cnucka HaxkaTb Ha KHOMKy "YoanuTb" B CTPOKe AaHHOW ponu.

YnpaBieHue cepBucoM - rabbitmq Ynpasnenne cepancamn > Ynpasaenve cepsucom

Yane cuctemer | Cepancer | Kongmrypaunomwiie gaiian  Crpunrer  APlwmroun  YueTnbie sanvca ana copa aanmex  Tpanenoprer urypauncii P

ACCOUMMWPOBAH C PONAMM ACCOLMVPOBAHHBIE KOHOMWIY NOCTYMHBIE CKPMATHI ACCOLMWPOBAH C Y31AMM

install-rabbitmg master
e

infra Yaamirs rabbitmg-prometheus- Yaanv
plugin.ngink

PucyHok 36 - Obnactb HacTpOWKKU ponen, C KOTOPbIMU acCOLUMNPOBaH CEPBUC

3.1.4.4. HacTponka cnucka KoHdurypaumoHHbIX ¢pannoB, acCOLUNPOBaAHHbIX
C cepBUCOM

[nsa accounauumn kKOHUrypaumoHHOro danna ¢ cepBnucom, Heobxoanmo:

1. Mepenitn Ha BkNagky «CepBuUCHI».

2. BbibpaTb HyxHbI cepBuc B Tabnuue. OTkpoeTcst hopma HacTpoek cepsuca (CM. pucyHok 37).

3. BbibpaTb HacTpoiiky «AccoumMnpoBaHHble KOHUTU» 1 BbIOPATb HYXHbI KOH(UTYPALMOHHBIN
ann B packpblBatoLLLEMCS CMMCKE.

4. Haxatb KHOMKY «[Jo6aBUTb».

BbiGpaHHbI KOHUIYpaLNOHHbIV halin oTobpasnTcst B Cnncke KOHUIypaunoHHbIX (harinos,

accoummnpoBaHHbIX C CEPBUCOM.

[ns yoaneHnsa koHUrypaunoHHoro arna ns Cnncka Haxkatb Ha KHOMKY "YaanuTb'" B CTpoKe JaHHOro

danna.


af://n785
af://n800

YnpaBneHve cepBMcOM - rabbitmq YnpaBnenie capucamn > Ynpasnenite cepaucom

Yanei cueremet | Cepeveni | Kowpurypauvowsuie gaiine  Cpunmei  APlkniown  YueTHie sanuew 4na c6opa aawHeie  TpacnopTel P purypaumeii P

ACCOLUMMPOBAH C PONAMY ACCOUMUPOBAHHBIE KOHOUMA DOCTYMHBIE CKPUATEI ACCOLMMPOBAH C Y3NAMHK

install-rabbitmg master

pre
infra m rabbitmq-prometheus- m

plugin.nginx

PucyHok 37 - Obnactb HacTPOWKM KOHUIYpaLNOHHBLIX (hanioB acCoLUNPOBAHHBLIX C CEPBUCOM

3.1.5. YnpaBneHue KkoHUrypaumoHHbIiMu hbannamm Knacrepa

3.1.5.1. Ha6bop koHtuUrypaumnoHHbIx ¢pannos, no6aBneHune/yaaneHme
c¢dannos

BHumaHume! He pekomeHayeTCsi BHOCUTb U3MEHEHUA B KOHUrypaumnoHHble ¢hannbl 6e3

KOHCYNbTauum ¢ paspaboTumkamm.

Bce koHdurypaumnoHHble harnbl cepBrcoB [natgopmbl nexar no agpecy:
/opt/pangeoradar/configs/.

B nHTepderice MNnatdopmbl Pagap gaHHbIn HAGop KOHPUIypaLunoHHbLIX dhannoB oTobpaxaeTcs B
pasgene "YnpasneHue knactepom" Ha Bknagke "KoHdurypauunoHHble dannbl” B Buge Tabnuubl.
O6nacTb crnpaBa OT TabnuLbl MO3BOMSET NepeonpeaeniTe KOHUrypaumoHHble dbansbl Mo YMOMYaHUo

13 3TOW UIM BMOXEHHbIX AUPEKTOPUI NMYTEM CO3[4aHUSA OAHOMMEHHbIX hbalnoB (CM. pucyHok 38).

B HasBaHuu dharna gonyckaeTcsi UCMNonb30BaTh OTHOCUTESNbHBIV MYTh OT AUPEKTOPUN XPaHEHMS

KOHpUrypaumoHHbIX (harnos, HanpumMep - termite/test.conf.

[nsa ynaneHus kKoHdUrypaunmoHHoro darnna u3 cnmcka Haxkatb Ha KHOMKy "YoanuTtb" B cTpoke

WHTepecyoLLero canna.

YnpaBaeHue korgurypauoHHbiMK daiinamm Knacrep

Ysneicactemsi  Cepeucsi  Kondurypaumorneie Gaiine  CkpwnTel  APIKmowM  YuerTwie 3anucu 478 c60pa amHex  Tpaucnoprsl  Mianwposuwksagay  Ynpasnenvie conpurypauneii p

CMUCOK KOH®UTOB MAAT®OPMbl LOBABNEHUE KOHOUTA MIATOOPMbI

HavmeHogaHme
prometheus.rulesyml

alertmanagerymi

Kordur

rsyslog-kafka-collector.conf i

Kb.env
200keeper.properties
elasticsearch.nginx
kafkaproperties
grafanaiini

rmea.env

PucyHok 38 - Habop koHdurypaumnoHHbix channos MNnatdopmbl

3.1.5.2. 3kpaH peaakTupoBaHuUA KOHdUrypaumoHHoro canna

BHumaHue! He pekoMeHAyeTCcsi BHOCUTb U3MEHEHUs1 B KOHPUIypaLunoHHble ¢hainbl 6e3
KOHCYNbLTauum ¢ paspaboTymkamm.


af://n815
af://n816
af://n824

Mpn HEOBXOAMMOCTN TEKCT KOHGUIYpaLMOHHOIO dhanna MOXHO OTpeaakTMpoBaTh. s 9To Hago Hano
BblIGpaTh MHTEPECYOLLMI hain B CNUCKE KOH(PUIypaLMOHHBLIX hannos. Ha akpaHe OTKpoeTCH TEKCT
BbIGpaHHOro thanna, JOCTYNHbIN ANst pefaKTUPOBaHMs (CM. pucyHok 39). BBeaeHHble naMeHeHus
COXPaHSTCA MPU HaXKaTumn Ha KHoMKy "N3meHuTs".

KOHQUrypauvoHHsie Gaiiiel  M3MeHeHMe KOHQUTYPALMOHHOTO daiina

YnpaBaeHune

Ysneicactemsi  Cepswcs  Kowpurypauvowwsie daiins  Ckpunmsi  APIKmowa  YueTHsie 3anack Ana Gopa maWwsix  Tpawcnoprer [l u p purypauveii P

V3MEHEHUE KOHOUTA MATOOPMbI

HaumeHosanne

alertmanager.ym!
Kongur

1 global:

2 receivers:

3 - name: default-receiver

webhook_configs:
- url: "http://127.0.8.1:6699/alertmanager/notify"

route:
group_wait: 10s
9 group_interval: 10s
16 receiver: default-receiver

11 repeat_interval: 1h

PucyHok 39 - PegakTtnpoBaHue KoHdurypaumoHHoro darina Nnargopmbl
3.1.6. anaBnel-wle MHCTaNNAUMOHHbLIMUN CKPUNTaMU KnacTtepa

3.1.6.1. Habop ckpunTtoB, Aaob6aBneHne/yananeHue CKpUnToB

BHumanume! He pekomMeHAyeTCA BHOCUTb B CKPUNTbl UBMEHEeHUA be3 KOHCyInbTauuu c

paspaboTumnkamm.
NHcTannsiLMoHHble CKpUnTbl HEOBXOAUMEI MPY YCTAaHOBKE UK NepeyCTaHOBKE CEPBMCOB.
#A3blkom onucaHus ckpunTta siensietcst bash.

B nHTepderice MNnatdopmbl Pagap Habop ckpmunToB oToOpaxkaeTcs B pasgene "YnpasneHue
knactepom" Ha Bknagke "Ckpuntbl" B Buae Tabnuubl. Obnacte cnpasa oT Tabnuubl No3BonsgeT

nepeonpeaennTb CKPUMTbI MO yMOn4aHuio (M. pucyHok 40).

Knacrep

Ynpagnenune ckpuntammn

¥l cacTembl Cepamcul KOHpHTYPaUOHHBIE Gaiins! CxpanTs! APl karuM YHeTHbIE 33MMCK ANA CEOPA AarHBIX Tpancnoprsl Ynpaenetine durypaumei
CMUCOK KOHOWIOB NIIATOOPMBI AOBABJIEHWE KOHOUTA MNATOOPMbI
Haverosanme
install-turntable
prepare-server
Cipunt
install-prometheus i
install-mongodb-exporter
AoGasume.

sync-from-master

logrotate-config

install-elasticsearch-exporter

install-mongo

install-rabbitmgq

install-elasticsearch-6

curator-config

PucyHok 40 - HaGop ckpunToB Nnatcdopmsl


af://n829
af://n830

3.1.6.2. KkpaH peAaKTUpPOBaHMA CKpUNTa

an/I Bbl60pe B Ta6nmu,e MHTEpPECYoLLEero CKpunTa OTKpbIBaA€TCA 3KpaH ynpasneHna JaHHbIM CKPpUNTOM,

KOTOPbIN COAEPXUT criegytoLlme obnacTtu 3agad (CM. pucyHok 41):

® CcrieBa pacrnornoXeH TeKCT BbIOpaHHOro CKpuMnTa, AOCTYMHbIV ANS peaakTUpoBaHus.;

e obnactb "Accoumaumsa ckpunTa ¢ ponblo” - obecnevnBaeT accoumanlnio CKpunTa ¢ porbto,

BbIGPAHHO 13 PacKpbIBAIOLLEroCs CrvCKa;

e obnactb "Accoumaumsa CKpUnTa ¢ CepBUCOM" - COOEPXKNUT CMMCOK CEPBNCOB, C KOTOPbIMMN

accounmpoBaH OaHHbIN CKpuUNT Ha TeKyLLLI/IIZ MOMEHT, U paCKprBaFOLLLI/II;ICFI CMNnCoOK cepBunCoOB, C

KOTOPbIMMN MOXXHO NPOBECTN accounauno JaHHOro cKkpunTta.

YnpasneHue

Yanbl cuCTEMB  Cepeuch  KOMDWIYDBUMOMMmE O3NS CKDWITS  APIKAIOMA  YUETHME NWCH ATA CEOD3 AaMHBX  TPIHCTIODTE! azad  Ynpasnewne

Vi3uenenne ckpunta > Wamenenwe cepunta

W3MEHEHVIE KOHQUIA MNATOOPMbI ACCOPUMALWA CKPUNTA C PO/bIO

Hanmenoeanue

install-turntable LoGasurs.

Cxpunt
1 #!/usr/bin/e
2
3 dpkg -iR /opt/pangeoradar/distrs/pangeoradar-turntable

5 ufw allow 1080

6 echo "y" | ufu enable
7

8 echo “done"

=3
PucyHok 41 - PegaktupoBaHue ckpunta lNnatdopmbl

3.1.7. YnpaBneHue APl knoyamu Kknacrepa

Thi0

ACCOPLIMALIMA CKPUITA C CEPBUCOM

JAosasurs

turntable [ s |

[oBepeHHble kntoum API ncnonb3yroTca Ansg Mex-cepBUCHOro B3anMogencTang. YnpasneHume Knovamm

API peanusoBaHo Ha Bknagke "API kntoun". OkpaH cogepXxuT (CM. pUcyHok 42):

e TekyLwmn cnnucok APl knitoven;

e obnacTb A00aBEHNs HOBbIX KINHOYeEN.

He pekomeHayeTcs yoanaTh kntod global_api_key Bo nstexaHve notepm pabotocnocobHoCTu

Mnatdopmbl.

Ynpasnenwue APl kntouamu

Yano cnciem  Cepancs  KorgMypauMoMrbie Gaiinel  CXpAMTS  APIKAIWM  Y4THHE 320MCH ANA C6OPA AGHKEX  TPaHCMOpTEl  [INGHMPOBLIAK 33834 Ypasaenme

CMUCOK CEPBUCOB MNATOOPMbI

57dbc200-4128-0f55-25d8-1c19c2e44347 global_api_key

c2d95193-2260-3261-b6d 2-e32071848ebd TempApiKeylnstall

PucyHok 42 - Ynpaenenue API kniovyamu

g

AOBABNEHUE API KNKOUA

Haumerosarue

3.1.8. YnpaBneHue y4yeTHbIMU 3anMcamMu ana coopa AaHHbIX

Ha Bknagke "YueTHble 3anucu ang cbopa AaHHbIX" peanv3oBaHo ynpasrneHue aBTopu3aLnoHHbIMU

AaHHbIMK Ans cOopLumKa AaHHbIX C XOCTOB MpwW npoLeaype nHBeHTapusaumn. Bknagka cogepxuT (cm.

pucyHok 43):

e ob6nactb "CnNMUCOK y4YeTHbIX 3anucen” - TEKYLLUIN CNNCOK YHETHBLIX 3annucen;

e obnactb "dobaBneHue yyeTHoM 3anucu” - cooepxut hopMy Ansi BBEAEHNSI NapamMeTpoB HOBOW

YYETHOM 3anuncu.


af://n837
af://n848
af://n858

M3meHeHne co3gaHHOM 3anmcu He npeaycMOTPEeHHO. BO3MOXHO TOMNbKO yaaneHue n NnoBTOpPHoe

co3faHune.

VnpaeneHue

Vewcarsws  Cepeacs Kopunpadeonme dsas Crm APlemeun

CNUCOK YHETHbIX 3ANUCER

Hassarue Onucarne

win_admin

ssh_root

Yoerase am a78 250ps A

Norun

Administrator

root

Momen  Mapons  Ceprudukar

LOBABNEHUE YYETHOW 3ANUCH

Havmerosatme
Tun

TNoruw/Napons

Onucarive

Noruw
Napons
Domen

Ceptudukat

Tparcroptsi
wi

rpc
ssh

PucyHok 43 - YnpaBneHue CnMCKOM y4eTHbIX 3anucen ansa cobopa AaHHbIX

3.1.9. YnpaBneHue TpaHcnopTamu cbopa AaHHbIX

YNpaBneHue y{eTHbIMM JANMCAMA AN C60Pa AAHHBIX

BHumaHue! He pekoMeHayeTcsi BHOCUTbL U3MEHEHUs1 B HAbop TPaHCNOPTOB 6e3 KOHCYNbTauum ¢

paspaboTumkamm.

Ha Bknagke "TpaHcnopT" peanv3oBaHO ynpasneHue cnosapem ans gopMbl 400aBNEHNST YYETHBIX

3anucen ansa cbopa aaHHbIX. Bknagka coaepkut (CM. pucyHok 44):

e 06nacTb "CNMCOK TPaHCMOPTOB NaTOPMbI" - TEKYLLMIA CIMCOK TPAHCNOPTOB C BO3MOXHOCTbLIO

yaaneHua TpaHcnopTa U3 Crnncka;

e obnactb "[o6aBneHue TpaHcnopTa" - cogepxuT hopmMy ans gobaBneHnss HOBOro TpaHcnopTa .

YnpassieHue TpaHcMopTaMu

Yanoi cucrems  Cepsucei Kondurypauvonneie daiins:

CMWCOK TPAHCMOPTOR MAATGOPMbI
wmi

rpe

ssh

PucyHok 44 - YnpaBneHue TpaHcnopTamu cbopa AaHHbIX

Crpunol

APl karoum

YueTHbIe 3aMMCH ANA C60Pa AFHHBIX

Tpancnopral

Mnarmposuwe sapas  Ynpasnenme

3.1.10. NMnanupoBwuK 3apay {#cluster_plan}

Ha Bknagke "lMnaHnpoBLUMK 3aga4q" peanm3oBaHO ynpasneHne nepevyHeM 3agay, 3anyckaeMbix No

pacnucaHuto yepesz CRON (cm. pucyHok 45).

P

A OBABNEHUE TPAHCMIOPTA

Haumenosanue

Knacrep


af://n868
af://n878

MnaHpoBLLMK 3a4ay Knacrep

Yanei cvcrems Cepomess Komdurypanmorise gaiins  Cxpumie  APlkmown  Yuerwoie sanuck gns cbopa gammix  Tpawcnoprer I saman

by P
Y ——— PexVM BHICTPOTO PeAaKTMPOBaHAS
WAB/NOH DOATA

D CRON NyTk AO BEINONHAEMOrO CKPUNTA CTATYC CO3AAHMNA
0533227-TeT6-26df-df7 1- AR set -o allexport; . fopt/pangeoradar/configs/cruddy.env; st +o allexport &8 /opt/pangeoradar/bin/cruddy — ® 2021-11-24
50843790314 action=AntPollinglob 13:02:02
3d31e903-c50b-1bd7-7F47- 0031 %% Jopt/pangeoradar/rvs_api/venv/bin/python3 fopt/pangecradar/rvs_api/venv/bin/rvs_asset_migrate -c ® 2021-12-18
batfea8d51f3 Jopt/pangeoradar/configs/rvs_api/migrate.yaml 15:39:27
97a44038-3191-0322-3901- 10%%x set -0 allexport; . fopt/pangeoradar/configs/cruddy.env; set +0 allexport &8 /opt/pangeoradar/bin/cruddy - < 2022-07-05
4p2187b00fD action=UpdateAllmmediateActionScore 19:35:02
70026305-3949-4dda-8515- 15 % xR Jopt/pangeoradar/bin/pangeoradar-eventant --conf /opt/pangeoradar/configs/ --update-statuses ® 2022-10-16
Oecsb1daddd 220314

PucyHok 45 - lNnaHmpoBLuK 3agay
Bknagka cogoepxur:

e kHonky "[o6aBuUTb 3agaHMe", No3BonsAoLLY0 406aBUTL HOBOE 3adaHne ANs NNaHUPOBLLMKA
CRON;

e gHOMKy "[lo6aBuTb nHTerpaumto ¢ KSC", nossonstoLyto 4o6aBWTb 3a4aHne Ha MHTErpaumio ¢
KSC (Kaspersky Security Center) gns nHseHTapusaumm aktmeoB, MO Ha akTMBax, annaparHou
4YacTu aKTUBOB;

e nepekrntovaTens "PeXxnm ObICTPOro pefakTMpoBaHUA'", KOTOPLIN NO3BOMSET BKIMOYNTD UK
BbIKIIOYNUTL PEXNM BbICTPON CMEHbI aKTUBHOCTY 3a4aHuni;

e Tabnuuy ¢ 3agaHusaMu.

B tabnuvue pacrnonaraercsi MHopMaLUusa o 3a0aHusIX:

® yaeHTUdmKaTop 3agaHus;
e abnoH CRON;
® yTb 4O BbINOIHAEMOro CKpUNTa;

® VIKOHKa aKTUBHOCTU 3aaaHus ((~ - 3aJaHne aKkTUBHO, @ - 3aJaHne He akTUBHO);
e [ara co3faHusa 3agaHus;
® IKOHKM yrpaereHns sagaHuemM ( - pedakTMpoBaHue 3aaaHus, - ynaneHve 3agaHus).

[nsa 3apgaHnsa nHterpauumn ¢ KSC gononHuTenbHO oTobpa)aeTcs MKOHKa E - NPOCMOTp Nnora

MHTerpawmm, KOTopbl CTaHOBUTCS LOCTYMHbLIM MOCMe NepBO CUHXPOHU3aLMN.
3.1.10.1. Jo6aBneHune 3agaHunA

[nsa nobaBneHns 3agaHns KNUKHUTE KHOMKy "[o6aBUTb 3agaHue" (CM. pUCyHOK 46).

P'E.‘,EIHI{THPDBHHHE 3d0aHKWA ~
MyTe 40 BEINOAHAEMOrO CKPUNTA CROM wabnon
Beeawte myTk... ok E

LaBnoH: ¥ * * = *

Cratyc 2agaHua

He akTueeH

CoxpaHnTe


af://n906

PucyHok 46 - lobaBneHune 3agaHus

B oTkpbiBlIEMCS OkHe ykaxunTe MyTb A0 BbinonHsaemoro ckpunta n CRON wabnoH.
[ins 3anpeTa BbINOMNHEHWUSI 3ajaHUs yCTaHOBUTe Npu3Hak He akTuBeH.

Mocne knuka no kHorke CoxpaHuUTb 3azaHne byaeT fobaBneHo B CMCOK 3a4aHuin.

3.1.10.2. fo6aBneHue nHterpaumm c KSC (Kaspersky Security Center)

[nsa nobaeneHns 3agaym Ha nHTerpaumto ¢ KSC knukHuTe kHonky "[o6aBuTb nHTerpaumto ¢ KSC"

(cm. pucyHok 47).

CozpaHwve 3agaHuA X

Appec KSC cepeepa

Anpec cepeepa

Monbzoeatenes Mapoank

Mrma nonszoeaTens MNaponk

CHHx POHWUZWMPOBATE KaXakle

KonuuecTeo MK HYT

Cratyc 2agaHWA

He akTuesH
CoxpannThs

PucyHok 47 - [lobaBneHne nHterpauum ¢ KSC
B oTKpbIBLLEMCS OKHE 3aMoNHNTE NapameTpbl:

e Appec KSC cepBepa. dopmar http(s)://<server_name>:<port_number>

e [lonb3oBartenb. Y Nonb3oBaTens LOMKHbI ObiTb NpaBa Ha goctyn no APl k cepBepy
agMmuHucTpupoBarus KSC.

e [Maponb. Npy BBOOE ByOaeT MackMpoBaH.

¢ CUHXPOHM3UPOBAThb KaxAable. 3Ha4YeHVe NHTepBana CUHXPOHM3aLuy B MUHYTaX.

[na 3anpeta BbinonHeHus nHterpauum ¢ KSC yctaHoBute npusHak He aktuseH.
Mocne knvka no kHonke CoxpaHuTb 3adada Ha nHTerpaumto ¢ KSC 6yget gobasneHa B CINCOK

3aJaHun.

3.1.11. YnpaBneHue koHcpurypaumen {#cluster_config}

Ha Bknagke "YnpaBneHue KoHpurypaumen" gOCTynHO ynpasnieHne KOHUrypaumoHHbIMU
napametpamu [natgopmbl B LENOM 1 napaMmeTpammn Kaxagoro otaensHoro mogyns Mnargopmel (CMm.
pUCYHOK 48).


http://docs.pangeoradar.ru/admin/https://crontab.guru
af://n911
af://n926

BHumaHue! He pekomeHayeTcsa BHOCUTBL NMpaBKU HEMOCPeACTBEHHO B KOH(PUTrypaunoOHHbIe
¢hannbl, Tak Kak BCe HACTPOMKMN, NpeacTaBleHHble Ha BKnagke, xpaHaTtca B B. Mpwu 3anucu
KOHUrypauum koHdurypaumoHHble (pansibl nepe3anmcbiBalOTCs 3HAYEHUSIMU, COXPaHEHHbIMU
B B[.

Ynpasnexne koHpurypaumeit Knacrej
Y3nbi chcTembl Cepencal Kondurypaumnonrbie Gaine CxpunTol APl knouM YUETHBIE 33NMCH ANA CEORA ASHHBIX TparcnopTsl MAaKNPOBIINK 33434 Ynpaescnne KoHQHIypayneil
CMUCOK CBOWACTB KOHOUTYPALIMI CERBERUS
3anucats xondurypaumio
T06ansHSIl KN1O4 3ETOPHSAWAN 32MPOCOE Ha Cepevice Brewsyii IP anpec cepevca o
WUCTOPWA USMEHEHUK
cerberus
~ ‘ 172.30.25455 ‘ 2022-09-08 16:04:22
AADECa 31EKTPOHHOM NOUTEI AR YEEAOMAEHUS O
Monssosarensiacmin  1vow.  OSrosaerne
EHEWITETHOM VZMEHERIAN KOHOUTYPALIAN CHCTEMEI
1P aapec cepenca
B IP aapec cepauca
ABpECa 31EKTPOHHOM NOUTI /1A YREAOMARHUS O
LITATHOM MZMEHEHVIH KOHOUIYDALIMM CHCTEMI ‘ 127004 ‘
o Geun0: 127.002
crano: 127.00.1
Beaver .
CrawaapTHLIf 33MYCK/PEXVIM OTARAKM
YpOBEHb NOTMPOBaHIA MAPLUPYTM3ATOPa COGHITHI 2022-09-08 16:03:42
fE— Morssosarens:aomin  1vw.  Ofroezene
Hacrpoiikn oBpaBorunkos MaplupyTuzaTopa

oG IP aapec cepauca ana master
BHeLUHMii NOPT CePBNCa Ha CepBepe Nginx

6b110: 3HaueHve orcycTyet
Cabere 9000 crano: 127.00.1

Brewnuii IP aapec cepeuca

Mopr cepayca

IP anpec cepanca

9900
CrangapTHeii sanycx/pexum oTiagku IP aapec cepemca

~ i OtkntosuTs obszaTens yto nposepky TLS npw coeanrern k B
BHelHUii NOpT Cepenca Ha cepeepe ngink Goun0: 127.0.0.1

ctano: 127.0.0.2

PucyHok 48 - YnpaBneHue koHdurypaumen

Ha Bknagke gOCTYNHO M3MeHeHne napameTpoB [Nnatgopmbl B LIENoM (rrnobanbHbIn Koy
aBTOpM3auun, agpeca anekTPOHHOM NoYThl ANs YBEAOMIEHNIA) UMY UBMEHEHNE NapamMeTpoB

oTAenbHbIX Moaynewn Nnatdopmel.
[MepeveHb napameTpoB 1 Mmoaynew [NnatdopmMbl pacnonaraeTcsi B 1eBOW YacTu BKNaAKK.

B cpenHeit yacTn otobpaxatoTcs BblopaHHble napameTpbl. Ecnv BbiIGpaH mogynb, To 6yayT
oTobpaxKeHbl U AOCTYMHbI AN peAakTUPOBaHWS BCe NapaMeTpbl MOAyns (oTobpaxatTcsl CMCKOM CO
CKPOMIMHIoM BHU3). Ecnn BeIGpaH oTaenbHbIN napamMeTp Moayns, To byaeT otobpaxeH 1 4OCTyrneH

Ona pegaktupoBaHUA TONbKO OH.

lMocne BHeECEHUSA 3BMEHEHUI B KOHGUIYypaLuuio NapaMeTpoB B NpaBoy YacTu Oyaet otobpaxeHa
NCTOPUSA BHECEHUS U3MEHEHW. KnnkHUTE No aarte n BpeMeHn n3aMeHeHus, 4Tobbl oTobpasnte Aetanu
n3mMeHeHus. NMoBTOPHbLIN KWK CKPOET AeTarnu.

Mpv n3ameHeunn naponein B uctopun ByaeT oTobpaxaTbCs He 3Ha4YeHUe Naporns, a ero XaLcymmMa.

Mocne knuka Ha kHomnky "3anucatb KoHdUrypaumio" Moaynm ¢ USMEHEHHbIMY NapameTpamu OyaoyT

nepes3anyLleHbl.

Mogpo6Hee 06 ynpaBneHun KoHUrypaumen onmcaHo B 4OKYMeHTe "YrnpaBneHue kKoHduryparmen

Mnardopmbl”

3.1.12. YnpaBneHue MynsTUapeHaHOCTbLH

Ha Bknagke "YnpaBneHve MynsTMapeHgHOCTbIO" 3agaeTca nepedeHb MHcTaHcoB Mnatdopmbl pagap
(cm. pucyHok 49).


http://docs.pangeoradar.ru/admin/config
af://n939

YnpasneHue MynbTMapeHAHOCTbIO Knacrep

Yanet cucrems Cepemcet Kondurypauvionrsie daiins  Cepumei APl kmroun Yuernsie sanncn gns cbopa ganweix  Tpawcnoprsr Tl sagan i P

CMUCOK MHCTAHCOB LOBABNEHWNE MHCTAHCA

Hasearue
Id Hassanue Anpec

81b1109-55d3-25d-5b38-beaebf56fcdT 1723025465 hitps;//172.30.254.65:9000 m
Aspec

Copriposka

0

PucyHok 49 - YnpasneHue koHdurypaumemn

[nsa nobaBneHnss HOBOro MHCTaHca 3aganTe ero HauMmeHoBaHue n agpec. None "CopTuposka”
onpegensaeT COPTUPOBKY B NepeyHe OT MEHbLLUEro 3Ha4YeHUs Nons COPTUPOBKU K MEHbLLEMY.

OTpenakTnpoBaTh AaHHbIE MHCTAHCa MOXHO, HaXaB Ha KHOMKY "PegaktupoBaTh”, pSaoM C HUAM.
KHonka "YoanuTb" yaanuT MHCTaHC U3 NepeYHs.

4. YnpaBrieHne NCTOMHUKaAMMN COObITUMN

4.1. YnpaBneHue UCTOYHMKAMMN COObITUMN

4.1.1. O6wiee onucaHue

Pasgen "VMIcTouHukM" oTBEYaET 3a yrnpaBrneHve NoaktoyeHneM NCTOYHUKOB COObITUIA K [naTtdgopme.
CopepxuT criegytoLme BKNaaku:

°* UcTouyHuKM

e [lpaBuna pasbopa

e [lpaBuna HopManusauum
e [lpaBuna o6paboTkun

e Grok nmaTTrepHbl

4.1.2. YnpaBrneHue UCTOYHMUKaMU

Bknagka "McTouHnkun" obecneunBaeT BbINONMHEHUE CneayoLWmx AencTBMn(cM. pucyHok 50):

e [lobGaBrneHne HOBOrO MCTOYHUKA.

e BkrioyeHve 1 OTKMYEHNE CyLLECTBYIOLLETO.

® 13meHeHne napaMeTpoB CYLLECTBYHLLETNO UCTOYHYMKA.

e  CUrHXpOHM3auusa KoHUrypaumm co Bcemu cepsmucamm Nnatgpopmei.
e 3JKkcnopT BbIbpaHHbIX NCTOYHUKOB B dhans apxusa dopmara ZIP.

® /IMNopT NCTOYHMKOB 13 dhanna apxmea opmarta ZIP.

® YnaneHue BbIGpaHHbIX MCTOYHMKOB.


af://n946
af://n947
af://n948
af://n962

¥n pa BAeHWEe NMCTOYHKaMK YnpaeneHHe MCTOMHWKAMN

MeTouHuKkn Mpasuna pazGopa Mpaeuna HOPManK3auuK MNpaexna o6 paboTki Grok natTepHs

Y CunuxposmampoBarts  Jlo6aBWTh HOBbIN MCTOMHWK #%s Kapra npaenn o6pa6otkn

HA3BAHWE THN BEHAOP nopT NPOTOKON BKNHIYEH «

Microsoft-Windows-Eventlog Eventlog Microsoft 1514 TCP .j AKTMBHO
Microsoft-Windows-DNS DNS Microsoft 1516 UDP .:l AKTMBHO
Microsoft-Windows-WEC WEC Microsoft 1524 TCP lj AKTWEHO
Cisco-NetFlow NetFlow Cisco 2162 TCP HeakTtueHo
Microsoft-5QL-Server1 SQLServer Microsoft 1519 TCP HeaktueHo
Microscft-Windows-115 115 Microsoft 1522 TCP HeakTtueHo
Linux-Debian Linux Debian 2671 UDpP HeaktueHo
UserGate-UTM Firewall Usergate 2545 TCP HeaktueHo
Dlink-xstack Switch D-link 2773 TCP HeaktueHo

PucyHok 50 - Bknagka "VicTodHukn"

I'Iop,po6Ha;| MHCTPYKUMA MO ynpaBrieHNo UCTOYHUKaMu npuBeaeHa B OTAelrIbHOM pasaene

"PykoBOACTBO MO NOAKNKYEHUIO MCTOYHUKOB" .

4.1.3. KOHTpPOSb COCTOAHUA UCTOYHUKOB

Moapasaen «CocTosiHME UCTOYHUKOB» B pasaene «/ICTOYHUKU» OTBEYaET 3@ MOHUTOPUHT COCTOSIHUSA
WCTOYHMKOB COBbLITUI 1 co3gaHune
yBEeOOMINEHUI (Kak BHYTPUCUCTEMHbIX, TaK 1 Ha SNEKTPOHHYIO MOYTY) B CryYae OCTaHOBKM NoToka

COObITWIA HAa UCTOYHMKE B yKa3aHHbIV AMana3oH BpeMeHU (CM. pUCYHOK 51).

WHBeHTapb HaGniopatens  Wksentaps
MAEHTUONKATOP MMA OBPABOTYMKA 1P OBPABOTYUKA KOH®UTrYPALIMA MHAEKCA nepuoa OTCNEXWBATHL CO3AABATL MHUMAEHT MHUMAEHT HA KAXALIA CEPBUC MOCNEAHASA NPOBEPKA
test test ] siom. | “keyword 30120000 @ @ x 2021-03-12 18:06:44 (/]
3anycTuTs oBHapyeHHe

PucyHok 51 - [laHHble N0 COCTOSAHUIO NCTOYHUKOB

Mogpo6Hasa MHCTPYKLMSA MO KOHTPOM COCTOSIHUA MCTOYMHMKOB NPUBEAEHA B OTAENbHOM pa3sgene
"PyKoBOACTBO MO MOAKIHYEHMIO UCTOYHUKOB'" .

5. MoHuTOpUHr paboTkl Nnatdopmbli

5.1. Obuwee onucaHue

Pasnen nHtepderica "MOHUTOPUHI" coaepXnT Habopbl MHTErPUPOBaHHLIX B MHTepdelic NnaTtdopmbl
Panap npubopHbix naHenen (nawb6opaos) Grafana. B MNnatdopme opraHnsoBaHbl criegytolive Habopbl

NprBOPHLIX NaHenen (CM. pUcyHok 52):


http://docs.pangeoradar.ru/events/source_connections/description
af://n982
http://docs.pangeoradar.ru/events/source_connections/description
af://n989
af://n990

e OOGLMIA MOHUTOPUHT — MOHUTOPUHI OCHOBHbLIX NapameTpoB naTtdopmbi;
e [1oTOK COOLITUMA — MOHUTOPUHT NapamMeTpoB NOTOKa COBbITUR;

e MongoDB — moHuTopuHr napameTtpos CYB[ MongoD;

e RabbitMQ — mMoHuTOpUHI NapameTpoB Gpokepa cooblueHnin RabbitMQ;

e Kafka — moHuTOpumHr napameTpoB cuctembl obMeHa coobLueHuamn Kafka;

e ElasticSearch — mMoHUTOpUHI NapameTpoB nouckoBol cuctemsl ElasticSearch.

Heobxogumbin Habop NpnbopHbIX NaHenen BbIbUpaeTCa 13 packpbiBatoLLerocs cnucka (cm. PucyHok
52).

- O @
MNoTok cobeimuii 3

OB MOHMTODHHT
MoTok coGbmwii

Mongo DB
RabbithQ
Kafka
ElasticSearch

Cramvcruka notoka

MoToK coBbiTHii - 1514-Microsoft-Windows-Eventlog

05 No data

Oeps o
085 o850 oass 0s0 0005 w10 0015 0020 0025 0930 0035
MoTok cobbiTwit - 1516-Microsoft-Windows-DNS

05 No data

Oeps o

0845 0850 0855 0900 0905 09:10 0915 09:20 0925 09:30 0935

MoToK CoBbITHit - 1524-Microsoft-Windows-WEC

05 No data

Oeps o

PucyHok 52 - Beibop Habopa npnbopHbIX NaHenen

B pasgene "MOHUTOPUHI" JOCTYMHO NEPEKITIOYEHNE MEXOY BCTPOEHHbIMU B CUCTEMY NPUOOPHBIMK
naHensMmu 6e3 HeoGXoAMMOCTU 3axoanTb B MHTepdelic Grafana.

Grafana otHocuTcs k cBoboaHo pacnpocTpaHsemomy MO. MoapobHyto MHopMaLuo o NpoayKTe

MOXXHO NMOCMOTpPETL Ha caiiTe https://grafana.com/.

5.2. Habop npubopHbIX naHeneun «O6LWMA
MOHUTOPUHI»

Habop npnbopHbix naHenert O6LWMIn MOHUTOPUHT NPEeAHA3HAYeH Anst MOHUTOPMHIa OCHOBHBbIX
napameTtpoB paboTbl [1natdopMbl, TakMx Kak (CM. pucyHok 53):

® MOHMWTOPUHI METPUK NOTpebreHns namaTn — Buaxetbl Ram Used (Tekyluee notpebnexHve
namsatn), Memory Basic (rpaduk noTpebneHunsi namsartn).

® MOHMTOPWHI METPUK 3arpy3ku npoueccopa — Buaxetbl CPU Busy (TekyLias 3arpyska
npoueccopa), CPU Basic (rpaduk 3arpy3ku npoueccopa).

® MOHMWTOPWHI METPUK COCTOSIHUSI ANCKOBOMO NPOCTPaHCTBa — BUAKETLI Root FS Used (Tekyluee
COCTOSIHME AMCKOBOro npocTpaHcTtaa), Disk Space Used Basic (rpadhumk 3arpy3ku AUCKOBOIO
npocTpaHcTBa).


https://grafana.com/
af://n1011

OBt MoHMTOpUHT B

~ Quick CPU / Mem / Disk

CPU Busy Sys Load (5m avg) Sys Load (15m avg) RAM Used SWAP Used Root FS Used CPU Cores Uptime

4 6.9 days
» 6.3% | ® 8.3% | - 7.2% | 66% | s 2.9% 40% | 98.GiB 126iB 8GiB

~ Basic CPU/ Mem / Net / Disk

CPU Basic Memory Basic

00% 6B

idle RAMTotal — RAMUsed — RAMCache+Buffer — RAMFree — SWAPUsed

Network Traffic Basic Disk Space Used Basic

PucyHok 53 - MMpunbopHble naHenu na Habopa naHenen "O6LWwmnin MOHUTOPUHT"

MpenycTaHoOBMNEHHbIN CNNCOK NPUBOPHLIX NaHenen B Habope "OCHOBHOM MOHUTOPUHI" NPUBEAEH HA
pucyHke 54. Mpu wWwenyke no Ha3BaHWI NPUBOPHOM NAHEN MOXHO OTKPbITL/CKPbITh HAbOP rpadmkos/

avarpamm, BXOASLLMX B MPUGOPHYLO NaHerb.

OBl MaRNTOpIHT

» Quick CPU / Mem / Disk

» Basic CPU / Mem / Net / Disk (2 paners;
» CPU/Memory / Net / Disk (7 pen

» Memory Meminfo

> Memory Vmstat (4 paneis

» System Timesyne  (# pansis

> System Processes

> System Misc (7 panes

» Hardware Misc (3 pansis

> Systemd (2 paneis,

» Storage Disk (2 paneis

» Storage Filesystem (3pansis
» Network Traffic

> Network Sockstat (s paneis
» Network Netstat

» Node Exporter  (2pansis

PucyHok 54 - INpegycTaHOBMNEHHbIN CNMCOK NPUBOpPHbLIX NaHenewn MNnatdopmbl Pagap

5.3. NpubopHana naHenb «[oTOK COObLITUN»

MpnbopHasa naHenb MoTok cobbITUM NpeaHasHavYeHa aJ1s1 MOHUTOPUHIa METPUK obpabaTbiBaeMbIX
cobbiTun B cekyHay (EPS) n copepxut gBa Tvna BUOXETOB (CM. pUCYHOK 55):

® BUIXET C OTOOpaKeHneM nHdopmauumn o TekyLlem NoToke cobbiTuin (cneea);
® BUIXKET MO MOTOKY COBLITUI B BUAE NUHENHBIX rpachrKoB, MOCTPOEHHBLIX Ha OCHOBE MCTOPUYECKNX

OaHHbIX (cnpasa).

MepBbIMK oTOBPaxatoTcs MeTpuku Tekywero EPS B cucteme — CyMmmapHbIN NOTOK COObLITUM (CM.
pucyHok 55). lanee cneytoT BUOKeThl, rae npegoctaBngeTcs MHopmauus no noTokam OT KaXaoro 13

NOAKMOYEHHbIX MCTOYHMKOB COBbLITUN.


af://n1025

‘ MoTok cobbiTuin s

CyMMapHblii NOTOK COBbITHI

TSR I A R Y RS

16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 17:15

— CyMMapHbiii oToK coBbiTwii Current: 0

MoToK co6biTwit - 1514-Microsoft-Windows-Eventlog

0.04 eps o

06 1 1

16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 175

— 1514-Microsoft-Windows-Eventlog Avg: 0.58 Current:

MoToK cobbiTuit - 2604-Kaspersky-SecurityCenter-db

0.07eps o

02

16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 1715
2604-Kaspersky-SecurityCenter-db Avg: 0.13 Current

TMoToK co6bITHIA - 2681-Linux-Ubuntu
06 1
|

0.03ers o

02 |
L

16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 1715

2681-Linux-Ubuntu Avg: 0.47 Current:

PucyHok 55 - INprbopHble naHenu n3 Hadopa naHene "CyMMapHbI NOTOK COObITUIA"

5.4. Pabota c rpachmkamm n guarpammamm npnooOpPHbIX
naHeneun

Mpw Wen4yke cnpaea oT Ha3BaHUs rpadomka/auarpaMMbl OTKPLIBAETCS MEHIO (CM. PUCYHOK 56):

e "View" — packpbiTvie rpacduka/gnarpammbl Ha BeCb 3KpaH Mnatgopmbl.

e "Share" — nogenutbcs NaHenbto B BUAE NPSIMOW CCbINKM, CHUMKa UM BCTPOEHHOM CCbINKMN.
e "Inspect" — koppekT1poBKa 3anpocoB 1 yCTpaHeHne Hemnonagok.

e "More" (toggle legend) — oTobpaxeHue/ckpbITUE Ha rpaduke nereHapl.

I/0 Usage Times ~
15.0ms @ View @:}

o« Share &= ps
12.5ms
@ Inspect = i »
More... ¥
10.0 ms @

7.0ms

time

2.0ms

25ms

Os

min miax avg curent
sda - Time spent doing I/0s 533.333 ps 12.267 ms 1.561 ms 533.333 ps

sdb - Time spent doing 1/0s Os Os 0s 0s


af://n1035

PucyHok 56 - PaboTa ¢ rpadmkom/ guarpammon

Mpw HaBeaeHUM Kypcopa Ha rpadouk OTKPbIBAETCA OKHO C AaHHBIMM TOYKW, YKa3aHHOWM KypCcopoM (CM.
pUCYHOK 57).

I/0 Usage Times -~

15.0ms

12.5ms

10.0ms |

7.ams

time

5.0ms

2oms

0s 2021-07-29 18:10:00
— sda - Time spent doing 1/0s:  1.600 ms

) ) 5db - Time spent doing 1/0s: Os
sda - Time spent doing 1/0s 33 ms

wmrent

sdb - Time spent doing 1/0s Os Os Os 0s

PucyHok 57 - IpocMoTp AaHHbIX Ha rpadmkax

5.5. lNepepaya mMeTpuK NpouU3BOAUTENBHOCTU BO
BHELUHMEe CUCTEMbl MOHUTOPUHra

B I'InaT(bopme npegycmMmoTpeHa BO3MOXHOCTb nepeaadn METPUK Npon3BOAUTENIbHOCTU BO BHELLHKE

CUCTEMblI MOHUTOPUHIA.

Mnatdopma obecnevmBaeT MHOFOCTPOYHbIN BbIBOZ METPUK MPOU3BOAUTENBHOCTU B (hopMaTe CTPOKU

Prometheus (knto4, 3Ha4YeHKe), YTO NO3BOJISIET IKCMOPTMPOBATbL METPUKUN B cucteMy Zabbix.

6. PenytaumoHHas 6a3a

6.1. HasHayeHue penyTaumoHHoOU 6a3bl

[aHHbIN Moaynb npegHa3Ha4vYeH and oboralleHnsa cobbITU aHHbIMK, nony4YeHHbIMU N3 Ppa3rin4yHbIX

penyTaumoHHbIX CMUCKOB.

6.2. CoctaB penytauMoHHOU 6a3bl

PenymauuoHHas 6asa npencrtasneHa crnyxbon pangeoradar-ti-updater.service

6.3. PaboTta c penyTtauyuoHHbIMKU cnuckamum mn3 Ul


af://n1051
http://docs.pangeoradar.ru/admin/https://www.zabbix.com/documentation/current/en/manual/config/items/itemtypes/prometheu
af://n1056
af://n1057
af://n1059
af://n1061

6.3.1. PenyTaunoHHbIe CIUCKN

s npocMoTpa U ynpaeneHust penyTauuMoHHbIMU CNMCKaMn HEOOXOAMMO NepeiT B pasaen

"PenyTaumoHHble cnuckn'”, "PenyTauMoHHbIe cnnuckun',

Ha pucyHke 58 n3o6paxeHo OKHO MPOCMOTPa U yNpaBreHust penyTauyoHHbIMU CNIMCKaMMU.

JAomen-URL P

sevorre ¢ [E

SSLxow  Xaw daitron

CucremHble Monb3oBaTensckue
WN3MEHEHA WCTEKAET [ NOCTABLLMK

2022-03-09 12:07:10 2022-03-10 03:07:10 49.14332.6 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 22277.181.28 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 180.151.24.60 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 157.81.212.1 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 70.50.152.130 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 193.169.252.158 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 100.27.42.242 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 100.27.42.243 alienvault

PucyHok 58 - PenyTaunoHHbIe CNUCKK

YIPO3A

compromised-host

compromised-host

compromised-host

compromised-host

compromised-host

compromised-host

compromised-host

compromised-host

HATPAB/EHWE

outbound

outbound

outbound

outbound

outbound

outbound

outbound

outbound

npoTOKOA

tep

tep

tep

tep

tep

tep

tep

tep

noPT YPOBEHb AOBEPUA KATEFOPWA
35 compromised-host
35 compromised-host
35 compromised-host
35 compromised-host
35 compromised-host
ES cempromised-host
35 compromised-host
35 compromised-host

B paccmaTpmnBaemMom MHTep(*)eIZCG NPUCYTCTBYKOT crieayrwme d)yHKLI,I/IOHaJ'IbeIe BO3MOXXHOCTWU:

° npOCMOTp MOJTHOIo CNMcka NHAnKaTopoB KoOMMpomMeTauuun,

e OunbTpauus 3anuceii B penyTaumoHHbIX ClcKax;

,D,J'Iﬂ 3TOro HeO6XOﬂ,I/IMO HaXaTb Ha NUKTorpammy qI)I/IJ'Ipra, Bbl6paTb nore, Nno K0Topomy

HeobxoanMOo OTUNLTPOBATL 3aMMCK, a TakkKe 3HaYeHMe 3TOro Norns (MOMHOCTLIO UMW YaCTUYHO),

Kak n3o06pakeHo Ha pucyHke 59.

flomes-URL 1P

sro+

SSLxsw  Xsw daitios

bunetp
P + | 100.
= ==
Cucremnsie MNonk3zoBatensckue
M3MEHEHA WCTEKAET P NOCTABLIMK ¥rPo3A

2022-03-09 12:07:10 2022-03-10 03:07:10 100.27.42.242 alienvault compromised-host
2022-03-09 1207:10 2022-03-10 03:07:10 100.27.42.243 alienvault compromised-host
2022-03-09 12:07:10 2022-03-10 03:07:10 100.27.42.244 alienvault compromised-host
2022-03-09 1207:10 2022-03-10 03:07:10 100.27.42.241 alienvault compromised-host
2022-03-09 12:07:10 2022-03-10 03:07:10 24.188.100.85 alienvault compromised-host
2022-03-09 1207:10 2022-03-10 03:07:10 116.211.100.26 alienvault compromised-host

PucyHok 59 - dunstpaunsi penyTaunoHHHbIX 3anncem

HAMPABNEHNE

outbound

outbound

outbound

outbound

outbound

outbound

npPoTOKOA

tcp

tep

tep

tcp

tcp

tep

e Co3gaHue nonb3oBaTeNnbCKuX MHONKATOPOB KOMMNpomMeTauuu,

Kon-Bo Ha cTpanmnue

20
noet YPOBEHb I0OBEPUA KATETOPWA
35 compromised-host
35 compromised-host
35 compromised-host
35 compromised-host
35 compromised-host
35 compromised-host

[na co3paHusa Heobxoaumo nepenTn Bo Bknaaky "lMonb3oBatenbckue”, nocne Yero Haxarb Ha

KHOMKy "+".

B oTKpbIBLLEMCA OKHE 3aNONHUTL 3HAaYeHUs Nonen n Haxatb "CoxpaHuTb"

I'Ipmmep nornb3oBaTeribCKoro MHAMKaTopa KkoMmnpomMmetaunn npencrtaBrieH Ha pUCyHKe 60


af://n1062

Cucremueie Mons3oBarensckne

| I \

MpoTokon ‘ tcp ‘

Mopt ‘ 80 ‘

HanpasneHue Tpaduka  Vicxoaswmid s

Yrposa

js-miner ‘

Kateropma | malicious-ip ‘

PucyHok 60 - Co3gaHre nonb30BaTenbCKoro MHAMKaTopa KoMnpomMeTaunm

® YnaneHue MHOUKATOPOB KOMMPOMETALK;

[ns yoaneHusi UHAMKaTOPOB KOMMpPOMeTauuM Heobxo4MMO HaxaTb Ha MUMKTOrpaMMy YpHbI cripaea
OT MHAMKaTOpa KOMMPOMETaLMK, KOTOPbIA HEO6X0AMMO yaanuTb.

6.3.2. UcTouHukun I0C

[ins npocMoTpa 1 ynpasneHnst UICTOMHUKaMU OEHTUMKATOPOB KOMNPOMETaLM1 HeobXoaMMO
nepentu B pasgen "PenytauuoHHslie cnnckn”, "Mctounnkm [0C".

Ha pucyHke 61 n3obpaxeHo OKHO NPOCMOTPa U yNpaBneHUs UCTOYHUKaMUN UAEHTU(UKATOPOB
KOMMpomeTaLuu.

WNctounuku 10C

(1] o o | e

Mocneannii 3anyck CneayroLumii 3anyck Tekywmii nepvoa

10 4.

HAMMEHOBAHWE mn UENb WABNOH AKTUBEH CACTEMHbIA

alienvault net ip ip------- .j AKTUBHO < <

PucyHok 61 - AICTOUHMKN NHAMKATOPOB KOMMPOMETaLnm
B paccmaTprBaemoM uHTepdpence NpucyTCTBYIOT cnegytowme pyHKUMOHaNbHbIe BO3MOXHOCTH:

e BknioyeHune BCTPOEHHbIX NCTOYHNKOB VID,eHTVId)MKaTOPOB KomMnpomeTauunu;

[nga aToro Heo6xo4MMO HaxaTb Ha MUMKTOrpaMmmMy uneTpa, nepesectun "AKTMBHOCTR" B cTaTyc "He
BaXHO".

Mocne, HaNPOTMB HYXXHbIX UCTOYHUKOB, HAXaTb Ha KHOMKY-Tymbriep Ansi nepesofa cratyca B
"AKTMBHO".

MpumMep BKMIOYEHUA UCTOYHMKA NPEACTaBNeH Ha puUcyHke 62.


af://n1087

AKTMBHOCTD Cuctemubie/lonbzoBarensckue

He saxHo 5 CncremHsle +

HAUMEHOBAHUE ™n LENb WABNOH AKTWUBEH CUCTEMHbIA

alienvault net ip ip------- He aktuBHO [
binarydefense net ip ip He aktusHo <
coinblocker net domain domain He aktuBHO <
cybercrime-tracker net domain url He aktueHo <
netlab net domain - domain - - W1 Acmero <

PucyHok 62 - BkntoyeHne CcTovHMKa MHAMKaTOPOB KOMIpoOMeTaunm

® YkaszaHue nepuoaa nonydvyeHund I/I,D,eHTI/IdI)I/IKaTOpOB KOMMpomMeTaunn N3 akTUBHbIX NCTOYHUKOB,

Onsa YKa3aHua nepmnoga, Hy>XHO HaXXaTb Ha COOTBETCTBYHOLLYH KHOMKY U YCTAHOBUTb HY>XXHOE

Konmn4yecTBo 4YacoB (0T 1 go 24)

L4 PyLIHOI7I 3anyck 1 OCTaHOBKa 060pa I/I,D,eHTI/IdJI/IKaTOpOB KoOMnpomMeTaunn N3 akTUBHbIX NCTOYHUKOB,
[ns atoro Heobxo4MMOo HaxaTb Ha COOTBETCTBYHOLLME KHOMKN B BerHel7I 4YacTu CTpaHuubl, KakK

n300paxeHo Ha puUCyHke 63.

NcTtouHumkn |OC

£ ey e ey

MocneaHwii 2anyck Chneayrowmia 3anyck Tekywnii nepuos

10 u.

PucyHok 63 - "BkntoyeHne\oTknodeHe cbopa MHAMKaTopoB komnpomMeTaummn”

e (CosgaHue Nonb3oBaTeNbCKOrO MCTOMHUKA VlﬂeHTVId.)VIKaTOpOB KOMMnpomMeTauunn.

[lna cozgaHms Nonb30BaTENbCKOrO UCTOYHMKA HYXKHO HaxaTb Ha KHOMKy "Co3gaTb UCTOYHUK",
3anonHUTb MO N HaxkaTb Ha "CoxpaHuTe".

7. TabnnyHble CNUCKU

7.1. PaboTta ¢ TabnuiyHbiMu cnuckamm u3s Ul

Cuctema vcnonb3yeT Anga oboralleHns cobbiTun 6e3onacHoOCTy, a Takke npy paboTe npasun
Koppensiuun, pasnuyHble MaccuBbl MHGOPMaLnn. s XpaHeHUs cTaTUYeckUx AaHHbIX UCMONb3YTCs
XpaHUNULLa 3Ha4YeHu, KOTOPbIe BXOOAT B NAKET NMOCTaBKK, @ TaKKe MOTyT 3anONHATLCS
nonb3oBatenem. [Ins XxpaHeHnss QUHAMUYECKNX OaHHbIX UCMONb3YIOTCA TabnuyHble cnucku. TabrnmyHble
crnunckmn MoryT ObITb MOMOMHEHbI Kak NoNnb3oBaTenieM, Tak 1 npasuiaMu Koppensuum npu pabote.
MpaBuna koppensaumumM MoryT Kak BHOCUTb HOBbIE 3anucu B TabnNmnyHble CMMCKK, Tak U Noryyatb 1
yoansaTb cyllecTByoLwme. Takke Ans 3anucen B TabnmMyHOM Criicke MOXKET ObITb OnpeaeneH cpok
Xn3Hu 3anmcu (TTL), no nctedeHmne KOToporo 3annch ByaetT aBToMaTtu4ecku yganeHa.

[nsa ynpaeneHus TabnuyHbiMy cnvckamm Heobxoammo nepentn B pasgen “Koppensatop” —

“Tabnu4Hble cnuckn”.


af://n1119
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Ha pucyHke 64 n3obpaxxeHo OKHO ynpaBneHns TabrnmyHbIMN CMCKaMu.

TabMuHble cncKn Lientp Npasuna Te cnuckn

P—

ANOBABWUTb XPAHUNULLE:

Xpannnuwe

HA3BAHVE PAIMEP NOKYMEHTH KO/I-BO MHAEKCOB
Active_Domain_Hosts 0ove 5 2 w
Hosts_Without AV 0ove 7 2 1]
KAV Host_Status KSC 0ove o 2 w
Check AV_Hosts 0ove o 2 w
hout Workable AV 0ove o 2 v
hout Workable_Agent 00MB 7 2 ]
Old_Av_Base_Hosts 0ove o 2 w
test_perfomance 0ove o El w

PucyHok 64 - TabnuyHble cnvcku
B paccmaTprBaemoM uHTeppence NpuCyTCTBYIOT creaytoLme PyHKUMOHaNbHbIe BO3MOXHOCTH:

e Co3gaHue TabnmyHbIX CrINCKOB;

[Ins aToro Heobxo4MMO BBECTU Ha3BaHWe CO34aBaeMOoro crnucka u Haxxatb Ha “+". B pesynsrate
[OMmKeH OblTb co3aH TabnMYHbIN CMMCOK, Kak N3006paxeHo Ha pucyHke 65.

HA3BAHWME PASMEP AOKYMEHTbI KON-BO WHAEKCOB

somestore 0.0MB [} 1

PucyHok 65 - PeaynbtaT cozgaHms TabnmyHoro cnmcka

e YpaneHue TabnmnyHoro cnmcka

[na aToro Heo6xoaMMO BbIGpaTh CMCOK, KOTOPbIN HEOBXOAUMO YOANUTb N HaXaTb Ha
nuKTorpammy ypHel. lNocne yero cnucok 6yaeT yaanéH.
[nsa Toro, 4ToObl NEpPeiTU BHYTPb CMMCKA, HEOOXOAMMO HaXaTb Ha ero Ha3BaHwWe, Nocrne Yero
OTKPOETCS €ro COAEPXKMMOE, NPeaCTaBNeHHOE Ha PUCYHKe 66.

Hosts_Without_Workable_Agent Uertp ynpasnenua  Mpaswna koppensum

P— |

VIHAEKCHI:

d_

_date

-

[LOBABNEHME AOKYMEHTOB:

DOKYMEHTBI:

Nokyment-ounsTp

*192.168.150.10", “hos

"+ "V-DEMO-DCOT", “fadn’: “V-DEMO-DCO1 de

" date’: "2021-08-16 1322:03.799000" }

-

“192.168.2002", WINSRVOT", “fqdn”: "WINSRVO! der 2" 2021-08-16 13:2203.801000" )

-

*192.168.150.15" 021-08-16 13:22:03.806000" }

-

*192.168.100.10 “DEMO-SERVER2012 demolocal’,_date’: "2021-08-16 1322:03.808000" }

*192.168.100.102", "he aI","_date": "2021-08-16 13:22:03810000° }

-

*192.168.200.5", "host EDCHECK-00", “Fadn’s "REDCHECK-00",

021-08-16 13:22:03.812000°

-

SoNEDoR
-

-

*192.168.100.100", "he

me": "WINSRVO2", “fegdn’: "WINSRVO2.demo.

", "_date’: "2021-08-16 1406:03.158000" }

PucyHok 66 - Copepxumoe cnucka Hosts_Without_Workable_Agent

B nHTepdelice ynpaBrneHnst KOHKPETHbIM TabrMYHbIM CMIMCKOM MPUCYTCTBYIOT criedytoLime
(bYHKLMOHaMNbHbIE BO3MOXHOCTU:

e Co3saaHue MHOEKCOB (CYLLHOCTb, NO3BOMNALIAaa YyNnopaaounTh AOKYMEHTbI TabNMYHOro Cnvcka no
onpeaeneHHoMy Mosto, YTO CYLLECTBEHHO YCKOPSIET MOUCK);



[na cospgaHns nHgekca, Heob6xoamMmMo BBECTM Ha3BaHWeE Noris, No KOTOPOMY HEOBXOAMMO
NPOVHAEKCUPOBATb AOKYMEHTbI B TaBNMYHOM CNUCKe N HaxkaTb Ha “+”. PedynstaT co3gaHus
nHAekca n3obpaxeH Ha pucyHke 67.

MHREKCH

Whaexc

PucyHok 67 - PesynetaTt co3gaHnsa nHaekca ip

e [lobaBneHne [OKYMEHTOB U3 dhaina;

[nga aTtoro HeobxoAMMO HaxaTb Ha KHomMKy “OTKpbITh”, BbIOpaTh .jSON dhann, cogepxaiiuni

OOKYMEHT 1 HaxKkaTb Ha KHOMKy “3arpy3uTb 13 charna”.

Mpvmep .json darna, cogepxallero JOKYMEHT:

{
"documents": [
{
"ip": "192.168.110.2",
"first_seen": 1628816008.011093,
"first_seen_timestamp": "2021-08-13T00:53:28.0110938z"
}
1
}

B pesynbrate nprBegeHHbIX Bbille AeUCTBUI, B TabnuyHbIM cnucok 6yaeT obasreH HOBbIN

LOOKYMEHT.

e Bbirpyska Bcex JOKYMEHTOB crvcka B chann;

-l -l

[ns aToro HeobxoAMMO HaxaTb Ha KHOMKY “Bbirpy3nTe dan”’, nocre Yyero asTomatmyeckm byget

CckadaH hainn, cogepxawuin nHdopmarmio 06 akTyanbHbIX OKYMEHTax TabnmyHbIX CrINCKOB.

Mpumep copepxkmmoro chaiina Bbirpy3kv AoKyMeHTOB 13 cnucka Hosts_Without_Workable_Agent

(paccMOTpEHHOrO BbILLIE):

{
"documents": [
{
"ip": "192.168.150.10",
"hostname": "V-DEMO-DCO01",
"fqdn": "V-DEMO-DCO1l.demo.local",
"_id": "611914fb1f7eb2aed3fc74dl",
"_date": "2021-08-16 13:22:03.799000"
e
{
"ip": "192.168.200.2",
"hostname": "WINSRVO1l",
"fgqdn": "WINSRVOl.demo.local",
"_id": "611914fbl1f7eb2aed3fc74d2",
"_date": "2021-08-16 13:22:03.801000"
b
{

"ip": "192.168.150.15",
"hostname": "DC",



"fqdn": "DC.demo.local",
"_id": "611914fblf7eb2aed3fc74d3",
"_date": "2021-08-16 13:22:03.806000"

be
{
"ip": "192.168.100.101",
"hostname": "DEMO-SERVER2012",
"fgdn": "DEMO-SERVER2012.demo.Tocal",
"_id": "611914fb1f7eb2aed3fc74d4",
"_date": "2021-08-16 13:22:03.808000"
B
{
"ip": "192.168.100.102",
"hostname": "V-DEMO-WIN10",
"fqdn": "V-DEMO-WIN10.demo.local",
"_id": "611914fbl1f7eb2aed3fc74d5",
"_date": "2021-08-16 13:22:03.810000"
b
{
"ip": "192.168.200.5",
"hostname": "REDCHECK-00",
"fqdn": "REDCHECK-00",
"_id": "611914fb1f7eb2aed3fc74d6",
"_date": "2021-08-16 13:22:03.812000"
B
{
"ip": "192.168.100.100",
"hostname": "WINSRV02",
"fqdn": "WINSRVO2.demo.local",
"_id": "61191f4b1f7eb2aed3fc74d7",
"_date": "2021-08-16 14:06:03.158000"
3
]
3

e QOyucTtka TabnmMyHbIX CMUCKOB;

[ns o4nCTKM CNMCKOB OT BCEX AOKYMEHTOB HEOOXOANMO HaxaTb Ha KHOMKY “O4ncTuTb CAMCOK”, B
pesyrbraTe 4Yero Bce AOKYMEHTbI U3 TabnmnyHoro cnucka 6yayT yaaneHs (Npy 3TOM cam ClMCOK U

CO3[laHHble UHAEKCbI OCTaHyTCs).
e PepakTupoBaHve [JOKYMEHTOB;

[ins pegakTypoBaHUsi JOKYMEHTOB HEOOXOAMMO HaxaTb Ha NMKTOrpaMMy KapaHaalla Bo3ne
O[HOrO M3 JOKYMEHTOB, MOCIE Yero OTKPOETCSA BO3MOXHOCTb TEKCTOBOIO pPeAaKTUPOBaHUS
[OKYMEHTa, Kak n3o0bpakeHo Ha pUCyHKe 68.

1 {"ip":192.168.100.100", "hostname": "WINSRV@3", "fqdn" : "WINSRVE2.demo.local", “flag":"new field'} Ll

PucyHok 68 - lameHeHne gokymeHTa

rMocne BHeECEHUA WU3MeHeHUWN HeOGXOAMMO HaXaTb Ha rajoyky, nocse 4ero M3mMeHeHuAa B

AOKYMeHTe A0J1XHbl COXPaHUTbCA.

e YpaneHue AOKYMEHTOB;



[nsa ynaneHus fokyMeHTa HeoBXoAMMO HaXxaTb Ha NMUKTOrpaMMy YpHbI BO3Me OAHOro U3

[OOKYMEHTOB, MOCIEe Yero AaHHbIN JOKYMEHT OyAeT yaaneH U3 xpaHunuiia.
e [lovck No AOKyMeHTaM TabmMyHbIX CUCKOB;
BbiGopKy Mo OKYMeHTam B CIUCKE MOXHO NMPOBOAUTL MO onpefeneHHbIM dunstpam.
o [lonck No KOHKPETHOMY 3HAYEHUIO OrNpeaeneHHoro nons;

Mprmep npeacTasrneH Ha pucyHke 69

NOKYMEHTbI:
Cip*:* I
{"ip": _ "hostname": "DEMO-SERVER2012", "fqdn": "DEMO-SERVER2012.demo.local", "_date": "2021-08-16 [ ]

13:22:03.808000" }

PucyHok 69 - ®unsTp No KOHKPETHOMY 3HAYEHMIO

- MOUCK MO PerynsipHoOMy BbipAXeHMI0.

NMpumep npeacTaBieH Ha pucyHke 70

AOKYMEHTbI:

{"ip": {"$regex": " NG} m

u

{"ip" "_.100", "hostname": "WINSRV03", "fgdn": "WINSRV02.demo.local", "flag": "new field", "_date": "2021-08-16
14:06:03.158000" }

(ip": BB . 107", “hostname": "DEMO-SERVER2012", "fqdn": "DEMO-SERVER2012.demo.local”, "_date": "2021-08-16
13:22:03.808000" }

u

SR B
L]

(ip": " 102, “hostname": "V-DEMO-WIN10", “fqdn": “V-DEMO-WIN10.demo.local”, “_date™: "2021-08-16 13:22:03.810000" } 4

PucyHok 70 - dunbTp No perynsapHOMY BbIpaXKeHWUIO

8. HacTtponka KOHTpOss yCTaHOBNEHHOro
o

8.1. HacTpouka KoHTpona yctaHoBneHHoro MO

8.1.1. lo6aBneHune npaBuna KoHtponsa NO

[ns co3paHus npaeuna koHTpons MO HeobxoamMmo:

1. MepeiTu B pasgen oCHOBHOMO MeHI «OueHKka cooTBeTcTBUA MO» 1 BbIGpaTh Nnoapasaen

«[MpaBuna». OTKPOETCS TEKYLLMI CMINCOK NpaBui (CM. pUCyHOK 71).

Mpasuna Uenp ynpasneswn > Pesynurarui coorsercraus 110 Mpaswna

HA3BAHME = OBHOBAEH

B Ouetka cooteercrana MO

Tecrosan nposepka | 2021-07-30 22:54:45

an

Tecrosan nposepka 2 2021-07-30 22:55:13

Mpaeuna
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PucyHok 71 - TekyLwmii cCnncok npasun

2. HaxxaTb Ha kHonky "Co3gaTtb". Ha akpaHe oTkpoeTcsa bopMa Ansi co3gaHunst HOBOro npaswuna (cm.
PUCYHOK 72).
3. 3anonHuTb hopMy COornacHo nogckaskam.

4. HaxaTb Ha KHOMNKy «COXpaHuUTb».

Lertp ynpagnens > Pesynstarer cootsercrena M0 > Mpasuna > Cospamme

HassaHue kivenTa
HasgaHue

370 HAIBAHUE OTOBPEKAETCA B AETANAX UHLUASHTA

B Ouenka cootsercraua MO

DunbTp

DunbTp

3anvce B UEPHOM CrIMCKe (418 COOTBETCTEMA JAHHOMY NPaBWy NPorpaMmHoe obecneueHme He J0MXKHO BbiTh yCTaHOBAEH)

CoxpaHunts

PucyHok 72 - ®opma co3gaHusa HOBOro npasuna

B cnucok npasun nobaButcsa HoBoe npasuno.

8.1.2. PepaktnpoBaHue npasuna koHtpons NO. YaoaneHue
npasuna

[nsa pegaktnpoBaHns npasuna koHTpons MO Heobxoanmo:

1. MNepenTun B pasgen oCHoBHOro MeHo «OueHka cootBeTcTBUA MNO» 1 BoiOpaTh Nnogpasaen
«MpaBuna». OTKPOETCA TEKYLLUA CIUCOK NpaBui (CM. PUCYHOK 71).

2. BbiGpaTb HyXHY CTPOKY C NPaBUIIOM M HaXaTb Ha NUKTOrpaMmmy . OTkpoeTca hopma
pefakTupoBaHusi npasunia (CM. pUucyHoK 73).

3. BHecTr Heobxoanmble N3MEeHeHus.

4. HaxaTb Ha KHOMNKy «CoXpaHuUTb».

5. HaxkaTb Ha KHOMKY «Y4anuTb» ecnun Heobxoaumo yaaneHvue npasuna.

TeCTOBaﬂ npoBepKa 1 LlenTp ynpaenenua Pesynuratel cootBeTcTEMA O Mpaenna Wamenenune

HassaHue knueHTa

Tecrtosas nposepka 1

370 HazeaHue oToDpaxaeTcA B AeTanAx MHUNAEHTA

DunbTp

(Microsoft & Office) | Libreoffice

3anucs B UEpHOM cnucke [ﬂ,ﬂﬂ COOTBETCTBWA AaHHOMY Npasuay NnporpaMMmHoe obecneueHune He LONMKHO BbITh yCTaHOBJ’IEHO]

PucyHok 73 - ®opma pegaktnpoBaHus npasunia

9. MapameTpbl
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9.1. NapameTpbl

9.1.1. OGwee onucaHue nogpasgena "MapameTpbl”

OcHoBHoe MeHIo LleHTpa ynpaeneHus Nnatdopmbl Pagap cogepxut pasgen "lNapametpsbl”,

BKIHOYatoLLMiA nogpasaensl (CM. pUcyHok 74):

"MapameTpbl"
"ConocTaBrneHuekKk gaHHbIX"
"API koHCTpYyKTOP"

"YepHbin cnucok ID-nnarnHoB"

"OnoBeLleHUs No 3agepkkam B o6paboTtke"

Moapasgen "MapameTpbl" NpegHa3HayYeH ANg BbIMOSHEHUS CReayoLwmx YHKLUIA:

Bknagka "MapameTpbl” - npegHa3HaveHa anst O6HOBNEHUS NapaMeTPOB YBEAOMITEHNS.
Bknagka "O6paboTka yasBumMocTen" - npegHasHadeHa Ansi HACTPOVKM NapaMeTpoB
aBTOMaTU4eCKOro NePeoTKPbITUS UHLNOEHTOB.

Bknagka "CuHxpoHu3auusa ¢ bason gaHHbIX"- npegHasHavyeHa ans npoBeaeHus

CUHXPOHM3aLun c Ba3zol gaHHbIX TUNOB MHLUMAEHTOB U KoppendTopa.

9.1.2. OGHOBNEHUA NapamMeTpoB yBeAOMSIEHUA

[lns oGHOBMEHWs napameTpoB yBeaoMIeHNs HeobxoamMmo 3aTi B pasgen «MapameTpbl», nogpasgen

«[MapameTpbi». o ymonyaHuio oTkpoeTca Bknagka «O06Lwme», cogepxawasa dopmMy Ans BBoga

napameTpoB yBefomrieHus (cMm. PucyHok 74).

[ns o6HoBNEHUSA napamMmeTpoB yBeOAOMITEHUA HeobXxoaMMo:

1.

2

3anonHunTb none "Ha3BaHue knueHTa'".

. 3anonHuTb none "PacnonoxeHue" (No ymonyaHuto ykazaHa Mocksa).

. N3 Bbinagatowero cnucka "Mpynna nonb3oBaTenen no-yMmon4yaHuio Ans UHUMOEHTOB,

CBfI3aHHbIX C
aKkTuBamu, 6e3 onpeneneHHoOro "oTBeTCTBEHHOro nosib3oBatena”" BbiOpaTb HYXXHYO rpynny
nornb3oBaTenewn.

. N3 Bbinagatowero cnucka "Crtparerusa naeHTudukKaumMm akTMBOB No-yMon4aHui" Bbibpatb

HY>HYIO cTpaTteruio:
o |P;
o FQDN;
o MAC.

. Mpn HeoBxoanMOCTK BKMOUNTL coBnaaeHme no nmeHmn xocta (PQDN), roe BeiGpaHa cTpaTterns

naeHtTndpmkaummn FQDN.

. Haxxatb Ha kHonky "CoxpaHutb".
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MapameTpbi Uentp ynpasnenus > Mapamerpyi

Obuwe  OBpaBoTka ymsMMOCTER  CHHXDOHMW3ALMA ¢ BasoR SHaHHi

Hazsanme knventa

Hazeanwe knuenTa

PYCK NPUHAT: KOAMUECTED AHEA NC YMONUSHMKID

90

HOYEHUE & KOHECIMSE CODKA NO-YMOMMGHUR (NOBaMEMp “TIpUHSME 53'). MOSs: 0cmasums SHauE

Tlpussms B0° nyembiv, yxaxume

Loy e—

Mapametps Pacnonoxeuuns
Haxcmure Enter ana aoBaenenna

* Mockea x

TpyNna NoNL30BATENEH MO-YMONUSHMIO AN MHLMAGHTOB, CBR3AHHEIX C AKTHEaMU, 683 ONDEAENEHHArD "OTEETCTBEHHOTO NONb30BaTeNA"

Crpaterus naeHTUMKALMM BKTMBOB NO-YMOAYaHNID

P v

Coenaaexure PQDN

Brnrouzer coenaaeHue no wmenn xocra (PQDN), rae exibpaHa crpaterva nageHTgrkaumun FQDM,

DASMCA MK, Wbl HE SHAEM Kaxol GoMex NpasuieHsld.

BHumManue! ECAu UMA XOCma onpedeneHo 8 HECKONBKUY BoMenax, cosnadeHue no PQDN He

PucyHok 74 - Pasgen "lMapametpsbl”, Bknagka "O6wme"

9.1.3. HacTponka aBTOMaTU4€CKOro nepeoTKpbITUA UHLUNOEHTOB

®yHKLMOHANM NO OTKPbITUIO UHLMAEHTOB, HAXOAALLMXCS B cTaTyce «3aKkpbiT», UMEET psif HacTpoek. [ns
N3MEHEHUSI HAaCTPOeK
NepeoTKPbITUA UHUMAEHTOB Heobxoaumo 3aiTy B pasaen «MapameTpbl», nogpasaen «MapaMmeTpbi» 1

OTKpbITb BKNaaky "ObpaboTka ysa3BuMocTen" (CM. pUCyHOK 75).
Bknagka cogepxuT crniefytoLime HaCTPOMKN OTKPLITUS MHUMOEHTA:

¢ [lpusHak "ABTOMaTM4ecKn co3pgaBaTb MHUMAEHTbI NPU UMNOPTE pe3ynbLTaToB
CKaHMpOBaHUA" - aBTOMaTUYECKOEe CO34aHMe NHLMOEHTOB MPU NOMyYeHUN pe3ynsTaToB
CKaHMPOBaHUS:

e "MuHUManNbHbIA YPOBEHb BaXXHOCTU ANA OTKPbITUA UHLMUOEHTOB" - MHUMOEHTbI C BaXXHOCTbIO
HWXe YyCTaHOBNEHHOro B JaHHOM Mofe YPOBHS He OTKpbIBAeTCS aBTomaTnyecku. U3
pacKpbIBatoLLLErOCH CNNCKa YCTaHABNMBAETCS YPOBEHb BaXKHOCTW.

e "Cos3gaBaTb HOBbIA MHLUUAEHT ANA NOBTOPHbLIX MPOUCLUECTBUN, €CNU MHLUMAEHT 3aKpbIT" -
NpaBunIo NOBEOEHNS, ECITM UHLMOEHT YXKe 3aKpbIT, U3 crucka:

© co3gaBaTb HOBbIV UHLIMAOEHT
O MepeoTKpbIBaTh UHLUUOEHT
¢ "MWHMManNbHbLIN ypOBEHb PUCKa AN MOBTOPHOIrO OTKPbITUSI MHUMOEHTOB" - MHUUOEHTHI C
pUCKaMy HKe MUHUMaIbHOIO, yCTaHOBMEHHOO B JaHHOM MOS1e, He OTKpbIBaOTCS
aBTOMaTUYECKN.

e "CrtaTyc NOBTOPHO OTKPbITbIX UHUMAEHTOB"

e HaxaTb KHOmKy «CoxpaHuUTb».
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MapameTpbi UenTp ynpagnenn  Mapamerpei

OBume  OBpaGorka yassumoctedi  CUXpOHUSALNA ¢ Basoi IHaHMi

Co3AaH1e MHUNAEHTOB
ABTOMETUUSCKY CO3A3B3TH UHLACHTL! MPU MMOPTE PE3YALTATOB CKaHUPOBaHUA

MVHUMaNbHBIFA YPOBEHE BaXHOCTH ANA OTKPBITUA MHUKASHTA

BaxHOCTE 0 - MUHWMaNbHAA v

ABTOMaTM4ecKoe co3flaHue NPOMCILECTBUIA U NepeoTKPbITUE MHLUMAEHTOB

C0343BaTb HOBbLIA MHUMAEHT ANS NOBTO PHBIX MPONCIWECTBMA, ECAM NHUWAEHT 38KPbIT

NepeoTkpaigaTs uHLMAHT v

MuimabHbif ypOBeth PUCKa ATA NOBTOPHOTO OTKPBITIA MHLVAGHTOE

Bricokui v

CTaTyC NOBTOPHO OTKPBITIX MHLWAEHTOR

HazHaueH v

PucyHok 75 - Pasgen "lNMapametpbl”, Bknagka "O6paboTka ysssumocTten”

9.1.4. CuUHXpOHM3aLuuAa ¢ 6a3o0u 3HaAHUN

[nsa cuHxpoHmsaumm ¢ bason 3HaHW Heobxoammo 3anTn B pasgen "lMapameTpsl”, nogpasgen
"MapameTpbl" 1 OTKPbITb BKNagky "CuHxpoHusaumsa ¢ bason 3HaHmun" (CM. pucyHok 76).

HaxaTb nocnegoBaTtenbHO KHOMKN «CUHXPOHU3aLUA TUNOB UHLUAEHTOB» N «CUHXPOHM3aL s
KoppensTopa».

BHumaHume! laHHasa npouenypa TpedyeTcs TONbKO NpU ycTaHOBKe U o6HoBneHuu MNMnartdopmsb.

MapameTpbl Llewrp ynpasnens > Mapamerpei

Obupe  OGPaGoTKa yAzEUMOCTER  CUMXPOMUZAWWA C Ba20/ SHaHMil

Cxporzaums koppensropa

9% Napamerpui

Napawerpsi

PucyHok 76 - Pasgen "lMapameTtpsbl”, Bknagka "CuHxpoHnsaums ¢ bason gaHHbIx"

10. YnpaBneHue nuueH3neun

10.1. NepBnyHana akTuBauusa nuueHsnmn {#actlicense}

MepBrYHasa akTMBaLMA NULEH3UN OCYLLIECTBMSETCS Ha aTane yctaHosku Mnatdopmbl Pagap. [ns
3TOrO BbIMNOMHUTE LLaru:


af://n1291
af://n1298
af://n1299

1. Ha atane yctaHoBkn oTobpakaeTcs akpaH NnoslyyYeHns NnLeH3nm (CM. pUcyHok 77).

MAHIEO
PAJAP

MacTtep ycTaHOBKM

Nuuyenzna [nobaneHele HacTpoKN Yanm Yeranoeka

Kon akTuBaumu
eyJwYXNzljoiODgwYTIXNTIZZDESZWZINWZmNDh]Y2Q4MWY5MNzASNJEILC)od 2kiOUINHNJQUFBQUFBQUEVK3F

JMueH3uAa

PucyHok 77 - QkpaH nonyyeHus nuueHsun Nnathopmbl

2. Ckonupyiite B bydep obmMeHa KIMKOM MO UKOHKE E KOO, akTUBaLMn, a 3aTem nepenguTe B

NNYHBIN KaBMHET KNueHTckoro noptana MNnatdgpopmel Pagap, B koTopoM Byaet 4ocTynHa

akTMBaums nuueH3mm (CM. pUcyHok 78).

@ [lokymeHTauus

? Phiae®  KnmeHTcimiA nopTtan

(]
AKTUBHbIE NULEH3UN AKTUBHbIE TUKETbI B noanepXxkKy

®
NpuoGpeTeHa TexHuueckan N2 Tema oBpateHna
noaaepkkano EPS

full 08.02.2023 08.02.2024 10000 TpebyeTca akTuBaLWs HeT obpalwexui

Co3paTh 0BpaLLeHHa

PucyHok 78 - KnueHTtckuin noptan Nnatdopmbl Pagap

3. Haxxmute Ha kHonky TpebyeTcs akTuBauus. B nosBuBLLIEMCS OKHE BCTaBbTE KO, akTUBALUN U1
3aKpouTe OkHO. B nnyHom kabuHeTe knueHTckoro noptana MNMnardopmbl Pagap kHonka



TpebyeTca akTMBaumA 6yaeT 3ameHeHa Ha KHOMKY JluueH3us (cMm. pucyHok 79).

KnueHTckuii nopran

G
AKTMBHbBIE NMLLEH3UMN AKTUBHbIE TUKETbI B nogaepXxky
=]
TexHU4ecKan Ne Tema oBpaweHua
= Tun HBHcOpTeHa nopnepxkano EPS
full 08.02.2023 08.02.2024 10000 Het obpalueHuit

Coanarb obpalieHa

PucyHok 79 - KHonka nony4yeHus nuueH3um

4, Haxkmute Ha KHONKY JlMLeH3us, nocne Yero OTKPOeTCH OKHO C KOOOM NULEeH3un (CM. pucyHok 80).
Ckonupyiite kog nuueHsumn B bydep obmeHa kHonkon Ckonuposams 8 byghep.

@ Cravats nuueHsmo

ZzpRDss458GXBwWWLpeUsPOtbPRhrwsr7jeieGwxKmd
71Xs0zUasWAexS7319ibdhchbADJaCavVNUbWhWeAThb
eC9hzmwtodKPFbIGCcIWY taXFh20Sk2MuWKkzQvjlo
JnLtSlizyOHIPerhmAwDXuWeuVe 3y/walcBxm7FpOJM4
X555FISLr5PJO0+g02KRLW4b+kb2al 9mVkJgp+FdK8
SEINDt/RQgNQOdSJgc/5rjdpvxGab189NrTMctNh5br 74

mvomkDAmMDHSpExe5WY lirfyrhZsLab4J1CYSEIGrnQn
y+jhYrjo2AF7gGIKvwpZZpNxf+RRoflZEtxfVnhQ2Ev592
VKILOWar14LFsBvNrsqOniPgDCB2YCn24 +BNS7NSHe

AQS7MINOTHYVOjrrOxlsDx2dhA4VNUGs2qg== y

CkonupoBaTh B 6ydep

PucyHok 80 - CkaymBaHme nuueHsnm

5. BepHuUTECH K OKHY YCTaHOBKM (CM. pUCyHOK 77). BcTaBbTe kog NUuUEeH3nm B OKHO JluueH3usa un
HakMuTe KHOMKy AKTUBUPOBaTh. JlMueH3us OyaeT akTMBMPOBaHa, a Ha akpaHe byayT



oTobpaxeHbl ee napameTpbl (CM. pucyHok 81).
oK

NuueH3ng YCnewHo coxpaHeHa

MAHIEO
PAOAP

MacTep ycTaHOBKM

Nuuenzua TnobaneHele HacTpoiku Yznel Yeranoska

Bawa nWLeH3NA ycnewHo akTMBMpoBaHa.
HassaHwe Komnanww: Manreo Pagap

NuruerHsua akTweHa 1o: 2024-02-08 05:05:03
MakcrmanbHoe KOAWUYECTEOBO areHToB chbopa: 1
MofAepxKa MyAbTUapeHAHoCT: HeT

Tapwd: MonHoUeHHaA AMLEH3NA

NumuT no sanpocam: 10000 EPS

PucyHok 81 - MNapameTpbl NUueH3nm

10.2. NMpocmoTp napamMmeTpoB NULEH3UU U NOBTOPHasA
aKTUBaUMA NIULEH3UU

Pasgen nHtepderica "JinueHsna™ npegHasHayveH ang ynpasneHus NuMueHsnen n npocmoTtpa

napamMmeTpoB JIMLEH3UN.

Bup pasgena npeacrtaBneH Ha pucyHke 82.

J"IMLI,EH?MH NuueHzna

Hazeanwe Komnanwmy: Manreo Pagap

JvueHswa akTreHa 40: 2024-02-08 05:05:03
MakcrmanbHOe KOAKUeCTBOBO areHTos cbopa: 1
Moanepxka MyabTwapeHaHocTy: Het

Tapwd: MonHoueHHaa NMLEH3NA

Jlvmut no zanpocam: 10000 EPS

Koa aktweaumm

ey)wYXMNzljoiODgwYTIxNTIzZZDESZWZINWZmNDhjY2Q4MWY5NzA5SN]EILCJod 2kiOiJINHNJQUFBQUFBQUEVK3hhVFcvak90SysrMWIMNR

Nuuensva


af://n1321

PucyHok 82 - Bug pasgena "JluueHsusa".
B BepxHen yacTtu pasgena otobpaxkaroTcsa napameTpbl JINLEH3NN:

® HasBaHue KoMnaHuu, KOTOPON NPUHAANEXUT NINLIEH3US.

e CpOK aKTMBHOCTW NMLIEH3MU, MO NCTEYEHNM KOTOPOTO, ecnn He ByaeT nonyyeHa HoBas NULUEH3NS,
He ByaeT goctyneH nHtepderic Mnardopmbl Pagap, 3a ncknoyeHneM TekyLLlero pasgena.

e MakcumanbHOe Konm4ecTBo areHToB cbopa Noros.

e Hanuuue pexvmMa MynsTMapeHaHOCTU U MakcMarnbHOe Konm4ecTBo ak3emnnispos Mnatdopmbl
Papap.

e Tun Tapuda.

e JlumunT no Konm4yecTBy 3anpocos B EPS (konvyecTBo cobbITUiA B CEKyHAY).

B none Kod akmusayuu yka3aH Ko, KOTOpbI UCNOnb30Barncs npu yctaHoske Mnatdopmbl Pagap.

B cnyuae, ecnu akTnBaums nuueH3um byaeT HegocTynHa (HanpymMep, CPoK AeNCTBUSA NULEH3UN
3akoHuuncs unu Mnatdgopma Pagap Obina ckonvpoBaHa unu nepemMeLleHa Ha gpyron ousnyeckmn
unu BupTyanbHbI cepaep), NMnatdopma Pagap npogomkut cBoto paboTy, HO nHTepderic dyaet
HEeOCTyMneH.

M3 JOCTYMHBIX CTpaHWL, OCTaHeTCs TONbKO CTpaHuLa ynpasneHns nuueH3nen.

[1ns NnOBTOPHOW akTUBaLMM NMLEH3UN CKONUPYNTE Kog akTuBauum B Gydep obmeHa KnMKoM No MKOHKe

n obpatuTech B cryxby TexHudeckoln nogaepxku Mnardopmbl Pagap. Coenatb 3TO MOXKHO 13

knueHTtckoro noptana Mnartdopmbl Pagap (cm. pucyHok 83).

ranar.  KNHMEHTCKMA nopTan © [okymeHTauma @ (G

AKTUBHblE NUYeHsuu AKTWBHbIE TUKETBI B nopgnepXxKy
=]
TexHuueckas Ne Tema obpalleHna
= Tun lipHotperera noapaepwkano EPS
full 08.02.2023 08.02.2024 10000 Het obpauieHui

Cospars obpalleHus

PucyHok 83 - Knuentckuin noptan Mnatdopmbl Pagap

Haxmunte kHonky Co30amb obpaweHue. B obpalieHnn onuwmnte npobnemy 1 BCTaBbTe paHee
CKOMMPOBAHHBIN KOA akTuBaumu. [Ins peleHns npobremsl ¢ akTMBaLMENR NMULEH3UN AOKONTECH OTBETa
OT cnyx6bl TexHn4eckon nogaepxku Mnartdopmbl Pagap.

lMocne nonyyeHnst NULEH3UN BCTaBbTE €€ Ko B OKHO JIUUeH3Us (CM. PUCYHOK 82) U HaXXMUTE KHOMKY
AKmuesuposamp.

11. MNMpuMmep HACTPOUKU CIYXKOblI
cuHxpoHu3sauum BpemeHu B OC Debian

[ns HacTpowku cny6bl CUHXPOHM3ALMN BPEeMEHN HEOBXOAMMO BbINOMHUTL CREAYHOLLME HACTPOKN:
Bce koMaHbl BbIMOMHATCS NOA NPUBUIIErNMPOBaHHbLIM MOMb30BaTeNnem

1. DobaBuTb agpec NTP cepsepa B dhavin KoHdurypauum cnyxosbi:


af://n1349

echo 'NTP=<apgpec NTP cepBepa>’>> /etc/systemd/timesyncd.conf
2. MNepesanyctutb cnyxoy:
systemct] restart systemd-timesyncd.service
3. MNpoBepKka CUHXPOHU3ALNN
timedatect] status
4. MNMpoBepka COCTOSAHUA CNYXObl:
systemct] status systemd-timesyncd.service
5. lo6asneHue cnyx0bbl B aTo3anyck:

systemct] enable --now systemd-timesyncd.service

12. Aygut gencteBumn nonb3oBarTerien

[Ina HacTpoKkn ayguTa AenCcTBUIA Nonb3oBaTenen Heob6Xo0AMMO BbIMONHUTL Creaywme 4eNCTBUS:

1. MepenTtn B HacTpowiku cnyx6bl aBTopusaummn KeyCloak: https://<Ip-agpec-MNnatdopmbi>:8180,
Kak n3obpaxkeHo Ha puCyHke 84;


af://n1371

8 cvcLoak

Welcome to Keycloak

&% Administration @ Documentation » @ Keycloak Project >
Console >

User Guide, Admin REST AFI
Centrally manage all aspects of and |avadaocs

the Keydoak server

EA mailing List >

Bfl:E Report an issue »

-
.

;...Ens' JBoss Community

PucyHok 84 - Ctpanuua ynpasneHus cnyxbon KeyCloak

2. HaxaTb Ha Bknagky 'Administration Console' gns Toro 4tobbl NEpenT B HACTPOMKY Cry»KObl
aBTOpuU3auuy;

3. MepenTn B pasgen "YnpaeneHue", "Cobbitns";

4. Mocne yero, nepenTt Bo BkNaaky "KoHdurypaums", kak nsobpaxeHo Ha pucyHke 85;



ERE KoHpurypauns cobbitui

CobbITHA EX0A3 CoBuITWA 34MWHWCTRATOPS KoH$urypauwua
Hactpoiiku KoH®WMrypaLuma cobbITU
Realm
) CaywaTteni % jboss-logging
Knuexrel O
LatnoHb - . -
Hactpoiki cobbIThid No exogy
KNMEHTOE
Ponu CoXpaHATh BbIK
COBBITUA
MNMocraswwmkn
naeHTUdIKa LY HacTpoikin cobbITWiA agMUHKUCTpaTopa
Degepalan
CoxpaHATh BhIK
NoNL30BaTENEH COBRITIAS

OYKUCTUTE M3MeHEHWA | [Ty

AyTeHTMgMKaLMA

pyninb:
MNonssosatenw
Ceccim
Cobbiman

MmnopT

PucyHok 85 - CtpaHuua ynpaeneHnus cnyxbon KeyCloak

5. ,D,J'Iﬂ BKITHOHEHNA NOrMpoBaHUA XypHanos ayanta HeobxoQMMo NepeKni4ynTb KHOﬂKy-TyM6ﬂep

"CoxpaHaATb CoObITMA", B KaXXOOM 13 BNOKOB HACTPOEK COOLITUI, Kak M306pakeHo Ha pucyHke 86;



CoxpamaTe cofmia @

CoXpaHAEMEIE THIEL
COGHITHH @

OmucTuTe cofeimua @

Wcreqwenne @

—_

% SEND_RESET_PASSWORD | | = UPDATE_COMSENT_ERROR |

[ GRANT_CONSENT | | % REVOKE_GRANT | % REMOVE_TOTP || % UPDATE TOTP

[» LOGIN_ERROR | [% CLIENT_LOGIN || % RESET_PASSWORD_ERROR |

[ IMPERSONATE ERROR | [ CUSTOM_REQUIRED_ACTION |

[ % CODE_TO_TOKEM_ERRCR | % RESTART_AUTHENTICATION | | x IMPERSONATE |

| UPDATE_ PROFILE ERROR | | % UPDATE PASSWORD_ERRCR | | % LOGIM |
[ CLIENT_INITIATED_ACCOUNT_LINKING | | TOKEN_EXCHANGE | | LOGOUT |

[» REGISTER | |» CLIENT_REGISTER | |3 IDENTITY_PROVIDER_LINK_ACCOUNT |

[% UPDATE_PASSWORD | | = CLIENT_DELETE |

| % FEDERATED_IDENTITY_LINK_ERROR | | % IDENTITY_BROVIDER_FIRST_LOGIN |

[ CLIENT_DELETE_ERROR | [ VERIFY_EMAIL |

[ RESTART_AUTHENTICATION_ERROR | % CLIENT_LOGIN_ERRCR |

[ % TOKEN_EXCHANGE ERROR | | = EXECUTE_ACTIONS |

| % REMOVE_FEDERATED_IDENTITY_ERROR | | % PERMISSION_TOKEN |

[ % SEND_IDENTITY_PROVIDER_LINK_ERROR | | EXECUTE_ACTION_TOKEN_ERROR |

[» SEND_VERIFY_EMAIL || 2 EXECUTE_ACTIONS_ERROR |

[ % REMWOVE_FEDERATED_IDENTITY || % IDENTITY_PROVIDER_POST_LOGIM |

| % IDENTITY_PROVIDER_LINK_ACCOUNT ERROR | % UPDATE_EMAIL |

[» REGISTER_ERROR | [ % REVOKE_GRANT_ERRCR | [ EXECUTE_ACTION_TOKEN |

[ UPDATE_EMAIL_ERROR | % LOGOUT_ERROR | [  CLIENT_UPDATE_ERROR |

| % UPDWATE PROFILE | | = CLIENT_REGISTER_ERROR |

| FEDERATED_IDENTITY_LINK | % SEND_IDENTITY_PRCVIDER_LINK |

[ SEND_VERIFY_EMAIL_ERROR | |x RESET_PASSWORD |

[% CLIENT_INITIATED_ACCOUNT_LINKING_ERROR | [ % UPDATE_CONSENT |

[ % REMWOVE_TOTP_ERROR | | = VERIFY_EMAIL_ERROR |

| SEND_RESET_PASSWORD_ERROR | | % CLIENT_UPDATE |

[» CUSTOM_REQUIRED_ACTION_ERRODR |

[ IDENTITY_PROVIDER_POST_LOGIN_ERROR | | % UPDATE TOTP_ERRCR |

| % CODE_TO_TOKEM | | = IDENTITY_PROVIDER FIRST_LOGIN_ERROR |

[ GRANT_CONSENT_ERROR |

O4McTiTe cofibimar

21 || apel L |

HacTpolkK COBBITHIA aAMWHWCTPaToRa

CoxpamaTe cofmia @

BrmouuTe
npeacTaeneHue §

O4MCTHTE coGeITHA
agMIMHIKCTRETORa @

|EE

O4McTTE cofibiTHA 3gMUHWCTRaTORa

| OHACTUTE M3MEHEHMA | CoXpaHnTL

PucyHok 86 - BkntoyeHve normpoBaHnsi cobbiTuin ayanta

6. Nocne aToro He06XOAMMO HaCcTPOUTbL NepMoa XpaHeHust cobbiTuii B none "MictedyeHne", ykasae

KONMmMyecTBO MUHYT\4acoB\OHeW;

7. 0ns 3aBepLleHna HacTpoek NnIormpoBaHnA cobbITUi ayaunTta HYXXHO COXpPaHUTb N3SMEHEHUA,

KOTOpble ObiNn BHECEHBI. [1ns 3TOro He06X0AMMO HaxaTb Ha KHOMKY "CoxpaHnTtb".




[Mocrne Yyero HaCTPOWKY NOrMpoBaHUs ayguTa 4ENCTBUA MOXHO CHMTATb 3aBEPLUEHHOMN.

CobbiTua ayamta gencTeuii n cobbiTns Bxoda HaxogaTcsa B pasgene "lMonb3oBatenuy u npasa” Bo

Bknagkax "Ayaut gencteuin” n "CobbiTvsa Bxoga" COOTBETCTBEHHO.

Ha pucyHke 87 nsobpaxeHa Bknagka "Ayout genctsmn”

AyauT aecTBUIA Nonb3oBaTenei
[ [ o e | o e [ ]

Bpema MonkzoBatens Cepeuc

2022-02-25 00:00:00 ~ 2022-03-04 23:59:59 Bee s Bee *

1D CBA3AHHOM CHUCTEMHOE
OATA CEPBWNC NONb30BATENb LEVCTBME  CYLHOCTh ID CYWHOCTH CYWHOCTH AENCTBUE AETANN

2022-03-04 Cepeep 93adf94b-0f33-45d1-8b3c-

154523 e +15538399049 AoBaenequne MeonszoBatens test@pangecradarru Het X

2022-03-04 93adf94b-0f33-45d1-8b3c-

13:35:27 PML 415538399049 NoBaenenne  MHuMaeHt Her Her x

1

PucyHok 87 - Ayaut fencteun

13. UHTerpauuoHHbIN cnon

BHyTpu noctaBku umeeTcs rmbKnii MHCTPYMEHT 4118 OpraHnsaumm nHTerpaumm mexay Nnarcdpopmon
Papap v nioboi opyror CUCTEMOMN, C KOTOPOM MOXHO KOMMYHULIMMPOBATL Yepes Json API.

13.1. KoHuenuusa MHTerpauMoHHOro crnos

OCHOBHOW NOrVKOW ABMNSIETCA HAbNaeHNe 3a M3MEHEHNEM OaHHbIX B CTPYKTYPE XpaHeHNs
nHopmaumm MNMnatopmbl PostgreSQL v 3anyck HEKOTOPbIX 4ENCTBUI NPWU HACTYNIIEHUN TOTO NN

MHOIo U3SMEeHeHUA.

13.1.1. HabnoaeHue 3a U3SME@HEeHUsAMU

OCHOBHOM A5t pearMpoBaHnsi Ha U3SMeHeHue SBNsieTcs cekumsi radar-tables-trigger . Mo cyTu

ABNAETCA nepevyHeM Ha6mo,anene|7|, pearmpyrwmx Ha ISMEeHEeHNA B base AaHHbIX.

radar-tables-trigger: &radar-tables-trigger
- name: create_incident
table: service_asset_findings
fields: [ ]
kind: 1insert
sql: "SELECT ..."
sql_vars:
id: float64toInt64
outputs:
- *rvision_insert

HocTynHble Tpurrepsl, none kind:

e insert
e update
e delete


af://n1403
af://n1405
af://n1407

Mpu cpabaTtbiBaHMM TpUrepa Ha BblGpaHHON Tabnuue ykazaHHON B cekumnn table 3anyckaetcsa sql
CKpMNT cobuparoLLmii OCHOBHOM 06BEKT ANnd nepedadn 3anycka cbopku obbekTa oTnpaBnseMoro B
WHTErpupyemyto cuctemel. Ecnm sql ckpunT He ykasaH Oyget B3siTa CTpoka 13 Habniogaemon

Tabnuubl.

Takxe ecTb none fields, 3anonHMB KOTOPOE MOXHO yKa3aTb Te MOons, Npu N3MEeHEHUM KOTOPbIX

[OJIKEH 3anyckaTb Tpurrep.
none sql_vars HeobGXoAMMO Afs NPUBEOEHUS TUMOB:

e bool

e int

e int32

e int64

e string

e float32

e float64

e float64toInt64

norne outputs ykasblBaeT HeoOXoAMMble KaHamnbl ANA AanbHENLLen MHTErpaLUmmn ¢ BHEeLLHUMM

cucrtemamn.

13.1.2. OTnpaBKa U3MEeHEHUN

[ns opraHu3aummn kaHana oTnpaBky 06bekTa COOTBETCTBUS, CCHOPMUPOBAHHOIO Nocre cpabaTbiBaHNs

Tpurrepa, HeobxoaMMo COo3AaTh CEKLIMIO, B KOTOPYHO HaNpaBuTb BbIBOA B NMOSe outputs

Cekuunsa UMeeT crieflyoLLyto CTPYKTYpY:

rvision_update: &rvision_update
type: http
url: "https://IP/api/v2/incidents"
method: POST
content_type: "application/json"
headers:
PgrApikey: "test"
prepend:
- type: http
url: "https://IP/api/v2/incidents"”
method: GET
content_type: "application/json"
query:
token: "SECRET"
fields: "identifier"

filter: '[{"operator":"=","value":%d,"property":"id_siem"}]"'
query_vars_from_trigger:
filter:
field: "id"

type: "float64toInt64"
append_to_mapping:
identifier: "data.result.0.identifier"

mappging: *rvision_mapping

® type - TPAHCMOPT, HA JaHHbI MOMEHT NOALEPXKUBAETCH TOMNbKO http


af://n1439

e url - agpec eHONOMHTa AN OTNpaBKM 3anpoca

e method - Tmn 3anpoca (GET, POST, PUT)

® content_type - 3HayeHue 3arofnoBka content-type

e headers - ONONHUTENbBHLIE 3ArofloBKM B pOpMaTe K4y : 3HayeHue

® mapping - 06bEKT COOTBETCTBUS

e prepend - JONOMHUTENbHAs CeKUMS, KOTopasi ByaeT BbINONHEHA Nepea OTNpaBko OCHOBHOMO
3anpoca. [lonesHa, ecnu Hy>xHO cAenaTb 3anpoc Ha nonyyeHve Aorn. nHdopmMauumn u oboratleHus

ob6bekTa COOTBETCTBUS Nepes, OTNPaBKOM.

B cekumn prepend AOCTYMHbI T€ e OCHOBHbIE MO, YTO U B OCHOBHOW. B JONONMHEHWM K Heln

OOCTYNHbI onunn:

® query - CTpOKa 3anpoca
e query_vars_from_trigger - wabnoHusauns ans cTpoku 3anpoca
e append_to_mapping - oborawieHne obbeKkTa COOTBETBETCTBMS MO KITHOYY U 3HAYEHUIO N3 OTBETA

13.1.3. O6BbEeKT cooTBeTCTBUSA

OBGbeKT COOTBETCTBMS - 3TO OOBEKT, KOTOPbIN ByaeT cobpaH nocne cpabartbiBaHUA Tpurrepa U nepegax

B KaHall Ha OTrnpaBkKy.

CTtpykTypa obbekTa:

rvision_mapping: &rvision_mapping
token:
type: "manual"
value: "SECRET_KEY"
status_siem:

type: "map
value: "status"
STATUS:

type: "active_map"

value: "status"

map:
new: "Co3pgaH"
risk_accepted: "3apeructpupoBaH'
assigned_customer: "Ha3HauyeH"
working_customer: "0O6bpaboTka"
feedback_required: "PacnepoBaHue"

closed: "3akpbiT"

type - TMN COOTBETCTBUSA, OOCTYIMHbI:

® manual - 3agaHHOe py4yHOe 3HayeHue B Kroye value
® map - Kno4dy obbekTa ByaeT COOTBETCTBOBATDL MNOMe yKasaHHOro B 3HaYeHue krtova value 13

Tpurrepa uamMeHeHui
e active_map - knovy obbekTa byaeT COOTBETCTBOBATbL 3HAYEHNE N3 0ObeKkTa map , HaMAEHHOro

npu coBnageHunmn Krnroda, 1 3Ha4eHune nond n3 Tpurrepa N3MEHEHNI, yKasaHHOro B kntove value

13.2. Npumep nuterpaumum ¢ SOAR RVision

Hwxe npeacTasneH KOHUrypaumoHHbIn bann /opt/pangeoradar/configs/pangeoradar-pgr-wal-

Tistener.yaml , HACTPOEHHbIV Ha 06MeH nHdopmaumen 06 nHumaeHtax ¢ SOAR RVision.


af://n1467
af://n1479

global:
force_replica_identity: true
log_level: warning

# Mappings
rvision_mapping: &rvision_mapping
token:
type: "manual"
value: "SECRET_KEY"
category:
type: "manual"
value: "WHumaeHT u3 Nareo Pagap"
info_source:
type: "manual"
value: "SIEM MNaHreo"
type:
type: "manual"
value: "MHUMAEHT MONyYeHHbI U3 MaHreo Pagap"

id_siem:
type: "map"
value: "id"

DESCRIPTION:
type: "map"

value: "DESCRIPTION"
risk_impact:

n "

type: "map

value: "risk_impact"
solution:

type: "map"

value: "solution"
mitigation:

type: "map"

value: "mitigation"

status_siem:

type: "map
value: "status"
STATUS:

type: "active_map"
value: "status"
map:
new: "Co3pgaH"
risk_accepted: "3aperucTtpupoBaH"
assigned_customer: "Ha3HauyeH"
working_customer: "06bpaboTka"
feedback_required: "PacneapoBaHue"
closed: "3akpbiT"
risklevel:
type: "map"
value: "risklevel"
service_asset_id:
type: "map"
value: "service_asset_id"
DETECTION_DATE:



type: "map
value: "created_at"

UPDATE:

type: "map"

value: "updated_at"
finding_id:

type: "map"

value: "finding_id"
analysis_output:

n "

type: "map

value: "analysis_output"
synopsis:

type: "map"

value: "synopsis"
title:

type: "map"

value: "title"
risk:

type: "map"

value: "risk"
OCCUR_DATE:

type: "map"

value: "acknowledged_at"
alert_type:

type: "map"

value: "alert_type"
client_note:

type: "map"

value: "client_note"

internal_note:

type: "map

value: "internal_note"
external:

type: "map"

value: "external"
immediate_action_score:

n "

type: "map

value: "immediate_action_score"
throughput_period:

type: "map"

value: "throughput_period"
throughput_period_change:

type: "map"

value: "throughput_period_change"
customer_created:

type: "map"

value: "customer_created"
c_visible_since:

type: "map"

value: "c_visible_since"
c_visible_since_in_days:

type: "map"

value: "c_visible_since_in_days"
c_reopened_count:

type: "map



value: "c_reopened_count"
c_Tlast_customer_status_change:

type: "map"

value: "c_last_customer_status_change"
c_customer_retention_time:

type: "map"

value: "c_customer_retention_time"
logmule_identifier:

type: "map"

value: "logmule_identifier"
c_remote_exploitable:

type: "map"

value: "c_remote_exploitable"
c_occurrence_count:

type: "map"

value: "c_occurrence_count"
last_occurrence_id:

type: "map"

value: "last_occurrence_id"
itsm_last_synced_at:

type: "map"

value: "itsm_last_synced_at"
itsm_sync_status:

type: "map"

value: "itsm_sync_status"
external_id:

type: "map"

value: "external_id"

itsm_sync_error:

type: "map

value: "itsm_sync_error"
user_id:

type: "map"

value: "user_id"
updated_by:

type: "map"

value: "updated_by"
group_id:

type: "map"

value: "group_id"
acknowledged_by:

type: "map"

value: "acknowledged_by"

created_by_customer:

type: "map

value: "created_by_customer"
edited_by:

type: "map"

value: "edited_by"
active_name:

type: "map"

value: "active_name"
IP:

type: "map_from_json'

value: "ip"



from: "inet"
fqdn:
type: "map_form_json"
value: "fqdn"
from: "varchar_array"

# Outputs

rvision_insert: &rvision_insert
type: http
url: "https://IP/api/v2/incidents"
method: POST
content_type: "application/json"
headers:

PgrApikey: "test"

mappging: *rvision_mapping

rvision_update: &rvision_update
type: http
url: "https://1IP/api/v2/incidents"”
method: POST
content_type: "application/json"
headers:
PgrApikKey: "test"
prepend:
- type: http
url: "https://IP/api/v2/incidents"
method: GET
content_type: "application/json"
query:
token: "SECRET"
fields: "identifier"

filter: '[{"operator":"=","value":%d,"property":"id_siem"}]"'
query_vars_from_trigger:
filter:
field: "id"

type: "float64toInt64"
append_to_mapping:
identifier: "data.result.0.identifier"
mappging: *rvision_mapping

radar-tables-trigger: &radar-tables-trigger
- name: create_incident
table: service_asset_findings
fields: [ ]
kind: insert



sql: "SELECT t.id, CASE WHEN t.description ISNULL THEN f.description ELSE
t.description END, CASE WHEN t.risk_impact ISNULL THEN f.risk_impact ELSE
t.risk_impact END, CASE WHEN t.solution ISNULL THEN f.solution ELSE t.solution
END, t.mitigation, CASE WHEN t.solution ISNULL THEN f.solution ELSE t.solution
END, t.status, t.risklevel, t.service_asset_id, t.created_at, t.updated_at,
t.finding_id, t.analysis_output, t.synopsis, CASE WHEN t.synopsis ISNULL THEN
f.synopsis ELSE t.synopsis END, t.title, CASE WHEN t.title ISNULL THEN f.title
ELSE t.title END, t.risk, t.acknowledged_at, t.alert_type, t.client_note,
.internal_note, t.external, t.immediate_action_score, t.throughput_period,
.throughput_period_change, t.customer_created, t.c_visible_since,
.c_visible_since_in_days, t.c_reopened_count, t.c_last_customer_status_change,
.c_customer_retention_time, t.logmule_identifier, t.c_remote_exploitable,
.c_occurrence_count, t.last_occurrence_id, t.itsm_last_synced_at,
.itsm_sync_status, t.external_id, t.itsm_sync_error, t.user_id, t.updated_by,
.group_id, t.acknowledged_by, t.created_by_customer, t.edited_by, s.name as
active_name, ni.ip as ip, ni.fqdn as fqdn FROM public.service_asset_findings t

A ot ot ot ot Aot

left join findings f on t.finding_id = f.id Teft join service_assets s on
t.service_asset_id = s.id left join network_interfaces ni on s.id =
ni.service_asset_id where t.id = $1"
sql_vars:
id: float64toInt64
outputs:
- *rvision_insert

- name: update_incident

table: service_asset_findings

fields: [ ]

kind: update

sql: "SELECT t.id, CASE WHEN t.description ISNULL THEN f.description ELSE
t.description END, CASE WHEN t.risk_impact ISNULL THEN f.risk_impact ELSE
t.risk_impact END, CASE WHEN t.solution ISNULL THEN f.solution ELSE t.solution
END, t.mitigation, CASE WHEN t.solution ISNULL THEN f.solution ELSE t.solution
END, t.status, t.risklevel, t.service_asset_id, t.created_at, t.updated_at,
t.finding_id, t.analysis_output, t.synopsis, CASE WHEN t.synopsis ISNULL THEN
f.synopsis ELSE t.synopsis END, t.title, CASE WHEN t.title ISNULL THEN f.title
ELSE t.title END, t.risk, t.acknowledged_at, t.alert_type, t.client_note,
.internal_note, t.external, t.immediate_action_score, t.throughput_period,
.throughput_period_change, t.customer_created, t.c_visible_since,
.c_visible_since_in_days, t.c_reopened_count, t.c_last_customer_status_change,
.c_customer_retention_time, t.logmule_identifier, t.c_remote_exploitable,
.c_occurrence_count, t.last_occurrence_id, t.itsm_last_synced_at,
.itsm_sync_status, t.external_id, t.itsm_sync_error, t.user_id, t.updated_by,
.group_id, t.acknowledged_by, t.created_by_customer, t.edited_by, s.name as

A ot A ot ot Aot

active_name, ni.ip as ip, ni.fqdn as fqdn FROM public.service_asset_findings t
left join findings f on t.finding_id = f.id left join service_assets s on
t.service_asset_id = s.id left join network_interfaces ni on s.id =
ni.service_asset_id where t.id = $1"
sql_vars:
id: float64toInt64
outputs:
- *rvision_update

connections:
- database: radar



username: user
password: secret

host: 127.0.0.1

port: 5432

triggers: *radar-tables-trigger

14. NoaroroBka ANCKOBOU NOACUCTEMbI
ana peanusauuu ponu DATA

[ecTBus, onucaHHbIe B JaHHOW MHCTPYKLIMK, BbINOMHSKOTCS Ha XOCTe, KOTOPbLI MNaHnpyeTcs BBECTU B
cocTaB knactepa elasticsearch ¢ ponbto data (cm. pasgen "[oarotoBka AWCKOBOW cucTeMbl").

Mpw pasBepTbiBaHNM ONEPaLMOHHON CUCTEMbI HEOBXOAMMO BbINOMHUTL CcriedytoLme 4eNCTBUS No

pa3meTKe OWCKOBOW NOACUCTEMbI:

1. PaameTuTb OCHOBHOW AMCK, Ha KOTOPbLIA Oya4eT ycTaHaBnNuBaTbCs onepaumoHHas cuctema m
[OMONHUTENBHOE NporpaMMHoe obecnedeHne Ans PyHKUMOHUPOBAHUS KOMMOHEHTOB
Mnatdopmbl. Pasamepbl pa3genos Ans 0CHOBHOMO AMCKa BblOMpatoTcs ncxoas n3 obbema
XecTkoro ancka. OcHoBHasa pekomeHgaums no pasmetke ancka ansa OC - pa3amep pasgena /var
OormkeH bbITb He MeHee 75 Gb, T.k. B Hem ByayT pasmelyaTtb Bce HeobxoanMble Ansi paboTbl
MOAynst OaHHbIE .

2. Paametntb AoNOnMHUTENbHbIE PU3NYECKNE OUCKN.

Ha PpUCyHKe 88 nokasaH BapMaHT pa3aMeTKM OCHOBHOIO AUCKa U TPU HE pa3MeYeHHbIX d)l/l3|/|‘-IeCKI/IX

aucka.
Y706kl NPOBECTU PAa3METKY AUCKOBOV CUCTEMbI HEOGXOAMMO BbIMOMHUTL Creaylowmne AeincTBus:

1. Bbibpatb Anck 1 HaxaTb kHomky «Continue» (cM. pucyHok 88).


af://n1484
http://docs.pangeoradar.ru/quick_start/pre_install

debian O

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

< LVM VG debian0-vg, LV home - 10.0 GB Linux device-mapper (linear) (~]
> #1 10.0 GB F ext4 fhome
= LVM VG debian0-vg, LV root - 50.0 GB Linux device-mapper (linear)
> #1 50.0 GB f exta !
< LVM VG debian0-vg, LV swap - 4.1 GB Linux device-mapper (linear) | ]
> #1 4.1 GB F swap swap
< LVM VG debian0-vg, LV var - 257.8 GB Linux device-mapper (linear)
> #1 257.8 GB f extd fvar
= SCSI1 (0,0,0) (sda) - 322.1 GB VMware Virtual disk
> #1 primary 254.8 MB F  ext2 /boot
> #5 logical 321.9 GB K Ivm =
SCSI1 (0,2,0) (sdc) - 107.4 GB VMware Virtual disk
SCSI1 (0,3,0) (sdd) - 107.4 GB VMware Virtual disk
]
Undo changes to partitions
Finish partitioning and write changes to disk =

[ Screenshot l { Help ] Go Back ] [ Continue ]

PucyHok 88 - BapnaHT pa3ameTku OCHOBHOIO AMCKa

2. Bbibupatb NyHKT «Yes» n HaxaTb kHomnKy «Continue» (cM. pucyHok 89).

debian O

Partition disks

You have selected an entire device to partition. If you proceed with creating a new partition table on the
device, then all current partitions will be removed.

Note that you will be able to undo this operation later if you wish.
Create new empty partition table on this device?

) No

Screenshot Go Back H Continue

PucyHok 89 - CosgaHue Tabnuubl pasgenos

3. BbibpaTb BHOBb CO3[aHHbI MYCTOM pa3fern Ha A0NONHUTENbHOM Ancke (cMm. pucyHok 90).



debian O

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

> #1 10.0 GB Fextd /home (]
¥ LVM VG debian0-vg, LV root - 50.0 GB Linux device-mapper (linear)
> #1 50.0 GB f extd /
< LVM VG debian0-vg, LV swap - 4.1 GB Linux device-mapper (linear)
> #1 4.1 GB F swap swap
< LVM VG debian0-vg, LV var - 257.8 GB Linux device-mapper (linear) m
> #1 257.8 GB f extd Ivar
- SCSI1 (0,0,0) (sda) - 322.1 GB VMware Virtual disk
> #1 primary 254.8MB F  ext2 /boot
> #5 logical 321.9 GB K lvm (Y
< SCSI1(0,1,0) (sdb) - 107.4 GB VMware Virtual disk 3
> pri/log 107.4 GB FREE SPACE
SCSI1 (0,2,0) (sdc) - 107.4 GB VMware Virtual disk
SCSI1 (0,3,0) (sdd) - 107.4 GB VMware Virtual disk
Undo changes to partitions
Finish partitioning and write changes to disk =
[ Screenshot l { Help ] Go Back ] [ Continue

PucyHok 90 - lNycTon pasgen

4. BbibpaTb nyHKT «Create a new partition» n Haxatb kHonky «Continue» (cMm. pucyHok 91).

debian O

Partition disks

How to use this free space:

Create a new partiti

Automatically partition the free space
Show Cylinder/Head/Sector information

[ Screenshot } [ Help } Go Back } [ Continue ]

PucyHok 91 - Beibop gencraui

5. Yka3aTb 06bemM pasaena v HaxaTb kHomky «Continue» (CM. pucyHok 92).



debian O

Partition disks

The maximum size for this partition is 107.4 GB.

Hint: "max" can be used as a shortcut to specify the maximum size, or enter a percentage (e.g. "20%") to
use that percentage of the maximum size.

New partition size:

[fo7.aGB

Screenshot

Go Back H Continue

PucyHok 92 - OnpegeneHne obbema pasgena

6. BeibpaTb TMn pasgena «Primary» n HaxaTtb kHomky «Continue» (cm. pucyHok 93)

debian O

Partition disks

Type for the new partition:

Logical

Screenshot

( Go Back H Continue

PucyHok 93 - OnpegeneHnue Tvna pasgena

7. anee HeobxooMmMo HaCTpPOUTL NapamMeTpbl pasagena (CM. pucyHok 94). OCHOBHbIE NapamMeTpbl:



o «Use as» - yctaHoBUTb «Ext4 journaling file systemy;

o «Mount point» - BBecTu «/dataN», rae N - nopsiAKoBbIi HOMEpP AOMONIHUTENBHOIO
dun3nyeckoro ancka, Ha4nHas c 1.

o Belbpatb nyHKT «Done setting up the partition» 1 HaxaTb kHonky «Continue».

debian O

Partition disks

You are editing partition #1 of SCSI1 (0,1,0) (sdb). No existing file system was detected in this partition.
Partition settings:

Use as: Ext4 journaling file system

Mount point: /datal

Mount options: defaults

Label: none

Reserved blocks: 5%

Typical usage: standard k
Bootable flag: off

Delete the partition

Done setting up the partition 1

[ Screenshot } { Help ] Go Back } [ Continue

PucyHok 94 - OnpepeneHve napameTpoB pasaena

8. Ecnu gononHuTenbHbIX ANCKOB Bonee ogHoro, To He0bXoANMO NMOBTOPUTL BCE BbILLE
nepedncrieHHble 0eNCTBUSA ANs1 BCEX AOMNONMHUTENBHbIX (PU3NYECKMX ANCKOB (CM. pUCYHOK 95).



__ debian O

Partition disks

This Is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table,

> #1 50.0 GB f exta / (~]
< LVM VG debian0-vg, LV swap - 4.1 GB Linux device-mapper (linear)
> #1 4.1 GB F  swap swap
< LVM VG debian0-vg, LV var - 257.8 GB Linux device-mapper (linear)
> #1 257.8 GB f exta Ivar
< SCSI1 (0,0,0) (sda) - 322.1 GB VMware Virtual disk
> #1 primary 254.8 MB F ext2 /boot W
> #5 logical 321.9 GB K Ilvm
< SCSI1(0,1,0) (sdb) - 107.4 GB VMware Virtual disk Y

> #1 primary 107.4 GB f extd /datal
< SCSI1 (0,2,0) (sdc) -107.4 GB VMware Virtual disk

> #1 primary 107.4 GB f extd /data2 3
= SCSI1 (0,3,0) (sdd) -107.4 GB VMware Virtual disk
e #1 primary 107.4 GB f exta ILEEE]

Undo changes to partitions

Finish partitioning and write changes to disk &

[ Screenshot l [ Help ] Go Back } [ Continue

PucyHok 95 - ®nHanbHbIV BapuaHT pasMeTKu

15. CeTeBoOe B3aumoaencrTBme

15.1. UeHTpanu3soBaHHasa ycTtaHoBKa lNnatdopmbl

Hwxe npuBeneHbl Heo6xoauMbIe CETEBbIE HACTPOWKM NPY LEHTPanNn3oBaHHOM ycTaHoBKe [Nnatdopmbl

Pagap:
Ucxopawmn Bxoaswmn MopTbl OnucaHue
1500-5000, 9997- Mepenayva gaHHbIX OT cbopLumKka B
Log-Collector Master 9999, 15403, GanaHCMpOBLUNK U MEHeOXep
15404TCP/UDP ovepenen
21, 22, 135, 445,
McTOYHMKN . .
Log-Collector 5 1443, 3306, 5432, AKTUBHBIA c6Op cOBbITUIA
cobbITUN
5601
Log- B3anmopencteune me BYMSI
Log-Collector g 4813 A KAY ABY
Collector cbopLumkamm
3anpoc KOHMUrypaLmMoHHbIX
Log-Collector Master 9000

JaHHbIX


af://n1543
af://n1544

Ucxopawmn

Master

VICTOYHMKM
CcoObITUI

MNonb3oBatenu
Mnatopmbl

Bxopgawmn

Log-
Collector

Log-
Collector

Master

MopTbl

4805
4806

162 SNMP trap
4807 UDP receiver
4808 TCP receiver
4809 TCP receiver
SSL/TLS

4810 HTTP receiver
4811 HTTPS receiver
4812 NetFlow
reciever

8080
9000
6676
6677

OnucaHue

MOHUTOPUHF 1 c6Op CTaTUCTUKMN.
YnpaBneHue cOopLnKom cobbIThi
API

MaccurBHEbIN cbop cobbITUI

HocTyn Kk uHTepdency nnatgopmel,
nposepka API kntouen

15.2. PacnpepneneHHas yctaHoBKa lNnatdopmbl

Hwxe npuBedeHbl HeobxoauMble CeTEBbIE HACTPOMKM NPU pacnpefeneHHon yctaHoske [Nnatgopmbl

Pagap (He3aBMcMMO OT BapuaHTOB pacnpeneneHHon YyCTaHOBKM):

Ucxopawmn Bxoasawmn MopTbl OnucaHue
YTeHne HopmanmnaoBaHHbIX
Correlator Master 5672 coBbITUI N3 ovepeau Ans
Koppensauumn
Mepenava pesynsraToB
Correlator Master 8086 e P
Koppensuumn
1500-5000, 9997- Mepenaya gaHHbIX OT cOOpLUMKa
Log-Collector Balancer 9999, 15403, B 6anaHCMpOBLLMK 1 MEHEMXEpP
15404TCP/UDP odepenen
21, 22,135, 445,
McToYHMKN . .
Log-Collector 3 1443, 3306, 5432, AKTVBHbIN cBop COOLITUN
cobbITnn

5601

BsavmopeiicTBue Mexay AByMs

Log-Collector Log-Collector 4813
cbopLmkamm
3anpoc KOHMUrypaunoHHbIX
Log-Collector Master 9000
OaHHbIX
Master Data 9200 Pabota ¢ cbipbiMy COOBLITUAMU
YnpasrneHve npasunamm
Master Correlator 2092

Koppensiuum


af://n1587

Ucxopawmn Bxoasawmmn MopTbl OnucaHue

MOHUTOPWHT 1 cOOp CTaTUCTUKN.

4805
Master Log-Collector 4806 YnpasneHue cG0pLLMKOM
cobbiTuin API
Balancer
Master Correlator 6676 YnpaBrneHve areHTaMu knactepa
Data Worker
Balancer
Master Correlator 9100 MoHuTOpUHT 1 cbop CTaTUCTUKK
Data Worker
Master Balancer 9292, 9308 MoHuTOpPUHT 1 cbop CTaTUCTUKK
Master Data 9114 MOHUTOPUHT 1 cOop CTAaTUCTUKN
UTteHns cobbiTuin N3 MeHemkepa
Worker Balancer 9092 5
odepenen ona nx obpabotku
MNepenaya HopManu3oBaHHbIX
Worker Master 5672 coObITMIN B 0Mepeapb Ha
Koppenauuo
Worker Data 9200 Mepenava cobblTUN Ha XpaHeHue
162 SNMP trap;
4807 UDP receiver;
4808 TCP receiver;
4809 TCP receiver
SSL/TLS;
NcTOouHMKN
. Log-Collector 4810 HTTP MaccrBHbIN c6op cobbITHI
coObITUI '
receiver;
4811 HTTPS
receiver;
4812 NetFlow
reciever
8080 Hoctyn Kk nHTepdenic
MNMonb3oBaTenu 9000 v : y
Master nnatgopmsbl, nposepka API
Mnardopmbl 6676 .
Krtouew
6677
Data (c ponbto Data (c 9300 B3anmopgencTeme mexay Hogamm
Master) pornbto Data) B KrnacTepe XpaHunuiia gaHHbIX

16. Cnucok AOCTYNHbIX TaUM30H

Africa/Abidjan America/Indiana/Winamac Asia/Ho_Chi_Minh

Africa/Accra America/Indianapolis Asia/Hong_Kong


af://n1692

Africa/Abidjan
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmara
Africa/Asmera
Africa/Bamako
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Brazzaville
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Ceuta
Africa/Conakry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala
Africa/El_Aaiun
Africa/Freetown
Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Juba
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru

Africa/Mbabane

America/Indiana/Winamac
America/Inuvik
America/lgaluit
America/Jamaica
America/Jujuy
America/Juneau
America/Kentucky/Louisville
America/Kentucky/Monticello
America/Knox_IN
America/Kralendijk
America/La_Paz
America/Lima
America/Los_Angeles
America/Louisville
America/Lower_Princes
America/Maceio
America/Managua
America/Manaus
America/Marigot
America/Martinique
America/Matamoros
America/Mazatlan
America/Mendoza
America/Menominee
America/Merida
America/Metlakatla
America/Mexico_City
America/Miquelon
America/Moncton
America/Monterrey
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Nipigon
America/Nome
America/Noronha
America/North_Dakota/Beulah

America/North_Dakota/Center

Asia/Ho_Chi_Minh
Asia/Hovd
Asia/lrkutsk
Asia/lstanbul
Asia/)akarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Kashgar
Asia/Kathmandu
Asia/Katmandu
Asia/Khandyga
Asia/Kolkata
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuching
Asia/Kuwait
Asia/Macao
Asia/Macau
Asia/Magadan
Asia/Makassar
Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novokuznetsk
Asia/Novosibirsk
Asia/Omsk
Asia/Oral
Asia/Phnom_Penh
Asia/Pontianak
Asia/Pyongyang
Asia/Qatar
Asia/Qyzylorda
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Sakhalin

Asia/Samarkand



Africa/Abidjan
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
Africa/Porto

Africa/Sao_Tome
Africa/Timbuktu

Africa/Tripoli

Africa/Tunis

Africa/Windhoek
America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Araguaina
America/Argentina/Buenos_Aires
America/Argentina/Catamarca
America/Argentina/ComodRivadavia
America/Argentina/Cordoba
America/Argentina/Jujuy
America/Argentina/La_Rioja
America/Argentina/Mendoza
America/Argentina/Rio_Gallegos
America/Argentina/Salta
America/Argentina/San_juan
America/Argentina/San_Luis
America/Argentina/Tucuman
America/Argentina/Ushuaia
America/Aruba
America/Asuncion
America/Atikokan
America/Atka

America/Bahia
America/Bahia_Banderas
America/Barbados

America/Belem

America/Indiana/Winamac
America/North_Dakota/New_Salem
America/Ojinaga
America/Panama
America/Pangnirtung
America/Paramaribo
America/Phoenix
America/Port

Novo
America/Porto_Acre
America/Porto_Velho
America/Puerto_Rico
America/Punta_Arenas
America/Rainy_River
America/Rankin_Inlet
America/Recife
America/Regina
America/Resolute
America/Rio_Branco
America/Rosario
America/Santa_lsabel
America/Santarem
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/Shiprock
America/Sitka
America/St_Barthelemy
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Swift_Current
America/Tegucigalpa
America/Thule
America/Thunder_Bay
America/Tijuana

America/Toronto

Asia/Ho_Chi_Minh
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Srednekolymsk
Asia/Taipei
Asia/Tashkent

au
America/Port_of_Spain
Asia/Tel_Aviv
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Tomsk
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Urumgqi
Asia/Ust
Asia/Vientiane
Asia/Vladivostok
Asia/Yakutsk
Asia/Yangon
Asia/Yekaterinburg
Asia/Yerevan
Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Faroe
Atlantic/Jan_Mayen
Atlantic/Madeira
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley
Australia/ACT
Australia/Adelaide

Australia/Brisbane



Africa/Abidjan
America/Belize
America/Blanc
America/Boa_Vista
America/Bogota
America/Boise
America/Buenos_Aires
America/Cambridge_Bay
America/Campo_Grande
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
America/Cayman
America/Chicago
America/Chihuahua
America/Coral_Harbour
America/Cordoba
America/Costa_Rica
America/Creston
America/Cuiaba
America/Curacao
America/Danmarkshavn
America/Dawson
America/Dawson_Creek
America/Denver
America/Detroit
America/Dominica
America/Edmonton
America/Eirunepe
America/El_Salvador
America/Ensenada
America/Fort_Nelson
America/Fort_Wayne
America/Fortaleza
America/Glace_Bay
America/Godthab
America/Goose_Bay
America/Grand_Turk

America/Grenada

America/Indiana/Winamac
America/Tortola
Sablon
America/Virgin
America/Whitehorse
America/Winnipeg
America/Yakutat
America/Yellowknife
Antarctica/Casey
Antarctica/Davis
Antarctica/DumontDUrville
Antarctica/Macquarie
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer
Antarctica/Rothera
Antarctica/South_Pole
Antarctica/Syowa
Antarctica/Troll
Antarctica/Vostok
Arctic/Longyearbyen
Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Agtau
Asia/Agtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Atyrau
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Barnaul
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta

Asia/Chita

Asia/Ho_Chi_Minh
Australia/Broken_Hill
America/Vancouver
Australia/Currie
Australia/Darwin
Australia/Eucla
Australia/Hobart
Australia/LHI
Australia/Lindeman
Australia/Lord_Howe
Australia/Melbourne
Australia/NSW
Australia/North
Australia/Perth
Australia/Queensland
Australia/South
Australia/Sydney
Australia/Tasmania
Australia/Victoria
Australia/West
Australia/Yancowinna
Brazil/Acre
Brazil/DeNoronha
Brazil/East
Brazil/West

CET

CSTeCDT
Canada/Atlantic
Canada/Central
Canada/Eastern
Canada/Mountain
Canada/Newfoundland
Canada/Pacific
Canada/Saskatchewan
Canada/Yukon
Chile/Continental
Chile/Easterlsland
Cuba

EET

EST



Africa/Abidjan
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Hermosillo
America/Indiana/Indianapolis
America/Indiana/Knox
America/Indiana/Marengo
America/Indiana/Petersburg
America/Indiana/Tell_City
America/Indiana/Vevay
America/Indiana/Vincennes
Europe/Amsterdam
Europe/Andorra
Europe/Astrakhan
Europe/Athens
Europe/Belfast
Europe/Belgrade
Europe/Berlin
Europe/Bratislava
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Busingen
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Guernsey
Europe/Helsinki
Europe/Isle_of_Man
Europe/Istanbul
Europe/Jersey
Europe/Kaliningrad
Europe/Kiev

Europe/Kirov

Europe/Lisbon

America/Indiana/Winamac
Asia/Choibalsan
Asia/Chongqing
Asia/Chungking
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dili
Asia/Dubai
Asia/Dushanbe
Asia/Famagusta
Asia/Gaza
Asia/Harbin
Asia/Hebron

GB

GB-Eire

GMT

GMT+0

GMT-0

GMTO
Greenwich

HST

Hongkong
Iceland
Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion
Iran

Israel

Jamaica

Japan

Asia/Ho_Chi_Minh
ESTSEDT
Egypt

Eire
Etc/GMT
Etc/GMT+0
Etc/GMT+1
Etc/GMT+10
Etc/GMT+11
Etc/GMT+12
Etc/GMT+2
Etc/GMT+3
Etc/GMT+4
Etc/GMT+5
Etc/GMT+6
Etc/GMT+7
Etc/GMT+8
Etc/GMT+9
Etc/GMT-0
Etc/GMT-1
Etc/GMT-10
Etc/GMT-11
Etc/GMT-12
Etc/GMT-13
Etc/GMT-14
Etc/GMT-2
Etc/GMT-3
Etc/GMT-4
Etc/GMT-5
Etc/GMT-6
Etc/GMT-7
Etc/GMT-8
Etc/GMT-9
Etc/GMTO
Etc/Greenwich
Etc/UCT
Etc/UTC
Etc/Universal
Etc/Zulu

Pacific/Norfolk



Africa/Abidjan
Europe/Ljubljana
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Mariehamn
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/Nicosia
Europe/Oslo
Europe/Paris
Europe/Podgorica
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara
Europe/San_Marino
Europe/Sarajevo
Europe/Saratov
Europe/Simferopol
Europe/Skopje
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Tiraspol
Europe/Ulyanovsk
Europe/Uzhgorod
Europe/Vaduz
Europe/Vatican
Europe/Vienna
Europe/Vilnius
Europe/Volgograd
Europe/Warsaw
Europe/Zagreb
Europe/Zaporozhye

Europe/Zurich

America/Ilndiana/Winamac

Kwajalein

Libya

MET

MST

MST7MDT
Mexico/BajaNorte
Mexico/BajaSur
Mexico/General
NZ

NZ

Navajo

PRC

PST8PDT
Pacific/Apia
Pacific/Auckland
Pacific/Bougainville
Pacific/Chatham
Pacific/Chuuk
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Johnston
Pacific/Kiritimati
Pacific/Kosrae
Pacific/Kwajalein
Pacific/Majuro
Pacific/Marquesas
Pacific/Midway
Pacific/Nauru

Pacific/Niue

Asia/Ho_Chi_Minh
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Pohnpei
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
CHAT
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis
Pacific/Yap
Poland

Portugal

ROC

ROK

Singapore

Turkey

ucT

US/Alaska
US/Aleutian
US/Arizona
US/Central
US/East
US/Eastern
US/Hawaii
US/Indiana
US/Michigan
US/Mountain
US/Pacific
US/Pacific
US/Samoa

uTC

Universal



Africa/Abidjan America/lndiana/Winamac Asia/Ho_Chi_Minh
W-SU
WET

Zulu

17. BKnio4vyeHue pexuma pacnpeaesrieHHoOun
Koppenauum

[nsi BKNIOYEHNUA pexnma pacnpeneneHHon Koppensaumm Heobxoammo 4oGaBuTb y3en B Knactep
nnaTopMbl 1 HasHa4YMTb 3TOMY y3ny posib Correlator. Mocrne 3Toro BbINOMHWUTL HACTPOKY BCEX

3K3eMNIISIPOB KoppensaTopa.

17.1. HacTpounka 3k3eMnnsipoB KoppenaTtopa

BkntoueHune dyHKUMKU pacnpefneneHHon Koppensumm ocyLEeCTBISIETCS Ha BCeX aK3eMmnisipax

KoppenaTopa B KOHuUrypaumoHHom canne /opt/pangeoradar/configs/Togmule/conf.yaml .
1. 3anguTe B pasgen «kAgGMUHUCTPUpoBaHue» — «Knactep» — «Yanbl», HagUTe y3arbl ¢ PONSMM
Correlator u y3Haiite nx IP-agpeca.

2. Mopgkntountecs Kk y3ny no SSH 1 gobasste napametp shared_instance B KoHUrypaunoHHbI

drann yana ¢ NOMOLLbI0 KOMaHAabl:
nano /opt/pangeoradar/configs/logmule/conf.yaml

3. NS BKNtoYeHNst B KOHUIYpaLMOHHbIN daiin HYy>KHO 406aBUTb CNEAYIOLLYIO CTPOKY:
shared_instance: true.CoxpaHuTe U3MEHEHUS.

4. Ecnn HeobxoaMMo, MOAKIYNTECH KO CeayoLweMy y3ny aHanornyHo nyHKTy 2.

5. Torga ansa nepBoro yana KoppensaTtopa BbicTaBuTe 3HadyeHne shared_instance: false.[nsa

BTOPOro y3na — shared_instance: true.
6. CoxpaHuTte KoHUrypaumoHHble dannbsl n nepesanyctuTe cny0y ¢ NOMOLLbIO KOMaHabI:

service pangeoradar-logmule restart

17.2. HacTtpounka npaBuna ana paboTbl C HECKOSNTbKUMU
KoppenaTopamu

[ns nepeknoyeHns NpaBuna B pexxuM pacrnpeaeneHHon Koppensaummn Hy)KHo caenathb cregyoLee:

1. B Be6-nHTEpherice nepenaute B pasgen «Koppenatop» — «MpaBunax.

2. HaxxmuTe Ha nuKTorpaMmmy KapaHzalla y npaswuna, Kotopoe HeobxoaumMo NepeKovnUTb B PEXNM
pacnpeferneHHon Koppensumu.

3. B pexxume pefaktMpoBaHus npaBuia co3ganTe HOBoOe XpaHWUmuLLE 3HAaYEHWI C Ha3BaHNEM
shared_memory (nepemeHHble MOXXHO OCTaBUTb MYCTbIMM).

4. [lo6aBbTe xpaHunuile shared_memory k npasuny, kak n3obpaxeHo Ha pucyHke 96.

5. CoxpaHute n3MeHeHus.
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CBA3aHHBIE XPaHWWLLA 3HAYEHWIA
BrIBepurTE 3HaUEHWA Co3pgams HOBDE

TMOBANBHBIA NOKANbHBIA
HABOP HABOP
HA3BAHWE BHYTPEHHEE MMA 3HAYEHWMIA IHAYEHMA

shared_memory shared_memary X * n u
PucyHok 96 - [lo6aBneHue xpaHunuila shared_memory

[ns npoBepkn paboThbl pexvMa pacnpegeneHHon koppensumnm HeobxoamMMo nepenTn B pasaen
«Koppensitop» — «[paBunan.

MpK NepeknioYeHnn MeXay 9K3eMMspamm KoppensaTopa npasuno, B kKotopoe Gbino go6asneHo
xpaHunuie shared_memory, GygeT nomMeyeHo Kak akTUBHOE.

[ns NnepeknoyeHns Mexay ak3eMnnsipaMm KoppensTopa Heo6XoaMMO HaXxaTb Ha BbiNaJatoLlee MEeHI0
C Ha3BaHWEeM 9K3eMMIspa, kak n30bpaxkeHo Ha pucyHke 97.

LieHTp ynpaBneHdua Mpaenna KopPeaALMK

PucyHok 97 - lNepekntoveHne mexay aKk3emnngapamm koppensitopa

17.3. NpoBepka paboTbl npaBuna

[ns npoBepkn paboTbl NpaBuna npu pacnpegeneHHon KOMMyTaLumn Heobxoaumo creHepupoBaThb
cuTyaumto, Ans KoTopou BeibpaHHOe A5is NpoBepku npasuro byaet cpabatbiBath. Hanpymep, aAns
BbIGpaHHOro AN NPOBEPKU NpaBuna
Account_added_and_removed_from_a_group_in_short_period_of_time Heo6xoanMmo BbINONHUTB
crnepyoLie oencTBus:

1. Moakntountbea no RDP k nor-konnekTopy.

2. 3anyctutb KOMaHAHYO CTPOKY OT UMeHU AOMUHKCTpaTopa.

3. BbINONHWTL NomnbITKy 4o6aBneHne HOBOro norb3oBaTerns B MNnatdopmy, BbINMOMHUB KOMaHAY:

C:\Log-collector\user_add_to_group.cmd

lMocne 3aBepLUEeHNs BbIMONHEHNS] KOMaHAbl NepenTn B Be6-nHTepdelic Nnatdopmbl B pasaen
«MHUmnaeHTbI». [Npy NnpaBunbHOM 0TpaboTke NpaBuia B 4aHHOM pasfere B Cucke MHUMOEHTOB

oTobpasuTcsa nHUMaeHT ¢ Ha3BaHneM «MS-WIN - NMonb3oBaTenb fob6aBneH B NoKanbHY rpynny

Wnu yaaneH U3 Heex» 1 |P-agpecom nor-konnekropa.

18. HacTpouka nHterpauum co cnyxoou
Active Directory

B nnatdopme npeaycMoTpeHa BO3MOXHOCTb UCMOMb30BaHWS JOMEHHbIX YYETHbIX 3anuncein
nocpeacTeBom nHTerpauum ¢ Active Directory.
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[na HacTpOKMKN MHTerpaumm Heobxoanmo:

e ykasatb agpec LDAP cepsepa,
® yKasaTb akkayHT v naporb ans novcka no LDAP B HacTpoikax KeyCloak.

Ecnu Ha koHTponnepe(ax) nomeHa LDAP paHee He HacTpauBarncsi, TO He0OX0AMMO YCTaHOBUTb
Microsoft Identity Management for UNIX Role Service (cm. pyucyHok 98).

v
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PucyHok 98 - Bbibop cnyx6 ponen B Microsoft Identity Management for UNIX Role Service

18.1. Hactpounka LDAP

Mocne yctaHoBku cnyx6bl nepenante B KeyCloak n HauHuTe HacTpoiiky LDAP, BbINOMHMB criegytoLlme

OencTeus.

1. OTkponTe koHconb agmuHncTpupoBaHus KeyCloak (<agpec Mnatcdopmbr>:8180) n nepegute B
nyHkT meHto "User Federation" (cm. pucyHok 99).
2. OTtkponTe cnvcok "Add Provider" (cm. pycyHok 99).
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localhost

@EKEYCI 2 Admin v

Master User Federation

Realm Settings
Clients

Client Templates
Roles

User Federation

Identity Providers

Keycloak can federate external user databases. Out of the box we have support for LDAP and Active Directory.

& User Federation

N To get started select a provider from the dropdown below:
Authentication

Add provider... B

Groups
Users
Sessions
Events

Import

PucyHok 99 - KoHconb agmunmcTpupoBanust KeyCloak, pasgen meHto "User Federation", cnncok "Add
Provider"

3. B otkpeiBwemcs cnucke "Add Provider" Boibepute pasgen "LDAP" u 3anonHuTe Ha BKNagke
"Settings" npegocTasneHHble nporpaMmMon norns (cM. pucyHok 100).
Cnegytowme nons obssarenbHbl 4N 3anofiHEHNS:

o Edit Mode - 3HadyeHune READ_ONLY (ycTaHaBnmMBaeTCsi N0 YMOMYaHuIo);

o vendor - ykasaTtb Active Directory;

O Username LDAP attribute -ykasatb SAMAccountName;

O RDN LDAP attribute - 3HaueHue Cn (YyCTAHOBMEHO MO YMOMYaAHUIO);

© UUID LDAP attribute - 3HayeHue objectGUID (ycTaHOBMEHO MO yMONYaHuto);

© User Object Classes - 3HauyeHus person, organizationPerson, user (ycTaHOBMEHbI NO
YMOSYaHuto);

0 Connection URL - yka3aTb |IP-agpec cepBepa Active Directory, Hanpumep - I[dap://srv-
dc2.youdomain.local ;

O Users DN -B COOTBETCTBUU C NpUMepoOM DC=youdomain,DC=1local;

o Authentication Type - BblGpaTb Simple;

0 Bind DN -ykasaTb CUCTEMHbIN akkayHT B Active Director gns yteHus gaHHbix n3 LDAP
(Hanpuwmep, ldap-ro-user@youdoman.local) ;

o

Bind Credential - maporb CUCTEMHOIO akkayHTa;

o Search Scope - BblGepuTe Subtree.



Ldap

w

Settings Mappers

Required Settings

Provider ID 94093fd-9998-4cc3-a4b3-fc56021c60ac

Console Display Idap
Name @

Priority @ 1
Edit Mode © READ_ONLY j

sync M |

Registrations @ o
* Vendor @

* Username LDAP sAMAccountName
attribute @

* RDN LDAP cn
attribute @

* UUID LDAP objectGUID
attribute @

* User Object person, organizationPerson, user
Classes ©

* Connection URL Idap://srv-dc2.youdomain.local
©

* Users DN @ DC=youdomain,DC=local

* Authentication simple j
Type @

*Bind DN @ Idap-ro-user@youdoman.local

* Bind Credential ssssss Test authentication

o

Custom User
LDAP Filter &

PucyHok 100 - 3anonHeHne gaHHbix no LDAP

4. Mpun HeobXOQUMOCTU MOXHO NPOTECTMPOBATL BBeAEHHbIE NapameTpbl LDAP, HaxaB
nocnegoBaTtensHo kHomnky "Test connection” 1 "Test authentication" (cm. pucyHok 100).

5. Ana coxpaHeHns BBeAEHHbIX HacTpoek LDAP HaxmunTe KHOMKYy Save, pacronoXeHHY B CaMOM

HU3Y aKpaHa.

6. MNepengute K NpoLeaype HACTPOMKN ManmnuHra, KOTopbii Heobxoamm ansa nogMeHbl aTpnbyToB
LDAP. [insa atoro nepevigmTe Ha Bknaaky "Mappers" n BeibpaTte nyHkT Username (cm. pycyHOK
101).

7. Ykaxute cnegyoLlme xapakTepucTuKku:

O LDAP attribute -ykasatb SAMAccountName;
8. CoxpaHuTe BBEAEHHbIE HACTPOWMKM MannuHra, Haxkas Save (cM. pucyHok 101).



Username &

MOEHTHDHKATOP b8c2072-025d-4099-a80e-02bbdB846eca
Wur * © 56
Tun Mapper ©
User Model Attribute © username
LDAP Attribute © SAMAccountName
Read Only © =
Always Read Value From LDAP © nioueHt

Is Mandatory In LDAP © =
m Cancel

PucyHok 101 - HacTpoiika mannuHra

18.2. CUHXpOHM3aLUMA OOMEHHbIX NONb30BaTesNnen

Mocne HacTporikn LDAP Heobxoanumo NpoBECTU CUHXPOHM3ALIMIO LOMEHHbIX Nornb3oBaTtenen. [Ana

9TOro BbIMONHUTE cnegywouine OencTBus:

1. BepHuTecb Ha OCHOBHYO CTpaHuuy pasgena "User Federation" u BeiGepute cosgaHHblii LDAP.
2. ins vmnopta nonek3oBatenei ns Active Directory HaxxmuTe kHonky Synchronize all users (cm.
pucyHok 102).

Cache Settings

Cache Policy @ DEFAULT j

5

LML Synchronize changed users | Synchronize all users | Remove imported m

PucyHok 102 - CHXpoHM3auust OMEHHbIX Nonb3oBatenel B pasgene "User Federation”

[ns npoBepku NpoBeAEHHOro nMnopTa nonb3osatenen n3 Active Directory neperiauTe B pasgen
OCHOBHOrO MeHto "Users" n HaxxmuTe kHonky View all users. Ha akpaHe JomkeH OTKpbITbCSA CNMCOK

CUHXPOHU3UPOBaHHbIX NOSib30BaTesNen.

18.3. OnpeaeneHve BO3MOXHbIX MPUYUH CcOOS NpuU
CUHXPOHU3aLUMN

Ecnun cMHXpoHu3aums nonb3oBaTenen He NPon3oLLna, TO ANt OnpeaeneHns NpuirHbl cbos B NepByto
odepenb Hago cMoTpeThb Nor nnarvHa /opt/wildfly/standalone/log/keycloak.Tog. B nore
crnepnyet NPOCMOTPETh COObITUS, 3aPUKCUPOBAHHBLIE B MOMEHT HaXaTWs TECTOBbIX KHOMOK U KHOMOK
CUHXPOHM3aLMKN Nornb3oBaTenen.

19. Cnyx6a yBegomnenun Toller

19.1. Ha3zHaueHue MO

[aHHbIN NporpaMMHbIN MOAyNb NpeaHasHaveH ana hopMmpoBaHns yBegomneHni ot MNnatdgopmel
Papap v nepecbinku chopMUpOBaHHbIX YBEAOMIEHUI NOMb30BATENSAM U agMUHUCTPaTOpaMm.
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19.2. KoHdmurypaumoHHbin chann Toller

PacnonoxeHue koHUrypaumoHHoro canna: /opt/pangeoradar/configs/pangeoradar-

toller.yaml

Mpumep KoHUrypaLmoHHoro danna:

UI: "https://<IP-agpec-NnaTthopmbi>"

RMCA: "http://127.0.0.1:8086"

host: ""

port: 6699

PGAddr: "<IP-aapec-nnatdopmbi>:5432"

PGUser: "<JIOTMH OT y4YeTHOW 3anucu 6asbl AAHHbIX>"
PGPass: "<Maponb OT y4yeTHOW 3anucu 6a3bl AaHHbIX>"
PGDB: "<WMA 3k3emnnspa 6a3bl AaHHbIX Cayx6bi>"
AuthHost: "https://<IP-aapec-nnatdopmbi>:8180"
InstancelID: "<ID 3k3emnnspa MnaThopmbi>"

Debug: false

SmtpEnable: true

SmtpIdentity: ""

SmtpUsername: "<JIOFMH OT y4YeTHOM 3anucu SMTP>"
SmtpPassword: "<Maponb OT 3anucu SMTP>"

SmtpAddress: "<Appec SMTP-cepBepa>"

SmtpPort: "<MopT SMTP-cepBepa>"

SmtpFrom: "<Aapec oTnpaBuTens yBeaomieHun>"
SmtpDefaultTo: "<Aapec nepecbku ANS BCex yBefoMmaeHun>"

SlackEnable: false
STackbDefaultwebHook: "<webHook ana yBepomnenun Slack>"

UseTLS: true

SkipTLSverify: true

PgCert: "<NyTb Ao cepTudpukata>"

PgKey: "<MyTb A0 kaw4ya>"

RootCrt: "<MyTb A0 KOpHeBOro cepTtuhukaTa>"

19.3. HacTtpouka nonb3oBaTeneu

[nsa HacTponkn nonyyeHns ysegomneHuin ot MNnatdopmbl Pagap KOHKPETHbIMY NONb30BaTeENSMN

HeobX0aMMO BbINOMHUTL CriefytoLime waru:
1. 3anTtu B uHTepdenc MNMnargopmbl Pagap ¢ npaBamn agMuHUcTpartopa

2. MNepentn B pasgen "AgMuHuctpupoBaHue”, "lMonb3oBatenu 1 npaea"”, kak n3obpakeHo Ha
pucyHke 103;
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Haswauuts rpynny nonssosstenio Co3paaTb HOBOTO

NOTMH  EMAIL  WUMA  OAMMAMA  [PYANbI ponn AKTMBEH?  TUN CMEHWT NAPONB?

B~ gayrpennn [ [/ ]s] Email

admin admin &

Qaunvn

incident_type R

admin §

scan_results R &
reports R W

incident R

PucyHok 103 - "Tlonb3oBaTenu n npasa"

3. Hantn nnun cosgatb HY>XHOIO nosnb3oBaTesid U HaXaTb Ha KHOMKY pefakTUpOBaHUA B CTPOKe

AaHHOro nonb3oBaTtens,;

B npaBow yactu cTpaHuubl OTKpOoeTCcs hopMa pefakTMpoBaHUS NapamMeTpoB Mosib3oBaTess, Kak
n3obpaxeHo Ha pucyHke 104;

N3meHeHWne

NMorvx

test

Email

test@pangeoradar.ru

Mmn

Test

DarnaMa

Test

locale ru n

kKonrou

PucyHok 104 - "lMapameTpbl nonb3osartens”

4. Ykasatb akTyanbHbl "Email" nonb3oBaTens, Ha KOTOpbIN NPeayCcMOTpeHa oTnpaeka
yBEe4OMIEHUN;
5. HaxaTtb kHonky "OBHOBUTL" ANsi COXpaHEHUS BBEAEHHbIX HACTPOEK;

6. ABTOpI/I3OBaTbCF| noA TOJNbKO 4YTO C03ﬂ,aHHbIM\OTpeﬂaKTI/IpOBaHHbIM nornb3oBarternem,



7. MepenTn B HACTPOWKM Npoduns AaHHOIO Nosib3oBaTens, HaxaB Ha UMs NoSib3oBaTens B NpaBoM
BEPXHEM YIIy UHTepdenca n Haxas Ha kHonky "lMpodunb";
8. lNpounsBecTn HeobxoaUMbIE HACTPOWMKN OMOBELLIEHUIA, KaK n306paxxeHo Ha pucyHke 105;

[Mpodwnnb Nnonb3oBatens

HacTporKku onoseweHni

B Yeenomaate Npy M3MEHEHNAX MHLIMASHTOR
B Yeenomnate npu M3MEHEHWAX 3KTUEOR
B Yeepomnsate npy cpaBaTeiBaHMM NPEEWA KOPPENALIAW

PucyHok 105 - "HacTporikn onoseLleHnn"
9. HaxaTb kHomky "CoxpaHuTb" Ansg coXpaHeHUs HacTpoex.

Mpyn KOPPEKTHOM BbINOMHEHWM BbILLEONMUCaHHBLIX AEWCTBUA AaHHbIN Nonb3oBaTtenb ByaeT nonyyarb
yBegomneHus MNnatdopmbl Pagap Ha ykasaHHbIM B NapameTpax y4eTHOM 3anmcy NoYToBbIN agpec.

19.4. HacTtpouka onoBelweHUn 0 paboTe cepBMUCOB

[nsa HacTporkn onoeeLleHni o paboTte cepBnCoB HEOOXOAMMO caenaTb cneaytoLLee:

1. MpounsBecTun HacTpoliky cnyxbbl node_exporter;

PacnonoxeHue koHurypaumoHHoro canna: /etc/systemd/system/node_exporter.service
B koHel cTpokn ExecStart gobasuTtb --collector.systemd

Mocne yero KOHUrypaumoHHbIN bann AOMMKEH BbIrmMsAAeTh criedyowmm obpasom:

[unit]

Description=Node Exporter
wants=network-onTine.target
After=network-onTine.target

[servicel

User=node_exporter

Group=node_exporter

Type=simple

ExecStart=/opt/pangeoradar/node_exporter/node_exporter --web.listen-
address=":9101" --collector.systemd

[Install]
wantedBy=multi-user.target

2. lanee HeoGXo0AMMO BbINOMHUTL KOMaHAy systemctl daemon-reload

3. Nocne yero, nepe3anycTuTb cnyx6y node_exporter koMaHaoW service node_exporter

restart
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"OnoBeLLeHWs ByayT OTNPaBnsATLCS HA afgpec, ykasaHHbI B napametpe SmtpDefaultTo"
KOHdourypauuoHHoro carvina /opt/pangeoradar/configs/pangeoradar-toller.yaml"

20. PesepBHOE KONUpoBaHue

20.1. YTUNunTbI AN CHATUA pe3epBHON KONMUU
ElasticSearch

Hwxe npeacraBneH ofguH 13 crnocoboB paboTbl CO CHATMEM pe3epBHbIX Konuii MHAekcoB ElasticSearch
nyTeM apxXMBUPOBaHMUS MHOEKCOB. BaXXHO NOMHUTbL, YTO NS KOPPEKTHOM paboTkl NoTpebyeTcsa curator
Bepcumn ctapuue 5.0.

20.1.1. ApxuBupoBaHUe NHOEKCOB

B dpanine /etc/elasticsearch/elasticsearch.yml nponucaH nyTb 4O banfioBOro peno3nTopus:
path.repo: /opt/elasticsearch/snapshots

Ecnu Takol cTpoku HeT, HeobxoaMMo nponucaTh 1 nepesarpy3nTsb elasticsearch.

[anee HeobxoAMMO co3haTh peno3nTopuii, B KOTOPOM ByayT pa3aMelleHbl CHanWwoThl:

mkdir -p /opt/elasticsearch/snapshots/repository
curl -XPUT 'http://localhost:9200/_snapshot/repository' -H 'Content-Type:
application/json' -d '{
"type": "fs",
"settings": {
"Tocation": "repository",
"compress": true

}l

Tawke HeobxoanMo co3aaTh eLwé oavH PEeno3uTOPUn C UMEHEM «recovery», KOTopbIn noHagobuTcs
A5l BOCCTaHOBIEHUS UHOEKCOB:

mkdir -p /opt/elasticsearch/snapshots/recovery
curl -XPUT 'http://localhost:9200/_snapshot/recovery' -H 'Content-Type:
application/json' -d '{
"type": "fs",
"settings": {
"Tocation": "recovery",
"compress": true

}v

,D,anee npencrtaBrieH npuMep CKpunta Anda apxmeBmpoBaHnUA NHOEKCOB.

Jlorvka paboThl ckpunTa onucaHa B KOMMeHTapusix. He 3abyabte nonpaBnTb 3HaYEHWS NEPEMEHHbIX,
€CIny BalW HacTPOMKK ByayT OTNMYaTbCst OT AEGONTHbIX.
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#!/bin/bash

DAYS=31 #Konu4yecTBO AHEN, OT TeKylueh AaTbl, CTaplle KOTOPOro WMHAEKCH OyayT
apXMBMPOBATHLCA

SNAPSHOT_DIRECTORY="/opt/elasticsearch/snapshots"
BACKUP_DIR="/opt/elasticsearch/elasticsearch_backup"
REPOSITORY="repository"
LOG="/var/log/elasticsearch/elasticsearch_backup.log"

DATE= date’

#MpoBepuM CylwecTBOBaHME NANKW ANS APXMBOB W €C/lM HeT, COo34aAum eé
if ! [ -d $BACKUP_DIR ]; then

mkdir -p $BACKUP_DIR
fi

#Monyyaem MacCUB MHAEKCOB, KoTopble cTapwe $DAYS

INDICES= curator_cli --config /etc/elasticsearch/curator-config.yml --host
localhost --port 9200 show_indices --filter_list "
[{\"filtertype\":\"age\",\"source\":\"creation_date\",\"direction\":\"older\",\"
unit\":\"days\",\"unit_count\":\"$DAYS\"},
{\"filtertype\":\"kibana\",\"exclude\":\"True\"},
{\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\":\"elastalert_status\",\

"exclude\":\"True\"3}]""

#MNpoBepuM, He MYCTOW NN CMNUCOK
TEST_INDICES= echo $INDICES | grep -q -i "error" && echo 1 || echo 0"

if [ $TEST_INDICES == 1 ]
then
echo "$DATE He HampeHo UHAEKCOB Ans obpaboTku" >> $LOG
exit
else
# CoCTaBnsieM UMKN ANA KAaXAOro WHAeKca B mMaccuee $INDICES
for i in $INDICES
do
# Co3paéM cHanwoT Ans uHpekca $i
curator_cli --config /etc/elasticsearch/curator-config.yml --timeout 600 --
host localhost --port 9200 snapshot --repository $REPOSITORY --filter_Tist "
{\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\":\"$i\"}"

# 3aHOCMM B MeEpPeMeHHYW WUMS cHanwoTa ANns uHaekca $i
SNAPSHOT= curator_cli --config /etc/elasticsearch/curator-config.yml --host
localhost --port 9200 show_snapshots --repository $REPOSITORY "

# ApXMBUPYEM Nanky peno3nTopusa U CKJadpiBaeMm apxXuB B XpaHuauwe
cd $SNAPSHOT_DIRECTORY/$REPOSITORY && tar cjf $BACKUP_DIR"/"$i".tar.bz" ./*

# Ynansem snapshot

curator_cli --config /etc/elasticsearch/curator-config.yml --host localhost
--port 9200 delete_snapshots --repository $REPOSITORY --filter_list "
{\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\":\"$SNAPSHOT\"}"

# ypansem nHAEeKC



curator_cli --config /etc/elasticsearch/curator-config.yml --host Tocalhost
--port 9200 delete_indices --filter_1list
{\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\":\"$i\"}"

# OumwaeMm nanky peno3ntopus
rm -rf $SNAPSHOT_DIRECTORY/$REPOSITORY/*
done
fi

20.1.2. YpaneHue ycTapeBLUUX apXMBOB

Hwxe npencraeneH CKpUnT ana yganeHnsa yCtapeBLlnx apxmnBoB NHOEKCOB.

#!/bin/bash

# Ypanenve bekanoB cTapwe $DAYS pHew

# BAXHO! B mMeHM tamna apxmBa MoOXeT 6biTb TONbKO OAMH 3HaK nepen patou. [faTta

LOJXHA 6bITb B topmaTe "yyyy.mm.dd".
# Hanpumep: aaa_bbb.ccc-yyyy.mm.dd.tar.bz

DAYS=91
BACKUP_DIR="/opt/elasticsearch/elasticsearch_backup"

#Onpesensem NoporoByk AaTy ANA yAaJIeHUs apXvWBOB
THRESHOLD=$(date -d "$DAYS days ago" +%Y%m%d)

#echo "THRESHOLD=$THRESHOLD"
FILES= Ts -1 $BACKUP_DIR"

TODELETE= for i in $FILES; do echo $i | awk -F- "{printf "%s\n",$2 ;}' | awk -F.
"{printf "%s%s%s \n",$1,%$2,%$3 ;}' | sed "s/$/$i/"; done’

echo -e "$TODELETE" |\
while read DATE FILE
do
[[ $DATE -Te $THRESHOLD ]] && rm -rf $BACKUP_DIR/$FILE
done

Kak npaBuno, yaansaTb ycTapeBLune KonMnm HeoBX0AUMO perynsipHo, 1 0GbIYHO 3TO AenaeTcs B
nepuoAbl HauMeHbLUIEN Harpysku Ha cepeep. Bbl MoXxeTe 3aaTb KOMaHAy Ha 3anyck Boille

npeacrtaBfiIEHHOro CKpunTa Kak 3agavy niaHnpoBLUnKa (cron),

20.1.3. BoccTtaHoBneHne MHAEKCOB U3 apxuBa

Hwxe npeactaBneH ckpunT Ans BOCCTaHOBIEHNUSA MHAEKCa U3 apxuBa. CKpUMT NpUHUMAET nepBbIM
aprymMeHTOM MyTb [0 apxuBa.

#!/bin/bash

#3aAaauMM nepemMeHHble

ARCHIVE=$1
BACKUP_DIR="/opt/elasticsearch/elasticsearch_backup"
RECOVERY_DIR="/opt/elasticsearch/snapshots/recovery/"
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# Ha BCAKMW Cnyvyam ovuvwaem nanky penosuTopus
rm -rf $RECOVERY_DIR/*

# Pa3apXuBMpPYEM MHAEKC B MNanKy peno3uTopus
tar xjf $BACKUP_DIR/$ARCHIVE -C $RECOVERY_DIR

# 3aHocuM B nepemeHHylw $SNAPSHOT MMS cHanwoTa B Perno3uTopunm
SNAPSHOT= curl -s -XGET "localhost:9200/_snapshot/recovery/_all?pretty" | jq
' .snapshots[0].snapshot' | sed 's/\"//g"'’

# BoCCTaHaB/MBaeM MHAEKC M3 cHanwoTa
curl -XPOST "localhost:9200/_snapshot/recovery/$SNAPSHOT/_restore?pretty"

# HyXHO BbICTaBUTb HebosNbllylw 3ajepxKy, 4Tobbl Elasticsearch He pyrancs Ha yjaaneHue
BOCCTAHAB/IMBAEMOIr0 CHanwoTa
sleep 30

# ypanum cHanwoT M3 peno3ntopus
curl -XDELETE "localhost:9200/_snapshot/recovery/$SNAPSHOT?pretty"

# OuncTuUM nanky peno3uvTopus
rm -rf $RECOVERY_DIR/*

20.2. YTUNUTBbI AN CHATUA pe3epBHON KOMUU
MongoDB

MongoDB ncnonb3yeT ana xpaHeHus nHpopmaumm popmatsl JSON 1 BSON (asonyHbin JSON). JSON -
3TO YAOOGHBIN AN NPOYTEHNST YeNOBEKOM hopMaT, naearnbHO NOAXOASALWNIA ANs 3KCnopTa 1 MMnopTa
JaHHbIX. Bbl cMOXeTe ynpaBnaTb 3KCNOPTUPOBAHHLIMU AAHHBIMU B 3TOM (hopMaTe C NMOMOLLbO 1I0Goro

WHCTPYMeHTa, nopgaepxusatoLlero JSON, Bktovas NpoCcTon TEKCTOBbLIN peaakTop.
[nsa co3gaHnsa pesepBHbIX KOMUI U BOCCTAHOBMEHMS, fyYLle NCNOoMb30oBaTh ABOMYHbIN dhopmaTt BSON.

CornacoBaHHOCTb MHOPMaLMM MOXET NpeacTaBnsaATb NPoGnemy, ecnu y Bac 3arpy>KeHHbli cepBep
MongoDB, rae nHopmMaunsi MOXET U3MEHATLCS MPU 3KCNOPTE UM PE3ePBHOM KOMMPOBaHUM 6a3bl
AaHHbIX. OQHO 13 BO3MOXHbIX PeLLEHUI 3TON NpobrneMbl — pennukauus, 1 Bbl MOXeTe UCNONb30BaTh

€ero, Korga ny4tile ocsonTecCb C MOﬂgODB.

YT1o06bI CO34aTb Pe3epPBHYO KOMNUIKO AaHHbIX, BaM ClefyeT NCnosfib3o0BaTb KOMaHAay mongodump 3 ,D,J'Iﬂ

BOCCTaHOBIIEHUNA I/ICI'IOJ'Ib3yIZTe KOMaHOy mongorestore.

20.2.1. YTunuta mongodump

cosganTte katanor /var/backups/mongobackups :
sudo mkdir /var/backups/mongobackups
3arem 3anycTute KomaHgy mongodump :

mongodump --db newdb --out /var/backups/mongobackups/ date +"%m-%d-%y

Pe3yanaT OOJMKEeH BbIMAneTb cneayrnuwnm o6pa30M:
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output
2020-10-29119:22:36.886+0000 writing newdb.restaurants to
2020-10-29T719:22:36.969+0000 done dumping newdb.restaurants (25359 documents)

Tenepb y Bac UMeeTcsl NoriHast pesepBHas konust 6asbl AaHHbIX newdb B kaTanore
/var/backups/mongobackups/10-29-20/newdb/ .

Kak npaBuno, pesepBHOE KONMPOBaHMWE BbIMOSHAETCS PEryNnsipHO, U 0ObIYHO 3TO AenaeTcs B Nepuoabl
HauMeHbLLEN Harpysku Ha cepep. Bbl MoxeTe 3aaaTb koMaHay mongodump kak 3agavy

nraHMpoBLLMKa (Ccron).

Mcnonb3ysa apryMeHT --drop Mbl 06ecnevnm npeasaputernbHoe oTbpacbkiBaHne LieneBor 6asbl JaHHbIX

Tak, YTOObI pe3epBHaa Konua Oblna BOCCTaHOBMNEHA B YNCTON Base AaHHbIX.

sudo mongorestore --db newdb --drop /var/backups/mongobackups/10-29-20/newdb/
PesynbTaTt OomkeH BbImMsaAeTh crieqytoLwmm obpasom:

output
2020-10-29T19:25:45.825+0000 the --db and --collection args should only be
used when restoring from a BSON file. Other uses are deprecated and will not
exist in the future; use --nsInclude instead

2020-10-29T719:25:45.826+0000 building a 1ist of collections to restore from
/var/backups/mongobackups/10-29-20/newdb dir

2020-10-29T19:25:45.829+0000 reading metadata for newdb.restaurants from
/var/backups/mongobackups/10-29-20/newdb/restaurants.metadata.json
2020-10-29T719:25:45.834+0000 restoring newdb.restaurants from
/var/backups/mongobackups/10-29-20/newdb/restaurants.bson
2020-10-29719:25:46.130+0000 no indexes to restore
2020-10-29T719:25:46.130+0000 finished restoring newdb.restaurants (25359
documents)

2020-10-29T719:25:46.130+0000 done

20.2.2. YTunuta mongorestore

Mpw BoccTaHoBneHun 6a3bl AaHHbIX MongoDB 13 npeapiayLlen pe3epBHON KOMUK Bbl MOMyYnTe
TOYHYHO Konuto nHdopmaumm MongoDB Ha onpeaeneHHbIi MOMEHT BPEMEHH, BKItoYas BCe MHOEKCHI U

TUMNbl AAaHHbIX.

20.3. YTUNunTbI ANA CHATUA pe3epPBHON KONMUuU
PostgreSQL

20.3.1. Ytunuta pg_dumpall

Ytunuta pg_dumpall peanusyeT pe3epBHOe KONMMPOBaHWeE BCEro ak3eMnisipa (Knactepa unm nHcTaHca)
6a3bl JaHHbIX 6e3 ykasaHUsi KOHKPETHOW 6a3bl AaHHbIX Ha MHCTaHce. o npuHUMNY cxoxa ¢ pg_dump.
[ob6aBum, 4To TONbKO yTUNUTLI pg_dump v pg_dumpall npenocTaBNAT BO3MOXHOCTb CO3AaHNsA
NOrMYECKOM KOMWUU AaHHBIX, OCTarnbHble YTUNUTbLI, paccMaTpMBaeMble B 3TON CTaTbe, NO3BOMSAOT
co3faBaTh TONbKO BUHapHbLIE KOMUK.

# pg_dumpall > /tmp/instance.bak
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YT06bI Cpa3y cxaTb pe3epBHY0 KOMUIo ak3emMmniapa 6asbl AaHHbIX, HYXHO nepedaTb BblBOA Ha
apxvBaTtop gzip:

# pg_dumpall | gzip > /tmp/instance.tar.gz

Hwxe npuBeaeHbl napameTpbl, C KOTOPbIMU MOXET Bbi3blBaThCs yTunuta pg_dumpall:

-d <uma609>, —dbname=uma6p — nma 6a3bl JaHHbIX.

-h <cepBep>, —host=cepBep — ums cepsepa.

-p <nopt>, —port=nopt — TCP-nopT, Ha KOTOPbLIV NPUHNUMAIOTCHA NOAKITIOYEHNS.

-U <nonb3oBaTtenb>, —username=nonb3oBaTeflb — VMs NOnb30BaTens A5 NOAKIOYEHMS.
-w, —no-password — geaktuBauusi TpeboBaHMsA BBOAa Napornsi.

-W, —password — akTnBauus TpeboBaHus BBOAa Naporsi.

—role=<ums ponu> — porib, OT UMEHU KOTOPOW reHepPUpyeTCs pe3epBHasi KOMusi.

-a, —data-only — cosnaHue pesepsHol konun 6e3 cxembl AaHHbIX.

-c, —clean — gob6asneHne onepatopo DROP nepep onepatopamu CREATE.

-f <umsnagpaiina>, —file=umsichaintna — akTmBaLMsi HaNpPaBneHUs BbIBOAA B yka3aHHbIN daiin.
-g, —globals-only — Bbirpyska rmobanbHbix 06bekToB 6€3 6a3 faHHBbIX.

-0, —oids — BbIrpyska ngeHtudmkatopor oobektToB (OIDS) BMecTe ¢ AaHHbIMUW Tabnuu,.

-0, —no-owner — geaktuBaums reHepauunn kKomaHz, yctaHasnmBaroLwmnx NpnuHaanexxHoCTb 00ObEKTOB,
KaK B MCXoOHOW 0a3e AaHHbIX.

-r, —roles-only — Bbirpy3ka Tonbko pornei 6e3 6a3 4aHHbIX U TaBNMYHbIX NPOCTPAHCTB.
-s, —schema-only — Bbirpyska Tonbko cxembl 6e3 camux AaHHbIX.

-S <umsAnonb3oeamens>, —Ssuperuser=umMsinonb3oBatensa — NPUBMNErMpPOBaHHbIV MOSb30BaTESb,
MCﬂOﬂb3yeMbIV1 AnaA OTKIKYEeHUA TpUurrepos.

-t, —tablespaces-only — Bbirpyska TabnmyHbIx NpocTpaHcTBa 6e3 6a3 AaHHbIX 1 ponen.
-v, —verbose — pexvm nogpo6HOro NorMpoBaHus.

-V (—version — BbiBoA Bepcun yTunutbl pg_dumpall.

20.3.2. YTunura pg_restore

YTunuta no3BonseT BOCCTaHaBNUBaTh AaHHbIE U3 pe3epBHbIX KOnun. Hanpumep, 4Tobbl BOCCTAHOBUTL
Tornbko onpeaeneHHyto B (B Hawem npumepe zabbix), Hy)XHO 3anycTUTb 3Ty YTUINWUTY C NApamMeTpoM -
d:

# pg_restore -d zabbix /tmp/zabbix.bak

YT06bI 3TON e YTUNMUTOM BOCCTAHOBUTL OMPEAENEeHHyo Tabnuuy, Hy)kKHO CMONb30BaTh ee C
napameTpom -t:

# pg_restore -a -t history /tmp/zabbix.bak
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Tawke yTunuTomn pg_restore MoOXXHO BOCCTAHOBUTb AaHHbIE N3 BUHAPHOIO U apXMBHOTO dawina.

CoO0TBETCTBEHHO:

# pg_restore -Fc zabbix.bak
# pg_restore -Ft zabbix.tar

|_|pl4 BOCCTaHOBJ1IEHNN MOXHO O4HOBPEMEHHO COo3a4aTb HOBYHO 6a3y:

# pg_restore -Ft -C zabbix.tar

BoccTaHoBUTL AaHHbIE U3 faMna Takke BO3MOXHO npu nomMmoLumn pSQ/I

# psql zabbix < /tmp/zabbix.dump

Ecnn gnsa nogknodeHna HY>XHO aBTOpPMU30BaTbCA, BBOOAMM Crie4yrLy KOMaHay:

# psql -U zabbix -w zabbix < /tmp/zabbix.dump

Hwxe npvBeaeH CUHTaKCUC yTUNUTLI pg_restore.

-h <cepBep>, —host=cepsep — nms cepBepa, Ha KOTOpoM paboTaeT 6a3a JAaHHbIX.

-p <nopt>, —port=nopt — TCP-nopTt, yepe3 6a3a AaHHLIX NPUHUMAET NOLKMIOYEHNS.

-U <nonb3oBatens>, —USername=nosfib3oBaTernb — UMs MoMb30BaTens A NOAKIOYEHUs.
-w, —no-password — feakTBauusa TpeboBaHus BBoAA Napors.

-W, —password — akTvBaumsi Tpe6oBaHust BBOAA Naposisi.

—role=ums ponu — porib, OT UMEHV KOTOPOW BbINOMHAETCA BOCCTaHOBIEHNE pe3epBHas KOmus.
<uMms_cpaitna> — pacrnornoxeHue BOCCTaHABNMBAEMbIX JaHHbIX.

-a, —data-only — BoccTaHoBneHne aaHHbIX 6e3 Cxembl.

-c, —clean — pgob6aenexune onepatopoB DROP nepep onepatopamun CREATE.

-C, —create — cosgaHvie 6a3bl AaHHbIX Nepes 3anyckoM MpoLecca BOCCTaHOBIEHNS.

-d <uma63d>, —dbname=uma6p — nmA LieneBoi 6asbl JaHHbIX.

-e, —exit-on-error — 3aBepLueHne paboTbl B Criy4ae BO3HUKHOBEHWS OLLUMGKM Mpu BbINONHeHUn SQL-
KOMaH/I.

-f <umnagpaina>, —file=umsichanna — caiin ons BbIBOAA CreHepMpPOBaHHOIO CKpUMTa.

-F <dpopmar>, —format=dopmar — cdopmart pesepsHoli konuu. [JonycTumMmble oopmaTsbi:

p, plain — cdopmupyeT TekcToBbI SQL-ckpunT;

C, custom — chopMUpYET Pe3epPBHYIO KOMUIO B apXBHOM popmMaTe;

d, directory — copmupyet konuto B directory-cpopmare;
t, tar — cpopmumpyeT konuio B chopmare tar.

-l <uHpekc>, —index=nHAaeKc — BOCCTAHOBIIEHNE TOSbKO 3a4aHHOM0 MHAEKCa.

-j <4yucno-zagaHuimn>, —jobs=qucno-3ana|-|m7| — 3alnycK caMbIX ONMUTENbHbIX onepau,mﬁ B HECKOJ1bKMX

napannernbHbIX NOTOKax.



-1, —list) — akTnBaLMs BbIBOAA COOEPKMMOrO apxmBa.

-L <cparn-cnucok>, —use-list=cpanin-cnucok — BocctaHoBNEHWE 13 apX1Ba IIEMEHTOB,
nepeyvncrieHHbIX B dpaifie-cnmcke B COOTBETCTBYIOLLEM MOPSIAKE.

-N <NPOCTPaAHCTBO_MMEH>, —schema=cxema — BoccTaHOBIeHe 0ObEKTOB B yKa3aHHOI‘/‘I cxewme.

-0, —no-owner — geaktnBauus reHepauunm KomaHz, yCtaHaBsnmBarLmnx srnageHne obbekTamu no

obpasuy ncxogHon 6asbl AaHHbIX.

-P <umsa-cpyHkuuun(Tnn-aprymenral, ...])>, —function=umsa-cdyHkuuu(run-aprymenral, ...]) —
BOCCTaHOBINEHWE TONbKO YKa3aHHON (OYHKLN.

=S, —schema-only — BOCCTaHOBIEHME TOMbKO CXeMbl 6e3 caMux AaHHbIX.

-S <nonb3oBaTenb>, —superuser=nofb3oBaTeflb — Y4eTHas 3anvcb NPUBUIErMPOBAHHOIO
nosnb3oBaTess, Ucrnonb3yemas Ans OTKIHYEHNUS TPUITEPOB.

-t <rabnuua>, —table=Tabnnua — BoccTaHOBNEHNE onpeaeneHHo Tabnuubl.
-T <tpurrep>, —trigger=Tpurrep — BOCCTaHOBJIEH/NE KOHKPETHOIO TpUrrepa.
-v, —verbose — pexum noapo6HOro normpoBaHus.

-V, —version — BbIBOA BEpCUM yTUNUTBI Pg_restore.

20.3.3. Ytunuta pg_basebackup

YTunuton pg_basebackup MOXHO BbINONHATbL PE3ePBHOE KOMMpoBaHusi paboTatoLLero knactepa 6a3
AaHHbIx PostgreSQL. Pesynstupyrowwmnin GuHapHbIv hann MOXXHO MCMonNb30BaTh ANs pennvkaumm nnm
BOCCTaHOBJIEHMS! HA ONpeAeNieHHbIi MOMEHT B NPOLUSIOM. YTUMTa co3aaeT Pe3epBHYHO KOMUIO BCEMo
ak3emnnsipa 6asbl AaHHbIX U HE JAET BO3MOXHOCTW CO34aBaThb Crenky OaHHbIX OTAENbHbIX CYLLHOCTEN.
MogakntoyeHne pg_basebackup k PostgreSQL BbINonHseTCA Npy NOMOLLM NPOTOKONa pennvkauum ¢
nonHoMoYnamMn cynepnornb3oBatens unu ¢ npasom REPLICATION.

[nsi BbINOMHEHMA PEe3ePBHOI0 KOMMPOBAHWSA NoKanbHOWM 6asbl 4aHHbLIX AOCTATOYHO Nepeaarth YyTUIUTe
pg_basebackup napametp -D, 06o3HavaoLLmMil AUPEKTOPULD, B KOTOPOW ByaeT coxpaHeHa pe3epBHas

Konus:
# pg_basebackup -D /tmp

YTtobbl co3gaTh cxatble dalinbl U3 TabnmnyHbIX NPOCTpaHCTB, 4obaBUM napameTpsbl -Ft n -Z:
# pg_basebackup -D /tmp -Ft -z

To e camoe, HO co cxaTveM bzip2 1 ansa sk3emnnspa 6a3bl ¢ 06LLUMM TaBNUYHBIM MPOCTPAHCTBOM:
# pg_basebackup -D /tmp -Ft | bzip2 > backup.tar.bz?2

Hwxe npuBeaeH cuHTakeuc ytunutel pg_basebackup.

-d <cTpokanodknroyeHusr>, —dbname=cmpokanogkno4eHusi — onpegereHne 6asbl JaHHbIX B

BUZE CTPOKY NS NOAKIHOYEHMS.
-h <cepBep>, —host=cepBep — vms cepaepa ¢ 6a3oi AaHHbIX.

-p <nopt>, —port=nopt — TCP-nopT, Yepes 6a3a AaHHbLIX MPUHUMAET NOAKIHOYEHUS.
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-s <uHTepBan>, —status-interval=MHTepBan — KoNM4ecTBO CekyHa MeXay OTrnpaBKaMmu CTaTyCHbIX
nakeToB.

-U <nonb3oBaTtenb>, —username=noJsib3oBaTefib — YyCTaHOBKa MMeEHM nosnb3oBaTend anad
nogkn4veHuns.

-W, —no-password — oTkroYeHre 3anpoca Ha BBOA Naporsi.

-W, —password — npuHyauTenbHbIi 3anpoc napornsi.

-V, —version — BbIBoA Bepcumn yTunuTbl pg_basebackup.

-?, —help — BbIBOA cnpaBku no ytunute pg_basebackup.

-D katanor, —pgdata=kaTanor — QMpeKTopus 3an1cu AaHHbIX.

-F <dpopmat>, —format=chopmar — cpopmat BbiBOAA. [lONYyCTMMbIE BapyaHTbI:

e p, plain — 3HaveHre Ansa 3an1cy BbIBOAUMbIX AaHHbIX B TEKCTOBbIE hannbl;
e t, tar — 3HayeHue, ykasbiBatoLlee Ha HeOBXOAMMOCTb 3anncy B LiENEBYIO AUPEKTOPUIO B
dopmare tar.

-r <ckopocTbriepedayu>, —max-rate=ckopocmsnepenayumn — rnpenenbHasi CKOpocTb nepeaadn
naHHbIX B K6/cC.

-R, —write-recovery-conf — 3anucatb MUHUManbHbIV ain recovery.conf B QUPEKTOPUIO BbiBOAA.

-S <umsicnoma>, —slot=umsicnota — 3agaHvie criota pennvkaummn npu ncnonb3osaHun WAL B
pexume NOTOKOBOW nepegadu.

-T <katanor7=kamanoz2>, —tablespace-mapping=kaTanor7=kamaso22 — akTuBauus MurpaLmu
TabnmM4HOro NPOCTPaHCTBa M3 OAHOTO KaTarora B [ApYyroi KaTanor npu KonmpoBaHuM.

—xlogdir=kaTtanor_xlog — anpekTopus XpaHeHUs xXypHaroB TpaH3aKLMii.

-X <meTop>, —xlog-method=meToa — akTuBaLus BbiBOAa (halNoB XypHanoB TpaH3akuuii WAL B
pe3epBHYIO KOMUIO Ha OCHOBE CNeayoLnX MeTogoB:

o f, fetch — BkntoyeHne pexxuma cbopa harnnoB KypHarnoB TpaH3aKkLUMiA NPy OKOHYaHUK npoLecca
KOMMPOBaHUS;

e s, stream — BKJIOYEHNE NEpPeaaYM XXypHana TpaH3akUmnii B poLecce Co3aaHusi pe3epBHON
KOMuun.

-z, —gzip — aKTMBaumMs gzip-cxatus pesynetupytoLero tar-cdarna.

-Z <ypoBeHb>, —COMPress=ypoBeHb — OMNpeaeneHne YPOBHS CXKaTUs MeXaHn3MoM gzip.
-c , —checkpoint=fast|spread — akTBauusa pexunma penepHbIX TOUEK.

-l <meTka>, —label=meTka — ycTaHOBKa METKUN pe3epBHON KOMWMU.

-P, —progress — akTvBaLus B BbIBOJ OTHETA O NpOrpecce.

-v, —verbose — pexum nogpoGHOro NorpoBaHus.

21. HacTtpouka ceccum nonb3oBaTens

MepenguTte B agMUHUCTPATVBHbLIV pasgen yrnpasrneHus CepBrcoM aBTopmsaumm
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https://auth.domain.ltd

-y

ttp://ip:8180

Tam nepengute B pasgen - Hactpowikn Realm / TokeHbl
EcTb ABe HacTponku:

1. TanmayT ceccun SSO.
Mo ymonyaHuio 30 MUHYT.

Master &

naBHas Bxoa Knroun E-mail TemMbl Ksww ToKeHbI

Default Signature Algorithm @

OpaHopa3oBble TOKeHbl 06HOBNEHWA ©

JAonyctumoe Bpems
6e3aeiicTeus ceccmn. Mo

TaiimayT ceccum SSO © QLSRRI o] foN = o I NILET
TOKEHBI 1 6pay3epHsble ceccun

CTaHOBATCA HEBANNAHLIMM,
OrpaHunyeHue ceccum SSO @

PucyHok 106

2. OrpaHundeHune ceccum SSO.
Mo ymon4yaHuio 10 yacos.

22. Murpauusa nHaekcoB 0a3bl
Elasticsearch

Ha pucyHke 107 npegcTtaBneHa cxema murpaummn nHaekcos 6asbl Elasticsearch.

Client Re



https://auth.domain.ltd/
http://ip:8180/
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HaHHme
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TpebyeTch
SpX¥MELUHRT

C 020 3HHE HOMHH

[apuasea)

YaoaneHuwe
YTAPEEWME
HHOEHIDE

PucyHok 107 - Cxema Murpaumm

22.1. Hactpounka murpauum

HacTpolika murpauum npor3BoanTcs Ha OaHON U3 Hog knacTtepa Elasticsearch.

[nsa paboTbl ckpunTa MUrpauumn HeobxoguMo YCTaHOBUTb MPOrPaMMHbIA KOMMOHEHT elasticdump,
ANS 3TOro HY>XXHO BbIMNOMHUTL KOMaHAy: bash

/opt/pangeoradar/support_tools/elasticdump/install.sh

Mocne ycTaHOBKW HYXXHO NMPOU3BECTY HACTPOWKY HOAbI, BbINOMHMB KOMaHAy: bash

/opt/pangeoradar/support_tools/elastic/es_config.sh

Ha PUCyHKe 108 V|306pa>|<eH 3Tan BKITMKOYEHUA OOMOJNTHUTESNbHbIX MapamMeTpoB, peKOMeHOyeTCA
Mcnosib3oBaTb BCe.
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Other options
Select additional options

Set refresh interval 5s

<Cancel>

PucyHok 108 - Hactporika 4ononHMTENbHbIX NapaMeTpoB

[anee HeoGXoAMMO NPOM3BECTU HACTPONKY CaMON MUTpaLM B KOHUIYpaLMOHHOM dhanne:

/opt/pangeoradar/support_tools/elastic/indices_route.sh

OcCHOBHblE HaCTpOVIKI/I N NX onncaHun4 npencTtaBrieHbl HXe:

SNAPSHOT_DIRECTORY="/data/archive" # nyTb coxpaHeHWs apXMBUPOBAHHBIX WUHAEKCOB

es_proto="https" # NpPOTOKO/N MO KOTOPOMY OCYLECTBAsSeTCA
noakyeHne Kk base

es_host="127.0.0.1" # IP aapec cepBepa ES

es_port=9200 # NopT MoAKNwYeHusa K ES

hot_cold=1 # BKIOUYUTL\OTKJOYUTL (YHKLUMOHAN MUrpaLUN B
"xonogHoe" xpaHunuue

archive=1 # BKIOUUTBL\OTKJIOYNTbL CO3AAHUE APXUBA
WHLEKCOB

archive_error=1 # BKAWYUTH\OTKJIOUMTb APXMBALMI UHAEKCOB
ownbok

cold_day=1 # KO/NMYECTBO AHEW, MOC/e KOTOPbIX WHAEKChI
nepemewarwTcs B '"'xosiofgHoe" XpaHunuue

delete_error_day=1 # KONNYeCTBO AHeW, nociie KOTOPbIX WMHAEKCHI
ownboK ypansawTcs

delete_day=2 # KOnM4ecTBO AHEN, Moc/sie KOTOPbIX WMHAEKCHI
yAansawnTcs

archive_day=90 # KONMMYECTBO AHEW XpaHeHWs apxmBa WHLEKCOB,

nocsie KOTOPbIX OHW OYyAyT yAaneHsbl

Mocne yero Heobxoanmo [o6aBUTL 3agady Ha exefHEBHOE BbiNonHeHue. [Ing 3Toro Hy>XHO BbIMOMHNUTb
KoMaHay: crontab -e

Yoanutb u3s nnaHMpoBLLUMKa 3ada4y CTPOKY:

04 * * * /usr/bin/curator --config /etc/curator/config.yml
/etc/curator/action.yml



[o6aBnTb CreayoLLyto CTPOKY:
04 * * * /bin/bash /opt/pangeoradar/support_tools/elastic/indices_route.sh

Mocne Yyero HaCTPOMKY MUrpaLIMM MOXKHO CYMTaTb 3aBEPLLEHHON.

22.2. BoccTaHOBNEeHMe MHOEKCOB U3 apXxuBa

,D,J'Iﬂ BOCCTaHOBITEHNA NHOEKCOB N3 apXunBa HeO6XOJJ,VIMO BbIMONTHNTb KOMaHAy: bash

/opt/pangeoradar/support_tools/elastic/restore.sh

Mocne BbINOMHEHNUS AOMKHO MNOSIBUTLCS OKHO C OUMbTpaLen MHOEKCOB, N306paXXeHHOe Ha pUCYHKe
100.

| Index Filter
Include parts of the index name:

<Cancel>

PucyHok 109 - dunstpaums apxmBmMpoBaHHbIX NHOEKCOB
B kauecTBe apryMeHTOB MOXHO MCMOMb30BaTh YacTb MMEHN nHaekca. Mpumepsi:

e 'firewall' - Bce apxvBHble MHOEKCbI MEXCETEBOIO KpaHa;
e '2021.11.23' - BCce apxmBHble nHAeKchl 3a 23 HoAbps 2021 roga;
e '2021.12' - BCE apxuMBHble nHAEKCHI 3a aekabpb 2021 roga.

Ecnun He ykasbiBaTb aprymeHThl, OyoyT oTobpakeHbl BCE apXMBUPOBAHHbIE UHAEKCHI.

Mocne yero HeobXxoaAMMO BbIGPATh UHAEKCHI, KOTOPblE HEOOXOANMO pa3apXMBMPOBaTb, Kak N300paxeHo
Ha pucyHke 110.

1 Index restore |

Choose index:

<Cancel:>
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PucyHok 110 - "Bbibop nHoekcoB ans pasapxusaumm’
B0o3MOXHO BOCCTaHOBIEHME HECKONBbKUX MHOEKCOB

Mpouecc pasapxuBaumm MHOEKCOB PUKCUPYETCS B XXypHane: /var/log/restore.log

23. UcxogHble ("cbipble™) cobbITusA

23.1. Bknro4yeHue\BbIKIO4YeHUe ncxogHbix ("coipbix")
coObITUN

OOwWKn anropuT™M ANsi BKIOYEHUS\BbIKITHOYEHMS MCXoaHbIX ('CbIpbIX™) COObITUIA:

1. MopgkntoumTechb no SSH k yany o6pabotku cobbiTuii Mnartdgopmel (Worker).

2. BbibepuTte kakune ncxoaHsble ("cbipble") cobbITUS Bbl XOTUTE BKAKYNUTBL: 4SS BCEX UCTOYHUKOB UK
051 onpefeneHHoro UCToYHMKa.

3. MNepengute B KOHUIypaLMOHHbIN dann (nogpobHee B cneayolwmx nogpasaenax) u BHecute
N3MEHeHNs.

4. CoxpaHuTe KOHUrypaLUMOHHbIA dhann 1 nepesanycTute cepBuC.

23.1.1. ns Bcex UCTOYHMNKOB

BkntoueHne\BbIKkntoveHne McxoaHbIX ("cbipbix") COObITMI AN BCeX UCTOYHMUKOB OCYLLIECTBIISIETCS B
danne /opt/pangeoradar/configs/termite/conf.yaml

output:
no_raw: false

MepeBoa aaHHoro napametpa B cocTosiHMe 'false' npuBeneT k nobaBneHuo "cbipoin” YyacTtu
CcoObITUI AN BCeX BXOAALMX COBbITUN.

23.1.2. ina onpeneneHHoOro UCTOYHUKa

BkntoueHne\BbIkntoveHne nexoaHbix (cbipbix") cobbITUI Ana onpeneneHHoro UCToYHuKa
ocyllecTensieTcs B panne /opt/pangeoradar/configs/termite/inputs-kafka.yaml

nytem fobaBneHus CTPOKM no_raw: true B GNOKe C UCTOMHUKOM, Ansi KOTOPOro TpebyeTcs

BKItOYEHME\BbIKOYEHME "Cbipoi” YacTn cobbITus.

Mprmep M3MeHeHUs1 B KOH(UIypaLmoHHOM daiine ansa uctovHmka Microsoft-Windows-Eventlog:

1514-Microsoft-windows-Eventlog:

input: kafka

encoding: utf-8

kafka-config:
enable.ss1.certificate.verification: false
security.protocol: SSL
ssl.ca.location: /opt/pangeoradar/certs/pgr.crt

message-type: microsoft_windows

servers: ['<IP-aapec-Kafka>:9992']

topics: ['1514-Microsoft-windows-Eventlog']

timezone: Europe/Moscow

no_raw: true
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BaxHo! Mpu npoBeaeHnn "CUHXPOHN3ALMN" NCTOUYHMKOB, BKIOYEHME\BbIKITIOYEHME "Chipoin”

yacTtu cobbITus ana onpegeneHHoro NCToYHuKa HeO6XO,D,l/IMO npon3BoaAnNTbL NMOBTOPHO.

23.2. llpocmoTp coxpaHeHHbIX UCXoAHbIX ("cbipbIXx")

COObITUN

[na npocmoTpa CoxXpaHEHHbIX MCXOAHbIX (CblpbIX) COObITUIA HEOBXOAMMO BbINOMHUTL CreayLlme

OencTeus:

1. B BeG-nHTepderic Nnardopmbl 3angute B pasgen "lMpocmMoTtp cobbiTunn”.

2. 3apante BpeMeHHONM MHTepBan B none Bpewms.

3. I'IpM HeO6XO,D,I/IMOCTI/I BBeguTe nUnn Bbl6epI/ITe B pacCKpbiBakLWeMCsa Crncke Hy)KHbIVI MHOEKC B none

WNupekce.

4, OBbHOBWTE JaHHbIE Ha 9KpaHe CcornacHo 3adaHHbIM napamMmeTpam, HaXXaB E

5. B neBoi 4yactu akpaHa B obnacTtu "[locTynHble nona" Hangute nore raw u HaxmuTe .

Mone raw gobasuTcs B obnacTs "BbiopaHHble nona". B npaBoi YacTu akpaHa nog rpadkom

oTobpasaTca cbipble cobbiTust B hopmate JSON (cm. pucyHok 111).

Bui6pankbie nons

t raw
150000

Doctyntbie nons g
120000
t id

20000
tindex

_score

action

epoch

eventauth.key.length

Bpems
eventauth.method.id -
eventauth.protocol.name
event.auth.protocolvers
event.category
event.description
eventlogsource.applicat...
event.logsource host
event.logsource.input
eventlogsource.name

eventlogsource.product

#
t
[}
t
#
#
t eventauth.method.desc...
t
t
t
t
t
t
t
t
t
t
t

» 17 sHBaps 2022, 11:45:38.842

eventlogsource subsyst. » 17 sweaps 2022, 11:45:38.842

17 sHeaps 2022, 11:45:28.000 - 17 pespans 2022, 12:53:28.000, ¢ pasbuekoii  asto B

o
type 30000
@timestamp I II I I I
TN EEEEE

24 e es 22 08 des 16 ®es
@timestamp no 12 uyacam

raw

{rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":" NN SR s relay ip": R s collector ts":"2022-01-20T11:02:44.754402+03:00",
IsCurrent="true’/Au003e\r\n\u003c/BookmarkList\u003e","Channel":"System”,"ChannelText":"","EventiD":7036,"EventTime":"2022-01-17T08:45:38.8425589Z" " EventType""INFi
entered the running state.","OpcodeTe pcodeValue™ ““Microsoft-Windows-Service Control Manager, P

Manager","SubscribedChannel ™ “TaskText":"", TaskValue"0, ThreadID":3544,"User":"" "UserData":"", "Version":0,"XML":\u003cEvent xmins="http//schemas.microsoft.co
EventSourceName="Service Control M.

Qualifiers="16384" /EventiD! 0: L -/Level\u003e\u003cTask\u003e0\u003c/ Task\u®
17T08:4: 4255 ' EventRecordID EventRecord|D 003e\u
server2012.demo.local\u003¢c/Computer 03cSecurity/\u 03cEventData\u0t
Name="param?! /D 500700064006 003

{"rs_collector_hostname":"v-study-balancer","rs_relay_fqdn"| ["rs_relay_ip":" 1 [ rs_collector_ts":"2022-01-20T11:02:48.835985+03:00","
IsCurrent="true'/\u003e\r\n\u003c/BookmarkList\u0O: "Channel":"Security","ChannelText":"Security","Event|D":4689,"EventTime":"2022-01-17T08:45:38.8425589Z",

exited \\n\r\nSubject:\r\n\tSecurity IDAt\S-1-5-18\r\n\tAccount Name:t\tDEMO-SERVER20125\\n\tAccount Domain\t\tDEMO\A\n\tLogon IDAC\OX3E7
Status:\t0x0","OpcodeText":"Info","OpcodeValue™0,"Processld""0xe30","ProcessName:"C:\\Program Files (x86)\\Google\\Update\\GoogleUpdate.exe”,"ProviderText":"Micro
Auditing”,"Status""0x0","SubjectDomainName":"DEMO","Subjectlogonld""0x3e7","SubjectUserName":"DEMO-SERVER20125" "SubjectUserSid""S-1-5-18",
xmins="http://schemas.microsoft.com/win/2( : tem\u003e\u003cl

PucyHok 111 - OTobpaxeHne ncxogHblx (Cbipbix) cobbiTui B pasaene "MpocMoTp cobbiTmin"

24. KoppekTnpoBKa BpeMeHN NCTOYHUKA

KOppeKTVIpOBKa BpeMeHN NCTOYHUKA OCYLLLECTBIIAETCA B (ba|7|ne

/opt/pangeoradar/configs/termite/time-fix.yaml

#test-type:
# hosts:

#

H OH B H H

- address:
Tookup:

1.1.1.1
'initiator.host.ip'

timedelta: 1000

- address:
Tookup:

2.2.2.2
'initiator.host.ip'

timedelta: -1000
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B none timedelta yKakuTe YMCNoO CEKYHA COBWUIa BPEMEHM, 3HAYEHME MOXKET ObITb Kak

NONTOXUTENbHbIM, TaK U OTpUUaTESIbHbIM.

B nosie lookup HeoGXxoaMMO ykasaTb Mosie HopManusaumm U3 KoToporo 6yaeT NPOUCXoanTb

cpaBHeHue c nonem address

Takxke npu NOAKIMKOYEHNN NCTOYHUKA BO3MOXHO yKa3aTb €ro Tal7|M30Hy, YTO NpmBeOeT K

aBTOMAaTUYECKOWN KOHBEPTAaL MM €€ B yKa3aHHY0 U3 HOPManu3oBaHHOro nons @timestamp .

25. HacTpouka pexunma
MYJbTUAPEHOHOCTHU

Cuctema MoxeT obecredmBaTh nepefady AaHHbIX MeXAy HECKOMbKUMM ak3emmnnisipamm [naTtgopmbl.

MnaTtdopma Pagap obecneyrBaeT BO3BMOXHOCTb paboTbl CUCTEMbI B PEXMME MYIETUAPEHAHOCTY.

25.1. HacTtpouka pexmuma MyribTUapeHOHOCTHU

ﬂ,]’lﬂ opraHm3auumn pexnmMma mMmynbrmapeHaHoCTn HeobX0AMMO BbIMOMHUTL NOAKIHYEHNE yoaneHHoro

ak3emnnspa Nnardopmsbl:

1. MNopgkntountech No SSH k TepmuHany cepsepa ¢ ponbto Master.
2. BbinonHute KomaHay 419 NOAKMYEHMS yaaneHHoro ak3emnngapa:

/opt/pangeoradar/bin/pangeoradar-karaken create-instance --name=second --url=

<https://........ .3:9000> --order=0 --conf=/opt/pangeoradar/configs/
3. BHecuTe n3MeHeHus B criegytoLime KOHDUrypauroHHble daiinbl Ha yaaneHHOM 3K3eMMmsipe:

O B KOHUIypaLmMoHHbI chainn /opt/pangeoradar/configs/pangeoradar-cerberus.yamil:
KEYCLOAK_URL: <IP-agpec>

O B KOHUIypaLMoHHbI dainn /opt/pangeoradar/configs/pangeoradar-manager.yaml:
AuthHost: <IP-agpec>

O B KOHUIrypaLMoHHbI darn /opt/pangeoradar/configs/pangeoradar-agent.yaml:
AuthHost: <IP-agpec>

O B KOHUIypaLMoHHbIn dain /opt/pangeoradar/configs/pangeoradar-toller.yaml:
AuthHost: <IP-agpec>

4. Mepengute B BeG-nHTEpderic MNnatdopmbl 1 ydeauTech, YTO NosiBUNACh BO3MOXHOCTb

nepeknoyeHns mexay aksemnnspamu (CM. pucyHok 112).

w MAHFEO
‘ PAOAP

second

MpocmoTp cobbITU

Bpema NHpekc

Q. Mpocmotp cobuituii

2022-02-09 19:45:20 ~ 2022-02-09 20:35:20 [ = *

3:3!'\[30(: ANA noucka

PucyHok 112 - lNogkntoyeHne yganeHHoro aksemnnsapa lNnartgopmebl
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[nsi HacTpPoWiKM NONb30BaTENbCKOro NPoUns Ans paboTbl B pexume MyrsTUapeHaHOCTU HeobxoanmMo

3anTu B BeG-MHTepderic MNnatdopmel ¢ npaBamn agMUHUCTPaToOpa U BbINOMHUTL CneayoLwne

OencTeus.

1. NepengunTe B pasgen «kKAgMUHUCTpupoBaHue» — «lMonb3oBatenu n npaBa» —

«Monb3oBaTenu» 1 co3gatb nonb3osatens fpc_user, ykasas JloruH, email, Umsa n damunuio

(cm. pyucyHok 113).

Ynpas/ieHvie nosb3oBaTeiiMm Ynpasnene nonwosarensm
Monwsosarenw  fpynnei  Ponu  Ayawraeficrawii  Cobbmunexopa  LDAP  /locryn K awHbi
HasHauuTs ponk nons3osaTenio HasHauwTe rpynny nons3osarenio ﬁzgaﬂ: HOBOTO \
orvH
pp—_ |
NOTUH EMAIL nma SAMUNNA rPynnbl PON AKTUBEH? CMEHUTb MAPONbL?
. Email
admin Admin  Adminovich  /admin  create-realm ® fda ’
] )
uma_authorization & L)
Jusers
= knowledgebase R &
] Wma
correlator R &
service_assets R &
offline_access & @ammnua
incident_type R &
o [ couer |
software_compliance_checks R
- K J
scan_results R &
reports R
incident R &
administrator Jusers uma_authorization & an u
] A

PucyHok 113 - CosgaHne HOBOro nornb3oBarens

2. lNocne co3gaHus nonb3oBaTensi CKONUPYMTE OOHOPa30BbIv Maposib HAXaB Ha KHOMKY n cnpaea
OT YYETHbIX AaHHbIX Nonb3oBaTtens (CM. pucyHok 113).
3. MNepengute Ha Bknaaky "docTyn K AaHHbIM" (CM. pucyHok 114).

[JocTtyn K JaHHbIM
Monbzosaten Tpynne! Ponut  Ayaut peiicrewii CobbiTua BXOfA LDAP  Jloctyn K faHHbIM
AKTVBbI 3 cosbiTna
NOb30BATEAM VIHCTAHC
| ] L] = L © [ ] L] 4 L [
admin v v v v v ) v v v v ) [ 7|
administrator x x x X x [ x x x x [ n
brut x x x X X (%} X X x X (]
defaultaccount x x x X x [x) x x x x o u
demoadmin x x x X x [ x x x x o n
fpc_user x x x X X (%} x X X X (%}

PucyHok 114 - Cnucok nonb3oBaTternen nnatgopmbl ¢ napameTpaMmm 4octyna

4. Haxxmute Ha nukTorpammy n B MPaBOM BEPXHEM yriny BKnaaku (CM. pucyHok 114) n B
packpbIBatoLLeMCS Crnucke BblbepuTe NogYMHEHHbIN ak3emnnsap Mnatdgopmel.

5. OTkpoliTe Ans pegakTMpoBaHusi nonb3oBatens fpc_user, Haxas NUKTorpammy B CTPOKE C
YYETHOW 3anuCbio AaHHOro nosnb3osarens (CM. pucyHok 114).

6. B MeHI0 pegakTMpoBaHusi NOnb3oBaTenNs: NpegocTaBbTe MONb30BaTENto AOCTYN K 9K3eMNNspy,
JaviTe npaBa Ha MPOCMOTP aKTMBOB, MPOCTaBMB COOTBETCTBYIOLLME rarnoyvkmn B Yek-6okcax
HaMpoTMB MMEHW YYETHOM 3anncun 1 COXpaHuTe M3MEHEHUS, HaXaB Ha COOTBETCTBYIOLLYYIO KHOMKY
CoxpaHuTb (CM. pucyHok 115).



o [T LoAP  Aocryn k aann
CoAHan UHGOPMALIS ANA NONb30BaTENs “fpc._User
Loctyn k wherancy
un uma aAocryn
Tpynna users. x
Moneaosatens fpc_user
Vrero. x
[
”
AlocTyn K TRy CywHoCTH - AKTUBbI
Tun uma CO3AAHNE TEHNE PEAAKTUPOBAHME YAANEHME
Tpyna x x x x
Monkzosatens foc_user
viroro x x ¢ x x
Bocryn K Tuny cyuHocTy - AkTuBs!
Tun uma NPABUNA AOCTYNA
Tpynna users.
Monesosarens foc_user
Virero

PucyHok 115 - HacTpovika npaB goctyna nonb3osaTtens

Mpu Bo3BpaTe Ha BkNaaky JOCTyn K AaHHbIM B CTPOKe Mosib3oBaTessi 0TobpasaTcsi 3afaHHble
HaCTpPOWKM JOCTyna (CM. pUCYHOK 116).

AocTyn K AaHHbIM

Monssosatenn  fpynnei  Ponw  Ayawrpeficiswdi  CoSeivasxoga  LDAP  [locryn k aawmems

b AKTIBb coBbITMA
NONbL3OBATENN VIHCTAHC

[ ] L] £ L ] @ [ ] L = L ] °©
admin & ®
administrator x x x x x (] x x x x o
brut x x x x x ) x x x x [
defaultaccount x x x x x ) x x x x [
demoadmin x x x x x ) x x x x [)
, x x x = Akt = 811bcbf7-1659-47c9-b928-2a848eBcb7a x , x x » application = Microsoft office

= Actie = 9d31e92c-690d-44a7-8dde-e876fda5411e

PucyHok 116 - Npumep HacTpoek gocTyna Ang nonb3oBaTens

25.2. [NpoBepKa pexnma MynbsTMapeHgHoOCTHU

[ns npoBepkn paboTbl NNaTopMbl B PEXKUME MYNETUAPEHAHOCTUN BLINOMHUTE criegytolive AeNcTBUs:

1. OTkpoWiTe HOBOE OKHO Bpay3epa B peXUMe MHKOTHUTO.

2. Beegute B agpecHou cTpoke bpaysepa agpec Be6-nHTepderica yaaneHHoro aksemnnsipa
Mnatdopmsbl.

3. 3angwute B MNnatdopmy nog none3osatenem fpc_user, ncnonb3ys ogHOpa3oBbIi Naporb,
CKOMMPOBAaHHBIN NPK CO3a4aHWUM NoNb3oBaTens (CM. MyHKT 2 U3 MHCTPYKLMU MO HacTpovike pexunma
MynbTMapeHOHOCTHN HacTosiwero pasgena). Cuctema npeanoXxunt CMEeHUTb Naporsib.

4. YcTaHOBMTE HOBbIV Naporib U BOMAUTE B CUCTEMY.

5. MNepenauTe B pasgen «AKTUBbI» — «AKTUBbI».

B pasgene aktmBoB 0TOGPa3NTCA TOMNbKO TOT CMMCOK akTUBOB, K KOTOPbIM AaHHOMY Nnofb3oBatento Obin
npenocTaBneH JOCTYN NPW HAaCTpoKKe NPoduns nonb3oBaTens Ans yaaneHHoro aksemMnnsapa
Mnatdopmbl. JocTynHble AENCTBUSA C aKTUBAMU — TOSMbKO YTEHWE COrfiacHO NPOBEAEHHbBIM
HacTponkam.
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26. HacTtpomnka apxuBaumm cobbITUN

26.1. NpoBepKa TEKYLWUX HACTPOEK MOSIUTUKMN
apxumBauum yctapeBLUNX COOLITUN

B MNnatdopme npegycMmoTpeHa BO3MOXHOCTb apX1MBaLMy YCTapeBLUMX COObITUN.
[ns NnpoBepKu TEKYLLEro COCTOSIHWSA MONMUTUKN apXnBaLuuy BbINOMHUTE criegytoLlme AeNCTBUS:

1. 3angunTe no SSH Ha cepeep apxuBaumm cobbiTuin (y3en nnatdopmsbl ¢ porbio DATA).
2. OTKpoliTe KOHUrypaLMOoHHbIN dainn /opt/pangeoradar/scripts/indices_route.sh komaHaoi:
nano/opt/pangeoradar/scripts/indices_route.sh

3. NocmoTpuTe 3Ha4eHust napameTpos cold_day u delete_day. Mo ymonyaHuio oHW JOMKHBI UMETb

3HayeHue 27 (27 AHel onepaTtUBHOIO XpaHeHs).
[ns npoBepkn paboTbl NOMMTUKN apXMBaLMK BbINOMHUTE crieaytolime OeicTBUS:

1. B BeG-nHTEpeice MNnaTtdopmbl nepenanTe B pasaen «MpocMoTp cobbITUi».
2. [Ina doopmumpoBaHmMsa OTYETa BbiCTaBMUTE B 06N1acTn 3agaHns BPEMEHHOMO MHTepBaria NpoOMeXyToK
BpeEMeHV AnMHHee YeM 3aJaHHbI NPOMEXYTOK B MONMTUKAX apxmsauun, Hanpumep, 30 gHen

CHUTad OT cerogHsALUHero.

Ha akpaHe B cTaTucTmke No cobbITUAM He AOMMKHbI OTODpaXKaTbCa COObITUS cCTapLue 27 OHEN.

26.2. UameHeHMe NONIMTUKU apXUBaL MK yCTapeBLUUNX
COObITUN

[na nameHeHus1 NONUTKKM apX1BaLMmK BbINOMHUTE creaytoLine AeNcTBUS:

1. 3angunte no SSH Ha cepeep apxuBaumm cobbiTuin (y3en nnatdopmsbl ¢ porbio DATA).

2. OTkpoliTe KOHUrypaLmMoHHbIN dann y3na /opt/pangeoradar/scripts/indices_route.sh

KOMaHoWn:
nano /opt/pangeoradar/scripts/indices_route.sh

3. YcraHosuTe ans napametpos cold_day n delete_day HoBoe 3HauyeHne onepaTMBHOrO XpaHeHus

[aHHbIX.
4. MpUHYQMTENBHO 3anyCcTUTE apXmMBaLUIO, BbIMOSTHUB KOMaHAY:
bash /usr/bin/bash /opt/pangeoradar/scripts/indices_route.sh

5. loxxantecb OKOHYaHWS BbIMOSTHEHMS CKpUnTa.
[nsa npoBepkn BBEAEHHBLIX NU3MEHEHWIA BbINONIHATE CreayoLme 4ENCTBUS:

1. B BeG-nHTEpdeice MNnaTtdopmbl neperanTte B pasgen «MpocMoTp cobbITUM».

2. MNpoBepbTe, 4YTO HET NHAEKCOB cTapLue 20 gHen (CM. anropuTM NPOBEPKM ONUcaH B NpeablayLiem

nogpasgerne).

3. BepHuTech B TepMuHan cepeepa apxmBauumn cobbituii (y3en DATA).
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4. Nepengute B ampektoputo /data/archive.

5. BoiBEAUTE NUCTUHI OUPEKTOPUM KOMAHOOMN:
T1s -Tah

6. Yoeautech B NOSIBIIEHNUN HOBbIX apPXMBOB.

7. Ana npocMoTpa 3annaHnpoBaHHbIX 3a4aHUIN BbINOMHUTE KOMaHAy:
crontab -1

8. YbeauTech B HanM4um 3annaHMpoBaHHOIO 3aaHusi Mo POTUPOBAHUIO 1 apXMBaLMM COBLITUIA.

B pesynbraTe npoBedeHHbIX AeNCTBMIA B BeG-MHTepdeice NnaTtdopmbl AOMKHbI OTCYTCTBOBATb 3amnmcu
06 MHOeKcax 1 cobbITUAX CTapLle 3a4aHHOro KONMMYeCcTBa AHEe B NONUTYKE apX1BaLmu.

,D,OJ'I)KHI:I ObITb CO34aHbl HOBbIE apXMBbl C HA3BaHUAMU NMHOEKCOB, 3KCMOPTUPOBAHHbLIX N3 CUCTEMbI O114

apxuBaLuy U JONTOCPOYHOTO XPaHEHUS.

26.3. BocctaHOoBrneHue AaHHbIX U3 apXuBa n
oOpallueHns1 K BOCCTaHOBJIEHHbIM COObLITUAM

B Mnatdopme npegycmoTpeHa BO3MOXHOCTb 06palLeHuUs K yCTapeBLUUM COBbITUSIM, HaxoasLLMMCs Ha

APXMBHOM XpaHEeHUW.

[nsa Toro, 4ToObI nony4ynTb O0CTYN K apXUBHbIM AaHHbIM, HeobxoaMMo cHavana BbINOMHUTL
BOCCTaHOBIleHMEe OaHHbIX U3 apXuBa:

1. 3angute no SSH Ha cepBep apxmBaumu cobbiTuii (y3en nnatgopmel ¢ ponbto DATA).
2. 3anycTute CKpUnT BOCCTAHOBIEHWS AaHHbIX KOMaHAON:

bash /opt/pangeoradar/scripts/elastic_restore.sh
3. B nosiBMBLUEMCS1 OKHE YKaxkuTe dounstp * n Haxxmute OK.

4. BoibepuTe MHTEPECYIOLLIMIA NHAEKC U3 CMINCKA, BbIAENUTE HAaNPOTUB HEro YEKOOKC (3anoMHUTE NMS
BOCCTaHaBnmBaemMoro uHaekca) n Haxmmrte OK.

5. doxantecb OKOHYaHWS BOCCTAHOBIEHNS (BOCCTaHOBMEHME OCYLLEeCTBMASETCA B (POHOBOM

pexume).
[Ins npocMoTpa BOCCTaHOBIEHHbIX JaHHbIX HEOOX0AUMO:

1. Mepenante B Be6-uHTEpdenc MNMnatdopmbl B pasgen «[pocmoTp cobbiTniny.

2. B none Bpems ykaxunTe BpeMeHHOW Anana3oH BocCTaHaBnMBaemoro nHaekca (cm. PucyHok 117).
3. B none UHpekc ykaxxnTe nms BOCCTaHaBMMBaemMoro nHgekca (cm. PucyHok 117).

4. Haxxmute kHonky Mowuck.

Ha akpaH gorxeH ObiTb BbIBEAEH CMMCOK COOLITUI (BKIHOYaa AnarpamMmmy), OTHOCSLLMNCS K

BOCCTaHaBfMBaeMOMY UHOEKCY U yKa3aHHOMY BpeMeHHOMY nepuoay (CM. pucyHok 117).
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Bpemn

2022-01-01 00:00:00 ~ 2022-01-30 00:00:00 £ ux audit_daemon audit parsed-3.14.0-3.11.0-2022.01.14-000001

BuiGpatHsie nons

01 snaapa 2022, 00:00:00.000 - 30 Asaps 2022, 00:00:00.000, ¢ pas6uekoll  asto

Locrynksie nona @

Coprupyembie

1200 1400 1600 1800  20:00 2200  14SWe 0200 0400 0600 0800 1000 1200
b @timestamp no 12 uacam

uuid: AAAAAGHgKp

eventlogso

t
t _index

# _score raw: {'rs_collec
- Jan 13 23:59:09 v-study-master tag_audit_log: type=LO

t _type

© @timestamp

: AAAAAGHGENj7REXSCin3WGOJCDxq7pK event. host: NN cvent| t: 5552-AuditD eventlogsource.applicatio
product: audit daemon event.k bsystem: parsed event dor: linux lati

p: 2022-01-137T21:00:01.7" dy-work - I

# epoch > V4nueapn 2022, 0000:01.756

PucyHok 117 - [pocMOTp AaHHbIX, BOCCTAHOBIEHHbIX 13 apxusa

27. HacTpouka n npoBepkKa MHTerpauum
yepe3 API

B MNnatdopme Pagap peanunsoBaHa nHTerpaums nocpeactsom APl ¢ IRP-cuctemamum - R-Vision u
Security Vision.

27.1. HacTtpounka u npoBepka nepena4yun yepe3s API
MHopmaumm 06 MHUMAEHTe BO BHELHIOK CUCTEMY

[ns HacCTPOMKM MHTErpauumn ¢ BHELLHMMU cucteMamm vyepes APl HeoOxoaMMON BbINMONMHUTL CrieayoLmne
nencTeus:

1. Moakntounteck no SSH k yany nnatdopmsbl ¢ ponbio Master.

2. BHecuTe crnegytolime nameHeHus B KOHUrypaLmoHHbIv dain y3na
/opt/pangeoradar/configs/pangeoradar-pgr-wal-listener.yamil:

o [NobaBbTe peKBU3UTLI MHTErpUpyemMoi cuctemsl (R-Vision) — kntod goctyna k APl R-Vision n
IP-agpec R-Vision;
© WM3ameHuTe cxeMy COOTBETCTBUS MOMEN CornacHo TpeboBaHMAM MHTerpauuu.
3. 3anyctute cepsuc pangeoradar-pgr-wal-listener:

service pangeordar-pgr-wal-Tistener start

Onsa npoBEepPKM NpoBeaeHHOro NoAKM4YeHnA BbINONMHUTL crieayruipne OencTBus:
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1. 3angunte B BeO-uHTEpdeic MNMnatdopmbl (C npaBamn agMUHUCTpaTopa).
2. 3angute B pasgen «MHuUnaeHTbl» — «MHUMAEHTbI».
3. CospaiiTe MHUMOEHT BPYYHYHO, HaXaB KHOMKy Co3aaTb UHLUUOEHT.

Mpu HacTpoeHHOM AP| HOBbIN MHUMAEHT NepefaeTcs BO BHELLHIO CUCTEMY B aBTOMaTUYEeCKOM
pexume B npouecce co3ganusi. CosgaHHbIi MHLUMOEHT aBTOMaTU4eckn cosgaH B IRP.

27.2. NeHepauma knwo4va ansa goctyna K APL.
Ucnonb3oBaHue Knro4va

[nsa pabotbl no APl HeoGxoanmo creHeprpoBaThb Ko Ans goctyna K APl. [Ins 3Toro BbINonHUTE

cnegywoLlime 4encTBuUs:

1. Mepenaunte B BeO-nHTEpPdeENc MNnatdopmbl B nogpasgen "Knactep"->"AP| kntoun" (CM. pucyHoK
118).

YnpaeneHue API knrouamu Knacre

Van chcremi  Cepauch  KOHOWDAUMOHMbie Gaiife  CKDAMTS  APIKAIOWM  YCTHWE 33MACH ANACGODA AGHKEX  TD3HCMODTRl  [LNGHADOBLUAK 33334 Ynpasnekue

CrMMCOK CEPBMCOB NIATOOPMbI AOBABJIEHME API K/KOUA

H
57abe2b0-4128-0F55-95d8-1¢109¢2244347 global_spi_key m enoBanse
<2d95193-2e60-3261-b6d2-e3207f848ebd TempApiKeylnstall m

PucyHok 118 - Hactporika kntoden anga pabotbl Yepes AP|

2. [lobaBbTe Kntoy, BBEAS 3HaYeHve napameTpa B norne HammeHoBaHume kntoya (Hanpumep,

integration) n Haxas kHomMKy [lo6aBUTb.
3. MogkntoumnTeck no SSH k y3ny nnatdopmsl ¢ ponbto Master.

4. BbInonHWTe C MCMOb30BaHWeM kitova integration, KoTopbliii Gbin cCreHeprpoBaH Ha aTane

npegsapuTenbHbIX AENCTBUN B AAHHOW NPOBEPKE, CrIeAyoLLY0 KOMaHay:

curl -k -H "PgrApiKey:<k/w4, CreHepMpoBaHHbIA Ha ware 2 >"
"https://10.170.9.22:9000/cruddy/public/api/vl/incidents?
page=1&per_page=1&order=1id%20DESC"

Ha akpaH 6yayT BbiBegeHa 3anucb No ogHoMy MHUMAEHTY B hopmate JSON.

28. HacTpouka nonnTukun
NpPOoTUBOAENCTBUA NONbITKaM noaodopa
napons

Mnatdopma obrnagaet BCTPOEHHbIMU MeXaHU3MaMu NPOTUBOAENCTBISA NonbITkaM nogdopa napons
(BruteForce artaku) Ha 6a3e oTkpbiToro MO Keycloak (aeHTUdmkaLMoHHbIA Gpokep).
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[na HaCTPOMKN MNONUTUKM NPOTMBOAENCTBUSA MONbITkaM Nogbopa napons BbIMNONHUTE crieayoLme
nencTeus:

1. C npaBamu agMUHMCTpaTopa BOWAUTE B creuuanusnpoBaHHbii Be6-uHTepdeic Keycloak
nnardgopmbl https://<aapec nnathopmb>:8180 (cm. pucyHok 119).

B «evcLoak

Welcome to Keycloak

8{’) Administration @ Documentation > @) Keycloak Project >
Console >

User Guide, Admin REST APl and
Centrally manage all aspects of the Javadocs
Keycloak server

& Mailing List >

iﬁi’ Report an issue >

PucyHok 119 - UHTepdeiic "vaeHTudukaumoHHoro 6pokepa” Keycloak

2. Mepengute B pasgen "Administration Console" -> "3auwmTa 6esonacHoctn" -> "OnpegeneHne
Brute Force" (cm. pucyHok 120).

Master &

CnaBHas Bxoa Kntoun E-mail Tembl Qﬁam ToKeHbl Client Registration
» 3arosioBkn OnpegeneHve Brute Force
Hactpoiiku Realm

KnvieHTbl
BxntoueHo BbIK

LLa6noHb!

CoxpaHuThb |Ne3VIF]
K/IMEHTOB

Ponu

MocTaBwmkm

VAeHTUGUKALMM

PucyHok 120 - Pasgen "OnpeneneHue Brute Force" npy oTKNtoYeHHbIX NONUTUKAX.

3. Bkntounte nonutnky Onpenenerne Brute Force, yctaHOBMB nepekritovaTens B none BknoyeHo B

nonoxexve Bkn. OTKPOKOTCHA NapaMeTpbl HACTPONKM NOMUTUKM (CM. pUCYHOK 121).



Master &

naBHas Bxog, Knroun E-mail Tembl Kaw TokeHbl Client Registration 3awmTa 6esonacHoCTH
3arosioBKku OnpegeneHve Brute Force %
BxsitoueHo m
Permanent Lockout BbIK
(2]
MakcumansHoe 30
KonmyecTBo
Hey/lauHbIX MOMbITOK
Bxoja @
Mopor oxunaaxua @ 1 MUHYT Vv
Mpoeepka 1000
KonvyecTBa
MUNINCEKYHA,
MedXay nonbiTkamu
Bxoja @
MuHuMansHoe 1 MUHYT v
oxugaHue 6bICTporo
Bxoja ©
MakcumansHoe 15 MUHYT v
oxmaaHve @
Bpewms c6poca 12 yacos v
Hey/lauHbIX NOMbITOK
2]

PucyHok 121 - lNapameTpbl HACTPOWKM NONUTUKN

4. Mpn HeOBXOAMMOCTN YCTaHOBUTE CrieaytoLLMe NapaMeTpbl:

O MakCMMarbHOEe KONMYeCTBO HeyaauHbIX NMOMbITOK BXOAA (OCHOBHAs HAacTpolika) —
KONMYeCTBO HeyAdayHbIX NOMbITOK BXoAa A0 GroKMpOoBKM NoNb3oBaTens;

© MOpOr OXunaaHusl (OCHOBHas HACTPOMKa) — eCrv NOPOr OLLUMOOK NPEBbILLEH, CKOMbKO
BpeMeHW nonb3oBaTenb OyaeT 3abnokMpoBaH;

© npoBepKa KonmyecTBa MUIIIMCEKYHA MexXay NonbiTKammy BXoAa — eCru NomnbITKM
ayTeHTUmKaLMm NponcxoasT CIULLKOM YacTo, TO Nofb3oBaTtens HeobXoaAnMOo
3abnoknpoBars;

© MWHMMarbHOE OXunaaHue BbICTPOro Bxoaa — Kak A0S0 KAaTb Nocre HeyaayHoM NomnbITKM
ObICcTporo Bxoaa;

© MakcuMMarbHOe OXuaaHue — MakcuManbHoe Bpemsi, Ha KoTopoe nosb3oBaTternb byaer
3abnoknpoBaH;

o Bpems cOpoca HeyaayHbIX MOMbITOK — Yepes3 Kakoe BPEMS CHETUUK HEYAauHbIX MOMbITOK
Oynet copoLueH.

5. CoxpaHuTe HacTponku, HaxxaB KHONKy CoxpaHUTb.

29. NMpouenypa o6HOBNEHUA
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Mpouenypa o6HOBNEHNS OTNNYAETCA Y pasHbIX Bepcuin MNnatgopmebl, a Takke 3aBUCUT OT KOHKPETHOMN
apXxuTeKTypbl Npy pacnpegenéHHomn yctaHoBke. IHCTPYKUUKM NO 0BGHOBRNEHNIO BXOAAT B KOMMEKT

NnakeToB OOHOBMNEHUS.

O6HoeneHuve MNnatdopmbl He NPUBOAMT K MOTEPE HAKOMMEHHON nHopMaLumn u3 6a3 aaHHbIx. Mpu
0OHOBMNEHMM COXpaHATCHA cobpaHHble cobbITUSA, MHUMAEHTLI, 6a3a akTMBOB 1 6a3a 3HaHWI CO BCEMMU
Nonb30BaTENbCKUMU U3MEHEHUSMMU.

MakeTbl 0GHOBNEHUI MOryT ObITh JOCTaBNEHbI HA cepBepbl [naTtopMbl kKak Ha CbEMHbIX HOCUTENSAX
MHpopMaLmm (onTudeckme anckn, dneLu-kapTbl, nepeHocHble HDD/SSD Hakonutenu), Tak n ¢

NMOMOLLIbKO CETEBOIO XpaHunuiLia npun Hanm4dmm ceTeBoro 4oCTtyna c cepBepoB I'Inachoprl.

O6HoBMeHWs 6asbl 3HAHWI C NOMOMHEHWEM MPaBUI KOPPENsALMKM, NpaBun pasbopa 1 Hopmanusaumm
6e3 06HOBMNEHMS OCHOBHbIX NakeToB [naTgopmbl MOryT GbITh NPeaoCTaBneHbl OTAEMNBHO MO 3anpocy

3akasyuka.

30. NMpoBeaeHue LEeHTPaNMM30BaHHOIO
obOHoOBMeHnAa KoHcurypauumm u
nepesanycka cepBMcOB KOMMOHEHTOB
NMnaTtdopmbi

PaccmoTprmM nposeaeHune LieHTpanu3oBaHHoro (Yepes Beb-uHtepdeic Nnatgopmel) o6HOBREHNUS
KOHMrypaumm 1 nepesanycka CepBMCOB KOMMOHEHTOB MnaTopMbl Ha Npumepe cepauca rsyslog,
oyHKLMOHMPpYtOLLIEro B cocTase yana [natdopmbl ¢ pornbio Balancer (o6HoBneHne koHdurypauum u
nepesanyck Apyrmx cepsucos naTtgopmbl NPOBOAUTCSA aHanormyHbIM 0bpasom).

[ns npoBeaeHus LeHTpan1M3oBaHHOro 0GHOBNEHNS KOHPUrypaLmm 1 nepesanycka cepsuca rsyslog
BbIMOMNHUTE CreayoLe AeiCTBUS:

1. 3anaunTe B Beb-uHTEpdeic MNMnatdopmbl (C npaBamMmn agMUHUCTpaTopa).
2. 3anguTte B pasgen "Knactep"->"Yanbl cuctemsl"->"Kapta knactepa” (unu "Yanbl").
3. BeibepuTe y3en ¢ ponbsto Balancer v 3acukcuposath ero IP-agpec (cm. pucyHok 122).

Ynpasnenne Ynpaener
Yanoicucremsi  Ceponces Konpurypauvonneie daiine Cepanmer APlkmown Ysernbie sanncn ann c6opa ganroix Tparcnoprer  Mnarwposuk sagas
—— s | —
Yanel balancer agent master
Mposepka

worker

monitoring

correlator data correlator data

PucyHok 122 - dukcauus IP-agpeca yana ¢ ponbto Balancer yepes "Kapty knactepa"

4. Nepengute B noapasaen "lMposepka", B cnivicke y3noB HaiTu no |P-agpecy y3en Balancer n

Ha)xmMuTe KHoMKy HacTpomnku psgom ¢ agpecom yana (CM. pucyHok 123).


af://n3217

nginx

_ AEEE

kafka
node-exporter
kafka-exporter
rsyslog

nginx

_ CIEELID

node-exporter

termite

nginx

PucyHok 123 - dyHkums HacTpoliky yana Balancer

® - nginxservice

@ - pangeoradar-kafka.service

@ - node_exporter.service

®- kafka-exporter.service

® - rsyslog.service

® - nginxservice

@ - node_exporter.service

@ - pangeoradar-termite.service

® - nginxservice

5. Ha oTkpbiBLLEliCS CTpaHuLe HacTpoek yana Bbibepute cepBuc rsyslog n nposepbte ero TekyLlee

COCTOsIHME — NOCMOTPUTE cTaTyc (CM. pucyHok 124) n xxypHan noroe cepsuca. CepBuC SOIMKEH

HaxoguTcs B ctaTyce Active.

anaBneHme XOCTOM -_

PONW Y3NA

BCE CEPBUCHI ¥3/1A

.

kafka
node-exporter
kafka-exporter

reyslog

nginx

PucyHok 124 - MpoBepka cTaTtyca cepsuca rsyslog

- rsyslog.senvice

- nginx.service

Ynpaenenne Hogamu > Ynpasnetne xocTom

AONONHUTENbHBIE CEPBUCHI Y3NA

- pangeorsdar-ksfkaservice

fNoru

- node_exporter.service

TlepeyCraHoBUTL Cepauc

- kafka-exporter.service OBHOBUT KOHGUT

NepesanyctaTs

Aeficrana '@

Deicrena =

6. MNepengute Ha Bknaaky "Knactep"->"KoHdurypaumnoHHbsle dannbi”.

7. B cnucke koHpUrypaLmnoHHbIx dpaiinos HananTte ans cepsuca rsyslog kKoHpurypaumoHHbIi chaiin

rsyslog-kafka.conf u wenkHute no HazBaHmo dharina. OTKPOETCA TEKCT KOHMUIYPaLIMOHHOTO

ganna (cM. pucyHok 125).



YnpasneHnue

Kordmr faitnee

Yanbicucremb  Cepsuckl |  KOHQMIYpaUMOHHble aiinel | CKpWNTel  APIKMIOMM  YueTHele 3anuch AnA c60pa AaHHBIX  TDAHCMOPTBl  MAaHYPOBLIMK 3ajay

VI3MEHEHWE KOHOWFA NIATOOPMbI

HanmenosaHune

rsyslog-kafia.conf

Kormr B
1
2 # /opt/pangeoradar/configs/rsyslog.conf

# Jopt/pangeoradar/configs log-collector. conf

with rules for collecting messages
#
# For more information see

# Jusr/share/doc/rsyslog-doc/html/rsyslog_conf.html

V@ N AW

T

1

13 #module(load="impstats"
14 #  interv

15 #  severity="7" # syslog severity for filtering messages

Configuration file for rsyslog.

Configuration file

8" # interval in seconds at which messages are generated

PucyHok 125 - OTKpbITUE TeKCTa KOHUrypaLMOHHOro dhanna ansa pegaktnpoBaHns

8. BHecuTte B KOHUrypaumnoHHbI hann Heobxogmmble nameHeHusi. Hanprmep, B KoHLe

KOHurypaumnoHHoro canna gobasste 3anuchk:

auth,authpriv.* @10.170.9.21:2671

9. Haxmute kHornky U3ameHUTb.

10. BepHutech B nogpasgen "Knacrtep"->"Y3nbl cuctembl”->"TlpoBepka" n OTKpoOWTe HACTPOKK

cooTBeTcTBytoLLero y3na Balancer (cm. warn 4 u 5 gaHHoro anropuTtma).

11. Ons cepsuca rsyslog B packpbiBatoLemMcs MeHto "Oeiicteus” Beibepute nyHKT OGHOBUTL

KOH(*WIF. MosiBUTCS MoganbHOe OKHO ¢ coobLieHnem ob ycnewHom obOHOBNEHUN

KOHMrypaumnoHHoro carina (Cm. pucyHok 126).

Nor ownbok

Kowpur rsyslog-kafka.conf ofkcanen

{"result":"0K"}

KoHGUr

baiina

PucyHok 126 - CnucteMHoe coobLueHne o6 ycneliHoM 06HOBNEHUN KOH(UIYpaLMOHHOTO charna

12. Ans cepsuca rsyslog B packpbiBatoemMcsi MeHto "[dencteus” Bbibepute nyHKT MepesanycTuThb.

HoxaunTtecb coobleHnsa ob ycrneLwHoM nepesanycke cepsuca (CM. pucyHok 127).

YnpaBneHue xocTom _

Pomm yana

BCE CEPENCH YINA

afia
node-exporter
afia-axporter

rsyslog

nginx

AONONHMTENs HBIE CEPBACEI ¥2A1A

- pangeoradar-kafka.service

- node_exporter service

- kafka-exporter service

- reyslog seniice

2107 BLINONHEHUS CKPANTA

Her pawsux ann oToBpaxewn

Cepauc rsyslog service nepesarpyen



PucyHok 127 - coobLleHne 06 ycneluHon nepesarpyske cepsuca

Mocne npoBeaeHns nepesanycka cepsrca Npyv HEOHBXOANMOCTN MOXHO NPOBEPUTL CTaTyC cepauca (CM.
warn 4 n 5). Takxke MOXHO noakntounThees K y3ny Balancer no SSH v BbINONHWTL Ans NpoBepKM
N3MEHEHWI, CneayoLyo KoMaHay:

cat /opt/pangeoradar/configs/rsyslog-kafka.conf

31. YnpaBneHue KoHdUrypaumeu
NMnatdopmbl

KoHdurypauusa MNnatgopmel 1 ee Mogynewn ocyLLeCTBNAETCS C MOMOLLbIO OTAENbHbIX
KOHpUrypaLMoHHbIX hansos.

Ons yoobcTBa agMUHUCTpaTopa HacTpoliku MNnatdopMbl 1 ee Mogynewn coxpansitotes B b
Mnatdopmsbl. Mpy BHECEHUN N3MEHEHUI B HACTPONKN KOHMUTYpaLUNOHHbIe hanbl hopmupytoTes
aBTOMaTN4eCcku, N03TOMY aAMUHUCTPATOPY HET HEOBXOAMMOCTM BHOCUTb N3MEHEHUS
HenocpeacTBEHHO B KOHUrypaunoHHble hannbl.

31.1. YnpaBneHue KoHdurypauumemn Kknacrepa

[nsa gocTtyna k HacTpovikam nepengute B pasgen MNnatdopmbl AgMUHUCTpUpoBaHue - Knacrep.
[anee oTkponiTe Bknaaky YnpaBneHue KoHdurypaumen.

Ha Bknagke B eBON YacTn oToOpaXkaeTcsl nepeyveHb NnapameTpoB 1 Moagynew MNnatdopmbl, B cpeaHen
YacTu - BbiOpaHHbIE NapaMeTpbl, B NPaBOM YacTh - UICTOPUSI UBMEHEHUI KOHGUIypauum (CM. pUCYHOK
128).

YnpasneHue koHurypauuei Knacrep
Yanscncremss  Ceponc  Kowdurypaumosnbie gafines  Cxpunrs APl karoum Yuerawie sanuch ans c6opa pake  Tpacnoprhi  Mnakuposugacsagad  Yrpasaewie Kongurypayncii
CMNCOK CBOVICTB KOHOUTYPALLIMI CERBERUS
3anucam. koHpurypayuio
[1062/1HIlf K10 3BTOPUZALYK 33MPOCOE Ha Cepavce Briewnwii IP agpec cepenca .
cerberus VICTOPMA N3MEHEHNIA

‘ 172.30.254.65 ‘ 202!

ABPECa 3NEKTPOHHOM NOUTE ANIA YBEAOMAEHHS O

EHELITATHOM VZMeHEHIAN KOHGU TYPALIH CHETeME!
1P anpec cepenca

IP aapec cepanca

AAPECa 31EKTPOHHOM NOUTI /1A YEEAOMACHHS O
WITATHOM VEMEHEHAH KOHOUTYDALIMA CHCTEMBI

-
‘ 127.00.1 ‘ 6bino: 127.0.0.2

crano: 127.00.1

Beaver .
CranapTHbIf 3aNYCK/pExMM OTAGAKH
YpoBEHS NOMMPOBAHHA MPLUYTHIATORa COBAITHIE 2022-09-08 16:03:42
—— e [
Hacrpolikut 0BpaBOTUMKOE MaPLUPYTUSETOPS
cobbimwii IP aapec cepauca ana master
BHewnwik nopr cepenica Ha cepsepe ngink
66110: 3Hauenve orcycTyet
Cabare 9000 crano: 127.00.1

Brewnuii IP anpec cepayca

MopT cepeyea 2022-09-08 16:03:35

IP anpec cepanca Mossaosarens:acmin  1ue.  OBroeresne
9900

CrauaapTHLIT 23nYCK/PEXUM OTA3AKM IP aapec cepauca

_ i OtkntouTs o6zatens yto nposepky TLS npw cosannerin k 64
BHelHUii NOpT Cepeica Ha cepeepe Ngin Seunc: 127.00.1

cTano: 127.00.2

PucyHok 128 - YnpaBneHue koHdurypaumen.

[nsa ynpaeneHust napameTtpamu MNnargopmbl BbIGepUTe 0AMH U3 NapaMeTpoB:


af://n3271
af://n3274

e [MoGanbHbIN KN4 aBTOpU3aLMKM 3anpocoB Ha cepBuce cerberus. MNpeacrtasnsieT n3 cebs
rnobanbHmn kntod ansa API.

e Apapeca 3M1eKTPOHHOW NOYThI ANSA YBeAOMIIEHUS O BHELUTaTHOM U3MeHeHUU KoHdurypauumm
cucTeMbl. AQpec 3MeKTPOHHOM NOYThI O BHELLTATHOM M3MEHeHUN KoHdurypaumm MNnartdhopmbl
(Hanpumep, npsmas npaska KOHPUrypaunoHHbIX hanmnos).

e Apapeca 3neKTPOHHOW NOYThbI ANA YBEeAOMIIEHUSA O LUTaTHOM U3MEHEHUN KOHUrypauum
cucTeMbl. AQpec 3MeKTPOHHOM MOYTLI O LTAaTHOM U3MEHeHUN kKoHdurypaumm Nnatgopmel

(HanpvmMep, ApYrMM agMUHUCTPATOPOM C MOMOLLbI0 NaHEeNW ynpaeneHnst KoHUrypaumei).

[ns npocMoTpa u pefakTMpoBaHUs NapaMeTpoB OTAENBHOMO MOAYNS KMMKHUTE MO ero UMEHN B NEBOW
yacTtu. bygyt oTobpaxeHbl Bce napameTpbl MoAayns (CM. pucyHok 129).

YnpaBneHue KoHbUrypaumei

Y3nbicactembl Cepaucl KOWbWTYDALMOHKbIE dainsl  CkpwnTsl  APIKAOMM  YYETHBIE 33NWCM ANA CBOPA A3HKBIX  TPAHCMOPTHI MAGHUPOBWKK 53834 YMPABAEHHE KOHBHTYPaLMeER

CMNUCOK CBOWCTB KOH®UIYPALIUIA CERBERUS

[NoBGanbHLIA KNKY SETOPUIALAN 33NPOCOE Ha CepEu Brewnwit IP anpec cepenca

cerberus

| 172.30.254.65 ‘

Anpeca 3NeKTPOHHOH NOUTEI ANA yEEAO!
EH2WTATHOM M3MeHeHUA KoHOHIypaufn cucTemel

IP aapec cepeuca

MDECE BHQKTPOHHDﬁ NouTEMANA YEEAOMASHWA O
LWTATHOM M3MEHEHWNM K urypaynm cucremMol
ypau | 127.0.0.1] ‘

Beaver
CTaHAapTHLIA 3anycKk/pesxKuM oTNaaKK
Cerberus

Brewruii IP agpec cepenca release

IP agpec cepenca
BHEwWHWA NOPT CEPBMCA Ha Cepeepe ngink

CTanaapTHelid 3anyck/pexum oTnagku
9000

Brewrunii NopT cepenca Ha cepeepe nginx
MopT cepBuca

PucyHok 129 - NpocMoTp 1 pegakTMpoBaHue napameTpoB MOAYS.

Ecnu B cnncke BbiOpaTh OTAENbHbLINM NapaMeTp, TO oTobpaKeH OyaeT TONbKo OH (cM. pucyHok 130).

YnpaBaeHne KOHpUrypaumnen

¥anbl cvcTemsl Cepeichl KoHQWrypaunonrbie Gaiinsl  CkpunTsl  APIKAIONM  YMETHBIE 33NWCH ANR CBOPA AarHbIX  TPaHCMOPTLI MnakmpoBwme 33834 Ynpaenenue kondurypaumeii

CMUCOK CBOMNCTB KOHOWUTYPALIUIA CERBERUS > IP ALPEC CEPBUCA

[noBankHLIR KAKOY ZETOPU3ALIMN 3aNPOCOE Ha CepErce IP appec cepenca

cerberus

127.0.0.1/ |

Aapeca 3NeKTPOHHOA NOYTEl ANA YBEAOMASHWUA
BHEWTATHOM M3MEHEHUN KOHWIYPaLMA CHCT

Aapeca 31eKTPOHHOI NouTsl AnA yeenopfienns o - -
C6pocuth ‘CoxpanuTe

WITATHOM U3MEHEHMM KOHOUIYpaLy 2

NEPEOTNPEAENEHWE NAPAMETPOB ¥3/108

Wma napametpa: +

Beaver

Cerberus

Brewnui IP agpec,
IP agpec cepevca

CTaHAapTHEIF 2a3NycK/PEXKM OTaAKM

BHewHuii nopT cepeuca Ha cepeepe nginx

PucyHok 130 - lMpocmoTp 1 pegakTupoBaHne OTAENbHOrO NnapameTpa.

[ns penakTMpoBaHUsi COCTaBHbIX NapameTpoB (Hanpumep, Termite.DNS.InMemory) Heobxoaumo
BbIOpaTb rpynny napamMeTpoB UK OTAENbHbIN NapameTp (CM. pucyHok 131).



YnpaBaeHue KoHGuUrypaumei

Yanbl cucrembl  Cepamcal KohdwrypaumoHHbie daiins  Ckpuntel  APIKAKMM  Y4STHBIE 33MuCk AR C60DA gartbix  Tpancnopra MAaHMpOBILMK 33834 YMP3BASHHE KOHGHTYPaLMEi

CMUCOK CBONCTB KOHOUTYPALIMIA INMEMORY

Termite Brnrounte DNS B namatu

Worker

Threatintel

Qutput
BPEMR KMZHW 3HAYEHWA B NAMATH B CEKYHASX

HttpApi

E=ain | 10800 ‘

Dns

DNS & namsTy - npeazarpyzka w2 daina

InMemory

Bratgunte DNS B namatu | Jetc/termite/dummy.csv ‘

Bpem# X13HW 3HAYEHWA B NaMATH B
CEeKyHAaX

DNS B NamaTty - npeazarpyska vz ¢aina m -

MEPEQMPEAENEHWE NAPAMETPOB ¥Y3/10B

Cnncok NoKanbHLIX AOMEHOB

Bxmounte DNS ¥zen:
DNS nokansHo Wws napamerpa: . -

Cnucok noKankHeIx ceTeid

Cnucok nokankHex DNS cepeepos
| copoom. | capuann

PucyHok 131 - IMpocMoTp 1 pegakTnpoBaHne CoCTaBHbIX MapaMeTpoB.

MapameTpel, cogepxalymne naponu (tun password), He oToOpaatoTcs B OTKpbITOM Buge. [Ans nx
MaCKUpPOBaHNS MPUMEHSIETCS CUMBON *.

lMocne n3ameHeHns NnapameTpoB 00A3aTENbHO HAXMUTE KHOMKY "CoXpaHUTb", 4TOObI COXpaHUTb
N3MEeHeHHbIe napaMeTpsbl. [1py 3ToM BHECEHHbIE N3MeHeHus ByayT coxpaHeHbl B B[ MNnatdopmbl 1 B

KOHpUrypaLmoHHble dannbl.
Knuk no kHonke "COpoCcUTb" BEPHET NPEXHNE 3HAYEHMS.

[MpoBepka nameHeHnst KOHUrypaLumm n KOHPUrypauMoHHbIX harnoB OCyLLECTBASETCA pa3 B MUHYTY.
Mnatdopma cpaBHMBaET npeablayLlee 1 Tekyllee 3Ha4eHne XaLl-CyMMbl KOH(pUrypaLmMoHHbIX hannos
1 napameTpos. Npu nx HecoBnageHum MNMnatgopma BHOCUT U3MEHEHWS, OTNPABIISIET COOTBETCTRYIOLLEE

yBegomMIieHne 1 nepesanyckaet cepBuUCbl C UISMEHUBLLUUMUCA NMapamMmeTpamu.

YUTto6bl He XaaTb NPOBEPKU U3MEHEHUS KOHUIYPaLKN U MPUMEHNUTb HACTPOWKN HEMELNEHHO KITMKHUTE
KHOMKyY "3anucatb koHdurypaumio". [Nocne atoro KoHdurypaumsa 6yaeT nepesanvcaHa u

COOTBETCTBYHOLLME CEPBUCDHI Gyﬂ,yT nepesanylieHbl aBTOMaTU4eCKn.

31.2. NepeonpeneneHue napameTpoB y3noB {#nodes}

BHOCKMMblE M3MEHEHUsI NapaMeTPOoB NMPUMEHSIOTCS Ha Beex yanax [Mnatdopmbl, ogHako anst
OTAESNbHbIX Y3IT0B MOXHO YCTAHOBUTbL COOCTBEHHbIE 3HAYEHWsI NapameTpoB. [1ns aToro npu
pefakTUpoBaHUM BCEX NapaMeTpoB NpeaycMoTpeHa obnacte lNepeonpepgeneHne napaMeTpoB y3/ioB
(cm. pucyHok 132).


af://n3302

YnpaBneHue KoHUrypawmei

Yanet cuctemsl Cepance Kowpurypaumonnbie daiins  Cxpuntsl  APLimiown  YuerTbie 3anick AnA c60pa AaHHsIX w sapau wondurypaLsed
CMWUCOK CBOWCTB KOHGUTYPALWIA CLUSTERAGENT > IP CEPBUCA
[NoBGanbHLIA KAKY SETOPU3ALAM 33NPOCOB Ha C2PEMCE Ip cepenca
cerberus ClusterAgentIp
GlobalApiKey
! 127.0.0.1 ‘

Aapeca 31eKTROHHOH NOYTL ANA YEEAOMASHUA O

EHELITATHOM U3MEHEHMN KOHGUIYPALMN CHETEMEI
AlertEmailsAlert

Afpeca 3NeKTPOHHOH NOUTH ANA YEEAGMNEHUA O @ m
LUTATHOM M3MEHEHIM KOHUTYPaLMN CUCTEMEI

AlertEmailsNormal

Beaver MEPEONPEAENEHWE MAPAMETPOB ¥3/110B

Cerberus
Yzen: m balancer

ClusterAgent

worker | correlator | data

Ip cepeuca WMms napametpa: + R
ClusterAgentlp

BHewHwniA nopT cepeuca Ha cepeepe nginx
ClusterAgent Ngin:Port

Mopt cepeuca
S w m

Cm

PucyHok 132 - lNepeonpeneneHne napameTpoB y3MoB.

BbibepuTe y3en, Ans KOTOPOro HeObXoAMMO onpeaenuTbe NapameTp, Janee U3 cnucka Bbldepute
napameTp, KOTOpbI HEOBXOAMMO ONpeaenuTb Ang 3Toro yana (CM. pucyHoK 133) u HaXMUTE KHOMKY

HobaBuThb.

CLUSTERAGENT = IP CEPBWMCA

Ip cepeunca

ClusterAgent.Ip

127.0.0.1

MEPECNPEAENEHWE MAPAMETPOB ¥3M0OB

Yaen: | master [EEIELTISM worker | correlator | data

Mma napametpa:

Ip cepewca (ClusterAgent.Ip)

PucyHok 133 - Beibop napameTpa ans ysna.

3apganTe 3Ha4YeHne napameTpa U HaxmmuTe KHorky "CoxpaHuTb'. [ocne npuMeHeHnsa N3MEHEHNIN BCcex
napamMeTpoB 3anuLumMTe KOHUIypaL Mo KITMKOM Mo KHoMKe "3anucaTtb KoHdurypaumro".

MepeonpeaeneHrie NapamMmeTpoB y3roB UMEET CMbICT, €CNY BbIMONHeHa pacnpeaeneHHas
ycTaHoBka. Ecnu MNnatdgopma ycTaHoBrieHa Ha oavH cepBep, To nepeonpeaeneHne napamerpa

anAa eguHCTBEHHOrO y3na Master nmeet cmbicn, ecnv B ganbHenwem nraHunpyertca ,qo6aBneH|/|e

O0NOJNTHUTENbHbIX Y3I10B C obwmmmn napamMmeTpamun.


http://docs.pangeoradar.ru/quick_start/distr_install

Mpu nepeonpeneneHun napameTpoB Ans yana Master OyayT gelicTBoBaTh nepeonpeneneHHble

3Ha4yeHusa NapaMeTpoB, a He obLume.

31.3. lNepe3anucb napameTpoB U3 KOHconu {#console}

B cniyyae, ecnn pabotocnocobHocTh NMnatdopmbl Npu HenpaBWiibHOM 3a4aHny NapameTpoB
HapyLueHa, CyLLeCTBYET BO3MOXHOCTb NPOCMOTPETb N N3MEHUTbL 3Ha4YeHUsA napameTpos [naTtdopmbl 1

ee Moayren ¢ NoMoLLbio KoHconu (Ha yane Master).
Mepengute B katanor /opt/pangeoradar/bin komangon cd /opt/pangeoradar/bin.
[ns yTeHnsa 1 3agaHnsa NnapaMeTpPoB UCMOMb3YTCS CreayLLne KOMaHabl KOHCOMK:

1. YTteHune Bcex He nepesanncaHHbIX NapamMeTpoB:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param

PucyHok 134

2. YTeHune Bcex nepesanncaHHbIX NapamMeTpoB:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param --for-

overrides
3. YteHune napameTpa (kntod 13 3anpoca 1 Bbiwe):

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param --

param-key=<knwou>
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4. YteHune nepesanncaHHoOro napamertpa (knio4 13 3anpoca 2 Bbllle BUAa Ha3BaHuenapamempa >

idHopbil):

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param --for-

overrides --param-key="<knwuy>"

5. 3anuck napametpa:


af://n3312

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --write-param --

param-key=<knwu> --param-value=<3HayeHve>

PucyHok 136

6. 3anuck nepesanncaHHOro napameTpa (K4 13 3anpoca 2 Bhille Buaa HasBaHuenapamempa >

idHopbil):

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --write-param --

param-key="<kniwu>" --param-value=<3HauyeHue> --for-overrides
7. MNMepesanucb KoHpUrypaumoHHbix annos B BL1:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --refresh-param-

files
8. MNepe3anucb koHUrypaumoHHbIX darnos B B Ansg nepesanncaHHbIX NnapameTpos:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --refresh-param-

files --for-overrides

31.4. NopgknioyeHUe HOBOIro MHCTaHCca K
ynpaBnsaowemMy MHCTaHCY

MepeanTte B KOHCOSb aAMUHUCTPaToOpa Ha yNpaBrsitoWweM MHCTaHCe U BbIMOMHUTE KOMaHay:

/opt/pangeoradar/bin/pangeoradar-karaken create-instance --name=<ip
NOAYMHEHHOrO0 WMHCTAHCA> --url=https://<ip noauYyMHeHHOro wuWHcTaHca>:9000 --order=1
--conf=/opt/pangeoradar/configs/

Mepengute B BEG-NHTEPENC NOAYMHEHHOIO MHCTAHCA, KOTOPbIN HEOOXOANMMO NOAKITHOUNTL K

yNpaBnsioLeMy UHCTaHCY.

B pasgene «Knactep» - «YnpaBneHue KoHpurypaumen» B ceoncteax «DNS» nsmenute «Agpec
cepBuca aBTOpM3aLMmn» ykadaHHbI url-agpec Ha url-agpec ynpaensioLLero MHcTaHca B popmate

https://<ip-agpec ynpaBnswilero MHcTaHca>:8180
Haxmunte «CoxpaHntb» n «3anucaTb KOHUrypawmios.

ﬂepe|7|,u,|/|Te B KOHCOJ1b aAMUHUNCTPAToOpa Ha NoOAYNHEHHOM MHCTAaHCEe U nepe3anyCcTtute CepBUCHI

crnenyoLWYMM KOMaHaaMmu:

service pangeoradar-cluster-manager restart
service pangeoradar-cluster-agent restart
service pangeoradar-cerberus restart
service pangeoradar-toller restart

MepenguTe B BEO-NHTEPENC YNPaBSAOLLErO MHCTAaHCa U NPOBEPLTE AOCTYNHOCTb NOAYMHEHHOIO
MHCTaHca. B BepxHeM naHenu nHtepderica AOMmKeEH NOSIBUTLCS NepeknoyaTeslb UHCTaHCOB.
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