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1. UHTepdenc agpmmHuctpartopa

Mo ymonuaHnuio nHTepdeiic nonb3osatens goctyneH no URL http://<appec cepeepa>.

Mpouenypa Bxoaa u obLiee onncaHne nHTepdenca nogpodHO onncaHo B «PyKkoBoaACTBE onepaTopas.

Mpwv HaNMYMK OOMONHUTENbHbLIX MPaB MoSb30BaTENto AOCTYNEH pasaen «AQMUHUCTPUPOBaHME,
KOTOPbI COAEPXKUT CreayoLniA MyHKTbI (CM. pUCyHOK 1):

¢ [lonb3oBaTenu u Npaea - ynpasneHne nonb3oBaTensamu;

e Knactep - ynpaeneHue NMnatcgpopmon Pagap;

¢ W/CTOYHMKM - yripaBreHne nogknioyeHmemM NCTOYHUKOB CODbITUI;

¢ MOHUTOPUHT - NPOCMOTP METPUK paboTocnocobHocTn komnoHeHToB MnaTtdopmbl Pagap;
e PenyTauMOHHbIE CMUCKM - yNPaBeHne CNMckaMun MHAMKATOPOB KOMMPOMETaL/My;

e Basa 3HaHuW - ynpaBneHne 6a301 3HaHMIN NO TUNaM MHUMAEHTOB M NPaBuiamM KoppensiLmm.
¢ JluueH3us - ynpasneHve napameTpamu MLEH3NN.

45 o .
Ynpasne

MonszoBaTe.
HazHauw
Bridepir
NarvH

admin

&% Monbsosarenn u npasa
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PucyHok 1 - INMyHKTbI MeHIo pasgena «AOMUHUCTPUPOBaHME»

2. YnpaBneHue nonb3oBaTesiiMu

2.1. O06wee onucaHue

B Mnatcopme Pagap npegycmoTpeHa BO3MOXHOCTb MHOIOMOSb30BaTeNbCckor paboThl. Kaxabiin
nornb3oBaTenb paboTaeT nog CBOUMM YYETHBIMU AaHHbIMK. [1ns nocTpoeHusi paboyero npoLecca no

ynpasneHuo nHUmMaeHTamMmm norb3oBaTeriv BKITKOYaKTCA B rpynnbl COrfacHoO BbIMOTHAEMbIM (byHKLI,I/IFlM.

OcHoBHow pa3gen nHtepderica «Monb3oBaTenu n rpynnbl» NpeaHasHavyeH a5 BbINOHEHUS
cneayroLwmx OyHKUURA:

® yrnpaBlieHne y4eTHbIMU 3anncamm nonb3oBaTenemn;
® KOHTPOJ1b COCTOAHNA aKTUBHOCTU MOSb30BaTenN4,
® ynpaslieHnA ponaMu n rpynnamu nornb3oBaTenen.

Pasgen COOEepPXUT criegyrowine Bknagku:

e "Monb3oBaTtenun" — BkNajka npeaHasHavyeHa Ans ynpasneHns y4€THbIMU 3anucamm
nonb3oBaTenen.

e '"Tpynnbl" — BKNagka npegHasHavyeHa ans ynpaeneHns rpynnamm nonb3oBaTtenei.

e "Ponu" — Bknagka npegHasHadeHa Anst ynpaerneHus porsiMy, HazHavyaembIMy Nornb30oBaTernsim.

e "AyouT gencTBUIM' — BKNagka npefHasHavyeHa Ans npocMoTpa AeCTBUIA Nonb3oBaTene.

e "CoObiTHA Bxoda" - BKNagka npegHasHadveHa ang npocMoTpa cobbiTui BXoAa Nonb3oBaTenen B
Mnardopmy Pagap.

e "LDAP" - Bknagka npegHasHadyeHa ans nHTerpaumm co cny><oom kaTtanoros.

e "NlocTyn K fgaHHbIM" - BKNagka npegHasHavyeHa ans ynpasneHns 4OCTYNoM nosb3oBartenen u

rpynn nons3osatenen k pasgenam MNMnartdopmbl Pagap.

2.2. YnpaBrieHue y4eTHbIMU 3anucaMu nonb3oBaTenen

2.2.1. Bknagka "lNMonb3oBatenun". O6LWee onucaHue

Bknagka "Monb3oBatenn" cogepxut (CM. pUCyHOK 2):

e TekyLUmMIi cnncok 3apernctpupoBaHHbix B MnaTtdgopme Pagap nonb3oBartenewn B BUae TabnmyHoro
cnucka.

e dopmy Ana co3gaHus HOBOro none3oBatens B Mnatdopme Pagap — cdopma "Co3gatb HOBOro".

o DYHKUMIO Ha3HaYeHWS NoNb30BaTento Ponu.

e  OyHKuMo fobaBneHMs nonb3oBaTens B rpymnny.

Ha Bknagke "Monb3oBaTenn" AOCTYNHbI CReayoLmMe onuum rno ynpasrieHuio y4eTHbIMU 3anncamm
nonb3oBaTenen:

e Co3gaHue HOBOro MNonb3oBaTens;

e PepakTupoBaHue CyLLECTBYIOLLETO;

e YpnaneHue nonb3oBartens;

e [lepekntoveHune cTatyca akTMBHOCTM Nonb3oBaTens;
® HasHayeHue nonb3oBaTento rpynn n ponen;

e |AcknioyeHve nonb3oBaTens u3 rpynbl;

e CHsATWe C Nonb3oBaTens onpeaeneHHon ponu;
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e CmMeHa naporns nonb3oBaTernto.

YnpaBnenvie noab3oBatensmMm Nons3osatenu u npa

Toynn  Pom  Ayumacicwd  CoSemuaswosa  LDAP  [locryn K Aawkei

H pors nonssosareno HasHauus rpynny nonssossTeno Co3patb HoBorO
MOTMH  EMAIL  UMA  OAMWAMA  TPYMMbI ponu AKTMBEH?  TUN CMEHUTS NAPONIL?
dmin Jadmin & createrealm & ﬂa eayrpernn [ n Emall

fusers W ation

software_compliance_checks R m

scan_results R W
reports R &

incident R

PucyHok 2 - QkpaH ynpaBneHus y4eTHbIMK 3anucsamu nonb3oBaTtens (Bknagka "lNonb3osaTtenu
2.2.1.1. Co3pgaHue HOBOro nonb3oBaTens

[ns cospaHusa Hoeoro nonb3oatens B Mnatdgopme Pagap Heo6X0AMMO BbINONHUTL CRieayoLmne
OencTBus:

1. 3anonHutb popmy "CosgaTb HOBOro" (cM. pucyHok 3). [Npu cozgaHmm opmbl 06A3aTeNbHbI K
3anonHeHuo Bce nons hopMbl.

2. CoxpaHuTb BBEAEHHbIE AaHHbIE HaXaB Ha kHonky "CosgaTtb".

B T36n|/|u,e nonb3oBaTenen JomKHa NosBUTCS CTpOKa C HOBbIM NoJib3oBaTesieM. Monb3oBaTtenb

aBTOMaTU4eCKM co3adaeTcA C pPOJiblo USer U BKIYeH B COOTBETCTBYHOLLYIO rpynny.
3. CFeHepI/IpOBaTb napornb A4 HOBOro NnoJib30BaTENA Ha)KaB Ha NMUKTorpaMmmy u}

4. Mpun HeobXoAMMOCTM NPOBECTM HACTPOWKY rpynn 1 posien nonb3osaTtens (CM. pasgen

"MpuceoeHne ponu 1 rpynmnbl Nonb3oBaTernto').

ynpaE.ﬂEHlﬂe noJib30BaTeENAMM YnpasneHmne None3osaTensMm

™

Monbsosatent Tpynnbi Ponn  Ayaur peiicremii  CoBbimis Bxopa LDAP  [octyn k Aanksm

HazHauuTs pons Nons20BaTEMK HazHauuTs rpynny nosssosatenta COEAaTb HOBOro
BeiBepuTe NoNLzoBATEAR ¥ Beifepute poae = BuiBepuTe nonszoBaTeNR * BeiBepuTe rpyr = N
TNoruk
Test_user 01
nornH EMAIL nma SAMNANA reynnsl PO AKTWUBEH?  CMEHWTb MAPONb?
admin fadmin  create-realm W ﬂa u Email
uma_authorization W L asAD@ww.ru
fusers , ledgeb. 2
nowledgebase R W
L] g — Wms
correlator R
Metp
service_assets R W
offline_access W Qamuamna
incident_type R W Metpoe

software_compliance_checks_R \ /
L]

scan_results R W

PucyHok 3 - ®opma co3gaHus HOBOro norb3oBaTens

2.2.1.2. PepakTnpoBaHue AaHHbIX NOfib30BaTens
[1ns BHECEHMS UBMEHEHWI B JaHHble Nonb3oBaTens Heobxoanmo:

1. HaxxaTb Ha nukTorpammy B CTPOKe MHTepecytoLero nons3oatens. OTkpoetcsa dopma

"N3ameHeHne" ¢ gaHHbIMW NOonb30BaTens 4OCTYMHbIMU AN peaakTMpoBaHus (CM. pUCYHOK 4).
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2. BHecTn Heobxoanmble N3MEHEHNS U HaXaTb KHOMKY «OBHOBUTbL» AS1S1 COXPaHEHUSI U3MEHEHWIA
NI KHONKY «OTMEHUTb» (A5 OTMEHbI).

YnpasneHWe Nonb3oBaTensMn Ynpasnere none3osaTen AN
Monssosatenn  fpynnst  Ponm  Ayawrpciicromii  CoBbirwa sxoga IDAP  [floctyn k ganmem
R N T rmererne I
ori
admi_test
NOTHH EMAIL uma CAMUNNA TPYNMNbI PO AKTWUBEH? CMEHWTb NAPONL?
admin jadmin §  create-realm § Eua u n Email
jusers W uma_authorization W Tesas @

knowleclgebase R & Wms

correlator R
Vean

service_assets R W

offline_access W Danmaus

incident_type R & Wearos
admin
locale | ru u
software_compliance_checks R &
scan_results R Kniou
reports R &
oo 2 [F Y,
admitest  12345@wwru  Meaw  Mearos jusers W uma_authorization W B 0O
knowledgebase R &

PucyHok 4 - ®opma pegakTnpoBaHns AaHHbIX Nonb3oBaTtens
2.2.1.3. UameHeHMe napons

[ns nameHeHns napons nonb3oBartend HeobXxoaMMOo HaxaTb Ha NUKTOrpamMmmy n, nocne 4yero 6y,u,eT

creHepupoBaH HOBbIV Naporib B NOABMBLLENCS OpMe pSgoM (CM. PUCYHOK 5).

CrerepnposaTs HosbIf napons

admi_test 12345@ww.ru Vead WeaHos Jusers W uma_authorization & E,ﬂa @Mmmﬂu n n

knowledgebase R W
correlator R &

service assets R

PucyHok 5 - FeHepaLusi HOBOro naporsi nonb3oBaTerns
2.2.1.4. YpaneHue nonb3oBaTens
[ns yoaneHus nons3oBatens ¢ Mnatdgopmbl Pagap Heobxoanmo:

1. Haxatb Ha nukTorpammy u

2. B oTKpbIBLLEMCS OKHE NOATBEPAUTL yaaneHue nosnb3oBartens (CM. pUCyHoK 6).

@ demo?.pangeoradar.tech

TouHO yaanuTs?

Otmena

PucyHok 6 - YaaneHuve nonb3oBaTtens

2.2.1.5. NMpucBoeHune ponu nonb3oBaTtesnto. OTKNOYEeHMe ponu
[ns npucBoeHus Nonb30BaTeNto HOBOW PO HEOBXOAMMO (CM. PUCYHOK 7):

1. B obnactn "HasHaunTb porb nonb3oBaTento” BbibpaTb B pacKpbiBaloLEMCs CNIUCKe
nornb3oBaTernen MHTepecyoLLLEero Nonb3oBaTens.

2. BbibpaTb B packpblBaloLLEMCS CUCKE poriert HeOOXOAMMYO pPorb.

3. Haxatb Ha kHonKy "HasHaunTb pornb".

YkasaHHas porb AoMmKHa NOSBUTCS B CUCKE poren nonb3oBaTens (KornoHka Tabnmubl "Ponn™).
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Monszosatenn Tpynne Poan AyanT AercTBMIA CobriTiA BXOAA LDAP JocTyn K gaHHBIM

HazHaumTe POAE NOAE30BATENHKD HazHauuTe rpynny Nons30BaTentd c

admi_test * Buibepute pons ‘ HazHauute pone Bribepute nonsaoeatens ¥ Boibepurte rpynny = n
M

~

BrifepurTe pons

NOTUH EMAIL admin PO AKTWBEH? CMEHWTL NAPONBL?

. correlator_A E
admin - create-realm W E,ﬂa n u o

correlatar_C

[RORTIE M S

PucyHok 7 - MNpuceoeHne nonb3oBaTento HOBOW ponu

[na oTKNtoYeHnss ponu oT nonb3oBaTens HeobxoANMO BbIGPATL B CNUCKE HYXXHOTO Mornb3oBaTens u B
KoroHke "Pornun" HaxaTb Ha NuKTorpammy n PSAOM C Ha3BaHWEM TOW ponu, KOTOPY Heobxoanmo

OTKITOUMUTb OT JaHHOro nonb3oBaTens. YkaszaHHasi pornb 6y,u,eT yAoaneHa 13 CTPOKu nosnb3oBaTeriA.

Taknm 06pa3omM MOXKHO yaanuTb TONbKO OTAENbHO A06aBreHHY0 Norb3oBaTesto posb. Porb,
NPUBSI3aHHYIO K rpynne 1 Ao6aBrneHHy Norb30BaTeso Npyu BKIHYEHUN ero B rpynny yaanuTb Takum
obpasom HeBO3MOXHO. Poru, accoummpoBaHHbIE C rpynnoi, yaansitoTcs Y Nonb3oBaTens, TONbKo

TOorga, Korga ero UCKn4arT U3 aToN rpynnbl.
2.2.1.6. BknoyeHue nonb3oBartesnsa B rpynny. YaaneHue us rpynnbl

[nsa BknNoYeHUs nonb3oBaTens B HOBYHO rpynny (CM. pUCyHOK 8):

1. B obnactu "HasHaunTb rpynmny nonb3oBaTernto” BbibpaTe B pacKpbIBaOLLEMCS CMMCKE
nonb3oBaTernen MHTepecyoLLEero Nonb3oBaTens.
2. BbibpaTb B packpblBatoLLeMCSl CrUCKe rpynn HeoOXoaMMyto rpynny.

3. Haxatb Ha kHomKy "HasHauuTb rpynmy".

YkasaHHas rpynna gormkHa NnosBMTCSA B CNUCKe rpynn nonb3osaTtens (KornoHka Tabnuvubl "Ipynnbl”).

Nanssosatenu Tpynne! Ponu  Ayaur peiictamil Cobumuamxopa  LDAP  Jlactyn k gammsim

HasHaunTe ponk Nons3ceatento HazHauuTe rpynny nonszoeatento Ct

Jlo

Beibepute rpynny
NOTUH EMAIL nma ©AMWMIKNA rpynnel PO AK [Test_users

. . fadmin E
admin Jadmin & create-realm W E n =m

o Jusers
fusers W uma_authorization W

Lmmeedadnabiann 0 =

PucyHok 8 - BkntoyeHne nonb3oBaTens B rpynny

[nsa ncknoyeHns nonb3oBaTenst U3 rpynnbl BobibepeTe B CNMCKe HYXKHOro NOMb30BaTeNs U B KONTOHKe
"Mpynnbl" HaxaTb Ha NUKTOrpaMmy n PSAOM C UMEHEM TOW Ipynnbl, U3 KOTOPOW HEOOXOAMMO

yoanutb aHHOro nofib3oBartens. YkazaHHas rpynna 6y,u,eT yoaneHa n3 CTpoku nosib3oBaTend.

2.2.1.7. NameHeHue aTpMbOyTOB Nonb3oBaTens
lNonb3oBaTento MoryT ObITb Ha3HaYEHbI pa3Horo poaga anM6yTbI, BnndaoLine Ha nosegeHne

Mnatdopmbl Pagap unu cogepxawime MHOOPMaLMOHHbBIA XapakTep.

1. Ons po6asneHns HOBOro atpmbyTa nonb3oBaTento HEO6X0AMMO OTKPbLITE hOPMY peaakTMpPoOBaHMS
OaHHbIX nonb3oBaTens (cM. pasgen "PegakTnpoBaHne gaHHbIX Nornb3oBatens')(CM. pucyHok 9).

2. Beectu B none "Kntoy" Ha3BaHne HOBOro atpmbyTta u HaxaTb Ha NUKTOrpaMmmy .
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N3meHeHne

NoruH

writer

Ermail

WKW W

Mras

Writer

DarKMana

Test

locale  ru

Kawou | test_key

PucyHok 9 - CosgaHne HoBoro atpubyTa nonb3oBarens

[+ R =

B dopme penaktnpoBaHus nobasutcs none HoBoro atpubyTa (cM. pucyHok 10). B gaHHOe none MoxHo
BHECTM COOTBETCTBYIOLLEE 3HAYEHME.

locale  ru

test_key | a569hts001 n

Kntou

PucyHok 10 - AlameHeHne 3HaveHns HoOBOro atpmbyTa nonb3oBaTtesns

Mo 3aBepLUEHNIO BHECEHWS U3MEHEHMI NX HEOBXOAMMO COXPaHUTb, HaxaB Ha KHOMKY «OBHOBUTL» (CM.
pUCyHoK 9).
Ons yoaneHus atpubyTa 13 npoduns nonb3oBartenst HEOOXOAMMO HaXaTb Ha COOTBETCTBYHOLLYHO

aTpubyTy NUMKTOrpammy n
Hwuxe B Tabnuue 1 npyvBedeH CrcoK UCMOSb3YeMbIX CUCTEMHbIX aTpUOYTOB.

Tabnuua 1 -- CnnMcok cMcTeMHbIX aTpubyToB:



HassaHue OnucaHue

CTpokoBOe 3Ha4YeHne oTBevaroLlee 3a KOHBEPTaLMIO BPEMEHHbIX
tz METOK B MHTepdperice B HY>KHYHO TaliM30HY nosb3oBaTento. 1o
ymorn4aHuio — Europe/Moscow.

CTpokoBOE 3Ha4eHue ¢ NnobbiM coaepXKMMbIM OTBEYAET 3a [OCTaBKY
is_system_notification cucTeMHblx yBegomneHun ot Mnardopmel Pagap nonb3osaTternto Ha
E-mail

2.2.2. YnpaBneHue rpynnamm nosiboBarerneun

2.2.2.1. Bknagka "lpynnbl". O6wee onucaHue

Bknagka "Ipynnbl" coaepXuT (CM. pucyHok 11):

e TekyLumi cnucok 3apernctpupoBaHHbix B MnaTtdopme Pagap rpynn nonb3osatenen B Buae
TabnmyHoro cnucka.

e [lone ons co3gaHns HOBOM rpynnbl nonb3oBatenen B Mnardopme Papap — dopma "Cosgatb".

e DyHKUMIO accoumaunm ponu ¢ rpynnomu.

Ha Bknagke "Mpynnbl" OCTYNHbI CriegytoLme onummn nNo ynpasneHuto rpynnamm (CM. pucyHok 11) :

e [1pOoCMOTp CyLLECTBYIOLLMX FPYMnn Nofb3oBaTenen;

e Co3gaHune HOBOW rpynnbl Nofib3oBaTenen;

® |/IaMeHeHWI CyLLecTBYOLLEN rPYNbl NOfb3oBaTenen;
e YpnaneHwe rpynneol.

e HasHayeHue nosib3oBaTeNlbCKUX poren rpynnam;

e  OTKNIOYEHNE NoNb30BaTENbCKUX pone|7| OT rpynnbl.

YnpaBaeHve Noab3oBaTENAMN Ynpasnesue nonssosatensmmn
Monssosaten Fpynne: Porm  Ayawr aeiicramii Cobmruasxopa  LDAP  [loctyn  manmeins
HasHauwTs ports rpynne Cosgats
s
nyTe umMma
ao
Jusers users nowledoebase R & n

correlator R
service_assets R
incident_type R W

software_compliance_checks R W
scan_results R

reports R

incident R W

PucyHok 11 - QkpaH ynpaBneHus nonb3oBaTenbCKUMn rpynnamm (Bknagka "Mpynnbl
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2.2.2.2. Co3pgaHue rpynnbl nosib3oBaTenen

[ins cospaHusa HOBOW rpynnbl HE06X0AUMO BBECTU MM rpynibl B hopMy "Co3gaTth” 1 HaxaTb Ha
kHorky "Cosgate” (cM. pucyHok 12). HoBas rpynna otobpasnTtcs B CnnCKe Nonb30BaTENbCKMX FPymn
MnaTtdopmbl Papap.

Co3aathb

SIXE]

‘ Test_users

PucyHok 12 - dopma cosgaHus HOBOW rpynnbl

2.2.2.3. PepaktnpoBaHue AaHHbIX Fpynnbl Nofib3oBaTeneun
[ns BHECEHMS UBMEHEHWI B JaHHble Nonb3oBaTens Heobxoanmo:

1. Haxatb Ha nuktorpammy B CTpPOKe nHTepecytowen rpynnbl. OTkpoeTcs dopma "MameHeHne"

C AaHHbIMU Fpynnbl, AOCTYMNHLIMU 515 peAakTUpoBaHUs (CM. pUcyHok 13).
2. BHecTn Heobxoanmble N3MEHEHNS U HaxkaTb KHOMKY «OBHOBUTbL» AS151 COXPaHEHWSI U3MEHEHWIA
U KHonky «OTMeHUTb» (A58 OTMEHbI).

HasHauuTs pons mpynne W3meHeHwne

s
Test_users
nyTb uma
Jadmin admin [+ ] ] Myre
[Test_users
flest_users Test_users (v
jusers users knowiecgebase R & a

PucyHok 13 - ®opma pegaktupoBaHus rpynnbl

2.2.2.4. lpucBoeHne ponu rpynne nonb3oBaTtenen. OTKIOYEeHNEe ponu ot
rpynnbi

[ns npucBoeHua rpynne nons3oBartenert HOBOW pony He0BXoaAMMO (CM. pUcyHok 14):

1. B obnactu "HasHaunTb ponb rpynne” BbibpaTb B packpbiBaKOLLEMCSI CMIUCKE TPYMM MHTEPECYHOLLLYIO
rpynny nonb3oBaTenem.

2. BbibpaTb B packpblBatoLLEMCS CUCKe poriert HeOOXOAMMYO Porb.

3. HaxaTtb Ha kHonKy "HasHaunTb pornb".

YkazaHHasi pornb AOMKHa NOSIBUTCS B CNIUCKE poren BblopaHHoW rpynnbl (konoHka Tabnuubl "Ponn™).

Monssosatenn  [pynnwi  Ponw  Ayaavaciicronii  Cobervm mxoga  LDAP  JlocTyn K aanmemt

HasHauuTs pors rpynne Co3partb
Wms
BeibepuTe pons ~
e admin
@o
correlator_C
Jocin comeater.0 an

correlator R

Jusers wledgebase R [+ ]#]
correlator_U 9 4

create-realm elator R W
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PucyHok 14 - lNMpucBoeHme nonb3oBaTento HOBOW PO

[ns OTKMIOYEHMS NONb30BATENBCKOM PONM OT rPynnbl HEOBXOAUMO BbIOPaTh B CIIUCKE HYXXHYIO Fpymny w1

B KOMnoHke "Ponu" HaxaTb Ha NUKTorpaMmmMmy n PSAOM C Ha3BaHWEM TOW ponu, KOTOPYH Heobxoanmo

OTKJTHOYNTL OT /J,aHHOﬁ Nnonb30BaTeNbCKOWN rpynnbl. YkazaHHas ponb 6yneT yoaneHa 13 CTPOoKK rpynnbl.
2.2.2.5. NMpenycTaHOBMEHHbIA CNUCOK rpynn nonb3oBaTteneun

B MnaTtcopme Pagap ncnonb3aytoTcs rpynnbl nonb3oBaTenen no ymonyaHuto, npeacTaBieHHbIe B
Tabnuue 2.

Tabnuua 2 -- MNpeaycraHoBNEeHHbIE rPpynMbl NONb30BaTeNen

HasBaHue rpynnbi BknioyeHHble ponu
admin

- knowledgebase_R
- correlator_R
- service_assets_R
Users - incident_type_R
- software_compliance_checks_R
-scan_results_R
- reports_R
-incident_R

BHumaHume! 'pynna «Users» nobaBnseTcs BceM nonb3oBaTtensam no ymondaHuio. E€ Hanuune
HeobxoaMMo Anst KoppekTHoW paboTbl nonb3oatens ¢ Mnarcdopmon Papap.

BHumaHue! [Nonb3oBaTteny, BKIoYeHHbIe B rpynny «Adminx», MMeT AOCTYN KO BCEM pasfenam u

HacTporikam Mnatdopmbl Pagap.

2.2.3. YnpaBrneHue ponsimum nosib3oBartersieu

2.2.3.1. Bknagka "Ponu". O6wee onncaHue

Bknagka "Ponun" cogepxuT (CM. pucyHok 15):

e TekyLumi cnucok co3fanHbix B Mnardopme Pagap ponei nonb3oBatenen B Buae TabnmyHoro
cnucka.
e [lone gns cosgaHusa HoBoOK ponu nonb3oBatens B NMnatdgopme Pagap - dopma "Coszgatb".

Ha Bknagke "Ponun" gocTynHbl cnegyoLlme onuumn o ynpasneHuo ponsMmm (CM. pycyHok 15) :

e [IpocMOTp CyLLEeCTBYOLWNX pornen nonb3oBaTenen;
e Co3gaHue HOBOW ponu norb3oBaTtenen;
® |13meHeHui CyLLeCcTBYIOLLIEN pOnu nonb3oBaTtene;

® YaganeHue ponu.
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¥Yn PaBAeHWe nosib3oBaTe/IaMn Ynpasaerie nonbsoBaTensmm
MNonusosarenu  fpynnei  Ponu  Ayawrpeiicrowii  Cobutwasxopa  LDAP  floetyn k ganmbim

% umMA ONWUCAHME Cozaarb
admin ${role_admin u Vinan
correlator A YnpagneHue KoppenaTopana n

Orucarue
correlator C Co3aarme npasun KOPpPEAALA u
comelater_D YaaNeHMe NpaEuA KoppensLAK Boa
%
correlator R MpocvoTp npaEus KoppensLumK u
Cozpars
correlator_U ViameHeHue npasun KoppeasLivia u

create-realm S{role_create-realn [+ ] %]
events R MpocvoTp coburmmii u
incident_C Coagarine uHLMAeHTOS n

PucyHok 15 - QkpaH ynpaBneHust ponsmu nonb3osarenei (Bknagka "Ponuv
2.2.3.2. Co3paHue nonb3oBaTesibCKOW posnu

[ns co3gaHusa HOBOW ponu HeoOXoaMMO BBECTU UMS 1 onucaHne ponu B hopmMy "Cosgate" n HaxaTb
Ha kHonky "Co3gaTtb" (cM. pucyHok 16). HoBasi ponb otobpasutca B cnncke ponen Mnatdopmbl
Papap.

Monesosarenvt  [pynnst  Ponn  Ayawraeiicrawi  CoBurnasxosa  LDAP  Jlocryn K Aammsim

UM OMUCAHUE Cospate
wnn B Strol_admin an Vs

Test
correlator A VApABAEHIE KOPPEARTOPAMH n

Onucane

correlator_C Cosnarive npasun koppenaLn n
Tecrogan pons

ormeltord Yare-we nssan soppenm (4]

correlator R MpocuoTp npagin KoppenauumA u
\ == /

correlator U1 Uaueranue nnanua connens iuu mm

PucyHok 16 - ®opma co3gaHms HOBOW MONb30BaTeNIbCKOM posnu

2.2.3.3. PepaktupoBaHuMe AaHHbIX NONIb30BaTeIbCKOW ponu
,D,ﬂﬂ BHECEHUSI UIBMEHEHUI B AaHHble pon H606X0,EWIMOZ

1. Haxatb Ha nuktorpammy B CTpOKe nHTepecytowen ponu. OTkpoetcsa oopma "N3ameHeHne" ¢

napameTpamu ponu, JOCTYNHbIMU A5 PeAaKTUPOBaHUSA (CM. pUCYHOK 17).
2. BHecTn HeobxoanMble N3MEHEHUS U HaxaTb KHOMKY «OBGHOBUTL» A1 COXPaHEHWS U3BMEHEHUI
U KHonky «OTMEHUTbL» (A1 OTMEHbI).

uma OMUCAHUE /M}MGHEHME \

admin S{role_admin} n Vimn

service_assets_C
correlator A VRpaBAEHAE KOPPERRTOPEMY n

Onucarive

correlator_C Co3aaue Npasn KoppenaLIAN n

Cosaarine avBos, Py, WHTepdericos, HacTpolika

naenTMdUKaLIN
correlator_D ¥ aaneHie RAGNA KORPEAALIM [w]

v
correlator R MpocvoTp npasun koppenauma n
Oﬁmlm Ormenvs

correlator_U ViaweHeHve MoaBAn KopREARALAA n

PucyHok 17 - ®opma pegakTnpoBaHns napameTpoB MoNb30BaTENIbCKOM Ponn

2.2.3.4. MpenyctaHOBMEHHbIA CNUCOK porien Nonb3oBaTernen

B cucreme ectb npeaycTaHoBneHHbI HAbop NpuBMerui (ponein), KoTopble MOryT OblTb Ha3HaYeEHbI
nonb3oBaTensam (cm. Tabnuuy 3).

Tabnuua 3 -- MNpegycTaHOBMNEHHbIe NOMb30BaTeNbCKMe Porm
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HasBaHue ponu
admin

apikeys_C
apikeys_R
apikeys_U
apikeys_D
cluster_agent_access
cluster_manager_access
config_params_R
config_params_U
configs_C
configs_R
configs_U
configs_D
correlator A
correlator_C
correlator_D
correlator R
correlator U
events_R
incident_C
incident_D
incident_mass_U
incident_R
incident_status_U
incident_type_C
incident_type_D
incident_type_R
incident_type_U

incident_ U

OnucaHue ponu

AOMUHNCTPATOP CUCTEMBI

CosgaHue API-kntoven

MpocmoTp API-kntoven

M3meHeHue API-knioven

Ynanenue API-kntouen

Hoctyn k AP| knactep-areHTa
HocTtyn k APl knactep-meHexepa
[MpocmoTp NapameTpoB KOHMUrypaumm
M3meHeHne napamMeTpoB KOHUrypaLmm
CospgaHue koHdurypaumi

MpocmoTp KoHUrypaumm
M3meHeHne koHdurypaumi
YnaneHue KoHdurypaummn
YnpasneHune koppenaropamu
CospgaHuve npaBun Koppenauum
YnaneHve npasun Koppensaummn
[MpocmoTp npasun Koppensauumn
V3ameHeHne npaBun koppensauum
MpocmoTp cobbITUiA

CosgaHuve nHunaeHToB

YnaneHve nHUnaeHToB

MaccoBble 4eNCTBUSA C MHUMOEHTaAMU
MpocmMoTp MHUMOEHTOB

M3meHsTb cTaTyc nHumngeHTa
CospgaHuve TMNoB MHLMOEHTOB
YaaneHve TMNoB MHUMOEHTOB
[MpocMOTp TMMNOB UHLMAEHTOB
M3ameHeHne TMNoB MHUMOEHTOB

I3MeHeHne MHLUMAOEHTOB



HasBaHue ponu OnucaHue ponu

incident_users U HasHauyeHusa nonb3oBaTtene ana uHuugeHTa
knowledgebase_C CospaHue 3anuceli 6asbl 3HaHUI
knowledgebase_D Ynanexue 3anucei 6a3bl 3HaHWUI
knowledgebase_R MpocmoTp 3anucein 6asbl 3HaHWI
knowledgebase_U M3ameHeHue 3anuceli 6asbl 3HaHUI
monitoring [locTyn K MOHUTOPUHTY

nodes _C [obaBneHue y3nos

nodes_R [MpocmoTp y3noB

nodes_U N3meHeHue y3nos

nodes D YaaneHue y3nos

reports_C Co3spgaHue oT4yeToB

reports_D YpnaneHue oT4yeToB

reports_R MpocmoTp oT4yeTOB

reports_U MN3meHeHne oT4eToB

roles_ R MpocmoTp poren

role_install YcTaHoBKa ponen

scan_results_C 3arpyska pesynsraToB CKaHUMPOBaHUS
scan_results D YpaaneHve pe3ynstatoB CKaHUPOBaHUS
scan_results_R MpocMoTp pe3ynbTaToB CKaHUMPOBaHMUS
scan_results_U NameHeHWe pesynsTaToB CKaHMPOBaHUS

. CospgaHue akTuMBOB, rpynn, MHTEPENCoB, HAacTpoKKa
service_assets_C
naeHTumrKaummn

. YnaneHue akTuBOB, rpynn, MHTepdencoB, HaCTponKa
service_assets_D
naeHTumKaummn

. [MpocMoTp akTUBOB, rpynn, MHTEPEENCOB, HACTPOMKA
service_assets_R
naeHTumrKaummn

. M3meHeHne akT1BOB, rpynmn, MHTEPEENCOB, HAaCTPOKKa
service_assets_U
naeHTumrkaummn

. CospgaHue npaBun n Habopos NpaBusl OLEHKN
software_compliance_checks_C
cootBetcTBus 1O

. YaaneHve npasui U HAGOPOB NpaBuUIT OLIEHKM
software_compliance_checks_D
cootBetcTBua 10



HasBaHue ponu OnucaHue ponu
software_compliance_checks_R MpocMOTp BCEX CyLLHOCTEN oLeHku cootBeTcTBus MO

. N3meHeHne npasun un H860pOB npasus OLUEHKN
software_compliance_checks_U

cootBetcTBMUaA 10

sources_C Co3naHue UCTOYHNKOB

sources_R [MpocMOTp UCTOYHUKOB

sources_U N3meHeHne NCTOYHUKOB

sources D YnaneHne NCTOYHUKOB

system_admin AOMUHUCTPATOpP cucTeMbl 6e3 4oCTyNa K faHHbIM

BHumaHwme! [Nonb3oBaTteny ¢ HasHa4YeHHoW porbio «Admin» ByayT MMeTb AOCTYMN KO BCEM
pasgenam n HacTponkam MNMnatdopmbl Pagap.

2.2.4. AyauT nencTBum nonb3oBaTens
2.2.4.1. O6Lwee onucaHue

Ha Bknagke «AyauT genctBumn» agmuHuctpartopy Mnardgopmbl Pagap npegcraBnaoTca pyHKLMM
NpPOCMOTpa BCEX COBEpPLLUAEMbIX MOMNb30BaTENSIMU OENCTBUI NO BHECEHUIO M3MeHeHu B MnaTtdopmy
Papap.

[ns HacTporKM NpocMoTpa NCNOSb3YITCS creayrowme OunsTpbl:

e [1o BpEMEHHOMY OKHY.
¢ [lo nonb3oBarernto (No BCeM Monb3oBaTensiM Un No BbIOpaHHOMY).
e [lo cepBucy (Mo BCeM cepBucCam Unv no BelGpaHHOMY).

e [lo cyLHocTM (unbTp AOCTYNEH NPU BbIGOPE OTAENbHOIO cepBuca).

[nsa ocyLlecTBrneHns nomcka AencTBMn HeOBXo0AMMO BblbpaTb BDEMEHHOE OKHO U HaXaTb KHOMKY
«[Nounck» (cM. pucyHok 18). o ymonyaHuto novnck AencTBuii byaet npovnsBedeH no BceM
nonb3oBaTensM 1 No BCEM cepBrcam.
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AyaunT AecTBMIA Nonb3oBaTenei Monk3osateny u npasa

Moassosatenn Tpynns: Ponu AyanT asiicrenii Cobeima sxoaa LDAP  Jlocryn k garnsim

AyanT AeNCTBMIA NoNb3OBaTeNnen

1 2 3 5
ID
CBA3AHHOW CUCTEMHOE
BATA CEPBMC MONb3OBATENL AEWACTBME CYWHOCTE ID CYWHOCTH CYWHOCTH AEACTBME AETANN
2023- x
EPHOBUK
&2 Monwsosarenn u npasa 03-02  Bopkep admin Jobaenenne fRCK /Jtermite_api-172.30.254.75/test/grok Her
13:10:04 -
2023- "
03-02  PMU admin raccosos Kowrewt  d1fb7208-387a-459d-9583-41838402d35b Her
P yAansHue
3:09:52
2023-
03-02 Bopkep admin JobaensHue Mapcep /termite_api-172.30.254.75/parser/1221 Het
13:09:20
Bopkep admin Aobaenenne Mapcep /termite_api-172.30.254.75/parser/1222 Her
YepHoeuk
Bopke| admin obaeneHue Jtermite_api-172.30.254.75/test/grok Het
prep A SROK LE[E 9
YepHoBUK
Bopke admin 0BaENEHWE Jtermite_api-172.30.254.75/test/grok Het +
prep A “ROK _api g -

PucyHok 18 - QkpaH npocMoTpa AeNCTBMI NOMb30BaTeNs 40 BBOAA AaHHbIX

2.2.4.2. HacTpouKa cnucka nencTemm nonb3oBartens

D,J'Iﬂ nposegeHna noncka no OEencTBMaM KOHKPETHOIO MnoJib3oBartens Heobxoanmo Bbl6paTb AaHHOro

nonb3oBaTens B packpbiBatoLemca cnucke "lNonb3oBatens'.

[ns npoBeaeHns novcka no AercTBUAM, CBS3aHHbIM C KOHKPETHBIM CEPBUCOM, HE0BX0AUMO BbIGpaTh

MHTEpPECYIOLLMIA CEPBUC B packpbiBatoLLemcs cnmcke "Cepsuc'.

PesynbraTtbl noncka npeactaBnsAloT cobor CNUCOK AENCTBUI NoMb3oBaTens (BCex nornb3oBartenen) Ha

BbIOpaHHOM cepBuce (MM BCeX cepBUcax) 3a ykasaHHbIN nepurog BpemMeHu (CM. pucyHok 19).

Ayant peiAcTBMii Nnoab3oBaTeneii

Bpemn Monssosarens Cepauc Cywrocts
2 -2l Boe + keydoak s user B
Deficrane D cywroc 1D cemzanmoit cywroc
Bee B
ID CBA3AHHOW CUCTEMHOE Tian
AATA CEPBAC CYWHOCTb ID CYILHOCTK CYWHOCTH LENCTBUE NEACTBHE MONMb30BATENL AAHHBIX LAHHBIE
i 7d49-2¢1 c-4d7e-

bedf-084252e97 14", "createdTimestamp’™:1 1,"username’:"admi_test","enabled":true,"totp"false

20210730 637d7d49-2c1c-4d7e- it . Writer Test - “emailVerified"false,firstName":"Vean " "lastName": Visaros","email® attributes™:('locale”;
18:0439208 bedf-0842529714e (writer) 1) fssys disableableCredentialTy viredActions”
WORD"]'notBe "access™;
{"manageGroupMembershiptrue true,"mapRoles " true. impersonate™:true.'manage”itrue)

2021-07-29 enabled™:true, "totp™false,"em
T Keycoak  user " 'attributes{"locale”s
22:04:49.000

. Writer Test
edit false ! json
(writer)

alse, firstName":"Writer","lastName" " Test","email
['ru’]"test_key":["a569hts00 1} "disableableCredentialTypes™ (], requiredActions :[1," notBefore":0,"access"

"manageGroupMembership'itrue"view':true, mapRoles" true. impersonate"true.'manage " true)

2021-07-29 99594fe-Ocel-4b08- Writer Test

keyeloak delet “l (1" *199594fe-Deel-4b08-3218-4b7541 003"
211441416 YE0RC user 3218-4b7541c200c9 e e (writer) Jsen it e-Oee a 200
2021-07-29 6374749-2¢1c-4dTe- . Writer Test R .
SRS keyeosk use Joesected resetPassnord  fale ' jeen (6" £3707649-2¢1 c-AdTe bect-084252697 1 42"
20:5732626 bedf-084252¢97 142 (witer)
2010729 ereTade 2 e dar At ot bedf-084252607 1 4¢" "crestedTimestamp 4162757
121-07- 7d7d49-2¢1c-4dTe- Wi
Soasmaney Kevdeak user Uz o USA‘L'[‘ [g’uE edit false i E; & json “emailVerified false,"firstName":"Vga", lastName': Msaxos", email”
20:38:2 .084252297 (writer)
Suienass “ e — ['ru"])"disableableCradentialTypes"{],"requiredActions"{"UPDATE_PASSWORD"],"notBefore™0, access":
'manageGroupMembership:irue, view':true mapRoles'strue,‘impersonate™true. managetrue
(i E3747¢49-2¢ 1 c-Ad7e-
L o L bed-084252697 14¢","createdTimestamp™y 16275793575 11, ‘username™r'ami_test""enabled"alse, "totpfalse

PucyHok 19 - Cnucok aencTsumi nonb3oBaTens

Mpu BbIOOPE NoOMcKa No oTAenbHOMY cepBucy AobaBnaeTcs pmnsTp NoO CYLHOCTW, acCOLMMPOBaHHON C
cepaucom. INMpu Bbibope kakon-nnbo CyLHOCTM Ha 3kpaH [06aBNSTCS BO3MOXHOCTU ounsTpaumum no
aencrtemam cylHocTy, ID cywHocTr u ID cBA3aHHOM CyLHOCTH (CM. pUCYHOK 19).


af://n489

2.2.4.3. PacluMpeHHbIN Nnor AencTBUN, CBA3aHHbIX C aBTOpU3auuen

Takke eCTb pacLUMPEHHbI NOr 4eNCTBUN CBA3aHHbIN ¢ aBTopmaaumen. OH AOCTyneH no agpecy
http://<agpec cepepa>:8180/auth/admin/master/console/#/realms/master/events

NAHrEO 2 Admin v
PARAP 2 Admin

Wsiar CobbITns

Cobbimasxoga  CoBbiTuA agMuHNCTpaTopa  Kowgurypauws

Bpews Tun cobbiTun Aeranu
3n2i21 LoGIN
2:58:17PM Kavwest

. ——
Aetann +

a2 Loain

2:57:52PM Kavent radar-ui
MNone3osatens  93adf94b-0f93-45d1-8b3c-a15a38399d49
P anpec [ ]
fetann +

312121 Loain

2:43:12PM Knvent radar-ui
MNonb3osatens  93adf94b-0f93-45d1-8b3c-a15a38399d49
1P agpec I
Aetann +

a2 Loain

2:10:39PM Knvent radar-ui
Monssosstens | $3ad194b-0193-4501-8b3c-215238399048
P agpec —
Aetann +

a2 Loain

2:02:40 PM Kavent radar-ui
MNone3osatens  93adf94b-0f93-45d1-8b3c-a15a38399d49
P anpec ]
Beramn +

PucyHok 20 - PaclumpeHHbIn MHTepdenc ynpasneHnsa nonb3oBaTensMmm, NpocMoTp cobbITuin BXoaa

[aHHbIN NHTEPdENC ABNAETCA YacTbio Crybbl LeHTpann3oBaHHoM ayTeHTuduKauum NMnatdopmbl
Papap v He npegHasHayeH Ang py4yHoro agMUHUCTpUpoBaHusa 6e3 HeobxognumMocTu.

[ns Bo3spaTta B nHTepderic Nnardopmbl Pagap Bocnonb3yntech nepexoaom U3 norb3oBaTenbCKoro
MEHIO (CM. pUCyHOK 21)

YnpaBneHme y4eTHOM 3anuncbo

NHPopmaums o cepBepe

BepHyTbCA B Mnatpopmy

Bbixoa

PucyHok 21 - nonb3oBaTenbCkoe MEHH0 Cry>K0Obl LIeHTpann3oBaHHOM ayTeHTUMKaLun.


af://n496

2.2.5. NMpocmoTp cobbITUM BXoaa Bo BKknagke "CobbiTnsa Bxoa"

Ha Bknagke «Cob6bITUA Bxoga» (CM. pUCYHOK 22) oTobpaxaroTcsi CobbITUSA NonyyYeHns AocTyna

none3oatensmu k Mnartdopme Pagap.

CobbITusA BXOJ4a MNoAbL3oBaTEAW W NpaBa

Nonezosarenw  [pynnei  Ponw  Ayaur geficremin  Cobera sxosa  LDAP [JlocTyn k gammeim

CobbITUA BXOAa
[ 4c5v |

Bpemsa

2023-03-17 00:00:00 ~ 2023-03-25 23:59:59 [

=
NATA TWN COBLITUA NONL30OBATENB IP AOPEC
2023-03-24 12:30:37 QBMeH TOKEHa Ha Katoy 932df94b-0f93-45d1-8b3c-a15a38399d49 172.30.254.1
2023-03-24 12:30:35 Bxoa 93adf94b-0f93-45d1-8b3c-a15a38399d49 172.30.254.1
2023-03-22 14:25:04 OBMeH TOKEHa Ha KAy 932df94b-0f93-45d1-8b3c-a15a38399d49 172.30.254.1

2023-03-22 14:25:03 Bxoa 93adf94b-0f93-45d1-8b3c-a15a38399d4¢9 172.30.254.1

PucyHok 22 - QkpaH npocmoTpa cobbiTui goctyna kK NMnatdopme Pagap

[0nsi HAcTPOVKM NpocMoTpa UCNosb3yeTcsl PUMBLTP MO BPEMEHHOMY AnanasoHy CoBbITUNA.

2.2.6. Bknagka "LDAP"

Ha Bknagke LDAP oTobpaxaeTcs nepeyeHb MHTerpauui co cryb6amm katanoros (CM. pUucyHoK 23).

MHTerpaumm Mons3oearenu v npaea
Nonbsosatenn Tpynni Pon AyawT geiicTamii CobuiTva Bxoaa LDAP BocTyn & ganHbM
ID Brarouero HavmeHoBsaHWe NnocTasLimKa MpwopwTet
pangeo v Idap 0 n

PucyHok 23 - lNepeyeHb MHTerpaumi co crnyxéamm Kkatanoros
B tabnuue c nHterpauuammn otobpaxatorcs:

e ID - ugeHTUdUKaATOP MHTErpaLun, 3aaaeTcs BPyYHYH.

e BknroueHo - conar akTMBHOCTU MHTErpauuu.

e HaummeHoBaHMe NocTaBLUMKa - NPOTOKON AocTyna k crny6e katanoros (LDAP).
e [lpuopuTeT - npropuTeT 06paboTKM MHTErpaLuu.

® KHOMKW penakTtnpoBaHUA nynaneHua n MHTErpaunn.

2.2.6.1. Co3paHue / pepaktupoBaHue nHrterpauum ¢ LDAP

[ns co3gaHusa HOBOW MHTErpaumm HaxMmuTe KHonky "Cospartb'. [Ina pegakTmpoBaHus CyLLeCTBYHOLLEN

WHTErpaummn HaXXMUTe UKOHKY pefakTMpoBaHUs BbIGpaHHOW MHTErpaLuu.

HaCTpOIZKVI Kaxkaom MHTEerpaumm pa36I/ITbI Nno oTAernbHbIM BKIagkam.

Ha Bknagke "OCHOBHbIE HACTPOMKX" [OCTYMHbLI HACTPOWKH:


af://n504
af://n509
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BkrnroyeHa - ecnv uHTerpawms BoiknioyeHa, oHa He ByaeT ucnonb3oBaHa npu 3anpocax, a
NUMMOPTUPOBaHHbIE MoNb3oBaTeny byayT AeaKTUBUPOBaHbI U NepeBEAHbI B COCTOSIHME "TONbKO
yTeHue", NoKa UHTerpauus He OyaeT BKMoYeHa CHOBa.

HasBaHue - ngeHTudmnkaTop nHTErpaumm.

MpuopuTeT - NpropuTeT Cry0bl MpU Noncke nonb3oaTens. MeHbLUMe 3HaYeHW UMELOT Bonee
BbICOKUIN NPUOPUTET.

MMnopTtupoBaThb nonb3oBaTesien - eCnu BKOYeHo, nonb3osartenu LDAP 6yayT
nUMnopTupoBaHbl B 6a3y AaHHbIx Keycloak 1 cMHXpOHMU3MpOBaHbl Yepes CKOH(UTypUpPOBaHHbIE
NONMUTUKN CUHXPOHU3ALUN.

Pexxnm pepaktupoBaHus - "TONbKO YTEHME" 03Ha4YaeT JOCTYN TOMbKO Ha YTeHue n3 LDAP.
"3anuncbiBaeMblin" 03Ha4aeT, YTo AaHHble OyayT obpaTHO CUHXPOHU3MpoBaHbl B LDAP no 3asBke.
"HeCMHXPOHN3NPOBaHHbLIN" 0O3HAYaET, YTO AaHHble Nonb3oBaTensa OyayT MMMNOPTUPOBAHbI, HO He
CUHXPOHM3MpoBaHbl o6paTHo B LDAP.

CUHXpPOHM3UPOBaTb perucTpaLmm - BKIOYEHME ONUUnN co3aaeT BHOBb CO34aHHbIX
nonb3oBaTenen B xpaHunuiwe LDAP. MpropnteT onpegensaeT Kakon 13 nocTasLLMKoB Oyaet
BbIOpaH 4N CMHXPOHM3aLMK HOBOTO MONb30BaTenNs.

MocTaBwumk - LDAP noctaBLymk (npoBangep).

ATpuoyTt Username B LADP - HanmeHoBaHne LDAP atpunbyTta, KoTopoe oTobpaxaeTcs kak nvs
nonb3osatens B Keycloak. Ans mHoxectsa cepsepoB LDAP aTo moxeT 6biTh 'uid'. Ansa Active
directory ato moxeT 6bITb 'SAMAccountName' nunm 'cn'. ATpubyT [OMmKeH BbITb 3anonHeH ans
Bcex LDAP 3anwuceii nonb3oBaTernein, koTopble Bbl XoTUTe uMnoptuposath 13 LDAP B Keycloak.
AtpuoyT RDN B LDAP - HanmeHoBaHune atpubyTtos LDAP, koTopoe ncnonbayetcs kak RDN
(BepxHuin aTpunbyT) 0bbivHOro nonb3osatens DN. OObIYHO OHO TaKoe Xe, Kak aTpubyT MMEHN
nonb3osatenst LDAP, ogHako oH He obsa3ateneH. Ans npumepa, ans Active directory o6bi4HO
ncnonbayetca 'cn' kak atpudyT RDN, B TO Bpems kak aTpubyT MMeHU Nonb3oBaTens MOXeT ObiTb
'sAMAccountName'.

Atpu6yT UUID B LDAP - HanmeHoBaHue LDAP atpubyTa,koTopoe MCnonb3yeTcs Kak
YHUKanbHbIA naeHTudgpmkatop oovektoB (UUID) B LDAP. [Ina mHoxecTtBa LDAP cepBepoB 310
'entryUUID' ogHako HekoTopble MoryT oTnuyatbes. Onst npumepa, ans Active directory oH
porxkeH 6biTb 'objectGUID'. Ecnu Baw LDAP cepBep AeCTBUTENbHO HE NOAAEPXKUBAET MNOHATUE
UUID, Bbl MOXeTe MCnornb3oBaTh Ntobon apyror atpmbyT, KOTOPbIN JOSMKEH ObiTb YHMKaNbHBIM
cpeaw nonb3osatenein B aepese LDAP. Hanpumep 'uid' unm 'entryDN'.

Knaccbl 06bekTOB nonb3oBaTens - Bce 3HadeHns u3 LDAP objectClass atpubytoB ans
nonb3osaTenen B LDAP, pasgeneHHble 3anaTton. Hanpumep: 'inetOrgPerson,
organizationalPerson'. BHoBb co3anaHHble nonb3oBatenu Keycloak 6yayT 3anvcaHbl B LDAP
BMECTE C 3TMMM Kraccammn o6bEKTOB, a CyLLeCcTBYoLLME 3anucy nonb3osartenen LDAP 6yayT
Har[eHbl TONMbKO eCNN OHWM COAEepXaT BCe 3TU KNnacchbl 06 bEKTOB.

URL nogkntoyeHus - URL coeanHeHus ¢ Bawmm cepsepom LDAP. CoeguHeHne MOXXHO
NpoTeCTMpOBaTb KHOMKOM "TecT nogkrnoveHms".

Monb3oBaTtenu DN - nonHbii DN 13 gepesa LDAP rge npucyTCTBYIOT Baluy nonb3oBaTtenu. 3T0T
DN aBngetcst pogutenem nonb3oatenen LDAP. OH moxeT ObITh, ANs npumepa
'‘ou=users,dc=example,dc=com’' npu ycnosmu, 4To BaLL OObIYHBIV Nonb3oBaTens byaeT MeTb
DN noxoxwuin Ha'uid=john,ou=users,dc=example,dc=com".

Monb3oBaTtenbcku PunsTp LDAP nonb3oBaTtenemn - gononHutenbHbin dounstp LDAP ans
unsTpaumm nckoMblix nonb3osatenen. OctaBbTe NoOne NyCcTbiM, ECAN HE HYXXAaeTecCh B
[ononHuTensHoM dunetpe. YoeguTech, YTo OH HaumHaeTes ¢ (' 1 3akaH4mMBaeTcs ')'.

Mouck obnacTu - ANg 0QHOro YPOBHS Nofb3oBaTeny ULy Test Tonbko B DN, onpefeneHHbIx Kak
nonb3oBaTenbckme DN. [1ns nogaepeBbeB ULLYTCS NOMb30BaTENU MOMTHOCTLIO B MX NOAAEPEBbLSIX.

CwmotpuTte gokymenTaumio LDAP ons nogpobHbIx getanen.



e Tun ayteHTUdMKaumm - Tun LDAP ayteHTudmkaumm. Cenvac OCTYMHbI TONTbKO MEXaHU3MbI
'none' (aHoHMMHas ayTeHTUdmkauma LDAP) unu 'simple’ (AyTeHTudukaums no conocTaBneHHbIM
MNOTNHY ¥ Naponto).

e ConoctaBneHue DN - DN agmuHuctpatopa LDAP, koTopble 6yayT ncnonb3osaHsl Keycloak ans
poctyna Ha cepsep LDAP.

e ConocTtaBneHue y4YeTHbIX AaHHbIX - Naponb agMmuHuctpaTtopa LDAP. INpoBepKy npaBunbHOCTH
BBOAA YYETHbIX AaHHbIX MOXHO caenartb C MOMOLLbIO KHOMKKM "poBepka ayTeHTudmkaumn',

Ha Bknagke "PaclumpeHHble HaCTPOMKN" JOCTYMHbI HACTPONKU:

e Bknrountb StartTLS - wudpyet coeguHeHune k LDAP ncnonesya STARTTLS, npumeHeHune
KOTOPOrO OTKITHOYAET NYNVHI COEOUHEHWN.

e PacwupeHHas onepauus LDAPvV3 nsmeHeHus napons - UICNosib30BaHMe pacLUMpPEeHHOW
onepaums LDAPv3 namenenus napons (RFC-3062). [lna paclumpeHHomn onepaunm nameHeHus
naponsi 0bbl4HO TpebyeTcs, 4Tobbl y LDAP nonb3oBatens yxe Obin BbICTaBNEH Naposib Ha
cepsepe. Korga ata onumsa ncnonb3yetcsa BMecTe ¢ "CUHXPOHM3aLMeEN 3aperMcTpupoBaHHbIX”
XenartenbHo Takke 000aBuTb "®ukcnpoBaHHbii LDAP mannep atpnbyToB", coaepalumi
Crny4YalHO CreHeprpoBaHHOE HavarnbHOe 3HaYeHune Ans napons.

e KHonka lNMpoBepuTb NnoaaepXKy pacwmpeHus - onpawimsaeTt LDAP cepsep kacatensHo
nogaepxku "PacwmpeHHon onepauun LDAPV3 nameHeHns napons" n asTomaTnyecku
BbICTaBNSAET HY)XHOE 3Ha4YeHWe B HAaCTPOMKax.

e [onuTuka NnpoBepku Nnapons - onpegenset gomkeH nu Keycloak, nepen teM kak o6HOBNSATH
naponb, BanuaMpoBaTh €ro CorrnacHo NonvTuke naponen obnacru.

e [loaTBepxaeHWe NOYTOBOroO agpeca - ECinyv BKIOYeEHO, To E-mail, npegocTaBneHHbIN 3TUM
NOCTaBLUMKOM, He ByeT NoATBEPXKAEHHbBIM AaXe eCnu NOATBEPXKAEHUE BKIHOYEHO Anst obrnacTu.

* HWcnonb3oBaHue JoBepeHHbIX cepTudukarToB SPI - onpegensiet, 6yaoet nu coegmHerne ¢ LDAP
MCNoNb30BaThb XpaHunuLle AoBepeHHbIX cepTudumkaToB SPl BMecTe ¢ cepTudmkaramu,
ckoHdurypmpoBaHHbimMu B keycloak-server.json. 'Bcerga' o3Hayaert, 4To oHu ByayT
ncnonb3oBaTbcs Bcerga. 'Hukorga' o3HayvaeT, YTo OHM HUKOrga He ByayT ucnonb3oBaHbl. 'TonbKo
ans ldap'os' 03HavaeT, 4To OHM ByayT MCNonb30BaHbl BMECTE C BalUMMK COeMHeHUsIMM K [dap
cepBepam. Obpatute BHMMaHue, 4yto ecnu keycloak-server.json He CKOHGUIypupoBaH, To Mo
ymon4yaHuto Java Byaet ucnonb3oaTb cacerts nnv ceptudukat, onpeaeneHHbI B
'javax.net.ssl.trustStore'.

e TanmayT coeguHeHuUsA - TarimayT coeanHeHus ¢ LDAP B MunnucekyHgax.

e TanmayT 4yTeHus - TanmayT YTeHusa n3 LDAP B MunnucekyHgax. TtoT TanmMayT NPUMEHSAETCA K
onepaunsam yteHust s LDAP.

e [locTpaHu4HbIN BbIBOA - fomkeH N LDAP cepBep nogaepxmBatb NOCTPAHUYHbIN BbIBOA,

Ha Bknagke "lNMyn coeanHeHnn" 4OCTYNHbI HACTPOWKM:

e [lyn coeguHeHun - formkeH nu Keycloak ncnonb3osatb nyn coeamHeHuii ans goctyna k LDAP
cepsepy.

e [ynuHr ayTeHTU(PUKaALMOHHbIX COeAUHEHUN - pa3feNneHHbIi NPo6GenomM Cnncok
ayTEeHTUMMKALMOHHBIX TUNOB COEAMHEHWNI, KOTOPE MOryT ObiTb MOMeLLeHbl B nyn. BanugHble
3HaveHus: "none", "simple" n "DIGEST-MD5".

e YpoBeHb OTIaAKu Nyria coeguHeHum - ypoBeHb oTnaaku. BannaoaHole sHaveHus: "fine"
(norvpyeT cosgaHue v yaaneHue coeauHexuin) n "all" (nonHbIi BbIBOA BCEV OTrNago4HOM
UHopmaLuun).

e HavyanbHbIl pa3Mmep nyna coeguHEeHUM - YNCIO M3HaYarnbHO CO34aBaeMbIX COEANHEHUN K
KaxgoMy 13 y3rioB.

e MakcumarnbHbIW pa3mep nyna coeAUHEHUN - MaKCMarnbHOE YMCO OAHOBPEMEHHbIX
COEAVHEHUN K Y311y.



e [lpeanoyTuTenbHLIN pa3Mep nyna coeAuHeHUN - NpeanovYTUTENbHOE YNCNO OOHOBPEMEHHbIX
COEAVHEHUN K Y311y.

e [IpoTokon nyna coeAuHeHWUN - pa3gerneHHbIn Npobenom CnMcoK NPOTOKONOB COEANHEHNI,
KOTOpble MOXHO MOMECTUTb B Nyn. BanuaHele 3HaveHus: "plain” n "ssl".

e TanmayT nyna coeaAuHEHUMN - CKOSNbKO MUSIIMCEKYH HEaKTUBHOE COeANHEHNE MOXET

npebbiBaThb B Nyne nepes TeM kak OHO ByAeT 3aKkpbITO 1 yaaneHo U3 Hero.
Ha Bknagke "MHTerpauus ¢ Kerberos" gocTynHbl HACTPOKN:

e PaspewunTtb ayTeHTUdUKauuo Kerberos - BknounTb/BbikNounTb ayTeHTUdmKaumo HTTP
nonb3osaternen ¢ TokeHamu SPNEGO/Kerberos. [laHHble 06 ayTEHTUPULMPOBAHbIX
nonb3oBaTensx 6yayT npegycMoTpeHbl n3 atoro LDAP cepBepa.

e WUcnonb3oBaTtb Kerberos gns ayteHTuduMKaumm no napono - Micnonb3oBaTb MoAyrb Bxoaa
Kerberos ans ayteHTudmkaumm no noruH/napons ¢ cepsepa Kerberos Bmecto ayteHTudurkaumm
Ha cepBepe LDAP c Directory Service API

Ha Bknagke "CMHXPOHM3MPOBaTb HACTPOWKN" AOCTYMHbI HACTPOMKM:

e Pa3smep nayku - konM4ecTBo nonb3oBatenen LDAP, kotopble 6yayT umnopTrpoBaHbl B Keycloak
3a OHYy TpaH3aKkuuio.

¢ [epuogunyeckas nonHas CUHXPOHU3ALMA - JOIKHA N ObITh BKITOYEHA NOMHasa nepuoanyeckas
CMHXPOHM3aums nonb3osatenen LDAP B Keycloak nnu Her.

e [lepuogmnyeckass CUHXPOHM3aALMA U3MEHEeHUI NoSib3oBaTenemn - JOMKHa N BbiTb BKNOYEHa

nepuoamnyeckasi CMHXpOHU3aLmMsl HOBbIX U M3MeHeHHbIX nonb3osateneit LDAP B Keycloak unu Her.
Ha Bknagke "HacTponku kawmpoBaHns" AOCTyNHa HacTponka:

e [MONUTUKM KILUMPOBAHUA - MOSUTMKM KILLUMPOBAHUSA Al 9TOro NocTaBLyyka XxpaHeHust. 'Tlo
YMOMYaHUIo' NPEACTaBSET HACTPOMKM NO-yMONYaHuio Asi rno6anbHOro nosib3oBaTeNlbCkoro
KaLwa. 'BbITECHSATb KaXAblii AEHb' BPeMsi KaXKgoro AHs, MOCIe KOTOPOro Mofb30BaTENbCKUMA KILL
UHBaNMAaupyeTcs. 'BbITECHATb Kaxxayto Hefento' AeHb U BpeMsi HEAENMW NOocre KOTOPOro
nonb3oBaTenNbCKUI KW MHBanMaupyeTcs. 'Tlo MakcumanbHOMY BPEMEHW KU3HW' BpeMS! B

MWUMIMCEKYHAAX, B TEYEHUE KOTOPOro GYAET CYLLEeCTBOBAaTb KMU3HEHHbIN LMKIT 3anncu B KaLUe.
Mpwv pefakTUpoBaHNM MHTErPaLUM OTAENBHO AOCTYMHbI A4eiCTBUS:

e CHHXPOHMU3aALUA N3MEHEHHbIX NoJib30BaTenewn - NPUHyAUTENbHAasS CUHXPOHU3aLMS
n3MeHeHHbIx nonb3osartenen LDAP B Keycloak.

e CUHXpOHM3aLMs BCex Nosfib3oBaTerien - NpuHyanTenbHast CUHXPOHU3aLMs BCEX Nofb3oBaTenen
LDAP B Keycloak.

° Yoanutb MMNOPTUPOBAHHLIX - yAaneHue nonb3oBaTenen, MMNOPTUPOBAHHbLIX Npu
cuHxpoHusauum ¢ LDAP. INpu aToMm He yoanstoTcsa nonb3oBaTteny, UdHadanbHO co3aaHHbIe B
Mnardcdopme Papap.

e OTBfA3aTb NoNib30BaTesNeN - NPUHYAUTENbHAs OTBSI3KA NOMb30BaTenen OT Cny>0Obl KaTanoros.
Mo oTBA3aHHBIM NOMNbL30BaTENAM B JanbHenwem He ByaeT 4OCTYNHa CUHXPOHM3aLMs CO CIy>K0ow
KaTanoros.

e HacTpoiika mannuHra - nepexof k Hactpoike Keycloack, no3sonsiet 3agatb conoctaeneHue
nonen Keycloack nonsim LDAP.



2.2.7. Bknagka "Joctyn K AaHHbIM"

Ha Bknagke "OocTyn K gaHHbIM" oTOGpaxatoTcs npaBa 4OCTyna Nonb3oBaTenen 1 rpynn
none3oBaTenen k pasgenamv MNMnartdopmbl Pagap (cm. pucyHok 24).

Monb3oBareny v Npaea

,ﬂ,OCTyI‘I K AaHHbIM
Monssosarenu Tpynnbi Ponu AyauT AeicTaMi CobbiTia BX0AA LDAP [ocTyn K A3HHBIM
AKTUBbI COBLITUA
NONb30OBATENN MHCTAHC
| ] (1] = ] @ B N = | ] @
admin v v v v v ® v v v v @
AKTHBbBI COBLITUA
TPYTNbI WMHCTAHC
B W F W © B & #ZF ¥ @

admin v v v v v @ v v v v @&

inventorization x X x x x [x] b X x x (x]

users x X v x x = [pynna aKTUBOB |= AAMWH x X x x = vendor = Microsoft

PucyHok 24 - OkpaH npocmoTpa goctyna k NMnardgopme Papgap
2.2.7.1. NMpocmoTp npaBun gocTyna

Mo ymonyaHuio pasnen cooepXxut ase Tabnuubl: Tabnuua AocTyna Ans nonb3oBatener u Tabnuua

AocTyna angd rpynn nons3osBaTenem.
B kaxxgown Tabnmue otobpaxaeTcs [OCTyn K:

® VHCTaHcy
® aKTMBaM
e coObITUAM

MkoHkn goctyna 0603HavatoT:

e ./ -[0CTyn paspeLueH
e % - [OCTYyn 3anpeLleH

[ns akTMBOB 1 COOLITUI AOCTYN pasgerneH no Buaam AencTBUN:

e | - AOCTyn K co3aaHuio
® mm - OOCTYM K NPOCMOTPY
e [ -[O0CTyn K peaakTupoBaHuo

e W - OOCTyn K ydaneHuto
[MOMMMO 3TOrO MKOHKOW 4@ ONpeaendalTCd npasuna gocrtyna:

L4 {!} - OOCTYyn npeaocTaBlieH KO BCeM akTuBaM Unn cobbITUAM

L4 G‘ - NpasuIia goCTyna He onpeaereHbl

® [paBuna gocTyna nepe4vnucrneHbl B auenke

MkoHka counbsTpaunm n OTKPOET OKHO (PMNLTPOB NPOCMOTPA AOCTYNa K AaHHbIM (CM. PUCYHOK 25).
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CyBbekT gocTtyna

[Monb3oBaTenu
pynnol

O6nekT goctyna

AKTWEBI
CoBBITWMA

Tun aoctyna

B Cozaanue

am UTeHue

[ V13meHeHwe

ELITKA _
B YoaneHwe

PucyHok 25 - dunstpbl npocMoTpa AocTyna K AaHHbIM
2.2.7.2. PepaktnpoBaHue npasus AocTyna K AaHHbIM

Ons penakTnpoBaHuAa npaBun A0CTyna K AaHHbIM KIMUKHUTE UKOHKY HanpoTunB Bbl6paHHOFO

nonb3oBaTens Unu rpynnbl Nonb3oBaTteneil, B pesyrnsrate Yero
OTKPOETCS OKHO pefaKTUPOBaHus NpaBus AocTyna (CM. pUCYHOK 26).

A0CTyn K AaHHbIM Aocryn x garssn
Nonosarenn  [ynmet  Ponw  Aygwrgedicrawii Coburwnaxaga  LDAP  focrynk gassm
CB0AHaA MHPODMALMA AN TDYNNbI “users”
BlocTyn k uHcTaHcy
JloCTyn K THAY CyWHOCTY - AKTUEEI
CO3RAHNE UTEHUE PEAAKTHPGEAHME YOANEHUE
[lGCTYN K THNY CyWHOCTI - AKTHESI
MPABMAA AOCTYNA
I —" -]
Jlocryn k Ty cywHocTy - CoBeiTie
CO3AAHME UTEHNE PEAAKTVIPOBAHME YOAANEHNE
[locTyn K THRY CyWHOCTI - COBBITHR
MPABMAA JOCTYNA
vendor R ¢ || Microsoft n

PucyHok 26 - OkpaH pefakTupoBaHUs npasuna ocTyna K AaHHbIM
Mpu pegakTMpoBaHMKM NpasuIi 4OCTYNa HacTpanBaloTCH:

® [0CTyN K MHCTaHcy

® [OCTyNn K aktmeam n cobbITUSAM:
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o cosgaHue

O uTeHue

O pedakTMpoBaHue
© yganeHue

lMomnmo aToro, Anst aKTMBOB M COObLITUI OOCTYNHO ynpasrieHne npasuiamMmm goctyna.

NkoHka nossosser 4o6GaBnTL HOBOE MpPaBuUIo.

MkoHka H yoandet npasuio.

Kaxpoe npaBvno BeIrMsAUT CneayLwmM o6pasom
BbibpaHHoe npasusio paBHO/He paBHO 3HaYeHue
MpaBuno BbIGMpaeTcs 13 cnmcka.

[ns akTMBOB AOCTYMHbI:

o AKTMB

e [pynna akTuBoB
[nsi coBbITUI AOCTYMHO:

e vendor - HauMeHoBaHMe BeHopa

¢ subsystem - HaumeHoBaHVe nogcuMcTeEMbI
e product - HavmeHOBaHWe NpoayKkTa

® name - HaMMeHOBaHVe CobbITUS

e application - HaumeHoBaHVe NpunoxeHus
e fgdn - HaumeHoBaHVe JoMeHa

e hostname - HanmeHOBaHWe xocTa B CETU
e ip-ip-agpec xocTa B ceTu

3HaueHue 3a0aeTcs BpyUHYIO.

Mocne BBOAa 3Ha4YeHMi npasuna CoxXpaHUTe ero Haxatnem Ha KHOMKY COXpaHMTb.

3. YnpaBneHue knactepom lNnardgopmbli

Papap

3.1. YnpaBneHue knactepom Nnatcdopmbl Papap

Pasnen «Knactep» npeaoctaBnsieT MHCTPYMEHTapuUi 4N ynpoLeHHoro ynpaesnexus MnaTtdopmon

Pagap 6e3 Heo6Xx0OMMOCTM MOAKIIOYEHNS K CepBepam Yepes TepMUHarnbHbIe CoeaurHeHus.

Pasgen npegoctaBnsieT cnegyoLime BO3MOXHOCTU (CM. PUCYHOK 27):

® ynpasrfeHne y3namu knactepa u KOHTPOsSb COCTOSIHUSA Y3r0B;
® yhpaBrieHne CKpUNTaMm yCTaHOBKN N KOHGUIYpaLMOHHbIE charinamm CepBUCOB;

® ynpaslieHne y4eTHbIMU 3anncamm angd c6opa OaHHbIX, NPOTOKOIaMn n API kntovamu;

® naHVpoBaHve 3ajay;
® ynpaBrieHne KoHgUrypaumemn;
® yrpaBsreHne MynbTapeHaHOCTbLHO.
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yn paBaeHMe HoAaMU Knactep

Yaneicucrems:  Cepemcei  Kondurypaumormsie gaitner  Cxpunter  APliatown  YueTHsie 3anmcn ans c6opa panneix  Tpakcnoprel  [naHmposuyak 3agas

Ynpaenenne konurypaumeii  Ynpasaenie mynTMapengHocTsio

[no6anbHble HACTPOAKK
Yanel

Mposepka

172.30.254.65

master balancer

(|

monitoring infra warker

N\

data correlator

PucyHok 27 - TnaBHbIN 3kpaH pasgena «Knacrep»

3.1.1. KoHuenuusa knactepa MNnatdcgopmbl Papap
Knactep MNMnatdopmbl Pagap cocTont 13 Tpex COCTaBMsOLLNX:

® AreHT ynpaeneHus y3rom knacrepa;
e MeHeaxep ynpaBneHusi areHTamu;
e VHTepdelic ynpaBneHns MeHeoKepom.

Ha kaxgbin y3ern Krnacrtepa HeOGXO,D,I/IMO YCTaHOBUTb AreHt ynpasieHund, Yepes KOTOprIZ 6y,1:|,eT

OCYLLECTBINSATLCS YNpaBneHne U KOHTPOIb COCTOSIHUS y3na.

UHTepdenc n MeHemkep yrnpasrieHns areHTamMmn SOSKHbl HAXOAUTBCHA Ha OOHOM cepBepe, No

YMOI4aHunio OHW HaXOAATCS Ha cepsepe ¢ pornbio MASTER.

3.1.2. lo6aBneHue y3na knacrepa

[na no6aeneHns HOBOrO y3ana AOMKHO GbiTb COOMIOAEHO HECKOMBKO MOArOTOBUTENbLHbIX YCIOBUIA:

e Y3en pasBepHyT U rOTOB NPYHUMATb BHELLHUE COEAUHEHNS.

e Ha yane yctaHoeneHa OC - Debian 10 x64.

e Ha yane nogHAT ssh cepsep.

e Y3en paspellaeT COeAMHEHNS MO NPUBUIErNMPOBaHHBLIM MOMb3oBaTeNeM root ¢ napornem.

Mocne yctaHoBKM AreHTa cepBep MOXET ObITb 3aKpbIT AN noAkmtoveHus no ssh ¢ naponem. Mpu
ycTaHoBKe AreHTa Ha cepBep MpOonMCbIBaeTCs JOBEPEHHbIV cepTuduKaT macTep-cepeepa ans

nogkntoveHus: 6e3 BBoda napons. MNaponb B cUCTEME HE COXpaHSIEeTCS.

[ns no6GaBneHus yana 1 Hadana yctaHoBKM AreHTa Ha y3en HeoGXoayMOo BbIMOMHWUTE creaytolmne

[encTBus .

1. Ha Bknagke "Y3nbl cuctembl” BblbGpaTh nogpasgen "Yanbl" (CM. pucyHok 28).

2. 3anonHuTb hopmy "[obarneHre HOBoro y3na". Bce nonst popmbl 06513aTenbHbl K 3aM0NHEHMIO.

3. [Inga co3gaHusa knacTtepa Haxartb Ha KHonky "[lo6aButb".

4. MNpuncBoUTb HOBOMY KIlacTepy OAHY UIM HECKOMbKO poren, ykasas ux B obnactu "[obasneHue
ponen k y3anam". [Ins no6aBneHnsi ponv HeO6X0AMMO BbIGpaTh HYXXHYIO POSib U3 CMINCKA U HaXaTb
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nMBOo Ha KHOMKY «+», MO0 Ha KHoMKy «[1o6aBuTb Bce» (CM. PucyHok 28).

YnpaeneHue Hogamu Knact

Yavicucrem  Cepeucs  Kowpurypauvowssie Gaiines  Ckpuntel  APlkmouu  YueTHbie 3anucu 417 c60pa gaHHex  TpaHcnoprul 3apau i P

Kapra knacrepa
[Jlo6aBneHve HOBOTO y3na
Fno6ansHbie HacTpofikyt

MpoBepka ‘ 22

BeeanTe nmA

lorwn Mapons

root

P

Beeante ip

[lobaBneHne poneli K ysnam

17230.254.65 m BuBepie porb ¢

* master

-

* data

« monitoring

* worker

PucyHok 28 - QkpaH gobasnexus yana MNMnatdopmbl Pagap

Mo ymonyaHuio Bce Heobxoaumoe nporpaMmmMmHoe obecneyeHne Ans yana perynmpyeTcs porbio,

3aKkpenneHHon 3a y3110M.

Mocne fobaeneHus yana Ha3HavyeHne emy porm 1 YCTaHOBKM AreHTa CTaHeT AOCTYMHO ynpaBrneHue
y3I10M KracTepa, pacnofioKeHHOe Ha crielmanbHOM 3KkpaHe "YnpaBrneHme XoCcToM <agpec xocta>".

[JaHHbIN 3KpaH cCoaepPXnT PyHKLUMM peaakTMpoBaHusi poni KnacTtepa.

3.1.3. YnpaBneHue y35om Knacrepa

3.1.3.1. 3KpaH ynpaBneHus y3rnom, obLiee onmcaHve

YHpaBneHme Y3I10M KnacTtepa OCyLeCTBINAETCA Ha OTOEelNTbHOM 3KpaHe I/IHTep(*)eIZCG, nepe|7|T|/| Ha

KOTOPbI BO3MOXHO CMEAYHLWMM CrocoBGoM:

* 13 nogpasgena "Yanel", obnacte "OobaBneHne ponew K yanam" npy HaxaTuy Ha Ha3BaHue y3na
(IP-agpeca, cMm. pucyHok 28) ;

e u3 nogpasgena «lMpoBepkax - HaXxaTb Ha KHOMKY «HacTporika» psgom ¢ Ha3BaHWeM y3na (CMm.
pucyHok 29).

Ynpasneuve HoaamMu Knacrep

Yanorcuctews  Ceponcer Kongurypauvonmsie daiiner  Crpnmms APlkmown  Yuetwbie sannce ana céopa ganmeix  Tparcnoprsi Tl 2082 i P

Kapra knactepa
- |
TN06aNbHbIe HACTPOIiKM

Yo 172.30.254.65 -m

s ® - pangeoradar-rvs_apiservice

pluto @ - pangeoradar-pluto-web service
® - pangeoradar-pluto-worker service

logmule @ - pangeoradar-logmule service
nginx @ - nginxservice
kafka-exporter ® - kafka-exporter service

mongo @ - mongod.service

PucyHok 29 - lNepexon Ha akpaH ynpaBneHus y3rnom krnactepa us nogpasgena "lNMpoeepka”
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OKpaH ynpaBneHus y3nom NpegocTaBnsaeT criegyowme BO3MOXHOCTH (CM. pucyHok 30):

® ynpaBneHue cepBEPHbLIMU POSISIM Y3na;
® ynpaBneHue cepBucamMu yana;

® KOHTPOJIb COCTOSIHUSI paboTbl CEPBUCOB;
® KOHTpOSb paboThbl y3na;

® BbINOMHEHVE CKPUMTOB Ha yane.

Vnpaenenue xoctom - [N Vnpaanenue Hogamu > Ynpasnenwe xocTom

PONN Y3NA DOMNONHUTENbHBIE CEPBUCH Y3NIA

infra Vaanute

corteator Spais
BCE CEPBUCHI Y3NA

prometheus

® - prometheus.service

knowledgebase ® - pangeoradar-kb.service

® - pangeoradar-kb-sidekia.service

rmea © - pangeoradar-rmcaservice e
® - pangeoradar-rmea-sidekia.service

arafana ® - grafana-server.service r—

node-exporter ® - node_exporter.service Deitcteus ~

PucyHok 30 - QkpaH ynpaBneHus y3nom

3.1.3.2. YnpaBneHue cepBucamMu y3na Krnacrepa

dDyHKUMM yNpaBneHus cepBrcaMm pacnonoXxeHbl B 06nactu "Bee cepsucel y3na" (cm. pucyHok 30).
Kaxablh cepBuC y3ma Krnactepa MOXeT NpeaocTaBUTb MHOPMaLMIO O CBOEM CTaTyce U NOCNeaHNX
norax. Ans nony4eHns nHgopmMaLmm HeobxoaMMOo HaxaTb Ha KHOMKY «[leicTBusa» 1 BbibpaTb
COOTBETCTBYIOLLUNIA MYHKT MEHIO (CM. pUcyHOK 31). Takke Yyepes AaHHOe MEHIO JOCTYMHbI:

® repeycraHoBKa CepBuca;
® Mepesanyck cepBuca.

BCE CEPBWCHI ¥3/A

* ¢E

s @ - pangeoradar-rvs_api.service

Deiictena -
Cratyc
pluto ® - pangeoradar-pluto-web.service
@ - pangeoradar-pluto-worker.service Jlorm
logmule ® - pangeoradar-logmule.service MepeycTaHoBuT Cepanc
Mepesanyctuts
nginx @ - nginx.service J I —

PucyHok 31 - VIHdopmaums o ctaTyce 1 nocrnegHux norax BelopaHHOro y3na knacrepa
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3.1.3.3. YcTaHOBKa cepBuca Ha y3en Kknacrepa

Ons YCTaHOBKU Ha y3ell OTAesNIbHO Bbl6paHHOFO cepBuca (He pekomeHOoyeTCA TaK aenatb) Ha 3KpaHe

yrnpaBrieHns1 y3rom Krnactepa Heo6xoanMo BhIMOMHUTL criefytoline AeNCTBUM;

1. B obnactn "[JononHuTenbHble cepBUCHI y3na" BbIbpaTh B packpbiBatoLLEMCS CMUCKE
[OMNOMHUTENBHBIX CEPBUCOB HEOOXOAMMBIN CEPBUC (CM. PUCYHOK 32).

2. HaxaTtb Ha kHonKy «[JobaBuTb». CepBuc o6aBUTCS B OOLLMIA CMMCOK CEPBUCOB Ha y3ne B
obnactu "Bce cepsuchl y3na" .

3. B cTpoke HOBOro cepBuca HaxaTb Ha KHOMKY «[encTBus» 1 B pacKpbIBLUEMCSI MEHIO BblibpaTb
dyHKkumo «lepeyctaHoBUTL cepBUC» (CM. pUCyHOK 31). [loxxaaTbcs 3aBepLUeHus npouecca.

4. B CTpOKe HOBOro CEpBMCca HaxaTb Ha KHOMKY «[eiiCTBUS» U B pacKpbIBLLEMCS MEHIO BbiGpaTb
PyHKUMIO «OBHOBUTL KOHU» (CM. pucyHok 31). [loxaaTbCs 3aBepLUeHuMs npoLiecca.

B npouecce nepeycTtaHoBku cepaiica ByaeT nokasaH for 4eNCTBUI YCTaHOBLUYKA.

Ynpaenexue xocrom -- YApasneHie HOAaMU > YNPABAEHME XOCTOM

PO Y3NA BOMOMHNTENRHLIE CEPBUCH Y3NA

N N p—— :
E3 ==

master

data

monitoring

worker

infra

balancer

IAaanag
TITITT

correlator

BCE CEPBUACHI ¥31A
prometheus ® - prometheusservice

Deicrenn

knowledgebase @ - pangeoradar-kb.service

. Aeiicrena
® - pangeoradar-kb-sidekig service

PucyHok 32 - Beibop gononHuTensHoro cepeuca
3.1.3.4. YcTaHOBKa cepBepHOM pPOsiv Ha y3en Knacrtepa

PeKOMeH,CI,yeTCFl MCNOoNb30BaTb CepBEpPHbIE POJIN KakK a6CTpaKLI,I/II-O YCTaHOBKM NnporpamMmMmHoro

obecneyeHust Ha y3en kKnacTepa.

Ha akpaHe ynpasneHust y3rnom knactepa s NpMcBOeHe HOBOWM poni y3ny Heo6XxoarMo BbIMOMHUTL

cnegywoLlme AencTaus (CM. pucyHok 33):

1. B obnactu "Ponu y3na" B pacKkpblBalOLLEMCS CIUCKE BblOpaTh HYXXHYHO pOrib.
2. HaxxaTb Ha kHonky «[Job6aBuTb». BeilbpaHHas ponb 6yaet gobaBrneHa K CrMCKY HUXKE.
3. B cTpoke fobasneHHoM ponu HaxaTb Ha KHOMKY «PackaTtuTb pornb» A5ia 3anycka npouecca

yCTaHOBKM Ha y3en knacTtepa MO, COOTBETCTBYIOLLETO POSU.

Mpouecc ycTaHOBKM NpeACTaBreH B Buae 0GHOBNSAEMOro fora yCTaHOBKMY.
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YHPE B/IEHMUE XOCTOM '- YNpagneHne HOAZMU  YNPAEAEHHE XOCTOM

PONA VINA

master
data
monitoring
worker
infra
balancer

correlator

[AONOSHNTENBHLIE CEPBUCH Y3/1A

N pr— :

Aaaanag
TITITT

BCE CEPBUCHI Y3/1A

menmethene

PucyHok 33 - YcTaHOBKa cepBepHOW ponu Ha y3en knacTtepa

3.1.4. YnpaBneHune cepBucamm

3.1.4.1. Habop cepBucos, nob6asneHue/yaaneHme cepBMcoB

B nHTepdelice Mnatdopmbl Pagap Habop gocTtynHeix cepaucos MnaTtdopmbl Pagap otobpaxaetcs

B pasgene "YnpaeneHue knactepom” Ha Bkragke "Cepsuchl" B Buge tabnuubl. Obnacts cnpasa ot

Tabnuupbl no3sonseT 4o6aBnNsATb HOBbIE CEPBUCHI (CM. PUCYHOK 34).

MOXHO yoanuTb CyLLECTBYOLLUIA CEPBUC U3 TabMKMLbl HAXaB Ha KHOMKY "Yoanute" B CTPOke

COOTBETCTBYHOLLEro cepBuca.

Ynpas/ieHue cepBucamu Knacrep

Yanbicuctewsi  Cepemce

Kowpurypauvonssie daiinei  Cepunmei  APlkmouw  YueTHule 3anuch and c60pa AakHbix  TpaHcnoptsl  [naWupoBuwk 3agay  Ynpasnewve konpuryp:

CMUCOK CEPBNCOB NAATOGOPMbI NOBABEHME CEPBMCA NNATGOPMbI

rabbitmq

midgard + rain

rmca

node-exporter

ti

prometheus

termite

elastic-search

logmule

HaumeHoBaHMe

PucyHok 34 - Habop cepsucos Mnatdopmbl Pagap

3.1.4.2. 3KpaH ynpaBrieHMs cepBUMCamMum

Mpw BbIGOPE B TAONNLE MHTEPECYHOLLETO CEPBUCA OTKPLIBAETCS 9KpaH yNpaBleHns JaHHbIM CepPBUCOM,

KOTOPbIA COAEPXKUT cregytowme obnactu 3agay (Cm. pucyHok 35):

e obnactb "AccounmpoBaH ¢ ponamu” - obecrneymBaeT HaCTPOKKY CrMcKa poren, C KOTopbIMn
accoumMmpoBaH AaHHbI CEPBUC;

e obnactb "AccounmpoBaHHble KOH(Urn" - obecneunBaeT HaACTPOMKY Crmncka

KOH(*)VIpraLI,I/IOHHbIX d)aﬁﬂOB, accounMmnpoBaHHbIX C AJaHHbIM CepBUCOM;

e obnactb "[OCTyNHbIE CKPUNTBI" - COOEPXKUT NEepeYeHb CKPUMTOB, AOCTYMHbIX A4S AaHHOMo

cepBsuca;

e obnactb "AccouMMpoOBaH C y3namu'" - COAEpPXXNUT CNIMCOK Ha3BaHWUI (poren) KnacTepHoro yana c

KOTOPbIMU acCOLMMPOBAH AaHHbI CEpBUC.
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YnpaBnexue cepsucom - rabbitmq Ynpasnene cepaacamy > Ynpasienue cepancom

Yanoicnctemer  Ceponcer  Komurypauvionmbie daiines  Cepunre  APlkmowm  Yeetweic sanven ana cGopa garneix  Tparcnoprsi sama P rrypauneit P

ACCOUMMPOBAH C PONIAMN ACCOUVMPOBAHHBIE KOHOUIU [NOCTYMHBIE CKPUMTHE ACCOUMWPOBAH C Y3NAMM

s s install-rabbitmg master

prem
infra m rabbitmq-prometheus- [

plugin.nginx

PucyHok 35 - QkpaH ynpaBneHusi cepsrcamm
3.1.4.3. HacTponka cnucka pornemn, ¢ KOTOpbIMU aCCOLMNPOBaH CepBUC

[ns npoeeneHns accoumaLum cepsmnca ¢ HOBOWM Porbio HeoBXoanMo:

1. MepenTtn Ha BkNagky «CepBuUCHI».
2. BbibpaTb HyXHbIN cepBuc B Tabnuue. OTkpoeTcst hopma HaCcTpPoek cepBuca (CM. pUCyHoK 36).
3. B obnactn "AccouumpoBaH ¢ ponsaMun” 1 BbIbpaTb HYXKHYHO pOrib B pacKpbIBatoOLLLEMCSH CMUCKE.

4. HaxaTb kHoMKy «[Jo6aBnTb».
YkasaHHas porb 0To6pasnTcs B CNCKe poriei, ¢ KOTOPbIMKU accoLMMpoBaH BbIBpPaHHbIN cepBUC.

[nsa ynaneHuy ponu 13 cnucka HaxkaTb Ha KHOMKy "YoanuTb" B CTPOKe AaHHOW ponu.

YnpaBieHue cepBucoM - rabbitmq Ynpasnenne cepancamn > Ynpasaenve cepsucom

Yane cuctemer | Cepancer | Kongmrypaunomwiie gaiian  Crpunrer  APlwmroun  YueTnbie sanvca ana copa aanmex  Tpanenoprer urypauncii P

ACCOUMMWPOBAH C PONAMM ACCOLMVPOBAHHBIE KOHOMWIY NOCTYMHBIE CKPMATHI ACCOLMWPOBAH C Y31AMM

install-rabbitmg master
e

infra Yaamirs rabbitmg-prometheus- Yaanv
plugin.ngink

PucyHok 36 - Obnactb HacTpOWKKU ponen, C KOTOPbIMU acCOLUMNPOBaH CEPBUC

3.1.4.4. HacTponka cnucka KoHdurypaumoHHbIX ¢pannoB, acCOLUNPOBaAHHbIX
C cepBUCOM

[nsa accounauumn kKOHUrypaumoHHOro danna ¢ cepBnucom, Heobxoanmo:

1. Mepenitn Ha BkNagky «CepBuUCHI».

2. BbibpaTb HyxHbI cepBuc B Tabnuue. OTkpoeTcst hopma HacTpoek cepsuca (CM. pucyHok 37).

3. BbibpaTb HacTpoiiky «AccoumMnpoBaHHble KOHUTU» 1 BbIOPATb HYXHbI KOH(UTYPALMOHHBIN
ann B packpblBatoLLLEMCS CMMCKE.

4. Haxatb KHOMKY «[Jo6aBUTb».

BbiGpaHHbI KOHUIYpaLNOHHbIV halin oTobpasnTcst B Cnncke KOHUIypaunoHHbIX (harinos,

accoummnpoBaHHbIX C CEPBUCOM.

[ns yoaneHnsa koHUrypaunoHHoro arna ns Cnncka Haxkatb Ha KHOMKY "YaanuTb'" B CTpoKe JaHHOro

danna.


af://n862
af://n877

YnpaBneHve cepBMcOM - rabbitmq YnpaBnenie capucamn > Ynpasnenite cepaucom

Yanei cueremet | Cepeveni | Kowpurypauvowsuie gaiine  Cpunmei  APlkniown  YueTHie sanuew 4na c6opa aawHeie  TpacnopTel P purypaumeii P

ACCOLUMMPOBAH C PONAMY ACCOUMUPOBAHHBIE KOHOUMA DOCTYMHBIE CKPUATEI ACCOLMMPOBAH C Y3NAMHK

install-rabbitmg master

pre
infra m rabbitmq-prometheus- m

plugin.nginx

PucyHok 37 - Obnactb HacTPOWKM KOHUIYpaLNOHHBLIX (hanioB acCoLUNPOBAHHBLIX C CEPBUCOM

3.1.5. YnpaBneHue KkoHUrypaumoHHbIiMu hbannamm Knacrepa

3.1.5.1. Ha6bop koHtuUrypaumnoHHbIx ¢pannos, no6aBneHune/yaaneHme
c¢dannos

BHumaHume! He pekomeHayeTCsi BHOCUTb U3MEHEHUA B KOHUrypaumnoHHble ¢hannbl 6e3

KOHCYNbTauum ¢ paspaboTumkamm.

Bce koHurypauunoHHbie arnbl cepsrcos NMnatdopmbl Pagap nexat no agpecy:
/opt/pangeoradar/configs/.

B nHTepderice Mnatdopmbl Pagap faHHbI HAboPp KOHUIYPaLMOHHLIX halifioB oToOpaXkaeTcs B
pasgene "YnpasneHue knactepom" Ha Bknagke "KoHdurypauunoHHble dannbl” B Buge Tabnuubl.
O6nacTb crnpaBa OT TabnuLbl MO3BOMSET NepeonpeaeniTe KOHUrypaumoHHble dbansbl Mo YMOMYaHUo

13 3TOW UIM BMOXEHHbIX AUPEKTOPUI NMYTEM CO3[4aHUSA OAHOMMEHHbIX hbalnoB (CM. pucyHok 38).

B HasBaHuu dharna gonyckaeTcsi UCMNonb30BaTh OTHOCUTESNbHBIV MYTh OT AUPEKTOPUN XPaHEHMS

KOHpUrypaumoHHbIX (harnos, HanpumMep - termite/test.conf.

[nsa ynaneHus kKoHdUrypaunmoHHoro darnna u3 cnmcka Haxkatb Ha KHOMKy "YoanuTtb" B cTpoke

WHTepecyoLLero canna.

YnpaBaeHue korgurypauoHHbiMK daiinamm Knacrep

Ysneicactemsi  Cepeucsi  Kondurypaumorneie Gaiine  CkpwnTel  APIKmowM  YuerTwie 3anucu 478 c60pa amHex  Tpaucnoprsl  Mianwposuwksagay  Ynpasnenvie conpurypauneii p

CMUCOK KOH®UTOB MAAT®OPMbl LOBABNEHUE KOHOUTA MIATOOPMbI

HavmeHogaHme
prometheus.rulesyml

alertmanagerymi

Kordur

rsyslog-kafka-collector.conf i

Kb.env
200keeper.properties
elasticsearch.nginx
kafkaproperties
grafanaiini

rmea.env

PucyHok 38 - Habop koHdurypaumnoHHbix channos Mnatdopmbl Pagap

3.1.5.2. 3kpaH peaakTupoBaHuUA KOHdUrypaumoHHoro canna

BHumaHue! He pekoMeHAyeTCcsi BHOCUTb U3MEHEHUs1 B KOHPUIypaLunoHHble ¢hainbl 6e3
KOHCYNbLTauum ¢ paspaboTymkamm.


af://n892
af://n893
af://n901

Mpn HEOBXOAMMOCTN TEKCT KOHGUIYpaLMOHHOIO dhanna MOXHO OTpeaakTMpoBaTh. s 9To Hago Hano
BblIGpaTh MHTEPECYOLLMI hain B CNUCKE KOH(PUIypaLMOHHBLIX hannos. Ha akpaHe OTKpoeTCH TEKCT
BbIGpaHHOro thanna, JOCTYNHbIN ANst pefaKTUPOBaHMs (CM. pucyHok 39). BBeaeHHble naMeHeHus
COXPaHSTCA MPU HaXKaTumn Ha KHoMKy "N3meHuTs".

KOHQUrypauvoHHsie Gaiiiel  M3MeHeHMe KOHQUTYPALMOHHOTO daiina

YnpaBaeHune

Ysneicactemsi  Cepswcs  Kowpurypauvowwsie daiins  Ckpunmsi  APIKmowa  YueTHsie 3anack Ana Gopa maWwsix  Tpawcnoprer [l u p purypauveii P

V3MEHEHUE KOHOUTA MATOOPMbI

HaumeHosanne

alertmanager.yml
Kongur

1 global:

2 receivers:

3 - name: default-receiver

webhook_configs:
- url: "http://127.0.8.1:6699/alertmanager/notify"

route:
group_wait: 10s
9 group_interval: 10s
16 receiver: default-receiver

11 repeat_interval: 1h

PucyHok 39 - PegaktupoBaHue KoHdurypaumoHHoro davna Mnartdopmbl Pagap
3.1.6. anaBnel-wle MHCTaNNAUMOHHbLIMUN CKPUNTaMU KnacTtepa

3.1.6.1. Habop ckpunTtoB, Aaob6aBneHne/yananeHue CKpUnToB

BHumanume! He pekomMeHAyeTCA BHOCUTb B CKPUNTbl UBMEHEeHUA be3 KOHCyInbTauuu c

paspaboTumnkamm.
NHcTannsiLMoHHble CKpUnTbl HEOBXOAUMEI MPY YCTAaHOBKE UK NepeyCTaHOBKE CEPBMCOB.
#A3blkom onucaHus ckpunTta siensietcst bash.

B nHtepderice Mnartdopmbl Pagap Habop ckpmunToB oToOpaxkaeTcs B pasgene "YnpasneHue
knactepom" Ha Bknagke "Ckpuntbl" B Buae Tabnuubl. Obnacte cnpasa oT Tabnuubl No3BonsgeT

nepeonpeaennTb CKPUMTbI MO yMOn4aHuio (M. pucyHok 40).

Knacrep

Ynpagnenune ckpuntammn

¥l cacTembl Cepamcul KOHpHTYPaUOHHBIE Gaiins! CxpanTs! APl karuM YHeTHbIE 33MMCK ANA CEOPA AarHBIX Tpancnoprsl Ynpaenetine durypaumei
CMUCOK KOHOWIOB NIIATOOPMBI AOBABJIEHWE KOHOUTA MNATOOPMbI
Haverosanme
install-turntable
prepare-server
Cipunt
install-prometheus i
install-mongodb-exporter
AoGasume.

sync-from-master

logrotate-config

install-elasticsearch-exporter

install-mongo

install-rabbitmgq

install-elasticsearch-6

curator-config

PucyHok 40 - Habop ckpuntos Mnatdopmbl Pagap


af://n906
af://n907

3.1.6.2. KkpaH peAaKTUpPOBaHMA CKpUNTa

Mpu BbIOOPE B TAbNMLe MHTEPECYIOLLENO CKPUMNTA OTKPbIBAETCS 3KPaH YNpaBeHWs AaHHbIM CKPUMTOM,
KOTOPbIN COAEPXUT criegytoLlme obnacTtu 3agad (CM. pucyHok 41):

® crieBa pacrnonoXeH TEKCT BbIBPaHHOro CKpUnTa, AOCTYMNHbIN ANs peAakTUPOBaHWUS.;

e obnactb "Accoumaumsa ckpunTa ¢ ponblo” - obecnevnBaeT accoumanlnio CKpunTa ¢ porbto,
BbIGpaHHOW 13 pacKpbIBaIOLLIEroCs CN1CKa;

e obnactb "Accoumaumsa CKpUnTa ¢ CepBUCOM" - COOEPXKNUT CMMCOK CEPBNCOB, C KOTOPbIMMN
accoLMUpOBaH AaHHbIA CKPUMT Ha TEKYLLMIA MOMEHT, Y PacKpbIBaOLLMIACS CMIUCOK CEPBUCOB, C
KOTOPbIMU MOXHO NMPOBECTM accoLmaLmio JaHHOIO CKpUnTa.

YnpasneHue

Vi3uenenne ckpunta > Wamenenwe cepunta

Yanbl cuCTEMB  Cepeuch  KOMDWIYDBUMOMMmE O3NS CKDWITS  APIKAIOMA  YUETHME NWCH ATA CEOD3 AaMHBX  TPIHCTIODTE! azad  Ynpasnewne

Ynpasnenne Thi0

W3MEHEHVIE KOHQUIA MNATOOPMbI ACCOPUMALWA CKPUNTA C PO/bIO ACCOPLIMALIMA CKPUITA C CEPBUCOM

Hanmenoeanue

install-turntable — —

Cepun unable =3
1 #!/usr/bin/env bash

2
3 dpkg -iR /opt/pangeoradar/distrs/pangeoradar-turntable

5 ufw allow 1080

6 echo "y" | ufu enable
7

8 echo “done"

==
PucyHok 41 - PegaktupoBaHue ckpunta MNMnatdopmel Pagap

3.1.7. YnpaBneHue APl kntouyamu knactepa {#apikey}

[oBepeHHble kntoum API ncnonb3yroTca Ansg Mex-cepBUCHOro B3anMogencTang. YnpasneHume Knovamm
API peanusoBaHo Ha Bknagke "API kntoun". OkpaH cogepXxuT (CM. pUcyHok 42):

e TekyLwmn cnnucok APl knitoven;

e obnacTb A00aBEHNs HOBbIX KINHOYeEN.

He pekomeHayeTcs yoanaTh kntod global_api_key Bo nstexaHve notepm pabotocnocobHoCTu
MnaTtdopmbl Papap.

Ynpasnenwue APl kntouamu Knacr

Yano cnciem  Cepancs  KorgMypauMoMrbie Gaiinel  CXpAMTS  APIKAIWM  Y4THHE 320MCH ANA C6OPA AGHKEX  TPaHCMOpTEl  [INGHMPOBLIAK 33834 Ypasaenme

CMUCOK CEPBUCOB MNATOOPMbI AOBABNEHUE API KNKOUA

Haumerosarue
57dbc200-4128-0f55-25d8-1c19c2e44347 global_api_key

c2d95193-2260-3261-b6d 2-e32071848ebd TempApiKeylnstall

i
3

PucyHok 42 - Ynpaenenue API kniovyamu

3.1.8. YnpaBneHue y4yeTHbIMU 3anMcamMu ana coopa AaHHbIX

Ha Bknagke "YueTHble 3anucu ang cbopa AaHHbIX" peanv3oBaHo ynpasrneHue aBTopu3aLnoHHbIMU

OaHHbIMK Ans cOopLuUmKa AaHHBIX C XOCTOB Mpu NpoLueaype MHBeHTapusaumu. Bknagka cogepxur (cwm.
pucyHok 43):

e ob6nactb "CnNMUCOK y4YeTHbIX 3anucen” - TEKYLLUIN CNNCOK YHETHBLIX 3annucen;
e obnactb "dobaBneHue yyeTHoM 3anucu” - cooepxut hopMy Ansi BBEAEHNSI NapamMeTpoB HOBOW
YYETHOM 3anuncu.


af://n914
af://n925
af://n935

M3meHeHne co3gaHHOM 3anmcu He npeaycMOTPEeHHO. BO3MOXHO TOMNbKO yaaneHue n NnoBTOpPHoe

co3faHune.

VnpaeneHue

Vewcarsws  Cepeacs Kopunpadeonme dsas Crm APlemeun

CNUCOK YHETHbIX 3ANUCER

Hassarue Onucarne

win_admin

ssh_root

Yoerase am a78 250ps A

Norun

Administrator

root

Momen  Mapons  Ceprudukar

LOBABNEHUE YYETHOW 3ANUCH

Havmerosatme
Tun

TNoruw/Napons

Onucarive

Noruw
Napons
Domen

Ceptudukat

Tparcroptsi
wi

rpc
ssh

PucyHok 43 - YnpaBneHue CnMCKOM y4eTHbIX 3anucen ansa cobopa AaHHbIX

3.1.9. YnpaBneHue TpaHcnopTamu cbopa AaHHbIX

YNpaBneHue y{eTHbIMM JANMCAMA AN C60Pa AAHHBIX

BHumaHue! He pekoMeHayeTcsi BHOCUTbL U3MEHEHUs1 B HAbop TPaHCNOPTOB 6e3 KOHCYNbTauum ¢

paspaboTumkamm.

Ha Bknagke "TpaHcnopT" peanv3oBaHO ynpasneHue cnosapem ans gopMbl 400aBNEHNST YYETHBIX

3anucen ansa cbopa aaHHbIX. Bknagka coaepkut (CM. pucyHok 44):

e 06nacTb "CNMCOK TPaHCMOPTOB NaTOPMbI" - TEKYLLMIA CIMCOK TPAHCNOPTOB C BO3MOXHOCTbLIO

yaaneHua TpaHcnopTa U3 Crnncka;

e obnactb "[o6aBneHue TpaHcnopTa" - cogepxuT hopmMy ans gobaBneHnss HOBOro TpaHcnopTa .

YnpassieHue TpaHcMopTaMu

Yanoi cucrems  Cepsucei Kondurypauvonneie daiins:

CMWCOK TPAHCMOPTOR MAATGOPMbI
wmi

rpe

ssh

PucyHok 44 - YnpaBneHue TpaHcnopTamu cbopa AaHHbIX

Crpunol

APl karoum

YueTHbIe 3aMMCH ANA C60Pa AFHHBIX

Tpancnopral

Mnarmposuwe sapas  Ynpasnenme

3.1.10. NMnanupoBwuK 3apay {#cluster_plan}

Ha Bknagke "lMnaHnpoBLUMK 3aga4q" peanm3oBaHO ynpasneHne nepevyHeM 3agay, 3anyckaeMbix No

pacnucaHuto yepesz CRON (cm. pucyHok 45).

P

A OBABNEHUE TPAHCMIOPTA

Haumenosanue

Knacrep


af://n945
af://n955

MnaHpoBLLMK 3a4ay Knacrep

Yanei cvcrems Cepomess Komdurypanmorise gaiins  Cxpumie  APlkmown  Yuerwoie sanuck gns cbopa gammix  Tpawcnoprer I saman

by P
Y ——— PexVM BHICTPOTO PeAaKTMPOBaHAS
WAB/NOH DOATA

D CRON NyTk AO BEINONHAEMOrO CKPUNTA CTATYC CO3AAHMNA
0533227-TeT6-26df-df7 1- AR set -o allexport; . fopt/pangeoradar/configs/cruddy.env; st +o allexport &8 /opt/pangeoradar/bin/cruddy — ® 2021-11-24
50843790314 action=AntPollinglob 13:02:02
3d31e903-c50b-1bd7-7F47- 0031 %% Jopt/pangeoradar/rvs_api/venv/bin/python3 fopt/pangecradar/rvs_api/venv/bin/rvs_asset_migrate -c ® 2021-12-18
batfea8d51f3 Jopt/pangeoradar/configs/rvs_api/migrate.yaml 15:39:27
97a44038-3191-0322-3901- 10%%x set -0 allexport; . fopt/pangeoradar/configs/cruddy.env; set +0 allexport &8 /opt/pangeoradar/bin/cruddy - < 2022-07-05
4p2187b00fD action=UpdateAllmmediateActionScore 19:35:02
70026305-3949-4dda-8515- 15 % xR Jopt/pangeoradar/bin/pangeoradar-eventant --conf /opt/pangeoradar/configs/ --update-statuses ® 2022-10-16
Oecsb1daddd 220314

PucyHok 45 - lNnaHmpoBLuK 3agay
Bknagka cogoepxur:

e kHonky "[o6aBuUTb 3agaHMe", No3BonsAoLLY0 406aBUTL HOBOE 3adaHne ANs NNaHUPOBLLMKA
CRON;

e gHOMKy "[lo6aBuTb nHTerpaumto ¢ KSC", nossonstoLyto 4o6aBWTb 3a4aHne Ha MHTErpaumio ¢
KSC (Kaspersky Security Center) gns nHseHTapusaumm aktmeoB, MO Ha akTMBax, annaparHou
4YacTu aKTUBOB;

e nepekrntovaTens "PeXxnm ObICTPOro pefakTMpoBaHUA'", KOTOPLIN NO3BOMSET BKIMOYNTD UK
BbIKIIOYNUTL PEXNM BbICTPON CMEHbI aKTUBHOCTY 3a4aHuni;

e Tabnuuy ¢ 3agaHusaMu.

B tabnuvue pacrnonaraercsi MHopMaLUusa o 3a0aHusIX:

® yaeHTUdmKaTop 3agaHus;
e abnoH CRON;
® yTb 4O BbINOIHAEMOro CKpUNTa;

® VIKOHKa aKTUBHOCTU 3aaaHus ((~ - 3aJaHne aKkTUBHO, @ - 3aJaHne He akTUBHO);
e [ara co3faHusa 3agaHus;
® IKOHKM yrpaereHns sagaHuemM ( - pedakTMpoBaHue 3aaaHus, - ynaneHve 3agaHus).

[nsa 3apgaHnsa nHterpauumn ¢ KSC gononHuTenbHO oTobpa)aeTcs MKOHKa E - NPOCMOTp Nnora

MHTerpawmm, KOTopbl CTaHOBUTCS LOCTYMHbLIM MOCMe NepBO CUHXPOHU3aLMN.
3.1.10.1. Jo6aBneHune 3agaHunA

[nsa nobaBneHns 3agaHns KNUKHUTE KHOMKy "[o6aBUTb 3agaHue" (CM. pUCyHOK 46).

P'E.‘,EIHI{THPDBHHHE 3d0aHKWA ~
MyTe 40 BEINOAHAEMOrO CKPUNTA CROM wabnon
Beeawte myTk... ok E

LaBnoH: ¥ * * = *

Cratyc 2agaHua

He akTueeH

CoxpaHnTe


af://n983

PucyHok 46 - lobaBneHune 3agaHus

B oTkpbiBlIEMCS OkHe ykaxunTe MyTb A0 BbinonHsaemoro ckpunta n CRON wabnoH.
[ins 3anpeTa BbINOMNHEHWUSI 3ajaHUs yCTaHOBUTe Npu3Hak He akTuBeH.

Mocne knuka no kHorke CoxpaHuUTb 3azaHne byaeT fobaBneHo B CMCOK 3a4aHuin.

3.1.10.2. fo6aBneHue nHterpaumm c KSC (Kaspersky Security Center)

[nsa nobaeneHns 3agaym Ha nHTerpaumto ¢ KSC knukHuTe kHonky "[o6aBuTb nHTerpaumto ¢ KSC"

(cm. pucyHok 47).

CozpaHwve 3agaHuA X

Appec KSC cepeepa

Anpec cepeepa

Monbzoeatenes Mapoank

Mrma nonszoeaTens MNaponk

CHHx POHWUZWMPOBATE KaXakle

KonuuecTeo MK HYT

Cratyc 2agaHWA

He akTuesH
CoxpannThs

PucyHok 47 - [lobaBneHne nHterpauum ¢ KSC
B oTKpbIBLLEMCS OKHE 3aMoNHNTE NapameTpbl:

e Appec KSC cepBepa. dopmar http(s)://<server_name>:<port_number>

e [lonb3oBartenb. Y Nonb3oBaTens LOMKHbI ObiTb NpaBa Ha goctyn no APl k cepBepy
agMmuHucTpupoBarus KSC.

e [Maponb. Npy BBOOE ByOaeT MackMpoBaH.

¢ CUHXPOHM3UPOBAThb KaxAable. 3Ha4YeHVe NHTepBana CUHXPOHM3aLuy B MUHYTaX.

[na 3anpeta BbinonHeHus nHterpauum ¢ KSC yctaHoBute npusHak He aktuseH.
Mocne knvka no kHonke CoxpaHuTb 3adada Ha nHTerpaumto ¢ KSC 6yget gobasneHa B CINCOK

3aJaHun.

3.1.11. YnpaBneHue koHcpurypaumen {#cluster_config}

Ha Bknagke "YnpaBneHue KoHpurypaumen" gOCTynHO ynpasnieHne KOHUrypaumoHHbIMU
napametpamu Mnatdopmbl Pagap B Lenom n napamerpamm KaXkaoro otaenbHOro Moayss
MnaTtdopmbl Pagap (cM. prcyHok 48).


http://docs.pangeoradar.ru/admin/https://crontab.guru
af://n988
af://n1003

BHumaHue! He pekomeHayeTcsa BHOCUTBL NMpaBKU HEMOCPeACTBEHHO B KOH(PUTrypaunoOHHbIe
¢hannbl, Tak Kak BCe HACTPOMKMN, NpeacTaBleHHble Ha BKnagke, xpaHaTtca B B. Mpwu 3anucu
KOHUrypauum koHdurypaumoHHble (pansibl nepe3anmcbiBalOTCs 3HAYEHUSIMU, COXPaHEHHbIMU
B B[.

Ynpasnexne koHpurypaumeit Knacrej
Y3nbi chcTembl Cepencal Kondurypaumnonrbie Gaine CxpunTol APl knouM YUETHBIE 33NMCH ANA CEORA ASHHBIX TparcnopTsl MAaKNPOBIINK 33434 Ynpaescnne KoHQHIypayneil
CMUCOK CBOWACTB KOHOUTYPALIMI CERBERUS
3anucats xondurypaumio
T06ansHSIl KN1O4 3ETOPHSAWAN 32MPOCOE Ha Cepevice Brewsyii IP anpec cepevca o
WUCTOPWA USMEHEHUK
cerberus
~ ‘ 172.30.25455 ‘ 2022-09-08 16:04:22
AADECa 31EKTPOHHOM NOUTEI AR YEEAOMAEHUS O
Monssosarensiacmin  1vow.  OSrosaerne
EHEWITETHOM VZMEHERIAN KOHOUTYPALIAN CHCTEMEI
1P aapec cepenca
B IP aapec cepauca
ABpECa 31EKTPOHHOM NOUTI /1A YREAOMARHUS O
LITATHOM MZMEHEHVIH KOHOUIYDALIMM CHCTEMI ‘ 127004 ‘
o Geun0: 127.002
crano: 127.00.1
Beaver .
CrawaapTHLIf 33MYCK/PEXVIM OTARAKM
YpOBEHb NOTMPOBaHIA MAPLUPYTM3ATOPa COGHITHI 2022-09-08 16:03:42
fE— Morssosarens:aomin  1vw.  Ofroezene
Hacrpoiikn oBpaBorunkos MaplupyTuzaTopa

oG IP aapec cepauca ana master
BHeLUHMii NOPT CePBNCa Ha CepBepe Nginx

6b110: 3HaueHve orcycTyet
Cabere 9000 crano: 127.00.1

Brewnuii IP aapec cepeuca

Mopr cepayca

IP anpec cepanca

9900
CrangapTHeii sanycx/pexum oTiagku IP aapec cepemca

~ i OtkntosuTs obszaTens yto nposepky TLS npw coeanrern k B
BHelHUii NOpT Cepenca Ha cepeepe ngink Goun0: 127.0.0.1

ctano: 127.0.0.2

PucyHok 48 - YnpaBneHue koHdurypaumen

Ha Bknagke goctynHo nameHeHune napametpos Mnatdopmbl Pagap B Lenom (rnobanbHbii Koy
aBTOpM3auun, agpeca anekTPOHHOM NoYThl ANs YBEAOMIEHNIA) UMY UBMEHEHNE NapamMeTpoB

oTaenbHbIx moaynen Mnartdopmbl Pagap.
lMepeveHb napameTpos 1 moaynei Nnatdopmbl Pagap pacnonaraetcs B NeBoW YacTu BKNaaKu.

B cpenHeit yacTn otobpaxatoTcs BblopaHHble napameTpbl. Ecnv BbiIGpaH mogynb, To 6yayT
oTobpaxKeHbl U AOCTYMHbI AN peAakTUPOBaHWS BCe NapaMeTpbl MOAyns (oTobpaxatTcsl CMCKOM CO
CKPOMIMHIoM BHU3). Ecnn BeIGpaH oTaenbHbIN napamMeTp Moayns, To byaeT otobpaxeH 1 4OCTyrneH

Ona pegaktupoBaHUA TONbKO OH.

lMocne BHeECEHUSA 3BMEHEHUI B KOHGUIYypaLuuio NapaMeTpoB B NpaBoy YacTu Oyaet otobpaxeHa
NCTOPUSA BHECEHUS U3MEHEHW. KnnkHUTE No aarte n BpeMeHn n3aMeHeHus, 4Tobbl oTobpasnte Aetanu
n3mMeHeHus. NMoBTOPHbLIN KWK CKPOET AeTarnu.

Mpv n3ameHeunn naponein B uctopun ByaeT oTobpaxaTbCs He 3Ha4YeHUe Naporns, a ero XaLcymmMa.

Mocne knuka Ha kHomnky "3anucatb KoHdUrypaumio" Moaynm ¢ USMEHEHHbIMY NapameTpamu OyaoyT

nepes3anyLleHbl.

Mogpo6Hee 06 ynpaBneHun KoHdUrypaumnen onmcaHo B fokymeHTe "[YnpaBneHue koHduUrypauven
Mnatdopmel Pagap](http://docs.pangeoradar.ru/admin/config)"

3.1.12. YnpaBneHue MmynbTnapeHgHocTtbio {#multi}

Ha Bknagke "YnpaBneHve MynsTMapeHgHOCTbIO" 3agaeTca nepedeHb MHcTaHcoB Mnatdopmbl pagap
(cm. pucyHok 49).


http://docs.pangeoradar.ru/admin/config
af://n1016

YnpagaeHue MynbTUAPEHAHOCTbIO Knacrep

E— Lo— Kowpurypaunonuie §aiines  Cpamrii  APIkwoun  YueThie3anWcH Ar CSOpaanx  TRaMCHOpTel  TIAMMpOBUMKSagau  Ynpasichie KoWQWIPAUMSH  Ypasnenns MymLTUIPEHRHOCTI

CNUCOK MHCTAHCOB LOBABNMEHME MHCTAHCA

Hazsakme
1d Hassanne Aapec Bepaun

e3004c3-4974-4932-369- 497920052705 1723025495 htpsy//

Aapec
Bepcnn pennsa

000

Coprupoexa

0

PucyHok 49 - YnpasneHue KoHpurypaumemn

[ns nobaBneHnsa HOBOrO MHCTaHCa 3aJanTe ero HauMeHOBaHUE, BEPCUIO YCTAHOBIIEHHOW Ha HEM
MnaTtdopmbl Pagap 1 agpec. MNMone "CoptupoBka" onpeaensieT COpTUPOBKY B NEPEYHE OT MEHbLLIETO
3HaYeHUs Nons COPTUPOBKM K MEHBbLLEMY.

OTpenakTMpoBaTth AaHHbIE MHCTaHCa MOXHO, HaXkaB Ha KHOMKY "PegaktupoBaTtk", pSAoM C HUM.
KHonka "YoanuTb" yaanuT MHCTaHC U3 NepeYHs.

B Mnatdopme Pagap oTcyTCcTBYET OrpaHMYeHe Ha KONMYECTBO NOAYNHEHHbLIX MHCTAHCOB.
Mocne pobaBneHnst HOBOrO MHCTaHca nNepenanTe B BEG-UHTEPdENC NOAYNHEHHOTO MHCTaHCA.

Hanee B pasgene «Knactep» - «YnpaBneHune koHdurypaumen» B ceoncteax «DNS» namerHute «Agpec
cepBuca aBTOpU3aLMmn» yKkasaHHbI url-agpec Ha url-agpec ynpasnstoLlero MHcTaHca B hopmare

https://<ip-aapec ynpaBnswwero MHcTaHca>:8180

HaxmuTe «CoxpaHutb» 1 «3anucatb KOHUIypaLmio».,

4. YnpaBrneHne NCTOYHUKaAMMN COObLITUMN

4.1. YnpaBrneHue NCTOYHUKaMu COObITUN

4.1.1. Obwee onucaHue

Pasgen "MicTouHukn" oTBEYaeT 3a ynpaBneHue NogknoyeHneM NCTOYHNKOB cobbITuI k MnaTtdopme
Papap.

CoaepxuT criedytoLLme BKNaaKu:

e UcTouHMKM

e [lpaBuna pas6opa

e [IpaBuna HopManusauum
¢ [lpaBuna o6paboTku

e Grok narrepHbl

4.1.2. YnpaBreHue UCTOYHUKaMU

Bknagka "McTtouHmkun" obecneunBaeT BbINOSIHEHNE CReaYyOLWNX AEUCTBUIA(CM. pucyHoK 50):

e [lo6aBneHne HOBOroO NCTOYHMKA.
e BkroueHre 1 OTKIMHYEHNE CYLLECTBYIOLLETO.
® |IameHeHne napaMeTpoB CYLLECTBYHOLLENO MCTOYHMKA.

e  CurHXpoHM3auusa koHdurypaumm co Bcemu cepsrcamu Mnatdopmbl Papap.


af://n1028
af://n1029
af://n1030
af://n1044

e JkcnopT BblIbpaHHbLIX NCTOYHUKOB B dhann apxusa opmara ZIP.
® AMnopT ncTouHMKoB 13 dhanna apxmea dopmarta ZIP.

* YnaneHue Bbl6paHHbIX MNCTOYHUKOB.

Yn pa BAeHWe MCTOYHNKaMK YnpaeneHue MCTOMHMKEMN

WecTodHrKn Mpasxna pa3Gopa MpaBKna HOPMANKH3aWnM MNpaexna obpaboTk Grok naTTepHbl

T Cuuxpouwmavporars  [lo6aBUTE HOBLIN MCTOMHWK o Kapra npaeun o6paGoTku

HA3BAHWE THN EEHOOP nopT NPOTOKON BKNHIYEH .
Microsoft-Windows-Eventlog Eventlog Microsoft 1514 TCP l:l AKTUBHO
Microsoft-Windows-DNS DNS Microsoft 1516 UDP .:I AKTUBHO
Microsoft-Windows-WEC WEC Microsoft 1524 TCP lj AKTUBHO
Cisco-NetFlow NetFlow Cisco 2762 TCP HeakTtueHo
Microsoft-5QL-5erver1 SOLServer Microsoft 1519 TCP HeakTueHo
Microsoft-Windows-1I5 115 Microsoft 1522 TCP HeaktueHo
Linux-Debian Linux Debian 2671 uDP HeaktueHo
UszerGate-UTM Firewall Usergate 2545 TCP HeaktueHo
Dlink-xstack Switch D-link 2773 TCP HeaktneHo

PucyHok 50 - Bknagka "UcTovHukn"

|-|O,D,p06HaFI MHCTPYKUMA MO ynpaBrieHNo UCTOYHUKaMu npuBeaeHa B OTAeNIbHOM pasaene

"PyKOBOACTBO MO MOAKIHYEHMIO UICTOYHUKOB'".

4.1.3. KOHTPOSb COCTOAHUA UCTOYHUKOB

EENNNRNRNANRN

I'Io,u,pasp.en «COCTOSIHNE UCTOYHMKOB» B pasgene «MCTOYHMKM» OTBEYaeT 3a MOHUTOPWUHI COCTOAHUA

WCTOYHMKOB COBbITUI 1 co3gaHue
yBeJOMIIEHNI (KaK BHYTPUCUCTEMHBIX, TaKk 1 Ha 3MEKTPOHHYIO MOYTY) B CIly4ae OCTaHOBKM MOTOKA

COBbITMI HA UCTOYHMKE B YKa3aHHbIN Anana3oH BpeMeHu (CM. pucyHok 51).

Vngentaps

WHBeHTapb Habniopatens
MOEHTUOUKATOP MMS OBPABOTHUKA 1P OBPABOTYMKA KOH®UTYPALNS MHAEKCA nepuon OTCNEXHUBATD CO3AABATb MHUMAEHT MHUMOEHT HA KAXAbIA CEPBUC NOCNEAHAR NPOBEPKA
O m am I siem_* | “keyword 3012000 v @ x 2021-08-12 18:06:44

PucyHok 51 - [laHHbIe NO COCTOSAHUIO UCTOYHMKOB

Moapo6Has UHCTPYKLMS Mo KOHTPOI0 COCTOSIHMSA MCTOMHUKOB NpYBeAeHa B OTAENbHOM pasgerne

"PykoBOACTBO MO NOAKIIHYEHNIO MCTOYHUKOB",

5. MoHuTOpUHr paboTkl lNnatdopmbi
Papap


http://docs.pangeoradar.ru/events/source_connections/description
af://n1064
http://docs.pangeoradar.ru/events/source_connections/description
af://n1071
af://n1072

5.1. OOLwee onucaHue

Pasgen nHtepderica "MOHUTOPUHI" coaoep>XUT Habopbl MHTENPUPOBAHHLIX B MHTEPMEC
Mnatdopmbl Pagap npnbopHbix naHenen (qawodopaos) Grafana. B Mnatdgopme Pagap
opraHu3oBaHbl criegytowne Habopbl MPUOOPHbLIX NaHenen (CM. pUCyHoK 52):

e OOWMIN MOHUTOPUHI — MOHUTOPUHI OCHOBHbLIX NapameTpoB MnaTtdopmbl Pagap;
e [loTOoK COObLITUI — MOHUTOPUHT NAapamMeTPOB NOTOKa COBOLITUN;

e Kafka — MoHMTOpWHI napameTpoB cucTeMbl obMeHa cooblueHuamn Kafka;

e ElasticSearch — moHWTOpPUHI NapameTpoB nouckoBol cuctemsl ElasticSearch;

e CTaTuUCTMUKa NOTOKA - MOHUTOPUHT NokasaTternen o6paboTku NoToka cobbITUi

Heobxogumbin Habop NpnbopHbIX NaHenen BbIbUpaeTca U3 packpbiBatoLLlerocs cnucka (cm. PucyHok
52).

: Q Otasap (@ aamin

OBuwwii MoHMTOpPHHT

O6UiA MOHNTOPHHT

Mook cobsimuit

| Kafka
ElasticSearch
Cramucruka notoka

4 6.9 days
RootFS Total RAM Total SWAP Total
g i5% | » 5.5% | » 6.3% | ‘ 69% | | 0o0s3% ‘ 98% ./ 29GiB 1268 8GiB

~ Basic CPU/ Mem / Net / Disk

CPU Basic Memory Basic

1468

e
1220 1225 1230 1235 240 1215 1220 225 230 235 1240

Busylowait — BusyIRQs — Busy Otner — Idie RAMTotal — RAMUsed — RAMCache+Buffer — RAMFree — SWAPUsed

Network Traffic Basic Disk Space Used Basic

PucyHok 52 - Beibop Habopa npnbopHbIX NnaHernen

B pasgene "MOHUTOPUHI" JOCTYMHO NEPEKITIYEHNE MeXOY BCTPOEHHbIMU B CUCTEMY NPUOOPHBIMMN

naHensmu 6e3 HeoGXxoaUMOCTU 3axoauTb B MHTepderic Grafana.

Grafana oTHocuTcs k cBOoGoAHO pacnpocTpaHsiemoMy MO. MNoapobHyo MHopMaLuuo 0 NPoayKTe

MOXHO NOCMOTPETb Ha canTe https://grafana.com/.

5.2. Habop npubopHbIX naHenen «O6LWMUNA
MOHUTOPUHI»

Habop npnbopHbIx naHenen OOBLWMIN MOHUTOPUHT NpedHa3Ha4YeH 459 MOHUTOPUHIA OCHOBHbIX

napameTpoB paboTsl Mnatdopmbl Pagap, Taknx kak (CM. pucyHok 53):

® MOHMWTOPWHI METPUK NOTPebneHns namsaTn — BuaxeTbl Ram Used (Tekyliee notpebneHve
namsTtn), Memory Basic (rpacvik noTpebneHns namsaTtu).

® MOHWUTOPWHI METPUK 3arpy3ku npoueccopa — suaxetsl CPU Busy (TekyLuas 3arpyska
npoueccopa), CPU Basic (rpaduk 3arpy3ku npoueccopa).

® MOHUTOPWUHI METPUK COCTOSIHUS! IMCKOBOTO NPOCTPaHCTBa — BUAXETHI Root FS Used (TekyLiee
COCTOsIHME IMCKOBOTIO npocTpaHcTaa), Disk Space Used Basic (rpadhmk 3arpy3ku AUCKOBOIO
npocTpaHCTBa).


af://n1072
https://grafana.com/
af://n1091

OBt MoHMTOpUHT B

~ Quick CPU / Mem / Disk

CPU Busy Sys Load (5m avg) Sys Load (15m avg) RAM Used SWAP Used Root FS Used CPU Cores Uptime

4 6.9 days
» 6.3% | ® 8.3% | - 7.2% | 66% | s 2.9% 40% | 98.GiB 126iB 8GiB

~ Basic CPU/ Mem / Net / Disk

CPU Basic Memory Basic

00% 6B

idle RAMTotal — RAMUsed — RAMCache+Buffer — RAMFree — SWAPUsed

Network Traffic Basic Disk Space Used Basic

PucyHok 53 - MMpunbopHble naHenu na Habopa naHenen "O6LWwmnin MOHUTOPUHT"

MpenycTaHoOBMNEHHbIN CNNCOK NPUBOPHLIX NaHenen B Habope "OCHOBHOM MOHUTOPUHI" NPUBEAEH HA
pucyHke 54. Mpu wWwenyke no Ha3BaHWI NPUBOPHOM NAHEN MOXHO OTKPbITL/CKPbITh HAbOP rpadmkos/

avarpamm, BXOASLLMX B MPUGOPHYLO NaHerb.

OBl MaRNTOpIHT

» Quick CPU / Mem / Disk

» Basic CPU / Mem / Net / Disk (2 paners;
» CPU/Memory / Net / Disk (7 pen

» Memory Meminfo

> Memory Vmstat (4 paneis

» System Timesyne  (# pansis

> System Processes

> System Misc (7 panes

» Hardware Misc (3 pansis

> Systemd (2 paneis,

» Storage Disk (2 paneis

» Storage Filesystem (3pansis
» Network Traffic

> Network Sockstat (s paneis
» Network Netstat

» Node Exporter  (2pansis

PucyHok 54 - INpenycTaHOBMNEHHBIN CNCOK NpUBopHbIX NaHenen MnaTtdpopmbl Pagap

5.3. NpubopHana naHenb «[oTOK COObLITUN»

MpnbopHasa naHenb MoTok cobbITUM NpeaHasHavYeHa aJ1s1 MOHUTOPUHIa METPUK obpabaTbiBaeMbIX
cobbiTun B cekyHay (EPS) n copepxut gBa Tvna BUOXETOB (CM. pUCYHOK 55):

® BUIXET C OTOOpaKeHneM nHdopmauumn o TekyLlem NoToke cobbiTuin (cneea);
® BUIXKET MO MOTOKY COBLITUI B BUAE NUHENHBIX rpachrKoB, MOCTPOEHHBLIX Ha OCHOBE MCTOPUYECKNX

OaHHbIX (cnpasa).

MepBbIMK oTOBPaxatoTcs MeTpuku Tekywero EPS B cucteme — CyMmmapHbIN NOTOK COObLITUM (CM.
pucyHok 55). lanee cneytoT BUOKeThl, rae npegoctaBngeTcs MHopmauus no noTokam OT KaXaoro 13

NOAKMOYEHHbIX MCTOYHMKOB COBbLITUN.


af://n1105

‘ MoTok cobbiTuin s

CyMMapHblii NOTOK COBbITHI

TSR I A R Y RS

16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 17:15

— CyMMapHbiii oToK coBbiTwii Current: 0

MoToK co6biTwit - 1514-Microsoft-Windows-Eventlog

0.8

04 |
|
0.04 eps o , ‘
0
16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 17:15
— 1514-Microsoft-Windows-Eventlog Avg: 0.58 Current
MoToK cobbiTuit - 2604-Kaspersky-SecurityCenter-db
02
01 | |
0.07eps | |
0
16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 17:15
2604-Kaspersky-SecurityCenter-db Avg: 0.13 Current
TMoToK co6bITHIA - 2681-Linux-Ubuntu
08
06 |
|
04
|
0.03eps o .

16:20 16:25 16:30 16:35 16:40 16:45 16:50 16:55 17:00 17:05 17:10 1715

2681-Linux-Ubuntu Avg: 0.47 Current:

PucyHok 55 - INprbopHble naHenu n3 Hadopa naHene "CyMMapHbI NOTOK COObITUIA"

5.4. NMpnbopHasa naHenb «CTaTUCTUKA NOTOKa»

MpnbopHas naHenb CTaTUcTUKA NOTOKa NpefHasHa4YeHa ans MOHUTOPWHIA CTaTUCTUKM NOTOKA
cobbITMI 1 coaepXnT ABa pasgena (CM. pUCyHoK 56):

e 006LLas cTaTUCTMKa NoToKa:

0 cymmapHas obpaboTka cobbitun (B EPS);

O 3agepkka pa3bopa BxogsLLEero noToka cobbiTui;

O 3agepkka 00paboTKM COBLITUIN Ha KOPPENSALMIO;

O 3agepkka oTBeTa 0bOpalleHust K TabnmnYHbIM Cnmnckam;

o rpadmk 3agepku pasbopa BXoOALLEro NOTOKa COObITUA MO UCTOYHUKY.

e cTaTucTMKa obpaboTumka cobbITUIA:

o rpadmk CKOPOCTN YTEHUSI COOLITUI 13 BanaHCUPOBLLMKA;

o rpacdmk obLLel NpoM3BOANTENBHOCTMY;

o rpadumk ckopocTn 06paboTkM COOLITUIN MO UCTOYHUKY;

0 rpadmk CyMMapHOro NoToka cobbITUI Ha 3Tane pa3bopa;

0 rpadumk cyMmMapHOro noToka cobbITUI Ha aTane HopManusauuu;
O rpadumk cyMmMapHOro notoka cobbiTui Ha aTane oboralleHuns;

o rpadmk CyMMapHOro fara 3anvcu Ha XpaHeHue;

0 rpadmk cyMMapHOro noToka cobbITUI Ha 3Tane KoppensiLmm.


af://n1115

Cramacrara notoka

~ 06U HPOPMALMA

Cywaaaprsti noTox cobemuit

0 eps

Sanepwa pa36opa BXoAALETD NOToKa CoBs Tl

3anepwoca pas6opa BXOAALETD NOTOK CoBeITAH N0 HCTOHNKY

oaa
‘3apepiia 0GpatoTKM COGLITHIA Ha KOPRENALIID.
No data
‘3a/iepKKa OTBETa OOPALLEHIA K TA6MNYHEIM CTIMCKAM
,
~ 06paGoT MK CoBbITMI
Capoe e coturs Saasponia F—

OGuas mpowssopuTensHocs

CyMMaDHB NOTON CoBbITHi Ha STane HopMATH3ALMA

No data

PucyHok 56 - MpubopHble naHenu n3 Habopa naHenen "Cratnctuka notoka"

5.5. Pabota c rpachmkamm n guarpammamm npnoOOpPHbIX
naHenen

Mpu wen4yke cnpaa OT Ha3BaHUA rpaduka/gnarpaMmbl OTKPLIBAETCA MEHIO (CM. PUCYHOK 57):

e "View" — packpbiTe rpaduka/guarpammbl Ha Becb 3kpaH Mnatdopmbl Pagap.

e "Share" — nogenutbcs NaHenbto B BUAE NPSIMOW CChINKW, CHUMKA Ui BCTPOEHHOM CChINKM,
e "Inspect" — koppeKkT1poBKa 3anpocoB 1 YyCTpaHeHWe Hernonagok.

e "More" (toggle legend) — oTobpaxeHne/ckpbiTUe Ha rpaduke nereHapl.

1/0 Usage Times
15.0ms & View @ v

o3 Share Ps

12.5ms )
L @ Inspect .
| Maore... H
10.0ms l @
|I
. |
E 7oms ' |
l |
50 ms [
|
25ms | I-_ A
=il . , l I', F i ™ F, \*.- b, I'. !
0s
min max avg current
sda - Time spent doing I/0s 933333 ps 12.267 ms 1.567 ms 533.333 ps
sdb - Time spent doing 1/0s Os 0s Ds 0s

PucyHok 57 - PaboTta ¢ rpadukom/ guarpammon


af://n1152

Mpn HaBegeHMM Kypcopa Ha rpaduk OTKpbIBAEeTCS OKHO C AaHHbIMU TOYKK, yKa3aHHOW KypcOpOM (CM.
pucyHok 58).

I/0 Usage Times -~

15.0ms

12.5ms

10.0ms |

7.ams

time

5.0 ms

2oms

0s 2021-07-29 18:10:00
— sda - Time spent doing 1/0s:  1.600 ms

) ) 5db - Time spent doing 1/0s: Os
sda - Time spent doing I/0s 33 ms

urrent

sdb - Time spent doing 1/0s Os Os Os 0s

PucyHok 58 - lMpocMoTp AaHHbIX Ha rpadmkax

5.6. Nepepaya meTpuK NPON3BOAUTENLHOCTU BO
BHeELWHWe CUCTEMbl MOHUTOPUHra

B Mnardopme Pagap npenycmMoTpeHa BO3MOXHOCTb Nepefayn MeTprK Npon3BoanTeribHOCTY BO
BHELLHWE CUCTEMbI MOHUTOPUHTA.

MnaTtdopma Pagap obecneymBaeT MHOFOCTPOYHEIN BbIBOZ METPUK MPOV3BOAMTENBHOCTU B (hopmaTe

CTpokn Prometheus (krntoY, 3Ha4eHWe), YTO NO3BOSSIET SKCMOPTUPOBATbL METPUKN B cucTemy Zabbix.

6. PenytaumoHHas 6a3a

6.1. HasHayeHue penyTaumoHHoOM 6a3bl

[aHHbIN Moaynb nNnpegHa3HayvYeH and oboraileHnsa cobbITU aHHbIMN, nony4YeHHbIMU N3 pa3rinyHbIX
penyTaunoHHbIX CMNCKOB.

6.2. CoctaB penytauMoHHOU 6a3bl

Penymauuo+HHas 6asa npencrtasneHa crnyxbon pangeoradar-ti-updater.service

6.3. PaboTta c penyTtayuoHHbIMKU cnuckamum n3 Ul


af://n1168
http://docs.pangeoradar.ru/admin/https://www.zabbix.com/documentation/current/en/manual/config/items/itemtypes/prometheu
af://n1173
af://n1174
af://n1176
af://n1178

6.3.1. PenyTauMoOHHbIe CIUCKN

s npocMoTpa U ynpaeneHust penyTauuMoHHbIMU CNMCKaMn HEOOXOAMMO NepeiT B pasaen

"PenyTaumoHHble cnnckn'”, "PenyTauMoHHbIE crnnuckun',

Ha pucyHke 59 n3o6paxeHo OKHO MPOCMOTPA U yNpaBreHns penyTauoHHbIMU CNIMCKaMMU.

JAomen-URL P

sevorre ¢ [E

SSLxow  Xaw daitron

CucremHble Monb3oBaTensckue
WN3MEHEHA WCTEKAET [ NOCTABLLMK

2022-03-09 12:07:10 2022-03-10 03:07:10 49.14332.6 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 22277.181.28 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 180.151.24.60 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 157.61.212.1 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 70.50.152.130 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 193.169.252.158 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 100.27.42.242 alienvault
2022-03-09 12:07:10 2022-03-10 03:07:10 100.27.42.243 alienvault

PucyHok 59 - PenyTaunoHHble ClUCKN

YIPO3A

compromised-host

compromised-host

compromised-host

compromised-host

compromised-host

compromised-host

compromised-host

compromised-host

HATPAB/EHWE

outbound

outbound

outbound

outbound

outbound

outbound

outbound

outbound

npoTOKOA

tep

tep

tep

tep

tep

tep

tep

tep

noPT YPOBEHb AOBEPUA KATEFOPWA
35 compromised-host
35 compromised-host
35 compromised-host
35 compromised-host
35 compromised-host
ES cempromised-host
35 compromised-host
35 compromised-host

B paccmaTpmnBaemMom MHTep(*)eIZCG NPUCYTCTBYKOT crieayrwme d)yHKLI,I/IOHaJ'IbeIe BO3MOXXHOCTWU:

° npOCMOTp MOJTHOIo CNMcka NHAnKaTopoB KoOMMpomMeTauuun,

e OunbTpauus 3anuceii B penyTaumoHHbIX Criuckax;

,D,J'Iﬂ 3TOro HeO6XOﬂ,I/IMO HaXaTb Ha NUKTorpammy qI)I/IJ'Ipra, Bbl6paTb nore, Nno K0Topomy

Heob6xoanMOo OTUNLTPOBATL 3aMMCK, a TakkKe 3HaYeHMe 3TOro Norns (MOMHOCTLIO UMK YaCTUYHO),

Kak n3obpaxkeHo Ha pucyHke 60.

flomes-URL 1P

sro+

SSLxsw  Xsw daitios

bunetp
P + | 100.
= ==
Cucremnsie MNonk3zoBatensckue
M3MEHEHA WCTEKAET P NOCTABLIMK ¥rPo3A

2022-03-09 12:07:10 2022-03-10 03:07:10 100.27.42.242 alienvault compromised-host
2022-03-09 1207:10 2022-03-10 03:07:10 100.27.42.243 alienvault compromised-host
2022-03-09 12:07:10 2022-03-10 03:07:10 100.27.42.244 alienvault compromised-host
2022-03-09 1207:10 2022-03-10 03:07:10 100.27.42.241 alienvault compromised-host
2022-03-09 12:07:10 2022-03-10 03:07:10 24.188.100.85 alienvault compromised-host
2022-03-09 1207:10 2022-03-10 03:07:10 116.211.100.26 alienvault compromised-host

PucyHok 60 - dunstpaunst penyTaunoHHHbIX 3anncen

HAMPABNEHNE

outbound

outbound

outbound

outbound

outbound

outbound

npPoTOKOA

tcp

tep

tep

tcp

tcp

tep

e Co3gaHue nonb3oBaTenbCKuX MHONKATOPOB KOMMNpomMeTauuu,

Kon-Bo Ha cTpanmnue

20
noet YPOBEHb I0OBEPUA KATETOPWA
35 compromised-host
35 compromised-host
35 compromised-host
35 compromised-host
35 compromised-host
35 compromised-host

[na co3paHusa Heobxoaumo nepenTn Bo Bknaaky "lMonb3oBatenbckue”, nocne 4Yero Haxarb Ha

KHOMKy "+".

B oTKpbIBLLEMCA OKHE 3aNONHUTL 3HAaYeHUs Nonen n Haxatb "CoxpaHuTb"

Mprmep Nonb3oBaTENbCKOro UHAMKATOPa KOMMPOMETaLMW NpeACTaBieH Ha pucyHke 61
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Cucremueie Mons3oBarensckne

| I \

MpoTokon ‘ tcp ‘

Mopt ‘ 80 ‘

HanpasneHue Tpaduka  Vicxoaswmid s

Yrposa

js-miner ‘

Kateropma | malicious-ip ‘

PucyHok 61 - CosgaHue nonb3oBaTenbCKoro MHAMKaTopa KOMMNpoMeTaLum

® YnaneHue MHOUKATOPOB KOMMPOMETALUK;

[ns yoaneHusi UHAMKaTOPOB KOMMpPOMeTauuM Heobxo4MMO HaxaTb Ha MUMKTOrpaMMy YpHbI cripaea
OT MHAMKaTOpa KOMMPOMETaLMK, KOTOPbIA HEO6X0AMMO yaanuTb.

6.3.2. UcTouHukun I0C

[ns npocMoTpa 1 ynpasneHnst UICTOMHUKaMU OEHTUMKATOPOB KOMNPOMETaLMn HeobXoAMMO
nepentu B pasgen "PenytauuoHHslie cnnckn”, "Mctounnkm [0C".

Ha pucyHke 62 n3obpaxeHo OKHO NPOCMOTPa U yNpaBneHns UCTOYHUKaMU UAEHTU(UKATOPOB
KOMMpomeTaLuu.

WNctounukn 10C

(1] o o | e

Mocneannii 3anyck CneayroLumii 3anyck Tekywmii nepvoa

10 4.

HAMMEHOBAHWE In UENb WABNOH AKTUBEH CUCTEMHbIA

alienvault net ip ip------- .j AKTUBHO < <

PucyHok 62 - AICTOUHMKN MHAMKATOPOB KOMMPOMETaLnm
B paccmatprBaemoM nHTepdence NpuMcyTCTBYIOT crefytowme yHKUMOHaNbHbIE BO3MOXHOCTU:

e BknioyeHune BCTPOEHHbIX NCTOYHNKOB VID,eHTVId)MKaTOPOB KomMnpomeTauunu;

[nga aToro Heo6xo4MMO HaxaTb Ha MUMKTOrpaMmMy uneTpa, nepesectun "AKTMBHOCTR" B cTaTyc "He
BaXHO".

Mocne, HaNPOTMB HYXXHbIX UCTOYHUKOB, HAXaTb Ha KHOMKY-Tymbriep Ansi nepesofa cratyca B
"AKTMBHO".

MpumMep BKMIOYEHUS MCTOYHMKA NPEACTaBNeH Ha puUcyHKe 63.
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AKTMBHOCTD Cuctemubie/lonbzoBarensckue

He saxHo 5 CncremHsle +

HAUMEHOBAHUE ™n LENb WABNOH AKTWUBEH CUCTEMHbIA

alienvault net ip ip------- He aktuBHO [
binarydefense net ip ip He aktusHo <
coinblocker net domain domain He aktuBHO <
cybercrime-tracker net domain url He aktueHo <
netlab net domain - domain - - W1 Acmero <

PucyHok 63 - BkntoyeHne CTovHMKa MHAMKaTOPOB KOMApOMeTaunm

® YkaszaHue nepuoaa nonydvyeHund I/I,D,eHTI/IdI)I/IKaTOpOB KOMMpomMeTaunn N3 akTUBHbIX NCTOYHUKOB,

[ns YKa3aHua nepmnoga, Hy>XHO HaXXaTb Ha COOTBETCTBYHOLLYH KHOMKY U YCTAaHOBUTb HY>XXHOE

konmn4yecTBo 4Yacos (o1 1 go 24)

L4 PyLIHOI7I 3anyck 1 OCTaHOBKa 060pa I/I,D,eHTI/IdJI/IKaTOpOB KoOMnpomMeTaunn N3 akTUBHbIX NCTOYHUKOB,

[nsi aToro Heo6XoAMMO HaXkaTb Ha COOTBETCTBYHOLLME KHOMKU B BEPXHEN YaCTU CTPaHULbI, Kak
n3006paxeHo Ha puUcyHke 64.

NcTtouHukn |1OC

£ ey e ey

MocneaHwii 2anyck Chneayrowmia 3anyck Tekywnii nepuos

10 u.

PucyHok 64 - "BkntoyeHne\oTknoyeHe cbopa MHAMKaTopoB komnpomMeTaummn”

e (CosgaHue Nonb3oBaTeNbCKOrO MCTOMHUKA VlﬂeHTVId.)VIKaTOpOB KOMMnpomMeTauunn.

[lna cozpgaHms Nonb30BaTENbCKOrO MCTOYHMKA HYXKHO HaxaTb Ha KHOMKy "Co3gaTbh UCTOYHUK",
3anonHUTb NOMs N HaxkaTb Ha "CoxpaHuTe".

7. Hactponka KOHTpOss yCTaHOBNEHHOro
no

7.1. HacTtpounka KoHTpona yctaHoBrieHHoro MO

7.1.1. o6aBneHne npaBuna KoHtpons NO

[nsa cosgaHua npasuna koHTponsa NO Heobxogmmo:

1. MepenTn B pasaen ocHOBHOro MeHto «OueHka coorBeTcTBUA MO» 1 BbIGpaTh Nnogpasgen
«[MpaBuna». OTKPOETCH TEKYLLMI CNCOK NpaBui (CM. pUCYHOK 65).
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MpaBuna Uenp ynpasnenns > Pesynuratui cootserctema [0 Mpasuna

(v ] oo

HA3BAHME = OBHOBMEH
B Ouenka cooTsercraun M0

Tecrosan nposepka 1 2021-07-30 22:54:45

N

TecTosaA nposepka 2 2021-07-30 22:55:13

npasina

PucyHok 65 - TekyLmin cnmcok npasun

2. HaxaTtb Ha kHonky "Co3gaTtb". Ha akpaHe oTkpoeTcsa bopMa Ansi co3gaHuns HOBOro npaswuna (cm.
PUCYHOK 66).

3. 3anonHuTb opMy CornacHo nogckaskam.

4. HaxaTb Ha KHOMNKY «COXpaHUTb».

LlerTp ynpagaens > Pezynutatit cooteercrena M0 Mpasuna > Cozaamme

HasgaHue kvnenTa
Hazsanue

376 Ha3BaHHE OTOBPAXAETCA B AETANAX HHUIAEHTA
B Ouenka cooteercrana N0

QunbTp

QunbTp

3annce B UEPHOM CMMCKE (ANA COOTBETCTEMA JaHHOMY NPaBWY NPOrpaMmHoe obecneueHue He 0AXHO BbiTh YCTaHOBAEH)

PucyHok 66 - ®opma co3gaHusa HOBOro npasuna

B cnucok npasun JJ,O6aBI/ITCF| HOBOE npaBuIio.

7.1.2. PepaktnpoBaHue npaBuna koHTponsa NO. YaaneHue
npasuna

[ns penakTupoBaHus npasuna koHTpons MO HeobxoaMmo:

1. MepeliTn B pa3aen ocHOBHOro MeHto «OueHka cootBeTcTBUA MO» 1 BbIOpaTh Nogpasaen
«MpaBuna». OTKPOETCA TEKYLLMUA CIMCOK NpaBun (CM. PUCYHOK 65).

2. BbibpaTb HYXHY CTPOKY C NPaBUIOM U HaXKaTb Ha NMUKTOrpaMmmy . OTkpoeTca hopma
pedakTMpoBaHusa npasuna (CM. pucyHok 67).

3. BHecTn HeobxoanMble N3MEHEHUS.

4. HaxaTb Ha KHOMNKy «COXpaHUTb».

5. HaxaTb Ha KHOMKy «YaanuTb» ecnv Heobxoanmo yaaneHue npasuna.
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TecTOBaﬂ npOBepKa 1 LleHTp ynpaeneHna Pezyneratel cooTeeTcTEMA 10 Mpaewna WzmeHenne

HazeaHue knueHTa

Tectosasa nposepka 1

3T0 Ha3BaHue oToBpakaeTcA B AeTanAx WHUMASHTA

DUnbTp

(Microsoft & Office) | Libreoffice

Mokasars/CkpbiTh ENPABKY N PEMYAAPHbIM BhIPIKEHAAM

3anuch B UEPHOM CNMCKE mﬂﬂ COOTBETCTBUA AaHHOMY Npasuay NporpaMmHoe obecneueHmne He AONXHO BbITh yCTaHDBJ’IEHO]

e =

PucyHok 67 - ®opma pegaktupoBaHus npasunia

8. MapameTpbl
8.1. NMNapameTpbl

8.1.1. O6wee onucaHue nogpasgena "MapameTpbl”

OcHoBHoe MeHIo LieHTpa ynpaeneHus MnaTtdopmbl Pagap cogepxut pasgen "MNapameTpbl”,
BKIOMatoLLMIA nogpasnensl (CM. pUucyHok 68):

e '"llapameTpbl"

e "ConocraBneHunek faHHbIX"

e "API koHCTpyKTOp"

e "YepHbin cnucok ID-nnarnHoB"

e "OnoBeLleHNsA Mo 3agepKkam B o6paboTke"
Moapasgen "MapameTpbl" NpegHa3HayYeH ANg BbINOSHEHUS CReayoLwmx yHKLNIRA:

e Bknagka "MapameTpbl" - NpegHasHavyeHa a5is 0OHOBMEHMS NapaMeTPOB yBEAOMIIEHMS.

e Bknagka "O6paboTka ysa3aBMMOCTeR" - NpegHasHadeHa 415l HAaCTPOVKM NapaMeTpoB
aBTOMaTU4eCKOro NepeoTKpPbITUS NHLNOEHTOB.

e Bknagka "CuHxpoHusauus ¢ Bason gaHHbIX"- NpeaHasHa4YeHa ansg nposeneHns

CUHXPOHM3aLMy ¢ Basoi fgaHHbIX TUMOB MHLMAEHTOB M KOppernsiTopa.

8.1.2. O6HOBNEHUA NapamMeTpoB yBeAOMSIeHUSA

[ns obHOBNEHUsA NnapaMeTpoB YBEAOMITEHNST HEOOXOAMMO 3aliTu B pa3gen «[apameTpbl», nogpasgen
«[MapameTpbi». o ymonyaHuio oTkpoeTca Bknagka «O06Lwme», cogepxawasa dopmMy Ansa BBoAa
napameTpoB yBegomneHus (cMm. PucyHok 68).

[nsa obHoBNeHus napamMmeTpoB yBeOOMITEHUA HeobxoauMmo:

1. 3anonHuTtb none "HasBaHue KnueHTa".

2. 3anonHuTb none "PacnonoxeHue" (no ymonyaHuio ykasaHa Mocksa).
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3. N3 Beinagatowero cnucka "Mpynna nonb3oBaTternen No-ymMmon4yaHuio ans MHUMAEHTOB,

CBA3aHHbIX C

nn

aKkTuBamm, 6e3 onpeaneneHHoro "OTBETCTBEHHOro Nosib3oBaTens Bbl6paTb HYXHYIO rpynny

nonb3oBaTenemn.

4. N3 Bbinagarowero cnvcka "Crparerus naeHTUdUKaLmMm akTMBOB NO-yMoYaHuI" BeiOpaThb

HY)KHYIO CTpaTeruio:

o IP;
o FQDN;
o MAC.
5. MNpun HeobxoQMMOCTHK BKMOUNTL coBnageHue no nmerHn xocta (PQDN), raoe BbibpaHa cTparterus

noeHTndpmkaumm FQDN.

6. HaxaTb Ha kHonky "CoxpaHutb".

MapameTpbl LenTp ynpaenenun > Mapamerphi

Obume  OBpaborka yrssmmoCTEH ChrxpoHM3aLWE ¢ Basoii 3Hanmit

HazeaHue kaveHTa

HazeaHwe knueHTa

PUCK MPUHAT: KOAMUESCTED AHER NG YMONUZHMID

90

1€ PUCKE GHULBEHME YCMONOSUIM MO SHYEHUE & KGYECISE CROKT NO-YMOAugHUL (napawemp “Mpursm 86°) Ymobs: ocmasume SHasenue Same! “Tipussme 807 nyembiv, yeaxume

Loy e—

MapameTps Pacnonoxenna
Haxmure Enter gna goBaenensua

* Mockea x

Tpynna nons3oeatenci No-yMOoAUaHUID AR WHUMASHTOR, CBRIAHHSIX ¢ AKTHEAMM, BE3 ONPeaSneHHOrD "OTEETCTESHHOTO NOIL20BaTENs"

CTpaterus MASHTHOUKALMM SKTHEOE NO-yMOAUSHKD

IP v

Coenaaexue PQDN

BrnkoUIET COBNAASHUE NO MMeHW xocTa (PQDN), rae eribpana cTpaTerva asHTdukaum FODM

T s HE

PucyHok 68 - Pasgen "lMapametpsbl”, Bknagka "Obwme"

8.1.3. HacTpoWka aBTOMaTU4eCcKOro nepeoTKpbITUSA UHLUOEHTOB

®yHKLMOHANMN MO OTKPbITUIO UHLMOEHTOB, HAXOAALLMXCS B cTaTyce «3aKkpbIiT», UMEET psia HacTpoek. [ns
N3MEHEeHUs1 HacTpoeK
NepeoTKPbITUA MHUMAEHTOB HeobXxoaMMo 3aiiTu B pasaen «lapameTpbl», nogpasaen «MapameTpbi» 1

OTKpbITb BKNaaky "ObpaboTka ysa3sumocTen" (CM. pUcyHok 69).
Bknagka cogepXut cnegyroLiMe HacTPOWMKU OTKPbITUS MHUMAEHTA:

¢ [lpusHak "ABTOMaTM4YeCKU CO3haBaTh MHLMAEHTLI NPYU UMMOpPTE pe3ynbLTaToB
CKaHMpOBaHUsA'" - aBTOMAaTUYECKOE Co3aHNe MHLMAEHTOB NPpUW NONyYeHun pesynsTaToB

CKaHnpoBaHU4A:

e "MuHUManNbHbIA YPOBEHb BaXXHOCTU ANA OTKPbITUA UHLUUOEHTOB" - MHUNOEHTbLI C BaXXHOCTbIO
HWXXe YCTaHOBMIEHHOrO B @aHHOM MOfe YPOBHS HE OTKPbIBAETCA aBTOMaTMyecku. M3

PacKpbIiBakOLWErocAd Crn1ucka yctaHaBimBaeTCA YPOBEHb BaXXHOCTW.

e "Cos3gaBaTb HOBbIA MHLUAEHT ANA NOBTOPHbLIX NPOUCLUECTBUN, €CNU UHLMAEHT 3aKpbIT" -

npasunno noesegeHnd, ecnn MHUMOEHT YyXXe 3aKpbIT, U3 CNUCKa:
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© co3gaBaTb HOBbIV UHLUMAOEHT
O MepeoTKpbIBaTb UHLUUOEHT
¢ "MuHMManbHbIV ypOBEeHb pUCKa Al MTOBTOPHOIO OTKPbLITUS MHLUMAEHTOB" - MHLUMOEHTbI C
pUCKaMM HKe MUHUMaIbHOIO, yCTaHOBMNEHHOTO B JaHHOM MOSE, HEe OTKPbIBAOTCS

aBTOMaTU4eCKM.
e "CTaTyc NOBTOPHO OTKPbITbIX UHLMAEHTOB"

e HaxaTb KHOMKy «CoxpaHuUTb».
Mapametpsi LieTp ynpagnenna > Mapamerpei

Obume  Obpaborka ynoowmocteli  Cwmxponvzauna  Bazoi narwii

Co3jaHne NHUNAEHTOB
ABTOMATVUYECKV CO34aBaTh MHLWAEHTHI NPY MMMOPTE PE3YbTaTOB CKaHWPOBaHNA

MuimabHbidt ypOBetth BaXHOCTH A% OTKPBITIA MHUMACHTa

BaxHocTb 0 - MMHIMaNbHAR v

ABTOMaTMUeCcKoe COo3/jaHue NPOUCILECTBUIA U NepeoTKpbITUE MHLNAEHTOB

CO338aTb HOBbI/ MHUMAEHT An5 NOBTOPHSIX NPOVCILECTENH, ECAM MHLVAEHT 33KPbIT

NepeoTkpbisars uHLMAEHT v

MyHIMaNbHBIT YPOBEHb PUCKa A1A NOBTOPHOTO OTKPHITIA MHLIMAEHTOB

Buicokmi hd

CTaTyC NOBTOPHO OTKPBITHIX UHLWACHTOBS

HasHauer v

PucyHok 69 - Pasgen "lMapametpsbl”, Bknagka "O6paboTka ysisBumocTten”

8.1.4. CuHXxpoHu3auus ¢ 6a3on 3HaHUM

[nsa cuHxpoHnsaumm ¢ bason 3HaHWI Heobxoammo 3anTn B pasgen "lNapameTpbl”, nogpasgen

"MapameTpbl" 1 OTKpbITb BKNagky "CuHxpoHusaumsa ¢ bason sHaHmn" (cm. pucyHok 70).

HaxaTtb nocrnenoBatenibHO KHOMKM «CUHXPOHU3aLUA TUMNOB UHUNAEHTOB» U «CUHXPOHU3aLUA

KoppensiTopa.

BHumaHwue! [laHHasa npoueaypa TpebyeTcA TONbLKO Npu ycTaHOBKe U o6HoBrneHuun Mnatdopmbi

Papap.

MapameTpbl Ulevrp ynpasnenus > Mapamerpe:

Obupe  OGPaGoTKa yAzEUMOCTER  CUMXPOHUZAWWA C Ba20/ SHaHMi

Cmmxpomtsaus xoppensropa

¢ Mapamerpu

MapaueTpel

PucyHok 70 - Pasgen "lMapameTtpsbl”, Bknagka "CuHxpoHn3aums ¢ bason gaHHbIx"

9. YnpaBneHue nuueH3nen

9.1. NepBnyHana aktTuBauus nuueHsnm {#actlicense}

MepBrYHasa akTMBaLMA NUUEH3UN OCYLLIECTBNSETCS Ha aTane yctaHosku Mnatdopmbl Pagap. [ns
3TOrO BbIMNOMHUTE LWaru:
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1. Ha atane yctaHoBkn oTobpaxkaeTcs akpaH Nnosly4eHns NnUeH3mm (CM. pucyHok 71).

MAHIEO
PAJAP

MacTtep ycTaHOBKM

Nuuyenzna [nobaneHele HacTpoKN bEY ] Yeranoeka

Kon akTuBaumu
eyJwYXNzljoiODgwYTIXNTIZZDESZWZINWZmNDh]Y2Q4MWY5MNzASNJEILC)od 2kiOUINHNJQUFBQUFBQUEVK3F

JMueH3uAa

PucyHok 71 - QkpaH nonyyeHus nuueHsum NMnatdopmbl Pagap

2. Ckonupyiite B bydep obmMeHa KIMKOM MO UKOHKE E KOO, akTUBaLMn, a 3aTem nepenguTe B

NNYHBIN KabuMHeT KnneHTckoro noptana Mnardopmbl Pagap, B koTopom Byaet AocTynHa

akTMBaLums nMuUeH3um (CM. PUCYHOK 72).

@ [lokymeHTauus

? Phiae®  KnmeHTcimiA nopTtan

(]
AKTUBHbIE NULEH3UN AKTUBHbIE TUKETbI B noanepXxkKy

®
NpuoGpeTeHa TexHuueckan N2 Tema oBpateHna
noaaepkkano EPS

full 08.02.2023 08.02.2024 10000 TpebyeTca akTuBaLWs HeT obpalwexui

Co3paTh 0BpaLLeHHa

PucyHok 72 - KnueHtckuin noptan Mnatdopmbl Pagap

3. Haxkmute Ha kHonky TpebyeTcs akTuBauus. B nosiBuBLUEMCS OKHE BCTaBbTE KO akTUBaLMK U
3aKpowiTe okHo. B nnyHom kabuHeTe knueHTckoro noptana Mnatdgopmbl Pagap kHonka



TpebyeTca akTBaumA 6yaeT 3ameHeHa Ha KHOMKY JlueH3us (CM. pucyHok 73).

KnueHTckuii nopran

G
AKTMBHbBIE NMLLEH3UMN AKTUBHbIE TUKETbI B nogaepXxky
=]
TexHU4ecKan Ne Tema oBpaweHua
= Tun HBHcOpTeHa nopnepxkano EPS
full 08.02.2023 08.02.2024 10000 Het obpalueHuit

Coanarb obpalieHa

PucyHok 73 - KHomnka nony4yeHus nuueH3um

4, HaxkmuTe Ha KHONKY JlMLeH3us1, nocne Yyero OTKPOeTCHA OKHO C KOOOM JTMLEH3UM (CM. PUCYHOK 74).
Ckonupyiite kog nuueHsumn B bydep obmeHa kHonkon Ckonuposams 8 byghep.

@ Cravats nuueHsmo

ZzpRDss458GXBwWWLpeUsPOtbPRhrwsr7jeieGwxKmd
71Xs0zUasWAexS7319ibdhchbADJaCavVNUbWhWeAThb
eCO9hzmwtodKPFbIGCcIWY taXFh20Sk2MuWKkzQvjlo
JnLtSlizyOHIPerhmAwDXuWeuVe 3y/walcBxm7FpOJM4
X555FISLr5PJO0+g02KRLW4b+kb2al 9mVkJgp+FdK8
SEINDt/RQgNQOdSJgc/5rjdpvxGab189NrTMctNh5br 74

mvomkDAmMDHSpExe5WY lirfyrhZsLab4J1CYSEIGrnQn
y+jhYrjo2AF7gGIKvwpZZpNxf+RRoflZEtxfVnhQ2Ev592
VKILOWar14LFsBvNrsqOniPgDCB2YCn24 +BNS7NSHe

AQS7MINOTHYVOjrrOxlsDx2dhA4VNUGs2qg== y

CkonupoBaTh B 6ydep

PucyHok 74 - CkaymBaHue nuueHsnm

5. BepHUTECH K OKHY YCTaHOBKM (CM. pucyHoK 71). BcTaBbTe kog NUUEH3mn B OKHO JMueH3usa un
HakMuTe KHOMKy AKTUBUPOBaTh. JlMueH3us OyaeT akTMBMPOBaHa, a Ha akpaHe byayT



oTobpaxkeHbl ee napameTpbl (CM. pUCYHOK 75).
oK

NuueH3ng YCnewHo coxpaHeHa

MAHIEO
PAOAP

MacTep ycTaHOBKM

Nuuenzua TnobaneHele HacTpoiku Yznel Yeranoska
Bawa nvueH3nA ycnewHo akTMBMpoBaHa.
HassaHwe Komnanww: Manreo Pagap
NuruerHsua akTweHa 1o: 2024-02-08 05:05:03
MakcrmanbHOe KONWUECTBOBO areHTos cbopa: 1
MNojdepxka MynbTHapeHaHocT: Het
Tapwd: MonHoUeHHaA AMLEH3NA

NumuT no sanpocam: 10000 EPS

PucyHok 75 - MNapameTpbl NMueH3nm

9.2. [IpocmoTp NnapamMmeTpoB FIMLEH3UU U NOBTOpPHas
aKTUBaUMA NIULEH3UU

Pasgen nHtepderica "JinueHsna™ npegHasHayveH ang ynpasneHus NuMueHsnen n npocmoTtpa

napamMmeTpoB JIMLUEH3UN.

Bup pasgena npenctaBneH Ha pucyHke 76.

J"IMLI,EH?MH NuueHzna

Hazeanwe Komnanwmy: Manreo Pagap

JvueHswa akTreHa 40: 2024-02-08 05:05:03
MakcrmanbHOe KOAKUeCTBOBO areHTos cbopa: 1
Moanepxka MyabTwapeHaHocTy: Het

Tapwd: MonHoueHHaa NMLEH3NA

Jlvmut no zanpocam: 10000 EPS

Koa aktweaumm

ey)wYXMNzljoiODgwYTIxNTIzZZDESZWZINWZmNDhjY2Q4MWY5NzA5SN]EILCJod 2kiOiJINHNJQUFBQUFBQUEVK3hhVFcvak90SysrMWIMNR

Nuuensva
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PucyHok 76 - Bug pasgena "JluueHsusa".
B BepxHen yacTtu pasgena otobpaxkaroTcsa napameTpbl JINLEH3NN:

® HasBaHue KoMnaHuK, KOTOPON MNPUHAANEXUT NINLIEH3US.

e CpOK aKTMBHOCTW NMLIEH3MU, MO NCTEYEHNM KOTOPOTO, ecnn He ByaeT nonyyeHa HoBas NULUEH3Ns,
He ByaeT goctyneH nHtepderic Mnardopmbl Pagap, 3a nCknoYeHeM TeKyLLero pasgena.

e MakcumanbHOe Konm4ecTBo areHToB cbopa Noros.

° Hanuuue pexvima MynsTMapeHaHOCTU U MakcMarnbHOe KOnmM4ecTBo ak3emMnispos Mnatdopmbl
Papap.

e Tun Tapuda.

e JlumunT o konm4yecTBy 3anpocos B EPS (konvyecTBo cobbITUii B CEKYHAY).

B none Kod akmusayuu yka3aH Ko, KOTOpbIV UCNonb3oBarncst npu yctaHoske Mnatdopmbl Pagap.

B cnyuae, ecnu akTnBauums nuueH3aum byaeT HegocTynHa (HanpyumMep, CPoK AeNCTBUSA NULEH3UN
3akoHuuncs unu Mnatdopma Pagap Obina ckonvpoBaHa unu nepemMeLleHa Ha gpyron ousnyeckmn
unu BupTyansHbI cepaep), NMnatdopma Pagap npogomkut cBoto paboTy, HO nHTepderic dyaet
HEeOoCTyrneH.

M3 DOCTYMHBIX CTpaHWL, OCTaHeTCs TONbKO CTpaHuLa ynpasneHns nuueH3nen.

[1ns NOBTOPHOW akTUBaLMM NMLEH3UN CKONUPYNTE Kog akTuBaumm B 6ydep obmeHa KnMKoM Nno MKOHKe

n obpatuTech B cryxby TexHudeckon nogaepxku Mnardopmbl Pagap. Coenatb 3T0 MOXKHO 13

knueHTtckoro noptana Mnardopmbl Pagap (cm. pucyHok 77).

ranar.  KNHMEHTCKMA nopTan © [okymeHTauma @ (G

AKTUBHblE NUYeHsuu AKTWBHbIE TUKETBI B nopgnepXxKy
=]
TexHuueckas Ne Tema obpalleHna
= Tun lipHotperera noapaepwkano EPS
full 08.02.2023 08.02.2024 10000 Het obpauieHui

Cospars obpalleHus
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HaxxmuTe kHonky Cozdamb obpaujeHue. B obpalleHum onmwmTe npobnemy n BCTaBbTe paHee
CKOMMPOBAHHBIN koA akTuBaumu. [Ins peweHns npobremsl ¢ akTMBaLMER NMULEH3UN AOKONTECH OTBETa
oT cnyx6bl TexHn4eckon nogaepxku Mnartdopmbl Pagap.

Mocne nonyyeHns NULEH3UN BCTaBbTe €€ KoA B OKHO JIuUeH3Us (CM. PUCYHOK 76) U HaXXMUTE KHOMKY
AKmueuposamp.

10. OnarHocTtuka coctosiHus lNMnartdgopmbl
Papap

OnarHocTtuka coctosiHns Mnatcdopmbl Pagap ocyLlecTBnseTca ¢ NOMOLLBIO crieuuarnbHOro ckpunTa
avarHoctuku. Ckpun gnarHocTtuku (cluster_diagnostic.sh) obecneurBaeT NpoBepKy COCTOSIHNSA BCEX
cepBucoB 1 komnoHeHToB MnaTtdopmbl Pagap. CKkpmnT NpoBOAUT OMArHOCTUKY KakK YCTaHOBOK Ha

OQVIH CepBep, Tak 1 pacnpedeneHHyto (knacrtep).


af://n1400

B cnyyae oBbHapyXeHus owmMBoK CKpMnT cobMpaeT AaHHble ANArHOCTUKK, OTHOCSLLME K AaHHOMY
CEpPBUCY M OKPYXXEHWMIO Y3Ma, Ha KOTOPOM OBHapy»KeHbl OLIMBKM paboThl, Npu 3TOM He cobupasa gaHHble

C OpYyrux y3roB KracTtepa Unun y3nos, He OTHOCALLIUXCA K np06neme.

CkpunT He cobupaeT AaHHble ANarHoCTMKN, OTHOCALWMECS K paboTe KonnekTopa, kak Linux Tak u
Windows.

10.1. NMapameTpbl KOMaHAHON CTPOKU CKpUNTAa

e -h - BbIBECTM CMNCOK AOCTYMHbIX MApamMeTpoB

e --diag - cobpaTb faHHble AUarHoCcTUKM Mo BCEM CEpBUCcaM U yanam knacTtepa lNaHreo Paaap

e --elastic-err - BbIrpy3uTb B apxvB OLLIMGKM NapcuHra. B cnyyae ncnonb3oBaHus kioya --diag
[OaHHbIe TakK Xe BbIrpy»atoTcs.

e —-export-rule - aKCNopTNPYET aKTUBHbLIE NpaBuUia Koppenaumm

e --export-prometheus - akcnopTUpyeT AaHHbIE AUATHOCTUKA B apX1B

10.2. MNepeyeHb cBeAEHUMN BbIrpy>XaeMbIX CKPUNTOM
AWNarHOCTUKMN

10.2.1. CepBuchbI

e Craryc cepsuca (systemctl status)
e KypHan pa6oTbl (journalctl)

e [loCTYynHOCTb NOPTOB
[ononHuTenbHble XypHarbl No cepsucam (ponsm):

e Data - XXypHanbl pabotbl Hoabl ( /var/log/elasticsearch/ )

e Data - OwmnbkM napcrHra u Hopmanmaauuu (Mpu NCNonb3oBaHUM COOTBETCTBYHOLLMX MapaMeTpoB)
e Worker - YKypHansl paboTbl 1 oLinbku

e Correlator - XXypHanbl paboTbl (6e3 ypHanos paboTbl NpaBumn koppensiumm)

e Beb-cepBep - KypHanbl goctyna v owmnbkm

¢ Infra (MQ koppensiuun) - >KypHarnbl paboThbl

e Master (basa gaHHbIX) - XKypHanbl paboTbl U OLLINGKN

e Infra (RMCA) - XXypHansl focTyna v owmbku

10.2.2. Coop AaHHbIX Ha y3ne ¢ ponbi master

e [locTynHOCTb cepBepoB 1 ux IP agpeca

e Cnmcok ponen n ux IP agpeca

e  Cnncok NOOKIOYEHHbIX MCTOYHNKOB

e KOHTpOrbHblE CyMMbI YCTaHOBMNEHHbIX NakeTos MnaTtdopmbl pagap
e [lapameTpbl HacTpoiku Mnartdopmbl Papap

e [llabnoHbl dhannos koHgpurypauum NMnatdopmbl Pagap

e SSH cnucok nsBecTHbIX xoctoB (known_hosts)

e CocTosiHMe (pa3mep odepean) yBeAOMMAEHU NpaBun Koppensaummn

e  OTKpbITble KIo4M goctyna SSH (3akpbITble KoY HE 3aTparmBaoTcs)
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10.2.3. OkpyxeHue ana Bcex y3nos

® IHdopmauma 0 UCnonb3yemoMm npoLeccope

e Hdopmaumnsa o6 onepatmMBHOM NAaMATU U €€ NCMONb30BaHNN
e dainnbl koHUrypauum cepsucos Nnatdopmsl Pagap

e dainnbl KoHUrypaumm cuctemsl ( /etc/ )

e XypHanbl pabothl (journalctl)

e CnnCoK akTUBHbIX NPOLIECCOB

e Bepcuio onepaunoHHON CUCTEMD!

e XypHan yctaHoBku koMmnoHeHToB MNnatdopmbl Papap

e  CnnCoK NPUMOHTUPOBAHHbIX YCTPOMCTB U (DanoBoOn cucTeme
e IcTOpUIO BbIMONHSAEMbIX KOMaHZ

e XypHanbl yctaHoBku naketos (APT, DPKG)

e CnncoK yCTaHOBMEHHbIX MaKeToB

e TekyLime mapLipyThl (route)

e HacTpoviku cetn

e [locTynHy NamsTb

® Hcopmaumio 0 AMCKOBOM NPOCTPAHCTBE U MUMeHax ANCKOB

e KypHanbl aBTopusaLmum

® IHdopmMaunz 0 HaCTponKax OKpyXeHus (env)

e  OwwnbkM paboTbl CKpUNTa AUArHOCTUKM (B Criyvae ncnonb3oBaHus napamerpa --diag)
e Cnmcok noakroyeHHbIX penosuTtopreB Debian (etc/apt/sources.list)
e Hactpoiku sgpa Linux (sysctl)

e Cnucok 3annaHmMpoBaHHbIx 3agad (Cron)

11. MNMpuMmep HACTPOUKMU CIYXKObI
cuHxpoHusauum BpemeHu B OC Debian

,D,J'Iﬂ HaCTpOIZKI/I CJ'Iy)K6bI CUHXPOHM3aLUun BpeMeHU HeO6XO,D,VIMO BbINONMHUTbL crneaywuimne HaCTpOIZKVI:
Bce komaHAbl BbIMOMHAKTCS Nog, npuBunerMpoBaHHbIM Norb3oBaTenem

1. DobaBuTb agpec NTP cepsepa B (havin KoHdpurypauum cnyxosbi:
echo 'NTP=<aapec NTP cepBepa>’>> /etc/systemd/timesyncd.conf
2. MNepesanyctuTb cnyxoby:
systemct] restart systemd-timesyncd.service
3. NpoBepka CUHXPOHMU3ALIMMN:
timedatect] status
4. lNMpoBepka COCTOSAHUA CNYX06bl:
systemct] status systemd-timesyncd.service

5. NobaBneHune cnyx0bl B aTo3anyck:
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systemct] enable --now systemd-timesyncd.service

12. Bbinyck n yctaHoBKa cepTtucgpukara TLS
ana Nginx ¢ ucnono3osaHunem MS CA

Ecnu B opraHusaumm ncnonb3yetcsl CO6CTBEHHbIV KOPNOPATUBHbIN YAOCTOBEPSAOLLNIA LIEHTP, €ro
MOXHO MCMOMb30BaTh A5 Bbinycka cepTudmkata Beb-cepsepa Mnartdgopmbl Papgap.

B naHHOM nprMepe paccMOTpeH BbIMyck cepTudukarta ¢ ucrnonb3osaHnem Microsoft Certification
Authority.

12.1. Bbinyck cepTtudpukara

1. CHavana Heobxoanmo co3aatb hann 3akpbITOro Kntoya. [Ansa atoro Heobxoanmo 3anycTuTb
yTunuTy openssl 1 ykasatb ums cozgaBaemoro daiina, a Takke UCrosib3yemblii anroputv

LwndpoBaHus:
# openss1 genrsa -out pangeo_custom.key -aes256 2048
B pe3ynbraTe Ha akpaH OyaeT BbiBeQeHO creaytoLlee coobLeHne;

Generating RSA private key, 4096 bit Tong modulus

e is 65537 (0x10001)
Enter pass phrase for pangeo_custom.key:
Verifying - Enter pass phrase for pangeo_custom.key:

Mocne nosiBneHus npurnawexuns “Enter pass phrase for radar_custom.key” cnegyet BBecTn
naponb Ansa canna 3akpbIToro Kntoya (asaxabl). Maponb HeobXxoanMMO 3anOMHUTb.

2. B TekyLlem katanore Heobxoammo cosgatb avin openssl.cnf u 3anucatb B Hero crnegyowne

OaHHble (Npumep):

[ req ]

req_extensions = v3_req

distinguished_name = req_distinguished_name
promt = yes

[ req_distinguished_name ]
countryName = Country Name (2 letter code)
countryName_default RU

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = Moscow

localityName = Locality Name (eg, city)
TocalityName_default = Moscow
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0.organizationName = Organization Name (eg, company)
0.organizationName_default = Pangeo

organizationalunitName = Organizational Unit Name (eg, section)
organizationalunitName_default = ITSec

commonName = Common Name (eg, your name or your server\'s hostname)
commonName_default = radar-353-aio.test.lab

emailAddress = Email Address
emailAddress_default = support@pangeoradar.ru

[ v3_req ]

basicConstraints = critical, CA:true

#basicConstraints = CA:false

#keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names

[ alt_names ]
DNS.0 = radar-353-aio.test.lab
IP.0 = 192.168.2.147

3HauyeHus nonen: countryName_default, stateOrProvinceName_default,
TocalityName_default, 0.organizationName_default,
organizationalunitName_default, commonName_default, emailAddress_default, DNS.O,
IP.0 HeoBXoaMMO 3anofNHUTL CaMOCTOATENBbHO B COOTBETCTBMM C NapaMeTpamMmn MHCTannaumm
NHpacCTPyKTyphbl. [ocne BHECEHUS U3MEHEHUI (hain HEOOXOANMO COXPaHUTb.

3. HeoGxoammo creHepupoBaThb 3anpoc Ha NoANMCh CEPTUMMKATA, BbIMOMHUB CMEAYIOLLYI0 KOMaHAY:

# openss1 req -new -key radar_custom.key -out cert_request.csr -config
openssl.cnf

B npouecce BbINonHeHWs koMaH4a 3anpocuT BBOZ Naporisi, ykasaHHoro B Lware 1.

4. MNocne co3ganns darina 3anpoca (cert_request.csr) Heobxoammo 3anTn B Be6-uHTepdenc YL MS
CA 1 nepentu no ccobinke “Request a certificate™



Microsoft Active Directory Certificate Services — test-ROOT-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other progral
request, perform other security tasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate

For more information about Active Directory Certificate Services, see Active Directory Certifig

Select a task:
Request a certificate

View the status of a pending cerificate request
Download a CA certificate, certificate chain. or CRL
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5. Ha cnepytowiem atane Heobxoammo BbibpaTh “advanced certificate request”:

*» Microsoft Active Directory Certifi

Microsoft Active Directory Certificate Services — test-ROOT-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.
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6. B none “Saved Request” Heobxoaumo ckonupoBaTh coaepxkumoe ganna request.csr, Ans nons
“Certificate Template” Beibpatb TMn “Web Server”. Haxatb kHonky “Submit”.



*» Microsoft Active Directory Certifi

Microsoft Active Directory Certificate Senvices — test-ROOT-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS:

Saved Request:

----- BEGIN CERTIEICATE BROUEST-----
MIIDLzCCAhcCAQAWEZAXC zATBENVEAYTALIVMOBWDOYDVOQT

BgNVBACMBk1vc2NvdzEPMABGATUEC gwGUGFUZ2VvMQawDAYT
MBBGALUEAwwicmF kY XT tMzUz LWFpby58ZXN@LmxhY § ErMCkG
¥55rb21vZ29ydHNLdkBWYWSnZWyYiRhc 5y dTCCAS TWDQY)
EEEPADCCAQoCEEEBALECEBPEISXPmwBlROibinAMsIndSLegg
4rPNxP5S@zHd+zodr SRSTEOFRDjDpcO95vTBmMDvMpoavbohC
TgrdRelauFUquUlIlBeSPordleuascClHsZ1IATKSIEIt2gKM
Base-bd-encoded | vy /37yt 11q4PGFVDEALSFYD7ULKRTTEQ3MYmV+ezAWY 22U
certificate request | fudocpt/wDmod77Dawl67a5bXxU18871HwD76hg139GIR

(CMC or 10DeadueClaH7c5khdning§ 1wl81bkBUt+xUndUCAWEAAREL
PKCS #10 or DjEBMDowDwWYDVRETAQH/ BALWAWER/ zAnBgNVHREEIDAeghZy
PKCS #7): LnR1c3QubGFihwTAqAK TMABGCSqGSIh3DQEBCWUARA TBAQAS

3c383TdQDIs7KWeqTiG661ZqkasyfrbvHQI1loOmE 204 1z W5t
+PKGkB0V]BEXwYBhywkc3hqokK FOQc5502 / SMEA]yBvePYR21W
S54xWhZvUI44yADTIucGMgTIo0WL2eTgh] /+EBDDwyY/ pQ70DHa
ZMASU9/1D2zr41eDRBETFzOMIIxBwWC+GACiIXKBSNEUxbvEs
¥Ii9RNNCXasOMbKOTDre8teW31/ uBALVUIGRBEXIRUVTK20gx
3l=h
————— CEBIIEICATE

ElR REQURRT y

Certificate Template:

| Web Server ~

Additional Attributes:

Attributes: 4

| Submit > |
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7. Mocne ycnewHoro Bbinycka HeobxoamnMo ckadatb ceptudmkat (Download certificate) u
3arpy3uTb hann Ha cepBep, rae MyHKUMOHMpYeT crnyxba Nginx.



Certificate Issued

The certificate you requested was issued to you.

® DER encoded or ) Base 64 encoded

1 Download certificate
| Download certificate chain

B
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12.2. YcTtaHoBKa cepTudumkara

K MOMeHTY ycTaHOBKM cepTudmrkarta B Hanm4mm JOMmkHbl ObITb cnegytoLme dannsl (npumep):

e pangeo_custom.key (bain 3akpbITOro Kniova);
® pangeo_custom.cer (pann ceptudpmkara).

[anee:

1. CkoHBepTUpyiTe cawn *.cer B *.crt.

Ecnu cepTtudmkat ckaunsarncs B oopmate DER:
openss1 x509 -inform DER -in pangeo_custom.cer -out pangeo_custom.crt
Ecnu ceptndukat ckaunsancs B gopmate PEM (Base64):
openss1 x509 -inform PEM -in pangeo_custom.cer -out pangeo_custom.crt
2. lanee yganuTte naponb Ansa danna 3akpbIToro krtoya (komaHaa notpebyet BBOA4 Naponsi):

openss1 rsa -in pangeo_custom.key -out pangeo_custom_unencrypted.key

3. 3atewm, dhaiinbl pangeo_custom.crt u pangeo_custom_unencrypted.key ckonupyiite B
avpekToputo /opt/pangeoradar/certs/ :

cp pangeo_custom_unencrypted.key /opt/pangeoradar/certs/

Ccp pangeo_custom.crt /opt/pangeoradar/certs/

chmod 644 /opt/pangeoradar/certs/pangeo_custom_unencrypted.key
chmod 644 /opt/pangeoradar/certs/pangeo_custom.crt

H oH H H

4. B pasgene "YnpasneHuve koHdurypaumen” ana Nginx ykaxvTe Cnonb30BaHne HeCcTaH4apTHbIX

CepTUUKaTOB, BbIMOMHWUTE COXPaHEHME U MPUMEHEHNE HACTPOEK:
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NGINX

MyTe Ao daina kikoua SS5L cepTndwmkaTta

Jopt/pangeoradar/certs/pangeo_custom_unencrypted key

MyTe o darna SSL ceptudumkaTa

fopt/pangeoradar/certs/pangeo_custom.crt

con
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5. ins nogmeHbl ceptudmkata B Keycloak otpenaktupyiite caiin wabnoHa
/opt/pangeoradar/bin/service_config_templates/ui.nginx.tmpl, pacCkoOMMeHTMpPOBaB
BTOPYIO CEKLMIO KOHUrypaumm:

server {
location /fonts {
alias /opt/pangeoradar/bin/dist/fonts;
}
location / {
proxy_pass http://{{.ui.1p}}:{{ .ui.Port }};
}{{ if .DNS.DomainName | IsDomain }}
server_name {{ .DNS.Uibomain}};{{ end }}
{{ if .DNS.DomainName | IsIp }} Tisten 443 ss1 default_server;{{ else }}
Tisten 443 ss1;{{ end }}
ss1 on;
ss1_protocols TLSv1l.2 TLSv1l.3;
ss1_prefer_server_ciphers on;
ss1_certificate {{ .Nginx.SslCertificate }};
ss1_certificate_key {{ .Nginx.SslCertificatekey }};

server {
location /fonts {
alias /opt/pangeoradar/bin/dist/fonts;
}
location / {
proxy_pass http://127.0.0.1:{{ .ui.Port }};
}
Tisten 8080 ss1 default_server;
ss1 on;
ss1_protocols TLSv1.2 TLSvl.3;
ss1_prefer_server_ciphers on;
ss1_certificate {{ .Nginx.SslcCertificate }};
ss1_certificate_key {{ .Nginx.SslCertificatekey }};

6. MNMepesanycTute cnyx0y NgiNX n NpoBepksTe pe3ynbsraT:



# systemct]l restart nginx

Ha atowm, ycTaHoBKa cepTudmkaTta Beb-uHtepdenica saseplueHa. [ina Grafana Ha nopte 6630/TCP
ceptudpmkar byaeTt 3ameHeH aBTOMaTUYECKM.

13. UHTerpaymoHHbIN cnon

BHyTpu nocTaBku nmeeTcs rubKuiA MHCTPYMEHT AN opraHu3aummn nHterpauum mexay NMnartdopmon
Papap v ntobon gpyron CUCTEMOW, C KOTOPON MOXHO KOMMYHULIMMPOBaTL Yepes Json API.

13.1. KoHuenuusa MHTerpauMoHHOro crnos

OCHOBHOW NOrMKON SABNSIETCS HabnogeHne 3a UsMeHeHEM AaHHbIX B CTPYKTYPE XpaHeHUs!
nHdopmaumu Mnartdopmel Pagap PostgreSQL n 3anyck HEKOTOPbIX AENCTBUIA NPU HACTYMEHWN TOro
UM MHOTO N3MEHEHNS.

13.1.1. HabnogeHne 3a U3MEHEeHUsAMM

OcHOBHOW ANsi pearMpoBaHus Ha U3MEHeHUe ABnseTcsa cekuns radar-tables-trigger . Mo cytn

ABNSIETCS NepeyHeM HabnogaTenen, pearMpyoLwyx Ha uaMeHeHusl B 6a3e gaHHbIX.

radar-tables-trigger: &radar-tables-trigger
- name: create_incident
table: service_asset_findings
fields: [ ]
kind: insert
sql: "SELECT ..."
sql_vars:
id: float64toInt64
outputs:
- *rvision_insert

HocTtynHble Tpurrepsl, none kind:

e insert
e update
o delete

Mpu cpabaTtbiBaHWUM TpuUrepa Ha BbibpaHHOW Tabnuue ykasaHHoW B cekumm table 3anyckaetcsa sql
CKpMNT cobuparoLLmii OCHOBHOM 0OBLEKT ANnd nepedayn 3anycka cOopku obbekta oTnpaBnsieMoro B
WHTErpupyemyto cucteMsl. Ecnv sql ckpunT He ykasaH Oyaer B3sfiTa CTpoka 13 Habnogaemon

Tabnuupl.

Takxke ecTb none fields, 3anonHue KOTOPOE€ MOXHO yKa3aTtb Te Mnosnd, npy USAMeHeHMN KOTOPbIX

[OIHKeH 3anyckaTb TpuUrrep.

none sql_vars Heob6xoAMMO AN NpUBEeOEeHUs TUMOB:

e bool
e int

e int32
e inte4

e string
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o float32
o floate4
o floato64tolnt64

rone outputs ykasblBaeT HEOOXOAMMbIE KaHarbl AN AanbHENLeR UHTerpaLmun ¢ BHELUHUMU

cucrtemamn.

13.1.2. OTnpaBKa U3MEeHEHUN

[ns opraHu3aummn kaHana oTnpaBky 06bekTa COOTBETCTBUS, CCHOPMUPOBAHHOIO Nocre cpabaTtbiBaHNs

Tpurrepa, HeobxoaMMO Co3AaTh CEKLIMIO, B KOTOPYHO HaNpaBuTb BbIBOA B Mofe outputs

Cekuusa MMeeT creflyoLLyto CTPYKTYpY:

rvision_update: &rvision_update
type: http
url: "https://IP/api/v2/incidents"”
method: POST
content_type: "application/json"

headers:

PgrApikey: "test"
prepend:

- type: http

url: "https://IP/api/v2/incidents"”
method: GET
content_type: "application/json"
query:

token: "SECRET"

fields: "identifier"

filter: '[{"operator":"=","value":%d,"property":"id_siem"}]"
query_vars_from_trigger:
filter:
field: "id"

type: "float64toInt64"
append_to_mapping:
identifier: "data.result.0.identifier"
mappging: *rvision_mapping

® type - TPAHCMOPT, HA AaHHbI MOMEHT NOAAEPXKMBAETCS TONbKO http

e url - agpec eHONOMHTa ANsA OTNpaBKM 3anpoca

e method - Tmn 3anpoca (GET, POST, PUT)

® content_type - 3Ha4yeHue 3aronoBka content-type

e headers - ONONHUTENbBHLIE 3AroflOBKM B pOpMaTe K4y : 3HayeHue

® mapping - 06bEKT COOTBETCTBUS

® prepend - JONOMNHUTENbHAs CeKUMs, KOTopasi ByaeT BbINONHEHA Nepe OTNpaBko OCHOBHOMO
3anpoca. [lonesHa, ecnu Hy>xHO cAenaTb 3anpoc Ha nonyyeHve Aorn. nHdopmMauumn 1 oboratleHus

ob6bekTa COOTBETCTBUS Nepes, OTNPaBKOM.

B cekumn prepend AOCTYMHbI Te e OCHOBHbIE MO, YTO U B OCHOBHOW. B JONONMHEHUM K Heln

OOCTYNHbI onunn:

® query - CTpOKa 3anpoca

e query_vars_from_trigger - wabnoHusauus ana CTpoKM 3anpoca
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e append_to_mapping - oboralieHne ob6bekTa COOTBETBETCTBUS MO KUY M 3HAYEHUIO U3 OTBEeTa

13.1.3. O6BbeKT cooTBeTCTBUSA

OOGbEeKT COOTBETCTBMS - 3TO OOBEKT, KOTOPLIN OyaeT cobpaH nocne cpabaTbiBaHUS TpUrrepa n nepenax

B KaHarn Ha oTrnpaBky.

CTpykTypa obbekTa:

rvision_mapping: &rvision_mapping
token:
type: "manual"
value: "SECRET_KEY"
status_siem:

n "

type: "map
value: "status"
STATUS:

type: "active_map"

value: "status"

map:
new: "Co3pgaH"
risk_accepted: "3aperucTtpupoBaH'
assigned_customer: "Ha3HauyeH"
working_customer: "0ObpaboTka"
feedback_required: "PacnepoBaHue"
closed: "3akpbiT"

type - TMN COOTBETCTBUSA, OOCTYIMHbI:

® manual - 3agaHHoe py4yHO€ 3Ha4YeHune B Krr4e value
® map - KN4y obbekTa 6y,1:|,eT COOTBETCTBOBATHL MOJ1€ YKa3aHHOro B 3Ha4€eHme Krr4a value u3

Tpurrepa U3aMeHeHun
® active_map - kntoyy obbekTa BygeT cooTBETCTBOBATb 3HaYeHue 13 obbekta map , HangeHHOro

npu coBnageHunmn Krnroda, 1 3Ha4eHue nond n3 Tpurrepa M3MEHEHUI, YKa3aHHOro B KIko4e value

13.2. Npumep nuterpaumum ¢ SOAR RVision

Hwxxe npeacTasrneH KOHUrypaumoHHbIn dbann /opt/pangeoradar/configs/pangeoradar-pgr-wal-
Tistener.yaml , HACTPOEHHbI Ha 0O6MeH MHopmaumen 06 nHumaeHtax ¢ SOAR RVision.

global:
force_replica_identity: true
log_level: warning

# Mappings
rvision_mapping: &rvision_mapping
token:
type: "manual"
value: "SECRET_KEY"
category:
type: "manual"
value: "WHumaeHT u3 Nareo Pagap"
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info_source:
type: "manual"
value: "SIEM NaHreo"
type:
type: "manual"
value: "MHUMAEHT MONyYeHHbIn U3 MaHreo Pagap"

id_siem:
type: "map"
value: "id"

DESCRIPTION:
type: "map"

value: "DESCRIPTION"
risk_impact:

n "

type: "map

value: "risk_impact"
solution:

type: "map"

value: "solution"
mitigation:
type: "map"
value: "mitigation"
status_siem:
type: "map"
value: "status"
STATUS:
type: "active_map"
value: "status"
map:
new: "Co3paH"
risk_accepted: "3aperucTtpupoBaH"
assigned_customer: "Ha3HauyeH"
working_customer: "06paboTka"
feedback_required: "PacnesoBaHue"
closed: "3akpbiT"
risklevel:
type: "map"
value: "risklevel"
service_asset_id:
type: "map"
value: "service_asset_id"
DETECTION_DATE:

type: "map

value: "created_at"
UPDATE:

type: "map"

value: "updated_at"
finding_id:

type: "map"

value: "finding_id"
analysis_output:

n "

type: "map

value: "analysis_output"
synopsis:

type: "map"

value: "synopsis"



title:
type: "map"
value: "title"

risk:

type: "map"

value: "risk"
OCCUR_DATE:

type: "map"

value: "acknowledged_at"
alert_type:

type: "map"

value: "alert_type"
client_note:

type: "map"

value: "client_note"

internal_note:

type: "map

value: "internal_note"
external:

type: "map"

value: "external"
immediate_action_score:

type: "map"

value: "immediate_action_score"
throughput_period:

type: "map"

value: "throughput_period"
throughput_period_change:

type: "map"

value: "throughput_period_change"
customer_created:

type: "map"

value: "customer_created"
c_visible_since:

type: "map"

value: "c_visible_since"
c_visible_since_in_days:

type: "map"

value: "c_visible_since_in_days"
c_reopened_count:

type: "map"

value: "c_reopened_count"
c_Tlast_customer_status_change:

type: "map"

value: "c_last_customer_status_change'

c_customer_retention_time:

type: "map"

value: "c_customer_retention_time"
logmule_identifier:

type: "map"

value: "logmule_identifier"
c_remote_exploitable:

type: "map"

value: "c_remote_exploitable"

c_occurrence_count:



type: "map

value: "c_occurrence_count"
last_occurrence_id:

type: "map"

value: "last_occurrence_id"
itsm_last_synced_at:

type: "map"

value: "itsm_last_synced_at"
itsm_sync_status:

type: "map"

value: "itsm_sync_status"
external_id:

type: "map"

value: "external_id"

itsm_sync_error:

n "

type: "map

value: "itsm_sync_error"
user_id:

type: "map"

value: "user_id"
updated_by:

type: "map"

value: "updated_by"
group_id:

type: "map"

value: "group_id"
acknowledged_by:

type: "map"

value: "acknowledged_by"

created_by_customer:

type: "map

value: "created_by_customer"
edited_by:

type: "map"

value: "edited_by"
active_name:

type: "map"

value: "active_name"
IP:

type: "map_from_json"

value: "ip"

from: "inet"

fqdn:
type: "map_form_json"
value: "fqdn"

from: "varchar_array"

# Outputs

rvision_insert: &rvision_insert
type: http
url: "https://IP/api/v2/incidents"
method: POST
content_type: "application/json"
headers:



PgrApikKey: "test"
mappging: *rvision_mapping

rvision_update: &rvision_update
type: http
url: "https://IP/api/v2/incidents"
method: POST
content_type: "application/json"

headers:

PgrApikKey: "test"
prepend:

- type: http

url: "https://IP/api/v2/incidents"”
method: GET
content_type: "application/json"
query:

token: "SECRET"

fields: "identifier"

filter: '[{"operator":"=","value":%d,"property":"id_siem"}]"
query_vars_from_trigger:
filter:
field: "id"

type: "float64toInt64"
append_to_mapping:
identifier: "data.result.0.identifier"
mappging: *rvision_mapping

radar-tables-trigger: &radar-tables-trigger
- name: create_incident

table: service_asset_findings

fields: [ ]

kind: insert

sql: "SELECT t.id, CASE WHEN t.description ISNULL THEN f.description ELSE
t.description END, CASE WHEN t.risk_impact ISNULL THEN f.risk_impact ELSE
t.risk_impact END, CASE WHEN t.solution ISNULL THEN f.solution ELSE t.solution
END, t.mitigation, CASE WHEN t.solution ISNULL THEN f.solution ELSE t.solution
END, t.status, t.risklevel, t.service_asset_id, t.created_at, t.updated_at,
t.finding_id, t.analysis_output, t.synopsis, CASE WHEN t.synopsis ISNULL THEN
f.synopsis ELSE t.synopsis END, t.title, CASE WHEN t.title ISNULL THEN f.title
ELSE t.title END, t.risk, t.acknowledged_at, t.alert_type, t.client_note,
t.internal_note, t.external, t.immediate_action_score, t.throughput_period,
t.throughput_period_change, t.customer_created, t.c_visible_since,
t.c_visible_since_in_days, t.c_reopened_count, t.c_last_customer_status_change,
t.c_customer_retention_time, t.logmule_identifier, t.c_remote_exploitable,
t.c_occurrence_count, t.last_occurrence_id, t.itsm_last_synced_at,
t.itsm_sync_status, t.external_id, t.itsm_sync_error, t.user_id, t.updated_by,
t.group_id, t.acknowledged_by, t.created_by_customer, t.edited_by, s.name as
active_name, ni.ip as ip, ni.fqdn as fqdn FROM public.service_asset_findings t
left join findings f on t.finding_id = f.id Teft join service_assets s on
t.service_asset_id = s.id left join network_interfaces ni on s.id =
ni.service_asset_id where t.id = $1"

sql_vars:

id: float64toInt64
outputs:



- *prvision_insert

- name: update_incident

table: service_asset_findings

fields: [ ]

kind: update

sql: "SELECT t.id, CASE WHEN t.description ISNULL THEN f.description ELSE
t.description END, CASE WHEN t.risk_impact ISNULL THEN f.risk_impact ELSE
t.risk_impact END, CASE WHEN t.solution ISNULL THEN f.solution ELSE t.solution
END, t.mitigation, CASE WHEN t.solution ISNULL THEN f.solution ELSE t.solution
END, t.status, t.risklevel, t.service_asset_id, t.created_at, t.updated_at,
t.finding_id, t.analysis_output, t.synopsis, CASE WHEN t.synopsis ISNULL THEN
f.synopsis ELSE t.synopsis END, t.title, CASE WHEN t.title ISNULL THEN f.title
ELSE t.title END, t.risk, t.acknowledged_at, t.alert_type, t.client_note,
.internal_note, t.external, t.immediate_action_score, t.throughput_period,
.throughput_period_change, t.customer_created, t.c_visible_since,
.c_visible_since_in_days, t.c_reopened_count, t.c_last_customer_status_change,
.c_customer_retention_time, t.logmule_identifier, t.c_remote_exploitable,
.c_occurrence_count, t.last_occurrence_id, t.itsm_last_synced_at,
.itsm_sync_status, t.external_id, t.itsm_sync_error, t.user_id, t.updated_by,

A ot At ot ot At

.group_id, t.acknowledged_by, t.created_by_customer, t.edited_by, s.name as
active_name, ni.ip as ip, ni.fqdn as fqdn FROM public.service_asset_findings t
left join findings f on t.finding_id = f.id left join service_assets s on
t.service_asset_id = s.id left join network_interfaces ni on s.id =
ni.service_asset_id where t.id = $1"
sql_vars:

id: float64toInt64
outputs:

- *rvision_update

connections:
- database: radar
username: user
password: secret
host: 127.0.0.1
port: 5432
triggers: *radar-tables-trigger

14. NoaroroBka ANCKOBOU NoACUCTEMbI
ana peanusauuu ponu DATA

[ecTBus, onucaHHbIe B JaHHOW MHCTPYKLIMK, BbINOMHSKOTCS Ha XOCTe, KOTOPbLI MNaHnpyeTcs BBECTU B
cocTaB knactepa elasticsearch ¢ ponbto data (cm. pasgen "[oarotoBka AWCKOBOW cucTeMbl").

Mpw pa3sepTbiBaHUM ONEpPaLMOHHON CUCTEMbI HEOBXOANMO BbINOMHUTL CriedytoLme 4eNCcTBUS No

pa3meTKe OUCKOBOW NOACUCTEMBI:

1. PaameTuTb OCHOBHOW AMCK, Ha KOTOPbIV OyaeT ycTaHaBnNMBaTbCs onepaumoHHasa cuctema u
[OOMONHUTENBHOE NporpaMMHoe obecnedeHne Ans PyHKLUMOHNPOBAHUS KOMMOHEHTOB
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Mnartdopmbl Pagap. Pasmepbl pa3genoB st OCHOBHOIO AmMcka BblibupatoTcs ncxonsa n3 oobema
xecTkoro ancka. OcHoBHas pekomeHaaumsa no pasmetke aucka ana OC - pasmep pasgena /var
[orkeH 6bITb He MeHee 75 Gb, T.k. B HeM ByayT pa3mMellaTtb Bce HeobxoanMble Ans paboTbl
MOAYNSA AaHHbIE .

2. Paametntb gononHuTenbHble hrnsanyeckmne ancku.

Ha pucyHke 83 nokasaH BapuaHT pa3MeTKky OCHOBHOIO AMCKa U TPY HE pasMeyveHHbIX hU3NYECKNX
Jvcka.

YT0GbI NPOBECTM pa3MeTKy ANUCKOBOW CUCTEMbI HEO6XOAMMO BbINOMHUTL CreaytoLie AeNCTBUS:

1. BbibpaTb Anck 1 HaxaTb kHorky «Continue» (cM. pucyHok 83).

debian O

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

< LVM VG debian0-vg, LV home - 10.0 GB Linux device-mapper (linear) (~]
> #1 10.0 GB F ext4 fhome

= LVM VG debian0-vg, LV root - 50.0 GB Linux device-mapper (linear)
> #1 50.0 GB f extd !

< LVM VG debian0-vg, LV swap - 4.1 GB Linux device-mapper (linear) | |
> #1 4.1 GB F swap swap

= LVM VG debian0-vg, LV var - 257.8 GB Linux device-mapper (linear)
> #1 257.8 GB f extd Mar

= SCSI1 (0,0,0) (sda) - 322.1 GB VMware Virtual disk
> #1 primary 254.8 MB F  ext2 /boot
> #5 logical 321.9 GB K Ivm -

SCSI1 (0,1,0) (sdb) - 107.4 GB VMware Virtual disk

SCSI1 (0,2,0) (sdc) - 107.4 GB VMware Virtual disk
SCSI1 (0,3,0) (sdd) - 107.4 GB VMware Virtual disk

Undo changes to partitions
Finish partitioning and write changes to disk =
[ Screenshot l { Help ] Go Back \ [ Continue ]

PucyHok 83 - BapuaHT pasMeTky OCHOBHOIO Aucka

2. Bbibupatb nyHKT «Yes» n HaxaTb KHomnKy «Continue» (cM. pucyHok 84).



debian O

Partition disks

You have selected an entire device to partition. If you proceed with creating a new partition table on the
device, then all current partitions will be removed.

Note that you will be able to undo this operation later if you wish.
Create new empty partition table on this device?

) No

Screenshot Go Back H Continue

PucyHok 84 - Co3gaHuve Tabnuubl pa3aenos

3. BbibpaTb BHOBb CO3[@HHbIN MNYCTOW pasfen Ha AONOMNHUTENbHOM OUCKE (CM. PUCYHOK 85).

debian O

Partition disks

This is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table.

> #1 10.0 GB F  extd /home (4]
< LVM VG debian0-vg, LV root - 50.0 GB Linux device-mapper (linear)
> #1 50.0 GB f extd !
¥ LVM VG debian0-vg, LV swap - 4.1 GB Linux device-mapper (linear)
> #1 4.1 GB F swap swap
< LVM VG debian0-vg, LV var - 257.8 GB Linux device-mapper (linear) -
> #1 257.8GB f extd /var
= SCSI1 (0,0,0) (sda) - 322.1 GB VMware Virtual disk
> #1 primary 254.8MB F  ext2 /boot
> #5 logical 321.9 GB K Ivm (X
= SCSI1 (0,1,0) (sdb) - 107.4 GB VMware Virtual disk
> pri/log 107.4 GB FREE SPACE
SCSI1 (0,2,0) (sdc) - 107.4 GB VMware Virtual disk
SCSI1 (0,3,0) (sdd) - 107.4 GB VMware Virtual disk
uUndo changes to partitions
Finish partitioning and write changes to disk =

\ Screenshot l { Help ] Go Back ] [ Continue

PucyHok 85 - lNMycTon pasagen

4. Bblbpatb nyHKT «Create a new partition» n HaxaTb kHonky «Continue» (cm. pucyHok 86).




debian O

Partition disks

How to use this free space:

Automatically partition the free space

Show Cylinder/Head/Sector information

[ Screenshot } [ Help }

Go Back H Continue ]

PucyHok 86 - Beibop gencraui

5. YkazaTb 06beM pasgena n Haxatb kHonky «Continue» (cM. pucyHok 87).

debian O

Partition disks
The maximum size for this partition is 107.4 GB.
New partition size:

Hint: “max" can be used as a shortcut to specify the maximum size, or enter a percentage (e.qg. "20%") to
use that percentage of the maximum size.

[fo7.aGB

Screenshot

Go Back H Continue

PucyHok 87 - OnpepneneHne obbema pasgena

6. BeibpaTb TN pasgena «Primary» n Haxatb kHonky «Continue» (cm. pucyHok 88).



debian O

Partition disks

Type for the new partition:

Logical

Screenshot [ Go Back H Continue

PucyHok 88 - OnpeneneHve Tuna pasgena

7. Danee HeobxoguMo HACTpoUTb NapamMeTpbl pasaerna (cM. pucyHok 89). OCHOBHbIE NapamMeTpbi:

o «Use as» - yctaHoBUTL «Ext4 journaling file systemy;

o «Mount point» - BBecTu «/dataN», rae N - nopsiAKoBbIi HOMEpP A0MNOSIHUTENBHOIO
duanyeckoro ancka, Ha4nHas c 1.

o Bbibpatk nyHKT «Done setting up the partition» n HaxaTtb kHonKky «Continue».



Partition disks

Partition settings:

Use as: Ext4 journaling file system

Mount point: /datal

Mount options: defaults

Label: none

Reserved blocks: 5%

Typical usage: standard k
Bootable flag: off

Delete the partition

[ Screenshot } { Help ]

PucyHok 89 - OnpegeneHvne napameTpoB pasgena

Done setting up the partition f

You are editing partition #1 of SCSI1 (0,1,0) (sdb). No existing file system was detected in this partition.

Go Back H Continue

8. Ecnu gononHuTenbHbIX ANCKOB Bonee ogHOro, To He0OXOANMO NOBTOPUTL BCE BhILLE
nepeyncrieHHble 4eNCTBMS Ansi BCEX JOMONHUTENbHbIX hU3NYECKUX AUCKOB (CM. pucyHok 90).

Partition disks

This Is an overview of your currently configured partitions and mount points. Select a partition to modify its settings
(file system, mount point, etc.), a free space to create partitions, or a device to initialize its partition table,

> #1 50.0 GB f extd !

= LVM VG debian0-vg, LV swap - 4.1 GB Linux device-mapper (linear)
> #1 4.1 GB F  swap swap

- LVM VG debian0-vg, LV var - 257.8 GB Linux device-mapper (linear)
> #1 257.8 GB f exta Ivar

< SCSI1 (0,0,0) (sda) - 322.1 GB VMware Virtual disk
> #1 primary 254.8 MB F ext2 /boot
> #5 logical 321.9 GB K Ilvm

< SCSI1(0,1,0) (sdb) - 107.4 GB VMware Virtual disk

> #1 primary 107.4 GB f exta /datal
< SCSI1 (0,2,0) (sdc) -107.4 GB VMware Virtual disk

> #1 primary 107.4 GB f extd /data2
= SCSI1 (0,3,0) (sdd) -107.4 GB VMware Virtual disk

e #1 primary 107.4 GB f exta ILEEE]

Undo changes to partitions
Finish partitioning and write changes to disk

[>)

[ Screenshot ] [ Help ]

PrcyHok 90 - ®uHanbHbIN BapuaHT pa3MeTKu

Go Back H Continue




15. lNepeyeHb ncnonb3yemMbIix
NMnardopmon Pagap noptoB

15.1. UeHTpanu3soBaHHasa ycTtaHoBKa lNnatdgopmbl

Papap

Hwxe npvBeaeH nepeyeHb UCMOSb3yeMblX NOPTOB MpU LEHTpan“3oBaHHol ycTaHoBke MnaTtdgopmbl

Papap:
Ucxopawmn Bxopgsawumn
Log-Collector Master
McTOoYHMKM
Log-Collector 3
cobbITUI
Log-
Log-Collector &
Collector
Log-Collector Master
Log-
Master &
Collector
NcTouHMKN Log-
coObITUI Collector
Monb3oBaTtenu
Mnartdopmbl Master
Papap

MopTbI

1500-5000, 9997-
9999, 15403,
15404TCP/UDP

21, 22,135, 445,
1443, 3306, 5432,
5601

4813

9000

4805
4806

162 SNMP trap
4807 UDP receiver
4808 TCP receiver
4809 TCP receiver
SSL/TLS

4810 HTTP receiver
4811 HTTPS
receiver

4812 NetFlow
reciever

8080
9000
6676
6677

OnucaHue

lMepepaya gaHHbIX OT cOopLUMKa B
GanaHCcMpoBLUUK U MeHeaXep
oyepenen

AKTMBHBI cOop coObITUI

Baaumogenctesue mexay oByMsi
cbopLymkamm

3anpoc KOH(UIypaLUMOHHbIX
[aHHbIX

MOHUTOPWHT 1 cOOp CTaTUCTMKK.
YnpasreHve cOopLLMKOM COBbITUI
API

MaccuBHbIN cbop cobbITUI

HocTyn K nHTepdenicy
Mnardopmbl Pagap, npoeepka
API kntoven

15.2. PacnpepeneHHas yctaHoBKa lNnatdopmbl Papap

Hwxe npuBeaeHH nepedeHb NCMonb3yeMblX NOPTOB NPU pacnpenernieHHon ycraHoske NMnatdgopmbl

Papap (He3aBMCUMO OT BapMaHTOB pacnpeaeneHHoOn YyCTaHOBKN):
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Ucxopawmn

Correlator

Correlator

Log-Collector

Log-Collector

Log-Collector

Log-Collector

Master

Master

Master

Master

Master

Master

Master

Worker

Worker

Worker

Bxopgawmn

Master

Master

Balancer

MCTOYHMKM

coObITUI

Log-Collector

Master

Data

Correlator

Log-Collector

Balancer
Correlator
Data Worker

Balancer
Correlator
Data Worker

Balancer

Data

Balancer

Master

Data

MopTbl

5672

8086

1500-5000, 9997-
9999, 15403,
15404TCP/UDP

21,22, 135, 445,
1443, 3306, 5432,
5601

4813

9000

9200

2092

4805
4806

6676

9100

9292, 9308

9114

9092

5672

9200

OnucaHue

YTeHne HopManmn3oBaHHbIX
cobbITUN 13 ovepenm ons
Koppensauum

Mepenaya pesynsraToB
Koppenaumum

Mepenaya gaHHbIX OT cOopLyuka
B GanaHCMpOBLUMK U MEHEOXEP
ovepenen

AKTMBHbIV cBop cobbITUiA

B3avmMopericTBue mexay AByMs
cbopLymkamm

3anpoc KOHPUrypaLMOoHHbIX

OaHHbIX
Pab6oTta ¢ cbipbiMy COBbITUAMM

YnpaeneHvie npaeunamu
Koppenaumum

MOHUTOPUHT 1 cBOop CTaTUCTUKMW.
YnpasrneHne cOopLLMKOM
cobbiTun API

YHpaBneHme areHtamMmu Knacrtepa

MOHMUTOPWHT 1 cOOp CTaTUCTMKM

MOHMUTOPWHT 1 cOOp CTaTUCTMKM
MOHUTOPUHF 1 cBOp CTAaTUCTUKM

UTteHnsa cobbiTun n3 MeHegxepa
ouepenen ansa ux obpabotkm

Mepenaya HopManu3oBaHHbIX
co6bITUI B 0Mepeab Ha

Koppensaumo

[MNepenayva cobbITUI Ha XpaHeHne



Ucxopawmn

VICTOYHMKM

CcoObITUI

Monb3oBatenun
Mnardopmbl
Papap

Data (c ponbto
Master)

Bxopgawmn

Log-Collector

Master

Data (c
ponbto Data)

MopTbl

162 SNMP trap;

4807 UDP receiver;

4808 TCP receiver;
4809 TCP receiver
SSL/TLS;

4810 HTTP
receiver;

4811 HTTPS
receiver;

4812 NetFlow
reciever

8080
9000
6676
6677

9300

OnucaHue

MaccuBHbIN cHop COOLITUN

JocTtyn K nHTepdency
Mnatdopmbl Papap, nposepka
API kntoyen

BsaumopeiicTeue mexay Hogamm
B KracTepe XpaHunumiia AaHHbIX

16. Cnncok AOCTYNHbIX TAUM30H

Africa/Abidjan
Africa/Accra
Africa/Addis_Ababa
Africa/Algiers
Africa/Asmara
Africa/Asmera
Africa/Bamako
Africa/Bangui
Africa/Banjul
Africa/Bissau
Africa/Blantyre
Africa/Brazzaville
Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Ceuta
Africa/Conakry

Africa/Dakar

Africa/Dar_es_Salaam

America/Indiana/Winamac

America/Indianapolis
America/Inuvik
America/lgaluit
America/Jamaica
America/Jujuy

America/Juneau

America/Kentucky/Louisville

America/Kentucky/Monticello

America/Knox_IN
America/Kralendijk
America/La_Paz
America/Lima
America/Los_Angeles
America/Louisville
America/Lower_Princes
America/Maceio
America/Managua

America/Manaus

Asia/Ho_Chi_Minh
Asia/Hong_Kong
Asia/Hovd
Asia/lrkutsk
Asia/lstanbul
Asia/)akarta
Asia/Jayapura
Asia/Jerusalem
Asia/Kabul
Asia/Kamchatka
Asia/Karachi
Asia/Kashgar
Asia/Kathmandu
Asia/Katmandu
Asia/Khandyga
Asia/Kolkata
Asia/Krasnoyarsk
Asia/Kuala_Lumpur

Asia/Kuching
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Africa/Abidjan America/Indiana/Winamac Asia/Ho_Chi_Minh

Africa/Djibouti America/Marigot Asia/Kuwait
Africa/Douala America/Martinique Asia/Macao
Africa/El_Aaiun America/Matamoros Asia/Macau
Africa/Freetown America/Mazatlan Asia/Magadan
Africa/Gaborone America/Mendoza Asia/Makassar
Africa/Harare America/Menominee Asia/Manila
Africa/Johannesburg America/Merida Asia/Muscat
Africa/Juba America/Metlakatla Asia/Nicosia
Africa/Kampala America/Mexico_City Asia/Novokuznetsk
Africa/Khartoum America/Miquelon Asia/Novosibirsk
Africa/Kigali America/Moncton Asia/Omsk
Africa/Kinshasa America/Monterrey Asia/Oral
Africa/Lagos America/Montevideo Asia/Phnom_Penh
Africa/Libreville America/Montreal Asia/Pontianak
Africa/Lome America/Montserrat Asia/Pyongyang
Africa/Luanda America/Nassau Asia/Qatar
Africa/Lubumbashi America/New_York Asia/Qyzylorda
Africa/Lusaka America/Nipigon Asia/Rangoon
Africa/Malabo America/Nome Asia/Riyadh
Africa/Maputo America/Noronha Asia/Saigon
Africa/Maseru America/North_Dakota/Beulah Asia/Sakhalin
Africa/Mbabane America/North_Dakota/Center Asia/Samarkand
Africa/Mogadishu America/North_Dakota/New_Salem Asia/Seoul
Africa/Monrovia America/Ojinaga Asia/Shanghai
Africa/Nairobi America/Panama Asia/Singapore
Africa/Ndjamena America/Pangnirtung Asia/Srednekolymsk
Africa/Niamey America/Paramaribo Asia/Taipei
Africa/Nouakchott America/Phoenix Asia/Tashkent
Africa/Ouagadougou America/Port au

Africa/Porto Novo America/Port_of_Spain
Africa/Sao_Tome America/Porto_Acre Asia/Tel_Aviv
Africa/Timbuktu America/Porto_Velho Asia/Thimbu
Africa/Tripoli America/Puerto_Rico Asia/Thimphu
Africa/Tunis America/Punta_Arenas Asia/Tokyo
Africa/Windhoek America/Rainy_River Asia/Tomsk
America/Adak America/Rankin_Inlet Asia/Ujung_Pandang
America/Anchorage America/Recife Asia/Ulaanbaatar
America/Anguilla America/Regina Asia/Ulan_Bator

America/Antigua America/Resolute Asia/Urumgqi



Africa/Abidjan America/Indiana/Winamac Asia/Ho_Chi_Minh

America/Araguaina America/Rio_Branco Asia/Ust
America/Argentina/Buenos_Aires America/Rosario Asia/Vientiane
America/Argentina/Catamarca America/Santa_lsabel Asia/Vladivostok
America/Argentina/ComodRivadavia America/Santarem Asia/Yakutsk
America/Argentina/Cordoba America/Santiago Asia/Yangon
America/Argentina/Jujuy America/Santo_Domingo Asia/Yekaterinburg
America/Argentina/La_Rioja America/Sao_Paulo Asia/Yerevan
America/Argentina/Mendoza America/Scoresbysund Atlantic/Azores
America/Argentina/Rio_Gallegos America/Shiprock Atlantic/Bermuda

America/Argentina/Salta

America/Argentina/San_juan
America/Argentina/San_Luis
America/Argentina/Tucuman

America/Argentina/Ushuaia

America/Aruba

America/Asuncion

America/Atikokan

America/Atka

America/Bahia

America/Bahia_Banderas

America/Barbados
America/Belem
America/Belize
America/Blanc
America/Boa_Vista
America/Bogota
America/Boise

America/Buenos_Aires

America/Cambridge_Bay

America/Campo_Grande
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
America/Cayman
America/Chicago
America/Chihuahua
America/Coral_Harbour

America/Cordoba

America/Sitka
America/St_Barthelemy
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Swift_Current
America/Tegucigalpa
America/Thule
America/Thunder_Bay
America/Tijuana
America/Toronto
America/Tortola
Sablon

America/Virgin
America/Whitehorse
America/Winnipeg
America/Yakutat
America/Yellowknife
Antarctica/Casey

Antarctica/Davis

Antarctica/DumontDUrville

Antarctica/Macquarie
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer
Antarctica/Rothera
Antarctica/South_Pole

Antarctica/Syowa

Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Faroe
Atlantic/Jan_Mayen
Atlantic/Madeira
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley
Australia/ACT
Australia/Adelaide
Australia/Brisbane
Australia/Broken_Hill
America/Vancouver
Australia/Currie
Australia/Darwin
Australia/Eucla
Australia/Hobart
Australia/LHI
Australia/Lindeman
Australia/Lord_Howe
Australia/Melbourne
Australia/NSW
Australia/North
Australia/Perth
Australia/Queensland
Australia/South
Australia/Sydney

Australia/Tasmania



Africa/Abidjan
America/Costa_Rica
America/Creston
America/Cuiaba
America/Curacao
America/Danmarkshavn
America/Dawson
America/Dawson_Creek
America/Denver
America/Detroit
America/Dominica
America/Edmonton
America/Eirunepe
America/El_Salvador
America/Ensenada
America/Fort_Nelson
America/Fort_Wayne
America/Fortaleza
America/Glace_Bay
America/Godthab
America/Goose_Bay
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Hermosillo
America/Indiana/Indianapolis
America/Indiana/Knox
America/Indiana/Marengo
America/Indiana/Petersburg
America/Indiana/Tell_City
America/Indiana/Vevay
America/Indiana/Vincennes
Europe/Amsterdam
Europe/Andorra

Europe/Astrakhan

America/Indiana/Winamac
Antarctica/Troll
Antarctica/Vostok
Arctic/Longyearbyen
Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Agtau
Asia/Agtobe
Asia/Ashgabat
Asia/Ashkhabad
Asia/Atyrau
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Barnaul
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Chita
Asia/Choibalsan
Asia/Chongging
Asia/Chungking
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dili
Asia/Dubai
Asia/Dushanbe
Asia/Famagusta
Asia/Gaza
Asia/Harbin
Asia/Hebron

GB

GB-Eire

GMT

Asia/Ho_Chi_Minh
Australia/Victoria

Australia/West

Australia/Yancowinna

Brazil/Acre
Brazil/DeNoronha
Brazil/East
Brazil/West

CET

CSTeCDT
Canada/Atlantic
Canada/Central
Canada/Eastern

Canada/Mountain

Canada/Newfoundland

Canada/Pacific

Canada/Saskatchewan

Canada/Yukon
Chile/Continental
Chile/Easterlsland
Cuba

EET

EST

ESTS5EDT
Egypt

Eire

Etc/GMT
Etc/GMT+0
Etc/GMT+1
Etc/GMT+10
Etc/GMT+11
Etc/GMT+12
Etc/GMT+2
Etc/GMT+3
Etc/GMT+4
Etc/GMT+5
Etc/GMT+6
Etc/GMT+7
Etc/GMT+8

Etc/GMT+9



Africa/Abidjan
Europe/Athens
Europe/Belfast
Europe/Belgrade
Europe/Berlin
Europe/Bratislava
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Busingen
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Guernsey
Europe/Helsinki
Europe/Isle_of_Man
Europe/Istanbul
Europe/Jersey
Europe/Kaliningrad
Europe/Kiev
Europe/Kirov
Europe/Lisbon
Europe/Ljubljana
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Mariehamn
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/Nicosia
Europe/Oslo
Europe/Paris
Europe/Podgorica
Europe/Prague
Europe/Riga
Europe/Rome

Europe/Samara

America/Indiana/Winamac
GMT+0

GMT-0

GMTO

Greenwich

HST

Hongkong

Iceland
Indian/Antananarivo
Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion
Iran

Israel

Jamaica

Japan

Kwajalein

Libya

MET

MST

MST7MDT
Mexico/BajaNorte
Mexico/BajaSur
Mexico/General
NZ

NZ

Navajo

PRC

PST8PDT
Pacific/Apia
Pacific/Auckland
Pacific/Bougainville

Pacific/Chatham

Asia/Ho_Chi_Minh
Etc/GMT-0
Etc/GMT-1
Etc/GMT-10
Etc/GMT-11
Etc/GMT-12
Etc/GMT-13
Etc/GMT-14
Etc/GMT-2
Etc/GMT-3
Etc/GMT-4
Etc/GMT-5
Etc/GMT-6
Etc/GMT-7
Etc/GMT-8
Etc/GMT-9
Etc/GMTO
Etc/Greenwich
Etc/UCT

Etc/UTC
Etc/Universal
Etc/Zulu
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Pohnpei
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
CHAT
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis

Pacific/Yap



Africa/Abidjan

America/lndiana/Winamac

Asia/Ho_Chi_Minh

Europe/San_Marino Pacific/Chuuk Poland
Europe/Sarajevo Pacific/Easter Portugal
Europe/Saratov Pacific/Efate ROC
Europe/Simferopol Pacific/Enderbury ROK
Europe/Skopje Pacific/Fakaofo Singapore
Europe/Sofia Pacific/Fiji Turkey
Europe/Stockholm Pacific/Funafuti ucT
Europe/Tallinn Pacific/Galapagos US/Alaska
Europe/Tirane Pacific/Gambier US/Aleutian
Europe/Tiraspol Pacific/Guadalcanal US/Arizona
Europe/Ulyanovsk Pacific/Guam US/Central
Europe/Uzhgorod Pacific/Honolulu US/East
Europe/Vaduz Pacific/Johnston US/Eastern
Europe/Vatican Pacific/Kiritimati US/Hawaii
Europe/Vienna Pacific/Kosrae US/Indiana
Europe/Vilnius Pacific/Kwajalein US/Michigan

Europe/Volgograd Pacific/Majuro US/Mountain
Europe/Warsaw Pacific/Marquesas US/Pacific
Europe/Zagreb Pacific/Midway US/Pacific
Europe/Zaporozhye Pacific/Nauru US/Samoa
Europe/Zurich Pacific/Niue uTC

17. BKnio4vyeHue pexxuma pacnpeaesrieHHoOun
Koppensauuu

[ns BKMOYEHNs1 pexuma pacnpeneneHHon koppensaumm Heobxogmmo Jo0aBuTb y3en B KnacTtep
Mnatdopmbl Pagap v HasHaunTb aTomy yany ponb Correlator. MNocne 3Toro BbINOMHUTL HACTPOMKY
BCEX 3K3eMMMSpoB Koppendropa.

17.1. HacTtpouka 3k3eMnnsipoB KoppenaTtopa

BkntoueHune dyHKUMU pacnpefeneHHon Koppensumm ocyLLEeCTBIISIETCS Ha BCeX aK3eMmnsipax

KoppenaTopa B KOHUrypaumoHHom danne /opt/pangeoradar/configs/lTogmule/conf.yaml .

1. 3aiguTe B pasgen «kAaMUHUCTPUpoBaHue» — «Knactep» — «Yanbl», HaQUTe y3anbl ¢ PONSMM
Correlator v y3Haiite nx IP-agpeca.

2. Mopgkntountecs Kk y3ny no SSH 1 gobasste napametp shared_instance B KoH®UrypaunoHHbI
dann yana ¢ NOMOLL b0 KOMaHAabl:

nano /opt/pangeoradar/configs/logmule/conf.yaml
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3. [Ansa BKNIOYEHUS B KOHUIYpaLMOHHBIN halin HYXHO [06aBUTb CreayoLLyto CTPOKY:

shared_instance: true.CoxpaHuTe U3MEHEHUS.
4. Ecrin HeobXxoAMMOo, MOAKIIOYNTECH KO CreayowwemMy y3ny aHanormyHo MyHKTy 2.

5. Toraa ang nepBoro y3na Koppensitopa BbiCTaBuTe 3HavyeHne shared_instance: false.[ns

BTOpPOro y3na — shared_instance: true.
6. CoxpaHuTe KOHUrypaLunoHHble dannbl 1 nepesanyctute cnyx0y ¢ NOMOLLbIO KOMaHAbI:

service pangeoradar-logmule restart

17.2. HacTtpounka npaBuna ans paboTtbl C HECKOSNTbKUMMU
KoppensaTopamu

Ons nepekn4yeHna npasuia B pexnm pacnpep,eneHHoﬁ Koppenaunn Hy>XHO caenatb cnenyroulee:

1. B BeG-nHTepderice nepenaute B pasnen «Koppensatop» — «MpaBuna.

2. HaxkmnTe Ha nuMKTOrpamMmy KkapaHgalla y npaBuna, KoTopoe HeobXoanMO NEPEKIIOUYNTb B PEXUM
pacnpeeneHHon Koppensauum.

3. B pexu1me pegakTMpoBaHus NpaBuria co3gante HOBOE XpPaHUIULLIE 3HAYEHWUI C Ha3BaHUEM
shared_memory (nepemeHHble MOXXHO OCTaBUTb MYCTbIMM).

4. lobaBbTe xpaHunue shared_memory k npaBuny, kak nsobpaxeHo Ha pucyHke 91.

5. CoxpaHuTe M3MeHeHus.

CBA3aHHbIE XPAHWIMLLA 3HAUEHWUA
EolBepuTe ZHaUEHIUA Co3paTL HoBOR

FTNOBANbHBIM NOKANbHBIA
HABOP HABOP
HAIBAHWE BHYTPEHHEE MMA IHAUEHMIA 3HAYEHMA

shared_memory shared_memory X X n n
PucyHok 91 - lo6aeneHue xpaHunuwia shared_memory

[nsa npoBepkun paboTbl pexxruMa pacnpeaeneHHon koppensumm HeobxoamMmo nepenTn B pasgen
«Koppensitop» — «[MpaBuna».

Mpy NepeknioYeHn MeXAyY aK3eMnspaMu KoppensaTopa npasusio, B kotopoe 6biro go6aBneHo
xpaHunuie shared_memory, 6yaet nomMmeyeHo Kak akTUBHOE.

[ns nepeknoyeHns Mexay ak3eMnisipaMm KoppensTopa Heo6XxoaMMO HaXxaTb Ha BbinafatoLlee MeHo
C Ha3BaHMEM 3K3eMNIsPa, kak M306paxeHo Ha pucyHke 92.

LleHTp ynpaBneHua Mpaenna KoppPeEnALHKA

PucyHok 92 - lNepekntoveHne mexay aKk3emnnapamm koppensitopa

17.3. NpoBepka paboTbl npaBuna
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[ns npoBepkn paboTbl NpaBuna npu pacnpeaeneHHon KoMMyTaumnm HeobxoaMMo creHeprpoBaTh
cuTyauuto, Ans KOTOPOK BbIbDpaHHOe A51s NPoBepKU NpaBuo byaet cpabatbiBath. Hanpumep, ans
BbIGpaHHOro AN NPOBEPKU NpaBuna
Account_added_and_removed_from_a_group_in_short_period_of_time HeoGxoanMmo BbINONHUTL
cnegyolime 4encTBuUs:

1. Moakntountbea no RDP k nor-konnekTopy.

2. 3anyctutb KOMaHAHYH CTPOKY OT UMeHV AOMUHUCTpaTopa.

3. BbinonHuTb NomnbITky fo6aBneHne HoBOro nonb3oBatens B Mnatdopmy Pagap, BbINONHMB

KomaHay:

C:\Log-collector\user_add_to_group.cmd

Mocne 3aBepLUeHUs BbINOMHEHNUS KOMaHAbl NepenTu B Beb-nHTepderic NMnaTtdopmbl Pagap B pasgen
«MHUmnpeHTbI». [py NpaBunbHOM oTpaboTKke NpaBuna B JaHHOM pasferne B CUcKe MHUMOEHTOB
oTobpasuntca nHumaeHT ¢ HasBaHnem «MS-WIN - Nonb3oBaTenb Aob6aBneH B nokanbHy rpynny

unu ypaneH us Hee» 1 IP-agpecom nor-konnekTopa.

18. HacTpouka nHterpaumm co cnyxoom
Active Directory

B MNnatdopme Pagap npeagycmoTpeHa BO3MOXHOCTb UCMOMb30BaHUSA AOMEHHbIX YYETHbIX 3anucen
nocpencTesoM uHterpaumm ¢ Active Directory.

[na HacTpOrKN nHTerpaumm Heobxoamnmo:

e ykasatb agpec LDAP cepsepa,
® yKasaTb akkayHT v naporb ans novcka no LDAP B HacTponkax KeyCloak.

Ecnu Ha koHTponnepe(ax) nomeHa LDAP paHee He HacTpauBarncsi, TO He0OX0ANMO YCTaHOBUTb
Microsoft Identity Management for UNIX Role Service (cm. pucyHok 93).
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- E. Ducneruep cepsepa
®aiin  Jeficrene  Bua  Cnpaeka
KopsHa s Al ol

[
& AncneTuep cepeepa (SRY-DC1)
E 3 o

HAomennbie cayxbil Active Directory

® & DNS-cepeep .;’I : £

= ] Bl Acth $‘ ¥ HpanT Asneie KaTanoros TBHEM HEXAY H AOMEHEMH, B TOM HHCAE NPOLECCANH BX0AA B CHCTENMY,
G Lo . | TPOBEDKM NOAMMHHOCTH H NOMCKa B KaTanorax.

B 52 ®atinostie cnyxbel -

B il KomnorienTe! Bcarsin:

? AnartocTika Crywbia KOHTPONNEPS ADMEHS AOMEHHEIX Cyw6 Active Directory, Ecnv 0CTaHOBMTE 3Ty cnywby,
[ i} Kondwrypauna NONE30BATENH HE MOTYT 33PErMCTRMPOBATECA B CETH. ECNN AaHHEA Cnyxba 0TKueHa, He yAaCTCs
£ vanmme SaNyCTHTE MOGBIE ABHO 33BHCHNBIE i,
Yrofbl 3aNMYCTHTE NPOBEPKY AHANHEETOPON :'l“: MpoBSpHTE 37y ponb
“/ AHANM3aTOP COOTBETCTBHA COOTEETCTBHA PEKC ebifepuTe
"MposepHTs 3Ty pons” B VicknioqMTE PESYNbTAT
HecooteeTcTeyiowr#i () | ickmouero (0) | Commecriit (0) | Bee (0) | B BrmownTs pesyneTar

Cepeeato,., | 3aronoeox IKanrgna [ ceoicrea

52 KonupoBaTh CBOMCTBA pesynbTaTa

H crosexa
o6asnenve cnyx6 ponei [ ]
- O o
Bbibop cny6 ponei
Cryxbiel ponesi BeifiepuTe cnyxbel poner, YCTaHAEMHBAEHBIE ANA PONH CEpEEpa "AomerHbie cryw Bl Active Directory”:
MoaTeepkAEHHE Cyseil ponn: Onucarie: 54 AoBasuTs cyudel ponedt
%0A BbrOMHer KoHTROmNER! Aonena Active Directory (Yerarcenens) | Lpot3allAR napones I 3 i
. HTPONNEPS! AOMEHa A ve D v (YeTaroenera) e &= YaanuTe cnyxbel poneit
PesyneTatel B irl:naruap yAoCToBEpeHIH AnA UNIX nonk30eaTens & cetH UNIX B ciyuae
[¥] Cepeep ana cnywf NIS M3MEHEHHA Napons Windows n
3] 1eoporisauna naponer HaofopaT, Takkn obpason,

[¥] Cpeactea anmmncTpuposanna e s
Naponb Ans ofien:x ceTed.
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PucyHok 93 - Beibop cnyx6 ponen B Microsoft Identity Management for UNIX Role Service

[aHHas HacTpolka Heobxodyma Ha KOHTporfiepax JoMeHa nog ynpaeneHnem Windows Server
2008 n Hnxke. Ha koHTponnepax goMeHa nog ynpasnexdvem Windows Server 2012 v Bbiwe
yctaHoBka Microsoft Identity Management for UNIX Role Service He Tpebyetcs.

18.1. Hactpouka LDAP

Mocne yctaHoBku cnyx6bl nepenante B KeyCloak n HauHuTe HacTpoiiky LDAP, BbINOnMHMB criegytoLlme
OencTeus:

1. OTkporTe koHconb agmuHncTpupoBarus KeyCloak (<agpec MNMnatcdopmbl Pagap>:8180) u
nepenanTe B NyHKT MeHto "degepauma nonb3oBartenen” (CM. pucyHok 94).
2. OTkpoMnTe cnucok "Jo6aBuTb NocTaBLyMKa" (CM. pUcyHOK 94).

w NAHIEO
’ PANAP & admin v

(befepaund NoNs308aTeNer

Hacrpoiiw Realm

KnueHTs! -
LLlaBnoHb! knMeHTos —'
—
Ponu
Frmmnie degepauna Nons3osaTenen

MAEHTUBIKALIA Keyrloak can federate external user databases. Qut of the box we have support for LDAP and Active Directory.

To get started select a provider from the dropdown below:

S ®esepaun

nons3osareneii

Nl06381Ts NoCTEBLLKS. ~

AyTermdmkaums

Mpynnst

Monssosatenu
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PucyHok 94 - KoHconb agmuHucTpupoBanust KeyCloak, pasgen meHio "®enepauums nonb3osartenen”,

cnucok "[o6aBuTb nocrtasLimnka"

3. B oTkpbiBLIEMCS cnucke "[o6aBuTb NoctaBlmKa" Bbibepute pasgen "LDAP" v 3anonHuTe Ha
Bkragke "TpebyeMble HACTPOMKM" NpefoCcTaBeHHbIE NPOrpaMmMont nors (CM. pucyHok 95).
Cneaytowme nons obssaTenbHbl Ans 3anofHeHNs:

O Bk/WYeHo - 3Ha4YeHue BKIJT (yctaHaBnusaeTcs no yMmonyaHuio);

O HaumeHOBaHue B KoHconwu - ldap (yctaHaBnmBaetcs nNo ymMomnyaHuio);

o TrpuoputeT - 0 (ycTaHaBNMBaETCS NO YMOMYAHUIO);

O MMNoOpTUPOBATL MNonb3oBaTenen - 3HadeHune BKJT (ycTaHaBnuBaeTcs No ymonyaHuio);

o Pexum pegakTupoBaHus - READ_ONLY (BbiOGpaTb 13 cnucka);

O CWUHXPOHU3UPOBATb peruvcTpauunu - 3HadeHve BbIK (ycTaHaBnuBaeTcs nNo ymonyaHuio),

© TMocTaBwmk - ykasatb Active Directory;

O ATpubyT Username B LDAP - ykasatb SAMAccountName vnum cn;

O ATpubyT RDN B LDAP - 3HadyeHue Cn (YCTaHOBMEHO MO YMOYaHUIo);

O ATpubyT UUID B LDAP - 3HayeHue objectGUID (ycTaHOBMEHO MO yMONMYaHuto);

© Knacchl 06bbekTOB nonb3oBaTens - 3Ha4YeHUHA person, organizationPerson, user
(ycTaHOBRNEHbI MO YMOMYaHUIo);

O URL coeavHeHus - yka3aTb |IP-agpec cepsepa Active Directory, Hanpumep - [dap://srv-
dc2.youdomain.local ;

O T[onb3oBaTenu DN - B COOTBETCTBUM C NpuMepoM DC=youdomain,DC=local;

O T[o/sb30BaTe/bCKUA dUNbTP LDAP nosib3oBaTesiel - OCTaBUTb NyCTbIM, €Crn He TpebyeTca
douneTpauma cnucka nonb3oBaTenen;

© nMouck obnacTtu - BbIbepute One level;

O Tun ayTeHTupukaumu - Bblbpatb Simple;

O ConocTas/ieHne DN - yKasaTb CUCTEMHbIV akkayHT B Active Director ons 4yteHust 4aHHbIX U3
LDAP (Hanpumep, Idap-ro-user@youdoman.local) ;

O ConocCTaB/ieHMe YYEeTHbIX AaHHbIX - NapoSfib CUCTEMHOIO akKkayHTa.

Tpefyemble HAacTPOKLA
ORPR - |
HanmeroBaHne B korconm © Idzp
MpuopuTer &

E—————— - |

PEXIUM PEAIKTMROEaHMA ©
CurxporMpoBaTs perncTpauyis ©
* MocTasiumk ©

* ATpu6yT Username & LDAP @

* ATpUBYT RON & LDAP ©

* ATpuBYT UUID & LDAP ©

* Knaccel 06bEKTOB NONb30BaTENs €
* URL coegutienia ©

* NMonbsosateny DN &

Monssosarensckuii unsTp LDAP
nonb3osateneit &

Nowmck 06nacTi ©
*Tun ayTeHTHUKaLN ©
* Conocrasnerivie DN &

* CONOCTABEHME YUETHBIX AaHHbIX ©

READ_ONLY v

BbIK

Active Directory v

organizationalPersan, user

Idap://srv-de2.youdomain.Jocal
DC=youdomain,DC=local

One Level v

simple v

Idap-ro-user@youdoman.lacal ‘

® TpoBEpKa SyTEHTHGUKALIN

PucyHok 95 - 3anonHeHne gaHHbix no LDAP

4. MNpn HeobXxoaMMOCTM MOXHO NPOTECTUPOBATL BBeAEHHbIE NapameTpbl LDAP, HaxaBs

nocregoBaTenbHoO KHomnku "TecT coeanHeHusa" n "MpoBepka ayTeHTUdUMKaUmmn" (CM. pUCyHoK

95).



5. [Inga coxpaHeHus BBeAEHHbLIX HAacTpoek LDAP HaxxmuTe kHONKy COXpaHUTb, pacronOXEHHYHO B

CaMOM HU3Y 3KpaHa.

Mocne coxpaHeHnst oTOBPa3ATCA KHOMKU CUHXPOHM3aLMK Nornb3oBaTenen. HaxmmTte KHOMKy
CUHXpPOHM3UPOBATb BCEX NoNnb3oBaTenen (CM. pucyHok 96), 4Tobbl 3arpy3nTb CNIMCOK

nonb3oBaTtenen n3 AJoMeHa.

PucyHok 96 - CnHXpoHM3auus nonb3oBaTernemn

18.2. OnpeaeneHve BO3MOXHbIX MPUYUH CcOOS NpuU
CUHXPOHU3aLNMN

Ecnu cuHxpoHu3aluusi nonb3oBaTernen He Npon3oLLUna, To ANs onpeaeneHns npudrHbl cbos B nepeyto

oyepenb Hago CMOTpPeTb for nnarnHa /opt/wildfly/standalone/log/keycloak.Tog . B nore

crieayet nNpocMoTpeTb cobbITus, 3a(bI/IKCI/IpOBaHHbIe B MOMEHT Ha)XXaTua TeCTOBbIX KHOMOK UITN KHOMOK

CUHXPOHM3aLnn nonb3oBaTenen.

19. Cnyx6a yBegomneHun Toller

19.1. Ha3HaueHue MO

[aHHbIN NporpaMMHbIN MOAyNb NpeaHasHavyeH ans opMmmpoBaHus yBegomneHuii ot Mnatdopmbl

Papap v nepechbinku chopMUPOBaHHbIX YBEAOMIIEHWI NONb30BATENSAM Y aAMUHUCTpaTOpaMm.

19.2. KoHdurypauus Toller

KoHdomrypauums Toller pacnonaraetcs B MeHo agMUHUCTpUpoBaHus Knactep - YnpasneHue
KoHdpurypaumen - Toller (cm. pucyHok 97).

YnpasaeHne KoHpUrypaumnen

Yamsicucremsi  Cepamce  Kombwrypsuuoswsie daiinei  Cxpunrei  APIKnouM  YueTHbie 3anuch 4 c60pa Aankeix  TpaMcrnoprer  TAseuposuak3amsy  Ynpasaesue xondurypaumein

CMWUCOK CEONCTE KOHOMTYPALWIA TOLLER
F10Gab i KTIOH 3BTOPUSALIAY 33MPOCOS Ha Cepaice OTKnIouNTE oBAaATEk HyH MpoBepKy TLS npu cosauHeniy k B
cerberus

ABpeCa 37EKTPOHHOI NOTS! ANA YEEAOMACHUR O
SHELITATHOM UMEHERNIM KORGUIYPALMM CHCTEM!
Vienonssosats TLS wigposatme

AGPECa 3EKTROHHO/ NOUTS! ATA YBEAOMIRHUR ©

LITATHOM HZMEHEHMY KOHGUTYPaLIH CHCTEME!
P [T false

Beaver

Pt oTnagku
Cerberus

ClusterAgent
cm
Cruady ID whcTanca
Datashpi
DNS f38a7979-c3b6-c99d-f6a0-c9860342ded3
Elastic
ESExporter IP anpec cepeuca
EventAnt
127,001

FlowBalancer
Grafana

Mopr cepevca
KafkaExporter
Kafka 6699

Karaken

PucyHok 97 - HacTpoiiku Toller

Yrpasnenue mynste
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19.3. HacTpounka nonb3oBaTerneun

[nsa HacTpoukn nonyyeHus ysegomreHnin ot Mnatdopmbl Pagap KOHKPETHBIMM NONb30BaTENAMN

HeobXxoaMMO BbINOMHUTE CrieaytoLue Lwarm:
1. 3anTtu B uHTepdenc Mnarcdopmbl Pagap ¢ npasamn agMmmHucTpatopa

2. MNepentn B pasgen "AoMmuHuctpupoBaHue”, "lMonb3oBatenu 1 npaea"”, kak n3obpaxeHo Ha

pucyHke 98;

HaswauuTs rpynny nonksosatento Co3gaTb HOBOTO

admin B [ P | gg

Jusers W

Qaunua

._compliance_checks R

ults R W

PucyHok 98 - MNonb3oBartenu 1 npasa

3. HaiAiTv nnu cospath Hy>KHOTO NMonb30BaTENs U HAXaTb Ha KHOMKY peaakTMpoBaHUS B CTpOKe
[aHHOro nonb3oBaTens;

B I'IpaBOI;I 4YacCTu CTpaHULbl OTKPOETCA cbopma penakTnpoBaHuUa napamMmeTpoB NoJfib30BaTeNd, Kak

n3obpaxkeHo Ha pucyHke 99;


af://n2814

N3meHeHKne

Moruu

test

Email

test@pangeoradar.ru

Mnan

Test

DamunMa

Test

locale gl n

Knrou ‘

.

PucyHok 99 - NapameTpbl nonb3oBaTens

4. YkazaTtb akTyanbHblin "Email" nonb3oBatensi, Ha KOTOpbI NpeaycMOTpeHa oTrpaska
yBEOOMIIEHWI;

5. HaxaTb kHonky "OBHOBUTL" ANS1 COXpaHEeHWs BBEAEHHbLIX HACTPOEK;

6. ABTOPM30BaTLCS NOZ TOMbKO YTO CO34aHHbIM\OTPEAaKTUPOBaHHbLIM NONb30oBaTeneMm;

7. MNepelTn B HAaCTPOWKN Npodunst 4aHHOTO Nofb30BaTens, HaXkaB Ha UMS NoNb30BaTenNs B NpaBoOM
BEPXHEM Yrmy nHTepderica n Haxas Ha kHonky "lMpoduns";

8. MNpounssecTn HeOBXOAMMbIE HACTPOVIKM OMOBELLIEHUI, KaK n3o6paxkeHo Ha pucyHke 100;

[Mpodwnnb Nnonb3oBatensd

HacTpoWkn onoseLweHni

YESAoMAATE NPY M3MEHEHWAY MHUWASHTOR
YESOOMAATE NPW M3MEHEHWAY 3KTUEOE
YESAOMAATE NPW CpaSaTelBAHWK MPABWMA KOPREnALMKM

PucyHok 100 - HacTpoliku onoseLeHnin



9. HaxaTtb kHonky "CoxpaHuTb" s COXpaHeHWUs1 HaCTPOEK.

Mpy KOPPEKTHOM BbINOSHEHMM BbILLEONMMUCAHHbIX AENCTBUIA AaHHbIA Nonb3oBaTenb OyaeT nony4varb
yBegomneHus Mnardopmbl Pagap Ha ykasaHHbIN B napaMeTpax y4eTHOWN 3anucu noyYToBbIN agpec.

19.4. HacTtpouka onoBeLweHUN 0 paboTe cepBMUCOB

[ns HacTponku onoBeLLeHun 0 paboTe cepBMCOB HEOOXOAMMO cAenatb crnepytoLlee (Bce eNCTBUSA
HeoBXoAMMO BbINOMHATL NOA NPUBUNErMPOBaHHBLIM MOMNb30BaTENEM):
1. MpousBecTu HacTporiky cnyxbbl node_exporter;
PacnonoxeHue koHurypaumoHHoro danna: /etc/systemd/system/node_exporter.service
B koHeL, cTpokun ExecStart no6asuTb --collector.systemd

Mocne yero KOHUrypaumoHHbIN hann AOMMKEH BbIrMAAeTh criedyowmm obpasom:

[unit]

Description=Node Exporter
wants=network-online.target
After=network-onTine.target

[servicel]

User=node_exporter

Group=node_exporter

Type=simple

ExecStart=/opt/pangeoradar/node_exporter/node_exporter --web.listen-
address=":9101" --collector.systemd

[Install]
wantedBy=multi-user.target

2. lanee HeoGXoAMMO BbINOMHUTL KOMaHAy sudo systemct]l daemon-reload

3. MNocne yero, nepesanycTuTb crnyx6y node_exporter koMmaHaol sudo service node_exporter

restart

"OnoBeLleHus ByoyT OTNPaBRATLCA HA afapec, ykasaHHbIl B napametpe SmtpDefaultTo"
KOH(urypaumoHHoro danna /opt/pangeoradar/configs/pangeoradar-toller.yaml"’

20. Pe3epBHOE KONMUpoOBaHUe

20.1. CnocoObl Ana CHATUA pe3epBHON KONUN
ElasticSearch

Hwxe npeacraBneH oguH M3 crnocoboB paboTbl CO CHATMEM pe3epBHbIX Konuii MHOekcoB ElasticSearch
nyTem apxvBUpPOBaHWS MHOEKCOB. Ba)kHO NOMHUTb, YTO AN KOPPEKTHOW paboTkl NnoTpebyertcs curator
Bepcuun ctaplue 5.0.
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20.1.1. ApxuBnpoBaHue UHAEKCOB

B dhanne /etc/elasticsearch/elasticsearch.yml nponucaH nyTe 40 hanoBoro peno3nTopus
path.repo: /opt/elasticsearch/snapshots

Ecnu Takor cTpoku HeT, HeobxoayMo nponucaTth 1 nepesarpy3uTsb elasticsearch.

[anee HeobxoaMMo co3daTb Perno3vTopuii, B KOTOPOM ByayT pa3MeLleHbl CHaMLWOThI:

mkdir -p /opt/elasticsearch/snapshots/repository
curl -k -XPUT 'https://localhost:9200/_snapshot/repository' -H 'Content-Type:
application/json' -d '{
"type": "fs",
"settings": {
"Tocation": "repository",
"compress": true

}l

Takke HeobxoaMMO co3faThb eLé OAUH PEeNno3UTOPUA C UMEHEM «reCovery», KOTOPbIN MOHaZobuTcA
ONsl BOCCTAHOBMNEHMWS MHOEKCOB:

mkdir -p /opt/elasticsearch/snapshots/recovery
curl -k -XPUT 'https://localhost:9200/_snapshot/recovery' -H 'Content-Type:
application/json' -d '{
"type": "fs",
"settings": {
"Tocation": "recovery",
"compress": true

}l

[lanee npeacraBneH npyMep cKpunTa Ans apxnBUpPOBaHMS UHOEKCOB.

Jloruka paboTbl ckpunTa onucaHa B KOMMeHTapusix. He 3abyasre nonpaBnTb 3HAYEHUS MEPEMEHHBIX,
€CNnu BalLM HAacCTPOWKM ByayT oTnmMyaTbCs OT 4eONTHbIX.

#!/bin/bash

DAYS=31 #KonuMyecTBO JHeN, OT TeKylwen AaTbl, CTaplwe KOTOPOro WMHAEKCbl byayT
APXMBMPOBATHLCSA

SNAPSHOT_DIRECTORY="/0opt/elasticsearch/snapshots"
BACKUP_DIR="/opt/elasticsearch/elasticsearch_backup"
REPOSITORY="repository"
LOG="/var/log/elasticsearch/elasticsearch_backup.log"

DATE= date’

#ﬂpOBepMM cyuecTBoBaHne nanku Ana apxXxmBoB M eC/qIM HeT, CO34aiUM eé
if | [ -d $BACKUP_DIR ]; then

mkdir -p $BACKUP_DIR
fi

#MoNyyaeM MacCUB MHAEKCOB, KOTopble cTapuwe $DAYS
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INDICES= curator_cli --config /etc/elasticsearch/curator-config.yml --host
localhost --port 9200 show_indices --filter_list "
[{\"filtertype\":\"age\",\"source\":\"creation_date\",\"direction\":\"older\",\"
unit\":\"days\",\"unit_count\":\"$DAYS\"},
{\"filtertype\":\"kibana\",\"exclude\":\"True\"},
{\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\":\"elastalert_status\",\

"exclude\":\"True\"3}]""

#MNpoBepuM, He MYCTOW NN CNUCOK
TEST_INDICES= echo $INDICES | grep -q -i "error" && echo 1 || echo 0"

if [ $TEST_INDICES == 1 ]
then
echo "$DATE He HalaeHO MHAEKCOB ans obpaboTku" >> $LOG
exit
else
# CocTaBnsieM UMKN ANA KAXAOro WHAeKca B mMaccuBe $INDICES
for i in $INDICES
do
# Co3paéM cHanwoT Ans uHaekca $i
curator_cli --config /etc/elasticsearch/curator-config.yml --timeout 600 --
host localhost --port 9200 snapshot --repository $REPOSITORY --filter_list "
{\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\":\"$i\"}"

# 3aHOCMM B MeEpPeMeHHYW WMMS cHanwoTa Ans uHaekca $i
SNAPSHOT= curator_cli --config /etc/elasticsearch/curator-config.yml --host
localhost --port 9200 show_snapshots --repository $REPOSITORY "

# ApXMBUPYEM MNanky peno3nTtopusa W CKJadpiBaeMm apxXuB B XpaHuauwe
cd $SNAPSHOT_DIRECTORY/$REPOSITORY && tar cjf $BACKUP_DIR"/"$i".tar.bz" ./*

# ypansem snapshot

curator_cli --config /etc/elasticsearch/curator-config.yml --host localhost
--port 9200 delete_snapshots --repository $REPOSITORY --filter_list "
{\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\":\"$SNAPSHOT\"}"

# ypansem MHAEKC

curator_cli --config /etc/elasticsearch/curator-config.yml --host Tocalhost
--port 9200 delete_indices --filter_list "
{\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\":\"$i\"}"

# OumwaeMm nanky peno3nTopus
rm -rf $SNAPSHOT_DIRECTORY/$REPOSITORY/*
done
fi

20.1.2. YpaneHue ycTtapeBLUUX apXMBOB

Hwuxe npeacraeneH CKpUnT Ana yganeHua yctapeBLlUMX apXmBoB MHOEKCOB.

#!/bin/bash

# ynaneHve bekanoB cTapue $DAYS aHen

# BAXHO! B mMmMeHM hamna apxmBa MOXeT ObiITb TONbKO OAMH 3HaK
LONMXHA 6bITb B topmaTe "yyyy.mm.dd".

nepen paton. faTta
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# Hanpumep: aaa_bbb.ccc-yyyy.mm.dd.tar.bz

DAYS=91
BACKUP_DIR="/opt/elasticsearch/elasticsearch_backup"

#0npepensem nOporoByw AaTy ANA yAalleHUA apxXvBOB
THRESHOLD=$(date -d "$DAYS days ago" +%Y%m%d)

#echo "THRESHOLD=$THRESHOLD"
FILES= Ts -1 $BACKUP_DIR"

TODELETE= for i in $FILES; do echo $i | awk -F- '{printf "%s\n",$2 ;}' | awk -F.
"{printf "%s%s%s \n",$1,%$2,%$3 ;}' | sed "s/$/%$i/"; done"

echo -e "$TODELETE" |\
while read DATE FILE
do
[[ $DATE -le $THRESHOLD ]] && rm -rf $BACKUP_DIR/$FILE
done

Kak npaBuno, ygansaTb ycTapeBLUne KOonum Heobxoaumo perynsapHo, 1 06bIYHO 3TO AernaeTcs B
nepuoabl HAMMEHbLLEN Harpy3ku Ha cepeep. Bbl MOXxeTe 3agatb KOMaHdy Ha 3anyck Bbllle
npeacTaBreHHOro CKpUMTa Kak 3agady nnaHupoBLuka (cron).

20.1.3. BocctaHoBneHMe MHAEKCOB U3 apXxuBa

Hwxe npencraeneH CKpUnT Ana BOCCTaHOBNEHUA NHOEKCa U3 apXuea. CKpVIﬂT NPUHNMAET NepBbIM

APrymMeHTOM nyTb O apxXuBa.

#!/bin/bash

#3apaaMM nepemeHHble

ARCHIVE=$1
BACKUP_DIR="/opt/elasticsearch/elasticsearch_backup"
RECOVERY_DIR="/opt/elasticsearch/snapshots/recovery/"

# Ha BCAKMM Cny4yar o4yMlaem nanky penosvTtopus
rm -rf $RECOVERY_DIR/*

# Pa3apxvBupyeMm UMHAEKC B Nanky peno3uTtopus
tar xjf $BACKUP_DIR/$ARCHIVE -C $RECOVERY_DIR

# 3aHocuMm B nepemeHHyw $SNAPSHOT MMs cHanwoTa B pPeno3uTopunu
SNAPSHOT= curl -s -XGET "localhost:9200/_snapshot/recovery/_all?pretty" | jq
'.snapshots[0].snapshot' | sed 's/\"//g'"

# BoCCTaHaB/IMBaeM MHAEKC U3 cHanwoTa
curl -XPOST "localhost:9200/_snapshot/recovery/$SNAPSHOT/_restore?pretty"

# HyXHO BbICTaBUTb Hebosnbllyw 3ajepxKy, 4Tobbl Elasticsearch He pyrancsa Ha yaaneHue
BOCCTAHAB/IMBAEMOr0 CHanwoTa

sTleep 30

# Ypanum cHanwoT u3 peno3uTopus
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curl -XDELETE "localhost:9200/_snapshot/recovery/$SNAPSHOT?pretty"

# OYMCTWMM nanky peno3uTopus
rm -rf $RECOVERY_DIR/*

20.2. YTUNnTbI A1 CHATUA pe3epBHON KOMUU
PostgreSQL

20.2.1. YTunuta pg_dumpall

Ytunuta pg_dumpall peanusyeT pe3epBHOe KOMMPOBaHWE BCETO 3k3eMniisipa (Knactepa v HcTaHca)
6a3bl AaHHbIX 6e3 ykasaHWs KOHKPETHOM 6a3bl AaHHbIX Ha MHCTaHce. Mo NpuHLUMnY cxoxa ¢ pg_dump.
Jo6aBym, 4TO TONbKO yTUNUTLI pg_dump n pg_dumpall npefocTaBnsT BO3MOXHOCTb CO3AaHNS
NOrMYeCKOo KOMUW AaHHbIX, OCTarnbHbIE YTUNWUTLI, pacCMaTPUBaEMbIE B 3TON CTaTbe, MO3BONSIOT

co3faBaTb TOJ1IbKO 6v|Hapr|e Konuu.

# pg_dumpall > /tmp/instance.bak

YTto0bbI Cpasy CXaTb pe3epBHYH KOMUK 3K3eMnnapa 0a3sbl AaHHbIX, HY>XXHO nepenartb BblBOA Ha

apxvisaTop gzip:
# pg_dumpall | gzip > /tmp/instance.tar.gz

Hwxe npuBeaeHbl napamMeTpsbl, C KOTOPLIMU MOXET Bbl3blBaTbCs yTunuta pg_dumpall:

-d <uma60>, —dbname=umsa6p — nmsa 6a3bl AaHHbIX.

-h <cepBep>, —host=cepBep — nms cepsepa.

-p <nopt>, —port=nopt — TCP-nopT, Ha KOTOPbLI NPUHNUMAIOTCH NOAKITIOYEHNS.

-U <nonb3oBaTtenb>, —username=norib3oBaTesflb — 1M$ Nonb30BaTens Ans NoaKMoYeHns.
-w, —no-password — feaktuauusi TpeGoBaHWs BBOAA Naporsi.

-W, —password — akTuBauus TpeboBaHus BBOAa Napornsi.

—role=<ums ponu> — porib, OT UMEHU KOTOPOI reHepUpyeTCs pe3epBHasi KOMusi.

-a, —data-only — cosnaHue pesepsHoli konun 6e3 cxembl AaHHbIX.

-c, —clean — po6asnenune onepatopos DROP nepen onepatopamu CREATE.

-f <umnagpaiina>, —file=umsichbainna — akTmBaLMsi HaNpPaBneHUs BbIBOAA B yKa3aHHbINA dain.
-g, —globals-only — Beirpy3ka rmobansHbeix 06bekToB 6€3 6a3 AaHHbIX.

-0, —oids — BbIrpy3ka ngeHtTudunkaTopor 06vektoB (OIDs) BMecTe ¢ AaHHbIMK Tabnuu,.

-0, —no-owner — feakTuBaLusi reHepaLum KomaHa, ycTaHaBNMBatoLLMX NPUHALIEXKHOCTb OOBEKTOB,

KaK B MICXOZHOW Ga3e AaHHbIX.
-r, —roles-only — Bbirpy3ka Tonbko ponei 6e3 6a3 gaHHbIX 1 TaBNMYHbIX MPOCTPAHCTB.
-s, —schema-only — Bbirpy3ka Tonbko cxeMbl 63 caMUx AaHHbIX.

-S <umsAnonb308amenss>, —superuser=umMsinonb3oBaTensi — NpYBUIErMPOBaHHbIN NOMb3oBaTerb,

I/ICI'IOJ'Ib3yeMbIIZ Ana OTKIKYeHUA TpUurrepos.
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-t, —tablespaces-only — Bbirpy3ka TabnmyHbix npocTpaHcTBa 6e3 6a3 AaHHbIX U ponen.
-v, —verbose — pexum noapobHoro formposaHus.

-V (—version — BbiBog Bepcun ytunuTel pg_dumpall.

20.2.2. YTunura pg_restore

YTunuta no3BonseT BOCCTaHaBNUBATh AaHHbIE U3 PE3epPBHbIX KOMUI. Hanpumep, 4Tobbl BOCCTAHOBUTL
TONbKO onpeaeneHHyto Bl (B Hawem npumepe zabbix), Hy»XHO 3anyCcTUTb 3Ty YTUIUTY C NapamMeTpPoM -
d:

# pg_restore -d zabbix /tmp/zabbix.bak

YT06bI 3TON e YTUNUTON BOCCTAHOBUTL OMNpPEAEnEeHHY0 TabnuLuy, HyXXHO UCNONb30BaTh ee C

napameTpom -t:
# pg_restore -a -t history /tmp/zabbix.bak

Takke yTunuton pg_restore MoXXHO BOCCTAHOBUTb AaHHble 13 BUHapHOro Unu apxmMBHOro darna.
COOTBETCTBEHHO:

# pg_restore -Fc zabbix.bak
# pg_restore -Ft zabbix.tar

Mpu BOCCTAHOBMEHUN MOXHO OOAHOBPEMEHHO CO34aTb HOBYHO Oa3y:
# pg_restore -Ft -C zabbix.tar
BoccTaHoBUTL AaHHbIE 13 famna Takke BO3MOXHO Npu NomoLum psql:
# psql zabbix < /tmp/zabbix.dump
Ecnu ons nogkntoyeHns HyXXHO aBTOPM30BaThCS, BBOAUM CMEaYHLLYI0 KOMaHay:

# psqgl -U zabbix -W zabbix < /tmp/zabbix.dump

Hwke NprBeneH CUHTaKCUC yTUNUTLI pg_restore.

-h <cepBep>, —host=cepBep — nms cepsepa, Ha KOTOpoM paboTaeT 6a3a AaHHbIX.

-p <nopT>, —port=nopt — TCP-nopT, Yyepes 6aza AaHHbIX MPUHUMAET NOAKITHYEHMS.

-U <nonb3oBaTenb>, —USername=nosfb3oBaTenb — UMs Monb30BaTens Ans NOAKIOYEHUS. .
-w, —no-password — neakTtuauusa TpeGoBaHMs BBOAa Naposs.

-W, —password — akTvBauusi TpeboBaHusl BBOAA Naporisi.

—role=ums ponu — porb, OT UMEHV KOTOPOW BbINOMHAETCA BOCCTaHOBIEHNE pe3epBHas Konus.
<uMs_cpaitna> — pacrnornoxeHue BOCCTaHABNMBAEMbIX JaHHbIX.

-a, —data-only — BoccTaHoBneHue faHHbIx 6€3 cxembl.
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-c, —clean — pob6asneHne onepatopo DROP nepen onepatopamu CREATE.
-C, —create — cosgaHue 6a3bl AaHHbIX Nepes 3anyckom npoLecca BOCCTaHOBIEHNS.
-d <uma60>, —dbname=umsa6p — nmsa Leneson 6a3sbl JaHHbIX.

-e, —eXxit-on-error — saBepLueHne paboTbl B CrlyYae BO3HUKHOBEHMS OLLUNGKM NPpu BbINONHeHUn SQL-
KOMaHz.

-f <umnagpaiina>, —file=umsichainna — caiin 4ns BbIBOAA CreHEPUPOBAHHOIO CKpUMTa.
-F <dpopmar>, —format=chopmar — cpopmat pesepsHoii konuu. [lonyctmmble doopMaThbl;

e p, plain — dpopmupyeT TekcToBbIn SQL-ckpunT;

® (, custom — popmupyeT pe3epBHYIO KOMUIO B apXMBHOM cbopmare;
e d, directory — chopmupyet konuto B directory-cpopmare;

e t, tar — dopmupyert konuto B popmate tar.

-l <uHpekc>, —index=nHaeKkc — BOCCTAHOBMEHWE TOMbKO 3a4aHHOro NHAaekKca.

-j <uMcno-zapaHuii>, —jobs=4ncno-sagaHuini — 3anyck cambix AnNUTENbHbIX OrnepaLuii B HECKOMbKMX
napannernbHbIX MOTOKax.

-1, —list) — akTBaLus BbIBOAA COAEPXKMMOro apxumBa.

-L <dpann-cnucok>, —use-list=chann-cnucok — BoCCTaHOBIEHNE U3 ApXMBa 3TIEMEHTOB,
nepevncrieHHbIX B harine-cnucke B COOTBETCTBYIOLLEM NopsiaKe.

-N <NpOCTPaHCTBO_MMeH>, —schema=cxema — BOCCTaHOBMEHNe 06bEKTOB B yKa3aHHOM cxeme.

-0, —no-owner — fgeakTuBaLMs reHepauuy KOMaHz, yCTaHaBnNmMBatLLmMX BrageHne obbektamm no
obpasuy ucxogHon 6asbl AaHHbIX.

-P <ums-cyHkumm(Tun-aprymeHntal, ...])>, —function=vnmsa-cdyHkuumn(tun-aprymenral, ...]) —

BOCCTaHOBIEHWE TONbKO YKa3aHHON (OyHKLMN.
-s, —schema-only — BoccTaHoBneHWe ToNbKO cxeMbl 6e3 caMux AaHHbIX.

-S <nonb3oBaTenb>, —superuser=nonb3oBaTesib — Y4eTHasa 3anucb NPUBUNErMPOBaHHOIO

nonb3oBaTersi, ucrnornb3yemMast Ans OTKII0YEHUS TPUITEPOB.

-t <rabnuua>, —table=Tabnuua — BoccTaHOBNEHNE onpeaeneHHo Tabnuubl.
-T <tpurrep>, —trigger=Tpurrep — BOCCTAHOBIIEHNE KOHKPETHOIO TpUrrepa.
-v, —verbose — pexvmM nogpoGHOro NorMpoBaHus.

-V, —version — BbIBOA BepcuM yTUNUTLI pg_restore.

20.2.3. Ytunuta pg_basebackup

Ytunuton pg_basebackup MOXHO BbINONHATL pe3epBHOE KonvpoBaHusi paboTatoLuero knactepa 6a3
AaHHbIX PostgreSQL. PesynbtupytoLwmii GBuHapHbIn hann MOXHO UCMoNb30BaTh ANS pennukaummn nnu
BOCCTAHOBIIEHUS Ha ONpeaerneHHbIi MOMEHT B MPOLLIOM. YTUNMTa CO34aET PE3EPBHYIO KOMMWIO BCETO
3k3eMnnspa 6a3bl AaHHbIX Y HE AaeT BO3MOXHOCTW CO3[aBaThb CrenKu AaHHbIX OTAENbHbBIX CYLLHOCTEN.
MopaxkntoyeHne pg_basebackup k PostgreSQL BbINOMHSIETCS NpY MOMOLLM NPOTOKOMA pennvkauum ¢
noriHoMounsaMK cynepnorb3oBaTtens unm ¢ npasom REPLICATION.
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[ns BbINONHEHWs pe3epBHOMO KOMMPOBaHMWS NokanbHoM 6a3bl AaHHbIX JOCTATOMHO NepeaaTth yTunuTe
pg_basebackup napametp -D, 0603Ha4aoLLMIN AMPEKTOPULO, B KOTOPOW ByaeT coxpaHeHa pe3epBHast
Konwus:

# pg_basebackup -D /tmp

YTto6bl co3gaTb cxatble dhannbl N3 TabnmnyHbIX MPOCTPaHCTB, Lob6aBMM napameTpsbl -Ft 1 -Z:

# pg_basebackup -D /tmp -Ft -z

To e camoe, Ho co cxaTvem bzip2 n gnsa ak3emnnsipa 6a3bl ¢ 06LLMM TAaBNUYHBIM MPOCTPAHCTBOM:

# pg_basebackup -D /tmp -Ft | bzip2 > backup.tar.bz2

Hwxe npuBeneH cuHTakcuc ytunutbl pg_basebackup.

-d <cTpokanodknroyeHus>, —dbname=cmpokanogkno4eHust — onpeaerneHne 6asbl JaHHbIX B

BMAE CTPOKU AN1S1 NMOAKIOYEHMSI.
-h <cepBep>, —host=cepBep — nms cepBepa c 6a3ol AaHHbIX.
-p <nopt>, —port=nopt — TCP-nopT, Yepes 6a3a AaHHbIX MPUHUMAET NOAKITHYEHUSI.

-s <uHTepBan>, —status-interval=MHTepBan — KonM4ecTBO cekyHa MeXay OTrnpaBKaMmu CTaTyCHbIX
nakeToB.

-U <nonb3oBaTenb>, —username=nosb3oBaTeslb — YCTaHOBKa MMeHM nonb3oBaTend ana
nogkn4veHus.

-W, —no-password — oTkroYeHre 3anpoca Ha BBOZA Naporsi.

-W, —password — npuHyauTenbHbI 3anpoc napornsi.

-V, —version — BbIBOA Bepcumn yTunuTbl pg_basebackup.

-?, —help — BbIBOA cnpaBku no ytunute pg_basebackup.

-D katanor, —pgdata=kaTanor — QMpeKkTopus 3an1cu AaHHbIX.

-F <dpopmar>, —format=dopmat — cdopmart BbiBoAa. [JonycTMble BapuaHThbl:

e p, plain — 3HaveHre Ansa 3an1cK BbIBOAUMbIX AAHHbIX B TEKCTOBbLIE halnbl;
e t, tar — 3HayeHue, ykasbiBatoLlee Ha HeOOXOAMMOCTb 3anncy B LENEBYIO AUPEKTOPUIO B
dopmare tar.

-r <ckopocTbriepedayu>, —max-rate=ckopocmsnepenayumn — rnpenenbHasi CKOpoCcTb nepeaadn
naHHbIX B K6/cC.

-R, —write-recovery-conf — 3anucatb MUHUMarbHLIV ain recovery.conf B QUPEKTOPMIO BbiBOAA.

-S <umsicnoma>, —slot=umsicnora — 3afaHue cnota pennukaummu npu ncnonb3osaHum WAL B
pexume NOTOKOBOW nepegadun.

-T <kaTanor7=kamanoz2>, —tablespace-mapping=katanori=kamasioe2 — akTMBaL1s MUrpaLmu
Tabnn4HOro NPOCTPaHCTBa M3 OAHOTO KaTarora B ApYyroi Katanor npy KonmpoBaHuu.

—xlogdir=kaTanor_xlog — gupekTopus xpaHeH!s XXypHanoB TpaH3aKLui.



-X <meTop>, —xlog-method=meTon — akTuBauus BbiBoga hannos xXypHanoB TpaHaakuuii WAL B
pEe3epBHYHO KOMWIO HA OCHOBE CriefyHLLIMX METOAOB:

e f, fetch — BkntoueHne pexmma c6opa aiinos KypHanoB TpaH3aKLMiA MPU OKOHYaHMK Npouecca
KOMMpoBaHus;

e s, stream — BKIIOYEHVE NEepPeaadm XypHana TpaH3akLuuii B NpoLecce co3haHns pe3epBHOM
Konuu.

-z, —gzip — aKTBauus gzip-cxatusi pesynetupytoLero tar-cpaiina.

-Z <ypoBeHb>, —COMPress=ypoBeHb — OMNpeaeneHne YPOBHS CXKaTUsi MeEXaHU3MOM gzip.
-c , —checkpoint=fast |spread — akTBauus pexunma penepHbIX TOUEK.

-l <meTka>, —label=meTka — ycTaHOBKa METKM pe3epBHON KOMUM.

-P, —progress — akTvBauwus B BbIBOA OTYETa O Nporpecce.

-v, —verbose — pexum nogpoGHOro NorMpoBaHus.

21. HacTpouka ceccuu nonb3oBaTens

I'Iepe|7|,u,|/|Te B aﬂMMHI/ICTpaTVIBHbIVI pas3gen ynpasrieHnAa cepBnMcomM aBTopusaumnmn

https://auth.domain.ltd

http://ip:8180
Tam nepengnTe B pasgen - Hactpoiikn Realm / TokeHbl
EcTb oBe HacTponku:

1. TanimayT ceccun SSO.
Mo ymonyaHumto 30 MUHYT.

Master &

lnaBHas Bxop, Knroun E-mail Tembl Kaww TOKeHbl Client Re

Default Signature Algorithm @

OAHOPGBOBbIe TOKeHbl 06HOBNeHMA ©

Jonyctumoe Bpems
6e3geiicTBua ceccum. Mo

TaiimayT ceccrn SSO © QISR ERTI N e N=To N v
TOKEeHbI 1 6pay3epHble ceccun

CTAaHOBATCA HEBAIMAHLIMM,
OrpaHuyeHue ceccum SSO @ &

PucyHok 101

2. OrpaHudeHue ceccum SSO.
Mo ymon4yanuto 10 vacos.

22. Murpaumsa nHaekcoB 6a3bl
Elasticsearch
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Ha pucyHke 102 npencTtaBneHa cxema murpaunm nHgekcos 6asbl Elasticsearch.

HaHHme
HTYANDHE ?

noaHoe
XpaHEHMET

Murpauyms e
HOMOAHBIE HOA b

TpebyeTch
SpXMELUHAT

CosaaHHe KoMK
[apuasea)
¥aoaneHue
YOT3pes WMy
MHOEHKIDE

PucyHok 102 - Cxema Murpaumm

22.1. HacTtpounka murpauum

HacTpolika murpauunm npor3BoanTcs Ha oaHON U3 Hog knacTtepa Elasticsearch.

[nsa paboTbl ckpunTa MUrpauumn HeobxoguMo YCTaHOBUTb MPOrPaMMHbIA KOMMNOHEHT elasticdump,
ANS 3TOro HYXXHO BbIMOMHUTL KOMaHAy: bash

/opt/pangeoradar/support_tools/elasticdump/install.sh

Mocne YCTAHOBKU HY>XHO NPOU3BECTU HaCTpOIZKy HOAbI, BbINOJTHMB KOMaHAay: bash

/opt/pangeoradar/support_tools/elastic/es_config.sh

Ha PUCYyHKe 103 V|306pa>|<eH 3Tan BKIMKOYEHUA OONMOJNTHUTENbHbIX NapamMeTpoB, peKoMeHayeTCA
ncnosib3oBaTb BCe.
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Other options
Select additional options

Set refresh interval 5s

<Cancel>

PucyHok 103 - HacTporika 4ononHMTENbHbIX NapaMeTpoB

[anee HeoGXoAMMO NPOM3BECTU HACTPONKY CaMON MUTpaLM B KOHUIYpaLMOHHOM dhanne:

/opt/pangeoradar/support_tools/elastic/indices_route.sh

OcCHOBHblE HaCTpOVIKI/I N NX onncaHun4 npencTtaBrieHbl HXe:

SNAPSHOT_DIRECTORY="/data/archive" # nyTb coxpaHeHWs apXMBUPOBAHHBIX WUHAEKCOB

es_proto="https" # NpPOTOKO/N NO KOTOPOMY OCYWeEeCTBAseTCA
noakyeHne Kk base

es_host="127.0.0.1" # IP aapec cepBepa ES

es_port=9200 # NopT MoAKNwYeHusa K ES

hot_cold=1 # BKIOUYUTL\OTKJOYUTL (YHKLUMOHAN MUrpaLUN B
"xonogHoe" xpaHunuue

archive=1 # BKMOUUTBL\OTKJIOYNTbL CO3AAHUE APXUBA
MHLEKCOB

archive_error=1 # BKAWYUTH\OTKJIOUMTb APXMBALMI UHAEKCOB
ownbok

cold_day=1 # KO/NMYECTBO AHEW, MOC/e KOTOPbIX WHAEKChI
nepemewarwTcs B '"'xosiofgHoe" XpaHunuue

delete_error_day=1 # KONNYeCTBO AHeW, nocsiie KOTOPbIX WMHAEKCHI
ownboK ypansawTcs

delete_day=2 # KOnM4ecTBO AHEN, Moc/sie KOTOPbIX WMHAEKCHI
yAansawnTcs

archive_day=90 # KONMMYECTBO AHEW XpaHeHWs apxmBa WHLEKCOB,

nocsie KOTOPbIX OHW OYyAyT yAaneHsbl

Mocne yero Heobxoanmo [o6aBUTL 3agady Ha exefHEBHOE BbiNonHeHue. [Ing 3Toro Hy>XHO BbIMOMHNUTb
KoMaHay: crontab -e

Yoanutb u3s nnaHMpoBLLUMKa 3ada4y CTPOKY:

04 * * * /usr/bin/curator --config /etc/curator/config.yml
/etc/curator/action.yml



[o6aBnTb CreayoLLyto CTPOKY:
04 * * * /bin/bash /opt/pangeoradar/support_tools/elastic/indices_route.sh

Mocne Yyero HaCTPOMKY MUrpaLIMM MOXKHO CYMTaTb 3aBEPLLEHHON.

22.2. BocctaHOBneHne MHAEKCOB U3 apXxuBa

D,J'Iﬂ BOCCTaHOBITIEHNA NHOEKCOB N3 apXunBa HeO6XOJJ,VIMO BbIMONTHNTb KOMaHAy: bash

/opt/pangeoradar/support_tools/elastic/restore.sh

Mocne BbINOMHEHNUS [OMKHO MNOSIBUTLCS OKHO C OUMbTpaLen MHOEKCOB, N306paXXeHHOe Ha pUCYHKe
104.

| Index Filter
Include parts of the index name:

<Cancel>

PucyHok 104 - dunstpaums apxmBmMpoBaHHbIX MHOEKCOB
B kauecTBe apryMeHTOB MOXHO MCMOMb30BaTh YacTb MMEHN nHaekca. Mpumepsi:

e 'firewall' - Bce apxuBHble MHOEKChI MEXCETEBOIO 9KpaHa;
e '2021.11.23' - BCe apxmBHble nHAeKchl 3a 23 HoAbps 2021 roga;
e '2021.12' - BCE apxuMBHble nHAEKChI 3a aekabpb 2021 roga.

Ecnun He yka3biBaTb aprymeHThl, OyoyT oTobpakeHbl BCE apXMBUPOBAHHbIE UHAEKCHI.

Mocne yero HeobXxoaAMMO BbIGPATh UHAEKCHI, KOTOPblE HEOOXOANMO pa3apXMBMPOBaTb, Kak N300paxeHo
Ha pucyHke 105.

] Index restore |

Choose index:

<Cancel>
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PucyHok 105 - "Bbibop nHOeKkcoB ans pasapxmeaumm'
Bo3moxHO BocCTaHOBNEHNE HECKOSbKNX MHOEKCOB

Mpouecc pasapxmBaunm NHOeKCoB PUKCMpyeTcs B XypHane: /var/log/restore.Tog

23. UcxopgHble ("cbipble") coObITUA

23.1. BknroyeHune\BbIK4YeHne ncxoaHbix ("cbipbix”)
CcoObITUN

OOWMn anropmuT™M 4Nsi BKMOYEHUS\BbIKITOYEHMS MCXoaHbIX ('CbIpbIX™) COObITUIA

1. MogkntounTeck no SSH k yany obpaboTtku cobbiTuii Mnatdopmbl Pagap (Worker).

2. BbibepuTte kakune ncxoaHsble ("cbipble") cobbITUS Bbl XOTUTE BKAKYNUTBL: 4SS BCEX UCTOYHUKOB UK
Ansa onpegeneHHoro UCTOYHMKA.

3. MNepengute B HACTPOKKY KoHdUrypauumn Termite (nogpobHee B cneayowwmx nogpasaenax) u
BHECUTE U3MEHEHNS.

4. CoxpaHuTe KOHUrypaumio 1 nepesanyctunte cepeuc.

23.1.1. ns Bcex UCTOYHMNKOB

BkntoueHne\BbIKkntoveHne McxoaHbIX ("cbipbix") COObITMI AN BCeX UCTOYHMUKOB OCYLLIECTBIISIETCS B
pasgene Knactep - YnpaeneHue koHdurypaumein - Termite - Output (cMm. pucyHok 106).

Ynpaenexnue koHpurypaumnen

Yanw cncremn Cepaicer Kordurypauvonrbie daiinsl  Cxpnnts APlknoum  Yuerrbie sanuck ans c60pa AsHrsx  TpaHCnopTel Mnarvposuw 3aga4  Ynpasnenwe kondnrypauneii  Ynpasaenwe mynst

CMUCOK CBOWMCTB KOHOUTYPALWIA OUTPUT > HE COXPAHATH CbIPOE COBbITUE B ELASTIC

He coxpanste ceipoe cobeitve & elastic

TA0G3/IsHeI KNKQY 3ETOPH3ALAH 33MPOCOB HA CepENTE
cerberus

Anpeca 3NeKTPOHHOI NOYTEI ANA YBEAGMASHUA O
EHELLTATHOM HM3MEHEHIN KOHGUTYPALIMK CACTEMbI

ALpECa 3AEKTPOHHORM NONTSI ANA YBEAOMAEHUA O
LUTATHOM USMEHEHIHA KOHOUTYPALINN CHCTEMb!

Beaver NEPEONPEAENEHUE MAPAMETPOB Y3/10B

Cerberus
Ysen: m 172.30.254.93 | LogCollector_172.30.254.51
ClusterAgent

cm Vv napametpa: +

Cruddy
DatasApi
DNS
Elastic
ESExporter
EventAnt

FlowBalancer

PucyHok 106 - Hactporika otnpaBku "CbipbIx" coObITUIA

MepeBoa gaHHOro napametpa B cocTosiHue 'false' npueenet k gobasrneHuto "cbipoi” Yactu

COObITUIN ANSA BCEX BXOASALLMUX COObITUN.

23.1.2. Ina onpeneneHHOro UCTOYHUKa

BkntoyeHne\BbIkntoveHne ncxoaHbix ('cbipbix") cCobbITMI Ana onpeneneHHoro UCToYHUKa
ocyulecTensieTcs B anne /opt/pangeoradar/configs/termite/inputs-kafka.yaml
nytem gobaBrneHus CTpokM no_raw: true B Grioke ¢ UICTOYHUKOM, A4St KOTOporo TpebyeTcs

BKIOYEHME\BbIKOYEHNE "Chipoi” YacTn cobbITus.

Mprmep M3MeHeHWs B KOHGUrypaumMoHHoM daine ans uctouHmka Microsoft-Windows-Eventlog:
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1514-Microsoft-windows-Eventlog:

input: kafka

encoding: utf-8

kafka-config:
enable.ssl.certificate.verification: false
security.protocol: SSL
ssl.ca.location: /opt/pangeoradar/certs/pgr.crt

message-type: microsoft_windows

servers: ['<IP-aapec-Kafka>:9992']

topics: ['1514-Microsoft-windows-Eventlog']

timezone: Europe/Moscow

no_raw: true

BaxHo! [pu npoegeHun "CuHXpoHmn3aumnmn" NCTOMHUKOB, BKNOYEHME\BLIKITHOYEHNE "Ccbipon”

yacTtu cobbITus ana onpeaeneHHoro UCTo4YHMKa HGO6XOD,I/IMO npon3BoanTb NMNOBTOPHO.

23.2. [NpocMmoTp coxpaHeHHbIX ucxoAHbIX ("cbipbix")

COObITUN

[na npocMoTpa coxXpaHEHHbIX MCXOAHbIX (CblpbIX) COObITUIA HEOOXOAMMO BbINOMHUTL CreayoLme
nencTeus:

1. B BeG-nHTepderic NMnardopmbl Pagap 3angute B pasgen "lMpocmoTtp cobbiTnmn”.

2. 3apanTte BpeMeHHON MHTepBan B none Bpewms.

3. MNpun HeobxoonMMOCTK BBEAUTE UK BbIOEpPUTE B pacKpbIBaKOLEMCSI CMIUCKE HY>KHbIV MHOEKC B
Unpekc.

4. OBHOBWTE JaHHbIE Ha 3KpaHe COornacHo 3adaHHbIM NapaMeTpam, HaXxas E

5. B neBow yacTtu akpaHa B obnactu "[ocTynHble nona" HanauTe norne raw n HaxmmuTe .

Mone raw goGasuTcs B obnacTtb "BbiOpaHHble nonsa". B npaBoi Yactu akpaHa nog rpadonkom
oTobpasaTca chipble cobbiTsi B hopmate JSON (cm. pucyHok 107).

none

BuiGpanbie nons 17 sweaps 2022, 11:45:28.000 - 17 pespans 2022, 12:53:28.000, ¢ pasbuekoli  asto s
toraw
150000
DocTynHbie nons &
120000
t id
H
t _index E oo
# score § 0000
t _type
P 30000
®© @timestamp II I I
o, —AHNR EREER
t ti
actien 24 Ans des 22 08 des 16 b
# epoch @timestamp no 12 yacam
# eventauthkeylength
t eventauth.method.desc... Bpews raw
t eventauthmethod.id -
t eventauth protocolname {'rs_collector hostname":'v-study-balancer”,'rs relay fqdn":" NSNS, s relay ip":" SN 'rs collector ts":"2022-01-20T11:02:44.754402+03.00",
IsCurrent="true’/\u003e\\M\u003¢/BookmarkList\u003e","Channel":"System" " “Event|D":7036,"EventTime":"2022-01-17T08:45:38.8425589Z","EventType"-'INFi
t eventauth.protocol.vers entered the running state.”,"OpcodeText":"","OpcodeValue™0,"ProviderText":"Microsoft-Windows-Service Control Manager”,"P
. ot Manager","SubscribedChannel " “TaskText":"","TaskValue"0, Thread|D":3544,"User":"" "UserData":"", "Version":0,"XML":\u003cEvent xmins="http://schemas.microsoft.co
event.category » 17 amsapn 2022, 11:45:38.842 EventSourceName="Service Control M.
t eventdescription Qualifiers="16384" EventD 0 L /Level\u003€\u003CTask\u003e0\u003 ¢/ Task\uG
17T08:45:38.842558900Z EventRecordiD /EventRecordiD 003¢\u003cExecu
t eventlogsource.applicat.. server2012.demo.local\u003c/Computer 1003cSec 003 cEventData\uot
¢ eventlogsourcehost Name="param?" D 75007000640061
t eventlogsource.nput {'rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":" . "rs_relay_ip":" 1 [NEEEEEN s collector ts":"2022-01-20T11:02:48.835985+03:00","
IsCurrent="true’/\u003e\\Mu003¢/BookmarkList\u003e","Channel":"Security", ChannelText":"Security”, "EventiD"4689, EventTime""2022-01-17T08:45:38.8425589Z",
t eventlogsource.name exited \\n\r\nSubject:\r\n\tSecurity ID:\R\tS-1-5-18\r\n\tAccount Name:\t\tDEMO-SERVER2012$\r\n\tAccount Domain\t\tDEMO\Rn\tLogon IDAOX3E?
t eventlogsource,product Status\t0x0","OpcodeText":"Info","OpcodeValue™0, "Processld":"0xe30","ProcessName":"C:A\Program Files (x86)\\Google\\Update\\GoogleUpdate.exe”,"ProviderText":"Micro
Auditing,"Status""0x0","SubjectDomainName": DEMO","SubjectLogonld":"0x3e7","SubjectUserName":"DEMO-SERVER20125" "SubjectUserSid""S-1-5-18",
t eventlogsource.subsyst » 17 aweaps 2022, 11:45:38.842 xmins="http:// microsoft.com)/win/2004/08/ ! \u003cl

PucyHok 107 - OTobpaxkeHne ncxomHbix (Cbipbix) cobbiTuii B pasgene "MNpocmoTp cobbitnin”

24. KoppeKkTupoBKa BpeMeHN UCTOYHUKA
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KoppekTupoBKka BpeMeHU NCTOYHMKA OCYLLEeCTBIsieTCs B cpanne

/opt/pangeoradar/configs/termite/time-fix.yaml

#test-type:

# hosts:

# - address: 1.1.1.1

# Tookup: '"initiator.host.ip'
# timedelta: 1000

# - address: 2.2.2.2

# Tookup: '"initiator.host.ip'
# timedelta: -1000

B none timedelta yKaXkmTe YMCNoO CEKYHA COBUra BPEMEHM, 3HA4YEHME MOXKET ObITb Kak

NONOXUTENbHbIM, TaK U OTpUUaTESIbHbIM.

B none lookup HeobxoouMmo yKa3aTb none HopmManumsauunm n3 KotToporo 6y,u,eT npouncxognTb

cpaBHeHue c nonem address

Takxke npu NOAKIMIOYEHNN NCTOYHUKA BO3MOXHO yKa3aTb €ro TaI7IM3OHy, YTO nNpmBeaeT K
aBTOMaTUYECKON KOHBEepTauunm eéB YKa3aHHY0 13 HOpMaln3oBaHHOIO nosns @timestamp .

25. HacTtpouka apxuBauum coobITUN

25.1. NMpoBepKa TEKYLUX HACTPOEK MNOSIUTUKMN
apxuBaLuu ycTapeBLUUX COObLITUN

B Mnatdopme Papap npegycMoTpeHa BO3SMOXHOCTb apXuBaLum ycTapeBLUMX COObITUN.
[lns npoBepKM TeKyLLero COCTOSHMSA NONMUTMKM apX1uBaLmm BbINOMHUTE crneytowmne AeNCTBUS:

1. 3angute no SSH Ha cepBep apxmBaummn cobbiTuii (y3en Mnatdopmebl Pagap c ponsio DATA).
2. OTkpoliTe kKoHUrypaLmMoHHbIi dainn /opt/pangeoradar/scripts/indices_route.sh komaHaomn:
nano/opt/pangeoradar/scripts/indices_route.sh

3. MocmoTpuTe 3Ha4eHus napameTpos cold_day v delete_day. No ymonyaHuio oHW [OMKHBI UMETb

3HayeHune 27 (27 AHen onepaTtMBHOIO XpPaHeHus).
[na npoBepkn paboTbl MONUTUKN apXMBaLW BbIMOMHUTE CRieayoLLme 4efCTBUS:

1. B BeG-nHTepderice NMnatdopmbl Pagap neperignte B pasgen «[MpocMoTp cobbITU».

2. [Ins popmrpoBaHusi oT4eTa BbICTaBUTE B 06nacTy 3afaHnsi BDEMEHHOIO MHTEpPBana NpoMeXyTokK
BpEMEHU ANMHHEE YeM 3a4aHHbIN NPOMEXYTOK B MONUTUKaX apxusauumm, Hanpumep, 30 oHen
cunUTas OT CEroAHsILLHEro.

Ha akpaHe B cTaTUCTMKe MO COBLITUSAM He JOMKHbI OTOGpaxaTbCsi cobbITUS cTapLue 27 OHEN.

25.2. U3meHeHMe NONMUTUKU apXMBaLUU yCTapeBLUUX
COObITUMN

,D,J'Iﬂ N3MEHEHNA NOJTINTUKN apXmnBaLlnn BbINOJTHUTE criegyruine OencTeus:

1. 3angute no SSH Ha cepBep apxmBaumm cobbituii (y3en Mnartdopmebl Pagap c ponsio DATA).

2. OTkpoKnTe KOHMUrypauMoHHbIN dain yana /opt/pangeoradar/scripts/indices_route.sh
KOMaHAoW:
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nano /opt/pangeoradar/scripts/indices_route.sh

3. YctaHosuTe ans napametpos cold_day n delete_day HoBoe 3HauyeHve onepaTMBHOIO XpaHeHus!

OaHHbIX.
4. MpuHYygMTENbHO 3anycTuTe apxXmBauuio, BbIMOSTHUB KOMaHAY:
bash /usr/bin/bash /opt/pangeoradar/scripts/indices_route.sh

5. ,D,O)K,EI,I/ITer OKOHYaHUA BbINOJTHEHUA CKpUnTa.
,D,ﬂﬂ NPOBEPKU BBEAEHHbIX U3MEHEHUIN BbIMOTHUTE cnepywwme 0EencTBuS:

1. B BeG-nHTepderice NMnatdopmbl Pagap neperignte B pasgen «[pocMoTp cobbITUA».

2. MNpoBepbTe, YTO HET MHAEKCOB cTaplue 20 AHeN (CM. anropuTM NPOBEPKM ONMUcaH B NpeablayLwemM

nogpasgene).
3. BepHutech B TepMmuHan cepeepa apxmBauum cobbitui (ysen DATA).
4. Nepenigute B avpektopuio /data/archive.
5. BbiBeanTe NUCTUHI OUPEKTOPUM KOMaHOO0MN:
1s -Tah
6. Y6eantech B NOSBIIEHUN HOBbIX apX1BOB.
7. Ons npocMoTpa 3anfiaHMpOBaHHbIX 3a4aHWUi BbINMOMHUTE KOMaHAy:
crontab -1

8. Ybeautech B Hanmumnm 3anaHnpoBaHHOIo 3agaHuA Nno poTnpoBaHUIO N apxXmBaunn cobbITUN.

B pesynbraTte npoBeaeHHbIX AencTBuin B Beb-uHTepdence Mnatdpopmbl Pagap JOmKHbI
OTCYTCTBOBAaTb 3anucy 06 MHAeKcax u cobbITUAX CTapLue 3a4aHHOrO KOnmMyecTBa AHEW B NONUTUKE

apxmusauun.

,D,OJ'I)KHbI ObITb CO34aHbl HOBbIE apXMBbl C HA3BaHUAMU NMHOEKCOB, 3KCMOPTUPOBAHHbLIX N3 CUCTEMbI O114

apxuBaLuy U JONTOCPOYHOTO XpaHEHUS.

25.3. BoccTtaHoBneHMe gaHHbIX U3 apX1Ba U
obpaLleHns K BOCCTAaHOBNEHHbIM COObITUAM

B Mnartcopme Pagap npegycMoTpeHa BO3MOXHOCTb 00paLLeHNst K yCTapeBLUUM COBbITUSM,
HaXOAALLUMMCS Ha apPXMBHOM XPaHEHMUMN.

Ons Toro, YTOObI nony4ynTb AOCTYN K apXUBHbIM AaHHbIM, HeobxoaMMo cHavana BbINONHUTL
BOCCTaHOBIeHMe JaHHbIX U3 apXuBa:

1. 3angute no SSH Ha cepBep apxmBaummn cobbiTuii (y3en Mnatdopmebl Pagap c ponbio DATA).
2. 3anyctute CKpUNT BOCCTAHOBIEHMS AaHHbIX KOMaHAON:

bash /opt/pangeoradar/scripts/elastic_restore.sh
3. B nosiBMBLUEMCS1 OKHE YKaxkuTe dounetp * n Haxxmute OK.

4. Bbl6€pI/ITe I/IHTepecyIOLIJ,I/Iﬁ MHOEKC U3 CNUCKa, Bblaennte HanpoTtmB HEro yekbokc (3aI'IOMHVITe nM4A

BOcCTaHaBnmBaemMoro nugekca) u Haxxmmute OK.

5. ,D,O)K,D,I/ITer OKOHYaHu4A BOCCTAHOBITEHUA (BOCCTaHOBJ’IeHI/Ie OCYyLUECTBIIAETCA B (bOHOBOM

pexume).

Ons NPOCMOTpPa BOCCTAHOBIEHHbIX AaHHbIX Heobxoanmo:
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1. MepenanTe B BeO-uHTEpdeinc MnaTtdcopmbl Pagap B pasgen «[pocmMoTp cobbiTnms.

2. B norne Bpems ykaxuTe BpeMeHHON AnanasoH BocCTaHaBnmMBaeMoro nHaekca (cm. PucyHok 108).
3. B none UHpeke ykaxunTe nmsa BocCTaHaBnmMBaemoro uHgekca (cm. PucyHok 108).

4. Haxkmute kHonky NMouck.

Ha akpaH gorkeH ObiTb BbIBEAEH CMMCOK COOLITUI (BKIHOYaa gnarpamMmmy), OTHOCSLLMNCSA K
BOCCTaHaBNMBaeMOMY UHAEKCY 1 YKa3zaHHOMY BpeMeHHOMY nepuogy (cMm. pucyHok 108).

Bpew: Vg
2022-01-0100:00:00 ~ 2022-01-30 000000 £ [= | parsed linuxaudit daemon.audit parsed-3.14.0-3.11.0-2022.01.14-000001

3anpoc 4 novcka

Bbi6parHble nons 01 auBapn 2022, 00:00:00.000 - 30 aweaps 2022, 00:00:00.000, ¢ pasbuekoii  asto

Doctynkbie noa g

Coprupyensie

1200 1400 1600 1800 2000 2200  14SWe 0200 0400 0800 0800 1000 1200
N @timestamp no 12 wacam

t d
t

t _type

© @timestamp duct: audit_daemon it

tamp: 2022-01-13T21:0001.7

GOICDxqTpK eventl host: I vt i logsource.applicatio
te arsec it. linux lati

# epach

PucyHok 108 - IMpocMoTp AaHHbIX, BOCCTAHOBMNEHHbIX U3 apxmnBa

26. HacTpouka v npoBepkKa nHTerpauum
yepe3 API

B Mnatdopme Papap peanusosaHa nHterpaums nocpeactsom API ¢ IRP-cuctemamm - R-Vision n
Security Vision.

26.1. Hactpounka n nposepka nepegauv 4yepes API
MHdopMauum 06 MHUNAEHTEe BO BHELUHIOKO CUCTEMY

[na HaCcTPOMKN MHTErpaumm ¢ BHELLHUMUK cucTeMamu Yepes APl HeobxoauMOoN BeINOMHUTL creaytoLine
OencTeus:

1. Moakntounteck no SSH k yany Mnatdopmel Pagap c ponsto Master.

2. BHecuTe cnegytouime nameHeHus B KOHUrypawmoHHbli dpann yana
/opt/pangeoradar/configs/pangeoradar-pgr-wal-listener.yamil:
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o [lobaBbTe pekBU3NTLI MHTErPUPyemoin cuctemsl (R-Vision) — kntod goctyna k API R-Vision u
IP-appec R-Vision;
0 M3meHnTe CxemMy COOTBETCTBUS MOMEN COrMacHoO TpeboBaHMAM UHTErpaumu.
3. Banyctute cepsuc pangeoradar-pgr-wal-listener:

service pangeordar-pgr-wal-listener start
[nsa npoBepku NPpOBEAEHHOIO NOAKMIOYEHNS BbINONHUTE criegyoLime 4encTBUS:

1. 3anagunTe B Beb-uHTepdeic MnaTtcgopmbl Pagap (c npaBamn agMuHUcTpartopa).
2. 3angute B pasgen «MHUmaeHTbl» — «MHUMAEHTbI».

3. Cosganite MHUMOEHT BPY4HYHO, HaxaB KHomMKy Co3aaTb MHLUMAEHT.

Mpu HacTpoeHHOM AP| HOBBIN MHUMAEHT NepeaaeTcs BO BHELLHIOK CUCTEMY B aBTOMaTUYE€CKOM
pexume B npouecce co3gannsi. Co3gaHHbI UHLMOEHT aBTOMaTu4eckn cosgaH B IRP.

26.2. NleHepauma kno4va gna goctyna K APL.
Ucnonb3oBaHue Knroya

Ons pabotel no APl Heobxogumo creHepupoBaTh krtod Ang gocrtyna Kk API. [1ng 3Toro BbINONHUTE
crnegyoLme oencTeus:

1. Mepenante B BeO-uHTEpdeinc Mnatdcopmbl Pagap B nogpasgen "Knacrep"->"API knitoun" (cm.
pucyHok 109).

Ynpaenenwue APl kntouamu Knacrep

Vomu cucrems  Cepancel  KonpWypaosHbie Galinet  CpANT | APIKmioNM | YMeTHME 3anMCK AMA CGOPa gadMbx  TparcRoprs  MAaMposLKagaM  Yapasachue

CUEOK CEPBIUCOB NIATOOPMbI AOBABJIEHUE API KNKOUA

H
57dbc2b0-4128-0F55-958-1 182644347 global_api_key By e

c2d95193-2260-3261-b6d 2-e32071848ebd TempApiKeylnstall Yaanums

PucyHok 109 - Hactporika kntoden ansa pabotbl Yepes AP|

2. lobaBbTe KkntoY, BBEAS 3Ha4YeHne napameTtpa B none HammeHoBaHue kntova (Hanpumep,
integration) n Haxxas kHonky [lo6aBUTb.

3. MNogkntountechb no SSH k yany MnaTtdopmel Pagap c porbio Master.

4. BbINonHWTe C UCMob30BaHWeM kitova integration, KoTophblii GbI1 CreHeprpoBaH Ha aTane
npeaBapuTerbHbIX AEWCTBUN B JaHHOW NMPOBEPKE, CNEAYIOLLYI0 KOMaHay:

curl -k -H "PgrApiKey:<k/w4, CreHepMpoBaHHbIA Ha ware 2 >"
"https://10.170.9.22:9000/cruddy/public/api/vl/incidents?
page=1&per_page=1&order=1id%20DESC"

Ha akpaH BynyT BbiBeAeHa 3anucb no ogHOMy MHUMAEHTY B popmate JSON.
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27. HacTpouka nonnTuku
NpPoTUBOAENCTBUSA NONbITKaM nogodopa
napons

MnaTtdopma Papgap ob6nagaet BCTPOEHHbIMU MEXaHN3MaMKN NPOTUBOLENCTBNS NoMbITKam nogdopa
napons (BruteForce ataku) Ha 6a3se otkpbiToro MO Keycloak (naeHTUdUkaumoHHBI Bpokep).

Ons HaCTpOI7IKI/| NONMNTUKN ﬂpOTI/IBO,lJ,eIZCTBI/IFl NonbITKam no,u,60pa napond BbINOJTHUATE crieayrLuine

OencTeus:

1. C npaBamu agMUHMCTpaTopa BOMAuTe B cneunanu3npoBaHHbii Be6-uHtepdeic Keycloak
Mnardcdopmbl Pagap https://<aapec Mnathopmbl Pagap>:8180 (cMm. pucyHok 110).

B «evcLoak

Welcome to Keycloak

8@ Administration @ Documentation > @) Keycloak Project >
Console >

User Guide, Admin REST APl and
Centrally manage all aspects of the Javadocs
Keycloak server

& Mmailing List >

o
JIf Report an issue >

PucyHok 110 - UHTepdeiic "naeHTudukaumoHHoro 6pokepa” Keycloak

2. Mepengute B pasgen "Administration Console" -> "3auwmTa 6esonacHoctn" -> "OnpegeneHne
Brute Force" (cm. pucyHok 111).

Master Mas‘[er‘ "i‘

InaBHas Bxoa Kntoun E-mail Tembl {}ﬁam ToKeHbI Client Registration
N 3aronosku OnpepeneHue Brute Force
Hactpoiiku Realm

KnvieHTbl ]
BksitoueHo BbIK

LLla6noHb!

KNneHToB

Ponn

MocTaBLUmKN

naeHTUGMKaLmmn

PucyHok 111 - Pasgen "OnpeaeneHue Brute Force" npy oTKNto4eHHbIX NONNTUKAX.

3. Bkntounte nonutnky Onpegenexne Brute Force, yctaHoBMB nepeksntovaTens B nose BkrnioyeHo B
nonoxexvie Bk, OTKPOKTCHA NapamMeTpbl HACTPOMKM NOMUTUKM (CM. pUCYHOK 112).
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Master &

naBHas Bxog, Knroun E-mail Tembl Kaw TokeHbl Client Registration 3awmTa 6esonacHoCTH

3arosioBKku OnpegeneHve Brute Force %

BxsitoueHo m

Permanent Lockout BbIK

(2]

MakcumansHoe 30

KonuyecTteo

HeyAauYHbIX NOMNbITOK

Bxoja @

Mopor oxuaaHna ©@ 1 MUHYT v

Mpoeepka 1000
KonvyecTBa

MUNNCEKYHA
MeXxAay noneiTkamun

HeyAauYHbIX NONbITOK

Bxoja @

MuHumansHoe MUHYT ™
oXuAaHue 6bIcTporo
Bxoja ©

MakcumanbHoe MUHYT Vv
oxmaaHve @

Bpewms c6poca yacoB Vv

(2]

|
15
12

PucyHok 112 - lNapameTpbl HACTPOWKIN NOMUTUKN

4. Mpn HeOBXOAMMOCTN YCTaHOBUTE CrieaytoLLMe NapaMeTpbl:

O MakCMMaribHOe KONMMYeCTBO HeyaauHbIX NMOMbITOK BXOAA (OCHOBHAs HAacTporika) —
KONMYeCTBO HeydayHbIX NOMbITOK BXoAa A0 GroKMpoBKM NoNnb3oBaTens;

nopor oxuaaHus (OCHOBHas! HacCTpoKKa) — eCrv Nopor OLLIMOOK NPEBbILLEH, CKOMbKO
BpeMeHW nonb3oBaTenb OyaeT 3abnokMpoBaH;

npoBepka KornmMyecTBa MUMIUCEKYH MeXAy NomnbITKaMu BXoda — eCrv NonbITKA
ayTeHTUmKaLMm NponcxoasT CIULLKOM YacTo, TO Nofb3oBaTtens HeobXoaAnMOo
3abnoknpoBars;

MUHVMManbHOE OXnaaHne ObICTPOro BXoAa — Kak AOJro KAaTb Nocre HeyaayHoM NomnbITKM
ObICcTporo Bxoaa;

MaKcuUMaribHoe OXnaaHnue — MakcumaribHoe BpeMsi, Ha KOTopoe rnorib3oBaTerb OyaeT
3abnoknpoBaH;

BpeMsi cbpoca HeyaoayuHbIX NMOMbITOK — Yepes Kakoe BPeMS CHETUUK HEeYAauHbIX MOMbITOK
Oynet copoLueH.

5. CoxpaHuTe HacTponKu, HaxaB KHONKy CoxpaHUTb.
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28. lNpoBepeHne LEeHTParIM30BaHHOro
oOHOBMeHnAa KoHcurypauum u
rnepesanycka cepBMcoB KOMMOHEHTOB
NMnatdopmbl Pagap

PaccmoTpum npoBeaeHve LeHTpanm3oBaHHoro (Yepes Beb-uHtepdgeiic Mnatdcgopmbl Pagap)
0oOHOBMNEHMS KOHGUrypauumn 1 nepesanycka cepsncoB komnoHeHToB Mnatdopmbl Pagap Ha npumepe
cepsuca rsyslog, dpyHkumoHupytoLero B coctase yana NMnardgopmbl Pagap ¢ ponsio Balancer
(oBbHOBNEHME KOHpUrypaLmm 1 nepesanyck apyrux cepsucos MnaTtdopmbl Pagap nposogutcs

aHanorn4HbIM obpasom).

[Onsi npoBeaeHWsi LeHTpanu3oBaHHOro 06HOBMNEHWS! KOHUrypaumuy 1 nepesanycka cepsuca rsyslog

BbINONTHUTE creywLine OencTBus:

1. 3ananTe B Beb-uHTepdeic MnaTtdcgopmbl Pagap (c npaBamu agMuHUcTpaTopa).
2. 3angute B pasgen "Knactep"->"Yanbl cuctembl”->"Kapta knactepa" (unm "Yanbl").
3. BbibepuTe y3en c ponbto Balancer v 3adukcnposath ero IP-agpec (cM. pucyHok 113).

YnpaBnenwne Ynpaenes

Vanwrcncremn  Ceponcr  Kompnrypouwonroie daiine Crpummer APl kroun Yuetbie 3anncn an cbopa ganrx  Tparenoprsi  Mnanuposuuk 3ana

Mno6ansibie HacTpoRiky
Yl

Mposepka

correlator data correlator data

PucyHok 113 - dukcaums IP-agpeca yana ¢ ponbto Balancer yepes "KapTy knactepa"

4. Meperigute B nogpasgen "Mposepka”, B cnvcke y3nos HaiTu no IP-agpecy ysen Balancer u
HakMuTe KHoMnKy HacTpomnku psgom ¢ agpecom yana (CM. pucyHok 114).
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nginx

_ AEEE

kafka
node-exporter
kafka-exporter
rsyslog

nginx

_ CIEELID

node-exporter

termite

nginx

PucyHok 114 - dyHkums HacTpolikv yana Balancer

® - nginxservice

@ - pangeoradar-kafka.service

@ - node_exporter.service

®- kafka-exporter.service

® - rsyslog.service

® - nginxservice

@ - node_exporter.service

@ - pangeoradar-termite.service

® - nginxservice

5. Ha oTkpbiBLUEliCA CTpaHuLe HacTpoek yana Bbibepute cepBuc rsyslog n nposepbTe ero Tekyliee

COCTOsIHME — NOCMOTpUTE cTaTyc (CM. pucyHok 115) n xxypHan noroe cepsuca. CepBuUC SOIMKEH

HaxoguTcs B ctaTyce Active.

anaBneHme XOCTOM -_

PONW Y3NA

BCE CEPBUCHI ¥3/1A

.

kafka
node-exporter
kafka-exporter

reyslog

nginx

PucyHok 115 - MpoBepka cTatyca cepsuca rsyslog

- rsyslog.senvice

- nginx.service

Ynpaenenne Hogamu > Ynpasnetne xocTom

AONONHUTENbHBIE CEPBUCHI Y3NA

- pangeorsdar-ksfkaservice

fNoru

- node_exporter.service

TlepeyCraHoBUTL Cepauc

- kafka-exporter.service OBHOBUT KOHGUT

NepesanyctaTs

Aeficrana '@

Deicrena =

6. MNepengute Ha Bknaaky "Knactep"->"KoHdurypaumnoHHbsle dannbi”.

7. B cnucke koHpUrypaLmnoHHbIx dpaiinos HananTte ans cepsuca rsyslog kKoHpurypaumoHHbIi chaiin

rsyslog-kafka.conf u wenkHute no HazBaHmo dharina. OTKPOETCA TEKCT KOHMUIYPaLIMOHHOTO

ganna (cM. pucyHok 116).



YnpasneHnue

Kordmr faitnee

Yanbicucremb  Cepsuckl |  KOHQMIYpaUMOHHble aiinel | CKpWNTel  APIKMIOMM  YueTHele 3anuch AnA c60pa AaHHBIX  TDAHCMOPTBl  MAaHYPOBLIMK 3ajay

VI3MEHEHWE KOHOWFA NIATOOPMbI

HanmenosaHune

rsyslog-kafia.conf

Kormr B
1
2 # /opt/pangeoradar/configs/rsyslog.conf

# Jopt/pangeoradar/configs log-collector. conf

with rules for collecting messages
#
# For more information see

# Jusr/share/doc/rsyslog-doc/html/rsyslog_conf.html

V@ N AW

T

1

13 #module(load="impstats"
14 #  interv

15 #  severity="7" # syslog severity for filtering messages

Configuration file for rsyslog.

Configuration file

8" # interval in seconds at which messages are generated

PucyHok 116 - OTKpbITUE TeKCTa KOHUIypaLMOHHOro dhanna ansa pegakTnpoBaHns

8. BHecuTte B KOHUrypaumnoHHbI hann Heobxogmmble nameHeHusi. Hanprmep, B KoHLe

KOHurypaumnoHHoro canna gobasste 3anuchk:

auth,authpriv.* @10.170.9.21:2671

9. Haxmute kHornky U3ameHUTb.

10. BepHutech B nogpasgen "Knacrtep"->"Y3nbl cuctembl”->"TlpoBepka" n OTKpoOWTe HACTPOKK

cooTBeTcTBytoLLero y3na Balancer (cm. warn 4 u 5 gaHHoro anropuTtma).

11. Ons cepsuca rsyslog B packpbiBatoLlemMcs MeHto "Oericteus” Boibepute nyHKT OGHOBUTL

KOHd)VIr. MosiBUTCS MoganbHOe OKHO ¢ coobLieHnem ob ycnewHom oBOHOBNEHUN

KOHUrypaumoHHoro danna (cm. pucyHok 117).

Nor ownbok

Kowpur rsyslog-kafka.conf ofkcanen

{"result":"0K"}

KoHGUr

baiina

PucyHok 117 - CucteMHoe coobLieHne o6 ycneluHoM 06HOBNEHUN KOHGUIYpaLMOHHOTO charna

12. Ans cepsuca rsyslog B packpbiBatoemMcsi MeHto "[dencteus” Bbibepute nyHKT MepesanycTuThb.

HoxaunTtecb coobleHnsa ob ycnelwHoM nepesanycke cepsuca (CM. pucyHok 118).

YnpaBneHue xocTom _

Pomm yana

BCE CEPENCH YINA

afia
node-exporter
afia-axporter

rsyslog

nginx

AONONHMTENs HBIE CEPBACEI ¥2A1A

- pangeoradar-kafka.service

- node_exporter service

- kafka-exporter service

- reyslog seniice

2107 BLINONHEHUS CKPANTA

Her pawsux ann oToBpaxewn

Cepauc rsyslog service nepesarpyen



PucyHok 118 - coobLleHne 06 ycneluHon nepesarpyske cepsuca

Mocne npoBeaeHns nepesanycka cepsrca Npyv HEOHBXOANMOCTN MOXHO NPOBEPUTL CTaTyC cepauca (CM.
warn 4 n 5). Takxke MOXHO noakntounThees K y3ny Balancer no SSH v BbINONHWTL Ans NpoBepKM
N3MEHEHWI, CneayoLyo KoMaHay:

cat /opt/pangeoradar/configs/rsyslog-kafka.conf

29. YnpaBrneHue KOHdUrypaumeu
NMnartdopmbl Pagap

KoHdurypauusa NMnatdopmbl Pagap 1 ee mogynen ocyLLecTBNAETC C NOMOLLBIO OTAEMbHbIX
KOHpUrypaLMoHHbIX hansos.

Ons yoobcTBa agMuHUcTpaTopa HacTpoliku MnaTtdopmbl Pagap v ee moaynen coxpaHsitotes B B[]
Mnatdopmbl Papap. Npy BHECEHUN N3MEHEHUI B HACTPONKN KOH(OUIypaLNOHHbIe hainbl
hopMUpYIOTCS aBTOMaTUYECKM, MOSTOMY afiMUHUCTPaTOPy HET HEO6XOOUMOCTU BHOCUTL U3MEHEHNS
HernocpeacTBEHHO B KOHAUrypaLunoHHble hanrbl.

29.1. YnpaBneHue KOHdurypauumemn Kknacrepa

[ns goctyna K HacTponkam nepenante B pasgen MNnartdopmbl Pagap AoMuHUCTpUpoBaHue -
Knacrtep. Janee otkponTte Bknaaky YnpaBrneHue KOHUrypaumen.

Ha Bknagke B eBoK YacTu oTobpakaeTcsi nepeyeHb napameTpoB 1 moaynen Mnardopmbl Pagap, B
cpeaHen YacTu - BbibpaHHble NapameTphbl, B MPaBoW YacTu - UCTOPUSt U3MEHEHUIA KOHdMrypaumm (cMm.
pucyHok 119).

YnpasneHue koHurypauuei Knacrep
Yane cucrems Cepsncn Kordwrypaupmonnsie daiines  Cxpuntsi APl kniouu Yueruue 3anuch gas cBopa garkeix  Tpancnopre Mnakuposuyac 33534 Ynpasaenme koHmrypamedt
CMUCOK CBOVACTE KOHOUTYPALIMI CERBERUS
3anucam. koHpurypayuio
[ 06a/bHI KNI 3BTOPM3ALIA 33MPOCOB Ha CepBice Brewruii IP aapec cepanca

WCTOPVA U3MEHEHWI
cerberus

‘ 172.30.254.65 ‘ 202!

Flos

ABPECa 3NEKTPOHHOM NOUTE ANIA YBEAOMAEHHS O
EHELITATHOM VZMeHEHIAN KOHGU TYPALIH CHETeME!

:04:22
min 1w Obrosneane

1P anpec cepenca

IP aapec cepeuca
AGPECa 31@KTPOHHOM NOUTH ATA YBEAOMACHHS O

LITATHOM MBMEHEHVIH KOHOUIYDALMM CHCTEMI ‘ 127004 ‘
i 6b1n0: 127.0.0.2
crano: 127.00.1
Beaver .
CranaapTHsIf 3anYCK/pExVIM OTRAAKM
YpoBeHs NOTMPoBHIA MAPLUPYTMSATOPa COBAITIT 2022-09-08 16:03:42
release Monssosarens aomin 1. OBrosacrne
Hacrpoiiki 0BpaGOTuMKOR MApLIPyTUZaTOpa
CobrTuii IP azpec cepauca ana master

BreLurwii NPT cepBnca Ha cepeepe nginx

66110: 3Hauenve orcycTyet
Cabare 9000 crano: 127.00.1

Brewnuii IP anpec cepayca

MopT cepeyea 2022-09-08 16:03:35
IP anpec cepanca Mossaosarens:acmin  1ue.  OBroeresne
9900
CrauaapTHLIT 23nYCK/PEXUM OTA3AKM IP aapec cepauca

_ i OtkntouTs o6zatens yto nposepky TLS npw cosannerin k 64
BHelHUii NOpT Cepeica Ha cepeepe Ngin Seunc: 127.00.1

cTano: 127.00.2

PucyHok 119 - YnpaBneHue koHdurypaumen.

[nsa ynpaeneHus napametpamu Mnartcgpopmbl Pagap BbiGepnte 0auH 13 NapaMeTpoB:
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e [MoGanbHbIN KN4 aBTOpPU3aLMKM 3anpocoB Ha cepBuce cerberus. MNpeacrtasnsieT n3 cebs
rnobanbHmn kntod ansa API.

e Apapeca 3M1eKTPOHHOW NOYThI AN YBeAOMIIEHUS O BHELUTaTHOM U3MeHeHUU KoHdurypauumm
cucteMbl. AQpec 3MeKTPOHHOM NOYThI O BHELLTATHOM U3MeHeHUn koHdurypauum Nnatdopmbl
Papap (Hanpumep, npsiMas npaBka KOHUrypaLmoHHbIX ¢annos).

e Apapeca 3neKTPOHHOW NOYThI ANA YBEAOMIIEHUSA O LUTaTHOM U3MEHEHUN KOHUrypauum
cucTeMbl. AQpec 3MeKTPOHHOM NOYThI O LTAaTHOM U3MeHeHUn koHdurypaummu Mnatdopmel
Papap (Hanpumep, ApyruM agMUHUCTPATOPOM C NMOMOLLbIO NMaHEeNu ynpaeneHus KoHUrypawumen).

[ns npocMoTpa u pegakTMpoBaHUS NapaMeTpOB OTAENBHOIO MOAYNS KMMKHUTE MO ero UMEHU B NEBOW
yacTtu. bygyt oTo6paxeHbl Bce napameTpbl Moayns (cMm. pucyHok 120).

YnpaBneHue KoHbUrypaumei

Y3nbicactembl Cepaucl KOWbWTYDALMOHKbIE dainsl  CkpwnTsl  APIKAOMM  YYETHBIE 33NWCM ANA CBOPA A3HKBIX  TPAHCMOPTHI MAGHUPOBWKK 53834 YMPABAEHHE KOHBHTYPaLMeER

CMNUCOK CBOWCTB KOH®UIYPALIUIA CERBERUS

[NoBGanbHLIA KNKY SETOPUIALAN 33NPOCOE Ha CepEu Brewnwit IP anpec cepenca

cerberus

| 172.30.254.65 ‘

Aapeca 3neKTPOHHOH NOUTEl ANA YEEAO
EHELITATHOM U3MEHEHUI KoHDUrypaln cucTembl

IP aapec cepeuca
Agpeca aneKTPOHHOA NouTEuANA YEEAOMAEHUA O
LWITATHOM WNEMEHEHMM K

Mrypauud cucTemel | 127.00. 1!1 ‘

Beaver
CTaHAapTHLIA 3anycKk/pesxKuM oTNaaKK
Cerberus

Brewruii IP agpec cepenca release

IP agpec cepenca
BHEwWHWA NOPT CEPBMCA Ha Cepeepe ngink

CTanaapTHelid 3anyck/pexum oTnagku
9000

Brewrunii NopT cepenca Ha cepeepe nginx
MopT cepBuca

PucyHok 120 - NpocMOoTp 1 pegakTMpoBaHue napameTpoB MOAYNS.

Ecnu B cnncke BbiOpaTh OTAENbHbLINM NapaMeTp, TO oTobpakeH OyaeT TONMbKO OH (CM. pucyHok 121).

YnpaBneHne KOHpUrypaumnen

¥anbl cvcTemsl Cepeichl KoHQWrypaunonrbie Gaiinsl  CkpunTsl  APIKAIONM  YMETHBIE 33NWCH ANR CBOPA AarHbIX  TPaHCMOPTLI MnakmpoBwme 33834 Ynpaenenue kondurypaumeii

CMUCOK CBONCTB KOHOWTYPALIUIA CERBERUS > IP AJIPEC CEPBUCA

[no6ankHsIii KoY ZETOPU3ALMN 3aNPOCOE Ha CepErce IF anpec cepeuca

cerberus

127.0.0.1/ |

Aapeca 3NeKTPOHHOA NOYTEl ANA YBEAOMASHWUA
BHEWTATHOM M3MEHEHUN KOHWIYPaLMA CHCT

Aapeca 31eKTPOHHOI NouTsl AnA yeenopfienns o - -
C6pocuth ‘CoxpanuTe

WITATHOM U3MEHEHMM KOHOUIYpaLy 2

NEPEOTNPEAENEHWE NAPAMETPOB ¥3/108

Wma napametpa: +

Beaver

Cerberus

Brewnui IP agpec,
IP agpec cepevca

CTanaapTHeIf 2aNYycK/PEXUM OTA3AKM

BHewWHWIA NopT cepeyca Ha cepeepe nginx

PucyHok 121 - IMpocMoTp 1 pegakTupoBaHne OTAENbHOrO napameTpa.

[ns penakTMpoBaHUsi COCTaBHbIX NapameTpoB (Hanpumep, Termite.DNS.InMemory) Heobxoaumo
BbIOpaTh rpynny napamMeTpoB UMM OTAENbHbIN NapameTp (CM. pUCYHOK 122).



YnpaBaeHue KoHGuUrypaumei

Yanbl cucrembl  Cepamcal KohdwrypaumoHHbie daiins  Ckpuntel  APIKAKMM  Y4STHBIE 33MuCk AR C60DA gartbix  Tpancnopra MAaHMpOBILMK 33834 YMP3BASHHE KOHGHTYPaLMEi

CMUCOK CBONCTB KOHOUTYPALIMIA INMEMORY

Termite Brnrounte DNS B namatu

Worker

Threatintel

Qutput
BPEMR KMZHW 3HAYEHWA B NAMATH B CEKYHASX

HttpApi

E=ain | 10800 ‘

Dns

DNS & namsTy - npeazarpyzka w2 daina
InMemory

Bratgunte DNS B namatu | Jetc/termite/dummy.csv ‘

Bpem# X13HW 3HAYEHWA B NaMATH B
CEeKyHAaX

:  copoom. || copmum
DNS B NamaTty - npeazarpyska vz ¢aina

MEPEQMPEAENEHWE NAPAMETPOB ¥Y3/10B

Cnncok NoKanbHLIX AOMEHOB

Bxmounte DNS ¥zen:
DNS nokansHo Wws napamerpa: . -

Cnucok noKankHeIx ceTeid

Cnucok nokankHex DNS cepeepos
| copoom. | capuann

PucyHok 122 - IpocMoTp 1 pegakTupoBaHne CoCTaBHbIX MapaMeTpoB.

MapameTpebl, cogepxalymne naponu (tun password), He oTobpaatoTcs B OTKpbITOM Buae. [Ans nx
MaCKUpPOBaHNS MPUMEHSIETCS CUMBON *.

lMocne n3ameHeHns NnapameTpoB 00A3aTENbHO HAXMUTE KHOMKY "CoXpaHUTb", 4TOObI COXpaHUTb
N3MeHeHHble napaMeTpsbl. [1py 3ToM BHeCEHHbIE n3MeHeHus ByayT coxpaHeHbl B B[ Mnatdopmbl
Papap v B kKOHbUrypaumoHHble oansbl.

Knuk no kHonke "COpoCcUTb" BEPHET NPEXHNE 3HAYEHMS.

[MpoBepka nameHeHnst KOHUrypaLumm n KOHPUrypaumMoHHbIX harinoB OCyLLECTBASETCA pa3 B MUHYTY.
Mnatdopma Papap cpaBHMBaET npegbiayLlee 1 TekyLlee 3Ha4YeHne XaL-CyMMbl KOHOUIYPaLNOHHbBIX
dannos 1 napameTpos. [pn nx HecosnageHun NMnardopma Pagap BHOCUT U3MEHEHWS, OTNpaBnseT

COOTBETCTBYIOLIEE YBEOOMIIEHNE 1 NepesanyckaeT CepBUChI C U3MEHMBLUMMICS NapaMeTpamMm.

YUTo6bl He XaaTb NPOBEPKU U3MEHEHUS KOHUTYPaLKN U MPUMEHNUTb HACTPOWKN HEMELNEHHO KIMKHUTE
KHOMKY "3anucatb koHdurypaumio". [locne atoro KoHdurypaumsa 6yaeT nepesanvcaHa u

COOTBETCTBYHOLLNME CEPBUCDHI 6yﬂ,yT nepesanyLieHbl aBTOMaTU4eCKNn.

29.2. NepeonpeneneHue napameTpoB y3noB {#nodes}

BHOCKMbIE n3mMeHeHns napameTpoB NPUMEHAIOTCA Ha Bcex yanax Mnatdopmbl Pagap, ogHako onga
OTAENbHbIX Y3IT0B MOXHO YCTaHOBUTbL COBCTBEHHbIE 3Ha4YeHNst NapameTpoB. [ng aToro npu
pefakTpoBaHUM BCEX NapaMeTpoB NpeaycMoTpeHa obnacte lNepeonpepgeneHne napaMeTpoB y3/ioB
(cm. pucyHok 123).
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YnpaBneHue KoHUrypawmei

Yanet cuctemsl Cepance Kowpurypaumonnbie daiins  Cxpuntsl  APLimiown  YuerTbie 3anick AnA c60pa AaHHsIX w sapau wondurypaLsed
CMWUCOK CBOWCTB KOHGUTYPALWIA CLUSTERAGENT > IP CEPBUCA
[NoBGanbHLIA KAKY SETOPU3ALAM 33NPOCOB Ha C2PEMCE Ip cepenca
cerberus ClusterAgentIp
GlobalApiKey
! 127.0.0.1 ‘

Aapeca 31eKTROHHOH NOYTL ANA YEEAOMASHUA O

EHELITATHOM U3MEHEHMN KOHGUIYPALMN CHETEMEI
AlertEmailsAlert

Afpeca 3NeKTPOHHOH NOUTH ANA YEEAGMNEHUA O @ m
LUTATHOM M3MEHEHIM KOHUTYPaLMN CUCTEMEI

AlertEmailsNormal

Beaver MEPEONPEAENEHWE MAPAMETPOB ¥3/110B

Cerberus
Yzen: m balancer

ClusterAgent

worker | correlator | data

Ip cepeuca WMms napametpa: Ll AoGaeums
ClusterAgentlp

BHewHwniA nopT cepeuca Ha cepeepe nginx
ClusterAgent Ngin:Port

Mopt cepeuca

e w m

Cm

PucyHok 123 - NepeonpeneneHne napameTpoB y3MoB.

BbibepuTe y3en, Ans KOTOPOro HeObXoAMMO onpeaenuTbe NapameTp, Janee U3 cnucka Bbldepute
napameTp, KOTOpbI HEOBXOAMMO ONpeaenuTb ANg 3Toro yana (CM. pUucyHoK 124) n HaXMUTE KHOMKY

HobaBuThb.

CLUSTERAGENT = IP CEPBWMCA

Ip cepeunca

ClusterAgent.Ip

127.0.0.1

MEPECNPEAENEHWE MAPAMETPOB ¥3M0OB

Yaen: | master [EEIELTISM worker | correlator | data

Mma napametpa:

Ip cepewca (ClusterAgent.Ip)

PucyHok 124 - Beibop napameTpa ans ysna.

3apganTe 3Ha4YeHne napameTpa U HaxmmuTe KHorky "CoxpaHuTb'. [ocne npuMeHeHnsa N3MEHEHNIN BCcex
napamMeTpoB 3anuLumMTe KOHUIypaL Mo KITMKOM Mo KHoMKe "3anucaTtb KoHdurypaumro".

I'IepeonpeneneHvle napamMeTpoB y3I10B MMEET CMbICJI1, €CIi BbINOJIHEHA pacnpeneneHHaa

ycTaHoBeka. Ecnu Mnartdopma Pagap ycTaHoBneHa Ha oauH cepBep, TO nepeonpeaeneHue
napamMeTpa ans e4uMHCTBEHHOrOo y3na Master uMeeTt cMbICH, eCnv B AanbHenwem niaHnpyerTcs

fo6aBrneHne JONONHUTENBHBIX Y3I10B C O6LLMMY NapamMeTpamMu.


http://docs.pangeoradar.ru/quick_start/distr_install

Mpu nepeonpeneneHun napameTpoB Ans yana Master OyayT felicTBoBaTh NepeonpeaeneHHble

3Ha4yeHusa NapaMeTpoB, a He obLume.

29.3. lNepe3anncb napameTpoB U3 KoHconu {#console}

B cnyyae, ecnn pabotocnocobHocTh MnaTtdgopmbl Pagap npy HenpaBunbHOM 3a4aHUM NapaMeTpoB
HapyLLEHa, CyLLECTBYET BO3MOXHOCTb NMPOCMOTPETb M U3MEHUTL 3Ha4YeHWs napaMeTpoB [natgopmbl

ee Moayren ¢ NoMoLLbio KoHconu (Ha yane Master).
Mepengute B katanor /opt/pangeoradar/bin komangon cd /opt/pangeoradar/bin.
[nsa yTeHns n 3agaHnsa napaMeTpoB UCMONb3YOTCS creayoLne KoMaHabl KOHCOMU:

1. YTteHune Bcex He nepesanncaHHbIX NapamMeTpoB:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param

PucyHok 125

2. YTeHune Bcex nepesanncaHHbIX NapamMeTpoB:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param --for-

overrides
3. YteHune napameTpa (kntod 13 3anpoca 1 Bbiwe):

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param --

param-key=<knwou>

PucyHok 126

4. YteHune nepesanncaHHoOro napamertpa (knio4 13 3anpoca 2 Bbllle BUAa Ha3BaHuenapamempa >

idHopbil):

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param --for-

overrides --param-key="<knwuy>"

5. 3anuck napametpa:
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./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --write-param --

param-key=<knwu> --param-value=<3HayeHve>

PucyHok 127

6. 3anuck nepesanncaHHOro napameTpa (K4 13 3anpoca 2 Bhille Buaa HasBaHuenapamempa >

idvopbil):

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --write-param --

param-key="<kniwu>" --param-value=<3HauyeHue> --for-overrides
7. MNMepesanucb KoHpUrypaumoHHbix annos B BL1:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --refresh-param-

files
8. MNepe3anucb kKoHUrypaumoHHbIX darnos B Bl Ansa nepesanncaHHbIX NnapameTpos:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --refresh-param-

files --for-overrides

29.4. NogknwyeHMe HOBOMro UHCTaAHCA K
yrnpaBnarwemMy UHCTaHCY

MepeanTte B KOHCOSb aAMUHUCTPaToOpa Ha yNpaBrsitoWweM MHCTaHCe U BbIMOMHUTE KOMaHay:

/opt/pangeoradar/bin/pangeoradar-karaken create-instance --name=<ip
NOAYMHEHHOrO0 WMHCTAHCA> --url=https://<ip noauYyMHeHHOro wuWHcTaHca>:9000 --order=1
--conf=/opt/pangeoradar/configs/

Mepengute B BEG-NHTEPENC NOAYMHEHHOIO MHCTAHCA, KOTOPbIN HEOOXOANMMO NOAKITHOUNTL K

yNpaBnsioLwemMy UHCTaHCYy.

B pasgene «Knactep» - «YnpaBneHue KoHpurypaumen» B ceoncteax «DNS» nsmenute «Agpec
cepBuca aBTOpM3aLMmn» ykadaHHbI url-agpec Ha url-agpec ynpaensioLLero MHcTaHca B popmate

https://<ip-agpec ynpaBnswilero MHcTaHca>:8180
Haxmunte «CoxpaHutb» n «3anucaTb KOHUrypawmios.

ﬂepe|7|,u,|/|Te B KOHCOJ1b aAMUHUNCTPAToOpa Ha NoOAYNHEHHOM MHCTAaHCEe U nepe3anyCcTtute CepBUCHI

crnenyoLWYMK KOMaHaaMmu:

service pangeoradar-cluster-manager restart
service pangeoradar-cluster-agent restart
service pangeoradar-cerberus restart
service pangeoradar-toller restart

MepenguTe B BEO-NHTEPENC YNPaBSAOLLErO MHCTAaHCa U NPOBEPLTE AOCTYNHOCTb NOAYMHEHHOIO
MHCTaHca. B BepxHeM naHenu nHtepderica AOMmKeEH NOSIBUTLCS NepeknoyaTeslb UHCTaHCOB.
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