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1. O6wue cBegeHun o «Mnarcpopme Pagap»

Cnenyau3MpoBaHHoe TporpaMMHoe oOecneyeHue «Ilnardpopma Papap» (mamee — CIIO
PAJIAP, Ilnardopma Pagap, niardopma) siBasieTcst TPOrpaMMHBIM CPe/ICTBOM 0011lero Ha3HaueHUsl CO
BCTPOEHHBIMU CPeJICTBAMU  3all[UThl OT HECAHKIIMOHUPOBAHHOTO [JIOCTyNa K wuHboOpMaluu, He
cofiep>Kallieil CBefieHusl, COCTABJISIFOLIME TOCy/JapCTBEHHYIO TaliHY, W MpejHa3HaueHo [jisi aBTOMAaTH3al|uu
TIpo1ieccoB cOopa, 06pabOTKU U KOPPeJSIU COObITHI MHPOPMaIMOHHOM Oe3omacHocTy (fanee — UB) ¢
1eJ/IbI0 BBISIB/IEHUS] MHI[U/IEHTOB Y OpPraHU3aly pearpoBaHus Ha HUX.

[Tnatdopma obecrieurBaeT pelieHre CIeAYIOMINX 3a/ay:
e cbop uHpopmaLuu 006 aKTHBaX, UX yUeT U yIpaB/eHHe 3anucsiMu 00 akTHBaXx;
e cbop cobwiTuii IB OT aKTUBOB W/W/TK OT YCTaHOB/IEHHOTO Ha akTuBax [10;
e aBTOMaTHuecKasi 00paboTKa MOCTYNMUBIIMX COOBITHI (HOpMasr3alus, oboralieHue);
e 3arpy3sKa U aHaju3 pe3y/bTaTOB pabOThl CKAHEPOB YSI3BUMOCTeNH;
e KOppeJIsiLiusi COOBITHM, CO3/jaHKe 3amuceld 00 MHLIMEHTaX U yIipaBjieHre UMU;
e ABTOMATH3WPOBAHHBIN KOHTPOJ/Ib PearupOBaHMs Ha MHLU/I€HThI, KOHTPOJIb yCTPaHEeHNSsT;
e TIONyuYeHHe, 0OHOBJIEHNE U UCTI0/b30BaHUe MH(opMaLu 006 yrpo3ax;
e pyuHOU aHanu3 cobbiTuii VIb mipu paccieoBaHUY UHIU/IEHTOB;
e (opMHpOBaHUE OTUETOB, B TOM UKCJ/ie B rpaduueckoM Bujie (paboure CToJIbI).

CIIO PAJAP umeer ceptudukar coorBerctBusi ®CTOK Poccum Ne 4210 ot 05 despans 2020 r.
(nepeodopmiien 22 mapta 2022 r.), CPOK A€WCTBUS: MSATh JIeT.



2. TpeboBaHus

st paboThI C CEPBUCOM TI0/Tb30BaTETI0 HEOOXOAUMBI:

e CoBpeMeHHBI KOMITLIOTEp C OIeparjMoHHOM cucTeMoii. PaboTa c cepBHCOM BO3MOKHa Ha
cnepyroux OC:

— Microsoft Windows: 7 (x86/x64), 8 (x86/x64), 8.1 (x86/x64), 10 (x86/x64) u BbIIIIe;
- Apple Mac OS X: 10.6 (Snow Leopard) u Bbiiile;

- Linux: AltLinux 7 (x86/x64), Debian 7 (x86/x64), Mint 13 (x86/x64), SUSE Linux
Enterprise Desktop 12 (x64), openSUSE 13 (x86/x64), Ubuntu 12.04 (x86/x64) u 60ee
COBpeMeHHbIe BePCHH YKa3aHHBIX JUCTPUOYTUBOB

e Monurop c paspeleHreM He MeHee 1920x1080.

HOnst pabotel ¢ rpaduueckum wuHTepdeiicom CITIO Pagap Ha APM mosb3oBarens [I0/KeH OBITh
yCTaHOBJIEH O/IVH U3 CJIeIyIOIIUX Opay3epoB:

e Microsoft Edge;
e Google Chrome;
e Mozilla Firefox;

o Sugexkc.bpay3sep.



3. Bxopg B nnardopmy

Bxop nosib3oBareneit B Ilnatgopmy Pagap ocyiiecteisiercst uepe3 Web-6pay3sep.
Inst Bxoza B miatdopmy B Opay3epe rniepeiiute o azgpecy https://host:port//
I'me:

- host — IP-agpec wiu JoMeHHOe UMs YCTPOMCTBA, Ha KOTOPOM PacIio/ioyKeH cepBep MiaT(opMbl;
- port — MOpT, KOTOPbIH 3a/laH /il TOUKU TOAK/TIOUeHUSI.

OtkpoeTtcs 0OKHO «Bxog» (cM. «Puc. 1»).

? MAHFEO
’ PAOAP

Bxoa

Vima nonbsosatens unn E-mail

I

MNapone

Puc. 1 — OkHo Bxopa B miiargopmy

YKa)KuTe UMs Mob30BaTe s U MMapoJjib B COOTBETCTBYHOIUX IMOJIAX U HAXKMHUTE KHOIIKY BoiiTH.

[Tpu mnepBoii ayrentudukauun [lnardopma Papap mokeT moTpeboOBaTh OT TM0JIB30BaTess CMEHUTh
NapoJib.

ITocne Bxoza B TwaThoOpMy OTKpoeTcs paszien «Pabouue CTo/bl», B KOTOPOM OTOOpaXkaroTCst
VMHTEepaKTUBHbIE WH(MOPMAIMOHHbIE TAHeIM C WH(OpMAal[Mel O TeKyIlleM COCTOSIHMM 0e30macHOCTH.
IToapo6Hee cM. pa3zen «Pabouuie CTOJBI».




4. WNHTepdcpenc nnatopmbl

WuTepdeiic riaTdopMbl COCTOMT U3 IIAIKK CaiiTa, TTaHe/ u pa3zesioB, 00KOBoO maHenmu, paboueii obmactu
Y 37IEMEHTOB yTIPaBJIeHHUS

Pabouasi 06/1acTh pa3ziesia UMeeT /[Ba BapyaHTa Ipe/ICTaB/IeHNs:
e uyepe3 yHUBepCabHbIe TaOULBI;
e uyepe3 OOKOBYIO MaHesb ¥ GOPMBI PabOTHI C 00beKTaMu (TIPOCMOTP, CO3/jaHKe, peJaKTUPOBaHUE).

[To ymouaHuIO BCe pa3/iesibl OTKPBIBAIOTCS B TaOIMUHOM TipeAcTaBieHnd (cM. Puc. 2).

[MaHenb pazgenos Wanka canta Pabouasn obnacTte (YHMBepcanbHas Tabnnua) JNeMeHTbI yNpaBAeHNs —

E KL'A‘EEE“ 172.30.25497 | TpaBuna Koppenayun TNiyensus akTueHa po: 2027-11-16 | | © [Jokymerrauns | @ admin

(@ PaBouui cTon

Mpaeuna koppenauyuun

Q Cobbitus
k4 ‘ Co3patb ‘ Ypanutb Bce ‘ JKCno BbiBpao: 0 B ]
® WMHunpeHTbl ~
Hassanue T AkTH.. PeTp... Tun vHyngeHTa 06HoBnEHO CospaHo
0 AxTuBsI v
Active Directory Group Enumeration With... Het Het MS-WIN-OBHapyXeHue paspelleH... = 2025-04-02 13:51:25 2025-03-14 16:42:16 ® ¢ W —
Cootsetcrame MO v
AD = MHOrouucneHHbIe HeycrnewHbIe.. Het Het AD - MHOrQUUCREHHbIE HeyCreLlH... - 2025-04-02 13:51:39 2024-11-28 09:41:10 © 7 W —
# Koppenstop ~ Auditd - [loBaeneHue 3agaHuit B cron... Oa Her [obaenenne 3afaHni B cron... 0 2025-04-02 13:53:36  2024-05-30 16:11:31 ® O §w —
Mpasuna koppenauun AuditD - O6HapyXeHue CXaTua faHHbIX Na Her Linux - O6Hapy>eHne CXaTus.. 0 2025-04-02 13:51:08 2024-08-08 11:49:36 @ &
Mepeckinka cobbITUiA AuditD - O6HapyXeHO U3MEHEHMe B... Ha Het Linux = O6Hapy»eHO U3MEHeHue B... 0 2025-04-02 13:52:37 2024-08-08 11:49:38 @ ¢ mf
>
OUALTPBI NOTOKE COBBITUI AuditD - OBHapyXeHo UaMeHeHUe. .. na Her Linux - O6Hapy»eHO UsMeHeHue... o 2025-04-02 13:51:48  2024-08-08 11:49:36 @ & [
Makpocsi AuditD - OBHapyXeHO M3MeHeHNe NpaB... Na Her Linux - OBHapy>eHo N3MeHeHNe... 0 2025-04-02 13:50:19 2024-08-08 11:49:39 ©® 2 @
AuditD - O6HapyxeHo pasaenexve paina ...  [la Het Linux - O6Hapy»eHo pasaeneHue... 0 2025-04-02 13:50:34 2024-08-08 11:49:40 @ & mf
LlabnoHel anepTos
AuditD - OBHapy»eHO CO3AaHNe CKPbITOM... Aa Her Linux - OBHapy>eHo co3faHue... 0 2025-04-02 13:51:01 2024-08-08 11:49:36 @ & m
LLIa6noxel rpyNNUPOBKIA
AuditD - O6Hapy><eHo yaaneHue... na Het Linux - O6HapyseHe yAaneHUs... o 2025-03-12 07:05:35  2024-08-08 11:49:40 © & [
TabnuuHble crvicky
AuditD - O6Hapy>eH nouck naponei Na Her Linux - OBHapy>eH nouck naponei 0 2025-04-02 13:49:59 2024-08-08 11:49:36 ® QW
PeTpoCnekTUBHAR KOPPE...
AuditD - OcTaHoBneH cepsic MexceTesor... | [la Her Linux - OcTaHOBNEH CepBuC... 0 2025-04-02 13:52:21 2024-08-08 11:49:36 @ ¢
3 Metounnn Y AuditD - MonkiTka NepeAaun AaHHLIX U3... Aa Het Linux - MonkITka nepefiayn aauHbl... 0 2025-04-02 13:50:08 2024-08-08 11:49:41 @ ¢ w
i NapameTpbl v AuditD - Co3aaH HOBbI NONb30OBaTENb Aa Her Linux - Co3fjaH HoBbIA Nonb3oBatens 0 2025-04-08 11:22:04 2024-08-08 11:49:41 @ ¢ @
& AAMUHUCTPUPOBaHWE v 2 3 4 5 6 7 n > 50 / cTpaHuua

Puc. 2 — Nnrepdeiic ILnardopmer Pagap. TadmmuHoe npeAcTaBieHne

[lnst mepeksroueHusi ¢ TabJIMUHOTO TMpeZCTaBIeHNs pas/iesia Ha OOKOBYIO TaHe/lb He0OXOJUMO OTKPBITh
o6bexT Ha mpocMotp (kHonka & wmm 1o cebiike B KosmoHke Haspanme). OTKpPOETCS MpejCTaB/IeHHe
pazzesna uepe3 OOKOBYIO MaHes b ¥ (hopmMa MPOCMOTpa BeIOpaHHOTO 00beKTa (CM. «Puc. 3»).



MNaHenb paspenos BokoBas naHenb LLlanka canTa Pa6oyas o6nactb AneMeHTbl ynpaBneHus
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Maxkpocsi OWTob NoToKa CoBbIT:  windows_eventic
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Puc. 3 — Unrepdeiic Ilnardopmel Pajap. IIpeacTaBienue yepe3 00KOBYI0 NaHe/lb U (JOpMBI 00BeKTOB

4.1 LLlanka cauTta

[Tarika caiiTa sB/isieTCS €UHOW [Jisi BCeX pas3/iesioB MIaTGOpPMbl U COAEPXKUT CJIeAYIOL[Ue 3/1eMEeHThI

yIipaBJ/iIeHUA:
Knonka [HeiicTBUe
E / = TI0Ka3aTh/CKPBITE NaHeJb Pa3/iesioB

master BBIOOp MHCTaHCA

® Basa 3HaHui [OCTYT K 6a3e 3HaHUI T1aTHOPMBI

HanMeHOBaHHe TEKyHIEI\/’I yHETHOﬁ 3alMMCHU U AOCTYII K BbIXO4Y U3 quTHOﬁ 3aI1icHu

4.2 NMaHenb pasgenos

[ Kax[oro mosb3oBaTess CHMCOK paszesoB (OpPMUDPYeTCs WHUBUAYaJbHO B COOTBETCTBUM C
BO3MOJKHOCTSIMM, BbI/JaHHBIMU [JaHHOMY I10/1b30BaTe0.

Cnucok pa3zienoB, AOCTYITHBIX B CeKI[MM AAMHUHUCTPUPOBaHue aHesu pa3zenos [lnardopmsl Pajgap:

o Paboune cronbl. Paszen mnpefHa3HaueH YIIpaBjieHWs WHTEPAKTUBHBIMU WH(POPMALIMOHHBIMA
NaHeIsIMHU.

e Oruersl. Pa3fen mpeaHasHaueH A1 (JOPMHUPOBAHMSI OTUETOB O COCTOSIHUM WH(OPMAaI|MOHHOMN
0e30MmacHOCTH.

e MonuTopuHr. Pa3zen rnpefHa3HaueH /iJisi OTC/€KUBAHUSI METPUK MOHUTOPHHTA T/IaTPOPMBI.



4.3

[Tone3oBaTenu W mpaBa. Paszen mnpepHasHaueH [jisi yIpaB/eHHsl JOCTYIOM K IiaTgopme u
COZIeP>KUT CJleflyIoIIrie HaCTPOHKY:

[Tonp30BaTenu — ynpas/ieHre M0Ib30BaTesIsIMHU IJ1aTQOPMBI;

['pyririel — ynpaB/ieHre TpymNriaMy Toib30BaTesew;

Posu — yripaB/ieHre BO3MOKHOCTSIMU, KOTODPbIe JOCTYITHBI 110/Ib30BaTe/IsIM B T1aT(hOpMe;
AyauT 1eiCTBUM — IMPOCMOTP JAeMCTBUH, COBepIllIaeMbIX 10/1b30BaTe/ISIMU B I/IaT(OpMe;
CoObITHS BX0O/]a —TTPOCMOTP COOBITHI BXO/ja B T/IaThOpMY;

LDAP — HacTporika unaTerpanuu c ceppepom LDAP;

IocTyn K [aHHBIM — YIIpaB/IeHWe [OCTYIOM TIOjIb30BaTesiell K [JaHHbIM (aKTHBaMm,
COOBITHSM U T.[.).

Krnactep. Pa3gen mipegHasHaueH /[jisi yrpaBieHWs KiacTepoM TUIaThOpPMbI U COJI@PXKUT
C/lefyrolye HaCTPOUKU:

Y371b1 CUCTEMBI — yTIpaBJieHUe y3/laMU K/lacTepa;
YnpaBneHue KOHQUrypaLyel — yrpap/ieHle apameTpaMu CepBHCOB;

API katouu — yrpaB/ieHWe [JOBepeHHbIMU Kiroyamu API, KoTopble MCIIOAB3YHOTCH IS
ME>KCEePBUCHOTO B3auMO/IeMCTBUs U /i1s obpaitienus B IlmaTgopmy Pagap 13 cTopoHHUX
peliieHui ocpecTBoM nmyosimuHoro AP,

YueTHbIE 3aMUCH A1 c60pa AdHHBIX — yIIpaB/JIeHHWE€ YUE€THBIMH 3dllUCAMU [JI4 C6opa
AaHHBIX C XOCTOB U dKTHBOB;

HJ'IaHI/IPOBLL[I/IK 3a4a4 — yIipaBJ/IeHHWe U OpraHr3dlnd MMepuoandeCKuX 3ad4 K/1dCTepa,

CKpUIITBI — yTpaBleHWe CKPUMNTAaMU, KOTOpPble MOKHO YZa/lleHHO 3alyCTUTh Ha Y37e
KJlacTepa Zjisl BBITIOJTHEHHS] He0OXOAUMBIX /1eHCTBHIA;

YrpaBneHue MyJbTHAPEHIHOCTBIO — HacTpoiika Ilnardgopmer Papap gy paboTel B
MH(MPaCTPyKType MY/JbTUTEHAHT WA MY/IbTHAPEH/JHOCTb.

PEHYTEIL[I/IOHHLIE CITUCKH. Pa3,qen MnpeaHda3HaueH [Jid YIIpaBJ/I€HWA DEeIyTallMOHHBIMU CIIMCKaMH,
KOTOPbIE€ MOT'YT MCIIOJIb30BATLCA B IMpoLieaype 0601"8LL[€HI/IH CO6BITHﬁ;

Uctounuku [0OC. Pa3gen mipeAaHasHaueH [Jid HACTPOWKM TIOCTABIIMKOB WHAWKATOPOB
KOMITPOMeTAI[|H, KOTOPbIe UCII0/Ib3YIOTCS MPU paboTe peryTarjuoOHHBIX CTTMCKOB.

JIuuensusi. Pa3gen mnpeiHasHayeH /[yii IIPOCMOTpa IlapaMeTpoB JIMLIEH3UMW W TIOBTOPHOMU
aKTUBALUY JTUL{€H31H.

YHuBepcasibHble Tabnuubl

YHUBepcabHbIe TaOMULIbI B TUIaTOpMe — 3TO CITUCOK 0OBEKTOB, Mpe/CTaB/IeHHBIX B TAOMUHOM BU/IE U
VMeloL1e eJUHbIe 37IeMeHThI yIripaByieHus (cM. «Puc. 4»).
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Cratyc CoagaHo PeaynuTaT aHanusa

2025-08-13 12:30:45 OGHapyxeHa ycTaHoBka SUL... bib-mink

-14 13:02:54 OGHapyxeHa ycTaHoeka SUL... | ach-mg
-14 05:08:45 OGHapyeHa NOACIPUTENBH. kaid-d

2025-08-14 05:14:53 OGHapyxeHa ycTaHoBka SUI.

2025-08-15 13:31:58 OGHapyxeHa ycTaHoska SUI kat-m

Puc. 4 -- Padouas o61acthb. Tabaunbl

[HeiicTBUe
00OHOBJ/IEHHE JaHHBIX

HACTPOMKA COPTUPOBKU ¥ GUIbTPALIMM 3alMCel TabauLibl

€C/IM Yy KHONKM eCThb CIelda/bHbI 3HAuoK, TO 3TO O3HayaeT 4Yrto K TabsmLe
TipuMeHsieTcst pUIbTp

CO3/IaHHE 3aTIMCH/CYI[HOCTY B Tabmiie

ylajieHye BbIOpaHHOM 3arCH/CyIHOCTU U3 Tab/ULbI

y/la/ieHre BCeX MOKa3aHHBIX 3aIucel/cylHoCTel. ByayT yjaneHsl BCe 3armuck/00beKTHI,
TIOTIABIIIME TIOZ, TTapaMeTPhbl COPTUPOBKY U (GDU/TbTPALH

9KCITOPT BBIOPaHHOM 3aMyCH/CyLTHOCTH

5KCIIOPT BCeX II0Ka3aHHbIX 3amuceit/cyljHocTell. ByAyT BbIrpy>KeHbl B apXuB BCe
3amMcK/00BEKTEI, MOMNAaBIIHe TI07, ITapaMeTPbl COPTHPOBKY U (GH/IbTPALIUH

MaCCOBBIM 3KCIOPT BEIOPAHHBIX 3anuceid/cyniHocTeid B popmar CSV

3KCTIOPT BCeX IOKasaHHbIX 3amMceii/cyiuiHocTeid B popmar CSV. BynyT BBIFpY>KeHbI B
¢aiiner popmata CSV Bce 3anmch/o0BeKTHI, TIOTIABLINE TI0f MapaMeTpbl COPTUPOBKY U
dunbTpanuu

CuHXpOHUM3alMsl M3MEeHeHHMM MeXAy UWHCTaHcaMHd. KHOmKa [ocTyrmHa B pekume
MY/IbTHapeHZHOCTH U NPeJ0CTaBIsgeT JOCTYT K CJIe[yIOIIUM /IeCTBHSM:

- CHHXpDOHU3UPOBAaTh BbIOPAaHHBIE - CHUHXPOHW3AL[Us BHIODAHHBIX WM3MEHEHW Ha
TI0JUMHEeHHbIX MHCTaHCaXx;

- CHHXpOHU3HPOBaTh BCe - CHHXPOHM3alL[si BCeX H3MeHeHMH Ha TOJYMHEeHHbIX
MHCTaHCAaX.

WMIIOPT 3aIuceii/cyufHocTel B Tabiuily
MepeMeCcTUTh BbIOpaHHbIE 0OBEKTHI B MArNKy

HaCTpOWKa CTOMOI0B Tab MBI



B KomoHKax TabMIIbl MOTYT PacIio/iaraThCsl CeyHoIe KHOIKH:

Knonka HeiicTBue
,|, BBIOOP HarpaB/ieHUs] COPTUPOBKY BEIOPaHHOW KOJIOHKH
()] MPOCMOTP TIOAPOOHBIX CBe/leHUi 06 00beKTe
{? n3MeHeHne UHpopMaiu 06 o6bekTe
]ﬁ[ ynaneHue o6bekTa

4.3.1 TeKkcToBbI MOUCK

st IoucKa CyIIHOCTeM YKa)kKUTe 3HaueHue WM 4acTh 3HaueHus B Tosie TeKcToBbId MOUCK. [1o mepe
BBO/Ia TEKCTa B TI0JIe TIOUCKA, B Tabsuile OyayT (hOpMUPOBATLCS TIOAXO/SAIINE JaHHEIE.

[l moKcKa CyL{HOCTel 0 TOYHOMY COOTBETCTBHIO BBeJJeHHOMY 3arpocy, yctaHoBute ¢iar CTporuu
MOMCK.

4.3.2 HacTtpoiika cCOpTUPOBKU N chunbTpauum 3annucenn Taénnubl

[y moricka HeoOXOAMMOro CYITHOCTHM TI0 3HAa4yeHUsIM ToJiel ¥ (hOPMHPOBAHUSI CIHMCKA MOXeT OBITh
WCI0/1b30BaH GUbTp. [/1s1 HACTPOWMKU (PUIBTPA BHITIOJHUTE CJeyIOLIe 1eHCTBUS:

v

1. Haxmure Ha KHOIIKY Otkpoercsi O/IOK i HAaCTPOMKW COPTUPOBKU W (DUIBTpPAL[UM

(cm. «Puc. 5»).

duneTpel  HazeaHue: X -+

CopTupoBKa T CoszpaHo X -~

. -
C Y ‘ CospaTb YoanwTe BCe JKcnopTUpoeaTe Bce  MIMNoOpTUpOBaThL

Puc. 5 — YHuBepcaabHas Tabimna. B1oku /11 HACTPOHKH (PUIBTPOB U COPTHPOBKH

2. B 06noke @®uabTPbI HOKMUTE KHOTIKY «+» ijisi  fobaB/ieHUst CTosOIa, IO KOTOpomy Oyger
BBITIOJTHATHCS (PUIBTPALHS.

MO>KHO BBIIIO/HUTD Cl)I/IJ'IpraI_II/IIO I10 3HAUeHNsa HeCKOJIbKHUX CTO]'I6L[OB.

[ Kaxkaoro crosdiia nmpefycMOTpeHa HaCTPOWKa [IOTIO/IHUTE/TbHBIX TTapaMeTpPoB (PMITbTPal[UH.
st BbI30Ba HAaCTPOMKK HEOOXOAMMO A00aBUThH cTosbel] B 60K GUABTPBI U HaXKaTb 0 HEMY
JIKM. OTKpoeTcsi OKHO JOTIOTHUTE/IbHBIX HAaCTpoeK (cM. «Puc. 6»).



Tunbl THUUAEHTOB

CTporuia nouck

PunbTpbl  HassaHue: X Tun yAssmumocTu: HapylueHne NoanTukKM X + @ |C Cépocurb

CopTupoBka -+ l S l

" MNpUMeHUTb
HapyLueHne nonuTuku

[l Y ‘ Cc OTpuuaHue l 3aKpblTb l l CoxpaHuTb l ‘MpgBatb  CUHXPOHW3WPOBATL
D Hazeanme
49 OTKNHOYEeHWe XypHanupoeaHWa cepenca "UFW"

Puc. 6 — YHuBepcaibHas Tabmna. OKHO [/Is1 JON0/THUTE/IbHBIX HACTPOEK apaMeTpoB (uibTpanuu

3. B 06y0ke COpTHPOBKA HXXMUTE KHOMNKY «+» [/ BblOOpa CTO/01Ia, 10 3HAYEeHHSIM KOTOPOIO
OyzeT 3a/jaHO HaripaBjieHHe COPTUPOBKU (!, 1). MOXHO BBITIOJIHUTb COPTUPOBKY I10 3HAYEHUSIM
HECKOJILKHX CTOJIOLIOB.

4. Haxwmwure kHONKy Ilpumenurs. Ilpu mnpocmorpe Tabmuibl K Hell OyZeT aBTOMaTU4YeCKH
MIPUMEHSITbCSI HACTPOeHHbIN (UBTP.

5. Ecm HeobXoaMMO OUMCTUTh TTapaMeTphl (PUIbTPa, TO HAXKMUTe KHOMIKY COPOCHTB.

[Tpy HEOOXOAMMOCTH MOXKHO COXPaHWTh TapaMeTpbl GuibTpau W coptupoBku B "[IlabmoH".
[Toapo6Hee cM. pa3zen «I111ab/IOHBI CYIITHOCTEM».

4.3.3 HacTpoiku oToGpaXeHuA nosneun

[nsi v3MeHeHUs COCTaBa OTOOpa)kaeMbIX TiOed (KOJIOHOK TaOJUIbI) WCIO/b3YyHTe KHOIKY @
[lpy Ha)XaTUM Ha KHOIIKY OTKPOETCS CIMCOK, B KOTOPOM MOJKHO BbIOpaTh TOMs Asi OTOOpakeHUst
(cm. «Puc. 7»).

HacTpoiiku oTobpa)eHus nonen X

Bce nons OTo6paxkaeMble rnons

HassaHune CosgaHo v x

Mpasuno reHepauynm ~ X

Mons no yMonyaxuo MpyumeHuTL

Puc. 7 — HacTpoiiku oTo0pakeHHsI moJiei



4.4 BokoBas naHesNnb

B obmiem ciyyae G0okoBasi MaHesb TpefHa3HaueHa JJis TMOMCKA, COPTUPOBKU, (GHIbTPALMU W BbIOOpa
00BeKTa, /17151 BhIBOZA MH(OPMaLK 0 HeM B paboueii obs1actu (cM. «Puc. 8»).

Cn1coK 061beKTOB (DVIJ'IpraLI,VIﬂ M COPTUPOBKa MaccoBble eACTBUA Haj o6beKTaMHu
E g;':gg" 172.30.254138/ v | TWnb| UHUUAEHTOB ® BasasHaHvii | @ admin
() Pabounid cton — = Y C
Q Cobbitus AuditD - OcTaHOBNEH AEMOH...
D WMHUMAeHTbl ~ P

CeTeBan aHoManus
MHUWaeHTE! W3meneHo: 2024-08-03 14:00:13

MS-WIN - bonbLoe...
FINS0

TWMbl MHUWAEHTOB

Mpynnbl MHUWAEHTOB —
Py LA HapylueHue nonuTuKu

Wsmenero: 2024-08-03 14:00:13
MpouclecTBMA Ha OTNpPa...

MS-WIN - CuctemHoe Bpems...

[ONOAHUTENbHbIE NONSs 0 N © Bb|6epHTe cyu_'. HOCTb

cH AKTUBBI “ HapyweHve nonuTukm
W3meHeHo: 2024-09-03 14:00:13

& CoorsetcTene MO v WEB - O6HapyxeHa Logdj...
FIN52
# KoppensaTtop v —
YA3BMMOCTb W3meHeHo: 2024-09-03 14:00:13
3 MICTOUHIKN v Cisco: BXop, nof, HEM3BECTHb...
FINS53
#l NapameTpbl v

CeTeean aHOManua

smenero: 2024-08-03 14:00:13
& AOMUHUCTPUpOBaHWE v

Puc. 8 — bokoBas nane/ib. CnucoK 005eKToB

Ha 60K0BO¥1 MaHe v AOCTYTHBI C/IeIyIOIIMe 3/IeMEeHThI YTIPaB/IeHUS:

KHonka HeiicTBUe
TI0Ka3aTh/CKPBITh MaHeJb Pa3/iesioB
?’ HACTPOWKa COPTUPOBKU U (GHUIBTPOB [i7Is TIOMCKa

BK/TIOUEHME BO3MOXXHOCTH BBIOOpPA OOBEKTOB /ISl BBITIOJHEHHWsST HAJ, HUMH MacCCOBBIX
orepanuii U JOCTY K CIeIYIOIUM AeHCTBUSM HaJl 00beKTaMu:
- UMITOPT 0OBEKTOB;
- 9KCTIOPT BbIOpaHHBIX OOBEKTOB;
- 9KCIOPT BCeX 0OBEKTOB
- yjajieHye BbIOpaHHbBIX 0OBEKTOB;
- yJasneHue Bcex 00beKTOB.

Haxxatue JIKM 1o 00beKTy | BbIOOp 00beKTa U BbIBOJ, uH(pOpMaluu 06 00bekTe B pabouyio 06/1acTh

@ HacTpoiika oTob6pakeHust GOKOBOI MaHe M



4.4.1 MonckKk o6 bLEKTOB B CNUCKe

151 oricka 0ObeKTa HaAXXKMUTE KHOTIKY ?., yKa)XUTe 3HaUeHHe WM 4acTb 3HaueHHs B ToJie TeKcToBbId
MOUCK U HOKMUTe KHOTIKY IIpuMeHuTh. By 1yT BbIZIaHbl IOAXOASILIME JaHHBIE.

4.4.2 CopTupoBKa n hunbtpauns o0 bEeKTOB B CMUCKe

1. HaxmMuTe KHOIKY v OtkpoeTcs 6/10K /151 HACTPOMKU COPTUPOBKYU U (PUIbTpaLiUM CYILLHOCTeH
B ciucke (cM. «Puc. 9»).

= v =z c K

DUnbTpbI

PeTpocnekTuBHOe X
@ AxtusHoe X  HasBaHue: X

+
CopTupoEBKa

T HaseaHme X
l  AxkTuHOe X

+

Puc. 9 — bokoBas naHesnb. CopTHpOBKa U (pUIbTpaIus

2. Ecmm g cymjHOCTY [OCTYIHA (DUIbTPaLys 110 KOHKPETHBIM IMOJIAM (/151 HEKOTOPBIX CYLIHOCTEN
¢bubTpaLys HeOCTYTHA), TO B 6yi0ke PUIBTPaLUsl YKaXUTe He00X0JUMbIe 3HauUeHUsI TI0/eH.

MO0>XHO BBINOJIHUTD (l)I/I]'IBTpaL[I/II-O T10 3HAUEeHHSIM HEeCKOJILKUX IT0JIeH.

Hnst KaXkaoro 1osist TipelyCMOTpeHa HaCTPOMKa AOTOTHUTEIbHBIX MapaMeTpoB (GuiabTpatuu. s
BbI30Ba HAaCTPOWKH HeoOX0quMo [00aBUTH T07e B 00K (GWIBTPBI U HakaTh 1o Hemy JIKM.
OTKpOeTCs1 OKHO JIOTIO/THUTE/IbHBIX HACTPOeK (cM. «Puc. 10»).

PaBHO

PunbTpbI OBHapy>KeHNe N3MeHeHHIt Npasun

HasBaHue: OBHapyxeHue u ( 1 [ )
OTpuuanve 3aKpbITh CoxpaHuTb
 Cépocutb

COpTUpOBKa T HassaHure X + ' Cépocutb

CbpocnTb MpumMeHuTL g

Linux: O6Hapy>XXeHne U3MEHEHWIA Npa...

25 1D: 1070

Cratyc: HoBbli
WsmeHewo: 2025-08-27 21:18:00

Puc. 10 — BokoBas naHesib. OKHO [/l AONO/THUTE/ILHBIX HACTPOEK NMapaMeTpoB (hUIbTPAILUN



3. B 6/10ke CopTHpOBKA BBITIOJTHHUTE C/IeIYIOIINE AeHCTBUS:
e JlobaBbTe MOJs, O KOTOPLIM JOJDKHA BBITIOHSATECS COPTUPOBKA
e Bribepure HarpaBieHHe COPTUPOBKH:
— | - OT mocjeJHero K riepBomMy,
— 1 - OT IEPBOrO K IOC/IeJHEMY.
4. Haxwmure KHOTIKY IIpMeHUTH.
Ecmu  HeoOXOAMMO OUYMCTUTH TapaMeTpbl COPTUPOBKM UM (UIbTpPALMH, TO HaKMHUTe
KHOTIKY COpOCHTb.
4.4.3 MaccoBble geiicTBUA

KonuuecTBo MaccoBbIX oOrepauyid, AOCTYMHBIX HaJ CYLIHOCTSIMM B pasfesiax I1aThOpMbl, MOXeT
OT/INYaThCSI.

B o61jem cityuae Haji CyIIHOCTSIMU AOCTYIIHBI C/IeIyOLIFie MacCOBbIe eHCTBUS:
o HmnopTupoBaTh - UMIIOPT CyIIHOCTeH B 1iaTopmy;
e DKCIOPTHPOBATH - SKCIIOPT BBIOPAHHBIX CYLITHOCTEH;

e OJKCHOPTHUPOBATh BCe - KCIIOPT BCeX OT(UIbTPOBAHHBIX CYIIHOCTe. ByAyT 3KCIIOPTHPOBaHbI
BCe 00BEKTHI, TIOTIABIIIMeE T10/] [TapaMeTPbl COPTUPOBKY U (PUITBTPALIVH;

e YpaanuThb - yJaneHue BbIOPAHHBIX CYIITHOCTEH;

e Ypaanuth Bce - yzaneHue BceX OT(UIBTPOBAHHBIX CYIIHOCTeH. ByayT ynaneHbl Bce OOBEKTHI,
NonaBlIlYe M0/, TapaMeTpbl COPTUPOBKU Y (DU/IbTPALIUK.

B peXXumMe MyJIbTUAPEHAHOCTH TMOABJIAOTCA AOITO/IHUTE/IbHBIE MdCCOBEBIE ,ELEI‘/JICTBI/IHZ

e CHHXpPOHH3MPOBATh BbIOPAHHBIE - CUHXPOHHU3AIUs BbIOPAHHBIX W3MEHEHUIH Ha TMOJUMHEHHBIX
MHCTaHCAaX;

e CHHXPOHHU3MPOBATh BCE - CHHXPOHU3ALMs BCEX U3MEHEeHUI Ha MOJUMHEeHHBIX WHCTaHCaX.
IMoapobHee 0 Mpolecce CUHXPOHKU3ALIMKU CM. paszen « CHHXPOHHU3ALHS [10/Th30BaTe/TbCKOI0 KOHTEHTa».

,H]'IH BBITTO/THEHMSI MAaCCOBOTI'O AeﬁCTBHH BBITIOJTHUTE C/IeAYIOMMe [Miaru:

1. HaxmuTe Ha KHOMKY °~ ¥ W3 BBINAZAOLIET0 CMHMCKAa BbIOepuTe MyHKT MaccoBble AeHCTBHS.
[MosiBATCS dhyaru Ayist BbIOOpa Tab/IMYHBIX CITUCKOB (CM. «Puc. 11»).



= v c
Yoanute
Ynanute Bce

CUHXpOHW3MPOBaTL BblibpaHHbIE
CWHXPOHW3WMPOBAaTL BCE
BbibpaHo: 1 OTMeHUTL BbIBOp

e Linux: MNpocnywka cetesoro Tpadpuka

Mameneno: 2025-08-12 10:26:08
Cpat6otok: 0; Qumnbok: 0

e Windows-Eventlog: Co3gaHue ceccum C...

Mameneno: 2025-08-13 10:17:29
Cpabotok: 0; Owmnbok: 0

Puc. 11 — MaccoBsble ieficTBHSA HaJ Ta0IMUHBIMM CIIHCKaMH

2. BpiGepute 00beKThI, yCTAHOBUB COOTBETCTBYIOIIME (hary.
3. HaxxmuTe Ha COOTBETCTBYIOLYIO KHOIIKY JJeCTBUS.

4, 3aBep]_HI/ITe AEI‘;ICTBHQ B OTKPBIBILIEMCS OKHE.

4.5 Mankn KOHTeHTa

Onst  ymporieHus: paboTbl M CTPYKTYPHMPOBAHHUSI  I10/Ib30BATE/IbCKOTO KOHTEHTa B  IUIaTGopme
VICTIO0/b3YeTCsl MeXaHH3M Marnok.

YnpaBnieHre nanikaMu KOHTEHTa BbINO/HsIeTcs B pa3zesie Ilapamerpbl — I[lanku KOHTeHTA.

TIpoCcMOTp COJEPKUMOrO MAaroK BHLITIOHSAETCS uepe3 OOKOBYKO MaHedb COOTBETCTBYIOLIEro paszena
(cm. «Puc. 12»).

HaseaHne Kon-Bo 06bekToB Kon-BO 06LEKTOB B
nanku B narnke nognankax

kB |
‘EA‘EKE“ 172.30.254.60 v | TpaBuna Koppensuuu

& = = Mpaeuna koppensayuu
Q 3 Beznanku 558
0 my 1

®unbTpel  Manka: Rules +2 X -+
© v = Rules 1 +35

v > Linux_rules 14

=g 6
B3 Linux_rules ana TectoB 0 pocuTh
Wind | ® )
2] = indows_rules 21 v | Cospatb Yaanute Bce | SKCNOPTMPOBaTL — JKCMOPTUPOBATE

& HaseaHue T Aku.. PeTp... OwwnbKa

CopTupoeka T Haseanue X +

Puc. 12 — Bokoeas nauens. Ilanku KoHmeuma



[1pu mpocMoOTpe CoAep>KUMOro NarnoK AOCTYIHbBI C/IeAYIOLIe 3/IEMEHThI yIIpaB/ieHus:

Knonka HeiicTBUE

iz /E BBIOPATh 3/IeMEHTBI/OTMEHHUTE BEIOOD 37IEMEHTOB

l

HACTPOWKAa COPTUPOBKHU U (UIIBTPOB [i71s1 TIOMCKa

'Eg BKJ/IFOUeHHe/BLIK/TIOUeHHe pe>XrMa KaCKa/iIHOTro BbI60pa. PexxyiM 1103BOJIsIET T10 K/IUKY Ha

Marky aBTOMaTHUYE€CKU BbIGpaTb NarkKyu Ha BCHO FIIyﬁI/IHy B/IO)KeHUsI. PexxuM 110
YMOJ/IYaHHIO BK/IFOUEeH

OtobpakeHre COZep>KUMOTO aroK paboTaeT 1o C/IeAyIOIeMy TPUHLUITY:

TIpY KJIMKe Ha MarKy, B YHUBepCalbHOW TabJuIle 0TOOPa3uTCs COAepPKUMOe BEIOpaHHOM TarKu;

€CJTH TIafKa SIB/ISIeTCS POJUTETbCKOM, TO MPH K/IMKe Ha TarKy pacKpbIBAeTCsl JepeBO I0UYEePHUX
T1aroK;

eC/IM yCTaHOBJIeHbI (h/Iary [jisi HECKOJIbKUX TaroK, B YHUBEpPCaTbHOM Tabyuile 0ToOpassaTcs Bce
00BEKTBI, COZIePIKalI[ecs B BBIOPAHHBIX TAITKax;

eC/IM BKJ/IFOUEH KaCKaﬂHbIﬁ PEeXXHM, TO IPU K/IKWKE€ Ha POAUTE/IbCKYIO IIdIIKy dBTOMATUUYECKH
YCTaHaBJ/IMBAKOTCSA (bnam Ha JOYepHHUe IMallKu.

,Z[J'IH CO30dHUA 110J/Ib30BATE/IbCKOI'O KOHTEHTA B INdIIKe BbITIOJIHUTE C/ieyroljre AEﬁCTBHHZ

1.
2.
3.

[TepeiiguTe B HY)KHBINA pa3zel.
HaunwurTe ripoliecc co3jaHusl.

B nosie ITanka 13 BbINa/jaloIIero CIHMCKA BbIOEPUTE HY>KHYIO TariKy.

711 mepeHoCa MoOJTb30BaTebCKOT0 KOHTEHTA B MarlKy BHITIOJHUTE CIeAyIOIIe [1eHCTBUS:

wonpoE

4.

[TeperiguTe B HYy>KHBIW pa3zen.
BribepuTte Hy)XHbIe 0OBEKTHI, yCTAHOBUB COOTBETCTBYIOLME (hrary.
Haxmure kHOMKy IlepemecTUTh B NalkKy.

B OTKPBIBIIEMCS OKHE BbI6epI/ITe MankKy U HAXKMUTE KHOIIKY HEPEMECTI/ITB.

B Bepcuu 4.1.0 gaHHBIN MeXaHW3M JO0CTYTIeH AJis C/eAyI0llero KOHTeHTa:

4.6

[IpaBuna KoppesALuu.

PopmMbl padboTbl C CYLHOCTAMUN

OcHoBHasi paboTa TMO/B30BaTesNsi C CYIHOCTSMH OCYIIeCTB/sieTcsi Ha crpaHule dopma padoThl C
cyHOCTAIMH. ©OPMBI CYIITHOCTEH MOTYT OBITH C/I@AYIOIUX TUIIOB:

Cosnanue;
IIpocmoTp;

Pe,E[aKTI/IPOBaHI/Ie.



dopma paboThI C CYITHOCTIMU MMEET PA3/InUHbIA B/ B 3aBUCMMOCTU OT CYIITHOCTH M BBIIOJTHSIEMOTO

netictBus (cM. «Puc. 13»).

Bbi6paHHbIi 06bekT BuAa BbibpaHHOro o6bekTa Ha6op nonei obbekTa MaHenb AeicTBUIA Hap 06bEKTOM

‘E,(‘EE.‘-" 172.30.254138 LLlaBnoHbl anepToB ( ET | @ admin
@ ol ABTOMaTHYECKOE CO3faHne MHLMAEHTa f vaarure | OySnuposate
Q
o ABTOMaTHUYECKOE CO3faHMe... YpCBEHb PHCKa
(= Mpoeepka BpemMexKn onepayun
B Jorvpoeare yKkasaHHOe YUCno CoBBITHA

2
IP axTHea FQDN axTuea Hostname axtuea MAC axTvea

i
(=] Wabnow

Onucanne

Puc. 13 — Pa6ouas o61acTs. @opMa CyHIHOCTH

B 06U.[€M C/IydadeT CTpaHUlld COCTOUT U3 CJIEAYIOLLMUX 3JIEMEHTOB:
o Ilonsa (l)OpMLI — COEP’KUT I10JId OJId YKAa3dHUA CBEAEHI/II‘;I Y BbITIOJITHEHWA HACTPOEK CYIIHOCTH;,

o Ilanenn ]I[EﬁCTBI/II‘/’I— COLAEPXUT KHOIIKH JJId pa6OTBI C CYHIHOCTAMMU. KHOHKI/I, KOTOphbIE HeE
MMOMEILdI0TCA Had ITdHe/IN AEﬁCTBHﬁ, GYAYT TMoMelleHbl B BbIllaJdroliee MeEHHO, AOCTYITHOE II0

KHOIIKe |:I

ITanens ,I[eflCTBHﬁ MOXXeT CcoJep>KaTh C/ieAyrliye 3/7ieMeHThI YIIPpAB/IEHUA:

Knonka Tun dopmsbl cymuoCcTH JeiicTBue

PepgakTupoBath / & [IpocMmoTp Vi3meHeHre nHGOpMAIMU O CYLHOCTH

Co3paHue  HOBOTO  CYIIHOCTH HA  OCHOBe

Jy6aupoBaTh IIpocmoTp CYIIIeCTBYIOILIETO

Q Bbiaua ripaB Ha paboTy C CYIHOCTBbIO BRIOpAaHHOMY
HasHauuTh Mo/jiL30BaTero / [TpocmoTp

T10JIb30BATe 0
HasHauuTe rpynne MpocMor Bbigiaua npaB Ha paboTy € CYIIHOCTBIO BLIOpAaHHOM
[0/Ib30BaTe/IeH / P P TpyIIe NO/b30BaTesiei
Hanumcatb coobieHve OTBETCTBEHHOMY
HamucaTb 0TBeTCTBEHHOMY ITpocmoTp nojib3oBaremto. Vcropusi cooOlIeHWi JOCTyrNHa B
nipocdusie nob30BaTe st
Jlo0aBuUTH B rpynmy ITpocmoTp JobaBneHue CyHOCTH B BEIOPAHHYO PYTITY
[Ty6nvKkauust W3MeHeHWH Ha BCeX MOAUYMHEeHHBIX
Ony6/1IMK0BaTh IMpocmoTtp
WMHCTaHCaX
CoxpaHuTh Co3ganue / PejaktripoBaHue CoxpaHeHue CBeJIeHUl O CYLIHOCTH
Copocuth Co3panue / PegaktrpoBaHue COpoc BBeJJeHHbIX CBeJIeHHH O CyLHOCTH

Co3paTb Co3pganue Co3paHue CyLHOCTH



Knonka Tun ¢opmMblI CyIIHOCTH HeiicTBue

&
4.7

Bce BosBpar Ha npeZibIAyLyI0 CTPaHULLY

LLIaG10OHbI CyWHOCTEN

st ynipollleHusi TIOMCKa, CO3/laHusi/pelakKTUPOBaHUsI CYIIIHOCTeM B ruiaTopMe UCTIOIb3yeTcsl MeXaHU3M

11a0/I0HOB.

B ninatdopme 111a0/10HBI AESATCS Ha /[Ba THTIA:

4.7.1

PeakTHpoBaHue — 11a6/10H OyeT onpeensaTh CTPYKTYPY [JaHHbIX, BHEIITHUN BU/ U TIOBeJjeHHe
(hopM co3maHusl/pejaKTUPOBaHKsI CYLI{HOCTEeM;

®unbTp — 1wabnoH OyjeT ompeensTs napameTpbl (UIbBTPAlMd U COPTUPOBKU BBIOPAHHBIX
CYIIHOCTel B YHHUBepCabHOU Tab/uile.

Cos3pgaHue wabnoHa

Tun "PesakTupoBanue":

1.

2
3
4,
5

OTKpoiiTe HEOOXOIUMYIO CYIITHOCTh Ha CO3/jaHKe WM PeJaKTUPOBaHUe.

HacTpoiiTe nonst popmai.

HaxxmuTe kHONKy COXpaHUTh Kak I1a0/10H (pacriosiaraeTcsi BHU3Y (GOPMBI).
YKa)kuTe Ha3BaHUe 111a0/I0Ha B OTKPHIBIIIEMCSI OKHE U HOXKMUTE KHOTIKY COXpaHMTh.

[ITa6soH 6yaet coxpaHeH B ruatdopme. ViHdopmariuro o 111aboHe MO>XKHO TIOCMOTpETh B paszere
ITapametrpsbl — II1a6/10HBI.

Tun "PuneTp":

1.
2.

3.

[MepetiauTe B paszen st paboThl C HY)KHOW CYIITHOCTBIO, HanlpuMep VIHIUAeHThI.

BrbImoHKTe HACTPOMKY COPTUPOBKY U (DM/IbTPALIMK 3aruceit Tabmuipl (cM. «Puc. 14»).

MHunpeHTobl

CTporuii nouck

w Bce 3akpbiThie Bce oTkpbIThIE Mo nponclecTBUAM

®unbTpbl  HasBaHWe: Windows X YpoBeHb pucka: 5 X + [@ C Cépocuts

CopTuposka T CpoyuHocTb X + R C Copocuts

Puc. 14 — IIpumMep HaCTPOEHHBIX MapaMeTpPoB (GUILTPALMH U COPTHPOBKH

ITpumeuanue: Obpamume HUMaHue, Mo 8 npumepe (puabmpayuu U COpmupOBKU 8KA0UeHbl 08d
wabnoHa purbmpayuu: Server u Bce 3akpbimble.

HaxmuTte KHOIKY =] OtkpoeTtcst okHO CoxpaHeHHe madaoHa (cM. «Puc. 15»).



CoxpaHeHue wabnoHa X

HaseaHne

Windows+Servers

HacTpoitku

YHUTbIBATE BbIGPaHHLIE LIaBAOH

NTOroeblil Wa6noH

DUNLTPbI
HassaHue: Windows  YpoBeHb pucka: 5  pynna akTWBOB: Servers
Craryc: 3aKkpbIT +2

CopTUpOBKa

T CpouHoctb

CoxpaHaTb GUNLTPb COXpaHATL COPTUPOBKY

Puc. 15 — OxkHo "CoxpaHeHue mafsiona"

4. BBbINOMHUTE B OKHE C/IeAYIOLIMe AeiCTBUS:

o Brosie Ha3BaHue yKa)kuTe Ha3BaHKe 111a0/I0Ha;

e B 6s0ke HacTpoiiku BeibepHTe rapaMeTphl COXpaHeHus I11ab/IoHa:

YuurbiBaTh BHIOpPaHHbIE IA0/I0HBI — OILMS BK/IIOUAeT/BLIK/IIOYaeT COXpaHeHHe
TlapamMeTpoB 11a0/IOHOB, KOTOPbIe ObUIM TIPUMEHEHBI TPU HACTPOMKe (DUIbTpaLn
Y COPTUPOBKU. B ripumepe 3710 mab10Hb1 Server v Bee 3akpbIThIE;

CoxpaHuTh (MIBTPBI — ONLUS BK/IIOUAET/BBIK/IHOYAaeT COXpaHeHHe TapaMeTpOB
¢unbTpanyy, KOTOpble OB TIPUMEHeHbI TPU HACTpoWKe GWIbTpalud |
COPTHPOBKY;

CoxpaHUTh COPTHPOBKY —  OILMS  BK/IHOUAeT/BLIK/IIOYAeT  COXpaHeHUe
rapaMeTpOB COPTUPOBKH, KOTOPbIe ObLIM TIPUMEHEHbI IPH HaCTPOUKe (UIbTpal[iu
Y COPTUPOBKU.

e B Onoke WroroBpid ma6/I0H TMpOBepbTe TMPABUIBHOCTh 3a/laHHBIX T1aPAMETPOB

¢GUIbTpaLK U COPTUPOBKH B I11a0JIOHE Tiepesi COXpaHEHHEM.

5. Haxmwute kHOnKy CoXpaHHUThb.

6. IllabnoH OyzeT coxpaHeH B matdopme. MHbopmMariyio o mabioHe MOXKHO ITOCMOTPeTh B paszese
ITapametpsbl — I11a0/10HBI.

4.7.2 Ncnonb3oBaHue Wad/oHa

Tun "PegakTupoBanue':

1. Otkpoiite popMy HEOOXOAUMOM CYIIHOCTH Ha CO3/jaHKe WM PeJaKTHPOBaHue.

2. B mnone Vicnonb30BaTh CyIieCTBYOIMH MIA0/I0H 13 BHITIAJAMOIIEr0 CMMCKA BbIOepHUTe 3apaHee
CO3/laHHBIH 11a0JI0H.

3. Tlons ¢hopmbl OyayT aBTOMaTHYeCKH 3ari0/THEHbI JAaHHBIMU U3 11abI0Ha.

Tun "POuneTp":

1. TlepeiiguTe B pa3zen AJisi paboThl C HY>KHOM CyII[HOCThIO, HaripuMep MHIM/IeHTBI.

2. Haxmure KHOIKY q, Ortkpoetcst okHO "Hactpoiika oToOpakenust mabioHOB" (cM. «Puc. 16»).



HacTpoiiku oTo6pakeHus wabroHoB X

i1 Bce 3aKpbIThle :: Bce OTKDbITbIE :: Mo NpoucLIecTBHAM :i Servers
LLia6noHbi LLia6noH
LLlabnoH He BeIBpaH

2454

Servers

Bce 3akpbiThle

Bce OTKpbITbIE

Mo NpoucLIecTBUAM

Puc. 16 — IIpumenenue mab10Ha GpUIbTPaALN U COPTHPOBKHU

3. BrbiOepute 111a0/IOHBI, KOTOpbIE JIO/DKHBI OTOOpaXkaTbCsl HaJ YHUBEPCAIbHOW TaO/uUIeH,
yCTaHOBUB COOTBETCTBYHOIIIME (Iaru.

4. Haxwmwure kHomnKy IIpumenuts. Haj yHuMBepcasmbHOM Tabsureid OyAyT AOCTYITHBI BbIOpaHHBIE
111a6/10HBI /17151 GUIBTPALMK M COPTUPOBKHU.

5. [lnist BKIFOUeHUsI/BBIK/TIOUeHHs 111a0/I0Ha HeoOX0[UMOo HaxkaThb 110 Hemy JIKM.

6. BpiOpanHbIi 1a0/10H Oy1eT aBTOMaTH4eCKH TIpuMeHeH (cM. «Puc. 17»).
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Puc. 17 — IIpumeHenue mab10Ha (pUIbTPaLy U COPTHPOBKHU

4.8 Busyanusauumn

Busyanu3sanuu — 3To rpadyku, BUKeTbl, METPUKH U T.[. (M. «Puc. 18»).
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Puc. 18 — PaGouas o6s1acTh. Busyanusanuu

Busyanu3zauuy WMelT pa3/iMuHble 3/1IeMeHThl yIpaB/ieHWs, KOTOpble TOAPOOHO paclvcaHbl B
COOTBETCTBYIOLMX paszesax.

4.9 CNHXpOHU3aLUA NoJsIb30BaTe/IbCKOro KOHTEHTa

[Tonb30BaTeNIbCKUM KOHTEHTOM SIBMISFOTCSL C/IefyIOIIYe CYLHOCTH, CO3/aBaeMble I10/1b30BaTe/siMA B
nnardopme:

o [IpaBusa KoppessLuy,;

e  OUILTPHI TIOTOKA COOBITHIA;
e TabsMuHbBIe CITUCKY;

o Makpocer;

o TwWnbl UHLU/IEHTOB;

e NcTOYHMKY;

o [IpaBusa pa36opa;

o [IpaBuna oboraiieHus;

e TIpodwunu cbopa.

Eciu Inardopma Papap paboTtaer B pexume MyJ/IbTHAPeHAHOCTH, TO TIO/b30BaTeIbCKUN KOHTEHT TpU
He0O6X0/IMMOCTH MOXXHO CHHXPOHH3HUPOBaTh MeX/1y MOUYMHEeHHbIMH UHCTaHCaMHU.

CI/IHXPOHI/IBBL[I/II-O MO>XHO BBITIO/THUTE B [IBYX p€XXHUMaX:

e Jo00aB/ieHHWEe — B 3TOM DPEXUMeE T0/Ib30BaTe/IbCKUN KOHTEHT OyZieT m00aBjieH Ha MOAUYMHEHHBIN
WHCTAHC, a BeCh KOHTEHT, KOTOPBIM ObI/T HA MHCTaHCe, OCTaHeTCs 6e3 u3MeHeHuH;

e TIEpe3arvch — B 3TOM PeKUMe TI0/Ih30BaTeIbCKUM KOHTEHT Oy/IeT repe3anycaH Ha MOJUYMHEHHOM
VHCTaHCe.



Buaumanue! [lepe3anucb KOHmMeHMa Mo cem 8b138amb NOMepo OAHHbIX HA NOOYUHEHHbIX UHCMAHCAXx.
[17151 BBITIOJIHEHUS] CUHXPOHHM3AaLliY BBIMIOJIHUTE CrlelyIoIe JeCTBUS:

1. HauuHWTe TmpoOIleCC CHHXPOHU3Al[MM KOHTEHTa 4Yepe3 YHHUBePCaJbHYIO Tab/uily Wiv 60KOBYIO
raHesib. OTKpoeTcst okHO "CUHXpOHU3aLUsl KOHTeHTa" (cM. «Puc. 19»).

CHHXPOHH33LI.MH KOHTEeHTa Pad

BbibepuTe UHCTaHCHI BuibpaTk BCE

dunnan 2

®unuan 3

[epeszanucaTtb

MNepe3anuct KOHTEHTa MOXET BbI3BaTb NOTEPHD AaHHbIX Ha NOAYUHEHHbIX

MHCTaHCaX
3aKpbITh CUHXPOHW3UPOBaTL

Puc. 19 — OkHo "CuHXpoHM3aLMsA KOHTeHTa"

2. B OTKPBIBIIEMCS OKHE BbIGepI/ITe HMHCTaHCbI, Ha KOTOPbIE HEO6XO,E[I/IMO BHeCTHU U3MEeHEeHHA.

3. Tlpy HeoOXOJUMOCTH BKJIIOUWTE PEXWM I1epe3ariCH [JaHHbIX Ha IOJYMHEHHOM WHCTaHCe,
yCTaHOBUB Iepekstouaresis Ilepe3anucars B nosioxkeHve "BxiroyeH".

4. Haxmure KHONKY CHHXPOHU3HUPOBATD.



5. Pab6ouune cTonbl
5.1 OG6wue gaHHble

Pabourie CTO/IBI — 3TO WHTEPAKTUBHbIE WH(OPMAI[MOHHBIE MaHEIU, KOTOPble OTOOpa)karoT [JaHHBIE O
COCTOSTHUM MH(MOPMAIMOHHOM 6€30MacHOCTH.

OtobpakeHre HHPOPMALX BBITOTHSETCS C TIOMOILLBIO C/IEAYIOLIUX THIIOB BUKETOB:
e BpeMeHHOMU psiji;
e KpyroBas AvarpamMma;
e Tab/MIIA;
e  TEKCT;
e THUCTOTPAMMa;
e  MeTpUKa;
e H300pakeHue.

Ho,qpo6Hee 0 Ka’KJAOM THIIE BUPKETA Bbl MOXKETE€ O3HAKOMUTLCA B pa3fesie «KOHCTDYKTOP BM/I)KETOB.

Pabota c pabourMy CTOIaMU BK/TFOUAIOT B Ce0st Crie/IyroIIIye MpoLieCChl:

1. Co3sganue pabouero croa.

PenakTupoBaHue Da6oqer0 CTOJ1d.

Ynpas/ieHue BUKeTaMU.

Co3paHue oTyeTa.

2
3
4. KonupoBaHue pabouero cTosa.
5)
6

Y najeHue Da6oqero CTOJ1d.

Onst pabotbl ¢  pabouumu  CTONMaMU  TiepelijuTe B HOBbI  WHTepdeilc,  OTKpOWTe
pa3zzien AgMuHUCTpUpoOBaHue — Pabdoume cTosibl 1 BeiOepuTe pabounii CTO/ U3 CIMCKA.

Buemwnmii Buj pabodero crona ¢opMupyercss B 3aBUCMMOCTH OT BBICTaBJIEHHOW I10/Ib30BaTe/ieM
KOH(UTrypaLyy BUZKeTOB.

[Mpumep unTepdetica pa3zena npezcrasieH Ha «Puc. 20».
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Puc. 20 — Uurepdeiic pasaena "Padoune croinr"

Pa3zies1 coCTOUT U3 CeAyoIMx 6/10KOB:

e Cmmcok pabdoumx CT0J/IOB, B KOTOPOM OTOOpakaeTcss WH(OpMAIUsi O [JOCTYITHBIX paboumnx
cToJMax:

- Ha3BaHMe pabouero cTo/a;
- KOJINYeCTBO BU/PKETOB, I00aB/IeHHbIX Ha pabouuii CTOJI.
o Pabouas 06s1acTh, B KOTOPOI 0TOOpaXkaeTcss MHPOPMaI[Usi O BLIOpaHHOM paboueM CToJIe:
- Ha3BaHHWe pabouero CToa;
- wuaeHTH(HKaTOp paboyero CTosa;

- wuHpoOpMalUs O BUPKETax, A00aBIeHHbIX Ha pabOuWii CTO/: 3aro/ioBOK, OIMUCAHWE U
cojiep>kuMoe BUmKeTa (cM. «Puc. 21»);

~ PpeXuM aBTOOOHOB/IEHHS paboyero CTosa;
- Tepuo/ BpeMeHH, 3a KOTopbIi hopmupyeTcs nHdpopManys /1 paboyero crosa.

[Tpumep oTobpakeHus: MH(GOPMALK O BUKeTe TpyBeieH Ha «Puc. 21».



3aronoBok OnucaHwue

= o 4
Taiimcepua O ——— &

1050 11:00 110 120 11:30 1140
CopepxuMmoe BuaxeTa
Puc. 21 — Ilpumep BUKeTa
Ha CTpaHMIle JOCTYIIHBI C/IeAYIOIIKe 3/IeMeHThI yIIpaB/IeHUA pa6quM CTOJIOM:

Knonka HelicTBue
Cospats pabouuin cTon CO3aHKe HOBOTO pabouero cToma
KOIMPOBaHHe CChIJIKY Ha pabouuii cTom
00HOBJ/IeHNE 0TOOpakaeMoi HH(pOpMaLH
BbIOOp BPEMEHHOTO /iharna3oHa /ijisi GOpMHUPOBaHHUS JAHHBIX

-+ [obaBuTs BUOXET CO3/laHMe BH/PKeTa B KOHCTPYKTOpe

JOCTYI K CJIeIYIOIIUM [IeMCTBUSM Hafl pabourM CTOIOM:
-  peJakTUpOBaHUe;
- CO3/laHue KOIuY;
- CO3/laHMe OTUeTa;
- yjareHue.

D quJ%I

[Ipy HaBefieHUM MBI Ha BU/PKET, CTAHOBSITCS JOCTYMNHbI C/AeyHOIe 3/1eMeHThbl YIpaB/ieHHs
BU/I)KETOM:

Knonka JelicTBHe
& riepexo/, B COOTBETCTBYIOLIMI paszien n1aT¢opMbl K TaOIUYHOMY Mpe/CTaB/IeHHIO
JAHHBIX
%
L repeMelrieHye BUyKeTa 110 paboueMy CTOJLy

JOCTYI K CJIe/IyIOIIUM [IeMCTBUSM Hajl BUKETOM:
-  PpelaKTHpOBaHUE;
- yZajeHwue;
- KOITMPOBaHWe HaCTPOEK.

5.2 CospgaHune padbouero crona

[epefizuTe B pa3gen  AJAMHHHUCTpHpoOBaHue — Pabouwe CTOIBI U HAOKMHUTE  KHOIIKY

Coapgatk paboyumid cTon
. Otkpoetcsi okHO "Co3gaHue paboyero crona" (cM. «Puc. 22»).



Co3paHve paboydero ctona X

HassaHne

CerogHAawHwe cobelTuA

Mepwoa

Ceroga 5

Puc. 22 — OkHo "Co3janue pabouero cro.ia’

BrimonHuTe cinefyouye 1eiCcTBUs:
1. B none "Ha3BaHue" yka)kuTe Ha3BaHHe paboyero CTosa.

2. B mosie "Tleproa" 13 BbINaAAIOIIero CrKcKa BbIOEpUTE Mepro/, o0 KOTOPOMY OYIyT BBIBOAUTHCS
JaHHBIE Ha paboumii CTO.

3. Haxwmure kHorky Co3parh.
ITocsie co3panus pabouero cTosna peKoMeHAyeTCsl BBIIONHUTE CeAyIOL1e JelCTBUS:

e HACTpOWUTH TIpaBa [OCTyIa TIOJb30BaTesield K pabodyeMy crosy (rozpoOHee CM. paszjen
«PegakTripoBaHue pabouero cTosa»);

e HACTPOWTH BBIBOJ JAHHBIX, 100aBUB HEOOXO[UMOEe KOJTMYEeCTBO BUKeTOB (TIoApoOHee cM. paszen
«YTipaB/ieHHe BUPKETaMU»).

5.3 PepakTtnpoBaHue padéouero crona

Bribepute HyXHbIM pabounii cTon. Hakmurte KHOTKY |I| Y W3 BBINA/JAIOIIET0 CITHUCKAa BbIOEpUTe
NyHKT PefjakTupoBars.

OTKpoeTcsi cTpaHuIja peJlakTHPOBaHus pabouero cTosa (cM. «Puc. 23»).



CerogHsawHWe cobbiTna & Hasap

id: 21c17a2d-21e1-4da6-b74f-f0abbabaadhs

HaseaHue

CeroaHAwHne cobbiTA

MNepunog

CerogHg 5

MNons3oeatenu

Ipynnel nonb3aoBatenei

Puc. 23 — Ctpanuiia pefakTHpOBaHus pabouero crosia

ITpu HeOOXOAUMOCTH U3MEHHUTE JJaHHbIE 0 paboueM CTOJIe M HOKMUTE KHOTIKY COXpaHHMTh.
Hacrtpouts mpaBa focTyrma nosb3oBaresieii K paboueMy MOXKHO C/IeJyIOILIMMU CITocobaMu:

e B mosie "TTosb30BaTesnn" M3 BBIMAJAMOIETO CIKMCKA BblOepuTe TO/b30BaTesiell, KOTOpbIM Oyzer
JIOCTyTIeH pabouuii CTOT;

e B nosie "I'pynmbl MoJib30BaTesiell" U3 BBIMA/JAIOIIET0 CIMCKA BbIOEPUTE TPYIIIBI M0J/Ib30BaTes e,

KOTODPBIM Oy/1eT oCTyTieH pabounii CTO.

54 YnpaBneHve Bumxetamu

ITpu oTKpbITUM pabouero CTosa, JaHHbIe BLIBOASTCS B COOTBETCTBUHM C 3aJjaHHBIMM NapaMeTpamu. Bce
JlaHHble BU3ya/JM3UPYIOTCS Ha paboueM cTojie C TIOMOIIbIO BU/KeTOB. HacTpoiika BH/IKETOB

BBITIO/THSIETCS B CIIEL[aIbHOM KOHCTPYKTOpe (CcM. paszen « KOHCTPYKTOp BUDKETOBY).
[Tpu pabote c Bu)KeTaMH BBITIOJTHSFOTCS C/IeAYIOIIYE TTPOL{eCChI:

YcraHOBKa 11epro/ja ¥ 0OHOB/IEHNE [JaHHBIX BUDKETA.

[obaBnenue BupKeTa Ha pabounii CTOJ.

[Mepexo/ K TabIMUHOMY Mpe/ICTaB/IEHUIO JAHHBIX.

PejlakTUpOBaHUe BUKETA.

KomnupoBaHue BU/pKeTa.

Vi3mMeHeHWe Pacrioio>KeHUsT BUKeTa.

N3meHeHue pa3Mepa BUKeTa.

S A e

Y nanenue BUKeTa.



5.4.1 YcTaHOBKa nepuoga 1 oGHOBJ/IEHNE AAaHHbIX BULKETOB

[Tpy HeoOXOJUMOCTH BBl MOKeTe BPEMEHHO M3MEHHTH 1epuo/, (GOpMHUpPOBaHUS JaHHBIX, BHICTABIE€HHBIH
TI0 YMOJTYaHHIO /i1 pabouero crorna.

7151 3TOr0 BBIMIOJIHUTE CJIeAYIOLUe 1eHCTBUS:

B

2. Bribepure niepuof. [1oCTyMHbIE 3HAUEHUS:

1. HakmuTe KHOMIKY . OTKpoeTcst OKHO BbIOOpPa BpeMEeHHOT0 [[hara3oHa.
e 3a BCe BpeMs;

e TeKyllue: MUHYTa, Uac, /leHb, MeCsiLl, TOJ;

e TMOC/eJHYe: MUHYTHI, Yachbl, Mecslia, To/a;

e TIepHOo/i MOXKHO yKa3aThb BPYUYHYIO B COOTBETCTBYIOIIUX mossX. [logaepxuBaetcst oopmar
nat u3 «Grafana. EquHUIEI M3MepeHUsi U BDeMeHHOU Juarna3oH».

3. Haxwmure kHOMKy IIpyMeHHUTb.

—~
,Z[J'IH 00OHOBJIeHHUS OTO6pa}KaeMLIX JAaHHBIX HA’)KMUTE KHOIIKY - .

Ina toro, utoObl MHGMOpPMALUsA [0 HOBBIM JIaHHBIM aBTOMATHYeCKH OOHOBJsIACh, HEOOXOAMMO W3
BBIMAJIAIOIIETO CIMCKA BbIOpAaTh PEXUM aBTOOOHOB/EHMs. [IOCTYIIHBI Clefyolie pPeXHMbl: 0e3
aBTo0oOHOB/IeHUs, 1 cek, 30 cek, 1 MuUH, 5 MUH.

5.4.2 [o6GaBneHue BUAXeTa Ha paéouunii CTon

[y mobaByieHNsT BUpKeTa Ha pabouMii CTOJT BLITIO/THUATE CJIeIyOIe 1eHCTBUS:

o o -+ [obaeBuTb BUOXET
1. BoibepuTe HyXHBI paboumii CTOM U HAXKMUTE KHOIIKY .

2. BpImonHWTE HACTPOWKY BUKETa B KOHCTpPyKTOpe (TogpoOHee cM. pasgen «KoOHCTPYKTOD
BUIDKETOB»).

3. [TobaBbTe HEOOXOUMOE KOJTMYECTBO BU/PKETOB Ha pabounii CTOJI.

5.4.3 Mepexop K TaGNMYHOMY NpeAcTaBNEeHUI0 AaHHbIX
[TnaTdopma 1o3BossieT mepeiTr K TabJIMIHOMY TIpe/ICTaB/IEHHIO JaHHbIX BBIOPAHHOTO BH/KETa.

[Tepexop, BBINOJIHAETCA HAa COOTBETCTBYIOLYIO CTPAHHUILYy B 3aBMCUMOCTH OT HaCTpoek 1o/ [laTacer B
KOHCTpYKTOpe (TogpobHee cM. pa3zen « KOHCTDYKTOp BU/DKETOB»). Harpumep, eciid HMCIOMb3yeTcs
nmatacet "VHUMgeHTRI", TO TIepexos Oyzaer B pa3gen MHIUEHTHI C yyke cPOoPMUPOBAHHOM Tab/HIIeH 110

rnapaMmeTpam (UIbTpa U3 BUKETa.
[ns mepexosa K Tab/JMUHOMY TIpe/iCTaB/IeHUIO [JIAHHBIX BbIOEpUTE HY)XHBIM BUKET U HaKMUTe

2
KHOTIKY ©

5.4.4 PepaktupoBaHue Buaxerta
,Z[J'IH Pe4aKTUPOBdAHHMA BU/XKETA BBITIOJIHHUTE C/IeAYIOIIe ,E[eﬁCTBI/IHI

1. TlepeiiguTe Ha pabounii CTOM U BbIOEpUTE BU/KET.



2. HaxmuTe KHOMKY © uus BBITNIAJJAIOIIETO0 CIHCKa BbIOepuTe MyHKT PejakTHPOBATh.
3. BeimosHUTE HACTPOMKY BHPKeTa B KOHCTPYKTOpe (rogpobOHee cM. pa3zmen «KoHCTPyKTOD
BUIDKETOB»).
5.4.5 KonupoBaHne HacTpoek BUgxerta
[l711 KonMpoBaHUA HACTPOEK BU/KeTa BBIIIOJIHUTe CIeAyIOLie JelCTBUS:

1. TlepeiiguTe Ha pabouwnii CTOM U BBIOEPUTE BU/KET.

2. Haxwmure KHOIIKY ° W U3 BbIIIaJarollero Crrcka BLI6€pI/ITe IMYHKT KOHI/IPOBHTL HaCTPOﬁKH.

3. 3areMm Bbl MOJKeTe repejaTb HACTPOMKMU JPYrOMY MOJIb30BaTe0, WM CO3/laTh HOBBIA BUKET Ha
OCHOBe CKOITMPOBAHHOTIO.

Yrobbl TMPUMEHHTh CKONMPOBaHHBbIE HACTPOMKKM HEoOXOJWMO HayaTb TIPOLeCC CO3/aHUsl WIIH

pelakTUpOBaHUsl BUpKeTa. [l NpUMeHeHWs] CKOMMUPOBAaHHBIX HACTPOEK HaKMUTe KHOIKY E B
KOHCTPYKTOpe BUPKeTOB (1ogpobHee cM. paszen « KOHCTPYKTOD BUDKETOB»).

5.4.6 N3meHeHune pacnosioXXeHusi BugXxeta
151 3MeHeHMs pacrio/ioyKeHUs1 BUZPKeTa BBIITOHUTE C/leyoIye JeUCTBUS:
1. TlepeiiguTe Ha pabouwnii CTOM U BbIOEPUTE BU/KET.

2. Haxwmwurte U yZiep)kKuBaiTe KHOIIKY *
3. TlepemeraiiTe MBILLIKY B HY’KHOM HarlpaB/IeHUU.

4. OrtmnycTuTe KHOIIKY I10C/Ie ITepeMeleHusl.

5.4.7 N3meHeHUe pa3mepa Bugxerta
[ n3meHeHNs pa3Mepa BUKeTa BbIIIOJIHUTE C/IeyIOLue 1elCTBUS:
1. TlepeiguTe Ha pabouwnii CTOM U BbIOEPUTE BU/KET.

2. HaxmuTe u yep>KuBaKWTe NpaBbli HWXKHUM YroJ BUpKeTa (cMm. «Puc. 24»).

KonnyecTBO HOBBIX

4\

Puc. 24 — Knonka u3sMeHeHusi pa3Mepa BH/DKeTa
3. TlepemelraiiTe MBILLIKY B HY’KHOM HarlpaB/IeHUU.

4. OrmnycTuTe MpaBblii HYKHUNA YOI 1OC/Ie iepeMeleHusl.

5.4.8 YpaneHue Bugxerta

,Z[J'IH yAa/leHnsd BUKETa C pa60qero CTOJIa BBITIOJIHUTE C/Ieayroijue AeﬁCTBHHI



1. TlepeiiguTe Ha pabouwnii CTOM U BBIOEPUTE BU/KET.

2. HaxmuTe KHOTIKY ° U W3 BBINAJAIOIIEro CITMCKa BbIOEpUTe TYHKT Y Ja/IUTh.

3. TloaTBepauTe yzAaneHue B OTKPHIBILIEMCS OKHe. BupkeT OyzeT yzaneH c pabouero crosna.

5.5 KonupoBaHue pabouyero ctona
IInardopma Pajap no3posisieT co3jaBaTh paboure CTOMBI Ha OCHOBe CYI[ECTBYIOIIUX. [ 3TOro

BbIOepuTe HY)XHBIM pabouunii cron. HakMuTe KHOIKY |I| Y W3 BBINAJAIOLIEr0 CIMCKAa BbIOEpUTe
nyHKT Co3paTh Konuw. ByeT co3zad pabounii CTO/ C aHAJIOTUUHBIMY TlapaMeTPaMHU.

5.6 Co3paHue oTyeTa

IInardopma Papgap nossonsier ¢hopMHUpOBaTh OTYEThI, KOTOpbIe MPEeAOCTaB/SIOT Har/sgHble AaHHBIE,
YTOOBI TOMOYb BaM OLI€EHUTH 3((HEKTUBHOCTh U TTPOU3BOJUTETLHOCT M1aT()OPMBI.

OTueT MOXHO CCl)OpMI/IpOBaTb B TOM 4UMCJ/ie 1 Ha OCHOB€ OdHHBIX, BbIBE€AEHHBIX Had pa60q1/1171 CTOJI.

151 3TOTO BHIOEPUTE HY)KHBIN pab0OUMii CTOM U BBITIOJHUTE C/IeAYIOIINe AeCTBUS:

1. Haxmure KHOIKY |:| W W3 BbIMAjalollero crnucka Bbibepure myHKT Co34aTh OTYeT.
Otkpoetcsi okHO "Co3zaHue oTueTta"” (cM. «Puc. 25»).

CozpaTtb OTUéT X

HaseaHWe oT4éTa

OTueT no ocHoBHOMY pabouemy cTony

Mepwoa

MocnegHue 2 Mecaua B

OTmeHa CoxpaHuTb

Puc. 25 - Oxno "Co31aTh oTUeT"

2. Yxaxure cieAyrollye JaHHbIe:
e B1i0Jie "Ha3BaHue oTuera" yKa)Kute Ha3BaHUe OTUeTa;
e B mose "TlepuoA" U3 BLIMIAAIOIETO CIIMCKa BbIOEpUTe TIepuo, JOPMUPOBAHUS OTUeTa.

3. Haxwmure kHONKy CoxpaHuThb. OTKpPOeTCsl CTpaHuMLa C 0TYeTOM (CM. «Puc. 26»).



g;‘f{;ﬂi“ 172.30.254.82 ~ @ Ba3sa sHaHwii @ admin

& E @ o @ 5 v HacTpoiikm BuaxeTsl

Q @ > OcHoBHoe

@ KonuuyecTEO HOBBIX MHUKAE CpeaHwid EPS BWpKeT ¢ pacnpefensHuem oTKE > BepxHuWii KonoHTHTYN
< G > HWXHWUA KONOHTHTYN
@ > Ctunm

i

KonuuecTBO HOBBIX NPOULLE

4 CuYeTUMKM aKTHBOB Kpyrosoii BugxeT co ctaTycaMmm
BujKeT ¢ pacnpegenexuer 2
Kl

CUETUNKM rpynn

1 100%

) working_customer

Puc. 26 — CTpaHu1ja c 0T4eTOM

'Z[aJILHeI;‘IHJHe AeﬁCTBHH HaJl OTUETOM BBITIOJ/IHAKOTCA B pa3jesie «OTueThbl».

5.7 YpaneHue padéouero crosna

Beibepute HyKHBIN paboumii CTOJ, HOKMUTE KHOIIKY E ¥ U3 BBINAJAIOIIero ChHcKa BblbepuTe
NYHKT Y Aanuth. [TogTBepauTe yjaneHre B OTKPBIBLIEMCS OKHe.

5.8  Grafana. EQuHuLbI N3MepeHusi U BpeMEHHOII Anana3oH

Grafana nozaziep)xuBaet cyieZlyrolye eMHULbl U3MepeHHs] BpeMEeHHOT0 Jjara3oHa:
e 5 (CeKyHApl);
e m (MUHYTHI);
e h (uach);
o d(gun);
e W (Hezenu);
e M (mecsip);
ey (rozpl).



OmnepaTop MHWHYC I03BOJISIET CZie/aTh IIar Ha3aji, BO BPEMEHU OTHOCHUTETbHO BBIODAHHOTO 3HAUEHWS
TEeKYII|ed JaThl U BpeMeHH, WM 3HaueHus now. Eciii HeobXoarMo 0ToOpa3suTh MOHBIN MepUo/] eIUHHULIbI
u3MepeHust (IeHb, HeJieTo, Mecs] U T.J.), He00X0AUMO 00aBUTh «/<eJUHHWI]A ©3MepeHHs] BDEMEHI>» B

KOHILIe.
B Tabnuiie iprBeieHbI IPUMePbl BpeMeHHbIX A1ara30HoB:

IIpuMep OTHOCHTE/ILHOTO JMana30Ha
[Tocnepnvie 5 MUHYT

[Tporteaimii 1eHb

Ha sToii Hepenmu

IToka uTo Ha 3TOM HeJenu

B sToMm mecsitie

IToka uto B 3TOM MecsiLe
TIpeapiayImii Mecsi]

IToka uTo B 3TOM roay

Ot

now-5m

now/d

now/w

now/w

now/M

now/M

now-1M/M

now’y

Ho

now

now

now/w

now

now/M

now

now-1M/M

now



6. KOHCTpyKTOp BUAXETOB

H]’laTq)OpMa Panap MOo3BOJIAeT BU3Yya/IM3UDOBATbL [dHHBIE C TIOMOINbIO BHUI)KETOB. BI/I,EDKETBI
MMPUMEHSAIOTCA IIPpU pa60Te C JaHHBIMHU B pa3aesiax Pa6oune cTosibl 1 OTUeTHhI.

HEPEﬁTH B KOHCTPYKTOD BHUPKETOB MOXXHO HECKOJIbKUMHA criocobaMu:

e Cmocod 1. V3 pa3gena Paboume cTo/IBI HauaTh Tpoljecc A00aBfeHUss WM peaKTUPOBAHUS
BU/KETa;

e Cmoco0 2. 13 pa3znena OTueTbl HaUaTh MIPOIIECC PeAAKTUPOBAHUS BUDKETA.
BHeltHuMI BUJ, KOHCTPYKTOpPa BUKEeTOB NpuBeieH Ha «Puc. 27».

Coxparure (2] = Pexum oTnagki Mocnegsine 2 mecsya B s B lvctorpamma

Bupxet c OTKPbITbIX Mo KPUTUYHOCTH - OCHOBHbIE HACTpORKH o

MokasblBaTb 3aroNoBoK
3aronosox

BUAXET C pacnpeAencHem oTKpsITbIX MHLMACHTOS 1o KE

Onucarue

v Ierenpa S

Ceepxy CHuzy CKpbITO |

v 3anpocA & : -
v HacTpoiku BU3yanusauum

)

VICTOUHMK AaHHBIX Raracet (@ Crans

Ocrosros UnupnpenTs! W s | 4 Konona

Mepuon
Crexk @

He suibpan nepuos @
Ha6op noneit © LigeTogas cxema

TonbKO yHUKaNbHbIE 3Ha4YeHNA Roma
Mone @ Anvac @D

incident_id cnt

status F

=]

> HacTtpoiika oceit

o

risk_level f g
Puc. 27 — Crpanuna "KoHcTpyKTOp BH/KeTOB"
KOHCTPYKTOp COCTOUT U3 CIeyIOLIUX O/I0KOB:
e TIlaHe/b JeNCTBUM;
e  peXxuM Busyanusauuu/Pexum o1iaku;
e KOHCTPYKTOp 3arpOCOB;
e HACTPOMKA BU3ya/M3allMM BUPKeTa, KOTOPas BK/IFOUaeT:
e BbIOOp THITA BU/KETA;
e OCHOBHbIe HAaCTPOWKHU;
e HACTPOWKY BHEIIIHEero BHja BUKeTa.
ITanens geyicTBUM

bok pacriosiaraeTcsi BBepxXy CTPaHHULIbI KOHCTPYKTOpa BUKETOB (CM. «Puc. 28»).

CoxpaHuTb @ E| Pexum oTnagku NocnegHue 2 mecaua a

Puc. 28 — KoHcrpykTop BupKeToB. Biok "IlaHesnb aericTBuit"

‘)



Ha nanenu pelicTBUM JOCTYTHBI C/IeAYIOLME 3/1eMeHThI yIIpaB/IeHUs:

Knonka JeiicTBue

OTMeHa U3MeHeHHH M BO3BPaT Ha MPeAbIAYIIYIO CTPaHULY
Coxpanute coxpaHeHHe MH(OPMALMY O BUPKEeTe

E BCTaBUTh CKOIMPOBAHHbIE HACTPOWKH BUKETa

@ CKONMPOBaTh HACTPOMKHU

[E] riepexo/| K yrpaBJIeHHIO NTPelyCTaHOBKaMH HaCTPOEK BU/KeTa

BK/IIOUEHME/BBIK/IHOUEHHe peXXrMa OTJIaJKH!. HpI/I BK/IOYEHHOM peXume 6y,£[yT

Pexxum otnagxu
TOKa3aHkbl JaHHble, BO3BpalllaeMble U3 UCTOYHHKA

5 BBIOOD mepriofia GOPMUPOBaHUsI JAHHBIX BHKeTa
L' | ~
e obHoBIeHHe 0ToOpaXkaeMol UHpOpMaIUu

Pexxum Busyanusanuu/Pexxum oT/1a KU

brok pacrnonaraeTcsi 1o LieHTPYy KOHCTpyKTopa. llepeksitoueHue MeXAy peXMMaMH BbITIOJIHSIETCS C
MOMOIIbI0 Tiepek/touaTesis Pexxum oTnagku. B pexume Bu3yanusalid MOXKHO TIOCMOTpPeTb TO, Kak
BU/KeT Oy/1eT BHITVIAZETh Ha paboueM CToJie W CTpaHuLe oTueta (cM. «Puc. 29»).

CoxpaHuTe E @ [E] Pexwum oTnagkm Mocnepghue 30 gHen B

)

BpemeHHoW pag

50

40

10

T T T T T T T T T T T T
&0 18N8 1&-1n 18:1R 18:70 1898 1g20 1898 18-40 1645 186N 16ER

Puc. 29 — Koncrpykrop BukeroB. biok "Pexum Busyanusanuu"”

B pexxuMe 0T/1aJK¥l MO>KHO TIOCMOTPETb KOPPEKTHOCTb PabOThI HAalMCAHHBIX 3aripocoB (cM. «Puc. 30»).



CoxpaHWTb E| E| Pexum oTnagkmn (:) Mocnegdue 30 gHeR

3anpoc A 3anpoc B

date test
2024-04-03T15:55:14+03:00 32
2024-04-03T15:56:14+03:00 32
2024-04-03T15:57:14+03:00 33
2024-04-03T15:58:14+03:00 33
2024-04-03T15:59:14+03:00 46
2024-04-03T16:00:14+03:00 33
2024-04-03T16:01:14+03:00 33
2024-04-03T16:02:14+03:00 33
2024-04-03T16:03:14+03:00 32

Puc. 30 — KoncrpykTop B KeToB. biiok "Pexxum oTnagku"

KoncrpykTop 3anpocos

biok pacrioniaraetcsi oz pe>xMMOM BU3yanu3aluu/oTaagku (cMm. «Puc. 31»).

> 3anpoc A &
:* « 3anpocB &
MCTOYHME OaHHBIX Dartacer (i)
MeTpHMKK CUCTEMEI O6wme MeTpUKK
Mepwopg

Mocneguwi yac =< (@)

Ha6op nonein @

Mone (@ Anwac (1)
go_goroutines test
[ata

NobaenTe

Ycnoeua ¢ouneTpauun O

+ [dobaswTe

+ [HobaewTe 3anpoc

Puc. 31 — KoncrpykTop BHKeToB. biiok "KoHcTpyKTOop 3anpocoB™

B KOHCTpyKTOpe 3ampoCoB IOCTYIHBI C/Ie/IyIOIIYe 3/IeMeHThI yTIpaB/ieHusl 3arpocamMu:

(]

Ch

®]



Kxonka HeiicTBue

+ [HobaewTk 3anpoc nobasnenye 3ampoca

HW3MeHeHHe pacCIioIOKeHHA 3arpoca

ﬁ HW3MeHeHHe HAaMMEeHOBaHUA 3aIIpocCa

JOCTYTI K CJIEAYIOIIUM [efCTBHSAM HaJ| 3a1ipoCoM:
- CKOMHUPOBaTh HACTPOUKY;
- BCTaBUTh HACTPOUKY;
- JybnupoBaTh;
- y[anuTh.

+ HobasuTe nobaB/ieHe TTapamMmeTpa
yAaeHye napameTpa U3 3arnpoca

,C[O6EIBJ'I(:‘HI/IQ arperanuyro B 3aripoc

CUHWI MHJUKATOp 0003HAYaeT UTo K 3ampocy jAoGaBjieHa arperaijys. [Ipy MOBTOPHOM
K/TKe MOJKHO €€ U3MEHHUTh

HacTtpoiika BHelIHero Buja BU/pKeTa

byiok pacrionaraercs B mpaBOM 4YaCTM CTpPaHUL[bl KOHCTPYKTOpa U ()OpMUpYeTCs B 3aBUCUMOCTH OT
BbIOpaHHOTO BU/PKeTa (CM. «Puc. 32»).

k= BpemeHHoit pag @ Kpyrosas guarpamma B Tuctorpamma

> OCHOBHBIE HACTPONKN > OCHOBHbIE HACTPOWNKKN > OCHOBHBIE HACTPONKN

> NereHpa > NereHpa > INerenpga

> HacTpoiku Busyanusauumn > HacTpoikn Busyanusayumn > HacTpoiku Busyanusauun
> HacTpoiika oceil > HacTtpoiika oceil > HacTpoiika oceil

B2 Tabnvua Aa TekcT B KMzobpamenne

> OCHOBHBIE HACTPONKN > OCHOBHbIE HACTPONKMN > OCHOBHBIE HACTPONKN

> HacTpoiikn KonoHoK > Texer > HacTpoiikn Busyanusauymn

~? MeTpwka

> OcHOBHbIe HACTPORKH
> HacTpoiikn MeTpHKn

> HacTpoiiku TpeHpa

Puc. 32 — Koncrpykrop BupKeroB. biok "Hacrpoiika BHelllHero BH/ja BU/xkera"



6.1 OCO06GEeHHOCTU PadO0Tbl B KOHCTPYKTOpE

Kakaplii BUpKeT 00/1aZiaeT CBOWM YHUKA/IbHBIM CIIOCOOOM BH3ya/M3allud JIaHHBIX M HUMeEeT Psij
TepCcoHa/IbHbIX HAaCTPOeK.

[To Tumy 3arpocoB BU/PKETHI JEJSTCS Ha BUPKETHI C CepHWel 3arpocoB M Ha BHWKeThI 0e3 cepuu
3anpocoB (MPOCTHhIe):

e [Ins crepyroImyX TUIIOB BUXKETOB MOKHO 3a/1aTh CEPHIO 3allPOCOB:

BpeMeHHOH DPsf;
— TUCTOrpamma;
— KpyroBas Juarpamma;
— MeTpHKa;
- Ttabnuia.
o Iy crieAyroIUX TUIIOB BU)KETOB HeJlb3sl 3a/laTh CEpHI0 3allpOCOB:
- TeKCT;
- wu3obpaxeHue.
CraHJapTHBIN TPOLIeCC HACTPOWKU BU/)KEeTa MOKET BBITJISIAETh CeAYIOIIUM 00pa3om:
1. BsibepuTe THT BUKeTa U3 BBITIA/IAIOIIEr0 CIIMCKA.
Ykaxxute "OCHOBHbIE HACTPOMKHU BUKeTa".
Ecmm pist BUpKeTa AO0CTyIHa HAaCTPOMKA CEPUM 3alipOCOB, TO BK/IOUMTe Pe)xum oT/1agKu.
Hacrpoiite 3anpoc uam cepuro 3arpocoB.

O6HoBUTe 0TOOpaykaeMyt0 MH(GOPMALIMIO U TPOBePhTe PabOTY 3arpocoB B Pexxnme oT/1agKu.

2.

3

4

5

6. YgmocroBepbTech UTO BCe HACTPOEHHBIE 3aMPOCkl paboTal0T KOPPEKTHO.

7. J1yisl HACTPOMKY MapaMeTpOB BU3yaM3aliuy OTK/IFOUUTe Pe)XKum oT/1afKu.

8. YkaxuTe HaCTpOWKY BU3yanu3aljiy CepUr 3aripoCoB.

9. ¥YpocTtoBepbTech UTO BH3yasu3alusi JaHHBIX B BU/)KeTe paboTaeT KOPPEKTHO.

10. CoxpaHuTe U3MeHeHUs Ha)KaB COOTBETCTBYIOLLYIO KHOIIKY.

6.2 KOHCTpYKTOp 3anpocoB

YTipaB/ieHre 3arpocaMu BK/IFOYAeT B Ce0si Cie[yIOIIHe TIPOLIeCChI:
1. [OobGaBnenue 3ampoca.
2. ybnvpoBaHue 3arpoca.
3. KormnurpoBaHue rapameTpoB 3arpoca.
4

Y panenue 3aripoca.



6.2.1 Aob6GaBneHue 3anpoca

IlpumeuaHue: repes; HayajaoM Tipouiecca [go0aBjieHHWs 3arpoca pPeKOMEeH/AyeTCsl BK/IHOUWTb Pexxum

—
oriaaku. [locsie u3MeHeHHs 3ampoca peKOMeHAyeTcsi OOHOB/STh /JaHHbIe C TTOMOILBI0 KHOTKH " IS
TIPOBEPKH KOPPEKTHOCTH 3aripoca.

+ NoGaewTs 3anpoc
171 Hauasta mporiecca Jo6aBIeHs 3aTTpoCca HAXKMHUTE KHOITKY .

[Tpu Heo6XOAUMOCTH BBl MOYKETe U3MEHHTh HalMEeHOBaHHe 3arpoca Ha)KaB KHOTIKY
[obaBneHue 3arpoca MO>XKHO yC/IOBHO pa3Zie/IuTh Ha HECKOJIBKO I11aTrOB:
e Ilar 1. Beibop UCTOYHMKA JaHHBIX U JaTaceTa.
e [lIar 2. Hacrtpoiika nepuo/ia (hopMHUpoBaHusI 3arpoca.
o [lIar 3. lobaBnenue Habopa moseid, THPOPMALs 110 KOTOPLIM OyZieT 00pabaThIBaThCsl 3aTIPOCOM.
o Illar 4. Hactpotika ycioBuii (pUIbTpaLdy BIOpaHHBIX TIOJIEH.

e IIar 5. Hactpotika rpyriyipoBKA U COPTUPOBKHU BEIOPAHHBIX TTOJIEH.
6.2.1.1 LUar 1. BbiGOp UCTOYHMKA AaHHbIX 1 gaTtaceTa

Ha pganHOM miare HeoOXOAWMO BbIOpaTh WMCTOYHMK [AHHBIX, WHGOPMAIMs W3 KOTOPOro Oynert
oOpabaTbIBaTbCs 3aITPOCOM, ¥ COOTBETCTBYHOIIMI HaOOP [JaHHBIX - faTaceT (cM. «Puc. 33»).

i ~ 3anpoc A &

MCTOYHMK AaHHBIX Datacet (i)
MeTpHKK CUCTEMEI Kaguka
Mepuog

Mocneghuid yac = (@
Puc. 33 — KoHcTpyKTOp 3anpocoB. Bbi00p HCTOUYHHMKA AaHHBIX, AaTaceTa M MepHoja

CoOTBeTCTBHE UCTOUHUKOB JIJAaHHBIX U /IaTACETOB MPUBE/IEHO B TabJHIe:

HCcTOoUHHNK AaHHBIX Jaracer

OcHoBHOe WH1maeHTb

- Bce;

- HopwmammsoBaHHbIe;
- OG6pabotaHHbIe;

- Oumbku.

- Menegxep Knacrepa;
- Kadka;

- Konnekrop J10ros;

- Koppensrop;

- OO1ue MeTpUKY;

- Xpanuniie cobbITHI;
- Konnekrop MeTpuK;
- Rsyslog.

CobObITHA

METpI/IKI/I CHUCTEeMBbI



HWcTouHMK JaHHBIX Jaracet

[HataceT ¢opMupyeTcsi Ha OCHOBe JIaHHBIX, CO37IaHHBLIX II0/Ib30BaTesieM IIpU paboTe ¢

TabuuHble CIIUCKU
Tab/IMUYHBIMU CIIUCKAMU

6.2.1.2 Llar 2. Bbi6op nepuoga thopmupoBaHua 3anpoca

IIpumeuanue: nepuo/, yKasaHHbIA [ 3alpoca, BCerja UMeeT MPUOPUTET HaJ, NepUOZOM, YKa3aHHBIM
AJ1s1 pabouero cTosia WM OTYeTa.

st usmeHeHUs rieprojia popmMupoBaHus 3arpoca (cM. «Puc. 33») BbITIOJIHUATE C/IeAyIOllIMe AeiCTBUS:
1. Haxmwure Ha cooTBeTCTBYMOIIee mosie. OTKpOeTCsi OKHO BbIOOpPAa BpeMeHHOT'0 iraria3oHa.
2. Beibepure miepuo/,. [JoCTyIiHbIe 3HAUEHUS:
e 3a BCe BpeMs;
e TeKylue: MUHYTA, Yac, JeHb, MecsL], Fof;
e TIOC/IeJHHEe: MUHYTBI, Yachkl, MecsLa, rosa;

e TE€pUOJ] MOXXHO yKa3aTh BPYUHYIO B COOTBETCTBYIOIUMX Monsx. [Togmep>kuBaeTcst hoopmaT
nat u3 Grafana.

3. Haxwmure kHOIKy IIpMMeHHUTb.
6.2.1.3 LUar 3. HacTpoiika Ha6opa nonem

Ha manHoM mare BbI 100aB/isieTe B 3arpoC KOHKPETHBIE TM0JI U3 BhIOpAHHOTO zatacera. [Ijisi KaX10ro
T10J151 IPU HEOOXOAMMOCTH MOYKHO 3a/iaTh AJTHAC U Arperaiuio.

Anuac - 3To K/IH04, 110 KOTOPOMY MOXKHO OIpejie/IuTh BbIOpaHHOe Iojle MpY HacTpOMKe BU3yaiu3alliu
Bupketa. Ecyti BaM Heo0X01MMO UT00BI BU3yain3aliysi CTPOMIACh 110 OJMHAKOBBIM IT0JISIM, HO U3 Pa3HbIX
3ampoCoB, TO 3a/laliTe STUM MOJISIM OJJMHAKOBBIN AmHac.

Arperanus - BO3MOXXHOCTb BbIOpaTh (PyHKLIMIO TPYIINMPOBKY Pe3y/IbTaToOB, KOTOPbIe OYAyT BHIBOAUTHCS
NP TIOCTPOEHMH BH3yanusanuyd. Habop mnapameTpoB arperauyu [ KaXJOTO TIOMS  SIBISETCS
yHUKanbHbIM. Hanpumep, ecii Bam He00X01MMO UTOOBI 10 O/IHOM M3 IIKaJ BpEMEeHHOT0 PsiJia, 3HaueHUs
yKasbIBa/IMCh 110 MUHYTaM, TO 3a/ialTe I MO/ C TANIOM "[laTa" COOTBeTCTBYOLIYIO arperanuto. Ilpu
OTCYTCTBUM TPYIIIUPOBKK arperupyroTcsi BCe pe3y/bTaTbl BbIOPAHHOrO TMOJs. ATrperayi0 MOXXHO
BBITIOJTHUTH 110 C/IeAYIOMM (YHKLUSAM:

e count - 1o JiroObIM 3HaUEHUsIM;

e Mmin - N0 MMHUMAa/IbHBIM 3HaUEHUSIM;

e Mmax - 110 MaKCUMaJIbHbIM 3HaUeHUSIM;

e Sum - [0 CyMMe BCeX 3HaueHUM;

e avg - 10 CpeJjHeMy 3HAUeHMUIO;

o interval - mo uHTepBany (MUHYTHI, Yachl U.1.).

[y HacTpoliky Habopa rosielt BHITIOTHUTE CleAyIOIye AeHdCTBUS:



1. Ecau BHI XO0Ture, yTOOBI B 3aripoce 0T06pa>1<a111/1c13 TOJIbKO YHHKdJ/IbHbI€ 3Ha4UeHU HO]IEI‘;I, TO
BK/TFOUHMTE IMepeK/rvaTe/ib Tonbko YHUKAJ/IbHbIE 3HAYE€HHUSA.

t Nobasuts
2. HaxmuTe KHOIIKY A

3. TlosBATca nmapameTpsl JJ1 HACTPOMKHU NOJIs (M. «Puc. 34»).

Ha6op nonein @

Tonbko YHWKaNbHbIE 3HaYEHWUA

Mone Anwac (1)
MpeHTuduKaTop NpoUCLLECTBMA cnt |
CraTyc s ]
- [obaeuTb

Puc. 34 — Koncrpykrop 3anpocos. HaGop mosreit
4. Bribepute He0OX0IUMOE TTOJTe JaTaceTa U3 BhIMAAIOIer0 CIIHMCKa.
5. Ilpu HeOOXOAUMOCTH YKaXKUTe ajirac.

6. Tlpu HeobxoauMoCTU 3ajaiiTe arperauuto. [ljisi 3TOro Ha)KMUTe Ha KHOMKY Jo0aBieHust
arperauuy. OTkpoetcst okHO "Hactpoiiku nons" (cMm. «Puc. 35»).

HacTpoiku nonsa X
Arrperauwsa MNapameTpbl
interval Mo yacam

Tonbko YHWKaNbHbIE 3HaYEHWA

CBpocuTb OTmeHa m

Puc. 35 — OkHo "Hacrpoiiku noas"

7. YKaxuTe B OKHe C/lelyIOll[1e TaHHbIe:

e B rmone "Arperaius" W3 BBINAZAIOIIEr0 CIMHUCKAa BblOepUTe (YHKIMIO TPYNIMUPOBKU
pe3y/ibTaToB 3arpoca;

e B 0Jie "TlapameTphl" 13 BhIMAAIOIIETO CITUCKA BbIOEpUTE MapaMeTphl (PyHKIUY;

e ecM HeoOXOAWMO BBITIONHATH arperaluio TOJbKO [0 YHHUKA/JbHBIM 3HAueHWsM, TO
yCTaHOBUTE COOTBETCTBYIOLIUM (hrar;

e ecM HeoOXoAMMO UTOOBI arperarusi MpUMeHsIach TOJILKO B paMKax 3aZIlaHHOTO TIepro/ia,
TO ycTaHoBuTe ¢iar Vicmoib3oBaTh JJisi mepuo/a (TOJ/IbKO /IS TIoJiel C TUTIOM date).

8. [lobaBbTe HEOOXOIUMOE KOJTUUECTBO TOJIEH.



6.2.1.4 LWar 4. YcnoBus counbtpauum

ITocne poGaBneHusi Toseid B 3arpoc MpU HEOOXOAWMOCTH MOYKHO yKa3aTh TOUHYHO (UIBTPALUIO /st
KaK/IOTO TIOJIs, Yy4yacTBYyIoImero B 3ampoce. [ns mobGaBneHuss ycioBUS (UIBTPAIUM  BBITIOJTHUTE
cenyrolre JerCTBUS:

+ HobaenTe o
1. Haxmure KHOHKy . IlogBarcya HapaMeprI AJIS HaCTpOI/IKI/I YCJ'IOBI/IH Cl)I/I]'ILTpaL[I/II/I
(cm. «Puc. 36»).
Ha6op noneit @
Tonbko YHWKANbHLIE 3HAYEHUA
Mone Anwac (i)
YpoBeHb pucka test £ [m]
[aTa co3aaHua MHUMAEHTA (m}
+ [obasute
Ycnoeua dunsTpaymumn ©
Mone Oneparop 3HaueHne
YpoBeHb pucka HE  paBHO 0 t o
[arta co3ganva WHLWLoEHTa He Gonbwe 2024-04-01 o

t NobaeuTs
Puc. 36 — KoncTpyKkTop 3anpocoB. Y c10Busl GUIbTpaniuu
2 BbIﬁepI/ITe I1oJie U3 BbIMaJdrOIIEro CIIMCKd, IT0 KOTODOMY Bbl XOTHUTE€ HACTPOUTH q)HJIBTpaL[I/II-O.
3. BribepuTe noruueckuii oneparop.
4. YxKaxuTe 3HauUeHUe orepaTopa.
5

ITobaBbTe (HhUMbTPALIMIO TI0 BCEM HEOOXOAUMBIM TTOJISIM.
6.2.1.5 LWWar 5. 'pynnupoBka u CopTupoBKa

IIpumeuaHue: JaHHBIM 111ar HEJJOCTYIIEH /1JIs TI0Jiel U3 UCTOYHMKA JJaHHbIX MeTPUKHU CHCTeMBbl.

['pynmupoBKa MCIO/B3YeTCs AJisi 00beAWHEeHUsI Pe3y/bTaTOB M0 HAaCTPOEHHBIM (YHKIUSM arperalui.
Hanpumep, eciv Bbl XOTUTe MOJYYUTh pe3y/bTaTbl 10 YPOBHIO pUCKa MHIUJEHTa U Jare CO3/aHusd
VHIU/IeHTa U TPU 3TOM BBICTaBUJIM arperaruro s 1oJisi "YpoBeHb pUcka' B count, TO BaM He0OX0uMO
OyzeT BBIMOJIHUTHL TPYNIMUPOBKY 10 oo "JlaTa co3ganus”. B pesysbTaTe BbI MMOJyUrTe TPYITIIMPOBKY
BCeX WHI[V/IEHTOB C OJWHAKOBLIM YPOBHEM PUCKa I10 JaTaM.

t HobaewTe

[ HacTpPOMKM Ha)XKMUTe KHOIIKY U BbIOEpUTe TIONE, TI0O KOTOPOMY BBI XOTHUTE

BBITIO/THUTH IPYIIIIUPOBKY (CM. «Puc. 37»).



Mone Annac (7

E
(|

YpoBeHb pucka

(m]

[aTa coagaHua MHUMOEHTa F
- NobaBWuTe
Ycnoeua ¢puneTpayun ©

+ NobaewTb

Mpynnuposka @

Mane

[aTa co3gaHua NHUMAEHTA [l

+ NobaewTe
CopTupoeka @
+ NobaewTe

Nianaut () Ogppcet (D)

Puc. 37 — KoHCTpyKTOpP BH/KeTOB. ['pynnupoBKa U COpPTUPOBKA

CopTHpOBKa HacTpauBaeT TIOPSIOK OTOOpakeHHsi pe3yJsbTaToB 3arpoca: asc/desc. [Isi COPTHPOBKHU
MO>KHO HAaCTPOUTh CJIe/IyIOIIHe TapaMeTphI:

e JIMMMT - CKOJIbKO 3/IeMEHTOB BO3BpalllaTh B 3aIpocCe;
e Oddcer - CKONMBbKO 3/1EMEHTOB NIPOIMYCTUTb.

st HACTPOWKM COPTUPOBKY BBITIOJIHUATE CeYIOLIYe [1eHCTBUS:

- NobaeuTk .
1. Haxmure KHONKY . [TlosBarca mnapameTpsl [ HACTPOMKU COPTHUPOBKU
(cm. «Puc. 37»).
Bribepute mose 13 BbINaZaroLero CryMcKa, o KOTOPOMY Bbl XOTHUTe HaCTPOUTh COPTHPOBKY.
BribepuTe HarpaBieHHe COPTUPOBKU: asc/desc.

2
3
4. B nose "JIuMuT" yKakuTe 3HaUeHUe JIUMUTA.
5

B nosne "Oddcetr” ykaxxute 3HaueHue odcerta.

6.2.2 KonupoBaHue 3anpoca

Bbl MOXXeTe CKOMUpOBaTh IapaMeTphl 3arpoca W MepefaTb MX JPYromy Mosb3oBaremto. st 3Toro

BbIOEDUTE HY)KHBI 3ampoC, Ha)XMUTe KHOMKY W W3 BBINAJAIOIIET0 CIKMCKa BblOepuTe
nyHKT CKonupoBaTh HacTpoiku. HacTpoiiku OyyT ckorupoBaHsl B Oydep obmeHa.

Onst Toro 4troObl TIPUMEHUTHb CKOIMPOBAHHBIE HACTPOMKW BbIOEpHTE HYKHBIM 3arpoc, HaKMHUTE

KHOTIKY ¥ W3 BBIMAJAMOIIEro CruCKa BbIOEpUTe MyHKT BcraBuTh HacTpoiiku. HacTpoiiku us
Oydepa obmeHa OyyT MPUMeEHEHBI K 3aripocy.



6.2.3 Ayo6nupoBaHue 3anpoca

BbI MOXKeTe cO37aTh HOBBIM 3alpoC Ha OCHOBE CYIIeCTBYIOIIero. [yt 3Toro BeIOepUTe HYKHBIM 3arpoc,

Ha)KMHTe KHOTIKY ¥ M3 BbINIaJAOIero CIIMcKa BeIOepyTe MyHKT Jy6/MpoBaTth. B criicke 3ampocoB
TIOSIBUTCST IyO/IMKAT 3aripoca.

6.2.4 YpaneHue 3anpoca

[nst ynaneHust 3ampoca BbibepuTe HY)KHBIN 3arpoc, HAKMUTE KHOTIKY ¥ U3 BBIMIAJAIOLIEro CIrcKa
BbIOEpHUTe TYHKT Y AA/TUTh.

6.3 HacTpoliika BHelWWHero Buga Bugxera

IIpumeuaHue: HACTPOKKY BHEIIIHEr0 BU/Ia BUKeTa pEKOMEH/1yeTCsl BHITIOIHSATD [10C/Ie HACTPOMKU CepUU
3alpOCOB M B pekuMe BHU3yanu3aluu (TepeBeiuTe TMepekitouaresb PeXXMM OT/JIagKH B COCTOSTHUE
"BBIK/TIOUEH").

HacTpoiiky BHelIHero By/ia BUyKeTa yCJIOBHO MOXKHO pa3/ie/IuTh Ha C/ieyolue NeUCTBUs:
e BbIOOp THIA BUPKETA W3 BBIMA/IAIOIIETO CITHCKA;
e YCTaHOBKA OCHOBHBIX HAaCTPOEK BU/KETa;

e TIepCOHAJ/IbHas HaCTPOﬁKa BbIﬁpaHHOFO THUIIA BU/DKeTd.

6.3.1 OCHOBHbI€ HAaCTPOMNKN BUAKeTa

bnok "OcHOBHbIe HACTPOMKKU" SIB/sieTCs1 OOILMM /1/1s1 BCeX THUTIOB BUKeTOB (CM. «Puc. 38»).

~ OCHOBHbIE HACTPONKN —
MNokasbiBaTh 3aronoBOK
3aronoBok

[vcTorpamma
OnucaHue

PacnpegeneHue ypoBHA Yrposkl Mo BReMeHH

e
Puc. 38 — OcHOBHBIE HACTPOWKH BU/)KETOB
B 6710Ke 10CTYTIHBI Cie/[ytoIe HaCTPOWKH:
e @nar '"lokaspiBaTh 3arojioBOK" - BKJIFOUEeHHE/BBIK/IIOUEHWe OTOOpakKeHUsi HauMeHOBaHUs

BU/KeTa Ha paboueM crose/oTuere;
e 3arosioBoK - HaMeHOBaHHe BU/KETa;
e OnucaHue - f0TONHUTebHAs HHGOPMAaLUS O BUZKeTe.

[Tpumep oToOpakeHHs1 OCHOBHBIX HACTPOEK TprBe/ieH Ha «Puc. 39»



3arosioBokK OnwncaHne
Taimcepua @

/| -
10

10:50 11:00 11:10 11:20 11:30 11:40

Copep)xumoe BUOXeTa

Puc. 39 — OTofpakeHre 0CHOBHBIX HACTPOEK HA BH/PKETe

6.3.2 BpemeHHoI1 pag

Bupker otobpakaer rpadyk € TPyNIMPOBKOM IO KOMWYECTBY 3HaueHWi IapameTpa OT BbIOpaHHOTO
VICTOYHHKA 3a Ollpe/ie/IeHHbl Nleproj, BpeMeHU. [Ipumep BHelllHero BUja rnpuBeieH Ha «Puc. 40».

Taiimcepua @ X

10

4 Date; 2024-04-02 15:29.07
Count; 6

1435 1440 1445 1450 1455 1500 1505 1510 1515 1520 1525  15:3C

Puc. 40 — Bupxer "BpemeHHo psag”

Hacrpoiika BHelLlTHero BU/ja BUKeTa BK/IIOUaeT B ce0sl Cyie/IyoLIHe IIaru:
e [IlTar 1. Hactpotika ocefi iis1 oTOOpakeHus: TpaduKa.
o Illar 2. HacTpoiika BU3yanu3aliu pe3yabTaToB 3ampoca.
o Ilar 3. HacTpoiika siereH/ibl.

IIpumep HacTpoex npuBeseH Ha «Puc. 41».



)

Nocneanue 15 MUHYT i} =~ BpemenHoi pag

> OCHOBHbIE HACTPOIKH

~ Jlerenpa

CHuzy CkpbiTOo

~ HacTpo#iku BU3yanusaumu

__/_\_/\—/ CTMﬂb
Crex @
17:05 17:10 17
Ctune
NuHenHbIR
a0 (®) CupyrnenHsiii
War - cHavana
0 o = War - ckoHua

MokasblsaTe TOYKM
Na Het

~ HacTpoiika oceil

Mone gns ocu X (D

date

Mone gnaocn Y @

cnt

Puc. 41 — Bumxer "Bpemennoii psa”. Hacrpoiiku
6.3.2.1 Llar 1. HacTtpoiika ocei

IIpumMeuaHue: 3HaUueHUs TOJiel, KOTOpbIE [OCTYIHBI [jig BbIOOpa TPU HACTPOWKe J[aHHOTO IIara,
GbopMHpYIOTCSI Ha OCHOBe JAHHBIX, yKa3aHHbIX B 3ampoce (mogpobHee cM. pasgen «JloGaBneHue

3amnpoca).
Hactpotiika ro3BosisieT BbIOpaTh 3HaueHus rosielt Ajisi ocu X U Jijisi ocH Y, TI0 KOTOPbIM OyJieT CTPOUThCS
rpaduK.
[17151 HaCTPOMKU OCell BBIMIOJIHUTE CJIeYIOLe 1eHCTBHUS:
1. U3 BhINazaroiero CriMcka BpIoepuTe 1oJie st ocu X.

2. U3 BbImajaromiero Crvcka BeibepuTe 1mosie fijist ocu Y.

3. TlpoBepbTe oTOOpakeHre oceli Ha BUKETE.
6.3.2.2 LUar 2. HacTtpoiika Busyanusauymm

Hactpotiika no3BossieT BbIOpaTh OJUH U3 ABYX CTHIIel rpaduka:
e JIVHUS;
e  KOJIOHKa.

[Tpu BeIOOpe cTHyis "JIMHUA" JOCTYITHA BO3MOKHOCTb HACTPOUTS [IOTIO/THUTE/IbHBIE TTapaMeTphI:



e BHerHuii BU/| TMHKYN Ha rpaduke:
—  JIMHEeNHBIN;
- CKpYIJIeHHBIN;
- 1Uar C Hauasna;
- 1Iar C KOHLIa.
o BxkioueHne/BbIK/TIOUEHHE 0TOOpa)KeHUsT TOUeK.

[Tpumeps! BU3yanu3auuy rpadurka rnpuBesieHbl Ha «Puc. 42».

NuHelinblii-Neredpga ceepxy @ Konouka-ereHpa cHuzy @
O-A 10

10 8

¢ V\_/'\_N\_/\/\_/\\_/\_/\_/\/V\_/\/\_ °
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Nuneiinbiii-Lar ¢ koHua-MNMoKasbiBaTb TOUKK ()
O A

10

e 1 . T hm,mil,rJL—x g gy TJHHH,”,,]”H,

6

4

2

15:35 15:40 1545 15:50 1555 16:00 16:05 16:10 16:15 16:20 16:25 16:30

Puc. 42 — TIpumepb! BU3ya/IM3aliii HACTPoeK BH/pKeTa "'BpemenHoi psag”

CTek - HacTpolika OTBeuaeT 3a IPYNMNMPOBKY KOJOHOK WM JIMHUM. EciM Bbl HaCTPOWIM HECKOJIBKO
3arpoCoB [y1sl BUPKETa, TO /71 y00CTBa 0TOOpaskeH!sI Mbl MOKeTe YCTaHOBUTH iar CTek.

Eciv B mapaMeTpax pas3/iMUHBIX CEpPU 3alpOCOB HCIIO/B3YHOTCSI Pas3Hbld Habop Tiosed, TO 4YTOOBI
00beMHUTL UX HEOOXOJUMO BBECTH OJJMHAKOBOE Ha3BaHUe [is Kakaoro Asmac (mogpobHee cM. pa3zern
«JlobaBnienue 3anpoca»). [ 00beAvHEeHHs TT0JIeH Mpy BU3yanr3ali HeoOX0AUMO B TlapaMeTpax 0/10Ka
"Hactpoiika oceit" yka3aTb Amac.

[Tpumep oToOpakeHHs C BKJIFOUEHHBIM M BBIK/TFOUEHHBIM CTEKOM TpHBeZieH Ha «Puc. 43».
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Puc. 43 — Ilpumep Bu3ya/u3anuy BHKeTa CO CTEKOM

st HaCTPOWKM BH3yaM3aliuU BBITIOJTHUTE C/le[lytol1e AeCTBUS:

1.
2.

BribepuTe CTU/B: TUHUS WA KOJIOHKA.
ITpu HEOOXOIMMOCTH BK/TFOUHTE CTEK, YCTAHOBUB COOTBETCTBYIOIIHM (hiar.

Ecm BeIOpaH CTvb MMHUS, TO BbIDEpUTe ee TUIT: JIMHEHHBIN, CKPYT/IeHHBIH, 1Iar C Havyasa, 1iar
C KOHILJa.

[lpy HeoOXOAMMOCTM  BK/IHOUMTE OTOOpa)kKeHWe TOueK, BK/IIOUMB  COOTBETCTBYIOILUI
nepek/ryareb.

6.3.2.3 Llar 3. JlereHpga

Hactpoiika oTBeuaerT 3a BbIOOp crmocoba oToOpakeHusi jereHApl Ha Trpaduke. Bribepute MecTo
oToOpakeHHUs JIereH/Ibl: CBEPXY, CHU3Y WM He 0TOOpa’kaTh.

6.3.3

KpyroBasa guarpammva

Bumker orobpa)kaeT TPYNMIMPOBKY IO BBIOPDAHHBIM I1apaMeTpaM C TIPOLIEHTHBIM PpacripejiesieHHeM.
IIpumep Bu3yanusanuu npusejeH Ha «Puc. 44».



BuaxeT ¢ pacnpeaeneHnemM oTKPbITBIX MHUUGAEHTOB Mo KpuTuuHocTH (Kpyrosoi)

[ EERE 73
114.28% 114.29%

— 571.43%

Puc. 44 — Bupxer "Kpyrosas guarpamma’”
[Iprmep HacTpoek rnpuBesieH Ha «Puc. 45».

& Kpyrosaa guarpamma

> OcHoOBHble HACTPOHKHK

~ JereHpa -
Ceepxy CHuay CkpbITO

~ HacTpoilku BUsyanusayum _

OTobpaxaTe NPOLEHTEI

OTobpamaTts 3Ha4yeHus

~ HacTpolika ocei P

CrpaTerus obpaboTkn HEKOPPEKTHBLIX 3HAYEHWA
(® Wcnonb3oBaTs 3HAYEHWA NO-YMONHaHMo

NrHopwposaTts
MNone no ocn X (3

cnt

MonenoocnY (0

status

Puc. 45 — Buppxer "Kpyrosas quarpamma’. Hacrpoiiku

st HACTPOMKM BHELIHET0 BU/la BU/KETa BBIMIOJIHUATE C/IeIyIOLIre JelCTBUS:

1. B G6soke "HacTpoiika oceil" yKa)KuTe CIeAyIolue JaHHbIE:



e BbiOepuTe cTpareruto 00pabOTKM HEKOPPEKTHBIX 3HAYeHWi: WrHOPUPOBaTh WU
UCITI0/Ib30BaTh 110 YMO/TYaHHIO;

e U3 BBINA/IAIOIIIETO CITUCKA BbIOEpHUTE T10JIe /17151 OCH X;
e U3 BBINA/AMOLIEr0 CIIMCKA BbIOEPUTE T0JIe /ISt OCH Y.

2. B 6noke "HacTtpoiika Bu3yanu3anuu' npy HeoOXOAMMOCTH BK/IIOUMTe OTOOpakeHHe Clie/lyIOLrX
Jl@HHBIX:

e  TIPOLIEHTHI 110 BHIOPAHHBIM ITOJISIM;
e 3HAUEHMS 110 BEIOPAHHBIM ITOJISIM.
3. B 6s0ke "Jlerenja" BoIOEpUTE MECTO PACIIOIOMKEHHS JIETEH/IBI.

IIpuMeuaHue: 3HaueHUs T10JIeM, KOTOPbIe JOCTYMHBI /i1 BbIOOpA MPH HacTpolike B Groke "HacTpoiika
oceii", popMHpYIOTCS Ha OCHOBe JIJaHHBIX, YKa3aHHbIX B 3arpoce (rogpobHee cM. pasgen «[lobaBneHue

3anpoca).

BapuaHTbI HacTpoeK BU3yasu3aliy NpyUBeZieHbl Ha «Puc. 46».

OTobpamaTe NPOLEHTHI OTobpamaTe BCE
7.46% — 0.75% 5 7460 0.5 0.75%
f40% = Wy S746% — g S oo
7.46% o 119. 574. — 81l

0.7... 0.5 ..
.. g1l
S 11.94% S B119.
7.46% — : 0.75% 57.46% — : 0.5 0.75%
7.46% ' 11.94% 5 7.46% - 811.94%
= =
OTobpaxaTe 3HaYeHWA OTob6paxaTb HU4Yero

= =

Puc. 46 — Ilpumepbl BU3ya/M3aliy HacTpoek BuAkera "KpyroBasa auarpamma’”



6.3.4 Ta6nuuya

BI/IA)KET OTO6pa)KaET BbI6paHHbIe MoKa3aTe/d B TaO/IMYHOM BapHUaHTe

Ha «Puc. 47».

Tabnuua ¢ Ton-5 aKTUBOB (MNK rpynM aKTUBOB) MO OTKPLITEIM UHLWGEHTaM

HawmeHoBaHue akTHBa

DESKTOP-ADO2

DESKTOP-ADO3

DESKTOP-ADO4

DESKTOP-ADOS

DESKTOP-ADO9

KonwyecTeo

Puc. 47 — Bumpxer "Tabauna"

[Tpumep 6s10ka "Hactpoiiku" nipuBeieH Ha «Puc. 48».

B Tabnuua

> OCHOBHbIe HACTPOWKH

~ HacTpolKK KONOHOK

key date

label Nata

CrpynnUpoBaTh 3HaYEHWA

key go_goroutines

label Konu4yecTeo noTokos
CrpynnupoBaTh 3HayeHna
+ [obasuTb
CtpaTerua obpaboTku HEKOPPEKTHBIX 3HAYEHWIA
{® Vicnonb3oBaTh 3HAYEHWA NO-YMONYaHMO

WrHopwpoBaTh

Puc. 48 — Bumxker "Taomuna". HacTpoiiku

. Ilpumep BU3yanu3aLuu npuBeeH

)

b

17151 HaCTPOMKU BHELIIHEero BU/la BU/KeTa BITIOJTHUTE C/ie/lyIolue eHCTBUS:

1. [nsa go6aBneHust KOJIOHOK B Tab/IWIy HA)KMHUTe KHOTIKY

KOJIM4YeCTBO KOJIOHOK.

- HobaswTb

. JobaBbTe HeoOXOAMMOE

2. B mone "key" u3 BbINazaoIero Crvcka BbIOepUTe MoJie WM ajrdac U3 Habopa mosiel 3arpoca,

3HaueHHst KOTOPOoro OyAyT 0ToOpa’kaTbCsi B KOIOHKE.



3. B mone "label" ykaxkuTe HaumMeHOBaHHMe KOJIOHKH, KOTOPOe OyzieT 0TOOpa)kaThCsi B BUZKETE.

4. Tlpu HeobOxoaumocTu ycraHoBuTe (iar "CrpynmupoBath 3HaueHusi' [yt 00BeJUHEHUs

pe3y/bTaToB 3arpoca 1Mo BbIOpaHHOMY TI0JTO B OZIHY SIUEHKY TaOJTULIbI.

5. Bribepure cTpaTeruto 06pab0OTKH HEKOPPEKTHBIX 3HAU€HWM: UTHOPUPOBATh WM MCIIO/Ib30BaTh 110
YMOJ/TYaHHIO.

IIpumMeuaHue: 3HaueHHUsl T0Jield, KOTOpble JOCTYITHBI i BbiOOpa MpU HAaCTPOMKe KOJOHOK TaOJHII,
dbopMHUpYIOTCS Ha OCHOBe JAHHBIX, yKa3aHHbIX B 3ampoce (mogpobHee cm. pasgen «JobaBneHue

3ampoca).

[IpuMmepe! BU3yanu3saliyd HaCTPOeK npusezieHbl Ha «Puc. 49».

3HayeHUA CrpynnupoBaHbl Bes rpynnupoBKkn

Hara KonuyecTBo NnoToKoB Hara KonuyecTBo NnoToKoB
2024-04-05T08:09:07+03:00 2024-04-05T08:09:07+03:00 34
2024-04-05T08:10:07+03:00 34 2024-04-05T08:10:07+03:00 34
2024-04-05T08:11:07+03:00 2024-04-05T08:11:07+03:00 34
2024-04-05T08:12:07+03:00 2024-04-05T08:12:07+03:00 35
2024-04-05T08:13:07+03:00 * 2024-04-05T08:13:07+03:00 35

2024-04-05T08:14:07+03:00 34 2024-04-05T08:14:07+03:00 34

2024-04-05T08:15:07+03:00 35 2024-04-05T08:15:07+03:00 35
2024-04-05T08:16:07+03:00 34 2024-04-05T08:16:07+03:00 34
2024-04-05T08:17:07+03:00 49 2024-04-05T08:17:07+03:00 49

Puc. 49 — IlpumMeps! BU3yaiM3auy HacTpoeK Bupkera "Tabmma"”

6.3.5

IIpumeuaHue: JaHHBIM TUM BUKETa He MO/JeP)KUBAeT CepHI0 3allpOCOB.

TekcT

Buker oToOpa)kaeT TeKCT, yKa3aHHbIHM T0b30BaTeseM.

[Iprmep Busyanusauyu npusejeH Ha «Puc. 50».

ExepHeBHanA npoeepka (@
MamATra npu paboTe ¢ pabo4Yrm CTONOM:

1. CHayana npoeepb NOTOK CODBLITUIA,

2. 3aTeM BLIABM YTpo3bl.

3. CocTtasb TON -5 yrpos no KPUTHYHOCTKH

4. Co3pail n pacneyaTai oTYeT.

5. CeRxmch No TenedoHy C pyKosogMTenem no Homepy 0571
6. Jonoxu ob yrposax.

Puc. 50 — Bumpxer "Tekct"

IIpumep HacTpoeK IpuBesieH Ha «Puc. 51».



Aa Tekct

v OCHOBHBIE HACTPOWKMH

MokasblBaTk 3aroNoBoK
3aronogok

ExepnHeBHan npoBepka

Onucanune

BupxeT ona onucaHva exenHeBHbIX NpoBepoK

~ TexeT
KoHTeHT
MamaTka npu paboTe ¢ paboynm cTonom:
1. CHavana nposepb NOTOK COBLITWA.
2. 3aTeM BLIABM YT pO3bl.
3. CocTaBb ToM -5 yrpo3 Mo KPUTUYHOCTH
4. Cosgan m pacnedartai oT4eT.
5. CeBAxMCE No TenedoHy C PYKOBOOWTENEM NO HOMERY

0511
6. Qonoxw ob yrposax.

Puc. 51 — Bupxer "Tekcr". HacTpoiiku
st HacTpoiiky BUpKeTa B O10Ke "TekcT" yKakuTe He00X0quMyt0 NH(GOPMALHIO.

6.3.6

Bumker otobpakaeT cTos04aTyro AuarpaMmy C TPYMITMPOBKOM 10 KOJMUECTBY 3HaUeHWH rapameTpa OT

Mictorpamma

BbIODAHHOTO WMCTOYHHWKA 3a OIpe/le/ieHHbI Tepruo/;, BpeMeHU. [Ipumep BHEIIHETO BHUJA TpPUBEJeH
Ha «Puc. 52».

BugkeT ¢ pacnpegeneHnemM oTKPbITbIX MHLWOEHTOB N0 KPUTUYHOCTH
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Puc. 52 — Bupmpxer "I'ucrorpamma’”

HaCTPOﬁKa BHeIIIHEro Br/a BUI>KeTd BK/IFOUAET B cebs dlegyromye maru:

[Iar 1. Hactpoiika oceit asisi oTobpakeHus rpaduka.
[lar 2. Hactpoiika BU3yanu3alyy pe3yabTaToB 3anpoca.

[lar 3. Hactpoiika ereHpl.

IIpumep HacTpoeK IpuBesieH Ha «Puc. 53».



MocnepHwe 6 mecrues ﬁ — B Tuctorpamma

~ HacTpoiku BU3yanusauyuu

Ctunb

NuHua KonoHka

Crexk @

LiseToBaa cxema

Walden

~ HacTpoika oce#
HacTtpoiika ocu X
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risk_level

0
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KacTomHblit guanasord (0
Mcnonb30BaTh 3HaYEHUA He BXOAALUWE B AMaNa300H
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+ [obaeuTe

Hactpoiika ocu Y
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cnt

Mone gna rpynnuposku (@

Puc. 53 — Bumpxker "I'ucrorpamma”. Hacrpoiiku

6.3.6.1 Llar 1. HacTtpoiika ocei

IIpuMeuaHue: 3HaUeHHUs 10/, KOTOPbIe [JOCTYITHBI /ISl BBIOOpA TP HACTPOMKe Ii1ara, hOpMUDPYOTCS
Ha OCHOBe JIaHHBIX, yKa3aHHBIX B 3ampoce (ToapobHee cM. pa3zen «/lobaByieHue 3arpocay).

Hacrpoiika rno3BossieT BbIOpaTh 3HaueHus1 Tosiel Asisi ocu X ¥ 71t ocu Y, TI0 KOTOPBIM OYZieT CTPOUTHCS
rpaduK.

st HaCTpPOWKM OCeld BBITIOIHUTE CJIeAYoIue 1elCTBUS:

1.
2.

W3 BhITIaZiato1IIero CriMcka BeibepuTe rosie Ajist ocu X.

Ecrm Bel XOTHTe 3a/aTb KOHKPETHBIM Juama3oH 1Mo ocku X, 10 KOTopoMmy OyayT
BH3ya/IM3MpOBaThCsl pe3y/bTaThl 3arnpoca, TO YycTaHoBuTe (aar "KacTomHbIM [Juana3oH".
[TosiBATCSA MOJIS 1711 HACTPOUKY /iMaria3oHa:

+ [OobaeuTte
e HAXMHUTE KHOIIKY ;

e  YKAXUTE /IMalla30H B COOTBETCTBYIOILIEM I10JI€;

e ec/u Bbl XOTUTE WCII0/Ib30BaTh 3HAUeHUsl, He BXOZsIIMe B [uara3oH, TO yCTaHOBUTE
COOTBETCTBYHOIIUM ¢ar.

3. U3 BbImajaroiiiero crvcka BeibepuTe rosie st ocu Y.

4. TIpoBepbTe oToOpakeHHe oceli Ha BUKETe.



6.3.6.2 Llar 2. Hactpoiika Busyanusauum

Hacrpoiika ro3BosisieT BbIOpaTh C1eAyolye rapameTphbl:
e CTW/Ib AXarpaMMBbIL: JIMHUS U KOJIOHKA;
e  BK/IFOUUTh WIH BBIK/IIOUUTH CTEK;
e BBIOpATb L[BETOBYIO CXEMY JHUarpaMMbl.
[Tpu BeIOOpe cTryis "JIMHUA" JOCTYITHA BO3MOKHOCTb HACTPOUTH [IOTIO/THUTE/IbHBIE TTapaMeTphI:
e BHellHuii BUA TMHUY Ha AUarpamMme:
e JTMHEWHLIN;
e  CKDYIJIEHHBIH;
e LlIAT C Hayasa;
e IIar C KOHLIA.
e Bk/roueHMe/BBIK/TFOUEHME OTOOpa’KeHUsT TOUEK.

[Tpumeps! BU3yanu3auuy rpaduka rpuBefeHbl Ha «Puc. 54».

KonoHka JIMHKUA

[
w

[
ra

Mictporpamma-LiBeToBan cxema NuHusa - War ¢ koHua

10

w

ra

[ =T N

8 7 9

e 7 @l 0 1 2 3 4 5 ] i 8 9 10 53 73

Puc. 54 — Ilpumepb! BU3ya/M3aluy HacTpoek Bumkera "I'mcrarpamma .

CTrek - HacTpolika OTBeuaeT 3a IPYNMNMPOBKY KOJOHOK WM JIMHUM. EcmM Bbl HaCTPOWIM HECKOJIBKO
3arpoCoB 15l BUPKETa, TO /71 y00CTBa 0TOOpaskeH!sI Mbl MOKeTe YCTaHOBUTH iar CTek.

Ecmu B mapamerpax pasiMuHBIX CEPUM 3alpOCOB HCIIO/Bb3YHOTCA pa3Hbli HAOOp TOJed, TO UTOOBI
00beIMHUTL UX HEOOXOJUMO BBECTH OJJMHAKOBOE Ha3BaHWe [is Kakaoro Asmac (mogpobHee cM. pa3zern
«JobaBnenue 3amnpocar). s o0berHeHus TI0/1el Npy BU3yaau3alui Heo0X0AuMo B TlapaMeTpax 0/10Ka

~

"Hactpotrika oceii" yka3aTb Auac.

HpHMep 0T06pa)KeHI/IH C BK/IFOUEHHBIM U BBIK/IOYEHHBIM CTE€KOM IMPHBEEH Ha «Puc. 55».



BBIKNKOYEHHBIN CTEK BKNKOUYEHHBIR CTEK
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Puc. 55 — Ilpumepnl Bu3ya/u3aluy BUPKeTa CO CTeKOM
1151 HaCTPOMKM BU3yaIM3aliu BBITOJHUATE C/IeyoIIye JeUCTBUS:
1. BoibepuTe CTH/IB: JIMHUS UK KOJIOHKA.
2. Tlpu HeoOXOJUMOCTH BK/IFOUUTE CTEK, yCTAHOBUB COOTBETCTBYIOILMI (iar.

3. Ewm BbiOpaH CTWIb JIMHUS, TO BbIOEpUTE ee TUIL: JIMHEWHbIM, CKPYTJIeHHbIH, Iar ¢ Havasa, Iiar
C KOHIIa.

4. BribepuTe 1[BETOBYIO CXEMY.
6.3.6.3 LUar 3. JlereHpga

Hacrpoiika oTBeuaer 3a BbIOOp crocoba oOTOOpakeHWs JjiereHAbl Ha rpaduke. Bwibepute MecTo
oToOpakeHUsI JIereH/Ibl: CBePXY, CHU3Y WM He 0TOOpa)kaTh.

6.3.7 MeTpuka

Bumket orobpakaeT TpeH/ M3MeHeHHs BLIDDAHHOTO TT0Ka3aTeisi 3a Iepuo, BpeMeHH. [Ipyumep BHeITHero
BU/ja TIpUBeieH Ha «Puc. 56».

KonwyecTBO HOBBIX NPOWILECTBUA

3560151

Puc. 56 — Bumpxer "MeTpuka"

[Iprmep HacTpoek 1puBesieH Ha «Puc. 57».



~7  MeTpwrka

> OCHOBHBIE HACTPOIKK

)

~ HacTpoAKn MeTpHUKK
Wcnone3soeaTe 3Ha4yeHne M3 nona

go_goroutines

Cepwﬂ C OaHHBIMK

A

]

~ HacTpoiikm TpeHga

Brnouyute oTobpaxeHue TpeHaa

WHEEPTMPOBaTEL TREH,

MNone co sHayeHWAMK

go_goroutines

Cepwﬂ C JaHHBIMK

A

Cepua ANA NpOrHO3MpOBaHWA

B

Puc. 57 — Bumxker "Mertpuka". Hacrpoiiku

st HaCTPOWKM BUKeTa BBITIOJTHUTE C/IeyrOoII1e 1elCTBUS:
1. B 610ke "HacTpoiKu METPUKHU" YKa)KUTe CJIeAyIOL[He JaHHbIe:

e B mosie "Vcriosib30BaTh 3HaUe€HWe U3 OIS BbIOEpUTe T0Jie, 3HaUeHHe U3 KOToporo Oyaer
HCTI0/Ib30BaThCS MPH MO/ICUETe METPUKH;

e B mose "Cepus C JaHHBIMU" U3 BBITIAJAIOIIIEro CIIHMCKa BLIOEpUTe 3ampoc.
2. B 6noke "HacTpoiiku TpeHja" YKaXUTe CIeAyIoIie JaHHbIe:
e i 0TOOpa’keHUs TPeH/ja Ha BU/I)KeTe YCTaHOBUTE COOTBETCTBYIOIIUM ciar;

e UIA W3MEHEeHWs HampaBjieHHs1 0TOOpakeHWsI TpeHZa ycraHoBwTe duar "VIHBepTUPOBAThH
TpeHy";

e B mosisix "Tlone co 3HaueHusmu" U "Cepusi ¢ JaHHBIMH" BbIOEpUTe 3arpoc U TI0Je,
3HaueHWe M3 KOTOpOro OyJeT HCI0/b30BaThbCsl MJIsi OTOOpa)keHWs UMCIeHHOM uacTu
MeTPHKY;

e B mose "Cepuss [Jjii TIPOTHO3UPOBaHUs'" BbIOEpUTe 3arpoc, IO KOTopoMy OyneT
0TOOpa)kaThCst U3MeHeHNe TPeH/a.



IIpumeuaHue: 3HaUeHUs TI0/IeH, KOTOPBIe AOCTYIIHBI [l BbIOOpa Tpy HacTpoiike B 0/iokax "HacTpoiiku
metpuku" U "Hactpoiiku TpeHza", GOpMHUPYIOTCS Ha OCHOBe /IaHHBIX YKa3aHHBIX B 3arpoce (1ogpobHee

cMm. paszen «/lobaBieHue 3ampocar).

[Tprimepbl BU3yanv3alyy BUIpyKeTa TIpuBeieHbl Ha «Puc. 58».

MeTpuKa c TpeHaom MeTpuka - MHBepTUPOBaHHLIN TPEHS, MeTpuka
3771 374

Puc. 58 — Ilpumepsb] BU3ya/iM3aliiy HaCcTpoeK BUAxeta "Metpuka"

6.3.8 N306paxeHune
BI/I,Z[)KET 0T06pa>KEIET 1/1306pa>KeHHe, 3drpy’>kKeHHOe€ I10/Ib30BaTe/IeM.

[Ipumep BHelIHero By/a rpezcrasieH Ha «Puc. 59».

M3o6paxeHne

Mnartdopma
Papap

Fnossss auw-c shdesaianur

[ L [T ]

Puc. 59 — Buppxer "Vi3o0paxenue"

[Iprmep HacTpoek rpuBezieH Ha «Puc. 60».
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> OCHOBHbIE HACTPOWKN
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Puc. 60 — Bumpxer "V3o0pakenue". HacTpoiiku

st HaCTPOWKM BUPKeTa BBITIOJTHUTE C/IeyIolI1e 1elCTBUS:
1. BbibepuTe COOTBETCTBHE CTOPOH: BIUCATh U300pa’kKeHUe UM PACTSHYTh U300paXkeHue.

2. 3arpy3ure wu300pakeHWe C TIOMOLIbIO CTAaHAAPTHOTO MeXaHW3Ma BbiOOpa U 3arpy3Ku
1300pakeHus Ha CaliT.

6.4 KonupoBaHue Bugxerta

Bbl MOXXeTe cKOMMpoOBaTh MapameTpbl BHJPKeTa U IepefaTbh WX JAPYroMy I10/1b30BaTel0 WM CO3/aTh

HOBBIN BU/KET HAa OCHOBE CYIIeCTBYIOLLETO.

EcTh HeCKoJIbKO CrIoco60B /1/1s1 KOTTMPOBAHUS TTapaMeTpPOB:

e Cmnocod 1. B KOHCTPYKTOpe BH/PKETOB Ha)KMHUTE KHOIIKY @ Hacrpoiiku Bumpkera OyayT
ckorupoBaHkl B Oydep obmeHa.

e Cmnocob 2. [Tepeiigute B paszen AAMUHHCTpUpOBaHue — Pabouue cTosibl, BRIOEPUTE BUDKET,

Ha)KMHUTE KHOTIKY ~ U W3 BBINA/IAIOIIEro CIMcKa BbiOepuTe MyHKT KonupoBaTh HACTPOUKH.

e Cmnocod 3. Ilepeiizure B pa3jesn AZMHHHUCTPUpPOBaHHe — OTUeTbl, BBIOEPUTE BUKET,

Ha)KMHUTE KHOTIKY ~ U W3 BBINA/IAIOIIEro CIMcKa BbiOepuTe MyHKT KonupoBaTh HACTPOUKH.



[nst Toro 4TOOBI IPUMEHUTH CKOTIMPOBAHHBIE HACTPOWKH OTKPOWTE KOHCTPYKTOP BHU/PKETOB W HAKMUTE

KHOIIKY E

6.5 NMpegycTtaHOBKU

[TpesycTaHOBKHM MCIO/MB3YIOTCS A/1s1 OBICTPOM HACTPOWKY BHKETOB Ha OCHOBe I1ab/IoHa.
Bb1 MoxkeTe 100aBUTE COOCTBEeHHBIE 111a0/I0HBI HACTPOEK BU/PKETOB B CIIMCOK IPeyCTaHOBOK.

[na co3gaHus BUKeTa C MOMOIIBIO MPeAyCTaHOBKM OTKPOMTE KOHCTPYKTOP BH/PKETOB U Ha)KMHTe

KHOIIKY [E]

B otkpbiBmiemcs okHe "TlpepycraHoBku" (cM. «Puc. 61») Bbibepure TpPeAyCTaHOBKY W HaXKMUTE
KHOTIKY /.

MpeaycTaHOBKMK X
labnmya Tl
McTorpamMma v ]ﬁ[
MeTpuka v @
BpemerHoi pag v I
Kpyroeasa guarpaMma v I
TekcT v ]ﬁ[

Puc. 61 — Oxno "IIpeaycraHoBKHu"

s co3panust mpeAyCTaHOBKY BBITIOJTHUTE CleyOIIue JeCTBUS:

1. HactpoiTe 3anpochl 1 BU3yaau3alvio BUKeTa.

2. Haxwmure KHonKy[E]H B OTKphbIBIIeMcs: OkHe "llpemycraHoBku" (cM. «Puc. 61») HaxmuTe
KHOIKY C03aTh HOBYIO.

3. B oTKpbIBILIEMCS] OKHe YKa)KUTe Ha3BaHUe Npe/lyCTaHOBKHU.

4. Haxwmure kHONKy Co3aarh.



7. OTYyeThbl
7.1 OG6wue gaHHble

Ilnardopma Papap nosBosisier (GopMUpPOBaTh OTYEThl, KOTOPble TPEJOCTAaB/SAIOT Har/sifiHble JaHHbIE,
4yT0OBI TOMOYb BaM OLIEHUTH 3(p(HeKTUBHOCTH ¥ TTPOU3BOAUTETBHOCTD T/IaT(HOPMBI.

OtobpakeHre HHPOPMALX BBITOTHSETCS C TIOMOILLBIO C/IEAYIOLIUX THIIOB BUKETOB:
e BpeMeHHOMU psiji;
e KpyroBas AvarpamMma;
e Tab/MIIA;
e  TEKCT;
e THUCTOTPAMMa;
e  MeTpUKa;
e H300pakeHue.

Ho,qpo6Hee 0 KX OM THUIIE BUPKETA Bbl MOXXETE€ O3HAKOMUTLCA B pa3jesie «KOHCTDYKTOP BUIPKETOB».

Pabota c oTyeTaMu BK/TIOUAIOT B Ce0sI C/ie[yIOII[1e ITPOL[eCChI:

1. «Co3gaHue oTyeTa».

«KOHCTPYKTOpD OTYeTa».

«HacTpolika pacnycaHusi reHepaliy 0TUeTa».

((HaCTDOﬁKa IpdB AOCTVYIId K OTUETY».

«IKCIIOPT OTYETOBY».

2
3
4
5. «/IMIIOPT OTUETOB».
6
7

«Y garneHue oTyeTar.

B pasgene « ADXUB OTUETOB» BBITIOHSETCS Pab0Ta C apXMBOM CreHepHPOBAHHBIX OTUETOB.

HOna  paboTel C oTyeTaMW TepeliiiTe B  HOBBIM  UHTepdeMc W  OTKpOWTe  pa3szen
ApvuHucrpupoBanue — Otuetsl (CM. «Puc. 62»).
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Puc. 62 — Pa3pen "Otuernl”

B pa3zene orobpakaetcs cieaytoiiasi UHGOpMaLys:
o Ha3BaHue - HauMeHOBaHUe OTUYETa;
e Co3/aHo - ZiaTa ¥ BpeMs CO3/IaHKs OTUETa;

. HpaBI/I]IO reHepdalyu - paciinCaHue ABTOMAaTHUeCKOI reHepaly oTyeTd.

7.2 Co3pgaHue oTyeTa

[TeperiguTe B pa3gen AgMUHUCTpHpPOBaHue — OTueThbl U HAXXMUTE KHONKY Co37aTh.

OTkpoetcst okHO "Co3gath oTuet” (cM. «Puc. 63»).

Co3paTtb OTUYET X

HaseaHune

ExemecayHeln oTyeT

Puc. 63 — Oxno "Co31aTh oTUeT"

BeInosiHuTE B OKHe Criefiyrolye JeuCcTBUs:
1. B nose "HasBaHue" yKakuTe Ha3BaHUe OTUeTa.
2. Haxwmure kHOmnky Co3parb.

3. Byger co3zaH oTueT v NPOM30M/ET Mepexos; B KOHCTPYKTOP oTueTa (CM. «Puc. 64»).
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Puc. 64 — Crpanuna "KoHcTpykTop oTuera”

7.3 KOHCTpYKTOp oTUeTa

HpnMeanne: npu HaCTpOﬁKe 0TUeTa BCe U3MEHEHHA aBTOMAaTUUeCKH COXPaHAIOTCA.

Hactpotika oTtueta BbIoiHsAeTCd Ha cTpaHuiie "KoHcTpykTop oTueta" (cMm. «Puc. 65»).
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Crp. 1

Puc. 65 — Ninrepdeiic crpannnpl "KoHcTpykTop oTuera”



CTpaHHLly MOXXHO OTKPBITh CIeYIOIIUMH CIIOCO0aMu:

e TIEpeliTH B pa3zes AAMHHHCTPUpPOBaHHe — OTueTbl, BbIOpaTb HYXHBIM OTYET U3 CIHMCKA |

Ha)KaTb KHOIKY 4 B COOTBETCTBYIOILIEH CTPOKE;

e BBINOJIHUTH TIPOLieCC co3aaHus otueta. [Tocsie co3ganus otyera crpanunia "KoHCTpykTop oTyera”
OTKPOEeTCS aBTOMaTUUeCKH.

BremHuii BUj oTueTa (hOpMHpPYeTCsl B 3aBUCMMOCTH OT BbICTaBJ/IEHHOM T0/Ib30BaTe/ieM KOH(UTypaluu
HACTPOEeK CTPaHUI] OTUeTa U BU/KETOB.

KOHCTPYKTOpP COCTOUT U3 C/IeAYIOLIHUX O/I0KOB:
e TMaHesb JeWCTBUM, T/ie PacIio/iaratoTcsi 3/1IeMeHThI YIIpaB/ieHus;
e pabouast 06/1aCTh, T/l pacroararoTCs CTPAHUIIBl OTUYETa, Ha KOTOPBIX 0TOOPaXKatoTCs BUDKETHI;
e HACTPOMKa CTPaHWLI, I/ie BBINOIHSIETCSI HAaCTPOWKa BHEIIHEr0 BU/la CTPAHUL] OTUeTa.

ITanens gericTBUH

bsok pacrionaraercst BBepxy KOHCTpyKTopa (cm. «Puc. 66»).

Hasan [ O Q @) @ 100% v

Puc. 66 — Ctpanuna "KoHcTpykTop oTuera”. Biiok "IlaHens gercTBui"

Ha nanenu AEﬁCTBHﬁ AOCTYIIHBI Cj/ieJyrore 3/7ieMeHThI YIIPpAB/IEHUA:

Knonka JeiicTBUe
Hazapn, BO3Bpall[eHNe K CITMCKY OTUETOB
E y/ialeHre oT4eTa
HACTPOMKA paciycaHys reHepaljiyd OTYETOB
Qa HACTpPOMKa TIpaB Z0CTyTIa M0/b30BaTesiell K 0TYeTy
@ 9KCTIOpPT oTyeTa B (patin popmara .pdf
@ MPOCMOTP CIMCKA CreHePUPOBAHHBIX 110 PACTIMCAHUI0 OTYETORB
100% u3MeHeHue mMaciuTaba 0ToGpaykeHus CTPaHMUL] OTYeTa

Pabouas o0/1acTh

[Tpumep BHetHero BUia 6/10Ka puBeieH Ha «Puc. 67».
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Puc. 67 — Crpanuna "KoncrpykTop oTuera". Biok "Pa6ouasn o61acTs"

B paboueii obnactu JOCTYNHBI CIeAYOLHe 3/IeMeHThI YIIPaBIeHMsI:

Knonka [HeiicTBUe

E[ yAajleHre CTPaHULIbl U3 OTUeTa

JobaBsieHre CTPaHULIbI B OTUET

Q repeMeriieHrie CTpaHuLpl BHU3. [locsie aeHcTBHSL TeKyllas CTpaHMLi@ TIOMeHsSIeTCs
MeCTaMH CO CJielyoILel CTpaHuLlel

ﬁ repemMellieHrie CTpaHHULI BBepx. Ilocse neHcTBHSL TeKyljas CTpPaHHWIA TTOMEHSIeTCs
MeCTaMH C TIpeJbIAyIIel CTpaHuLIei

HPI/I HaBe/leHMHW KypCOpa Ha BU/DKET CTAHOBATCA AJOCTYIIHBI C/IeAYIOIHE 3/IEMEHThI YIIPpaB/I€HWA:

Knonka JeiicTBUe

JOCTYI K CJIeIyOLIMM JIeMCTBUSIM HaJl BUZPKETOM:
- PpelakTUpOBaHUe;
- yjaneHue;
- KONHMPOBaHWE HaCTPOeK.

R‘h HW3MeHeHHe pa3Mepa BU/DKeTa

HacTtpoiika crpaHmuiy

biok cocrout u3 ABYX BKJ/IaJIOK:



HacTpoWKu — HaCTPOWKM CTPaHUL] OTYeTa, BK/IIOUAOLIHe B cest:
o OCHOBHOe — HaCTpOMKa Nepro/ia ¥ paBusia reHepaliii HAMMEeHOBaHUS 0TUeTa;
e BepxHuii KOTOHTUTY/ — HACTPOMKA TeKCTa ¥ U300pa>KeHHs Ha BePXHEM KOJIOHTUTY/JIE;

e HwxHUN KOJOHTUTYJ — HAaCTPOMKA TeKCTa, HyMepalluy CTPAHUL] U OTOOpa)keHus1 JaThl Ha
HIDKHEM KOJIOHTHUTY/JIE;

e CTwiu — HaCTpOKKa UCIOb3yeMbIX HIPUGTOB.

BI/IIDKETBI — CIIMCOK [OOCTYIIHBIX THIIOB BHI>KETOB, KOTOpPbI€é MO>XHO I,£[06EIBI/ITI) Ha CTpaHHLY
oTyeTa.

HaCTpOﬁKa 0TU€Ta COCTOUT U3 CJIeAYIOLIMX ITPOLeCCOB:

1.

2
3.
4

6.
7.

7.3.1

ITobaByieHWe CTpaHUIIBI.
Bri6op neproga hopMHpOBaHUS JaHHBIX BU/IKETOB.
Hactpoiika HalMeHOBaHHsI 0TYeTa B MOMEHT T'eHepaL{iu.
Hactpotiika cTpaHwuil, KOTOpasi BKJIFOYaeT B ceOst:

e HACTPOWKY BepXHero KOJIOHTHUTY/a;

e HACTPOWKY HW)KHEro KOJIOHTUTY/Ia;

e HACTPOWKY CTHUJIS LIPUPTOB.
Hacrpoiika Bu)KeToB, KOTOpasi BKJTFOUaeT B ce0st:

e nobaBieHWe BU/KeTa Ha CTPaHUILLY OTUeTa;

e pe/laKTUPOBaHUe BU/KETa;

e KOINUPOBaHWEe HAaCTPOEeK BUKETa;

e U3MeHeHHe pa3Mepa BU/KeTa;

e U3MeHeHHe pacrojioyKeHUs BUJKEeTa;

e yJajieHHe BU/DKeTa.
V3meHeHue NopsiKa CTPaHULI.

Y janeHve CTpaHULIbL.

[No6aBneHne cTpaHULbI

Ha cTpaHuijax MOKHO PacCroJIOXKUTh BUPKETBI /1151 OTOOpaXKeHHsT JaHHBIX.

[obaBnieHre CTpaHUL] B OTUET BBIMOJIHSETCS C/IeAYIOIUM 00pa3oMm:

+ [No6GaBuTk cTpaHuLy
€C/I1 B 0TUeTe HeT CTPAaHUL, TO HAXKMHUTE KHOIIKY 5

+
€CJ/IM B OT4HeTe y>Ke €CTb CTPaHUIIbI, TO HA>KMUTE KHOIIKY .

ITobaBbTe HEOOXOIUMOE KOJIMUECTBO CTPAHUI] B OTUET.



7.3.2 Bbi6op nepuoga hopmMmnpoBaHus AaHHbIX BULKETOB

Bri6op nepuoza dhopmMupoBaHUs JTAHHBIX BU/[)KETOB BBITIO/THSIETCS B 0/10Ke
Hactpouiku — OcHoBHoe (cM. «Puc. 68»).

HacTtpoiku BuaxeTsl
~ OCHOBHOE _
Mepwog
MocnegHwe 30 MUHYT B
BbiCTpbIA PUNBTPR BpemMeHHOW gManazoH
> Texkywue ot *
> MuHyTBI now-30m =
> Yacbl Ao
now B
> Oumn
MoppepxweaeTca dopmat gatel w3 Grafana
> Mecaua

Puc. 68 — Boi6op nepuoja ¢popMupoBaHus AAHHBIX BUI)KETOB

st HaCTPOWKM Mepro/ia BIMOTHUTE C/lelytolre AeUCTBUS:

1. B nose Ilepuop Ha)XMUTE KHOIKY ﬁ OTKpoeTCss OKHO BbIOOpDa BPEMEHHOTO /uara3oHa

(cm. «Puc. 68»).
2. Broibepure nepuo/. [JoCTyIiHbIe 3HAUEHUS:
e TeKylue: MUHYTa, Yac, JieHb, MecsL], Fof;
e TIOC/IeHUEe: MUHYTBI, YacChl, MecsLa, roja;

e [epuo/i MOXKHO yKa3aTb BPYUYHYIO B COOTBETCTBYHOIIUX mossix. [logaep>xuBaetcst opmar
nat u3 Grafana.

3. Haxwmure KHONKy IIpyMeHHUTb.

7.3.3 HacTpoiika HaumeHOBaHMUA OTYEeTA B MOMEHT reHepauumn

BbI MO>keTe HaCTPOUTH paciivcaHue TeHepalyu otdeTa (rmogpobHee cM. paszgen «HacTpoiika pacrvcaHus

reHepalyy 0TyeTa»).

B momeHT refepalyd, OTYETY IMPHUCBAWBAETCAd HAWMMEHOBdAHHWE B COOTBETCTBHMM C HACTPOEHHBIM
MMpaBHJIOM.

HacTtpoiika ripaBuia BoinosiHsieTcs: B 6/10ke HacTpoiiku — OcHoBHoe. B mosie "Macka [/1s1 TeHeparyu
Ha3BaHUs" yKaKuTe Heo0X0AUMYH0 MacKy (cM. «Puc. 69»).



HacTpoikn BupxeTkl

~ OCcHOBHOE o
MNepwog,
MNocnegHuwe 30 MUHYT B

Macka ona reHepalWK HassaHua (D

#ENAME##, #8DAYEE, ##MONTH##, #8YE)

Puc. 69 — Hacrpoiika MacKu Jijif reHepaniui Ha3BaHUsA

HocTynHble 3HaUeHUS:
e ##NAME## - Ha3BaHHWe OTUETa;
o ##ID## - UIeHTU(PUKATOP OTUeTa;
o ##MINUTE## - MUHyTa B MOMEHT reHepaluu;
e ##HOUR## - yaC B MOMEHT reHepaLuu;
e ##DAY## - IeHb B MOMEHT TeHepal[iH;
e ##MONTH## - MeCSI] B MOMEHT TeHepal[iH;

e ##YEAR## - TOJ] B MOMEHT TeHepaLiH.

7.3.4 Hactpoiika cTpaHuy,
7.3.4.1 HacTtpoiika BepXHero KONnoHTUTyna

HPI/I HeO6XOAHMOCTH Bbl MOXeTe€ HACTPOUTb OTO6pa}KE‘HI/Ie 3dI'0/IOBKa H I/I306pa}KEHI/Ie B BEpXHEM
KOJIOHTUTY/JIE.

Hacrpoiika BeimosHsieTcst B 6710ke HacTpoiiku — BepxHuii Ko/IoHTHTYII (CM. «Puc. 70»).
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Puc. 70 — Hacrpoiika BepxHero KOJIOHTUTYJ/Ia

'Z[IISI HaCTpOﬁKH BEpXHEro KOJIOHTHUTY/JId BBIIIOJIHHUTE C/IeAYHOoIIe I,I[(-Z‘I‘/'ICTBI/IHZ

1. [Ona oToOpakeHHsi BepXHero KOJIOHTUTY/Ma ycTraHOBUTe ¢uiar "Tloka3biBaTh BepXHUHN

KOJIOHTUTYJT".

2. ,Z[J'IH OTO6pa}KeHI/IH BEPXHEro KOJIOHTHUTYJ/Ia Hd BCe€X CTPpdaHHLAX OT4Ye€Ta YCTdHOBHUTE (bnar

"[Toka3biBaTh Ha BCeX CTpaHuLiax".

3. B mnone "3arosnoBok" yKakuTe 3arojI0OBOK OTUeTa.

4. B mone "M300pakenre" 3arpy3ute n3o0pakeHre C TIOMOIIBbIO CTaH/JapPTHOTO MeXaHH3Ma BbIOOpa

¥ 3arpy3Ku U300pakeHHs Ha CauT.

7.3.4.2 HacTpoiika HWKHEro KONIOHTUTyNa

'Z[J'IH MHOIOCTPAHUYHBIX OTUETOB BbI MOXXKE€T€ HACTPDOUTH OTO6pa)KEHI/Ie HyMepallih CTpAdHUL], AdTbl U

TeKCTd B HDKHEM KOJIOHTHUTYJIE.

Hactpotika BeimosHsieTcst B 6/ioke HacTpoiiku — HwKHMIT KOIOHTHTYJ (CM. «Puc. 71»).

(]
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Puc. 71 — HacTpoiika HIDKHEro KOJIOHTHTYJIa

[1711 HaCTPOMKY HW)KHEr0 KOJIOHTUTYJIa BBIIIOJIHUTE C/leflyIOLiye AeliCTBUS:
1. [ns oToOpaskeHUsl HYDKHETO KOJIOHTUTYIa ycTaHoBuTe (yar "Tlokas3piBaTh HY)KHUM KOJIOHTUTY .

2. s oToOpakeHWs HWKHETO KOJIOHTUTYJla Ha TIepBOM CTpaHHWIle OT4yeTa ycTraHoBWTe (hsar

"[Toka3bIBaTh Ha MepBOM CTpaHULie".
3. [lnsa orobpakeHHWst HyMepaluy CTpaHul] yctaHoBuTe (iar "[Toka3aTh HOMep CTPaHHIIbI".
4. [nst oToOpakeHus1 JaThl reHepaljiy oTyeTa ycraHoBuTe ¢uiar "TToka3biBaTh Aaty".

5. B mose "TekcT" yKakuTe HeOOXOJUMBIN TEKCT.
7.3.4.3 Hactpoiika ctuna wpudta

BbI MOXKeTe HaCTpOUTBb CTWIb 1IpU(Ta, 0TOOpa)kaeMblii B BU)KeTax.
Hactpotiika BeirosHsieTcs B 6y10ke HacTpoiiku — Ctuiu.

[ns Beibopa ctuns mpudTa B mosie "Vcnonb3yembid mIpU@T' U3 BbIMAJAroOIlero Chucka Bbibepure
HIpUQT.

[Ipu HeoOXOAMMOCTU BbI MOXKeTe 3arpy3uTb COOCTBeHHbI CTWIb wpudTa. [ 3TOr0 HaKMHUTe
KHOTKY 3arpy3uThb U YKaKUTe MyTh K (aiily co CTuIeM Lpudra.

7.3.5 Hactpoiika BUaXeToB

[anHble, dhopMHUpyeMble [jisi OTU€Ta, OTOOpa’KarTCsI C TOMOIIBIO BUKETOB. HacTpoiika BHIKETOB
BKJTIOUAT B Ce0s1 Cie/IyrOIIHe TIPOIIeCChI:

1. [/lobGaBneHue BUKeTa Ha CTPAHUI[Y OTUeETa.
2. PepaktvpoBaHue BUIKeTa.

3. KomnupoBaHue HaCTpoeK BUKETa.



4. VIsMeHeHHe pacIiojiIOXKeH!s BUJKeTa.
5. H3meHeHue pa3mepa BU/KeTa

6. YpasneHue BUIKeTa.
7.3.5.1 [oGaBneHue BugXxXeta

[obaBneHure BUKeTa Ha CTPAHMULy OTUeTa BBITIOJHIETCS U3 BKIaAKU BumkeTsl (cM. «Puc. 72»).

p,oﬁaannem.lﬁ BUOXKeT HacTpoiku Bumxetsl
2 a4
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Puc. 72 — Ctpanuna "KoHcTpykTop otuera”. Bkiagka "Bumpkers”
[nst mo6GaBnieHyst BU/KeTa Ha CTPAHULLy OTUeTa BBITIOHUTE C/le/IyOLHe AeHCTBYS:
1. HaBeguTe Kypcop MBI Ha HY>KHbIN BUKeT U 3axxmuTe JIKM.

2. TlepetaimuTe BH/PKET Ha CTpPAHHUIy oTyeTa. MecTo, Ha KOTOPOM MOXKHO PAacCIiOIOXKUTb BUKET,
OyzieT Mo/ICBeUEHO.

3. Ornyctute JIKM.

4. JlobaBbTe HeOOXOAUMOE KOJTMUEeCTBO BHUPKETOB B OTYET.
7.3.5.2 PepakTupoBaHue BugXeta
[Inist pelak TMHPOBAHUSI BU/I)KETA BBITIOIHUTE C/IeIyIOLIHe AeHCTBUS:

1. TlepeiiguTe Ha cTpanuily "KoHCTpPyKTOp oTueTa" 1 BEIOEPUTE BUKET.

2. Haxmure KHOTIKY ° U U3 BbIlIaJlato1llero Crucka BBI6EPI/ITE MMYHKT PEAaKTHPOBaTb.



3. BeimosHWTE HACTPOWKY BHKeTa B KOHCTpyKTOpe (mozapoOHee cM. pasgen «KoHCTpyKTOp
BUIDKETOB).

7.3.5.3 KonupoBaHue HacTpoek Buaxerta

151 KonIMpoBaHUs HaCTPOEK BU/KeTa BBITIOJHUTE C/ielyIoLIe [1eHCTBUS:

1. TlepetiguTe Ha cTpanuily "KoHCTpyKTOp oTueTa" ¥ BhIOEpUTE BH/KET.

2. HaxmuTe KHOTIKY ° U W3 BBINAJAIOIIEro Criucka BbibepuTe MyHKT KonupoBaTh HAaCTPOWKH.

3. 3areMm Bbl MOJKeTe MepejaTb HACTPOMKU JPYrOMY MOJIb30BaTe0, WU CO3/laTh HOBBIA BHUKET Ha
OCHOBe CKOITMPOBAHHOTIO.

YToOkI IMPUMEHUTDL CKOIMMPOBAHHLIE HaCTPOﬁKH HEO6XO,Z[I/IMO HaudThb I1ponecC peaAdKTHUPOBAHUSA BUPKETA.

[ns TipUMeHeHHsI CKOMWPOBAHHBIX HACTPOEK Ha)KMUTE KHOIIKY E B KOHCTPYKTOpE BU/KETOB
(moapobHee cM. pasgen « KOHCTPYKTOD BUDKETOB»).

7.3.5.4 M3mMeHeHMe pacnosioXeHus BUgxerta

,Z[J'IH HU3MEHEHUS DACIIOTIOKEHHWA BUXKETA BBITIOJIHUTE C/IeAyrolne AeﬁCTBHHZ

1. TlepeliguTe Ha cTpaHully "KOHCTpYKTOp OTUeTa" U HaBeAUTe KypPCOP MBIIIM Ha HY>KHBIN BU/DKET.

Kypcop MbIIii MPUMET CIeAYIOLUH BUI: = .
2. 3axmure JIKM u nepemMerjaiite MbIILIKY B HY’KHOM HarnpaB/IeHUH.

3. Ornycrtute JIKM nocie nepemertjeHus.
7.3.5.5 W3meHeHune pasmepa Bugxxeta

[ n3meHeHNs pa3Mepa BUKeTa BbIIIOJIHUTE C/IeIyIOLue 1elCTBUS:
[MepeiiguTe Ha cTpanully "KoHCTpYKTOp oTueTa" 1 BHIOEPUTE BUKET.
Ha)XMHTe 1 y/iep>KUBaiiTe KHOMKY ' B IPABOM HIDKHEM YI/Ty BUJDKETa.

[TepemelijaiiTe MBIIKY B Hy’KHOM HarpaB/IeHUM.

Eal A

OTnycTuTe KHOIIKY I10C/Ie IepeMeleHusl.
7.3.5.6 YpaneHue BupXxeta

L[J'IH yYAa/leHHd BU)KETa CO CTPAHULBI OTUETA BBITIO/IHHUTE C/ieyrolire ,IIEI‘/JICTBI/ISII

1. TlepeiiguTe Ha cTpaHuLy "KoHCTpyKTOp OTUeTa" U BbibepuTe BUIKeT.
2. HaxmuTe KHOTIKY ° U W3 BBINAJAIOIIEro CIIMCcKa BbIOepUTe MyHKT Y Ja/IUTh.
3. TlopTBepauTe yAaneHue B OTKPHIBILIEMCS OKHe. BupkeT OyzieT yaneH co CTpaHULbI OTYeTa.

7.3.6 N3meHeHne nopagka cTpaHuy,

Ecmu Yy Bac MHOFOCTp&HH‘-IHbeI OTYeT, TO MpU H606XO,ELI/IMOCTI/I BbI MOXXeTe U3MEHUTH ITOPAIO0K CTPaHHUL].



15151 mepeMeltieHUs] CTPAHULIbI BHU3, BHIOEPHUTEe HY)KHYIO CTPAHULY U HOKMHUTE KHOMKY G . BoiOpaHHast
CTpaHuL|a IOMEeHsIeTCSI MeCTaMU CO C/IelyIoler CTpaHuLeH.

[17151 mepeMeltieHHs CTPaHULIbI BBEPX, BbIOepHUTe HY)XKHYIO CTPAHHLY ¥ HOXKMHUTE KHOTIKY ﬁ BriOpanHast
CTpaHuL|a IOMEeHsIeTCsl MeCTaMH C NpeAblAylier CTpaHuLen.

7.3.7 YaaneHue cTpaHuubl
55t yaaneHusi CTpaHULIBI U3 OTUETa, BEIOEPUTE HY)KHYIO CTPAaHHLy U HOKMHUTE KHOIIKY @

7.4 HacTtpoiika pacnucaHua reHepayum otyeta

Pabora c reHepauHeﬁ OTUETOB I10 PaCIIMCAHUIO TMPOXOAUT 110 CJIeAYHOIeEMY CLIEHAPHUIO:
1. Hacrpoiika pacnvcaHus reHepaljiu oTueTa MoJib30BaTe/IeM.
2. ABTOomMartuyeckasi reHepalus 0TyeTa o pacrucaHrio C COXpaHEHWEM OTUETOB B apXUB.
3. TIpocMmoTp apXuBa I0/Ib30BATe/IEM U SKCITOPT BLIOPAHHBIX OTUETOB B BH/E (ai/ioB.

151 HaCTPOMKU pacriuCaHusl FeHepalju OT4YeTa BhIMIOJTHUTE CeyroIIue JeiCTBUS:

1. HactpoiiTe oTueT U HaXKMUTE KHOIIKY . Otkpoetcst okHO "[lnanupoBumK" (cM. «Puc. 73»).

NMnaHMpoBLLHK X

Cron BolpaxeHue

*O_"l‘]***

Puc. 73 — OkHo "IInaHupoBIyK"
2. Ykaxure B OKHe Cron BbIpa)keHHe.
3. Haxwmure kHonky CoxpaHuThb. byzeT co3zaHa 3ajaya IylaHUpOBIIUKA.

[na ypaneHwst 3ajaud TJIAHUPOBIIMKA HEOOXOAWMO BBIOpaTh OTUYET, [JIi KOTOPOTO HACTPOEHO
pacCriicaHue, HaXKaTb KHOIIKY M B OTKPBIBHIEMCA OKHE Ha>KaTh KHOIIKY YI[HJII/ITB 3ajauy.
7.4.1 MpocmoTp uctopum reHepayum otyeta

Hnst mpocMoTpa apxuBa IO OT4YeTy IiepeliguTe Ha cTpaHully "KOHCTpPyKTOp oOTueTa" W Ha)XKMUTe

KHOTIKY @ Otkpoetcst 0kHO "Criicok oTyeToB" (CM. «Puc. 74»).



Cnucok oTuéToB X

HaseaHwne CospaH OeicTBua
OTyvet 1 11.04.2024 13:26:44
OTueT 1 11.04.2024 13:26:44
OtuyeT 1 11.04.2024 13:26:44
OTueT 1 11.04.2024 13:26:44
OtueT 1 11.04.2024 13:26:44

MocmMoTpeTh Gonblue

Puc. 74 — Oxno "Cnucok oT4eToB"
B okHe oToOpa)kaeTcs cienyroijasi iHGopMarus:
o HasBaHue - Ha3BaHUeE OTUETA;

e Co31aH - faTa ¥ BpeMs reHepaljdy oTyeTa.

[71s1 3KCriopTa oTueTa Ha)KMHUTEe KHOTIKY @

Ins mpocMoTpa WCTOPUM TeHepalMd 10 BCeM OTueTaM HaxkmuTe KHOMKy [Tocmorpers
Oostbie (TI0pOOHEee CM. pa3ziesn «ADXHB OTYETOBY ).

7.5 HacTtpoiika npaB goctyna K oT4eTy

[Teperigute Ha crpaHuuy "KOHCTPYKTOp oOTyeTa" M HaKMWTE KHOIKY Q2 OTKpoeTCcsi OKHO
"PenaktrpoBanue npaB” (cM. «Puc. 75»).

PepakTupoBaHue npas P

Mons3oBaTenwn

user X

[pynnel nons3oBaTenen

inventorization ®X  test x

Puc. 75 — OkHo "PepakTHpoBanue npas"

HacTtpoiiTe npaBa 0CTyna OAHUM U3 CIeAyIOLIUX C10CO00B:

e B mosie "TTosb30BaTesnn" M3 BBIMAJAMOIETO CIMCKA BbIOEpUTE TIOb30BaTesiel, KOTOphIM Oyzer
JIOCTYTIEH OTYeT;

e B mose "I'pymnrisl 1osib30BaTe el W3 BBINAJAIOIIET0 CITHMCKAa BbIOEPUTE TPYMITLI I10/Ib30BaTesIeH,
KOTOpBIM Oy/leT ZIOCTyTIeH OTueT.



7.6

MmnopT oTueToB

7151 UMIIOpTa OTUETOB BBIMIOJIHUTE CJIeAYIOLMe 1eCTBHUS:

A LW

1.7

[TepeiiauTe B pa3znesn AAMUHUCTPUPOBaHUe — OTueThl.
Haxxmute kHOnky IMnopTupoBars.
B oTKpBbIBLIEMCS OKHe YKa)KUTe IIyTh K apXUBY C OTUETaMH.

Haxxmute KHONKY OTKPBITH.

JKCMNopT OTYETOB

BbInomHUTL 3KCIIOPT OTYETOB MOXXHO ABYMSA criocobamu:

9KCIopT B daiin popmara .pdf;

SKCIIOPT B dPXMB.

Cnoco6 1. 3kcnopt B ¢aiin ¢popmara .pdf

1.

2.
3.
4.

I[TepeliguTe Ha cTtpanuuy "KoHcTpyKTOp oTueTa".

HaCTpOﬁTe OTUET U HAXKMUTE KHOIIKY @
B OTKPBLIBIIEMCS OKHE YKaXKUTE IIyTh AJId COXPAHEHUA OTUEeTd.

Oruet OyzeT coxpaHeH B (aiin ¢popmara .pdf.

Cnoco6 2. JKCopT B apXuB

[nst sKcropTa OAHOTO WM HECKOJbKHMX OTYeTOB B apxuB (opmara .zip BHITIOJHUTE ClleAyHolie

JleACTBHUS:

1.

2
3
4.
5

[TepeiipuTe B pa3nen AgMUHUCTPpUPOBaHue — OTueTsl.
YcraHoBuTe (h1ary HaNpOTHUB HY>KHBIX OTUETOB.
HaxmuTe KHOIKY JKCIIOPTHPOBATh.

Bynet chopMrpoBaH apXuB C 0TYUeTaMU B (popmare .zip.

HaxxmuTe KHOIIKY Ckauarthb U YKaXUTE IyTh AJid COXPAHEHUA dPXHBd.

,Z[J'IH 3KCIIOpTa BCeEX OTUETOB, 0T06pa)KEIEMbIX B Ta6n1/1ue, Ha>KMHUTE KHOIIKY BKCHOPTI/IPOBaTb BcCe.

7.8

YpaneHue otyeTta

Y maneHue oT4eTa MO>KHO BBITIO/THUTh CJIe/IVIOIIMMU CITOCOOaMHU:

N3 koHcTpykTOpa oTueToB. Ilepelijute Ha cTpaHuly "KOHCTpyKTOp oOTyeTa" W Ha)KMUTe

KHOIIKY E HO,EI"TBEP,E[I/ITE yAad/ieHre B OTKPbIBIIEMCA OKHeE.

W3 Ttabmuiel "Otuetwl”. Ilepefizute B pasgen AgMUHHCTpUpPOBaHHe — OT4YeThl, BbIOEpHTE

Hy)KHbIﬁ OTYET U3 CIIMCKAd U HAXKMHUTE KHOIIKY E B COOTBETCTBYIOLHEﬁ CTPOKeE;

MaccoBoe yAa/ieHrhe OTYETOB:



e riepeliuTe B pa3zen AAMHUHHCTpUpOBaHHe — OTueTbl, yCcTaHOBUTe (hjlard HArpOTHB
HY’>KHBIX OTUETOB U HOXXMUTE KHOIIKY Y Aa/IUTh.

e NJId yAd/IeHUA BCeX OTUETOB, OTO6Pa)Ka€MbIX B Ta6JII/II_Ie, HaXXMHTE KHOIIKY YI[HJII/ITB Bce.

7.9 ApXxuB OoTUETOB

OTueTbl, CreHepyupOBaHHbIE TI0 paclCaHUIo, TIOMeL[atoTcsl B apxuB (TiogpobHee cM. paszen «HacTpoiika
pachycaHys reHepauyy oTyeTa»). [17s mpocMoTpa MCTOPUM TeHepaliyy M0 BCeM OTYeTaM IepeiiuTe B
paszien AAMUHMCTPUPOBaHHe — APXHUB 0TUeTOB (CM. «Puc. 76»).

zF'RE;EE“’ 172.30.254.64 v ApXMB OTYETOB ;i @ admin ~

I~ .
ApXxuB OTYETOB
Q OTuér
® |l [Oara cospanms
=] HaseaHue CospaH [eiicTBUA
B Otuer 1 11.04.2024 13:22:56
OTtyet 1 11.04.2024 13:22:56
2
OTtuet 1 11.04.2024 13:22:56
OTyeT 1 11.04.2024 13:22:56
#l N
OTtuet 1 11.04.2024 13:22:56

w 1 20 / cTpanmua

Puc. 76 — Pa3gen "ApxuB 0T4eTOB"
B pasgesne orobpaxkaeTcst ciiezyroiasi “HGOPMaLHst:
o HasBaHue - Ha3BaHUe OTUETa;
o CosgaH - faTa ¥ Bpems reHepalMy OTyeTa.
[nst popmMupoBaHusi ClMCKa OTYETOB BBITIOJTHUTE CrieIyIOIIUe 1eHCTBUS:
1. B mone "Otuer" U3 BBINA/JAIOIIEr0 CIIUCKA BEIOEPUTE OTUET.
2. BeibepuTe HarpaBieHHe COPTUPOBKH:
e | - OT HIOC/IEJHETO K IIepBOMY,
e 1 - 0T IIepBOrO K [0C/IeJHEMY.
[nst 5KCIriopTa OTYETOB BBITIOJTHUTE C/le/lytOl1e JeCTBYUS:

1. OTmeTbTe OTUeThl, KOTOpble HEOOXOAMMO SKCIIOPTUPOBATh, YCTAHOBUB (h/1ar B COOTBETCTBYIOLIEH
CTpOKe.

2. HaxmuTe KHOMKY @

3. B OTKpBIBIIEMCSI OKHE YKaKWTe MyThb JJ11 COXPaHEeHUsI OTUYETOB.



8. MOHUTOPUHT

Buumanue! B Hacmosuwem paszdesne onucaHbl obujue OaHHble O MOHUMOpUHee U npuembl pabombl C
3nemeHmamu uHmepdetica. ITodpobHasn uHgpopmayusn o cobupaembix Mempukax npusedeHa 8 OOKyMeHme
«IlepeueHb MeEMpPUK MOHUMOPUH2A» .

8.1 Oo6wue gaHHble

B kauecTBe crCTEMbI MOHUTOPHHTA UCTIO/B3YIOTCs cepBrckl Prometheus 1 Grafana.
Prometheus cobupaet cBefieHust 0 paboTe TIaTGOPMBI U pecypcax.
Grafana BbIBOAWT ZaHHBIE CBe/IeHUS Ha C/IeAyIOLye TPUOOPHbIe MaHesu:

e  OOIMII MOHUTOPUHT— MOHUTOPHUHT OCHOBHBIX rapaMeTpoB Ilnardopmel Pagap;

e IToTOK COOBITHII — MOHUTOPHUHT TTapaMEeTPOB TTOTOKA COOBITHIA;

o Kafka — monuTOpHHT TapaMeTpoB crcTemMbl 06MeHa coobijeHusMu «Kafkax;

e CraTHCTHKA MOTOKAa — MOHUTOPHHT TOKa3aTesieli 00paboTKH MOTOKa COOBITHIH;

e OpenSearch — MOHUTOPUHT MapaMeTpPOB MOMCKOBO crcTeMbl «OpenSearchy»;

e Jlor Ko/UIEKTOP — MOHUTOPHHT TT0Ka3aTesiell paboThl areHToB cOopa JIor-KoJiieKTopa.

Cepgucel Node-exporter, Kafka-exporter, Opensearch-exporter oTBeuatoT 3a cOOp METPUK C Y3/I0B
riaTdopmel, cayx6e1 Kafka v xpanumiia 06paboTaHHBIX COOBITHI, COOTBETCTBEHHO.

PekomeHjariu 110 yCTaHOBKe CEPBUCOB [yt obecrieueHusi cOOpa METPUK U MOHUTOPUHTA TIIaT(hOPMBI:

e Prometheus — ycraHaBnuBaeTcsi Ha cepBep C posbio "Monitoring"” u cobupaer MeTPHKHU C
WCII0J/Ib30BaHUEM Pa3/IMUHbIX IKCIIOPTEPOB:

e Node_exporter — ycTaHaB/JMBaeTCd Ha KaXKbld y3es TUIaTGOPMbI W TI03BOJIIET COOMpaTh
MEeTPHUKHU OrepaljiOHHOW CUCTEMBI;

o Kafka_exporter — ycraHaBivMBaeTcss Ha cepBep ¢ posbio "Balancer" u mo3BosisieT cobupatb
metpuku Kafka;

o Opensearch-exporter — ycraHaB/ivBaeTcsi Ha cepBep ¢ posibio "Data" u mosBosisieT cobupaTh
MeTpuky OpenSearch.

Ilpumeuanue: B Iliam¢popme Padap npedycMompeHa 603MO}CHOCMb nepedayu  Mempuk
npou3gooumenbHOCMuU 80 HeWHUe CUCMeMbl MOHUMOPUH2d.

ITnamgopma Padap obecneuusaem MHO2OCMPOUHbILl 861600 MeMpUK Npou3sooumeabHOCMu 8 popmame
cmpoku «Prometheus» (kaiou, 3HaueHue), WMo nNO38oAslem 3KCNOPMUPOBAMb MempuKu 8 cucmemy
«Zabbix».

8.2 AneMeHTbl ynpaBneHna MOHUTOPUHIOM

Inst mpocMoTpa MpUOOPHBIX TaHeseld repeiiinTe B pa3zesl MOHMTOPHHT W W3 BBINA/IAIOIIET0 CIHMCKa
BeIOepUTe He0OXOAUMBIN NyHKT: O0muii MoanTopuHr, IToTok codbrThii, Kafka, CTaTucTuka moTok
i OpenSearch. Otkpoetcsi BeiOpaHHasi TpUOOpPHast TTaHeJTb.



i orobparkeHust MHGOPMALUY B TIPUOOPHBIX TAHESIX UCITOJ/Ib3YFOTCS BUKETHI.
B o61jem cityuae UCTIO/B3YIOTCS ClIe[YIOLIHEe TUTTb BU/PKETOB:

o IlepBbIil THII — BUKET, OTOOpa)KArOIIMIi KOHKPETHOE 3HaueHHe MeTPUKU:

Topics

e Bropoii Tun — BUpKeT, 0TOOpaKaroIuii TeHAeHI|I0 U3MeHeHHsI TToKa3aTeIs 3a Tepruo/i BpeMeH!
B BUjle rpaduka:

Avg. CPU Usage

100
g0 VAN M/ |
60
40
20 '
Y S ] A A A, A 2 A 5
Vv "'\'\/V"u' WWWANVIA "\“v"-'l'.*'\lh\‘hu’l"‘ ./\/\v-um"\uh\,. VV‘V'J A, Nw|./“.hul\v(‘\,'. A‘f\uﬁv,-vl A\ J‘\N W!
0 28 — . s A, ASETEER A AN
13:00 14:00 15:00 16:00 17:00 18:00
== idle iowait iIrqQ == NiCe wm SOftirg == Sieal == sSystem == user

o TpeTuii THI — BU/KET, 0TOOPa)KAIOIIMHT TEHAEHIIMIO U3MEHEeHUs TIOKa3aTesis 3a Mepruo/] BpeMeH!
B BU/le Tpaduka C Tabauiie:



Messages consumed per second

0.700
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0.100 ' ‘ . | ]
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10:40 10:50 11:00 11:10 11:20
max current v
== beaver_elastic_group (topic: termite_output_normalized) 0.675 0.525
== flow_balancer_group (topic: termite_output_normalized) 0.675 0.500
== 15714-microsoft_windows_eventlog (topic: 1514-microsoft_windows_eventlog) 0.575 0.425
== |0ogmule_res_group (topic: logmule_res) 0.175 0.125

[Tpu HaBeleHNM KypCopa MBILLIH Ha BUPKET ¢ rpadukoM Oy/ieT BbiBeJieHa [[0TI0/THUTe/IbHast MHpOpMaLys:

CPU Basic ~
100% —_—
75%
2024-12-03 19:20:30
50%
Busy System: 8.33
= Busy User: 41.00
25% = Busy lowait: 0.07
—— - .
. r—— T I I l T T /\" Sl 288
0% _ i i ) _ = Busy Other: 0.07 _
19:02 15:04 19:06 19:08 19:10 1912 19:14 19:16 19:18 19:20 — Tl 34347 ' 19:28 19:30

Busy System e Busy User wss Busy lowait == BusyIRQs s Busy Other == Idle

HPI/I K/IMKe Hd HaMMEHOBaHKWE BU)KeTd, OTKPOETCHA BbIHa,[[a}OH.[Hﬁ CITMCOK CO C/1eAYHOILIMMHA AeﬁCTBHHMﬂi
e View — OTKPBIThE BUJPKET Ha BeChb 3KPdH;

o Share — nogenuTthcsi BUAKeTOM. ByneT mpepocTaB/ieH MexaHW3M T10 W3BJeUeHWIO CCbUIKU Ha
BUJIKET, CO3/IaHUI0 CHUMKa (snapshot) wiv KormupoBaHUio BUpKeTa B Oydep oOMeHa;

o Inspect — mpocMoTp moOApPOOHOTrO >KypHana BHKeTa, KOTOPbIA MPU HEOOXOJUMOCTH MOXKHO
cKauvaTh B (popmare .csv;

e More... — f0CTyn K [ONOJHUTE/NbHBIM JEUCTBUSM HaJ, BUIPKETOM, HallpUMep CKPBITh/TIOKa3aTh
JIETeHJy.

[To xnaBwie Esc oTKpbIBaeTcsi TaHe/l b WHCTPyMeHTOB cepBuca Grafana, KoTopasi mpefocTaBrsieT
CJlefiyrolye AOMoHUTeTbHbIe (QyHKIUU:

L BbIﬁpaTI: HCTOUHUK OaHHBIX [JIAd OTO6pa)K6HI/IH METPHUK,



e BBIOpaTb KOHKPETHBIN XOCT;
e 3ajaTb nepuoz (GopMUPOBaHUs MH(POPMALIMK Ha BU/KETaX;

e 3ad/laThb IepruoJ aBTOMaTHU4Ye€CKOIo 0OHOB/IEHUS I/IHCl)OpMaL[I/II/I Ha BUDKeTax.

Yrto0bI CKpBITh MaHe b UHCTPYMeHTOB cepBrca Grafana HaKMUTe KHOTIKY



9. YnpaBneHue gocTtynom K nnardpopme

9.1 Monb3oBaTenu

Pa6oTa c nosnb30BaTesiMy BK/ItOUaeT B ce0si cefiyrolijye poLiecch:

1. «J/lobaBeHue MoJabL30BaTeIg».

«,HO6E[BJ'IEHI/IE aTDI/I6VTOB I10JIb30BATE/IIO».

«PemakTpoBaHue I/IHd)ODMElLII/II/I O I10JIb30BdTe/1e».

«CMeHa 11apoJis I10J1Ib30BaTe/IsI».

«AKTUBaLMA U 6J'IOKI/IDOBKEI I10JI30BATeJIA».

«¥Y janeHue poJid Y I0JIb30BaTeas».

«JlobaBJieHue 110J1b30BaTe/s B IPYIIY».

2
3
4
5
6. «Ha3HaueHMe POJIY M0JIb30BATEJIF)».
7
8
9

«McknroueHue 110/1b30BaTe/Isd U3 IPYIIIIbI».

10. «Y majsieHue 11oJ1b30BaTeasd».

IOnst paboTel C TI0/Ib30BaTeISIMU TepeiuTe AAMMHUCTPpUPOBaHue — [losb3oBaTesin W pou —
Bk1agKa IMonb3oBaTenu (cM. «Puc. 77»).

E gg:;;sf‘ 172.30.254155 ~ | TMonb3oeaTenu TiyeHsun akTusHa Ao: 2024-12-25 | @ Pokymestauun | (Q) admin

( Pabouwid cTon

Monssosatenu Tpynne: Ponn AyauT pencTeni CobBbiTus BXOAA LDAP [locTyn K paHLIM
Q Cobbitua
© HHUMaeHTH Monbzoeatenn
v ‘ Coaparb | HasHauuTb pons NoNb3oBaTeno | HasHayWTs rpynny NONL30BaTENo Boibpano:0 ' @
GB AKTHBEI ~
TNoruH Email Hmn Ddamnnua AxTuBEH Napons Ponu pynnst
[ Cooteercteue N0 ~
uster_agent access X | uma_authorization X
admin [ @] CMEHUTL Naponb - admin X | users X o m
# KoppensTop ~ ewe 27
3 VIcTOuHMKM ~
uma_authorizat sen it
user user user user [ @) CMeHUTL Naposis x o W
it} NapameTpbi ~ ewd 7
@ ADMHUHUCTPUPOBAHUE ~
uma_authoriza ts_R X
test test@test.test test test [ @) CMeHUTL Naponb o m
Pabouue cTonb! Ble /
OTYETEI
, 5 . . © % uma_aut 1 X s
R test test2@test.test ecTep ECTOBHY MEHUTE Naponk
Apxus oTuéros "y

MoHKTOPMHI
Monbsosateny v npasa
Knactep
PenyTaLMOHHBIE CIMCKM
WcTounmkm 10C

Tauenans

Puc. 77 — Pa3pen "Ilonb3oBatenu v poiu'". Bknagka "Ilons3oBaremm”

Ha Bk/azike oTobpakaeTcst ”HpopMaLysi 0 TI0/Ib30BaTeIsIX:
e JIoruH — yHUKa/bHOE UM T10/1b30BaTeJIs B I1aT(opme;
o Email — afpec 3neKTpoHHbBIN OYTHI;

e Wmsa — vms nob30BaTe st l'IJ'IaT(l)OprI;



o ®amuiusa — hamMuIus M0/Ib30BaTe s M1aTPOPMBI;

e AKTHBeH — COCTOSIHME YYeTHOW 3alliCH Tojb30oBaTesisd. Ilosb30BaTeslb MOXET HaXOAWUThCI B
CJ/IeIyFOLIX COCTOSTHUSIX:

e AKTHBeH — T0/Ib30BaTe/ b MOXKET paboTaTh B CUCTEME;
e He akTuBeH — paboTa nosb30Baresis B CUCTeMe IMPUOCTAaHOBJIeHa.

e Posym — criicok posiell, Ha3HauUeHHBIX T0/b30BaTes 0. CITUCOK poJiel T0/b30BaTessi COCTOUT U3
JIBYX UaCTeu:

e POJIK, HETIOCPEe/ICTBEHHO HAa3HAYE€HHBIE I10/Ib30BaTe/IO,

e DPOJIY, BbIJdaHHBIE I10JJIb30BATE/II0 OT I'PYIII, B KOTOPLIX OH COCTOUT.

I'pynmnsl — CIIMCOK TPYTIM, B KOTOPbIe 00aB/IeH T0/Ib30BaTeb.

9.1.1 [Jo6GaBnieHue Nosb3oBaTesis

1. HaxwmuTe kHotKy Co3parh. OTKpoeTcst OKHO "[Jo6aBuTh mosib3oBaresis” (cM. «Puc. 78»).

Lo6aBuTb nonb3oBarens X

NorwH *

operator

Email *

operator@host.ru

MmnA *

MeaH

damunns *

MBaHoB

3aKpbITh [lobaBuTL Nons3oBaTens

Puc. 78 — OkHo "Io0aBUTH No/ib3oBaresis’

2. YKaxuTe B OKHe HH(OpMALMIO O TIo/Ib30BaTere:
e B 10Je JIOTHH yKa)kUTe YHUKabHOE UMs T10/1b30BaTesisl B I1aTopMme;

o B nosie Email ykaxxurte agpec 3/1eKTPOHHOM MOUTHI, KOTOPBIM Oy/1eT UCI0/Ib30BaThCs JJIst
MOTyYeHU! yBeJOMJ/IeHUN;

e B nossix IMa u @aMuus yKaKuTe UMs U (paMUIIKIO TI0/Tb30BaTesIsl.

3. Haxwmure kKHOTIKY /|06aBUTH M0/Ib30BaTe/IA.



9.1.2 [o6aBneHne aTpndyTOB NONb30OBaTeNI0

[Tonb30oBaTen0 MOTYT ObITH Ha3HAaueHbI aTpUOYTHI, BiUstomye Ha ToBesieHue [lnargopmser Pagap i
coziepsKaiiie MHGOPMaLMOHHBIN XapakTep. CITHUCOK CUCTeMHBIX aTpUOyTOB NprBesieH B Tabmuie 1.

Ta6sma 1 — CiucoK CHCTeMHBIX aTpUlyToB

HasBanue Onucanue

KonBepranysi BpeMeHHBIX MeTOK B UHTep(detice B Hy>KHYIO [/IsI TIO/Ib30BaTe Isl TaliM30HY .

tz
ITo ymomnuanuto — Europe/Moscow.

[ocTaBka cucteMHBIX yBefomsieHni oT [Inardopmer Pagap mons3oBaresmo Ha E-mail.

is_system_notification
[MapameTp Oy/eT BK/IIOUEH MPU YKa3aHUU JTF0O0T0 3HaUeHMS.

locale PeruoH nosb3oBaress. [1o ymMomuaHuio — ru.

IIpuMeuaHue: CIUCOK aTpUOYTOB He OrpaHUUYMBAETCS CHUCTeMHBIMH, BbI MOXKeTe [100aBUTH
TIPOM3BOJIbHOE  KOJIMUECTBO  COOCTBeHHBIX aTpuOyToB. OHM  OygyT HECTU UCK/IIOUUTETBHO
MH(OpMaLMOHHBIM XapaKTep.

[nis nobaByieHNst aTpUOYTOB T0J/Ib30BATEIO BBITIOJIHUTE C/IeAYIOIINe AeHCTBUS:

1. B CTpoKe HY)XHOrO TIIO/Ib30BaTe/Isl Ha)KMUTe KHOIKY ﬁ? . Otkpoercsi okHO "PenaktupoBaThb
nosb3oBatens” (cMm. «Puc. 79»).

PEAaKTHpOBaTb nonb3oBaTtena X

Norun *

Email *

user

s

user

Gammnusa

user

locale

ru Ej

is_system_notification

1 |

Knroy 3HaveHue

tz Europe/Moscow

Puc. 79 — OkHo "PepakTHpoBaTh N0/b30BaTensa"



2. Yxaxwure uHpopmaiuio ob arpubyrax:
o B rosie Kimou yKa)kuTe Ha3BaHue aTpubyTa;

e B T1I0/Ie 3HAUEHHE YKA)KUTE 3HAUeHUe aTpUOyTa;

e  HWKMHUTE KHOTIKY ISt mobaB/ieHust aTprudyTa;
e TIOBTOpUTE JI€HCTBUS 15 10OaBIeHNs HEOOXOIUMBIX aTpUOYTOB.

3. Haxwmute KHOTIKY PejaKkTHpOBaTh M0/1b30BaTe/Isl /i1 COXPaHEeHUs U3MeHeHU.

9.1.3 PepakTupoBaHue uHhopmauum o nonb3oBaTene

1. BribepuTe HY)XHOTO TI0/Ib30BaTeNsi W3 CINMCKAa Ha Bkiagke "Tlonb3oBaTesn" W Ha)KMHUTe

KHOIIKY 74 .
2. VI3MeHUTe OCHOBHYIO MH(MOPMALIHIO O TOIb30BaTeJIe.
3. U3meHuTe aTpubyTHI TIOTb30BATEIS.

4. HaxmuTe KHONKY PejakTHpoOBaTh Mo/ib30BaTe I [|/Isi COXpaHeHUs] U3MeHEeHU.

9.1.4 CmMeHa napona nonb3oBarens

1. BoiOepuTe HY)XHOrO II0/b30BaTeNsi W3 CHKMCKa Ha BKaagke 'Tlosb3oBaTenm” W HaKMHTE
KHONKY CMeHHMTb naposib. OTKpoeTcs 0KHO "CMeHUTh naposb” (cM. «Puc. 80»)

CMeHUTb naponb X

Maponk *

dgko42v6

3aKpbITh CreHepupoBsaTh Napofb CMeHUTb Naponk

Puc. 80 — OkHo "CMeHUTH Napob"

2. Brone Hapom: YKaXXuTe HOBBIN apoJIb I10JIb30BaTe/Id.

3. Tlpu HeoO6XOAWMOCTH BBl MOXKETe CreHepUpOBaTh CJIyuaiHbIM TapoJib, [/ 3TOr0 Ha)KMHUTe
KHOTKy CreHepupoBaTh NapoJib.

4. Haxmure KHOIIKY CMeHUTh mapoJib 41 COXpPaHEeHUsA M3MeHEeHU.

9.1.5 AKTUBaLMA N G/TOKMPOBKaA NOJib30oBaTe A

[y u3MeHeHHs COCTOSTHUSI yUeTHOM 3aruCH T0Jib30BaTesisi MCIOJb3yiTe TepeKkiouaTesib B rpade
AkTHBeH (cM. «Puc. 77»).

9.1.6 Ha3sHaueHue ponu nonb3oBarento

1. Haxmure kHOrNKy Ha3HauuTh poab mnosb3oBaTerw. OTkpoercss OKHO "Ha3HauuTbh poJib
nosb3oBate/ito” (cM. «Puc. 81»).



HasHauuTb ponb NonNb3oBaTento X

MonbsoeaTtens *

Ponb *

33KpbITh HasHauuTk ponb NONL30BATeNo

Puc. 81 — Oxno "Ha3HauyuTh poJb N0/ib30Barenin"

2. YKaxuTe B OKHe CJ/IeZIyIOL[y0 UH(POPMaLUIO:

¢ B mnoJje Ilonb30Barenp U3 BbIIIaJarOIIero CIiMCka BbI6epI/ITe IM0JIb30BaTe/is, KOTOPOMY
6y,[[€T Ha3HA4Y€Ha pPOJib;

e B moje Posib U3 BBINIAZAIOIIEr0 CIUCKA BbIOepuTe posib. CIMCOK pojieli MpUBEEeH B
paszesne «Posn».

3. Haxmure kHOnky Ha3HauuTh poJib 110/1b30BaTeII0.

9.1.7 YpaaneHve ponu y nosib3oBarens

l'[pnMeanne: Heé/b35 yaa/lumb poiu, 8bl0dHHbIe NOAb308AMEN0 OM epynn, 8 KOmopblX OH cocmoum.
Ymobbl Auwumb noab308amess NOOOOHOL posu, uck/soyume eco u3 coomeemcmey;owefl epynnbl.

1. Haligure Hy>XHOTrO MOJIb30BaTe/Is1 U3 CIIUCKa Ha BKiagke "[lonb3oBarenu’.
2. B rpade Po/iu Ha)KMUTEe Ha KHOTIKY ~* PsIZIOM C HAMMEHOBaHHUeM HYKHOM posut (cM. «Puc. 82»).

Yp,aneuue ponn y nonk3oBarenn BhiGpano: 0 C, @

AKTUBEH Mapone Ponu Mpynnel
cluster_agent_access X uma_autherization X admin X

[ @] CMeHWTL napons o o
..elweé 27 users x

uma_authorization X service_assets_R X
[ @] CMeHWTE Naponb users x V2|
eweg 7
uma_authorization X service_assets_R X
offline_access x incident_type_R x
() CmeHuThb napone software_compliance_checks_R x scan_results_R x users X & W
reports_R X incident_R x correlator_R
CKPLITE 7
uma_authorization X service_assets_R X
[ @] CMeHWTBb Naponb users X & W
Blg 7

Puc. 82 — Yoanenue poau y nonb3oeamensn"

3. HO,E[TBEP,HI/ITE‘ yAad/ieHre B OTKPBIBIIEMCA OKHeE.



9.1.8 [o6GaBneHue nonb3oBartesns B rpynny

1. Haxwmure xkHOnky HasHauuTh rpynmy mosib3oBarenro. OTKpoeTcss OKHO "HasHauuTh rpyrmiy
nonb3oBareto” (cm. «Puc. 83»).

Ha3sHauuTb rpynny nonb3oBaTento X

Mons3oBatens *

user

Mpynna *

inventorization

3aKpeITe HasHauuTk rpynny Nonb30BaTeno

Puc. 83 — Oxno "Ha3HauuTh rpyniy no/ib3oBarenat"

2. YKaxuTe B OKHe CIeAYIOIIyI0 HH(POPMALHIO:

e B mnonie ITosb30BaTe/ b U3 BBINAJAIOIIET0 CITUCKA BBHIOEPUTE TI0/Ib30BATEIsl, KOTOPBIH
OyzeT nobaB/eH B rPyIIy;

e B nosie I'pynma u3 BbIMafiatoIiero Crivcka Beibepure Tpyriy (1MogpobHee 0 TpyIax CM.
paszien «'pynibl roJsib30Bareneii»).

3. Haxmure kHonky HasHauuTh rpyImy no/ib30BaTesiro.

9.1.9 NcknoyeHne nonb3oBartesid U3 rpynnbl
1. HaliguTte Hy>KHOTrO MOJIb30BaTeJIsl B CIIUCKe Ha BK1ajke "Tlonb3oBaTenn".

2. B rpade I'pynmbl HOKMUTE HA KHOIMKY ~* pSJOM C HAUMEHOBAaHHWEM HY>KHOM TPYIIIbI
(cm. «Puc. 84»).

McknoueHne nonesosaTena ns rpynnel Bei6pamo: 0 ©
AKTUBEH MNaponeb Ponu Mpynnbi
cluster_agent_access x uma_authorization x admin X
[ @) CMEHUTB Naponk o m
..ewd 27 users X
uma_authorization » service_assets_R x
O CMEHUTL Naponk o W
LBWET
uma_authorization x service_assets_R X
offline_access x incident_type_R x
() CmeHUTb Naponk software_compliance_checks R x scan_results R x users X 174 E
reports_R incident_R x correlator_R x
CKpbITE 7
uma_authorization » service_assets_R x
[ @) CMEHUTL Naponk users x & mW
BluE7

Puc. 84 — Mick/1loueHue no/1b30BaTe/Is U3 rPpynnbl”



3. IloaTBepauTe yzasieHUe B OTKPBIBLLIEMCS OKHeE.

9.1.10 YpaneHue nosib3oBartens

1. B CTPOKe HY>XHOTI'O IT0JIb30BaTe/IsI HAXKMHUTE KHOIIKY Iﬁ[

2. llogTBepauTe yzasieHUe B OTKPBIBLLIEMCSI OKHeE.

9.2

['pyniner

pynnbl nonb3oBarenemn

I10JIb30BaTe el npeaHasHa4YeHbl [Jid  YIPOILleHWsa aIMHWHHUCTPUPOBAHUWA I10/Ib30BaTe e

1/71aTOPMBI.
Paborta c rpyrinam# 1oJib30BaTesieid BK/ItoUaeT B ce0si cieIyroIie mpoLecchl:

1. «Co3gaHue rpynrbl [10JIb30BaTeIeH».

2. «PefakTHpOBaHUE TPYMIIbI [10JIb30BaTEICN».

«HaszHaueHure po/iv rpyIiie noab30BaTeIei».

3.
4. «Y[pasneHve poJiv V TDVIINEI [T0JI630BaTeIe».
5.

«Y ganeHye TPYNIILI I10JIL30BaTEIeH» .

Ina paboThl C TrpymnmaMy Mo/b30BaTesiel mepelautTe AAMUHMCTPUpPOBaHue — Ilosib3oBaTenu u
poiu — Bkiajka I'pymmbl (cm. «Puc. 85»).

@ admin

MULeH3WA aKTMBHa fo: 2024-12-25 | @ [oxkymenTauyus |

E *;‘:;;,‘;‘J 172.30.254155 ~» | T[pynnbi

© ALMWHUCTPUpOBaHUE ~
MNonb3oBaTenu Ipynnbi Ponu

AYANT AeACTBUA

CobbiThA BXOAa LDAP [ocTyn K faHHbIM

Pabouwe cTonbl

OTuETHI Ipynnbl nonb3oearened

ApXUB OTHETOB

‘ Cospatb | HaaHauuTb ponb rpynne

NyTb
MOHUTOPUHT g

fadmin
MNMonb3oBaTenu u npaea

fusers
Knactep

PenyTalWOHHbIE CMCKK
finventorization

McTounnkn 10C

NuueHsna

Puc. 85 — Pa3pen "Ilonb30BaTenu u pom'”.

HassaHue

admin

users

inventorization

Ha BKk/1asike oToOpaskaetcs cienytoias MHGopmarys:

o IlyTn;
o Ha3ssanue rpymnmnesr;

e Posm, Ha3HaueHHbIe TpyIIIe.

9.2.1

CospgaHue rpynnbi Nosib3oBaTe el

Bbibparo: 0

Ponu

service_assets_R X ncident_type_R X

service_assets_ D x service_assets_U X

R ¢

elE 2

Bkiaaka "I'pynnbr”

1. Haxwmwure kHomnky Co3aarb. OTKpoetcst okHO "Co3gaTh rpymnmny” (cMm. «Puc. 86»).

@



Cosparte rpynny X

HaagaHue *

3aKpbiTh Cospate rpynny

Puc. 86 — Okno "Co3pare rpymmy"

2. B none Ha3BaHue YKaKUTE YHUKA/IbHOE HAMMEHOBAHUE I'DYIIIBL 10/Ib30BaTe/IeH.

3. Haxwmure kHOrky Co3paTh rpynimy.

9.2.2 PepaktupoBaHue rpynnbl Nosib3oBaTesiein

1. B cTpoKe HY)KHOU rpynibl HAYKMUTE KHOIIKY & .
2. V3MeHUTe OCHOBHYIO HH(MOPMALIMIO O TPYIIIIe.

3. Haxwmure KkHONKY PegakTupoBaTh rpynmy /s COXpaHeHUs U3MeHeHUN.

9.2.3 Ha3HaueHue ponu rpynne nosib3oBaresnemn

1. Haxwmure xHonky Ha3Hauuth posb rpymme. Otkpoercs OkHO "HasHauuTb posb rpyrie”
(cm. «Puc. 87»).

HazHauuTb ponb rpynne X

pynna *

inventorization

Ponb *

dashboards_D

3aKphITh HazsHauuTk ponb rpynne

Puc. 87 — OxHo "Ha3HauuTh po/ib rpynme"”

2. YKaxuTe B OKHE C/IeAYIOIIYI0 HH(POPMALHIO:
e B mose I'pynma u3 BbIMaJaoIero Crucka BbiOepuTe Tpymily, KOTOpPOU OyZeT Ha3HaueHa
pOJib;

e B mosie Posib U3 BBHIMAJAMOIIETO CIUCKAa BbiOepuTe posib. CMHMCOK poOJie TIpUBeNieH B
pazgene «Pom». BeibpanHasi posib OyeT Ha3HaueHa BCeM I10/1b30BaTesIsIM, COCTOSILIM B
rpyrrie.



3. Haxmure kHonky HasHauyuTh posib rpyimie.

9.2.4 YpaneHue ponu y rpynnbl nonb3oBarenei
1. HaviauTte Hy)XHYO IpymnIly B CIMCKe Ha BKiajke "['pymbr'.
2. B rpade Poan Ha)KMHTe Ha KHOTIKY “ psiJOM C HAUMeHOBaHHeM HY>KHOM posiu (cMm. «Puc. 88»).

Ipynnel nons3oearenei

| Co3nath laaHauuTh ponk rpynne l Ypanexue ponn y rpynnei BeibpaHo: 0 o)}

MyTb Haseauue Ponu

fadmin admin ¢ W
ervice_assets_R X ncident_type_R X

Jusers users - o
service_assets_D X service_assets_U X service_assets_R X

finventorization inventorization 70|

new_group new_group & MW

Puc. 88 — Y ganenue posi y rpynnsl nosb3oBaresien”

3. IloaTBepaute ygaseHue B OTKPBIBLLIEMCS OKHe.

9.2.5 YpaaneHue rpynnbl Nonb3oBartenei

1. B cTpoke Hy>XHOM TpPyIIbI TO/b30BaTe/el HAXKMUTE KHOMKY IE

2. TlopTBepauTe yzAajieHUWe B OTKPBIBLIEMCSI OKHE.

9.3 Ponu

Ponb — rpymma fAeilcTBUid, KOTOpbIe II0/Ib30BaTe/b MOXXET BbIMOJHUTL B Tuiatdopme. [lelicTBus
IPYNNUPYIOTCS N0 QYHKL[MOHATBHOUW CBSI3aHHOCTH.

Kaxgomy 1mosib30BaTesr0 CUCTeMbl Ha3HauaeTcst Habop povieid. [Tosb30BaTesb MoJy4yaeT MpaBo Ha AOCTYI
K (OYHKIMSM TU1aTGOPMBI B COOTBETCTBUH C HAOOPOM /IeHiCTBUM, BK/TFOUEHHBIX B TIPEJOCTAB/IEHHBIE €My
poJu.

Pabora c POJIAMH BK/IFOUAET B cebs cieayroiiye rnmponeccol:

1. «IIpocMOTp cIIMcKa poJsieii».

2. «PeIaKTUDPOBAHUE DOJIN».

9.3.1 TlpocMOTp cnucKa ponei

[Ons npocMoTpa crmucka poJsied TnieperauTe AMUHHUCTpHpoBaHue — Ilonb3oBarenn u pou —
Bki1agka Pomm (cm. «Puc. 89»).



Ponn

NAHTEC
PALAP

172.30.254.155 v |

NuueHsun akTWBHa ao: 2024-12-25 | JokymeHTauma

@ admin

& ALMWHMCTPUpOBaHWE A~

MonbaosaTenu Fpynnbl Ponun AYAMT OeAcTBUA CobbITHA BXOAA LDAP
Pabouwre cTonbl
OTYéThI
Ponun

ApXMB OTYETOB Ponu: 79 , nokasaHdo 1-79
MOHMTOPKHT
Monb3oBatenn u npaea HaasaHune OnucaHue
KnacTep admin ${role_admin}

apikeys_C Coaganue APl-kno4ei
PenyTauuoHHble CnrMckun

apikeys_D Yaaneuue API-knouen
MeTouHunkn I0C

apikeys_R MpocmoTp API-Kmouen
JiueHsua

apikeys_U MameHeHne API-knoyei

Puc. 89 — Pa3pen "Ilonb3oBaTenu u posm”. Bkiagka "Pomu"

CriuCoK TpelyCTaHOB/IEHHBIX poJielt npuBesieH B « Tabmmiia 2».

Tabmuya 2 — [IpeaycraHoB/IEHHBIE POJIH

Ne n/m  Ha3Banue posin

1 admin

2 apikeys_C

3 apikeys_D

4 apikeys_R

5 apikeys_U

6 cluster_agent_access

7 cluster_manager_access

8 config_params_R

9 config_params_U

10 configs_C
11 configs_D
12 configs_R
13 configs_U

Onucanue posn

JocTymn Ko BceM BO3MO>KHOCTSIM T1/1aT(OPMBI

Co3ganue API-kmoueit

Y nanenve API-kmoueii

IMpocmoTp API-kntoueit

N3meHenue API-kmrouei

Hocrtyn k API knacrep-areHTa

Hoctyn Kk API knacrep-mMeHe/pKkepa

ITpocMoTp rapamMeTpoB KOH(PUTOB

V3MeHeHne nnapamMeTpoB KOH(WIOB

Co3zaanve KOHGUTOB

Y nanenvie KOHOUTOB

ITpocMoTp KOHGUrOB

V3meHeHMe KOHQUTOB

HocTyn K aHHbIM

O R N



Ne ni/m

14

15

16

17

18

19

20

21

22

23

24

25

26

27

28

29

30

31

32

33

34

35

36

37

Ha3BaHue poiu

content_E

content_I

correlator_ A

correlator C

correlator_D

correlator_R

correlator_result D

correlator U

create-realm

dashboards_C

dashboards_D

dashboards_R

dashboards_U

events_C

events_D

events_R

events U

incident_C

incident_D

incident_mass_U

incident_ R

incident_status_U

incident_type_C

incident_type_D

OmnmMcaHue poiu

OKCIOPT KOHTEHTa

WmriopT KOHTeHTa

YrnpaeneHue KoppensiTopaMu

Co3paHue MpaBu KOPPessLu

Y naneHue npasu/l KOppeJisiLuu

IIpocmoTp npaBUI KOppessLvu

YnaneHue pe3y/bTaToB KOPpesiLiuU

Vi3smeHeHMe MpaBU/ KOppesLun

Bo3moxHOCTB CO31aHusA CYH.IHOCTeﬁ

COB,Z[EIHI/IG paﬁoqero CTOJ1a

Y nanenue pabouero crosa

ITpocmotp pabouero crona

PenaktupoBanue pabouero crosna

Co3ganue coObITHS

Y nanenuve coObITHs

IMpocMoTp CoObITHIA

PepakTripoBaHue COOBITHS

Co3paHue UHLIMEHTOB

Y naneHve VHLIUEHTOB

MaccoBslie 1efiCTBUS C UHI[UIeHTaMU

I[TpoCcMOTp HHIUEHTOB

W3MeHATb CTaTyC MHLKXAEHTA

Co3iaHre TUTIOB WHIW/IEHTOB

Y maneHvie TUTIOB WHIU/IEHTA



Ne ni/m

38

39

40

41

42

43

44

45

46

47

48

49

50

51

52

53

54

55

56

57

58

59

60

61

Ha3BaHue poiu

incident_type_R

incident_type_U

incident U

incident_users_U

monitoring

nodes_C

nodes_D

nodes R

nodes_U

normalizers

offline_access

parsers

report_C

report_D

report_R

reports_C

reports_D

reports_R

reports_U

report_U

scan_results_C

scan_results_D

scan_results R

scan_results U

OmnmMcaHue poiu

[IpocMOTp THMOB MHLUEHTOB

N3meHeHMe TUTIOB UHLIMHZEHTOB

Vi3MHeHUe UHIU/IeHTOB

Hasnauenwust rosb3oBareieit AJI1 UHIUWOeHTa

JloCTyIl K MOHUTOPHHTY

[JobaBneHue y3/10B

Y paneHue y3ioB

ITpocmoTp y3710B

N3meHeHue y3/10B

HocTtyn K npaBWiaM HOpMasiv3alyu

Hoctyn 6e3 ceTu UHTEpHET

Hoctyn K nipaBuiam paszbopa

CoszaHue oTyeTa

YnaneHue oTyeTa

[IpocMmoTp oTyera

Co3piaHue 0TUeToB

Y aneHue oTueToB

[TpocmoTp oTyeToB

W3MmeHeHMe 0TUeTOB

PepakTupoBanue otuera

3arpys3ka pe3y/ibTaToB CKAaHUPOBAHHUSI

Y naneHve pe3ybTaToOB CKAHUPOBAHHS

ITpocMOTp pe3y/IbTaTOB CKAHUPOBAHHUS

Vi3meHeHMe pe3y/bTaToOB CKAHUPOBAHUS



Ne n/m  Ha3BaHue posin OmnmMcaHue poiu

62 service_assets_C Co3pjaHre akTHUBOB, IPYIII, UHTeP(}eICcoB, HACTPOHKa HAeHTH(UKAITN
63 service_assets_D Y naneHve akTUBOB, IPyIII, UHTep(ecoB, HACTPOIKa HAEeHTU(HUKALTN
64 service_assets_R IIpocMOTp aKTUBOB, TPy, UHTEP(elicoB, HacTpoiiKa UeHTU(UKALIUI
65 service_assets_U VI3MeHeHUe akTUBOB, rpyMIl, MHTep(delicoB, HacCTpoiiKa ueHTU(UKAL[UH
66 software_compliance_checks_C Co3zaHye MpaBuI ¥ HAOOPOB MPaBUJI OL[eHKH COOTBeTCTBUS 110

67 software_compliance_checks_D Y nanieHvie npaBu/ U HabOPOB TPaBU/I OLIEHKU COOTBeTCTBUs 10

68 software_compliance_checks_R ITpocmoTp Becex cyIHOCTe o1jeHKH cooTBeTcTBUs [10

69 software_compliance_checks_U V3meHeHMe npaBu/I U HAOOPOB MPaBU OLIEHKH COOTBeTCTBUs [10

70 sources_C Co3/laHue UCTOYHHUKOB

71 sources_D Y naneHue UCTOYHUKOB

72 sources_R [IpocMOTp UCTOYHUKOB

73 sources_U 3MeHeHNe ICTOUHHUKOB

74 system_admin AJMWHHCTpPaTOP CUCTEMBI O€3 10CTyTA K JaHHBIM

75 table_C Co3iaHre XpaHuIUIIa

76 table_D YnaneHnve XxpaHUIMIIA

77 table_R ITpocMoTp XpaHWIHIIA

78 table_U PejakTrpoBaHye XpaHUIHIIA

79 uma_authorization ${role_uma_authorization}

Buaumanue! [Tonb308amenu ¢ HazHaueHHOU poabio "admin” 6ydym umemb 0ocmyn KO 8cem pazoenam u
Hacmpolikam ITnam¢opmbi Padap.

9.3.2 PepaktupoBaHue ponu

1. B cTpoKe HY)KHOM pOJIK HAKMUTE KHOTIKY 73

2. Haxwure KHOTIKY PeakTHPOBATh POJIb /IJIsi COXpaHEeHUs] U3MeHeHUi.



9.4 AyaouTt AeicTBUW NOoNb3oBaTesiei

HOnst  obecrieuennss Qyukimii Oe3omacHocty  Ilnardopma Papap peructpupyer Bce [JIeHCTBHS,
coBepiaeMbie B Tiatdopme. [lelicTBUSI [elSITCS Ha CHUCTeMHble W TOJib3oBaTesibckue. [1o Kakaomy
JIeMCTBHIO MOYKHO TIOCMOTPETh 3aIipoC, KOTOPbIH ObL/T UCTIOJTHEH BO BPEMSI BBITIOJTHEHUST 1eHACTBHS.

[ns mpocMoTpa COBeplIeHHbIX B TIaTopMe [eHCTBUN MepelijuTe AJMHHHUCTPUpPOBaHUE —
Ilonb30BaTenyn ¥ poyin — BKIaJKa Aygut aerMcTBuM (M. «Puc. 90»).

E *L‘:ﬂ;ﬁ" 172.30.254155 v | AypwT peicTenii NuueHsus akTeHa fo: 2024-12-25 | (O [flokymexTaums | @ admin ~

© ANMUHMCTDUpOBaHME — ~ )
" Monb3osatenu Tpynnbl Ponu AYAMT feAcTBui CobbiTisA BXOAa LDAP LOCTYN K AaHHBIM

PaBoune cToNsI

OTuETHI AYAWT feiCcTBUA
.

ApXvB OTUYETOB v C ]
MOHHUTOPMHT Cepanc CywrocTs Monb3osatens Heictane CucTemHoe ID cBA3aHHOM cywHocTH  [leTanu [Lata cozpanus
Monb3osaTeny u npasa Cepeep asTopnaaumm Feynna admin [Lobasnexne Het 11:52:58 15.11.2024
Knactep Cepeep aBTOPKIALKIA Tpynna admin Lobaenekne Hert MokasaTk AeTanu 11:44:50 15.11.2024
PenyTaunoHHbIe CIMCKH Cepeep asTopusalia Nonkaosatens admin MameHeHue Her MokasaTe aeTanu 17:31:53 14.11.2024
MeTousnki I0C Memefxep KnacTepa ¥npasnewue KoHdUrypaumein  admin WameHeHine fa MokasaTk petanu 12:29:18 14.11.2024
TueHzna CoxpaHeHne

Menegxep Knactepa Ynpasneuve KoHbUrypaumedn admin napameTpos Het Mokasate feTanu 12:29:18 14.11.2024

KOHOHrypaumm

Puc. 90 — Paspen "Ilonb3o0BaTenu u ponu”. Bknaaka "Ayaur aedcrBuii”

Ha Bknagke otobpaxkaeTcsi ciiefiyroriasi ”HQOpMaLus:
o CepBuc — HauMeHOBaHUe CepPBUCA, B KOTOPOM BBITIO/HS/IOCH [1eHiCTBUE;
e CylHOCTb — HAUMEHOBaHHUEe CYI[HOCTH, HaJl KOTOPOH ObLIO BLIMOHEHO JIEHCTBUE;
o Tlonb30BaTe/b — HaMMeHOBaHUeE 10/Ib30BaTe/Is1, BBIMIOJTHUBILIETO /1eHiCTBUE;
e JleiicTBHe — ONUCaHUe /IeHiCTBUS;
e CucreMHoOe — MpHr3HaK, BbIMOJIHS/IOCh U JIelCTBUE M/IaT(OPMOIL: 1a, HET;

e ID cBsSI3aHHOM CYIIHOCTH — WJEHTU(PUKATOP CYIHOCTHU, KOTOpas Takke ObUla W3MeHeHa Ipu
BBIIOJIHEHUU [IeMCTBUS HaJ| POJUTE/bCKOM CYLI{HOCThIO;

e JleTasm — MPOCMOTP Tea 3arpoca, KOTOPbIX ObIT BBITIO/IHEH;
o Jlara co3jaHus — /laTa U BpeMs CO3/laHus 3alliCH O COBEPLLIEHHOM [IefCTBUH.

11 mpocMoOTpa Tesa 3arpoca, KOTOPbIM ObLT BHITIOTHEH [I7Isl UCTIOJTHEHUS [IEMCTBUSA, B CTPOKE HY)XHOTO
JerictBust HaxxmuTe KHOMKY IToka3aTh geramu. OTkpoetcsi okHO "TlokaszaTk getanu" (cMm. «Puc. 91»).



MNokasaTb geTtanu X

{"createUpdateParams™:[{"Id":"5e864b02-9181-4578-8el2-

e6069be37e8c"”, "Name" : "Cm.DbSkipTLSVerify"”, "Description™ : "OTKAKHMTE
obAzaTencHyw npoeepky TLS npw CoeguHEHWH K

BA", "Value":"true","DefaultValue":"true","AcceptedValues” :"true;false"
» 'Readonly”:false,”json_template”:"", "NodeId": "b9efd96c-bded-f3be-
eb85-f18e7f@bdc3c"}, {"Id": "fo018cdad-5ec2-457c-ba5d-

93db723%ee76", "Name" : "Cm.DbSkipTLSVerify"”, "Description™ : "OTKAKHYMTE
obAzaTencHyw npoeEepky TLS npu coeguHEHWH K

BA", "Value":"false”,"DefaultValue”: "true”, "AcceptedValues™: "true;false
","Readonly”:false,"json_template”:"","NodeId":"626@15da-8d4c-5342-
aafa-315d8bd3b116"}], "deleteParams™:[]}

Puc. 91 — Okno "Iloka3aTth AeTanu"

9.5 XXypHan Bxoga nonb3oBarenei

Ona obecrieuenuss ¢yHKIMM 6Ge3oracHocty [nardopma Papap peructpupyeT CaefyroIyde THUITBI
CoOBITHH BXO/a:

e BX0/ B 1y1at¢opmMy — ObIJT 3aperuCTPUPOBaH YCIEeLTHbIN BXOZ, M0/Ib30BaTesl;

e o00OMEH TOKeHa Ha KU — O0COOEHHOCTh peaau3aljid CeCcCHu I10/b30Baresisi, Tpebyrormas
TIOBTOPHYIO ayTeHTHU(UKAIUIO0 TIOC/e OIpe/ie/ieHHOro Ieprofa BpeMeHH. JlaHHoe [eiicTBUe
BBITIO/THSIETCST aBTOMATHUEeCKH, eCJ/Id T10/1b30BaTeNb BhINOHseT paboty B riatdopme. B ciyuae,
eC/I TI0/Ib30BaTe b Oe3/ieiicTBOBas, ero ceccusi OyzeT mpepBaHa.

[To KaXKoMYy /IeliCTBHIO MOXXHO MIOCMOTPETh JleTa/IbHYH0 HH(OpMaLUIO.

[lns mpocMmoTpa KypHazia BXOZa Iosib3oBaTesiell B matgopMy nepeiijute AJMHHUCTPHpPOBaHUE —
ITonb3oBaresin U posn — BKiaagka CoObITHS BXxoja M BblOepuTe Mepuo/, 3a KOTOPBIA HYXKHO
chopmupoBath XKypHas (cM. «Puc. 92»).

E g?iﬁ,‘[ﬁ” 172.30.254155 ~» | Co6bITHA BXOga fiWueHsHs akTUBHa Ao: 2024-12-25 | LokymenTtauua | @ admin

@ AOMWUHWCTpUpOBaHWE A~

Monb3oeatenun Mpynnbl Ponun AyauT nedcTeMi CobbiTHA BXOAa LDAP JdocTyn K gaHHbIM
PaGoune cTonbl
OTUETHI CobbiTHA BXOAA
ApXu1B OTHETOB CobbiTuit: 100 , nokasaxo 41 - 60
MOHMTOPMHT 2024-11-14 13:51:29 2024-11-15 13:51:29 c
Mons3o08aTeni v npasa Tun co6biTHA IP-agpec Monb3oeaTtene Oetanu Oara

KnacTep ObmeH TokeHa Ha KIou 172.30.253.1 17:45:38 14.11.2024
PenyTaunoHHbIE CIMCKK Bxog 172.30.253.1 admin MokazaTek AeTanu 17:45:36 14.11.2024

MeTouHnku 10C OB6MeH ToKeHa Ha KoY 172.30.253.1 17:45:25 14.11.2024

Jnuensna Bxon 172.30.253.1 admin 17:45:23 14.11.2024

Puc. 92 — Pa3aen "Ilosib30BaTenu u posn". Bkaajgka "Co0bITisa Bxoaa"

Ha Bknagke oTobpaxkaeTcsi ciiefiyroiiasi MHQpOpMaLusi:



e Twun coObITHA — COOBITHE BXOZA: BXO/ IT0JIb30BaTe/isi, 0OMeH TOKeHa Ha KJTF0U;
e IP-aapec — IP-aapec, c KOTOPOTO BBITMOHSJICSA BXO/] B T1aTHOpMY;

o Tlonb30BaTesib — JIOTUH T0/Ib30BaTeJIsl, BHITIOJIHUBIIIETO BXO/, B I/1aThopMy;

e JleTasi — TIPOCMOTP JleTalbHOM WHGMOPMAI[UH 0 COOBITUN BXO/Ia;

e JlaTa — fata v BpeMsl CO3/IaHHsI 3alMCU O COOBITHH BXO/Ia.

[y mpocMmoTpa feTanbHOM MHGOpPMAMU O COOBITUM BXOJa, B CTPOKe HY)KHOTO JeMCTBUS HaXKMHUTE
kHorky IToka3arh getanu. OTkpoetcsi oKHO "Tloka3ath fgetamu"” (cM. «Puc. 93»).

MokasaTb geTanu X

"auth_method”: “"openid-connect”,

"auth_type”: "code”,

"response_type": "code”,

"redirect_uri™: "https://172.38.254.155/v4/users”,
"consent”: "no_consent_required”,

"code_id": "497d@as81-582c-453d-bbfb-b34a93fe5c59”,
"response_mode"”: "fragment”,

"username”: "admin”

Puc. 93 — Okno "Iloka3aTth AeTaiun"

9.6 UHTerpauum LDAP

IInardopma Pagap vcrnons3yet cepBrc Keycloak B kauecTBe cucTeMbl WAeHTU(PUKALMU U YTIpaBIeHUs
JIOCTYTIOM.

[Tnardopma mo3BossieT co3faTe uHTerpanuio Keycloak c cepsepom LDAP, a 3areM WHCIIO/Ib30BaTh
LDAP B KaueCTBe MCTOYHUKA MO/Ib30BaTE/IbCKUX JaHHbBIX.

[aHHasi wHTerpalusi MO3BOJISIeT TOAK/IIOUUTBCSA K Cay)kbe KaTasoroB, B KOTOPOM XDaHSTCS JaHHbIe
ayTeHTU(VKAllMM, Takue Kak MMeHa I[0/1b30BaTesieil, Mapo/y, JOMalllHhe KaTaJord T0Jb30BaTeseq,
WICII0/Ib3yeMble J/11 XPaHeHHsI [1e/I0BbIX U IPYTHX [JaHHBIX, UTO [MO3BOJIUT MMITIOPTHMPOBATh I10J/Ib30BaTe/en
B 1margopMy. MOKHO CHHXPOHU3MPOBaTb Y4YeTHble 3alUCH COTPYJHUKOB KOMIIAHUM MeXIy
Ilnardopmoii Pagap U pasiMuHbIMKA KOPIOPAaTMBHBIMU CepBHUCaMM (TaKMX KakK 3/IeKTPOHHas M04Ta,
caiit, VoIP u pgpyroe). Bnarojaps 3ToMy oOfHa yuéTHas 3amiChb MOXXeT OBITh HCIIO/Ib30BaHA [isi
aBTOPU3aLMY BO BCeX KOPIIOPAaTUBHBIX CepBUCAX.

IInardopma Papap nojaep>kuBaeT UHTerpaLiyio CO C/AeyIOLMMU MOCTaBIIMKaMU YCIyT:
e Active Directory;
o Red Hat Directory Server;
o Tivoli;

e Novel eDirectory.



Takxe TOAJEp)XUBAETCS UWHTerpalusi W C JAPYTUMHM TOCTaBU[MKAaMHM YCIyT, HO TOTpedyeTcs
JIOTIO/THUTEe/IbHAsl HACTPOKKa.

Pabora c uHTerpauusiMu BK/IIOUaeT B ce0st Cyie/IyroIie MpoLiecchl:

1. «Job6aBnenue uaterpaumu LDAP».

2. «PepakTtupoBanue ugterpauuud LDAP».

3. «¥Ypanedue ugterpaumu LDAP».

HOnst pabotbl ¢ unTerparusamu LDAP nepeiiiyre AAMHUHUCTPUpPOBaHue — Ilosb3oBaTeim U poiu —
BKiazka LDAP (cMm. «Puc. 94»).

?Q;‘ELE" 172.30.254155 -~ | LDAP INnueHavA akTueHa fo: 2026-04-06 | © [lokymeHtauua | @ admin ~

Monb3oBatenu pynnbi Ponun AypuT peicTenn CobbIThA BXOAa LDAP [ocTyn K faHHbIM
Q
°
HaszeaHue Mpoeaitgep Cratyc
B
LDAP Active Directory () S ™
&

ue
A

#l 10 / cTpaHuua

@

Puc. 94 — Paspen "Ilonb3oBaTenu u poau”. Bknagka "LDAP"

Ha Bkmagke otobpaxkaeTcs ciiefiyrorasi ”HQOpMarLusi:
o Ha3BaHue — Ha3BaHUe UHTETPALUY;
o IlpoBaiifep — MOCTaBUIUK YCYT;

. CTaTyC — COCTOSIHME UHTErpalji: dKTHBHA, HE dKTHBHA.

9.6.1 [Oo6GasneHue nHterpauum LDAP

IOnsi nobaBnenus: mHTerpauuu LDAP Hakmute KHOTKY [lo0aBuTh. Haunercss mporjecc ngoOaBieHust
VIHTerpaLyy, KOTOPbIM COCTOUT U3 CJIeYIOIINX L1aroB:

o «Ular 1. OcHOBHBIE HACTDOUKHUY.

o «Ular 2. PaciumipeHHbIe HACTPOUKU».

o «lllar 3. ITya coequHeHU».

e «lllar 4. NaTrerparus c Kerberos».

o «llar 5. CUHXpOHM3AI[MS HACTPOECK.

o «Ular 6. HacTpoMKu K3LIMPOBAHUA.

o «IIIar 7. 3aBepiieHue 100aBJeHUS UHTErDALIUU».




9.6.1.1 Lar 1. OCHOBHbIe HACTPOWKU

[Tprimep OCHOBHBIX HAaCTPOEK TpHBesieH Ha «Puc. 95».

< Co3spgaHue HoBol MHTerpauuu LDAP
s OCHOBHble HACTPONKK
Hassanue (O Mpuoputer O

Active Directory 1

Pexum pefiakTuposaHua (O Nposaigep @
ToneKo YTeHue Active Directory

ATpubyT Username B LDAP (O ATpubyT RDN B LDAP (D
cn cn

ATpubyT UUID B LDAP Knaccel 0b6bekTos nonssosatens (0
objectGUID person, organizationalPerson, user

URL noagknioverna (O

TecT nopknoYeHUs

MNonbsosarenn DN (O MonbsoBaTensckuin @unbTp LDAP nonsbsosatenen (D
Mowuck obnact Tun ayTeHTudukaumm (©

OfuH ypoBeHb AYTEHTUDWKALIMA NO CONOCTABNEHHBIM NOTUHY U MAPOMo
ConoctasneHue DN ConocTaBneHue YYeTHbIX AaHHbiX ()

‘ TecT ayTeHTUdUKaL MM

Cratyc @ MMnopTUpoBaTh nonbsosarenein ()
CUHXPOHU3UPOBATL perncTpaumn (0

Puc. 95 — Cozganue naterpanuu LDAP. OCHOBHBIE HACTPOHKH

B 6/10ke OcHOBHBIE HaCTPOﬁKH 3all0JIHUTE C/1eJyrolue IoJjis:
e Ha3Banue — YKaXUT€ HAMMEHOBaHWE MHTErpaliviu;,

o TIlpuopurer — yKakuTe MPHUOPHUTET CIy>KObI TIpH TIOWMCKe T0/b30BaTess. Briepen uayt Gosee
HU3KMe 3HaueHus;

e Pexum pegakTupoBaHus — BbiOepuTe pexxuM pefakthpoBaHus w3 LDAP.  [loctymHe
C/lefyrolye 3HaueHus:

o "Tonbko ureHue" — fOCTyN TOJMBKO Ha uTeHue u3 LDAP;
e "3ammchiBaeMblil" — laHHBIe OyAyT 06paTHO CMHXpOHM3UpoBaHbl B LDAP 110 3asiBKe;

e "HecHHXpDOHM3UPOBaHHBI" — JlaHHBIe T10JIb30BaTelsi OyAyT WMIIOPTUPOBAaHbI, HO He
CUHXPOHU3UPOBaHbI 00paTHO B LDAP.

o Tlpogaiipep — BeiOepuTe rocraBmuka ycayr LDAP;

e Atpubyr Username BLDAP- ykaxure HaumeHoBanue LDAP atpubyta, KoTopoe
otobpakaeTcst Kak uMs rnosb3oBaresis B "Keycloak":



o nns mpoBaiiziepoB Red Hat Directory Server, Tivoli, Novel eDirectory u mHo)kecTBa
npyrux ceppepoB LDAP 310 MoXeT ObITh uid.

e 175 Active Directory 310 MOXeT OBITb SAMAccountName WIA cn.

ATpubyT momkeH ObITh 3amosiHeH s Bcex LDAP 3arvceli monb3oBaTesieid, KOTOPbie BbI XOTHUTE
nmnopTupoats u3 LDAP B Keycloak.

ATtpudyr RDN B LDAP - ykaxure HaumeHoBaHue atpuOyToB LDAP, KOTOpOe uCrosb3yercs
kKak RDN (BepxHuii aTpuOyT) 00bIYHOTO TI0B30BaTe it DN. OOBIYHO OHO TaKoe Ke, Kak aTpudyT
uMeHM mosb3oBatesisi LDAP, ogHako oH He obs3areneH. [ mpumepa, anas Active directory
00BIUHO HCITO/b3YyeTcsi cn Kak aTpuOyT RDN, B TO BpeMsi Kak aTpuOyT WMEHH IOb30BaTesist
MOXKET OBITb SAMACcountName;

Atpudyr UUID B LDAP — ykaxure HauMeHoBaHWe LDAP arpubyTa, KOTOpOe HCIIO/Ib3yeTCs
KaK yHHUKa/nbHbIN uaeHTU(UKaTop 06bekToB (UUID) B LDAP:

o nns mpoBaiizepoB "Red Hat Directory Server”, Tivoli, Novel eDirectory u mMHo)ecTBa
apyrux cepsepoB LDAP 310 MoXeT 6bITh entryUUID;

e i Active directory oH fo/mKeH ObITb 0bjectGUID.

Ecmu Bami LDAP cepBep He noggepskuBaet nonHstie UUID, BbI MokeTe MCIOBb30BaTh 000
Jpyrou aTpuOyT, KOTOPBIM [JO/DKeH ObITb YHUKAJbHBIM CpeJu Ioyib30oBaTesied B zepeBe LDAP.
Hanpuwmep, uid wmm entryDN;

Kaccel 006eKTOB moJIb30BaTe/iss — YKaKuTe Bce 3HaueHus1 U3 LDAP objectClass aTpubyToB
ans nosb3oBaresnied B LDAP,  pasgenennele  3angroud.  Hampumep: inetOrgPerson,
organizationalPerson. BHOBb co3/aHHbIe TIo/b30BaTenn Keycloak OyayT 3armcanbl B LDAP
BMeCTe C 3TMMHU KjaccaMM OOBEKTOB, a CYIIeCTBYHOI[He 3arvcu mosb3oBareneid LDAP Gyayt
Haii/leHbl TOJILKO eCJ/IM OHU COZIep>KaT BCe 3TU KJlacChl 0OBeKTOB;

URL noaxknaroyenus — ykaxute URL coeguHenus ¢ Bammm cepsepoM LDAP. s npoBepku
nocryrna cepeepa LDAP HaxkmuTe KHOTKY TecT mogK/roueHus;

INonb3oBaTtenn DN — ykaxute nonaHeli DN u3 pgepeBa LDAP, rae npucyTCTBYOT Ballv
nosib3oBare. OToT DN sBisiercs popurtenem nosb3osBartenerd LDAP. Hanpumep, oH MoxeT
ObITh Ou=users, dc=example, dc=com MPUA YCJOBUM, UTO Balll OOBIUHBLIM TO/Ib30BaTe b Oyzer
nmetb DN moxoykuii Ha uid=john, ou=users, dc=example, dc=com;

INonb3oBaTenbcku ®PunbTp LDAP nosib3oBarenell — yKaXuTe [OINOJHUTENbHbIA (UILTP
LDAP st punbTpaliiv MCKOMBIX T0sib30Bareseil. OcTaBbTe 10Jie MyCThIM, eC/IM He HyXK/laeTech
B JIONIOJTHUTEIbHOM (PUITBTPeE.

ITonck o6s1acTu — BeibepuTe Movck o6sacTu. JloCTyHbIe BAPHUAHTHI:

e "OpuH ypoBeHb'" — BBITIOJIHSETCS TIOMCK M0/Ib30Baresiel TonbKO B DN, onpejje/ieHHbIX Kak
rnoJib3oBaTenbckue DN;

e '"l[logmepeBo" — BBIMOMHSAETCS TMOMCK TIOJHOCTBIO B MX MojjepeBbsix. CmoTpure
nokymeHTaiyio LDAP ajis moapo6OHBIX fieTasiei.

Tun ayreHTHdUKanuu — BblOepuTe croco6 ayTteHTUUKAMUA. [JOCTYIHBI CJieAyroiiye
BapUaHThI:



e "AHOHMMHas ayTeHTU(DUKaLus";

e "AyTreHTH(UKaLMs IO COIMOCTaB/IeHHbIM JIOTMHY W Tmaposto”. Eciy BbiOpaH [aHHBIN
C110c00, TO YKa)KUTe JOMO/IHUTE/IbHYI0 MH(OPMALHIO B CIeAYIOLIUX TOJSX:

e ConocraBienne DN — ykaxute DN agmunucrtpatopa LDAP, kortopeie OyayT
rcrionb3oBaHbl Keycloak asist moctyna Ha cepeep LDAP;

e ComnocraB/ieHHe Y4eTHbBIX AAHHBIX — YKaKUTe Naposib agmMuHucTpatopa LDAP;
e JIns1 MpOBEPKM YKa3aHHbIX JaHHBIX HAKMUTE KHOMKY TecT ayTeHTU(UKAIUH.

Cratyc — BbIOEpUTe COCTOSIHME WHTerpaljiy YyCTaHOBUB IePeK/IouaTe/lb B COOTBETCTBYIOIEe
TI0/I0’KEeHHe:

e "BkmoueHa";

e "BrikmoueHa". Ec/ii MHTerparyst BLIK/TIOU€Ha, OHa He OyeT MCIo/ib30BaHa NPy 3alpocax,
a UMITOPTUPOBAHHBIE T10/Ib30BaTe/u OyAyT JeaKTUBUPOBAHBI U TIePeBe/IeHbI B COCTOSIHUE
""TOJIBKO UTeHHe'", TIOKa UHTerpalys He OyZieT BK/IFOUeHa CHOBaA.

ViMnopTupoBarh mno/ib30BaTe/iel — TpM  HEOOXOAMMOCTH BK/IIOUMTE HMIIOPTUPOBAHHUE
nosib30Batesnieid. Ecmu BKmtoueHo, mosib3oBaten LDAP OynyT umMmnopTipoBaHbl B 6a3y [JaHHBIX
Keycloak 1 cuHXpOHM3MpPOBaHbI Uepe3 CKOH(PUIypUPOBaHHbIE [TOJIUTUKU CUHXPOHU3aLUY;

CHHXPOHHM3UPOBATh PEruCcTPALiMM — NP HEOOXOJUMOCTH BK/IFOUMTE CO3/IaHHe TI0/b30BaTesei
B xpaHumite LDAP nocne npoueanypsl peructpauuu. Ilose Ilpuopuret onpesiensier Kakou u3
TIOCTABIIMKOB Oy/1eT BbIOpaH /il CHHXPOHHU3ALMK HOBOTO T0JTb30BaTeJIsl.

9.6.1.2 Lar 2. PacwumpeHHble HACTPOIAKU

ITpumep paciMpeHHbIX HACTPOEK TpUBeeH Ha «Puc. 96».

“ PacluMpeHHble HacTPONKK

Mcnons3osaHue A0BepeHHbIX cepTudukaros SPI ()

Hukorpa

TaimayT coepuHeHua () TalimayT uteHua (O

~

MocTpaHnuKHbIA BbiBoa (1) BknounTs StartTLS (D

«©

PaclumpeHHas onepaums LDAPY3 uameHeHua naponsa (O Monutuka nposepku napong (O

[pPOBEPUTE NOAAEPHKKY PACLUINPEHUS

MNoaTeepkaeHve nodtosoro agpeca O

Puc. 96 — Co3ganue narerpanuu LDAP. PaciiiipeHHbIe HAaCTPOMKHU

B 61oxe PaciiupeHHbIe HACTPOMKH 3aI0/HUTe C/Ie[yHOLHe T10JIs:

Hcnosb3oBanne /oBepeHHBbIX ceprudukaroB SPI - HacTpoiika ompezenser, Oyzer u
coeprHenue ¢ LDAP ucnonb3oBaTh XpaHWIMILe [0BepeHHbIX cepTUduKaToB SPI BMmecTe c



ceprudUKaTaMi, CKOH(MUTYPUPOBAHHBIMM B keycloak-server.json. Bpibepute crocob
HCII0/Thb30BaHus IoBepeHHbIX cepTudukaToB SPI:

e "Bcerma" — ucnonb30BaTh BCET/a;
o "Hukorpa"— He MCII0J/Ib30BaTh.

e "Tombko pyg LDAP" — wucrnionb3oBaTh BMeCTe € BallUMU  COeQUHEHUSIMU
K LDAP cepeepam. Ecmm keycloak-server.json He  CKOH(UI'YpHpOBaH, TO TIO
yMomuaHuto Java OyzleT WCIIO/Ib30BaTh cacerts Wid CepTu(dUKar, OnpezeeHHbIH
B javax.net.ssl.trustStore.

o TaiimayT coeguHeHus — yKaKuTe TaliMayT coefriHeHus ¢ LDAP B MmunnmceKkyHax;

o TalimayT uTeHus — ykaxure TauimayT ureHus W3 LDAP B mwimmcekyHfax. ODTOT TalMayT
TIpUMeHsieTCs K orepalusM uteHus u3s LDAP;

e IlocTpaHuuHBIi BBIBOJ — DY HEOOXOJUMOCTU BK/TFOUMTE TIOCTPAHUUHBINA BHIBOJ;

e Pacmupennass omepamus LDAPv3 u3MeHeHHsA NapoJ/isi — NpU HEOOXOAUMOCTH BKJTIOUHTE
WCIIoNb30BaHWe paciupeHHou orepaiud LDAPv3 u3smenenusi maposis (RFC-3062). [dns
pacIIMpeHHON orepalyy W3MeHeHHs Taposisi 00biuHO Tpebyercs, utoObl y LDAP monb3oBaresns
yKe ObUT BBICTaB/IeH TMapojib Ha cepBepe. Korza 3Ta OMNIUs UCIOMB3yeTCS BMeCTe C
"CHUHXpOHU3Al[MeH 3aperiCTPUPOBAHHBIX  I10/Ib30BaTe/iel" JKelaTelibHO TakkKe 100aBUThH
"®ukcupoBaHHblli LDAP Marmiep  aTpubyToB", cofep)Kaluii CIydailHO —CreHepUpOBaHHOE
HayaJIbHOe 3HaueHue /1151 1apoJisl.

17151 IpOBepKU TMO//IeP’KKU HaCTPOMKH HaXKMUTe KHOTIKY IIpoBepUTh NMOA/IeP)KKY PaclIupeHus;

o IloaTBep)XAeHHe TOYTOBOr0 ajpeca— TpPU HEOOXOAWMOCTH BK/IIOUUTE TIOJTBEPXKAEHHEe
nmouToBOrO azpeca. Ecmm BkmoueHo, To E-mail, mpegocTaBieHHbIN 3TUM TOCTaBIUKOM, OyzeT
TpeOOBaTh MOATBEPXKIEHUE, aXKe eC/IA OHO He BK/TFOUEHO it 00/1acTy;

e Bxmouuth StartTLS — nipu HeoOXoAuMOCTH BK/IOuuTe IMdpoBaHue coeauHeHuss K LDAP c
nomoupto STARTTLS, koTopoe mo3BossieT co3faTh 3ammgpoBaHHOe coefurHeHue (TLS wnn
SSL) npsimo moBepx 00bluHOrO TCP-coenunenus. [1IudpoBaHre OTK/IOUMT MY/ COEQUHEHUIN
(moapobHee 0 HacTpoiiKe Mysa coegquHeHUM cM. «Illar 3. [Ty coeuHEHUN» ).

o IlosmTHKa mpoBepku maposis — onpefenser fo/bkeH g Keycloak, mepes Tem Kak 0OHOB/STDH
T1apoJib, Ba/IUIMPOBATh €ro COTJIACHO TIOJIMTHKE TIapoJiei 06/1acTy.

9.6.1.3 LUar 3. Myn coeguHeHun

[Tpumep HacTpoek my/ia coelMHeHU! TIpuBesieH Ha «Puc. 97».



~ Tyn coeguHeHnin

MynuHr ayTeHTUGUKALMOHHBIX coeanHeHun (O

HauvanbHblil pasmep nyna coeguHeHuin (O

O]

MpeanouTUTENbHBIA pasMep Nyna coeguHeruin (i

TanmayT nyna coeguHenunia (0

YpoBeHb oTnagku nyna coeguHeHuin (O

MakcuManeHbIi pasmep nyna coefuHeHuin (0

MpoTokon nyna coefiuHeHuin ()

Myn coepnHennin

Puc. 97 — Co3panue narerpanuu LDAP. ITys coeguHeHUH

B 6s10ke Iy coeguHeHH# 3ario/THUTE CIeAYIOIINE TIOIS:

e Ilynuar ayreHTH(UKALMOHHBIX COeAMHEHWH — yKaKUTe 4Yepe3 T1poben  CIHCOK

ayTeHTU(QUKALMOHHBIX TUIIOB COeJUHEHHM, KOTOpble MOTYT ObITh IOMellleHb! B My/1. BanuaHbie
3HaveHus: "none", "simple" u "DIGEST-MD5";

HauanbHbIi pa3Mep myJia COeJUHEHHH — YKa)KUTE UKUC/I0 HayaJbHO CO3/IaBa€MbIX COeUHEHUI
K K&KIOMY U3 y3/I0B;

I[IpegnouTuTeNbHBIA pa3Mep MmyJa COeJMHEHUM — YKaXUTe TIpPeArnouYTUTeIbHOe UKC/IO0
O/IHOBDPEMEHHBIX COe/JUHeHUH K y3/y;

TaliMayT my/ja COeAMHEHHH — YKa)XWTe KOJIWYeCTBO MWIIMCEKYH/, B TeueHHe KOTOPBIX
HEaKTHBHOe COe/JMHEeHHe MOJKeT MpeObIBaTh B Iyjie Tepesi TeM, Kak OHO OyZJeT 3aKpbITO |
yZlaJleHO 13 Hero;

YpoBeHb 0T/IaJKH Iy/Ia COeJUHEHUH — YKa)KUTe YPOBeHb OT/IaAKU. Jl0CTyITHbIe 3HaUeHUsI:
e "fine" — )XypHa/MpyeT co3/aHUe U y/a/ieHre COeJUHEeHUH;
e "all" — mosiHbIN BBIBOA BCEM OT/1aA0YHON UH(MOPMALIUHU.

MakcuMaibHBIM pa3Mep MyJia COeAMHeHUH — YKaKUTe MaKCUMa/bHOe YKUC/I0 OJHOBPEMEHHBIX
COeIMHeHU K y3Iy;

IIpoToKon mysa coefMHeHWH — yKa)KUTe uepe3 TPoOes CIHUCOK TPOTOKOJIOB COeAWHEHHWH,
KOTOpPbIe MOXKHO [TOMeCTHUTb B MyJ1. [lonycTtumble 3HaueHus: "plain” u "ssl";

Ilyn coeguHeHmii — 1py HeOOXOAMMOCTH BKJIIOUMTE HCTIOb30BaHUe ciyk0oi Keycloak mysa
coesuHeHuM g focryna Kk LDAP cepsepy.

9.6.1.4 LlUar 4. uterpauuns c Kerberos

ITpumep HacTpoek uHTerpauuu ¢ Kerberos ripuBezieH Ha «Puc. 98».



v UHTerpaumns c Kerberos

PaspellnTb ayTeHTUdMKaL Mo Kerberos (D OTnaguvk @

Menone3oBaTb Kerberos ans aytTeHTudUkauMm no napono (G

™
i)

Puc. 98 — Co3ganue unrerpanuu LDAP. Varerpanus c Kerberos

B 6510ke UnTerpanus c Kerberos 3anonHure cieaytormye moJis:

Paspemuts ayrenTuukanuio Kerberos — rpu Heo6XoquMOCTH BK/TIOUMTE ayTeHTH(PUKALIUO
HTTP mnose3oBareneii ¢ tokeHamu SPNEGO/Kerberos. [laHHble 00 ayTeHTH(QULIMPOBAHHBIX
T0JTb30BaTe/ X OyAyT rpeaycMoTpenbl u3 3toro LDAP cepBepa;

Hcnonb3oBarh Kerberos 1 ayreHTH()HKALAKA M0 MAPOJII0 — NIPY HEOOXOAUMOCTH BK/TIOUHTE
WCII0/Ib30BaHre MoAyns Bxozda Kerberos, A ayTeHTUQUKaALMKM 10 JIOTMHY/TIAPOJII0 C cepBepa
Kerberos, BMmecto ayrenTudukanyu Ha cepBepe LDAP c Directory Service API;

OTnaguuK — Mpu HeoOXOJUMOCTH BK/IIOUMTE OT/IaZI0UHble >KypHa/lbl B CTaHZAPTHBINA BBIBOJ
I Krb5LoginModule.

9.6.1.5 LWar 5. CuHXpoHUu3ayuua HacTpoek

[Ipumep HacTpoeK CUHXPOHHM3aLMKY NpUBesieH Ha «Puc. 99».

~ CUMHXPOHW3WPOBATb HACTPOMKK

Pasmep nadkm (O

1000

Meprognyeckan NonHas cMHXpoHmsauma (O Meproanyeckan CUHXPOHU3aLMA M3MEHeHWIA Nonb3osaTenen (0

«©

«©

Meproa NONHOW CUHXPOHU3aLMM (D Meproa, CUHXPOHW3ALWK M3MEHEHHbIX nonb3osatenen (O

-1

-1

Puc. 99 — Co3panue uaterpanuu LDAP. CHHXpOHU3UPOBATh HACTPOUKH

B 6510ke CHHXpOHHM3aLMA HACTPOEK 3aTI0/THUTE CJIe/[YIOLIHe TIOJIS:

Pa3mep mauku — yKa)kKuTe KOJMUECTBO Iosib3oBaTesiedt LDAP, koTopeie OyayT UMIOPTHPOBaHbI
B Keycloak 3a ogHy TpaH3ak1uio;

Ilepuoanueckasi TmO/IHAsE CHHXPOHU3ALMs — Tpd HEOOXOJWMOCTU BK/IHOUMTE TIOTHYIO
MepruoIMuecKyr0 CUHXpoHHU3aluio nosib3oBaTeneii LDAP B Keycloak. Eciv @yHKiusi BK/IOUeHa,
To B Tosie [Teproj mo/THOM CMHXPOHM3ALUM YKa)XKUTe Tepuo/| AJis MOJTHOW CUHXPOHMW3alud B
CeKyH/ax;

Ilepuoguueckas CHHXPOHH3ALHMA W3MEeHeHUHW TM0/ib30BaTe/ied — TPy HeoOXOAMMOCTU
BK/IFOUMTE TI€PUOJWYECKYI0 CHUHXPOHM3allMI0 HOBBIX U W3MEHeHHbIX ToJib3oBaTenert LDAP B
Keycloak. Ecmu ¢yHkiusi BkIoueHa, To B Tiosie [Iepuof CHMHXpPOHU3ALUMH W3MEHEHHBIX



N0/1b30BaTe/Ied YKaKUTe Iepuos [/ CHHXPOHM3alluM W3MEHEHHbIX WM BHOBb CO3[aHHBIX
nosib3oBaresiel LDAP B cekyHzax.

9.6.1.6 Llar 6. HacTpoikn K3lWIMpoBaHUs

[Tprimep HacTpoeK K3IMpOoBaHus MnpuBedeH Ha «Puc. 100».

~ HacTpoMKH KIWWPoBaHWA

MonuTuki Kawuposarus (O

BhITECHATL KaXAYH Hegeno

NeHb ncknodeHua (0 Yac mckmouenua (O

MuHyTa neknoderna (@

Puc. 100 — Co3panne naterpanuu LDAP. HacTpolKu K3IIHPOBaHUS

B 6noke CuHHXpOHM3alUsAi HACTPoeK BbibepuTe TIOJUTHUKY KOIIMPOBAHUSI UM 3allOJIHUTE
COOTBETCTBYOLLIME T10JIs. JJOCTYIHBI C/IeIyIOLe MOMUTUKY KILLMPOBAHUS:

ITo ymosuaHuio. BbICTaBUTH HAaCTPOWKH TI0 YMOJUAHHIO il T100a7bHOTO T10/Tb30BaTeTbCKOT0
KOIIIa;

BbiTecHATH Ka)KﬂbIﬁ JA€Hb. BPEMH KaKA0ro AHd, Iocje KOTOpOoro T10/Ib30BaTe/IbCKUI  K3III
NHBA/IMIUPYETCH. HPI/I BbI60pe AaHHOﬁ NOMUTUKM B T0J9X Yac HMCK/IHUYeHUs U MI/IHYTa
HCK/THYEHUSA YKAKUTE UdC U MUHYTY 110 UCT€UEHWIO KOTOPLIX 3dlMUCh CTAHET HeAEﬁCTBHTEHLHa;

BbITecHATH KaXXAy10 Hejenw. Bpemsi U fleHb Hefle/id MOC/Ae KOTOPOro MOJib30BaTe/IbCKUN K3III
uHBamuaupyercs. Ilpu BbiOOpe [JaHHOW TMOMMTHKKM B ToyisiX [JeHb uck/aoueHus, Yac
HCK/II0YeHUus 1 MUHyTa UCK/IIOUeHHsI YKa)KUTe COOTBETCTBYHOIIlee BpeMms;

ITo MakcuMaIbHOMY BpeMeHM >KU3HM. [Ipu BbiOOpe [aHHOUW MOJUTHUKU B COOTBETCTBYIOIEM
1oJie YKaXkKUTe BpeMsi B MIIJTUCEKYH/IaX, B TeueHHe KOTOPOro Oy/leT CyIIeCcTBOBaTh >KU3HEHHBIN
LIMKJT 3aITMCH B K3IlI€;

be3 xk3mmpoBanus.

9.6.1.7 Llar 7. 3aBeplieHne Ao6aBNEeHUA UHTErpayumn

ITocne BeIOHEHUS BCeX IAaroB HAXKMUTE KHOTIIKY COXpaHI/ITb.

9.6.2

PepakTunpoBaHue nHrerpauum LDAP

1. B cTpoke HY>XHOM MHTerpaLy HAXKMUTE KHOIIKY 24 .

2. V3meHuTe 0CHOBHYIO MH(OpPMaLMIO 00 WHTerparyu.

3. Haxwmure kHONKY PegakTupoBath uHTerpanmio LDAP 111 coxpaHeHNs: U3MeHeHUH.

9.6.3

YpaneHue uHterpauuu LDAP

1. B cTpoke Hy>XHOM UHTerpalyd H&XKMUTE KHOIIKY Ii[



2. llogTBepauTe yzasieHUe B OTKPBIBLLIEMCSI OKHeE.

9.7 AocTyn K AaHHbIM

YmnpaBreHre 1OCTYTIOM M0JIb30BaTe el K JaHHBIM BK/TFOUaeT B cebs cyieyrolifue MpoLecch:

1. «IIpocMoTp cBOAHOM MHGMOPMALIMHU O I10/1630BaTe/IE.

2. «HacTpoiika JOCTVIIa K JaHHBIM».

3. «HacTtpoiika foCTyIIa I TPYIIILI I10/1630BaTesIei».

[Ons mpocMoTpa uHGOpMAI[MM O /[AOCTyIe ToJb30BaTesied WM TPYMNN T0/b30BaTesiell K [JaHHBIM
nepelijute AfMUHNCTpHpoBaHue — Ilosb3oBarenu U poaM — BKIaZKa oCcTyn K AaHHBIM U B I071e
MHcTaHc BribeprTe WHTepeCyromid HHCTaHC (cM. «Puc. 101»).

B 2302091 © | foeTyn k panbim NueHaus aTvawa Ac: 2025-0818 | © fokywentauns | (8) admin v
@ 5 .
Nonb3oeaTenu Tpynnei Ponu Ayaut nedcTeMin CobbiTHA BXOAA LDAP JocTyn K faHHbIM
Q
o [ocTyn K faHHbIM
VHeTane AKTHBBI CobbiTna
ch a Monb3osarenu HucTaHe
172.30.249.21
JDocTynHo MNpasuna goctyna HoctynHo Mpaswuna goctyna
@ admin paspewen | [ 0 & @  focrynHo scé D mM & @ pocrynHoscs &
# test Paspewen m AKTUB = active Het gocTynoe He 3aBepeHs NpaBuna nocTyna &
user 3anpewen (D AKTUB = active Her goctynos He sasefieHbl Npasuna AocTyna &
L]
AKTHBbI CobbiTna
Mpynnei nonbaoearened HHcTane
[LlocTynHo Mpasuna gocTyna LocTynHo Mpaeuna gocTyna
admin Paspews O @ & @ focrynHo ecé OO @ & W focrynHoecé

group Her poctynos He 3asefieHsl Npasuna aocTyna Her poctynos He 3asefieHbl Npasuna nocTyna

inventorization 3anpeiyed & He 3asenewxsl npaeuna goctyna Het goctynos He saBepneHs Npasuna noctyna

- ST

users 3anpewer | AKTMB = active Het poctynos He 3asefeHbl Npasuna gocTyna

"

Puc. 101 — Pa3zpen "Ilonb3oBaTenu U posin”. Bkiagka "JocTyn K AaHHBIM "

Ha Bk/azike oTo6pakaroTcsi jBe TabIULIbL:

e Tab/mIja CO CITUCKOM TI0JIb30BaTerel;

e TabJsHMI}A CO CTMCKOM TPYTII TIOTb30BaTeel.
Kaxnast Tabnurja coep>kut MHGOPMALIUIO O JOCTYTIe K BBIOpAaHHOMY MHCTAHCY, aKTUBAM M COOBITHSIM.
JoCTyI K UHCTaHCY MOXKeT IPUHUMATh C/lefyrolue 3HaueHys: Pa3peien, 3anpemeH.

[1711 akTUBOB U COOBITHI ZOCTYTI pa3/iesieH 1o BU/IaM JIeHCTBU:
. D — IOCTYII K CO3/JaHUIO;
. - JIOCTYTI K TIPOCMOTPY;
. &- JOCTYTI K peJJaKTUPOBaHUIO;
. E — OCTYII K y/la/IeHUIO;
e Her gocryma.

[nsi akTMBOB M COOBITHMH MOTYT OBITH OMpe/eneHbl TpaBWa [AOCTyra, WHGOpPMALKs O KOTOPBIX
oTobpa)kaeTcsi B COOTBETCTBYHOLLel rpade TabMULbL.



9.7.1 MpocmMoTp cBOAHOI MHhOpPMAaLMK O NoJib30Bartesne

Havigute Hy>KHOro mosib3oBaress B CIMCKe Ha BKaajke "[JoCcTynm K JaHHBIM"' M HaOXMHUTE KHOIKY 24 B
cooTBeTCTBYyMOIIel cTpoke. OTKpoercss ¢opma "CBoaHas uHpopmailis o Tmosib3oBarene” (cMm. «Puc.
102»).

?L‘:ﬁ;ﬁ" 1723024921 ~ | JlOoCTYN K AaHHbIM JMueHsns akTueHa fo:  2025-08-16 | O [foxkymentauus | @ admin

Monb3oBarenu Mpynnbl Ponu Ayput peicTeuin CobbiTus BXoaa LDAP [ocTyn K AaHHLIM

CeopHas MHpOpMaL A AN Nonb3oBaTens test
LocTyn K MHCTaHCy
Twn HasBanue LocTtyn
B oynna users X 4
Monk3oeaTens test v 1%
Utoro ~
JocTyn K TUNY CYLWHOCTH - AKTUBBI
it Tun HasBanue CospaHune YreHue PepakTupoBaHue Ypanexune Mpasuna goctyna

Mpynna users X v X X AKTUB =

@

Monb3oeaTens test X X x X

Uroro x e x x AKTUB =

JocTyn K Tuny cywHocTh - CobbiTus
Twn HasBanue Cospanue YreHue PepakTupoBaHue Ypanexue Mpasuna goctyna
Mpynna users x X X X
Monb3oBaTens test X x x x

Wtoro x X X X

Puc. 102 — ®opma "CeopHasa undopManusi 0 mojib3oBaresne"”

Ha ¢opme oTobpa)kaeTcst COCTOsTHUE IOCTYTIA 110/1b30BaTe ISl K MHCTAHCY, aKTUBaM U COOBITHSIM.

Ecnu nosib30BaTesib COCTOUT B TPYIINe, TO TaKKe Oy/ieT 0ToOpaykeHa MHPOPMALUs O JOCTYTaX TPYIIIIbI 1
no/iBe/ieH O0IIMii MTOT: pa3pellieH WK 3arpeleH J0CTYII.

VixoHKH fiocTymia 0603HavaroT:

e ¥ - jocTyn paspeien;

« % - jocTynm 3anpernen.

9.7.2 HacTtpoiika goctyna K AaHHbIM
Hacrpoiika gocTtyna K JaHHBIM BKJ/IIOUaeT C/leflyrolye HaCTPOUKHU:

e «HacTtpo#Ka ocTyna K MHCTaHCY»;

o «HacTpolKa JoCTyma K aKTUBaM»;

o «Hactpoiika JocTyra K COOBITASIM.

9.7.2.1 HacTpoiika goctyna K UHCTaHCy

1. Tlepeiigute Ha popmy "CBozHas nHboOpMalLvs o rosib3oBartesie” (cM. «Puc. 102»).

2. B tabsure JlocTyn K MHHCTAHCY HA)KMHUTE KHOTIKY ﬁ? . OTKpoeTcs okHO "HacTpolku fgoctyna AJist
nonb3oBaresns” (cM. «Puc. 103»).



HacTtpoiiku goctyna gns nonb3oeatens kyz X

[oCTyn K MHCTaHcy

Puc. 103 — OxHo "Hacrpoiiku focTyna /jjis nojab3oBaress”

3. [ns Toro, uToObI pa3pelInTb WM 3alpeTUTh JOCTYN K WHCTAHCY, YCTaHOBUTE WM CHUMHTE
COOTBETCTBYIOLIUH 1ar.

4. Haxmure KHONKY COXpaHUTB.
9.7.2.2 HacTpoiika gocTyna K aKkTusam

HaCTPOﬁKa AOCTyIId K dKTHMBAM BKJ/IKOUdE€T B cebs BblldUuy TIIpdB IIOJ/Ib30BATE€/IFO HaA UTEHHUE,
pPedaKTHUpOBaHWe, CO3AdHKE U yAd/IEHHWE dKTHBAd, da TaKXXe I,E[O6¢':1BJ'IEHI/IQ MMpaBWJI AOCTYIId.

Kaxxoe nmpaBusio BBIT/ISIIUT CIeAYIOIUM 00pa3oMm:
BbiOpaHHasi CymiHOCTH (OT1epaTop: PaBHO/HE PaBHO) 3HaueHue

IIpu pobGaBneHMM TMpaBW/ [JIOCTyNMa K aKTHBAM MOXKHO BbIOpaTh CrefyloI[de CyLI[HOCTH U
COOTBETCTBYIOLLIIe 3HAYEHUS:

e AkTuB — [P-agpec wim FQDN akTuBa;
o [I'pynma akTHBOB — HaMeHOBaHUe IPYIIbI aKTUBOB.
st HaCTPOMKM 0CTyMa MOJIb30BaTe it K aKTUBaM BBITTO/THUTE CJIe[lyIOLe TeUCTBUS:

1. Tlepeligute Ha hopmy "CBogHast MH(popMaLus o Tosib3oBaTene” (cM. «Puc. 102»).

2. B Tabmuue JJocTynm K THNY CYIIHOCTH - AaKTHUBbI HOKMUTE KHOIKY 74 . OTKpoeTcsi OKHO
"HacTporiku goctyna fjis nonb3oBaress” (cM. «Puc. 104»).



HacTpoiku npaeun goctyna gnsa nonb3osatens kyz X

CospaHue
YTeHre
PefakTupoBaHue

YnaneHuve

Cnucok npasun

AKTUB = 10.144.76.135 |

pynna akTUBOB = pynna akTWBOB 1 |}

Puc. 104 — OxHo "Hacrpoiiku focTyna /Jjjis nojab3oBaress”

3. YcraHOBUTe WM 3aMpeTuTe AOCTYN K (QYHKLUSM CO3/laHusl, UTEHUSs], PelaKTUPOBAaHUSI, yJameHUs
aKTHBOB, YCTaHOBUB/CHSIB COOTBETCTBYIOLLIMH (hiar.

4. Tlpu HeobxomuMmocTH [J00aBbTe TpaBWIa AoCTyma. s 3TOro HakMuTe KHOMKY /l00aBUTH
MPaBWIO ¥ YK&KWUTE CYIIHOCThb, /s KOTOpoW Oyzer paboTaTb TpaBWIO, OIEpaTop W
COOTBETCTBYIOLLlee 3HaUeHHe.

5. Haxmwute KkHOnKy CoXpaHHUTh.
9.7.2.3 HacTtpoiika goctyna K coobITUAM

Hacrpoiika poctyma K cOOBITHSIM BK/IOYaeT B cebs Bbllauy TIpaB I0/b30BaTeNl0 Ha UTEHWe,
peJlakTHpOBaHKe, Co3/jaHre U yjaneHre coObITHH, a TakKe fj00aB/ieHNe IpaBUI [JOCTyIIa.

Kaxx0e npaBu/io BBIT/ISIUT CIAYIOIUM 00pa3oMm:
BbiOpaHHasi CyIHOCTH (OTIepaTop: PaBHO/HE PaBHO) 3HaueHue

[lpu pobGaBneHMM TIpaBWI JOCTyMa K COOBITHSIM MOXXHO BbIOpaTh CJiefiylolie CYIIHOCTU U
COOTBETCTBYIOL[ME 3HAUEHMUS:

e vendor — HaMeHOBaHWE BeH/I0Pa;

e subsystem — HauMeHOBaHUe TIO/ICICTEMBI;
e product — HaMeHOBaHUe TMPO/IyKTa;

e name — HaMMeHOBaHUe COOBITHS;

o application — HaiMeHOBaHUe NIPUIOXKEHUS;

L fqdn — HdMMEeHOBdHUE JOMEHd,



o hostname — HauMeHOBaHUe X0OCTa B CETY;
e ip —ip-agpec xocTa B ceTH.
[171s1 HaCTPOMKM [JOCTYyTIA M10/Tb30BaTe sl K COOBITHSIM BBITIONTHUTE C/IeIYIOLHe AeHCTBUS:

1. TlepetiguTe Ha hopmy "CBogHasi H(OpMal[Ys 0 roJib3oBatesie” (cMm. «Puc. 102»).

2. B Tabmune JJocTyn K THNY CYIJHOCTH - COOBITHS HA)KMHUTE KHOMKY 74 OTKpoeTCsi OKHO
"HacTporiku goctyna s nonb3oBartesisi” (cM. «Puc. 105»).

HacTpoiiku npaeun goctyna gnsa nonbsoeatens kyz X

CospaHue
YreHune

PenakTupoBaHWe

YoaneHue

Cnucok npasun

vendor 1= windows [y

Puc. 105 — OxHo "Hacrpoiiku AocTyna i nojab3oBaresis”

3. YcraHOBUTe WM 3alpeTUTe AOCTYN K (QYHKLUSAM CO3/jaHusl, UTEHUs], pPelakTUPOBaHUs, yjaneHus
COOBITHI, yCTaHOBUB/CHSIB COOTBETCTBYIOLIUM (/ar.

4. Tlpu HeobxomuMmocTH [00aBbTe TpaBWIA AocTyma. [is 3TOro HakMuTe KHOTKY [l00aBUTH
NMPaBWIO M YK&KWUTE CYIIHOCThb, /s KOTOpoW Oyzer paboTaTb TpaBWIO, OIEpaTop W
COOTBeTCTBYHOLLlee 3HaUeHue.

5. Haxmute KHONKy CoXpaHHUTh.

9.7.3 HacTtpoiika goctyna gna rpynnbl nonb3oBarenei
[TepeiiTy K HaCTpOIiKe JOCTYTIA /ISl TPYTIITBI MTO/Ib30BaTes el MOXKHO ABYMsI CIIOCO0aMHu:

o Hailijute Hy)XHyHO Ipynmny B CrMcKe Ha Bkaagke "Jloctynm kK gaHHbIM" (cM. «Puc. 101») u

Ha>XMHUTE KHOIIKY C?

o [lepeiipute Ha dopmy "CBogHasi nH(opMalus o ronb3oBatene” (cM. «Puc. 102») U HaKMUTe

KHOIIKY C:? B 110001 U3 Ta6JII/IL[, B CTPOKe C HAUMEHOBAHWEM I'DYIIIILI.

OTtkpoetcsi hopma CBojHasa uH(popmalus o rpynme (cM. «Puc. 106»).



24921 ~ | [lOCTYN K AaHHBIM WMLEH3Ns aKTVBHE Qo:  2025-08-16 © Nokywentaumn | @ admin ~

(]
MNonb3oeatenn Mpynne: Ponu Aynut peidcTBuA CobeiTnA BXOAa LDAP docTyn K AaHHBbIM
Q
® CeogHan HHgOopMaLKHA ANA rpynnbl group
[ocTyn K MHCTaHey

[=:]
[ocTyn K TUNY CYLWHOCTH AKTUBBI HocTtyn K TUNy cyuHocT CobbITUA

Cospanne CosgaHne
# Yrenne Hrexne

PepaxkTuposanue PepakTuposaHve

Ynanexve Ynanexue
L Cnincok npasinn: Crnmcok npaeun:

] |

Puc. 106 — ®opma "CBojHas uHopMalius o rpymie no/jib3oBaresei”

[Tpy HEeOOXOAUMOCTH M3MEHUTE M COXPAHUTE MH(POPMALIUIO O JOCTYIe K JAHHBIM B COOTBETCTBYIOIIHUX
6/10kax. OCOOEHHOCTH HAaCTPOEK M3JI0XKEHBI B pa3ziesiax:

o «Hactpoiika focTyIia K MHCTaHCY»;

o «Hactpoiika JocTyra K aKkTUBaM»;

o «HacTpoWika focTyna K COOBITUSIMY.




10. YnpaBneHue Knactepom

10.1 Y3nbl cucrtembl

10.1.1 OO6wwme cBeaeHUA

Ilnatdpopma Papap MoxeT ObIThH yCTaHOBJAeHa Kak Ha OJHOM CepBepe, TaK W pacripefesieH0 Ha
HEeCKO/bKUX. KaKzAblii cepBep - y3es KjiacTepa, KOTOPBIM MOXXeT OCYIeCTB/SATh paboTy COryiacHO
Ha3HaueHHOW Ha Hero poJiu.

Ilnatrdopma Papap 1o3BossieT BBINOMHATL HACTPOWKUA BCEX CEPBEPOB U Y370B 0e3 HeoOXOAMMOCTH
TIO/IK/TFOUEHUS] K HUM Yepe3 TePMUHA/IbHbIe COeJUHEeHNSI.

Knacrep Ilnardopmbl Pagap cocTouT 13 cieAyroLuX KOMIIOHEHTOB:
e MeHe/pKep KJacTepa;
e areHrT (-bl) KJ1acTepa.

[Tpu mobGaBneHUH y3/1a aBTOMaTHUECKH J00aB/ISeTCS areHT (-bl), Uyepe3 KOTOPbIH OyJeT OCYIeCTBIAThCS
yTipaBjieHHue U KOHTPOJ/Ib COCTOsIHUS y3/1a. VIHTepdeiic U MeHepkep KiacTepa HaxXxOJsATCSl Ha cepBepe C
posibto MASTER.

Onst  paboTel C y371aMu KjacTepa Tiepeiiure B pa3zesn AAMHUHUCTPpHpPOBaHue — Kacrep —
BKJIa/iKa Y3kl VIHTepdelic pa3zena COCTOUT U3 Tpex OJIOKOB:

e «Kapra KiacTepa» — IMPOCMOTP PacIipe/ie/ieHuUsI CEPBEPHBIX POJIel 10 y371aM K/1acTepa;

e «Y3/bl CUCTEMBI» — yTIpaB/IeHUe y3/1aMH K/lacTepa;

e «CepBUCKI» — yripaBJ/ieHHe CEPBHCAMU HA Yy3/1dX KjldCTepd.

10.1.2 Kaprta Kknacrtepa

Ha kapre knacTepa MOXXHO IMOCMOTpeTh pacripe/ie/ieHre CepBepHBIX poJiel Mo y31aM kiactepa. [Ipumep
KapThl TipuBeieH Ha «Puc. 107».

tmﬁu 172.30.25497 ~ | Yanbi cUCTEMBI NuuyeHsus akTueHa go: 2027-08-08 | @ [lokymentauun | @ admin

Yane cuctemsl Ynpaenexue KoHdurypaymen APl kKmoum YyeTHbie 3anuck AR cOopa BaHHbIX MnaxmpoBwwmK 3agay Ckpuntobl ‘Ynpaenexwe MynsTHapeHAHOC TBIO

Kapra knactepa v

172.30.254.97

# balancer master
"
flow-balancer worker eventsrouter monitoring
correlator data

Puc. 107 — Pazpen "Knacrep". Bkiaaka "Y3ibl cucremsl” — "KapTa Knacrepa"



10.1.3 Y3nbl cuctemsbl

B 0s0Kke Y3/1b1I cHCTeMBbI COZIEP)KaThbCsl WHGOpPMalMsa 00 y3/71ax KjacTepa W AOCTYITHBI CJieyroIye
JIeCTBUS:

e «JlobaBeHue ysa»;

e «IIpocMOTp y3/1a KJ/1acTepar;

e «JlobaBieHHre PoIn»;

e «YCTaHOBKA pPOJIM»;

e «YpaneHHe DOJIN»;

e «JcriosiHeHWe CKPUMITOB Ha V/1aJ1eHHOM XOCTe»,

o «YaneHue y3aa».

CriMcoK cepBepHBIX PoJiel, OCTYITHBIX y371aM KJlacTepa rnpuBefieH B «Tabsutia 3».

Tabsmna 3 — CHucoK cepBepHBIX poJied

HasBanue poiu OmnucaHue posm

MASTER Ynpasnenue Ilnardopmoii Pagap

DATA XpaHeHuWe JaHHBIX 00pabOTaHHBIX COOBITHI
MONITORING MounuTopuHr paborocnocobHoctu Ilnargopmer Pagap
WORKER O6paboTka BXO/SIIEr0 MOTOKA COOBITHI

BALANCER BanaHcupoBKa BXOZSIIIEro IMOTOKa COOBITHI
CORRELATOR Koppesnsitusi 06paboTaHHOTO TIOTOKA COOBITHIA
EVENTSROUTER IMepechlika COOBITUN

FLOW-BALANCER BanancupoBka Koppessitopa

AGENT AreHT ynipaB/ieHUs JIOT-KOJIJIEKTOPOM

BACKUP Pe3epBHas konus

AGENT_WIN AreHT yripaB/ieHHs JI0T-KOJIJIEKTOPOM, ycTaHoB/ieHHbIM Ha OC Windows
LOG-COLLECTOR C6op cobbITHit

[Tpumep 6/10ka ¥Y3/1b1 cHCTeMBI 1Tpe/icTaBreH Ha «Puc. 108».



?;‘:E{,E" 172.30.254.97 ~ | Y3nbl cUCTEMbI TMLeHans akTvBHa fo: 2027-08-09 | @ [okymeHTauma | @ admin

)]

Y3nbl cuCTEMbI YnpaeneHue keHdurypaumei API kntoun YyeTHble 3anucK ans cGopa JAaHHbIX MnaHupoBLMK 3aga4 CKpUNTBI Ynpaenexne MynbTUaPeHAHOCTBLIO
Q
o KapTa knactepa >

Y3nbl cucTeMbl
c
2]
Ip

% v 172.30.254.97 + 2 0

master data X monitoring X worker X

W v 172.30.254.92 + & w
balancer X correlator X eventsrouter X flow-balancer X
@
CepBuchbl
> 172.30.254.97
> 172.30.254.92

Puc. 108 — Pa3pen "Knacrep". Bkiaaka "Y3ab1"
10.1.3.1 [AoGasneHue y3na

1. Y6enurech, uto cOO/IOAEHBI CIeJYIOLIHEe YCIOBUS AJIs J0OAB/IeHHsI HOBOTO y371a:
e y3eJ pa3BepHYT ¥ I'OTOB IPUHMMATh BHELLHUE COeJUHEHNS;
e Ha y3se ycraHossieHa OC - Debian 12 / Astra Linux 1.8 B 64-pa3psiiHOM pexrme;
e Ha y3ne nogHsat SSH-cepsep (cm. pasgen «Hactpoiika SSH-cepBepa Ha Debian 12»);
e y3eJI pa3pellaeT CoOeJMHeHNUs MO/ MPUBU/IETMPOBaHHbBIM I10JIb30BaTe/IeM root.

2. Botigure B BeO-uHTepdelic Ha y3me ¢ pomeio MASTER u mepeiiiute B paszen
ApvuHucrpupoBanue — Kiacrep — Bkiajgka Y3isbl (cM. «Puc. 108»).

3. Haxwure kHOTIKY [{o6aBuTh y3es (cMm. «Puc. 109»).



[o6asutb y3en X

HasgaHune

172.30.254.138

JloruH

admin

Mapone

MopT

22 — +

Ip

172.30.254.138

Puc. 109 — OkHo "[Iob6aBuThb y3en"

4. YKakuTe B OKHE CIeJYIOIIYI0 WH(POPMALHIO:
e B 1osie Ha3BaHMe yKa)XUTe HAMMEHOBaHUe y3/1a;

e B nonsx Jlorun u I1aponb ykaxuTe AaHHble [/ TMOAK/IIOUEHHs NPUBUIETMPOBAHHOIO
T0JIb30BaTe/Is 0ot K y3iy;

o B nosisax IP v ITopT ykaxkute IP-azpec v mopT NOAK/IFOUEHUS K y3I1y.
5. HaxmuTte KHOTMKY JI00aBUTBH y3el.

10.1.3.2 TllpocmoOTp y3na knacrtepa

[na mpocmotpa feTtanbHOW uHGOpMaru 00 y3ie Kiaactepa HaxmuTte To cceutke c IP kmacrepa B
6/10ke Y3abl cuctembl. OTKpoeTcsi popMa MpOCMOTpa y3/1a Kinacrtepa cM. «Puc. 110».



PamarC  172.30.254.97 ~ | Y3nbl CUCTEMbI NWLeH3NA akTUBHa go: 2027-08-09 | (® [okyMmeHTauua | @ admin v

< master

Q Ponu yzna

:

Ponb

master jmj
@ data |mj
% monitoring |mj
s worker jmj
i Cepauchl
& Cepeuc Cratyc
alert-manager e alertmanager.service B ® S
beaver ® pangeoradar-beaver.service B ® <
cerberus ® pangeoradar-cerberus.service B ® ~

Bblﬁepme CKpUNT ANnA yaaneHHoro UCNoHeHUs

BBINONHUTE HA YAANEHHOM XOCTe

Puc. 110 — ®opma npocMoTpa y3/1a Kjacrepa

Ha ¢opme otobpaxkaeTcst ciieyronijasi ”HPOPMALHs:
o HaumeHoBaHue y3ia;
o Crucok ponen y3na;

o CepBuCHl, 3aMyllleHHbIe Ha y3JIe.
10.1.3.3 [oGaBneHue ponu

[obaBneHue poy y3/1y K1acTepa MOXKHO BBIITOJTHUTE CJIeYIOLIMMU CITocobamu:
e B 6s0ke Y3asl cucremsl (cM. «Puc. 108») Ha’)KMHTe KHOTIKY +;
e Ha dopme npocmotpa y3na («Puc. 110») HaxkmMuTe KHOTKY /{00aBUTH POJib.

OTtkpoetcsi okHO "/]06aBUTH poJib", B KOTOPOM W3 BBINAZAIOIIEro CIHMCKAa BbIOEpHUTE HYXXHYIO pPOJib U
Ha)KMHUTE KHOTIKY JIo0aBUTH poJib (cM. «Puc. 111»).

[o6aeuTb ponb X

Ponb

backup l

Puc. 111 — OkHo «/[00aBUTH PO/Ib»




10.1.3.4 YcTtaHOBKa ponu

IToce mobGaByieHUs posid y3/y KiacTepa ee HeoOXogumo '"packaTuTh" (yCTaHOBUTB). [ 3TOro
nepeiiuTe Ha OpPMY TIPOCMOTpA y3/1a ¥ HOXKMHUTE KHOIIKY [,

Buumanue! [Ipu ebinosHeHuu onepayuu 6yoym nepesanyujeHbl 8ce cepeuchl, yCmaHoe/neHHble Ha Y3/e.
10.1.3.5 YpaneHue ponu

[TepBoIii crioco0:
1. BbibepuTe HY)XHBIH y3€eJ1 U3 CITMCKa B 0/10Ke Y3kl cuctemsbl (cM. «Puc. 108»).
2. B cTpoke CO CIIMCKOM poJieli HA)KMUTe Ha KHOTKY “ PsiIoM C HAMMeHOBaHUEeM HY>XHOW POJIU.
3. TlogTBepauTe yaajiieHre B OTKPBIBIIIEMCS OKHe.

Bropoii criocob:

1. TlepeliguTe Ha opMy mpocMoTpa HY>XHOro y3na («Puc. 110»).

2. B 6s10ke Postu y3/1a BeiOeprTe HY>KHYIO POJTb U HAXKMHUTE KHOTIKY Ii[

3. IloaTBepaute yjasieHue B OTKPBIBLIEMCS OKHe.
10.1.3.6 WcnosiHeHue CKpUNTOB Ha yAaJIeHHOM XOCTe

C MoMoI1bI0 UCTIOTHEHUST CKPUIITOB Ha yZla/IeHHOM XOCTe Bbl MOYKeTe YCTaHOBUTh/YAA/IUTh Psif CEPBUCOB
WU BBITMIOJHUTL DSifi CaMOCTOSITe/IbHBIX orepaluid. CHHUCOK CKPUITOB, AOCTYIHBIX [Js1 BBINOTHEHUs
33/@eTcsi B paszene AAMHHUCTpUpoBaHue — Kitactep —  Bkiazka CkpunThl (TIopoOHee  cMm.

paszen «CKpUnThbI»).

[17151 BBITIOJIHEHUS OllepaLiuy BbIIIOJIHUTE CJIeyIOLue 1eCTBUS:
1. TepeliguTe Ha hopmy mpocMoTpa Hy>XHOro y3ma («Puc. 110»).

2. B 6sioke BbiOepuTe CKPUNT /ISl ya/IEHHOT0 UCIO/THEHHS 13 BBITIA/IAOIIEro CIrcKa BhibepuTe
He0OXO0/IUMBIN CKPHIIT.

3. Haxmure KHONKY BbImosHUTH Ha yjaseHHoOM xocte. CKpUIT OyZeT WCIIONHEH, a pe3yJbTaT
BBITTOJTHEHUST CKPUTITa 0TOOpa3uTCs B OKHe "Pe3y/bTaThl BbIMOIHEHUs CKpunTa" (cM. «Puc. 112»).



Pe3ynbTaT BbINOMIHEHUA CKPUNTA X

wget alredy installed

adduser alredy installed

User found

[unit]

Description=Prometheus Alert Manager service
Wants=network-online.target
After=network.target

[service]

User=alertmanager

Group=alertmanager

Type=simple

ExecStart=/opt/pangeoradar/alertmanager/alertmanager --cluster.advertise
[Install]

WantedBy=multi-user.target

prepare

ready
done

Puc. 112 — IIpumep pe3y/ibTaTa BbINO/IHEHUs CKPUNITA
10.1.3.7 YpaneHue y3na
IIpumeuanue: y3en ¢ poabto MASTER yoanumb Heb3si.

1. BoibepuTe HY)XHBIH y3es B 6/10Ke Y3/1bI CHCTeMBI Y HOKMUTE KHOTIKY E

2. llopTBepauTe yaaneHue B OTKPBIBLLIEMCS OKHe.

10.1.4 CepBuUchl

Criucok cepBUCOB IUIaTGOpMBbI pajiap, a TakKe YIpaB/ieHMe [apamMeTpaMHd CepBUCOB OIUCAHO B
pasziesnie «YTipaBieHre KOH(GUrypaluei».

[Tpumep 6/10ka CepBuchI npuBezieH Ha «Puc. 113».

?;‘::;s" 172.30.254.97 ~ | Y3nbl cUCTEMbI INuueHans akTveHa fo: 2027-08-09 |  ® [OokymeHtauymus | @ admin

A CepBuchbl

v 172.30.254.97
Q

Cepsuc Craryc
®©

alert-manager ® alertmanager.service B © 'S4
=8 beaver ® pangeoradar-beaver.service B ® -~
[ cerberus ® pangeoradar-cerberus.service B ® <
% cluster-agent ® pangeoradar-cluster-agent.service B ©® S

cluster-manager ® pangeoradar-cluster-manager.service B © -
w
X

cruddy ® pangeoradar-cruddy.service B © <
f:
ft datasapi ® pangeoradar-datasapi.service B ® <
@ eventant ® pangeoradar-eventant.service B © S

Puc. 113 — baok "CepBucs!”



B rpacde CepBuc oTobpa’kaeTcsi HAUMeHOBaHUe CepBHCa.

B rpade Craryc otobpaxkaeTcst HaUMeHOBaHHe COOTBETCTBYIOLIIEH CTy>KOBbI 1 ee TeKyIllee COCTOSTHHUE:

e @ (3e/1eHbII) — cepBUC pPabOTaeT B IIITATHOM PE)KUME;

e ® (KpacHbIil) — CepBUC He OTBeYaerT.

[1pu HacTpolKe y3/10B JOCTYHbI C/IeyIOII1e orepaliy HaJ CepBUCaMHU:

Knonka JencTBHe
[El ITpocmoTp XypHasa cepBrca

® ITpocMoTp cTaTyca cepBrca

[TepeycTaHOBKa cepBuca Ha y3/e

—~ N
K epe3aryck cepBrca Ha y3J1e

Hacrtpoiiku OTkpbiBaeT ¢popmy pocMoTpa y3/a (cM. «Puc. 110»)

10.1.4.1 TllpocmMOTp XypHasa cepBuca

[yis mpocMoTpa >KypHaia paboThl CepBHCa Ha)KMHUTE KHOTIKY [EI Otkpoercss okHO "Jloru cepsBuca"

(cm. «Puc. 114»).

Noru cepeuca

-- logs begin at Sat 2024-11-30 11:37:11 MSK, end at Sun 2024-12-01 14:00:57 MSK. --

Dec @1 13:57:05 v-stand-@7.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cnd/cerberus/main.go:1605"
order=created_at\ud@26page=e\ude26per_page=1000000 - Proxy error - dial tcp 127.0.0.1:3980: connect: con
Dec @1 13:57:06 v-stand-87.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cnd/cerberus/main.go: 16
Proxy error - dial tcp 127.0.9.1:8089: connect: connection refused time elapsed 8.800211557 (sec)”,"time"
Dec @1 13:57:06 v-stand-@7.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cnd/cerberus/main.go:1605", "fun
lookup=active - Proxy error - dial tcp 127.6.9.1:8089: connect: connection refused time elapsed 0.000155605 (sec ":2024-12-01T13:
Dec @1 13:57:06 v-stand-@7.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cnd/cerberus/main.go:1605", "fun ain.handlerProxy . fun
Proxy error - dial tcp 127.9.9.1:8089: connect: connection refused time elapsed ©.000251137 (sec)”,”time":"2024-12-01T13:57:06+03:00"}

,"func”:"main.handlerProxy. func2”,”
ed time elapsed 0.000387246 (s
in.handlerProxy . func2", “level
:57:06+03:00"}
in.handlerProxy.func2"

Dec @1 13:57:06 v-stand-07.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cnd/cerberus/main.go:1605", "func” : "main.handlerProxy.func2”, "level”

lookup=active - Proxy error - dial tcp 127.0.0.1:8089: connect: connection refused time elapsed 0.000126299 (sec
Dec @1 13:57:15 v-stand-07.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cnd/cerberus/main.go:1605", "func”
order-created_at\uB026page-0\u0@26per_page=1000000 - Proxy error - dial tcp 127.0.0.1:8989: connect: connection
Dec @1 13:57:21 v-stand-07.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cnd/cerberus/main.go:16
Proxy error - dial tcp 127.9.0.1:8089: connect: connection refused time elapsed 0.0002566 (sec)”,"time":

ime":"2024-12-01T13:57 :06+03: 0
in.handlerProxy.func2”,"level
ed time elapsed 0.000298769 (s

,"func
2024-12-01T13:57:21+03:00" }

Puc. 114 — TIpumep xypHasia paéoTsI cepBuca

10.1.4.2 TllpocmoOTp cTaTtyca cepBuca

Ins mpocmoTtpa moApoOHON HWH(OpPMALMK O TeKyIeM COCTOSTHUA
Otkpoetcst okHO "CraTyc cepuca” (cM. «Puc. 115»).

error

"error”,”

:"main.handlerProxy.func2”, "level”:

" /cruddy/v1/kv/1ist?
24-12-01T13:57:05403:00"}
" Jeruddy/v1/logmule_go/conf/correlator -

*:"/cruddy/v1/logmule_go/conf/rules?

":"error”, "msg” :"/cruddy/vl/logmule_go/conf/correlator -

:“error”,"msg": " /cruddy/v1/logmule_go/conf/rules?

+ /cruddy/v1/kv/1ist?
24-12-01T13:57:15+03:00"}
" Jcruddy/v1/lognule_go/conf/correlator -

cepBUCa Ha)KMHUTe KHOIIKY @



CraTtyc cepBuca X

e pangeoradar-cluster-agent.service - Pangeo Radar Cluster Agent
Loaded: tc/systemd/system/pangeoradar-cluster-agent.service; enabled; vendor preset: enabled)
Active: (running) since Fri 2824-11-15 16:26:31 MSK; 2 weeks 1 days ago
Main PID: 29733 (pangeoradar-clu)
Tasks: 4@ (limit: 4915)
Memory: 116.7M
CGroup: /system.slice/pangeoradar-cluster-agent.service
}— 29733 fopt/pangeoradar/bin/pangecradar-cluster-agent --config=/opt/pangeoradar/configs/
}—158:;‘379 /bin/bash -c /fopt/pangeoradar/1733851185121284721.sh
11584980 systemctl status pangeoradar-cluster-agent.service -n @ --no-pager

Puc. 115 — IIpumep craTyca cepBuca
10.1.4.3 TlepeycTaHOBKa U nepesanyck cepsuca
HEPEYCTaHOBKa U 11epe3allyCK CepBHUCa MOXXET HOTpGGOBaTLCH B C/iydae, eC/Ii CepBUC HE OTBEUdeT.

1151 mepeyCcTaHOBKY CepBHCa HA)KMUTE KHOIIKY [,

Al
111 mepeyCTaHOBKY CepBHCa HA)KMUTE KHOIIKY F- .

10.2 YnpaBneHue KoHcurypauyuei

10.2.1 OO6GWMK NpUHUMUN padoTbl

B pa3gene AgmunucTpupoBanne — Kiacrep —» BK/aZika Y npaB/jieHue KOHGUrypauei BbITIOTHIETCS
yrpaBjieHue CielyIOLMMU apaMmeTpaMu:

e ['obanbHBINM KTFOY aBTOPHU3alMK 3alIPOCOB Ha cepBuce cerberus;

e CrnucoK aJpecoB 3/IeKTPOHHON TOYThl [/ YBeJOMJIEHUSI O BHEIITAaTHOM W3MeHeHUU
KOH(Urypalu CUCTeMBbI;

e CnMcok afipecoB 3/IeKTPOHHOM MOUTHI /ISl YBeIOMJ/IEHHUSI O LLITaTHOM U3MeHeHUW KOH(UTypaluu
CHUCTEMBI;

o Tonkas Hactpoiika Bcex cepBucoB Ilnargopmbr Pagap. Cnmcok cepBUCOB TIpe/iCTaBleH B
«Tabnuria 4».
Ta6smua 4 — CepBucki Iltatdopmer Pagap

Ne CepBuc Omnucanue JocTynHble HACTPOHKH

— YPOBeHb JIOTUPOBAHUS MapIIPyTU3aToOpa COObITHIA
— napametpsl Data

— nmapametpsl Workers

— BHewmHMH IP agpec cepeuca

— IP agpec cepsuca

— PE>KUM 3aIycCKa: CTaHAApTHBIN/OT/IaKa

— BHEIIHUM TIOPT CepBHCa Ha cepBepe nginx

2 Cerberus Me)KCepBUCHBIN LITHO3 — TMOPT CepBHUCa

— OTKJIIOUUTH 00s13aTe/bHYI0 npoBepKy TLS npu
coeauHeHuu K b1

— rcnosb3oBaTh TLS 1mmdpoBaHue

— napameTpbl InputChecker

BanaHcupoBIiukK o6paboTurka

1 Beaver -
COOBITUI



3

10

11

12

13

14

CepBsuc

ClusterAgent

Cm

Cruddy

DatasApi

DNS

Enrich

ESExporter

EventAnt

FlowBalancer

Grafana

KafkaExporter

Kafka

Onucanue

AreHT yIipaBJieHHs y3/I0M
KjacTepa.

Menepxep Knacrepa

LenTp ynpasnenus API

OTUeTHOCTh

Hacrpoiika fomMeHa u azipeca

CepBUCa aBTOPU3ALIUH

OoborarrieHue coobITUI

DKCIOPT METPUK C CepBHCa,
OTBevaloll[ero 3a XxpaHeHHe
CoObITHI

Menepxep o6MeHa
uH(popMaLei

BanancupoBLMK KOppensTopa

Busyanuzaums meTpuk

DKCIOPT MeTPUK C CepBrca
Kafka

IMepesaua JaHHBIX U COOBITHI

MEXXAY MOJY/ISIMU

JocTynHble HAaCTPOHKHU

— IP cepBuca

— YPOBeHb JIOTUPOBaHUs

— BHeLIHUI MOPT cepBUca Ha cepBepe nginx

— TIOPT cepBHUca

— OTKJTIOUUTB 00s13aTenbHY0 ipoBepKy TLS npu
coeauHeHuu K B/l

— rcnosb3oBaTh TLS 1mmdpoBaHue

— IP agpec cepsuca

— YPOBEHb JIOTUPOBaHHUS

— TIOPT CepBUCa

— MPOTOKOJ1 06pallieHust K CePBUCY

— IUPEKTOpUsI XpaHeHWUs 3arPy’KeHHBIX (paiinoB
— IP agpec cepBuca

— YPOB€Hb JIOTUPOBaHUS

— TIOPT CepBHCa

— MPOTOKOJ 00palleHus K CEPBUCY

— pe>xumM paboThl cepBuCca

— OTKJTIOUUTD 00s13aTenbHY0 TIpoBepKy TLS npu
coeauHeHUU K B/]

— Hcnoab3oBaTh TLS mudpoBaHye

— HCII0/Ib30BaTh /I PEXKUM OTJIaJIKU

— IP agpec cepsuca

— TIOPT CepBHUca

— TPOTOKOJT 0OpaIleHust K CePBUCY

— TaliMayT OIpoca 3a/jJaHiii B CeKyHAax

— JIOTIOJTHUTe/IbHBIE JOMeHHble UIMeHa

— a/ipec cepBHca aBTOpHU3aLun

— JIOMeHHOe UMsI

— ucnonb30Bath i Custom QyHKIUN

— napameTtpsl DNS

— napametpsl Geolp

— MCIT10/1b30BaTh /i RV'S (Tab/nuHbIe CIIMCKH)

— BHeIIIHUH TTOPT CepBHCca Ha cepBepe Nginx
— [OPT CepBHUCca

— IP agpec cepsuca

— YPOBEeHb JIOTMPOBaHHUs

— TIOpT cepBUCca

— TMPOTOKOJT 0OpAIleHHst K CEPBUCY

— OTKJIIOUMTH 00s13aTenbHY0 TipoBepky TLS npu
coesiHeHuM K BT

— rcnosb3oBaTh TLS mmdpoBaHye

— IapameTphl BHEIIHero 1jeHTpa pearpoBaHus Ha
KOMIbIOTePHbIE WHIU/I€HThI

— UHTEpBa/l KOMMHTA COOBITHH (C)

— YPOBEeHb JIOTUPOBaHUs

— mapametpsl Head

— mapametpsl Frontend

— mapameTpsl Sender

— IP agpec cepsuca

— xmou K goctyny API Grafana

— BHEIIHUM NIOPT CepBHCa Ha cepBepe nginx

— TIOpT cepBuca

— IIPOTOKOJI 06pallieHust K CepBUCY

— nopT WEB uHTepdeiica

— BHEILIHWH TOPT CepBHCa Ha cepBepe nginx
— [IOpT CcepBuca

— IP agpec cepBuca

— BpeMs XpaHeHus cermeHTa Jiora Kadku (B MuHyTax)



15

16

17

18

19

20

21

22

23

24

CepBsuc

Karaken

KeyCloak

Logmule2

Logproxy

Nginx

NodeExporter

Opensearch

Pg

Pluto

Prometheus

Onucanue

ITpoBaiiziep
MYJ/IbTHaPEeHAHOCTH

AyTtenTuuKaLys

Koppesnsitop cobbITHii

TTepechblKa COOLITHIA OT JIOT-
KosnekTopa B cepBuc Kafka

Beb6-cepeep

C6op MeTpHK C y3/10B
K/acTepa

XpaHeHHe U MOUCK
00paboTaHHBIX COOBITHIHA

Baza gaHHbIX

HabmoieHue 3a HCTOUHHKaMHU
CoOBITHI

C6op u XxpaHeHKe METPUK
pabortel Ilnargopmser Pagap

JocTynHble HAaCTPOHKHU

— PEeXXUM OT/IaJKH
— IP agpec cepBuca

— BHEIIIHUI TIOPT CepBrca Ha cepBepe Nginx

— [IOPT CepBHCca

— IP agpec cepBuca

— BHEIIIHUI TIOPT CepBrCca Ha cepBepe Nginx

— [IOPT CepBHCca

— BHewrHUi IP agpec cepBuca (11o-yMoJT4aHHIO)

— WHTEepBaJl MaJIOr0 OKHA TPYINIMPOBKY B CEKYHZAX M0
YMOJTYaHHIO

— IP agpec cepsuca

— JIOKasbHbIe CeTU

— YPOBEHb JIOTUPOBaHKS

— MakKCHUMajbHOe KOJIMYeCTBO CPaboTOK

— Iepyoz, JJis1 OTIpefie/ieHHs] OrpaHNUeHUsT KOJTMIeCTBa
cpaboTOoK (CeKyH/[bl)

— orpaHuueHye namstd B M6

— KOJI-BO OJJHOBPEMEHHO BBITIOTHSIEMBIX TPOLIEYD
riepecueTa rpymnrepa

— [OPT CepBHUCca

— KO3 QULIMEeHT /151 KOPPEKTUPOBAHUSI METPUKH TTaMsITH
— VHTepBaJl CHHXPOHH3ALMH [TPaBUJT B CEKyHZIax

— WHTepBas 0OHOBJIEHUs CUETUHKA OIIMOOK B CeKYHIAX
— napametpsl RuleLogs

— napametps! Frontend

— TIOPT TpHeMa Coo0IeHn

— Message ID rippema coObITHIT BepXHEYPOBHEBOU
KOppeJsiLiuu

— Message ID nippema pa3o6paHHbIX COOBITHI

—mmyThb 710 ¢aiina SSL ceptudmkar

— 1yTh 70 (aiina kmoua SSL ceprudukara

— BHEILIHUH TIOPT CepBHCa Ha cepBepe Nginx
— TIOpT CepBHca

—nyTh 70 (atina SSL cepTudukata opensearch

— TyTh 710 (hatina kmoua SSL ceptudukara opensearch
— BHeltHUM [P azpec cepBuca

— IP agpec cepBuca

— BHEIIIHUI TIOPT CepBHCa Ha cepBepe nginx

— TIOPT cepBuUca

—1iyTh 710 (aiina SSL ceprudukara Opensearch

— Bepcusi cepuca Opensearch

— TIapaMeTpEhI My TeH K cepTr(dUKaTam

— mapameTpbl 6a3bl JAHHBIX /IJIs1 PA3JIMUHBIX CEPBUCOB
T1aT(hOPMBI

— TapaMeTpsl 1oJib30BaTeseli 6a3bl JaHHBIX PA3/TUUHBIX
CepBUCOB M1aT(hHOPMbI

— ucronib3oBath TLS mmdpoBanue

— PEXKUM OTIafKH

— IP agpec cepBuca

— He TIPOBepsITh TIOAK/FoUeHHe K opensearch

— TIOpT CcepBuUCca

— TPOTOKOJI 00OpallleHust K CEPBUCY

— CEeKpeTHBIH KU

— TallMayT COeJUHEHUSI

— IP agpec cepBuca

— TIOPT CepBuUca

— pa3mep xpanuiia (GB)

— CPOK XpaHeHHUs1 JaHHbIX (IHU)



Ne CepBuc Omnucanue JlocTynHbIe HACTPOHKH

— UCT0/Ib30BaTh JIU PeXXUM OT/IafIKU: [, HeT;
— IP agpec cepBuca
— TIOpT cepBuCca
— IPOTOKOJI 06pallieHNst K CEpBUCY
— UCTOJ/b30BaTh /M cepBUC Termit: fa, HeT
— KOJI-BO 00pabOTUHKOB
— rapaMeTphl ouepesin
— napaMmeTpsl Dns
— napaMmetpsl Geolp
— pa3Mep Nayky Ha BCTaBKy
— OTK/TIOUMTB 00s3aTenbHY0 poBepKy TLS npu
coefiiHeHUU K BT
. O6HoRIeHre MEbOpMaIH 06 | vcronp3oBaTh TLS mudpoBanme
28 Ti — PeXXUM OT/IaJKU
yrposax
— IP azjpec cepBuca
— TIOpT cepBuca
— TMPOTOKOJI 0OpAIlleH st K CEPBUCY
— WHTEpBaJ1 0OHOB/IEHUS
— OTKJTIOUUTD 00s13aTenbHY0 TIpoBepKy TLS npu
coesiHeHuM K BT
— ucrnosb3oBath TLS nmdposanue
— PeXXUM OT/1aJKU
— ID uncraHca
29 Toller OrnogellieHust — IP azmpec cepBuca
— TIOPT CepBHUca
— TPOTOKOJT 0OpalleHNst K CePBUCY
— azpec WebHook gst Slack
— BK/IOUUTH Slack
— napameTpsl SMTP

26 Sonar CkaHMpOBaHHe aKTUBOB

Pa36op, HopManu3arus

27 Termit .
COOBITHIH

NuTepdeiic ynpapneHusi KOHQUrypauyvei npusejieH Ha «Puc. 116».

23024921 v | Ynpaenenne KoHdurypauuei Nensun acTvuana ao: 2025-08-16 | © fokywertauus | () admin -

Q

Vansi cncremst Ynpasnemme KonrrypaLmen APIKI0un Y4eTHBIE 3aNMCH ANA C6OPA AAKHBIX NAaHHpoBLLHK s3na CxpynTel VNpaENEHIE MYNETHADEHAHOCTE
a
® CruCoK CBOMCTE KOKGUTypaLWi B ‘Sanwcars KoMpurypaLG |

Beaver > YpoBeHb OrMpoBaHWA MapLUpyTH3aTopa coBbiTuii

[ ROGankHeIR KNl SBTORV3ALKMM 32NPOCOS HA GEpBCe Cerberus )
@ YpoBeHs NOrMPOBEHIS MaPLUPYTHIATOPE COBLITMIA WcTopus usmexenmia
2] trace  debug m wam  error  fatal  panic ~ 2024-11-1410:22:47

AQPECE 3NEKTPOHHOR NOWTHI AN YBEAOMAEHHR O BHELLTATHOM MSMEHEHIN
7 KOMOArYPaLIMK CHGTEMEI Monb3osaTent: admin 1 uam.  OBHOBNEHKE

BKniouwTh nepeceinky cobbiTwii ¢ owwbKor 8 OpenSearch wa

xpanenne
i AADECE 3NEKTDOHKON NOUTEN [ YBEA0MNEHHS O LITATHOM MIMEHEHMN
o KOHDArYPALIMK CUGTEMBI
: NepeonpeaeneHie NapaMeTpoB y3nos fano: folse
peonpen PaMeTpoB ¥ cranos true
Vaen:
v Beaver v 2024-11-1410:22:41
master
) Mones cadmin | Tuam. | Of
YPOBEHS NOTMPOBAHHA MAPWPYTV3ATOPa COGGITH
@ Bce napameTpl yke A0GaBNEHE BKNI04MTE NepeceInKky cobuiTwii ¢ owwbkoi 8 OpenSearch Ha
> Data Tobasnensi sce napameTps. R
> Workers
YPOBEHS NOTUPOBEHIR MAPLIDYTH coBuITHA Gine: true
3 Cerben cranc: false
erberus
vace debug info  wam m fatal | panic i
> ClusterAgent v 2024-10-2515:22:29
> cm 3um.  OfWomnedwe CacTemHoe
> Cruddy
> DatasApi CruMCOK NOKanBHBIX ceTedt
> BN Guanc: 10..101.0/24
5 Enrich cranc: 10.0.0.0/8;192.168.0.0/16;172.16.0.0/12

Puc. 116 — Pa3pen "Knacrep". Bkiagka "YnpasiieHue KkoHurypamuei"”

WaTepdeiic BKIaJKM MOYKHO pa3Zie/IMTh Ha TPH OJioKa:
e CneBa. byiok co ApeBOBUAHBIM CITMCKOM TTaPAMETPOB CEPBHCOB.

e Ilentp. bsioK, r/ie BBINO/HSETCS HACTPOMKa BBIOPAHHOTO TapaMeTpa WM TPYMIbI TTapaMeTpoB,
BBIOpaHHBIX CJIeBa.



e Cmnpaa. Byiok c o61eii ncropueii u3meHeHust KOHGOUTypariy maaTHOpMBI.

BHocuMble M3MeHeHHs1 TlapaMeTpOB MPUMEHSIOTCS Ha Bcex y3nax Ilnardopmbr Pajap, ogHako s
OTZe/IbHBIX y37I0B MOXKHO YCTaHOBUTH COOCTBEHHbIEe 3HAaueHWs TlapameTpoB. [Ijisi 3TOro Impu
peJJaKkTUPOBAaHUM BCeX TapaMeTpoB TpeAycMoTpeHa obsactb IlepeomnpejesieHre mapamMeTpoB Y3/10B,
KOTOpasi pacrioyiaraeTcs B lieHTpa/ibHOM 6/10Ke (cM. «Puc. 116»).

[ u3meHeHUs KOH(UTYpaLiK 1171aT(GOPMBbI BBITIOJTHUTE CJIeAYIOLUe 1eHCTBUS:
1. BHecuTe u3MeHeHHs B BBIOPAHHBIM TapamMeTp.
2. TIpu HeoOXOAUMOCTH TIepeoripeie/iuTe rnapaMeTp (-bl) /i1 BBIOPaHHOTO y3/1a CUCTEMBI.

3. HaxmuTte KHOMKY 3anmucaTh KOH(PUTYpaIHIo.

10.2.2 Tllepe3anncb NnapameTpoB U3 KOHCO/U

B cnyuae, ecniu pabortocrniocobHocTh Ilnardopmel Pajap npu HempaBWIBEHOM 3a/laHUM TTapaMeTpPOB
HapyllleHa, CyL[eCTByeT BO3MOXXHOCTb MPOCMOTPeTb M M3MeHWUTh 3HaueHusi napametpoB IlnaTdopmbl
Papap u ee MopyJieli ¢ MOMOLL[bIO KOHCO/U (Ha y3/1e Master).

[TepetiguTe B Katasor /opt/pangeoradar/bin kowaugoii cd /opt/pangeoradar/bin.
/11 uTeHus 1 3alaHUs TTapaMeTPOB UCTI0JIb3YIOTCS CeAyIoLe KOMaH/ bl KOHCOJIU:

1. UrteHue Bcex He repe3arimCaHHbIX ITapdMeTpPOB:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param

Puc. 117 — UreHue Bcex He nepe3anMcaHHbIX NapaMeTPoOB

2. UreHue Bcex nepesarnuCcaHHbIX ITapaMeTpOB:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param -
-for-overrides

3. Urenue rnapameTpa (K/t04 U3 3arpoca 1 Bbille):



./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param -
-param-key=<knio4y>

configs/ —--read-param --param-key=Ti

Puc. 118 — Urenue napamerpa (k11049 U3 3anpoca 1 Bbiie)

4. UreHue mepe3anucaHHOrO MapameTpa (K/rOuU U3 3ampoca 2 Bbillle BUJA Ha3BaHWenapamempa >
idHofb1):

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --read-param -
-for-overrides --param-key="<knwou>"

5. 3amnuch napameTpa:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --write-param
--param-key=<knw4y> --param-value=<3HauyeHne>

Puc. 119 — 3anucs napamerpa

6. 3amnmchk rnepe3arimCaHHOro rmapameTpd (K]'II-OLI H3 3aI1pocCa 2 BBIIIIE BUJa HAa3BaHUE napamempa >

idHo[Tb1):
./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --write-param
--param-key="<knwo4u>" --param-value=<3HayeHue> --for-overrides

7. Tlepe3anuchk KOH(PUrypaLMOHHBIX (aitioB B B/1:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --refresh-
param-files

8. Tlepe3samnuch KoH(UrypalMoHHbIX ¢aiinoB B B/] A5 mepe3anuicaHHbIX TapaMeTpOB:

./pangeoradar-cluster-manager --config=/opt/pangeoradar/configs/ --refresh-
param-files --for-overrides

10.3 API knroum

[17151 Me>KCepBUCHOTO B3aUMO/IeCTBHS U /iyt oOpaitjenys B Ilnardopmy Pajap 13 cTOpOHHMX peleHui
nocpezacTBoM mybmmudoro API, ucrions3ytorest joBepeHHble Kiaroun API.

B nnardopme npenycraHoBneH kiarod APl c HavmeHoBaHueM global api key. JlaHHBIM K/IHOU TIO
YMOJIYAHUIO HCIIOMb3YeTCS [JI1 MEeXCEePBHUCHOTO B3aUMOJEWCTBUSI U TPU BBINOJHEHHWU 3arpocoB, C
TI0JTHBIM HAOOPOM TIpaB, OT CTOPOHHUX PelleHNH.

Buumanue! [Tocie yoaneHus global api key Modcem Obimb ymepsiHa pabomocnocobHocmb
niam¢opmbl. He pekomeHdyemcsi e2o yoansimb.

Pabota c krouamu API BKrOUaeT B ce0si Cie[yroIIye MpoLiecchl:

1. «obasnenue API kiaroua».

2. «¥Ypanenue API kiroua».

Ona  pabotel ¢ mouamu APl mepeiijute B pasjen AaMuHHcTpUpoBanue — Kiacrep —
Bkiagka API kmouu (cMm. «Puc. 120»).



z;‘:ﬁ;s" 172.30.249.21 ~ | API kmoum JnueHsus aktveHa po: 2025-08-16 | (© [okymentauma | @ admin v

@ Y31bl cUCTEMBI YnpaeneHne KOHOUrypaLuei API KnlouYK YyeTHble 3an1cu AnA c6opa faHHbIX MnaHWMpoBLIKK 3apay CKpUnTbI Ynpasnesue MynbTHapeH[HOCTbIO
Q
© Cniucok API knoueit
-
B ID Hassanue
57dbc2b0-41e8-0f55-95d8-1¢19c2e44347 global_api_key mf
# 02907e24-66e4-a6cd-c626-47154c2ff2d6 TempApiKeylnstall mf
0a5c07b4-40b9-1d68-4c7f-7826cd45a03e user |mj
it
Puc. 120 — Paspen "Knacrep". Bkiaaka "API kmoun™
Ha Bknagke otobpaxkaeTcsi ciieiyroriasi ”HQOpMaLus:
e ID —upentudukatop API kitoua. [JanHslii ID ucnonb3yeTcs Mpy BbINOJIHEHUU 3alIPOCOB;
o Ha3Banue — HauMeHOBaHue Kiroua APIL.
10.3.1 Jo6aBneHue API kntoua
1. Haxmute kHomky Jlo6aButh API kimwou.  Otkpoercsi okHo  "JlobaButh API kimtou”

(cm. «Puc. 121»).

Oo6aeutb API Koy X

HaspaHne *

user_key

3aKpbITh Oo6asute API knoY

Puc. 121 — OkHo "lo6aButs API ki1tou”

2. B none Ha3Banue ykaxute HauMeHOoBaHUe Kiaroua APL.

3. Haxxmure kHOTKy /lo6aButh API KitroU.

10.3.2 YpaneHue API knoua

1. B cTpoke HY’>KHOI'O K/It0Ua Ha)KMUTEe KHOIIKY @

2. IlopTBepaute yzpaneHue B OTKPBIBLLIEMCS OKHeE.



10.4 YueTHble 3anucu gna coopa AaHHbIX

Y4yeTHBIe 3aIMCHU HCIIOJIB3YIOTCA OJId c6opa AaHHBIX C XOCTOB W dKTHMBOB IIDU BBIMIOJIHEHWHN C/I€AYIOIIUX
mpoLneccoB:

e OOHapyXeHHe XOCTOB,;

e OOHapyXeHUEe CEPBHCOB;

e COop #aHHBIX;

o Peamu3auyu API-B3avMozieliCTBYS C JI0T-KOJ/UIEKTOPOM.

71 yueTHOM 3armicy MO>KHO BBIOpaTh OJJUH WJTH HECKOJIBKO TTPOTOKOJIOB B3aUMO/IEMCTBYS, TI0O KOTOPOMY
(-bIM) yueTHasi 3anMch OyZieT oOpaIaTbCsi K akTUBY. [1oz1ep)KUBatOTCS CieyIOLI[He TPOTOKOJIbI:

e wmi— WCTOMAB3yeTcs [AJs TIoNydeHUs JaHHbIX C T1omolfpio  Windows Management
Instrumentation. [loctyneH A1 Windows-akTUBOB;

e rpc — TO3BOJISIET MPOrpaMMe Ha OJHOM KOMITbIOTepe BbI3BaTh (PYHKIIMIO Ha PYyrOM KOMIIbIOTEpe
Tak, OyTO 3Ta (DYHKIMS HAXOJUTCS Ha TIepBOM KOMIIbIOTEpE;

e ssh— T1O3BOJISleT TPOW3BOJAWTL yJAaNéHHOe yIpaB/eHWe OrepalOHHOM CUCTEMOW U
TyHHesupoBaHue TCP-coeuHeHUI.

PaboTa c yueTHbIMU 3arTUCSIMHU [j1s1 COOpa IaHHBIX BK/IIOUaeT B cebsi cyieyoliue TporecChl:

1. «JobaByieHue YUeTHOM 3amucH Juig cOopa JaHHBIX».

2. «YpaneHwe YUETHOM 3aITUCH ISt C6ODa JaHHBIX».

711 paboThI C yUeTHBIMU 3alMCAMU /11 cOOpa JAHHBIX MepeiiuTe B pa3jesl AAMUHHUCTPUPOBaHHE —
Kacrep — BK/IajZika Y4JeTHbIe 3aNMCH IS cOopa AaHHBIX (CM. «Puc. 122»).

?L‘,{‘E‘,{E" 172.30.249.21 ~ | YuyeTHble 3anucu Ana c60pa AaHHbIX JWLeH3ns akTUBHa Ao 2025-08-16 | @ [okymeHTauus | @ admin v

Y3nbl cucteMbl Ynpaenenue KoHdUrypauuei API kntoyn YyeTHble 3anucy Ana céopa AaHHbIX MnaHUPOBLMK 3agay CKpUNTBI Ynpaenexve MynbTUAPeHAHOCTHIO

® CrnUcoK yYeTHbIX 3anucein

=5 [[06aBUTL YYETHYHO 3annch

HasBaHue Onucanne FloruH LomeH MNaponk CepTuguxat
YyeTHan 3anuck root Oa Het

HoBas yyeTHas 3anuck 2 onucaHue na na
LogCollector_172.30.249.21 Het Oa
LogCollector_172.30.249.21-2 Hert Ha

Lt
LogCollector_172.30.249.21-3 Het Ha

B B8 &8 3 3

©

LogCollector_172.30.249.21-4 Het Ha

Puc. 122 — Pa3zpen "Knacrep". Bkiaaka "YuerHsle 3anucu /A c60pa AaHHBIX"

Ha Bkagke otobpaxkaeTcs ciiefiyroriasi MHQOpMarus:
o Ha3BaHue —HanMeHOBaHWe YUeTHOH 3aricH AJisi cOopa /1aHsiX;
e OmnucaHue —J0TIO/HUTE/bHbIE CBeZleHHsI 00 YUeTHOM 3arucH Jjist cOopa JaHHbBIX;
e JloMeH —/I0MeH, B KOTOPOM COOMPArOTCsl IaHHbIE,;

L Haponb —HUCII0JIb3YeTCA JIW MapoJib AJid aBTOPU3aliU y‘-IETHOﬁ 3dallMCH: [a, HET,



e CepTudukar — 1UCIo/b3yeTcs i cepTUdUKaT /11 aBTOPU3al[uK YUeTHOM 3alucH: /1a, HeT.

10.4.1 [JoGaBrnieHMe y4eTHOI 3anucu Ana céopa faHHbIX

1. Haxmute kHOTKY /l00aBUTH y4yeTHyI 3amuch. OTKpoeTcs OKHO "/[00aBUTh yueTHYIO 3armch”
(cm. «Puc. 123»).

[ o6aBuUTb y4eTHyIo 3anucb X

HassaHune *

LogCollector_main

Tun

JNlorunH/Mapones

OnuncaHue

YyeTHan 3anucek Ana cbopa aaHHbIX 00 akTMBax

NlorunH

LogCollector

Maponb

sesssEBERRRN

[omeH

test.ru

CepTnoukaT

TpaHcnopTol

ssh X rpc X  wmiX

Puc. 123 — OkHo "/106aBUTh YYeTHYIO 3alHCh"

2. YKaxkuTe B OKHe CJIeyIOIIy0 UHPOPMaLUIO:
o B 1osie Ha3BaHMe yKakuTe HaMMeHOBaHWe YUeTHOW 3aIucH;

e B mosne Tum BeiOepuTe Croco® aBTOpHW3aIMM y4yeTHOW 3amwmicy: Ilaponb, Jlorun/Ilaposb
um Ceptudukar.;



e B 10Je JIOTHH yKaXkUTe YHUKaIbHOE UMs YUEeTHOW 3arncy;

o B none [Taposb ykakuTe rapo/ib OT YUYeTHOH 3aricy;

e Bosie [IoMeH yKaKuTe IOMeH, B KOTOPOM Oy/IeT BBIIOTHATLCS COOP AHHBIX;

o B1iIo/Ie CepTH(HUKAT yKaKUTe X311 3HaueHre cepTUdHKaTa OT yUeTHOM 3aIlucy;

e B 1ojie TpaHCIOPTHI 13 BHITIA/IAIOIIEr0 CITUCKA BHIOEPUTE MPOTOKOJ B3aUMOZEHCTBYSA, TI0
KOTOpPOMY yueTHasl 3alich OyeT obpaiaTbcsi K akTHBY.

3. HakmuTe KHOTIKY [[00aBUTB.

10.4.2 YpaneHuwe y4yeTHOW 3anucu Ana coopa gaHHbIX
1. BribepuTe Hy)KHYHO YYeTHYHO 3alucCh Ha BK/IajKe "YdeTHble 3amucH st cOopa JaHHbIX" U
Ha)KMUTe KHOIIKY @

2. IlogTBepaute yjasieHUe B OTKPBIBLIEMCS OKHe.

10.5 TlnaHupoBLUK 3a8a4

B ITnardopme Pajgap peanu3oBaH UHCTPYMEHT MO yTIpaB/eHUIO W OpPraHM3alluU TepUoJuUecKUX 3ajau
kjactepa. VHCTpyMeHT mo3BossieT 3¢(eKTHBHO pacripefie/luTh Pecypchl KiacTepa AJisi JOCTH)KeHUs

TOCTaB/IEHHBIX LIeJIeH.

[ peanusanuu MexaHusMa ucrosib3yrorcs CRON-Boipaxkenus. [Toackasy nmo CRON-BeIpaXkeHUSM CM.
Ha caurTe.

PaboTa c TyIaHUPOBIIMKOM 3a/]a4 BKJTIOUAeT B Ce0si C/ie/IyroIye TPOLIeCChl:

1. «JlobaBjeHue 3a1a4u B IJIAHUPOBILIUK.

«bBICTPOE pelaKTUPOBAHKE (6BICTDaH CMEHA CTaTyCOB 3aJau)».

«PenakTvpoBaHUe 3aJaun».

2
3
4. «IIpocMOTp >KYpHa/ia BBITTOJTHEHUS 3a/1aum».
5

«Y majeHue 3agaun».

YnpaBnenue 3ajjauamMu MJIaHUPOBILMKA BBITIOMHAETCS B pa3zesne AaMuHMCcTpUpoBanne — Kiacrep —
BK/iazka IlnanupoBiuk 3agau (cm. «Puc. 124»).

TMuensus akTueKa fo:  2025-08-16 © Roxymewrauus | @ admin

1723024921 ~ | MnaHnpoBLWMK 3apay

Yane cHeTeMel YNpaBneHHe KoHdHrypaunen AP KiouH Y4ETHBIE 3NHCH ANA CEOPA AAHHBIX MNaHNPOBLLNK 33034 CrpHnTSl YPaBNEHNE MyABTHAREHRHOCTbI0
a
[0}
a0 Py GBICTRORC PEAAKTHROBAHMA
<8
ID  WaGnowCRON  MyTs 4o BeiNONHAGMOr CKpUNTA Cratyc sagaun [lara coagauus
= [TEEEEEE set -0 allexport; . [optipangecradar/configs/cruddy.env; 56t +o allexpart 8& fopt/pangecradar/bin/cruddy --acticn=UpdateServiceAssetsLocalNet BKMoYeHa 09:24:10 23.09.2024 o |
i B ysesss [pangeoradar-sonar --conflg foptipangeoradarfconfigs/sonar.yaml --ksc --Ksc-url=https://172,30,254,101:13299 --ksc-user=AP| --Ksc-pass=""+** --ksc ST 105126 10.07.2024 s =
. g o1rer set -0 allexpart; . foptipangecradariconfigs/cruddy env; set +o allexpert 8& fopt/pang i T c onEmails Brriouena 12:38:20 05.07.2024 o m
5 infpangeoradar-eventant --conf /optipang | --update-statuses BbiknioHexa 22:03:14 16.10.2022 & |
[ul set -0 allexport; . fopt/pangecradarjconfigs/cruddy env; set +o allexpert && [opt/p: i y —action=1; nScore Brrioues 19:35:02 05.07.2022 &
[ R 58t -0 allexport; . [optipangesradarconfigs/cruddy.eny; 56t +o allexpart && foptipangecradar/bin/cruddy --actisn=AntPalingJob BbIkNKOuEHa 13:02:02 24.11.2021 Z |

Puc. 124 — Pasaen "Knacrep". Bknaaka "II1aHupoBIUK 3a4a4"”


https://crontab.guru/

Ha BKky1asike oTobpaskaetcs cienytorast HHGopmanys:
e IITa6;108 CRON — CRON-BBIpaK€HHe, OIMUChIBAIOITee TIePUOIUYHOCTD 3a/Iaul;

e IlyTh /10 BBINIOJIHAEMOr0 CKPUITA — KOMaH/ia Ha bash, KoTopasi HCIOJ/IHSAETCS TPU BbITTOJIHEHUU
33/lauM [JIAHUPOBLIUKA;

e Craryc 3agaum. 3aJjaua MOXKeT HaXOAUTLCS B C/IeIYIOILIUX CTaTycax:
e BkiroueHa — 3a/1aua 0XkKUZiaeT BbITIOJTHEHMUS;
e BpInosiHseTCA — 33/jaua BbINOIHIETCS B JaHHbI MOMEHT;
o BpIK/IH0OUeHa — BBITNOJIHEHKE 33/laud TIPUOCTAHOBJIEHO.

e /laTa co3gaHMsA — JiaTa U BpeMsl CO3/laHusI 3aiaui TUIaHUPOBIIVKA.

10.5.1 Jo6GaBneHue 3agaun B NJIAHNPOBLUUK

1. Haxmwute kHonKy Co3gaTtb. OTKpoeTcsi okHO Co3aaHue 3agauM (cMm. «Puc. 125»).

Co3paHue 3apgauu X

MyTb A0 BbINONHAEMOro CKpUMTa

set -0 allexport; . Jopt/pangeoradar/configs/cruddy.env; set +o allexport &&

Wabnod CRON

O1***

CraTyc 3agaum

Puc. 125 — OkHo "Co3ganue 3agaun”

2. YKaxuTe B OKHe CJ/IeflyIOLIy0 MH(POPMaLUIO:

e B moneIlyrp a0 BhIMOHAEMOro ckpumnra ykaxure bash komanzgy, kotopasi Oyger
VICTIONTHATBCS TIPU 3aMycKe 3a/jauy;

o B 1osie [ITa6/ion CRON ykakute CRON-BbIpa’keHUe;
o B1osie CTaTyc 3afa4M BK/IFOUMTE/BBIK/IFOUNTE BbIITOJIHEHUE 3a/jaui.

3. Haxwmure kHorky Co3parh.

10.5.2 bBbIcTpoe pegakTupoBaHue (GbICTpasAs CMeHa cTaTycoB 3aau)

1. BxmouuTe nepekstouatens Pexxum ObicTporo pegakrtupoBanusa. Ha Bkiajke IlnaHMpoBIMK
3a/1a4 MOSIBUTCSI BO3MOXKHOCTb MEHSITb CTaTyChl 3a71ad (cM. «Puc. 126»).



z;‘;‘;‘;i" 172.30.249.21 v~ | [naHUPOBLYMK 3afay JvueHann akTueHa fo: 2025-08-16 | @ Ookymentaums | @ admin v

Y31kl cUCTEMBI YnpaeneHue koHoUrypauvei API kntoun YyeTHble 3anucu gnsa cGopa AaHHbIX MnaHWpPOBLMK 3agay CrpunTel YnpaeneHne MynbTUapeHAHOCTLIO
Q
®

PexnM BLICTROrO peaaKTMpoBaHNA ()

=]
B ID LWa6nos CRON  MyTk A0 BBINO/HAEMOrO CKPUNTa CraTyc 3agaumn Aara co3ganua

*[15 % ** *x Jopt/pangeoradar/bin/pangeoradar-eventant --conf fopt/pangecradar/configs/ --update-statuses 22:03:14 16.10.2022 &
“ 10*%** set -0 allexport; . Jopt/pangeoradar/configs/cruddy.env; set +o allexport && /opt/pangeoradar/bin/cruddy () 19:35:02 05.07.2022 &
= A set -0 allexport; . Jopt/pangeoradar/configs/cruddy.env; set +o allexport && /opt/pangeoradar/bin/cruddy 13:02:02 24.11.2021 o 1

] II

&)

Puc. 126 — PexxumM ObICTPOro peJakTHPOBAHHUS

2. VI3MeHwuTe CTaTyChl 3a/lau BK/IFOUMB/BBIK/IFOUMB COOTBETCTBYIOLLME TIepeK/Ir0YaTeu.

10.5.3 PepaxkTupoBaHue 3aga4yun

1. BoibepuTe HY)KHYIO 33/jauy M3 CIMCKa Ha BKazke "[11aHMpOBIMK 3a7au” ¥ HOKMUTE KHOIIKY 72 .
2. V3meHuTe nH(pOpMaLMIO O 3a/aye.

3. Haxmure KHONKy COXpaHHMTb.

10.5.4 TpocMOTp XypHasia BbINOJIHEHUA 3aga4uun

Bribepure HY)XHYIO 3afiauy W3 CIMCKa Ha BKaagke "IIaHUMPOBHIMK 3a/au’’ M HaOXKMUTE KHOIKY ——.
OTKpoeTcs )KypHasl BbINOAHeHUd 3aauM (cM. «Puc. 127»).

Jlor BbINnoOnHeHuUA X

Nov 27 ©©:85:01 INFO: Start

Nov 27 ©0:05:01 ERROR: login failed, bad username or password or has
Nov 27 ©©:19:01 INFO: Start

Nov 27 ©0:1@:01 ERROR: login failed, bad username or password or has r
Nov 27 ©©:15:01 INFO: Start

Nov 27 ©©:15:01 ERROR: login failed, bad username or password or has r
Nov 27 ©00:20:01 INFO: Start

Nov 27 ©0:20:01 ERROR: login failed, bad username or password or has 1
Nov 27 ©@:25:01 INFO: Start

Nov 27 ©@:25:01 ERROR: login failed, bad username or password or has 1
Nov 27 ©0:30:01 INFO: Start

Nov 27 @@:30:01 ERROR: login failed, bad username or password or has r
Nov 27 ©@:35:01 INFO: Start

Nov 27 @@:35:01 ERROR: login failed, bad username or password or has r
Nov 27 ©00:40:01 INFO: Start

Blmas OF AR AAAT FANRANs Tamximn £-53TAAd had timmsmmama Am mae e dmimd A e e

Puc. 127 — OkHo "JIor BbINO/THEeHHA "

- )

[Tpu He0OXOAUMOCTH MOXKHO CKauaThb )KypHasl B (hopmare . txt Ha)kaB Ha COOTBETCTBYIOIIYIO KHOTIKY.



10.5.5 YpaneHune 3apgauu

1. BribepuTe Hy>KHYIO 3a/1a4y M3 CITMCKA Ha BK/iazike "TI1aHUPOBIUK 3a7iau’” ¥ HAXKMHUTE KHOIIKY Iﬁ[

2. llogTBepauTe yzasieHUe B OTKPBIBLLIEMCSI OKHeE.

10.6 CkpunTbl

Ons  peamu3auyy  GYHKIMM  YCTAaHOBKW/OOHOB/IeHHsI cepBHCOB u poneii Ilnardopmer Papap
UCIIOMb3YIOTCA CKPUIITHI, HalTKCaHHEBIe Ha bash.

B naTdopme ucnonb3yercs psifi peyCTaHOBIEHHBIX CKPUIITOB /1J1s1 BBIMOHEHHSI OCHOBHBIX 3a/ay.

Buumanue! He pexkomeHOyemcsi 6HOocumb 8 CKpunmbl U3MeHeHusi 6e3 KOHCyabmayuu co cayxcootl
mexHUUecKoll N000epX’CKU.

VcriosniHeHWe CKPUITOB BBITIOHSETCS B MPOLieCCe HACTPOUMKM y3/10B KjacTepa (cM. paszen «/cnomHeHue
CKDUITOB Ha Y/laJIeHHOM XOCTe»).

PaboTa co CKPpUIITaMHM BKJ/IFOUAET B cebs dlegyromue 1rponeccol:

1. «JlobaBjeHue CKDUIITa».

«BrIcTaB/ieHHe CBSI3U CKPUIITA C CEPBEPHBIMU POJISIMU U/WJIU C CEPBUCAMU.

2
3. «PemakTUpOBaHUE CKPUIITa».
4

«Y maneHue CKpUITar».

Ins paboTel CO CKpUINTaMu Tepeliaure AqMUHMCTpHpoBanue — Kimacrep - Bkiagka CKPUNTHI
(cM. «Puc. 128»).

?L‘:E;E" 172.30.249.21 ~ | CKpMNTbI JMueHsns akTuBHa no: 2025-08-16 | O [okymexTaums | @ admin v

Y3nel cucTems! YnpageneHne KoHOUrypauuein API knoun YyeTHble 3anncu Ana cGopa faHHbIX MnaHUPOoBLLMK 3apay CKpUNTBI YnpaeneHme MynbTUapeHAHOCTLIO

o
- HasBaHue CBs3aHHbIe ponu CBf3aHHble CePBHChI
master  data  monitoring  agent  worker  backup  balancer  correlator
B prepare-server @

flow-balancer

master  data  monitoring  agent  worker  backup  balancer  correlator
sync-from-master @
flow-balancer  eventsrouter

install-prometheus prometheus
i

install-opensearch opensearch

©

install-alert-manager alert-manager
Puc. 128 — Pa3pen "Knacrep". Bkiaaka "Ckpunrsr”

Ha BKk/1ajike oToOpaskaetcs cienytoias MHGopmanys:
o Ha3Banue — Ha3BaHUe CKPUIITA;

e CpsA3aHHbIEe POJIM — CIHUCOK CepBepHbIX posielt maardopMbl, Ha pabOTy KOTOPBIX BIIUSIET
BBITTO/THEHUE CKPHIITA;

e CaBs3aHHBIE CEPBHCHI — CTIMCOK CEPBUCOB IMIaTGOPMBI, Ha paboTy KOTOPBIX BHSIET BBITOTHEHHE
CKpHIITA.



10.6.1 Jo6GaBneHue ckpunta

1. HaxwmuTe kHOTIKy o06aBuTh. OTKpoeTcs okHO "[lobaBnenne ckpunTa” (cMm. «Puc. 129»).

[ob6aeneHune ckpunTta X

HaseaHue

prepare-server-1

Ckpunt
1 #! /usr/binfenv bash
2 set -e -0 pipefail
3
4 apt update
5
6 PACKAGES DIR=/opt/pangeoradar/distrs —

CbpocuTb

Puc. 129 — OkHo "/Io6aBnenue ckpunra"

2. YKaxuTe B OKHe MH(OPMALUIO O CKPHUIITE:
o Bnone HasBaHue yka)kuTe yHUKalbHOE HAUMEHOBaHUe CKPUIITA;
e B none CKPUNT yKakKUTe TeJI0 CKPUMTA Ha bash.

3. Haxwmure kHOrky Co3parh.

10.6.2 BbICTaB/ieHUEe CBAI3UM CKpunta C cepBepHbIMU ponaMn ulvnn c
cepBucamu

1. BreifepuTe HY)XHBIM CKPUNT K3 CHMCKa Ha BKAaAKe "CKpUITHI' W HaKMUTE KHOIIKY 24 .
OTtkpoetcst popMma "PesakTripoBanue ckpunta” (cm. «Puc. 130»).

< PepakTupoBaHue ckpunta

OBHOBUTL ponK | OBHOBUTL CEPBUCHI

HassaHwne

prepare-server

CBA3aHHble Ponn

master  data  monitoring  agent  worker  backup balancer  correlator  flow-balancer

CKpunT

1 |J!/usr/bin/eny bash
set -e -0 pipefail

apt update

if | [[ -d $PACKAGES DIR ]];
then
mkdir $PACKAGES_DIR
10 fi
11  PACKAGES="curl net-tools rsync sudo wget telnet ufw gnupg adduser nginx openssl”

3
a
5
6  PACKAGES_DIR=/opt/pangeoradar/distrs
7
8
9

13 for package in $PACKAGES; do

Cbpocutb

Puc. 130 — OkHo "PefakTHpoBaHue ckpunra'"



2. [lns HACTPOWKM CBSI3U CKDUIITa C CepBEPHBIMU POJIIMU TIaTQOPMbI BBIMIOHUTE CleyIOIIMe
JIeCTBUS:

e HakmuTe KHOMKY OOHOBHUTH posmm. Otkpoercss OkHO "CBs3aHHble posin"
(cm. «Puc. 131»);

Ces3aHHble ponun X

BoibepuTe ponb

master X data X monitoring X agent X  worker X  backup X

balancer X  correlator X  flow-balancer X

CbpocuTb

Puc. 131 — OkHo "CBs3aHHbIe po/n"
e B Io/ie BeiOepuTe poJib U3 BHITIAAOIIEr0 CIHMCKA BLIOEpUTe CepBepHbIe POJIH;
e HaXMHTE KHOIIKY COXpaHI/ITb.
3. [lji1 HACTPOMKHU CBSI3W CKPHIITA C CepBUCaMH T/1aTOPMbI BHITIOJIHUTE CJIeAYHOIue 1elCTBUS:

e Hakmure KHONKY OOHOBHUTH cepBHChbI. OTKpoerTcsi OKHO "CBsi3aHHble CEpPBUCHI"
(cm. «Puc. 132»);

Cesi3aHHble CepBUCbI X

BeibepuTe cepeuc

beaver X  cerberus X  cluster-agent X

Puc. 132 — OkHo "CBs3aHHbIe CepPBUCHI"
e B T1I0/Ie BpIOepuTe cepBHCHI 13 BBINAAAOLIEr0 CITMCKA BbIOEpUTe CEepBHUCH;

e HaXMHTE KHOIIKY COXpaHI/ITb.

4. Haxmure KHONKY COXpaHUTB.

10.6.3 PepaxkTupoBaHue ckpunrta

1. HaiiguTte Hy>KHBIA CKPUMT B CIMCKe Ha BKajke "CKPUNTHI" ¥ HAXKMUTE KHOIIKY C? .
2. VI3MeHuTe WH(OPMALMIO O CKPUITE.

3. Haxwmute kHONKY COXpaHUTh.



10.6.4 YpaneHune ckpunta

1. HayauTte Hy>KHBIM CKPHUIIT B CIIMCKe Ha BK/1ajKe "CKpUITHI" U HOKMUTE KHOIIKY ]ﬁ[

2. llogTBepauTe yzasieHUe B OTKPBIBLLIEMCSI OKHeE.

10.7 YnpaBneHue MynbTUapeHAHOCTbIO

OcobenHoctb apxutekTypsl Ilnardopmsl Pajap nosBosisietr paboTatb B UHGPACTPYKTYPe MyJIbTUTEHAHT
WU MyJIbTUaPEH/IHOCTb.

OK3eMIUIsApbl  1/1aTGOPMbl  YCTaHABAMBAKOTCSI HA WHCTaHChl, KOTOpble [e/sTCSi Ha OCHOBHOM U
MOAUMHEHHbIE.

OCHOBHOI WHCTaHC MOKeT ObITb TOMBbKO ofuH. OOBIYHO uepe3 BeO-mHTepGeiC mIaThopMbl OCHOBHOTO
WHCTAHCAa, BLIMOJIHSETCS o0aB/ieHre MOJYMHEeHHbIX NHCTaHCOB.

PaboTa c MHCTaHCAMH BK/IIOYaeT B cebs dlegyromue 1rponeccol:

1. «,HO6¢':1BJ'I€HI/I€ TNMOAYMHEHHOTI'O MHCTAHCaA».

«/I3MeHeHMe afpeca aBTOpU3aLMU TTIOJYMHEHHOr0 MHCTaHCa».

«IlepekaroueHre MeXXAy MHCTAHCAMU» .

2
3
4. «PepakTvpoBaHue NOAYMHEHHOIO UHCTAHCa».
5)

«¥Y janeHye UHCTAHCa».

YnpaBneHusi WHCTaHCAaMM BBINOJHSETCS B pasfene AfMUHHCTpHpoBaHue — Kracrep — Bk/ajka
YnpasieHue My/IbTHAPeHAHOCTBIO (CM. «Puc. 133»).

?Eﬁ;‘;s" 172.30.254.97 ~ | YnpaBneHue MynbTUApeHAHOCTbIO JueHann aktveHa po: 2027-08-09 |  ® [okymextaums | @ admin v

'Y3nbl cUCTEMBI YnpagsneHue KoHpurypaumei API knoun YyeTHble 3anucu ansa c6opa AaHHbIX MnaHnpoBlLMK 3aja4 CKpunTbI YnpaeneHue MynbTUapeHaHOCTbIO

CNUCOK MHCTaHCOB

ID Hassanue Appec Bepcus pennsa

B 172.30.254.97 https://172.30.254.97:9000 375 174

# ¥ second https://172.30.249.140:9000 3.7.5 o W

i

@

Puc. 133 — Pasgen "Knacrep". Bkiaaka "Ynpas/jeHue My/1bTHaPeHAHOCTbIO "
Ha Bknagke 0T06pa>KaeTCH clepyroias I/IH(bOpMaL[I/IH:
e Ha3BaHue — Ha3BaHMe UHCTaHCa;
e Appec — IP-aspec UHCTaHCa;

o Bepcus penusa — Bepcus Ilnardopmsl Pagap, yctaHoB/IeHHasi HA MHCTaHCe.

10.7.1 Jo6aBneHue NOAYMHEHHOro MHCTaHCa

1. HaxwmuTe kHOTIKy fo6aBuTh. OTKpoeTcs okHO "[lobaBieHne uHcTaHca" (cM. «Puc. 134»).



[lo6aBneHwne MHCcTaHca X

HaseaHue

172.30.254.138

Anpec

https://172.30.254.138

Bepcwusa penusa

3.7.3

CopTupoBKa

1 — +

Puc. 134 — OkHo "/lo6aBneHne HHCTaHCA"

2. YKaxuTe B OKHe MHPOPMAI1IO 00 MHCTaHCe:

B mnosie Ha3BaHue yKa)kuTe HavMeHOBaHWe WHCTaHca. [laHHOe HaWMeHOBaHHe OygJer
oTobpakaThCs TIPU TIePEKTFOUeHUH MeXK/1y MHCTaHCaMHU.

B mosie Aapec ykaxkute IP-agpec v mpu HeoOXOAMMOCTH TOPT WHCTaHCA, Ha KOTOPOM
YCTaHOBJIEH 9K3eMILISIP T1IaT(OpPMBI;

B 11osie Bepcusi pesiv3za ykakuTe HOMep YCTaHOBJ/IEHHOM Ha MHCTaHCe BePCUU TI1aT(OpPMBI;

B TI10J/1€ COpTI/IPOBKa YKaXXuUTe HOpHﬂKOBLIﬁ HOMEep HHCTdHCA. HpI/I Mnepek/aIrn4YeHUun
MHCTAHCOB CITMCOK 6y/:[eT Cl)OpMI/IpOBaTLCH B COOTBETCTBHHU C 3a,anHof/'1 COpTHpOBKOﬁ.

3. Haxxmure kHOTIKY /|00aBHUTB.

10.7.2 W3meHeHue agpeca aBTOopU3auuv NnogYMHEHHOro UHCTaHca

1. TlepeiiguTe B BeO-uHTepdelic MoJUMHEHHOT0 UHCTAHCa.

2. Ilepeupute B  pa3gen  AamuHMcTpupoBanue — Kiacrep — BKJIa/iKa YNpaBJ/ieHHe

KOoH(puryparueu.

3. B cBolictBax DNS n3meHuTe Agpec cepBHCa aBTOpPU3aLMM Ha url-agpec yIpaB/sitOLLEro

WMHCTaHCa B popMarte https://<ip-agpec ynpasnsiollero vHcTaHca>:8180.

10.7.3 TlepeknioyeHne Mmexay UHCTaHCaMu

ITocne pobaBeHWsT WHCTAaHCAa W WM3MEHEHHUs ero ajipeca aBTOPHU3al[UM TIOSIBUTCS BO3MOKHOCTH
TIePeKTFOUUTHCS Ha APYTol MHCTAHC uepe3 BeO-uHTepdelic ynpas/IsioIero HHCTaHCa.

,Z[J'IH 9TOr0 B IIIAIKe CaliTa HAKMHUTE Ha KHOIIKY C HAUMEHOBaHMEM MHCTAHCA W M3 BbIIId[arOIiero CrimcCka

BbIOEpHTe MOJUYMHEHHBI HHCTaHC.



[Ipumep KHOMNKY C HAMEHOBaHWEM MHCTaHCa:

master

10.7.4 PepaxkTupoBaHue NOAYUHEHHOIO MHCTaHCca

1. HaiiguTre Hy>KHBIM MHCTAHC B CIIMCKe Ha BK/aZiKe "YTpaB/ieHWe My/TbTHAaPeHAHOCTbI0" U HA)KMUTE

KHOIIKY 24 .
2. W3menuTte nHbopmaLuo 06 UHCTAHCe.

3. Haxmure KHONKy COXpaHHMTb.

10.7.5 YpaneHune UHCTaHca

1. HaiiauTe HY>KHBIM MHCTaHC B CIIMCKe Ha BK/a/Ke "YTpaB/ieHue My/IbTUapeHAHOCThI0" U HAKMUTe

KHOITIKY Iﬁ[

2. TlopTBepauTe yzaajieHUWe B OTKPBIBLLIEMCSI OKHE.



11. PenyTaynOHHbIE CMTUCKU

PeryTalioHHbIe CITUCKM TIpefHa3HaueHbl s oboraieHns: COOBITUM TaHHBIMH. PemyTal[ioHHbIe CITUCKU
MO>XXHO C(hOpMHUPOBaTh, YKa3aB UHAUKATOPbI KOMITPOMeTaLUH.

VHavKaTop KOMIIpOMeTal[uu 3TO Hab/roZiaeMblid B CETH WM Ha KOHKPETHOM YCTPOWMCTBe OOBEKT (W/H
aKTHUBHOCTh), KOTOPBIN C OO/BIIION [[0/iell BepOSITHOCTH YKa3bIBaeT Ha HeCAaHKIIMOHWUPOBAHHBIA JOCTYIT K
cucreMe (TO eCTb eé KOMIIPOMETALUIO).

B kauecTBe uHAMKaTOpa KOMIIPOMETALlMM B PENyTaLMOHHBIX CIMCKAaX MOTYT BBICTYIAThb C/iefyroLue
JlaHHbIE:

o Jlomen-URL;
o IP;
e SSL x511;

e Xom1 daiisn.

PenyTaljuoHHble CIHUCKWA Je/ATCSI Ha CUCTeMHble M TO/b30oBaTesbcKhe. CHUCTeMHble CO3[ar0TCs
aBTOMAaTHUEeCKH TI0 pe3ysibTaTtam paboTsl cepsuca Ti.

YnpaBseHue penyTalMOHHBIMM CHMCKaMHU BBINOJHSETCS B pasfene AJAMHUHUCTDUpOBaHue —
PenyranuonHblie ciickM. IIpumep paszesna npusezied Ha «Puc. 135».

?L‘ﬁ;{ﬁ“ 172.30.254.97 ~ | IP TMLeH3ns akTveHa ao: 2027-08-09 | O [okymeHtauma | @ admin v

@
DomeH-URL P SSL xow Xaw dain Do6asuTs IP
Q
6} CuctemHble Monb3osarensckme
@ v YpanuTe BCE Buibpano: 0 C S

P W3smeHeH WUctekaer MocTaBLmK Yrposa Kateropusa YpoBeHb gosepusn CUCTEMHbBIN

22.147.23.32 - - user compromised-host compromised-host 100 Het W

222.77.181.28 - - user compromised-host compromised-host 100 Het mf
‘T‘ 10 / cTpaHMua

b

©

Puc. 135 — Pasaen "Penyranuonssie cnucku'". Bknagka "IP"

B pasgene uHbopMaius paszesneHa MO COOTBETCTBYIOI[MM BK/afkaM. B obmiem ciydae B pasgene
oTobpaxkaeTcs caefyolias MH(GopMaLys:

e Jlomen, IP, SSL — ungukaTop Kommpomertaiu. OtobpakaeMblii WHAMKATOp (OPMUPYETCsl B
3aBUCHUMOCTH OT BbIOpAaHHOM BK/IaJKU;

e W3MeHeH — AaTa U BpeMs U3MEHEHHA CBeAEHI/If/i 00 WHAWKATOpE KOMIIPpOMETALIUU;

o HWcrekaer — fiaTa 1 BpeMsi yCTapeBaHUs UHJMKaTOpa KoMIpoMeTaliuu. Haripumep, eciu Bajernetl|
caiita OOHApy)KWBaeT B3/IOM U YCTPaHSeT YSA3BUMOCTb, WH/WKATOP, KOTOPBIA yKa3biBal Ha
BPE/JOHOCHBIN [JOMEH HeJleJTt0 Ha3ajl, MOXKeT MOTepsTh CBOK aKTya/lbHOCTh;



11.1

1.

2.

IMocTaBIMK — HAMMEHOBaHWe TIOCTABI[HUKA, KOTOPBIM MpeJoCTaB/seT CBeJieHUs 00 UHUKATope
kKomnpometaruu. Hampumep, Alien Vault, Kaspersky (mogpo6Hee cm. pa3sgen «/CTOUHMKY
IOC»). Eciii yka3aHo 3HaueHue user, TO 3TO 3HAUWT, UYTO MHAUKATOP J00aB/ieH 1MoIb30BaTe eM,;

Yrpo3a — HavMeHOBaHKe yIpo3bl;
KaTteropusi — HaMeHOBaH1e KaTeropyuy, K KOTOpOW OTHOCUTCS Yyrpo3a;

YpoBeHb JoBepHs — 3TO PEUTUHI WHAMKATOpPa KOMIIPOMETAL|UM, KOTOPbIA pPaCCUMTBHIBAETCS C
YU6TOM XapaKTePUCTUK WMCTOUYHMKA [aHHBIX W CAaMOT0 MHJWKATopa. Takke IMpU OMpejeseHrr
YPOBHSl [IOBepUsi K WHJUKATOPy YUWTHIBAeTCS aKTyaJIbHOCTh HMHAUKATOpa C TeueHHeM
BpeMeHHU;

CucTeMHBIN — 100aB/IeHbI JTU CBefleHHst 00 HHAWKaTope 6e301acHOCTH CUCTEMOM: /ia, HeT;

URL (tonbko ans Bkiagky Jomen) — aapec URL ckoMIIpoMeTUPOBAaHHOTO JOMEHa;

Anroputmsel x3mmpoBanusa MD5, SHA1, SHA256. (Tonbko Ajis BKAaAkU X3m ain) —

3HaueHWe UHAUKaTOpa KOMIIPOMETAL[MHU TI0 COOTBETCTBYIOLLEMY a/IFCOPUTMY X3LLIUPOBAHUS.
[Ao6aBneHne nHankaropa Komnpometauyun "JomMeH-
URL"™

[Mepeiigute Ha BkiazAKy "JomeH-URL" u Haxkmute KHOTKY JJo6aButh gomeH-URL. OTkpoetcs
okHo "Co3zganue fomeHa-URL" (cMm. «Puc. 136»).

Co3paHue gpomeHa-URL X

domeH *

test.ru

Yrposa *

compromised-domen

Kateropwa *

compromised-domen

URL

3apatb URL

Puc. 136 — OkHo "Co3panue gomena-URL"

YKaKuTe B OKHE CIeAYIONIyI0 HH(POPMALHIO:

e Bose /loMeH yKaKuTe CKOMIIPOMETHUPOBAaHHBIN [JOMEH;



e B T0Jie YIpo3a YKaKUTe HavMeHOBaHWe T[IOTeHLMaJbHOM YIrpo3bl, KOTOpasi MOJKeT
BO3HUKHYTb B pe3y/ibTaTe KOMIIPOMeTAalUU JOMeHa;

o B 1iosie KaTreropus ykaxute KaTeropuro, K KOTOPOM OTHOCUTCS Yrpo3a;

e B mnone URL rpu HeoOXOAWMOCTH BK/IIOUWTE Iepekaouaresb 3agath URL U yKakuTe
3HaueHue ckoMmnpometupoBaHHoro URL nomeHa.

3. Haxwmure kHOMKY Co034aTh.

11.2 [Ao6GaBneHue nHagmMkaropa komnpometauum "IP"

1. Tlepefizute Ha BKmagky "IP" u Haxkmute kHOTKY Job6aButh IP. OTkpoercst okHO "Co3nanue IP
3anucu’” (cM. «Puc. 137»).

Coz3paHue IP 3anucu X

IP

192.169.252.158

Yrposa *

compromised-host

Kareropus *

compromised-host

lMpoTokon *

tcp

MopTt

HanpaeneHwe Tpaduka *

Mexopawuia

Puc. 137 — OkHo "Co3panue IP 3anucu”

2. YKaxkuTe B OKHe CJIeyIOIIy0 UHPOPMaLUIO:

o B1I0o/e IP yKakuTe CKOMIIPOMeTHPOBaHHbIM [P-azipec;



B 1oJie Yrpo3a yKakuTe HauMeHOBaHHWe TIOTeHL[MaJbHOM Yrpo3bl, KOTOpas MOJKeT
BO3HUKHYTb B pe3ysibTaTe KomnpoMerauuu IP-agpeca;

o B 1iosie KaTreropus ykaxute KaTeropuro, K KOTOPOM OTHOCUTCS Yrpo3a;
e B 1oJie IIpoToKoJ yKaxkuTe NPOTOKOJ coeguHeHus ¢ [P-agpecom;

e B nosie ITopT nipy HEOOXOAUMOCTH yKa)KUTe KOHKDPETHBIM TOPT, Ha KOTOPOM IPOM30IIlia
KOMITpOMeTaL[us;

e B rnosie HampaBieHne Tpaguka 13 BbINAZAIONIEr0 CIHMCKa BbIOepUTe HarpaBieHue
MOTOKA JAaHHBIX.

3. Haxwmure kHorky Co3parb.

11.3 [o6GaBneHune MHgUKaropa komnpomertauyum "SSL xaw"

1. TlepeiimuTte Ha Bkiaaky "SSL x3m" v Haxmurte KHOMKY Jo6aBUTH ssl-xam. OTKpoeTcsi OKHO
"Co3panue ssl-xama" (cMm. «Puc. 138»).

Cos3paHue ssl-xawa X

SSL *

81:fd:20:ff:db:06:d5:2d:c3:55:b5:7d:3f:37:ac:94

Yrposa *

compromised-ssl

Kareropus *

compromised-ssl

Puc. 138 — OkHo "Co3aanue ssl-x3ma"

2. YKaxuTe B OKHe CJ/IeflyIOLIy0 UH(POPMaLUIO:
e B nosne SSL ykauTe X311 3HaUeHUe CKOMITPOMeTHUPOBaHHOTO SSL-cepTuduKara;

e B T10/e Yrpo3a yKakuTe HalMeHOBaHMe TMOTeHLMaJbHONM Yyrpo3bl, KOTOpasi MOJKeT
BO3HUKHYTb B pe3y/ibTaTe KOMIIPOMeTaluu cepTU(rKara;

e B IIOJIE KaTEI‘OpHH YKaXXuWTe KaTEeropuio, K KOTOPOﬁ OTHOCHUTCHA yrpo3a.

3. Haxwmure kHOMKY Co034aTh.



11.4 J[JoGaBneHue nHAuKaTopa KomnpomeTtauum "Xaw cann"

1. TlepetiguTe Ha BKIaAKy "SSL x3m1" u HakMHUTe KHOTKY JlodaBuTh X3 ¢aita. OTKpPoeTcss 0KHO
"Co3parb noJib30BaTenbckuil gaiin” (cMm. «Puc. 139»).

Cos3paTb nonb3oBaTtenbcKuin pain X

Yrposa *

compromised-hash

Kareropusa *

compromised-hash

MBS *

1BC29B36F623BAB2AAF6724FD3B16718

SHA1*

9e32295f 8225803b b6d5fdfc c0674616 a4413c1b

SHA256 *

4e7d696bce894548dded72f6eeb04e8d625¢cc7f2afd08845824a4a8378b4.

Puc. 139 — OkHo "Co3aaTh No/ib30BaTe/ILCKU aiin"

2. YKaxuTe B OKHe CJ/IeZIyIOL[y0 UH(POPMaLUIO:

e B 10/e Yrpo3a yKa)KuTe HalMeHOBaHHe TMOTeHLMaJbHONM Yyrpo3bl, KOTOpash MOJKeT
BO3HUKHYTb B pe3yJibTaTe KOMIIpOMeTaluu ¢aiina;

e B nosne Kareropus ykaxuTe KaTeropuro, K KOTOPOM OTHOCUTCS yTpo3a.

e B none MD5 ykakuTe X511 3HaueHWe CKOMIIPOMETHMPOBaHHOrO (paiijia Mo aaropuTmy
IIMDSII;

e B nosie SHA1 ykaxuTe X511 3HaueHUWEe CKOMIIPOMETUPOBAHHOrO (paiiia Mo ajropuTmy
"SHA1";

e B nosie SHA256 yka)kuTe X351 3HaueHHe CKOMIIPOMETHPOBAHHOIO (aiiia Mo ajropuTmy
"SHA256";

3. Haxwmure kHonky Co3pars.

11.5 YpaneHue nHauUKatopa KomnpomeTtauumn

1. TlepeliguTe Ha HY>KHYO BKnaAKy: "JomeHn-URL", "IP", "SSL xau1", "Xs1u daiin".



2. BeibepuTe THI UHAWKATOPA KOMITPOMETALIUN: CUCTEMHBIN WY TI0/Tb30BaTeIbCKUH.

3. B cTpoke Hy)KHOr0 MHAMKaTOpa KOMIIPOMeTallud Ha)KMUTEe KHOIIKY Ii[

4. IlopTBepauTe yzaneHue B OTKPBIBLLIEMCS OKHe.



12. ActouHuku IOC

Ncrounnku IOC — 3TO0 MOCTaBLIMKU WHAUKAaTOPOB KOMIIPOMETAl[MM, KOTOpbIE HCIIO/Ib3YIOTCS IIpU
paboTe pemnyTalMOHHBIX CITUCKOB (CM. pa3zen «PemyTalliOHHbIe CITUCKI» ).

Wupvkarop kommnpometaruu (IOC) siBisieTcsi CBUAETeNbCTBOM TOTO, UTO KTO-TO MOT CO37aTh Opelb B
CeTW OpraHu3aluu. JTU [aHHble SKCIEepPTU3bl He MPOCTO yKa3blBalOT Ha MOTeHLUanbHY0 yrpo3y. OHu
CUTHAJIM3UPYIOT, UTO Y)Ke MPOM30llJa araka, HarnpuMep TPOHUKHOBEHHE BPEeIOHOCHBIX IPOrpamw,
KOMITpOMeTal[1sl yYeTHbIX CBeJeHU I Kpaka JaHHbIX.

VHguKaTOopaMy KOMITPOMETALMK MOTYT BBICTYTIaTh, Harmpumep, IP-aspec wiv JoMeHHOe WMs y371a, Ha
KOTOPOM 3aperucTprpoBaHa MoZl03puTe/ibHast aKTUBHOCTb, XeIll-CyMMa BpPeZloHOCHOT O (aiia.

Ncrounuku I0C cobuparot nHbopMalyo 006 HHAWKAaTOPaX KOMIIPOMETALMM M3 OTKPBITBIX 0a3 JaHHBIX,
KOTOpbIe MPeJOoCTaB/sIOTCS TaKUMU KommaHusiMu Kak Alien Vault, Kaspersky u T.1. 3aTtem nepepatot
TIO/TyYeHHbIe CBeleHUs B PelyTalliOHHbIe CIIUCKU.

Wctounuku I0C gensTcs Ha CUCTeMHBIE Y [10/1b30BaTe/IbCKUe.

Cucremnble uctouHuku I0C HeoOXOJUMBI /i1 KOPPEKTHOW paboThl TaT(OpPMBI, TTOITOMY UX HeJb3s
V3MEeHUTb WU YAA/IUTh.

IIpu HacTpoiike T0/b30BaTeNLCKUX UCTOUHUKOB IOC MOKHO HAcTpouThb (hOpMaT COMOCTaBIeHUS
JAHHBIX. DTO HEOOXOAUMO [I/Is1 KOPPEKTHOM Tepeiaul WHAUKAaTOPOB KOMIIPOMETALIMU B PeIyTal[MOHHbIE
cnucku. dopmar comocTaBieHUs] MOKeT ObITh HAaCTPOeH, KakK W /iJisi CTaHAapTHON (opMbl (0OBIYHO 3TO
CSV (aiin), Tak 1 A5 OpMBI C JOTOTHUTETbHBIMY TTapaMeTPaMU.

[TockonbkKy 6a3bl JAHHBIX TIOCTOSIHHO OOHOBisitOTCS, Ilmardopma Papap mo3BossieT HaCTPOWTh
MepUOAUYHOCTD MOTyYeHUsI UHAUKAaTOPOB KOMIIPOMeTaL1H.

Pa6ota c ucrounukamu IOC BK/FOUaeT B ce0si CieIyroIiye mpoLecchl:

1. «Co3zgasue uctounuka [OC».

«IIpocmoTtp uctouHuka IOC».

«PepakTupoBaHue ucroyHuka I0C».

«3anyCcK M 0CTaHOBKA UCTOYHUKOB I0C».

«HacTtpoiika nmepuojia 3amycka UCTOUYHHUKOB 10C».

2
3
4. «VI3mMeHeHUe cocTosiHUS McTOUyHMKa IOC».
5
6
7

«Y nanenure uctoyHUKoB IOC».

HOna  paborel ¢ wucrounnkamu IOC  mnepeligute AgMunucTpupoBanue — Mcrounnku I0C
(cm. «Puc. 140»).



‘Ejﬂ[i"‘ 172.30.254.138 WcTounukm 10C NWueHsuA akTMBHa fo: 2025-03-23 | (@ [dokymentauua | @ admin

UcTouHuKK I0C

(0]

2024-12-24 15:15:16 2024-12-25 02:15:16 My P 3anyuwexo

v c @

Ha3paHue Tun Uens LWaGnoH AKTHBHOCTb CHCTeMHBIR

net ip p====--- @ Axrueen fa @
net ip ip @D Axtusen fa @
Lt
net domain domain - @ Axtieen Het @ W
hostname net domain domain He akTuBeH Het @ & MW
net ip ip- He akTuBeH Hert & m
net file md5 - He axkTuBen Het & m

Puc. 140 — Pa3pen "Ucrounuku IOC"

B pa3zene orobpakaetcs cieaytoiiasi UHGOpMarvs:
o Ha3BaHnue — HauMeHoBaHue uctouHuka IOC B miaTdopme;

e Tum-— TuUn uctouHrka Kommpomertaluu. [To ymonuanuto B mnatdopme goctyrned tun "NET"
(anomamu Tpaduka);

o Ilenp — noreHnManbHas Leb ataku: [P-aapec, JoMeHHOe UMS Y3714, Xelll-CyMMa Qaiina;

e IITa6si0H — mab/OH, MO KOTOPOMY OYAyT W3BJ/IEKaThCS AAHHBIE W3 OTKPBLITHIX 0a3 JAHHBIX U
repe/iaBaThCsl B PeryTaljiOHHbIE CIIMCKY;

e AKTHUBHOCTB — COCTOSIHHe WCTOYHMKA, KOTOpPOE IOKa3blBaeT MCMOJIb3YeTCs /M UCTOUHHUK [JIs1
repejauyyd WHAUKATOPOB KOMIIpOMeTAllUM B penyTalMOHHble CIIUCKU. MoKeT NpUHHUMAaTh
cnenyolve 3HaueHus: AKTuBeH, He akTuBeH;

o CHCTeMHBIN — SIB/ISIETCS JTM UICTOYHHK CUCTEMHBIM: Ad, HeT.

ITpu pabore c ucrounrkamu IOC JOCTYITHBI CI€AYIOIUE 37IEMEHThI YITPaB/IeHUs:
KHonka JelicTBue

npocMoTp uHpopmarmu 06 ncrounuke [0C

pesakTupoBaHue nuctouHrka [0C

yaanenue ucrounrka [0C

3dllyCTUTbL BC€ dKTHBHbIE WCTOUHUKU [JId l'IOJ'Iy‘IEHI/IH/O6HOB]'IEHI/IH HWHAWKATOPOB
KOMITIpOMeEeTaln

OCTAHOBHUTH HOHy‘IEHI/IE/O6HOB]'IEHI/IE WHAWKATOPOB KOMIIDOMETALIMKM BCEMU dKTHMBHBIMU
NCTOYHHUKAMU

R A IENG

HACTPOUTH MEePUOA aBTOMaTHUYeCKOr'o 3allyCKa U OCTaHOBKW BCeX aKTHBHBIX UCTOUHHWKOB

Ykaszarts nepuop
[JJ1s1 TIO/TyYeHVsi/0OHOB/IEHHs] HHAUKATOPOB KOMIIPOMeTAaL|N

Co31aTh HCTOYHHK COo3/laHue T0/Ib30BaTe/IbCKoro uctounruka 10C



12.1 Co3spaHue uctoyHuka lOC

1. Haxxmure kHonKy Co3aarb. OTKpoetcst popMma "Co3aaTh UCTOUHUK" (CM. «Puc. 141»).

¢« Co3paTtb UCTOYHUK

HaseaHve AKTUBHOCTb
maltrail ()

Twun Llens
NET OomeH

URL ncTovHuka

https://raw.githubusercontent.com/stamparm/aux/master/maltrail-malware-domains.txt

dopma
t CtaHpapTHas dopma ®opma ¢ non. napameTpami
Paspnenutens Labnox
, domain
Llens 3HayeHne U3 CTPOKKU MCTOYHMKA
domain domain
Yrposa KaTteropusa BaxHocTb
malware-domains malware-domains 55 -+

Puc. 141 — ®opma "Co3aaTh HCTOUHHK"

2. YKaxuTe B OKHe MHPOPMAIio 00 NCTOYHHUKE:

B 1mose Ha3BaHMe yKakuTe HalMeHOBaHWe MCTOUHMKa B Iulatdpopme. B pasgene
«PemnyTallMOHHbIe  COUCKW» HAUMEHOBaHWE  WMCTOUHMKA  Oyzer  orobpakaTb B
rpade ITocTaBIMK;

yCTaHOBUTE TepeK/toyaTeslb AKTUBHOCTD B TIO/IoKeHHe "BkarodeH" ecimu HeoO6X0[uMo
WCII0/1b30BaTh MCTOYHUK /IS Tlepejiaud UHAUKAaTOPOB KOMIIPOMeTALUY B pellyTal[iOHHbIe
CIIMCKY;

B 110716 THI U3 BBINAZAOIIETO CITHUCKA BhiOepuTe THM uctoudnka 10C;
B 11071e Iles1b 13 BBINA/IAr0IIero CucKa BbIOEpUTe MOTEeHIMAIbHYO 11e/Tb aTaKy;

B mosie URL MCTOYHMKA yKaXXWTe ajipec, Ha KOTOPOM pacrosiaraeTcss 0a3a JIaHHBIX
WH/UKaTOPOB KOMIIPOMeTAaL[1U;



e B 3dBHCHMMOCTH OT yKaBaHHOﬁ 0a3bl JAaHHBIX MHAWKATOPOB KOMIIpOMeTAallvu, HaCTpOﬁTe
MapaMeTphbl COIIOCTaB/I€HWA JaHHBIX IIPH 1epefave B pernyTalliOHHbIe CITUCKH:

e Uil CTAaHJAPTHOMW (OpMBI (CM. MYHKT 3);
e i1 POPMBI C [IOTIOJIHUTE/IbHBIMY TTapaMeTpaMu (CM. TTYHKT 4).

e B TIioJie Yrpo3a YKaKUTe HavMeHOBaHMe T[OTeHLMaJbHOW YIrpo3bl, KOTOpash MOXKeT
BO3HUKHYTb B pe3y/ibTaTe KOMIIPOMeTal1y;

o B 1osie KaTeropus ykaxure KaTeropuro, K KOTOPOW OTHOCHTCS yTPO3a;

e B mojsie BaKHOCTb YKakUTe UHCIOBOW TI0Ka3aTe/llb Ba)XHOCTU Yrpo3bl. JlaHHBIN
ToKa3aTe/ib OyZleT yUdUTBIBAaThCS B TPOLIECCe CO3/aHUS WHIMJEHTa W OyZeT BAUSTb Ha
roKasaresib ""CpOYHOCTh MHLIUAeHTa"

3. [ns crangapTHod (OpMbI HMCXOJHWKA WHAWUKATOPOB KOMIIDOMETAIIUM YKa)KUTe Creyroliue
JlaHHbIE:

e B mosie Pa3penuTens U3 BhIMAJAMOIIero CIMCKa BbiOepuTe Criocob pasjesieHusi KOJIOHOK
HCXOJHUKa;

o B none IITa6/10H ykaxxuTe 11a06/I0H, TI0 KOTOPOMY OYJyT M3B/I€KaThCsl 3HAUEHUSI U3 CTPOKU
UCTOUHMWKa. Hampumep, mrabson ip - - - - - - Oy#eT oO3HauaTb, 4uTO OygjeT
W3B/eKaTbCs mapaMeTp IP-azipec 13 repBoii KOJOHKH.

4. [ns HecTaHJapTHOW (HOPMBI UCXOHUKA MHAWKATOPOB KOMIIpOMeTal[uH B rosie dopma BeiOepuTe
BapuanT "dopma c gomn. napametrpamu". Ha ¢opme co3manusi ucrounuka IOC mnosBsiTcs
JIOTIOJIHATE/TbHBIE T0JIs1 AJ1s 3aroyiHeHus (cM. «Puc. 142»).



CraHpgapTHasa ¢opma  (8) Popma c gon. napameTpamm

MyTb 4O CNUCKa 3HaYeHWIA MyTb 00 3HAYEHWA B CUCKE
3aronoeku
Knkoy 3HaveHue
|
MapameTpsl
Knkoy 3HaveHue
|
Ycnoeunsa
MyTb A0 3Ha4YeHUA B CNMCKe OnepaTop cpaBHeHWA 3HaueHWe ANnA cpaBHeHus
= |
Yrposa KaTeropus BaxHocTb
malware-domains malware-domains 55 -+

Puc. 142 — ®opma "Co3parh ucrounuk . Hacrpoiika ¢gopMbI HCX0HHKA C A0II. TapaMeTpaMH

YkakuTe Ha (hopMe cieIyoLy0 HH(OPMaLIUIO:

e [Ipu HEOOXOAMMOCTU YKa)KUTe TYTh A0 MCXOJHUKA CO CIMCKOM 3HaueHWN WHIMKATOPOB
KOMIIDOMETAallud YW COOTBETCTBYIOL[MI TyTh [0 3HAaueHWsi B CIucKe. g 3Toro
aKTHMBUPYWTE COOTBETCTBYIOLLME TIepPeK/ItouaTe/ld U YKaKUTe Hy)KHbIe TyTH;

e [JlobaBbTe ™ yKaxkuTe HeobOXozaumo KommuectBo Tmap 'Kirou-3Hauenuwe" st
COTIOCTAB/IEHMSI  3aro/IOBKOB Y IIapaMeTPOB U3 CIHMCKa 3HAYeHUWM WHAUKATOPOB
KOMIIpOMeTal1H;

e JlobaBbTe M HacTpoiTe He0OXOJHUMOe KOTUUECTBO YCJOBUM CpPaBHEHUs i 3HAaUeHWU B
CIIMCKE:

e B IIOJe Hy'Tb A0 3HAYeHUA YKAKHUTE IIYTb A0 3HAUYE€HHsA B CIIMCKe 3HaUYeHUH
WHAWKATOPOB KOMITPOMETALINH,

e B mosie Omeparop cpaBHeHHs BbIOepUTe OJWH W3 OIEPaTOpPOB, TIO0 KOTOPOMY
T BBITIO/IHATHCSI CpaBHeHMe: "'paBH He paBH
Oyze o) Csl cpaBHeHMe: "paBHO", ""He paBHO";

e B TII0j/le 3HAYEHHUE AJIA  CPpABHEHHUA YKAXKWTE 3HAUYEHHE, C KOTOPbBIM 6y,£[€T
BBITIO/THATHCA CpdBHEHHE 3HaUE€HUA U3 CITMCKd.

5. Haxmute kHONKY COXpaHUTh.



12.2 MpocmoTp nctoyHuka IOC

Jlns mpocmoTpa ucrounrka I0C HaKMUTe 110 CChIIKE C HauMeHOBaHHWeM MCTOYHMKA MM KHorky & B
COOTBETCTBYHOIIIeM cTpoKe (cM. «Puc. 143»).

17230254138 ~ | MecToMHHKM IOC TUeKIMA akTWBHE AD: 2025-03-23 | (@ flokyMmenTauuR | @ admin

G PaGouwit cTon

< alienvault
Q Cobbrtna

Hassanne AKTUBHOCTS
@ MHUMAEHTE ~
alienvault

o AkTHBL! -
Tun Uens
[ Cooreercreme N0 -~
# Koppenstop -
URL McTouska
3 VICTOuHKA - https://reputation.alienvault.com/reputation data

Wi MNapamerpo ~

G MIMAHMCTONPOBaHAE  ~
dopma
PaGouMe CToN

OTuETEl

Pasgenvrent Watnon
ApXitB OTUETOB

P
MoruTopuHr

Mons3osareny u npasa Lens 3HaueHKe U3 CTPOKU MCTOUHMKS
Knacrep . o
PENYTAUHOHHBIE CIMCKI

Mcrousuks 10C
¥rposa Kareropus BanHoCT

Tuenaus
compremised-host compromised-hast 35

Puc. 143 — ®opma "IIpocmotp ucrounuka IOC"

Habop maHHbIX, 0TOOpaXkaeMbIX Ha ¢Gopme mpocmoTtpa uctouHrka I0C, aHa/oruyeH [JaHHBIM, KOTOphIe
YKa3bIBalOTCS MPU €ro CO3aHuMu.

12.3 PepaxktupoBaHue ncrtoyHuka lOC

1. B ctpoke HyxHOro uctouHuka IOC Ha)XMUTe KHOIIKY 74 .
2. W3menute nndopmanuto 06 ucrounrke I0C.

3. Haxmure KkHONKy COXpaHHTb.

12.4 VI3aMeHeHue coctosaHusA nctouyHuka loOC

CocTosiHMe HCTOYHMKA IIOKa3bIBaeT HCIIOJ/Ib3yeTCA JIM HKWCTOYHUK [Jid T[epeladr HWHIAWKAaTOPOB
KOMITpOMETALIMK B pPeNyTdlIMOHHbIE CITHCKH. MoxxeT NMpHUHUMAaTh C/IeAYyHolle 3HAYeHU:

e AKTUBeH — UCTOYHMK I1epefiaeT WHAUKATOPbl KOMIIPOMeTalluU B pellyTaliOHHbIe CITUCKU
e He akTuBeH — He Tiepefiaer.

V3meHenne coctosiHust ucTOUHUKA IOC MO>KHO BBITIOTHUTE CJIeIYIOIIMMU CITIOCOOaMHU:

Cmnoco6 1. Vcrione3yiiTe nepekmouarenb B rpade AKTHBeH Ha OCHOBHOM CTpaHMLIe paszera.

Cnocod 2. lVcnone3yiiTe mepekmouarens AKTHBHOCTh Ha (OpMax CO37aHUs/pelakTUPOBAaHUs
ucroynuka [OC.

12.5 3anyck u octaHOBKa UCTOUYHUKOB IOC

IMponienypa 3amycka ucTOUHUMKOB IOC  ClyKUT i TIOAy4yeHUsi/OOHOB/IEHUS  MHIMKATOPOB
KOMIIPOMeTaluU U3 UCXOJHUKOB.



[ln1s1 3arycka npotiecca HaKMUTe KHOMKY .
JI71s1 0CTaHOBKM TIporiecca HaxkmuTe KHonky M.

Tekyliee COCTOSIHUE TTpoLiecca 0TOOpaKaeTCsi HA OCHOBHOM CTpaHMLie pa3/esia Hajl Tab/HLel CO CIIMCKOM
nctouyHuKoB [OC (cM. «Puc. 143»).

12.6 HacrTpoiika nepnoga 3anycka NCTouHmkos IOC

YroObl He 0OHOB/ATH MH(POPMAIHIO 00 MHIUKATOPAaX KOMIIPOMETAIMU BPYUHYIO, T/IaTGopma Mo3BoJiseT
HaCTPOMTH NMePUOJMYHOCTD 3aIlycKa JJaHHOT0 MpoLiecca.

,HJ'IH 3TOr0 BBIMMOJ/THHUTE C/IeAyIolre AEﬁCTBHHZ

1. Haxmure KHONKY Ykasare mnepuop. Otkpoercs OkKHO '"VI3meHeHue mepuoza 3amycka"
(cm. «Puc. 144»).

MW3meHeHne nepuoga sanycka

Mepuog
12 -+

B uacax* (ot 10 24)

Puc. 144 — OkHo "VI3MeHeHMe Ilepuoja 3amycka'

2. B oOkHe yKauTe KOMWYeCTBO 4YacoB (0T 1-ro g0 24-X), MO WCTeYeHWU KOTOPBIX Oyzer
3aITyCKaTbCsI TIPOLIeCC MOoTyvYeHus/00HOB/IeHNsI UCTOYHUKOB KOMITPOMETalHH.

3. Haxmure KHONKy COXpaHHUTb.

12.7 YpaneHue UCTOYHUKOB IOC

1. B CTPOKE€ HY>KHOI'O UCTOYHHKA HA’)KMHUTE KHOIIKY @

2. HO,Z[TBGPAI/ITE yAad/ieHre B OTKPBIBIIEMCA OKHeE.



13. JluueH3us

Pazgen unTepdetica JInmeH3us ripefiHa3HaueH [/l MPOCMOTpPA MapaMeTpOB JIWLIEH3WHW W TIOBTOPHOM
aKTUBALUY JTUL[€H3UH.

IIpumep pa3gena nipuBeneH Ha «Puc. 145».

? panap . 172.30.254.97 ~ | JIMLeH3MA INvueHannA akTuBHa fo: 2027-08-09 | (O [HokymeHtauus | @ admin
(A
MHdpopmMaLus no nuueH3nn AKTMBaLUA NULEH3UN
Q HaseaHne Komnanun: [MaHreo Papap
o JnueHsusa akTueHa no:  2027-08-09 03:00:00 Kop aktueaymn: eyJwYXNzljoiMjFIM]BmZGIzNTdIOGE...
MakcUMansHoe KoNMYecTBo areHTos cbopa: 1
cp MNMoppepxka MynsTuapeHgHocTy: [a Kniou akTuBauum
MaKcKHManbHOe KONWYECTBO TEHAHTOB: 3
B Tapwud: AllIn One
JlumuT no sanpocam: 97 EPS
p 3 Bepcws nnatdpopmer: 3.7.5 4

Bepcus WHcTaHca: 3.7.5

i

@

Puc. 145 — Pa3pen "JIuneH3us"”

B 6s10ke UHopmanus no JTUeH3uHn 0ToOpaxaeTcs cienyroias iHGopMarus:
o Ha3BaHue KOMIIAHUM — HaMEHOBaHUe KOMITaHWH, KOTOPOI BblJjaHa JIML[eH3HSsI;

e JIMI|eH3HWsA aKTHBHA JI0 — CPOK aKTUBHOCTH JIMLIEH3UH, TI0 KUCTEUEHUH KOTOPOTO0, eC/ii He OyJer
TojlyueHa HOBasi JiuIleH3usi, He Oyger poctyneH uHTepdetic Ilnargopmer Papap, 3a
WCKJ/TFOUeHHEeM TeKYIIero pas3zierna;

¢ MakcumMalbHOE KO/IMUECTBO areHToB cﬁopa— MdKCHUMd/IbBHOE KOJIM4eCTBO dIreéHTOB c60pa
JKYPHAJ/IOB C HCTOYHHKOB;

. l'[on,qepmxa MYJ/IbTUAPEHAHOCTH — BK/IFOUEHA JIM B COCTAB JIMLEH3UWW MOAAEP>KKd PpeXXruMa
MYJ/IbTUAPEHAHOCTHU: [d, HeT.

e MakcumanbHoe KO/IHYeCTBO TeHaHTOB — MaKCHUMaJlbHOe KOJTMYeCTBO
sk3emiuisipoB Ilnargopmel Pagap, KOTopble MOJKHO yCTaHOBUTh B PeXXUMe MyJ/IbTHapeHHOCTH;

o Tapudg — HaumeHoBaHue Tapuda;

e JIMMHUT mo 3anpocam — orpaHr4yeHHe 10 KOJIM4ecTBy 3anpocos B EPS;

e Bepcus niardopmsbl — Bepcus M1aTQoOpMbl, aKTUBUPOBAHHas I10 JaHHOU JIMLIEH3Y;

e Bepcus uHCTaHCa — BepcUs 3K3eMIlIsipa m1at(opMbl, YyCTaHOBIEHHOTO Ha JAHHOM MUHCTaHCe.
B 6510ke AKTHBALMA JIMIEH3UH BBITIOTHSETCSI TIOBTOPHAS aKTHUBALWS JIULEH3WH:

1. CkonupyuTe KOJ akTUBaLMU. i1 3TOr0 JOCTAaTOUHO KIMKHYTH MO COOTBETCTBYIOLLEMY MOJIIO.
PekoMmeH/yeTCsi COXpaHWUThb CKOMTMPOBAHHBIN KO/ B TEKCTOBBIN (haiis.



2. TlepefiguTe B IMUHBIM KaOMHET KIMeHTCKOTO ropTana Ilnardopmsel Pagap (cM. «Puc. 146»).

z Panae  KnMeHTCKuMiA nopTan @ [okymeHTauus

AKTUBHbIE NTULEH3UK AKTUBHBIE TUKETbI B NOAAEPXKKY

Mouobpetana  EXHAHECKas Ne Tema obpalLeHun
Tun pHoOR nopaepxkapgo  EPS

full 08.02.2023 08.02.2024 10000 HeT o6palyexuii

Coznarb obpawenmnn

Puc. 146 -- Knuentckuii nopran Ilnardopmsel Pajap

3. Haxwmure kHoTKy Co3aaTh o0paieHue.
4. B obpailileHuM ONUIINTe TIPUYMHY U BCTaBbTe PaHee CKOMTMPOBAHHBIM KO/ aKTHBAL[UH.

5. JdoxauTech OTBeTa OT CIY»KObl TexHWYecKou mogzaep>kku Ilnardopmer Pagap ro pesynbraTam
KOTOPOTO BaM OyJeT BbllaH Kitou akTHBaLWK.

6. B pazgene "JluueHsus" (cMm. «Puc. 145») yKakdTe K/IHOU aKTUBALMA B COOTBETCTBYIOLL[EM T0JIe U
Ha)KMHTe KHOTKY AKTUBUPOBATh.


https://portal.pangeoradar.ru/login

14. CooOLeHus

ITnardopma Pagap noanepkuBaeT 0OMeH COOOIIeHUM MeXKAY T10/Ib30BaTeIsIMU T1/1aT(GOPMBI.

Hampvimep, mipu wu3MeHeHMHM UWH(OpMalud 00 WHIUAEHTaX WM aKTUBAaX MOXXHO HamMcaTh
orBeTcTBeHHOMY. CO0O00II[eHUs,, OTMpaB/eHHble TOA00HBIM 00pa3oM, OTOOpakaroTCsi B pasfesie
Coo0uenusn. [JocTyrHa BO3MOXXHOCTb HaITMUCaTh APYroMy T0/Ib30BaTei0, U3 JaHHOTO pa3jesa.

Pabora c coo01eHHsMH BK/TIOYaeT B ce0si CieyIOIIye MpOL{eCChl:

e «Cosganue cooOIeHNs»;

e «IIpocMOTp COODILIEHUS»;

e «OTtBeT Ha cOOOIIeHNEY);

e  «OTMeTUTBL COODIIeHNS IPOYNTAHHBIMU»;

e «OTMETUTH NIPOUYMTAHHbIE COO6H.I€HI/IH KdK HeIrmpo4MnTaHHbIEe»,;

e  «IJKCIIOPT COOOIIEHUN»;

o «YpameHue COOOIICHUN.

[nst paboThl C COOOIIEHUSIMM Ha)KMUTE Ha HaMMEeHOBAaHHE YUYeTHOH 3arvCH B TIPABOM BepXHEM YTy U
BeiOepuTe MyHKT CoobmeHus. OTkpoetcs ctpanuiia "CoobieHus” (cMm. «Puc. 147»).

g Danie® 1723024921 v | CoobuieHus TNAUEH3MA aKTUBHa A0: 2025-08-16 | (@ [okymewtauma | @ admin
()
CoobueHusn
Q
o) Hosbie coobuennn MpoymTanHsie Mcxoaawmne
[}

cB W lpounTaTe BCE Yaanute BCe | JKCNOPTWUPOBATL B C5V Beibpawo: 0 [
[arta cozpaHua OT koro Tema AxTHB WHunpeHT TN MHUMAEHTa

14:29:21 13.12.2024 admin from asset alert VAZBUMOCTe NepenonHedus bydepa... YA3BUMOCTE NepenonHedl @ T

1 20/ cTpaHuua
HH
H
@

Puc. 147 — Paspaen "Coobmenus"

IIpumeuaHue: eciu ecmb HeNpPOYUMAHHble COOOWeHUsl, MO psA0OM C y4emHOU 3anuchbio NOSEUMCS
uHoukamop ®.

CooObr1ieHust B pa3/iesie pa3zieieHbl 10 CIeAyIOUM BK/IaJKaM:
e HoBsle co001eHNA — CTTMCOK HOBBIX COO0IIIeHN;
o IIpounTaHHBIe — CITUCOK MTPOYUTAHHBIX COOOITIEHNH;
e Hcxopsinue — CIIMCOK UCXOZSAIINUX COOOIIeHHH.

Ha Bkagkax orobpaskaeTcs cieaytoiriasi “HhOOpMarvs:

e [laTa co3jaHusA — [iaTa U BpeMsl CO3/jaHusI COOOILeHNST;



e Ot koro/Komy — azipecaHT/azipecat COOOIIeHUST;
o Tema — Tema coobuieHus;

e AKTHB — HaVIMEHOBaHWE AaKTHWBA, TPU W3MeHeHWH HWH(OPMAIMd O KOTOPOM OBIZIO CO37jaHO
coobienue. ITo cchlike OTKPOeTCs CTPaHUIja MPOCMOTPA aKTHBa;

o HMuHumjaeHT — HaMeHOBaHUe WHILU/IeHTa, TIPYU 3MeHeHUH UH(OPMaL[ii 0 KOTOPOM ObIZI0 CO3/jaHO
coobenue. ITo cchlyike OTKPOETCs CTPAaHML[a MPOCMOTPA UHIUIEHTA;

e Tun HHIU/IE€HTa — HaMME@HOBadHHe THIId MHIUJEHTA. ITo cceinke OTKPOETCA CTPpaHUIld IIPOCMOTPAa
THUIla UHIKMAEHTA.

14.1 Co3pgaHue cooouieHuns

1. Haxwmute kHonky HoBoe coo6menue. OTkpoeTcst okHO "HoBoe coobirienue" (cM. «Puc. 148»)

HoBoe cooblLeHue X

Komy

userf

Tema

Tema coobleHuns

CoobleHue

TekcT coobuweHns

OTmeHa OTnpaBnTb

Puc. 148 — Okno "HoBoe coo0ienue"

2. YKaxuTe B OKHe CJ/IeflyIOLIy0 MH(POPMaLUIO:
o B mnosie Komy 13 BbINa/aro1ijero Crmcka BpiOepuTe azpecara coobreHus;
o B rose Tema ykakurte Temy cOOO1[eHNS;
o Briosie Cool1ieHHe yKakKUTe TeKCT COODIIIeHus..

3. Haxmure KkHONKy OTHpaBHUTb.

14.2 TIpocMOTp coooLeHUsA

1. B CTpoKe HYKHOrO COOGIIeHHs HOKMUTe KHOMKY &, OTKpoeTcst okHO "TIpocMOTp coobijeHus”
(cm. «Puc. 149»).



MpocmoTp coobu,eHun X

OT Koro admin
Komy admin
Tema from asset
CoobuweHne from asset

Puc. 149 — Okno "IIpocmoTp cooOiyeHust"

2. Eom coobieHre 66110 MPpocMOTpeHO U3 BKIaAku "HoBble cooOIieHus", TO OHO CMEHHUT CTaTycC
Ha "TIPOYUTAHO" U aBTOMAaTUUeCKy IepeMeCcTUThCS Ha COOTBETCTBYIOLLYIO BK/IaJKY.

14.3 OTBeT Ha coobLleHne

1. Orkpoiite coobienue Ha mpocMoTp (cM. «Puc. 149») u HaxkmuTe KHOTIKY OTBeTHTh. OTKpOETCS
okHo "HoBoe coobmienue" (cM. «Puc. 148»).

2. YKaxkuTe B OKHe He0OXOJUMYI0 MH(POPMALIMIO U HAXKMUTEe KHOTIKY OTHpaBUTh.

14.4 OTMeTUTb COOOLWEeHUA NPOYNTAHHBLIMU

[eiicTBure BBITIONMHSETCS Ha BKIazike HoBbIe coo01eHuUs.
YtobObl OTMETUTH BCE HOBBIE COOOIIIEHNsT TIPOUMTAaHHBIMU, Ha)KMUTe KHOTIKY IIpounTaTth Bce.

YToOBI OTMETUTh KOHKDETHBbIE COOOIIeHHSI TPOUYMTAHHBIMH, YCTAaHOBUTE HY)KHbIe ()lard U HaKMHUTe
KHOTIKY IIpounTaTh BHIOpAHHBIE.

14.5 OTMeTUTb NPOYNTaAHHbIE COOOLEHUA KaK
Henpo4yntTaHHble

,Z[EI‘/JICTBI/IE BBITIOJ/IHAETCA Ha BKJ/IdJIKe HPO'-[I/ITHHHBIE.

YToOBI OTMETUTH BCE MMPpOYNTAHHbIE COO6H.[€HI/I$I He MPOUYNTaHHBIMH, HOXKMHUTE KHOIIKY ITomeTuTs BCE
HeNMpoO4YuTAHHBIM.

YToObI OTMETHUTH KOHKpeTHbIEe COOOIeHHsT HeMTPOUNTAHHBIMM, YCTAaHOBUTE HY’>KHbIE (lard U HaKMHUTE
KHOTIKY [IoMeTHTh BHIOpaHHBIE KAaK HENPOUNTAHHBIE.

14.6 JKcnopT coooLeHni
[TepeliguTe Ha HY)KHYIO BK/Ia/IKy.
HakmuTe Ha KHOMIKY DKCIIOPTHPOBATH B CSV.

Bynet chopmrpoBaH JOKyMeHT B popMaTe .CSV.

EalE A

HaxxmuTe kHOnKy CKauaTh U yKa)KUTe MyThb /I COXpaHeHus ¢aiina.



14.7 YpaneHue cOOOLLEHUIA

[nis1 ynaneHusi COoOILIeHUsT HAKMUTEe KHOTIKY | B COOTBETCTBYIOIILIEH CTPOKE.
[nis1 ynaneHue Bcex COOOLeHHI ¢ BbIOpaHHOMN BK/IaJIKU HAKMHUTEe KHOTIKY Y AQ/IMTh BCe.

[y ynaneHus KOHKPETHBIX COOOIIeHUH, yCTaHOBUTE HYKHbIe (pylard M HOKMHUTE KHOTIKY Y Ja/IUTh.



15. NMpodmnb nonb3oBartens

B pasgesne nosib30Bartento JOCTYIHBI CIeAYIOLIUe eHCTBUS:

o «l/3mMeHenue uHdopMali O CBOEU YUETHOM 3allUCU»;

o «M3MeHeHUe 11apoJisi»;

o «JlogxnroueHre ayTeHTU(MHUKATOpA»;

o «BrnIX0 M3 BCexX ceccuii»;

e «IIpocMOTp >XypHaia W3MEHEeHUN quTHOﬁ 3aITnCH»;

o «Hactpoiika onosemnieHuii»;

o «IIpoCMOTp UCTOPUHU JEHCTBUH B IJIaTGOPME».

511 mepexozia B mpodu/ib TIO/Tb30BaTe Il HA)KMUTe Ha HAaMMeHOBaHWe YUeTHOW 3alTiCU B TIPAaBOM BepXHEM
yriy u Bbibepute nyHKT IIpodman. OTkpoetcs ctpanuiia "Tlpoduns"” (cM. «Puc. 150»).

Nuuensun aictvera po: 2025-03-23 | O [lokymerTauun

Mpoguns
@
Wudopmauua o nons3osatene
=]
user
8 Email user@host.iu
» vma Bacunuin
amnmn Wearion
@
i o
Pony cluster_manager_access  correlator R reports R incidentR  offine_access  incident type_R  scan_results R uma_authorization  apikeys.C  software_compliance_checks_R
& users

HacTpoikn onoeeLLeHHA

L O T —————
Oy T ———
VYBEAOMNATL NPH CPaGATLIBAHAK NPABIAN KOPPENALUM

VBE[OMNRTL NPH ABTOMATUNECKOH GCTAHORKE MPABUN KOPPERALIMM

MoucK No MCTOpUK feicTBUI

v [ <
Cepemc CywHocTs KeM HameHeH DencTene CHCTemMHO® 1D cywHocTH |D CBA3AHHON CYLUHOCTH fetann Aata coanasna

PMU 'fﬁ;’:‘s rme.entiies logmule_go WameHenie fla 922364¢5-4545-4471-b9b8.., - TokasaTh aeTank 14:23:25 17.03.2025
o ecordsmeentiies ogmuiego Vaweneine fa 0120109a-8719- ad55-Bfe - 12:3:40 17.03.2025

Puc. 150 — Pa3gen "IIpoduns"

Wudopmarys B pa3zerne oToOpa)kaeTcsi B C/eAyIOMIUX 0/I0Kax:

° HHd)OpMaIII/IH 0 MoJIb30BaTe/ie — B O/I0Ke OTO6pa>KaI-OTC$I MnepCcoHa/IbHbIE JdHHbIE IMOJ/Ib30BaTe/IA:

JIOTWH [i/151 BXOZA B I71aTQOpPMY;
- aZipec 3/eKTPOHHOM MOYTHI;

- WMs [I0JIb30BaTe/1s;

- (pamuMA 1osib30BaTe/Is;

- 4acoBOM IOSC;

— CIIMCOK pOJ'IEfI, KOTOPpbI€ Ha3HAYEHBI I10J/Ib30BATEJIIO;



—  CIMCOK T'PYTII, B KOTOPKIe 100aB/ieH Mo/b30BaTellb.
o Hacrpoiika onoBemeHuii — B 0/10Ke BHITO/THSIETCS HACTPOIKa OTIOBeLLeHNH;

e Tlonck mo ucropum elcTBUMN — B O/I0Ke BBITIOTHSIETCS TIOUCK M TIPOCMOTP UCTOPUU AEWCTBUN B
riaTdhopme.

15.1 W3meHeHune uHhopmaLumm o cBoen y4eTHOI 3anmucu

1. TlepeliguTe B Ipoduib 1M0OIb30BaTEJIS.

2. Haxwvure kHorky Hacrpoiiku yuerHoM 3amucu. Otkpoercsi ¢opma "VI3MeHeHHe YuyeTHOU
3anucu’” (cM. «Puc. 151»).

I3MeHeHVe yMETHOM 3allnci

user@host.ru
Bacunwii

WeaHos

Puc. 151 — ®opma "Vi3MeHeHHe yueTHOH 3anucu”

3. YkaxuTe B OKHe CJ/ieZIyIOL[y0 UH(POPMaLUIO:
o B nosne E-mail u3menure azipec 3/1eKTPOHHOM MOYTBI;
e B nonsx ma u @amuiusa u3MeHUTe COOTBETCTBYIOIIME JaHHbIe T10/Ib30BaTe/Isl.

4. Haxmure KHONKY COXpaHUTB.

15.2 l3meHeHue naponsa

1. TlepeliguTe B Mpo@usib MOJIb30BaTES.

2. Haxmure kHONKy HacTpolku ydeTHO# 3amucu U nepeiiute B pasgen Ilapoas. OTKpoeTcs
¢opma "Cwmena naposisi” (cM. «Puc. 152»).

CMmeHa napong

Puc. 152 — ®opma "Cmena naponasa”

3. YkaxuTe B OKHe CJ/ieIyIOL[y0 UH(POpMaIUIO:



o B none [Tapoab yKakuTe TeKyILIMi [1apoJib;
o B nonsx Hoebik naposb U [ToaTBep)kAeHUe AP0/ YKa)KUTe HOBBIM M1apoJib.

4. Haxmure KHONKY COXpaHUTB.

15.3 lMopgknouveHue ayteHTUdUKaTopa

1. TlepetliguTe B Ipoduib 1M0OIb30BaTE/IS.

2. Haxmurte kHONKY HacTpoMKHM y4eTHOW 3amMcCH U TiepeiiiuTe B pa3jen AyTeHTH(HKATOP.
Otkpoetcsi hopMa "CwmeHa naposisi” (cM. «Puc. 153»).

AyTeHTVOVKATOP * OBsatentHbie

1. ¥cranoeuTe <a href="https://freeotp.github.io/" target="_blank">FreeOTP</a> nnn Google Authenticator. 06a npunoxeHus
AocTynHel Ha <a href="https://play.google.com">Google Play</a> u 8 Apple App Store.

o FreeOQTP
o Google Authenticator

2. OTKpoiTe NpuoXkeHve 1 NpockaHupyiTe Gapkog, Nbo BBeAWTE KO,

Unable to scan?
3. BBeauTe 04HOPAa30BbLIA KO, BeIAAHHEIR NPUAOKEHWEM, U HAXMUTE COXPAHUTL ANA 3aBepLUEHMS YCTaHOBKM.

Provide a Device Name to help you manage your OTP devices.

Puc. 153 — ®opma "AyrenTudukarop”
3. Brinonnure HWHCTPYKLWIO, YKa3aHHYIO Ha (bopMe.

4. Haxmure KHONKY COXpaHUTB.

15.4 Bbixoa U3 Bcex ceccui

1. TlepeiinuTe B po¢ub MOIb30BaTEIS.



2. Haxwmure kHONKYy HacTpoMKH y4eTHOM 3amMcH U
crpanuia "Ceccun” (cM. «Puc. 154»).

Ceccum
IP Hauata MocnegHwid qoctyn
172.30.253.1 Mar 18, 2025, 3:41:16 PM Mar 18, 2025, 4:57:54 PM
172.30.253.1 Mar 18, 2025, 4:20:45 PM Mar 18, 2025, 4:55:46 PM

BbliAiTK 13 Bcex ceccnii

neperiaute B pasgen Ceccun.

WcTekaer KnneHTbl

Mar 19, 2025, 1:41:16 AM radar-ui
account

Mar 19, 2025, 2:20:45 AM radar-ui

Puc. 154 — Ctpanuna "Ceccun"

3. HaxmuTe KHONKY BbIMTH M3 BCeX CeCCUM.

15.5 MpocmoTp XypHasia UBMEHEHUN YYETHOW 3annucu

1. TlepeiinuTe B po¢ub Mob30BaTesl.

2. Haxwmure kHonKy HacTpoiiku yueTHOH 3amucu U miepeiiute B pasfen XKypHan

ctpanuua "Jlor yuetHol 3anucu” (cM. «Puc. 155»).

Jlor y4yeTHoOI 3anmcu

fata CobbiTve IP KnweHt fletann

Mar 18, 2025, 4:23:37 PM ogout 172.30.254.1

Mar 18, 2025, 4:20:45 PM ogin 172.30.253.1 radar-ui auth_method = openid-connect , username = admin
Mar 18, 2025, 4:05:46 PM ogin 172.30.254.1 radar-ui auth_method = openid-connect , username = admin
Mar 18, 2025, 4:05:45 PM ogin 172.30.254.1 radar-ui auth_method = openid-connect , username = admin
Mar 18, 2025, 4:05:36 PM ogin 172.30.254.1 account auth_method = openid-connect , username = admin
Mar 18, 2025, 3:41:16 PM ogin 172.30.2531 radar-ui auth_method = openid-connect , username = admin
Mar 18, 2025, 10:42:03 AM ogout 172.30.253.1

Mar 18, 2025, 10:41:29 AM ogin 172.30.253.1 radar-ui auth_method = openid-connect , username = admin
Mar 18, 2025, 10:39:52 AM ogout 172.30.253.1

Mar 18, 2025, 10:39:28 AM ogin 172.30.253.1 radar-ui auth_method = openid-connect , username = admin

Puc. 155 — Ctpanuna "Jlor yyeTHoii 3anucu”

Ha cTpanuiie oTobpaxkaeTcst cyieyroiasi UHpOPMaLyst:

e JlaTa — sata v Bpemsi COOBITHS;

e Co0bITHE — TUII COOBITUS;

e [P - IP-aapec, c KOTOPOTO BBITIOJTHEHO COOBITHE;

o KiameHT — HaUMeHOBaHUe CepBHUCa,

e [leTaysmm — fieTaju COOBITHSI.

15.6 HacTpoiika onoBeLleHU

1. TlepeiinuTe B po¢ub MoIb30BaTeIS.

2. B Osoke HacTpoiika omnoBeIleHHi BK/TIOUNTE/BLIK/IIOUMTE  YBEJOM/IEHUS O

COOBITHSX:

Otkpoetcs

OTtkpoetcs

CIeAYIOIINX



e U3MeHeHWe WHLU/EeHTOB;

e U3MeHeHHe aKTUBOB;

e Tipou3omuia "cpaboTka" rMpaBuIa KOPPesIsLug;
.

IMMPOMN30111/Ia aBTOMdTHUYeCKdss OCTAHOBKA IMPaBHWJ/id KOPPeJIALIWH.

3. Haxwmute kHONKY COXpaHUTD.

15.7

[Tpumep 6510ka ITouck Mo ucTopum JeiicTBUi NpUBeieH Ha «Puc. 156».

Monck no MCTopuK AeAcTBMn

OuabTpb  +
Copruposka

v

T Dava cospaun x

MpocmoTp ncrtopumn gencrenim B nnarcgopme

Cepamc CywHoeTs KeM usmeHeH fedcTane CHcTemHoe 1D eyuyHoeTM 1D CBA3AHHOR CYUHOCTH Letann Data cospanma

Cruddy records.cruddy.entities.user user focords.cruddy.actions gy afeiDa74-82ed-4e95-87ch- 11:57:16 18.03.2025
PMLY '_E'EIJE’“* rme.entities logmule_go Wsmerenie La 9a2364c5-45a5-4471-b0ba... - Mokasats geran 14:23:25 17.03.2025
PML 'P,‘CIZS"G‘”" entities.logmule_go E— ma 01ad109a-B7f9-4d58-8fe1- 12:39:40 17.03.2025
ML OunLTp NoToKa WaeHetie fla 197192dd-2270-41e1-90ch- 12:39:40 17.03.2025
PMLY Kniou Tabnumore caucka E— ma 2090a360-218G-4fb6-b8h9-.. [—— 12:39:4017.03.2025
PML| T::: rme.entities logmule_go | _ Cospanve Na 07ad109a-B7f3-4d58-8fe1- 12:21:35 17.03.2025
PMLY Dunrp noToka WameHerie fa £97192dd-a270-41e1-90ch-. 12:21:35 17.03.2025
ML Kitou Tabnuusoro crucka Hsmenerme Na 229da3c0-2f9c-47b6-bBbI-. - 12:21:35 17.03.2025
PML ’i“g:s rme.gntities.logmule_go HameHetme na 48731067~ AdE6-43db-Be? Mokasats perany 12:16:16 17.03.2025
PhLY recorss e entiies ogmule go Cosaanve fa 4873106 7-4d86-43db-B6e2 MokasaTh perani 12:16:01 17.03.2025

L] e

3 4 5 8 7 162 > 10/ cTpatiua

Puc. 156 — bsiok "ITonck 1o ucropuu AedicTBHil"

B 6s10ke oToOpakaeTcs crieyromas HHGOpMarLusi:

CepBuc — HaMMeHOBaHWe CePBHCa, B KOTOPOM ObI/I0 BBITIOJTHEHO /IeHCTBHE;
CyIHOCTh — HaMEeHOBaHUe CYITHOCTH, HaJl KOTOPOU OBIIO BBITIOJTHEHO [1eHCTBUE;

KeM n3MeHeH — JIOTMH 10/1b30BaTeIsl, BbINO/HUBLIEro JeiicTBre. Eciiu nmonb3oBaresnb He yKasaH,
TO ZielicTBUe ObLJIO BBIMOJIHEHO T1aT(hOpMON;

JelicTBHe — ONMCaHKe BbINIOJTHEHHOTO JelCTBYS;

CucremMHoe — NpU3HaK, BbINOIHEHO /U JelcTBUe raatdopmoii: [a, Her;

ID cymHOCTH — WeHTH(UKATOP CYIIHOCTH, HaJl KOTOPOM ObIIO BHITIONTHEHO /IeCTBUE;
ID cBsI3aHHOM CYyIIHOCTH — U/IeHTU(UKATOP CBSI3aHHOW CYLIHOCTH;

,Z[aTa CO3aHUA — /1dTa XU BpeMsA CO3/IdHHsA 3allCHh O BBITIOJITHEHHOM ,I[el‘/’ICTBI/II/I.

ITo xHoTKe [leTa/m MOYXKHO ITOCMOTpPeTh Mo/IpoOHY 0 MH(pOpMaryio o AeicTBuu (cM. «Puc. 157»).



lNMokasaTb geTtanu X

id": "afefea74-82ed-4e95-87cb-811562172263",
"incident notifications": true,
"service asset notifications”: true,

"rules results notifications”: false,

"rules disabling notifications™: false

Puc. 157 — Okno "IlokKa3aTh getanu"



16. lononHUTeNnbHbIE 3a4a4n agMUHUCTpaTopa

16.1 [AwnarHoctuka coctosaHusa Mnardopmbl Pagap

16.1.1 OOwwue gaHHbIE

HuarHoctuka coctosinus Ilnargopmer Pajap ocyiilecTB/sieTCsl C TOMOILBIO CTelMaJbHOTO CKPUIITa
auarHoctuku. CKpun  guarHOoCTUKM cluster_diagnostic.sh obecrieuriBaeT TMPOBEPKY COCTOSIHUSL BCEX
cepBUcOB 1 KomrnoHeHTOB Ilnardgopmsel Pagap. CKpunT npoBOAUT AUArHOCTUKY YCTAaHOBOK KakK Ha OJIUH
cepBep, TaK U pacrpe/ie/ieHHy10 (Kacrep).

B cnyuae oOHapy)keHHsI OIIMOOK CKPWUIIT COOMpAeT JAaHHble AWArHOCTHKW, OTHOCSIIME K JAaHHOMY
CepBUCY U OKPYKEHUIO y371a, Ha KOTOPOM 0OHapy KeHbl OIIMOKK PaboThI, TIPH 3TOM He coOupasi JaHHbIe C
JPYTUX Y3/10B K/IaCTepa WM Y37I0B, He OTHOCAIIUXCSA K MpobsieMe.

CkpuriT He cobupaeT JaHHbIe TUArHOCTHKU, OTHOCSIIMeECS K paboTe JIOr-KoJuleKTopa, Kak Linux Tak u
Windows.
16.1.2 MapameTpbl KOMAHAHOW CTPOKU CKpUnTa

L] -h - BBIBeCTH CITUCOK AOCTYITHBIX ITapAMETPOB;

--diag - cobpaTb JaHHbIe AMArHOCTUKM T0 BCeM CepBHCaM M y3naM Kiactepa Ilnardopmbl

Papap;

e --Open-err - BBITPY3UTh B apXWB OIIMOKM TMapCHHra. B c/lyyae WCMO/Ib30BaHUsl KiTtoua --
diag maHHbIe TaK ’Ke BbITPY>KaroTCS;

e --export-rule - 3KCIIOPTUPYET aKTUBHbIE ITpaBU/ia KOPpessLiy;
e - -export-prometheus- SKCIOPTUPYET JlaHHbIe AUATHOCTUKU B apXUB;
e --encrypted - mM@poBaHUe apXUBa JJaHHBIX AUAarHOCTUKU;

--diag-data - cOOp JJaHHBIX AMArHOCTUKH C data nodes;

e --diag-master - cOOp [JaHHBIX AUArHOCTHUKU C master node;

e --diag-monitoring - cb0Op J@HHBIX AUArHOCTHKU C monitoring;

--diag-worker - cOOp AaHHBIX JUATHOCTUKHU C worker nodes;

--diag-infra - cOOp JAaHHBIX AMATHOCTUKH C infra node;

--diag-balancer - cOOp AaHHBIX [UAarHOCTUKY C balancer node;

e --diag-correlator - cOOp AAHHBIX AUATHOCTUKH C correlator nodes;

e --diag-eventsrouter - cOOp AAHHBIX JUATHOCTUKY C eventsrouter nodes.

16.1.3 TepeueHb cBeAEHUN, BbIrpy)aeMbiX CKPUNTOM ANArHOCTUKU
CepBuCHI:
e cTaryc cepBuca (systemctl status);

 XypHan pabotsI (journalctl);



e  JOCTYITHOCTb TIOPTOB.
[ononHuTebHbIe )KyPHAJIBI 10 CepBHCaM (pOoJIsIM):
e Data - JKypnasbl paboTsl HOZBI (/var/log/opensearch/)

e Data - Omumbku mapcuHra ¥ HOpManu3alyu (TP WCTIO/Ib30BAaHUM  COOTBETCTBYIOIINX
rapaMmeTpoB)

e Worker - JKypHanbl paboThl ¥ OIIMOKH

e Correlator - )KypHasbel paboTsl (6e3 KypHanoB paboThl TIPaBUT KOPPEJISLIN)

e BeO-cepBep - JKypHasibl [OCTyTIa ¥ OITHOKH

e Master (ba3a fmaHHbIX) - JKypHabl paboThl ¥ OLIMOKH
C y3na c ponsto MASTER:

o JlocTtymHOCTh cepBepoB U ux IP azspeca

e Crnucoxk poneli u ux IP afgpeca

o KoHTposibHBIE CyMMBI YCTaHOB/IeHHBIX NakeToB IlnaTdopmsl pagap

o [lapametpsl HacTpoiiku I1nardopmsl Pajap

e I[ITabnonn! daiinoB koHpuryparuu Ilnardopmer Pagap

e SSH cnmcok m3BecTHbIX X0CTOB (known_hosts)

e CocrosiHue (pa3mep ouepe/id) yBeJOM/IeHWI MPaBUJ KOpPpeJIsiLiun

e OrtkpbIThIe KatouM foctyrna SSH (3akphIThle K/IFOUM He 3aTparuBaroTCs)
Okpy>keHue /7151 BCeX y37/10B:

o NHbopmarys o ncnoab3yeMoM Iporeccope

o Uudopmanys 06 onepaTUBHOM MaMsATH U ee UCTI0/Ib30BaHUH

o  ®aiinel KoHpuUrypauuu cepsucos Ilnargopmsl Pagap

o  ®daiinbl KoHbUrypaLuu cucteMsl (/etc/)

e JKypnaset pabotsr (journalctl)

o CNHCOK aKTHBHBIX MPOLIECCOB

e Bepcuro oneparjioHHON CUCTEMBbI

e JKypnan ycraHoBKY KomrnioHeHTOB IlnaTrdopmsel Pagap

e CriMCOK NPUMOHTHPOBAHHBIX YCTPOUCTB U (DaliIOBOM CUCTEMe

e VcTOpHIO BBINOHAEMBIX KOMaH/,

o KypHans! ycraHoBku nakeToB (APT, DPKG)

o CrMCOK yCTaHOBJ/IEHHBIX [1aKETOB

e Teky1ue MapuIpyThl (route)

e Hactpoliku cetu



e JlocTymHyr0 namMsTh

e UHdopmaryio o JUCKOBOM MPOCTPAHCTBE U UMEHaXx JJUCKOB

e JKypHasnsl aBTOpU3aLUU

o UHdopmarys o HacTporiKax OKpy»KeHus (env)

e OmmbKu paboOThI CKPUIITA UATHOCTUKY (B C/Tydyae MCIIO/Ib30BaHus rmapaMeTpa --diag)
o CnMcok NoJK/I0UeHHbIX perio3utopueB Debian (etc/apt/sources. list)

e Hactpotiku sigpa Linux (sysctl)

o CnMcok 3araaHMpOBaHHbBIX 3a7au (Cron)

16.1.4 CO6GOp AMarHOCTUYEeCKOW WHopmauum npuM yCTaHOBKE Ha OAMH
cepBep

Ilnardopma Papap no3BossieT BBITPY3UTh BCHO HEOOXOAMMYHO AUArHOCTHUECKYH) WH(MOPMALMIO0 TpU
yCTaHOBKe Ha OJJUH CepBep.

Inst cbopa AuarHoCTHUeCKOM HHpOPMari HeoOX0IUMO BBITIONTHATh KOMaH/AY:

/opt/pangeoradar/support_tools/diagnostics/aio_diagnostic.sh --diag

[To OKOHYAHHIO BBIMOJIHEHWS JAHHOM KOMaH[bpl Ha 3KpaH OyzeT BbiBeJeHa WH(OpMalus 00 WMEeHH
apxuBa C JuarHoCcTuyeckoi nHhopMariveli U ero MeCTopacro/ioyKeH!H.

16.2 YcTtaHoBKa ceptucpukara TLS gnsa Nginx ¢ noMmoLbro
MS CA

Ecsii B opraHu3aijum MCIosib3yeTcst COOCTBEeHHbIM KOPIIOPAaTUBHBIN y/[0CTOBEPSIFOIIUN LIEHTP, er0 MOXKHO
WCTIOb30BaTh JIJIs BBITTyCKa cepTrduKaTa BeO-cepepa Ilnardopmsl Pajap.

B panHOM mipvMepe paccMOTpeH BBIMYCK cepTuduMKara C uHcrosib3oBaHueM Microsoft Certification
Authority.
16.2.1 BbInyck cepTupukara

CHauasa HeoOXO/MMO CO37aTh (a1 3aKphITOro Kiaroua. [l 3Toro HeoOXOAUMO 3aMyCTUTh YTUTUATY
openssl ¥ yka3aTb UMl CO3/jaBaeMoro (paiisia, a TakyKe UCI0/Ib3yeMbli alrOpUTM LIKW(POBAHUS:

# openssl genrsa -out pangeo_custom.key -aes256 2048

B pe3yJibTaTe Ha 9KpaH Oy/leT BbIBeZIEHO Clefiyroliee coobIieHue:

RSA private key, 4096 bit long modulus

e is 65537 (0x10001)
Enter pass phrase for pangeo_custom.

Verifying - Enter pass phrase for pangeo_custom.

ITocne nosBnenus npurinaiieHus Enter pass phrase for radar_custom.key cjlefyeT BBeCTU IapoJib
4711 (haiisia 3aKpeITOro Kitoua (fBakzipl). [Taposib He06X0AUMO 3aITOMHUTb.



B Tekyiiem karanore Heo6xoguMo co3/1aThk (aiis openssl.cnf U 3amucaTh B HEro CyieAyroliye JaHHbIe:

3uauenus mosieit: countryName_default, stateOrProvinceName_default, localityName_default, 0.org
anizationName_default, organizationalUnitName_default, commonName_default, emailAddress_de
fault, DNS.0, IP.0 HeoOX0qMMO  3alO/HUTH CaMOCTOSITE/ILHO B COOTBETCTBUM C  IapaMeTpaMu
WHCTA/UIALUU U UHPPaCTPYKTYphl. [Tocsie BHeCeHHs U3MeHeHHH (haiil HeoOX0[UMO COXPaHUTb.

IIpumep:

[req ]
reg_extensions = v3_req

distinguished_name = req_distinguished_name
promt = yes

[ reg_distinguished_name ]
countryName = Country Name (2 letter code)
countryName_default = RU

stateOrProvinceName = State or Province Name (full name)
stateOrProvinceName_default = Moscow

localityName = Locality Name (eg, city)
localityName_default = Moscow

0.organizationName = Organization Name (eg, company)
0.organizationName_default = Pangeo

organizationalUnitName = Organizational Unit Name (eg, section)
organizationalUnitName_default = ITSec

commonName = Common Name (eg, your name or your server\'s hostname)
commonName_default = radar-353-aio.

emailAddress = Email Address
emailAddress_default = support@pangeoradar.

[ v3_req ]

basicConstraints = critical, CA:true

#basicConstraints = CA:false

#keyUsage = nonRepudiation, digitalSignature, keyEncipherment
subjectAltName = @alt_names

[ alt_names ]
DNS.0 = radar-353-aio.

IP.0O = 192.168.2.147

Heob6xoauMo creHeprpoBaTh 3aripocC Ha MOJIHUCH CePTU(HKATA, BBIMOITHUB CIeAYIONYI0 KOMaHAY:

# openssl req -new -key radar_custom.key -out cert_request.csr -config openssl.cnf
B rnpornecce BbITIOJTHEHUA KOMdH/[d 3alIpOCUT BBO/, I1ap0JIidd, YKA3daHHOTI'O B Illare 1.

[Tocne co3manus haiina 3ampoca cert request.csr HeobXoauMo 3aiitu B BeO-uHTepdetic Y1 MS CA u
nepeiTH 10 cchlke "Request a certificate™:



* Microsoft Active Directory Certifi

Microsoft Active Directory Certificate Semnvices - test-ROOT-CA

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other progral
request, perform other security fasks.

You can also use this Web site to download a certificate authority (CA) certificate, certificate

For more information about Active Directory Certificate Services, see Active Directory Certific

Select a task:
Request a certificate

View the status of a pending certificate request
Download a CA certificate, cerfificate chain, or CRL

Puc. 158 — Be6-unrepdeiic YI[ MS CA

Ha cnenytoiem 3tamne HeobxoauMo BeiOpath "advanced certificate request":

*» Microsoft Active Directory Certifi

Microsoft Active Directory Certificate Semvices — test-ROOT-CA

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced certificate request.

Puc. 159 — advanced certificate request

B mone "Saved Request" HeoOxoauMo CKONMMpOBaTh COZep)KUMOe daiina request.csr, IJis TIOJS
"Certificate Template" BeibpaTh Turn "Web Server". Haxkath kHOmKy "Submit".



Microsoft Active Directory Certificate Sernvices - test-ROOT-CA

Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS:

Saved Request:

————— BEQIN CERTIEICATE BERUEST-—---
MITDLzCCAhCCAQAWEZ4XCZATBENVEAYTALIVMQBWDQYDVOQT
BENVBACMBK1ve 2Nvd ZEPMABGATUEC gwGLGFUZ 2VvMOAWDAYD
MBBGALUEAWMCMFKYXT tMzUz LWF pbyS@zXNeLmxhYIErmMcke
¥55rb21vZ29ydHN1dkBwWYWSnZWIy YWRhCi Syd TCCASTWDOY D
ggEPADCCARQoCEEEBALECBPEISXPmwA1R01bixAMsIndSLegy
4rPNxP58zHd+zodr5RSTBOFRDDpc095wfBmMDvMpoavbohC
TqrdRelauFUgquUlIlBeSPordleuascClHsZ1IATKS1IEIt2gKM
Base-64-encoded | cyy /57,4 TTq4PGFVDEALsryDTUEKRTTEQIMYMV+eziuY22 cu
certificate request | Fydocpts /whmod77Dawli67ashXodl13871HWD76hg1 39GAR

(CMC or 10Dea0ueClaH7cskhdnin/ 1wl 81bkBUt+xUn4UCAWEAAZBL
PKCS #10 or Dj EBMDowDwWYDVRETAQH/ BALWAKER/ ZANBENVHREEIDAeghZy
PKCS #7): LnR1c3QubGFihwTAQAKTMABGCS5qGSIb3DQEBCWUALLTBAQAD

3c3ABTAQDISTKWeqTiG6IZqka5VrbVHQI11o0mB2D41zWSt
+PKGKBDV]BXwYBhywkc3hqecKFOQc5502,/ 5MEA]yBvePYn21W
54xVhZwvUI44y4DTucGMqTIo0l 2eTghj /+EBDRYwY, pQ70Ha
ZMAIU9§/1D2zr41eDROETFzIMI IxBwC+GACIXXBSNEUxbwBA
XJ19RNNCXasOMbKOTDredteW3 1/ usAlvUIGEEXIRUVTK20gX

A
Certificate Template:
| Web Server v
Additional Attributes:
Attributes: y

| Submit > |

Puc. 160 — Submit certificate request

[Tocne ycneiHoro Bblycka Heobxogumo ckayath ceptudukar ("Download certificate") w 3arpy3utb
daiin Ha cepBep, re GYHKIMOHUPYET cy)Kba Nginx.

Certificate Issued

The certificate you requested was issued to you.

® DER encoded or () Base 64 encoded

== Download certificate
| Download certificate chain

Puc. 161 — Beirpy3ska cepruukara

16.2.2 YcTtaHoBKa ceptudukarta
K MoMeHTY ycTaHOBKM cepTHU(hUKAaTa B HAJIMUMU JI0/DKHBI ObITh Ciefytomue dhaibl (mpumep):

e pangeo_custom.key (¢aia 3aKpbITOTO K/IHOUA);



e pangeo _custom.cer (dain ceprudukara).
Harnee:

1. CkoHBepTHupy#Te Qailn .cer 8 .Crt.
Ecnu ceptudukar ckaurBancs B ¢opmate DER:
openssl x509 -inform DER -in pangeo_custom.cer -out pangeo_custom.crt
Ecmm ceptudukar ckauvBascs B popmate PEM (Base64):
openssl x509 -inform PEM -in pangeo_custom.cer -out pangeo_custom.crt

2. [anee ypanute maposib A7s (akina 3aKpeITOro Kitoua (KoMaHzia motpebyeTt BBOJ 1apoJis):

openssl rsa -in pangeo_custom.key -out pangeo_custom_unencrypted.key

3. 3arem, ¢alnbl pangeo custom.crt M pangeo_custom_unencrypted.key CKONUpyWTe B
JMpeKTopuio /opt/pangeoradar/certs/:

# cp pangeo_custom_unencrypted.key /opt/pangeoradar/certs/

# cp pangeo_custom.crt /opt/pangeoradar/certs/

# chmod 644 /opt/pangeoradar/certs/pangeo_custom_unencrypted.key
# chmod 644 /opt/pangeoradar/certs/pangeo_custom.crt

4. B pasgene Kaacmep - YnpaeneHue koHguzypayuetl BbiOpath NginX v yKa3aTh HCITO/Ib30BaHUe
HeCTaH/IapTHBIX CePTU(MKATOB, BBITIOJHUTE COXpaHeHUe U PUMeHeHNe HaCTPOoeK:

NGINX

MyTe go darna knoua 5510 ceptudmkata

fopt/pangeoradar/certs/pangeo_custom_unencrypted.key

MyTe go danna 550 ceptudukara

fopt/pangeoradar/certs/pangeo_custom.crt

Puc. 162 — Knacrep. Ynpasyenue KoHpurypanueit «NGINX»

5. na  mogmensl  ceptudmkara B Keycloak  orpegmaktupyiite  ¢aiin  1mabsoHa
/opt/pangeoradar/bin/service_config_templates/ui.nginx.tmpl, PacKOMMeHTHPOBaB
BTOPYIO CEKLIMI0 KOH(UTyparuu:



location /fonts {
alias /opt/pangeoradar/bin/dist/fonts;

location / {

proxy_pass http://{{.Ui.Ip}}:{{ .U1i. 13},
H{ if . . | IsDomain }}
server_name {{ . . 33} {{ end }}
{{ if . . | IsIp }} listen 443 ssl default_server;{{ else }}
listen 443 ssl;{{ end }}
ssl on;

ssl_protocols TLSv1l.2 TLSv1.3;
ssl_prefer_server_ciphers on;

ssl certificate {{ . . 13}

ssl certificate_key {{ . . 13}

}

server {
location /fonts {
alias /opt/pangeoradar/bin/dist/fonts;
}

location / {
proxy_pass http://127.0.0.1:{{ .Ui. 13},

listen 8080 ssl default_server;

ssl on;

ssl_protocols TLSv1l.2 TLSv1.3;
ssl_prefer_server_ciphers on;

ssl certificate {{ . . 13}

ssl certificate_key {{ . . 13}

6. Ilepe3amnyctuTe cay0y Nginx v mpoBepbTe pe3y/bTar:

# systemctl restart nginx

Ha 3tom, ycraHoBKa ceptudukara BeO-uHTepdetica 3aBepineHa. [ns Grafana na moprte 6630/TCP
cepruduUKar OyeT 3aMeHeH aBTOMaTUUeCKHU.

16.3 CnucokK foCcTynHbIX TauM30H

Tabsmna 5 — CHUCOK JOCTYNHBIX TaHM30H

Africa/Abidjan America/Indiana/Winamac Asia/Ho_Chi_Minh
Africa/Accra America/Indianapolis Asia/Hong_Kong
Africa/Addis_Ababa America/Inuvik Asia/Hovd
Africa/Algiers America/Iqaluit Asia/Irkutsk
Africa/Asmara America/Jamaica Asia/Istanbul
Africa/Asmera America/Jujuy Asia/Jakarta
Africa/Bamako America/Juneau Asia/Jayapura
Africa/Bangui America/Kentucky/Louisville Asia/Jerusalem
Africa/Banjul America/Kentucky/Monticello Asia/Kabul
Africa/Bissau America/Knox_IN Asia/Kamchatka
Africa/Blantyre America/Kralendijk Asia/Karachi

Africa/Brazzaville America/La_Paz Asia/Kashgar



Africa/Bujumbura
Africa/Cairo
Africa/Casablanca
Africa/Ceuta
Africa/Conakry
Africa/Dakar
Africa/Dar_es_Salaam
Africa/Djibouti
Africa/Douala

Africa/El_Aaiun
Africa/Freetown

Africa/Gaborone
Africa/Harare
Africa/Johannesburg
Africa/Juba
Africa/Kampala
Africa/Khartoum
Africa/Kigali
Africa/Kinshasa
Africa/Lagos
Africa/Libreville
Africa/Lome
Africa/Luanda
Africa/Lubumbashi
Africa/Lusaka
Africa/Malabo
Africa/Maputo
Africa/Maseru
Africa/Mbabane
Africa/Mogadishu
Africa/Monrovia
Africa/Nairobi
Africa/Ndjamena
Africa/Niamey
Africa/Nouakchott
Africa/Ouagadougou
Africa/Porto
Africa/Sao_Tome
Africa/Timbuktu
Africa/Tripoli
Africa/Tunis
Africa/Windhoek
America/Adak
America/Anchorage
America/Anguilla
America/Antigua
America/Araguaina
America/Argentina/Buenos_Aires

America/Lima
America/Los_Angeles
America/Louisville
America/Lower_Princes
America/Maceio
America/Managua
America/Manaus
America/Marigot
America/Martinique
America/Matamoros
America/Mazatlan
America/Mendoza
America/Menominee
America/Merida
America/Metlakatla
America/Mexico_City
America/Miquelon
America/Moncton
America/Monterrey
America/Montevideo
America/Montreal
America/Montserrat
America/Nassau
America/New_York
America/Nipigon
America/Nome
America/Noronha
America/North_Dakota/Beulah
America/North_Dakota/Center
America/North_Dakota/New_Salem
America/Ojinaga
America/Panama
America/Pangnirtung
America/Paramaribo

America/Phoenix
America/Port

Novo
America/Porto_Acre
America/Porto_Velho
America/Puerto_Rico
America/Punta_Arenas
America/Rainy_River
America/Rankin_Inlet
America/Recife
America/Regina
America/Resolute
America/Rio_Branco
America/Rosario

Asia/Kathmandu
Asia/Katmandu
Asia/Khandyga
Asia/Kolkata
Asia/Krasnoyarsk
Asia/Kuala_Lumpur
Asia/Kuching
Asia/Kuwait
Asia/Macao
Asia/Macau
Asia/Magadan
Asia/Makassar
Asia/Manila
Asia/Muscat
Asia/Nicosia
Asia/Novokuznetsk
Asia/Novosibirsk
Asia/Omsk
Asia/Oral
Asia/Phnom_Penh
Asia/Pontianak
Asia/Pyongyang
Asia/Qatar
Asia/Qyzylorda
Asia/Rangoon
Asia/Riyadh
Asia/Saigon
Asia/Sakhalin
Asia/Samarkand
Asia/Seoul
Asia/Shanghai
Asia/Singapore
Asia/Srednekolymsk
Asia/Taipei

Asia/Tashkent
au

America/Port_of_Spain
Asia/Tel _Aviv
Asia/Thimbu
Asia/Thimphu
Asia/Tokyo
Asia/Tomsk
Asia/Ujung_Pandang
Asia/Ulaanbaatar
Asia/Ulan_Bator
Asia/Urumgqi
Asia/Ust
Asia/Vientiane



America/Argentina/Catamarca
America/Argentina/ComodRivadavia
America/Argentina/Cordoba
America/Argentina/Jujuy
America/Argentina/La_Rioja
America/Argentina/Mendoza
America/Argentina/Rio_Gallegos
America/Argentina/Salta
America/Argentina/San_Juan
America/Argentina/San_Luis
America/Argentina/Tucuman

America/Argentina/Ushuaia
America/Aruba

America/Asuncion
America/Atikokan
America/Atka
America/Bahia
America/Bahia_Banderas
America/Barbados
America/Belem
America/Belize
America/Blanc
America/Boa_Vista
America/Bogota
America/Boise
America/Buenos_Aires
America/Cambridge_Bay
America/Campo_Grande
America/Cancun
America/Caracas
America/Catamarca
America/Cayenne
America/Cayman
America/Chicago
America/Chihuahua
America/Coral_Harbour
America/Cordoba
America/Costa_Rica
America/Creston
America/Cuiaba
America/Curacao
America/Danmarkshavn
America/Dawson
America/Dawson_Creek
America/Denver
America/Detroit
America/Dominica
America/Edmonton

America/Santa_Isabel
America/Santarem
America/Santiago
America/Santo_Domingo
America/Sao_Paulo
America/Scoresbysund
America/Shiprock
America/Sitka
America/St_Barthelemy
America/St_Johns
America/St_Kitts
America/St_Lucia
America/St_Thomas
America/St_Vincent
America/Swift_Current
America/Tegucigalpa
America/Thule
America/Thunder_Bay
America/Tijuana
America/Toronto
America/Tortola
Sablon

America/Virgin
America/Whitehorse
America/Winnipeg
America/Y akutat
America/Yellowknife
Antarctica/Casey
Antarctica/Davis
Antarctica/DumontDUrville
Antarctica/Macquarie
Antarctica/Mawson
Antarctica/McMurdo
Antarctica/Palmer
Antarctica/Rothera
Antarctica/South_Pole

Antarctica/Syowa
Antarctica/Troll

Antarctica/Vostok
Arctic/Longyearbyen
Asia/Aden
Asia/Almaty
Asia/Amman
Asia/Anadyr
Asia/Aqtau
Asia/Aqtobe
Asia/Ashgabat
Asia/Ashkhabad

Asia/Vladivostok
Asia/Yakutsk
Asia/Yangon
Asia/Yekaterinburg
Asia/Yerevan
Atlantic/Azores
Atlantic/Bermuda
Atlantic/Canary
Atlantic/Cape_Verde
Atlantic/Faeroe
Atlantic/Faroe
Atlantic/Jan_Mayen
Atlantic/Madeira
Atlantic/Reykjavik
Atlantic/South_Georgia
Atlantic/St_Helena
Atlantic/Stanley
Australia/ACT
Australia/Adelaide
Australia/Brisbane
Australia/Broken_Hill
America/Vancouver
Australia/Currie
Australia/Darwin
Australia/Eucla
Australia/Hobart
Australia/LHI
Australia/Lindeman
Australia/Lord_Howe
Australia/Melbourne
Australia/NSW
Australia/North
Australia/Perth
Australia/Queensland
Australia/South
Australia/Sydney
Australia/Tasmania
Australia/Victoria
Australia/West
Australia/Yancowinna
Brazil/Acre
Brazil/DeNoronha
Brazil/East
Brazil/West

CET

CST6CDT
Canada/Atlantic
Canada/Central



America/Eirunepe
America/El_Salvador
America/Ensenada
America/Fort_Nelson
America/Fort_Wayne
America/Fortaleza
America/Glace_Bay
America/Godthab
America/Goose_Bay
America/Grand_Turk
America/Grenada
America/Guadeloupe
America/Guatemala
America/Guayaquil
America/Guyana
America/Halifax
America/Havana
America/Hermosillo
America/Indiana/Indianapolis
America/Indiana/Knox
America/Indiana/Marengo
America/Indiana/Petersburg
America/Indiana/Tell_City
America/Indiana/Vevay
America/Indiana/Vincennes
Europe/Amsterdam
Europe/Andorra
Europe/Astrakhan
Europe/Athens
Europe/Belfast
Europe/Belgrade
Europe/Berlin
Europe/Bratislava
Europe/Brussels
Europe/Bucharest
Europe/Budapest
Europe/Busingen
Europe/Chisinau
Europe/Copenhagen
Europe/Dublin
Europe/Gibraltar
Europe/Guernsey
Europe/Helsinki
Europe/Isle_of_Man
Europe/Istanbul
Europe/Jersey
Europe/Kaliningrad
Europe/Kiev

Asia/Atyrau
Asia/Baghdad
Asia/Bahrain
Asia/Baku
Asia/Bangkok
Asia/Barnaul
Asia/Beirut
Asia/Bishkek
Asia/Brunei
Asia/Calcutta
Asia/Chita
Asia/Choibalsan
Asia/Chongqing
Asia/Chungking
Asia/Colombo
Asia/Dacca
Asia/Damascus
Asia/Dhaka
Asia/Dili
Asia/Dubai
Asia/Dushanbe
Asia/Famagusta
Asia/Gaza
Asia/Harbin
Asia/Hebron
GB

GB-Eire

GMT

GMT+0
GMT-0

GMTO
Greenwich
HST

Hongkong
Iceland

Indian/Antananarivo

Indian/Chagos
Indian/Christmas
Indian/Cocos
Indian/Comoro
Indian/Kerguelen
Indian/Mahe
Indian/Maldives
Indian/Mauritius
Indian/Mayotte
Indian/Reunion
Iran

Israel

Canada/Eastern
Canada/Mountain
Canada/Newfoundland
Canada/Pacific
Canada/Saskatchewan
Canada/Yukon
Chile/Continental
Chile/EasterIsland
Cuba

EET

EST

ESTS5EDT

Egypt

Eire

Etc/GMT
Etc/GMT+0
Etc/GMT+1
Etc/GMT+10
Etc/GMT+11
Etc/GMT+12
Etc/GMT+2
Etc/GMT+3
Etc/GMT+4
Etc/GMT+5
Etc/GMT+6
Etc/GMT+7
Etc/GMT+8
Etc/GMT+9
Etc/GMT-0
Etc/GMT-1
Etc/GMT-10
Etc/GMT-11
Etc/GMT-12
Etc/GMT-13
Etc/GMT-14
Etc/GMT-2
Etc/GMT-3
Etc/GMT-4
Etc/GMT-5
Etc/GMT-6
Etc/GMT-7
Etc/GMT-8
Etc/GMT-9
Etc/GMTO
Etc/Greenwich
Etc/UCT
Etc/UTC
Etc/Universal



Europe/Kirov
Europe/Lisbon
Europe/Ljubljana
Europe/London
Europe/Luxembourg
Europe/Madrid
Europe/Malta
Europe/Mariehamn
Europe/Minsk
Europe/Monaco
Europe/Moscow
Europe/Nicosia
Europe/Oslo
Europe/Paris
Europe/Podgorica
Europe/Prague
Europe/Riga
Europe/Rome
Europe/Samara
Europe/San_Marino
Europe/Sarajevo
Europe/Saratov
Europe/Simferopol
Europe/Skopje
Europe/Sofia
Europe/Stockholm
Europe/Tallinn
Europe/Tirane
Europe/Tiraspol
Europe/Ulyanovsk
Europe/Uzhgorod
Europe/Vaduz
Europe/Vatican
Europe/Vienna
Europe/Vilnius
Europe/Volgograd
Europe/Warsaw
Europe/Zagreb
Europe/Zaporozhye
Europe/Zurich

Jamaica

Japan

Kwajalein

Libya

MET

MST

MST7MDT
Mexico/BajaNorte
Mexico/BajaSur
Mexico/General
NZ

NZ

Navajo

PRC

PST8PDT
Pacific/Apia
Pacific/Auckland
Pacific/Bougainville
Pacific/Chatham
Pacific/Chuuk
Pacific/Easter
Pacific/Efate
Pacific/Enderbury
Pacific/Fakaofo
Pacific/Fiji
Pacific/Funafuti
Pacific/Galapagos
Pacific/Gambier
Pacific/Guadalcanal
Pacific/Guam
Pacific/Honolulu
Pacific/Johnston
Pacific/Kiritimati
Pacific/Kosrae
Pacific/Kwajalein
Pacific/Majuro
Pacific/Marquesas
Pacific/Midway
Pacific/Nauru

Pacific/Niue

Etc/Zulu
Pacific/Norfolk
Pacific/Noumea
Pacific/Pago_Pago
Pacific/Palau
Pacific/Pitcairn
Pacific/Pohnpei
Pacific/Ponape
Pacific/Port_Moresby
Pacific/Rarotonga
Pacific/Saipan
CHAT
Pacific/Tahiti
Pacific/Tarawa
Pacific/Tongatapu
Pacific/Truk
Pacific/Wake
Pacific/Wallis
Pacific/Yap
Poland

Portugal

ROC

ROK

Singapore

Turkey

UCT

US/Alaska
US/Aleutian
US/Arizona
US/Central
US/East
US/Eastern
US/Hawaii
US/Indiana
US/Michigan
US/Mountain
US/Pacific
US/Pacific
US/Samoa

UTC

16.4 HacTpouka nHrerpayum co cnyxoom Active Directory

B ITnardopme Papap npegycMoTpeHa BO3MOKHOCTb MCIOb30BaHUSI JOMEHHBIX YUeTHBIX 3aruceit
1ocpeACTBOM UHTerpanuu ¢ Active Directory.



[1711 HaCTPOWKM UHTerpariiv HeoOX0IUMO:
o ykasatb azpec LDAP cepsepa;

e yKasaThb aKKayHT U napoJib /s noucka no LDAP B HacTpoiikax KeyCloak.

Ecm  Ha KoHTposnepe(ax) JgomeHa LDAP paHee He HacTpauBaicsi, TO HeoOXoAuMO
ycranoButh Microsoft Identity Management for UNIX Role Service (cm. «Puc. 163»).

E_Jucnetuep cepsepa

®aiin  deficTee Bua  Cnpaeka

L ke A ol 7

RISl CLU S VI flomentibie cny6bi Active Directory

= @ Porm
e I
# 2. DNS-cepsep ¢ - %
5 B fonerrae cryibol Bctive g,:z!l XPBHT ABHHBIE KATANOM0B W YNPABNAET B3aMMOAEHCTBHEM MEXAY NONb3OBATEMAMA X AOMEHAMH, B TOM YMCNE NPOUECCAMH BXOAA B CHCTEMY,
i — - | NpOBEPKM NDANMHHOCTH M NOMCKA B KATANOraX.
o g2 Daitnosbie cnyxbel =
# m KoMnoHeHTs! Onvcame:
[ [ AnarnocTika Cnyx6a KOHTPONNEPa AOMEHE AOMEHHbIX Cnyx6 Active Directory, Ecnm ocTaHoBHTS 3Ty ciyx By,
[# g} Kondmrypauna NOMb30BATENH HE MOTYT 33PErMCTPHMPOBATECA B CeTH. ECM AaHHER CnyxBa 0TKMOYeHa, He yAaCTCA
52 Yparmniwe 3anyCTHTL MioBble ABHO 3aBHCHMbIe CyXbbl.
Y10kl 38NyCTHTE NPOBEPKY SHANM3aTOPOM :» MpoBEpHTE 3TY ponb
A AHanM3aTop COOTBETCTBUA PEKOMEHAALMAM: COOTBETCTENA PEKOMEHABLMAM, BbifepHTE
"MposepuTb 3Ty pons” B /|cKNHOYMTE PE3YAbTAT
HecooTeeTc v (0) |,., ) I CoBMECTHMbI (o)l Bee (o)] &8 BxmouwnTs pesynsTat
Cepoesto... | 3aronosok | Kareropnn || [ ceoiicrea
53 KonupoBaTb CBOMCTBA pesynbTaTa
Cnpaska

obaBnenve cnyxb ponei

ﬁ' Bbibop cnyx6 ponein

i Beibepute cnywbol poneH, YCTaHaBMBaEMBIE ANA PONH cepeepa "fomerHbie cnyx Bl Active Directory”:
MoATEEpNKAEHHE Cnyx6el ponn: Onucanme; fg}, [obasnTs cnybil ponest

X0 BLINOAHEHNS {eorrodnnenet Eowesa Atkive Diactory IV eranadnatio) CHHXpOHM3aUMA Naponei 2 p
W HTPONNEPL AOMEHA A vel Y HOBNEH 2BTOMATIMECKN YEMBHSAET Napofs :I = YaamTe cnyxBel pone#
PesynbTarsl B AncneTuep yaocToseperi Ana UNLX none3osatena & cetn UNIX B cnyuae
‘é Cepeep ana cnyxb NIS H3MEHEHMA Naponsa Windows 1
Wl Citrxpotasa oneH HaobopoT, TakuM ofpasom,
7] NOMb30BATENH MOFYT NPUMEHATL OAMH

Naponb AN obenx ceTed,

0B 1 yNPaBNATL
vAnA R CUCTEM

Puc. 163 — Beibop ci1y»x6 poJieii B Microsoft Identity Management for UNIX Role Service

IIpumeuaHue: 0aHHAss HacMpolika Heobxo0uma Ha KOHMpo/aiepax domeHa noo ynpagieHuem Windows
Server 2008 u Huxce. Ha koHmposaitepax domeHa noo ynpaeneHuem Windows Server 2012 u eblwe
ycmaHogka Microsoft Identity Management for UNIX Role Service He mpebyemcs.

16.4.1 HacTtpoiika LDAP

IIpumeuanue: HauuHass ¢ eepcuu 4.0.0 Hacmpoiiky LDAP MOX#CHO 6binoAHUMb 8 paszdesne
naamcopmbl AOmMuHucmpupoeaue — Iloab3oeamenu u poau — ekiaoka LDAP.

[Tocse ycraHoBku city>k0sl repeiiinte B KeyCloak u HaunuTe HacTpoiiky LDAP, BLITIOTHUB C/ieyOIIHe
JIeCTBUS:



1. Ortkpoiite KOHCOJTb anmunuctpupoBanus KeyCloak (https://<adpec Iramgpopmbl
Padap>:8180),8ei0epute "Administration Console" u niepeiifuTte B myHKT MeHi0 "deaepanus
nosib3oBarenen" (cM. «Puc. 164»).

2. Ortkpoiite criicok "/{o0aBuTh mocraBmmKa'" (cM. «Puc. 164»).

NAHrEO A ©
* PAOAP & Admin ~

Master Defepalka NONB30EATENEN

Hacrpoiikn Realm

KnunerTsi

LaBnoksl knneHTos

Ponu
Mocrasimat depepala NoNb30BaTeNen
naeHTMdUKALIN Keycloak can federate external user databases. Out of the box we have support for LDAP and Active Directory
g Depepauys To get started select a provider from the dropdown below:
nonksoEaTenei Jlo6aBUTL NOCTASUINKS v
Ayrermudrmkaumn
Mpynnst
Monbsosatenn
Puc. 164 — Koncons agmunucrpupoBanus KeyCloak, pa3jen menro " ®@efjepanys nojib3oBareeii"”, ciucok " J106aBUTH
nocraBIMKa"

3. B otkpeiBieMmcs criucke "/To6aBuTh mocraBinuka' BoiOepute paszen "LDAP" u 3amosHUTe
p 1Y p pasf
noJist Ha BK/azike "TpedyemMbie HacTpOMKHU"' (cM. «Puc. 165»).

Tpebyemsle HacTpoliku

BrnioueHo m

HanmeHoBaHWE B KOHCONK Idap
NMpuoputer
VMMnopTipaBaTs nanb3osatened [ oxn |
Pesm pegakTnposating READ_ONLY v
CHHXPOHU3MPOBATE PETMCTPALAM BbIK
* MNoCTaBlLUMK Active Directory v
* ATpu6yT Username & LDAP cn
* ATpmEYT RDN & LDAP cn
* ATpnEyT UUID & LDAP objectGUID
* Knaccel 06BEKTOB NONL30BaTENA person, organizationalPerson, user
* URL coeguHerms dap:/isrv-dc2. youdomain.local TecT coeiMHEHHA
* Nonbsosateny DN DC=youdomain,DC=local

Mons3osarensckmi Gnastp LDAP

nonbsosateneii
Mowck oénactin One Level v
#Twn ayTermdukaumi simple v
* Conocrasnerine DN Idap-ro-user@youdoman.loca |
* ConocTaBNEH e YUETHBIX AAHHBIX ® MNposepia ayTeHThUKaLIM

Puc. 165 - 3anostHenne AaHHbIX Mo LDAP
Cne,qy}omne 110J1s1 00s13aTeIbHbI AJ1s1 3al10/THeHUS .

e BkmoueHo - 3HaueHre BKJI (ycTaHaB/ivMBaeTCsi O YMOJTUAHHIO);

o HaumeHoBaHue B KOHCO/IH - ldap (ycTaHaBIMBaeTCs 10 yMOJTYaHUIO);



o IIpuopurer - 0 (ycTaHaB/IMBAETCS 10 YMOTUAHUIO);

o HWmnopTupoBars nojib3oBaresneu - 3HaueHre BKJI (ycTaHaB/mmMBaeTcs 10 yMOTUaHUIO);

o Pexum pepakrupoBanus - READ_ONLY (BeiOpaTh 13 CrIMCKa);

o CHHXPOHMU3MPOBATh perucTpanum - 3HaueHue BbIK (ycTaHaB/ivMBaeTCs o yMo/T4aHUIO);
e ITocraBmK - ykasatb Active Directory;

e Atpubyt Username B LDAP - yka3zatb SAMA ccountName v cn;

e Atpubyr RDN B LDAP - 3HaueHue cn (yCTaHOBJIEHO 10 YMOJTYaHHIO);

e Atpubyt UUID B LDAP - 3Hauenue objectGUID (ycTaHOBJ/IEHO TI0 YMO/TUaHHUIO);

e Kiaccel 00BeKTOB TO/Ib30BaTe/Isd - 3HAuUeHUs person, organizationPerson, user
(ycTaHOB/IEHBI 110 YMOJTYaHUIO);

e URL coeguHenus - yka3atb IP-agpec cepsepa Active Directory, Haripumep - ldap://srv-
dc2.youdomain.local ;

o ITonb3oBarenu DN - B cootBercTBUU € puMepoM DC=youdomain,DC=local;

o Ilonb3oBarenbckuiit @uabTp LDAP mnosib3oBaresield - OCTaBUTh MYCTbIM, €CIU He
TpebyeTcst pubTparLysi CITMCKa M0JIb30BaTe iel;

e ITouck ob6sacTu - BbiOepuTe One level;
o Tun ayreHTHdUKanUH - BEIOpaTh Simple;

e ComnocraBnenue DN - yka3aTb CUCTeMHBIM akKkayHT B Active Director ans ureHus
naHHbix U3 LDAP (Hanpumep, ldap-ro-user@youdoman.local) ;

o ComnocraB/ieHue YUY€THLIX JAHHBIX - [1aPOJIb CUCTEMHOI'O dKKdyHTd.

4. TIpyu HeoOXOAWMOCTH MOXKHO TIPOTECTHPOBaTh BBeZleHHBbIe rmapaMmeTpbl LDAP, Ha)kaB KHOIKH
"Tect coegunenus" u "TIpoBepka ayreHTudukanuu" (cM. «Puc. 165»).

5. [Ina coxpaHeHus BBeJ&HHbIX HAaCTpoeK LDAP Hakmute KHOIKY "CoOXpaHMTB", Pacrio/io’KeHHYH0
B CaMOM HHU3Y 3KpaHa.

[Tocne coxpaHeHUsi OTOOpPAa3sTCs KHOMKM CHHXPOHHW3al[UM T0/ib30BaTesied. HakMuTe KHOIKY
"CHHXPOHU3MPOBATh BCEX MO/Ib30BaTe/iel"', uToObl 3arpy3UTh CIIMCOK T0/Ib30BaTe s ei:

Puc. 166 — CuHXpoHH3aLU M0/1b30BaTe/1eH

Ecmm cuHXpoHM3aI|s 1Mo/ib30BaTesiell He TPOM30IIIa, TO AJIS OfpeZiesieHus] IPUUYMHBI CO0s1 B TIePBYIO
ouepe/ib Ha/l0 CMOTPETH JIOT IlaruHa /opt/wildfly/standalone/log/keycloak.log. B nore cienyer
MPOCMOTPETh COOBITHS, 3adUKCHPOBAaHHbIE B MOMEHT HaXKaTUsl TECTOBBIX KHOIOK WKW KHOIIOK
CHMHXPOHH3al1uM T0JIb30BaTe/ei.

16.5 HacTpoiika onoBeLeHU

Cepsuc Toller npegHasHaueH s popmupoBaHus yBefomieHnii ot Ilnargopmelr Pagap u nepechbiiku
c(OPMHUPOBAHHBIX YBeJOMJIEHUH 110/Ib30BaTe/sIM U aIMUHUCTPAaTOPaM.


mailto:ldap-ro-user@youdoman.local

16.5.1 KoHdmrypauus cepBuca

Kondurypaiys cepBrca BbINIOJHSIETCS B paszesie «YIpaBjieHre KOHQUrypatyen».

HoctynHbie HacTpoiiku cepBuca Toller:

ITapametp

OTK/TIFOUUTD 00SI3aTe/TbHYIO
nposepky TLS npu coegunenuu

KB/

Ucnone3oBats TLS mmdpoBanme

Pexxum oTnagku

ID unHcTaHca

IP agpec cepBuca

ITopt cepBuca

IpoToKo/ 00palleHus K CEPBUCY

Appec WebHook asist Slack

Bximrouuts Slack

SMTP agpec

SMTP default to

Bxmouute SMTP

SMTP nosne "ot Koro"

SMTP Identity

SMTP naposib

SMTP nopt

SMTP uwms rosib3oBarens

Onucanue

Ormijust, KOTOpast TI03BOJISIET MPOIYCTUTH MPOBEPKY cepTHUdHKaTa rpu 6e30macHoM
coeliHeHUH. Bo3MO>KHbIe 3HAUEHUS:

- true — Oonuus BK/IOU€EHA;

- false — omust BEIK/TFOUEHA.

Onmwst, KoTopasi o3BoJisieT BKmounth TLS mmdpoBanue. Bo3MoskHbIe 3HAUEHUS:
- true — Oonuus BK/IIOU€EHA;

- false — omnius BBIK/IFOUEHA.

Onust, KOTOpast O3BOJIsIET UCII0JIb30BaTh CEPBUC B PeXXUMe OT/1afKu. Bo3MoyKHbIe
3HaYeHUs:

- true — oIy BK/IIOUeHa;

- false — omnius BBIK/IFOUEHA.

W peHTrHUKaTOp MHCTaHCA Ha KOTOPOM PacCIo/araeTcsi CepBHUC

IP—a,qpec HWHCTaHCa Ha KOTOPOM pACII0/laraeTcs CeEpBUC

TTopT py1s1 obpattieHuys K cepBucy. ITo ymomuanuo 6699

TIpoTOKO/, 0 KOTOPOMY /I0/DKHO BBITIO/IHATHECS 0OpalijeHre K cepBucy. Bo3MoXkHbIe
3HaUeHUs:

- http;

- https.

YaukaneHbd URL, npegoctaBisseMslii Slack, KOTOpBI MO3BOJISET BHEIITHUM
TIPUJIOXKEHUSIM WJIH CTy>kK0aM OTTIPaBJIATE COOOIIEeHUs B KOHKPETHBIN KaHas B paboueit
obnactu Slack

Oniyst, BK/TFOUATOIast TIO//IEP>KKY BHeIHel crcteMbl Slack. Bo3MO>KHBIe 3HAUEHMUS:

- true — onuus BK/IIOU€EHa;

- false — omus BeIKTFOUEHa.

Anpec SMTP cepsepa

ITopt SMTP cepsepa, [10 YMO/ITYaHUIO

Ormust, BK/TIOYAIOIIAs OTIPaBKy coobireHunii uepe3 SMTP cepep. Bo3moykHbIe
3HayeHust:

- true — omnius BK/IIOU€EHa;

- false — omus BBIK/TFOUEHA.

HanmMeHoBaHue aJjpecaHTa OIOBelljeHn! NPy UCIoIb30BaHUU SMTP

Criocob ayrentudukarpu Ha SMTP cepsepe

ITapons asst ayrentudukanu Ha SMTP cepBepe

[TopT asist ayreHTrdukauu Ha SMTP cepBepe

Wwms nosib3oBatesst [t ayTeHTUGUKaluu Ha SMTP cepBepe



16.5.2 HacTpoiika nosib3oBareneii

[ns HacTpoMiku mosyuyeHusi yBezomsieHuil oT Ilnardopmbl Pajap KOHKpeTHBIMH I10JIb30BaTesIsIMU
HeoOXOZMMO yKa3aThb HeOOXOJWUMBIM aJpec 3/eKTPOHHOM TIOUThI TIPY  CO3[aHUMN/PeAaKTUPOBAHUM
noJib30Baress (cM. paszien «llonb3oBarenn»).

16.5.3 HacrTpoiika onoBelieHU 0 paboTe cepBUCOB

[l HaCTpPOWKM OIOBeleHN 0 paboTe CepBHCOB HeOOXOAMMO CenaTh Ciefyoiiee (Bce AeHCTBUS
He0OXO0/IMMO BBITIOTHATE MO, IPUBU/IETMPOBAaHHBIM T10J/1b30BaTesieM):

1. TlpousBectT HacCTpoliKy  ciyx0bl node_exporter.  PacrionoxxeHve  KOH(UTypal[dOHHOTO
datina: /etc/systemd/system/node_exporter.service;

B konerr ctpoku ExecStart 106aBuTh - -collector.systemd;

[Tocsie yero KoH(UTypaLOHHBIHN (aiisl Jo/KeH BLIVIAAETH C/leyIOIKUM 00pa3om:

[Unit]

Description=Node Exporter
Wants=network-online.
After=network-online.

[Service]

User=node_exporter

Group=node_exporter

Type=simple

ExecStart=/opt/pangeoradar/node_exporter/node_exporter --web. -
address=":9101" --collector.

[Install]

WantedBy=multi-user.

2. [anee HeoOXOAMMO BBITIOJTHUTh KOMaHAY sudo systemctl daemon-reload

3. Tlocsne yero, mepe3amyCTHTb C/Ty>KOy node_exporter KoMaH0M sudo service node exporter
restart

OmnoBerieHusi OyAyT OTHpaBAATBCS Ha  ajpec, yKa3aHHbIM B mapamerpe SmtpDefaultTo"
KOH(UrypaiuoHHoro Qaiina /opt/pangeoradar/configs/pangeoradar-toller.yaml.

16.6 Pe3epBHOe KonupoBaHue

Hwke mpezcraBneH ofWH U3 Croco00B paboOThl CO CHSITMEM pe3epBHBIX Komuil mHAeKcoB OpenSearch
MyTeM  apxXWBUPOBAaHWSI  WHAEKCOB. BaXHO  TMOMHMUTb, 4YTO /I8  KOPPEKTHOW  paboThI
notpebyetcsi curator Bepcuu ctapite 5.0.

16.6.1 ApxuBupoBaHue UHOEKCOB

B ¢aiine /etc/opensearch/opensearch.yml npomnucaH nyTh A0 ¢aioBoro perno3uTopusi

path.repo: /opt/opensearch/snapshots
Ecym Takoit cTpoku HeT, He0OX0ZMMO TIPOIHCcaTh U repe3arpy3uTk OpenSearch.

[anee He0OXOAMMO CO3/aTh PETIO3UTOPHH, B KOTOPOM OyIyT pa3melrieHbl CHAITIIOTHI:



-p /opt/opensearch/snapshots/repository
curl -k -XPUT 'https://localhost:9200/_snapshot/repository' -H 'Content-Type:
application/json' -d '{
Iltypell: “fS“,
"settings": {
"location": "repository",
"compress": true

} 1

Takke HeOOXOAUMO CO3/]aTh elé OZWH PEO3UTOPUN C UMeHeM "recovery', KOTOPBIN MMOHAZOOUTCS ISt
BOCCTaHOBJ/IEHUS] UH/|€KCOB:

-p /opt/opensearch/snapshots/recovery
curl -k -XPUT 'https://localhost:9200/_snapshot/recovery' -H 'Content-Type:
application/json' -d '{
Iltypell: II-FSII,
"settings": {
"location": "recovery",
"compress'": true

} 1

[anee npefcTaB/eH puMep CKPUITA [i/isl apXUBUPOBaHUS MH/IEKCOB.

Jlorvka paboThI CKpWIITa OmKcaHa B KOMMeHTapusix. He 3a0yabTe MOMNpaBUTL 3HAUEHUs TlepeMeHHBIX,
€CJTH Ballli HACTPOWKH OyyT OT/IMUAThCS OT ZeONTHBIX.

#!/bin/bash

DAYS=31 #KonuyecTBO [HEWN, OT TeKylWehn [aTbl, cTapwe KOTOPOro WMHAEKCH OyayT
apXxuBMpoBaTbCH

SNAPSHOT_DIRECTORY="/opt/opensearch/snapshots"
BACKUP_DIR="/opt/opensearch/opensearch_backup"

REPOSITORY="repository"

LOG="/var/log/opensearch/opensearch_backup.log"

DATE="date”

[TpomomKeHye Ha CieyIOLe CTpaHUIle:



#MpoBepVM CylleCTBOBaHWE Manku A1s apxXUBOB M €CNu HeT, co3jaguM eé
if ! [ -d $BACKUP_DIR ]; then

mkdir -p $BACKUP_DIR
fi

#Monyyaem MaccuB MHAEKCOB, KOTopble cTapwe $DAYS

INDICES="curator_cli --config /etc/opensearch/curator-config.yml --host localhost
--port 9200 show_indices --filter_1list
"[{\"filtertype\":\"age\",\"source\":\"creation_date\",\"direction\":\"older\",\"u
nit\":\"days\",\"unit_count\":\"$DAYS\"}, {\"filtertype\":\"kibana\", \"exclude\":\"
True\"}, {\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\":\"elastalert_stat
us\",\"exclude\":\"True\"}]""

#NpoBepum, He MyCcTOl NM CNUCOK
TEST_INDICES="echo $INDICES | grep -q -i "error" && echo 1 || echo 0~

if [ $TEST_INDICES == 1 ]
then
echo "$DATE He HaigeHO uHAeKcOB Ans obpaboTku'" >> $LOG
exit
else
# CocTaBnsem UMKN A8 Kaxaoro umHgekca B maccumBe $INDICES
for i in $INDICES
do
# Co3pgaém cHanwoT Ans uHgekca $i
curator_cli --config /etc/opensearch/curator-config.yml --timeout 600 --host
localhost --port 9200 snapshot --repository $REPOSITORY --filter_list
"{\"filtertype\":\"pattern\",\"kind\" :\"regex\",\"value\" :\"$i\"}"

# 3aHoCMM B MepeMeHHyl MMA cHanwoTa Ans uHaexkca $i
SNAPSHOT="curator_cli --config /etc/opensearch/curator-config.yml --host
localhost --port 9200 show_snapshots --repository $REPOSITORY"

# ApxuBMpYyeM nanky penos3uTopus W CKaafblBaem apxuB B XpaHWiuue
cd $SNAPSHOT_DIRECTORY/$REPOSITORY && tar cjf $BACKUP_DIR"/"$i'".tar.bz" ./*

# Ypandem snapshot

curator_cli --config /etc/opensearch/curator-config.yml --host localhost --
port 9200 delete_snapshots --repository $REPOSITORY --filter_list
"{\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\" :\"$SNAPSHOT\"}"

# Ypansem uHAEKC

curator_cli --config /etc/opensearch/curator-config.yml --host localhost --
port 9200 delete_indices --filter_list
"{\"filtertype\":\"pattern\",\"kind\":\"regex\",\"value\":\"$i\"}"

# Ouvwaem nanky peno3ntopus
rm -rf $SNAPSHOT_DIRECTORY/$REPOSITORY/*
done

fi




16.6.2 YpaneHue ycrtapeBLIUX apXNBOB

Hipke npeacTaB/IeH CKPUIIT /14 Y/id/I€eHKWA YCTapeBIIMX dpXHWBOB MHAEKCOB.

#!/bin/bash

# YpaneHne GekarnoB cTapwe $DAYS pHei

# BAXHO! B umeHu daisia apxmBa MOXeT ObiITb TONbKO OAWH 3HaK "-" nepep patoli. [aTta
[oMkHa 6biTb B dopmaTte "yyyy.mm.dd".

# Hanpumep: aaa_bbb.ccc-yyyy.mm.dd.tar.bz

DAYS=91
BACKUP_DIR="/opt/opensearch/opensearch_backup"

#0npependeMm NoporoBylw JaTy ANga yaaleHusa apxuBoB
THRESHOLD=$(date -d "$DAYS days ago" +%Y%m%d)

#echo "THRESHOLD=$THRESHOLD"
FILES="1ls -1 $BACKUP_DIR"

TODELETE="for i in $FILES; do echo $i | awk -F- '{printf "%s\n",$2 ;}' | awk -F.
"{printf "%s%s%s \n",$1,$2,%$3 ;}' | sed "s/$/$1/"; done”

echo -e "STODELETE" |\
while read DATE FILE
do
[[ $DATE -le $THRESHOLD ]] && rm -rf $BACKUP_DIR/$FILE

done

Kak npaBusio, yJaisiTh yCTapeBIlfe KOMUHU He0OX0AUMO PeryysipHO, U 0OBIUHO 3TO /Ie/IaeTCs B IEPUO/bI
HauMeHbIIleld Harpy3ku Ha cepBep. Bbl MokeTe 3aJaTh KOMaH/AY Ha 3amlyCK BbIile Tpe/CTaBIeHHOr0
CKPMITA KaK 3ajjauy MiaHupPOBIIMKa (cron).

16.6.3 BoccTaHOB/IeHUe NHAEKCOB N3 apXuBa

Hwke mipencTaBneH CKpPUNT [Jisd BOCCTAaHOBJ/IEHWs UHAeKca M3 apxuBa. CKpUNT MNpHUHMMAaeT IepBbIM
apryMeHTOM MyTh /10 apXUBa.

#1/bin/bash

#3afauM nepemeHHble

ARCHIVE=$1
BACKUP_DIR="/opt/opensearch/opensearch_backup"
RECOVERY_DIR="/opt/opensearch/snapshots/recovery/"

# Ha BcAKuii cnyyali ouvuaem nanky penosmtopus
rm -rf $RECOVERY_DIR/*

# Pa3apxuBupyem MHAEKC B nanky peno3nTopus
tar xjf $BACKUP_DIR/$ARCHIVE -C $RECOVERY_DIR
# 3aHocum B nepemeHHyl $SNAPSHOT uma cHanwoTa B Peno3nTopunu

SNAPSHOT="curl -s -XGET "localhost:9200/ snapshot/recovery/ all?pretty" | Jjq
'.snapshots[0].snapshot' | sed 's/\"//g'"

[TpomomKeHue Ha CleyIOLel CTpaHuLle



# BoccTaHaB/nMBaeM WHAEKC K3 cHanwoTa
curl -XPOST "localhost:9200/_snapshot/recovery/$SNAPSHOT/_restore?pretty"

# HyXHO BbiCTaBUTb HeOONblUY 3afepXKy, 4To6bl Opensearch He pyranca Ha yganeHue
BOCCTaHaBMMBAEMOro cHanwoTa
sleep 30

# Ypanum cHanwoT M3 peno3nTopus
curl -XDELETE "localhost:9200/_snapshot/recovery/$SNAPSHOT?pretty"

# OuucTUM nanky peno3nTopus
rm -rf $RECOVERY_DIR/*

16.6.4 YTUNUTbI ANA CHATUA pe3epBHON Konun PostgreSQL
16.6.4.1 YTtunuta pg_dumpall

YTtunuta pg_dumpall peanu3yeT pe3epBHOe KOIKMPOBaHWE BCETro 3K3eMIIsipa (K/acTepa WM WHCTaHCA)
0a3bl maHHBIX Oe3 yKa3aHWs KOHKPeTHOW 0a3bl JaHHBIX Ha WHCTaHce. [1o mpuHIMITY cXoxa C pg_dump.
IobaBuM, UTO TOJNLKO YTUIMTHI pg_dump v pg_dumpall ipejoCTaBASIOT BO3MOXKHOCTb ~ CO3ZIAHUS
JIOTUYeCKOW KOTMMM JAAHHBIX, OCTajJbHble YTWIWThI, pacCMaTpHBaeMble B 3TOW CTaThe, TIO3BOJISIOT
CO3/]aBaTh TOJIbKO OMHAPHBIE KOITHH.

# pg_dumpall > /tmp/instance.bak
Yrobbl cpa3y C©KaThb Pe3epBHYIO KOIHIO 3K3eMIiuisspa 0a3bl JAHHBIX, HY)XKHO TiepefaTh BBIBOJ, Ha
apxuBarop gzip:
# pg_dumpall | gzip > /tmp/instance.tar.gz
Huke npriBefieHbI apaMeTphbl, C KOTOPBIMU MOXKeT BbI3bIBaThCs yTUIUTA pg_dumpall:
-d <umn60>, --dbname=umndp — viMst 6a3bl JaHHBIX.
-h <cepBep>, --host=cepBep — nms cepBepa.
-p <mopT>, --port=nopt — TCP-nopT, Ha KOTOPBI NPUHUMAIOTCS NTOAKTHOYEHUSI.
-U <nosnb30oBaresib>, --username=mnoJjib30BaTe/Ib — UMsl [10/1b30BaTeJIsi Jisl TOK/TF0UeHUs.
-w, --no-password — sieakTuBaIs TpeOOBaHMS BBO/A TTAPOJIS.
-W, --password — akTuBaiys TpeOOBaHUs BBO/IA MAPOJIS.
-role=<ums posiu> — poJib, OT UMEHH KOTOPOU reHepUpYeTCsi pe3epBHasi KOTHS.
-a, --data-only — co3/1aHue pe3epBHOI KoMK 0€3 CXeMbl JaHHBIX.
-c, --clean — f106aBnexue onepatopoB DROP niepes oneparopamu CREATE.
-f <umscpaiina>, --file=umsdaiiia — akTyBalMs HanpaB/ieHYsl BLIBOZA B yKa3aHHbIN (aiis.
-g, --globals-only — BrITpy3Ka rinobanpHbIX 00HEKTOB 0e3 6a3 aHHbBIX.
-0, --0ids — BBITpy3Ka HeHTUPUKATOPOB 00beKTOB (OIDSs) BMecTe ¢ JaHHBIMU TabJIHI].

-0, --no-owner — /leaKTUBAI[Usl TeHepaljiy KOMaH/l, YCTaHAB/IMBAIOIIUX TIPUHA/JIE)KHOCTh OOBEKTOB,
KaK B UCXO/IHOU Oa3e JaHHBIX.



-1, --roles-only — BBITpy3Ka TO/IbKO poJieii 6e3 6a3 JaHHBIX U TaOJTMYHBIX POCTPAHCTB.
-s, --schema-only — BbIrpy3Ka TOJBKO CXeMbI 6€3 caMUX JJaHHBIX.

-S <umsanoab3zoeamensn>, --superuser=umsmno/ib30BaTe/isi — IPUBUIETMPOBaHHbIN T10/b30BaTelb,
VICTI0JIb3yeMbIH 711 OTK/TFOUEHUs] TPUTTEPOB.

-t, --tablespaces-only — BbIrpy3ka TaO/MUHBIX TIpOCTpaHCTBa 6e3 6a3 JaHHBIX U POJIeH.
-v, --verbose — pekum 1o jpoOHOT0 JIOTUPOBAHMSI.

-V, --version — BbIBOJ] BepcuH yTWIKTHI pg_dumpall.
16.6.4.2 YTunurta pg_restore

YTuUnuTa 1o3BoJisieT BOCCTAHAB/IMBATh JJaHHbIE W3 pe3epBHBIX Komui. Hampumep, uToObI BOCCTAHOBUTD
TOJIbKO oripefiesieHHY0 B/l (B HallleM npuMepe zabbix), Hy>XKHO 3alyCTUTb 3Ty YTU/IUTY C TTapaMeTpoM -d:

# pg_restore -d zabbix /tmp/zabbix.bak

YroObl 3TOW »Ke YTWUIWTON BOCCTAaHOBUTH OIpefe/ieHHYI0 TabJuily, HY)KHO MCII0/b30BaTh ee C
rapameTpoM -t:

# pg_restore -a -t history /tmp/zabbix.bak

TakXe yTWINTOW pg_restore MOXXHO BOCCTAHOBWUTBH [aHHble W3 OWHAPHOTO WM apXWBHOro (hatina.
CoOOTBeTCTBEHHO:

# pg_restore -Fc zabbix.bak

# pg_restore -Ft zabbix.tar

[Tpu BoCcCTaHOBIEHUM MOXXHO O/THOBPEMEHHO CO3/1aTh HOBYIO Oa3y:

# pg_restore -Ft -C zabbix.tar

BoccTaHoBUTE JlaHHbIE U3 aMI1a TaKyKe BO3MOJKHO TP MoMolLu psql:

# psql zabbix < /tmp/zabbix.dump

Ecmm a5t noaKmroueHusi Hy>KHO aBTOPU30BaThCsl, BBOJWUM CJIeAYIOIIYI0 KOMaHAY:

# psql -U zabbix -W zabbix < /tmp/zabbix.dump
Hwke nipuBejieH CUHTaKCUC YTUIUTBI pg_restore.
-h <cepBep>, --host=cepBep — ums cepBepa, Ha KOTOPOM paboTaeT 6a3a /JaHHBIX.
-p <nopt>, --port=nopt — TCP-1opT, uepe3 6a3y JaHHBIX IPUHUMAET MTOJK/TIOUEHHSI.
-U <mo/sib30BarTe/ib>, --username=Io0/ib30BaTe/ib — UMs [10/1b30BaTe/is [j1s1 [IOJK/IH0UeHUs.
-w, --no-password — feakTuBaLysi TpeOOBaHNS BBO/A MAPOJIS.
-W, --password — akTuBaLysi TpebOBaHUs BBO/IA MapOJIsl.
-role=<ums po/i> — pOJib, OT UMEHH KOTOPOU BBITIO/THSIETCS] BOCCTAHOBJ/IEHME pe3epBHasi KOIUSI.
<ums_(anna> — pacrosnoxeHre BOCCTaHABIMBAeMbIX JJaHHbIX.
-a, --data-only — BoccTaHOB/IeHMe [JaHHBIX O3 CXeMBl.
-c, --clean — fo6aBnenne oneparopoB DROP mniepen orepatopamu CREATE.

-C, --create — CO3aaHue 0a3bl JAdHHBIX T1epe 3aIllyCKOM ITpo1ecCca BOCCTaHOBJ/IEHHS.



-d <ums60>, --dbname=umnd] — VM 11e/1€BOM 0a3bl TaHHBIX.

-e, --exit-on-error — 3aBepiiieHre paboThI B C/lyyae BO3HUKHOBEHHWsI OLIMOKW TIpU BbiroHeHUn SQL-
KOMaH/,.

-f <umsngaiina>, --file=umsdaiina — daiin A1 BEIBO/[a CTeHEPUPOBAHHOT'O CKPUIITA.
-F <dopmat>, --format=¢dopmar — dopmaT pe3epBHOM Koruu. JJomycTimMble HopMaThI:
e D, plain — dopmupyeT TekcToBbIN SQL-CKpUIIT;
e C, custom — (hopMHUpYyeT pe3epBHYIO KOMHIO B apXUBHOM ¢dopmare;
e d, directory — ¢opmupyet konuto B directory-popmare;
e t, tar — opmMHUpyeT Komuio B popmare tar.
-1 <uHpAeKC>, --index=MHAEKC — BOCCTaHOBJ/IEHHE TOJBLKO 3aZIlaHHOTO UH/IeKCa.

-j <umcno-3aaHU>, --jobs=umc0-3aiaHUI — 3aMyCK CaMbIX JIUTebHbIX Orepaliii B HeCKOIbKUX
Trapasule/IbHbIX I0TOKaX.

-1, --list — axkTHBalMs BbIBO/Ia COIEPYKUMOTO apXUBa.

- <dain-cnmcoxk>, --use-list=¢ail/I-cniuCOK —  BOCCTaHOB/IEeHWe M3  apXWBa  3JIEMEHTOB,
TepeurCIeHHbIX B (aiisie-CIiucKe B COOTBETCTBYIOIIEM TIOPSIZIKe.

-Nn <NpoCTPAaHCTBO_MMEH>, --schema=cxema — BoccTaHOB/IeHHE 00BEKTOB B yKéBélHHOﬁ cxeMe.

-O, --no-owner — [IeaKTHBAIlUs TeHepal[dd KOMaHj, YCTaHAB/IWBAIOIIMUX BJafieHHe OOBbEeKTaMH I10
o0pas3ily UCXO/IHOM 6a3bl JAHHBIX.

-P <umsa-pyskuyuu(tun-aprymenral, ...])>, --function=umsa-¢pyskuuu(Tun-aprymenral, ...J) —
BOCCTAHOBJ/IEHHUE TOJIKO yKa3aHHOMW (DYHKLIUH.

-s, --schema-only — BoccTaHoB/IeHHe TOMBKO CXeMbl 0e3 caMUX JaHHBIX.

-S <mosnb3oBarenb>, --SUperuser=mojib30BaTe/lb — yueTHas 3aMuCb IPUBUIETMPOBAHHOIO
T0J1b30BaTe/Isi, UCIoJib3yeMasi 1/ OTK/IFOUeHHsl TPUTTEepOB.

-t <Tabymmia>, --table=Tab/Ma — BoccTaHOB/IEHUE OTpeZie/IeHHOM Tab/HUIIBI.
-T <Tpurrep>, --trigger=Tpurrep — BOCCTaHOBJ/IEHHEe KOHKPETHOT'O TPUITEPA.
-v, --verbose — pexum 1oJpo6HOT0 JIOTUPOBAHUSI.

-V, --version — BbIBOJ| BEPCHUW YTUIUTHI PE_restore.
16.6.4.3 YTtunuta pg_basebackup

Ytunuroit pg_basebackup MO>XXHO BBITIONHATE pe3epBHOE KOMHUPOBaHWS paboTaroiero Kmactepa 6a3
naHHbIX PostgreSQL. Pesynbtupytommii 6MHapHBIA (aiil MOXKHO HCIIO/B30BaTh /ISl PEIIMKAL[A I
BOCCTAHOBJ/IEHUS] Ha OIpejle/leHHbIi MOMEHT B MpPOLUIOM. YTWU/IMTAa CO3/aeT pe3epBHYI0 KOIHIO BCEro
5K3eMIlIsipa 0asbl JaHHBIX U He [laeT BO3MOKHOCTH CO3/laBaTh CJIENKH JIaHHBIX OT/e/IbHBIX CYIIHOCTEMH.
[Topxmouenue pg_basebackup k PostgreSQL BbINO/MHseTCS NMPU MOMOILM MPOTOKOJIA PervIMKaluu C
MOJTHOMOYMSIMU CyreproJib3oBartesisd win ¢ npasom REPLICATION.



[nsi  BBITIONHEHUsI DPe3epPBHOTO KOMMPOBAHHUSI JIOKAJbHOW 0a3bl [JAHHBIX [IOCTaTOYHO Tepe/iaTh
ytunute pg_basebackup napametp -D, o0o3Hadaromuii AUPEKTOPUIO, B KOTOpOW Oyner coxpaHeHa
pe3epBHasi KOIHSI:

# pg_basebackup -D /tmp

YrobbI co3aaTh CxkaThle (aiiibl U3 TaOIMYHBIX TIPOCTPAHCTB, [00aBUM rapaMeTpsl -Ft U -z:

# pg_basebackup -D /tmp -Ft -z

To ke camoe, HO co cxkatueM bzip2 u Asist 3K3eMIuIsipa 6a3bl € 0OLUIM TaOTMYHBIM TIPOCTPAHCTBOM:

# pg_basebackup -D /tmp -Ft | bzip2 > backup.tar.bz2
Huke npuBefieH CUHTaKCUC yTUIUTBI pg_basebackup.

-d <cTpokanodkaoueHusn>, --dbname=cmpokanojK/a0UYeHUs1 — ornpezeeHre 0a3bl JAaHHBIX B BHJE
CTPOKH [J1s1 TIOJK/TFOUEHHUS.

-h <cepBep>, --host=cepBep — nms cepeepa ¢ 6a30ii JaHHBIX.
-p <nopt>, --port=nopt — TCP-nopT, uepe3 6a3y JaHHBIX TPUHUMAET MOJKTFOUEHUSI.

-s <HHTepBa/I>, --status-interval=MHTepBa/ — KOJMUECTBO CEKYH/, MeX/y OTIpPaBKaMU CTaTyCHBIX
T1aKeTOB.

-U <mo/ib30BarTe/b>, --Username=mno/jib3oBaTe/ib — YCTaHOBKA MMEHU IIO/Ib30BaTenss  JJid
MNOAK/TFOUEHHA.

-W, --no-password — OTK/IFoueHue 3ampoca Ha BBOJ, 1apoJisl.
-W, --password — NpuHy/UTe/IbHbII 3ampoc MapoJisi.
-V, --version — BbIBOJ] BepCcUU yTUIUTBI pg_basebackup.
-?, --help — BbIBOj CcipaBKU 1o yTunure pg_basebackup.
-D kaTtasnor, --pgdata=KaTanor — [UpeKTOpHUs 3aruCcH JJaHHbIX.
-F <dopmat>, --format=dopmar — ¢opmar BbiBoza. [lOMyCTUMbIE BADHUAHTHI:
e D, plain — 3HaueHue A/is1 3aMMCH BBIBOJUMBIX IAHHBIX B TEKCTOBbIE (haiiibl;

e t, tar — 3HaueHHe, yKa3bIBawoljee Ha HEOOXOJUMOCTD 3aITHCH B 1ieJIeBYIO IMPEKTOPHIO B hopmare
tar.

-r <CKOpoCTbnepeoauu>, --max-rate=cKkopocmbiepeaayu — Ipe/iejibHasi CKOPOCThb TepeJaul JaHHbIX
B Ko/c.

-R, --write-recovery-conf — 3anucaTe MUHHUMabHBIN (aiin recovery.conf B JMPEKTOPUIO BBIBOJA.

-S <umsicioma>, --slot=umscnora — 3a/jaHue C10Ta peryiMKalyy Mpy Ucrno/b3oBaHuu WAL B pexxume
TOTOKOBOM MepejauM.

-T <karanor_l=katanor_2>, --tablespace-mapping=karanor_l=Karanor_2 — akTHUBalL1si MUTPaLUU
Tab/IMYHOr0 POCTPaHCTBa U3 OJJHOTO KaTasiora B [Jpyroi KaTaaor Mpy KOIMUPOBaHUH.

--xlogdir=karasor_xlog — aupekTopusi XxpaHeHUs )KyPHasI0B TpaH3aKLMH.

-X <mertoa>, --xlog-method=meros — akTuBaius BbIBoZla (ailyioB >KypHa/IoB TpaH3akiuidi WAL B
pe3epBHYI0 KOMMIO Ha OCHOBe CJIelyIOLUX MeTOZ0B:



o f, fetch — Brmouenue pexxuma coopa (haitioB )KypHa/lOB TpaH3aKLWI NP OKOHYAHUM TIpoLiecca
KOTIMPOBaHUSI;

e s, stream — BKJ/IFOUeHMe TiepefilauM )KypHasla TPaH3aKLMii B TIpoLiecce CO3/laHusl pe3epBHON KOMHH.
-7, --gZip — aKTUBaLYsl gZip-CKaTusl pe3y/bTUPYIOLIero tar-¢aiina.
-Z <ypoBeHb>, --COMPress=ypoBeHb — OIIpe/ie/ieHe YPOBHS CXKAaTHsI MEXaHU3MOM gZip.
-c , --checkpoint=fast|spread — akTuBal1is pe>KriMa perepHBIX TOUEK.
-1 <meTkKa>, --label=mMeTKa — ycTaHOBKa MeTKH pe3epBHOI KOIWHU.
-P, --progress — akTuBal[1s B BLIBO/J, OTUETa O Mporpecce.

-v, --verbose — pexum 1opoOHOTO JIOTUPOBaHUSI.

16.7 Pe3epBHOe KonnpoBaHWe NOJ/Ib30BaTEe/IbCKOro
KOHTEeHTa

[111 BBITIOJTHEHUSI PE3epPBHOTO KOIMMPOBAHUS I10/Ib30BaTE/LCKOTO0 KOHTEHTAa HE0OXOAWMO BBITIOTHUTh
9KCIOPT HEOOXOAUMBIX 0OBEKTOB.

Ilnardopma Pajgap 1o3BoJisieT BBINOIHUTL MAaCCOBBIN 3KCIOPT, KaK U BCeX 00BEKTOB, TaK U BHIOPAHHBIX.
OKCIMOPT ~ BBITIONIHSETCS  TOCPeACTBOM  MEXaHW3MOB, IIPeIOCTaB/sieMbIX OOKOBOWM TIaHeNIbl0 W
yHUBepCaabHBIMU Tabsuriamu (mospobHee cM. pa3zen «HTepdelic nnathopme»).

[li1 BOCCTaHOBJIEHUS TIO/IH30BATEIbCKOTO KOHTEHTa HeOOXOJUMO BBHITIOJTHUTh WUMIIOPT, COXPaHEHHOTO
paHee KOHTeHTa. Omeparisi BBITIOJHSIETCS TOCPEACTBOM MeXaHW3MOB, IpeI0CTaB/sieMbiX OOKOBOM
raHe/blo U YHUBEpCaabHBIMU Tabsuijamu (roapobHee cM. pa3zen «HTepdetic miatdhopMbi»).

OKCIOPT ¥ UMIIOPT MO/Ib30BaTeIbCKOT0 KOHTEHTA JOCTYIIEH B CIEYIOLIUX pa3/esax:
e Tumnbl UHILIW/EHTOB,
o [IpaBusa Koppensiuy;
e TlepechlKa COOBITHIA;
e  OWILTPHI TOTOKA COOBITHIA;
e Makpocsr;
e TabmMuHbBIe CITUCKY;
e lcTOUHUKY;
e TlIpaBuna pa3bopa;
e O6orariienue;
e PabOoune cTosBI;

e OTuUeThl.

16.8 HacTpoiika BpemeHu ceccuii nonb3oBatens

[TepelifyTe B a/MUHMCTPATHUBHBIN pa3/ies ynpaB/eH!sl CepBACOM aBTOPU3aLiiH.



Ons  srtoro otkpoiite kKoHconb aamuHuctpupoBaHusi KeyCloak (https://<adpec  Ilnamgopmbl
Paodap>:8180),Bb10epute "Administration Console" u nepetiure B myHKT MeHto "HacTtpoiiku Realm -

TokeHbI".
3areM BeIbepuTe HEOOXOAUMYIO HACTPOUKY:

o TaiimayT ceccun SSO (110 ymonuanuto 30 MUHYT);

Master &

naBHasa Bxog Kntoun E-mail Tembl Kaw TokeHbl

Default Signature Algorithm @

OpHopasoBble TOKeHbl 06HOBNEHMA @

fonyctumoe Bpems
be3geiicTBua ceccun. Mo

TaimayT ceccum SSO © QTSR RE Rl (ol=T T VI
TOKeHLI U 6pay3epHkIe ceccum

CTaHOBATCA HEBANNAHbBIMM,
OrpaHunyeHune ceccum SSO @ &

Puc. 167 — TaitmayT ceccuu SSO

e Orpanunuenue ceccur SSO (110 ymonyanuto 10 yacos).

Master &

[nasHasa Bxog Knroun E-mail TeMbl Kaww TokeHbl

Default Signature Algorithm @
OaHopa3oBble TOKeHbl 06HOBNEHNA © BbIK

TaiAimayT ceccum SSO @

MakcvMansHoe BpeMs 40
TOro, Kak ncredet ceccums. Mo

OrpaHuyeHue ceccum SSO @ WUCTeYeHWM 3TOro BpeMeHu
TOKEHbI U 6pay3epHble ceccum
CTaHOBATCA HEBaNUAHbIMU,

SSO Session Idle Remember Me @

Puc. 168 — Orpanuuenue ceccun SSO

16.9 HacTtpoika apxuBauum coobITUN

Client Re

Client Registr

16.9.1 TpoBepKa HACTPOEK MNOJIMTUKU apXmMBaLUn yCcTapeBLUNX COObITUN

,Z[]'IH TPOBEPKU TEKYILEr0 COCTOAHUA ITOJIMTUKKU apXKWBaLlKU BBITTIOJIHUTE C/IeAyroliue AEﬁCTBHH:



IMogkmountech 10 SSH Ha cepBep apxuBaiuu cobbituii (y3en Ilnardopmer  Pajap c
posbio DATA).

OTKpoiiTe KOHPUTYpaLIMOHHBIN (aiin
/opt/pangeoradar/support_tools/elastic/indices_route.sh.

[MocmoTpute 3HaueHus mapameTpoB cold_day u delete_day. [To ymonuaHuto oHU [JO/KHBI UMEThb
3HaueHue 27 (27 nHel onepaTUBHOIO XpaHeHUs).

711 IpoBepKy pabOThI TIOJTUTUKKU apXUBALIUY BBITTOJIHUTE CIeYIOLe JeCTBUS:

1.
2.

B Be6-unTepdetice Ilnardopmser Pagap nepetiaure B pa3zen "IIpocMoTp coObITHIA".

[y popmMupoBaHusi OTUeTa BbICTaBUTe B 00/1aCTH 3a/laHUsI BDEMEHHOT'0 MHTepBasia MPOMEXKyTOK
BpeMeHU [/IMHHee, UeM 3a/lJaHHbId TIPOMEXYTOK B MOJUTUKAX apXuBaluu, Harpumep, 30 nHel
CUMTasi OT Cero/[HSLLHEero0 JTHS.

Ha JKpdHE€ B CTaTUCTHUKE TI0 COOBITHSM He AOJDKHBI OTO6pa}KaTLCH COOBITHS cTapuie 27 ,I:[HEI\/JI

16.9.2 WM3mMeHeHWe NOJINTUKN apXuBaLumn ycTapeBLUNX COObITU

,Z[J'IH HU3MEHEHUS TTOJIMTUKU apXUBAlLJUK BBITIOJIHUTE C/I€AYHOLIe AEﬁCTBHHI

1.
2.

5.

3aiizuTe o SSH Ha cepBep apxuBaruu cobbituii (y3en Ilnargopmsl Pagap c ponsio DATA).
OTKpoliTe KOHQUTYpaLMOHHBIN (ai y31a
/opt/pangeoradar/support_tools/elastic/indices_route.sh.

YcranoBure s napametpos cold_day u delete_day HoBoe 3HaueHue ONepaTMBHOIO XpaHEHUS
JIAaHHBIX.

[MpuHyuTE/NBHO 3ayCTUTe apXUBALIUIO, BHITTOJIHUB KOMaHAY:

bash /usr/bin/bash /opt/pangeoradar/support_tools/elastic/indices_route.sh

JoxxauTecb OKOHYAHUS BBITIOJTHEHUST CKPUIITA.

[nst npoBepKU BBeJEHHBIX U3MEHEHWH BbITIOJIHUTE C/IeAYIOLIUe 1edCTBUS:

1.
2.

B Be6-unTepdetice Ilnardopmser Pagap nepeiiaure B pa3zen "IIpocMoTp coObITHIA" .

ITpoBepbTe, uTO HET WHAEKCOB cTapiie 20 gHel (aAropuTM TIPOBEPKH OMUCAaH B TIPebIAyIeM
riofipaszere).

BepHuTech B TepMHUHAI cepBepa apxuBaLun coobitrii (y3en DATA).
[TepeiiguTe B AUpeKTOpHIO /data/archive.

BbIBe,Z[I/ITe JIMCTUHT JUDEKTOPHUH KOM&IH,EI"OIZ:

1ls -1lah
Y6e,/:[I/ITeCI> B [10sIB/IEHUY HOBBIX apXUBOB.

151 mpocMoTpa 3ar/1aHUpOBaHHbIX 33JaHUN BBITIOJTHUTE KOMaH/Y:

crontab -1

Y6E,Z[I/ITer B Ha/IMUKWH 3dllJ/IaHWUPOBAHHOT'O 3a/ldHHS I10 POTUPOBAHWIO U dPXWBAIIWH COOBITHIA.



B pe3ynbTare npoBesieHHBbIX feiicTBUI B BeO-uHTep(etice IlnaTdopmbl Pagap 10/DKHBI OTCYTCTBOBATh
3anucy 00 WH/eKCaX U COOBITHSX CTapIie 3aJaHHOTO KOJIMUeCTBa JHel B MOJTMTHKe apXUBaLWH.

ITomkHBI OBITH CO3/laHBI HOBbIE aPXUBBI C HAa3BaHUSIMH MH/IEKCOB, SKCIIOPTUPOBAHHBIX M3 CUCTEMBI /IS
apXuBaLU U [JOJIFOCPOYHOTO XPaHEeHUsl.

16.9.3 BoccTtaHOB/1IeHMe gaHHbIX U3 apXuBa

B Inardgopme Papap npesycMoTpeHa BO3MOXKHOCTh OOpalljeHWss K  YCTapeBIIMM  COOBITHSM,
HaXOJALMUMCS Ha apXUBHOM XPaHEHHUH.

,Z[J'IH TOrO, YTOOBI MNOJy4dnuTb [JOCTYIl K dpPXHWBHBIM [OdHHBIM, HEO6XOAI/IMO CHa4a/ila BBbIIIO/THUTH
BOCCTAaHOBJIEHHME OJaHHBIX W3 apXHBa:

1. Tlogkmouutecb 1o SSH Ha cepBep apxuBanuu coObituil (y3en Ilnardopmbr Papap c
posasio DATA).

2. 3aHYCTI/ITe CKPHIIT BOCCTAHOBJIEHUA OdHHBIX KOM&HAOﬁI

bash /opt/pangeoradar/support_tools/elastic/restore.sh
3. B nosiBuBLIEeMCs: OKHe yKakuTe QuibTp * u Haxkmute "OK".

4. BribepuTe MHTEPeCYHOIMI WHIEKC W3 CITUCKA, BBIJ[IMTe HAlPOTHB Hero uek-O0KC (3aloMHUTe
MMsI BOCCTaHaB/IMBaeMOro uHjeKca) u HaxmuTe "OK".

5. oxguTecb OKOHUYaHMs BOCCTAHOB/IEHMSI (BOCCTAHOBJ/IEHME OCYLIEeCTB/ISeTCS B (POHOBOM
pexxuMme).

[171s1 mpoCMOTpa BOCCTAaHOB/IEHHBIX JJaHHBIX HE00X0IUMO:
[Tepetigute B BeO-uHTepdeiic [lnardopmer Pagap B pa3zen "[IpocmoTtp codbiTHiA".
B none "Bpemsa" ykaxuTe BpeMeHHOM /lMara3oH BOCCTaHAB/IMBAEMOI0 MH/EKCa.

B none "NApeKc" ykakuTe UMs BOCCTaHAB/IUBAEMOI'0 UH/eKCa.

> W o=

Haxxmure kHomky "Ilonck".

Ha »9KkpaH pomkeH ObITb BbIBeJileH CIMCOK COOBITHMI (BK/IIOUasi [uarpammy), OTHOCSIIMHCS K
BOCCTaHaB/IMBaeMOMY HMH/IEKCY U YKa3aHHOMY BPEMEHHOMY TepHOJY.

16.10 Hactpoiika u npoBepKa UHTerpauuu yepes AP

B Ilnardopme Papap peanuzoBaHa uHTerpauusi mnocpegctBoM API ¢ IRP-cucremamu - R-Vision wu
Security Vision.

16.10.1 Mepepauva 4yepe3s APl mHcopmaumm 06 MHUUAEHTE BO BHELUHIOKO
cucremy

[171s1 HaCTPOMKM MHTErpalyii C BHEIIHUMH cucTeMaMu yepe3 API HeoOX0AMMO BBHIMTOJTHUTE CIeAYIOITe
JIeCTBUS:

1. ToaxmtourTteck o SSH k y3ny Ilnardopmel Pagap c ponbio Master.

2. BnecuTe cnefytolye u3MeHeHUs B KOH(QUTypal[MOHHBIN (aiin y3/1a



/opt/pangeoradar/configs/pangeoradar-pgr-wal-listener.yaml:

e JlobaBbTe peKBU3UTHI MHTerpupyemoin cucrtembl (R-Vision) — kmou gocryma Kk API R-
Vision u IP-agpec R-Vision;

e N3meHure CXeMy COOTBeTCTBHA T10JIeM COTJIACHO Tpe60BaHI/IHM HWHTerpainuu.

3. 3amycture cepBuc pangeoradar-pgr-wal-listener:

service pangeordar-pgr-wal-listener start

1151 MpoBepKU MPOBeIEHHOTO MOAK/IIOUEHHs BBITIOJTHUTD C/IeAYIOLIMe 1eHCTBUS:

1. 3aidigute B Beb-uHTepdeiic Ilnardopmbl Pagap (c mpaBamMu a/MUHHCTPATOPA).

2. 3aiiaute B pa3zen HHyudenmbl - UHYyudeHmbl.

3. Co3paiiTe MHLMEHT BDYYHYIO, HaXKaB KHOTIKY "Co3aTh HHIMAEHT" .
[Tpu HacTpoeHHOM API HOBBIM UHLIW/IEHT NepeaeTcsl BO BHELIHIOI CHCTEMY B aBTOMaTHUYeCKOM PeXXUMe
B rnipoijecce co3aanusi. Co3/jaHHbIM UHLUAEHT aBTOMaThuecku co3ziaH B IRP.
16.10.2 TleHepauua knwo4a gna goctyna K API

Ina pabotel mo APl HeoOX0AMMO CreHepupOBaTh K/ou s goctyrna K API. s 3TOro BBITIOJTHUTE
cefyrolye JerCTBYS:

1. Tlepetigute B Beb-uHTepdetic Ilnardopmel Pagap B pasgen AgMuHucTprupoBanue — Kiacrep
— BK/Iajka API kirouu (cm. paszen «API kitoun»).

2. [obaBbTe K/IHOY C HAUMEHOBaHUEM, HarlpuMep, integration.
3. Tlogxmouutech 1o SSH k y3ny Ilnardopmsel Pagap c ponsio Master.

. BrimmosiHUTe € HCIIONB30BaHNeM Kiroua i i 1 KOMaHV:
4. BrIro € C HCII0/Ib30BaHe foua "integration'’ csieyiomyro KoMa

-k -H "PgrApiKey:<knw4, creHepupoBaHHbii Ha ware 2 >" "https://<IP-agpec
NMnatdopmeiPagap>:9000/cruddy/public/api/vil/incidents?page=1&per_page=1&order=
1d%20DESC"

Ha skpan OyayT BbIBe/jeHa 3amucCh 10 OZHOMY WHIUAEHTY B ¢popmaTe JSON.

16.11 HacTtpoiika NONNTUKN NPOTUBOLENCTBUSA NOMNbITKaM
nogobopa napons

Ilnardopma Papap obsazaeT BCTPOEHHBIMM MeXaHWU3MaMM TIPOTUBO/IEHCTBHS TIOMBITKAM MozbOopa
napons (BruteForce aTaku) Ha 6a3e otkpbiToro I[10 Keycloak (uaeHTHDUKAIIMOHHBIN OpOKep).

st HaCcTPOWKMU TIOIMTUKU TIPOTHUBOJENUCTBUS TIOMBITKAM T1000pa TapoJis BBLITIOJHUTE CJeAyIOIue
JIeUCTBUS:

1. C nmpaBamMu  aJMUHKWCTpAaTOpa  BOWJUTE B  CIEMA/M3UPOBaHHBIA  BeO-UHTepdeic
Keycloak ITnatdopmsl Pagap https://<adpec Inamegopmbl Padap>:8180 (cMm. «Puc. 169»).



[0} LOAK

Welcome to Keycloak

&i Administration @ Documentation > @ Keycloak Project >
Console >

User Guide, Admin REST APl and
Centrally manage all aspects of the Javadocs
Keycloak server

B4 Mailing List >

iTaIl‘ Report an issue >

G e
- . P—

Puc. 169 — Unrepdeiic "uaentudukanuonHoro opokepa" Keycloak

[Mepetinute B pa3men Administration Console - 3awjuma 6e3onacHocmu - OnpedeneHue Brute
Force (cM. «Puc. 170»).

MnasHas Bxog Knoun E-mail Tembl (LLENT] TOKeHbl Client Registration 3awmTa 6e3onacHocTn

3aronoekun OnpeaenenHve Brute Force ]

Hactpoiiku Realm

KnueHTsl
BknroueHo BbIK

CoxpanuuTs N VETE]

LLa6noHb!

KAVeHTOB

Ponu

Puc. 170 — Pasaen "Onpeaenenue Brute Force" npy 0TK/1104eHHBIX NMOJTUTHKAX.

Bxmounte nomutuky "Omnpepenenue Brute Force", ycraHOBUB Ilepek/rouyaTesbs B II0J1€

mn n

"Bkiroyeno” B monokeHue "BKA". OTKpPOKOTCA TIapamMeTpbl HACTPOMKHU  TOJUTUKU
(cm. «Puc. 171»).



4.

Master

rnaBHas Bxog

3aronoBku

Knroun E-mail TeMbl Kaw TokeHbl

OnpegeneHue Brute Force

BrnwouyeHo

Permanent Lockout

MakcumansHoe

KONImuecTBo

HeyAauHbIX NONLITOK
BXOAA

Mopor oxuaaHna

MNpoBepka

Konuuyectea

MUAAUCEKYHA,

MeX/Zy NnonbITkaMmun
BX0aa

MuHrumansHoe
oXngaHue 6I=I€Tp0|'0
BXoAa

MakcrmansHoe
oxugaHue

Bpemn cbpoca
HeyAauHbIX NONbITOK

BbIK

30

1 MWHYT ~
1000
MUHYT v

MUHYT ™

4acos ™

1
15
12

Client Registration

Puc. 171 — IlapaMeTpbl HACTPOMKH MOJTUTHKHU

[Tpu HEOOXOAUMOCTH YCTAHOBUTE C/IEAYIOIIHE TTapaMeTphl:

3awmTa 6e30MacHOCTUA

MakcuMabHOe KOJIHUEeCTBO HEYAdYHbIX IIOMNBbITOK BX0JAd (OCHOBHaH HaCTPOﬁKa) —
KOJ/IMUeCTBO HEYJaUHbIX ITIOTILITOK BXO/Ja A0 6J'IOKI/Ip0BKI/I I10JIb30BaTeJId;

ITopor o)xupaHusi (OCHOBHAsi HACTPOMKA) — €CJIM MOPOT OIIMOOK TMPEBBIIIEeH, CKOIbKO
BpPeMeHHU T0JIb30BaTesib OyzieT 3a0/I0KMPOBaH;

IIpoBepKa KO/IMUECTBAa MH/UTMCEKYH], MEXAY MONBITKAMH BX0Ja — €C/IU TOMBITKH
ayTeHTUOUKALMA TPOUCXOAAT  CJIUIIKOM  4acTo,
3a0/I0KUPOBATh;

TO II0JIb30BaATe/Id H€O6XO,Z[I/IMO

MuHMMa/IbHOE OXXHAAHHEe OBICTPOro BXOAAa — KAk JO/r0 >KJaTh TOC/e HeyJauHOu
MOTBITKUA OBICTPOTO BXO/Ia;

MakcumasibHOe 0)KHJaHWe — MaKCHMasbHOe BpeMs, Ha KOTOpOe I10/ib30BaTesib OyzeT
3a0/I0KMpOBaH;

Bpemsa cOpoca HeyJauHbIX MOMBITOK — UYepe3 Kakoe BPeMsi CUeTUMK HeyJauHbIX
TIOTTLITOK OyzieT cOpOIIIeH.

5. CoxpaHuTe HaCTPOUKH, Ha)KaB KHOMKY "CoxpaHuTh".



16.12 NpoBepka paboTbl CEpBUCOB

16.12.1 lpoBepKa paboTbl cepBUCOB NaaThopMbl
nst BBITIO/THEeHYSI TIPOBEPKH BBITIOTHUTE CJIeAyOIUe 1elCTBUS:

1. TlepelimuTe B pa3gesn AaMUHUCTpHpOBaHue —  Kiiacrep - ¥Y31Bl CHCTeMBbI
(cm. «Puc. 172»).

v | Yanel cucTemsl NuueHsuA akTveHa Ao: 2025-03-23 | @ [okymentauua | @ admin

) PaGouui cTon

Y3l crcTeME! YNPaENeHUE KOHPHTyPaLMER APl KoM YUETHSIE 33MHCH AN1A COOPE RAHHBIX TINaHHPOBLMK 33434 CrpunTel YNIPaBNEHNE MyNETHAPEHRHOCTEIO
Q Cobbitua
KapTa knacTepa >
@ VHuMReHTL v P pa
Yanbi cuctemsi
o8 AxTissl ~
B Cooreercraie N0 ~
I
# Koppenatop ~ v 2.30.254.138 e
3 McToumaka ~ master | data X | | monitoing X worker X | | balancer X correlator X eventsrouter X | | flow-balancer X | agent X
# Mapametpe: ~ Cepauce!
A s~  172.30.254138 Hactpofika
PaGoume cTons: Cepaic Crarye
Credira alert-manage ® alertmanager.service B Q&I
beaver o pangecra verservice B OG>
ApXuB OTUETOB
cerberus ® pangeoradar-cerberus.service BC® I
Mowuropusr
cluster-agent ® pang cluster-agent service B O&
Mone3oBareni u npaea
cluster-manager ® pang ter-manager service BEO® >
Knacrep )
eruddy ® pangecradar-cruddy.service B OB
PenyTauHoHHLIE CMCKH
Y datasapi e pangeora BEO& >
Veraukid 10C eventant ® pangeora B OG>
Nuuesnn flow-balancer ® pangeoradar-flow-balancer service B OB

Puc. 172 -- Pa3pen Knacrep. Bkiagka "Y31b1 cucreMsl”

Tekylljee COCTOsSIHME CepBHCa 0TOOpaKaeTcsi C TIOMOLLbI0 MHMKATOpa:
e ® (3es1eHBIN) — CepBHC pabOTaeT B IITaTHOM PEXUME;
e @ (KpacHbIi) — CepBUC He OTBeYaerT.

2. [lns meTasbHOTO MPOCMOTPAa M TMPOBEPKU COCTOSHUSI CEPBUCOB Ha y3/e, He00XOJUMO Ha)KaTb
kHornKy HacTpoiiku B mosie ¢ IP-agpecom y37a, Ha KOTOPOM pa3BepHYTbl CepBUCHL. OTKpoeTcs
¢dbopma npocmoTpa y3na kinactepa (cMm. «Puc. 173»).



‘E:E'EE" 172.30.254.97 ~ | Y3nbl CUCTEMBI TWLeH3NA akTuBHa Jo: 2027-08-09 | ( [lokyMeHTaLus @ admin

< master

Q Ponuysna

[o6aBuThb ponb

@

Ponb
B
master ]
B
data ]
monitoring |
ue worker |
i Cepeuchbl
oy CepBuc Cratyc
alert-manager ® alertmanager.service 'S
beaver ® pangeoradar-beaver.service B © =
cerberus ® pangeoradar-cerberus.service <
Bblbepute cKpUnT ANs yaaneHHoro MCnosiHeHus
Puc. 173 — ®opma HacTpoOIKH y3/1a Klacrepa
Ha ¢)0pMe OTO6pa)KEIETCH crneayroiiada I/IH(i)OpMaL[I/IH:
o HaumeHoBaHue y3ia;
o Crnmcok pOJ'IEﬁ y3/1a;
L] CepBI/ICLI, 3dllylIeHHbIE Ha Yy3JIe.
3. [na mpocMoTpa >KypHaia pabOThl CepBHCAa HaXMUTE KHOIKY [El Otkpoercss okHO "Jloru
cepBuca” (cM. «Puc. 174»).
Noru cepsuca X

-~ Logs begin at Sat 2024-11-30 11:37:11 MSK, end at Sun 2024-12-81 14:00:57 MSK. --
Dec @1 13:57:05 v-stand-07.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cmd/cerberus/main.go:1605", "func”: "main.handlerProxy.func2”, "level”: "error”, msg": " /cruddy /v1/kv/1ist?
order=created_st\uB@26page=0\udP26per_page=180800@ - Proxy error - dial tcp 127.0.8.1:8089: connect: connection refused time elapsed ©.800387246 (sec)","time":"2024-12-81T13:57:05+83:00"}

Dec @1 13:57:06 v-stand-07.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cmd/cerberus/main.go:1605", "func”: "main.handlerProxy.func2”, level”: "error”, msg": " /cruddy/v1/lognule_go/conf/correlator -
Proxy error - dial tcp 127.8.8.1:8889: connect: connection refused time elapsed 0.808211557 (sec)" 024-12-81T13:57:06+03:00" }

Dec @1 13:57:86 v-stand-87.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cmd/cerberus/main.go:1605", "func”: "main.handlerProxy.func2", "level":"
lookup=active - Proxy error - dial tcp 127.6.8.1:8089: connect: connection refused time elapsed @.800155685 (sec)","time":"2024-12-81T13:57:06+03:00
Dec @1 13:57:86 v-stand-87.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cmd/cerberus/main.go:1605", "func” in.handlerProxy. func2”, "level™: "error”, "msg": "/cruddy /v1/lognule_go/conf/correlator -
Proxy error - dial tcp 127.0.0.1:8089: connect: connection refused time elapsed ©.980251137 (sec)”,”time”:"2024-1 157:06403:00"}

Dec @1 13:57:86 v-stand-87.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cmd/cerberus/main.go:1685", "func ndlerProxy.func2”, "level”
lookup=active - Proxy error - dial tcp 127.0.0.1:8089: connect: connection refused time elapsed ©.800126299 (sec)” 2024-12-01T13:57:06+03:00
Dec @1 13:57:15 v-stand-87.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cmd/cerberus/main.go:1605","func”: "main.handlerProxy.func2","level": "error”, "msg": " /cruddy/v1/kv/1ist?
order-created_at\ue@26page-0\u@26per_page=1008000 - Proxy error - dial tcp 127.0.0.1:8089: connect: connection refused time elapsed ©.008298769 (sec)”,"time”:"2024-12-01T13:57:15+03:00"}

Dec @1 13:57:21 v-stand-@7.pgr.local pangeoradar-cerberus[5148]: {"file":"/build/cmd/cerberus/main.go:16@5", func":"main.handlerProxy.func2”,"level”: “error”, "msg": " /cruddy/v1/logmule_go/conf/correlator -
Proxy error - dial tcp 127.8.8.1:8089: connect: connection refused time elapsed ©.9882566 (sec)”,”time”:"2024-12-@1T13:57:21+03:00"}

error”, "msg": " /cruddy /v1/lognule_go/conf/rules?

“error”, "msg":"/cruddy/v1/logmule_go/conf/rules?

Puc. 174 — TIpumep XypHasia pa6oTsI cepBuca

4. [ns mpocMoTpa moipoOHoM MH(OPMAIUKM O TEKYII[eM COCTOSIHUM CEPBHCA HAKMHUTE KHOTIKY @
OTtkpoetcst okHO "CrtaTyc cepBuca" (cMm. «Puc. 175»).



CraTyc cepBeuca X

® pangeoradar-cluster-agent.service - Pangeo Radar Cluster Agent
Loaded: loaded (/etc/systemd/system/pangeoradar-cluster-agent.service; enabled; vendor preset: enabled)
Active: active (running) since Fri 2824-11-15 16:26:31 MSK; 2 weeks 1 days ago
Main PID: 29733 (pangeoradar-clu)
Tasks: 48 (limit: 4915)
Memory: 116.7M
CGroup: /system.slice/pangeoradar-cluster-agent.service
}7 29733 /opt/pangeoradar/bin/pangeoradar-cluster-agent --config=/opt/pangeoradar/configs/
}—158497’9 /bin/bash -c /opt/pangeoradar/1733851185121284721.sh
1584980 systemctl status pangeoradar-cluster-agent.service -n @ --no-pager

Puc. 175 — IIpumep craryca cepBuca

16.12.2 lMpoBepka pacnpeneseHHOW yCTaHOBKN

[Mepetigute B pasgen AamMuHucTpupoBanue — Kiacrep — Y3/bl cucremsl U yoeauTech, yTo CIIMCOK
y3/I0B U UX POJIeH, COBIMa/iaeT C TeM, 4To ObLT 3a[jaH Ha 3Tare pacrpe/ie/leHHON YCTaHOBKU (cM. «Puc.
176»).

?;‘:ELE" 172.30.254.97 v | Y3nbl cUCTEMbI JMLeH3WA akTuBHa fo: 2027-08-09 | O [okyMeHTauus | @ admin v

Y3nbl cuCTEMbI YnpaeneHue keHdurypaumei API kntoun YyeTHble 3anucK ans cGopa JAaHHbIX MnaHupoBLMK 3aga4 CKpUNTBI Ynpaenexne MynbTUaPeHAHOCTBLIO
Q
o) KapTa knactepa >

Y3nbl cucTeMbl
c
2]
Ip

% v 172.30.254.97 + 2 0

master data X monitoring X worker X

W v 172.30.254.92 + ¢ W

balancer X correlator X eventsrouter X flow-balancer X

o)

Cepeuchbl

5 172.30.254.97
> 172.30.254.92

Puc. 176 — Pa3spen "Knacrep". CIMCOK y3/10B 171aT(OPMBI

[TpoBepbTe WHAWKALMIO, COCTOSIHME U JKypPHalbl pabOThI CepBHMCOB Ha BCexX y3/ax. I[IpoBepka
BBITIOJTHSIETCS 10 aHAJIOTHH C «[IpoBepka pabOThI CepBUCOB MIaTHOPMBI».

st moATBepK/eHNsT JOCTOBepHOCTH MH(OpPMaIyy, IosydyeHHOW uepe3 BeO-uHTepdeiic Ilnardopmsl
Papap, MOXHO TTOJK/TFOUMTHCS K BHIODAHHOMY /17151 TPOBEPKU Y371y U BBINIOJTHATH KOMaHZAY:

# service pangeoradar-<HaummeHoBaHue cepsBuca, Hanpumep kafka> status
B pe3ysibTaTe BBLITIOJHEHWsS] KOMaH/bl B OKHE TePMHMHAa/Ia [JO/DKHA OTOOpPa3sUThCs Ta ke WHMOpMalUs O
CepBHCe, UTO U B OKHe BeO-uHTepdetica py MPOCMOTPe COCTOSHUS cepBHca (KHOTKa (D).

s ipoBepku [P-agpeca y3/1a BbINOJIHUTE KOMaHAY:

# ip a



[TonyueHHBI B pe3ysbTaTe BbINOJHeHUs KoMaHAbl IP-agpec momkeH coBnazate ¢ [P-agpecom ysna B
BeO-uHTepderice.

16.12.3 [o6GaBsieHne HOBOIO y3/1a K/flacTepa

[Tpu HeOOXOAMMOCTH pacCIIMPeHus IPOU3BOUTETBHBIX BO3MoKHOCTel IlnaTrdopmsl Pagap cyiiectByer
BO3MOYKHOCTh /100aBUTh [IOTIO/IHUTE/TBHBIN 3K3eMILISP y3/1a C TOW UK UHOM POJIBIO.

1. Y6enurecs, uto coO/OAEHBI CIeJYIOLIMe YCIOBUS AJIs [00OaB/IeHHsI HOBOTO y371a:
e y3eJl pa3BepHYT U FOTOB NPUHMMATh BHEIIIHWE COe/JHEeHUS;
e Ha y3ne ycraHoBiaeHa OC - Debian 12 / Astra Linux 1.8 B 64-pa3psifiHCTH;

e Ha y3se noauaT SSH-cepep (cM. pa3zgen «Hactpoiika SSH-cepBepa Ha Debian 12»);

e y3eJI pa3pelideT CoeJMHEHUA oA IMPUBUIETMPOBAHHBIM I10/1Ib30BATE/IEM root.

2. Boiigute B BebO-uHTepdeiic Ha y3ne ¢ poabto MASTER U  mepeiijute B
paszen AaMuHUCTpUpoBaHue — Kiacrep — Bkiagka Y3isl (cMm. «Puc. 176»).

3. Haxmure kHOTIKY [{06aBUTB y3es (cM. «Puc. 177»).

[Oo6aBuTb y3en X

HaseaHue

172.30.254.138

NorwH

admin

Mapons

senss

MopT

22 -+

Ip

172.30.254.138

Puc. 177 — Okno "Io6aButsb y3en"

4. YKaxkuTe B OKHE C/IeJYIOIIYI0 MH(POPMALHIO:
o B 1osie Ha3BaHMe yKakuTe HaMMeHOBaHUe y3/1a;

e B moasax JloruH u l'[apom: YKaXUTE OdHHBbIE OJjIA TMOAK/IHOYEHHSA MPHUBUJIETMPOBAHHOI'O
TOJIb30BaTe/Isd root K Y3y,

e B noJisax IP v ITopT ykaxkute IP-azpec v mopT NOAK/IFOUEHUS K y31Y.



5. Haxmute KHOTKY /I00aBUTBH y3el.

16.12.4 YctpaHeHue npobnem B paboTe cepBUCOB

[TepeycTaHOBKAa M Tiepe3amnyCK CepBHCa MOKeT TOTpebOBaThCs B CJ/iyuyae, €C/Id CEPBUC He OTBeuaer
(uHAMKaTop @ ).

[17151 mepeyCTaHOBKY CepBUCa HAXKMHUTE KHOTIKY 2],

“al
15151t mepe3artycka cepBrca Ha&KMHUTE KHOTIKY R .

[Tpy BO3HMKHOBEHWM HeNpeABHAEHHBLIX OIIMOOK obpaTtuTech K paszzeny «Pexumbl paboTel I11aThopMer
Papgap».
16.12.5 W3meHeHne KoHpurypauyum cepsucos Mnatopmbl Pagap

[y BBITIOJTHEHUsI TOHKOW HACTPOMKHU CePBUCOB, /ISl HYXKJ W OCOOEHHOCTel Ballleil OpraHW3alluy,
B Ilnardopme Pajap rpesycMoTpeHa BO3MOYKHOCTh M3MeHeHHsT KOH(DUTypalLiy CEPBUCOB TUIaT(OPMBI.

IIpumeuaHue: KoHguypayus cepeucos no yMoauaHulo nooxooum 04 b6onbWUHCMBA CcyeHapues
ucnonb3oeaHus. He pekomeHOyemcsi mMeHsmb KoHgueypayuio 6e3 nuwuHell Heobxooumocmu, ecau 3mo
SIBHO He YKA3aHO 8 0mOoe/abHbIX UHCMPYKYUSIX.

W3meHeHue KOHCl)I/IpraL[I/II/I MO>KHO BBITIOJIHUTH C/1eyHOIUMHU criocobamu:

e IlenTpanu3oBaHHo — uepe3 Beb-uHTepdeiic nmaardopmel. [TogpobHee cM. pasfien «YTpaB/ieHUe
KOHMbUTrypaLien»;

e BpyuHylo — Herocpe/CTBeHHOe HW3MeHeHWe KOHGUrypalioHHoro aiyia cepBuca. JlaHHBIN
crioco6 OyeT pa3obpaH B IaHHOM pa3zene.

KondwurypairoHHsle (aiiibl cepBUCOB PacrosiaratoTcs Mo CaeyroIeMy My Tu:

opt/pangeoradar/configs/<HammeHoBaHue cepBuca>/config.json
Harnpumep, opt/pangeoradar/configs/logproxy/config.json.

HanmeHOBaHMsI CEpPBUCOB U  COOTBETCTBYHOIIMX  CAy)KO MOXXKHO TOCMOTpeTb B  pasfesie
ApvuHucrpupoBanue — Kiacrep — Bkajka Y3isbl (cM. pa3gen « CepBUCKHI» ).

s pyuHOro u3mMeHeHHs! KOH(UTypaLMOHHBIX (Daii/ioB BHITIOJHUTE C/IeAYIOLIMe 1eHCTBUS:
1. OTkpoiiTe Ha pelakTUPOBaHHe HEOOXOAMMBIN KOH(MUTypaLMOHHBIN (haiii M BHeCUTe U3MeHeHHs!.

2. Tlepeipute B paszen AAMUHHMCTpUpOBaHMe — Kiacrep — BK/ajKa Y3/bl U HauJuTe CEpPBUC,
rapamMeTpbl KOTOPOro ObLTH M3MeHEeHbI.

bl
3. IlepesarnycTuTe CepBUC, HA)KAB KHOIKY R .

4. YpocToBepbTech, UTO TIOC/Ie Tiepe3arycka CepBUC paboTaeT B IITaTHOM peXxumMe (MHIUKaTop @ ).
16.13 Pexumbl pa6oTtbl MNnardgopmbl Pagap

16.13.1 OOwWMe gaHHble

[Tnatdopma Pagap MokeT paboTaTts B C/IeAYIOMIUX PeXKUMaX:



e IllTaTHBIH pe)xuM — paboTarOT BCe CEPBUCHI, COOBITHSI COOMPAIOTCST CO BCEX TMOAK/IIOUYEHHBIX
WCTOUHHKOB. VICNOb3yeTcs o yMOTYaHuIo.

o CepBHUCHBIH pEXHM — I103BOJISIET IepeBeCTH y3el C COOTBETCTBYHOILeM CepBEpPHOM PpOJIbIO B
pexxuM o6cyKrBaHUs. Vcronb3yeTcs B CIe[yIOLUX CIydasix:

e HepabOTOCITOCOOHOCTU OT/IeNTbHBIX CEPBHCOB;
e TpeOyeTcs BBITOHUTL PAbOTHI TI0 0OHOBIEHHIO M 00C/TY>KHBAaHHIO CEPBHCOB;
e 0OHOB/IEHHE OTEPAIJMOHHOW CHCTEMBI U €€ KOMITIOHEHTOB;
e ogpyrue pabotel, TpeOyroie miepe3arpy3ku OC uiM  BBIK/IIFOYEHUs] cepBepa C
TIOC/IeAYIOIUM JJTUTe/TbHBIM TIEPHO/IOM He/JOCTYITHOCTH.
16.13.2 Pexum o6ecnyxmBaHus ysna ¢ ponbio MASTER

Inst mepeBoga y3na MASTER B pexxuMm 00c/y)KUBaHUSI TpeOyeTCsi TIPUOCTAaHOBUTE COOP COOBITHI CO
BCeX UCTOYHUKOB.

Ons storo B wuHTepdetice mnatdopmbl Tepeiiure B pa3ien AAMUHHCTpUpoBaHue — Kiacrep —
BK/Ia/IKa Y 3JIbl.

OTtkpoiite ¢dopMy mMpocMOTpa y3/71a, Ha KOTOPOM YCTaHOBJeH areHT cOopa (Harpumep,
MASTER, AGENT wii AGENT WIN) u niepetiaute K 670Ky YnpassieHre areHToM (cM. Puc. 178»).

B nosie COOpPIMKH U OTIIPAaBUTE/IH HOKMUTE KHOTIKY OCTaHOBUTb.

ITocne mpoBeeHMst 00CTYy)KUBaHHUSI HEOOXOMMO 3aITyCTUTh OCTAHOBJIEHHBIM paHee COOP COOBITHI U TPU
HE0OXO/IMMOCTH Tepe3arnyCTUThb areHT.



z%‘i‘ﬁ'ﬁ“ 172.30.249.21 | Y3nbl cHCTEMbI

termit-web ® pangeoradar-termit-web.service B OB
ti @ pangeoradar-ti-updater.service B O &

toller e pangeoradar-toller.service B OB

BblsEpIﬂTE CKpUNT and yaaneHHoro UCNoJIHEHUsA

BBINONHUTE Ha YAaneHHOM XocTe

it

ynpaBneHue areHTom MepesanycTuTs

Cratve
Cratye AKTVBEH

3allMIeHHoe NOAKMKYeHe fa

YUeTHaA sannce ANA NOAKMKYSHIA
LogCollector_172.30.249.21-14
rnoGansHbie
HaseaHue cekpeTa
test] of

NokanbHble

HassaHue cekpeTa

Puc. 178 — ®opma npocmoTtpa y3iaa. biok "YnpasieHnue arenrom"

16.13.3 Pexum o6cnyxmBaHus ysna ¢ posbio BALANCER

Ina mnepeBoja y3na ¢ ponbio BALANCER B pexxuM 00CTy)XKMBaHUSI HEOOXOAUMO OCTaHOBWTH
cepBuc pangeoradar-logproxy.service:

# sudo service pangeoradar-logproxy.service stop

B cnyuasx, Korja maHMpyeMoe BpeMsi OOC/TY)KMBaHUSI TpeBbllllaeT 1 yac, TO TakKe peKOMEH[yeTCs
niepeBectd B pexxuM obcnyxxuBanust LOG-COLLECTOR.

[Tocne 3aBepieHust paboT 1Mo 0OC/TYKMBAHUIO 3aITycTUTe cepBrc pangeoradar-logproxy.service:

# sudo service pangeoradar-logproxy.service start

16.13.4 Pexum o6cnyxmsaHusa ysna ¢ ponsio WORKER

Ons mepeBoga y31a ¢ possio WORKER B pexxum  00C/y>KMBaHUS HEOOXOAMMO OCTaHOBWTH
cepBucC pangeoradar-termit.service:

# sudo service pangeoradar-termit.service stop

B cnyuasx, Korza mjaHupyemMoe BpeMsi OOCTy)XKMBaHUsS TIpeBbIMIaeT 1 yac, TO TakKkKe PEKOMEH[YeTcs
TIepPeBECTU B PeXKUM 00CTykuBaHus y3es ¢ poinbio BALANCER.

[Mocsie 3aBepiiieHuUst paboT MO 0OCTY>KUBAHHIO 3aMTyCTHTE CepBUC pangeoradar-termit.service:

# sudo service pangeoradar-termit.service start



16.13.5 Pexum o6cnyxmBaHus ysna c ponbio DATA

Ina mepeBosa y3na c¢ posibio DATA B pexuM 00CTy)XMBaHHSI HEOOXOJUMO OCTaHOBWUTH CEPBUC
opensearch.service:

# sudo service pangeoradar-termit.service stop
N ocranoBuTs y3ein ¢ posibio MASTER.

[Tocne 3aBepiieHust paboT 10 06CTyKMBaHHMIO TPeOyeTCs 3aryCcTUThL cepBuc opensearch.service:

# sudo service opensearch.service start

16.13.6 Pexum o6cnyxmBaHus ysna ¢ ponbio CORRELATOR

Ona mepeBoga y3na c¢ posbio CORRELATOR B pexuM 00cmy>KrBaHHsS HEOOXOJUMO OCTaHOBUTh
cepBuc pangeoradar-logmule2.service:

# sudo service pangeoradar-logmule2.service stop

B cnyuasx, Korjja Ha KjacTepe BCEro OJWH Yy3e/ KOPpesUuM COOBITHM W TUIaHUpyeMOe BpeMs
00C/Ty>KUBaHUs TPEBBIIIAeT Meprof B 1 uac peKOMeHAYeTCs TakKe TePeBeCTH B PEXKUM 00C/Ty)KUBaHMUS
y3e7 C POJblo.

ITocne 3aBepiieHusi pabor 10 OOC/Iy)KMBaHWIO TpeOyeTcss 3amyCTUThb cepBuC pangeoradar-
logmule2.service:

# sudo service pangeoradar-logmule2.service start

16.13.7 Pexum o6cnyxmsaHns kKomnoHeHta LOG-COLLECTOR

HOns nepeBosa komrioHeHTa LOG-COLLECTOR B pexxuM 00c/Ty>KUBaHUsSI HEOOXOAWMO OCTAaHOBUTH
cepBuc pangeoradar-logcollector.service.

# sudo service pangeoradar-logcollector.service stop

[Tocne 3aBepiieHusi pabor 10 OOC/AY)KMBaHWIO TpeOyeTcss 3amyCTWTh CcepBHC pangeoradar-
logcollector.service:

# sudo service pangeoradar-logcollector.service start

16.14 YcTtaHOBKa KOHTEHTa, NoCcTaB/IseMoro ¢ nnarcgopmon

B KoMIIeKT TocTaBKM TUIaTGOPMBI BKJIFOUEH KOHTEHT, KOTOPBIM TpefHa3HaueH [jisi fobaBieHus B
n1at¢opMy JIaHHBIX 110 YMOJTYaHUIO.

B pamMkax noctaBkM [JaHHbIM KOHTEHT Ha3biBaeTcs expert-pack (zasnee sKCrepr nak).
B o61jem cityuae 3KCrepT mak MOKET COZleprKaTh CJIeIYIOIUI KOHTeHT:

o [lIpaBuna koppensauuy;

e @uUAbTPHI IOTOKA COOBITUN;

o TabmuuHble CrIUCKY;

e Makpocsi;

e Turbl MHILIUJEHTOB;



e NcTouHUKY;
o IIpaBusa pa3bopa;
o [IlpaBusa oboraijeHusl.
JKCrepT IakK MoCTaB/IsSIeTCs B Pel03UTOPHH, KOTOPBIM yCcTaHaB/IWBaeTcs Ha y3en ¢ posibio MASTER.

,Z[J'IH BBITIO/IHEHHWSA YCTAHOBKH BBITIO/THUTE KOMdHAY:

# sudo apt install pangeoradar-expert-packs

[Tpu BbINIOTHEHUW OOHOB/IEHUs T71aT(OPMBI, SKCIEepT TakK OyJeT aBTOMaTHuUecKu OOHOB/IEH [0
aKTya/IbHOU BepCuH.

16.15 Bo3MO)XHble Npo6sieMbl NPU 3KCnayaTauum
nnaTpopmbl

16.15.1 Mpo6nema goctyna K 6ase faHHbIX
OnucaHue Npod/ieMbI:

[Tpu BbIO/HeHUH KecTKOro copoca (hard reset) Mo)keT MPOM3OWTH TIOTepsi CoefWHeHHs1 C 0Oa30i
JAHHBIX, UTO TIpUBe/IeT K HepaboToCIoCOOHOCTH MPOAYKTA.

Yc1oBusi BOSHUKHOBEHUSA:
e BrmonHeHue kecTKoro cbpoca yCTponCTBa/CUCTEMBI.
e ABapuiiHOe OTK/IFOUeHHe MTUTaHUS.
IMocnepcrBusn:
e TIpoayKT cTaHOBUTCS HEPAOOTOCTIOCOOHBIM.
e JlaHHBIE MOTYT ObITb HEIOCTYTTHBI MJTU TTOBPEXK/IE€HBI.
e TpebyeTcs pyuHoe BOCCTaHOB/IeHUE Oa3bl JaHHBIX.
PexkoMeH/janiuM 1o UCnpaB/IeHUIO:
e BoccraHoBuTe 6a3y aHHBIX U3 Pe3ePBHON KOITHH.

e OObparuTtech B C/Ty>KOy TeXHUUECKOU MO/IIEPXKKH.

PexkomMeHaniu 1o npejoTBPALLeHHIO:
o BrmonHaiiTe BBIK/IFOYEHNe/TIepe3arpysKy 1TaTHeIMUA cpefcrtBamu OC.

e Ucrone3yiite 6ecriepeboiiHbIe ICTOYHUKY TTUTAHUSI.

16.15.2 lNpob6nema c6opa faHHbIX C aKTUBOB
OnucaHue npod/ieMbI:

[Tpu nombiTKe cbopa AaHHBIX ¢ y3710B HA OC Windows, BO3HHKAIOT OLIMOKH C/ie[yIOIero Buzja:


mailto:support@pangeoradar.ru

"Feb 18 14:42:02 newplatform pangeoradar-sonar[920]:
{"file":"/build/cmd/sonar/main.go:1229","func": "main.processDaemon. funcl", "level":
"error","msg":"Handler /scan/software completed with error: get OS:
[172.30.250.102] Failed to run cmd: exit status 127","time":"2025-02-
18T14:42:02+03:00"}"

Mar 05 11:46:18 v-ga-cll-master.pgr.local pangeoradar-sonar[1364213]:
{"file":"/build/cmd/sonar/main.go:1229","func":"main.processDaemon. funcl","level":
"error"™,"msg":"Handler /scan/hardware completed with error: get hardware info:
[172.30.254.101] failed to get processor info: [172.30.254.101] Failed to run cmd:
exit status 1","time":"2025-03-05T11:46:18+03:00"}

Mar 05 11:46:55 v-ga-cll-master.pgr.local pangeoradar-sonar[1364213]:
{"file":"/build/cmd/sonar/main.go:1229","func":"main.processDaemon. funcl","level":
"error", "msg":"Handler /scan/software completed with error: get 0S:
[172.30.254.101] Failed to run cmd: exit status 1", "time":"2025-03-

05T11:46:55+03:00"}

Yc/i0Busi BOSHUKHOBEHMSI:
e Bepcus nnardopmer 4.0.0 u BbILLe.
e Ha mammmHax, ¢ KOTOPBIX BBITIOJIHSAETCS COOP ZaHHBIX, ycTaHoBieHa OC Windows.
e HA3bk OC - pycckuii.
ITocneacrBun:
[laHHBIe ¢ MallIMH He COOUPArOTCST UK COOMPAIOTCs CBeZieHUst TOBKO 06 ammapatHoM T10.
PexkomeH/jaljuy 10 MCIIPaB/IeHHIO:
1. ¥YcraHoBute npoTokon SMB Ha Windows-cepBep.
Co3paiite ronb3oBaressi.
[ob6aBbTe mosib30Batens B rpymnny Administrators/AAMUHHCTPATOPHI.

HobasbTe mosib30Baresns B rpymnny Remote Desktop Users.

Otkpotite SMB nopts! (winexe): TCP 445, TCP 139.

2
3
4
5. [lo6aBbTe nosib3oBaressi B Remote Management Users.
6
7. Ortkpoiute RPC noptel (wmic): TCP 135.

8

OTkmrounTe (GUIBTPALIMIO TOKEHOB Ji/1s1 JIOKA/IbHbIX YUETHBIX 3aluceid:

# reg add "HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System"
/v "LocalAccountTokenFilterPolicy" /t REG DWORD /d 1 /f

16.16 Hactpouka SSH-cepBepa Ha Debian 12

1. OrtkpoiiTe TepMHHAaI.

2. HPI/I HeO6XO,E[I/IMOCTI/I 0OHOBHTE CITMCKH TAKeTOB U YCTaHOBJ/IEHHBIE ITaKeThbI C TIOMOILIBI0 KOMdH/:

# sudo apt update



# sudo apt upgrade

YcranoBute miaker OpenSSH cepBepa, ec/ii OH ellé He yCTaHOBJIeH. [ 3TOr0 HYy»XHO
BBITIOJITHUTh KOMaHZY:

# sudo apt-get install openssh-server

OpenSSH cepBep Mo yMO/IUaHWIO MCIIO/b3yeT MOPT 22 A/ yaneHHbIX NoAKIoueHud. Eciu Bl

ucrnons3yete cyx0y UFW, Hy)XKHO pa3peluTh yJaneHHOe TOJK/IIoueHre K rmopTy 22. [Iyis 3Toro
BBITIOJTHUTE KOMaHJY:

# sudo ufw allow ssh
YnoctoBepbTech, UTo B KOHurypauuu OpenSSH cepBepa pa3speliieH root-orud. [ljis 3Toro

OTKpOWTe KOHQUrypalMoHHbIA (¢aiin /etc/ssh/sshd config U TIpoBepbTe HACTPOMKHU
C/lelyOLIMX apaMeTpOB:

PasswordAuthentication yes

PermitRootLogin yes

[TpoBepbTe paboty SSH-cepBepa ¢ MOMOIBIO KOMaH/bI:

# sudo systemctl status ssh
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