ITnardopma Panap

Onucanue nyonaugHoro API

Bepcus 3.6.0

OOO Ilanreo Pagap



OrnaBsneHue

OrnaBneHue
1. APl ons BHeWHUX cepBUCOB
1.1. OcobeHoctu paboTsl ¢ APl yepes npoBaiaepa MynstuapeHaHoctn Karaken
1.1.1. MNMony4eHne cnmcka NOAKNHHYEHHbIX NHCTAHCOB
1.1.2. BeinonHeHne 3anpocoB K NOAYMHEHHBIM MHCTaHCaM
1.2. icnonb3oBaHne cTaHOapTHbIX (OUNETPOB
1.3. Onucanne metonos API
1.3.1. MHUMOEeHTbI
1.3.1.1. Nony4yeHne cnucka TMNOB NHUMAEHTOB
1.3.1.2. Nony4eHune cnucka NHLMOEHTOB
1.3.1.3. OB6HOBNEHUE CcTaTyCca MHUMAOEHTOB
1.3.1.4. OBHOBNEHNE YPOBHSA PUCKOB MHLIMAEHTOB
1.3.1.5. Co3gaHue nHumaeHTa
1.3.2. AKTuBbI
1.3.2.1. lNony4yeHne cnucka akTMBOB
1.3.2.2. [Nony4yeHne nepeyHs rpynn akTMeoB
1.3.3. Nonb3oBaTtenu
1.3.3.1. MNony4yeHne cnucka nons3oBaTtenem
1.3.4. XpaHunuiia
1.3.4.1. Nony4eHne cnmcka XpaHumnuLL
1.3.4.2. MNony4eHne nHpopMaLmmn 0 XpaHunumLe
1.3.4.3. O6HOBMNEHNE NHPOPMALIMM O XPaHUNULLE
1.3.4.4. NonyyeHune gaHHbIX U3 XpaHunuwa B popmate JSON
1.3.4.5. MNony4eHne Bcex Kroven n3 xpaHunuia
1.3.4.6. YcTaHOBMEHWE 3HAYEHNS MO KoYy
1.3.4.7. YnaneHuve knto4a
1.3.4.8. YoaneHue xpaHunuiia
1.3.4.9. OumncTtka xpaHmnuiia
1.3.4.10. Co3gaHue xpaHunuiia
1.3.5. CepBuchl
1.3.5.1. lNpoBepka coCcTosAHMSA CEPBUCOB

1. APl gnsa BHeWwHNX cepBncoB

API| anga BHeLHUX NnoTpebuTtenen ncnonb3yeTca Ang MHTerpaumm BHELWWHNX noTpebutenen ¢
Mnatdopmon Pagap Ha nporpammMHOM ypOBHE.

[nsa aBTopr3auumn B METOAAX UCMOb3yeTcs KoY AP, KOTOPLIA MOXHO NOMYYUTb B HACTPOMKaX
knactepa lNnatdopmbl Paaap.

[ns BbI30oBa MeTOLOB BaM noHanobutcs sHadeHve global_api_key.

1.1. Oco6eHocTun pabothkl ¢ APl yepes npoBangepa
MynbTuapeHgHocTn Karaken

Mnatdopma Pagap, HaumHas ¢ Bepcun 3.2.0, No3BonsieT BbIOMpaTb MHCTAHC, K KOTOPOMY AOSKEH
obpawartbesa metog API.


af://n0
af://n3
http://docs.pangeoradar.ru/admin/ui_cluster
af://n6

MASTER_KARAKEN_HOST - aT0 0OCHOBHas Tovka Bxoaa Aanst ob6paboTku 3anpocos., aAnsa obpaileHunin API
ucnonb3ytotesa noptel 9000 1 9009.

B cnyyae ncnone3oBarusa nopta 9000 obpalleHne MaeT K OCHOBHOMY UHCTaHCY.

B cnyyae ncnonb3oBarusa nopta 9009 obpalleHne MAET K ykazaHHOMY MHCTaHCy. B aTom cnyyae B
3arorfioBke nepegaertcs napameTp PgrSelectedInstance B 3HaY€HWUU KOTOPOTO yKa3blBAETCs

MOEHTUMUKATOP UHCTaHCa.

1.1.1. Nony4yeHune cnnucka NOAKMOYEHHbIX UHCTAHCOB

Tun metopa: GET

MeTopg,
https://<MASTER_KARAKEN_HOST>:9000/karaken/instance/list

3aronoBku (headers):
PgrApikKey: api_key_string

Content-Type: application/json
BxoaHble napameTpbl: OTCYTCTBYIOT

BbixogHble napameTpbl:

MapameTp OnucaHue

id MoeHTudukaTop MHCTaHca

name HaumeHoBaHuWe MHcTaHca

url URL mHCcTaHCca ¢ HOMEepPOM UCMOoMb3yeMoro nopra
sort_order Mopsaok COPTUPOBKM

Mpumep BbI3OBa:

curl --location 'https://127.0.0.1:9000/karaken/instance/Tist' \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json' \

Mpumep oTBeTa:

[

{
"id": "38c62166-0a5e-f51la-d583-6de7c200ef8a",
"name": "172.30.254.70",
"url": "https://127.0.0.1:9000",
"sort_order": 0

be

{
"id": "38c62166-0a5e-f51a-d583-6de7c200ef9a",
"name": "172.30.254.70 (2)",
"url": "https://127.0.0.1:9000",
"sort_order": 0

}
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1.1.2. BbinonHeHue 3anpocoB K NOAYUHEHHbIM MHCTaHCaM

[nsa BbINONHEHUst 3anpoca K NOAYMHEHHOMY UHCTaHCY HeobxoamnmMo B 3aronoske, nomumMo APIKey,
nepegarb naeHTUdukaTop Tpebyemoro nHcTaHca. B atom cnyyae metoa Oyaet o6paboTaH ykasaHHbIM

WHCTaHCOM.

Hanpmmep, €CInn caenaTtb 3anpoc K noJj1y4eHnto crnmcka MHUMOEeHTOB C YKa3aHuem I/I,D,eHTI/Id)MKaTOpa

MHCTaHca 13 cricrka MHCTaHCOB B 3arosfioBke PgrSelectedInstance: <string>:

GET https://<MASTER_KARAKEN_HOST>:9009/cruddy/public/api/vl/incidents?
page=1&per_page=1&order=1id%20DESC

Headers:

PgrApiKey: api_key_string

PgrselectedInstance: 38c62166-0a5e-f5la-d583-6de7c200ef9a
Content-Type: application/json

To OyZeT norny4eH OTBET:

[
{
"objects": [
{
"id": "c017287c-7e30-42c2-bcfd-d62e5e9d71b5",
"description": "..."
b
{
"id": "c017287c-7e30-42c2-bcfd-d62e5e9d71b6",
"description": "..."
}
1
"total": 2
}
1

Kak BuOHO 13 otBeTa, KoMrnoHeHT Karaken Bosspaliaer maccms 0GbLEKTOB, coaepaluux B cebe
[leTanu sanpoca B NoA4YMHEHHbIN MHCTaHC. YKasaHne KOHKPETHOro MHCTaHca NpUBOAUT K OrpaHUYEHIo
Konuyectea

31eMeHTOB MaccuBa K O4HOMY KOHKPETHO YKa3daHHOMY UHCTaHCy.

Ecnu e He ykasaTb 3aronioBok PgrSelectedInstance, TO OTBET OyaeT cogepxaTb B cebe Bce

NOAMHOXeCTBO NMOAKITHOYEHHbIX NHCTaHCOB.

B TakoM pexumMe He peKoMeHAYyeTCs UCMONb30BaTh (UMLTPALIMIO UMM NarMHauumio, T.K. AaHHble cpeau
BCEX MHCTaHCOB MOryT He coBragathb. [py 3TOM, NPy yKasaHUm KOHKPETHOTO MHCTaHca C MOMOLLbIO
3arosrioska

PgrselectedInstance BO3MOXHO OCYLUECTBNATL BCce APl onepaumm Yepes macTep cepsep Co BCeMu
NOAYMHEHHBLIMU UHCTaHCaMW. PasHuua Byaet nuilb B TOM, 4To doopMart oTeeTa ByaeTt otnmyarses ot
npsAMOoro

B3aMMOAENCTBMS, a caMo Terno oTBeTa OyAeT HaxoauTbCs B kitode data BHYTpW dremMeHTa MaccvBa

3anpalimBaemMmoro MnHCctaHca.
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1.2. Acnonb3oBaHue CTaHAAPTHbIX hUNLTPOB

MHorne onncaHHble HUXKE METoabI nogaepXXnBarT CTaHOAPTHbIE Cbl/IJ'IprbI - BOBMOXXHOCTb

OTMNETPOBATL BO3BpaLL@aeMble JaHHbIE MO BbIXOAHOMY NapameTpy Mo yCroBusiM:

o like. Mo3Bonser oTgunLTpoBaTh MO BXOXAEHMIO B NapameTpe. Mpumep:
?id=11ke, 31549173
ByayT HaigeHbl Bce naeHTUdUKaTophbl, coaepkalume 31549173

e gt. No3Bonser oTMnILTPOBaTh MO 3HAYEHUIO NapamMeTpa, bonblue yka3aHHOro 3HaYeHus.
Mpumep:

?created_at=gt,2020-01-01
BynyT otobpaHbl 3anucu, co3gaHHble nocne 2020-01-01

e |t. [Mo3BonseT OTOUNLTPOBATL MO 3HAYEHMIO NapamMeTpa, MeHbLUE yKasaHHOro 3HavyeHust. Mpumep:
?created_at=1t,2020-01-01
ByayT otobpaHbl 3anmcu, cosgaHHble o 2020-01-01

e in. Mo3BonseT oThunNLETPOBaTh MO BXOXAEHMIO NapameTpa B CIMCOK 3HadYeHui. [MNpumep:
?id=1in,31549173-fad4c-4a5c-a9el-1107dbb8a48d,31549173-fa4c-4a5c-a9e1-1107dbb8a49d
BynyT otobpaHbl MoeHTUMMKATOPbI, BXOASALLME B yKa3aHHbI CMIUCOK.

e notin. Mo3songer OT(*)VIJ'IprOBaTb N0 UCKITIYEHUIO BXOXOEHUA NapamMeTpa B CMNCOK 3Ha4YeHNN.

Mpumep:
?id=notin,31549173-fad4c-4a5c-a%9el-1107dbb8a48d,31549173-fa4c-4a5c-a9el-1107dbb8a49d
BynyT otobpaHbl MOeHTUNKATOPbI, HE BXOASALLME B YKa3aHHbIN CMIMCOK.

e e(q. [Mo3BonseT 3agaTb TOMHOE COOTBETCTBME NapameTpa 3HadveHuto. MNpumep:
7id=eq,31549173-fa4c-4a5c-a9el-1107dbb8a48d
ByneT HavaeH noeHTUUKaTop € yKasaHHbIM 3HaYEHUEM.

e noteq. [No3BonseT 3agaTb NCKMHOYEHNE TOYHOIO COOTBETCTBMSA NapameTpa 3HadeHuto. [Nprmep:
?id=noteq,31549173-fad4c-4a5c-a9e1-1107dbb8a48d
ByoyT HanaeHbl nAeHTUMUKATOPbI KpOMe naeHTUdUKaTopa ¢ ykasaHHbIM 3HaYEHUEM.

e isnull. MNo3BonseT oTdunsTpoBaTh NO NYCTOMY 3Ha4YeHU0 Nnapametpa. Mpumep:
?fileid=isnull
ByayT otobpaHbl 3anmcy ¢ nycTbiMy naeHTudrkaTtopamm annos.

e isnotnull. Mo3sBonseT oTcdhunbTpoBaTh MO HEMYCTOMY 3Ha4YeHUo napametpa. [Npumep:
?fileid=isnotnull

BynyT otobpaHbl 3anucu ¢ HenycTbiMU naeHTudmrkatopamm amnos.

[ns HeKOTOPbLIX METOAO0B HEOBXOAMMO yKa3biBaTh UMS MapamMeTpa C UMEHEM CYLLIHOCTM Yepes TOUKY.
Hanpumep ?finding.created_at=gt,2020-01-01

Takke B query CTpoke 3anpoca MOXHO ykasaTb AOMNOSHUTENbHbIE NapaMeTpbl: page (HOMep CTpaHuL),
per_page (KonnyecTBO CTPOK B CTPaHUWLE) ANs narHauuy, order aAns COpTUPOBKY,

search ana noucka no HeCKOJTbKUM NoJidM CYLLHOCTW.

1.3. OnucaHue metoaoB API
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1.3.1. UHUMAEHTbI

1.3.1.1. NMonyyeHune cnucka TUNOB UHLUAEHTOB

Tun metopa: GET

MeTop,
https://<MASTER_KARAKEN_HOST>:9000/cruddy/public/api/vl/findings

3aronoBku (headers):
PgrApikKey: api_key_string
Content-Type: application/json

BxoaHble napameTpbl:
MopopepxuBatoTcst cTaHgapTHblE PUILTPbI
Mpumep BbiI3oOBa:
curl --location 'https://127.0.0.1:9000/cruddy/public/api/vl/findings"' \

--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json'

BbixoAHble NapaMeTpbl U MpUMep OTBeTA:

{
"objects": [
{
"title": "MS-WIN-M3MeHeHMe NoNUTUKKU ayauTa",
"description": "Ha OAHOM WAN HECKOSbKUX Yy3/1ax O6HApyXeHbl M3MEHEHUS MONUTUKU

ayauTa. 3TO cobbiTMe MoXeT yKa3blBaTb Ha HECAHKLUMOHUPOBAHHYW [AEATeNbHOCTb
3/I0yMblIEHHMKA. TO3TOMY K HeMy c/iefyeT OTHeCTUCb C 6onbluM BHMMAHWEM: NOAO06HbIE
LEeNCTBUSA MOFYT MOHM3UTb YpPOBeHb 6e30MaCHOCTM B KOMMAAHUW. pynnoBas MNOAUTUKA — 3TO
GYHKUMSA CcemMencTBa onepaumoHHbiX cucTem Microsoft windows NT, koTopas obecneuyvBaeT
ynpasneHve paboyen cpefor yyeTHbIX 3anucer nosb3oBaTesle M KOMMbHOTEpOB. [pynnoBas
nonMTuka obecneymBaeT LEHTPaIM30BaHHble YNpaBAeHUEe U HACTPOWKY OmnepaLMOHHbIX
cucTeM, MPUIOKEHUA U MOJIb30BaTeNbCKMUX MapamMeTpoB B cpeae Active Directory. Habop
KOHPUrypaumin rpynnoBON MOAUTUKU Ha3blIBAETCS 0O6bEKTOM FpynnoBon noauTuku (Group
Policy Object, GPO). Bepcusa rpynnoBOoM MOJUTUKWU, Ha3biBaemMas JIOKaJibHOWM FpynmnoBou
nonutukon (LGPO unn LocalGPO), no3BoNseT ynpaBnsTb 0bbekTamu rpynnoBOW MOJIUTUKU
6e3 ucnonbsoBaHua Active Directory Ha aBTOHOMHbIX KOMMblTepax. ",

"risk_impact": ""He3annaHuMpoBaHHOe WM3MeHEHWe npaBwuia MOJNTUKKM ayauTa
HEeaBTOPM30BaHHbLIM MOJIb30BATENEM NpeAcTaBndaeT 6ONbloN PUCK. B Xyawem criyyae WUT-
cuMcTemMa MOXeT OKa3aTbCA YA3BMMOM K Pa3/IMYHbIM aTaKaM 3/10YMblUTEHHUKOB U
BPEeAOHOCHOIro MO. BOCMNO/b30BABWMCL 3TOW YA3BUMOCTbH, 3/I0YMbIWIEHHUKN MOTYT MONYYUTb
MOJIHBIN KOHTPONb Haj UT-CUCTEMOM M BO3MOXHOCTb KPaCTb, W3MEHATb U yAanATb AaHHble
WAW yCTaHABAMBATb MPOrpaMMbli-BbIMOraTenM 6e3 BepoMa BRajenbleB CUCTeMbl. \r\n
\r\nh2. cCcbinkn \r\n \r\nhttps://docs.microsoft.com/en-
us/windows/desktop/srvnodes/group-policy \r\nhttps://www.varonis.com/blog/group-

policy/ ",
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"solution": ybeauTecb, 4YTO AEWCTBMUE 3anjiaHMPOBAN M BbIMOJHU
ABTOPU30BaAHHbLIA NONb30BaTE/lb, WMCMOJb3ys YCTAHOBJIEHHbIE MPOLLECChl U MPOLLEeAYPbl
ynpaeneHus muameHeHusmu. \r\n* PaccMOTPUTE BO3MOXHOCTb OTC/I€@KMBAHUA WU3MEHEHUN U
06HOBNIEHMI paboymMx CUCTeM C MOMOLIbK CUCTeMbl YNpaBieHUs u3aMeHeHusmu (Hanpumep,
CUCTeMbl OTC/NexMBaHMsa) . COMOCTaBNAWTE Takue COobbITUS C yTBepXAeHHbIMU/
ABTOPU30BAHHbIMM M3MeHeHuaMU. \r\n* M3MeHUTe npaBa Ha 3alMieHHbIN AOCTYMN K XypHanam
COb6bITUI COOTBETCTBYMWMM 0bpa3oM. OTO MOXHO CAeNaTb JIOKAJIbHO WKW 4Yepe3 rpynnoByk
nonuTuky.",

"created_at": "2023-04-10T13:08:01.29391z",

"updated_at": "2023-04-10T13:08:01.29391z",

"id": "31549173-fa4c-4a5c-a%el-1107dbb8a48d",

"display_id": 67,

"mitigation": "MpodhunakTuka BpeAOHOCHON AeATENbHOCTU 3PheKTUBHee, yeMm
UcnpaeneHne ee nNOCNeACTBUN. [Jlanee npuvBeAeH CMUCOK OCHOBHbIX PEeKOMeHAAuuh no
noBbllleHN H6e30nacHOCTU Bawux cuctem: \r\n \r\n* ECAM HacTpoWku ayauTa 6biu
MU3MEHEeHbl, BEepHUTE MX B UCXO0AHOe cocTosHue. \r\n* ECiu u3BecTeH uaeHTUdUKaTop
BX0Aa B CUCTEMYy, WCMONb3YyWTe ero AN CONOCTAaBNEHUA C APYrUMU CBA3AHHbIMUA COBBLITUAMM
(Hanpumep, uaeHTuUdMkaTop cobbitus 4624). \r\n* Ybeautecb, 4YTO TO/IbKO AOBEPEHHbIE
COTPYAHUKU MOFYT M3MEHATb HACTPOMKM pabouymx CUCTEM U YTO BCE TakKme U3MeHeHus
ABTOPU3YITCA U PErnucTpupynTCss CUCTEMOW ynpaBieHUss U3MeHeHuaMu. \r\n* Ecau
BHECEHHOEe W3MeHeHWe SABNAeTCA HEeCAHKLMOHMPOBAHHbIM, KJIMEHT [OJIKEH BbISCHUTb MPUYUHY

€ro BHeCeHMs M NOTeHUMalbHYl CTeMneHb ero BJUSHUA Ha cuctemy. ",
"synopsis": "ObHapyxeHbl U3MEHEeHUs NOAUTUKM ayauTa. ",
"local": false,
"type": "policy_violation",
"identifier": {
"maxpatrol": {},
"nessus": {},
"redcheck": {}
I
"comment": "",
"fallback_raw_risklevel": 0,
"new_version": false,

"client_note": ,

"internal_note": ,

"cpes": [],

"category_id": "",

"customer_created": false,

"software_compliance": false,

"itsm_Tlast_synced_at": null,

"updated_by": "",

"created_by_customer": "",

"edited_by": "",

"front_Tink": "http://127.0.0.1/rmc/incidents/types/show/31549173-fa4c-
4a5c-a9%e1-1107dbb8a48d"

}

1,
"total": 1



1.3.1.2. NMonyyeHue cnuckKa MHLUNAEHTOB

Twun metopa: GET

MeTopg,
https://<MASTER_KARAKEN_HOST>:9000/cruddy/public/api/vl/incidents

3aronosku (headers):
PgrApiKey: api_key_string
Content-Type: application/json

BxoaHble napameTpbl;
MoaoaepkmBatoTcs cTaHAAPTHbIE PUNBTPbI

Mpumep BbI3OBa:
curl --location 'https://127.0.0.1:9000/cruddy/public/api/vl/incidents?
page=1&per_page=1&order=id%20DESC"' \

--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json'

BbixoaHble napameTpbl M NpUMep OTBeTa:

{
// MacCuB UHUUAEHTOB
"objects": [
{

// naeHTUOUKaATop MHUMAEHTa

"id": "00000000-0000-0000-0000-00000000004b",

// OTNMUCAHWE YT PO3bl

"description": "Moaynb aHaUTUKU Kubepyrpo3 o6HApyXua NOMNbITKY
YyCTaHOBUTb CBSI3b C

MCNoSIb30BaHNEM NOAO3PUTENBHOIrO cepTudukaTa TLS. 3/10yMbIWIEHHUKU MOTYT
MCNonb30BaTh

cepTuUdUKATbl C UCTEKIWUM CPOKOM AENCTBUA WM HEHALEXHbIE CepTUDUKATHI
LNS CBOWUX Lenen.

MPOTOKON 3awmMTbl TpaHCNOpPTHOro ypoBHs (Transport Layer Security) TLS
obecneumBaeT

wMppoBaHME COEAMHEHUS MEeXAY CEPBEPOM W KJMEeHTaMU. B COOTBETCTBMM CO
cTaHaapToMm PCI,

«ans obecnevyeHus COOTBETCTBUSA TpeboBaHMAM CTaHAapTa 3aWwmTbl AAHHbIX
PCI (PCI DSS) B

OTHOWeEeHMM 6e30MacHOCTM NAaTexXHbIX AaHHbIX creayeT ao 30 woHa 2018 ropa
npekpaTuTb

MCMNoJsib30BaHME NPOTOKONA SSL M paHHeN Bepcuu NpoTokona TLS v BHeApUTb

YCOBEpPWEHCTBOBAHHbIA MPOTOKON WwWnhpoBaHUA TLS Bepcum 1.1 unum Bbiwe
(HacToATeNbHO

pekomeHayeTCss MCnoNnb3oBaTb TLS v1.2)». ",

// TMOCNEACTBUS PEAJIN30BAHHOW YT PO3bl

"risk_impact": "CBSA3b C MCMNO/Sb30BaHMEM BPEeAOHOCHbIX cepTudMkaToB TLS
ABNAeTCA

NoLO3PUTENbHOM U MOXET OKa3aTb HeraTMBHOE BJIUSIHME HA KOPMOPaTUBHYH
ceTb. B cnyvae

ycnexa 3JIoyMblWieHHUKA Hanboniee onacHbIMU ABAAKTCA CAeAyllMe PUCKU:
\r\n \r\n* PackpbiTue
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MHpOpMALMM: YA3BUMOCTb, KOTOpPAs MOXET MPUBECTU K PACKPLITUIO YUYETHbIX
JaHHbIX XepTBbl. B

pe3ynbTaTe KubepnpecTynHUK MOXET MONYy4YUTb AEACTBUTEsIbHbIE Y4YeTHble
IaHHble, a C WX MNOMOLbK

- JOCTYNn K KOH(uAaeHumanbHou uHbopmaumm. \r\n* T[lOBblUeHNE NPUBUNETUNA:
3/10yMbILTEHHUK ,

yCMeWwHo BOCMOJIb30BABWWACSA 3TOW YA3BUMOCTbK, MOXET 3anyCTUTb
NPOU3BOJIbHbLIA KOA OT UMEHMU

aAMUHUCTpATOpa. B 3TOM C/lyyae OH TakKxe nosyvyaeT BO3MOXHOCTb
yCTaHaB/IMBaTb MPOrpammbl,

NpoCMaTpUBaTb, U3MEHATb M YAaNnATb JaHHble, CO3J4aBaTb HOBble Yy4YeTHble
3anMcu C MNOJIHbIMU

npaBaMu nosb3oBaTens. \r\n* YaaneHHOe BbiMOJIHEHME Koja: JTa
YA3BUMOCTb NO3BONSAET

3/10YMbISIEHHUKY NONAYUYUTb AOCTYN K YYXKOMY BblMUCIIUTENIbHOMY YCTPOWUCTBY W
BHOCUTb W3MEHeHus,

HEe3aBUCUMO OT reorpaduyeckoro pPacrnosioXeHus 3Toro yctpoucTBa. \r\n*
PacnpocTpaHeHue

BPEAOHOCHOI0 KOHTEHTA MM chnamMa, a TaKXe MnepeHanpas/ieHVe [JOMEHOB Ha
CTpaHuUpl C

BPEAOHOCHbIM KOHTEHTOM M Bblgaya cebs 3a BlajenbleB Yy4YeTHbIX 3anucen C
uenbo

pacnpocTpaHeHua (GanblMBOro KOHTEHTA WIN BPEAOHOCHBIX CCbIOK. \r\n*
Cbop yueTHbIX AaHHbIX

ANns npoaaxu TpeTbum cTopoHam. \r\n \r\nh2. Ccbinku

\r\n\r\nhttps://www.greenhousedata.com/blog/how-secure-is-https-tls-
ss1-increasinglysused-to-transmit-malware \r\nhttp://www.certificate-
transparency.org/what-is-ct

\r\nhttps://www.csoonTline.com/article/3212965/why-ss1-tls-attacks-
are-on-the-rise.html

\r\nhttps://www.pcisecuritystandards.org/document_library ",

// PEKOMEHOAUMW MO YCTPAHEHWIO YT PO3bl

"

"solution": HemeaneHHO 3abn0KMpyWTe Tpauk, HaMpaBJ/iEHHbIA Ha
ueneBon ysen.

\r\n* MpoBepbTe y3en Ha npeameT B37oMa. \r\n* MpoaHanusupymnTe,
ABNSEeTCA U Takoe

noBeAeHUe MNPU3HAKOM AENCTBUIN 3/0YMbIWIEHHMKOB. \r\n* MpocKaHupyuTe
y3en C NoMOoLblo

AHTUBMPYCHOW MpOrpammbl HA MpeaMeT Ha/IuyMa yrpo3 M yCTpaHuTe UX B
c/lyvyae BbiIBNIEHMSA .

\r\n* YCTaHOBUTE KOPHEBOW LEHTP cepTUbMKaLMM Ha BCe MOAK/YAEMble K
Y31y KJIUEHTbl. [ns

3TOr0 MCNONb3yWTe rpynnoBble NoAUTUKKM Windows: 1) OTKponTe
COOTBETCTBYWWUIA 0O6BbEKT

rpynnoBon nonutuku (GPO) 2) B AepeBe KOHCONW BbibepuTe y3sen
«JlOBEpEeHHble KOPHEBblE LLEeHTPbI

cepTUdMKaUMU» 1 UMA 0BBLEKTA MONUTUKU/KOHDUTYypauma KomnbioTepa/
HACTPOMKK Windows/HacTporku

6e30MacHOCTU/MONUTUKU OTKPLITOrO Kjl4va/fOBEepeHHble KOPHEBbIE LEHTPbI
ceptTudukaumm 3)

BolbepuTe NYHKT «BcCe 3ajaum» B MeHW «[eNCTBME» U HAXMUTE HA KHOMKY
[MmnopT...] ansa

pobaBneHuss KopHeBoro ceptudmkarta.',

// PEKOMEHAALMW MO YMEHBWEHWIO PUCKA



"mitigation": "* OTKAWYUTE Y3€N-UCTOYHUK OT ceTu. \r\n* Ucnonb3ymte
TONbKO

cepTUOUKATLI, MOAMUCAHHbIE AOBEPEHHbIM LEHTPOM cepTudukauum. \r\n*
NMpoBepsanTe b6paHaMay3p U

rpynnoBble NOAUTUKMK. ",

// CTaTyC uHUMAEHTa

"status": "new",

// YpOBeHb 3HAYUMOCTU WMHUMAEHTA

"risklevel": 7,

// WAEHTUGUKATOP aKTUBA CBA3AHHOMO C WHUUAEHTOM

"service_asset_id": "00000000-0000-0000-0000-000000000153",

// baTa co3jaHuA UHUUAEHTa

"created_at": "2021-10-21T07:04:35.7171562",

// BaTa OBHOBNEHUA UHUMAEHTa

"updated_at": "2021-10-21T07:04:36.9696092",

// VAeHTUOUKATOp TUNa WMHUUAEHTA

"finding_id": "5000ed94-823b-4b28-bf05-2aeade5632ac",

// pe3ynbTaTbl aHanM3a WHUMAEHTA

"analysis_output": "",

// KpaTKoe onuMcaHua WHUMAEeHTa

"synopsis": "OBbHapyxeHa MombiTKAa YCTAHOBUTb CBA3b C MUCMNO/Ib30BaHUEM
noAo3puTenbHOro ceptudukata TLS.",

// HauMMmeHOBaHMe WHUMAEHTA

"title": "OBbHapyxeHa MombiTKA YCTAHOBUTb CBA3b C MCMNO/b30BaHUEM
noao3puTenbHoro ceptudukarta TLS",

// YpOBEeHb pUCKa MHUMAEHTaA

"risk": "medium",

// 0aTa NpPUHATUA UHUUAEHTA

"acknowledged_at": null,

// CKOPUHIOBOE YUCNO WHUMAEHTA

"immediate_action_score": 0.71502495,

// Nepuoa peakumm Ha WMHUUAEHT

"throughput_period": "normal",

// DaTa M3MeHeHWs nepuoa peakuuv Ha UHUUAEHT

"throughput_period_change": "2021-10-21T07:04:36.261123z",

// vheHTuhMKaTop npaBuia Koppensuum

"Togmule_identifier": "",

// VAEHTUGMKATOP nocnefHeroe npouclwecTBus

"last_occurrence_id": "00000000-0000-0000-0000-000000000128",

// Ha3HayeHo Ha nonb3oBaTens (MaeHTUOUKATOP)

"user_id": "",

// 0aTa U3MeHeHUA MHUUAEHTa

"updated_by": "93adf94b-0f93-45d1-8b3c-al15a38399d49",

// Ha3HauyeHo Ha rpynny nonb3oBaTenen (MAeHTUDUKATOP)

"group_id": "eedb34c7-9c94-4226-8504-ecclea3ab46d",

// WHUMAEHT npuHAT nonb3oBaTtenem (MAEHTUGMKATOP)

"acknowledged_by": "",

// WHUMAEHT u3MeHeH nonb3oBaTenem (UaeHTUOUKATOP)

"edited_by": "",
// HaMMmMeHOBaHMe aKTMBA CBA3AHHOrO C WHUMAEHTOM
"service_asset_name": "127.0.0.1",

// Hanuune akTMBaA CBS3AHHOIO C WHLUWUAEHTOM
"service_asset_active": true,

// Kon-Bo npouclecTBui
"occurrence_count": 5,



// NOrvH Ha3Ha4YeHHOro nosib3oBaTesns
"user_short_name": "",
// HauMmeHoBaHMe rpymnnbl HAa3HAY€HHbIX MONb30oBaTesnen
"group_name": "users",
// UYenoBeko-ymTaembin UAEHTUOUKATOP TUNA WMHUMAEHTA
"finding_display_id": 53,
// KON-BO MEPEeOTKPbLITUA MHUUAEHTA
"reopened_count": 0,
// Tun coobbiTnA
"event_type": "logmule_result",
// TN MHUMAeHTa
"finding_type": "network_anomaly",
// annu aapecc nocsiefHero npouclecTBUs
"Tast_occurrence_ip": "127.0.0.1",
// HaTa nocnepHen CMeHbl CTAaTyCa WHUMAEHTA
"Tast_status_change": "2021-10-21T07:04:35.9833332",
// 0aTa npoBeieHUs CKaHUpPOBaHUSA
"last_scan": null,
// baTa nocnepHero npoucliecTBUs
"last_occurrence": "2021-10-21T1T07:04:33.255z2",
// YA3BUMOCTb 3KCNAyaTUpPyeTCs YyAaneHHOo?
"remote_exploitable": false,
// CeTeBasa BUAMMOCTb aKTuBa
"service_asset_network_exposure": 3,
// OTobpaxaemoe WUMS WHUUAEHTA
"display_title": "Ob6bHapyxeHa MnombiTKAa YCTAHOBUTb CBA3b C
MCMNOJIb30BAHWEM MNOAO3PUTENbHOr0 cepTudmkatTa TLS",
// Bpems peakuum Ha WHUUAEHT
"customer_retention_time": 0,
// W3BeCTeH C paThl
"visible_since": null,
// W3BeCTeH B KOJ-Be AHeWn
"visible_since_in_days": O,
// Nonb3oBaTesNb MNOC/AEAHUNA U3MEHMBLWUA CTAaTyC MHUUAEHTA
"Tast_customer_status_change": null,
// O0bbeKT aKTMBa CBA3AHHOMO C MHUUAEHTOM
"service_asset": {
"id": "00000000-0000-0000-0000-000000000153",
"type": "Host",
"name": "127.0.0.1",
"description": "",
"coordinates": "--- []1 ",
"active": true,
"scan_id": "",
"value": 3,

"client_note": ,

"internal_note": ,

"location": ,
"network_exposure": 3,

"responsible_person": .
"technical_specialist": "",
"responsible_group_id": "eedb34c7-9c94-4226-8504-ecclea3ab46d",
"edited_by": ""
b

// NMpouncwecTBua CBA3aHHbIE C UHUWUAEHTOM



"occurrences": [

00000000004b",

{

// naeHTUOUKATOP NpPOoUCLIECTBUSA

"id": "c17e0980-89e5-4cce-8e89-9ee678747c7b",

// Tvn cobbiTua

"event_type": "Togmule_result", // manual_source

// ip xocTa Bbi3BaBWEro MpoucClecTBUE

"ip": "127.0.0.1",

// MopT XOCTa Bbi3BABWIEro MNpoucliecTBUe

"port": 0,

// MaKk aapec XoCTa Bbl3BaBlWIEro MNpoucliecTBue

"mac": "",

// Hadyano npouwecTBuUs

"start_occurrence": "2021-09-10T10:33:30z2",

// OKOHYaHMe NpouWeCcTBUS

"end_occurrence": "2021-09-10T10:33:30z2",

// NAEHTUDUKATOP MHUMAEHTA CBSA3AHHOrO C MpOUWECTBUEM
"service_asset_finding_id": "00000000-0000-0000-0000-

// haTa co3jaHus NpouvWeCcTBUS

"created_at": "2021-09-10T10:43:49.1509852",

// BaTa U3MeHeHWs NpouWecTBUSA

"updated_at": "2021-09-10T10:43:49.150985z",

// FQDN XxocCTa Bbi3BaBWEr0O MNpoucClecTBUE

"fqdn": "WINSRVO2.demo.local",

"Togmule_result": {
// wnaeHTudukaTop pesynbTaTta cpaboTku npaeuna
"jd": "48d1cl74-6d3e-4859-85bd-70da6a5e3aff",
// naeHTudukaTop npaswuia Koppensauuun
"rule_id": "fla5609b-bb13-4f8f-948b-92147b617f78",
// baTa co3paHusa cpaboTku
"created_at": "2021-09-15T09:21:59.44004z",
// laTa u3MmeHeHus cpaboTku
"updated_at": "2021-09-15T09:21:59.44004z",
// pe3ynbTaT aHanmM3a cpaboTku npaBuna

"analysis_output": "3adukcupoBaHa HeycnewHas nonbiTKa
ayteHTudukaumm c ysna \"\" (\"\") c IP-aapecom 192.168.200.2 noa Y3 C UCTEKLWUM

cpokom aencteua napons \"akuchelev\".",

// cobbiTve Bbi3BaBllee CpaboTKy npaBuna Koppensauuu
"event": {

// nornarHbl Bbi3BaBWMeE CpaboTKy

"@loglines": {

"10s": [
{
"@__data_class__": [
"TogmuTle.Tlogline",
"LogTline"
1

"@timestamp": "2021-09-

157T12:22:30.798416+00:00",

"action": "authenticate",
"epoch": 1631708550.798416,
"event": {

"auth": {

vlkeylv . {



"length": 0

b
"method": {
"description": "A user or
computer Togged on to this computer from the network - 3",
"id": "3"
b
"protocol": {
"name": "NTLM",
"version": "-"
}
e
"category": "host_authentication",
"description": "An account failed to

log on.",
"Togsource": {

"application": "os",
"host": "127.19.0.2",

"input": "file-input",
"name": "Microsoft windows",
"product": "windows",
"subsystem": "authentication",
"vendor": "microsoft"

L

"severity": 6.0,

"subcategory":

"host_authentication_failed",
"timestamp": "2021-09-

15712:22:30.79841622",
"uuid":
"AAAAAGFBuzOr‘p+C7hegeVZV+G96QLth|| 5
"worker": {
"host": "c96a88b69f66",
"internal": false,
"ip": "127.19.0.2"

}
b
"initiator": {
"host": {
"fqdn": [1,
"hostname": [],
"internal": false,
"ipt: [
"192.168.200.2"
1
b
"socket": {
"port": 3466
e
"user": {
"domain": "-",
"id": "s-1-0-0",
"name": "-"
3



"observer": {

"event": {
"id": "4625",
"type": "security"

e

"host": {
"fqdn": [

"v-demo-dcOl.demo.Tocal"

I
"hostname": [],
"internal": false,

"ip": [

I
"outcome": {
"description": "unknown -
0xc0000071",
"name": "failure",
"original": "0xc0000071"
I
"reportchain": {
"collector": {

"host": {
"fqdn": [1,
"hostname": [

"v-stand-09"

1,
"internal": false,
"ip": []

B

"timestamp": "2021-09-
13701:39:46.393963+03:00"

e
"relay": {
"host": {
"fqdn": [1,
"hostname": [],
"internal": false,
"ip": [
"127.0.0.1"
]
3
3
I
"routing_key":
"#.microsoft.windows.os.authentication.#",
"target": {
"auth": {
"process": {
"name": "NtLmSsp"
3
B
"host": {
"fgdn": [

"v-demo-dcOl.demo.local"



1q
"hostname": [],
"internal": false,

"ip": []
e
"process": {
"path": {
"original": "-"
3
b
"user": {
"domain": "DEMO",
"id": "s-1-0-0",
"name": "akuchelev"
}
}
be
{

"@__data_class__": [
"TogmuTle.Togline",
"LogTline"

¢

"@timestamp": "2021-09-
15712:22:35.798416+00:00",
"action": "authenticate",
"epoch": 1631708555.798416,
"event": {
"auth": {
"key": {
"Tength": 0
b
"method": {
"description": "A user or
computer logged on to this computer from the network - 3",
"id": 3"
i
"protocol": {
"name": "NTLM",

"version":

e
"category": "host_authentication",
"description": "An account failed to
log on.",
"Togsource": {
"application": "os",
"host": "127.19.0.2",
"input": "file-input",
"name": "Microsoft windows",
"product": "windows",
"subsystem": "authentication",
"vendor": "microsoft"
I

"severity": 6.0,



"subcategory":
"host_authentication_failed",
"timestamp": "2021-09-
157T12:22:35.79841622",
"uuid":
"AAAAAGFBUZMFtX1RDhFsHdy1jRn8svp2",
"worker": {
"host": "c96a88b69f66",
"internal": false,
"ip": "127.19.0.2"

}
b
"initiator": {
"host": {
"fgdn": [1],
"hostname": [],
"internal": false,
"ipt: [
"127.0.0.1"
1
I
"socket": {
"port": 3466
L
"user": {
"domain": "-",
"id": "s-1-0-0",
"name": "-"
}
e
"observer": {
"event": {
"id": "4625",
"type": "security"
I
"host": {
"fqdn": [
"v-demo-dc0l.demo.local"
1g
"hostname": [],
"internal": false,
"ip": []
3
I
"outcome": {
"description": "unknown -
0xc0000071",
"name": "failure",

"original": "0xc0000071"
I
"reportchain": {
"collector": {
"host": {
"fgdn": [],
"hostname": [



"v-stand-09"

1,
"internal": false,
ll_ipll: []

i
"timestamp": "2021-09-

13701:39:46.393963+03:00"
e
"relay": {
"host": {
"fgdn": [],
"hostname": [],
"internal": false,
"ip": [
"127.0.0.1"

e
"routing_key":
"#.microsoft.windows.os.authentication.#",
"target": {
"auth": {
"process": {
"name": "NtLmSsp"

e
"host": {
"fgdn": [
"v-demo-dcOl.demo.Tocal"
1
"hostname": [],
"internal": false,
“ip": []
I
"process": {
"path": {
"original": "-"
b
"user": {
"domain": "DEMO",
"id": "s-1-0-0",
"name": "akuchelev"

e

"@over": [
"initiator.host.ip",
"initiator.host.fqdn",
"initiator.host.hostname",
"target.user.name"



"@routing_key":
"#.microsoft.windows.os.authentication.#",

// baTta cobbiTus

"@timestamp": "2021-09-15T12:22:30+00:00",

"@values": {

"10s": 2
e
"@window_Tlist": [
"10s"
i

"end_event_time": 1631708555,

"initiator": {

"host": {
"fqdn": [,
"hostname": [],
Pt [
"192.168.200.2"
1
3
be
"start_event_time": 1631708550,
"target": {
"user": {
"name": "¥k*"
}
}

I
"acknowledged": false,
"risklevel™: 4,
"occurred_at": "2021-09-15T12:22:30z",
"occurrence_id": "c17e0980-89e5-4cce-8e89-9ee678747c7b",
"error": ""
"service_asset_id": "00000000-0000-0000-0000-
000000000153",
"asset_info": {
"ip": "192.168.200.2",
"hostname": "",
"fgdn": "",

n n nn

mac :

},

"incident_identifier":

1
// CCbIIKa Ha WHUMAEHT
"front_Tink": "http://127.0.0.1:8080/rmc/incidents/show/00000000-

0000-0000-0000-00000000004b"

}
Al e
// obwMA CYeTUYUK KONM-BO WMHUUAEHTOB B OTBETe
"total": 4



1.3.1.3. O6bHOBREHMe cTaTyca MHUUAEHTOB

Twun metopa: PUT

MeTop,
https://<MASTER_KARAKEN_HOST>:9000/cruddy/public/api/vl/incidents/update/status

3aronosku (headers):
PgrApikKey: api_key_string
Content-Type: application/json

BxogHble napameTpbl:

MapameTp OnucaHue

id MaeHTudukatop nHumgeHTa

status Cratyc nHumgeHTa
status =

e new: "HoBbIn"

e assigned_customer: "HasHayer"

e working_customer: "B pa6ore"

e feedback_required: "3anpowweHa nHdopmauusa”
e verify_close: "OxupgaeT npoBepkun"

e risk_accepted: "Puck npuHat"

e closed: "3akpbIT"

e invalid: "HepeicTBUTENBHBLIA"

Mpumep BbI3OBa:

curl --Tocation
"https://127.0.0.1:9000/cruddy/public/api/vl/incidents/update/status"' \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \

--header 'Content-Type: application/json'

--data '{
"id": "00000000-0000-0000-0000-00000000004b", //string
"status": "new" //string

} 1
BbixogHble napameTpbl: OTCyTCTBYIOT

1.3.1.4. O6bHOBNEHNE YPOBHSA PUCKOB UHLUAOEHTOB

Twun meTtopa: PUT

MeTopg,
https://<MASTER_KARAKEN_HOST>:9000/cruddy/public/api/vl/incidents/update/critical

3aronoeku (headers):
PgrApikKey: api_key_string
Content-Type: application/json

BxoaHble napameTpbl:


af://n109
af://n145

MapameTp OnucaHue
id MpoeHTudgukaTop nHungeHTa

risklevel YpoBeHb pucka - yncno c 3anator ot 0.0 go 10.0

Mpumep BbI3OBa:

curl --location
'https://127.0.0.1:9000/cruddy/public/api/vl/incidents/update/critical"' \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json'
--data '{

"id": "00000000-0000-0000-0000-00000000004b", //string

"risklevel": 4.1

} 1
BbixoaHble napameTpbl: OTCYTCTBYOT

1.3.1.5. Co3pgaHue nHunpeHTa

Tun metoga: POST

MeTton
https://<MASTER_KARAKEN_HOST>:9009/cruddy/vl/create

3aronoBku (headers):

PgrApikKey: api_key_string

PgrSelectedInstance: string //B KayecTBe npumepa yKa3aHO CO3AaHME WHUMAEHTA Ha
YKa3aHHOM MHCTaHCe

Content-Type: application/json

BxoAHble napameTpbi:

MapameTp OnucaHue

body MapameTpbl cO3a0aBaeMoro MHUMAeHTa

Mpumep BbI3OBa:

curl --location 'https://127.0.0.1:9000/cruddy/v1/create' \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json'
--data '{
"ServiceAssetFindingDBFields": {

"Id": "string",

"Description": "string",

"RiskImpact": "string",

"Solution": "string",

"Mitigation": "string",

"Status": "string",

"Risklevel": float32,

"ServiceAssetId": "string",

"CreatedAt": "Time",


af://n163

"ReopenedAt": "Time",
"UpdatedAt": "Time",
"FindingId": "string",
"AnalysisOutput": "string",

"Synopsis": "string",
"Title": "string",
"Risk": "string",

"AcknowledgedAt": "Time",
"AlertType": "string",
"ClientNote": "string",
"InternalNote": "string",
"External": boolean,
"ImmediateActionScore": float32,
"ThroughputPeriod": "string",
"ThroughputPeriodChange": "Time",
"CustomerCreated": boolean,
"CvisibleSince": "Time",
"CvisibleSinceInbays": 1int,
"CReopenedCount": int,
"CLastCustomerstatusChange": "Time",
"CCustomerRetentionTime": int,
"LogmuleIdentifier": "string",
"CRemoteExploitable": boolean,
"CcoccurrenceCount": int,

"LastOccurrenceId": "string",
"ItsmLastSyncedAt": "Time",
"ItsmSyncStatus": "string",
"Externalid": int,
"ItsmSyncError": "string",
"Userld ": "string",
"UpdatedBy": "string",
"GroupId ": "string",
"AcknowledgedBy": "string",
"CreatedByCustomer": "string",
"EditedBy": "string",
"IncidentGroupId ": "string",

"DisplayId": "string"

}l

BbixoAHble NapamMeTpbl U MpUMeEp OTBeTA:;

{
"id": "2dccfb43-f30a-4389-a6¢cf-94691b7b0a4a"
3
1.3.2. AKTUBBI

1.3.2.1. Nony4yeHune cnucka aKkTMBOB

Tun metopa: GET

MeTop,
https://<MASTER_KARAKEN_HOST>:9000/cruddy/public/api/vl/serviceAssets


af://n179
af://n180

3aronoBku (headers):
PgrApikKey: api_key_string
Content-Type: application/json

BxoAHble napameTpsbl;
MoaoaepkrBatoTcs cTaHAapPTHbIE PUNBTPBI

Mpumep BbiI3oOBa:

curl --location 'https://127.0.0.1:9000/cruddy/public/api/vl/serviceAssets’' \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json'

BbixogHble napameTpbl U NpyuMep oTBeTa:

"objects": [
{
"id": "e2ad28ad-7249-4e71-b724-8617d44a39d9",

"type": "HOSt",
"name": "192.168.15.15",

nn

"description": ,
"coordinates": "--- []1 ",
"active": true,

|lscan__idl': llll’
"value": 3,

"client_note":

"internal_note": ,

nn

"location": s
"network_exposure": 3,

"responsible_person": ,

"technical_specialist": ,

"responsible_group_id": ,

"edited_by": "",

"risk": "none",

"network_interfaces": [
{

"id": "2dccfb43-f30a-4389-a6cf-94691b7b0a4a",
"name": "192.168.15.15",
"ip": "192.168.15.15",
"mac": "",
"fqdn": [],
"os": "",
"service_asset_id": "e2ad28ad-7249-4e71-b724-8617d44a39d9",
"edited_by": ""
3

1

"all_open_count": 1,

"front_Tink": "http://127.0.0.1/rmc/service_assets/show/e2ad28ad-7249-4e71-

b724-8617d44a39d9"

3
1
"total": 1



1.3.2.2. NMonyyeHune nepeyHsa rpynn aKkTMBoB

Twun metopa: GET

MeTopg,
https://<MASTER_KARAKEN_HOST>:9000/cruddy/public/api/vl/serviceAssetGroups

3aronosku (headers):
PgrApikKey: api_key_string
Content-Type: application/json

BxoaHble napameTpbl:
MoaoaepkmBatoTcs cTaHAapPTHbIE PUNBTPBI

Mpumep BbI3OBa:

curl --Tocation
"https://127.0.0.1:9000/cruddy/public/api/vl/serviceAssetsGroups’ \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json'

BbixogHble napamMmeTpbl U NpuMep oTBeTa:.

"objects": [
{

"id": "929941bd-9037-4059-b5be-568d1029e62b",
"name": "ounuan 17",

"network_ranges": [],

"domain": "",

"itsm_synced": false,

"created_at": "2023-04-10T14:39:45.400048z",
"updated_at": "2023-04-10T14:39:45.4000482",

nwn

"regex": ,
"subject_id": "",
"object_id": "",

"is_kii": false,
"is_fincert": false,

"responsible_person": ,

"technical_specialist": ,
"system_id": "",
"responsible_group_id": "",
"edited_by": "",
"service_assets": [

{
"id": "e2ad28ad-7249-4e71-b724-8617d44a39d9",

"type": IIHOStII’
"name": "192.168.15.15",

"description": ,
"coordinates": "--- []1 ",
"active": true,

Ilscan__idll: llll’
"value": 3,

"client_note": ,

"internal_note": ,
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"lTocation": "",
"network_exposure": 3,

"responsible_person": ,

"technical_specialist": ,

"responsible_group_id": ,

"edited_by": "",
"network_interfaces": [
{

"id": "2dccfb43-f30a-4389-a6c¢cf-94691b7b0ad4a",
"name": "192.168.15.15",
"ip": "192.168.15.15",

mac": ,
"fqdn": [1],
"os": "",
"service_asset_id": "e2ad28ad-7249-4e71-b724-8617d44a39d9",
"edited_by": ""
3
1
}
1
}
A e
"total": 1
}

1.3.3. Nonb3oBaTenu
1.3.3.1. Nony4yeHune cnucka nonb3oBaresien

Tun metopga: GET

MeTton
https://<MASTER_KARAKEN_HOST>:9000/cruddy/public/api/vl/users

3aronoBku (headers):
PgrApikKey: api_key_string

Content-Type: application/json
BxoaHble napameTpbl:
MNopoepxumBatoTca cCTaHA4ApPTHbIE PUNBLTPLI
Mpumep BbI3OBa:
curl --location 'https://127.0.0.1:9000/cruddy/public/api/vl/users' \

--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json'

BbixogHble napamMmeTpbl U NpuMep oTBeTa.
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"objects": [

{

"id":"93adf94b-0f93-45d1-8b3c-al5a38399d49",

vlema_i'ln . nn ,

"first_name":"",

n,onn

"last_name":"",

nw,on

"username":"admin"

}
1,
"total":1
}
1.3.4. XpaHunnuwa

1.3.4.1. Nony4eHue cnucka xpaHunuLy

Tun metopa: GET

MeTop,

https://<MASTER_KARAKEN_HOST>:9000/cruddy/v1/kv/Tist

3aronoBku (headers):
PgrApikKey: api_key_string
Content-Type: application/json

BxopgHble napameTpbl:

MapameTp Ob6s3aTenbLHOCTb
page Ja

per_page Oa

order Ja

name Het

is_large Het

Mpumep BbI3oOBa:

OnucaHwue

query napameTp CTpaHuLbl TpocMoTpa

query napamMmeTp Kon-Ba Ha CTpaHuLly MpocMoTpa
query napameTp COPTMPOBKM MO MO0 XpaHUMLLa
query napameTtp unsTpauum no UMeHu

query napameTp unsTpaumm no nonto is_large

curl --location 'https://127.0.0.1:9000/cruddy/v1/kv/Tist?

page=1&per_page=10&order=name’ \

--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json'

BbixogHble napamMmeTpbl U NIpuMep oTBeTa.

"Tist": [

"id": "210d3e78-410e-451b-8a5d-dbefb111a804",

"name": "Ha3BaHue",

"description": "OnucaHue",
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"values_scheme": "[{\"name\": \"value\", \"type\": \"string\",
\"is_key\": false}]",

"is_large": false,

"mask_values": false,

"type": "pg",
"version": 1,

"source": ,

"scheme": "vstore",

"db_name": "vs_61255815f84b4eb6a79aebcc8f7e64dd",
"user": "",

"password": "',

"created_at": "2023-10-03T13:29:37.5716912",
"updated_at": "2023-10-03T13:29:58.1742562",
"store_count": 1

1;
"total": 1

1.3.4.2. NMonyyeHue nHopmaLmm o XxpaHunuue

Tun metopa: GET

MeTtop
https://<MASTER_KARAKEN_HOST>:9000/cruddy/v1/kv/{id}

3aronoeku (headers):
PgrApiKey: api_key_string

Content-Type: application/json

BxoaHble napameTpbl:

MapameTp O6s3aTeNnbHOCTb OnucaHue

id Oa NaeHTndunkaTop xpaHunuiia
Mpumep BbI3OBa:

curl --location 'https://127.0.0.1:9000/cruddy/v1/kv/210d3e78-410e-451b-8a5d-
dbefb111a804"' \

--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json'

BbixoAHble NapaMeTpbl U MpUMeEpP OTBeTA:;

{
"info": {
"id": "210d3e78-410e-451b-8a5d-dbefb111a804",
"name": "Ha3BaHue",
"description": "OnucaHue",
"values_scheme": "[{\"name\": \"value\", \"type\": \"string\",

\"is_key\": falsel}]",
"is_Tlarge": false,
"mask_values": false,
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"type": "pg",
"version": 1,

nwn

"source":

"scheme": "vstore",

"db_name": "vs_61255815f84b4eb6a79aebcc8f7e64dd",
"user": "",

"password": "",

"created_at": "2023-10-037T13:29:37.571691z",
"updated_at": "2023-10-03T713:29:58.1742562",
"store_count": 1

1.3.4.3. O6HOBRNEHME MHhoOpMaLUM O XpaHUIULLE

Twun metopa: PUT

MeTopg,
https://<MASTER_KARAKEN_HOST>:9000/cruddy/v1/kv/{id}

3aronosku (headers):
PgrApikKey: api_key_string
Content-Type: application/json

BxoAHble napameTpbi:

MapameTp Ob6sA3aTenbHOCTb OnucaHue
id Oa VaeHTudukaTop xpaHunuiia
data Ja JSON ¢ gaHHbIMK O XpaHunuLie

Mpumep BbiI3OBa:

curl --location 'https://127.0.0.1:9000/cruddy/v1/kv/210d3e78-410e-451b-8a5d-
dbefb111a804" \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json' \
--data '{

"jd": "210d3e78-410e-451b-8a5d-dbefb111a804",

"name": "XpaHunuue'",

"description": "OnucaHue",

"values_scheme": "[{\"name\": \"value\", \"type\": \"string\", \"is_key\":
false}]",

"is_large": false,

"mask_values": false,

n "

"type": "pg",
"version": 1,

"source": s

"scheme": "vstore",

"db_name": "vs_61255815f84b4eb6a79aebcc8f7e64dd",
"user": "",

"password": "",

"created_at": "2023-10-03T13:29:37.5716912",
"updated_at": "2023-10-03T13:29:58.1742562",
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"store_count": 1

} ]
BbixogHble napamMmeTpbl U NpuMep oTBeTa. OTcyTCTByPOT

1.3.4.4. Nony4yeHue gaHHbIX U3 XpaHunuuwa B hopmate JSON

Tun metopa: GET

MeTton
https://<MASTER_KARAKEN_HOST>:9000/cruddy/v1/kv/{id}/downTload

3aronoBku (headers):
PgrApikKey: api_key_string
Content-Type: application/json

BxogHble napameTpbl;

MapameTp O6sA3aTenbHOCTb OnucaHue

id Oa NaoeHTudukatop xpaHunua

Mpumep BbI3OBa:

curl --location 'https://127.0.0.1:9000/cruddy/v1/kv/210d3e78-410e-451b-8a5d-
dbefb111a804/downToad’ \

--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \

--header 'Content-Type: application/json'

BbixogHble napamMmeTpbl U NpuMep oTBeTa.

# Knwounm n ux 3HaveHusa dopmata [{"WaeHTudukaTop": "_id", "TTL": "_ttl",

"3HaveHne": "value"}]

[

||_1'dl|: l'asdll,
"_tt1": 1698526804000,
"value": "123"

1.3.4.5. NMonyyeHue Bcex KnYen U3 XxpaHunuiya

Tun metopa: GET

MeTtop
https://<MASTER_KARAKEN_HOST>:9000/cruddy/v1/kv/{id}/keys

3aronoeku (headers):
PgrApiKey: api_key_string
Content-Type: application/json

BxoAHble napameTpbi:
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MNapameTp O6nAsaTenbLHOCTb OnucaHue

id Oa WpoeHTudunkatop xpaHmnuiia

Mpumep BbI3oOBa:

curl --location 'https://127.0.0.1:9000/cruddy/v1/kv/210d3e78-410e-451b-8a5d-

dbefb111a804/keys"' \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json'

BbixogHble napamMeTpbl U NpyuMep oTBeTa:

||keys||: [
"an"

1
"tt1": null

1.3.4.6. YcTaHOBNEHWE 3HA4YEHUA MO KNoYy

Tun metopga: PUT

MeTop,
https://<MASTER_KARAKEN_HOST>:9000/cruddy/v1/kv/{id}/keys

3aronoeku (headers):
PgrApiKey: api_key_string
Content-Type: application/json

BxoAHble napameTpbi:

MapameTp O6s3aTeNnbHOCTb OnucaHwue
id Oa NaeHTudukatop xpaHmnuiia
data Oa JSON ¢ napameTtpamu

Mpumep BbI3OBa:


af://n321

curl --location 'https://127.0.0.1:9000/cruddy/v1/kv/210d3e78-410e-451b-8a5d-
dbefb111a804/keys"' \

--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \

--header 'Content-Type: application/json' \

--data '{
{
"trace_id": "8abb139f-7d0c-440b-9d36-210d28d2cde6", // WUaeHTudukaTop toller
"key": "111", // HaumeHoBaHMe Kiio4a

"values": { // 3HayeHua kKawua
"value": "122"

Ko

"ttl": 1698699600000, // TTL

"update": true // true - 0BHOBUTb CylleCTBYywllee 3HayeHue Kiwya, false -
C03JaTb HOBBIM KJ/OY CO 3HAyeHMeMm; 3HayeHue key AOMKHO ObiITb YHUKasbHbIM

}l

BbixoaHble napameTpbi U npumep otBeTa: OTCYyTCTBYIOT

1.3.4.7. YpaneHue Knro4a

Tun metopa: DELETE

MeTtop
https://<MASTER_KARAKEN_HOST>:9000/cruddy/v1/kv/{id}/keys/trace_id/{tid}?key=111

3aronoeku (headers):
PgrApiKey: api_key_string
Content-Type: application/json

BxoAHble napameTpbi:

MapameTp O6s3aTeNnbHOCTb OnucaHue

id Oa WaeHTudukatop xpaHmnuiia
tid Oa NoeHTndgukatop toller

key Ha HanmeHoBaHue kntova

Mpumep BbI3oOBa:

curl --location 'https://127.0.0.1:9000/cruddy/v1/kv/210d3e78-410e-451b-8a5d-
dbefb111a804/keys/trace_id/8abb139f-7d0c-440b-9d36-210d28d2cde6?key=111" \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \

--header 'Content-Type: application/json'

BbixoaHble napameTpbi U npumep otBeTa: OTCyTCTBYIOT
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1.3.4.8. YoaneHue xpaHunuua

Tun metopa: DELETE

MeTop,
https://<MASTER_KARAKEN_HOST>:9000/cruddy/v1/kv/{id}/trace_id/{tid}

3aronosku (headers):
PgrApikKey: api_key_string
Content-Type: application/json

BxogHble napameTpbl:

MapameTp O6s3aTenbHOCTb OnucaHue
id Oa WpoeHTudukatop xpaHunuiia
tid Oa NnoeHTudukatop toller

Mpumep BbI3OBa:

curl --location 'https://127.0.0.1:9000/cruddy/v1/kv/210d3e78-410e-451b-8a5d-
dbefb111a804/trace_id/8abb139f-7d0c-440b-9d36-210d28d2cde6’' \

--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \

--header 'Content-Type: application/json'

BbixoAHble napamMeTpbl U npumep oteeTa: OTCyTCTBYIOT

1.3.4.9. OuucTtka xpaHunuiya
Tun metopa: DELETE

MeTtop
https://<MASTER_KARAKEN_HOST>:9000/cruddy/vl1/kv/{id}/truncate/trace_id/{tid}

3aronosku (headers):
PgrApiKey: api_key_string

Content-Type: application/json

BxoaHble napameTpbl:

MapameTp O6s3aTenbHOCTb OnucaHue
id Oa NaeHTudukaTop XxpaHunuiia
tid Oa NoeHTndukatop toller

Mpumep BbI3OBa:

curl --location 'https://127.0.0.1:9000/cruddy/v1/kv/210d3e78-410e-451b-8a5d-
dbefb111a804/truncate/trace_id/8abb139f-7d0c-440b-9d36-210d28d2cde6"' \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \

--header 'Content-Type: application/json'

BbixogHble napamMmeTpbl U NpuMep oTBeTa. OTcyTCTByI'OT
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1.3.4.10. Co3paHue xpaHunuuwa

Twun metopa: POST

MeTop,
“https://<MASTER_KARAKEN_HOST>:9000/cruddy/v1/kv/create

3aronoBku (headers):
PgrApikKey: api_key_string
Content-Type: application/json

BxogHble napameTpbl;

MapameTp O6s3aTeNnbHOCTb OnucaHue

data [a [MapameTpbl co3gaBaemMoro xpaHmnuiia
Mpumep BbI3oOBa:

curl --location 'https://127.0.0.1:9000/cruddy/v1l/kv/create' \
--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \
--header 'Content-Type: application/json' \

--data '{
"name": "XpaHunuue",
"description": "OnucaHuel",
"is_large": false,
"type": "pg",
"scheme": "vstore",

"

"values_scheme":
[{\"name\":\"value\",\"type\":\"string\",\"is_key\":false}]",
"mask_values": false,
"tollerzd": "9b6f109e-afa9-4319-af98-63ba9594a394"
1

BbixoaHble napamMeTpbl M NpUMep OoTBeTa:

"store_id": "27elfccc-728f-4b69-97be-6babeae0fb75"

1.3.5. CepBuchI

1.3.5.1. NMpoBepka cocToAHUA CepBUCOB
Tun metopa: POST

MeTop,
https://<MASTER_KARAKEN_HOST>:9009/ca-<ip>/execute

- ip-agpec vHcTaHca, Ha KOTOPOM MPOBEPSIOTCS CEPBUCHI

3aronoBku (headers):
PgrApikKey: api_key_string
TempApiToken: api_token //NapameTp co3paeTcs B pasaene Mnathopmbl Pagap Knactep - API

KJ1l04 U
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PgrSelectedInstance: string

Content-Type: application/json

BxoAHble napameTpbi:

MapameTtp Ob6s3aTenbLHOCTb OnucaHue

data Oa KomaHaa npoBepku cepsuca B popmate baseb4

KomaHga npoBepku cepBuca ykasblBaeTCs B BUAE:

systemct]l status <cepBuc>.service | grep "Active:"

<cepBucC> - HaMmeHoBaHue cepauca MNMnartdopmbl Pagap

KomaHaa npoBepku cepBuca AomkHa OblTb 3akoamMpoBaHa B oopmat base64. Hanpumep, komaHaa
systemct] status pangeoradar-logcollector.service | grep "Active:"

B popmaTe base64 byaet BbIrnsaeTb Tak:

c31zdGVtY3RSIHNOYXR1cyBwYW5nZW9yYWRhcilsb2djb2xszwWNOb3Iuc2vydmljzSB8IGdyzXAgIkFjdGl
2ZToi

Mpumep BbiI3oBa:

curl --location 'https://127.0.0.1:9000/ca-127.0.0.1/execute"’ \

--header 'PgrApikey: 50000000-4000-0000-9000-100000000000" \

--header 'TempApiToken: 50000000-f000-d000-e000-600000000000" \

--header 'PgrSelectedInstance: a3326fc7-4663-efee-605d-4cacf76d350d"' \

--header 'Content-Type: application/json' \

--data
'c31zdGVtY3RSIHNOYXR1cyBwYW5nZw9yYWRhcilsb2dtdwx1Mi5zzXJI2awN1IC1luIDAgLS1ubylwywd
Tcg=="'

BbixoAHble NapaMeTpbl U MPUMep OTBeTA:;

"id": "9c1194b4-3c4a-4a94-851b-359515d47871",

"name": "127.0.0.1",

"data": {

"result": "e pangeoradar-logmule2.service - Pangeo Radar Logmule2\n

Loaded: Toaded (/etc/systemd/system/pangeoradar-logmule2.service; enabled; vendor
preset: enabled)\n Active: active (running) since Tue 2023-10-03 16:26:41 MSK;
1 day 1h ago\n Main PID: 14105 (pangeoradar-1og)\n Tasks: 10 (Timit: 4915)\n
Memory: 23.8M\n  CGroup: /system.slice/pangeoradar-Togmule2.service\n
L-14105 /opt/pangeoradar/bin/pangeoradar-Togmule2 serve --
conf=/opt/pangeoradar/configs\n"

b

"error": null,

"status_code": 200,

"time": 0
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