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1. MoaroToBKa K ycTaHOBKE

1.1. Popma nocTaBKU

MnaTtdopma MOXET NMOoCTaBNATLCS B CrieayoLLmMX BapuaHTax:

e B BuAe ob6pasa BUPTYyasribHOWM MaLUMHbI C NpeaHacTpoeHHbIM MO 1 KoMnoHeHTaMu;
® B B/AE 3aLLMLLEHHOMO NaporieM LWNMPOBAHHOIO apxmBa ¢ AUCTPUOYTMBaMN.

[Maponb nepegaértca oTaenbHO OT apxmBa.

1.2. OcHOBHbIE 3Tanbl YCTAaHOBKU U 3anycKa
NMnatdopmbl
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B naHHOM pasgene npueegeH noaTtanHo NpoLecc YCTaHOBKM M 3anycka Nnatdopmel.

Mepen Havanom npouecca Heobxoaumo BbibpaTh Hanbonee NOAXOAALLY KOHUIypaLmo YCTaHOBKM
(cm. «[MpuMepbl KOHGUIYRaLUN»).

B tabnuue 1 npuBeaeH coctaB AeUCTBUIA U PONY UCMONHUTENEN, 3a0eNCTBOBaHHbLIX B MpoLecce

pasBepTbiBaHUSA Nnatgopmebl.
CepBepa, Ha KoTopbix passopaunaetcs 10 NMnatdopmbl, Aanee MMEHYIOTCS LeneBbiMU CUCTEMaMMU.

Tabnuua 1 -- NepeyeHb aencTemi

OTBeTCTBEHHbIN 3a

OencrtBue

BbIMOJIHEHUE
MoarotoBka obopynoBaHuMs CuCTEMHbI agMUHKCTPATOP
YctaHoBka N0 lNMnatdopmbl CucTeMHbI agMUHUCTpaTop
MpoBepka pabotocnocobHocTn MO ApmuHucTpatop Mnatgopmbl
KoHdpurypupoaHue yHkumin Mnatdopmbl AgmuHuctpatop MNMnatgopmbl

KoHdurypuposaHue B3anmopencTtaus Nnartdopmel ¢
AomunHunctpaTop Nnatgopmebl

OKpYyXeHunem

1.3. NMogrotoBKka o60pyaoBaHUA

1.3.1. NoprotoBka guckoBon cuctemsl {#disk_prepare}

lMogroToBKa K ycTaHOBKE U 3anycky [naTtdopMbl AOMmMKHA OCYLLECTBNATLCA C y4eTOM TpeboBaHuMN),
npeacTaBrieHHbIX B pasgenax «Tpebosanuna k MO» n «Tpebosarus K TO», 1, B 3aBUCUMOCTU OT

Bbl6paHHOFO BapnaHTa, pa3BepTbiBaHUA.
an/I pas3mMeTKke [OMCKOBOM NOACUCTEMbI HeOGXO,lJ,I/IMO y4ynTbiBaThb cnegywouimne TpeGOBaHI/IFlI

e KopHeBoW pasaen (/) - Bce cBoboaHOEe NPOCTPaHCTBO;

e pasgen /home - 10 I6;

e pasgen swap - He meHee 10% ot obLyero o6bema onepaTtMBHON NamATH, U3 TpeboBaHUI K
pecypcam Anst KOHKpeTHoro moayns MNnatdgopmsl (cm «ObLLee onncaHue»);

® TUN hannosor cuctemsbl - XFS (npn He0BXOAMMOCTM MOXHO MCMONb3oBaTh ext4).

Mpouenypa pasMeTKn ANCKOBOW NogcMcTeMbl XpaHeHue OaHHbIX Ansa cepepHor ponv DATA npu
pacnpeeneHHon NHCTannsumMm onucana B pasaene «[1oarotoeka AMCKOBOW NOACUCTEMbI AN

peanusauunu ponm DATA».

1.3.2. NMoagroToBKa annapaTtHOMW 4YacTu

MoaroToBKa Kak (3NYECKOro cepeepa, Tak ¥ BUPTYyanbHOM MallVHbl BbIMOMHSATCS MO OAUHAKOBOMY
CLIeHapWIO 1 BKIOYAKOT CeayHoLLyo NOoCneaoBaTenbHOCTb onepawuii:

1. OpraHusaumst ocTyna K BblopaHHbIM (oM3nNYecKUM cepBepam/BUpTYyarnbHbIM MalLMHaM,

YOOBIETBOPAOLLMX CUCTEMHBIM TpeboBaHUAM (cM. «TpeboBaHua k TO»).
2. Ha dmsmyeckux cepBepax gormkHa bbiTb NpoBefeHa pa3MeTka AUCKOB ((hopmaTupoBaHme).
3. YcTaHoBKka onepaumoHHol cuctembl Debian Bepcun He Hke 9.13 (He paccmaTpuBaeTcs B

AaHHOM OOKYMEHTE, NOJTHY0 VIH(*)OpMaLWII'O Mo yCTaHOBKE MOXHO MONy4nTb Ha cavite).
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4. MNepBUYHasA HaCTpoOKKa onepaumnoHHoM cnuctemMbl (ceteBas koHdurypaumsi, DNS, NTP).

1.3.3. Hactpowka ceTeBon KOHdUrypauum

1. Ona goctyna k Be6-uHTepdencam ynpasneHust Nnatdopmoi Hy>KHO OTKPbITb MOPTHI:

o 9000;
o 8080;
o 8180.
2. Mexay y3namu knactepa HeobxoamMmo paspeLLmnTb B3aMMOAENCTBME B 06e CTOPOHbI MO

criegyoLwyM nopTtam:

o 9092;
o 9200;
o 5672;
o 15672;
o 5432;
o 2092;
o 8080;
o 8086;
o 9000;
o 8180;
o 6677,
°o 6630;
o 22,

Moopo6Hoe onvcaHre CeTeBOro B3aMMOOeNCcTBUA NpuBeaeHo B pasaerne «CeteBoe B3avMOOeNncTemne.

1.3.4. Hactpouka NTP

Ha Bcex y3nax knactepa Heobxoanmo HaCcTpoUTb CNyx0y CUHXpOHM3aLMK BpeMeHu. Mpumep
HacTpoliku cny»x6bl BpemeHn B OC Debian npueeneH B pasgene «[pryvep HacTpoliku cryxobl

CUHXPOHM3aLmm BpeMmeHn B OC Debian».

1.3.5. NoaroroBka ana ycraHoBku MNMnatdopmbl 6e3 gocTyna K
cetu UHTepHeT {#noint}

MoproTtoBka anga ycraHoBku Nnatdopmbl 6€3 goctyna k cetn MIHTepHET BktodaeT obecneveHme
cneayoLmX YCroBUIA:

® [0CTyN K LieneBor cucteme no SSH (HeobxoamMmo ans konvpoBaHWst 06pa3oB cucTeMbI, hannos
KOHpUrypawumm n HacTpomnKn CUCTEMBI);

® Hanu4yme y4€THOWN 3anncu ¢ npaBamu NpMBUNErMpoBaHHOrO nornb3oBaTens (agmuHucTpaTtopa) OC
B LIENieBou cucTeme.

1.3.6. lNoaroroBka Ansa pasBepTbiBaHuA MNnatdopmbl ¢
AOoCTyrnom K cetn UHTepHeT

Moarotoeka gns YCTaHOBKU I'Inachoprl C OOCTYINOM K CeTun MHTepHeT BKITHOMaeT BbIlNMOJIHEHNE

OeNCcTBUIA, NpuBedeHHbIX B pasaene «[loarotoBka And ycraHoBkuy [natdhopmel 6e3 ocTyna K ceTtu

NHTepHET» 1 cregytoLme OOMNONHUTENbHbIe AeCTBUS:

1. No6aBneHve ansTepHaTUBHbIX PEMO3UTOPUEB B KOHPUIYPALMOHHbIN chaiin: /etc/apt/source.list:
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deb http://security.debian.org/debian-security buster/updates main
deb-src http://security.debian.org/ buster/updates main

deb http://mirror.yandex.ru/debian buster main
deb-src http://mirror.yandex.ru/debian buster main

deb http://mirror.yandex.ru/debian buster-updates main
deb-src http://mirror.yandex.ru/debian buster-updates main

deb http://mirror.yandex.ru/debian/ buster-proposed-updates main non-free
contrib

deb-src http://mirror.yandex.ru/debian/ buster-proposed-updates main non-
free contrib

2. HaCTpOIZKa OO0CTyna K penos3ntopuam 4yepes MHTepHeT anaA 3arpy3km HegocTtaloLwmMx NakeTos.

2. YcTtaHoBKa [Mnatdgopmbl

[nsa HarnagHOCTU HaWm cneumanncTbl NOAroTOBMIM BUAEO doparmMeHT yctaHoBku SIEM "TnaTtdopma
Papap"

2.1. NogrotroBka yctaHOBOYHbIX (haunoB lNnatdopmbl

Mogkntounteck no SSH k MNnatdopme, ncnone3ys nonyyYeHHbln |P-agpec cteHga n Norux.
BHumaHue! [insa 3anycka ycTaHOBKM HEOOXOAMMO MONy4YnTh NpaBa Ccynepnonb30BaTens

Mepengute B katanor /var/tmp:
cd /var/tmp/

[anee 3arpyauTe yCcTaHOBOYHbIV apxuB. Hanpumep, komaHgon curl . KomaHgon 1s ybeamTtech, 4To

YCTaHOBOYHbIN apXuUB 3arpy>eH YCrneLHO U HaXxoamuTca B KaTanore /var/tmp (cMm. pycyHok 1):

E 4 oC 3.1-rc qr

PucyHok 1 - 3arpyska ycTaHOBOYHOro apxmBea

Ecnu ckavaH 3aumdpoBaHHbIi apxuB (dann ¢ paclumpeHneM * . enc ), BbINOMHUTE KOMaHAy A5is

pacLumdpoBKu:

openss1 enc -aes-256-cbc -d -in pgr-RELEASE_VERSION-INSTALLATION_TYPE.tar.gz.enc

| tar xz
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Ecnu ckavaH HesawmngpoBaHHbIM apxmB (dharnn ¢ paclumpeHnemM *.tar.gz ), BbIMOAHUTE KOMaHAy And

pasapx1MBMPOBaHUS:

tar -zxvf pgr-RELEASE_VERSION-INSTALLATION_TYPE.tar.gz

e HasBaHue apxmsa pgr-RELEASE_VERSION-INSTALLATION_TYPE.tar.gz.enc cogepxur:

e RELEASE_VERSION - Homep Bepcuun penusa Nnatcopmbl (Hanpumep 3.3.1);
e |NSTALLATION_TYPE - Tvn yctaHoBku (online unu offline).

KomaHngon 1s ybeguTechb, YTO YCTAHOBOYHbIN CKpMNT install.sh pacnonoxeH B 4UpPEeKTOpuM

/var/tmp/ nocne pacrnakoBKu yCTaHOBOYHOIO apxuBa.

2.2. 3anyCK UHCTaNNALMOHHOIro CKpunTa u nepBuUYHas
yCTaHOBKa CUCTEMbI

BHumaHwue! Mepen 3anyckoM ycTaHOBKM yOeamTech, YTo cepBep, Ha KOTOPOM yCTaHaBnMBaeTCs

Mnatdpopma, noaknoyeH K cetn NHTepHer.

1. Haxoasice B gnpekTopun /var/tmp , BbinonHUTe koMaHay bash install.sh . [ns BbiNonNHeHUS
KOMaHbl C NpaBaMy Cynepnonb3oBaTens ucnonb3ynte komangy sudo . Hanpumep, sudo bash
install.sh.

2. YcTaHOBKa 3aHUMaeT HEKOTOPOE BPeEMS], B TEYEHME KOTOPOro 3arpy>KatoTcsl U yCTaHaBMMBaoTCS
moaynu MNnatdopmbl. [lanee ykaxuTte BHelwHWN IP-agpec n JoMeHHOe ums cepeepa

(HeobGsA3aTeNbLHO), Ha KOTOpoM ByaeT ycTaHoBneHa Nnatdopma (CM. pUCYHOK 2).
T I 1 —Im (3.3.1 3} ..

PucyHok 2 - YkasaHue IP-agpeca n umeHn cepeepa

3. Yepes HekOTOpOE BpeMS YCTaHOBKa OyaeT 3akoH4YeHa Ha SKpaHe nosiBUTCst coobLeHne o6

yCMeLHOM 3aBepLUEHUN:

NpPoAoNXUTe YCTAHOBKY Mo aapecy: http://<YKA3AHHbIA BAMU IP>/install’
JlornH/Naponb no ymonyaHuw - ~admin/admin’

2.3. NpoponxeHue yCTaHOBKU U HACTPOMKU
NMnatdopmbl

1. Mocne nepexoga no agpecy, ykazaHHOMY B KOHLIe paboThbl MHCTannAaTopa (cM. pasgen "3anyck
WMHCTaNMSALMOHHOIO CKpUnTa 1 NepBrUYHasi yCTaHOBKA CUCTEMbI"), HEOBX04MMO NPONTK NpoLeaypy
asTopmsauum ( admin\admin ) n cMeHbl NAposis N0 YMOMYaHUIO COrfacHO pyKOBOACTBY
nonb3oBaTens.

[Mocrne NpoxoxaeHus aBTopu3aly CTaHeT OCTYNeH 3Tan nonyvYeHus nuueH3un MNnardhopmsl
(nogpobHee cm. pasgen "lepBuyHasa aktmeaumsa nuLeHsum'")
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2. Mocne akTMBaUuM NMLEH3UM HaXKMUTe KHOMKY Aaree, nocne yero 6yaer oToGpaxeH akpaH

rnobanbHbIX HACTPOEK (CM. PUCYHOK 3).

MAHTEO
PAOAP

Macrep ycTaHOBKM

TNOBaNbHbLIE HACTPOWKW ¥3nel YCTaHoBKa

DcHoBHOA cepeep

P 172 .30 . 254 . B5

= =

PucyHok 3 - OkpaH npogormkeHns yctaHoBku lMNnatdopmel

3. Ha paHHOM akpaHe HaxmMmuTe Ha KHOMKy «[Janeex» 1 nepenanTte Ha 3KpaH HAaCTPOWKM Y3roB (CM.
pUCyHOK 4):



MAHICEO
PAOAP

MacTtep ycTaHOBKM

[No6ansHBIE HACTPOMKN ET YcTaHoBKa

Nob6aBneHune HoBOrO y3na

HazeaHwne Mopr
22
Beegute uma
JormH Mapone
root
data
7 monitoring
agent
worker
Beegure ip infra
backup
balancer
,ﬂ,OGaBﬂeHMe po}]eﬁ K y3nam correlatc?r
agent_win

172.30.254.65

Ak

loGae BCE Bribepute ponk

* master

Pone data He aobaeneHa
Pone monitoring He aoBaeneHa

PucyHok 4 - QkpaH HacTpolku y3noB NMnatgopmebl

4. B pasgerne HacTpOWKK y30B B Cliydae yCTaHOBKM Ha O4MH cepBep HeobBXoanmo Jo6aBUTb K yxke
CYLLEeCTBYIOLLEMY Y3ry CepBEpPHbIE POnu (CM. PUCYHOK 4):

o data

© monitoring

o worker

o infra

o backup

o balancer

o correlator

KHorka "[Jo6aBuTb BCe" NO3BOMSET HAa3HAYNTb CEPBEPY BCE BO3MOXHbIE POIN.

5. lanee nepengnTte K Wwary «YCTaHOBKa» HaXxkaTnem KHOMku «Janee».

2.4. 3anycK ycTaHOBKM

1. Ha akpaHe cTapTta yCcTaHOBKM (CM. PUCYHOK 5) HaXXMUTe Ha KHOMKY «HayaTb ycTaHoBKy». [locne
9TOro CTaHET AOCTYMNEeH 3KpaH NPOCMOTpPa XXypHarna yYCTaHOBKM (CM. PUCYHOK 6).
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NMAHIEO
PAOAP

MacTep ycTaHOBKM

Mo6anbHble HACTPOHKK ¥3nwl ¥cTaHOoBKE

PucyHok 5 - QkpaH cTapTa yCTaHOBKM

Executing: /lib/systemd/systemd-sysv-1nstall enable elasticsearch
® elasticsearch.service - Elasticsearch
Loaded: loaded (/usr/lib/systemd/system/elasticsearch.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2021-03-16 17:49:06 MSK; 55ms ago
Docs: http://www.elastic.co
Main PID: 28985 ((icsearch))
Tasks: @ (limit: 4915)
CGroup: /system.slice/elasticsearch.service
L 28985 (icsearch)

Mar 16 17:49:06 platformll.test.pgr.local systemd[1]: Started Elasticsearch.
done

wget alredy installed
Warning: apt-key output should not be parsed (stdout is not a terminal)

PucyHok 6 - MNpouecc ycTaHOBKM

2. YcTaHOBKa 3aHMMaeT HekoTopoe BpeMsi. [1o 3aBepLueHunto npoLecca yCTaHOBKU OTKPOeTCH

Mnatdopma B MeHIO aaMUHUCTpUpoBaHua "Knactep" - "Yanbl cuctemnl” - "lMpoeepka”

Ha atom yctaHoBka natgopmbl 3aBepLUeHa, MOXXHO NepexoanTb K aTany NpoBEpKM
pabotocnocobHocTtu M0,

2.5. lpoBepka pabotocnocoo6HocTu NO

MpoBepka pabotocnocobHocTm N0 BkMoyYaeT B cebs waru no NpoBepKe Ha Hanuyue B pasaerne
ynpaBneHusi knactepom «Knactep» He3anyLLeHHbIX CEPBMCOB M OLLUMBOK B KypHanax CepBUCOB.

1. Ing BbINOMHEHWS NPOBEPKM HEOBXOAMMO NePENTU B MEHIO aaMUHUCTpupoBaHus "Knactep" (cm.
PUCYHOK 7).
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PucyHok 7 - Pasgen ynpasneHus knactepomM

2. MNepenTn Ha BkNagky "Yanbel cuctemsl”, BbIOpaTh pasgen "lMpoepka" n ybeanTbes, 4To
WHAVKaUNs BCEX CEPBMCOB NoAcBeYeHa 3erneHbiM. 3TO 03HaYaeT, YTO BCE CePBMUCHI HAXOASTCS B
paboyemM COCTOSAHUN (CM. PUCYHOK 8).

YnpasnerHue Hoaamu
Vb cucrems Cepeuce Korpurypsuuonreie Gaiins  Ckpunsl  APIkaoMM  YaerMuie 33MMCH ARR CBOPA aHEEX  TPAHCTOpTH MrakMposu 333y Ynpasnenue KoHGMrypaLeit
Kapra knacrepa
Bpysryro & E
TnobaneHbie HacTpoiiku
Yanel 172.30.254.65  racrpoiiun
Mposepra
- pangeoradar-rvs_api.service
- pangeoradar-pluto-web service
- pangeoradar-pluto-worker.service
ogmule - pangeoradar-logmule.service
nginx - nginx.service
kafka-exporter - kafka-exporter.service
mongo - mongod.service
entant - pangeoradar-eventant.service
ostgresq| - postgresql.service
- redis_exporter.service
rometheus - prometheus.service

PucyHok 8 - MNpoBepka cepBrcoB

3. ,D,ﬂﬂ NPOBEPKN COCTOAHNA N NPOCMOTpPa cobbITui cepBuca HeobXxoaMMo HaxaTb KHOMKY

«HacTponkm» psagom ¢ ip agpecom-y3na, Ha KOTOPOM Pa3BepHYTbl CepBUCHI (CM. PUCYHOK 9).

172.30.254.65  Hacrpoiiku

PucyHok 9 - HacTponka Hoabl

4. Ha cTpaHuLe YnpaBneHne XoCToM BblOpaTb MHTEPECYHOLLNIA CEPBUC N HaXaTb KHOMKY «[lencTBusa»
(cm. pucyHok 10).



BCE CEPBUCHI Y3NIA

s ® - pangeoradar-rvs_apiservice e

pluto ® - pangeoradar-pluto-web.service

Dedicrans =
® - pangeoradar-pluto-worker.service

logmule ® - pangeoradar-logmule service e
nginx @ - nginxservice e
kafka-exporter ® - kafka-exporterservice pr—
Crarye
mongo @ - mongod.senice
TNorw
eventant @ - pangeoradar-eventant.service

MlepeycraHoBNT cepauc

Nepesanycrums
postgresql @ - postgresgl.service

redis-exporter @ - redis_exporterservice

PucyHok 10 - Beibop gerictaui

5. B BbiNagatoLLieM MeHH0 BbIbpaTb HEOOXOAUMBIN MYHKT:

o CraTtyc - BbIBOOUT MHGOPMALMIO O COCTOSHMM cepBuca (CM. pucyHok 11).

| Cratyc

x

® pangeoradar-rvs_api.service - Pangeo Radar rvs_api
Loaded: loaded (/etec/systemd/system/pangecradar-rvs_api.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2022-88-23 19:59:26 M5K; 3h 37min ago
Main PID: 13592 (python3)
Tasks: 8§ (limit: £915)
Memory: 29,14
CGroup: /system.slice/pangeoradar-rvs_api.service

13592 /opt/pangeoradar/rvs_api/venv/bin/python3 /opt/pangeoradar/rvs_apifvenv/bin/rvs_spi -c /opt/pangeoradar/configs/rys_api/conf.yaml

PucyHok 11 - OkHO ¢ uHdopmMaLmMen 0 COCTOSIHUM cepBurca
- Jloru - BbIBOOUT XXypHan cobbiTuin cepBurca (CM. pUCYHOK 12).

Nor ownbok x

-- Logs begin at Wed 2821-©3-17 08:35:28 MSK, end at Wed 2021-83-17 13:41:23 MSK. --
Mar 17 11:20:28 pgr-master systemd[1]: Stopping Pangeo Radar Api Gateway...

Mar 17 11:26:29 pgr-master systemd[1]: Stopped Pangeo Radar Api Gateway.

Mar 17 11:20:29 pgr-master systemd[1]: Started Pangeo Radar Api Gateway.

PucyHok 12 - OkHO BbiBoAa cobbiTuin cepBurca

Ecnu cepBuc nofcBeYeH KpacHbIM LBETOM, TO 3TO 03HAYaEeT, YTo cepBuC He paboTaeT. MonpobynTe
BbIOpaTh NYHKT MEHHO "nepe3anyctutb" ansa nepesanycka cepsuca. Ecnu ato He nomoraert, BbibepuTe
nyHKT "lMepeycTaHoBMTL cepBUC” NS ero nepeycTaHoBKK.

[nsa nonyyeHuns nogpobHom nHpopmaumm no peLleHnto Npobnem, cBA3aHHbIX ¢ paboTocnoCOBHOCTbLIO

Mnatdopmel, obpaTuTech K PykoBoacTBy no cbopy MHGOopMaLMy 1 YCTPaHEHNS HENCMPaBHOCTEN

2.5.1. NMNepBnyHOEe KoHUrypuposaHue lNnatdopmobli

lMepBUYHOE KOHUIYPUPOBaHNE NMaTOPMbl BKIOYAET CO34aHNE U HACTPOWKY CrneayroLmx 06 bLeKToB:

® [onb3oBarenu,;
® rpynnbl nonb3oBaTenewn;

® [pynnbl aKTUBOB.

MoapoGHOe onuncaHve No co3naHuio U HAaCcTpoiike 06bEKTOB NPUBEAEHO B OKyMeHTe «PykoBoacTBO
afMUHMCTpaTopax.


http://docs.pangeoradar.ru/troubleshooting
af://n228

2.5.2. CuHxpoHu3auusa ¢ bason 3HaHuUn

Mpw BbINONHEHMM ONepaumii N0 CUHXPOHM3aLMK ¢ baso 3HaHun HeobxoauMO BbINOMHUTL criegytowmne

OencTBus:

® CUHXPOHU3MPOBATb TUMblI MHLUWOEHTOB,

® CUHXPOHM3MpOBaTL Npasuna Ans KoppenaTopa.

1. Ons aToro neperanTe B pasgen «LeHTp ynpaeneHus» - «[apametpbl» - "lMapameTpbl” 1
BblOepuTe Bknagky «CuHxpoHmsaums ¢ bason 3HaHninx.
2. HaxxmuTte Ha KHoMKU « CUHXPOHM3aLMs TUMNOB MHUMAEHTOB» U «CUHXPOHU3aLUmMs KoppenaTopa»

(cm. pucyHok 13).

Obwme 0O6paboTka ysa3BMMOCTEN CuHxpoHunsauns ¢ bason 3HaHnn

CUHXPOHU3ALUA TUNOB UHLMACHTOR
CUHXpOHU3aLmMg KoppenaTopa

&% MapameTpbl

MapameTpbl

PucyHok 13 - Bknagka cuHxpoHu3auumn ¢ bason 3HaHui

CVIHXpOHVI3aLI,V|ﬂ npasuin Ana Koppendatopa MOXeT 3aHMMaTb HEKOTOPOE BPpEMA.

2.6. Bo3aMmoOXHble npobrnembl

Mocne I'IepBI/ILIHOVI YCTaHOBKN HEKOTOPbIE KOMMOHEHTbI MOTyT UMETb OTpuLateribHoe COCTOAHne

OOCTYMNMHOCTW.

[ns yctpaHeHus npobnem c cepsncom RADAR TERMITE BkntoumMTe TUMNbl UICTOYHMKOB (CM. pasgen

"PaboTta ¢ naccMBHbIMU UCTOYHMKaAMM cOObITUI").

[ns ycTpaHeHus npobnem ¢ HepaboTalLMM CEPBMCOM (Takon CepBUC BblAENEH KPACHbBIM) BbIMOMHUTE

crnegyowmne gencTeus:

1. MepenanTe B pasgen «Knactep».
2. Ha Bknagke «Yarnbl cuctembl» nepengute B pasgen "Yanbl" n knukHuTe Ha IP-agpec y3na, Ha
KOTOPOM pacnonaraetcs HepaboTaroLLnii CepBUC (CM. PUCYHOK 14).

[obaBneHue poseii K y3nam

172.30.254.65 BeiSepute ponk

® master
* data

* monitoring

PucyHok 14 - Beibop y3na
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3. Ha naHenu «Bce cepBuChl y3na» HanT HepaboTatoLLmii CEPBUC N HaXaTb KHOMKY «[encTBus». B
BblnagatoLLem MeHto BbibpaTb NyHKT "lMepe3anyctute". Ecnv nepesanyck cepsuca He NOMor,
BbIGepuTe NyHKT "lNepeycTaHoBUTL cepBuUC” (CM. pUCYHOK 15).

BCE CEPBUCH Y3/1A

s - pangeoradar-rvs_api.service -
® -pang -2 Deficrens

pluto ® - pangeoradar-pluto-web.service

DedAcTems *
® - pangeoradar-pluto-worker.service

logmule - pangeoradar-logmule service .
o ©-pang o Reficrous =

ngine ® - nginxservice

Aeficrens

kafka-exporter ® - kafka-exporter.service —

Cratye
mongo ® - mongod service

Norw

eventant ® - pangeoradar-eventantservice
NepeycranoenTs cepeuc

Nepesanyctus

postgresql ® - postgresql.service

PucyHok 15 - MNaHenb "Bce cepBucol yana"

YcnelHoe 3aBepLUeHne npouecca pasBepTbiBaHWS, BbIMOSTHEHWE NPOBEPOYHBLIX MEPOMNPUSTUR,
KOH(purypupoBaHue Nnatgopmbl n cuHXpoHmn3auma ¢ baszon 3HaHUI NO3BONAT Ha4YaTb LiENeEBYHO
aKcnnyataumio pyHkumnoHana Nnatgopmel.

B xope akcnnyaTtaumm MNMnatdopmbl HEOOXOAMMO PYKOBOACTBOBATLCS JOKYMEHTaMU
«PyKoBOACTBO agMuHUcTpaTopa» U «PyKoBOACTBO onepatopas.

3. OcobeHHOCTU pacnpeneneHHOU
YyCTaHOBKM

3.1. OcobeHHOCTN NOArOTOBKU 0O00pyAOBaHUA

MoarotoBka oGopyaoBaHUS AN pacnpeaeneHHol yCTaHOBKM NnaTgopMbl NPOU3BOAUTCS aHANOIMMYHO
NOAroToBKe 0GOPYAOBaHMS AMs LIeHTPannM3oBaHHOM yecTaHOBKM (CM. pasaen «[1oarotoeka K
YCTaHOBKE»), KpOMe 3a[ay NoAroTOBKM AUCKOBOW CUCTEMbI 1 HACTPOWKM CETEBbLIX KOHGUrYpaLIWid.

3.1.1. MoaroToBKU AUCKOBOM CUCTEMBbI K pacnpeneneHHOU
yCTaHOBKe

Ons pacnpeaeneHHon ycTaHOBKU Npy pasmeTke AMCKOBOW MOACUCTEMbI A1l BCEX CEPBEPHbLIX POnen,

Kpome cepBepHo ponu DATA, HE06X0AMMO yuuTbIBaTbL creayroLllme (CTaHAapTHbIE) TpeboBaHUS:

e KopHeBoW pasaen (/) - Bce cBob6oaHOE NPOCTPaHCTBO;
e pasgen/home-10T6;
e pasgen swap - He meHee 10% oT obLero o6bema onepaTMBHOM NaMATH, U3 TpeboBaHNI K

pecypcam Anst KOHKpeTHoro moayns MNnatdgopmel (cM. pasgen «TpebosaHua k TO»);

® TUN hannosor cuctemsl - XFS (npn He0BXOAUMOCTM MOXHO MCMONb3oBaTh ext4).

[nsa cepepHon ponu DATA Heobxoaumo NpoBeCTU NpoLeaypy pa3mMeTKn ANCKOBOW NOACUCTEMBI

XpaHeHue gaHHbIX, KoTopasi npuBedeHa B pasgene «/lodzomoska duckogou nodcucmembl O

peanusayuu ponu DATA».
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3.1.2. HacTtpouka ceTeBoM KOHhUrypauumm npm pacnpeneneHHou

yCTaHOBKe

1. Ons poctyna K Be6-uHTepdencam ynpasneHums NMnartopmoin Hy>KHO OTKPbITb NOPThI:

o 9000;
o 8080;
o 8180.

2. Mexay y3namu knactepa Heobxoammo paspeLLmnTb B3aMMOAENCTBME B 00e CTOPOHbI MO

criedytoLmm nopTam:

o 9092;
o 9200;
o 5672;
o 15672;
o 5432;
o 2092;
o 8080;
o 8086;
o 9000;
o 8180;
o 6677,
o 6630;
o 22.

Hwuxe B Ta6n|/|u,e 1 npuneeneHbl HeOGXO,EI,VIMbIe ceTeBble HaCTpOIZKVI npu pacnpe,qeneHHoﬁ yCTaHOBKe

Mnatdopmbl Pagap (He3aBMCUMMO OT BapMaHTOB pacnpeieneHHON yCTaHOBKN).

Tabnuua 1 -- CeTeBble HACTPOVKK ANs pacnpeneneHHorn yctaHosku MNMnardopmbl Pagap

Ucxopawmn

Correlator

Correlator

Log-Collector

Log-Collector

Log-Collector

Log-Collector

Master

Bxopgsawmn

Master

Master

Balancer

NCTOYHMKM
coObITUI

Log-Collector

Master

Data

MopTbl

5672

8086

1500-5000, 9997-
9999, 15403,
15404TCP/UDP

21,22, 135, 445,
1443, 3306, 5432,
5601

4813

9000

9200

OnucaHue

YTeHrne HopManm3oBaHHbIX
coObITWIA N3 oYepeaun Ans

Koppensauum

Mepenava pesynsraToB
Koppensuum

Mepenaya gaHHbIX OT cbopLymka
B GanaHCMpOoBLLMK U MeHeKep
odepenen

AKTUBHbIV cOOp COObITUI

B3avmopgericTBune mexay AByMs
cbopLymkamm

3anpoc KOHPUrypaLMOHHbIX
OaHHbIX

PaboTa ¢ cbipbiMy cOObITUAMMA


af://n290

Ucxopawmn

Master

Master

Master

Master

Master

Master

Worker

Worker

Worker

VICTOYHMKM
coObITUI

Nonb3oBaTenu

Mnatdopmebl

Data (c ponbto

Master)

Bxopawmn

Correlator

Log-Collector

Balancer
Correlator
Data Worker

Balancer
Correlator
Data Worker

Balancer

Data

Balancer

Master

Data

Log-Collector

Master

Data (c
ponbto Data)

MopTbl

2092

4805
4806

6676

9100

9292, 9308

9114

9092

5672

9200

162 SNMP trap;
4807 UDP receiver;
4808 TCP receiver;
4809 TCP receiver

SSL/TLS;
4810 HTTP
receiver,;
4811 HTTPS
receiver;
4812 NetFlow
reciever

8080
9000
6676
6677

9300

OnucaHue

YnpasneHue npasunamm
Koppensuum

MOHUTOPUHF 1 c6Op CTaTUCTUKMN.
YnpasneHue coopLinkom
cobbiTuin API

YnpasneHue areHTaMmu Krnactepa

MoHUTOPUHT 1 cBop CTaTUCTUKK

MoHUTOPUHT 1 cOop CTaTUCTUKK
MOHWTOPUHT 1 cOOp CTAaTUCTUKK

UTteHns cobbiTuin N3 MeHemkepa
odepenen ona nx obpaboTku

lMepenava Hopmanu3oBaHHbIX
cobbITUN B ovepeab Ha
Koppensauuto

Mepenava cobblTUn Ha XpaHeHune

MaccuBHbIN cOop cobbLITUIA

Hoctyn Kk nHtepdericy
nnatdopmbl, npoepka API
KIoden

B3sanmopgencTteme mexay Hogamm
B KIrlacTepe XpaHunuia gaHHbIX

Takke nop,po6Hoe OnucaHne CeTeBOro B3aumMogencTens onsi Pas3nnyHbIX BapnaHToOB YCTaHOBKN

npusegeHo B pasgene «CeteBoe B3aMMOOENCTBUEY.,
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3.2. OcobeHHOCTHU pacnpeneneHHOU YCTaHOBKMU
NMnatdopmbl

3.2.1. NMoagrotoBKa ycTaHOBOYHbLIX ¢hannoB Nnatdopmbl

MogkntounTteck no SSH k MNMnatdopme, ncnonb3ays nony4veHHbIn IP-agpec cteHaa v NoruH.
BHumaHune! ﬂ,ﬂﬂ 3anycKka yCTaHOBKM HeO6XOLI,l/IMO nony4ynTb NpaBa cynepnosfib3oBaTterd

Mepengute B katanor /var/tmp :
cd /var/tmp/

[anee 3arpyaute ycTaHOBOYHbIV apxuB. Hanpumep, komaHgon curl . KomaHgon 1s ybeantech, 4To

YCTaHOBOYHbIV apXMB 3arpy>eH yCneLIHO ¥ HaXoauTcs B katarnore /var/tmp (CM. pucyHok 16):

a.kur st 25 rftmp$ curl http://rele s.pgr.local/3.3.1-rc gr-3.3.1

PucyHok 16 - 3arpy3ka yCcTaHOBOYHOIo apxunBa

Ecnun ckavaH 3awmndpoBaHHbI apxmB (hann ¢ pacluMpeHneM * . enc ), BbINOSTHUTE KOMaHAy Ansi

pacLumdpoBKu:

openss1 enc -aes-256-cbc -d -in pgr-RELEASE_VERSION-INSTALLATION_TYPE.tar.gz.enc
| tar xz

Ecnun ckavaH HesawmngpoBaHHbIM apxmB (dharnn ¢ paclumpeHnemM *.tar.gz ), BbINOAHUTE KOMaHZy ANnd
pasapxvBMpOBaHMS:

tar -zxvf pgr-RELEASE_VERSION-INSTALLATION_TYPE.tar.gz

e HasBaHue apxmsa pgr-RELEASE_VERSION-INSTALLATION_TYPE.tar.gz.enc cogepxur:

e RELEASE_VERSION - Homep Bepcuun penusa Nnatcdopmbl (Hanpumep 3.3.1);
e |NSTALLATION_TYPE - Tun yctaHoBku (online unu offline).

KomaHngon 1s ybeguTechb, YTO YCTAHOBOYHbIV CKpUNT install.sh pacnonoxeH B 4UPEeKTOpum

/var/tmp/ nocne pacrnakoBK1 yCTaHOBOYHOIO apxumBa.

3.2.2. 3anycK UHCTaNMALMOHHOIro CKpunTa 1 nepBu4Has
yCTaHOBKa CUCTEMbI

BHumaHne! I'Iepen 3arnyCKoOM yCTaHOBKU y6€,£l,|/|Ter, YTO cepBep, Ha KOTOPOM yCTaHaBIIMBaETCA

Mnatdopma, nogkntoYeH K cetn MIHTepHeT.


af://n435
af://n436
af://n455

1. Haxogsice B gupektopumn /var/tmp , BbINONHUTE KOMaHAy bash install.sh . [nsa BeinonHeHus
KOMaHbl C NpaBaMu Cyrnepnonib3oBaTens ncnonb3ynte komanay sudo . Hanpumep, sudo bash
install.sh.

2. YcTaHOBKa 3aHMMaET HEKOTOPOE BPEMS], B TEYEHUE KOTOPOrO 3arpy>arTcs U yCTaHaBMUMBAKOTCS
moaynu MNMnatdgopmel. anee ykaxuTe BHewHu IP-agpec n JoMeHHoe uMma cepsepa

(HeobsiI3aTeNbHO), Ha KOTOPO (cm. pucyHok 17).

atdopma

M BygeT yctaHoBneHa Mn
ter—-m r (3.3.1

v Hostname:

PucyHok 17 - YkasaHue IP-agpeca n umeHn cepeepa

3. l—lepea HEKOTOpOe BpeMd yCTaHOBKa 6yneT 3aKOH4YeHa Ha 3KpaHe NnoAaBUTCA coo6u.|,eH|/|e 006

yCMNeLIHOM 3aBepLUEHUN:

NpoAonXuTe YCTAHOBKY MO aapecy: http://<YKA3AHHbHA BAMM IP>/install’

JlornH/Naponb no ymon4yaHuw - ~admin/admin’

3.2.3. MpoaonxeHne ycTaHOBKU U HacTpounku lNnatdopmbl

1. MNocne nepexoga no agpecy, ykazaHHOMY B KOHLIe paboTkl nHcTannatopa (cM. pasgen "3anyck
WNHCTaNMALMOHHOIO CKpMnTa 1 NepBrMYHasi yCTaHOBKa CUCTEMBI"), HEOBXO4MMO NPONTK NpoLeaypy
asTopusaumu ( admin\admin ) ¥ cMeHbl Napons No YMON4YaHMo COrnacHoO PyKOBOACTBY
nornb3oBaTerns.

Mocne npoxoxaeHns aBTopu3aunm CTaHeT AOCTYNeH aTan nosyyYyeHns nuueHsnn MNnatgopmel

(nogpobHee cMm. pasgen "[lepBuyHaga aktuBaLms nuueH3nn")

2. NMocne aktuBauumn nuueH3nm Haxmute KHOMKY Aanee, nocrie 4ero 6y,u,eT 0T06pa>|<eH 9KpaH

rnobanbHbIX HACTPOEK (CM. puUcyHoK 18).

MAHIEO
PAOAP

Macrep ycTaHOBKM

[MoBanbHbIE HACTPOWKK ¥3nel YeTaHoBKA

OcHoeHOR cepeep

P 172 . | 30 . 254 . | 85
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PucyHok 18 - QkpaH npogormkeHns yctaHoBku Mnatdopmebl

7. Ha paHHOM akpaHe HaxmMuTe Ha KHOMKy «[Janee» 1 nepenanTte Ha 3KpaH HacTPOMKK Y3roB (CM.

pucyHok 19):

MAHICEO
PAOAP

MacTtep ycTaHOBKU

TNo6ansHbIE HACTPOWKK ¥3nbl YeTaHoBKa
,ﬂ,OGElBJ'I'EHHe HOBOTIO Y314
Hazeanue Mopt
22
Beegute vma
Narun Maponk
root
data
IP monitoring
agent
worker
Beegute ip infra
backup
balancer
[obasneHne ponew K ysnam comelator
agent_win

172.30.254.65

® master

Pone data He aoBaeneHa

Pone monitoring He aoBaeneHa

BriGepuTte pons

Ak

PucyHok 19 - OkpaH HacTponku y3nos NMnatgopmebl

8. Npw BbINOMHEHMW pacnpeaeneHHon nHctannsumm Nnartgopmel CHadana Heobxoanmo JobaBUTb
BCe y3nbl knacrtepa yepes opmy [JobaBneHms HOBoro yana (cM. pucyHok 20):



[MoBANBHBIE HACTPOWKK ¥3nbl YeraHoexa

NobasneHune HoBOrO y3na

HazeaHue Mopt
balancer(1 22

JNarvH Mapone
root [

IP
172.30.254.81 l AoGaenTe

Successfully /Jopt/pangecradar/distrs directory create/nFile Copy success/nSelecting previously unselected p:
(Reading databsse ... 2816¢ filez and directories currently installed.)

Preparing teo unpack .../pangeoradar-cluster-agent_amdéd.deb ...

Unpacking pangeoradar-cluster-agent (3.0.18.3)

Setting up pangeoradar-cluster-agent (3.8.18.3) ...

Created symlink fetc/systemd/system/multi-user.target.wants/pangeoradar-cluster-agent.service + Jfetoc/systeme
Successfully generate remote ssh key/nsuccessfully get remote ssh key/nSuccessfully add master ip to hosts +
Successfully /opt/pangeoradar/distrs directory create/nFile Copy success/nSelecting previously unselected pe
(Reading database ... 2816@ filez and directories currently installed.)

Preparing to unpack .../pangeoradar-cluster-agent_amdé4.deb ...

Unpacking pangeoradar-cluster-agent (3.0.16.3)

Setting up pangeoradar-cluster-agent (3.4.18.3) ...

Created symlink fetc/systemd/system/multi-user.target.wants/pangeoradar-cluster-agent.service + /fetc/systemc

4 I »
PucyHok 20 - lobaBneHne HOBOro yana

9. Mocne Yero HasHaybTe CEPBEPHbLIE POSIM COMMACcHO apXUTEKTYPe NPOEKTHOIO PeLLEeHUs (CM.
pUCyHOK 21):



AobasneHve poneli K y3nam

172.30.254.86 n IEGEET WS BLiGepuTe ponk

L1

* master
* monitoring
* infra

* backup

172.30.254.82 n DGETT ST BriBepuTe ponb B

* balancer

172.30.254.83 n IEGEET WS BLiGepuTe ponk -

* worker

L1

172.30.254.84 n IRGET WY BLiGepuTe ponk

* data

172.30.254.85 n PILGERT ST BrifepuTe ponb

L1

b
sl o8B ol ol coaan B

* correlator

PucyHok 21 - [lobaBneHue ponen K yanam

i

10. Janee nepenguTe K Lwary «YCTaHOBKa» HaxaTueM KHOMkn «[Janee».

3.2.4. 3anycK yctaHOBKMU poneu lNnaTtdopmbi

1. Ha akpaHe cTapTa yCTaHOBKM (CM. PUCYHOK 22) HaXKMUTE Ha KHOMKY «HavaTtb ycTaHoBKy». [locne

3TOro CTaHEeT AOCTYMEH 3KpaH NPOCMOTpa XKypHarna yCcTaHOBKM (CM. pUCYHOK 23).

MAHTEO
PAOAP

MacTep ycTaHOBKM

TMoBaNbHLIE HACTPOMHKK ¥3ine ¥cTaHoBKa


af://n491

PucyHok 22 - QkpaH cTapTa yCTaHOBKM
Executing: /lib/systemd/systemd-sysv-1install enable elasticsearch

@ elasticsearch.service — Elasticsearch
Loaded: loaded (/usr/lib/systemd/system/elasticsearch.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2021-03-16 17:49:06 MSK; 55ms ago
Docs: http://www.elastic.co
Main PID: 28985 ((icsearch))
Tasks: @ (limit: 4915)
CGroup: /system.slice/elasticsearch.service
L28985 (icsearch)

Mar 16 17:49:06 platformll.test.pgr.local systemd[1]: Started Elasticsearch.
done

wget alredy installed

Warning: apt-key output should not be parsed (stdout is not a terminal)

PucyHok 23 - Npouecc ycTaHoBKM

2. YcTaHOBKa 3aHMMaeT HekoTopoe BpeMsi. [0 3aBepLUEHIIO MPOoLiecca YyCTaHOBKM OTKPOETCA

Mnatdopma B MeH0 aamMuHUCTpupoBaHng "Knactep" - "Yanbl cuctemsl” - "lMposepka”

Ha atom ycTaHoBka NMnaTdopmbl 3aBepLUeHa, MOXHO NEPEXOONTb K 3Tany NPoOBEpPKM
pabotocnocobHocTtu IMO.

3.3. lpoBepka pacnpegeneHHoOn YyCTaHOBKU U
pabortocnoco6HocTu NO

[ns npoBepkn HanNnuus pacnpeneneHHon ycTaHoBkM 1 pabotocnocobHocTu MO BbINONHUTE

crnegyoLmne gencTeus:

1. 3angute B rpadhmyeckunin nutepdenic Nnatdopmel Pagap ¢ npasamu agMmHucTpaTopa.

2. Nepengute B pasgen "AgMmuHuctpupoBaHme"->"Knactep"-> "Yanbl cuctemol"->"Y3nbl" (CM.
pucyHok 24). Yoeautech 4To y3roB B coctaBe [natdopmbl 6onblie ogHOro, ponu pacnpegeneHsi
no ysnam (CM. pUcyHok 25).

ynpaBneHme Hogamwn Knacrep
¥ripasnenite MyNbTHAREHAHOCTE

Kapra wnacrepa

JlobaBneHvie HOBOTO y3aa

InobanbHeie HacTporky
E‘ Hassanne Tlopr

MpoBepka ‘ »

Noruk Naposs

root

P

[JlobasneHue ponei k ysnam

BuiGepuTe pons s
* master
* data
* monitoring

= worker
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PucyHok 24 - Pasgen ynpasneHusi Knactepom

Ynpasnenue YnpasneHme Honauh

[Ep—

Cepancn APl nown Tamcnoprss  Mraswposu sa
Kapra knacrepa
. [Aob6asnenne Hogoro y3na
TroGansHbie HACTpOVKA
Hazpanve Mopt
Mposepka ‘ 2
Norvs Napons

root

[flo6asneHue poneii k ysnam

O

o

O

« correlator

o

I P— .
« master ]

« monitoring .

- infia a
- X eoren g
« balancer .
L] F— .
* worker -]
= .
« comelator [ -]
-]

]

a

PucyHok 25 - Cnucok y3nos NnatdopMbl ¢ ykazaHUeM ponen

3. Ha Bknagke "Y3nbl cuctembl" nepengnte B nogpasgen "lposepka” (cM. pucyHok 26). YbeamTecs,
YTO CMNCOK Y3rOB U UX POIeN, COBMNadaeT C TeM, YTO BbIno 3agaHo nNpuv pacnpeseneHHomn
yCTaHOBKe 1 HacTpoiike [Nnatdopmbl. YoeantTech 4YTo Ha BCeX yanax MHAuKaLmMsa BCEX CEPBMCOB
rnogceeyeHa 3emneHbIM, T.€. BCe CEPBUCHI HAaxXoaATcs B pabovyem COCTOSIHMM.

YnpaBneHue Ynpasnenue Hoaam
Yanbi cucrembl Cepeuicer Konurypaumontbie paiibi Crpunor API kt0un YueTHbie 3anuck A c6opa AaHHbIX Tpancnoprsl Mhannposwnk 3aaau
Kapra knactepa
— |

[N106abHbIE HaCTPOTiKM

Mposepka
=

prometheus @ {prometheus service

knowledgebase ® |pangeoradar-kb.service

[ ] ~kb-sidekiq service
N Q.

rmca ® |pangeoradar-rmcaservice
® {pangeoradar-rmca-sidekiqservice

grafana @ {grafana-serverservice

tallar 2 ) nannearadar-taller sarvice

PucyHok 26 - lNpoBefeHne NpoBeEpPKM CEPBUCOB, YCTAHOBIEHHbIX Ha y3nax [natdopmbl

4. BblbepuTe 0auMH 13 y3roB, HanpuMep Balancer, n Haxmute kHonky HacTporkn, pacnonoXeHHyo
cnpaBa OT Ha3BaHwus y3na (CM. pUcyHok 26). OTKpOeTCsl CTpaHuLa yNpaBreHns y3rom U CrMCKOM
BCEX CEPBMCOB, YCTAHOBMEHHbIX HA AAHHOM Y3r1e (CM. pUCYHOK 27).



YHpaBneHMe XOCTOM -_

BCE CEPBNCHI Y3/1A

5¢ :

kafka
node-exporter
kafka-exporter
rsyslog

nginx

PucyHok 27 - CTpaHuua ¢ yHKUMAMKN yNpaBrieHns XOCTOM

PONN Y31A AOMOHNTENbHbIE CEPBUChI Y3NA

® - pangeoradar-kafka.service

@ - node_exporter.service

® - kafka-exporter.service

® - rsyslog.service

@ - nginx service

Ynpasnetue Hogamm > YnpasreHue xocTom

Devictann

Deiicrann

Devictma -

Deiictann

5. Ha ctpaHuue "YnpasneHue xoctoMm" BbibepuTe UHTEpecCytownii cepeuc, Hanpumep, kafka, n

HaxkMuTe KHoMKy [leMcTBuUA. B packpbiBliemcs cnncke Bbibepute CTaTyc (CM. pUCYHOK 28).

BCE CEPBUCHI Y3/1A

kafka
node-exporter
kafka-exporter
rsyslog

nginx

Bbl6epme CKpUNT ANA YAaNeHHOro NCNONHeHUa

PucyHok 28 - Beibop feNcTBUin C KOMMOHEHTOM

- pangeoradar-kafka.service

- node_exporter.service

- kafka-exporter.service

- rsyslog.service

- nginx.service

JIOT BBIMO/IHEHNA CKPUMTA

Npu BblbOpe AeWCTBUA **CTATyC** Ha 3KpPaH BbIBOAMUTCA WMHbOpMauUUs

(cMm. pucyHok 29).

Aciicrana,

Jlorn

MepeycTaHOBUTL CEpBUC
OB6HOBWTL KOHPUT

Mepesanyctnts

Leiictans ~

O COCTOAHMM CepBuUCa



Cratyc

o pangeoradar Apache Kafka Server

Loaded: loaded (/etc/systemd/system/pangeoradar-kafka.service; enabled; vendor preset: enabled)
Active: active (running) since Tue 2022-62-@1 15:06:55 MSK; 4h 36min ago
Docs: http://kafka.apache.org/documentation. html
Main PID: 29211 (java)
Tasks: 80 (limit: 4915)
Memory: 1011.2M
CGroup: /system.slice/pangeoradar-kafka.service
129211 /usr/11b/Jum/Java-1.11.0-openjdk-and6a/bin/Java -XixiG -XnsiG -server -XX:+UseG1GC -XX:MaxGCPauseMillis=2e -XX:InitiatingHeapoccupancyPercent=3s -

»
3aKpbiTh

kafka-exporter ® - kafka-exporter.service

PucyHok 29 - OkHO ¢ HhopMaLmer 0 COCTOSIHUM cepBUca

6. B packpbiBiemcs cnncke denctBusa BbibepuTe Jlorm (cm. pucyHok 28).

ADeiictena ~

ADeiictena ¥

Aevictana ¥

Mpu BbIOOPE AencTBMA Jlorm Ha 3KpaH BbIBOAMTCS XXypHan cobbiTuii cepuca (cMm. pucyHok 30).

- WA s 47h A

Jlor owmnbok

- Logs begin at Sun 2021-12-19 19:11:13 MSK, end at Tue 2022-02-01 19:50:13 MSK. --

Feb @1 15:07:00 v-study-balancer| kafka-ferver-start.sh[29211]: [2022-62-01 15:07:00,360] INFO Static member MemberMetadata(memberId=rdkafka-edld7e7e-434e-4e76-9eb5-5

Feb 01 15:07:00 v-study-balancer kafka-server-start.sh[29211]: [
Feb @1 15:07:00 v-study-balancer kafka-server-start.sh[29211]: [
Feb 01 15:87:00 v-study-balancer kafka-server-start.sh[29211]: [
Feb @1 15:07:02 v-study-balancer kafka-server-start.sh[29211]: [
Feb 01 15:07:02 v-study-balancer kafka-server-start.sh[29211]: [2022-82-01 15:07:62,471] INFO [GroupCoordinator @]:
Feb 01 15:87:04 v-study-balancer kafka-server-start.sh[29211]: [2022-02-01 15:87:04,563] INFO [GroupCoordinator ©]:
Feb @1 15:87:84 v-study-balancer kafka-server-start.sh[29211]: [2022-02-01 15:07:04,746] INFO [GroupCoordinator @]:
Feb @1 15:87:85 v-study-balancer kafka-server-start.sh[29211]: [2022-02-01 15:07:85,093] INFO [GroupCoordinator @]:
Feb ©1 15:87:05 v-study-balancer kafka-server-start.sh[29211]: [
Feb @1 15:87:86 v-study-balancer kafka-server-start.sh[29211]: [
Feb @1 15:87:06 v-study-balancer kafka-server-start.sh[29211]: [
Feb 01 15:07:06 v-study-balancer kafka-server-start.sh[29211]: [

2022-02-01 15:07:06,361] INFO [GroupCoordinator @]:
2022-82-01 15:07:06,423] INFO [GroupCoordinator @]:
2022-82-01 15:87:06,770] INFO [GroupCoordinator @]:

PucyHok 30 - OkHo BbiBOga cobbiTuii cepBurca

[ns nogTeepXaeHus AOCTOBEPHOCTM MHAOPMAaLLMK, NOnyYeHHoN Yepes BeO-nHTepderic Nnatdopmbl,
MOXHO MOAKINIUNTLCS yaaneHHo no SSH k BbibpaHHOMY paHee A5 npoBepku y3ny (Balancer) n

BbINONTHNTb KOMaHAOy:

2022-62-01 15:07:00,360] INFO [GroupCoordinator @]: Loading group metadata for 9999-Radar-ICS with ge
2022-02-01 15:07:00,361] INFO [GroupMetadataManager brokerId=6] Finished loading offsets and group me
2022-02-01 15:07:00,361] INFO [GroupMetadataManager brokerId=@] Finished loading offsets and group me
2022-02-01 15:07:02,212] INFO [GroupCoordinator @]: Preparing to rebalance group 257@-Fortigate-Firew
]1: Preparing to rebalance group 2604-Kaspersky-Secur
]: Preparing to rebalance group 9999-Radar-ICS in st
]: Preparing to rebalance group 33ee-ft2e_xml in sta
]: Preparing to rebalance group 2162-Cisco-NetFlow i
2022-02-01 15:07:05,850] INFO [GroupCoordinator ©]: Preparing to rebalance group 1515-Microsoft-Windo'
]: Preparing to rebalance group 15405-NIDS-suricata-
]: Preparing to rebalance group 1514-Microsoft-Windo
]: Preparing to rebalance group 5552-AuditD in state

T

service pangeoradar-kafka status (ykasaTb cepBuc, kOTOpbI Obin BeiOpaH B [TV ans npoBepky,

B AaHHoM cnyyae kafka)

B pesynbraTe BbINOMHEHUS] KOMaHbl B OKHE TeEpMUHana AoMkHa 0ToOpasuTbes Ta e MHopmaLus o

cepBuce, YTO 1 B OKHe Beb-mHTepdperica no komaHae Crartyc.
[anee BbINONMHUTE KOMaHAY:

ip a

Mony4yeHHbIN B pe3ynbraTe BbINONHEHUA koMaHAabl [P-agpec gomkeH coBnagats ¢ IP-agpecom B BeO-

uUHTepdence.

3.3.1. NMNepBnyHOEe KoHUrypuposaHue lNnatdopmbli

MepBrYHOE KOHGUIyprpoBaHVe NaTdopMbl BKITHOYAET CO34aHNE U HACTPOWKY CreaytoLmx 0ObeKToB:

® [onb3oBartenu;
® rpynnbl nonb3oBaTenewn;

® [pynnbl aKTUBOB.

Moapo6HOe onuncaHve No co3naHuio U HAaCTpoiike 0GBLEKTOB NPUBEAEHO B OKYMeHTe «PykoBoacTBO

agMUHUCTpaTopax.


af://n542

3.3.2. CuHXxpoHu3auusa ¢ bason 3HaHuUn

Mpw BbINONHEHMM ONepaumii N0 CUHXPOHM3aLMK ¢ baso 3HaHun HeobxoauMO BbINOMHUTL criegytowmne
nencTeus:

® CUHXPOHU3MPOBATb TUMblI MHLUWOEHTOB,

® CUHXPOHM3MpOBaTL Npasuna Ans KoppenaTopa.

1. Ons aToro neperanTe B pasgen «LeHTp ynpasneHus» - «[apametpbl» - "lMapameTpbl” 1
BblOepuTe Bknagky «CuHxpoHmsaumsa ¢ bason 3HaHuinx.

2. HaxxmuTte Ha KHoMKU « CUHXPOHM3aLMs TUMNOB MHUMAEHTOB» U «CUHXPOHU3aLUmMs KoppenaTopa»
(cm. pucyHok 31).

Obwme 0O6paboTka ysa3BMMOCTEN CuHxpoHunsauns ¢ bason 3HaHnn

CUHXPOHU3ALUA TUNOB UHLMACHTOR
CUHXpOHU3aLmMg KoppenaTopa

&% MapameTpbl

MapameTpbl

PucyHok 31 - Bknagka cuHxpoHusauumn ¢ bason 3HaHui

CVIHXpOHVI3aLI,V|ﬂ npasuin Ana Koppendatopa MOXeT 3aHMMaTb HEKOTOPOE BPEMA.

3.3.3. [lobaBneHne HOBOrO y3ria Knacrepa

Mpn HeobxoaAMMOCTN pacLUMpeHUsi MPOU3BOAUTENbHbLIX BO3MOXHOCTEN [NnaTtdopmsbl cyLiecTByeT
BO3MOXXHOCTb 406aBUTb LOMOMHUTENbHLIN 3K3EMMNAP Y3na C TON Ui MHOWM POrbio.

1. dnsa aToro nepengnte B MEHIO aAMUHUCTPUPOBaHUs «Knactep» - «Y3nbl CUCTEMbI» - «Y3MbI»,

3anonHuTte popmMy gobasneHus yana n gobasbsTe K y3ny Heobxoammyto porb (CM. pUCYHOK 32):

YI'IPBBAEHI/IE HOAamMu Kna

Vambicuetewsl  Cepeuce  KOHQWIYDAWMOMKbie 03N CxpWmTsl  APIKMOMA  YueTHbe 33MUCH 419 C6OD3 A3MKSN  TRAMCNOPTe  [IAIHMDOBWMK 33134 YMpasneHue KoHOMTYpaUeli

Kapra knactepa
_ lo6aBaeHWe HOBOTO y3na
no6ankHbIe HACTPOKY

Yane Haseane Mopr

Mposepka ‘

TNorun Mapons

root

[NlobaBaeHue poneii K yanam

172.30.254.65 BeiBepute pons ¢

PucyHok 32 - [lobaBneHne HOBOro yana knacrepa

2. [lanee - nepenguTe B HACTPOWKN CO34AHHOIO y3na Kracrepa, Ans 3Toro HeobxoaAMMo HaxaTb Ha
IP-appec atoro y3na (cm. pycyHok 33):

172.30.254.83 n BuiGepure pons :

& worker .

PucyHok 33 - CosgaHHbIN y3en knacTtepa


af://n552
af://n567

3. B HacTporikax co3gaHHOro yana HaXkKmMmuTe Ha KHOmMKy "PackatuTb ponb" HanpoTme JobaBrneHHom
ponu (CM. pucyHok 34):

YnpaBneHue xoctom - 172.30.254.83

PO ¥3NA

L1

Jo6aenTh

worker Packatute pons m

PucyHok 34 - YcTaHOBKa ponuv Ha HOBbLIV y3en Knacrepa

4. Nocne Yero Ha4YHeTCs1 yCTaHOBKa CEPBUCOB POSM C OTODPaXXeHNEM XypHana YCTaHOBKM (CM.
pUCyHOK 35):

Jlor yctaHoBkmM X

{ "finished": true, "started": false }
Uelete HRadar Flatform normallzZed 1ndilces older than 14 days
options:
ignore_empty list: True
disable_action: False
filters:
- filtertype: pattern
kind: prefix
value: normalized_
- filtertype: age
source: name
direction: older
timestring: 'XY.%m.%d’
unit: days

EE T I O

unit_count: 14

done
3aKkoHYEH CKPWNT - curator-config

3

PucyHok 35 - INpouecc ycTaHOBKM pornu

5. Mo 3aBepLUEeHNIO YCTaHOBKN HA>XMUTE KHOMKY "YCTaHOBKa 3aBepLUeHa, 3akpbiTb OKHO", nepengure
B pa3gen "Knactep" - "Yanbl cuctembl” - "MobanbHble HAaCTPONKK" 1 HaXKMuTE KHomMKy "OBHOBUTL
KOHpUrypaumnoHHble dannbl” (CM. pucyHok 36):

YnpasaeHue Hogamu

Vanel cacemsl Cepencal KoHQUIypaUMOHHLIE Gafinsl  CKDMTSl  APIKAIMM  YYETHHIE 33NMCH ANA C60PA AHHEIX  TDAHCTOPTHI 33824

Kapra knactepa

OckoeHoii cepeep

P 172 .30 . 254 65
Y3l

Mposepka

PucyHok 36 - CUHXpOHU3aunsa KoHpUrypaLmoHHbIX bannnos

6. Ha aTom npouecc fobaBneHns HOBOro y3na Krnactepa MOXHO CUMTaTh 3aBEPLUEHHbIM.

3.4. Bo3MOXHble npob6riemMbl

Mocne I'IepBVI‘-IHOVI YCTaHOBKN HEKOTOPbIE KOMMOHEHTbI MOTyT MMETb OTpuLateribHoe COCToOAHNE
OOCTYMNMHOCTW.


af://n593

[nsa yctpaHeHus npobnem c cepsncom RADAR TERMITE BkntoumTe Tvnbl McTouHMKoB (Mpunoxerue I
"BkntoveHne NCTOYHMKOB").

[nsa yctpaHeHusa npobnem ¢ HepaboTalLmMM CEPBMCOM (Takon CepBUC BbiAEMNEH KPaCHbIM) BbIMOMHUTE
cnegyolime 4encTBus:

1. Mepenaunte B pasgen «Knactep».
2. Ha Bknagke «Yanbl cuctembl» nepenguTe B pasgen "Yanbl" n knukHuTe Ha IP-agpec yana, Ha
KOTOPOM pacnonaraetcs HepaboTaroLLnin CepBUC (CM. PUCYHOK 37).

[JobasneHne ponei K y3nam

* master
* data

* monitoring
PucyHok 37 - Beibop yana

3. Ha naHenu «Bce cepBuchl y3na» HanT HepaboTatoLLmii CEPBUC U HaXaTb KHOMKY «[encTtBus». B
BbINagatolleM MeHto BbibpaTb NyHKT "lMepesanycTutb". ECnv nepesanyck cepBrca He NoMmor,

BblOepuTe nyHKT "lMepeycTtaHoBUTL cepBuC” (CM. pUCyHOK 38).

BCE CEPBUCH ¥3/1A

rvs - pangeoradar-rvs_apiservica .
© - pang -2 Reicram =

pluto ® - pangeoradar-plute-web.service

Beiicrons ~
@ - pangeoradar-pluto-worker.service

logmule @ - pangeoradar-logmule.service -

ngin - nginxservice B,
< ®-ng Aeicrom ~

keaflca-exporter @ - kafka-exporterservice P

Craryc
mongo @ - mongod.service

TNoru

eventant ® - pangeoradar-eventantservice
MepeycrarosuTs cepevc

Mepezanyerurs
postgresql ® - postgresqlservice

PucyHok 38 - lNMaHenb "Bce cepBuchl yana"

YcnelHoe 3aBepLueHre npouecca pa3BepTbiBaHWs, BbINOMHEHWE MPOBEPOYHbBIX MEPONPUSATUN,
KoHdpurypuposaHue Nnatdopmbl 1 CUHXPOHU3aLMs ¢ ba3o 3HaHUIM NO3BONAT HaYaTb LieneByto
akcnnyataumio pyHkumnoHana lNnatgopmel.

B xoge akcnnyaTtauum MNnatcopmbl HEO6XOAMMO PYKOBOACTBOBATLCS AOKYMEHTaMM

«PykoBoACTBO agMuHucTpaTopa» 1 «PyKoBoACTBO oneparopan.
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