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OrnaBneHue

OrnaBneHue
1. ABTOpM3auusa
1.1. AyTeHTudrkauus nonb3osarens
2. OcHOBHbIe 3nemMeHTbl MHTepdenca. Pabounin cton
2.1. MeHto ynpaenenus Nnatdopmon Pagap
2.2. Pabouwnii cton
3. NMonb3oBaTenbCKne HaCTPOMKU
3.1. MeHto npodhunsi nonb3oBaTensi
3.2. MNpodpunb - CoobLueHns {#messages}
3.2.1. OcHoBHbIe aneMeHTbl nogpasgena "CoobueHunsa"
3.2.2. Cnuckn coobuieHuii. NMapameTpbl CNMCKOB
3.2.3. HactpaunBaeMble punsTpbl CAMCKOB COOBLLEHNI
3.2.4. TpocmoTp getanen coobLleHuns
3.2.5. Co3gaHune 1 oTnpaeka HOBOro coobLLEeHUS
3.3. Mpodunb - HacTtporika onoseLleHun
3.3.1. OcHOBHbIE 3NeMeHTbI Nogpasaena
3.3.2. Hactponka pexnmoB onoBeLLeHus
3.3.3. VicTopus gercteuii nonb3oBarens. NapameTpbl cnncka
3.3.4. HactpaunBaemble ounbTpbl Noncka no Uctopun encTemmn
3.3.5. lNpocmoTp getanusauunn AeicTBUiA Nonb3oBaTens
3.4. MNpocunb - HacTtporika npoduns
3.4.1. OcHOBHbIe 3neMeHTbI nogpasaena
3.4.2. Hactpovika goctyna yepes3 MoburnbHoe NpunoxeHme
3.4.3. YnpaBneHue ceccrusmMmmn nonb3oBaTens
3.4.4. MpunoxeHna
3.4.5. XypHan
3.5. Bbixoa 13 cuctemsl
4. NMpocMoTp cobbITUMN
4.1. Pasgen "MpocmoTp cobbitnin”
4.1.1. OCHOBHbIe anemMeHThbl nogpasgena
4.1.2. Hactpoiika npocmoTpa v pabota ¢ coObITUSIMU
5. UHUMAaeHTbI
5.1. Pasgen "MIHUMaeHTb!"
5.1.1. CoctaB pasgena "MHunaeHTb!"
5.1.2. Mogpasgen "MHumaeHTh!"
5.1.2.1. OcHOBHbIe 3reMeHTbI Noapasaena
5.1.2.2. Cnucok nHunaeHTos. MNapameTtpbl cnvcka
5.1.2.3. Cratycbl MHUMAEHTOB. BbICTpoe nepeknoyeHne cnncka MHUMAEHTOB Mo cTaTycam
5.1.2.4. HactpanBaemble punLTPbI cnncka nHunaeHToBs {#incident_filters}
5.1.2.5. Hactpoika o6HOBNEHNS AaHHbIX
5.1.2.6. HasHayeHve MHUMAEHTOB NONb30BaTeNsAM 1 rpynnam nonb3oBaTenen
5.1.2.7. CmeHa cTaTtyca nHumgeHTa
5.1.2.8. Co3gaHue nHunaeHTa
5.1.3. MNogpasgen "Ipynnbl tHUMAEHTOB" {#groups}
5.1.3.1. OcHoBHble arnieMeHTbI Nogpasaena
5.1.3.2. Cnucok rpynn nHunaeHToB. lMapameTtpbl cnvcka
5.1.3.3. HactpauBaemble unbTpbl Cnncka rpynn UHLMAEHTOB
5.1.3.4. CospaHue rpynmnbl MHUMAEHTOB
5.1.3.5. YnpaeneHwe rpynnoi nHumaeHTos {#group_control}
5.1.4. Moppasgen "Tunbl MHUMAeHTOB" {#incident_types}
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5.1.4.1. OcHoBHble 3r1eMeHTbI Noapasaena
5.1.4.2. Cnncok TMNoB UHUMAEHTOB. MNapameTpbl cnuncka
5.1.4.3. HactpanBaemble hnnbTpbl Cnucka TUNoB NHUMAEHTOB
5.1.4.4. Co3gaHuve Tvna nHungeHTa
5.1.5. MNogpasgen "OononHutenbHble nonsa" {#custom_fields}
5.1.5.1. OcHoBHble arieMeHTbI Nogpasaena
5.1.5.2. Cnucok gononHuTenbHbIX nonen. NMapameTpbl cnucka
5.1.5.3. HactpauBaemble unbTpbl cnucka A0NOMHUTENbHbLIX NOMnen
5.1.5.4. CosgaHune A0MNONTHUTENbHOro nosis
5.1.5.5. Vicnonb3oBaHne AONOMNHUTENBbHbIX NONnen
6. Pasgen "Aktusbl"
6.1. HazHauyeHwue 1 coctaB pasgena "AkTuBbl"
6.2. Noapasgen "AkTuBbl" {#assets}
6.2.1. OcHOBHble aneMeHTbI Nogpasaena
6.2.2. Cnucok aktneoB. MapameTpbl cnvcka
6.2.3. HactpauBaemble cunbTpbl cnvicka aktmeoB {#list_filters}
6.2.4. Hactpornka 06HOBNEHNsI OaHHbIX
6.2.5. YnpaBneHue aktmBamu
6.2.6. Co3gaHue akTunea
6.2.7. PegakTnpoBaHue napameTpoB akTuea
6.3. Mogpasaen "Mpynnbl akTMBOB"
6.3.1. OCHOBHbIe 3NeMeHTbI Noapasaena
6.3.2. Cnucok rpynn akTneoB. MapameTpbl cnvcka
6.3.3. HactpavBaemble ounsTpbl cnvcka rpynn akTMBOB
6.3.4. CosgaHue rpynnbl aKTMBOB
6.3.5. PegakTupoBaHue napameTpoB rpynnbl aKTUBOB
6.4. NMoppasgen "Hactponkn naeHtudukaumm aktmeos"
6.4.1. OcHOBHbIE 311eMeHTbI Nogpasaena
6.4.2. CnnCcoK HaCTPOEHHbIX CErMEHTOB. [MapameTpbl cnncka
6.4.3. HactpanBaemMble hunbTpbl CNMcKa CErMeHTOB
6.4.4. Co3gaHne HOBOrO HAaCTPOEHHOIo CerMeHTa
6.4.5. PegakTnpoBaHue napameTpoB CErMeHTa
6.5. Nogpasgen "CeteBble MHTEPdENCHI"
6.5.1. OcHOBHbIE aneMeHTbI Nogpasaena
6.5.2. Cnucok ceTeBbIX nHTEpdencos. MapameTpbl cnvcka
6.5.3. HactpavBaemble hunsTpbl cnivcka MHTEpdEencos
6.5.4. Co3gaHune ceteBoro nHtepdeica
6.5.5. PegaktupoBaHune napameTpoB CETEBOIO MHTepderica
6.6. Noagpasgen "PesynbraTthl ckaHMpoBaHMA"
6.6.1. OCHOBHbIE 3NeMeHTbI Nogpasaena
6.6.2. Cnncok pesynsTaToB ckaHWpoBaHus. MNapameTpbl cnvcka
6.6.3. HactpanBaeMble unbTpbl CIMCKa pe3ynsTaToB CKaHMPOBaHUS
6.6.4. Co3gaHne HOBOW 3anmncy 0 CKaHMPOBaHUN
6.6.5. CpaBHeHMe pe3ynsTaToB CKaHMPOBaHUS
6.7. Noppasgen "MHBeHTapusaymsa”
6.7.1. CocTaB nogpasgena
6.7.2. Bknagka "O6HapyxeHne xocToB"
6.7.2.1. OCHOBHbIEe areMeHTbl BKIaaku
6.7.2.2. Cnucok pe3ynsTaToB CKaHUPOBaHMsI XOCTOB. [lapameTphbl cnvcka
6.7.2.3. CkaHMpoBaHWe akTUBOB yKa3aHHOW NoAceTH
6.7.2.4. OGHOBrEHNE faHHbIX NO pesynsTaTtam CKaHUPOBaHMUS
6.7.3. Bknagka "O6HapyxeHne cepBmcoB”
6.7.3.1. OcHOBHble arIeMeHTbI Noapasaena

6.7.3.2. Cnucok akTBOB C pe3ynbTraTaMmy CKaHMpOBaHWS CepBMCOB. MNapameTpbl cnvcka



6.7.3.3. HactpanBaemble hunbTpbl CNCKa akTUBOB C pedyrbraTtaMy CKaHUMPOBaHUS CEPBUCOB
{#scan_filters}

6.7.3.4. CkaHnpoBaHu1e cepB1coB
6.7.4. Bknagka "Cbop gaHHbIx"
6.7.4.1. OcHOBHble 3rieMeHTbI Noapasaena
6.7.4.2. Cnncok akTUBOB C pesyrnbratamu cbopa AaHHbIX. [TapameTpsbl cnucka
6.7.4.3. HactpanBaemble hunbTpbl CMCKa akTUBOB C pedyrbTaTtaMy CKaHUPOBaHMS CEPBUCOB
6.7.4.4. CO0p AaHHbIX C aKTUBa
7. KoppensaTtop
7.1. Pasgen "KoppensTtop"
7.1.1. Obuwee onncaHue pasgena "Koppensitop"
7.1.2. Nogpasgen "Mpasuna”
7.1.3. Nogpasgen "LLabnoxsl"
7.1.4. Nogpasgen "XpaHunuiia 3HavyeHuin"
7.1.5. NMogpasgen "Pesynerathl”
8. OueHka cootBeTcTBMUA MO
8.1. Pasnen "OueHka cootBeTcTBUs 10"
8.1.1. CocraB pasgena "OueHka cooTeTcTBMA 10"
8.1.2. Mopgpasaen "Pesynbrathl cootBeTcTBUSA MO" {#software_results}
8.1.2.1. OcHoBHbIEe ar1eMeHTbI Noapasaena
8.1.2.2. Cnucok pesynbratoB npoepku 0. MapameTpbl cnncka
8.1.2.3. HactpaunBaemble unbTpbl cnncka pesynstatoB nposepku MO
8.1.2.4. MpocmoTp Aetanusauumn pesynsratoB KOHTponsa cooteetcTaus MO
8.1.3. Moagpasgen "Cnucok MNO" {#software_list}
8.1.3.1. OcHoBHble arieMeHTbI Noapasaena
8.1.3.2. Cnimcok MO. NMapameTpbl cnucka
8.1.3.3. HactpauBaemsblie counbTpbl cnncka Mo
8.1.3.4. MpocmoTp nHdopmaumm o NO
8.1.3.5. CosgaHue rpynnsl O
8.1.3.6. PegaktpoBaHue gaHHbix MO
8.1.4. Nopgpasgen "Habopbl npasun" {#rules_list}
8.1.4.1. OcHOBHbIE 3r1EMEHTbI Noapasaena
8.1.4.2. Cnucok nonuTtuk. NapameTpbl cnvcka
8.1.4.3. HactpauBaemble hunbTpbl cnncka NoamTmk
8.1.4.4. Co3paHve, pefakTupoBaHue, yaaneHue nonmTmk
8.1.5. Mopgpasaen "Mpasuna" {#rules}
8.1.5.1. OcHOBHbIE ar1eMeHTbI Noapasaena
8.1.5.2. Cnucok npasun. MapameTpbl cnncka
8.1.5.3. HactpanBaemble unbTPbI CNMCKa NONUTUK
8.1.5.4. Co3paHve, pegakTmpoBaHue, yaaneHue npasuna
9. NMapameTpsbl
9.1. Pasgen «[lMapameTtpbi»
9.1.1. CoctaB pasgena "lMapameTpbl”
9.1.2. MNogpaspen «MapameTpbi»
9.1.2.1. CocTaB 1 Ha3Ha4YeHne BKIagok
9.1.2.2. Bknagka "O6wume". OGHoBMNeHne obLLMX NnapamMeTpoB
9.1.2.3. Bknagka "O6pa6oTka yassumocTen" {#incidents}
9.1.2.4. Bknagka "CuHxpoHusaums ¢ bason 3HaHnin"
9.1.3. MNoagpasgen «4YepHbin cnvcok ID nnarmHos»
9.1.3.1. OcHoBHbIE 3eMeHTbI Noapasaena
9.1.3.2. Cnucok nnarnHoB. MNapameTphbl cnvcka
9.1.3.3. HactpauBaemble unbTpbl CNncka niarnHoB
9.1.3.4. BkntoyeHve HOBOTO MrarvHa B C1COK, yaaneHne nnarvHa u3 cnucka
9.1.3.5. PepgaktpoBaHve, yaaneHue nnarvHa u3 cnucka
9.1.4. Nogpasaen "OnoBeLleHns No 3agepkkam B o6paboTke" {#alerts}



9.1.4.1. OcHOBHbIEe 3r1eEMeHTbI Noapasaena
9.1.4.2. HacTpolika BpeMEHHbIX OTCEYEK AJ151 ONOBELLEHUN
9.1.4.3. HacTpolika pexvma oTrnpaBKu ONoBeLLeHUI
9.1.4.4. HacTpolka TEKCTOB Arsi ONOBELLEHUN
10. Coob6uieHus
10.1. Paspen CoobuieHus
11. Pazgen OT4eThl
11.1. OcHOBHbIE anemMeHTbl pa3gena
11.2. OCHOBHbIE aneMeHTbl pasgena B pexnve pegakTmpoBaHus
11.3. YnpaBneHue otyeTamm
11.4. CocTaB BUOKETOB OTYETA
12. PaboTta ¢ MHUMOEeHTaMKU
12.1. O6wme faHHble 06 MHUMOEHTax
12.2. BbisBNeHne UHUMAEHTOB (aBTOMaTUYECKOe Co3aaHNe NHLNOEHTOB)
12.2.1. MexaHn3Mbl BbISIBNIEHUS] MHLUOEHTOB
12.2.2. MNpucBoeHne cTaTyca HOBbIM UHLMAEHTaM
12.2.3. MNpowucLiectBus
12.3. Co3pgaHve nHumaeHTa Bpy4Hyto {#create_incident_manual}
12.3.1. O6LuMEe NonoxeHus
12.3.2. JocTyn K oyHKLMM CO34aHMS HOBOTO MHLUMOEHTA BPYYHYHO
12.3.3. Co3gaHre HOBOro MHLUMAEHTa CO CTPaHuULbl cnvcka uHumaeHToB {#create_incident_from_list}
12.3.4. Co3pgaHune HOBOroO MHUMAEHTA C KapToukM TUna nHuupeHTa {#create_from_type}
12.3.5. MNpwuBsizka ONOSNHUTENbHbIX COOLITUIA BPYYHYIO AN aHanu3a npuydnHbl MHuMaeHTa {#add_events}
12.3.6. MpuBsska gononHuTenbHbix nonen {#custom_fields}
12.4. AHanus nHumngeHTa
12.4.1. NpocMOoTp cnucka MHUNOEHTOB
12.4.2. MNpocMoTp getanusaummn nHumaeHTa. Kaptodka nHunaenTa {#card}
12.4.2.1. ObLee onncaHne KapTodkM MHUMAEHTA
12.4.2.2. briok cBOAHOM MHOPMaLMK NO MHUNOEHTY
12.4.2.3. Jetanusauns oLeHoK uHumaeHTa {#score_detail}
12.4.2.4. bnok nidpopmanmm "lMpoucwwectens”. O6Las nHdopmaums
12.4.2.5. OcobeHHOCTM MPOCMOTPpa NPOUCLLECTBUI, OBHaPYXEHHBIX MPaBUNaMm Koppensuum
12.4.2.6. OcobeHHOCTM MPOCMOTPa NPOUCLLECTBUI, 0BHAPYXKEHHBIX MO pe3ynsTatam aHanmsa
OaHHbIX CKaHepa ysi3BMMOCTEN
12.4.2.7. bnok nHdopmauum "ctopus” {#history}
12.5. PaccnepoBaHue nHunaeHTa
12.5.1. AnNropnT™ cMeHbI CTaTycoB Npu paccriefoBaHnn nHumaeHTa {#status_change}
12.5.2. iameHeHwe ctaTtyca nHumaeHTa {#set_incident_state}
12.5.2.1. focTyn K OyHKLMM CMEHbI cTaTyca
12.5.2.2. 'ameHeHue cTaTyca MHUMAEHTa/VMHUMOEHTOB B CNINCKE MHLUMAEHTOB
12.5.2.3. 'ameHeHune cTtaTyca MHUMAEHTa Ha KapToyke MHUMaeHTa
12.5.3. HasHaveHne nHumMaeHTa oTBETCTBEHHbIM {#set_incident_assign}
12.5.3.1. JocTyn K doyHKUMM BbIOOpa OTBETCTBEHHBIX MOfIb30BaTeNnemn
12.5.3.2. HasHauyeHne nHunageHTa OTBETCTBEHHbLIM B CMUCKE UHLIMOEHTOB
12.5.3.3. HazHayeHne OTBETCTBEHHbIX HA KapTOYKe UHUMAEHTA
12.5.4. Co3gaHwue v oTrpaBKka COOBLLEHUS CO CChINKONM Ha MHUMAEHT {#message_create}
12.5.5. PefakTupoBaHue napameTpoB nHuugeHTa {#edit_params}
12.5.5.1. [JlocTyn K oyHKUMM peqakTupoBaHus
12.5.5.2. lNepeyveHb pegakTupyemMbix napaMmeTpoB
12.5.5.3. PegaktupoBaHve napameTpoB MHUMAEHTA
12.5.6. YnaneHve nHuyaexTa
12.5.7. TpynnupoBska nHuupeHTa {#incident_group}
12.5.7.1. 'pynnupoBKa ¢ UCNonb3oBaHWEM KOpPPENsLMi
12.5.7.2. PyuHoe nobasnexue B rpynny {#create_group_manual}
13. Pa6ota c 6a30#1 3HaHU1 TUMNOB UHLUOEHTOB



13.1. O6LwWue gaHHble 0 TMNax UHLUMOEHTOB
13.2. AHanus3 TMNoB UHLNOEHTOB
13.2.1. NpocmMoTp cnucka TMNoB NHUMAEHTOB
13.2.2. lMpocmoTp geTanusaumm Tuna nHumaeHTa. Kaptouka tuna {#type_card}
13.2.2.1. Obuwee onncaHne KapTodKM TUNa MHUMOEHTa
13.2.2.2. brnok cBogHOM nHdopmaumm no Tuny MHUMaeHTa
13.2.2.3. bnok onucaHus
13.2.2.4. brnok pekomeHgaummn
13.2.2.5. Bnok "MHumnaeHTb!"
13.3. YnpaBneHue 6a30oi 3HaHWU TUMOB MHUNOEHTOB
13.3.1. Co3gaHue HOBOrO TuMNa MHUMAEHTA BPyYHYto {#type_incident_create}
13.3.2. PegakTpoBaHue napameTpoB Tuna uHumaeHTa {#edit}
13.3.2.1. JocTyn K oyHKUMM pegakTUpoBaHus
13.3.2.2. lNepe4veHb pegakTupyemMbix napaMmeTpoB
13.3.2.3. [poBeaeHmne pegakTMpoBaHust
13.3.3. CosgaHue v oTnpaBka COOBLLEHNS CO CChINKOWM Ha TN nHumaeHTa {#message}
13.3.4. Co3gaHue Bpy4YHYO MHLUMAEHTA YKa3aHHOro Tuna
14. Pa6oTa ¢ NPOCMOTPLUMKOM COObITUM
14.1. O6wue gaHHble
14.2. lNepBunYHas HacTpoKKa BbiBoAa COObITUIA Ha aKpaH
14.2.1. NpoBegeHne HaCTPONKM
14.2.2. CHpoc, coxpaHeHwue, 3arpy3ka punsTpoB HACTPOMKM NPOCMOTPLLMKA
14.2.3. HacTtpovika 06HOBNEHMS AaHHbIX
14.2.4. OcobeHHOCTH BbIGOpa BpeMeHHOro nHTepeana {#time_interval}
14.2.4.1. bbicTpbIn BbIGOp AaT
14.2.4.2. ToyHasi HACTPOMKa BPEMEHHOIO UHTEPBarna
14.3. AHanu3 cobbITun
14.3.1. HacTtpovika npocMOoTpa BPEMEHHOW Anarpammbl COObITUI
14.3.2. HacTtpovika nonen TabnmnyHoro cnmcka cobbiTum
14.3.2.1. Cnncok cobbITUiA N0 yMONYaHuio
14.3.2.2. [lobaBneHne HOBOro nonsi (napamerpa) B TabrnnyHbIN CIMCOK COBbITUI
14.3.2.3. Yganenue nonsi (napameTtpa) u3 TabrnmyHoro cnmcka cobbiTui
14.3.3. dunbTpaums cnucka cobbiTui
14.3.3.1. Ycnosus counbTpaumm, npumMeHsiemble Ans cnucka cobbltui {#filter_conditions}
14.3.3.2. HacTporika cdounsrpaumm cobbiTuin B CNMCKE MO 3HAYEHUIO MONs
14.3.3.3. CHaTtue cdunstpa
14.3.3.4. MNaHenb ynpaeneHnsi punsTpom
14.3.3.5. Co3gaHue durnbtpa
14.3.3.6. PegaktuposaHue cunstpa
14.3.4. NpocmoTp getanuaaumm cobbiTms
14.3.4.1. JocTyn K geTtanusaumm cobbiTus
14.3.4.2. detanusaumsa cobbiTusa Ha Bknagke "Tabnuua"
14.3.4.3. [leTanusauus cobbiTusi Ha Bknagke "JSON"
14.3.5. Co3sgaHune nHumMaeHTa us codbiTus
15. Pa6ora ¢ akTuBamm
15.1. OBHapyxeH1e aKTMBOB
15.1.1. Co3gaHune akT1BOB U3 pe3yrnbTaToB CKaHepa ysa3BUMOCTEN
15.1.2. Co3gaHune akT1BOB U3 pe3yrbTaToB CETEBOrO ckaHepa
15.1.3. Co3gaHue akTMBOB Bpy4Hyto {#manual_create}
15.1.4. Co3pgaHvie akTMBOB U3 pe3ynsTaTtoB paboTel NpaBun koppenaumm
15.1.5. KoHduryprpoBaHue ctpaternin ngeHTndmkaumm akTueos
15.1.5.1. Co3gaHvie HOBOW NONUTUKN uaeHTudukaumm {#create_policy}
15.1.5.2. PepaktupoBaHue nonutuku naeHtndukauum {#edit_policy}
15.1.5.3. YganeHue nonutukm naeHTunkawmm
15.2. AHanuTuka no aktmeam



15.2.1. duneTpaums akTMBoB
15.2.2. NpocMOTp AaHHbIX N0 aKTUBY
15.2.2.1. CBoaHas uHgpopmauums
15.2.2.2. CootBetctBuMe MO
15.3. Paborta ¢ rpynnamu akTuBoB
15.3.1. CospaHue rpynnbl akTnBoB {#Create_group}
15.3.2. MNpocmoTp nHdopmaLumm Mo rpynne akTMBoB
15.3.3. PegakTtupoBaHue rpynrbl aktusoBs {#edit_group}
15.3.4. BkntoveHne akTMBOB B rpynmny akTMBOB
15.3.5. NcknoyeHne akTMBOB M3 rpynnbl
15.4. AkTyanusaumsi faHHbIX 06 akTmBax
15.4.1. PegaktupoBaHue gaHHbIX N0 akTUBY
15.4.2. Knaccudmkaumsi HoBbIX akTUBOB
15.4.3. O6begnHeHne akTMBOB
15.5. Pabota c ceTeBbIMM UHTEpPhencamm
15.5.1. CBsa3biBaHMe nHTEpdenca ¢ akTMBOM
15.5.2. Co3gaHue ceTeBbIX MHTEPdENCoB BpyyHyto {#create_net}
15.5.3. PepakTupoBaHue ceTeBoro nHTepdeiica {#edit_net}
15.5.4. YpoaneHue ceteBoro uHtepderica
16. Pabota c ceTeBbIM CKaHEPOM U UHBEHTapu3auuen
16.1. MNowck akTMBOB B KOMMNbloTepHo ceTu {#find_hosts}
16.2. Mowck ceTeBbIX CepBUCOB Ha xocTe 6e3 aBTopusauum {#find_services}
16.3. O6Hapy»xeHue MO Ha xocTe ¢ aBTopu3aumei {#collect_soft}
16.4. OBHapyxeHre annapaTHON KOHMUrypaLmm Ha XoCTe C aBTopu3aumen
16.5. HacTponka y4eTHbIX 3anuncer 4ns aBTopu3aumm Ha XocTax
17. HacTpoiKka KOHTPOSS YCTaHOBNEHHOIO NporpaMmMHOro obecneyeHus
17.1. O6wue nonoxeHus
17.2. AHanu3 nporpaMmHoro obecreyeHusi Ha akTueax {#active_software_analyse}
17.2.1. NpocmoTp getanu3aumm no 3anmcy nporpammMHoro obecneveHumst
17.2.2. NpocMOTp UHopMauumn No akTmeam
17.2.3. PegaktupoBaHme gaHHbIX NporpamMmmHoro obecneyeHms
17.2.4. Ynanenue 3anucu o MO n3 cnucka
17.3. HasHaveHve nonutukm nposepku cootsetctaus MO rpynne akTnsos
17.4. 3anyck npouecca npoeepku cootsetcTBus {#software_check_run}
17.5. AHanua pesynstaTtoB npoBepok cootBeTcTBUsA MO {#check_result_analyse}
17.5.1. NpocMOTp CBOAHbLIX pe3ynsTaToB NPoBepok cooTBeTcTBus MO
17.5.2. NpocmoTp pe3ynsTaToB NPOBEPOK COOTBETCTBUSA MO rpynne akTMBOB
17.6. YnpaBneHve nonutukamu npoeepku cootsetcTeus MO {#software_politics}
17.6.1. NpocMOTp TeKyLlero cnmcka nonmTuk
17.6.2. Co3gaHne HOBOW MONMUTUKMA
17.6.3. PegaktupoBaHue napameTpoB NOMUTUKN
17.6.4. YoaneHue nonnTuKN U3 TEKyLLEero cnmcka
17.7. Ynpaenenue npasunamu {#rules_control}
17.7.1. NpocMOTp TeKkyLero crnvcka npaswun
17.7.2. Co3gaHune HOBOro npasuna
17.7.3. PegaktupoBaHue gaHHbIX npaBunia
17.7.4. YoaneHue npasuna 13 TeKyLLero cnmcka
18. NHTerpaumsa co ckaHepamm ysi3aBUMOCTeN
18.1. 3arpyska pe3ynsraTtoB CkaHUpoBaHus {#scan_create}
18.2. MpocmoTp pesynsratoB ckaHMpoBaHua {#scan_view}
19. Pa6ora c otyeTamu
19.1. O6wue gaHHbIe 06 oTyeTax
19.2. lNMpocmoTp oT4eTOB
19.2.1. BblBOg, OT4ETa Ha 3KpaH

19.2.2. HacTpolika BpeMeHHOro nHTepBana ans oryera {#set_time_report}



19.2.3. Hactpoiika o6HOBNeHNs faHHbIx oTyeTa {#set_dataupdate_report}
19.2.4. Hactporika otyeTa Ansa nevatu {#set_print_report}
19.2.5. HagHa4eHue 1 onMcaHne npeaycTaHOBMEHHbIX OTYETOB
19.3. YnpaBneHue ot4etamu
19.3.1. 3akpenneHue otyeTa Ha paboyem cTone
19.3.2. ybnmpoBaHue otyeTa
19.3.3. Co3gaHune HoBOro otyeTta
19.3.4. PegaktupoBaHue otyeTa
19.3.5. YnoaneHue ot4yeTa
19.4. YnpasneHvie BugxeTtamu {#vidgets}
19.4.1. Jo6aeneHue HoBoro Bumketa {#add_vidget}
19.4.2. \ameHeHMe NonoXeHus Buaxeta B oT4yeTe
19.4.3. 'ameHeHMe pa3mepoB BUIKETA B OTHETE
19.4.4. PepakTvpoBaHue napameTpoB CYLLECTBYIOLLEro BUAKeTa
19.4.5. YnaneHve Buoxeta
19.4.6. Tvnbl BUAXETOB
19.4.6.1. NepeveHb TUMNOB BUOKETOB
19.4.6.2. YucneHHoe 3HayeHne
19.4.6.3. KpyroBas gnarpamma
19.4.6.4. Ctonbyatas gnarpamma
19.4.6.5. Tabnuua
19.4.6.6. 3aronosok
19.5. Co3pnaHve BMOKETOB HA OCHOBE COXpaHeHHbIX dounbsTpos/3anpocos. [MpoBanaepsl {#vidgets_providers}
19.5.1. Nposangepsl. ObLiee onucaHne
19.5.2. lobaBneHwe B oT4eT HoBOro Buaxeta {#add_vidget_report}
20. Pa6oTa ¢ npaBunamu koppensaumu
20.1. NpenycTaHoBneHHbIe NpaBuna koppensauun. PagpaboTtka npasun koppensuum
20.2. YnpaBneHue npasunamu koppensauum
20.2.1. BkntoyeHne npaBus Koppensaumm
20.2.2. BbIknodeHne npasun Koppensaumm
20.3. ObpaboTka pe3ynsraToB paboTkl NpaBusl KOPpPENALUm
20.3.1. VicTouHwmk pesynbsraTtoB paboTbl NpaBumit KOppensauum
20.3.2. NpocmoTp Aetanew UHUMAEHTA, CO34aHHOro No pesynsrataMm paboTbl NpaBun KOppensaLmmn
20.3.3. KoHBepTMpoBaHue pesynstatoB paboTbl NpaBus KOPPENaUUn B UHLMOEHT
20.4. OCHOBHble BO3MOXXHOCTU MPUMEHEHMWS NPaBUIT KOppensiLmmn
20.4.1. Hactponka koppensaumm no KonudectseHHOMy npuaHaky {#cor_set_count}
20.4.2. dopmupoBaHme Koppensuumn no nocrnenoBaTenbHOCTM COObITUI
20.4.3. Noppepxka onepaumii BblaeneHns parMeHToB cobbITMS B NpaBunax Koppensauum
20.4.4. HacTtpolika aBTOMaTM4eCKOro OrnoBeLLeHNs Nofnb3oBaTens npu cpabaTteiBaHUW npasuna
Koppensaumm
20.4.5. PeTpocniekTBHas koppensuus {#retro_correlator}
21. Pabota c cooOuweHnssmu
21.1. Obwume paHHble 06 ncnonb3yemblx Ha MnatdopmMe coobLLeHnaX
21.2. OocTtyn k cnvcky coobLueHui
21.3. MpocmoTp fetanei coobleHns {#message_details}
21.3.0.1. MpocMoTp TekcTa coobLLeHns
21.3.0.2. MpocmoTp AONONHUTENBHOM KOHTEKCTHOW MHdopMaLmm
21.4. Co3paHuve n otnpaska coobLeHunn {#create_message}
21.4.1. OtnpaBka coobLueHus 6e3 KOHTEKCTHON UHopmaumm {#message_send_nocontext}
21.4.2. OTnpaska CoOBLLEHMIN C KOHTEKCTOM (CCbINIKOM Ha OOBEKT)
22. HKUKH
22.1. Obwas nHdopmaums
22.2. Hactpoika nHrerpaumum
22.2.1. Hactporika conocTtaBneHnsi JaHHbIX
22.2.2. AP| KOHCTpYyKTOP



22.2.3. Hactporika rpynnbl akTMBOB
22.3. MNepepayva npouvcectsun B FocCOMKA
22.3.1. Bblbop nHumMaeHTa ansa oTnpaBku
22.3.2. YnpaBneHve NpovCLUECTBUAMY Ha OTNPaBKY

1. ABTOpU3auusa

1.1. AyTeHTncpnkauma nonb3oBartens

Mo ymonuaHuio nHTepdeiic nonb3osatens goctyneH no URL: https://<appec cepeepa>.

Ecnu nonb3oBaTtenb He Obin aBTOPM30BaH, TO NPKU OTKPbITUKN MHTepderica NnaTtdpopmbl Pagap Ha
3KpaHe
0oTOOpasnTCs OKHO ayTeHTudukaLmm MNnatgopmel (CM. pUcyHOK 1).

w MAHFEO
’ PAOAP

Bxog

Wms nonb3osatens nam E-mail

Napons

PucyHok 1 - OkHo ayTeHTuMduKaumm MNnatdopmel Pagap

lMocne ycnelwHomn ayTeHTUMKaLmMm Nonb3oBaTenst Ha 3KpaHe OTKPOoeTCs pabounin cTon

nonb3oBaTenbckoro nHtepdgerica MNnardopmbl Pagap (cm. pasgen "OCcHOBHbIE SMIEMEHTHI

nHtepdenca. Pabounn cton").

Mpu nepBon ayTeHTUdMKaLmMm nnaTtpopmMma MOXET NoTpedoBaTh OT Nofb30BaTeNsl CMEHUTb Naporib (CM.

PUCYHOK 2).
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O6HOBIEH Ve Maposis

A Bam Heo6x0AMMO M3MEHUTL Naposb, YTO6bI aKTUBMPOBATL

Baluy y4eTHyo 3anuceb.

HoBbIi naponb

MoarBepxaeHwe napons

MoaTBEepAUTL

PucyHok 2 - ®opma BBOAa HOBOro napons

Ecnu npu BBOAE NOrnHa v napons 6einun gonyLeHsl ownbkm, To MNnatdopma Pagap Bblgact
COOTBETCTBYIOLLIEe npeaynpexaeHme (CM. pUcyHok 3).

® HEI'IpaBMJ'IbHOE MM#A NMOSIb30BATENA UKW NapOofb.

PucyHok 3 - YBegomneHume 06 owmbkax asTopmsaumm

2. OCHOBHbI€E 3r1IeMeHTbl UHTepdenca.
Pabouun cton

Mpu Bxoae nonb3oBaTtens B rpadouyeckmii nonb3oBaTenbcknin nHTepdenic MNnatdopmbl OTKpbIBaETCS

pabounii cTon nonb3oBaTens (CM. PUCYHOK 4).
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] T ® .

@ PaSounii cron Pabouwii cton

2019-09-01 00:00:00 ~ 2022-10-30 00:00:00 i

BCETO MPABWN CPABATBIBAHWA BCEFO AKTWBHBIX KONN-BO KO/-BO MHLWAEHTOB COBBITUIA BCEFO CPEAHWIA
KOPPENALMM NPABW KOPPEAALIMK NPABW/ KOPPENALLMM AKTUBOB 295 EPS

1 1 1 4 100

Mo crarycam VHUMACHTEI MO KaTeropuw =

& ) K s \fé $F o

@ Hosbiii 290 @ 3akpsiT 4

Mo Tuny Kateropum n BaxHOCT Mo nerounnicy

PucyHok 4 - Pabo4unii cton nonb3oBaTtenbckoro nHrepderica MNnatdgpopmel Pagap

Mnatdopma Pagap nogaepxmBaeT pasHble YacoBble nosica. [Ana otobpaxeHns nHpopmaumy,
3aBMICSLLEN OT BPEMEHM, YYUTBIBAETCS NOKANbHOE BPEMS U YAaCOBOW MOSIC paboTaroLLero oneparopa.

2.1. MeHro ynpaBsneHus Nnarcgpopmon Pagap

Ha BepxHeln naHenu nHTepdgenca pacnonaratoTca criefyoLlmne arieMeHTbl:

e [lukTOorpaMma anisi CKpbITUSI/ pa3BopavmBaHns OCHOBHOMO MeHto MNnatdopmbl - B cBepHyTOM
BMAE 0TOOPaXKarTCsl TONbKO MUKTOrPaMMbl MEHLO, B pa3BEPHYTOM - MUKTOrpamMmmbl U HaZNUCH.
e  DyHKUMSA NoUcKa - CTaHAapTHOE Mosie BBoAa NOMCKOBOro 3anpoca (CM. pUCYHOK 4).

e [lykTOrpaMmMa BO3BpaTa Ha NpeablayLLyo CTPaHULy - .

e [TukTorpamma npodunsa Nonb3oBaTens ¢ MHANKaLUMen Hanm4ims HoBbIX COOBLLEHUN - m
. Mpw HaxkaTnn Ha NUKTOrpamMMy OTKPbIBAETCS MEHIO paboTbl C Npodunem nonb3oBaTensi.
MogopobHoe onucaHue paboTbl ¢ Npodunem nonb3oBaTens NPpMBEAEHO B pasaerne
"Monb3oBaTenbCckMe HAaCTPOMKK' .

CrneBa pacronaraeTcsi OCHOBHOe MeHto [1naTopMbl, KOTOPOE MOXKET HaXOAUTLCS B CBEPHYTOM UIK
pa3BepHYTOM COCTOSIHUW.

OcHoBHoe MeHto MnaTdopmbl cogepxuT Tpy pasgena:

e "Pabouun cton";
e "LleHTp ynpaBneHuna".
e "AgMunHUCTpUpoBaHue".

Pasgen "Pabouun cton" - rmaBHas ctpaHuua Nnatgopmbl ¢ BbIOpaHHbIM OTHETOM AN1a Nybnvkaumm
BUIXKETOB.

Pasgen "LleHTp ynpaBneHusa" cogepxuT cregyrollme nogpasgensi:

e "TlpocmoTp cobbiTuin" - npocMoTpa cobbIThin MHPOPMAaLMOHHON 6e3o0nacHoOCTY;

e "VIHUMOEHTLI" - ynpaBneHme NHUngeHTamu,;

e "AKTUBbI" - yNpaBrneHne akTMuBamu 1 rpynnamMm akTMBOB;

e "OueHka cootBeTcTBUA 10" - KOHPUIYPUPOBaHME NPABUI KOHTPOSSA
COOTBETCTBUS YCTAHOBIIEHHOIO NPOrpamMmMHOro obecrneveHns pasnnuyHbIM
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nonuTukam;
e "OTyeTbl" - ynpaBneHne OTYETHOCTLIO U BUAXeTamu paboyero ctona;
e "Koppendtop" - ynpaBneHue npasunamMmu Koppenswmu;
e "[lapameTpbl" - ynpaBneHne HacTponkamu.

Pasgen "AQMUHUCTPUPOBaHUE" COOEPXKNUT CNEAYIOLNIA NYHKTHI:

"Monb3oBaTtenu 1 npaea" - ynpaeneHue nonb3oBaTensamu;

e "Knactep" - ynpaeneHue Nnatcdopmon;

e "VICTOYHUKM" - ynpaBneHne nogkno4eHNeM NCTOHHNKOB CODbITUI;

e "MOHUTOPUHI" - NPOCMOTP METPUK PaBOTOCNOCOBHOCTN KOMMOHEHTOB
Mnatdopmsbl;

e "PenyTauUnoHHble CNNCKN" - yNpaBrneHne Crnckamm MHauKaTopoB
KomnpomeTauuu;

e "Basza 3HaHuK" - ynpasneHne 6a3oi 3HaHU No TMNam MHLUMAEHTOB U

npasunam KoppensiLuu.

2.2. Pabouun cton

HenocpencteeHHO Ha paboyem nomne pacnonaraeTcs akTyansHas MHGopmMaLums (CM. pucyHok 4)
pasHbIX TUMOB N pa3HbIx CNOocoboB NpeAcTaBeHUs, CKOMMOHOBaHHASA NO NPUHLUMNY NPUOOPHON OOCKN
(maw6oppaa). MiHdopmaums npeaocTaBnseTcs 3a nepuon BpeMeEHW, KOTOPbLIV yCTaHaBNMBAaETCS B
cneuvanbHOM Mnore B BepXHeW YacTu pabo4dero ctona.

[ns ycTaHoBKM nepuona oTobpakeHns MHOPMaLMM KIMKHUTE B MOre YCTAHOBKM Nneproaa v ¢
MOMOLLIbIO KaneHaaps 3ajante HeobxoauMbIi Nepuon BpeMeHu.

Psimom pacnonaraetcs cnncok Beibopa nHTepeana obHoBneHnsa npnubopHor naHenu paboyero crtona:

® BpYYHYHO
e 5S¢

e 15¢c

e 30c

e 60c

C nomoLL b UKOHKM MOXHO B Ito6O MOMEHT 06HOBUTL MHAOPMaLMI0 Ha NpUBOpPHOW NaHenm

paboyero ctona. [Npu ycTaHOBNEHHOM py4YHOM OGHOBEHMU NPUGOPHON NaHenNn KOHKa ByaeT ceporo
LBeTa, NPy aBTOMaTUYECKOM - 3€MEHOr0.

MpnbopHasa naHenb paboyero ctona coaepXuT cneayoLlime 6nokn gaHHbIX:

® varpamma pacrnpeneneHus MHUMAEHTOB Mo cTaTycam;

e rpaduk pacnpeneneHnss UHLNMOEHTOB MO KaTeropusiv;

e Tabnuua pacnpeaeneHms MHUWMOEHTOB MO TUMY KaTeropum U BaXKHOCTK;

e Tabnvua pacrnpeneneHnst UHUUAEHTOB MO UCTOYHUKY;

e Tabnuua pacnpeaeneHns MHUMOEHTOB MO YPOBHIO ONMACHOCTM.

® B BepxHel YacTu NpnubopHoI NaHenn otobparkatTcs AaHHbIe MO CreayLUM napaMmeTpam:
e '"Bcero npasun koppenauum'”;

o "cpabaTbiBaHMe NpaBui KOppensumMm” 3a yKasaHHbI Nepnos BpeMeHu;
o "BCero akTMBHbIX NpaBun Koppensuun®;
o "KOrnm4ecTBO aKTMBOB";

o "KOnmM4ecTtBO MHUMAOEHTOB",;
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o "coObITuin Bcero" ;
o "cpegHum EPS";

3. Monb3oBaTernibCKNe HaCTPOUKU

3.1. MeHo npodunsa nonb3oBartens

Ha BepxHel naHenu uHtepdenca B NpaBoM Yriy pacrnonaraeTcs nMkTorpaMmma npoduns

nonb3oBaTens ¢ MHAUKALNEn HanMunsa HOBbIX COODLLEHWI -

Mpy HaXxaTUKM Ha NUKTOrpamMMy OTKPbIBAETCA MEHI0 paboThbl ¢ NpodunnemM nosb3osaTens, KoTopoe
COAEPXUT criefytoLme MyHKTbl (CM. PUCYHOK 5):

e "CoobweHus" -- NpoOCMOTpP CMUCKOB COOBLLIEHNI NONb30BaTeNs, Co30aHne 1 oTnpaBka HOBOro
coobueHus. NoapobHee onncaHo B pasgene "CoobuweHus"

e "Mpodunb" -- 4OCTYN K HacTporikaMm Nnpocuns.

e "BbIATU U3 CUCTEMBI" -- 3aBEPLLEHME TEKYLLEro ceaHca paboThbl.

CoofueHns

MNpodune

BLIATK M3 CUCTEMB

PucyHok 5 - MeHto paboTbl ¢ npodunemM nons3oBaTensi

3.2. Mpodcunb - CoobLieHus {#messages}

3.2.1. OcHOBHbIe 3anemMeHTbI nogpasnena "CoobweHna"

Pasnen "CoobLweHuna" npegHasHadeH Ansi NPOCMOTP CMUCKOB COOBLLEHUI NONb30BaTeNs, co3gaHns u

oTnpaBka HOBbIX COODLLIEHWIA.
B pabouer obnactu otobpaxkatoTcsa cneayowmne arneMeHThbl (CM. PUCYHOK 6):

e TabnMyHbIE CMUCKM COOBLLIEHNIA NOMb30BATENS CNEAYOLNX TUMOB (CM. PUCYHOK 6):
e "HenpouuTaHHble coobLweHuns";

o "MlMpo4nTaHHble coobLweHus";
o "OTnpaBrieHHble coobweHus".

e Habop hunbTpoB AN nomcka coobLLEHMI B CIMCKaX - KHOMKa .
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e DyHKUMSA co30aHUsA HOBOro coobLeHust -- kHonka "Hanmucatb" .
e OyHKUMS cMeHbl cTaTyca lNpounTtaHHoe Bce/ HenpounTaHHoe Bee:
e kHonka "OTMeTUTb NPOYMTAHHbIM BCE" A11A CnmncKa HENPOYMTAHHBLIX COOOLLEHUIA;

0 kHomMka "OTMeTUTb HENPOYUTaAHHbLIM BCE" ANS CrucKa NPOYUTaHHbIX COOOLLEHMN.

CoobuieHunsa

=
Mo [ - Cranyc wimaesra ce .

Mpounaribie

Otnpasnentbie

oT Koro TEMA VHUMAEHT ™n AKTVB DATA
writer Mposepka A0cTyna k cepeepy FIN7S 2021-08-19 16:0128
writer Tecr 1 2021-08-10 13:46:54

witer Tectuposatne FIN78 2021-08-10 1343:23

PucyHok 6 - CoobLieHus nonb3oBaTens

3.2.2. Cnucku coobeHunn. NMapameTpbl CNUCKOB

Cnmncok coobueHnin npeacTasneH B Buae 1abnuubl ¢ Nonsmu:

e [lone "OT koro" - umsa otnpaeutens Ha Nnatdopme.

e [lone "Tema" - Tema coobLLEHUSA: aKTUBHAs CCbIfIKa MO KOTOPOW OTKPLIBAETCS TEKCT COOBLLEHNS.

e [lone "MHUMAaeHT" - Ha3BaHWE UHLUNOEHTA: aKTMBHAs CCbIfika Mo KOTOPOW OTKPbIBAETCH CTpaHuua
C AaHHbIMU NHUMAEHTA.

e [lone "Tun" - TN MHUMAEHTA: aKTUBHAZA CCbIfIka NO KOTOPOW OTKPbIBAETCS CTpaHuLua C onMcaHnem
TMna NHUMAaeHTa.

e [lone "AKTUB" - aKTUB Ha KOTOPOM MPOU3OLLEN UHLUMOEHT: aKTUBHAsA CCbIfKa Mo KOTOPOW
OTKpbIBAETCH CTpaHMLa C JaHHbIMWU aKTUBa.

e [lone "Oata" - gata nony4eHns CoobLLEHMS NN OMOBELLEHNS.

3.2.3. HacTtpanBaembie (hnbTpbl CINCKOB COOOLLEHNIN

Mpu HaxxaTumM Ha KHOMKY OTKpbIBaeTCst 06nacTb PUNLTPOB AN CIUCKOB COOBLLEHNIA, KOTOpast

BKItoyaeT B cebsi cneaytowme ounstphbl;

e ®unbTp € nonem ans cBOO6OAHOrO TEKCTOBOrO BBOAA, ULLET BXOXAEHWE MCKOMOW dopasbl B Nnose
"Tema".

e  OUnbLTP NO aKTMBaM - PACKPbIBAKOLLMINCS CMUCOK, COOEPXKMUT TEKYLLMI NepedeHb akTUBOB.

e dunkTp No cTaTycy MHUMAEHTA - PACKPbIBAIOLLMIACS CIUCOK C BO3MOXHBIMU 3HAYEHUsIMU cTaTyca

MHUMOEeHTA.

3.2.4. NMpocmoTp getanen cooodeHUsn

[ns npocmoTpa coobLLeHNs KNMKHNUTE Mo TeMe cooblieHus B none "Tema". OTkpoeTcsa dpopma
npocMoTpa cooOLLEHHS.

Bonee nogpobHoe onncaHmne paboTbl ¢ coobLEeHNsIMY NpuBeaeHo B pasaerne "Paboma c
coobueHusmu. [Tpocmomp demasnel coobuweHuUs ",
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3.2.5. Co3pgaHue U oTnpaBKa HOBOro coooLweHus

Mpu HaxxaTMn Ha kHoMKy "HanucaTtb" oTkpoeTcs hopMa CO34aHNs 1 OTNPaBKM HOBOTO COOBLLEHNS.

MoapobHoe onvcaHne Co3aaHnsa U OTNpaBKKM HOBOTO COOGLLIEHNSA NPUBEAEHO B OTAEMNbLHOM pasaene

"Paboma ¢ coobuieHusmu. Co3daHue u ommnpaska coobueHus".

3.3. NMpodcunb - HacTtponka onoBeLeHUN

3.3.1. OcHOBHbIe 3neMeHTbl Nnogpasaena

B pasgene "Mpodunb" otobpaxaeTtcs (CM. pUCyHOK 7):

e QO6nacTb "HacTpoiika onoBeleHnin" - HAaCTPOKN PEXMMOB OTMPABKN OMOBELLIEHNN.

e O6nacTb "Mounck no uctopmmn oencTBU" B COCTaBe:

® TaAOMWYHBIN CNINCOK AEACTBUI NONb30BaTENNSs, NOBMNEKLUNX 32 COOON N3MEHEHUS B CUCTEME - fanee

ncTopust 4enCTBU NONb30BaTens;

o  uUNbTPbI A48 NOMCKa ENCTBUIA B UCTOPUN - KHOMKa ;

© (pyHKUMSA MpocMOTpa AeTanen eNcTBUiA Nonb3oBaTens - KHornku "MokasaTk

getanu"/"CKpbITb getanu';

O (hyHKLMS BbIrPYy3KM AaHHbIX MO AENCTBUAM NONb30BaTens - kHomnka "Bbirpy3nts CSV".

e KHorka "lMepenTun K HacTponkam npocuna’ - hyHKUMS nepexona K HacTponkam npoduns

nornb3oBartern4.

Mpodunb nonbsosatens

Hactpoliku onoselyeHnit

YBEAOMASTS NP M3MEHEHUAX MHLACHTOB
YBeAOMAATL MPU N3MEHEHUSAX aKTNBOB
YBeZIOMAATS NpY cPaBaTLIBaHUH NPaBIA KOPPENALMM

Mownck no uctopumn AeincTemii

[ [ e [ o [

DATA

2021-08-20
13:08:48

2021-08-20
12:43:26

2021-08-18
211797

CEPBUC MONb3OBATE/Nb  JEACTBUE

PMLL  Writer R (writer) ~ /lo6asnerivie

PML  Writer R (writer) ~ o6asnenne

PMLL  Writer R (writer) Pegaktuposatue

CYWHOCTh

Mpasuno oueHkn
coorsercrans MO

Mpasuno ouekky

cootsetctena MO

PucyHok 7 - PaboTa ¢ onoBeLyeHusmm

ID CYWHOCTN

18

1D CBA3AHHOMN
CYWHOCTN

3.3.2. HacTtpouka pexxuMmoB onoBeLeHUsA

Tepeii k HacTpoiikam npodwis

CUCTEMHOE
MEACTBME  AETANM

x
x
x

Monb3oBaTternb MOXET nomny4yaTb oT [naTdopMbl oNoBeLLeHMs Npu pernctpauun B Mnatgpopme

crneayoLwmx cobbITUIA:

® lI3meHeHune cTaTyca MHUMAEHTa - AN 9TOro ycTaHoBUTE (priaXkok B none "YBeaoMnAaTb npu

N3MEHEeHUAX UHUNOEHTOB".

® llameHeHune CTatyCa aKkTuMBa - A1 3Toro ycraHosute d)namox B none "YBegoMnAaTb npu

M3MEHEHMUAX aKTUBOB".
e (CpabaTtbiBaHve npaBuni KOPPENALUK - 4is 3TOro ycTaHoBuTe hriaxkok B none "YBeaoMnaTb Npu

cpabaTtbiBaHMM NpaBun Koppensauuu'.

[ns coxpaHeHUs yKazaHHbIX HACTPOEK OMOBELLEHWI HAXMUTE Ha KHOMKY "CoxpaHuTb".
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3.3.3. UcTtopusa gencreuun nonb3oBartens. MapameTpbl cnucka

VcTopusa gencTemii nonb3oBaTensi, MOBNEKWNX 3a cobor M3MEHEHNs B cUCTeMe, NpeacTaBneHa B BUaAe
Tabnu4HOro cnmucka AenCcTBUIN NOMb30BaTENS CO CriegyWwnmMm napaMmeTpamu:

e [lone "OaTa" - gaTta 1 BpeMsi COBEPLUEHUSA AENCTBUS;

e [lone "CepBUC" - cEPBUC, HA aKTMBaX KOTOPOro ObINO COBEPLUEHO AENCTBME NONb30BaTeNneMm;

e [lone "Monb3oBaTenb" - NOMb30BaTelb, COBEPLUMBLLUIN OENACTBME (Brnageney npoduns);

e [lone "dewncTBUe" - TN OEACTBUS NONb30OBaTENSs;

e [lone "CywHoCTb" - KpaTkas xapakTepucTvka AenNCTBuUS;

e [Tone "ID cywHocTn" - naeHTudukatop gencteus Ha Nnatgopme;

e [lone "ID cBA3aHHOM CYLWHOCTU" - UOEHTUAUKATOP CBA3AHHOW C AaHHbIM ENCTBUEM CYLLHOCTH
(ecnu ecTb);

e [lone "CucrtemHoe gencTBue" - OTBET CUCTEMbI HA AIENCTBME NOSb3oBaTens (eCrnm ecTb);

e [lone "Oetann" () - oyHKUMA npocMoTpa "ChipbiX" AaHHbIX 4ENCTBUA: KHOMKA.

3.3.4. HacTtpanBaemble hnnbTpbl MOMCKA NO UCTOPUUN AENCTBUMN

Mpu HaxKaTUK Ha KHOTIKY non(poemﬂ obnacTb UNLTPOB ANS UCTOPUM AEVCTBUIA, KOTOpasi BKIOYaeT
B cebs cnenyoLmne gunbTpbI:
e OunbTp No 3aaaHHOMY BpeMeHHOMY MHTepBarly - BbIBOA Ha 3KpaH crincka AeicTBuR,
COBEPLUEHHBIX 33 YKa3aHHbIV MPOMEXKYTOK BPEMEHMU.

e QunbTp NO CEPBUCY, HA KOTOPOM MPOM3OLLITIO AENCTBUE - PACKPbIBAIOLLMIACS CMUCOK, COAEPXKUT
TEKYLMN NnepevyeHb CEPBUCOB.

3.3.5. MpocmoTp aeTannsauuu 4eMcTBUN NONb3oBaTens

[nsa npocmoTpa getanu3auun enNCTBUS KNMKHUTE Ha NUKTOrpammy B CTPOKE MHTEpEeCYIoLLEero
aencTteus. HenocpecTBEHHO B CTPOKE OTKPOKOTCS "Chipble" AaHHble AeUCTBMSA (CM. pucyHok 8). [ng

CBOpaynBaHNA OKHa C "CbIpbIMU" AAHHBIMW HAXXMUTE Ha NUKTOrpamMmmy =

Mpun HaxaTum Ha kHorkKy "lMoka3aTb getanu" "cbipble" AaHHble ByayT OTKPbITbl O4HOBPEMEHHO 4115
BCEX AEeNCTBUIN B UICTOPUM NOMb30BaTENS.

Mpw HaxaTum Ha KHOMKY "CKpbITb AeTanun” OyayT CKPbITbl BCE OTKPbITbIE HA TEKYLLMIA MOMEHT
"Ccblpble"gaHHble.

Mowck no uctopum aeictenii
=1
1D CBA3AHHOW CUCTEMHOE
AATA CEPBUC NOJIb3OBATE/Nb LEACTBUE CYWHOCTb 1D CywHoCTH CyWwHoCcTH! LENCTBUE AETANN
2021-08-20 Mpasuno oLk cooTsercram
s0p4s PMU WriterR (writer)  AoGasnene o 18 Her x
2021-08-20 Mpaswno oLk cooTsercram
124396 PML  Writer R (writer)  floGasnetine o 17 Her X (_ﬂ \

14

2 "rule_set": {

3 "name": "Test @3",
4~ "rule_ids": [

5 16

6 )|

7

“create_service_asset_fin
dings": true

2021-08-18 . ) Ha6op npaswn ouerkn
i PMLL  Writer R (writer) Peaaxvposarme e 6 Her x

9 "id": 6

10
2021-08-18 ) Ha6op npaeun oLeHkn j
PML,  Writer R (writer)  Yaanemme 5 Her x
21:05:39 coorsercrems MO

2021-08-18

Habop npasw ouenku
PMLL  Writer R (writer)  /loasnerute (IEEERICT
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PucyHok 8 - [leTanusauunsa 4encTBms nNonb3oBarens
3.4. NMNpocunb - Hactponka npocdunsa

3.4.1. OcCHOBHbI€ 31IeMeHTbI noapasaena

[nsa nonyyeHns goctyna K AaHHbIM nonb3oBaTens B pasgene "Mpodunb" HaxMUTE Ha KHOMKY
"TMepenTu K HacTponkam npoduns". OTKPoeTCA pasaen, KOTOpbIA COOAEpPXUT CPEACTBa NPOCMOTpa U

penakTMpoBaHUsSt AaHHbIX Nonb3oBaTens (CM. pUCYHoK 9).
Paspgen coctonT 13 crieayroLwmx noapasaeros:

e "YyeTHasa 3anucb" - cTaHAAPTHbIN ANA NONb30BaTENbCKUX MHTEPGENCOB nogpasaern,
npeaHasHa4vyeHHbI ANs pefakTMpoBaHUSA UMeHU, haMunmm 1 3reKTPOHHOW NOYThl Nofb3oBaTens.

e '"Taponb" - cTaHgapTHbBIV AN NOMb30BaTENbCKUX MHTEPKENCOB NoApasaern, npeaHasHaYeHHbINn
ONs CMeHbl TEKYLLIEro naposns nonb3oBartens.

e "AyteHTUdmkaTop" - nogpasgen npegHasHadeH Ans nonyvyeHus koga ayteHTudukaumm.

e "Ceccuun'" - nogpasaen npeaHasHadyeH ans npocMoTpa NepeYHs 1 napameTpoB TEKYLLMX CECCUN
nornb3oBaTens, a Takke Ang BbIXo4a U3 CeCCUMN.

e "TlpunoxeHuna" - nogpasgen npegHasHavyeH ansg npocmMoTpa NnepeyHs n napameTpoB

npuroxeHuin MNnatgopmebl, K KOTOPbIM UMEET AOCTYM NoSib3oBaTeNb.

NAHIFEO
PAOAP Pycckwid v BepHyThca Blnatdopmy — Beixog

ViaMeHeHWe yl'IeTHOM 3anicn *

YueTHas 3anuck P

Maponb

AyTeHTUMKaTOp Wma writer
nonbsoBarens

Ceccumn
- *
E-mail WWEWW.WW

MpunoxeHws

*
Wma VBeaHoB

XypHan

*
Damunnna ‘ Testf |

OTMeHa | [ GERT S

PucyHok 9 - aHHble nonb3oBatens. [Nogpasgen "YyetHas 3anuck”

3.4.2. HacTtpouka goctyna yepes MOOUNbLHOE NpUnoXxeHune

Mogpasgen "AyTeHTUduUKaTop" COO4EPXKUT MNOLLATOBYIO MHCTPYKLMIO OS5 HACTPOMKK JOCTYna K
nnatopmMe ¢ MOBUMbHbBIX YCTPOUCTB Yepe3 OAHO U3 criegyroLwmnx MOBUIbHBIX NPUITOXKEHNIA

ayTeHTUdmKaumm (cM. pucyHok 10):

e FreeOTP - MOOMNbHOE NpUnoXxeHne Ansa AByxaKTOPHON ayTeHTUMUKALMM A1 CUCTEM,
MCMOnb3YHLLMX MPOTOKOSbI OAHOPAa30BbLIX Naporen ¢ nogaepxkon Android (3.0 unu Gonee
nosgHen sepcum) 1 i0S (7 nnu Gonee no3gHen Bepcun);

e Google Authenticator - MobunbHOe NpUNoXeHWe Ans CO34aHUst KOLOB ABYX3TarnHow
ayTeHTudmkaumm nomoLbio Time-based One-time Password Algorithm (TOTP) n HMAC-based
One-time Password Algorithm (HOTP) .
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AyTeHTMdVIKaTOP

YueTHas 3anuncb

* ObsasaTtenbHble

nons

MNaponb
AyTeHTUMKaTOP > 1. YcraHosuTe <a href="https://freeotp.github.io/" target="_blank">FreeOTP</a> unu Google Authenticator. O6a npunoxeHus
AocTynHbl Ha <a href="https://play.google.com">Google Play</a> 1 B Apple App Store.
Ceccun
ClFreeOTP)
Mpunoxexus
P! BlGoogle Authenticatol

2. OTKpoliTe NpUNOXeHVe 1 NPOCKaHNpyiiTe 6apkog, 60 BBeAUTE K/HOY.

Unable to scan?

3. BBeAUTe 04HOPa30BbIi KOA, BblAAHHBIA MPUNOXEHUEM, U HAXMUTE COXPAHWUTL ANS 3aBePLUEHUS YCTAaHOBKU.

Provide a Device Name to help you manage your OTP devices.

-
0OpHopasoBbIii

KOA

Device Name

PucyHok 10 - Hactponka goctyna k lNnatgopme ¢ MOBUIbHbIX YCTPOMCTB

3.4.3. YnpaBneHune ceccusimum nosib3oBartens

Moppasgen "Ceccun' npegHasHayeH ans:

OTmeHa CoxpaHuTtb

® MPOCMOTPA NepPeyHst TEKYLLIMX CECCUI MOMb30BaTeNSs U CrieayoLLmMX napaMmeTpoB CECCUM (CM.

puycyHok 11):
e |P-ip-agpec aktuBa;

O [aTta v Bpemsi Hayana ceccuu;

o [aTa v Bpemsi NocreaHero AocTyna;

O [aTa v Bpewms, Korfa Ceccusi UCTEKaeT;
O KIMUEHTHI.

e 115 BblIXxo4a U3 ceccuii - kHomnka "BbIATK U3 Bcex ceccumn'.

Ceccumn
YyeTHas 3anucb
I'Iaponb P Hauata MocneaHuin goctyn
185.228.112.134 Aug 23, 2021, 7:56:57 AM Aug 23,2021, 1:57:47 PM
AyTeHTUdUKaTOp
Ceccunm >
BhbIiiT 13 Beex ceccuii
MpyinoxeHusa

PucyHok 11 - Ceccun nonb3oBarens

3.4.4. NpunoxeHuns

Wcrekaet KnueHTbl

Aug 23, 2021, 5:56:57 PM radar-ui
account

Moapasgen "MpunoxeHus" npegHasHayeH Ans NpocMOTPa NepeyHst U napameTpoB NMPUIOXKEeHUI

Mnatdopmbl, K KOTOPLIM NOMb30BaTENb MMEET AOCTYM (CM. PUCYHOK 12).

KrnvKHUTE No Ha3BaHUIO MPUOXEHUS AN Nepexofa HEMocpeacTBEHHO Ha CTPaHULYy yka3aHHOToO

npuNoXeHna ana paGOTbI C HUM.
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MNprnoxeHus

YueTHas 3anucb

Maponk Mpunoxerne Available Roles CornacoBaHHble JlononHuTeNbHble [LleiictBre
paspelueHvst cornacosaHusi
AyTeHTndrKaTop YyeTHas 3anucb Jloctyn oddnaiiH , YripasneHiie y4eTHol 3anncbto B MonHbIi
YueTHas 3anuck , Manage account links B YueTHas Aoctyn
Ceccun
3anuck , MpocMoTp Npoduns B YueTHas sanuch
MpunoxeHus > KoHconb JNoctyn oddnaitH MonHbIiA
aAMUHMCTpaTopa Aoctyn
6e3onacHocTu
radar-ui Cospatb realm , MonyyeHne paspeLleHnii , MpocmoTp MonHbIA
3anucelt 6a3sbl 3HaHWIi , MPOCMOTP NpaBUA Koppensuum, AocTyn

MpocMOTp akTVBOB, rPynM, HTepeiicoB, HacTpoiika
naeHTndrkaumy , Joctyn opdnaiin , MpocmoTp TMNoB
VHUMAEHTOB , AAMUHUCTpaTOp , MPOCMOTp BCex

PucyHok 12 - lMpunoxeHus nonb3oBarens

3.4.5. XypHan

Moapasgen "XypHan" npegHasHaveH Ans NpocMoTpa nepeyvHs 4encTBUi Nonb3oBaTens B

Mnatdopme Pagap (cm. pucyHok 13).

V MAHTEQ
_‘ PAOAP Pycokwid v BepHyThon 6 Maatopuy

Nor yueTHoM 3anumcu

YyeTHas 3anncs

Mapons Aata CoBeiTie P KanerTt Letanm
Mar 15, 2023, 8:23:4% AM login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
SRR TR Mar 15, 2023, 8:23:48 AM login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
Ceccrmn Mar 15, 2023, 8:14:23 AM login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
RIpLOxeE Mar 14, 2023, 5:47:50 PM login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
Mar 14, 2 M login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
MypHan > login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
login 172.30.254.1 radar-ui auth_method = openid-connect
login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin

PucyHok 13 - NpocMoTp AencTBMiA Nonb3oBaTenst

3.5. Bbixoa 13 cuctembl

Mpu BbIGOPE NyHKTa MeH0 "BbINTK N3 cuctembl™ NpoOMCXOAUT BbIXOA Nonb3oBaTens ua MNnatgpopmebl
Papap v nepexopn Ha cTpaHuLy ayTeHTudurkauumn nonb3osartens MNnatgopmel.

BHumaHwne! Bbixog nonb3oBatens u3 [Nnatgopmbl Mpon3BoamTcsa cpasy 0e3 okHa NoATBEPKAEHMS
BbIXoAa.

4. NMpocmoTp coobLITUN

4.1. Pazpgen "lMpocmoTp coObITUN"

4.1.1. OcHOBHbI€ 3fIeMeHTbI noapasgena

BHumaHwme! ,D,aHHbIVI pas3nen OCHOBHOINO MeHK A0CTyneH TOJNbKO NoJib3oBaTesiAM C COOTBETCTBYHOLLMMU

npaBamMu Ha MPOCMOTP COObLITUN.

Pasgen "lMpocmoTp cobbiTuin" NpegHa3HayeH anga noucka, NPOCMOoTpa 1 aHanusa 3adUKCUpPOBaHHbLIX

COObITWIA, BbI3BABLUMX UHLMAEHT, BKIHOYAs Cbipble AaHHble COBbITUN.
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Pasnen cogepxuT (CMm. pucyHok 14):

Habop HacTpanBaembIx UNLTPOB ANSA BbiBOAA COOLITUIA NO 3a4aHHbIM NapaMeTpam (BEpXHAS

YyacTb 9KpaHa):
Mone "Bpemsa" - 3agaHne BpeMEHHOro MHTepBarna, Ha KOTOPOM HaZo NPOCMOTPETbL CObbITUS.

o [lorne "Hpekc" - ykasaHue nHaekca ElasticSearch.
o [lorne TEKCTOBOro BBOAA MOWCKOBOIO 3anpoca.
o [lon3yHOK C yCTaHOBKOW KonmyecTBa oTobpaykaembix cobbiTuii (o1 50 go 10 000).

DyHKUMA bunbTpauum BelBEAEHHBLIX Ha 3KpaH COBLITUMA NO NOMSIM U3 ChIPbIX AAHHbIX:
KHonka "HoBbIl ¢ounbTp" - ANs ykazaHusa HOBOro nons Ans unstpaumu.

o Cnucok nornen cneea oOT AMarpaMmebl (CM. pUCyHoOK 14)
Ob6nacTtb oTobpaXKeHNst guarpammbl COObITUI - KONMYECTBO CODLITUI 3a 3afaHHbIA MHTepBar

BPEMEHWU.

Ob6nacTtb oToBpaXKeHNst CbipbIX AaHHbLIX MO KAXAOMY 13 COOLITUI, pacnosioxeHa nog aguarpamMmmon

CcoObITUIA.

MpocmoTp cobbiTuin

Bpems IHgexc

2019-05-01 14:45:08 ~ 2022-09-1915:2008 =5 | = *

3anpoc 43 NoKaKa

KONM4ecTs0 OTOSPaKEEMBX COBBITHA = 500

oo [ oo [ | - IR

BuifpanHsie nons 01 wman 2019, 14:45:08.000 - 19 cenrrbpa 2022, 15:20:08.000, ¢ pas6uekold = asTo &

?

Joctynibie nona £

t
t

#

B T T T S~

-

_source

_id
_index

_scare

KonwuecToo

_type

@timestamp

action

epoch Etimestamp ne 1 mecauy

event.categony

event.description P— source

eventlogsourcea.. -

eventuuid: AAAAAGKMXYmMOBSUNAS] dgypQ8Els+ZEeq eventlogsource.nost: 172.30.254.78:8292
eventlogsource.input: 1514-Microsoft-Windows-Eventiog eventlogsource.application: os

eventlogsource.... 3 06 cesqTRBpa 2022, 22:00:458.204 eventlogsource.name: Microsoft Windows eventlogsource.product: windows eventlogsource.subsystem: system

event.logsourcevendor: micresoft event.category: system_change event.description: The security audit log was cleared

event.severity: & event.subcategory: logs_deared event.timestamp: 2022-09-06T12:00:48.204718+0000

eventlogsource....

eventlogsource....

eventlogsource....
event.uuid: AAAAAGMXmOBNNgFadkhUvOzotZHZ50z5 eventlogsource.host: 172.30.254.78:9992
aventiogsources... event.logsource.input: 1514-Microsoft-Windows-Evertiog eventlogsource.application: os

PucyHok 14 - Pabo4yas obnacte nogpasgena «[1pocMoTp cobbITuin»

4.1.2. Hactpouka npocmoTpa n paborta ¢ cCoObITUAMMU

HacTpoiika npocMoTpa 1 paboTta ¢ NPOCMOTPLLMKOM COBbITHIA MOAPOBHO paccMoTpeHa B pasaene

"Paboma c rnpocmompuiukom cobbimud”.

5.

MHUnpgeHTbI

5.1. Paspen "UHUnaeHTbI"
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[na HarmsagHOCTY HallW cneumanucTbl NOArOTOBUMM BUAEO dparMeHT Ans paboThl C MHUMOAEHTaMM
SIEM "Tnatdpopma Pagap”

5.1.1. CocTtaB pasgena "IHUMaeHTbI"
Pasgen «MHUngeHTbl» cogepXuT cnegytowme nogpasgersboi:

e "UHumpeHTbl" - NpegHasHadeH ansi paboTbl ¢ MHUMOEHTaMMU;

e "lpynnbl MHUMAEHTOB" - NpeaHasHaveH Aans ynpaeneHus MHUMAeHTaMu, 00beauHEHHbIMU B
rpynnei;

e "Tunbl MHUMAEHTOB" - NpefHasHayeH Ana paboTbl C TUNAaMU UHUMAEHTOB;

e "lMpowuclecTBUA Ha OTAPABKY" - NpegHa3Ha4yeH A BbIbopa NPonCLLECTBMUI HA OTMNPaBKy B
MocCOIKA (nogpobHo paboTta ¢ pasgenom onvcaHa B MHcTpykLmm o pabote ¢ HKLIKA);

e "NlononHuTenbHbIe nonsa" - npegHasHavyeH Oon4a ynpasneHuna cosgaBaeMbiMU NMoNb3oBaTenaMun
nondamu.

5.1.2. Nogpazaen "UHunpeHTobI"

3apeFMCTpMpOBaHHbIe MHUNOEHTbI VIHd)OpMaU,VIOHHOﬁ 6esonacHocTK XpaHATCA B CUCTeMe B OTAENTbHOM
XpaHunuie.

5.1.2.1. OcHOBHbIe aneMeHTbI noapasgena
Mogpasgen "MHungeHThl" npegHasHaveH ans onepupoBaHns MHUMOEHTaMM.
Moopasgen cogepxuT cregyoLme areMeHTbl (CM. pUcyHok 15):

® TeKyLuMIi CNUCOK NHUMOEHTOB.
e (OOLlee KoNMYecTBO UHLMOEHTOB.
e KaneHpapb npowucLuecTsuni - obnacts "MpoucwecTBus’.

e Habop punsTPoB AN NPOCMOTPA CMcKa MHLMOEHTOB - KHOMKa .

e O6nacTb ObICTPOro NEPEKMOYEHUS CNCKA NO CTaTycaM MHUMAEHTOB - MPedyCTaHOBIEHHbIE
GunbTpbl NO cTaTycam MHLUMAEHTOB .

e DyHKUNSA CcO30aHUSA HOBOIO MHLUMAEHTa B CUCTEME - KHOMKa "Co3aaTb MHLMOEHT".

o  OyHKUNS pefaKTUPOBaHWS NapamMeTPOB NUHLIMOAEHTOB - KHOMKa .

o DyHKUNS BbIFPY3KM AaHHbIX BO BHELLHUI cbann B popmaTe CSV - kHornka "Bbirpyauts CSV".

e  DyHKUNSA HACTPOWNKM BPEMEHHOIO Neproaa 0OHOBNEHUS LaHHbIX - PACKPbIBAKOLMNCS CMIMCOK
"Bpyu4Hyto" (rae "BpyyHyr" 3Ha4YEHNE no yMOs4aHuio).

e KHonka aons 3anycka oGHOBMNEHNs AaHHbIX - E

o DYHKUMW Ha3HAYeHUS MHLUMOEHTOB MNOSb30BaTENto UKW rpynne - packpbiBatoLLMecs Cncku
"HasHauuTb nonb3oBaTtento" n "HasHauutb rpynne".

®  ®yHKUNS 0BbeanHeHUs BbIBpaHHbIX MHLMAEHTOB B rPynny MHLUMAEHTOB - pacKpblBaroLWMACS
cnncok "O6beaMHUTL B rpynny”.

e  DyHKUNSA CMEHbI CTaTyca - packpbiBatoLLmiics cnucok "CMeHuTb ctatyc'.
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MHUMAEHTBI Lewrp ynpasnenns > Maungents

Npoucwecrena = Beero

0 571

% -
: _—

Vion ‘18 2019 Mon '19 2020 Vion 20 2021 Wion 21 2022 Mion 22

12 3 . 1 .18

Hoewii Bce oTkpaIThIe Haznaven B pasore 3anpoweria wrbopMaLMA Oxnazer nposeprn Puck npunsT 3akpeir HeagiicrauTensrbiit
. YPOBEWE PACKA TUM TWM MHUNAEHTA aKTME 1D 3AONCROK CTATYC  MOCASAHEE MPOMCWECTBME | C & i [PYNNA MHUMAEHTOS

E=

T

H 0 ° Fhazs 17230254173 B e T e e T ) @ Hosuit 2020-10.2¢ 184157 1 ST e
-]
-]

10 o FiN121 17230250173 @ YA3EAMOCTS YA2/HHOTO BBITONKEHA K043 Windows Search (11/07/2017) @ Hoewii 2020-10-26 18:11:57 10

NN

1 o FIN1Z6 17230254473 Vassumocrs yganenroro seinonverun xoa Windows Deployment Services TFTP Server (11/13/2018) @ Hoewi 2020-10-26 18:1157 10

PucyHok 15 - Paboyvas obnactb nogpasgena «AHunaeHTbI»
5.1.2.2. Cnucok nHumaeHToB. NMapameTpbl cnucka

Cuctema noaaepxmBaeT M3MeHEHNe COPTUPOBKN B CNIMCKE MHUMAEHTOB. o yMOn4YaHuio ncnosb3yeTcst
COPTUPOBKA MO OLIEHKE CPOYHOCTU UHUMAEHTa. [1ng Beibopa napameTpa COPTUPOBKM HAXMUTE Ha
3arofioBok Heobxoaumoro crtonbua. lNMocne HaxaTnsa CopTUPOBKa cnucka byaeT namMeHeHa Ha
BblOpaHHbI NnapameTp.

TeKyLUmMiA CNNCOK MHLUMAEHTOB NPeACcTaBneH B Buae TabrmyHoro cnmcka co crieayrowymy OCHOBHLIMU
napaMeTpamMu:

e Mone ([ /B2 - bnaroeoe none Ans BLIGOPa CTPOK C MHLMAEHTAMY ANt NPOBEAEHWS C HAMM

KaKnx-To OeNCTBUMN.

e [lone "OueHKa cpo4HOCTH" ( ’r ) - COOEPXUT OLEHKY CPOYHOCTM OTPabOTKM UHLMAEHTA.

e [lone "YpoBeHb puckKa" - COOEpPXUT YACIIEHHYIO OLIEHKY YPOBHS pucka.

e [lone "Tun" - coaep>XnT NUKTOrpamMmmy - MAEHTUMKATOP TUNA, K KOTOPOMY MPUHAANEXUT
WHUMOEHT.

e [lone "Tun nHumMaeHTa" - cCooepPXUT MAEHTUDMKATOP UHLUMAEHTA.

e [lone "AKTUB" - nOEHTUMUKATOP CETEBOIO akTMBa Ha KOTOPOM npowusoLuen nHumaeHT (IP-agpec
aKkTuBa Unn ceTeBoe Ums) .

e [lone "3aronoBoOK" - TEKCTOBbIV 3arofl0OBOK UHLMAEHTA, MO KOTOPbIM OH OblN 3adhMKCMPOBaH Ha
Mnatdopme.

e [lone "CraTyc" - cCOOepXMT CTaTyC B KOTOPOM HaxXoAUTCH MHUUOEHT B HACTOsLLEE BpeMs.

e [lone "MocnegHee npouclwecTBme" - Aarta n Bpems korga 6bino 3admkcnpoBaHo nocrnegHee

NPOUCLLECTBME B paMKax MHUMAEHTA.

e [lone "Kon-Bo npoucwiecTtBum" ( ! ) - CHETUYUK KONU4YeCTBa NPOUCLLECTBUI B paMKax
WHUMOEHTa.

e [lone "Kon-Bo NOBTOPHbIX OTKPbITUI" ( C ) - CHETUYMK KONMYECTBA NOBTOPHBLIX OTKPbLITUN
WHUMOEHTAa.

e [lone "Monb3oBartenb" ( ; ) - Ha3Ha4YeHHbI OTBETCTBEHHbIN NONb30BaTENb.

n n sl
e [lone "Tpynna" ( sggs ) - HA3Ha4YeHHas rpynna OTBETCTBEHHbIX.

e [lone "Tpynna MHUMAEHTOB" - NPUHAANEXHOCTb MHUMAEHTA K rpynne MHUNOEHTOB (eCnu ecTb).

Krnuk no nomto oTKpoeT OKHO NPOCMOTPa BCEX UHLUMAEHTOB B rpynne (CM. pasgen YipasieHue
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2pynnot uHYUdeHmMos).

e KHorka ) - (PYHKUMA pedaKTpOBaHUSA NapamMeTpoB MHUMAEHTA.

Mpwn HeoGxoaMMocTU paspaboTyrkamu MnaTtgopMbl MOTYT GbITb BBEAEHbBI AOMONHUTENBHbIE MOSIS

Crnuncka.

5.1.2.3. Ctatycbl MHUMAEHTOB. BbICTpoe nepekntoyYeHme cnMcKka MHLUAOEHTOB
no cratycam

O6nacTb BbICTPOro NepekrYeHns No ctatycam MHLMOEHTOB npeacTasnset cobol Habop
npenycTaHOoBMEHHbIX OUMBTPOB MO CTaTycam CO CYETUYMKAMU UHLIMOEHTOB (CTPOK TabnuLibl) B KaX40M

N3 CTaTyCoB (CM. pUCYHOK 16):

e "Bce" - BbIBOA Ha 3KpaH BCEX CTPOK CMMCKa MHUWOEHTOB.

e "HoBbIN" - BbIBOA Ha 3KpaH CMMCKa HOBbIX MHUMOEHTOB.

e "Bce OoTKpbITbIe" - BbIBOJ Ha 3KpPaH CNncKa OTKPbITbIX MHUNOEHTOB.

e "HasHaueHa" - BbIBOA Ha 3KpaH CNMCKa Ha3HAYeHHbIX MHUMOEHTOB.

e "B pabote" - BbIBOA Ha 3KpaH Cnucka MHUMAEHTOB, HAXOASALWMXCS B paboTe.

e "3anpoleHa uHcopmaumua" - BbIBO Ha 3KpaH Crnncka MHLUMAEHTOB, N0 KOTOPbIM Gbina
3anopoLueHa nHgpopmauus.

e "OxugaeT NpoBepKu" - BbIBO Ha 3KpaH Cnmncka MHUMAEHTOB, HAXOASALWMNXCS B OXKMAAHUN
NPOBEPKMU.

e "PucK NpuUHAT" - BbIBOA Ha 3KpaH Cnu1cka MHUMOEHTOB, AN KOTOPbIX NMPUHATBI PUCKN.

e "3aKpbIT" - BbIBOA Ha 3KpaH CnmcKa 3aKpbITbIX MHLUOEHTOB.

e "HepenctButenbHbIN" - BbIBOA Ha 3KpaH CNMCKa HEAEeNCTBUTENbHbLIX MHLUNOEHTOB.

[nsa BbiBOOA Ha 3KpaH cnucka MHUMAEHTOB C ONpeAeneHHbIM CTaTyCoOM LUENKHUTE MO HY>XHOMY cTaTycy
B 06nacTu GbICTPOro NepekntoveHnst (CM. pucyHok 16).

Bee HoBiid 1 Be OTKpHITHE HasHaueHa & paore 3anpowena MHOOPMALA OXuAaeT NposepKH PUCK NDUHAT 3aKpsIT HegeficTBuTenbHIi

. YPOBEHb PUCKA ™n THN MHLMAEHTA AKTUB 3ATONI0BOK CTATYC MOCNEAHEE MPOMCWECTBME 1 C o2 o
@ 0.0 * FIN48 192.168.1.1 MS-WIN — Vi3MeHeH aTprByT B AoMeHe @ Hosulil 2021-06-21 15:04:31 10

1

PucyHok 16 - Obnactb 6bICTPOro NepeknoveHnst Mexay Crnmckamn MHUUMOEHTOB, OTOUBLTPOBaAHHBIX MO
TeKyllemy cTaTycy

5.1.2.4. HacTpauBaemsbie ¢ounbTpbl cnucka nHuugeHToB {#incident_filters}

Mpwv HaXkaTUK Ha KHOMKY OTKpbIBaeTCst 06racTb ¢ HacTpamBaeMbIMU UNsTpaMu Ans TabnmyHoro

Crncka NHUMaeHToB. q)I/IJ'Ipr Cnncka nHUnaeHToB paSGVIT Ha rpynnbl 1 NO3BONIAET NPOBECTU

mnbTpaumio cnvcka no cneaywmuM napameTpam:

1. Bknagka "®unbTp" coaepXnT creayolime BO3MOXHOCTH (CM. pucyHok 17):
o ®unbTp NO 3aronoBKy UHLMAEHTA - CBOOOAHKIN TEKCTOBLIN BBOL;
o ®PunbTp No NaeHTUOUKaATOPY NHUMOEHTA - CBOOOAHbLIV TEKCTOBbLIV BBOL;
o ®OunbTp NO TUNY MHUMAEHTA - PACKPbIBAIOLLMIACS CMCOK TUMOB MHUUOEHTOB;
o ®unbTp No rpynne MHLMOEHTOB - pacKpbIBaOLLMIACSA CMUCOK rpynn UHLWOEHTOB;

o ®unbTp No BpeMeHn 06paboTkn MHUMAEHTA - BbIOOP BPEMEHM U3 NPeayCTaHOBNEHHOMO B

Mnatdopme cnucka (packpblBatoLMNCSA CNNCOK):

o HopmanbHoe;
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NHUnaeHTbI

(7 o e | o [

Hebonbluasn 3agepxka;
3apepxka;
Henpuemnembin.

AKTHERI n enn Bp {ble Cpe3bl

HasHaunTts

LlenwTp ynpaenexns WMHumpents

[pyTHe HacTpOMKK

rpynne *  OBbegWHNTE B rpynny ~  CMEHWTE CTaTyc ™

DuneTp

Bpema obpabotkm

‘ Bce

LL3

TN MHUKWAEHTA

Ipynna MHUMaeHTa

PucyHok 17 - ®unbTpbl AN cnMcka MHUMAEHTOB Ha Bknagke "®unstpbl”

2. Bknagka "MICTOYHUMK" coaepXXnT cneayroLime BO3MOXHOCTHM (CM. pUCYHOK 18):

o ¢’I/|J'Ipr Nno KaTteropum, K KOTOpOI;I OTHOCUTCA MHUWUOEHT - paCKprBaIOLIJ,VIIZCﬂ CMNnCoK co

cnegyrowimMmn 3Ha4eHUAMN:

O YA3BMMOCTb;

CeTeBasi aHOManus;

HapyLieHune nonuTmkm.

o q)I/IJ'Ipr Nno UCTOYHKKY, co3aaBLUEMY UHLUNLOEHT B I'InaTq)opme - paCKprBalOLIJ,I/IVICﬂ CMNUCOK Co

cneayrwnmMm 3Ha4eHnAaAMN:

o CkaHep ya3BMMOCTEWN;

YcTapeBLMA UHLUNOEHT;
Koppensitop cobbITui;
BBenéH BpyuyHy1o;
KoHTporb cooTBETCTBUS;
KoHTponk notoka cobbITui.

NHuwWaeHTbI

EEEEEm T o

OuAsTp |mmqnm I AkTUBE

Nonssosarent Bpemertbie cpessl  JlpyrHe HacTpoiiku

Uewtp ynpasnenua > Muumaentsi

HazHauute

- rpynne~ O

BIpynny *  CMeHMTE CTaTye ™

Kareropua

WecTounuk cobeitna

- Bce UETOUHMKN

PucyHok 18 - duneTpbl AN cnMcka nHUMaeHToB Ha Bknagke "McTodHuk"

3. Bknagka "AKTUBbI" cooepXuT criegytoLlmne BO3MOXHOCTH (CM. pUCyHOK 19):

o q)I/IJ'Ipr no rpynnam akTuBOB - paCKprBaIOLIJ,VIIZCﬂ CMUnCOK, COCTaB CMnu1CKa rpynrn akTneoB

onpenensieTcs AOMUHMCTpaTopamMu NnaTgopMbl U NpaBaMu AOCTYyNa Nofib3oBaTerns.

o (DI/IJ'Ipr Nno akKTnBawm - paCKprBaIOLIJ,VIIZCﬂ CMUCOK, COOEPXKUT TeKyLIJ,I/IVI nepe4vyeHb akTnuBOB.



0 PunbTP N0 3HAYMMOCTU aKTMBA - PACKPbIBAOLLMIACA CMMCOK CO CEAYOLWMMN 3HAYEHUAMMN:
o KrnoyeBor akTuB;

= Ba)HbI aKTUB;
®  HopmanbHbI akTUB;
= PacnpefeneHHbIn Uiv HEKPUTUYHBIA aKTUB;
= TeCTOBbI aKTUB.
o ®unbTp NO CeTeBOW BUOAUMOCTU aKTMBa - PaCKpPbIBAKOLMNCS CIMCOK CO CReayroLmnmm
3HaYEeHUAMMN:

o [lpamoe nogkntoyeHue K IHTepHeT;

= DNZ, yactu4HbIn goctyn n3 VIHTepHeT;
= |lTaTHeIM gocTyn B VIHTepHeT Yepes Proxy;
= OrpaHuyeHHbIn focTyn B VIHTEpHeT;
= He nogKMYeHHbIN K CETU.
o ®unLTP NO PacnonoOXeHWo akTUBa - PaCKPbIBAKOLLMIACS CNIMCOK NpeayCTaHOBMEHHbIX MecT

pacroriokeHus akT1BOB (HanpyMep Ha3BaHWs TopoAOoB, IAe pacnonaratTcs CeTeBble

MHUWaEeHTBI Uewtp ynpasnenua > Mymaentsl
m Boyaryro & E HasHauMTS MOMS308aTEN0 = Hasauih (pyfne = OBbefaHWTS B rpyrny = CHeswTs Craryc +

DuUALTp WcTounnk AKTWEBbI Mone3oearenn BpeMeHHbIE CpE3Bl [Apyrie HacTpoWHKK

Ipynnel aKTMBOB AxTVBBI 3HauYMMOCTL aKTMBA CeTeBan BMAWMOCTE aKTMBa

- - Bee = Bce -

PacnonoxeHwe akTUBa

ar

Buiepute pacnonmkeHine

PucyHok 19 - duneTpbl AN cnvcka MHUMAEHTOB Ha Bknagke "AkTuBbl"

4. Bknagka "lMonb3oBaTtenu" COAepXUT crieqytoLlme BO3MOXHOCTU (CM. pucyHok 20):

o0 ®unbTp NO NOrMHY NONb30BaTeris, OTBEYaloLEro 3a MHUMAEHTbLI - PaCKpbIBaKOLMNCS CNIMCOK
NOrMHOB NOMb30BaTernen, 3apermcTpMpoBaHHbIX Ha MnaTtgopme.

o ®unbTP N0 Ha3BaHMIO rPYNMbl, OTBEYaOLEN 3a MHLUMAEHTbI - PaCKPbIBAOLLMACSA CIUCOK rpynn
nonb3oBaTenen, co3aaHHblx Ha Nnatdopme.

VIHLI,M,EI,EHTI:I LlenTp ynpaenexma WHUmMaeHTBI
7 [ coen misser | v L e —
R CormeoeE QTR
MNonw3zoBatenu Ipynnel Nnonk3oBaTenei

s s
= -

PucyHok 20 - dunsTpbl AN cnvcka nHUnaeHToB Ha Bknagke "lNMonb3osatenu”

5. Bknagka "BpemeHHble cpe3bl” COAePXUT criegytowme BO3MOXHOCTU omnbsTpaumm (CM. pUCcyHOK
21):



o 3apaTtb BpemeHHou cpes "lMocnegHee npoucwiecTBme ¢ <garta, Bpemsi> fo <aara,
Bpems>";

o 3agaTtb BpemeHHou cpes "lMocnegHee ckaHMpoBaHUe OT <gaTta, Bpemsa> oo <aara,
Bpemsa>";

o 3apaTb BpeMeHHoW cpe3 "CmeHuncs crtatyc ¢ <garta, BpeMsa> fo <garta, Bpemsa>".

MHUMaeHTbI Uenrp ynpagnenna > VnupaenT
Cosgams wHuAgeHT m Boyrie $ E HasHauumL noAssoBaTeno=  HasHauTs rpynne =  CuEHUTS CraTyC

Ounetp  Mcrowsmk  Awiues Monssosatenu | Bpewewwsiecpess | [lpyrie wacTpoiien

Mocaeanee nponcuwecTave ¢ Mocneanee npoucwecTame a0 Mocneanee ckavpogakve or Mocneanee ckanvpogaKHe Ao

2021-07-1512:00 2021-08-12 11:50

< August v 2021 >
Craryc cmenunca c Sun  Mon Tue Wed Thu Fri Sat

1 2 3 4 5 6 7

8 9 10 1" ° 13 14

22 23 24 25 26 27 28

MponcwecTsna
29 30 31

PucyHok 21 - dunsTpaums MHUMAEHTOB MO BpeMeHHbIM cpe3aM. Bknagka "BpemMeHHble cpesbl

6. Bknagka "[dpyrue HacTPOMKK" COOEPXKUT CcreayoLme BO3MOXXHOCTM (CM. PUCYHOK 22):
o ®unkTp NO YPOBHIO PUCKA - PACKPbIBAKLLMUIACS CMIMCOK CO CNEAYIOLLUMUN 3HAYEHUSIMU:
o Bbicokui;
= CpegHun;
= Huskni;
= Hert.

o ®PunbTp NO HANUYMIO yaaneHHoW 3KCnyaTauumn akTMBea - packpbiBaroLmncs cnmcok "da/
Het/ He BaxHo".

o ®unbTp No TUNYy ckaHMpoBaHus "BHellHee ckaHMpoBaHWe" - packpbliBatoLwmnincs cnmcok "da/
Het/ He BaxHo".

o ®uneTp no Tuny nHuuaeHTa "OB6paboTaHHbIn?" - packpbiBatowuinca cnucok "Oa/ Het/ He

Ba)kHO".

Takke Ha gaHHOW BKNagke pacnonoxeHa d)yHKLI,I/IFl penakTnpoBaHua Korn4yecTtea CTPOK

Tabnu4HOro cnmcka Ha oAHON 3KpaHHOW cTpaHuue - "Komn-Bo Ha cTpaHuue'.

Qunerp  Wcrowmax  Aswosr Momwaosarenu  Bpemerwoie cpeasi | Jpyrue nacTpoiiin

Ypossn pucka Yaanentan skcnnyarauns Brewuree CkaHmposanie O6paboTantbiii?

Bee ypostin pucka 4 Her % Her ¢ | I +

Kon-g0 Ha cTpaniue

20 -

[reve [ o [ e [ e

PucyHok 22 - Bknagka dunstpa "[dpyrne HacTponkn" n doyHKUMS peaakTMpoBaHus CTPOK TabnmyHoro

CNnUcKa MHUMOeHToB

Ona domnsTpaumm TabnnyHoro cnmcka HeobXoaMMO YCTaHOBUTL HYXKHblE 3HAYeHUSA OUIBTPOB Ha BCEX
BKMagKax 1 HaxaTb Ha kHornky "Mouck" Ha nobor 13 BKNagok (CM. pUCYHOK 22).

[nsa cbpoca Bcex hUNLTPOB - HAaXaTb Ha KHOMKY "O4ncTUThL".




HacTpoeHHbIl Habop UNBTPOB MOXHO COXPaHUTb A1 NOCeAyoLEero NCNoNb30BaHNs - KHOMKa
"CoxpaHuTtb".

[nsi Ncnonb3oBaHUA paHee CO34aHHOM U COXPaHEeHHOro Habopa MUMETPOB - HaXKaTb Ha KHOMKY

"3arpy3uTb".

5.1.2.5. HacTpouka o6HOBNeHUs AaHHbIX

®yHKUMS HACTPOVKM OGHOBIEHNS AAaHHbBIX COCTOUT U3 PaCKPbIBAOLLETOCS CMCKa BPEMEHHbIX

MnHTEpBanoB OOHOBNEHNS 1 NMUKTOrpamMmmbl -- E Mo YMON4YaHuo yCTaHaBIMBaeTCA PEXNUM PYyHHOro

obHoeneHus. OBHoBNEHNE BPY4YHYH NMPOU3BOANTCA NPU HaXXaThn Ha NMUKTOrpamMmmy E

[ns aBTOOGHOBMEHWS BbIGpaTe BPEMEHHOW MHTEPBan 0GHOBINEHNSI B pacKpbIBatoLLLEMCS CMIUCKE:

e 5c.

15c.
e 30c.
e 60c.

5.1.2.6. HazHayeHMe MHUNAEHTOB NMonb30BaTensAM U rpyrnnam
nonb3oBaTeneun

Mpun Hanu4Mn Heobxo4MMbIX NPaB NONb30BaTENO NPEAOCTABNAETCH BO3MOXHOCTb HAa3HaYUTb OAWH
UIN HECKOMNbKO UHLIMAEHTOB Ansi pa3bopa KOHKPETHOMY MOMb30BaTerNto, 3aperncTpypoBaHHOMY B
Mnatdopme, nnu rpynne nons3osatenen. lNpoueanypa HasHa4yeHNa NHUNLOEHTA OTBETCTBEHHOMY
nornbL30BaTernto Unu rpynne nonb3oBartenen Ang paccnefoBaHusa NoagpobHo onvcaHa B pasgene

1

"Paboma ¢ uHyudeHmamu. PaccriedosaHue uHyudeHma. HasHayeHue uHyudeHma omeemecmeeHHbIM",

5.1.2.7. CmeHa cTtaTyca MHUMaeHTa

Mpu Hanu4mMm HeobxoaMMbIX NpaB NONb30BaTENO NpeaocTaBnaeTcs 4OCTYn K PyHKuun "CMeHnTb
cTaTtyc" 4ns O4HOro UMy HECKONbKUX MHUMAEHTOB. [pouenypa cMeHbl ctatyca nogpobHo onvcaHa B
pasgene "Paboma ¢ uHyudeHmamu. PaccnedogaHue uHyudeHma. ViameHeHue cmamyca uHyudeHma”.

5.1.2.8. Co3gaHue MHUMAeHTa

Mpn Hanu4MmM HeobxoaMMbIX NpaB NONb30BaTENO AOCTYMNHA KHomnka "Co3aaTb MHUMAEHT", No
HaXkaTuo Ha KOTOPYO NPOU3OMAET Nepexos Ha CTpaHuLy cosfaHusa nHumaeHTta Ha lNnatdopme
BpyYHyto. NogpobHoe onucaHue co3gaHus nHuuaeHTa B MNnatdopme BpyyHY NPUBELEHO B B
pasgene "Paboma ¢ uHyudeHmamu. Cosz0aHue uHyudeHma epyyHy".

5.1.3. Noapasgen "lNpynnbl nHUmMAaeHToB" {#groups}

5.1.3.1. OcHOBHbIe 3NeMeHTbl nogpasaena

Mogpasgen "lMpynnbl MHUMAEHTOB" NpegHasHayvyeH ANs ynpasneHus rpynnamm nHungeHTos. Ons
WHUNOEHTOB, 00beAMHEHHbIX B rpynnbl, AOCTYMHbI MAacCOBbIE AENCTBUS: 3aKpbITUE, yaaneHue,

npuBsa3Ka nonb3oBaTtenen v T.4.
Moppaspen cogepXuT (CM. pUCYHOK 23):

e TekyLmi CINCOK rpynn NHUNOEHTOB.

e Habop punsTPoB AN NPoCMOoTpa crmcka rpynn UHUMAEHTOB - KHOMKa .

e  DyHKUMSA co30aHnsA HOBOW rpynbl MHLMOEHTa B cUCTEME - kHonka "CosgaTtb .
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o OYHKUUS pefakTUpOoBaHWs NapaMeTpoB rpynbl MHLUOEHTA - KHomKa .

rpynnb| WHUWAEHTOB Uentp ynpasnenva Wnumgento Tpynnei nHumaeHToB
HA3BAHME OMWCAHUE KOM-80 MHLIMAEHTOR OBHOBAEHO «
YAaneHHOE B5ITONHEHAE K043 YR3EMMOCTS, CEAZAHREA © YAANEHHSIM ELINGAREHYEN K043 0 2022-09-18 13:16:40

PucyHok 23 - Pabo4yas obnacte nogpasgena «[pynmnbl MHUNOEHTOB»

5.1.3.2. Cnucok rpynn nHumaeHToB. NMapameTpbl cnucka

TeKyu.u/||7| CMNUCOK rpynn MnHUMOeHToB npeacTtaBlieH B BUAE Tabnu4yHoro cnmcka co crnegyrowmmn

OCHOBHbIMY MapameTpamMu:;

e [lone "HasBaHue" - cogepXuT HasBaHue rpynnbl MHUMAEHTOB. KrvkK No nomt OTKPOET OKHO

NpoCMOTpa BCEX UHUMAEHTOB B rpynne (CM. pasgen YrpasneHue epynnot UHUUOeHmos).

e [lone "OnucaHue" - cOOEPXMUT ONUCaHWe rpynnbl UHLNMOEHTOB.
e [lone "Kon-Bo MHUMAEHTOB" - COAEPXKUT KONMMYECTBO MHLMAEHTOB, 06 beaNHEHHbIX B rpynmny.
e [lone "OBHOBMNEHO" - coaoepXuUT AaTy U BPEMS NoCriegHero N3MeHeHus rpynnbl UHLUOEHTOB.

e KHonka ) - d’.)yHKLLI/IFI penakTnpoBaHuUA napamMmeTpoB rpynnbl UHUMOEHTA.
5.1.3.3. HacTpanBaembie (hMnbTPbI CNUCKa rPynn MHUWAEHTOB

an HaXXaThn Ha KHOMKY OTKpbIBaeTCA obnactb ¢ HacTpanBaeMbIiMU (bMJ'IpraMM ansa TabnuyHoro

cnucka rpynn MHUMAEHTOB (CM. PUCYHOK 24). dunbTp Ans cnvcka rpynn MHUUAEHTOB No3BoNnseT

NPOBECTM PUNLTPALMIO CMIMCKA MO CEAYLMM NapaMeTpam:

° CDVIJ'Ipr No 3arofioBKy rpynnbl MHUMOEHTOB - CBO60,D,HI:>IIZ TEKCTOBbI BBOA.

rpyl'll'lhl WHUWOEHTOB UenTp ynpaenenna WHumgeHTsl pynnbi MHUMgEeHTOB

®uaneTp

DuneTp Kon-eo Ha cTpaHuule

20
 rowc i o I

PucyHok 24 - dunsTpbl AN cnvcka rpynn MHUMAEHTOB

Takke B 06nacTn HaCcTpoViku OUNBTPOB pacnonoXxeHa PyHKLUMA peaakTUpOBaHUS KONMMYeCTBa CTPOK

Tabnu4HOro cnmcka Ha o4HON 3KpaHHOW cTpaHuue -- "Kon-Bo Ha cTpaHuue".


af://n639
http://docs.pangeoradar.ru/user/#group_contro
af://n652

5.1.3.4. Co3pgaHue rpynnbl MHUWAEHTOB

Mpu HanuuMn HeobXxoaMMbIX NpaB NONb30BATENO AOCTYNHA KHoMka "Co3paTtbk”, Mo HAaXaTuo Ha
KOTOPYIO NPOM30MAET NEPEXO Ha CTPaHWLLy CO34aHUs HOBOW rpynmbl MHUuAEeHToB. logpobHoe
onvcaHue co3gaHns HOBOW rpyninbl MHLMAEHTOB B [Nnatdopme npmBeneHo B noapasaene "Paboma ¢
uHyudeHmamu. [pynnuposka uHUudeHma. Py4yHoe dobasneHue 8 epynmny” .

5.1.3.5. YnpaBneHue rpynnou nHunaeHtos {#group_control}

Mpu npocMoTpe NepeyHs MHUUAEHTOB, OObeOUHEHHbIX B rpynmny (CM. pUCYHOK 25) nHTepdenc nogobeH
WHTepency NpocMoTpa BCEX UHLIMAEHTOB, 3@ UCKINIOYEHNEM:

e OTCYTCTBYIOT 3/IEMEHTbI YNPaBneHns pubTpamu 1 NPOCMoTpa NaHennm NpoucLIEeCTBUA.

L4 ,D,O6aBJ'IeHVIe pasgernbl C onncaHnem rpynnbl MHUMOEHTOB, Ha3Ha4Y€HHbIM OTBETCTBEHHbLIM 3a

WHUMAEHT norb3oBarernem (rpynnon nons3osaTtenen).
e [lo6GaBrneHbl KHOMKX yNPaBNeHNs: UHLMAEHTaMM B rpymnne:;

e "OTBA3aTb BblOpPaHHbI€ UHLMAEHTbI OT rpynnbl" - BbiGpaHHble MHLMAEHTbI UCKOYaoTCS U3

rpynnbl;

o "3aKpbITb BCe MHLUMAEHTbI B rpynmne" - BCe MHUMAEHTbI NepeBogaTca B ctatyc "3akpbim'";
o "YpanuTb UHUMAOEHTbI FrPynnbl" - BCe NHUMAEHTbI B CAUCKE YOAnNsAoTCS;

o "HasHauuTb nonb3oBaTento" - BCe NMHUNAEHTbI rPYMMbl HA3HA4YalTCs NOMNb30BaTEerNto;

o "HasHaumTb rpynne" - BCe MHLUMAEHTbI FPynnbl HA3HAYalTCs rpynne norb3oBaTenen.

YpaneHHoe BbINOIHEHWE KoAa Liewrp ynpaenewws > Mnuwaentsi > [pynine uHunaenTos > TOCMOTD FPYNnsl UMHUMAEHTOS

OMNCAHNE MOANb3OBATENb rPYNNA

YAIBAMOCTS, CEAZZHHAR C YARNIRHHSIM BLINONHEHUEM KOZ3 He nasnauen He Hazkauena

MHUMAEHTH

Haskauen B patore Sanpowera uHpopmaLus Ougast nposepi Puck npukaT Sakpar Hepei

[o]~
T YPOBEHL PUCKA  TUN  TUIM MHUMAEHTA AKCTUE 0 3AT010BOK cTATYC NOCAEAHEE MPOMCLIECTBME | C & & TPYTINA MHLMAEHTOR

PucyHok 25 - [MpocMoTp MHUMAEHTOB B rpynne.

5.1.4. Nogpasaen "Tunbl nHUMaeHToB" {#incident_types}

5.1.4.1. OcHOBHbIe 3neMeHTbI nogpasaena
Moagpasgen "Tunbl MHUNMOEHTOB" NpegHa3Ha4vYeH AN ONepupoBaHMs TUNamMm MHLMOEHTOB.
lMoaopasgen coaepXuT (CM. pUCYHOK 26):

® TeKyLUMI CNUCOK TUMOB MHLMOEHTOB.

e Habop punsTPoB AN NPOCMOTPa CrMcKa TUMOB MHLMAEHTOB - KHOMKa .

e  OyHKUMS CO3AaHUSA HOBOTO TUMa MHUMAEHTA B cUcTeME - kHomnka "Co3paTb”.

o  OyHKUNS pedaKkTMpOBaHMS NapamMeTpoB TuMa MHUMAEHTA - KHOMKa .

e  DyHKUNSA BbIFPY3KU AAHHBLIX MO TMNam UHUMOEHTOB BO BHELUHUIA dhain - kHonka "CSV".

e DyHKUMA aKcnopTa BblIGpaHHbIX TUMOB NHUMAEHTOB BO BHELLUHWI dhaiin - KHOMKa
"dkcnopTupoBaThb'.

e  OyHKUMS UMNOpTa BbIBPAHHbIX TUMOB MHUMAEHTOB 13 BHELLHEro hanna - kHorka

"UmnopTtuposartb".
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e  OyHKUMS yoaneHus BbIbpaHHbIX TUMOB NHUMOEHTOB - KHOMKa "YaanuTb'.
e  OyHKUMS KCropTa BCEX TUMOB MHLMAEHTOB BO BHELLHUI (hbaln - KHOMKa "OKcnopTUpoBaTh BCE".

e OyHKUMS yoaneHus Bcex TUMNOB MHUMAEHTOB - KHOMKa "YaanuTtb BCé".

Tunbl MHUWAEHTOB Uentp ynpasnenna > Wruwgentsl > THnbI nHUMAEHTOE

©Q Vhumgenma
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PucyHok 26 - Pabo4vas obnactb nogpasgena «Tunbl UHUMAEHTOB»

5.1.4.2. Cnucok TunoB nHuuaeHToB. NapamMeTpbl cnucka

TeKyLIMIA CIMCOK TUMOB MHLIMAEHTOB NPeAcTaBneH B BUAe TabrnMYHOro Cnmncka co CrieayoLmmm

OCHOBHbIMW NapaMeTpamu:

e MMone ([ | /&) - dnarosoe nore Ansi BeIGOpa CTPOK C TUNAMY At NPOBEAEHNS C HUMM KaKUX-TO

NEeNcTBUN.

e [lone "OueHka cpo4HocTH" ( ‘i ' ) - COAEPXKNUT OLEHKY CPOYHOCTM OTPaboTKN MHUMAEHTA.

e [lone ( l) ) - "ypoOBeHb puUcKa", CcOOep>XUT YNCIEHHYIO OLEHKY YPOBHS pUCKa AaHHOro Tuna

WHUMAOEHTAa.
e [lone "Tun" -- cooepX1T NUKTOrpamMmy - UaeHTUguKaTop Tmna.

e TMone ( BB ) - none cratyca "dkcnnyaTupyeTcs yaaneHHo", ykasbiBaeT Ha BO3MOXHOCTb

yOaneHHon aKkcnnyaTaumm 4aHHoro Tuna uHumaeHTa.
e [lone "ID" - ngeHtTudukatTop TMna nHumgeHTa B [Nnatdopme.
e [lone "3aronoBoK" - Ha3BaHWe TuNa MHUMAEHTA, NOA4 KOTOPbIM OH Obin 3aBeaeH B Nnatdgopme.
e [lone "MICTOYHUK" - COOEPXMUT MUKTOrPaMMbl, COOTBETCTBYIOLLME TOMY UM MHOMY UCTOYHUKY
OaHHbIX.

e KHonka () - (PyHKUMA pegakTMpoBaHMs napaMmeTpoB TUMna MHUMOeHTa.

ﬂpm HeO6XOﬂI/IMOCTI/I pa3p360T‘-IVIKaMVI ﬂnachoprl MOryT ObITb BBE€OEHbI AONOJNTHUTENbHbIE MOoJ1A
Crnuncka.


af://n711

5.1.4.3. HacTtpanBaemblie (hUnbTPbI CNUCKA TUNOB UHLUAEHTOB

an/I HaXXaThn Ha KHOMKY OTKpbIBaAeTCA obnactb C HacTpanBaeMbiMn dZ)I/lJ'IpraMI/I ans TabnuyHoro

crnvcka TUMNOB UHLUMAEHTOB (CM. pUCYHOK 27). OunbTp AN cnucka TUNoB UHLMAEHTOB No3BoseT
NPOBECTV hUNLTPALMIO CrIUCKa MO crieayoLLmMm napaMeTpam:

e dunkTp No 3aronoBky TUNa MHUMAEHTA - CBOGOAHbIV TEKCTOBbLIV BBOA,.

e OunbTp NO CcTaTyCy - PAaCKPbIBaIOLLMINCS CMUCOK C BO3MOXHbBIMU 3HAYEHUsIMUK cTaTyca.

e DuUnbTp No pacrnonoXeHNo akTVBa - PackpbIBaOLLMINCS CNMCOK NpeayCTaHOBMNEHHbIX MECT
pacnonoXeHusi akTUBOB (HaNpYMep Ha3BaHWs rOPOAOB, rAe pacnonaralTCs CETEBLIE aKTUBDI).

e OunbLTP NO HaNMYKIO yaaneHHoM aKCnyaTauumn akTmMBa - packpbiBaroLmincsa cnmcok "[da/ Het/ He

BaXHO".
Tunbl UHUMAEHTOB Uenmp Tanei
Y Cospams | ECSV
OunbTp
DUnbTp Craryc PacnonoxeHue aktusa YaaneHHas akcnayaraums Kon-Bo Ha cTpaHuue
Bce 4 BbiGepuTe pacnonoxetve ¥ He BaxHo 4 35 <
v [ o IR
¢ wn @A ) 3ATONOBOK + MCTOUHNK
[ ) FINS4 OBHapyXeH N0A03pUTENLHIIA haiin -
0 © FINS3 OBHapyXeHa NOMNBITKa YCTAHOBHTH CBS3b C UCTIONb3OBAHIEM NOA03PUTENLHOTO CepTUdUKaTa TLS -4 u
00k FIN74 HeyzauHble NOMbITKY EXOA3 Ha OAUH Y3€N MOA OAHOM YUETHOI 3aMMChH0 -
w0 ® FINTS Ha LeNIeBOM ya7e 0BHAPYKEHO YCMELIH 0 MCTIONb30BaHIE NPUBINETUPOBAHHOM KA OTCIEXUBAEMOI YUETHOT 3aMMcK -4
00k FINT3 MHOXECTEEHHbIE HeyAAUHbIE NONBITKY BXOAA Ha Pa3IMUHBIX XOCTaX M0 PA3NMUHBIMM YUETHBIMY 3aNMCAMM -
00k FIN49 MHOXECTEEHHbIE HeyAaUHbIe NONLITKY EXOAa Ha PASAMUHBIE CUCTEMbI NOA OAHYUM NO/Ib3OBaTENEM -4
00k FINSO MHOXECTBEHHEIE HEYAAUHBIE NOMLITKY BXOAA Ha OAHOM Y3 MOA Pa3HBIMY YUETHBIMM 3AMMCAMIA -

PucyHok 27 - dunbTpbl 4ns cnmcka TMNoB MHUMOEHTOB

Takke B 061acT HaCTPOVKN OUNBTPOB pacnonoXeHa yHKLMSA peaakTUPOBaHUS! KONIMYeCTBa CTPOK
Tabnu4HOro cnmcka Ha o4HOW 3KpaHHOW cTpaHuue - "Kon-Bo Ha cTpaHuue'.

MogpobHee paboTa ¢ omnsTpamu NpyuBeaeHa B nogpasaene "Hacmpausaembie ¢husibmpbl crucka

UHYudeHmos".

5.1.4.4. Co3gaHue TMna nHUUOEHTA

Mpu Hanu4mMmM HeobxoaMMbIX NpaB Nofb30BaTENO AOCTYMNHA KHonka "Co3aathk”, Mo HaXKaTuio Ha
KOTOPYHO NPOM30OMAET NEPEXOA Ha CTpaHuWLy CO34aHUs HOBOMO Tuna nHuuaeHTa. NMogpobHoe onucaHve
CO3aHus HOBOro Tuna uHuuaeHTa B Nnatdopme npuBeneHo B nogpasnene "Paboma ¢ 6asol 3HaHul

munos uHyudeHmos. Co3daHue Ho8020 murna UHUUOeHmMa epy4YHyr".

5.1.5. Noapasgen "JononHutenbHble nona" {#custom_fields}

5.1.5.1. OcHOBHbIe 3neMeHTbI nogpasagena

Moapasgen "OononHuTenbHble Nonsa'" NpeaHasHayYeH ans ynpaeneHns BHOBb Cco3aBaeMbIMU A
KapTOYKV UHUMAEHTOB NonsimMu. Takue nonst MOXXHO 3anofHSATh B KAPTOYKe MHLMOEHTOB BPy4YHYto, Mo

HaCTPOUTbL aBTOMAaTMYECKOe 3arnofHeHKE MNoren B NpaBuiax Koppensumm.
Mogpasgen coaepXuT (CM. pUcyHoK 28):

e  TeKyLUMI CNNCOK JOMOMHUTENBHbIX NOMEN.
e Habop unbTpoB AN IpOCMOoTpa Crnmncka AoNONHUTENbHbBIX MNONen - KHomnka .

e DYHKUMS CO3AaHUSA HOBOTO AOMOMHUTENBHOIO Nofs B CUCTEME - KHoMnka "Co3aaTth'.
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e OYHKUUS pefakTUpoBaHWs NapaMeTpoB AOMNOSTHUTENBHOIO MOMs - KHOMKa .

ﬂOI'IOIIHMTEJ'Ibele nonaqd Llentp ynpasaenma WMHungerto JonoaHutencHble Nona

PuaneTp

DuneTp Tin 2HaueHKA Kon-eo Ha cTpaHuLue

4

Bce TNkl 20

HA3BAHWE KA TN COPTUPOBKA OEHOBMEHO -

MonesoEatens user CrpokoEsli 1 2022-09-19 15:14:07

PucyHok 28 - Paboyvas obnactb nogpasgena «[ononHuTenbHble Nons»

5.1.5.2. Cnucok pononHuTenbHbIX nonen. NapameTpbl cnucka

TeKyLU,MVI CMMCOK LOMNOMHUTENbHbIX NOMen npeacrasrieH B Buae TabnuyHoro cnmcka co cnegyrowmmMmm
OCHOBHbIMU NMapamMmeTpamMu:

e [lone "HasBaHue" - cogepXuT Ha3BaHWe OMNOMHUTENBbHOMO Nons. Knunk no noso OTKPOET OKHO
NPOCMOTpa BCEX NHUMOEHTOB C 3aMNOSIHEHHbLIM 4OMNOMHUTENBHbLIM MOMEM.

e [Tone "Knrou" - coaepXuT KoY SONOSHUTENBHOIO Nossi.

e [lone "Tun" - cogep>XuT TN 4ONONHUTENBHOrO NOMs.

e [lone "CopTtupoBKa" - COOepPKUT NOPAOKOBLIN HOMEP OTOOPaXXEHUSA AOMONTHUTENBLHOrO NOMs B
KapTo4ke UHLMAEHTOB.

e [lone "OBHOBMNEHO" - COOEPXKMUT AaTy U BPEMS NOCMNELHETO N3MEHEHWS AOMOMNMHUTENBHOIO NOMs.

e KHorka () - (PyHKUMA pegakTpoBaHus napaMeTpoB AONONTHUTENBHOIO Nossi.

5.1.5.3. HacTtpauBaembie huUnbLTPbI CIUCKa AONOSTHUTESIbHbLIX NOMen

an/I HaXXaThn Ha KHOMKY OTKpbIBaETCA obnactb ¢ HacTpanBaeMbiMU d)I/IJ'IpraMI/I and TabnuyHoro

CrncKa AONOMHUTENbHBIX NOMewn (CM. pUCyHoK 29). ®unbTp 4Ns cnucka AOMNOMHUTENBbHbIX NONen
No3BONSAET NPOBECTUN DUMLTPALMIO CIMCKA MO CreayrLmnm napaMmeTpam:

e OunbTP NO HAMMEHOBAHMIO LOMNOMHUTENBHOIO MOSS - CBOOOAHbLIN TEKCTOBLINA BBOA,
e  OunbLTP NO TUMNY AOMOMHUTENBHOrO NONs - BbIOOP 13 cnncka:
e OyneBbIN TUM;

o JSON;

O CTPOKa;

© uucro;

O [eiCTBUTENbHOE YNCIIO;

o para.
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ﬂOI'IOJ'IHHTEJ'IbH ble nonda Llentp ynpaenetuna WHumgerTo JononuuTensHeie nona

@unLTp

DunkTp Tun 2HaueHnA Kon-eo Ha cTpaHuue

AL3

Bce Tvnbl 20

PucyHok 29 - ®dunbTpbl AN cnvcka 40NONHUTENbHBIX Nonen

Takke B 06racTv HaCTPOMKM OUNETPOB pacnonokeHa PYHKLUA peaakTMpOBaHNUsi KONMYecTsa CTPOK

Tabnu4HOro cnmcka Ha o4HON 3KpaHHOW cTpaHuue - "Kon-Bo Ha cTpaHuue'.

5.1.5.4. Co3gaHue AONONMHUTENbHOro nons

Mpy HanMuMKM HeoGXoaUMbIX NPaB Nonb30BaTenNto AOCTYMNHa KHomnka "Co3gaTk"”, No HaXxaTuo Ha
KOTOPYIO NMPON30MAET Nepexod Ha CTpaHuLy co3gaHusl 4OMOSHUTENbHOrO Noss.
Mpwv cosgaHum gononHuTenbHoro nons (cMm. pucyHok 30) 3anonHuTe obssaTernibHble Nons:

"Ha3BaHue" - Ha3BaHMe JOMNONHUTENBHOIO NOsIs.

e "Knrou" - KoY 4ONONHUTENBHOIO NOJS, UCMOMb3yeMbli NPY HACTPOKMKE MPaBu KOPPENsaLmu.
e "Tun" - BbIGUPAEMbIV U3 CIMCKA TWUMN AOMNOMHUTENBHOMO NOrs.

e "CopTupoBKa" - NOPSIAKOBbLIA HOMEP OTODpaXKeHWst 4ONOMHUTENBHOIO MONSA B KAPTOYKE
WHUMAEHTA, 334aeTCs YNCIIOM.

Llewtp ynpasnenna WMHumaenTsl JlononnutensHeie nona CospaHne AONOAHWTENLHOTO NoAA

HazeaHue

‘ HazeaHue ‘

Knwou

‘ Kniou ‘

4

CopTupoeka

o |

PucyHok 30 - CosgaHue 4ONonHUTENbHOro Noss

Mocne 3anonHeHnst Bcex nonen Haxmmute kHornky "[JobaBuTbk", nocrne 4Yero ONoNHUTENBHOE norne
Oynet pobaBneHo B CNNCOK 1 ByaeT roToBO K MCMOMb30BaHMIO.

5.1.5.5. Ucnonb3oBaHue AoNonNHUTENbHbIX NOonen

|-|O,El,pO6HO 00 1cnonb3oBaHMK [OMNOSTHUTENbHbIX NOMeEn B KapTo4yke MHUMOEHTOB ONnMcaHo B

nogpasgene "Paboma ¢ uHyudeHmamu. [Npussiska dononHumenbHbIx noneu”.

Vcnonb3oBaHmne AONONMHUTENbHbLIX NOMEN Npu paspaboTke NpaBul KOPPENALUN pacCMOTPEHO B
nogpasgene "OnucaHue crieyuanbHbIX (OyHKUUU 018 Npasusl Koppensauuu. Bcmaska 00noaHUMmMenbHbIX
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noneu 8 pesynbmam"

6. Paspen "AktuBbl"

6.1. HasHauyeHue n cocTtaB pasgena "AkTuBbl"

Pasgen "AKTUBbI" COOEPXUT criegytowme nogpasaensi.

e "AKTUBBbI" - NpegHa3HayeH Ans ynpasneHus akTnsamu;

e "lpynnbl akTUBOB" - NpeAHa3HavYeH ang co3gaHus n paboTbl ¢ rpynnamMmu akTUBOB;

e "HacTpouku ngeHTudmkaumm akTuBoB" - npegHasHadeHa nsi ynpaBneHms cTpaTternamm
obHapyXeHUsa akTUBOB;

e "CeTeBble MHTepdeNcbl" - NpegHa3HayYeH Ang ynpaereHus CeTeBbIMU MHTepdericamu,
O0BHapyXeHHbIMN Yy aKT1BOB;

e "Pe3ynbraTbl CKaHUpPOBaHUA" - NpedHasHa4vyeH ans ynpasneHns MMNopToM pesynsraToB
CKaHMPOBaHUA Ha HanNnune ysa3BMMOCTEN;

e "WHBeHTapusauma" - npegHasHadeH Ans UHBEHTapM3aumm Takux OObEKTOB KaK XOCTbl, CEPBUCHI,

a Tak »xe cobmpaembIX JaHHbIX.

6.2. MNoapasaen "AxktuBbl" {#assets}

6.2.1. OCHOBHbI€ 3rIeMeHTbI noapasaena

Mogpasgen "AKTuUBBLI" NpegHasHayYeH sl onepupoBaHns akTMBaMu, 3aperMcTpmpoBaHHbIMN Ha
Mnartdopwme.

Moopasgen coaepXuT cnegyoLwme aneMeHTbl (CM. pUcyHok 31):

e TeKyLUMI CNUCOK aKTUBOB, 3asBMNeHHbIX Ha [naTtdopme.

e HabGop punbTPOB ANs NPOCMOTPa CUCKa aKTUBOB - KHOMKa .

e DyYHKUMS CO3AaHUSA HOBOTO akTUBa B CUCTEME BPYYHY!O - KHoMka "Co3aatb .

e DyHKUUS peaakTUpoBaHUs NapaMeTpoB akTUBa - KHoMKa .

o  DyHKUNS BbIFPY3KM AaHHBIX BO BHELLHUI bann B oopmaTe CSV - kHonka "CSV".
e DYHKLUSI HACTPOWNKN BPEMEHHOTO Neproaa OGHOBMNEHNS AaHHbIX - PACKPbIBAKOLLMIACS CMIMCOK
"Bpyu4Hyto" (rae "BpyyHyr" 3Ha4YeHne no yMmon4aHuio).

e KHomka ans 3anycka 0GHOBMEHNS AaHHbIX BPYYHYIO - E

e Habop chyHKUMI yNpaBneHns akTBamu - packpbiBatoLmincsa cnucok "MaccoBble aencTeus.
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AKTUBBI LleHTp ynpaeaeHma - AKTMBBI

EEnE o B

1 2 3
0. W e TUM  3ATOMCEOK 1P/MAC oc TPYMMEl AKTUEOE PACTMONOKEHUNE [ S =
1] 3 3 Host 101447661 10.144.76.61 Microsoft Windows 1525 o o0
o 3 3 Host  10.200.56.163 10.200.56.163 Microsoft Windows 1661 [
o 3 3 Host  10.14476.106 10.144.76.108 Microsoft Windows 2153 o 0
o 3 3 Host  10.200.31.50 10.200.31.50 Microsoft Windows 840 o o
0 3 3 Host 102229145 10.222.5.145 Microsoft Windows 1676 o o
o 3 3 Host  10.14476.81 10.144.76.51 Microsoft Windows 201 o o
o] 3 3 Host  10.200.70.148 10.200.70.148 Microsoft Windows 1918 0 0
o 3 3 Host  10.200.212.34 10.200.212.34 Microsoft Windows 287 0 0
o 3 3 Host 1014476135 10.144.76.135 Microsoft Windows 2945 [
o 3 3 Host 1014486166 10.144.86.166 Microsoft Windows Tectoean rpynna 117¢ 0 0
1] 3 3 Host 1014476189 10.144.76.189 Microsoft Windows 802 o o0
o 3 3 Host  10.200.85.19 10.200.85.19 Microsoft Windows 1433 [
o] 3 3 Host 1014487131 10.144.87.131 Microsoft Windows 1918 0 0
0 3 3 Host  10.144.98.114 10.744.98.174 Microsoft Windows 1740 o a
1] 3 3 Host  10.14476.171 1014476171 Microsoft Windows 120 o o0

PucyHok 31 - Pabouyas obnacte nogpasgena "AktuBbl"

6.2.2. Cnucok aktuBoB. [lapameTpbl cnucka

TekyLLMI CNMCOK aKkTUBOB NpeAcTaBrneH B BUAE TabnmyHOro cnmcka co cnegyroLwmumy 0CHOBHbIMM
napameTpamu (CM. pUCyHoK 31):

e [lone (I:_:I /ﬂ) - onaroBoe norne 4518 BbIOOpa CTPOK C akTMBaMM ANs NPOBEAEHUS] C HAMU KaKUX-
TO OENCTBUNA.
e [lone "YpoBeHb pucka" ( 9 ) COAEPXKUT YNCIEHHYIO OLIEHKY YPOBHS pUcka MHUMAEHTOB

npousowleawinx Ha JaHHoOM aKkTuBe.

e [lone "3HaunmocTb akTuBa" ( {i} ) - COAEPXKNT OLEHKY 3HA4YMMOCTU aKkTUBa, KOTopasi B paMKax

GU3HEC-NPOLIECCOB OLIEHNBAETCS YNCMNOBbIMU 3HaYeHuaAMN oT 1 0o 5.

e [lone "CeteBasi BUAMMOCTbL" ( @ ) - oUeHMBaETCA YNCITOBbIMWU 3Ha4YeHusamMm ot 1 o 5.

e [lone "Tun" - cogepxuT TMN 060pyaOBaHUA akTuBa (Hanpumep Host, Server).

e [lone "3aronoBoK" - Ha3BaHWe aKkTMBa, NoA KOTOPbIM OH BbIn 3adnkcnpoBaH Ha Mnatdopme.

e [lone "IP/MAC" - IP- unn MAC-agpec akTuBa.

e [lone "OC" - onepaLMOHHasa cucTtema akTuBa.

e [lone "lpynnbl akTUBOB" - Ha3BaHWe rpynrbl aKTUBOB (MM HECKONBbKMX FPynm), B KOTOPYHO
BKIMOYEH AaHHbIN aKTUB.

e [lone "PacnonoxeHue" - TeppuTopranbHOe pacrnonoXeHne akTnea, Hanpumep ropos (ecnm oHo
ObINo yka3aHo Npu co3gaHum Unu peaakTMpoBaHUM 3anucu akTuea Ha nnaTtdgopme).

e [Tone "OTKpbITble UHUMAEHTbI" ( a’ ) - KONIMYECTBO OTKPbITbIX NHLMOEHTOB Ha aKTUBe.
e [lone "Puck npuHAT" ( g ) - KONMYECTBO UHLIMOEHTOB B CTATyCe "PUCK NPUHAT" Ha akTuBe.
e [lone "3akpbiTble MHUMUAEHTbI" ( = ) - KONMMYECTBO 3aKPbITbIX MHLUNLAEHTOB HA aKTMBE.

e KHorka () - (byHKUMA pegakTMpoBaH1s napaMeTpoB NHUMAEHTA.
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OTobparkeHne nonewn cnucka HacTpanBaeTcs nog TpedoBaHNsi KOHKPETHOrO nonb3oBartens. [Npu
HeobxoamMmocTun paspaboTumkamu Mnatgopmbl MOTyT BbITh BBEAEHBI AOMNONMHUTENBHbIE MO CMcKa.

6.2.3. HactpanBaembie hunbTpbl cnucka akTuBoB {#list_filters}

ﬂpm HaXaTun Ha KHOMKY OTKpbIBaeTCA obnactb ¢ HacTpanBaeMbIMU CbVIJ'IpraMI/I ans TabnuyHoro

CMXCKa aKTUBOB (CM. pUCYHOK 32). ®unbTpbl NO3BOMSIOT NPOBECTM NOWUCK B CNIMCKE aKTUBOB MO
cnefywLmMM napameTpam:

e Ounbtp "dGuneTp” - PunsTpaums no nonto "3aronosok’, cBOGOAHbLIV TEKCTOBLIN BBOA.
e  OunbTp NO rpynnam akTUBOB - PACKPbIBAIOLLMIACSA CMUCOK C rpynnammn akTUBOB.

L4 d)l/l]'lep No pacnosioXXeHU akTuBa - paCKprBaIOUJ,MlZCFI CNnCOK npeanyCTtaHOBNIEHHbIX MECT

pacnonoXeHnsi akTMBOB (Hanpumep Ha3BaHUS rOPOAOB, rAe pacnonaralTcs CETEBbIE akTUBbI).
e OuUNLTP NO aKTUBHOCTYU - PACKPbIBAOLLMIACA CUCOK: "AKTUBHbIN/ HeakTBHbIN/ He BaxHO".
e Ounbtp no IP/Mmsa xocta/MAC - dunstpaums no nomno "IP/MAC", cBoGOAHbIV TEKCTOBbLIN BBOA,.
e dunbtp no OC - dunsTpaums no nonto "OC", cBOOOAHbLIV TEKCTOBLIN BBOA.
® BbICTPbIN (UMBTP - packpbIBaKOLLMICS CIMCOK CO CrieaytoLWwnuMmn 3HaYeHUsSIMU:

© AKTVBbI B rpynnax;

o AxTuBbI 6€3 rpynm;

o Wmga noxoxe Ha IP agpec;

o T[losTOpSAOLLEECA UMS;

o AKTuBBI C MycTbIM nonem lookup;

0 HeckomnbKko KaHOWMAATOB OTBETCTBEHHbIX rPyMM nonb3oBartenen.

° CDVIJ'Ipr Nno 3Ha4YMMOCTWN aKTuBa - paCKprBaI-OLLI,I/IIZCFl CMNCOK Co crnegyrwmmMmmn 3Ha4eHNAMIn:

o 1 - KNIOYEBOW aKTuB,;
O 2 - BaXHbIN aKTUB;
0 3 - HopMmaribHbIA aKTUB;
0 4 - pacnpefeneHHbIA UM HEKPUTUYHBIN aKkTUB;
0 5-TecToBbIN aKTUB.
e OunbTp NO CEeTEBOV BUAMMOCTU aKTMBa - PACKPbIBAIOLLMINCS CUCOK CO CreayoLMMM 3HAaYEHUSMMU:

o 1 - npsimoe nogkntoyeHne Kk MIHTepHeT;

o 2 -DMZ, yactnyHbIi goctyn ua VIHTepHET;

© 3 - wraTHbIN goctyn B IHTepHeT vepes Proxy;
0 4 - orpaHuWYeHHbIN JOCTYN B VIHTEpHET;

O 5 - He NogKnYeHHbIN K CETU.

Takke B 06nacT HACTPONKN PUINBTPOB pacnonoXeHa PYHKUMS peaakTMPOBaHUSA KONMYECTBa CTPOK
Tabnu4yHOro cnmcka Ha o4HONM aKpaHHoW cTpaHuue - "Kon-Bo Ha cTpaHuue".

Ons dmnbTpaumm TabnmMyHOro cnucka YCTaHOBUTE HYXKHbIE 3HAYEHUST (OUINBTPOB U HAXKMUTE Ha KHOMKY
"Mouck" (CM. pUCyHOK 32).
[nsa cbpoca Bcex PUNLTPOB - HAXXMUTE Ha KHOMKY "O4nCTUTB".

HacTpoeHHbI Habop UNETPOB MOXHO COXPaHUTL A1 NOCeAyoLWEro NCNoNb30BaHNS - KHOMKa
"CoxpaHuTtb".

[ns ncnonb3oBaHUs paHee CO30aHHOIO U COXPaHEeHHOro Habopa OUNBTPOB - HaXKaTb Ha KHOMKY
"3arpy3uTb".


af://n892

AKTVBbI LeHTp ynpasnetna > AKTMBbI
[ cor | 2 RS < | p—
unsp
Dusp Tpynnbl aktneos Pacnionoxenme aktnsa AKTUBHOCTD

¢ Beibepure pacnonoxenue + Acvshbii s
1P/Wms xocta/MAC oc BbICTpbii GuasTp
Bce *
3HaunmoCTb akTMBa CereBas BUAMMOCTD Kon-go Ha cTpaHuue
Bce 4 Bce 4 20 <
o [ oo JERE
9. @ @ Tvn 3aronosok 1P/MAC oc TRYMINbI AKTUBOB PACTIONOXKEHNE ¢ © a
713 3 Host 1421000 142.10.10.0 o 1 0
53 3 3 Host 10216811 192.168.1.1 10 0
127.00.1
127.002

PucyHok 32 - dunbTpbl AN cnvcka akTMBoB

6.2.4. Hactponka o6HOBNEHNA AaHHbIX

CDYHKLI,VIH HaCTpOIZKVI 0oOHOoBMNEHMS AaHHbIX COCTOUT U3 paCKpbiBakoLEerocAa Cnncka BpeMeHHbIX

nHTEpBanos obHoBNEHNS 1 NMUKTOrpamMmbl - E Mo YMOJ1HaHUIO YCTaHaBITIMBAETCA PEXUM PYyHHOIO

o6HoBneHusi. OGHOBMEHVE BPYYHYIO MPOU3BOANTCS NMPU HaXKaTUM Ha MUKTOrpammy E

,D,ﬂﬂ aBTOOOHOBMNEHNSA Bbl66pI/ITe BpeMeHHOI7I nHTEpBan obHoBNEHNS B pacKpbiBakoLLeMCA Crnnucke:

e Sc.

e 15c.
e 30c.
e 60c.

6.2.5. YnpaBneHue aktTuBamm

Mpn Hanu4mMm HeobxoaMMbIX NpaB NONb30BaTENO AOCTYNHA yHKUMS "MaccoBble aencTBma”,
BKIOYas yaaneHue aktueoB ¢ Mnatdgopmbl. MNMogpobHoe onvcaHue ynpaBneHus akTuBamm NpUBeAEHO
B B pasgene "Paboma ¢ akmugamu”.

6.2.6. Co3paHue akTnBa

Mpu Hanu4mMmM HeobxoaMMbIX NpaB Nofb3oBaTeNo AOCTYMNHA KHonka "Co3aaTk”, Mo HaXKaTuio Ha
KOTOpPYHO NPOM30OMAET NEPEXOA Ha CTpaHWLy co3aaHus akTuea Ha [Nnatdopme BpyyHyto. MogpobHoe

onucaHue cosgaHus aktTmea Ha lNnatdopme BpyYHyH0 NpMBEAEHO B B pasgene "Paboma ¢ akmusamu.

CosdaHue akmugog 8py4HY".

6.2.7. PepakTupoBaHue napamMmeTpoB aKTUBa

PepakTpoBaHue napaMeTpoB akTMBa AOCTYMHO MO HaXaTuio Ha KHOMKY . MogpoGHoe onucaHue

pefakTMpoBaHMS NapaMeTpoB rpynnbl akTMBa NpUBEAEHO B B pa3gene "Paboma ¢ akmusamul.

PedakmuposaHue epynmnbl akmugos”.

6.3. lNogpasaen "lNpynnbl akTuBoB"
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6.3.1. OcHOBHbIE 3IneMeHTbl noapasaena

Moopasgen "lMpynnbl akTMBOB" NpefHa3HayYeH AN onepupoBaHns rpynnaMy akTuBoB,

3aperucTpupoBaHHbiMU Ha MnaTtdopme.
Moapasgen coaepXuT cnegyowme aneMeHTbl (CM. pUCcyHok 33):

e  TeKyLUMI CNUCOK FPYnmn akTMBOB, Co3AaHHbIX Ha NnaTtdopme.

e Habop mnbTpOB ANnst NPOCMOTpa CnmMcka rpynn - KHornka .
o DyHKUNSA cO30aHNsA HOBOW rpynbl akTUBOB - kKHomMka "Co3patb .
o OyHKUNA peakTUpOBaHWsS NapaMeTPoB rpynbl - KHOMKa .

o OyHKUNS BbIFPY3KM AaHHbIX BO BHELLHUI cbann B popmaTte CSV - kHornka "Bbirpyants CSV".
e  DyHKUMS 3anycka NPOBEPKM Ha COOTBETCTBME MONUTUKE yYCTaHOoBMeHHoro MO Ha akTmMBax rpynnbl -

kHornka "lMpoBepka cooTBeTCcTBUSA MO".

rpynnbl aKTUBOB LleHTp ynpaenexna AxtuBbl Mpynnel akTMBOB
[+ [ o | 2]
HA3BAHUE « MACKW MOACETEA  PETYNIAPHOE BbIPAXEHME (FQDN)  KON-BO AKTWBOB  PYMIMA OTBETCTBEHHbBIX  CBA3AHHBIE rPyrmm NOb30BATENER
. admin
PaBouasn rpynna 1 3 admin MNposepka cootsercrema [0 &
users
AiTBst 417 TecTHposLmKos M0 2 users users Mposepka cootserctamA N0 &

1

PucyHok 33 - Paboyas obnactb nogpasgena "lpynnbl akTueoB"

6.3.2. Cnucok rpynn aktuBoB. lNapamMeTpbl cnucka

TeKyu.u/u7| CMNUCOK rpynn aktneoB NnpeacrtaBlieH B BUAe TabnuyHoro crnmcka co cnegyrowimMmm OCHOBHbIMIA

napameTpamu (CM. pUCYHOK 33):

e [lone "Ha3BaHue" - Ha3BaHue rpynnbl akTMBOB Ha lNnatdgopme.

e [lone "Macku noacetein" - ctpaternsa asBTomarm4eckoro JobaBneHns akTMBOB B rpynmny no
3ajaHHON Macke noaceTu. HoBble akTMBbI, NONagatoLLme Noj yka3aHHY CETEBYHO Macky, byayT
aBTOMAaTUYeCKN BKMOYaTbCS B rpynny.

e [lone "PerynspHoe BbipaxeHue (FQDN)" - cTpaTernsa aBromatmyeckoro Jo6aBneHnss akTMBOB B
rpynny no 3agaHHOMy perynspHoMy BblpaxkeHuto, npumeHsiemomMy Ha FQDN akTuoB. HoBble
akTumBbl, Ybe FQDN oTBevaeT 3agaHHOMY perynspHOMy BbipaxKeHuto, ByayT aBToMaTuyecku
BKIOMATLCA B rpynmny.

e [lone "Kon-Bo akTMBOB" - KONMYECTBO aKTMBOB B rpynne.

e [lone "lpynna oTBeTCTBEHHbIX" - rpynna norb3oBaTenen, HazHa4YeHHas OTBETCTBEHHbIMU 3a
[OaHHy0 rpynny akTUBOB.

e [lone "CBsa3aHHbIe rpynnbi Nonb3oBaTenien’ - rpynnbl Nofb3oBaTenen, CBA3aHHbIE C
KOHKPETHbIMM aKTUBaMU 13 AaHHOW rpynnbl.

e KHonka "lMpoBepka cooTBeTcTBUA MO" - 3anyck npoBepKn Ha COOTBETCTBME MONUTUKE

ycTaHoBneHHoro MO Ha akTuBax rpynnsbi.
e KHorika ) - (PYHKUMA peOaKkTVpoBaHUA NapamMeTpoB VHLMAEHTA.
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6.3.3. HactpanBaemblie (hnbTpbI CNUCKaA rpynn akTUBOB

ﬂpm HaXaTun Ha KHOMKY OTKpbIBaeTCA obnactb C*)I/IJ'IprOB OnA CnUCKa rpynn akTuBoB, KOTOpas

BKNto4aeT B cebs punbTp ¢ nonem ans cBoboaHOro TEKCTOBOrO BBOAA.
Movck No BBe4EHHOW TEKCTOBOM CTPOKe ocyLlecTBnseTcs no nonam "HassaHue" n "Kon-Bo aktusos".

O6wue npaBuna paboTel ¢ hunbsTpammn NpuBeaeHbI B pa3gene "Hacmpaugaemble (hunsmpbl criucka

akmueos "

6.3.4. Co3zpgaHue rpynnbl akTUBOB

Mpu HanuuMn Heobxo4MMbIX NpaB NONb30BATENO AOCTYNHA KHoMka "Co3gaTbk”, N0 HAaXaTuo Ha
KOTOpPYIO NPOM30NAET NEPEXO] Ha CTpaHuLy co3aaHus rpynmnbl aktuea. NogpobHoe onvcaHue
co3[aHus rpynnbl akTMBOB Ha natdopme BpyyHyo npuBeaeHo B B pasaene "Paboma ¢ akmusamu.

Co3sdaHue epynnbl akmusos”.

6.3.5. PegaktupoBaHue napamMmeTpoB rpynnbl akTUBOB

Pe/J,aKTMpOBaHVIe napamMeTpoB rpynnbl akTMBOB AOCTYMHO MO Ha)XXaTUo Ha KHOMKY . |_|O/J,pO6HOG

onucaHue pefakTMpoBaHNs NapamMeTpPOoB rpynnbl akT1Ba NpMBEAEHO B B pasgerne "Paboma c

akmusamu. PedakmuposaHue 2pyrbl akmusos'.

6.4. Noppasaen "HacTtponkn ngeHtudukaummn
aKkTMBoB"

6.4.1. OcCHOBHbI€ 35IeMeHTbI noapasaena

Moppasgen "HacTponku naeHTudmukaumm akTMBOB" nNpeaHasHadveHa ang yrnpasneHus ctpaTternsamm
0BHapy)XeHUs1 aKTMBOB.

Moopasgen coaepXxuT crnegytoLme arneMeHTbl (CM. pUCyHok 34):

e TeKyLUMI CNUCOK CErMEHTOB C ONpeaeNneHHbIM NPaBUIIOM aBTOMATUYECKOrO 0BHapyXeHNst
aKTVBOB .

e Habop pmnbTPOB Ans MoMcka CErMeHTOB B CMMCKE - KHOMKa .

e  DyHKUMSA cO30aHNSA HOBOIO cerMeHTa - kHornka "Cospartb'.

e OyHKUMS pefakTUPOBaHWSi NapamMeTpoB CErMeHTa - kHomnka  &* .

HacTpoWku ngeHtueunkauum akTuBos LieHTp ynpasnenns > AKTUBbI > HacTpoiikiu UAEHTUGMKALNN aKTHEOB
HA3BAHME . OWANA3OHDI CTPATErus
yet another fqdn d
some ip s

really some mac

another fadn

PucyHok 34 - Pabo4yas obnacte nogpasgena "HacTtpoika ngeHtudmkaumm aktueos"
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6.4.2. CnuUcok HacTpoeHHbIX cermeHToB. lapameTpbl cnucka

TekyLLMI CNMCOK HACTPOEHHbIX CErMEHTOB AN AEHTUdMKALIMU aKTMBOB NPEACTaBIeH B BUae
Tabnu4HOro cnmcka co cneayroLmMmMm OCHOBHbIMKU NapamMeTpamm (CM. pucyHok 34):

e [lone "HasBaHue" - Ha3BaHWe HAaCTPOEHHOro cermeHTa Ha lNnardgopme.
e [lone "Ownana3oHbl" - ceTeBbIE ANana3oHbl B paMKax AaHHOro CerMmeHTa.
e [lone "Ctparterusa" - BbibpaHHasa cTparerns aBToMaTu4eckom naeHTnmrKaumm akTMBoB B JaHHOM

CerMeHTe.

e KHonka ( g* ) - byHKUMA peaakTMpoBaHUa NapaMmeTpoB HAaCTPOWIKM.

6.4.3. HactpanBaemsbie (hunbTpbl CNINCKA CEerMEeHTOB

|_|pl/1 HaXXaThn Ha KHOMKY OTKpbIBaeTCA obnactb ¢ (pVIJ'IpraMM ansa tabnuyHoro cnmcka

HaCTPOEHHbIX CErMEHTOB (CM. PUCYHOK 35). OUnbTpbI MO3BOSSAOT NPOBECTM MOUCK B CNUCKE CErMEHTOB
no crefyoLwmuM napameTpam:

e Qunbtp "Gunetp” - dmneTpauma no nonto cnucka "HasBaHume", cBO60OAHbLIV TEKCTOBLIN BBOA.

e OunbTp N0 AuanasoHy cerMeHTa - unsTpaums no nomnto cnucka "Auana3oH", cBO6OAHbIN
TEKCTOBbI BBOA.

e dunbTP N0 NPUMEHSAEMON CTpaTernmn B cerMmeHTe - packpbiBatoLmincs cnmcok: "Bee/ FQDN/ IP/
MAC".

CtaHgapTHble npaBuna paboTbl ¢ hunsTpamm NpuBeaeHsl B pasaene "Hacmpausaembsie gouibmps!

criucka akmueos ",

HaCTpOﬁKM W.HEHTHq)VIKaLl,VIH aKTUBOB LieHTp ynpaBneHua AKTHBBI HacTpoiikn naeHTUdUKaLMM aKTUBOB
®unetp
DuneTp AwvanazoH Crpatervs Kon-Bo Ha cTpaHuue
Bee s 20 <

Bce
=3 =2 raon

HA3BAHME » AWAMAZOHBI MAC ]

Tect mac 4

PucyHok 35 - ®dunbetpbl nogpasaena "HacTtpovika ngeHTudurkaumm aktmsos"

6.4.4. Co3paHue HOBOro HaCTPOEHHOro cerMeHTa

Mpu HanuuMn Heobxo4MMbIX NpaB NONb30BATENO AOCTYNHA KHoMnka "Co3paTtk”, N0 HaXaTuo Ha
KOTOPYH NPOM30NAET NEPEXOA HA CTPaHKMLY CO34aHMA HOBOIO CErMeHTa C onpeaeneHHbIM NpaBmnom
aBTOMaTM4eCckoro obHapy>xeHus akTneoB. logpobHoe onvcaHne co3gaHusa cermeHTa Ha lNMnaTtdopme

npvBegeHo B B pasgene "Paboma ¢ akmusamu. Co30aHue Ho8ou nonumuku udeHmuagbuxkayuu'”,
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6.4.5. PegaktupoBaHue napameTpoB cermeHTa

Pe,D,aKTI/IpOBaHI/Ie napamMeTpoB HAaCTPOEHHOIo cerMeHTa 4OCTYMNMHO NO HaXXaTuko Ha KHOMKY f .

MoapobHoe onncaHne pegakTMpoBaHMS NapaMeTpoB CerMeHTa npuBeaeHo B B pasaene "Paboma c
akmusamu. PedakmupogaHue nonumuku udeHmughuxkayuu’.

6.5. Nogpaspen "CeTteBble nHtepcenco!"

6.5.1. OcHOBHbIE 3IneMeHTbl noapasaena

Moppasnen "CeTeBble uHTepdenchl” NpeaHa3HayeH ANns ynpaBneHns CETEBbIMU MHTEpdencamu,
OBHapyXeHHbIMMN Yy aKTUBOB.

Moapasgen coaepXuT cnegyowme arneMeHTbl (CM. pUCcyHok 36):

e  Crnmcok obHapyKeHHbIX Ha TEKYLLMX aKTMBaX CeTEBbIX MHTEPENCOB.
e Habop unbTpoB AN NoUCKa CeTEBOro MHTepdenca B CMCKe - KHomMka .

o  DyHKUMSA cO30aHUSA HOBOrO CETEBOrO MHTEpdenca BpyyHyto - kHornka "Co3saatb".
o DyHKUMSA BbIFPY3KM AaHHbLIX BO BHELLHUI chann B oopmaTte CSV - kHornka "Bbirpyauts CSV".

o OYHKUMS pedaKkTUpPOBaHWs NapaMeTpoB CErMeHTa - KHomMKa .

e DyHKUMS yaaneHusa nHtepdenca - KHorka u

CeTeBbIe MHTequei;ICbl LieHTp ynpaBaenus AKTVBBI CeTeBble MHTepgeiich
=
Iy
HA3BAHUE « P MAC FQDN oc AKTUB
92.168.1.1 192.168.1.1 m
10.0.04 10.0.04
126.202.10.10 00:0c:31:46:87:87 Linux 10.0.04
143.10.10.40 143.10.10.40
172.30.254.173 00:0c:29:95:32:97 pr-nl-agent-01 windows_server_2016 - Tect
XpaHunuile AaHHbIX 127.0.0.2 windows server R2008 127.0.0.1,127.0.0.2 m
TecToBbIii MHETdelc 127.0.0.1 127.0.0.1,127.0.0.2 m
1

PucyHok 36 - Paboyvas obnacte nogpasgena "CereBble MHTepdench!”

6.5.2. Cnucok ceteBbixX MHTepdeuncos. NMapameTpbl cnUcka

Cnncok ceTeBbIX MHTEPMECOoB NpeacTaBneH B Buae TabnmyHoro cnmMcka co creayoLwymMy OCHOBHbIMM
napameTtpamu (CM. pUCYHOK 36):

e [lone "HasBaHue" - nms uHTepdeinca Ha Nnatdopme.

e [lone "IP" - IP-agpec nHtepdeica.

e [lone "MAC" - MAC-agpec nHTepdelica.

e [lone "FQDN" -FQDN, onpegeneHHbIn no gaHHomy |P-agpecy.

e [lone "OC" - onepaunoHHasi cuctema, obHapy>XXeHHas Npy CKaHMPOBaHUM Yepes OaHHbIV
NMHTepgenc.

e [lone "AKTUB" - Ha3BaHue, CBA3aHHOIO C MHTEP(ENCOM aKT1Ba (aKTMBOB).

e KHonka (W) - hyHKUMS pedakTMpoBaHUsA napamMeTpoB nHTepdenca.

e KHorka (] ) - byHKUMS yaaneHus ceTeBoro nHTepdeiica.
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6.5.3. HactpanBaembie hnbTpbl cNUcKa MHTepdencos

Mpw HaXxaTUKU Ha KHOMKY OTKpbIBaeTCst 06nacTb ¢ HacTpanBaeMbiMy hunsTPaMu Ansi cnmcka

MHTepdencoB (CM. pucyHok 37). ®unbTpbl NO3BOMSKOT NPOBECTM MOUCK MO CNUCKY UHTEPdENCoB No

cregyoLwmMmM napameTpam:

e Ounbtp "ms/ MAC/IP/ FQDN" - dmnbtpauus no nonsim cnucka "Hassanue", "MAC", "IP" n
"FQDN", cBOOOAHbLIV TEKCTOBBIN BBOA.

e ®unbtp no OC - dunbTpaums no nonto "OC", cBOGOAHbLIV TEKCTOBbLIN BBOA.

e OunbTp NO HaNMUMIO akTUBa - packpblBatoLmiics cnucok: "da/ HeT/ He BaxkHO".

e  OunbTP NO CBA3AHHOMY aKTMBY - PACKPbIBAKOLLMIACS CMMCOK C TEKYLLMMUN akTBamm (CM. PUcyHok
37).

CrtaHgapTHble npaBuna paboTbl ¢ hunsTpamm NnpuBedeHsl B pasgene "Hacmpausaembsie gouibmpbi

crucka akmueos ",

CeTeBble |/||-|Tep¢eﬁcb| % LienTp ynpasneHua AKTMBbI CeTeBble MHTEpdERChI
[ cor | sy
Dunstp
Wima/MAC/IP/FQDN ocC Hannuue aktusa? AxTus Kon-Bo Ha cTpaHuue
He saxcio s 111 ~ 20 2
1112
10.0.03
10.0.04 v
=l =ls =
HA3ZBAHUE - P MAC FQDN oc AKTHE
127.00.1 127.00.1, 127.0.0.2
127.0.0.2 windows server R2008 127.004, 127.0.0.2
. | o 3|

PucyHok 37 - dunetp nogpasgena "Certesble nHTepdench!”

6.5.4. Co3pnaHue ceteBoro nHtepdenca

Mpn Hanu4mMmM HeobxoaMMbIX NpaB NONb30BaTENO AOCTYMNHA KHonka "Co3aatk”, Mo HaXaTuio Ha
KOTOpYH NPOM30MAET NEPEXOA Ha CTpaHuMLy Co3aaHMs HOBOrO CeTEBOro MHTepderica. NogpobHoe
onucaHue cosgaHusa nHtepdernca Ha lNnatdopme Bpy4HYyLo NpuBedeHo B B pasaene "Paboma ¢
akmueamu. CosdaHue cemegoeo uHmepdgetica".

6.5.5. PegaktupoBaHue napamMeTpoB ceTeBOro uHtepdenca

Pe,D,aKTI/IpOBaHI/Ie napameTpoB CeTeBOoro MHTepd)ePlca OOCTYMHO NO HaXXaTuto Ha KHOTMKY .

MoaopobHoe onvcaHne peaakTMpoBaHUSA NapamMeTpoB MHTepderica NpMBeAeEHO B B pasnene "Paboma c

akmusamu. PedakmuposaHue rapamempos cemegoz2o uHmepdgedica”.

6.6. NMNogpasaen "Pe3ynbraTbl CKAHMPOBaHUA"

6.6.1. OCHOBHbIE 3f1IeMeHTbI noapasaena

Mogpasgen "Pe3ynbraTthl CKAHMPOBaHUA" NpeHa3HavyeH ANng ynpasneHnsa MMNopToOM pe3ynbraTtoB
CKaHMpPOBaHMWS Ha Hanm4ymne ys3BUMOCTEN.

Moopasgen coaepXuT cnegyoLwme arneMeHTbl (CM. pUcyHok 38):
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e  Cnuncok NpoBedEHHbIX CKaHMPOBaHWUN.

Ha6op (bVIJ'IprOB AnaA noucka CKaHMpoBaHUA B CINUCKE - KHOMKa .

e DyHKUMA co30aHUA pe3ynbTaToB CKaHMPOBaHUSA - kHomka "Co3paTtb” .

o DyHKUNSA cpaBHEHUs - KHornka "CpaBHUTB".

Pesynbrarbl ckaHMpoBaHuA Uewrp ynpasnerna > Axtrsss Peaynurars: cxanuponarua

umnoeT KOHEL K071-80 CKAHVEOBAHNE
HAIEAHWE VIMNOPTUPOBAHO ZABEPWIEH OEPABOTAHO HAYANO -+ yenn X0CTOB OWHMBKM BAXHOCT: OBILAR(HOBSIE) & no AsicTauA

2021-05-  2021-05-
v x 3 3

10278 ©) 0

183226 16:31:22 o 42137 (0)

PucyHok 38 - Paboyas obnactb nogpasgena "PesynsraTbl CkaHMpoBaHus"

6.6.2. Cnncok pe3ynbTaTtoB CKaHMpoBaHuA. NapamMmeTpbl cnucka

Cnmncok pe3ynbraTtoB CKaHNpPOBaHNA NpeacTaBneH B Buae Tabnu4yHoro cnmcka co crnegyrowmmn

OCHOBHbIMW NapameTpamMu (CM. pucyHok 38):

e [lone "Ha3BaHue" - yHMKanbHOe Ha3BaHWe NPOBEAEHHOrO CKaHMpoBaHWs Ha MNnatdopme.
e [lone "UMnopTtupoBaHo" - AaTta 1 Bpems nMnopTa pe3ynsraToB Ha [natdopmy.

e Onar "MMmnopT 3aBepLueH" - CTaTyC YCNeLIHOro 3aBepLueHnst uMnopTa: "ycneLHo 3aBepLueH/He
3aBepllueH" ( « / x ).

‘s ) - cTaTyc 06paboTku pe3ynLTaToB CKAHUPOBAHWS ONEepaToOpPOM:

e ®nar "O6paboTtaHo" ( =
"obpaboTaHo/ He 06paboTaHo" ( w / x ).

e [lone "Hayano" - gaTta v Bpemd Havana ckaHMpoBaHUS.

e [Tone "KoHelW" - gata v Bpems 3aBepLUEHNSA CKaHMPOBaHMS.

e [lone "Uenun" - aktmBbl (IP-agpeca), ykasaHHble B 3aaye CKaHMpPOBaHUS.

e [lone "Kon-Bo xocToB" - KONMMYECTBO XOCTOB B pe3ynbratax CKaHMpOBaHWUS.

e [lone "OwWNOKKN" - Hann4ume ownbOoK B pesyrbTaTax CKaHMpPOBaHMS.

e [lone "BaxHoCTb" - 0TOGpa)alTCs KONMYECTBEHHbIE Pe3ynbTaThl HaMOAEHHbIX YS3BMMOCTEN,

pasferneHHble Ha rpynnbl BaXKHOCTW MO LBETY cornacHo oueHke CVSS.

e [lone "Tun ckaHnpoBaHus" ( & ) - COAEPXUT TN ckaHmpoBsaHus: "redcheck / maxpatrol /

nessus"

e Onar "CkaHupoBaHue MO" - dnar Hann4ums gaHHbIX 0 NporpaMMHOM obecneveHnmn B
pesynsratax CKaHUpPOBaHUS: ( w / % ).

e [lencTBus:

e KHonka "O6paboraHo/He o6paboTaHo" - hyHKLUSI CMeHa cTaTyca 06paboTkM pe3ynsraTtoB
CKaHMpPOBaHWs OMepaTopoM.

o KHonka "CpaBHUTBL" - YHKLNSA NPOCMOTPa U3BMEHEHUI B COCTaBe YSA3BUMOCTEN MexXay

pesynbrataMn CKaHUMpoBaHUA U TEKYLLMMN OaHHbIMU B CUCTEME.
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6.6.3. HactpanBaemble hnnbTpbl CNIUCKa pe3ynbLTaToB
CKaHUpoBaHuSA

I'Ipm HaXXaTln Ha KHOMKY OTKpbIBaeTCA obnactb ¢ HacTpanBaeMbliMU d)VIJ'IpraMM ana cnucka

pe3yneTaToB ckaHWpoBaHus (CM. PrucyHok 39). ®unbTpbl NO3BOSSIOT NPOBECTU MOUCK MO CMUCKY

pe3ynbraToB Mo criegyrwmnm napameTpam:

o Ounbtp "®uneTp” - dunsTpauus no nonto cnucka "HasBaHue", cBOGOAHLIN TEKCTOBLIN BBOA,
e dunbtp no cnary "BHelwHee ckaHMpoBaHue" - packpblBaroLwmncs cnucok: "da/ Het/ He BaxHo".
e dunbtp no dnary "O6paboTtaHo?" - packpbiBatoLmiica cnmcok: "Oa/ Het/ He BaxxHo".

CraHpapTHble npaeuna paboTbl ¢ hunsTpamu NpueeaeHsl B pasaene "Hacmpausaembie (husnibmpbl

crucka akmusos ",

6.6.4. Co3gaHue HOBOM 3anucu 0 CKaHMPOBaHUMU

Mpu Hanu4mMm HeobxoaMMbIX NpaB NOMb30BaTENO AOCTYMNHA KHonka "Co3aaThk”, Mo HaXaTuio Ha
KOTOpPYHO NPOM30MAET NEPEXOA Ha CTPaHMLy CO34aHMs HOBOW 3anmncy o pesyrnsratax CKaHMpOoBaHKS.
Mogpo6Hoe onvcaHne co3gaHns 3anmucy O pesyrstTatax CkaHMpoBaHus Ha [natdopme Bpy4Hyto
npveeaeHo B pasaene "CkaHuposaHue. CosdaHue 3anucu 0 ckaHUuposaHuu".

6.6.5. CpaBHeHMe pe3ynbTaToB CKaHUPOBaHUA

CpaBHeHune mMexay pesynsrataMu CKaHMPOBaHWS U TEKYLLMMW AaHHBIMU B CUCTEME JOCTYMHO MO
Ha)aTuto Ha kHonKy "CpaBHUTL". [NogpobHoe onncaHne cpaBHEHWST pe3ynbTaToB NPUBEAEHO B B
pasgene "CkaHuposaHue. CpasHeHUe pe3y/1bmamao8 CKaHUpo8aHUsl ¢ meKywumu daHHbIMU",

6.7. Moppasaen "UuBeHTapusauma"

6.7.1. CocTtaB nogpasnena

Mogpasgen "MHBeHTapu3auua" cCoOCTOUT U3 CnegyoLwmx BKNagok:

e "OOHapy:xKeHue XOCTOB" - BKMaJKka npeaHasHavyeHa ans 3anycka CkaHMpoBaHWe noaceTu
pobaBneHns pesynsratoB CKaHMPOBaHUSA B BUAE HOBbIX akTUBOB UM OOHOBMEHWS
CYLLeCTBYHOLLNX

e "OOGHapy:XeHue cepBUCOB" - BKagKka npegHasHavyeHa 4ns 3anycka CkaHMpoBaHMs CEPBUCOB MO
[obaBreHHbIM akTuBaMm B cucteme.

e "COop pgaHHbIX" - BKNagka npegHasHayeHa aAng 3anycka cbopa nuHdopmaLmm ¢ akTmea ¢
aBTopu3aumen Ha akTMBe Yepes BbIbpaHHbIe y4eTHbIe JaHHbIe.

6.7.2. Bknapgka "O6HapyxeHue xoctoB"

6.7.2.1. OCHOBHbIe 3neMeHTbl BKNnaaKku

Bknagka "OGHapyXeHue XoCTOB" npeaHasHadYeHa Ansi 3anycka ckaHMpoBaHWe MOACeTU 1
no6aBneHns pesynbTaTtoB CKaHMPOBaHMS B BUOE HOBbIX aKTUBOB UM OGHOBIEHMUS CYLLIECTBYIOLLIUX.

B pabouyeri obnactu otobpaxatoTcs cnegyoLmne arnemMeHTbl (CM. pucyHok 39):

e Cnucok pe3yrnbratoB CKaHUPOBaHUA.
L4 HaCTpOVIKVI CKaHMpoBaHWUA, COCTOALLME N3 CrieyLWNX 3rIeMeHTOB:

o [lone "IP" - none BBoaa IP-agpeca ckaHnpyemow noaceTtu.
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o [lone "MopaceTb" - Norne BBOA4A Mackn AN CKAHUPYEMOW MOLCETU.
o  DyHKUNA 3anycKa CKaHNPOBaHWS aKTUBOB YKa3aHHOW NoaceTn - kHormnka "CkaHupoBaTb”.

e  ®yHKUNSA OGHOBMNEHMSA OaHHBLIX aKTUBOB MO pe3yrkTataM CKaHMPOBaHUS - KHomnka "OBOHOBUTBL".
6.7.2.2. CnUcokK pe3ynbTaToB CKaHMpPOBaHMA XocToB. [MapameTpbl cnucka

Pe3yJ'IbTaTbI CKaHunpoBaHUA - TabNUYHbIN CNNCOK aKTUBOB, 06Hapy)KeHHbIX Nnpuv CKaHNPOBaHUN
3afjlaHHoOW noaceTy, ¢ YKa3aHunewm creayrwmnx napamMmeTpoB akTnBOB (cm. PUCYHOK 39):

e [lone (I:I /ﬂ) - onaroBoe norne A58 BbIbopa CTPOK C akTMBaMu ANs NPOBEAEHUSI C HAMU
OEVWCTBUIA CKAHMPOBAHNSI UMM OOHOBMNEHMS.

e [lone "Host" - nma xocta Ha Nnatgopwme.

e [lone "IPV4" - IPV4-agpec xocTa.

e [lone "IPV6" - IPV6-agpec xocTa.

e [Tone "MAC" - MAC-agpec xocTa.

O6Hapy>eHne XxocToB

P MNopceTtb

172.30.254.0 24 4

Ckatuposath 0O6HoBHTS

HOST pPva IPV6 MAC
il 172.30.254.1 E4:18:6B:4D:67:C4
1] 172.30.254.30 00:0C:29:64:18:ED
1} 172.30.254.35 00:0C:29:46:82:09
il 172.30.254.36 00:0C:29:F9:60:CA
il 172.30.254.37 00:0C:29:DA:27:7A
il 172.30.254.39 00:0C:29:B7:37:E7
il 172.30.254.70 00:0C:29:8D:F7:A1

PucyHok 39 - Pabouyas obnactb Bknagku "OBHapyxeHne xocToB"
6.7.2.3. CkaHupoBaHue akTUBOB yKa3aHHOM noaceTu

[ns 3anycka ckaHMpOBaHUs C Lienblo 0BHapYXeHMs1 XOCTOB HEOBXOAMMO HaxaTb Ha KHOMKY
"CkaHupoBaHue". [NNogpobHoe onncaHne NPoBeAeHNsI 0BHapPYKeHNS1 XOCTOB NPUBEAEHO B pa3aene
"CkaHuposaHue. ObHapykeHUe xocmos".

6.7.2.4. OGHOBNEHWe AaHHbIX NO pe3ysibTaTaM CKaHMPOBaHUA

Mpw HaxaTun Ha kHomKy "OBHOBUTL" OyaeT Npon3BedeHO NOBTOPHOE CKAHMPOBAHME XOCTOB.

6.7.3. Bknagka "OGHapyxeHue cepBucoB"

6.7.3.1. OcHOBHbIe 3aneMeHTbl noapasaena

Bknagka "O6HapyxeHue cepBUCOB" NpeaHa3HayeHa AN 3arnycka CKaHMpOBaHWsS CEPBUCOB MO

nobaBneHHbIM akTBaM B CUCTEME.

Pe3yJ'IbTaTOM CKaHnpoBaHUA ABNAETCA HanoliHeHne Bbl6paHHbIX aKTnBOB VIH(bOpMaLI,I/IeVI o6 OTKPbITbIX
noptax n anarHoCTuke yCtaHOBJIEHHOIo MO n OC no OTKPbITbIM AAaHHbIM aKTuBa.

B paboueri obnactu otobpaxatoTcs cneayoLmne arnemMeHTbl (CM. pucyHok 40):

L4 Ha6op (bI/IJ'IprOB 054 NMOUCKa akTUBOB B CNUCKE U COOTBETCTBYHLLMX pe3ynbTaToB CKaHNPOBaHNA

CEpPBUCOB - KHOMKa .

e DyHKLMS 3amnycka CKaHMpPOBaHUS CEPBUCOB - KHOMKa "CKaHUpoBaTb cepBUCHI™.
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e Cnuncok JOCTYMHbIX akTUBOB Ha [naTcopmMe 1 COOTBETCTBYIOLLMX UM Pe3ynbTaToB CKaHMpPOBaHUS

cepBucos (oetanusauyua no cemecaM).

O6Hapy>keHne cepB1COB
™n 3ATONOBOK oc IP/MAC/CEPBUCHI
Host 14210100
Host 15216811 19216811
noeT CTATYC TWUM CEPBUCA WMA CEPBUCA
2 open ssh OpenssH
80 open http ngink
3 open http nginx
1080 open socks
3001 open nessus
5432 open postgresal PostgresQL DB
6699 open napster
8080 open hitp-proxy
8082 open blackice-alerts
D 2083 open us-siv
8086 open d-s-n
8088 open http Gunicom
8180 open unknown
8443 open https-alt
3000 open cslistener
3090 open http Golang net/http server
9100 open jetdirect
Host  127.00., 127.0.02 Linux 2.6.32 9200 CL= R
9666 open 200mep
noet crarye TMn cepsucA AMA CEPBUCA
2 open ssh OpenssH
80 open http nginx
443 open http nginx
1080 open socks
3001 open nessus
5432 open postgresal PostqreSQL DB
6699 open napster
ilznz 2086 open d-sn
8180 open unknown
8443 open https-alt
3000 open cslistener
9090 open http Golang net/http server
9100 open jetdirect
9200 open wap-wsp
9666 open 200mep
Host to2168.11
Host 10.0.0.3
Host  10.004 Linux 126.202.10.10 (00:0c:31:46:87:87)
Host  10.0.04 10004

PucyHok 40 - Paboyvas obnactb Bknagku "OOHapyxeHne cepBmcoB”

6.7.3.2. CnNUCOK akTUBOB C pe3yfibTaTaMu CKaHUPOBaHUA CEPBUCOB.
MapameTpbl cnucka

Pe3y]'|bTaTbI CKaHunpoBaHuA - Tabrnn4HbIN CMMCOK aKTUBOB U OGHapy)KeHHbIX Ha HUX Npu CKaHpoBaHUn

CEepBUCOB, C YKasaHWeM criegyoLwmnx napameTpoB akTMBoB (CM. prcyHok 40):

e [lone (I_I /ﬂ) - donaroBoe norie A5is Bbibopa CTPOK C akTMBaMU 411 MPOBEAEHMUS C HAMM
0EeNCTBUIA CKaHNPOBaHWS CEPBUCOB.
e [lone "Tun" - TN akTMBa.

e [lone "3aronoBok" - nms akTuea Ha Nnatdopme (unu IP-agpec).
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e [lone "OC" - onepaLMOHHasa CUCTEMA Ha aKTMBeE.

e [lone "IP/MAC/CepBucsbl" - cogepxut IP/MAC-agpec aktMBa 1 getanvusaumio no cepercam.

Mocne npoeegeHus ckaHupoBaHus none "IP/MAC/CepBuchl” cooepXxuTt getanmsaunto no
HangeHHbIM cepBucaM, BKITloYas crieqyoLlime AaHHble:

e "TMopT" - HOMep NopTa, Ha KOTOPOM paboTaeT 0OHaPYKEHHbI NPY CKAHMPOBaHUKN CEPBUIC.
e "Crartyc" - ctatyc nopta (OTKpbIT/3aKpbIT).

e "Tun cepBuca" - TMn 0OHapy>XeHHOro NpPU CKaHMPOBaHMKN CepBUca.

e "WUmsa cepBuca"” - nmsa obHapy>XeHHOro nNpu CKaHMpOBaHUN cepBuca.

6.7.3.3. HacTtpanBaemble hunNbTPbI CNUCKa aKTUBOB C pe3yribTaTaMu
ckaHupoBaHusa cepBucos {#scan_filters}

|_|pl4 HaXaThn Ha KHOMKY OTKpbIBaeTCA obnactb ¢ HacTpanBaeMbliMn (bMJ'IpraMM ana cnucka

aKTUBOB C pe3yribTaTaMu CKaHUPOBaHUSA CEPBUCOB (CM. pUCYHOK 41). PunbTpbl NO3BOMSOT NPOBECTH
MOWCK MO CMNCKY akTMBOB MO CneayrLmnm napaMmeTpam:

o OunbTp "GunbTp" - UNBTPaLMA Mo Nonto cnmucka "3aronoBokK", cBOOOAHLIN TEKCTOBLIV BBOA,
e OunbTp NO rpynnam akTUBOB - PACKPbIBAOLLMIACA CMMCOK TEKYLLMX rpynn akTUBOB.

e dunkTp No pacnonoXeHNo akTVBa - PacKpbIBAKOLLMINCS CNMCOK NpedyCTaHOBMEHHbIX MeCT
pacrosioKeHNs akTUBOB (HanpuMep Ha3BaHWs ropoAoB, e pacroraratoTcsl CEeTEBbIE aKTUBbI).

e OuUNLTP NO aKTUBHOCTY - PacKpbIBaOLLMACA CAUCOK: "AKTUBHbIN/ HeakTuBHbIN/ He BaxHO".

e ®unbtp no IP/MAC/Cepsucsl - dunstpaums no nonto "IP/MAC/CepBuchl”, cBOGOAHbIN
TEKCTOBbI BBOA,.

e ®unbtp no OC - dunbTpaums no nonto "OC", cBob6oAHLIN TEKCTOBLIV BBOA,

° (DVIJ'Ipr Nno 3Ha4YMMOCTWN aKTuBa - paCKprBaI-OLLI,I/IIZCFl CMNCOK Co crnegyrwmmMmmn 3aHa4eHNAMIN:

0 1 - KNIOYEBOWN aKTUB;
O 2 - BaXHbI aKTUB;
0 3 - HopMaribHbIN aKTUB;
0 4 - pacnpefeneHHbIA UM HEKPUTUYHBIN aKTUB;
0 5-TecToBbIN aKTUB.
e OunbTp NO CEeTEBOV BUAMMOCTU aKTMBa - PACKPbIBAIOLLMINCS CIUCOK CO CreayoLMMM 3HAaYEHNSMMU:

o 1 - npsiMoe nogkntoyeHne Kk IHTepHeT;

o 2 -DMZ, yactnyHbii goctyn ua IHTepHET;

© 3 - wraTHbIN goctyn B IHTepHeT vepes Proxy;
0 4 - orpaHuWyeHHbIN JOCTYN B VIHTEpHET;

O 5 - He NogKnoYeHHbIN K CETU.

CrtaHgapTHble npaBuna paboTbl ¢ hunsTpamm NpuBedeHsl B pasaene "Hacmpausaembsie gounibmps!
crucka akmueos ",
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06Hapy)KeHme cepBucoB
QunbTp
Dunstp lpynna PacnonoxxeHve aktvea AKTMBHOCTB
s Bribepute pacronoxeHue s AKTVBHbIA s
IP/Wmsa xocra/MAC oC
3HaYMMOCTb aKTUBa CeteBas BMAMMOCTb Kon-Bo Ha cTpanuue
Bee s Bece s 20 T
o [l oo, LR

PucyHok 41 - ®unbTpbl 4518 TOMCKa B CMMCKE pe3yrsTaToB CKaHWPOBaHWSI CEPBUCOB

6.7.3.4. CkaHnpoBaHue cepBUCOB

[nsa 3anycka CkaHMpOBaHUSA C LieNblo 0OHapPYXEHNA CEPBUCOB Ha akTMBax HEOBXOAMMO HaxaTb Ha
KHOMKy "CkaHuMpoBaTb cepBUchI". MogpobHoe onncaHne NpoBedeHUs CKaHNPOBaHUSA CEPBUCOB

npuBegeHo B pasgene "CkaHuposaHue. ObHap)keHue cepsucos”.

6.7.4. Bknagka "C6op AaHHbIX"

6.7.4.1. OcHOBHbIe 3neMeHTbl nogpasaena

Bknagka "C6op AaHHbIX" npegHasHaveHa anis 3anycka cbopa uHopmaumm ¢ akTuea ¢ aBTopusaumen

Ha aKTuBe 4Yepes Bbl6paHHbIe YYe€THbIEe JaHHble.

Pesynsratom paboTkl cbopa nHdopmMauum ABAsSeTcs HandeHHbIW CNIMCOK YCTaHOBIEHHOIO

nporpamMmmHoOro obecrnevyeHns Ha akT1Be, a Takke AeTanusauns no cneumdrKaumm ycTponucTaa.
B pabouei obnacTu Bknagku otobpaxarotcs crieqytoLue anemMeHTbl (cM. hucyHok 12):

e HacTpoliku cbopa faHHbIX, COCTOSILLME U3 CrieayoLLMX SNIEMEHTOB:

o [lone "MpoTokon" - BbIGOp NpoToKona Ans cbopa AaHHbIX, PaCcKPbIBAKOLLMACS CNIMCOK
npotokonos: "SSH/ WMI/ RPS".

o [lone "YyeTHas 3anucb" - BbIGOP y4eTHOM 3anncu Ang aBTopusaunm Ha akTmBe,

pacKpbIBAKOLLUACHA CMIMCOK JOCTYMHbIX YYETHbIX 3amnncen.
o [lons Bbibopa "daHHble" - BbIGOP TMMNOB AaHHbLIX Ans coopa:

= "AnnapatHoe obecnevyeHue" - pexmnm cbopa AaHHbIX C annapaTtHoOro obecnevyeHus;
= "lporpammHoe o6ecneyeHmne" - pexum cbopa aaHHbIx ¢ MO.
e  OyHKUMS 3anycka cbopa AaHHbIX HA aKkT1Bax COMMacHO 3a4aHHbIM HAaCTPOVKaM - KHOMKa
"Cobpatb".

e Cnuncok aKkTUBOB C pesynbratamm 060pa OaHHbIX Ha HUX.

e HabGop punbTPOB ANs Noucka B CUCKe akTUBOB U pe3ynstatoB cbopa AaHHbIX - KHoMka .
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C6op AaHHbIX

b

Hactpoiiku

Mpotokon YueTHan sanucb [aHHble

RPC AnnapaTHoe obecneueHue

4@
4

MporpammHoe obecneuenune

AN 3ATONOBOK oc IP/MAC
Host  142.10.10.0

Host  192.188.11

Host  127.0.01,127.0.0.2 Linux 2.6.32

Host 13216811

Host

Host  10.0.0.4 Linux

Host  10.0.0.4

Host

Host  143.10.10.40

Host  pr-nl-agent-01

PucyHok 42 - Pabouvas obnactb Bknagku "Coop AaHHbIX"

6.7.4.2. CnuUcoK akTUBOB C pe3ynbTataMu coopa aaHHbIX. MapameTpbl
cnucka

Pesynbtatbl cbopa AaHHbIX - TaBNUYHbIN CMIMCOK akTUBOB U COBPaHHbIX C HUX OaHHbIX, C YyKa3aHUeMm
crnenywoLmx napaMeTpoB akTMBoB (cM. hucyHok 12):

e Mone ([ | /ﬂ) - hnaroBoe nore Ans Bbibopa CTPOK C aKTMBaMU AN NPOBEAEHUS C HAMU

OencTaui no cbopy OaHHbIX.
e [lone "Tun" - Tnn akTMBa.
e [lone "3aronoBok" - uMs akTuBa Ha lNnardopme (unu IP-agpec).
e [Tone "OC" - onepaLMOHHasa CUCTEMA Ha aKTUBeE.
e [lone "IP/MAC" - cogepxut IP/MAC-agpec u getansaumio no cobpaHHbIM AaHHbIM.

6.7.4.3. HactpanBaemble (pUnbTPbI CNUCKA aKTUBOB C pe3yfbraTaMmu
CKaHMpPOBaHUA CepBUCOB

Mpwv HaXkaTUK Ha KHOMKY OTKpbIBaeTCs 06racTb C HacTpanBaembiMy oUnbTpaMm 4ns crvcka

aKTMBOB C cOGpaHHbIMU AaHHbIMK. [ns nomcka ucnosbayetcs Habop UnsTpoB UAEHTUYHbLIN HAabopy
UNLTPOB NS CNMcKa akTUBOB C pe3ynbTaTaMu CKaHUpoBaHMs cepBUCOB. [aHHbI Habop UnsTpoB
nogpoGHo onucaH B pasaene ["Hacmpausaembie ¢hunbmpbi Criucka akmueos ¢ pesyfbmamamu
ckaHuposaHusi cepsucos”l{#scan_filters}.

6.7.4.4. CO60p AaHHbIX C aKTMBa

[nsa 3anycka cbopa gaHHbIX C akTuBa HeOBXo4MMO HaxaTb Ha KHonky "CobpaTb". NogpobHoe
onucaHue NpoBeaeHUs coopa AaHHbIX MO pa3HbIM NPOTOKONam npueBedeHo B pasaene "CkaHuposaHue.

C6op daHHbIX".
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7. Koppensatop
7.1. Pa3zpgen "Koppensatop"”

7.1.1. OGwee onucaHue pasgena "Koppensartop"

Pasnen ocHoBHoro meHto Mnatdopmbl Pagap «<KoppenaTtop» BkAYaeT creqyowme nogpasgens:

e '"TpaBuna" - nogpasgen npegHasHaveH Ans ynpasneHus npasunamm Koppensaumm;

e "lLla6bnoHbl" - nogpasgen npegHasHaveH Ans ynpaeneHus wabnoHamuy BbiIBo4a Pe3ynbsTaToB
paboThbl NpaBus KOppPenaTopa;

e "XpaHunuuwa 3HavyeHun" - nogpasgen npegHasHadeH aAns ynpasneHust XpaHUnmwamm 3HaqyeHun,
KOTOpble UCMOMb3YyTCS B MpaBuiax KOppensauum Kak KOHUrypaumoHHble 3Ha4YeHus;

e "TabnuyHble cnUCKK" - Nogpasaen npeaHasHavyeH as XpaHeHUst QUHAMUYECKUX AaHHbIX,
nonosHsiemMbIX Nonb3oBaTenemM unm npaesunamu koppensuun. NMogpobHo onvcaHo B pasaene

"Paboma ¢ mabiuyHbiMuU criuckamu'

e "PeTpocneKkTUBHaA Koppenauusa'" - nogpasaen npeaHasHadvyeH ansg cosgaHus 3agad aHanvsa
UCTOPUYECKNX JaHHbIX;

e "PesynbraTthl" - nogpasgen npegHasHadeH Ansg o6paboTkm pesynsratoB paboTbl npasun
Koppensauuu, no kotopbiM NHUmnaeHTbl 1 OnoBeLLeHMs He CO30atTCA aBTOMaToOM.

7.1.2. NMoapas3pen "lMpasuna"

Moppasagen «MpaBuna» npegHasHadeH Ansi ynpaBneHus npasunamm Koppensaumm, cammm
KOpPPENnsiTopoM U ANarHOCTMKOM paboThl NpaBui Koppensiummn (CM. pucyHok 43).

Moopasnen CoaepxuT:

e  TekyLUMI CNUCOK NpaBun Koppensaumm.
e Habop unbTpoB A4S NpocMoTpa cnmncka npasun - punsTpbl OTKPLIBAKOTCA MO HAXaTUIO Ha

KHOMKY .

e  DyHKUMM CO3OaHMA HOBOTO Npaswuna koppensuun B cucteme - "Cosgatb BpyyHyo" 1 "Cosgatb

yepes KOHCTPYKTop".
e CenekTop aBTOMaTU4YeCKOro Ui PyYHOro 0GHOBINEHMS MepeYHs MPaBuIT KOPPENALMUM U UKOHKY

PYYHOro 06HOBMEHWS MpaBus E

e DyHKUUIO peaakTpoBaHMUs NMpaBuna - OKHO PefakTUPOBaHMS OTKPLIBAETCS MO HaXaTUIO Ha KHOMKY

° q:)yHKLI,VII-O Cco34aHnA HOBOTO NnpaBuilia Ha oCHOBE Bbl6paHHOFO - UKOHKa n

e  DyHKUMM NPOCMOTPA NOroB koppernsaTopa - "O6wun nor" n "Jlor owmbok".
e DyHKUUM yNpaBneHus npasmnamMy Koppensiuuu:
o Akmusuposams - aKTUBaLMS BbIOPaHHbLIX MPaBU KOPPEnsiLuun.,

© Bbiknoyums - geakTneaums BbibpaHHbIX NpaBun Koppensumm.

o 3Okcropmuposams - SKCNOPT BblIOpaHHbLIX MpaBun Koppensuumn B doainn ¢ apxusom opmara
ZIP.

o Umnopmuposams - UMMNOPT NpaBun koppenaunn u3 garina c apxmesom opmarta ZIP.

o YOanums - yganeHue BblIOpaHHbIX MPaBW KOppensiLumn.

o OKcriopmuposamb 8ce - AKCNOPT BCEX MpaBui koppensaumm B dann ¢ apxmueom gopmata ZIP.
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o Ydanums ece - yaaneHue BCcex NpaBuil KOPPENsLUM.

npaBH.ﬂa KOPpEJ’IH LK LleHTp ynpaeneHua MNpaeuna koppenaunmn

Co3gams BpyNHYIO Co3gaTe 4epe3 KOHCTPYKTOD Bpyunyro =3 E master ¥

AKTHMBHOE HASBAHME TN AHUWAOEHTA OWMEKM  PABOTAET? CO3LAHD OBHOB/MEHO =

v Hmr Co3AaH HOBbIH NOKAABHBIA NOABS0EATEND 0 v 2023-03-01 14:43:20 2023-03-01 14:43:20

PucyHok 43 - Pabouyas obnacte nogpasagena «lpasuna»

TeKyU.LMVI CMUCOK npaBui Koppenauuun, 3arpy>eHHblX B CUCTEMY, NpeacTaBrieH B Buae Tabnu4yHoro
ClMnckKa co cneayrwnmm nonamu:

® nar "AKTUBHOe " - TeKyLLee COCTOsIHWE NpaBuna akTBHOE/HEaKTUBHOE ( « / » )

e ¢pnar "llokanbHoe" - TeKyLlee COCTOSHUE NpaBua fokanbHoe/rmobansHoeE;
e none "HasBaHue" - Ha3BaHWe nNpasuna;
e none "Tun nHumaeHTta" - kpaTkoe onMcaHme NHUNOEHTa;
e none "Ownbkn" - KoNMYecTBo OWNBOK;
e none "Co3gaHo" - gata co3gaHus npaBuria B CUCTEME;
e none "O6HoBNeHO" - gata nocregHero U3MeHeHns NpBUna;
e chnarv COCTOSIHUSA NpaBuna Ha KoppenarTope:
o "Bkn?"-( v '/ »wo
o "PaGotaet?" - ( v / ¥

duUnbLTP NpaBus NO3BOSISIET NPOBECTU (OUNBTPALIMIO CNMCKa MO CreayoWwnM napameTpam:

e o napameTpy 3aBepLUeHHble/He 3aBepLUEHHbIE;
e 0 napameTpy AKTUBHble/HeakTnBHbIE;

® [OWCK MO Ha3BaHMIo Npasuna (Mouck No cBobo4HO BBEOEHHOW CTPOKE).

7.1.3. Noppaszgen "LabnoHb!"

Mopgpaspnen «LLabnoHbl» NpegHasHayeH Ans ynpasneHus wabnoHamm BbiBoAa pe3ynsratoB paboThl
npaBun KoppenaTopa (CM. pUucyHok 44).

Moopasmoen CoaepxuT:

e TeKyLUMI CNUCOK LabrnoHOB, CO3aaHHbIX B CUCTEME.

e Habop unbTpoB AN NpocMoTpa cnmncka WabrnoHOB - UNBTPbLI OTKPLIBAKOTCS MO HAXaTUo Ha

KHOMKY .

e ®yHKUMIO CO3A4aHMA HOBOrO LWabnoHa B cucTeme - kHornka "Cosgatb”.

° (DyHKLI,VII-O penakTnpoBaHua LwabroHa - OKHO penakTnpoBaHUA OTKPbIBAETCA MO HAaXXaTUo Ha

KHOMKY .

L4 ('byHKLI,VIPO c034aHUsA HOBOro LWabnoHa Ha ocHoBe Bbl6paHHOI'O - NKOHKa n


af://n1443

LlabnoHbl UewTp ynpagnenus > Mpasuaa koppensumn > LaGnowe:

HA3BAHME neaevna B rNOsANEHEN  NOKANEHEIR CO3AAHO OBHOBJ/IEHO *
HoBbi#i waénok 0 x x 2023-02-28 13:01: 2023-02-28 13:21:57
A 1 x x 2023-03-01 14:43:19

attempting to abuse Remote registry management over SME detected 1 x x 2023-03-02 09:22:37

Host perfarming remote usage of a customized PSEXEC over SMB detected 1 x x 2023-02-27 13:16:5 2023-03-02 09:22:37
Domain group membership changed by non autharized user 1 x x 2023-02-27 13:16:51 2023-03-02 09:22:37
Lockout for different sensitive accounts detected 1 x x 2023-02-27 13:16:31 2023-03-02 09:22:37
nteractive or RDP privileged session opened by a sen ount 1 x x 2023-02-27 13:16:31 2023-03-02 09:22:37

vileged session opened 1 x x 13:16:51 2023-03-02 09:22:37

ent via GPO scheduled tasks over SMB 1 x x 2023-0. 2023-03-02 09:22:37

nt created and deleted in a sl 1 x x 2023+ 2023-03-02 09:22:37

SESHESESESESASESESES
slileflelellejjeejljeeje=)=)=

New scheduled task created by a standard user 1 x x 2023-02-27 13:16:5 2023-03-02 09:22:37

Aceount added and removed from a group In short period of time 1 x x 2023-02-27 131165 2023-03-02 09:22:37

Unauthorized successful RDP logon from a non PAM server 1 x x 2023-02-27 13:16:51 2023-03-02 09:22:37 L]

Multiple lockouts for multiple different sensitive accounts 1 x ] 2023+ 2023-03-02 09:22:37
ful usage of a privileged or monitored account detected on 3 1 x x 2023-0 2023-03-02 09:22:37

Configuration changes by unauthorized user 1 x x 2023-0 2023-03-02 09:22:337 T |

PucyHok 44 - Pabouyas obnacte nogpasnena «LLabnoHbi»

Tekywwmii cnncok LWabnoHoB, 3arpy>KeHHbIX B CUCTEMY, NPeACTaBneH B BUAe TabnM4HOro cnucka co
cregyowymMm atpubytamu:

e none "HasBaHue" - Ha3BaHWe WabnoHa;

e none "lMpaBuna" - KONMYECTBO NPaBUIT KOPPENSALMMA, UCMOSNb3YIOLWMX OAaHHbIV LLIAGMOH.
13
® rone E - BHYTPEHHee onucaHune, BCMSbIBaET Npy HABEAEHUN Kypcopa Ha NUKTorpammy B
OaHHOM rone:

e cpnar "MMo6anbHbIn" - Hanu4yne rnobanbHbIX 3Ha4YEeHUIN B NOMsX WwabnoHa ( v / )

e cpnar "JlokanbHbIA" - HAaNM4Me NokanbHbIX 3HAa4YEHWI B NONsX WabnoHa ( v / )

e none "Co3naHo" - gata co3gaHus WwabrnoHa B cUcTeme;
e nore "OBHoBNEHO" - AaTa nocneaHero 3aMeHeHus wabnoxa.

®dunbTp WabnoHOB NO3BOMSET MPOBECTU (OUMLTPALMIO CIMCKA MO Ha3BaHWto WabnoHa (Mouck no

cBOOOOHO BBEAEHHOWN CTPOKE).

7.1.4. Noppazpgen "XpaHnnuiya 3Ha4eHUn"

Mogpasgen «XpaHunuiua 3Ha4eHnn» npeaHasHaveH ans ynpasneHnsa XpaHunwamm 3HaueHun,
KOTOpbIE UCMOSb3YTCA B NpaBuiiax KOppensumm Kak KOHPUrypaLmMoHHble 3Ha4YeHns (CM. pUCYHOK 45).

Mogpaspen cooepxuT:

e TeKyLmi CNNCOK XPaHUInLL, CO34aHHbIX B CUCTEME.

e Habop mnbTPOB Anst NPOCMOTPa CNMcKa XpaHUmuLL, - (UNBLTPbI OTKPLIBAKTCS MO HAXaTUIO Ha
KHOMKY .

e DyHKUMIO CO3AaHMSA HOBOMO XpaHunuila B cucteme - kHorka "Cosgatb".

o OYHKUMIO pedaKTUPOBaHMSA AaHHbIX XpaHUMULLA - OKHO PeaakTUpPOBaHWsl OTKPbIBAETCS Mo

HaXXaTuo Ha KHOMKY .

° (byHKLI,VII-O CcOo34aHnA HOBOro XpaHunuuia 3HaYeHUN Ha OCHOBE Bbl6paHHOFO - UKOHKa n


af://n1476

XpaHunuiLa sHaueHwit Uerrp ynpasnennn  Mpasuna koppenauym © Xpanuavia sHauemi

HAZBAHWME MPAEMNA = FNOBANEHEIA NOKANBHBIWA CO3JAHO QBEHOBNEHO =

HoBOe XpaHWKHLE 3Ha-EHNH 0 x v 2023-02-28 12:30:21 2023-02-28 13:21:57
creddump file extensions 1 v x 2023-02-27 13:16:31 2023-03-02 09:22:37
ninistrators for change configs 1 14 x 2023-02-27 13:16:51 2023-03-02 09:22:37
whitelist RAT connections 1 v x 2023-02-27 13:16:31 2023-03-02 09:22:37
whitelist smb enum 2 14 x 2023-02-27 13:16:51 2023-03-02 09:22:37
whitelist net scan 4 v x 2023-02-27 13:16:31 2023-03-02 09:22:37
4 v x 2023-02-27 13:16:51 2023-03-02 09:22:37
1 v x 2023-02-27 13:16:51 2023-03-02 09:22:37
2 14 x 2023-02-27 13:16:51 2023-03-02 09:22:37
1 v x 2023-02-27 13:16:51 2023-03-02 09:22:37
1 v x 2023-02-27 13:16:31 2023-03-02 09:22:37
er time settings 4 [ ] v x 2023-02-27 13:16:51 2023-03-02 09:22:37
er domain controllers 12 [ v x 2023-02-27 13:16:31 2023-03-02 09:22:37
built-in sensitive SID 1 v x 2023-02-27 13:16:51 2023-03-02 09:22:37
sensitive domain groups 1 v x 2023-02-27 13:16:31 2023-03-02 09:22:37

sensitive assets 2 v x 2023-02-27 13:16:51 2023-03-02 09:22:37 ra |

PucyHok 45 - Paboyvas obnactb nogpasgena «XpaHunuia aHadeHum»
TeKyLLMI CNIMCOK XpaHUNuLLY, NpeacTaBneH B BUAE Tabnuubl Co cneayLwmMmmn atpudbyTamu:

e norne "HasBaHne" - HazBaHne XxpaHunmLLa 3Ha4eHni;

e nore "[paBuna" - KONMYECTBO NPaBuI, UCMOMb3YOLLMX JaHHOE XPaHUMnLLE.
® rone ﬁ - BHYTPEHHee onucaHune, BCNIbIBaET NpW HaBeAEHUN Kypcopa Ha MUKTOrpaMmMy B

[aHHOM rore:

e chnar "MobanbHbIiA" - ykasblBaeT, YTO XpaHWUIMLLE COOEPXKUT rmobanbHbli HAbop 3HaYeHUN ( v

/)

e chnar "llokanbHbIN" - yKa3bIBAET, YTO XPAHUIULLE COAEPXKUT NOKaNbHbIA HA0OP 3HAYEHWUI ;
e none "Co3gaHo" - gata co3gaHnst XpaHUnuLLa;
e none "OBHoBNEHO" - AaTa nocnegHero N3MeHeHns XpaHunuiia.

(Dlllﬂpr CMnCKa XpaHunuLl no3BoJ1A€eT NpoBeCTU (t)lllﬂpraLlVllO Cnuncka no cnegyrvwmm napamMmeTpam:

® [0 Ha3BaHWUIO XpaHUnuLLa (nonck No ceoboaHO BBEOEHHOW CTPOKE);

® [0 cTaTycy AaHHbIX B XpaHunuLle - JlokanbHble, [MoGanbHble.

7.1.5. Noppaszpen "Pe3ynbraTtbl”

Moppasnen "Pesynbrathl" NpegHa3HadeH ans o6paboTkn pedynsratoB paboThl NpaBui KOppensiLmu, no
koTopblM VHUnaeHTsl 1 ONoBeLLEHUS HE CO30al0TCs aBTOMATMYECKU (CM. PUCYHOK 46).

Mogpasgen cooepxuT:

e TeKyLIMIn CNNCOK pesynbTaToB 06paboTkK, BbISIBNEHHbIX Kak pesyrbTaT cpabaTbiBaHWs NpaBus
KOppensiLum 1 opOpPMIIEHHbIX B PyHYHOM pEXUME.
e Habop punsTpoB AN NPoCMOoTpa Crvcka pesynsTaToB 06paboTky - (UNLTPLI OTKPLIBAKOTCS MO

HaXaTunko Ha KHOMKY .

o  DyHKUMUS CO3AaHUSA HOBOTO MHLIMAEHTA B CUCTEME MO BbiOpaHHbIM pe3ynsratam paboTsl npasuna -
kHornka "CosgaTtb MHUMAOeHT".
o  OyHKUUS yaaneHus BbIOpaHHbIX pe3ynsTaTtoB paboThl NpaBu KOppensiLun.

o OYHKUMS yoaneHust BCex pesynstaTtoB paboThl NpaBuil Koppensumu.


af://n1514

PeByJ'I bTaThbl LieHTp ynpaenexua Mpaeuna koppenauum Pesynetatsl

. - |

KU (M3

WHUMAEHT PUCK HAZBAHMWE JATONOBOK PE2V/IETATA AKTUE NPABUNO MPABWNAY APCU30WND ~

m 5% Co34aH HOEBIW NOK&NLHBIA NONE30BATEND (Bes sarcnoexa) qwerttytfdxzd imia 2023-03-01 14:43:36
+ Mnumgert 6% Co342H HOBLIA NOKaNLELIA NONE30BATEND (Bes 3aronosxa) querttytfdxzd imia 2023-03-01 14:45:34
+ Mumgent 6% Co34aH HOEBIW NOK&NLHBIA NONE30BATEND (Bes sarcnoexa) qwerttytfdxzd imia 2023-03-01 14:45:33
+ Mumger 6% C034aH HOBLIA NOKaNLHBIA NONL30EATEND {6e3 3aronoska) qwerttytfdxzd mia 2023-03-01 14:45:32
+ Mrumgert 6% Co3a2H HOBLIA MOKaNLHLIA NONE30EaTEND {Bes 3aronoska) qwerttytfdxzd imia 2023-03-01 14:45:31
+ Mumgent 6% C034a8H HOEBIH NOKaNLHBIA NONE30BATEND (63 3aronoexa) qwerttytfdxzd imia 2023-03-01 14:45:30
+ Mrumgent 6% CO343H KOELIR NOKANEHEIA NONE30EATENE {6e3 3aronoexa) qwerttytfdxzd imia 2023-03-01 14:45:29
+ Mrumgert 6% Co348H HOELIR NOKaNLHBIA NONL30EATEND (Bes saronosxa) qwerttytfdxzd imia 2023-03-07 144528
+ Msumpgert 6% Co34aH HOEbIW NOKANLHBIA NONE30BATEND (Bes saronoexa) qwerttytfdxrd imia 2023-03-01 14:45:27
+ Mumger 5% C03A3H HOEBIH NOKaNLkRIA NONE30BaTEND (6e3 3aronoeka) qwerttytfdxzd imia 2023-03-071 1445126
+ Mrumgert 6% Co3a2H HOBLIA MOKaNLHLIA NONE30EaTEND {Bes 3aronoska) qwerttytfdxzd imia 2023-03-01 14:45:25
+ Miumgent 6% C034a8H HOEBIH NOKaNLHBIA NONE30BATEND (63 3aronoexa) qwerttytfdxzd imia 2023-03-01 14:45:24
+ Mumgent 6% Co34aH HOEBIW NOK&NLHBIA NONE30BATEND (Bes sarcnoexa) qwerttytfdxzd imia 2023-03-01 14:45:23
+ Mrumgent 6% C034aH HOBLIA NOKaNLHBIA NONL30EATEND {6e3 3aronoska) qwerttytfdxzd mia 2023-03-01 14:45:22

PucyHok 46 - Paboyas obnacte nogpasgena «Pesynsrartbi»

TekyLimin cnncok pesynbtatoB 06paboTkun NpeacTaBneH B BUAe TabrnmyHoro cnvcka co crnegyrowmmm

aTpubytamu:

e none "HungeHT" - cogepXnT KHomky "MHUmMaeHT" ons KoHBepTauumn pesynstatoB paboTbl
npaBuna B MHUMAEHT.

e nore "Puck" - cooepXunT OLEHKY YPOBHS puUCKa.

e none "HasBaHue" - Tun npasmna o6paboTky;

e one "3aronoBok pesynbraTta” 3aronioBOK pesynbsraTta.

e none "AKTUB" - aKTMB, Ha KOTOPOM OOHapy)XeHa yrpo3a, BbisiBIEHHAs NpaBuUiioMm;

e none "lpaBuno" - Ha3BaHMe NpaBuna, C MOMOLLBI KOTOPOro Obina obHapyxeHa yrposa;

e none "Kntoy 13 npasuna';

e none "Tponsowno"” - gaTta n Bpems cpabaTbiBaHusi npaBuia obpaboTku.

DunbTp cnncka pesynsratoB 06paboTkM pasdbuT Ha rpynnbl U NO3BOMSIET NPOBECTU OUNBLTPALIMIO

Cnucka no cnegyrwwmm napamMmeTpam:

e Bknagka "®unetp" coaepXuT cneayoLlime BO3MOXHOCTU hunsTpauuu:
e o Tuny pesynsrata 06paboTku (Momck No cBO6OAHO BBEAEHHOWN CTPOKE);

O MO YPOBHIO p1cKa pe3yrnbrata obpaboTku;

0 o cTatycy pesynbsrata obpabotkn - ObpabotaH/He obpaboTtaH/He BaxHO;

O O CTaTyCy aKkTMBa, HO KOTOPOM BbIsiBNEH pe3ynertaT - Jencrtayowmin/He gencreytowmin/He
BaXXHO.

e Bknagka "AKTMBbI" COAEPXUT criegyroLme BO3MOXHOCTU (ouUnbsTpaLnm:

O O rpynne akTUBOB;
O MO MMEHWN aKTUBa;
© o Tuny pesynsrata obpyboTku.
e Bknagka "[JononHUTeNbHO" COAEPXKUT criegytoue BO3MOXHOCTIN (oUbTpaLnn:

© 0 BpemMeHu obHapyXeHus - N0 3aAaHHOMY BPEMEHHOMY UHTepBany;
O Mo cTaTycy NpuHATUSA B 06paboTky - MpuHAT/He npuHaT/He BaxHO.



8. OueHka cooTBetcTBMUA 1O

8.1. Paszpen "OueHka cooTBeTcTBMA NMO"

8.1.1. CocTtaB pa3gena "OueHka cooTBeTtcTBMUA O"

Pasnen «OueHka cootBeTcTBUsA [MO» coaepXuT crieaylolime noapasaernsi:

e "Pesynbratbl coorBeTcTBUA MO" - Noapasaen npeaHasHayvyeH a4nsa npocMoTpa pesynsraTtos
NPOBEPKN COOTBETCTBUS IPYNMbl aKTUBOB MONMUTUKAM KOHTPOIS CIMCKOB YCTAHOBMEHHOTO
nporpaMmHoro obecneyeHus;

e "Cnucok NO" - nogpasaen npegHasHaveH Ang peaakTupoBaHns nepeyHst obHapyXeHHOro
NporpaMmMHOro obecnevyeHnst n co3gaHns rpynn nporpamMmmMHoro obecneveHus;

e "Habopbl npaBun" - nogpasgen npegHasHayeH ans co3gaHus nofinTuK, Ha COOTBETCTBME
KOTopbIM ByayT B fanbHelweM NpoBOANTLCS NPOBEPKU NPorpaMMHOro obecneyeHmns akTUBOB;

e "lMpaBuna" - nogpasagen npeaHasHayvyeH Ans co3gaHus 1 pegakTMpoBaHUs NpaBuil KOHTPOIS, U3
KOTOPbIX COCTaBNSATCH NOMUTUKN AN NPOBEPKM COOTBETCTBUSA NMPOrpaMMHOro obecneyeHmns,
YCTaHOBIIEHHOMO Ha aKTMBax.

8.1.2. NMNoapaspen "Pe3ynbraTbl cooTBeTCTBUA NMO"
{#software_results}

8.1.2.1. OcHOBHbLIe 3n1eMeHTbI noapasaena

Mogpasgen "Pe3synbTaTtbl cooTBeTcTBUA MO" NpegHa3HayveH ang npocMoTpa pesynbTaTtoB NPOBEPKN
COOTBETCTBUS FPYNMbl aKTUBOB NMOMUTUKAM KOHTPOMS CMMCKOB YCTAHOBIIEHHOIO MPOrpaMMHOro

obecneyeHus.
B pabouer obnactn otobparkatoTcsi crieayolme arneMeHTbl (CM. pucyHok 47).

e Pesynbratbl NpoBepku cooTBeTcTBUS MO B Brae TabnmyHOro cnmucka TeKyLMX pesyrsTaToB.

e Habop unbTpoB Ans noncka pesyrnsrata(-oB) B CMMCKE - KHOMKa .

B3anyck npouecca npoeepku cootBeTcTBUA O npounssoanTcs 13 pasgena "Aktusbl". [NogpobHoe
onucaHue yHKUMKM 3anycka NnpuBeaeHo B pasgene "3anyck npouecca nposepku coomeemcmeus”.

OueHka cooTeetcTBUs MO LieHTp ynpasnenns - Ouewka cooTeercTams MO

FPYNNA AKTUBOB COOTBETCTBYET BBIMONHEHO +

MpyMep rpynnbl akTHace. v 2021-03-10 23:34:50

PucyHok 47 - Pabouvas obnacte nogpasagena "Pesyneratsl cootBeTcTBUA 10"
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8.1.2.2. Cnucok pesynbratoB npoBepku MO. MapameTpbl cnucka

TekyLIMI CMCOK pe3ynbTaToB NpoBepky cooTBeTcTBuUs MO npeacTasneH B Buae TabnmMyHoro cnucka co
criegyrowyMm napaMmeTpamu:

e [lone "lNpynna akTMBOB" - Ha3BaHWe rpynnbl aKTUBOB, HA KOTOPbIX MPOBOAMMACh AaHHAA
npoBepkKa, akTUBHaA CCbifika Ha AeTanu3auunio pesynstaToB Nposepkn cooteetcTaus MO;

e ®narosoe nore "CooTBeTcTBYET" - cTaTyc COoTBETCTBMSA [10 ANg rpynnbl aKTMBOB MO pe3ynkraTy
NpoBEpPKY;

e [lone "BbinosiHeHO" - AaTa 1 BpeMs BpeMsi, B KOTOPOe 3anyckanacbh nposepka cootsetcTeus MO
Ha yKasaHHOM aKTuBe.

8.1.2.3. HactpaunBaemble ¢punbTpbI CNUCKa pe3ynbraTtoB npoBepku MO

Mpwv HaXkaTUK Ha KHOMKY OTKpbIBaeTcs 06racTb UNbTPOB AN CnMcKa pesynbraTtos nposepku MO,

KOTOpas BKItoYaeT B cebs ounsTp ¢ nonem Ans cB060AHOro TEKCTOBOrO BBOAA.
Mouck no BBeAEHHOW TEKCTOBOW CTPOKE OocyLlecTBnsAeTcs no nomo "lFpynna aktuBoB".
8.1.2.4. NpocmoTp AeTanusaumm pesynbraTtoB KOHTponsa coorBeTcTBusa MO

NeTanusauus pesynbsraTos nposepku MO gocTynHa Mo KWKy Ha Ha3BaHue rpynnbl akTUBOB B CTPOKe
npoBepku. [laHHas dyHKumMa nogpo6HO NpueeaeHa B pasaene "Hacmpotika koHmporss

yCMaHoBNEeHHO20 NpoepaMmMHO20 obecrnevyeHus. AHanu3 RE3YIbmaimnoe rpPo8epoK coomaeemcecmeus
noll

8.1.3. NMogpasgen "Cnucok MO" {#software_list}

8.1.3.1. OcHOBHbI€e 3neMeHTbl Nnogpasgena

Moppasgen "Cnucok MNO" npegHasHaveH ona pegaktupoBaHus nepedHs MO, obHapyXeHHOro

CKkaHepamu ysa3BMMOCTEN NPW CKaHMPOBaHUM aKTUBOB, 1 And co3ganus rpynn MO.
B pabouyeri obnactu otobpaxatoTcs cnegyoLmne aremMeHTbl (CM. pUcyHok 48):

e TabnuyHbI CIMCOK nporpamMmMHoro obecneyeHus, 06Hapy>+<eHHoro CKaHepamm yﬂ3BI/IMOCTeIZ npum
CKaHnpoBaHMN aKTUBOB.

e Habop dunetpos ans noucka MO B cnucke - KHomka .
e OyHkuna cosganus rpynnel M0 - kHonka "Co3saatbk rpynny MO".
e dyHKUUS peaakTMpoBaHus napameTpos rpynn MO - kHomka .

e DyHKUMSA NPOCMOTPa MHGOPMAaLMKN MO aKTUBAM, Ha KOTOPbIX HaraeHo aaHHoe IO - kHonka
"AKTUBbI".
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Cnucok MO UewTp ynpasnenua > Pesynstate cootsetctaua 10 > Crmcok M0

pE—

HAIBAHME = ™n KQN-BO MO B FRYMME BEPCMA OMUCAHWE HEQOBPAEOTAHHAA CTPOKA JAHHSIX
7-Zip - 9.20 7-Zip 9.20
7-Zip - 9.25 alpha 7-Zip9.253 alpha
7-Zip - 19.00 7-Zip 19.00
7-Zip - 16.04 7-Zip 16.04
7-Zip - 18.05 7-Zip 18.05
7-Zip - 9.15 beta 7-Zip 9.15 beta
7-Zip - 9.28 alpha 7-Zip 9.28 alpha
15.006.30527 Adobe Acrobat Reader 15.006.30527
15.006.30523 Adobe Acrobat Reader 15.006.30523
19.010.20098 Adobe Acrobat Reader DC 19.010.20098

Adobe Acrobat Reader DC - 15.017.20053 Adobe Acrobat Reader DC 15.017.20053
Adobe Acrobat Reader DC - 19.005.20081 Adaobe Acrobat Reader DC 19.008.20081
Adobe Acrobat Reader DC - 21.001.20150 Adobe Acrobat Reader DC 21.001.20150
Adobe Acrobat Reader DC - 15.006.30523 Adobe Acrobat Reader DC 15.006.30523

PucyHok 48 - Pabouas obnacte nogpasgena "Cnucok 10"
8.1.3.2. Cnucok NO. NapameTpbl cnucka

Texywmn cnmncok N0, obHapyXeHHOro ckaHepammn ya3BMMOCTEN NPY CKaHMPOBaHMUM aKTUBOB,
npencrasneH B Buae TabrnmyHoro cnucka co criedyowmumMm napameTpamu:

e [lone "HasBaHue" - Ha3BaHue MO unum rpynnel MO, akTMBHasA ccbinka Ha KpaTkoe onucanue 0.
e [lone "Tun"

e [lone "Kon-Bo NO B rpynne" - konuyectso 10 B cocTase rpynnbl.

e [lone "Bepcua" - Tekyuias sepcus NMO.

e [lone "OnucaHue" - onucanue MO, 3agaHHoe nonb3oBaTtenem Mnartgopmbl.

e [lone "HeobpaboTaHHaA cTpokKa JaHHbIX" - JaHHble, MOMYyYEeHHbIE OT CKaHHepa yA3BUMOCTEN.
e KHorka () - oyHKUMA pegakTupoBaHus gaHHbix o M0.

e KHonka "AKTUBBI" - (PyHKLMS NpocMOoTpa MHOPMaLIMK Mo akT1BaMm, Ha KOTOPbIX YCTAHOBMEHO
AanHoe MM0O.

8.1.3.3. HacTtpauBaemble ¢punbTpbl cnucka MO

Mpu HaXxxaTUKU Ha KHOMKY OTKpbIBaeTCst obnactb punsTPoB Ans cnucka MO, koTopasi BKNoYaeT B

cebsa cnegyrolimne punbTpbI:

e ®unbTp € nonem ans cBo6ogHOro TeKCToBoro BBoAa. lonck no BBe4EHHOWM TEKCTOBOWM CTPOKE
ocyulectensietcs no nonto "HasBaHue".
e Ounbtp no coctosHMio MO - packpbiBaKOLWMNCS CAUCOK, BO3MOXHbIE 3HAYEHUS

"YctaHoBneHHoe"/ "Bce".

8.1.3.4. NpocmoTtp nHdopmaumm o NO

[ns npocmoTpa getanei no 3anvMcy o NPorpaMmMHOM 0BeCNeYeHNN HYXXHO LENKHYTb Mo HaseaHuo MO
B none "HasBaHue". OTkpoeTcsa dhopma NpocmoTpa AeTarnen 3anmcu o nporpaMMHOM obecneyeHunu.

[ns npocMoTpa nepeyHsi akTMBOB, HA KOTOPLIX YCTAHOBMEHO NporpammMHoe obecrneyeHre HeobXxoamMmMo
HaxkaTb KHOMKy "AKTuUBbI" B cTpoke nHTepecytowero N0, Ha akpaHe oTKpoeTcs nepeyeHb akTMBOB, Ha
KOTOpPbIX HaraeHo gaHHoe [MO.
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Bonee nogpobHoe onncaHne nNpocmoTpa AeTannsaumm npuBeaeHo B pasnene "Hacmpoulka KoHmpors

ycmaHoeneHHo20 NpospamMmMHo20 obecrnevyeHus. AHanu3 npozpamMmMHo20 obecrnevyeHus Ha akmusax”.

8.1.3.5. Cosaanue rpynnel MO

Mpu HanuuMn Heobxo4MMbIX NpaB NONb30BATENO0 AOCTYNHA kKHomnka "Co3saartk rpynny M0O", no
HaXxaTWIo Ha KOTOPYIO NMPOU3OMAET NEPEXOS Ha CTpaHuLy co3gaHus rpynnbl. MogpobHoe onvcaHve

hyHKUMM cospanus rpynnel MO npuBeaeHo B pasnene "Hacmpolka KoHMpPOsis y/cmaHo8neHH020

apoapaMmMHo20 obecrneqyeHus. AHanu3 rnpospamMmMHo20 obecrnevyeHuss Ha akmueax”.

8.1.3.6. PepakTnpoBaHue gaHHbIx MO

[ns pegaktnpoBaHust AaHHbIX 0 MO HeobxoanMo HaxaTb Ha KHOMKY -- Npon3onaeT nepexod Ha

CTPaHULy pefakTMpoBaHus AaHHbIX. NogpobHoe onucaHne yHKLMN pegakTMpoBaHKs NpYBEOEHO B

pasgene "Hacmpolka KOHmMPOsis y/cmaHo8neHHO20 npospamMmMHo20 obecriedeHuUs. AHanus3

npoepaMmMHo20 obecrneyeHuss Ha akmueax”.

8.1.4. NMoppaspen "Habopbl npaBun" {#rules_list}

8.1.4.1. OcHOBHbIe 3aneMeHTbl nogpasagena

Moapasgen "HaGopbl npaBun" npegHasHavyeH Ans co3naHust NonuTuk, (Habop npaeun), Ha
COOTBETCTBME KOTOPbLIM ByayT B AarbHENLWeM NpoBoOAUTLCS NPOBEPKM NPOrpaMMHOro obecnedeHus

aKTMBOB.
B pabouen obnactn otobpakatoTcst creayoLwme aneMeHTbl (CM. pucyHok 49):

e TabnuyHbIA CIMCOK NOMUTKMK, CO30aHHbBIX Ha TEKYLLMIA MOMEHT Ha [natdopme.
e Habop mnbTPOB Anst Novcka NOMTUK B CIIUCKE - KHOMKA .

e DyHKUMA cO30aHUSA HOBOW NONUTUKM - KHorKa "Co3aaTtb”.

° CDyHKLI,I/Iﬂ penakTnpoBaHUA NONMUTUKA - KHOMKaA .

H360p|,| npaBy”] Llentp ynpasnenus Ouenka coorsetcTsua MO Ha6opbl npasun
HA3BAHNE = ABTOM ATMYECKOE CO3/LAHWE MHLIMAEHTOB OBHOBNEH
HapyLerue noavmaxy ycrarosaerHoro MO v 2021-03-21 18:38:20
Tecr 01, Mposepxa 6paysepos v 2021-08-18 12:31:52
Tecr 02. PaciumperHas nposepka Bpaysepos 2021-08-18 12:33:23

PucyHok 49 - Pabo4vas obnactb nogpasgena "Habopsl npasun”

8.1.4.2. Cnucok nonutuk. NapameTpbl cnucka
TeKyLLLI/II?I CMUCOK NoNUTUK npeacTaeieH B Bnae Tabnn4yHoro cnucka co cnegyrvwmMmy napamMmeTpammn:

e [lone "HasBaHue" - Ha3BaHWe NONUTUKN (TPYNnbI Npaswun).

e ®naroBoe none "ABTOMaTU4ecKoe co3faHne MHUMAEHTOB" -- BKIOYEHa/BbIKMOYEHa OYHKLNS
aBTOMaTM4YECKOro CO3[aHNs MHLMOEHTOB NPU BbISIBEHWN HAPYLLIEHNS NOMUTUKN.

e [lone "OGHOBREH" - AaTa 1 Bpemsi Co3AaHus UNn NOCrneaHero peaakTupoBaHUS NONMUTUKK.

e KHorka () - OYHKUMA peakTpoBaHNs NapaMeTpoB NOINTUKN.
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8.1.4.3. HacTtpanBaemble (pUNbTPbI CNUCKA NONUTUK

an/I HaXXaThn Ha KHOMKY OTKpbIBaeTCA obnacTtb (*)I/IJ'IprOB Ana cnncka noJimTuk, Kotopasa

BKIto4aeT B cebs (bI/IJ'Ipr c nonem anis cBo6O4HOrO TEKCTOBOrO BBOAA.

Movck No BBEAEHHOWM TEKCTOBOM CTPOKE OCyLLecTBnsieTcs no nonto "HaseaHue".

8.1.4.4. Co3paHue, peaaktupoBaHue, yaaneHue NofMTuK

Mpu HaxaTuum Ha kHonkKy "Co3aaTtb" OTKpbiBaeTCA hopMa Co3gaHns NOANTUKU.

an/I HaXXaTln Ha KHOMKY OTKpbIBaeTCA cpopma penakTnpoBaHuA yKa3aHHOI7I NONMNTUKKN, BKIHOYan

dyHKuMo "YoanuTtb '

|-|O,D.p06HOG onncaHue co3gaHuna, pegakTtmpoBaHua U yganeHna nonnTuk npneegeHo B otaeribHOM

pasgene "Hacmpolka KoHMpPOoss ycmaHo81eHHO20 rpoepamMmMHo20 obecnedyeHus. YnpaeneHue

nonumukamu nposepku coomeemcemeusi [10".

8.1.5. Mogpasgen "lMpaBuna” {#rules}

8.1.5.1. OcHOBHbIe 3neMeHTbl Nnogpasgena

Mopgpasgen "lMpaBuna" npegHasHadeH ans co3faHvs U pegakTUpOoBaHUA NpaBuil KOHTPOIS, U3

KOTOpPbIX COCTaBIAKTCA NOJIMTUKN ONA MPOBEPKN COOTBETCTBUA NPOrpaMmMmHOro 06ecnequ|/|9|,

YCTaHOBJ1EHHOIo Ha aKTunBax.

B pabouer obnactu otobpaxatoTcs cnegyoLmne arnemMeHTbl (CM. pucyHok 50):

e TabnuyHbIA CMMCOK NPaBuUIl, CO34aHHbIX Ha TEKYLLMA MOMEHT Ha lNnaTtdopme.

e HaGop punbTpoB Anst MoMcKa NpaBus B CNIMCKE - KHOMKa .

e OyYHKUMS co3haHWs HOBOrO Nnpasuna -

o DOyHKUMS peaakTMpoBaHus NpaBuna -

MpaBuna

HASBAHME ~
(Microsoft & Office) | Libreoffice
Microsoft XML Core Services

Mozilla firefox 21 un 22, 1o e sepcus 21.3

kHonka "Co3paThb".

KHOMKa .

UeHTp ynpasnenuns

OBHOBNEH
2021-03-10 20:16:44
2021-03-10 20:21:06

2021-03-10 20:16:33

PucyHok 50 - Pabouyas obnacte nogpasgena "lMpasuna"

8.1.5.2. Cnucok npasun. lNapameTpbl cnucka

Ouetika coosetcTams MO

M

Mpasuna

TekyLLMI CIMCOK NpaBun, NPeacTaBneH B BUae TabnmMyHoOro cnncka co cregyoLlymMm napametTpamu:

e [lone "HasBaHue" - Ha3BaHWe NpaBuna.

e [lone "ObOHOBREH" - AaTa 1 Bpems CO3AaH1s N NOCIeAHEro pefakTupoBaHns npasuna.

e KHonka ) - OYHKLUUA pefakTMpoBaHUsa napaMeTpoB npasuna.
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8.1.5.3. HacTtpanBaembie punbTPbI CNUCKa NOMIUTUK

an/I HaXXaThn Ha KHOMKY OTKpbIBaeTCA obnacTtb (*)I/IJ'IprOB Ana cnucka npaswui, KOTopad BKIo4YaeT

B cebs dmnbTp € nonem Ans cBo6OAHOr0 TEKCTOBOroO BBOAA.

Movck No BBEAEHHOWM TEKCTOBOM CTPOKE OCyLLecTBnsieTcs no nonto "HaseaHue".
8.1.5.4. Co3paHue, peaaktupoBaHue, yaaneHue npasuna
Mpu HaxaTuum Ha kHonky "Co3aaTtb" OTKpblBaeTCA hopMa co3gaHus npasuna.

an/I HaXXaTln Ha KHOMKY OTKpbIBaeTCA cpopma peaakTupoBaHuA yKa3aHHOro npaswuia, BKIo4as

dyHKuMo "YoanuTtb "

|-|O,D.p06HOG onncaHue co3gaHuna, pegakTtnpoBaHuda U yaaneHuna npasuna npusegeHo B OTAellbHOM

pasgene "Hacmpolka KoHMpPOoss ycmaHo81eHHO20 rpoepamMmMHo20 obecnedyeHus. YnpaeneHue
npasunamu”.

9. NMNapameTpbl

9.1. Pazgen «lMapameTpbi»

9.1.1. CocTtaB pasgena "lNMapameTpbl”

Pasnen «MapameTpbl» COCTOUT M3 CrieayoLLIMX Noapasaenos:

e "MapameTpbl" - Nogpasgen npegHasHadeH 4nsi HAacTPoVikM 0bLwmx napameTpoB Mnatdopmsbl.

e "ConocTtaBneHue AaHHbIX" - nogpasaen npeaHasHayvyeH ans HacTPorKN MHTerpaumm nonem
nanHbix Mnatdopmbl Pagap ¢ cuctemont NTocCONMKA (nogpo6Ho paboTa ¢ nogpasaenom
onucaHa B MHcTpykumm no padote ¢ HKLIKW).

e "API koHCTpyKTOP" - NOApasaen npeaHa3HadeH Ang obLLen HaCTPOVKN MHTerpaLmum
Mnartdopmbl Pagap c cuctemor NocCONMKA (nogpo6Ho paboTa ¢ nogpasgenom onucaHa B
NHcTpykumm no pabote ¢ HKLIKW).

e "YepHbin cnucok ID nnarnHoB" - nogpasnen npegHasHadeH Ans co3gaHus cnvcka |D nnarmHos
ckaHepa Nessus, nrHopupyembix B npouecce paboThbl.

e "OnoBelleHUs MO 3agepKKkaM B 06paboTke" - noapasaen npegHasHayeH A5is HACTPOWKM
aBTOMAaTU4ECKMX OMOBELLEHUI NO 3aepXkaM B 06paboTke MHLMAEHTOB, hopMUpyEMbIX
Mnatdopmoin .

9.1.2. Noagpaspen «lMapameTpbi»

9.1.2.1. CocTaB 1 Ha3HaYeHUe BKNaaokK

Moppasaen «MapameTpbl» NpeAHasHa4YeH Anst 0GHOBMEHUs 06LLMX NapamMeTpOB NaHenu ynpaeneHus,
0BHOBIEHMS! NapaMeTPOB CKaHepa YS3BMMOCTU U 0BHOBNEHWs naeHTudgukaTopa.

Mogpasgen BknoyaeT cnenyouwine BKnaaku:

e "O6wWume" - BKNagka npegHasHavyeHa ans ooHoBneHust obLwmx napameTpoB Mnatgopmbl,
BKIHOYast 3HAYEHNA MO YMON4YaHuIo (CM. pUCYHOK 51) ;
e "OO6pab6oTka yAa3BuMocTen" - BkNazka npeaHasHavyeHa Aanst HaCTPOMKM NapameTpoB

aBTOMaTu4eckor obpaboTku ya3BUMOCTEN;
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e "CuHxpoHusauusa c bason 3HaHun" - BKnagka npegHasHadeHa onsi NpoBeaeHnst
CUHXpOHM3auun ¢ bason 3HaHun.

9.1.2.2. Bknagka "O6wue". OGHOBMNEeHne ooLWwmx napameTpoB

Pabouee none Bknagky "O0LWwme" cogepXnT Nonsa Anst peAakTMpoBaHWS CrieayoLmx obLmx
napamMmeTpoB (CM. PUCYHOK 51):

e "HasBaHue KnueHTa" - TEKCTOBOE MOrie BBOAA, B KOTOPOM yKa3blBaeTCs HauMeHOBaHue
opraHu3saLmmn B KOTOpon yctaHoBreHa MNnatgpopma Pagap;

® "PUCK NPUHAT": - TEKCTOBOE Nosie BBOAA, B KOTOPOM HEOBXOAMMO yKa3aTb KOnmM4ecTBo gHeN. Mpu
NPUHATUN pUCKa WHUMOEHTa YKa3aHHOE KONM4ecTBo AHeln ByaeT yctaHaBnmBaTtbes MNnatdopmoin
B KayeCcTBe CpoKa Mo ymonyaHuio B napameTpe "TpuHATb Ao". YTo6bl 0OCTaBUTL 3HaYeHne

napametpa "lMpnHATb 40" nycTbiM, ykaxute B none "0".

e "PacnonoxeHue" - TEKCTOBOE Morie BBOAA, NpegHasHavYeHHoe ANis pegakTupoBaHna cnmncka
TeppUTOPMAaribHOIO PaCcMONOXEHMS aKTUBOB A1 COOTBETCTBYHOLLNX (OUIBTPOB.
e "lpynna nonb3oBaTternien no-ymon4yaHuro" - BbIGOP 13 cnucka rpynnbl Nonb3oBaTenen, kotopas

OyOeT HasHayaTbCsl MO-yMOMYaHUo AN UHLMOEHTOB, CBA3aHHbIX C akTMBaMu 6e3 onpeaeneHHoro
"OTBETCTBEHHOrO MNosib3oBaTens'.

e "Crparerusi ugeHTUMKaLm akTUBOB NO-yMOJTYaHUK" - BbIOOp 13 crivcka rnobanbHom
cTparteruv ngeHtudukaumm, kotopas byaeT HazHavyaTbCsa NO-yMONYaHWIo, eCNy akTUB He nonar Hu
noA ogHy NONUTUKY naeHTudgumkaumm. JocTynHbl cnegylowmne crpaternm naeHTugrkaumm:

o |P;
o FQDN;
o MAC.

[nsa coxpaHeHus BHECEHHbIX OOHOBMEHUIN HAXXMUTE Ha KHOMKY "CoxpaHuUTb".

MapameTpsl Uewtp ynpasnenus  Mapawerpe:

Obuwe | Obpaborka ysseumocrelt  Cinxporunsauns ¢ 5asoit 3narii

HazgaHue KaneHTa

Test 01

PHCK MPWHAT: KOAMMECTBO AHel Mo yMoA4aHn

el

bt “TTpURAMS 30" NYCMbM, YXaX!
Pacnonoxenua
HaxmwmTe Enter ana pobaeneqwa
* Mocksa x

* Teeps x

Tpynna NoAe20BaTeNed NO-YMONUIHWKD AR MHUMABHTOE, CEAZAHHEIX C aKTUEANMM, B2 ONPEASNEHHOM0 "0TBETCTEEHHOTO MOAL20EATENR"

users >

CTpaTerys MaeHTOWKALMKM BKTMBOE NO-YMOAUaHMK

P v
Cosnaaerve PQDN

BrnkouaeT coenasgeHune no umeHu xocta (PQDN), rae seifpana crpaterus waeHtudnkauan FQDN
Brumanue! Ecnu ums xocma o

Maardopuia Pagap 3.0.8 @ 2021

HeCKoL KK B0MEHaY, O

e 1o PQDN e nposepaemca m. Ms! e

PucyHok 51 - MNMogpasaen "MapameTpsbl”, Bknagka "O6wme”
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9.1.2.3. Bknagka "O6pa6oTka yasBumocTten" {#incidents}

Pabouee none Bknagky "O6paboTka ysa3BMMOCTENR" coaepXnT Nons Ans peaakTMpoBaHus NapaMeTpoB

aBTOMAaTMYECKOro CO3aHUs 1 aBTOMaTUYECKOTO NepeoTKPbITUS UHLUMAEHTOB (CM. PUCYHOK 52):

e ®naroeoe none "ABToOMaTU4YeCK/ co3aaBaTb MHUUAEHTbI MPU UMNOPTE pe3yrkTaToB
CKaHUpOBaHUsA'" - BKIOYEHME/ OTKIIOUYEHME PEXMMA aBTOMATUYECKOrO CO34aHUS MHLMOEHTOB;

e Bribop u3 cnucka "MUHUManbHbIN ypOBEeHb BaXXHOCTU A4Sl OTKPLITUSA MHUMAEHTA" - BbIOOp
BaxxHocTu (o1 0 0o 4) AN aBTOMaTUYECKN CO34aHHbIX UHLMOEHTOB;

e Bbibop 13 cnincka "Co3gaBaTb HOBbIM MHUUAEHT AN NOBTOPHbIX NPOUCLLUECTBUN, €Crnn
MHLUMAEHT 3aKpbIT" - BbIOOp nNpaBuna noseaeHus MNMnatgpopmbl Npy NOBTOPHbLIX MPOUCLLECTBUSIX:

e Co30asamb HO8bIU UHUUOEHM - CO30aETCHA HOBbIN UHLMAEHT;

o [lepeomkpbieamb UHUUOEHM - CYLIECTBYIOLLNA UHLUMAEHT OTKPbIBAETCSA 3aHOBO;
¢ "MuHMMarnbHbIN YPOBEHb PUCKa ANl MOBTOPHOIO OTKPbITUS MHUMOEHTOB" - PUCKU HIDKE
yKa3aHHOTO YPOBHS HE MepPeOoTKPbLIBAOTCS aBTOMaTUYeCKU; NapameTp 3a4aeTcs, TONbKO ecni

Bbl6paHO nepeoTKpbITUE NHLUMOEHTA,;

e "CTaTyc NOBTOPHO OTKPbITbIX MHLMOEHTOB" - NEPEOTKPbIBAEMbIE aBTOMATUYECKN MHLUMAEHTDI
OyayT NepeBoAMTLCS B YKa3aHHbIN CTaTyc; MapameTp 3agaeTcs, TONbKo ecnv BblbpaHo
nepeoTKpbITUE NHUMAEHTA.

[ns coxpaHeHns BHECEHHbIX OBHOBMEHUI HAXMUTE Ha KHOMKY "CoxpaHuTb".
MNapameTpbl Uentp ynpasnenna > Mapametpsi

Osume 0BPaBOTK YAIEMMOCTEH CHHXPOHW3ALIAA C Ba30H IHaHUI

CozaaHve MHUMAEHTOB
u ABTOMaTHYECKA CO343BaTk MHUMAEHTEI NPW UMNOPTE PEe3yAbTATOE CKaHWPOBaHUA

MuHUMaNEHEIR YROBEHE BAXHOCTI 1A OTKPBITUR MHLMASHTA

BaskHocte 0 - MUHUMaNsHasA -

ABTOMaTUYeCKoe co3jaHune I'IPOVICLIJECTBVIﬁ W NEPEeOTKPbITUE MHUWAEHTOB

Co3438aTk HOBLIA WHUMAEHT ANA NOBTOPHBIX NPONCWECTEMA, €CAN MHUMAEHT 33KPLIT

MepeoTkpLIBaTh MHUMAEHT A

MWHAMaNEHEIA YPOBEHE PUCKE ANA NOBTORHOMO OTKPBITHA MHUMAEHTOR

Bricokwnii v

CTaTyc NOBTOPHO OTKPLITEIX MHUMAEHTOR

HazHauen v

PucyHok 52 - MNMogpasaen "MapameTpsbl”, Bknagka "ObpaboTka ys3sumocTten"”

9.1.2.4. Bknagka "CuHxpoHusauua c bason 3HaHmn"

Pabouee none Bknagky "CuHxpoHnsauus ¢ bason 3HaHuni" cogepXnT aBa yHKLMOHANbHbIX

anemeHTa (CM. pucyHok 53):

e KHonka "CMHXpOHM3aLMA TUNOB MHLUMAEHTOB" - NpefHa3Ha4YeHa Ans pa3oBoro NpoBeaeHns
CUHXPOHM3aLMN TUMOB UHUMAEHTOB ¢ Basol 3HaHuM.
e KHonka "CuHXpoHU3auusa KoppensaTopa" - npeaHasHavyeHa Arns pasoBoro npoBeaeHus

CUHXPOHM3aLMKN KoppenaTopa ¢ bason 3HaHui. .


af://n1784
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Mpouecc CUHXPOHM3aLMM HAYMHAETCS MO HaXaTUI0 Ha COOTBETCTBYIOLLLYIO KHOMKY, MpW 9TOM Crpasa oT

KHOMKM NosBUTCS (Draxok - % (CM. pUCYHOK 53).

I'IapaMeprl LieHTp ynpasaexuns MapameTpbi

O6wwe 0O6paboTka i Cunxp A ¢ basoil 3Hanuid

Cm——
CUHXpOHM3aLMA KOPPensTopa [aidl

PucyHok 53 - MNogpasgen "lMapameTpebl”, Bknagka "CuHxpoHusauus ¢ bason 3HaHnin"

9.1.3. NMNoapasgen «YepHbin cnucok ID nnarmHoB»

9.1.3.1. OcHOBHbIe 3aneMeHTbl noapasaena

Moppasnen "YepHbin cnucok ID nnarvHOB" npegHasHayeH Ans co3gaHus YepHoro cnucka 1D
nnarvHoB ckaHepa Nessus, urHopmpyembix B npoLecce paboThbl.

B pabouer obnactn otobpakatoTcst cregytolme aneMeHTbl (CM. pUcyHok 54):

e TabnuyHbI cnncok nnarnHoB Nessus, KoTopble Heo6xoaMMO UrHOPMpPOBAaTh B NpoLecce paboTbl
("4yepHbIn cnncok").

e Habop mnbTpoB Ans novcka nnarnHa (-oB) B CIMUCKE - KHOMKa .

e  OyHKuns fobaBneHns HOBOTO NMarMHa B CIMCOK UTHOPUPYEMBIX - KHomMka "Co3paHue”.

o OYHKUUS pefakTUpOoBaHWs NapaMeTpoB MnarnuHa, B TOM Yucrie yaaneHve nnarvHa us cnmcka -

KHOMKa .

qepr||7| cnucok |ID naarnHoB LlenTp ynpaBaenus MapameTpbi YepHeiii cnucok ID nnarmHos
MNATWH NESSUS MPUYUHA CO30AH OBHOBNEHO
345622 CGou e paboTe 2021-08-13 17:48:50 2021-08-13 17:48:50
457637 Bofklue He ucnonszyeTcs 2021-08-13 17:49:46 2021-08-13 17:49:46

PucyHok 54 - Pabo4vas obnactb nogpasgena "YepHbin cnucok ID nnarnHos"

9.1.3.2. Cnucok nnaruHoB. NapameTpbl cnucka

TeKyLlJ,MVI CMNCOK UrHopupyeMblx nnarnHos Nessus npeacTasneH B Buae Tabnu4Horo cnmcka co

cneayrwnMmn OCHOBHbIMU NapamMeTpamMun:

e [lone "MnarnH Nessus" - ID nnarnHa Nessus;

e [lone "MpuynHa" - NpUYMHa NO KOTOPOW AaHHbIN NrarvH Obin 3aHECEH B YEPHbIN CNNCOK;
e [lone "Co3paH" - gata n BpemMs 3aHECEeHWSs NfarnHa B YEpPHbIN CNNCOK;

e [lone "OB6HOBMNEHO" - faTa U BpeMsi 0OHOBMNEHUS HAXOXAEHUS NiarmHa B YEPHOM CUCKE;

o KHonka () - OYHKUMA pegakTMpoBaHns NapaMeTpoB NrarkHa, a Takke yaaneHus nnarmHa u3

Ccrnuncka.
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9.1.3.3. HactpauBaemble (pUnNbTPbI CNUCKA NarMHOB

an/I HaXXaThn Ha KHOMKY OTKpbIBaeTCA obnacTtb (*)I/U'IprOB Ana cnucka niarnHos, KoTopas

BKIto4aeT B cebs d)VIJ'Ipr c nonem anis cBo6O4HOrO TEKCTOBOrO BBOAA.

Mownck Nno BBe4EHHOW TEKCTOBOM CTPOKe ocyllecTernsietcst no nonam "MnarnH Nessus" n "MpuunnHa’.

9.1.3.4. BknioyeHne HOBOroO NnarnHa B CNMUCOK, yaarneHue nrarvHa us cnucka
[ns BKMIOYEHNS1 B YEPHBIN CMMCOK HOBOTO NiiarMHa Heobxoaumo (CM. pucyHok 55):

1. Haxatb kHonky "Co3gaTtb".
2. B oTKkpbIBLLENCA (hOopMe BBECTMU:

o |ID nnaruHa ckaHepa Nessus, KOTopbIi HEOOXO0AMMO UTHOPUPOBATL B NpoLiecce paboThbl B
[anbHenwem;
O MPWUYMHY, MO KOTOPOW MnaruH 3aHeCeH B YEPHbIA CMINCOK.

3. lna coxpaHeHns BBEAEHHbIX AaHHbIX HaXaTb Ha KHOMKy "CoxpaHutb".

OTKpoeTCcs OOHOBIMEHHbIN YEPHbIV CMIMCOK NMNarMHoB.

LeHTp ynpasnexus MapameTpbi YepHbiii cnucok ID nnarHos Cospanve

ID nnarmHa

ID

MpuunHa

PucyHok 55 - BkntoyeHne HoBoro nnarvHa B "YepHbini cnivcok ID nnarmHos”
9.1.3.5. PepgakTupoBaHue, yaarneHue nnarvHa n3 cnmcka

[ns pegakTpoBaHUs NapameTpoB MnrarMHa Unmn UCKIMYeHNs nrarmHa u3 YepHoro crnmcka
Heobxoammo:

1. HaxxaTb KHOMKY peakTMpoBaHus B CTPOKE MHTEPECYIOLLEro nnaruHa - .

2. B oTKpbIBLLENCSA hopMe € napameTpaM BblIOpaHHOro nrarMHa npoBecT Heobxoanmble
N3MEeHeHNs1 NapaMeTpoB (CM. pUCYHOK 56).

3. Ans coxpaHeHUsi n3MeHeHWn HaxxaTb Ha KHoMnKy "CoxpaHuTbk". [Ing yaaneHus nnarvuHa u3

YepHOro CN1cKa HaXaTb Ha KHoMKy "Yaanutb'.

OTKpOGTCH OGHOBMEHHbIN YepHbIN CMNCOK NI1arvHoB.

LleHTp ynpasneHua Mapametpbi YepHbli cnucok ID nnarnHoe N3ameHeHune

ID nnarvHa

23843485

MNpuunHa

pesynkTaTel paboTel NaarvHa 8 bamkaiiluee epems He noTpebyroTca

corr
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PucyHok 56 - ®dopMa pegakTMpoBaHusi napameTpoB NiarvHa U3 YepHoro cnvcka

9.1.4. Nogpaszgen "OnoBelweHUsa No 3apepxKKkam B oopadoTke"
{#alerts}

9.1.4.1. OcHOBHbIE 3NeMeHTbI noapasaena

B cucteme npegycmMmortpeHa BO3MOXXHOCTb OTCbIJTKU OMOBELLEHNN npn HAaCTynneHnn pasrmimyHbIX

YCINOBWIA, CBA3aHHbIX C pa3bopoM UHUMAEHTOB.

Mogpasgen "OnoBelueHNA No 3aaepKKkam B oO6paboTke" npegHasHavyeH a5 HaCTPOMKK
aBTOMaTU4eCKMX ONOBELLEHUI NO 3aepXkaM B 0b6paboTke nHUMAEHTOB, hopmMupyemsbix MNnatpopmon.

Pabouyee none nogpasaena "OnoBeLleHUs No 3agepkkam B obpaboTke" cocTonT 13 Tpex briokos:

1. BrioK HAaCTPOEK BPEMEHHbIX OTCEYEK Arsi OMOBELLEHWNN;
2. BrioK HaCTPOWKN PEXMMOB OTMPAaBKM OMOBELLEHWIA;

3. 6roK HaCTPOWKN TEKCTOB AN ONOBELLEHWIN.
9.1.4.2. HacTponka BpeMeHHbIX OTCeYeK AJiA onoBeLweHUn

B MNnatdopme BO3MOXHO HACTPOUTb 3 KOHTPOSbHbLIX OTCEYKM MO BpeMeHn pasbopa nHumaeHTa (CMm.
pucyHok 57):

e "HopmanbHO" - Bpemsi, B npegenax KoToporo pa3dop MHUMOEHTOB CHUTAETCS LWTATHLIM (B OHSAX);

e "Hebonbluas 3agepikka' — BpeMs, B npegenax kKotoporo pasbop cHMTaeTCsi BbINOSIHEHHbLIM C
HebornbLLUOW 3a0epXKKoW (B AHSAX);

e "3apgepxka" - BpeMs, B Npeaernax kKoToporo pa3bop MHUMAEHTOB CYNTAETCS BbIMOMHEHHBIM C

3a4ePXKKON (B AHAX);

Mpu NpeBbILWEeHMM NOCNeQHero nopora ykasaHHoro B none "3agepxka’, Bpems pasbopa UHLMAEHTOB

cyMTaeTCsl HeoNyCTUMbIM.
BpemeHa oTceukun KOHDUIypUpYOTCS OTAENbHO ANS KaXOoro YpOoBHS prcka UHLMAEHTOB:

® BbICOKUIN PUCK;
® HU3KUIN PUCK;
® CpegHuii puUck;

® pUCK OTCYTCTBYET.

OnoBeuleHUa No 3aepXxKam B 06pa6OTKe UenTp ynpasnenna > Mapametpsi > OnoBelenna no sagepxkam 8 06paGoTke
YPOBEHbL PHCKA = HOPMA NIbHO HEBOMb LUAA 3ALEPKKA 3ALEPKKA CO34AH QBHOBNEHO
Buicokmii 3 5 10 2020-12-09 23:13:30 2020-12-09 23:13:30
Huzkwin 28 &4 168 2020-12-09 23:13:30 2020-12-09 23:13:30
CpeaHnii 5 28 56 2020-12-09 23:13:30 2020-12-09 23:13:30
Orcyrcrayer 84 2020-12-09 23:13:30 2020-12-09 23:13:30
OTNPaB/ATL OMOBELLEHME NPU KAXKAOM 3MeHeHH Bpemenm obpaboTky i
OTNPaBnTL ONOBELLEHNE EAMHOXALI Yepez  — 1+ AH, NOCIe AOCTVKEHUA NOCNEAHEro NOKaZaTeNA BPeMeHN yaepKaHna i
[Lnf MHLMAGHTOR C PrcKkom "BLICOKWIA", OTNPABAATL OMOBeLUeHH e PeTyIApHO KaXasle — 5+ AW, NOC/e AOCTMXEHMA NOCNGAHEr0 NoKazaTens BpeMeHM yaepxatua i
[na uHuMaeHToB ¢ pyuckom "CpefHuiA®, OTNPaBAATb OMOBELLeHWe PeryNapHoO Kaxable — 5 +  AH., Nocne AOCTVIKEHWA MOCNEHero NoKkasaTensl BpeMeHU yaepKaHus i
LA MHUWAEHTOE C PUCKOM "HUaKNiA", OTNPABNATE OMOBELLEHVE PETYIAPHO KaXasle — 5+ [H, MoCie AOCTHXEHNA NOCAGAHETO MOKasaTeNA EpeMeHV yaepXaHna 1
[Inf MHUMAEHTOB C prckom "OTCYTCTBYeT", OTNPABAATL OMOBELlleH e PETYAAPHO Kaxkasle — 5+ AW, NOCIe AOCTMXEHMUA NOCNEAHEro NoKasaTeNa BpeMeHn yaepxaHns i

OTnpaBnaTe rpynny coobienuii pa3 8 Heaento. fleHs Heaenn: | MoHenenshvk + 1

OBLLWI TEKCT, OTNPABAAEMBIV B KaXAOM OMOBELLEHNH
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PucyHok 57 - Pabo4ee none nogpasgena "OnoseLyeHnst No 3agepkkam B 00paboTke"”, 6rokn HacTpoek
BPEMEHHbIX OTCEYEK 151 ONOBELLEHNI U BNTOK HACTPONKM NapamMeTPOB OTNPAaBKM OMOBELLEHWUN

Ons 0OHOBMNEHMS BpEeMEHN KOHTPOJIbHbIX OTCEYEK Heobxoanmo:

1. HaxaTb Ha KHOMKyY B CTPOKE MHTEPECYIOLLEro YPOBHS pucka.

2. B oTKpbIBLIENCA (hOPME M3MEHUTL 3HAYEHNS BPEMEHHBIX OTCEYEK (CM. PUCYHOK 58).
3. HaxaTb Ha kHonky "CoxpaHuTtb".

OnoselyieHns no 3agepxkam B o6paboTke Ans ypoBHa pucka: CpeaHuii Uewtp ynpasnennn > Mapametphi > Onoseuienus no sagepkam B 06paorke  Usmenenvie

Bpemst yaepxaHus B AHAX ABNAETCA BEPXHeli rpaHuLLell Bpemeny 0BpaboTku MHUMAEHTOR B KaXA0M Mepuoje (Hanpumep, e MHUMASHT MMeeT Nokasate/k ckopocTi obpabotki "HopmansHbIid', ecin o
obpabarsiBaeTca MakcuMym 3 Arerd). Ecv oH obpabatsiaeTca Aoblue, YeM 3a1aHHOe BPeMA yaepXaHua '3afepxKu’, OH aBToMaT4ecky CTaHoBUTCA ‘HeaonycTiMbIM '

VHumaeHT ¢ nepebiM nokazatesiem Bpemer 06paboTku, ¢ orpaHnueHrem, NPeBLILAIOWMM BDEM: YAEPXaHWUA NHUMASHTA B AHSAX.

ECAM nofie nycToe, MHUMASHT OCTAeTCA B TOM 5TOM MoKasaTesie BpeMeHi 06paboTky Ha HeonpeaeneHHsIii cpok. Bce CrieayiolIve Nona A0MKHbI BbiTb MyCToIMM
HopmansHo
5

Hebonbluan sanepska

28

3anepxka

56

PucyHok 58 - PefakTpoBaHne BpEMEHU KOHTPOSbHbIX OTCEYEK At CPEAHEro YPOoBHS prcka

9.1.4.3. HacTpomka pexnma oTnpaBku onoBeLeHUmn

B MNnatdopme BO3MOXHO HaCTpPOUTL CreayoLme pexmMbl OTIPaBKN ONOBELLEHUI (CM. pUCyHOK 59):

e "OTnpaBnATbL ONOBeLYeHUs NPU KaXKAOM U3MEeHEeHUN BpeMeHU o6paboTku* " - npu akTmBaumm
onumu onoseLleHne OyaeT OTNPaBnATLCH NPY NPOXOXKOEHUUN KAXO0W BPEMEHHOW OTCEYKY,
yKasaHHoW Ansi pa3bopa nHuMaeHTa.

e "OTnpaBnATb ONoBelleHue eANHOXKAbI Yepes <...> AH., Nocrie AOCTUXKEHUS nocreaHero
nokasaTtensi BpeMeHU yaepxaHua' - Npu akTmBaumy onumm onoselleHne ByaeT oTnpaBnsaTbCs
nocrne NpoxoXaeHus nocregHen CKOHUrypupoBaHHOW BPEMEHHOW OTCEYKM.

e "[INA MHUMOEHTOB C PUCKOM "BbIiCOKMI" OTNPaBNATL OMOBeLleHUe PerysisipHo Kaxable
<...> OH., nocne AOCTUXEeHUA NOCNeAHEero nokasarens BpeMeHu yaepxaHua' - npu
aKkTMBaLMM ONuUM ONOBELLEHME AN MHLUMAEHTOB C BbICOKMM PUCKOM By[eT oTnpaBnsATbCcs nocre
NPOXOXAEeHWs nocnegHen CKOHMUNYPUPOBAHHOW BPEMEHHOM OTCEYKMU.

e "Nnsa nHUMAEHTOB ¢ puckom "CpegHuin" oTnpaBnAaTb ONoBeLeHue perynspHo Kaxable <...>
OH., nocre JOCTUXEHUA NocneaHero nokasaresisi BpeMeHu yaepaHusa' - npu aktmeauum
onuMu onoBeLleHne Anst UHLUMAEHTOB CO CPeaHMM PUCKOM ByaeT OTNpaBnaTbCs nocne
NPOXOXAEHMS NnocneaHen CKOHUTYPUPOBAHHON BPEMEHHOM OTCEYKMU.

e "[INA MHUMOEHTOB C pUckoM "Hu3kuin" oTnpaBnsTb ONOBELLeHNE PerynsapHo Kaxable <...>
[OH., nocrne AOCTUXEeHUs NocrneaHero nokasarens BpeMeHu yaepxaHusa'" - npu aktmeauum
OnuUK OMNoBeLLEeHNE AN MHLUMAOEHTOB C HU3KMM PUCKOM ByaeT OTnpaBnATbCs Noce NPpoXoXaeHUs
nocrieqHen CKOHMUrypUpoBaHHOV BPEMEHHOW OTCEYKMU.

e "Nna nHUMAeHToB ¢ puckom "OTcyTCTBYeT" OTNPaBnATbL ONOBELLEHUEe PEryrisipHO KaXxable
<...> [OH., nocre AOCTUXEeHUA NocneaHero nokasarens BpeMeHu yaepxxaHua' - npu
aKTMBaLMM ONuUM OMNOBELLEHME ANA MHLUWAEHTOB C OTCYTCTBYHOLLMM PUCKOM BOyAeT OTNpaBnAaTbCA
nocne NpoxoXaeHus nocregHen CKOHUrypupoBaHHOW BPEMEHHOMW OTCEUKN.

e "OTnpaBnATb rpynny coo6weHUn pa3 B Hegento. [leHb Hegenu <...>" - npu akTMBaL MU ONuun
BCE HaKOMVBLLMECS OMNoBeLLeHNs ByayT OTNPaBNATLCS €AMHOXAb! B YKa3aHHbIN AeHb.
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[Ina coxpaHeHWs HAaCTPOEK pexnma OTMNpPaBKM OMOBELLEHN HAXMUTE Ha KHOMKY "CoxpaHuTtb",
pacnonoXeHHY BHU3Y CTpaHuWLbl No4 BCeMM BriokaMu HacTpoek.

OI'IOBELI.I.EHVIH no 3aAep)KKaM B OGpaGOTKe UeHTp ynpasaeHna MNapameTpbl OnoseuleHnA No 3aJepXXkam B o6paboTke
YPOBEHb PUCKA = HOPMAEHO HEBOMBLIAA 3A NEPXKKA 3AMEPXKKA CO31AH OBHOB/NEHO
Boicokuid 3 5 10 2020-12-09 23:13:30 2020-12-09 23:13:30
Huzemii 29 84 168 2020-12-09 23:13:30 2021-08-16 17:36:35
Cpeanuit 5 28 56 2020-12-09 23:13:30 2020-12-09 23:13:30
OrcyTcreyer 84 2020-12-09 23:13:30 2020-12-09 23:13:30

OTnpaeATs ONoBeLleHne NPU KaXaoM NameHeHnn Bpemenn obpaboTkm 1

OTMpaBuTL OMOBeLLEHNE EAMHOXABI Yepes  — 1+ AH, Nocie AOCTUXEHUA MOCNEAHEro MOKasaTenA BpeMeHU yaepxaHus 1
JINA VMHUWAGHTOB C PUCKOM "BbICOKMIA", OTNPABAATL ONOBELLEHUEe PEryAPHO KaxXable = — 5 +  AH., nocne AOCTWXEHUA MOCNeAHero NoKasaTens BpeMeHu yaepKaHna i
JIna vHumMaeHTOR € pruckom "CpeHuii’, oTNpaeaTs ONOBELIeHUe PEryapHO Kaxasle —— 7 + AH., MOCAE JOCTYXKEHWA NOCNEJHEr0 NoKazaTens BpeMeHI yaepxaHua i
[Inf HUMAEHTOB C PUCKOM "HHaKuii", OTNPaBAATL ONOBeLeHe Pery ApHO Kaxasle  — 5+ [H, ocie AOCTVXEHMA MOC/eAHero Nnokasatens BpeMeHy yaepxanma i
[Inf vHUMAEHTOB C pUckom "OTCyTCTBYeT", OTNPABAATL ONOBeLIeHUe PEryIApHO Kaxable — 5 + | A, 0CAe AOCTUXEHMA NOCSAHEro NoKasaTe/a BpemMeHy yaepxanma i

Otnpaeaath rpynny cooblieHuii pas B Heaento. [lens Henenw:  MoHepensHuk + 1

OBLUMIA TEKCT, OTN: ¥ B KaXa0M or

PucyHok 59 - HacTporika pexxMMmoB OTnpaBKkX OMOBELLEHNN
9.1.4.4. HacTtponka TeKCTOB AN ONoBeLEeHUn

[nsa onoseLyeHnin No 3agepkkam B 06paboTke MOXXHO HACTPOUTb CEeAYOLLMIA TEKCT (CM. pucyHOK 60):

e "OOLWWMIM TEKCT, OTNpaBnsAeMbIi B KaXaoM onoBeLeHuun" ;

e "TeKcT coobLieHUs 06 M3MEeHeHMN BPpeMeHU yaepKaHUsA nHumgeHTta ot "3agepxku” oo
"Hepgonyctumoro" " ;

e "TekcT coobOLeHUs1 06 U3MEHEHUU BpeMeHU yaepXaHusa nHumaeHta ot "HebonbLion
3agepxkn" go "3agepxku"

e "TekcT coobLeHUs 06 U3MEeHEeHUU BpeMeHU yaepxaHusa nHumaeHta ot "HopmansHoro" oo

"HebonbLuon 3agepxku™".

[nsa coxpaHeHWs HAaCTPOEK TEKCTa OMOBELLEHMI HaXXMUTE Ha KHOMNKY "CoxpaHUTb", pacnonoXeHHyo

BHM3Y CTpaHuULbl Nog BCeEMU BriokaMm HacTpOeK (CM. pUCyHokK 60).

[inA MHUMAEBHTOB C PUCKOM "HU3KMIA", OTNPaBAATb ONOBEIIEHUE PEFYAAPHO Kaxable — 5 +  AH. NOCAE AOCTIKEHWA NOCNEAHETG MOKA3ATENA BPEMEHH YAEPKaHUA 1
Jins MHUMAEHTOB C puckom "OTCyTCTBYeT', OTNPABNATL ONOBELeHNe PEMYAAPHO Kaxasle  — 5+ AH, NOCAE AOCTVKEHMA MOCIEAHETO MOKasaTens BpemMeHn yAepXaHus 1

OtnpasnaTs rpynny coobuwenni pas 8 Heagento. flenb Heaenn:  Mowesenshak $ 1

OB TeKkcT, oTnp Vi B KaXKAOM

BruMaHve! BBUI0 USMEHEHO BPeMs YAEPXaHNS MHLMACHTa

Teker o6 F MHUMAEHTa OT “"3aaepkun” 4o "Heaonyctumore”

<4 areid no 2

Teker 06 BpeMeHn WHUWAEHTa OT "Hebonblwoii 3aaepkn” Ao "3aaepxkn”
~
<7 aHeit go 5\
v
Teker o6 BpeMeHn MHUMWAEHTa OT "HopManbHOro™ Ao “HeBonbluoii sanepxkn”
~
v
Coxpanuts

PucyHok 60 - HacTporka TeKCTOB ONoBELLEHNIA


af://n1939
af://n1954

10. CooOLwieHun
10.1. Paspen CoobOweHusn

CoobLeHus -- mexaHn3m obmeHa nHopmaumnen Mexay nonb3oBaTeNsiMn CUCTEMBI,

aHanorn4yHo SﬂeKTpOHHOVI no4yre.

CoobuieHus

MpounTtanHbie admin test MS-WIN - M3mereno npasino Mexceresoro skpana 247272472 2021-03-03 15:65:39

OTnpasnenHbie

PucyHok 61 - Pabo4vasi obnacte pasgena «CoobLieHnsa»
B pabo4en obnactu otobpakatoTcs criegytoLlime Buabl COOOLWEHNI (CM. PUCYHOK 61):

e HenpounTaHHble;
e [IpoynTaHHble;

e OTnpaBneHHbIE;
Cnimcok coobLLeHnin, coaepXnT cneayoLimne nons:

e Or KOro;

e Tema;

e Twun vHumgeHTa n IHUMaeHT;
e AKTUB;

e [laTa

[ns cospgaHus HOBOro coobLeHms HeobXxoaMMo HaxxmMuTe KHomky "Hanucatb".

B nosiBmBLIEMCS OKHe "HoBoe coobLueHre" 3anonHuTe nons "lMonyyartens " n
"3aronosok", BBeAMTE HOBOE COObLLEHNE U HaxmuTe kKHomnKy "OTnpaBuTb"
(cm. pucyHok 62).
HoBsoe coobuieHune X

Monyyatens

“

BbiGepuTe nonyyatens

3aronosok

CoobleHne

%

PucyHok 62 - OkHo «HoBoe coobLleHne»


af://n1954
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11. Pazpen OTyeTsl

11.1. OcHOBHbIe 3N1eMeHTbI pa3gena

Pasgen "OTyeTbl" NpegHasHayeH A8 Co30aHns 1 ynpasneHvs otyetamm Tuna "gawbops'”.
Pasgen coctout 13 cnegyoLLmx anemMeHToB (CM. pUCYHOK 63):

e Pabouas obrnacTb pasgena: nnbo nycras, nMbo oTobpaxkaeT OTYET, 3afaHHbIN "Mo ymMonyaHu".
e Hapg paboyert obnacTblo pacnonaratotca YyHKLMN HACTPONKM OTOBpaXkeHms oTyeTa:
® rone Bbibopa HOBOrO BPEMEHHOIO UHTEpBarna OT4eTa;

©  (pyHKUMSA NOACTPOVKM LUMPUHBI oT4eTa nof, popmat A4 - kHorka "lMepeknoynTb WUPUHY";

0 hyHKUMS NpeaBapuUTENBHOrO MPOCMOTPA NeYaTHOW BEpCUM OTYeTa - kHonka "lMepenTn B
oryet";

©  (PyHKUMS HACTPOWKN BPEMEHHOIO Nepnofa OBHOBMNEHNS OaHHbIX - PACKPbIBaIOLLIMNCSA CMUCOK
"BpyuHyto" (rae "BpyyHyro" - 3Ha4YeHue rno yMornyaHuio);

O KHOMKa ANns 3anycka 0OHOBMEHUSI OaHHbIX - E
e CrieBa pacrnonoXeHO MEHI0 pasaena, KOTopoe COAEPXKUT:
® TeKyLLMI CMMCOK OTHETOB - pacKpbIBaKLLMIACS cnucok "BbibepuTte oTuet".

O (PYHKUMIO MepeBoa B peXxuM pefakTupoBaHus - doniarosoe nore "Pexum
penakTupoBaHua".

OTuetbl UeHTp ynpasneus - OTuersi

Pexui peaakTiposatine

2021-02-0100:00:00 ~ 2021-04-30 23:59:59 [}  Bpyumyo ¥ E
CMUCOK OTHETOR

BuiGepuTe oTver 3aronoBok oT4yeTa
v Ons nevarn | J
TnasHas

BCEFO NPABMA KOPPENALIMK CPABATBIBAHUS MPABMN KOPPENALIUM BCEFO AKTMBHbIX MPABUN KOPPENSALIAM

61 326 10

KON-BO MHUMAEHTOB KON-BO AKTUBOB

21 75

N0 CTATYCAM VHUMAEHTBI M0 KATETOPUU

MHUMAEHTBI O YPOBHIO OMACHOCTH

Knioy 3HAYEHME
high 6
medium 8
low 7

none 0

PucyHok 63 - Pabouas obnactb pasgena "OTueTb!”

11.2. OCHOBHbI€ 3N1eMEeHTbI pa3fgena B pexunme
penakTupoBaHUA


af://n1984
af://n1985
af://n2013

Mpwv HanMuuK y nonb3oBaTens HeoBXOAUMbIX NMPaB eMy AOCTYMHbI (PYHKLMMW YNpaBIieHUs oT4eTaMm B

pexXunme peaakTtnposaHua.

Ecnu yctaHoBuTb onar B none "Pexum pegaktupoBaHMA”, TO Ha 3KpaHe NosIBATCS HOBblE

AOMNOnHUTENbHbIE YHKLMM (CM. PUCYHOK 64):

e Pabouas obracTb pasgena: Ans BUMKETOB oTYeTa OyayT ycTaHOBMEHbl (oYHKLMM YNpaBneHns

BUIKETaMun:

® yaaneHue Buaxerta u3 otyeta - kHonka ( i )

O pepdakTMpOBaHWe BUIXETA - KHoMKka ( #* );
o obHoBMeHne BuIXeTa U3 oTyeTa - KHonka ( &4 ).
e Hap pabouen obnactbio 4obaBATCA creayolme PyHKLMN paboTbl C OTYETOM:
®  (PYHKLMSA YCTAHOBKKM OTYeTa "NO yMonyaHuio" - kHonka "lMocTtaBuUTb Ha rmaBHyH":

o byHKUMa oyGnNMpoBaHns oTyeTa - KHonka "dybénupoBaTb"”;
o ®yHKUMA yaaneHus oTyeTa - KHornka "Ypanutb".
e B meHto pasgena (pacnonoxeHHoM crieBa) obaBsTca cnegyrowme pyHKUUM ynpaBneHus

oTyeTamu:;
® co3faHue HoBOoro ot4yeTa - 6nok "JobaBuTbL HOBbLIA OTYeT";

O y[areHue CyLleCcTBYyHLEero otyerta - kHornka "Yaanutb";

O COXpaHeHWe BHECEHHbIX M3MEHEHUIN B CYLLIECTBYHOLLNIA OTHET - KHoMKa "CoxpaHUTb
n3MmeHeHua";

0 pobaBrneHne HOBOro BUAXKETA B OTYET - 650K "[o6aBUTb HOBbLIN BUAXeTt".

OTueTbl LleHTp ynpasnetms > OTueTsi
2021-02-01 00:00:00 ~ 2021-03-31 23:59:59 [
CNUCOK OTYETOB
N BCEFO MPABMA CPABATBIBAHMS BCEFO AKTUBHbIX KON-BO  KOM-BO COBbITUI BCEFO CPEOHWI
assanne KOPPENSLMN nPABUN nPABUA AKTUBOB  WHLIMAEHTOB 9 EPS
MnasHas 6 KOPPENSALUN KOPPENALMU 8 3 2
LI LI L - T s 2w 72 L - L -

BbibepuTe oTyeT !

nagHas M N0 CTATYCAM VMHUMAEHTbI MO KATETOPUU

CoxpaHuTs usmenenns | Yaanuto

@ VungenTs: no Kateropui

[LOBABWTb HOBbI OTYET

HassaHue

[OBABUTb HOBbIN BUAXET

new & & <
HassaHne > »

v s e s

. No TUNY KATETOPUU U BAXHOCTH N0 UCTOYHUKY
Mposaiiaep AaHHbIX

KoY 3HAYEHUE KoY 3HAYEHUE

3ce093b80173 9

PucyHok 64 - Pabouyas obnacte pasgena "OTueTbl" B pexume pegakTMpoBaHus

11.3. YnpaBneHue ot4yeTamm

C nomolLbo byHKLMOHaNa pasaena ¢ oT4eTaMy MOXHO BbIMOMHUTL crieaytoline AencTBuUs:

e [locMOTpeTb AaHHblE B OTYETE 3@ YKa3aHHbIV AManasoH BPEMEHW.

e PacnedvartaTb OTYeT.


af://n2048

e YCTaHOBUTbL A5 OTYETa cTaTyC "No yMmonyaHui".

e (Co3gaTh HOBbLIN MO COCTaBY AaHHbLIX OTYET, OTBEYaOLLMIA TEKYLLMM 3adadam.

® /I3MeHUTb CMMCOK BUXKETOB B CYLLECTBYOLLIEM OTHETE.

® 13MeHUTb pacnonoXeHns 1 pasmep BUOXKETOB B CYLLECTBYOLLEM UM HOBOM OTHeTe.

° CKOI'II/IpOBaTb CyLLLeCTByI-OLLLI/II7I oTyeT and ©e30MnacHOro BHECEHUS U3MEHEHWIA,

MoppobHoe onncaHve AeNCTBUIA C OTYETaMM NpUBEAEHO B pasaene "Paboma c omyémamu” .

11.4. CocTtaB BUOXeTOB OTYeTa

CocTtaB 6mnokoB nHdopMaLmm B OTHETE (BUIKETOB) 3aBMCUT OT Ha3HaYeHUst oT4yeTa.
MHdopmauusa B oT4eETaxX MOXET NPegoCTaBnsaATLCA B Crieayowmnx Bugax:

® YuUCIEHHOE 3HaYeHMe;
® KpyroBas Auarpamma;
e cronbyartas guarpamma;
e Tabnuua;

® 3aroroBOK.

12. PaboTta c MHUMaeHTaMmu

12.1. O6wme gaHHbIe 00 MHUMOEHTaX

Mnatdopma Pagap npegHasHayveHa ansg aBtomatusaunm gestensHoctu cneumnanmncto SOC.,
O6paboTka nHUMaeHToB Nb siBNsieTcs O4HUM M3 KoYeBbIX NMPOLECCOB AeATENbHOCTY LieHTpa
MOHUTOpPWHra.

MHumageHT nHdopMaLmoHHOM 6e3onacHocTU (MHUMAEHT UB) - nosiBneHne oqHoro UM HeCKonbKnx
HexenaTenbHbIX/HeoXnaaHHbIX cobbITuin B, ¢ KOTOpbIMU CBA3aHa 3HaYUTENbHAsi BEPOSATHOCTb
KoMnpomeTauum busHec-onepauumn n cosganus yrpossl b [TOCT P MCO/M3K TO 18044-2007].

Mnatdopma obpabaTbiBaeT MHUMAEHTbI CreAYHLLMX KaTeropuii:

® Y93BMMOCTb (MPY UHTErpaLmm co CKaHepoM ya3BUMOCTEN) - AedeKT B UICXOAHOM Koae
nporpaMmMHoro obecneyeHnst nn ero KoHUrypauuu.

® HapylueHne NonuTMKK - 4ENCTBUS, BbiIBNIEHHbIE CUCTEMOWN, nayLLmMe B pa3pes C NonmnTUKON
©esonacHocTu.

e (CeTeBas aHOManus - CeTeBasi akTMBHOCTb, MMEIOLLAs OTKITOHEHWS] OT HOPMBbI.

B paMKax nﬂaT(*)Oprl WHUMAEHT BCerga MMeeT onpeferieHHbIn TN NHUMOeHTa u NpUBSA3KY K akTuBY,

Ha KOTOPOM OH BbIABIIEH.

12.2. BbisBneHne nHumaeHToB (aBTOMaTn4yeckoe
co3gaHue UHUUOEHTOB)


http://docs.pangeoradar.ru/user/flow_reports
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af://n2096

12.2.1. MexaHU3Mbl BbISBNEeHNA UHLUUOEHTOB

B pamkax MNnaTtgopmMbl peanu3oBaHbl CrieaytoLe MexaHu3Mbl BbIIBIIEHUS MHLUUOEHTOB:

® npaswuna Koppensauum -- noapobHoe onvcaHue B pasgene "Pykosodcmeo paspabomyuxa npasusn

koppenayuu” ;

® naHHble 06 yA3BUMMOCTSX -- MOAPOOHOE onuncaHue B pasgene "VMiHmezspayus co ckaHepamu

ya3gumocmed";
® Co3gaHue MHUMOEHTa BPYYHYIo;
® KOHTPOIb CMMCKa NpOorpaMmMHOro obecneveHust -- noapobHoe onvcaHue B pasaene "Hacmpouka

KOHMPOJISA y/CmaHOo8IeHHO20 pozpaMMHo20 obecrnevyeHus";

12.2.2. NpncBoeHune ctatyca HOBbIM UHLMAEHTaM

HoBble MHLMAEHTHI MOryTt ObITb CO3aaHbI B cnegyrwmnx crtatycax:

e "HoBbIN "-- MHUNOEHTBI BUAHbI BO BCEX MHTEPMENCAX CUCTEMBI, UCNOMb3yeTCH AN CO30aHUS
WHUNOEHTOB B paMKax LUTaTHOW paboTbl CUCTEMbI.

e "I HoBbIN" -- MHLUMAEHT B JaHHOM cTaTyce BMAEH TOMbKO B MHTEpdence agMUHUCTpaTopa,
ncnonb3yeTcsa Ans Co3naHus MHUMAEHTOB, TPeOYOLMX 4ONONMHUTENbHYIO MPOBEPKY CO CTOPOHbI
BbICOKOKBanNMULMPOBaHHOIO aHanuTuKa.

12.2.3. NMpoucwecrtBus

B Nnatdopme peanvsoBaH MexaHW3M CO34aHUS NPOUCLLECTBUIA B paMKax CyLLECTBYIOLLEro MHUMAEeHTa
6e3 NopoXaeHWs HOBOTO, YTO 3HAYUTENBHO NOBbILLAET 3PHEKTUBHOCTL PabOoThl CNeLmManucToB no
paccrnefoBaHuio MHLUOEHTOB.

NHumaeHT, y KoToporo criegytoLie aTpubyThbl:

® TUM MHUUAOEHTa;

e |P-agpec akTuBa, Ha KOTOPOM OH OBHapYXXeH;

e TCP-nopt (onunoHarnbHo);

® paeHTUdMKaTOP, NepegaBaeMbln U3 KOPPEnsLMmU (ONUMOHanbLHO),

coBnagarT C COOTBETCTBYHOLLMMUN anI/I6yTaMVI cyuleCcTByloLlero MUHUMaOeHTa, permcTpupyeTca He Kak
OTAENbHbIV MHUWOEHT, a Kak npoucLuecTeMe B paMKax CyLlecTBylLlero nHunaeHTa.

B cniyyae, ecnu npoucluectere Ao6aBnseTcs B UHUMOEHT B cTaTyce «3akpbiT», TO, B 3aBUCMMOCTM OT
HaCTPOWNKN NEPEOTKPLITUS UHLMAEHTE, MHUMAEHT ByaeT nepeoTKpbIT nnn ByaeT co3aaH HOBbIN

WHUMOEHT.

12.3. Co3gaHue nHUMaeHTa BPY4HYH
{#create_incident_manual}

12.3.1. O6wWwume nonoxeHus

CosgaHue nHumaeHTa BPY4YHYH MOXeET I'IOTpGﬁOBaTbCﬂ B criegyroLwmx cny4vaax:

® VHUWAOEHT BbISBNEH aHanMTUKOM MO pe3yrnbrataM aHanv3a AaHHbIX akTUBa, COObITUIA UMW UHbIX
NCTOYHUKOB UHpopMaumy;

® NHUWMAEHT BbisiBNEH BHe [naTdopmMbl n nepegaH aHanuTuky no BHELLUHeMY KaHany (3rneKkTpoHHas
noyta, TenedoH).


af://n2097
http://docs.pangeoradar.ru/correlator/spec_functions_logmule
http://docs.pangeoradar.ru/user/flow_scanners
http://docs.pangeoradar.ru/admin/ui_software
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af://n2129
af://n2130

12.3.2. locTyn K hyHKLUU CO3[aHNA HOBOIro MHUMAOEHTA
BPY4HYHO

q)yHKLI,VIFI CO34aHnA BPY4YHYHO HOBOIo nHUuMageHTa oCTynHa:

® Ha 3KpaHe Co CnuckoM nHumaeHToBs: "MHunpeHTbl"-> "UHunpeHTbl",;
® Ha KkapToyke Tuna uHumaeHTa: "UHumaeHTb!"-> "Tunbl UHUMAEHTOB" -> /WENKHYTb NO

3arosfioBKY MHTEpecyIoLero Tuna B crnucke/.

12.3.3. Co3pgaHue HOBOro MHUMAEHTa CO CTpPaHUL bl CNMUCKA
uHumnaeHTtoB {#create incident_from list}

[ns cosnaHna MHUMOEHTa co CTpaHuULbl CO CMIMCKOM UHLMAEHTOB HeoBXoanMO:

1. MepenTu B pasgen «UHUMAEHTbI» ->«AHUNACHTbI».
2. HaxaTb Ha kHomMKy «Co3aaTb UHUUAOEHT».
3. B OTKpbIBLLEMCS OKHE YKa3aTb TUM CO34aBaeMOro MHUMAEHTA, BbIOpaB ero U3 packpbiBatoLLErocsi

cnucka "Tun nHumMpeHTa" (CM. pUCYHOK 65).

LlenTp ynpasnetmna Whumaenter > Cospatne

Tun uHuMAaeHTa

Bui6epure xateropuia

MS-WIN — WameHeH aTpubyT B aomere
MHOKECTBEHHEIE HEYAZUHEIE NONEITKY EXOLE HE DAZNMUHEIE CUCTEME! MOA OLHMM NONLI0EaTEA:
MHOXECTBEHHBIE HEYAGUHLIE MOMBITKY BXOAA HA OAHOM Y3AE MO/ Pa3HBIMH YHETHSIMIA 33MACHM
MS-WIN — HeaeTopHa0BaHHLIA YENELHLIA UAM HEYAAUHSLIA BXOA B CUCTERY € UCMON20BaHMER |
ArTuenpyc - OOHapyxeHo 1 YCTPaHeHo EpeLoHocHoe N0

(OBHapys«eHa NONLITKA YCTaHOBMTE CBA3S C MCMIONL30BaHMEM NOA03PUTENLHOD cepTudikaTa TL

‘O6HapyxeH NoAo3pUTeNbHBIA aiin

MS-WIN — Ha uenesom yzne obHap: YCreLHoe MCr NprEMIEr A nan
IDS - scnneck akTweHocT DNS

IDS - DNS-zanpocsl ¢ ANMHHSIMK MMEHaKA NOAA0MEHOE

MS-WIN — OBHapyXeHo nsmeHerie UneHCTsa B JyBCTBUTENLHOR rpynne

MS-WIN-MHOECTBEHHEIE HEYAAUHLIE NONLITKYM ayTeHTUGMKALMM € Ucnons2oBaHvel Kerberos
v

< >

PucyHok 65 - Beibop Trna gnsi cosagaBaeMoro BpyYHyH MHUMAEHTA

4. MNocne BbIOOpa TUNa OTKpbIBaETCS (hopma CO CTaHAAPTHLIMU NapaMeTpamMu yKazaHHOro Tuna
WMHUMOEHTa (CM. pUCYHOK 66). OTpeaakTMpoBaTb CTaH4APTHbIE 3HAYEHMS NOMeKn, eCnNn 310
Heobxoammo. MNonHoe onucaHve NapameTpoB TUNa MHUUAEHTA NPUBELAEHO B pasaene

"MMpocmomp demarnusayuu muna uHyudeHma. Kapmoyxka muna'.



af://n2137
af://n2144
http://docs.pangeoradar.ru/user/flow_type

LieHTp ynpasneHus WHuMaeHTb! CozpaHune

Tun UHUKAEHTa AkTns

MS-WIN — OBHapyXeHO N3MEHEeHUE UNeHCTBa B
YYBCTBWTE/bHOW rpynne

Nma

MS-WIN — O6Hapy>XeHO U3MeHEHUEe UNeHCTBa B UyBCTBUTENbHOI rpynne

Kateropua

HapyLueHue NoAUTAKA

Coortsercreue M0

Mcnonb3osarb ANA CO34aHNA MHLUMAEHTOB MPU OLIeHKE COOTBETCTBNA
noz
Ceoaka

O6Hapy>|<eH0 W3MEHEeHWE uneHCTBa B L{yBCTBI’ﬂeI'IbHOI‘/'I rpynne joMeHa.

OnucaHue

O6HapyXeHO N3MEHEHME UNIEHCTBa B YyBCTBMTENLHO rpynne
LOMEHa. 3TO COBbITUE MOXET YKa3blBaTb Ha HeCaHKLMOHMPOBaHHYH
J\eATeNbHOCTb 310YMBILLNEHHMKA. [TOSTOMY K HeMy ClieflyeT OTHECTUCh %

MocnecTBUA peanv3oBaHHOM Yrposbl

WM3meHeHua B UyBCTBMTEﬂbHOﬁ rpynne 4oMeHa MOryT NPeACTaBAATE
BbICOKWA PWCK 3a CYeT NpeaocTaBNeHMa HeaBTOPMU30BaHHbIM

A<

YUETHBIM 3aNncaAM A0CTyNa K KPUTUYECKW BaXHbIM pecypcam. B

PekoMeHAaLMK MO YCTPaHEHWIO Yrpo3bl

* Y6eanTech, UTO AeWCTBUE 3aNNaHMpOBa W BbINOAHWA
aBTOPU30BaHHbIM aAMUHICTPATOP, UCMO/b3YA YCTAHOBNEHHbIE
NpOLecchl U NPOLEAYPb YNpaBAeHNA U3MEHEHUAMU. Y

PekomMeHAaLWKM MO YMEHBLLEHWUIO pUCKa

MpPOYUNAKTMKA BPEAOHOCHO AeATe/IbHOCTN SOPEKTUBHEE, YeM
o ncnpasneHue ee I'\GCJ'\E,ELCTBVIM Llaﬂee npuseseH CNUCOK OCHOBHbIX
DEKDMEHABLMM M0 NOBbILLEHW0 6830MaCHOCTY BalLIMX CUCTEM: %

BHyTpeHHee npumMeydaHue

Pasuep D 255

OueHKa p1cka

0.0
[ ]

Ouerka puckd, 3a0aHHGA & MUne UHYUOeHMA, UCNO/L3Yemcs, ecAu Npu co30aHuU UHYudeHma

OUeHKa PUCKa He yKasaHa

KommeHTapuid

Smom kommerimapuil e suder & LIMP.

PucyHok 66 - HacTponka napameTpoB Tuvna npy CO34aHun HOBOrO MHUMAEHTa

5. B obnactu "AKTMB" yka3aTtb |IP-agpec aktmBa Ha KOTOPOM MPON3OLLEN NHUMAEHT U HaXXaTb KHOMKY
"Mounck aktuBoB". [pon3onaeT npmBsA3ka co3gaBaeMoro MHUMAEHTa K akTuBy. Ecnuv ykasaHHbIN
aKTUB Y)Ke CyLLeCTBYeT, TO nosiBuTCs obnactb "[lob6aBneHue K CylecTBYOLWEMY aKTUBY" 1
kHorka "CoxpaHuTb" (CM. pucyHok 67). [Npun OTCyTCTBMU pernctpaumm aktmea Ha lNnargopme
OyneT npeanoXeHo co3naTtb akTUB. ANTOPUTM CO3[aHUsl HOBOTo akTuea Ha lNnatdopmbl NnpuBeneH
HUXe.

6. [InAa 3aBepLUeHns co3naHna nHumaeHTa Ha MNnatgopmbl HaxaTb Ha KHOMKy "CoxpaHuTb".



Mpounsonget Bo3Bpat K OOHOBNEHHOMY CMNCKY MHUMAEHTOB Ha CcTpaHuue "UHUMAeHTbI" -

>"UHumpaeHTbI".

LleHTp ynpaBneHus NHunaeHTbI CozpaHue

Tvn MHUKMAEHTa AKTUB
MHOXEeCTBEHHbIE HeyauHble NOMbITKW BXOAa Ha pasNnuHble 127.0.0.1
CMCTeMbl MOJ OAHUM NOAb3OBaTENEM X

Mownck aI(WIBOB

Nma
[Nob6aBneHue K cyLLecTBYHOLLEMY aKTUBY

MHOXECTBEHHbIE HEY/IAUHBIE MOMNbITKWA BXO/a Ha Pa3/InyHbIE CUCTEMBbI MC
P 127.0.01

Kateropusa

Hapyluenvie noauTukm x

PI/IcyHOK 67 - an/IBﬂ3Ka HOBOIO MHUMOEHTa K akTUBY U COXpaHeHune Co30aHHOro nHunaeHTa

Mpu oTcyTcTBUM Ha Nnatdopme faHHbIX 06 akTMBe, OyAeT NpeaioXeHo co3aaTh HOBbINM akTUB (CM.
pucyHok 68). Ha akpaHe oTkpoeTtcs obnacTb "Co3gaHue HOBOro akTmBa". [1ns HOBOro akTmBea

Heobxoanmo YKasaTb:

e [lone "Uma" - ykazaTb umMsA akTmMBa Ha [natdopmsl

e [lone "Tun" - TN nnu pornb 060pyAOBaHUS, K KOTOPOMY NPUHAATEXNUT aKTUB.

e OyHKUMSA "SHAYMMOCTb aKTUBA" - yCTaHOBKA YMCIOBOrO 3Ha4Ye€HUsA 3Ha4YMmMocTh aktmea (1-5), ;

o OyHkung "CerteBasi BUAMMOCTDb "' - YCTAHOBKa YMCOBOrO 3Ha4YeHUs CEeTEBOW BUOUMOCTM aKkTMBa
(1-5);

e [lone "IP" - BBecTU IP-agpec akTuBa.

Bonee I'IO,EI,pO6HO€ ornvcaHue co3gaHusa akTuea NpuBedeHo B pasgerne "YipasneHue akmusgamu.

Co3sdaHue akmusa".

AKTHB

CUCTEMEI N0 OOHUM NONbIOBATENEM X v 1.1.1.3

Mowex akTuaos

Co3pnaHue HOBOro aKkTUBEa

CUCTEMB NOA OHUM NoNbIOBATENEM

Mpeaynpexaedue! BYneT co3naH HoBIR aKTHa

Vinn
114

reetcremna MNO?

Tun
DEMEHHOTD NPEEna KONMYecTea ownbok Bxoaa B Host
»30BATENA,

3HA4UMMOCTL AKTHEA a

1 2 4 5
ecTBa OWNBOK BXONA B CHCTEMY HECKONBKKX

CeTesan BMOMMOCTb

YKS3MBATH HA NONLITKY NONYYEHAA YMETHDX 0aHHbIX

b Ha MONBITKY BANOMA YY4STHOR 3anucs. PUck Gyaer
NOYMBIWNEHHUKE HAMGONEE ONACHBIMU ABNAKOTCA

40 AHTHBAPYCHOR NPOrPaMMbl Ha NPEAMET HANHYHA

PucyHok 68 - Obnactb ¢ hopmow co3gaHnsa akTuea (Npu co3gaHum MHUMOEHTa)


http://docs.pangeoradar.ru/user/flow_service_assets

12.3.4. Co3paHue HOBOro MHUMAEHTA C KAPTOYKM TUNa
nHuuaeHTta {#create_from_type}

[nsa cosgaHusa nHumaeHTa ¢ KapTO4KM Tuna nHunaeHTa Heobxoammo:

1. Mepentu B pasgen «"UHumpgeHTbI"-> "TUnbl MHUMAEHTOB" -> /LWEeNKHYTb MO 3arofioBKy
MHTepecyroLero Tuna B cnucke/.

2. B oTKpbIBLLENCS KapTO4Ke Tuna B B110Ke CO CMMCKOM MHLMAEHTOB A4aHHOMO TUMa HaXaTb Ha KHOMKY
«Co3gaTb MHUMAOEHT».

Ha akpaHe cpasy oTkpoetca dopma Co CTaHAapTHbIMW NapameTpaMy Toro Tuna uHumaeHTa? ¢
KapTOYKM KOTOPOro Obina akTMBmpoBaHa (pyHKLMSA CO3AaHMsa NHUMOEHTA.

[anbHenwme warn no Co3aaHuio NHUMAEHTa aHaNormyHbl WaraMm Co34aHusa MHUMAEHTA CO CTpaHuLbI
CMMCKa MHUuAeHTa - cM. npeabiaywmnin pasgen "CosdaHue Ho8020 UHUUOeHma co cmpaHulbl Crucka

UHYudeHmos".

12.3.5. NMpuBA3Ka AONOSTHUTENbHbIX COOLITUN BPYUHYO ANs
aHanus3a npu4inHbl MHUMaeHTa {#add_events}

Mpr HEOGXOAMMOCTU MOXHO MPUBA3ATb K CYLLECTBYHOLLEMY MHUMAEHTY OOMOMHUTENbHbIE COOLITUS,
M3Ha4yanbHO He OTHOCSLUMECs K AaHHOMY MHUMAEHTY. MpuBsiska ocyLecTBAseTcs BpyYHyto. Llenb

NPUBSI3KN AOMONHUTENbHbIX COBbITUI K MHUMAEHTY - 06ecnednTb Goree ToYHbIN aHanu3 MHUMOEHTA.
[na npuBaA3KM coBbITUS K MHLMOEHTY HEOBXOAMMO BbINOMHUTL CrieaytoLLmne OeiCTBUSA:

1. B Be6-nHTEpdelice MNnatdopmbl nepeitn B pasgen "MpocmMoTp cobbiTun®.

2. OTKpbITb MHTEpEeCyHoLLee COBbITUE, LUENKHYB Mo 3Ha4Ky - | (CM. pUCYHOK 69).

Bbi6paHHble nons 25 despana 2022, 15:45:41.000 - 28 despana 2022, 16:27:41.000, ¢ pa3buekoii  apTo ®

? _source

AoctynHble nons & 50

t _id

t _index
# _score
20
t _type
10
© @timestamp
' |

t error

Konuuectso
@
8

26 des 27 des 28 des
@timestamp no 1 uacy

-

eventlogsource....

-

event.logsource.i...

event.uuid

-

Bpems _source

~

grouped_last_ts

event.uuid: AAAAAGIY0all6r5PEpWA44xBcFKQBAS68 event.logsource.host: I
event.logsource.input: 5552-AuditD

t raw o 25 dpepans 2022, 15:55:05.543 raw: {"rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":"pgr.master","rs_relay_ip":" | |  ElllI . 'rs_co!lector_t

§""2022-02-25T15:55:05.540476+03:00","__rs_module™:"5552-AuditD","message":"<182>Feb 25 15:55:05 v-study-master ta

g_audit_log: type=USER_ACCT msg=audit(1645793701.115:8837): pid=30493 uid=0 auid=4294967295 ses=4294967295 su

*

grouped_occur_...

event.uuid: AAAAAGIY0am6TUcwHB8rV/+OORVH4RXWI event.logsource.host: [N N
event.logsource.input: 5552-AuditD
» 25 despans 2022, 15:55:05.544 raw: {"rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":"pgr.master","rs_relay_ip":" |  }  llllll".'rs_collector_t
§""2022-02-25T15:55:05.540476+03:00","__rs_module™:"5552-AuditD","message":"<182>Feb 25 15:55:05 v-study-master ta
g_audit_log: type=CRED_ACQ msg=audit(1645793701.115:8838): pid=30493 uid=0 auid=4294967295 ses=4294967295 su

event.uuid: AAAAAGIY0al0Jhid/yDoiV5+H99/dhTb event.logsource.host: NN
event.logsource.input: 5552-AuditD
» 25 despans 2022, 15:55:05.544 raw: {"rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":"pgr.master","rs_relay_ip":" [ N I NIEMlll'. rs_collector_t

PucyHok 69 - OTKkpbITHE "CbIpbIX" AaHHbIX COObLITUS

3. Haxatb kHonky Hantu nHumaeHT (cM. pucyHok 70).


af://n2183
http://docs.pangeoradar.ru/user/#create_incident_from_lis
af://n2191

JocrynHie nons g

t id

_index
_score
t _type
© @timestamp
,

error

az
Konuuecrao

26 e 27 des 28 Ges
@timestamp no 1 uacy

eventlogsource. host

eventlogsource.input

event.uuid
Bpems _source

grouped _last_ts
event.uuid: AAAAAGIYOall6rSPEP FKQBAS68 event.logsource.host: NI <vent.logsource.input: 5552-AuditD
raw: {"rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":"pgr.master","rs_relay_ip":" IS "rs_collector_ts""2022-02-25T15:55:05.540476
"_rs_module":"5552-AuditD", "message":" < 182> Feb 25 15:55:05 v-study-master tag_audit_log: type=USER_ACCT msg=audit(1645793701.115:88
37):p uid=0 auid=4294967295 ses=4294967295 subj== ined msg='op=PAM:accounting pam_permit acct=\"root\" exe=\"\/usr
V/sbin\/cron\" hostname=? addr=" terminal=cron res=success"}

Tabauua  JSON

*

grouped_occur_count

t raw © 25 despann 2022, 15:55:05.543

@timestamp Qam*k 2022-02-25112:55.05 5435502

_id @am AAAAAGIY0all6rSPEpW44xBcFKQBAS68
_index @eam errors-3.14.0-3.11.0-2022.02.25-000001
_score m

_type @am logs

Traceback (most recent call last): File "<frozen termite.daemon.worker>", line 370, in _process_events File "<frozen termite.pipeline>",
error @@QM3*k line 220, in execute File "<frozen termite.pipeline>", line 81, in parse File "<frozen termite.parsers.grok_parser>", line 55, in parse Valu

\d eError: GrokParser failed to match message with [‘audit\(%(DATAaudit_idj\):]
il hast @amk 1723025/81:000 /

PI/IcyHOK 70 - (DyHKLI,I/Iﬂ NOonCKa MHUNOEeHTa, KOTOPOMY MOXET NnpuHagnexartb gaHHOoe cobbiTne

4. Ecnv gnst 4aHHOro coObITUA CBA3AHHLIN C HAM MHUMAEHT He Oyaet HangeH, To MNnatdopma
NpenioXnT (CM. PUCYHOK 71) NMBO BPYUHYHO CO34aTh MHLMOEHT HA OCHOBE AaHHOro CobbITUSI
(kHonka Co3paTh MHUMAEHT), MO0 [06aBUTL CODLITME K CYLLECTBYHOLWEMY MHUMAEHTY (KHOMKa

[o6aBuTb K CyLlecTByIOLEMY).

0

26 des 27 des 28 des
@timestamp nio 1 uacy

Bpems _source

event.uuid: AAAAAGIYO0all6r5PEpW44xBcFKQ6AS68 event.logsource.host: | cvent.logsource.input: 5552-AuditD
raw: {"rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":"pgr.master","rs_relay_ip":" | R} ' "'rs_collector_ts":"2022-02-25T15:55:05.540476
¥ 25 despana 2022, 15:55:05.543 +03:00","_rs_module":"5552-AuditD","message":" <182>Feb 25 15:55:05 v-study-master tag_audit_log: type=USER_ACCT msg=audit(1645793701.115:88
37): pid=30493 uid=0 auid=4294967295 ses=4294967295 subj==unconfined msg="op=PAM:accounting grantors=pam_permit acct=\"root\" exe=\"\/usr
Vsbin\/cron\" hostname=? addr=? terminal=cron res=success"}

WHUumnaeHTbl He HanaeHbl!

Cospate whuwaent | [loBaswTs K cywectayowemy

Tabauua JSON

@timystamp QQMk  2022-02-25T12:55:05.543550Z

_id Qam AAAAAGIYOall6rSPEpWA4xBCFKQBAS68
_index Qam errors-3.14.0-3.11.0-2022.02.25-000001
score m

PucyHok 71 - PeaynbetaT pabotbl dyHKUMn HauTm MHUMAEHTBI.

5. Haxatb kHonky [lo6aBUTb K CyLUeCTBYHOLIEMY.
6. B OTKpbIBLLEMCSI OKHE (CM. PUCYHOK 72):

o BbIOpaTb NoagxoasLlee NpaBuio Koppensauun ans 4aHHOro CobbITUS;
O HaWTN MHUMAEHT, K KOTOPOMY HEOBXOAMMO NpUBA3aTh AaHHOoe CoBbITUE, MO cebinke unu ID

mnnun Bbl6paTb Hy)KHbIl7I MHUWOEHT U3 npeanoXeHHOro cnucka.




MPOCMOTP cobbITii > /l06aBUTL K CywecTaylowemy.
Mpasuno KoppenaLMy
New_local_user_created *
VIHuMaeHT no ccbinke nam id %

Haiima

VIHUMeHT 13 cricka

Co3AaH HOBbIVi I0KaNIbHbIA NO/b30BaTeNb 5

PucyHok 72 - MpuBsaska cobbITUSA K MHUMAEHTY

8. [Ansa npuBs3kn cobbITUSA K UHLMOEHTY HaxkaTb KHOMKY COXpaHUTb.

[ns Toro, 4ToGbl NPOBEPUTL, YTO NPUBSA3KA COOLITUSA K MHLMOEHTY MPOM3OLLINA, HY>KHO MOBTOPUTDL LUAru
1-3 npvBeaeHHOro Bbile anroputMa. 1o HaxaTuo KHonkn HauTu MHUMAEHTbI OTKPOETCS UMS
WHUMAEHTA, K KOTOPOMY ObINo NPMBSA3aHO BPYYHY COObITME (CM. pUCYHOK 73). o nMeHn nHuuaeHTa
MOXXHO MEPENTUN Ha KapTOYKYy MHLMAEHTA ANng npocMoTpa getanuaauun. OnmcaHme KapToyku
WMHUMOeHTa NnpuBeaeHo B pasaerne JokymeHTa "AHanus uHyudeHma. [Tpocmomp demanusauuu

uHyudeHma. Kapmoyka uHyudeHma".

18:00:00 18:05:00 18:10:00 18:15:00 18:20:00 18:25:00 18:30:00 18:35:00
@timestamp no 1 munyte

Bpems _source

event.uuid: AAAAAGIc4keXIxmP+CQ9kDplZWENNpwN event.logsource.host: IS cvent.logsource.input: 5552-AuditD
event.logsource.application: audit event.logsource.name: Linux Audit Daemon Logs event.logsource.product: audit_daemon
v 28 ¢eppansa 2022, 17:55:01.319 event.logsource.subsystem: parsed event.logsource.vendor: linux event.correlation.id: 1646060101.319:12097 event.severity: 6
event.timestamp: 2022-02-28T14:55:01.319000+00:00 event.worker.host: v-study-worker event.worker.ip: I
event.worker.internal: false

VHUmAEHTbI:

© Co3aaH HOBBI I0Ka/bHBIA NONb30BATED

Tabnnua JSON

@timestamp QQM3%k  2022-02-28T14:55:01.319000+00:00

_id eam AAAAAGIc4keXIxmP+CQIkDpIZWENNpwN

_index eem parsed_linux.audit_daemon.audit.parsed-3.14.0-3.11.0-2022.02.28-000001

PucyHok 73 - TIpocMOTp CMUCKOB MHLMAEHTOB, K KOTOPbIM MPUBA3aHO cobbiTue

12.3.6. NMpuBaska gononHuTenbHbIX nonen {#custom_fields}

K J'IlO6OMy MHUNOEHTY MOXHO no6aBnTb AOMNOMHUTENBHbIE NOMA BPY4HYI B KapTO4Ke nHunaeHTa.

lMepeyveHb gononHUTENbHbLIX Nonen onpegensetcs B pasgene "Pasden "UHyudeHmeb!".

[HononHumernbHble nons".

[ns nobaeneHnss 4ONONHUTENBHOIO MONs BbIOEPUTE NHLMOEHT U NEpenanTe K ero pegaktmposaHuto. B
6noke "dononHuTenbHbIe NonsA" (CM. pUCyHOK 74) BbibepuTe AOCTYMNHbIE AOMNOMHUTENbHbIE NMOMS U
3aganTe Ux 3Ha4YeHue.


http://docs.pangeoradar.ru/user/#car
af://n2229
http://docs.pangeoradar.ru/user/ui_service_asset_findings

LONONHWTENBHLIE MONA

lNonezoBaTens

domain\activeuser{

PucyHok 74 - lobaBneHne gononHUTENbHbIX Nosen

Mocne pobaBneHnst 4ONONHUTENBbHLIX NOMEN U 3a4aHNst UX 3HAYEHWUA HaXXMUTE KHOMKY "CoxpaHuTb".
[nsa ynaneHus 4ONOMHUTENBHOMO NONs U3 KApTOYKN MHUMAEHTOB HAXMUTE KHOMKY "Yaanutb none".

[nsa ynaneHus Bcex AOMONMHUTENbHbIX MONen U3 KpaTovyHUK MHLMAEHTOB HAXXMUTE KHOMKY "YaanuTtb'.

12.4. AHanu3 HUNOEHTa

12.4.1. NMpocMoOTp cNUCKa MHUNOEHTOB

OcHoBHas Lenb aTana aHanmaa - OLEeHUTb CTEMEHb pUCKa Af1s 4aHHOro MHUMAEHTA U HEOBXOANUMOCTb
npoBefeHns fanbHenWwmnx 4eNCTBUN N0 paccrnefoBaHuIo.

MonHbIN TaBNUYHBIN CIMCOK MHLMOEHTOB pacronoxeH B pasgene: "UHunaeHTbl"-> "MHUMOeHTb!"
(cm. pucyHok 75).

Tak e Ha KapTo4ke akTMBa [OCTYMNEH CMMCOK NHLUUAEHTOB, MPOM30LLIEALLNX HA JAHHOM aKTUBE:
"AKTUBbI"-> "AKTUBbI"-> /LIeNIKHYTb MO Ha3BaHUIO UHTEpPECYIOLLEero akTuBa B cnucke/.

m Hoewiii Bce oTkphiTuIe Haznauena B paGore 3anpowena uHopMaLs Oswaaer nposepki Puck npumsT SakpsiT HepelicreuTentHeii
T- %OBEHb PMUCKA TN TUN MHUMAEHTA AKTUE 3ATONOBOK CTATYC MOCNEAHEE NPOUCIIECTBME § € a -

99 * FINS6 127.002 IDS - ecnneck aktueHocTn DNS @8 pacore 2021-08-25 16:24:55 3 0 writer WriterR) users [

60 * FINSE 10.0.0.4 IDS - Benneck akTuenocTn DNS @ Hoewi 2021-08-25 16:47:42 10 users

12 * FINSY 192.168.1.1 IDS - DNS-33MpOCki € AMMHHBIMK UMEHAMYU NOAROMEHOE @ Hogwii 2021-08-25 16:32:17 10 users

@ 53 * FINS8 192.168.1.1 IMS-WIN — O6HapyXeHO M3MeHeHHe UNeHCTE B UyBCTENTENbHON rpynne @ Hasnauena 2021-08-25 16:36:06 10 users

nn w  roue 1a7an s _ N Y a1 Ao ac 1noca an

PucyHok 75 - Cnucok nHumaeHTos B pasgene "MHumaeHTbl" -> "HunaeHTo!"
MnepccbInkm B CTPOKE MHLUMAEHTa obecneynBatoT MPOCMOTP CrieayoLwen aetanbHoM MHopMaunmn:

e [lone "Tun MHUMAEHTA" - COAEPXUT MOEHTUUKATOP TMMNa NPOU3OLLIEALLIEro UHUMOEHTA.
MMnepccbinka BeAeT Ha KapTouKy TUMa UHLMOEHTA C AeTarnbHON MHdopmaumei no gaHHomy Tuny.

OnuvcaHre KapTodKM TUNa MHUMAEHTa NpuBeneHo B pasaene "[lpocvomp demanusayuu muna

uHyudeHma. Kapmoyka muna’.

e [lone "AKTUB" - COOEPXXUT Ha3BaHNE akT1Ba, HA KOTOPOM MPOM30LLENT MHUMAEHT . [Mnepccbinka
BEAET Ha KapTOYKy akTUBa C AeTarbHON MHGopMaumnen no gaHHoMy akTuey. OnmncaHne KapToukm
akTuBa npvBeaeHo B pasgene "Paboma c akmusamu”,

e [lone "3aronoBoK" - COOEPXNT Ha3BaHUe MHUMAEHTA. [unepcebinka BegeT Ha KapTouKy
WHUMOEHTa ¢ AeTanbHoW MHopmaumen no JaHHOMY UHUMAEHTY. OnucaHne KapTodku MHUuaeHTa
npvBeaeHo B pasgene AokymeHTa "AHanu3 uHyudeHma. [lpocmomp demanusayuu UHyudeHma.

Kapmouyka uHyudeHma".



af://n2234
af://n2235
http://docs.pangeoradar.ru/user/flow_type
http://docs.pangeoradar.ru/user/flow_service_assets
http://docs.pangeoradar.ru/user/#car

e [lone "Monb3oBaTenb" ( ; ) - COAepPXUT uMs nonb3oBaTtens NnaTtdopmbl, KOTOPOMY Ha3HaYeH

[OaHHbIA MHUMAEHT ANA paccnenoBaHus. MMnepccbinka BeeT Ha CTpaHuLy C KpaTKoWn

MHpopMaLmer No AaHHOMY MOrb30BaTENHo.

e [lone "Tpynna" ( :;11 ) - COAepPXNT UMs rpynnbl nonb3osaTtenen MNnatdopmbl, KOTOPOW Ha3HaYeH

OaHHbIV UHUMAEHT AN paccrnefoBaHus. Mmnepccbinka BeeT Ha CTpaHMLy C KpaTkow
WHpopMaLmern o JaHHOW rpynne.

e KHoOMkKa pefaktmpoBaHus () - NepeBOAMT Ha CTpaHULy pedakTMpoBaHUsS NnapaMeTpoB

nHuMaeHTa. OnucaHue cTpaHuLbl pefakTMpoBaHUS NpMBEAEHO B pasaerne AOKyMeHTa

"PaccnedosaHue uHyudeHma. PedakmuposaHue napamempos uHyudeHma'.

12.4.2. NMpocmMmoTp AeTanusaumm uHumaeHTta. Kaprouka

uHuuaeHTa {#card}

12.4.2.1. O6Lwee onucaHue KapToO4KU MHLMAEHTA

[ns npocmoTpa Aetanusaumm no MHTepecytoLemMy NHUUAEHTY Heo6Xxoaumo:

1. MNepentn B pasgen "MHunpeHTbI"-> "UHUMAEHTbI" .

2. B cnvcke MHUMOEHTOB LLENKHY T NO Ha3BaHMIO NHTEPECYIOLLEro HLMAEHTA B none "3aronoBok"

Ha JKpaHe OTKPOeTCA KapToydka MHUMAEHTa, coaepKallas MOSHbIN Ha6op O3aHHbIX MO MHUMOEHTY (cm.

pUCYHOK 76).

YA3BMMOCTb y/ialeHHOTo BbiNoHeHNs koga Microsoft .NET Framework (01/14/2020)

1D: FIN132-20220909-112520-0 @

CPOYHOCTb m

3HAYNMOCTE 10

AKTWB 3

PE3Y/ILTAT AHANM3A

3HauMMOCTL aKTHEa! 3
Ceresan suanmocrs axmuea: 3
¥posens prcxa: 10
Bpeun obpaoTi: normal

WCTOMHUK COBBITURA

Ckarep yassumocredi

HA3BAHWE 172.30.254.173
™n Host
reynnel

KON-BO
KON-BO
a1 MOBTOPHBIX 0
MPOUCILECTBUIA OTKPHITHA

3KCNNYATWPYETCA
YAANEHHO

FQDN/IP oc

windows_server_2016 -
17230.254.173

Mokasams wHuWAeHTE! axTuea (200) »

Hoewii =

OTBeTCTREHHBIH

Bpems cosganun unungenTa

Bpems nocneqHers npoucLIecTBIA

Kareropna

Tun

Tpynna uniuaentos

© Cnvcox wHumgentos &

Hanucare cooBujenie

Nonwioearens > fpynna~
2022-09-09 14:25:20
2020-10-26 18:11:57
YazsumocTe

Her rpynnsi

<title>YsssumocTs ypanewroro swnonwenus xogs Microsoft .NET Framework (81/14/2028)</title>cdescription>YsssumocTs ypaneworo ssnomwerws koga s Microsoft .NET Framework MOSBONRET nOMywHTe KOHTDONE Haj YA3SHMOR CHC

platformsMicrosoft Windows 7</platform

platformyMicrosoft Windows §.1</platform>
platform:Microsoft Windows 10</platform

platformsHicrosoft Windows Server 2008</platform»

platform>Microsoft Windous Server 2008 R2</platform

platform:Microsoft Windows Server 2012¢/platform>

platformyHicrosoft Windows Server 2012 R2</platform:

Tt Farmitti e

seft Uindmus Servar 20167 /mlatfarms

PucyHok 76 - KapToyka nHumgeHTa ¢ getanbHOn nHdopmaumnen no MHUMOEHTY

KapTouka uHUnaeHTa coCTouT U3 cneayroLmx MHOOpPMaLMOHHbIX OrTOKOB:

e (CpogHasi VIHd)OpMaLlMFI Mo MHUMAOEHTY - BePXHAA YaCTb 3KpaHa,

e bnok "lMpoucwecTBua" - cogepxmTt MHOpPMaLMIo Mo NPOUCLLECTBUSAM, 3adPUKCUPOBaHHLIM B

paMKax OfjHOro UHLUUAEHTA.

e Bbnok "Uctopua" - nctopus 4enNcTBmim ¢ UHUNOEHTOM.


http://docs.pangeoradar.ru/user/#edit_param
af://n2255
af://n2256

12.4.2.2. bnok cBoAgHOU UHMOPMAaLIMU MO UHLUAEHTY

Brnok ceogHon VIHdI)OpMaLLI/II/I coaepXxuT cnegywouwme aaHHble No MHUMOEHTY:

e (CkBo3Hou nageHtndpukatop "ID" nHUMaeHTa.

e "Komnu4ecTBO NPOUCLLECTBUIA" - KOSNIMYECTBO NMPOUCLLIECTBUI, 3aDUKCUPOBAHHbBIX Ha TEKYLLMI

MOMEHT B paMKax MHLUuAEHTa.
e "KonnyecTBo NOBTOPHbLIX OTKPbLITUN" - KONMMYECTBO NOBTOPHbLIX OTKPLITUA MHLMAEHTA.
e "MCTOYHUK coObITUA" - yKa3blBAETCSA TUM UCTOYHMKA UHLUMAEHTA, Hanpumep "BBeaeH Bpy4yHyro'.
e [laHHbIEe aKTMBa Ha KOTOPOM MPOU30LLES UHLMOEHT:

e "HasBaHue "- yHMKanbHOe Ha3BaHWe akTuBa Ha [Nnatdopme. Peann3oBaHo B BUAE MMNEPCCHINKY,
KOTopas BeAeT Ha KapTouky akTuaa. OnucaHve KapTovku akTvBa NpUBEAEHO B pasaerne

AokymeHTa "[lpocmomp demanu3sayuu. Kapmoyka uHyudeHma'".

o "Tun" - TMN akTMBAa.
o "[pynnbl" - yKasblBaOTCA O4HA UN HECKOMbLKO rpynmn, KOTOPbIM NPUHAANEXUT OaHHbIN
akTuBa.
o "FQDN/ IP" - IP- agpec nnu FQDN akTnBa. Peann3oBaH B B1Ae runepcchbirikiu, Kotopas
BeOET Ha CNNCOK CETEBbIX MHTEPEENCOB aKTUBA.
o "OC" - onepaLMOHHasa CUCTEMA, YCTAHOBIIEHHAsA Ha aKTUBE;
e TeKyLuMi cTaTyC UHUMAOEHTA - NpeacTaBnseT cobor yHKUMIO CMEHbI CTaTyca B BUae
pacKpbIBatoLLLErocs CrMcoK cTaTycoB (CM. pucyHok 77). CnMCOK COAEPXUT BO3MOXHbIE BapuaHThbI
CMEHbI TEKYLLIEro cTaTyca 1 No3BOSISET MOMEHATb CTATyC UHLMOEHTa HEMOCPEACTBEHHO Ha

KapTo4ke nHumaeHTa.

YA3BMMOCTb YAaneHHoro BeinoiHeHus koga Microsoft .NET Framework (01/14/2020)

IC: FIN132-20220909-112520-0 &

3HauumoCTs aKTvBa: 3

Hogwiid ~
Corees e . KON-BO
Cereser suamiocTs akTnea:; 3 KON-BO
CPOUHOCTD - . MOBTGPHBIX
Bpenn oBpatoTki: normal

B patore
AanuA uAuMaeHTa
HeaeficranTensHeli

WCTOYHMK COBBITUA: IKCMAYATHUPYETCA x DpemA NOCNEAHEr0 NPONCLIECTEMA

3HAYMMOCT 10 YAANEHHO

Ckamep yzsmocTeit
Kateropua

HA3BAHVE 172.30.254.173 FQDN/IP oc Tun

AKTHB
3 mn Host windows_server_2016 -
reynnL 172.30.254.173

Fpynna uHynaenToR

PucyHok 77 - ®yHKUMA CMEHbI cTaTyca Ha KapTouke MHUMOEHTa

e "Bpems npoucwiectBus" - BpEMS CO30aHUS UHLMAEHTA;

e "OTBeTCTBeHHbIN" - NpeacTaBnsaeT cobon ABa pacKpbIBaKOLLMXCHA CMCKA: CMIMCOK MoNb3oBaTenemn
W CNNCOK rpynn nonb3oBarenen (CM. pucyHok 78). 1o ymonyaHuto ykasbiBaeTCsa TEeKYLLNIA
Ha3Ha4YeHHbIV Nonb3oBaTernb U/UNK rpynna nonb3oBaTenen, KOTOpbIM Ha3Ha4YeH AaHHbIV
WHUNOEHT ang paccnegoBannd. Cnvcky B none "OTBETCTBEHHbIN" MO3BOMAOT NepeHasHavynTb
WHUNOEHT ApYroMy Nonb30BaTento Unmn Apyrom rpynne norb3oBaTenen HenoCpeacTBeHHO Ha

KapToyke MHUMOEHTa.
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YA3BMMOCTb yAaneHHoro sbinonHenus koga Microsoft .NET Framework (01/14/2020)

1D: FIN132-20220909-112520-0

3naunmocTs acva 3

Hossiii ~ Hanucars coouuenue
Cerzess summocrs siie: 3 P xon-so

cPouHoCTH a1 MOBTOPHBIX 0
y MPOMCLIECTBMI °
Ypaserns pucea; 1o OTKPLITUI OrsercraenHLIil R ],

Bpens oBpatoTin: normal

Bpewmn cozganmn

Buibepute nonssosatens
BhiGepVTe NONESOEATENA
admin
admin ()
inventorization

MCTOUHUK COBLITUA: 3KCMNYATUPYETCS x Bpemn nocneanere npomcufe:

IHAUMMOCTL 10 YAANEHHO

Crattep yasenmocteii

Kateropun
users

FQDN/IP oc Tun wdmin ()

HA3BAHWE 172.30.254.173
AKTNB 3 ™n Host
reynnsl 172.30.254.173

windows_server 2016 - Tpynna uHumaenToR Her rpynnel

PucyHok 78 - dyHKLUA NepeHasHayYeH st HLMAEeHTa ApYroMy OTBETCTBEHHOMY MOMb30BaTENo Unm
rpynne nosib3oBaTenein Ha kapTodke UHUUaeHTa

e "Kareropusa" - kateropus nHumaeHTa. BoamMoXxHo 04HO U3 cnegyroLwmnx 3HadeHui: "Ya3smmocTb",
"HapyweHue nonutukn" nnn "Ceteasa aHomanms'".

e "Tun nHumpeHTa" - ykasblBaeTCa MAEHTMAUKATOP TUMA, K KOTOPOMY OTHOCUTCS AaHHbIN
WHUMAEHT. Peanu3oBaHo B BUAE rMNEPCChINKY, KOTOpasi BEAET Ha KapTOUKy Tuna MHUuAeHTa.
Onu1caHne KapTo4ku Tvna MHUMAeHTa NpMBeaeHo B pasgene AokymeHTa "[Ipocvomp.
demarnusayuu muna uHyudeHma. Kapmoyka muna"

e B 6Gnoke cBOgHOM MHGOPMAaLIMM MPUCYTCTBYET TpY TUMa oLeHokK. NogpobHoe onncaHue paboTsl ¢
OLeHKamMu NpuBeAEHO B pasaene "/lemarsnusayus oueHoK uHyudeHma".

MomyMO nepeyncneHHbIX napaMeTpoB B Br1oke CBOAHOM MHOpMaLum NPpUCYTCTBYIOT creayoLime
dyHKUUN:

e "PepakTtupoBaTtb' - Npy HaXaTum Ha KHOMKY OTKPbIBAETCS CTPaHMLIA PeAaKTMPOBAHNS
napameTpoB UHUMAeHTa. MNoapobHoe onvcaHne peaakTMpoBaHUS NPUBEAEHO B pasaerne
"PaccnedosaHue uHyudeHma. PedakmuposaHue napamempos uHyudeHma".

e "Hanucartb coobGuieHue" - npyu HaxxaTum Ha KHOMKY OTKPbIBAETCS CTaH4apTHOE OKHO lNMnatdgopmebl
ONSA co3gaHusa 1 oTnpasku coobLleHus. NoapobHoe onvcaHne oTnpaBku COOBLLIEHNI C KAPTOYKM
WHUMOeHTa NnpuBeaeHo B pasgerne JokymeHTa "PaccriedosaHue uHyudeHma. Co3daHue u

omimpaska coobueHuUs co cchiIkoU Ha UHUudeHm" .

e 'Tloka3aTb onucaHue" - Npu HaxaTun Ha KHOMKY OTpblBAETCA MHAOPMaLUOHHOE OKHO,
cofepkalliee onmcaHme nHumgeHTta (cM. pucyHok 79). OnncaHne CoOaepXXuT CrieqyoLLyto
WMHopMaLmto;

e "Cpopgka" - onvcaHvne OencTBUsl, BbiI3BaBLLErO MHLUMUOEHT,

o "OnwucaHune yrposbl";
o "[locrnencTeusa peanvM3oBaHHON yrpo3bl”;

o "PekoMeHAaumu no yCcTpaHeHuo yrposbl”;
o "PekomeHAauuu NO yMEHbLUEHMIO pucka'.


http://docs.pangeoradar.ru/user/flow_type
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OMUCAHNE

1DS - 8¢ .

CBOAKA

Y3en creHepupoBan MHoxecTeo DNS-3anpocoE 3a KOpOTKOE BpeMA.
1Tb WHE
@ OMUCAHUE YTPO3bI _
Benneck akTUBHOCTU DNS 33 KOPOTKY MPOMEXYTOK BPEMEHM MOKET YKa3HIEATS Ha BPEAOHOCHYIO ASATENLHOCTL AW B3NOM Y313 |
6.0 NOCNEACTBUA PEANIM3OBAHHOW YTPO3bI nATAKN
Benneck DNS-3aNPOCOE MOXKET MPEACTABNATS PUCK, CBA3AHHI C M0 censatbea € o

PEKOMEHAALWK NO YCTPAHEHWNIO YIPO3bl

TPOBEPLTE HCTOUHMK COBLITWI ¥ U3YUMTE NPUUMHY BCNECKS, 3 TAKKE COARPXaHIE/PesyIbTaTH COOTEETCTRYHOLLMX 3aNPOCOR

PEKOMEHAALWK NO YMEHbLWEHUIO PUCKA

MPOMCLIE  Orcnexcvigaiite DNS-aKTHEHOCTL Y3718 U B CyUae HEOBXOAMMOCTH BPEMEHHO OTKAIOUMTE AOCTY CUETEMbI K CeTH, UTOBHI NIPEAOTEP:

« < 1

— SaKphnx-.@

Hauano aktueHocTU 2021-08-25 16:47:42

PucyHok 79 - OnncaHve nHungeHTa
12.4.2.3. [leTanu3aumnsa oueHoK uHunaeHTta {#score_detail}

Ha KapTodKe nHumMgeHTa yka3aHbl TP Tuna OUeHOK:

e QOueHKa CpOYHOCTY;
® YpoBeHb pucka (ypoBeHb 3HAYMMOCTN UHUMAEHTA) MHLNOEHTa;

° ypOBeHb 3HA4YMMOCTU aKTuMBa.

OueHKa CPOYHOCTU - BEPXHUI KPYXKOK C OLleHKON. OLeHKa CPOYHOCTU -- MapameTp, onpeaensitoLLmi
CTeneHb CPOYHOCTM HEODOXOAMMBIX MEp MO YCTPaHEHUO MHUMAeHTa. lNapameTp BbluncnaeTca
aBTOMaTM4eckn Ha 6a3e ypoBHS pUcka yka3aHHOro TuMna UHUMAEHTa 1 3HaYMMOCTU aKTMBOB, Ha
KOTOpbIX OH OBHapy>KeH.

Mpu HaBegeHMM Ha KPY)XXOK Kypcopa MbILLM OTKPLIBAETCS CMMCOK NapaMeTpoB, (hOPMUPYIOLLMX OLIEHKY
CpOYHOCTYU (CM. pucyHok 80).

Ya3BMMOCTb yAa/ieHHOro BbinoaHeHusa koga Microsoft .1

IC: FIN132-20220909-112520-0 &

3HAYMMOCTE SKTMES! 3

CeTeEan EMAVMMOCTE aKTHES: 3
CPOYHOCTh »

¥poeers pucka: 10

Epemn cbpaboTim: normal

PucyHok 80 - NMpocmoTp napaMeTpoB, hopMUPYHOLLNX OLEHKY CPOYHOCTY

YpoBeHb pucKa (YypoBeHb 3HAYMMOCTU UHLMAEHTA) - BTOPOW KPYXOK CBEPXY (CM. pucyHok 81).
OnpegensieT cTeneHb ONacHOCTY AAHHOIO TUMa MHUMAEHTA AN MHAPaCTPYKTypbl. 3HaYEHNe ypOBHS
pucka 3agaeTcsa npu co3gaHum Tuna nHumaeHTa Ha lNnardopme. OueHnBaetcs no wkane ot 0 go 10.


af://n2337

CPOYHOCTb

ID: FIN132-20220909-112520-0 &

Ya3BUMOCTb Y aNieHHOTO BbiNoaHeHns koga Microsoft

3Ha4MMOCTE BKTUES: 3
CeTeEan EMAVMMOCTL BKTUEE: 3
¥poBeHs pucka: 10
Bpemn obpaboTku: normal

3HAYMMOCTb

WCTOYHWK COBbITHUA:

CkaHep yAzBUMOCTER

AKTUB

HA3BAHWE 172.30.254.173
TN Host

TPYMMbI

PucyHok 81 - YpoBeHb pucka ans nHumMaeHTa

.NET Framework (01/14/2020)

Kon
noe
OTKI

KON-BO
MNPOUCLIECTBUIA 1

SKCNNYATUPYETCA
YAANEHHO

FQDN/IP ocC

windows_server_201¢
72.30.254.173

Mokasz

YPOBeHb 3HA4YUMOCTU aKTUBA - 3Ha4YMMOCTb aKTuBa, Ha KOTOPOM npounsoLlen MHUNOeHT (cm. PUCYHOK

82). OueHuBaeTcs YMCIMOBbIMUY 3Ha4YeHUsaMu oT 1 oo 5.

ID: FIN132-20220909-112520-0 [l

IHEYUMOCTE AKTHES!

Ya3BMMOCTb yAaneHHoro BbinosHeHus koaa Microsoft .NET Framework (01/

CeTeEan EMAMMOCTL BKTHES: 3 KO/-BO

CPOYHOCTD ¥
¥poEeHs pHcKa: 10 NPOUCIIECTBUK
Bpemn obpaboTku: normal
WMCTOYHWK COBBITUA: 3K

3HAUMMOCTh 10 y
CkaHep yazBuMocTe A
HA3BAHME 172.30.254.173 FQDN/P
AKTHE ™n Host

TPYMMbI 172.30.254.173

PI/IcyHOK 82 - ypOBeHb 3Ha4YMMOCTU aKTuBa, Ha KOTOPOM npoun3oLluern MHUKUOEHT

12.4.2.4. bnok uHdopmauum "lMpoucwecteusa". O6wasn nHdopmaumsa

B naHHom onoke 0T06pa>KaeTc;| TeKyLIJ,I/IIZ nepeyeHb I'IpOI/ICLLIeCTBI/Iﬁ, npounsoweawnx B pamMmkax aaHHoOro

nHUMAEeHTa (cM. pucyHok 83). [ns Kaxaoro NpoucLIecTBUs oTobpaxkatoTcs criefytoLye napaMmeTpbl:

e "Hayano akTmBHOCTMK" - aTa 1 BpeMsd Havarna npoLeccoB NPOUCLLECTBUS;

e "KoHel akTMBHOCTW" - aTta U BPeEMsi OKOHYaHMs NPOLLECCOB MPOUCLLECTBUS;

e "OtnpasneHo B HKLIKA" - cTaTyc otnpaBku gaHHbIx o npouctuectsum B HKLKU (HaumoHanbHbIN

KOOPAMHALMOHHBIA LIEHTP MO KOMMbIOTEPHBLIM MHLMAEHTaM) - OTNpaBneHo/ He OTNpaBneHo.


af://n2356

MPOMCIWIECTBMA

Hauano aktmeHoOCTI 2021-08-25 16:24:55
KoHue akTmeHOCTH 2021-08-25 16:24:55
Ornpaenenc 8 HKLLKK x

m Hauano aktmeHoCTI 2021-08-25 16:23:31
KoHuwe akTnEHOCTI 2021-08-25 16:23:51
Ornpaenenc 8 HKLLKK x

m Hauano akTMEHOCTH 2021-08-25 18:21:31
KoHue akTMEHOCTH 2027-08-25 18:21:51
Ornpasneno 8 HKLLKW x

PucyHok 83 - lHdhopmaunsa o NponcLUeCcTBUAX Ha KapTovke MHUMAEHTa

12.4.2.5. Oco6eHHOCTM NPOCMOTpPa NPOUCLLECTBUMN, OOHaAPYKEHHbIX
npaBunamMm Koppensaumm

[nsi npovcLUECTBMIA, OBHapPYXXeHHbIX NPaBUIaMu KOPPENALUK, JONOMHUTENbHO BbIBOAUTCS

cnepyowas nHopmMaLms:

e pesynbkTaTbl aHanMaa - AaHHble, opMUpyeMbIe NPaBUIOM KOPPENSILMUN Kak
pesynerat paboThl;

e cobbITue - faHHble 0 cOBbITUSAX, BbI3BaBLUMX cpabaTbiBaHWe npasuna (no kHonke MokasaTb
neTtanu, CM. pucyHok 84);
Koppensuum;

® YpPOBEHb PUCKA;

® [paBuUIIO KOppEenaLuMK, 0bHapyXumBLLEee AaHHOe npoucLlecTBue (no kHonke MepenTu kK npaBUny
KOppensuum, CM. pucyHok 84);

® yaeHTUdUKaTOP, NepefaBaemMbii U3 NpaBuna Koppensymn.
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PucyHok 84 - lndhopmauusa 0 NponCLLIECTBUSAX Ha KapTOYKe UHLUMAEHTa, 0B6HapyXeHHOro npasunamm

Koppensiumm

[nsa npoucwecTBUi, 0OGHapyXeHHbIX NPaBUIaMu Koppensauum, JoCTyrneH NpocMoTp AeTanel

Bpe

Bpe

Kam

pyt

cobbiTus. Mpun HaxxaTumn kHonku MokasaTb AeTanu OTKPOEeTCA NPOCMOTP "Cbliporo” cobbITUA B KOTOPOM

MOXHO YTOMHUTb AeTanu NpoucLLIecTBus (CM. pucyHok 85).

Mpocmotp cobbiTuii

Bpewa

EE=E=DE

BuiGpanHble nona

7 _source

JoctynHeie nons g

t d

t _index
# _score
t _type

© @timestamp

action

*

epoch

event.category

event.description

eventlogsource.ap..

eventlogsource hast

eventlogsourcein...

eventlogsource.na..

eventlogsource.pr..

eventlogsource.su..

2022-02-11 23:54:13 ~ 2022-02-11 23:54:13

Bpyuyio ®

eventuuid:"AAAAAGIGZPVeljO0cRIXEE4DIvIwIBaZ"

Mrpere
11 hespana 2022, 23:54:13.383 - 11 despann 2022, 23:54:13.383, ¢ pasbuskod | asto N
Konuectse: 1
@timestamp: 2022-02-11 23:54:13.383
Etimestamp ne 1 munnueceryna
Bpema _source
event.uuid: AMAAAGIGZPVelO0CRIXEE4I 5wO8aZ eventlogsourcehost: N
eventlogsource.input: 1514-Micrasaft-Windows-Eventlog event pplication: os event.| name: Microsoft Windows

11 pespana 2022, 23:5413.383 eventlogsource product: vindows event logsource.subsystem: authentication eventlogsourceendor: microsoft

event.category: service_authentication event.description: A Kerberos service ticket (TGS) was requested. event.severity: 6
event subcategory: service_authentication_succeeded event.timestamp: 2022-02-11T23:54:13.383000-03:00 event.workerhost: demod

PucyHok 85 - NpocMoTp cbiporo cobbiTusi



12.4.2.6. Oco6eHHOCTM NpOCMOTpa NPOoUCLLECTBUNA, OOHapPYXEeHHbIX NO
pe3ynbTataMm aHanusa AaHHbIX CKaHepa yA3BUMOCTEN

Ons npouclwecTBMit, OGHapYKeHHbIX MO pe3ysikTaTaM aHanusa AaHHbIX CKaHepa Ysi3BUMOCTeWN
[AOMONHUTENBHO BbIBOAMTCA MH(OPMaLMs O NiarvHe ckaHepa ys3BUMOCTEN, 06HapYKMBLLEro

YA3BUMOCTb:

e |D nnaruHa;

® HasBaHWe nrarvHa;

® nopr;

® [POTOKON;

® BHELLHee CKaHupoBaHue
e gekTOop CVSS;

e (CVSS Temporal Vector;
e (CVSS Base Score;

e (CVSS Temporal Score;
e (haKkTop pUCKa;

® [faTa M3MEHEHUS NNarnHa;

e nata nyonukauuu.
12.4.2.7. Bnok uncpopmaumm "Uctopusa” {#history}

B naHHOM Grnoke oTobpaxaeTcs NCTOPUSt UBMEHEHWS CTaTyca AaHHOTO MHUMAEHTA. [Ns KaXaon CMeHbI
craTtyca oTobpaxaeTca (CM. pucyHok 86):

® Ha KaKoW CTaTyC U3MEHEH;
® faTa u BpeMsi U3BMEHeHWs;

® nonb3oBaTesb, UI3MEHMBLUNIN cTaTtyc.

MNMoMMMO yBELOMIIEHMIN O CMEHE CTaTyca B UCTOPUU OTOBpaXKatoTCs KOMMEHTapUK Nosib3oBaTens K

CMEHe TOro unn NHoro ctaryca.
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Hoewiid

writer

writer

writer

writer

PucyHok 86 - ictopusa nsmeHeHun ctatyca MHUMaeHTa
[na nobaBneHns kKOMMeHTapusi MpU CMeHe ctatyca HeobxoanMmo:

1. BBectn kommeHTapwuii B none "TeKCcT KOMMeHTapusa".

2. INpr HEOBXOAMMOCTM MPUIOXKNUTL K KOMMEHTaputo darn ¢ JaHHbIMKU, HanpuMep rpaduk unm
TeKkcToBbIN chann. [ns Boibopa gobaBnsemoro gainna ncnonb3yeTcs ctTaHgapTHas QyHKUMA
"O630p".

3. Haxatb Ha kHonkKy "[Jo6aBUTbL KOMMEHTapun".

BBegeHHbI TEKCT 0TOBPa3nTCs B UCTOPUN C ykazaHuem gerncteus "KommeHTapuin" (M. prcyHok 87).

Ecnu k kommeHTaputo 6bin fobasneH daiin, To B KOMMEHTapuy nepes TEKCTOM KOMMEHTapus
oTobpasunTcs rmnepccbinka ¢ uMmeHem darina.



WCTOPUA

KommeHTapwii %

TekcT KOMMEHTaPKUA

Dain

BelBepuTe Galin MAW NEpEeTALLMTE Ero CHIAE.. O6zop

1

f )
20217-08-31 14:09:01 writer

KomnmenTapunii

B520210831-110901_image34.png

Benneck aktmeHocTi DNS B TeueHun Hegenw He noeTopuaca. MHUMaeHT EpemenHo 2akpeiT. [paduk npunaraetca

20271-08-31 14:04:57 writer
MzmeHeHne cTaTyca Ha

3aKkpbIT
\ J
2021-08-31 14:02:07 writer

Kommentanuii

PucyHok 87 - KommeHTapuii ¢ fobaBneHHbIM chainomM

12.5. PaccnegoBaHue uHUMOeHTa

12.5.1. Anroputm cMeHbI CTaTyCcOB Npu paccrieqoBaHUN
nHuupaeHTa {#status_change}

B xone paccrnenoBaHus MHUMAEHT NPOXOAUT P CTAaTyCoB (CM. PUCYHOK 88), UMEIOLLIMX CIEAYHOLLY0

CMbICIOBYIO Harpysky:

e [P HoBbI# - cTaTyc Ucnonb3yeTcsi BHe OCHOBHOMO pabo4yero npotecca, Hanpumep ansi
TecTupoBaHus. (Deprecated)

e HoBbIW - UHUMOEHT HAXOAUTCS B OTKPLITOM COCTOSIHUM B OYepeam Ha pasdop.

e B paborte - N0 MHUMAEHTY BeayTCst paboThbl.

e 3anpoleHa nHcgpopmaumsa - ObpaboTka MHLMAEHTA NPUOCTaAHOBIEHA, Oblna 3anpoLueHa
[oMoNHMUTENbHas MHopMaLuus.

e OxupaeT NpoBepku - [Ing ncnpaeneHns MHUMAEHTa NPYMEHEHbI KOHTPMEPbI, TpebyeTca
npoBepka CO CTOPOHbI KOMMETEHTHOTO fnua.

® PUCK NPUHAT - CO CTOPOHbI KOMMETEHTHOIO N1LA BbINO NPUHSTO peLLeHNst oTKasaTbCs OT
OanbHenLwero paccreqoBaHnst UHUMAeHTa.

e 3akpbIT - paboTbl MO paccrefoBaHWIO MHLMOEHTA 3aBEPLLEHbI.

e HepencTBuUTENbHbLIN - MHLUNOEHT ObINT CO34aH Mo OLWMOKe, 3aKkpbIT 6e3 pasbopa.


af://n2438
af://n2439

A" 4".'
; |
\\}ioshlﬁ | \Haaua“e“ Bpasore —)| 3anpowena \ o o/ Owunaer

\ MHcbopmaums | . nposepkn |

~

PI/IcyHOK 88 - AJ'IFOpI/ITM CMEHbI CTaTyCOB MNpwn paccrnegosaHnm MHUMOEHTOB

B xone paccrnenoBaHnd Nofb3oBaTellb rlﬂaTCbOprl BbINOJTHAET cneayouimne 0encTBus Hag

VHUMOEHTOM:

® M3MeHeHWe cTaTyca MHUMOEHTa;

® HasHayeHue OTBETCTBEHHbIX;

® pepdaKkTMpoBaHWE NapamMeTpoB MHLMAEHTA, BKodas yaaneHue MHUMaeHTa npu HeobxoaqumocTy;
e co3faHne Coo6LLEHNI B KOHTEKCTE UHLIMOEHTA.

12.5.2. UsmeHeHMne cTaTtyca uHUugeHTa {#set_incident_state}

12.5.2.1. OocTyn K (pyHKLUMU CMEHbI CTaTyca

M3meHeHune cTatyca npon3BoanTca npu 3aBepLleHnn onpep,eneHHoﬁ ctagun pa6OTbI Haa MHUMOEHTOM.
CDyHKLI,VIﬂ CMeHbl CTaTyCa HaxoguTtca:

® Ha 9KpaHe Co CnUckoM nHumgeHToBs: "MHunaeHTbl"-> "UHunpeHTb!",;
® Ha KapToyke nHuugeHta: "UHumpeHTbl"-> "UHUMAEHTbI" -> /WenKHYTh Mo 3arofioBKYy
MHTepecyloLero MHUMAeHTa B cnucke/.

12.5.2.2. N3ameHeHue cTaTyca MHUMAEHTA/UHUMAEHTOB B CMUCKE UHLUMOEHTOB

BHumaHwme! CDyHKLI,VIﬂ CMEHbI CTaTtyCa Ha OaHHOW CcTaHuue OO0CTYMHa Nofib30BaTesto TOJTIbKO Npu

HanuyMm HeobxoaMMbIX NpaB.
[nst usmeHeHus: ctatyca UHUMAEHTa UK rpynnbl MHUMAEHTOB TpebyeTtcs:

1. OTKpbITb CINCOK UHUMAEHTOB: "UHumnaeHTbl"-> "MHUMaeHTbI".

2. BbigenuTb chriaxkkamu ogHy UM HECKOSbKO CTPOK UHLIMAEHTOB, Yel cTaTyc HeobXoaMMO
N3MeHUTb (CM. pUcyHoK 89).

3. PackpbITb CNMCOK CTaTyCOB U BbiIbpaTb B HEM HOBbIN CTaTyC (CM. pUCyHOK 89).

lMNpw BEIGOPE HOBOrO CTaTyca NPOUCXOAMUT 3anyck aBToMaTn4ecKoro 06HOBNEHNs CTpaHuLbl cnncka. o
3aBepLUEHN0 0BHOBMNEHUS BblIBpaHHbIE NHLIMAEHTbLI AOMKHLI 0TOBPA3UTCH C HOBbIM CTaTyCOM.
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PucyHok 89 - CmeHa cTaTyca MHUMOEHTOB Ha CTpaHuLe ClMcKa UHLNOEHTOB

12.5.2.3. N3ameHeHuMe cTaTyca MHUMAEHTa Ha KapToO4YKe MHUMOEHTa

[lns nameHeHus ctatyca MHUMAEHTa Yepes KapTouKy MHUMAeHTa TpebyeTcs:

1. OTKpbITb KAPTOYKY MHUMAeHTa: "UHumpeHTbI"-> "UHUMOEHTbI" -> /WenKHYTb NO 3aronoBKy
MHTepecyloLero MHUMAeHTa B cnucke/.

2. PackpbITb CMMCOK CTATyCOB U BbIOpaTb B HEM HOBbI CTaTyC (CM. pucyHok 90).

Cnucok Bynet copgepxaTtb TONMbKO NepeyeHb CTaTyCcoB, OCTYMHbIX ANsi CMEHbI TEKYLLEro cTaTyca
COrMacHo anropuTMy CMeHbl CTaTyCoB - CM. pa3gen "Anzopumm cMeHbl cmamycos rnpu

paccrnedosaHuu uHUudeHma".

Mpw BIGOPE HOBOIO CcTaTyca NPOUCXOAMT 3anyck aBTOMaTM4eckoro obHoBneHust ctatyca. iameHeHune
ctaTyca 6yget otobpaxeHo B 6rioke nHdopmauum "Uctopusa". OnucaHune paboTbl ¢ AaHHbIM 6r10KOM

npuBegeHo B pasgene "[lpocvomp demanusayuu uHyudeHma. Kapmoyka uHuudeHma. brok

nn

uHghopmauuu "Micmopus".

Mpun HeobxoammocTn B Brioke "MicTopus" nonb3oBaTenb MOXET:

e [lo6GaBWTb TEKCTOBLIN KOMMEHTapUI K NPOBEAEHHOM CMEHe cTaTyca. Hanpumep, ykasaTb NpuYmnHy
CMeHbI cTaTyca.

e B kayecTBe KOMMEHTapWeEB 400aBUTb AaHHbIE U3 BHELLIHUX UCTOMHUKOB B BUAE NPUKPENNEHHOTO
darina. Hanpmumep nobaBuTb KapTUHKY C rpadMkom Uiy Tabnuuy ¢ AaHHbIMUY, KOTOPbIE NOBMAUSANN
Ha CMeHy cTaTyca.

MonpobHoe onucaHne paboTkl C KOMMEHTapPUSIMK K CMEHe cTaTyca npuBeaeHo B pasaene "[lpocvomp.
demarnusayuu uHyudeHma. Kapmoyka uHyudeHma. briok uHghopmayuu "Ucmopus™".

YA3BMMOCTb YAaNeHHOro BbINoNHeHUs koaa Microsoft .NET Framework (01/14/2020)
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12.5.3. HasHa4YyeHUe MHUUOEeHTa OTBEeTCTBEHHbIM
{#set_incident_assign}

12.5.3.1. QocTtyn K PyHKLMM BbIOOpa OTBETCTBEHHbIX NOMb30BaTenemn

MHUMAEHT MOXET ObITb HA3Ha4YeH Kak oTAeNlbHOMY NoNb30oBaTenNto, Tak U rpynne nonb3oBaTenen.

M3meHeHne oTBETCTBEHHOO (prrll'lbl OTBETCTBEHHbIX) 32 MHUMOEHT NPOU3BOLAUTCA MONb3oBaTenemM npu
HeobxoammocTn nepegarb NOJTHOMOYUA MO BEAEHUIO AAaHHOIo MHUMAEeHTa ApyroMmy nonb3oBarternto nim

rpynne nonb3oBaTenen.
q))/HKLI,VII/I Ha3Ha4YeHnA OTBETCTBEHHbIX HAXO0OATCA:

® Ha 9KpaHe Co CnUckoM nHumgeHToBs: "UHunaeHTbl"-> "UHunpeHTbl",;
® Ha kapTodke nHuugeHTa: "UHumnaeHTbl"-> "MHUMaeHTbI" -> /WenKkHy Tb Mo 3arofioBKy

UHTepecyrLiero vHUMaeHTa B cnucke/..
12.5.3.2. HasHa4yeHUe NHUMOEeHTa OTBETCTBEHHbIM B CNIMCKe UHLUOEHTOB

BHumaHwme! CDyHKLI,VII/I Ha3Ha4YeHWs UHLUMAEHTA OTBETCTBEHHbLIM Ha AaHHOW CTaHuLe OOCTynHa

Mosib30BaTESNIO TONMLKO NMPU HAaNUYMM HEOGXOAMMbIX MPaB.
[ns HasHa4YeHWs MHUMAEeHTa HOBOMY MOJb30BaTEN0, OTBETCTBEHHOMY 3a paccriefoBaHue, TpebyeTcs:

1. OTKpbITb CANCOK UHUNAEHTOB: "UHumnaeHTbl"-> "MHUMpeHTbI".

2. BbigenuTb chrnaxxkamy ogHy UM HECKOSbKO CTPOK MHLMAEHTOB, A1 KOTOPbIX HE0OX0AMMO
CMEHUTb OTBETCTBEHHOTO (CM. PncyHok 91).

3. [Anga HasHa4YeHnst HUNOEeHTa HOBOMY OTBETCTBEHHOMY BbIOpaTh Ha akpaHe dyHKuuio "HasHauuTb
nonb3oBaTeso" -- CTaHeT JOCTYMHbIM PACKPbIBAKLLUIACS CMIMCOK NONb30BaTeNen U KHomnka
"HasHauntb" (cM. PucyHok 91).

4. BbibpaTb B cnnucke HOBOrO Nosb3oBaTenst U HaxaTb KHoMKy "HasHauuTb'.

Mpoun3onaét oGHOBNEHNE Cnivcka U Ans BbIGPaHHbIX MHUMAEHTOB OYAeT yKasaH HOBbIi OTBETCTBEHHbIN

nonb3oBaTtesnb B nosne "Monb3oBatenb' ( ; ).

HasHayeHne 04HOro UM HeCKOMNbKUX MHUMOEHTOB rpynne nonb3oBaTtesiell NpOBOAUTCS aHanorm4yHo
Ha3Ha4YeHWo OTAENbHOro nornb3oBarens. [pu aTom BbibupaeTcsa dyHkumsa "HasHauuTb rpynne’.
PackpbiBatomiics cnucok yaet cogepaTb TEKYLUMIA CNMCOK rpynn. 1o HaXaTunio Ha KHOMKY

"Ha3HauuTb "npon3onaET oOHOBMEHNE CnncKa 1 Anst BeIOpaHHbIX MHUMAEHTOB ByaeT ykazaHa HoBast

OTBETCTBEHHAst rpynna nonb3osareneit B none "Tpynna’ ( Saas ).
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PucyHok 91 - Beibop nonb3oBaTterns, OTBETCTBEHHOTO 3a UHUMAEHT
12.5.3.3. HazHayeHMe OTBETCTBEHHbIX HAa KapTO4YKe MHUMAEHTa

[na HasHa4YeHns MHUMAEeHTa HOBbIM OTBETCTBEHHbLIM Yepea3 KapTo4Ky MHUMOEHTa TpeGyeTc;l:

1. OTKpbITb KAPTOYKY MHUMAeHTa: "UHumaeHTbl"-> "UHuMaeHTbI" -> /1WenkHyTb Mo 3aronoBKY
MHTEepecyoLero UHUuAeHTa B cnucke/.

Ha KapTo4Ke and napameTpa "OTBeTCTBEHHbIN YKa3aHbl B BUae ¢)yHKLI,VIOHaJ'IbeIX ANIEMEHTOB:

O TeKyLUMI OTBETCTBEHHbIV Norfb3oBaTenb (PyHKUMS crieBa) -- UMS Norb3oBaTens;

O Tekyllas OTBETCTBEHHas rpynna (PyHKLUMS cnipaBa) -- UMsi Fpynnbl.

Ecnu HM nonb3oBaTtens HY rpynna eLle He Ha3HayeHbl, TO PYHKLMOHaNbHbIE 3NeMeHTbl byayT
MMETb COOTBETCTBYOWME nognuck "Monb3osatens” n "Mpynna" (cm. PucyHok 92).

2. lna Ha3Ha4YeHUs MHUMAEHTa HOBOMY MOMNb30BaTEN0 BbIOpaTh OYHKLMIO (CreBa) C MMEHEM
TeKyLLIero OTBETCTBEHHOrO MOfb30BaTENs -- CTaHeT AOCTYMNHbIM PaCKPbIBAOLNIACS CMINCOK
nonb3oBaTenen u kHonka "HasHaunTtb" (cM. PucyHok 92).

3. BbibpaTb B CnMcke HOBOIO MONb30BaTeNs U HaxaTtb Ha KHomnky "HasHaunTb".

[nsa napametpa "OTBeTCTBEHHbIN" OyAET yKa3aHO MMsSi HOBOrO OTBETCTBEHHOTO 3a MHUMAEHT
nornb3oBaTerns (Ha COOTBETCTBYOLLEM (PYHKLMOHANbHOM 3NeMeHTe).

HasHauyeHne umHUuMaeHTa HOBOW rpynne OTBETCTBEHHbIX MNOSib30BaTenen NpoBOANTCS aHanormyHo
Ha3Ha4YeHWIo OTAENbHOrO Nnornb3oBaTerns. BoibupaeTcs yHKUMA € Ha3BaHUEM TEKyLLEen OTBETCTBEHHOMN
rpynnbl. PackpbliBaloOLWMACA CNMCOK ByaeT coaepkaTb TEKYLLMIA CMIMCOK rpynm.

YA3BUMOCTb YlaNeHHOro BbINoAHeHUA koaa Microsoft .NET Framework (01/14/2020)
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PucyHok 92 - HasHayeHne OTBETCTBEHHOTO WU rPYbl OTBETCTBEHHbIX HA KapTouke UHUMAEHTa

12.5.4. CozpgaHue 1 oTnpaBKa COOOLLEeHUs CO CCbISIKON Ha
uHUMAaeHT {#message_create}

Mpv NpoBefeHNM paccrnefoBaHNs MHUUAEHTA NOoMb30BaTeNb MOXET OTNPaBUTL TEKCTOBOE COOOLLEHNE
apyromy nonb3oBaTtento Mnardopmbl. [Ang atoro Heobxoanmo:

1. OTKpbITb KAPTOYKY MHUMAeHTa: "UHumaeHTbl"-> "UHuMaeHTbI" -> /1WenKkHYTb No 3aronoBKY
MHTepecyloLero MHUMAeHTa B cnucke/.

2. HaxxaTb Ha kHonky "Hanucatb coobuieHue".
3. B oTkpbIBLLENICS hopMe COOOLLEHMS 3aNONHNTL CReayoLmne nons:
o "Mony4aTtenb" - BbIOpaTh agpecaTa 13 packpbiBatoLLErocs cnmcka nonb3osartenem
Mnatdopmsbl;
o "3aronoBoK'" - BBECTM 3aroriloBoOK coobLleHus;

o "Coob6LieHue" - BBeCTU TEKCT coobLeHns

4. HaxaTb Ha kHomKy "OTnpaBuTb".
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Mpw oTnpaBke K COOBLEHNIO ByaeT aBTOMaTUYECKM NMPUKPENIEHA CCbinika Ha AaHHY KapTouKy

WHUMOEHTA.

OTnpaBneHHoe N3 KAPTOYKMN MHUMOEHTAa COOGLIJ,eHVIe 0T06p83VITCF| B CNMCKe OTnpaBIieHHbIX COO6LLI,eHI/Il7I

nonb3osatens. CN1cok oTnpaBneHHbIX COOBLLEHWI NoMb30BaTeNs PacronoXeH B npodune

norb3oBaTens (m), B pasgene "CoobweHus".

I'Io,u,po6Hoe onucaHune paGOTbI nonb3oBaTens ¢ CoobLLEeHNAMHU npueeneHo B pasgene "Paboma ¢

coobuweHusamu".

12.5.5. PegaktupoBaHue napameTpoB MHUMAEHTA
{#edit_params}

12.5.5.1. AlocTtyn K pyHKLNM peaaKTUpOBaHUA

BHumaHwme! (DyHKLLI/IF-I penakTnpoBaHuA AOCTYMHa Nofib30BaTeNto TONIbKO Npuv Hann4nm HeobxoanMbIX

npas goctyna.
dyHKUMS pedaKkTMpoBaHUS MapaMeTpPoB UHLMAEHTa OOCTYMHa:

® Ha 9KpaHe COo CNUCKOM nHumnaeHToB: "MHunaeHTbl"-> "UHunpeHTb!",;
® Ha kapTodke nHuugeHTa: "UHumnaeHTbl"-> "MHUMaeHTbI" -> /WwenkHy Tb MO 3arofioBKy

UHTepecyrLwiero vHUMAeHTa B cnucke/.

12.5.5.2. lNepeyeHb pegakTMpyeMbiX NapameTpoB
B cny4yae HGOGXO,D,VIMOCTI/I MOXHO OTpeaaKTpoBaTh Takne napamMmeTpbl UHUMOEHTa Kak:

® 3HayeHVe YPOBHS pucka (YpOBEHb 3HAYUMOCTN) MHLMAEHTA;
® yMs nHUMaeHTa Ha MNMnatdopme;

® napameTpbl ONMCaHNsS UHUMAEHTA, TakMe Kak:

e "Cpopgka "-- onnucaHue OencTBus, BbI3BaBLUEro UHLUMOEHT,

o "OnucaHue yrposbl";

o "lNocnencTteusa peann3oBaHHOW yrposbl”;
o "PekoMmeHauuu No yCTpaHeHUIo yrpo3sbl”;
o "PekoMeHZauuu No yMeHbLUEHMIO pucka';
o "BHyTpeHHee npumeyaHue".

12.5.5.3. PepakTnpoBaHue napameTpoB UHLMAEHTA

Pe,D,aKTI/IpOBaHI/Ie napamMmeTpoB MHUNOEHTa Heobxoanmo B cnydae, ecnu B onncaHun nHUungeHTa eCtb
HETOYHOCTW, BbldBIIEHHbIE aHaAlIMTUKOM UIN Y aHalnnTUKa eCTb AONONTHUTENbHbIE CBEAEHUS,

TpebytoLme durkcaLmm B KOHTEKCTE MHUUAEHTA.
[ns npoBeaeHNs pegakTupoBaHns HEOOXOAMMO:

1. OTKPbITb OKHO PefaKkTUPOBaHMS OAHMUM U3 CrieayroLwmux cnocoboB:

0 OTKpbITb CNNCOK MHUMAEHTOB "UHumMAaeHTbI"->"MHUMAEHTbI", 1 HaXaTb B CTPOKe
WHTepecyoLero NHUMAEHTa Ha KHOMKY .

o0 OTKpbITb KAPTOYKY MHUMAeHTa "MHUMAeHTbI"-> "UHUMAeHTbI" -> /WenKHYTb No
3aronioBKY UHTepecyoLero MHUMAeHTa B cnucke/, 1 HaxaTb Ha KHOMKY

"PepaktupoBaTtb", pacrnonoXeHHy B O6rioke cBO4HON MHGOPMAaLMN KapTO4KN
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2. B oTkpbIBLUEIiCA hOpMeE pefaKkTUPOBaHMs NapaMeTpoB MHUMOEHTA BHECTU HEOOXOAMMbIE

N3MeHeHUst (CM. pUCyHOK 93).

3. [Inga coxpaHeHus U3BMEHEHUI HaxkaTb Ha KHOMKY "CoxpaHuTb".

LieTp
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[ ]

Nwms
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4
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PucyHok 93 - OkHO pefakTMpoBaHus napaMeTpoB

12.5.6. YoaneHue nHunageHTa

BHuMaHue! OyHKUNSA yaaneHust JoCTynHa Nonb30BaTerto TONbKO Npy HanMyiMm HeobXoaMMbIX NpaB

poctyna. NHUnaeHT aormkeH ObiTb Ha3Ha4YeH JaHHOMY NOMb30BaTENto PaCCMOTPEHMS.
DyYHKLMA yaaneHns 4OCTynHa Yepes OKHO pedakTUpOBaHUA NapameTpoB NMHUMAEHTA.
[ns yoaneHus nHumaeHTa ¢ MNMnatdgopmbl Heobxoanmo:

1. OTKPbITb OKHO PeAakTUPOBaHMS OAHMUM U3 CrieayroLwmx cnoco6oB:

0 OTKpbITb CINCOK MHUNAEHTOB "MHUMAEeHTbI"-> "UHUMAEHTbI", 1 HaXaTb B CTPOKE

WHTepeCyoLero NHUMAEHTa Ha KHOMKY .

0  OTKpbITb KAPTOYKY MHUMAeHTA "MHUMAeHTbI"-> "UHUMAeHTbI" -> /WenKHYTb No
3aronioBKY MHTepecylLero MHUMAeHTa B cnucke/, 1 HaxaTb Ha KHOMKY
"PepaktupoBaTtb", pacrnonoXXeHHyto B 6rioke cBOAHON MHGOPMaLMK KapTO4KN

"

2. B oTKpbIBLLENCSA (hOpMeE peaaKkTUPOBaHMs NapaMeTpPoB MHUMAEHTA HaXaTb Ha KHOMKY "Yaanutb
(cm. pyucyHok 93).

3. B OTKpbIBLLEMCS OKHE MOATBEPXAEHUS yaaneHus HaxaTb Ha KHorky "OK".

|_|pOVI3OI71D,eT aBTOMaTU4ECKNI nepexoa K 06HOBJ'IeHHOMy CMUCKY MHUMOEHTOB.
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12.5.7. N'pynnupoBka nHumnaeHTa {#incident_group}

Mpv bopMMpOBaHUM MHLMAEHTA, NnaTopma No3BONSET NOMECTUTb UHUMAEHT B rpynny.

|_|pl4 9TOM CuUCTEMA NO3BOJIAET

e [lOMeCTUTb MHLMAOEHT B yXKe UMEIOLLYCS Tpynny HLMAEHTOB
e Co3sgaTb HOBYIO rpynny, U3 npasumna Koppensuum
e [loMeCTUTb MHLMAEHT B rpynny B py4Hyto

12.5.7.1. T'pynnupoBKa ¢ UCNONb30BaHMEM KOppensauumn

O6beanHeHne NHUMAEHTOB B rpynnbl MOXXHO C NOMOLLbIO NMpaBwuil Koppenauunn.

Mpynna MHUMOEHTOB yKa3blBAETCS C UCMONb30BaHWEM napamMeTpa incident_group npu hopMrpoBaHum
HUMaeHTa (alert)

HHARHRHHH AR AR AR AR R AR AR AR H R A AR AR AR HR AR AR AR AR AR AR AR A AR AR AR
rule_settings = {

"risk_score": 6,

"create_incident": True,

"assign_to_customer": False,

"template_name": 'template'
}
HHHHHRBER AR R R BRI R R B R R BRI
print(rule_settings)

@log_connection.fetch("#.web_server.#")
def handle_logline(logline):
#tab
useragent=logline.get("initiator.http.user-agent.full")
if 'openvas' in useragent.lower():
alert(rule_settings["template_name"],
Togline,
rule_settings["risk_score"],
{"ip": Togline.target.host.ip[0]},
create_incident=rule_settings["create_incident"],
assign_to_customer=rule_settings["assign_to_customer"],
incident_identifier=logline.initiator.host.ip[0],
incident_group="test-group-1")

B kauectBe rpynnbl MOXHO NnepenaBaTtb Kak CTaTu4eCkoe 3HavyeHune, Tak n 1 3Ha4eHne nornd na Iogline

HtH# R RR AR RRAAAH R AR R H R A H R AR A A R
rule_settings = {

"risk_score": 6,

"create_incident": True,

"assign_to_customer": False,

"template_name": 'template'

3
HEHH#HHRRRHH A AR R R HHARRR R H A AR BB H A AR R R HHA AR RS HH AR R R H A AR BB A A AR RS H AR

print(rule_settings)

@log_connection.fetch("#.web_server.#")
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def handle_logline(logline):

#tab

useragent=logline.get("initiator.http.user-agent.full™)

if 'openvas' in useragent.lower():

alert(rule_settings["template_name"],

Togline,
rule_settings["risk_score"],
{"ip": Togline.target.host.ip[0]},
create_incident=rule_settings["create_incident"],
assign_to_customer=rule_settings["assign_to_customer"],
incident_identifier=logline.initiator.host.ip[0],
incident_group=1logline.target.host.ip[0])

MnaTtdopma No3BoNsiET NoMeLLaTh B O4HY rpynny coBbITUS OT pa3HbIX UCTOYHMKOB U TUMOB.

HHARHRHHH AR AR AR AR R R AR AR H R AR AR AR AR AR AR AR AR AR R AR AR AR AR A AR AR AR
rule_settings = {

"risk_score": 6,

"create_incident": True,

"assign_to_customer": False,

"template_name": 'template_brut'
}
HAHHHRBR R AR R R RRAAHHRRRR AR R LA R R B RAAHH R RS
print(rule_settings)

@log_connection. fetch("#.windows.os.#")
def handle_logline(logline):
if Togline.observer.event.id == "4776" and logline.observer.event.type
== "security":
print( logline.target.user.name )
if logline.outcome.name == "failure":
alert(rule_settings["template_name"],
Togline,
rule_settings["risk_score"],
{"fgdn": Tlogline.observer.host.fqdn[0], "ip":
logline.event.worker.ip},
create_incident=rule_settings["create_incident"],
assign_to_customer=rule_settings["assign_to_customer"],
incident_identifier=logline.observer.host.fqdn[0],
incident_group="test-group-1")

12.5.7.2. Py4yHoe no6aBneHue B rpynny {#create_group_manual}

I'InaT(bopma NO3BOJIAET NoMeLlaTb MHUMAEHTbI KakK y>Xe B CO34aHHble rpynnbl, TaK U B HOBbIE.

[ns cosnaHusa rpynnbl MHUMAEHTOB nepexoaum B pasgen MHumaeHTb! - Fpynnbi MHUMAEHTOB 1

Haxkumaem kHorky "Cosgatb" (CM. pycyHokK 94).


af://n2658

[pynnbl MHLWAEHTOB

[+ ] WHUMaeHTH

HAZEAHWE

Tpynnbl MHUMAEHTOE

PucyHok 94 - CosgaHue rpynnbl UHUNMOEHTOB

B nosiBuBLLelica dpopme ykasbiBaem HaszBaHue rpynnbl
Mpu HeobxogumocTn ykasbiBaeM OnucaHue, MNMonb3oBatens no ymonyanuo unu Mpynny
nonb3oBaTernen No ymonyaHuto (CM. pucyHok 95).

HazeaHwe

test-test

COnwucadue

MNoAkzoBaTENE MO YMONYaHWHD

He EwiBpaHo

[pynna NoAb30B3TENER MO YMONUIHKMID

He EwiBpaHo

PucyHok 95 - MapameTpbl rpynnbl MHUMOEHTOB

[na no6aeneHns MHUMAEHTOB B rpynny, nepexoaum B pasaen MHumaeH sl - UHUMOeHTbI



YcTaHaBnuBaeM Yek 6OKC, HaNPOTUB MHUMAEHTOB, KOTOPble HEOOXOAMMO 06bEeAUHUTE B Fpymny.
B npaBom BepxHeM yrpy, HaxnMmaem Ha "Ob6beguHUTb B rpynny".

B BbinagaroLem cnvcke BeibMpaem HeOOXoAMYO rpynmny.
Haxnmaem "HasHauuTb rpynny"” (CM. pucyHok 96).

(SO = |

Ha3HaunTs NonL30BaTEm ™ HazHauute rpynne - _ CMeHUTE CTaTyc ™
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PucyHok 96 - HasHayeHue rpynnbl

28 Anp
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NOCNEAHEE !
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14:071:00
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test-group-1

test-group-1

test-group-1

[na no6aeneHns MHUMAEHTA B rpynny U3 MHUMAEHTA OTKPbIBAEM UHLMOEHT HA peaakTUpoBaHue (CM.

puUcyHok 97).

CeTeBble aHOMaANK - CKaHHpOBaHHe noprtos

KOn-eo KON-BO NOBTOPHBIX =
- - HoBblid ™
MPOWCIWIECTBUAK OTKPBITWUMA
14 0 OTEeTCTBEHHEIA
MCTOYHMK Bpemsa
COBBTHA MpoWCWEecTBMA
6 Mepeim k
Keppenstop npasuny
KOPPENALUN Kareropua
HA3BAHUE ™n TPYMNb FQDN/IP oc Tun
3 192.168.0.20 Host
Tpynna
192.168.0.20 MHUMACHTOB

PucyHok 97 - lob6aBneHne HUMAEHTa B rpynny.

O Cnucok wiympenos & I

Hanucate coobuieHne

Monb3ceatens = Tpynna~=

2022-04-28 14:.01:00

CeTeBan aHOManWA

test-group-1

B pasgene rpynna nHumMaeHToB Bbibrpaem Heobxoammyto rpynny n3 cnucka. Haxmmaem "CoxpaHuTtb"

(cm. pucyHok 98).



PassMep NpUMEYOHUS 02paHUYeH 255 cuMsanamu,

Mpynna MHUMAEHTOE

test-test

CoxpaHWTh

PucyHok 98 - CoxpaHeHue

13. PaboTa c 6a3zon 3HaHUU TUNOB
UHUUOEHTOB

13.1. O6wme AaHHbIE O TUNAaX UHLUNOEHTOB

B pamkax MNnatdopmbl Kaxabl MHUMOEHT BCeraa npuHaanexuT K onpeaeneHHoMy
npenycTaHOBMEHHOMY TUMY UHLIMOEHTOB.

Pasgen nHtepderica "Tunbl MHUMAEHTOB" NpeaHa3Ha4YeH ansa ynpaeneHus 6a3on 3HaHWIA NoO TMnam
obpabaTtbiBaeMbix MHLMAEHTOB. AKTyanusaums 6asbl 3HaHWI ABMSETCS OQHOW U3 NMPUOPUTETHLIX 3a4ad
SOC.

13.2. AHanNu3 TMNOB MHLUUOEHTOB

13.2.1. NMpocmoTp cnMcka TUNOB MHLUAEHTOB

MonHbIN TaBNUYHBIN CNMCOK TUMOB UHLMAEHTOB pacrnonoxeH B pasgene: "MHumaeHTbl"-> "Tunbl

MHUMAEHTOB" (CM. pucyHok 99).

nO,D,pO6HOG onvcaHue TabnmnyHoro crnmcka TUNoB UHLMAEHTOB U BO3MOXHOCTEN q)I/IJ'IpraLI,I/IM crnumcka

nn

npueeneHbl B pasgene "Pasden "UHyudeHms!". [1odpasden "Turbi uHyudeHmos"",
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TI/II'II:I WMHUWNAEHTOB LlenTp ynpagnenua WHumaeHT THnbl HHUMAEHTOB
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FINE303 TMoBLILERME NPHBEMAETHI, CBR3aHHOE C Win32k

PucyHok 99 - Cnvcok TMNoB nHUMAEeHTOB B pasgene "MHumaeHTobl" -> "Tunbl MHUnAEHTOB"
Mnepccbinkm B CTpoke Tuna obecneynBatoT MPOCMOTP CrieayoLwen aetanbHom MHopMaLnm:

e [lone "ID" - cooepXuT naeHTurkaTop Tuna NnpomnsoLleLlero nHungeHTa. F'vnepcceoinka BegeT Ha
KapTOYKy TUNa MHUMAEHTA C AeTanbHon MHopmaumen. OnucaHne KapToyky TUna MHUMAEHTa

npuBeaeHo B pasgene AokymeHTta "[lpocvomp demanusayuu muna uHyudeHma. Kapmoyka

muna”.
e [lone "3aronoBoK" - cooepXuT Ha3BaHue Tuna nHumMaeHTa. Mmnepccebinka BeAeT Ha KapToYKy
TMNa MHUMAEHTA ¢ AeTanbHon nHopmaumeri . OnucaHrne KapTodku akTrBa NpUBEAEHO B pasaene

pokymeHTa "[Ipocmomp demanu3ayuu muna uHyudeHma. Kapmoyka uHyudeHma'".

e KHomMKa pegakTupoBaHusi () -- MePEBOANT Ha CTPaHULY pefaKkTMpoBaHNS NapameTpoB
WHUMOEHTA.

e [Tone "McToUyHUK" - cOOEPXXUT NUKTOrpamMMbl, COOTBETCTBYIOLLME TOMY MU UHOMY UCTOYHUKY
OaHHbIX. Ecniv B none yctaHoBneHa nukTorpamma koppensaropa ( ¢g ), TO NPV Npu HaBeaeHnn
Ha Hee Kypcopa OTKPOeTCS BCrrbiBatoLLiee OkHO "CBsizaHHble npaBuna Logmule" c
rMNEepPCCLINIKOM Ha CTpaHuULy C onucaHuem npasun koppensaTopa (cM. pucyHok 100). MNMepexoq Ha
CTpaHuLy C ONUMCaHNEM NpPaBuUI KOPPENSALMM BO3MOXKEH TOSNBbKO MPU HANU4MmK y nonb3oBaTens
COOTBETCTBYIOLLMX MpaB.
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THan WMHUWNAEHTOB LlenTp ynpagnenua WHumaeHT THnbl HHUMAEHTOB
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PucyHok 100 - NpocmoTp npaBun koppensaumm y Tun nHuuaeHTa, chopMrMpoBaHHOIO KOPPENSTOPOM

13.2.2. NMpocmMmoTp AeTanusauum Tuna nHuuaeHta. Kaprouka
Tnna {#type_card}

13.2.2.1. O6Lwwee onucaHne KapToO4KM TUNa MHUMAOEHTAa

Onsa npocMoTpa getann3aunm no nHTepecyrowemMy Tuny MHUMOeHTa Heobxoanmo:

1. Nepentu B pasgen "MHumaeHTbI"-> "Tunbl MHUMAEHTOB"
2. B cnucke TMNOB MHLUMOEHTOB LUENKHYTh MO Ha3BaHWIO MHTEpeCyoLLEero Tuna B nore "3aronoBok”
unn "ID".

Ha akpaHe oTkpoeTcs kapToyka Tvna MHUMAEHTa, coaepkallas nosHbIn Habop AaHHbIX Mo
BblIGpaHHOMY TuMy (CM. pucyHok 101).

1S I —— e — PR
KOPOTKMIA ID COOTBETCTBME MO OBHOB/EH ™n
Hanucatb coobuenve
FIN56 x 2021-08-04 14:30:01 policy_violation

CBOAKA PEKOMEHAALIMM NO YCTPAHEHWIO YTPO3bl
Yaen cr 2a KOPOTKOE Epems. MpoBepETe MCTOUHYK COBLITHIA ¥ V3yuUTE NPHUMHY BCTAECKE, @ TaKoKe COAEPXaHMe/pesynsTaTsl

COOTBETCTBYHOLUMX 3aMPOCO..

OMUCAHUE
MOCNEACTBAS PEAZIN30BAHHON YTPO3bI

Berneck aktusHocTv DNS 3a KOpOTKUiA MPOMEXyTOK BpeMeHy MOKET yKa3biBaTh Ha BpefOHOCHYIO

ReATeNbHOCTL M/ B3NOM Y2na.
PEKOMEHAALIMM MO YMEHBLEHMIO PUCKA

WHUNAEHTDI
T YPOBEHb PUCKA TMn TUN MHUMAEHTA AKTMB 3ATON0BOK CTATYC MOCAEAHEE NPONCWECTBUE rc a -
@ 74 * FINS6 142.10.100 IDS - scrneck akTeHocTH DNS © Hosuiii 2021-09-02 22:00:54 10 users

60 * FINS6 10.004 IDS - Bcruneck akTuerocT DNS @ 3akparr 2021-08-25 16:47:42 10 writer (Writer R) admin

Co3gart wHumaeHT

PucyHok 101 - fletanu no BbIGpaHHOMY TUMNYy MHLUOEHTOB
KapTouka Trna nHumaeHTa coctouT U3 creayoLwmx MHEPOPMaLMOHHbIX BrTOKOB:

e (CBogHad I/IHCbOpMaLl,I/IFI Nno TNy - BEpPXHAA YaCTb 3KpPaHa,
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e BroK onucaHust - cogepXuT MHOPMaLMIO MO NMPOUCLLECTBUSIM, 3adMKCMPOBAHHbLIM B paMKax
O[IHOTO UHLMAEHTA.

o Brok pekomMeHZauui - CoaepXXuT pasnnyHble pekoMeHdaumm no JaHHoMy TUMy yrpos.

e Bnok "MHUMAeHTbI" - COAEPXKUT TEKYLLUIA CMIMCOK MHLUAEHTOB AAaHHOIO TMna.

13.2.2.2. bnok cBogHOM UHOpPMaLIMK MO TUNY MHUMAEHTa

Brnok cBogHoOM MHOPpMaLUN COOEPXKUT CreayoLime AaHHbIe NO TUMY MHUuAeHTa (CcM. pucyHok 101):

e [lonHoe Ha3BaHWe nHuugeHTa Ha lNnatdopme -- BEpXHSS CTPOKa KapTOYKM.
e "Kopotkum ID" - KOpOTKUIA MOeHTUMKaTOp TMNa MHUMAEHTA, yCTaHaBnmBaembln Nnatgpopmon .

e "CoortetctBue NO" - dnar ncnonb3oBarb/He_MCNONb30BaTb TUM ANSA CO30aHUSA UHLUWOEHTOB

npw oueHke cooteeTtcTeus N0.
e "OOHOBNEH " - faTa 1 BpeMs nocriegHero o6HOBMNEHUS (Co3aaHns) TUNa MHUNOEHTa;
e "Kareropusa" - kateropus Tuna nHumMaeHTa. BoaMoxxHO 0gHO 13 criegytowmnx 3HaYeHuI:

o "HapyleHue nonuTuk1" - runepccebinka "policy violation", oTKpbIBAET CNMCOK MHLMOEHTOB,
OTHOCSILLMXCH K AAaHHOW KaTeropum.

o "CeTeBas aHomanus" - runepccbinka "network_anomaly", OTKpbIBaeT CMMCOK NHLUOEHTOB,
OTHOCSILLIMXCS K JAHHOW KaTeropuu.

o "YasBumocTb" - runepccoinka "policy_violation", oTKpbIBAeT CMUCOK MHLMOEHTOB,
OTHOCSILLIMXCS K JAHHOWN KaTeropumu.

e OueHKa pucka - oLeHKa p1cka no yMonyaHuio Anst MHUMAEHTOB AaHHoro Tuna. MNpeanaraetca npu
CO3[aHUN NHUMAEHTA N MOXET ObITb M3MEHeHa Nornb3oBaTenemM Ansi OTAENbHbIX MHLUNOEHTOB.

MomyMOo nepevncneHHbIX napameTpos B Br1oke CBOAHOM MHOpMaLmMm NPpUCYTCTBYIOT creaytoLime
dyHKUUN:

e "PepaktupoBaTb' - Mpu HaXkaTuM Ha KHOTKY OTKPbIBAETCS CTPaHULa peaakTpoBaHus
napameTpoB Tuna uHuugeHTa. MNogpobHoe onvcaHne peaakTMpoBaHUsSt MPYBEAEHO B pasaerne

"YnpasneHue 6a3ol 3HaHUU munos UHUUdeHmos. PedakmuposaHue napaMmempos muna

UHyudeHma".
e "Hanucatb coobGuieHue" - npu HaxaTum Ha KHOMKY OTKPbIBAETCS CTaHO4AapTHOE OKHO lNMnatdgopmbl
ONs co3gaHus v oTnpaBky coobLeHus. MNoapobHoe onvcaHne oTnpaBku COOBLLIEHNIA NPUBELAEHO B

pasgerne gokymeHTa "YpasneHue 6a3ol sHaHUl munog uHyudeHmos. Cos3daHue u omrpaska

coobuweHUl co ceblfikol Ha mun uHyudeHma'.

13.2.2.3. Bnok onucaHus

Brok onucaHus - 3T0 MHGPOPMALIMOHHbIN OOK, KOTOPbLIA COAEPXKUT CneayoLwmne nons (CM. pUCyHOK
102):

e "CBopgka" - kpaTkoe onvcaHvne OEeNCTBUIN, CPOBOLIMPOBABLUNX NHLMAEHT.
e "OnucaHue" - onncaHne NpUYMHbI, NO KOTOPOW AaHHbIE AENCTBUA ObINM NPUYUCTIEHDBI K paspaay

WHLUWOEHTOB.

13.2.2.4. bnok pekomeHaaummn

Bnok pekomeHgauuim - 3To MHOPMAaLMOHHbIV BMOK, KOTOPBIN COAEPXUT crneaytoLme nons (CM. pUCyHoK
102):

e "PekomMeHAauUuM NO YyCTPaHEHUIO Yrpo3bl” - 6ok cogepxmT Habop pekomeHaauuin no
YCTPaHEHMIO yrposbl.
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e '"TlocneacTBus peann3oBaHHOM yrpo3bl” - 6r1IoK COoepXKUT NepeyeHb NocneacTBUA peanmsaumnm
yrposbl.

e "PekomeHaauuun No ymeHbLUIEHUIO pUcka" - BNok coaepxuT Habop pekoMeHaauui no
YMEHbLLUEHWIO pUCKa BO3HUKHOBEHUS Yrpo3bl AaHHOIo TMna.

TekcT B kax4oM 13 nonen brnoka pekoMeHgaumin MoOXXHO Npu HEOBXOAMMOCTU CKPbITb UMK Pa3BEPHYTb
Ncnornb3ys yHKUMIO () B 3aroroskKe rons.

CBOAKA PEKOMEH/IALIMM MO YCTPAHEHUIO YTPO3bI ~

HEeCKo/IbKO Lenesbix y3108 o npepena ownbok BxoAa B cuctemy c * Visonupyite ysen o cetw. NpockaHnpyiiTe y3en C MOMOLLbIO aHTMBMPYCHOI MPOrPaMMbl Ha MPEAMET HanuuMs

OZHOTO Y3/1a-MCTOUHMKA MO/l AWM IMEHEM 10/Ib30BaTeN. YTPO3 ¥ yCTPaHNUTE UX B CAlyuae BLIABNEHNA.

« Eomy SBNASTCA BHYTP! y3nom, €ro Ha NpeaMeT B3/10Ma.
ONUCAHUE
« ECIM y3en-MCTONHMK SEARIETCA BHELHUM Y31OM, MIPOBEPLTE MOMTUKY BPaHAMay>pa, UTOBbI yBeavTECR, UTo AocTyn

KO BHYTPEHHUM CUCTEMAM MOXHO MOYUMTh TOEKO C IP-3APECOs A0BEPEHHbIX AMANAZOHOE.

o] rpefiena KOAMYECTBA OWMBOK BXOAA B CHCTEMY HECKO/IbKVX LIENEBbIX Y3M0B.
BOMbILIOE KOAMUECTBO TakMX OLIMBOK MOXCET YKa3bIBaTh Ha MOMBITKY MONYUEHA YUETHBIX AaHHBIX TOAb30BaTENA B

Uenesoii CvcTeMe MeToAoM NoaBOpa. ATaka MeTo10M N0A60Pa NPEATIONaraeT MOUCK PelleHws MyTem NOCTORHHORO HIOCHIEACT B PEANISOBAHHOM Y1 POSb!
nepeGopa naponei, Wiouei M T. A.

PEKOMEHAALMW MO YMEHBILIEHWIO PUCKA

|‘

TMpodunakyka yrpossl sddeKTUBHEe, Uem yCTpaHeHMe ee NOCIeACTBWiL [la/iee MPUBEACH CTIVICOK OCHOBHBIX
i no CUCTEMBI:

* VlcnonbayiiTe CROKHBIE N3POAM WM TPEGYVTE UX MCTIONESOBAHNS.
.0 NOMLITOK BX0Aa B CHCTeMy.

* Vicnonbsyiite Tectbl CAPTCHA.

« HacrpoliTe 3aaepx«y MexXay MonsITkamm EXo4a.

+ VIcnonbayiiTe KOHTPO bHbIE BOMPOCH.

+ AKTVBUPYiiTE ABYXGAKTOPHYIO ayTEHTHPNKALIMIO.

« Vicnonesyiite Heckonbko URL-aapecos Bxona.

. no pbie 60Tol OByuerb owmbku, Ho & cnyvae

OAHOBPEMEHHBIX HEYABUHBIX NIOMLITOK BXOAR B CHCTEMY MOXHO VCTIO/ILS0BATS NepeHanpas/ieHne Ha pasHbie
CTpaHuMLIb OWNBOK. V13-33 STOTO 310y MbILINEHHAKY MOTPEBYETCH Kak MUHYMYM NepeiiT Ha Gonee NpoaBuHyTOe
o).

PucyHok 102 - OnucaHue yrposbl ¥ peKoMeHAaumnm Mo ee yCTpaHeHNIo Ha KapTodke Tuna MHUMOEeHTa

13.2.2.5. bnok "HUnaeHTbLI"

Bnok "MHUunMaeHTbI" cooepXXuT CTaHAapTHbIM TabnMYHbI MHUNMOEHTOB, COCTOSALLMI TOMLKO M3
VMHLUWOEHTOB AaHHOro Tmna.

MonHoe onncaHue Tabnn4HOro cnmMcka NHUWOEHTOB NpuBeaeHo B pasgene "[Tlodpasden

nn

"UHyudeHmsbI"".

Mogpo6Hoe onucaHue paboTbl CO CNMCKOM MHUMAEHTOB NpuBeaeHa B pasgen "Paboma ¢
UHyudeHmamu'.

13.3. YnpaBneHue 6a3o1 3HaHUN TUNOB UHLUNOEHTOB

13.3.1. Co3gaHue HOBOIro TUNna MHUUAEHTa BPY4HYIO
{#type_incident_create}
basa 3HaHWi LeHTpa pearnpoBaHus LOMKHA NOCTOAHHO paclmpaTbes. NomMumMo nonyyveHust

MOCTOSIHHbLIX OGHOBIEHMI CO CTOPOHbI pa3paboTymkoB MnaTopMbl CyLLECTBYET BO3MOXHOCTb
CaMOCTOSATENBHOIO pacluMpeHnst 6asbl 3HAHWUI BPYYHYIO.

[Ina co3aaHusa HOBOToO TUMa MHLUMAeHTa HeobXxoanmo:

1. MNepentun B pasgen «AHUMAEHTbI» ->«TUNbl MHLUWOEHTOBY.
2. HaxaTb Ha kHonky «Co3paTb».

3. B oTkpbiBLLENCS (hOpMeE C NapameTpamy TUna UHUMAEHTa 3anofiHUTb COOTBETCTBYHOLLIME NONs
(cm. pucyHok 103):

MogpobHoe onncaHne Ucnonb3yeMbix NPy CO3AaHUM TUNa noren NpuBeaeHo B pasgene
"lMpocmomp demanusauuu murna uHUyudeHma. Kapmoyka muna".
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4. HaxaTb Ha kHonKy "CoxpaHutb".

Ha akpaHe oTKpoeTcs OOHOBMNEHHbIN TabNUYHbIN CNIMCOK TUMOB.

Kateropus

BbiGepuTe KaTeropuio..

CuHXpoHU3aLuus ¢ 6a30i 3HaHWI

OcTaBNTb TN MHUMAGHTA NTOKaNbHBIM 11 HE CUHXPOHWU3WNPOBATb ero ¢ 6a30it 3HaHMIA?

Ceopka

Onucaxune

MocneacTsus peanusoBaHHOM yrpo3abl
PekoMeHpaLUWm no yCTpaHEeHWIo yrposbl
PSKOMeHﬂaLLVIIA N0 yMeHbLUEeHUIO pUcka

BHyTpeHHee NpuMevaHue

Pasmep npumMeyaHms orparisen 255 cuMBOnaMM.

OueHka pucka

0.0
[ ]

Ouenka pHcKa, 3afaHHas B THIE MHUMAGHTS, HCTONbYETCA €CAN MDY COSAAHIN HHUMAEHTa OLSHKa PHCKa He yKasaHa

KommeHTapuit

310T KoMMeHTapuii He BuaeH 8 LIMP.

PucyHok 103 - ®opma ans cosgaHus Ha [Nnatgopme HoBoro oobekTa « Tun MHUMAeHTa»

13.3.2. PegaktupoBaHue napameTpoB Tuna nHuuaeHTa {#edit}

13.3.2.1. [locTtyn K hyHKLUN peaaKkTMpoOBaHUA

BHuMaHue! OyHKUNA pegakTpoBaHMs JOCTYMHA NOSb30BaTESO TOMbKO NPU HANMYMU HEOBXOAMMBIX
npae goctyna.

(DyHKLI,I/Iﬂ penakTnpoBaHuA napamMmeTpoB TUNa NHUMAOeHTa OOCTynHa:

® Ha 3KpaHe co cnuckom TunoB : "MHuugeHTbl"-> "Tunbl UHUMAEHTOB";
® Ha KkapToyke uHuugeHTa: "UHunaeHTbl"-> "Tunbl UHUMAEHTOB" -> /LWENKHYTb NO 3arofioBKy
MHTepecyloLero Tuna MHUUAEHTa B cnucke/.

13.3.2.2. lNepeyeHb pegakTupyeMbiX napameTpoB

B cnyyae HeoBXoaMMOCTM MOXHO OTpPeAaKkTMpPOBaThb TakMe napameTpbl TUna MHUMAEHTA Kak:
® 3HayeHVe YPOBHS pucka (ypoBeHb 3HA4YMMOCTM) MO YMONYaHUIO ANs TUna NHUMAEHTa;
® M4 TUNa nHuMaeHTa Ha lNnatdgopme;

® [OMEHATb KaTteroputo yrposbl Anda gaHHoro tmna MHUMaeHTa;
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af://n2791
af://n2799

® [OMEHATb CTaTyC MCMonb30BaTb/HE_UCMONb30BaTh TUM 4SS CO30aHUS UHLMAEHTOB npu oueHke

cootBeTcTBUSA MO.
® MapamMeTpbl ONUcaHNs TUNa MHUUOEHTA, Takne Kak:
e "Cpogka " - KpaTKoe onMcaHue EeNCTBUIA, CIPOBOLIMPOBABLUNX UHLMAEHT;

o "OnucaHue yrposbl” - onnucaHne nNpuydmHbI, No KOTOPOW AaHHble AeUCTBMSA Oblnv NPUYMUCIEHDI
K pa3psay MHUMAOEHTOB;

o "PekomeHpauum no yctpaHeHuto yrposbl” - HAOOp pekoMeHZauun No YCTPaHEHWIO Yrpo3bl;

o "lNocnencTBus peann3oBaHHOM Yrposbl” - nepedeHb NOCNeAcTBUA peanu3saumm yrposbl;

o "PekomeHOauum no yMeHbLUEHMWIO pycka" - HAbOP pekoMeHAauUi No YMEHbLUEHMWIO pUCKa
BO3HVKHOBEHMS YrpO3bl 4AHHOTO TUNa;

© "BHyTpeHHee npumeyaHue";

o "KommeHTapumn'.

13.3.2.3. NpoBeaeHne peaakTMpoBaHUA

PepakTpoBaHue napaMeTpoB TUna MHLUMOEeHTa HEOBX0AMMO B Criydae, eCrniv B ON1caHum Tuna ectb
HETOYHOCTMU, BbISIBNEHHbIE aHANUTUKOM UMW Y aHanuThKa ecTb JOMNONHUTENbHbIE CBEAEHMS,
TpebytoLme durkcaLmm B KOHTEKCTE TUMNa UHLMAEHTA.

[lns npoBeaeHusi pegakTMpoBaHus HEOBXOAUMO:

1. OTKpbITb OKHO PefakTUPOBaHKS OAHMM U3 criegyroLwmux cnocobos:

0 OTKpbITb CINCOK MHUNAEHTOB "UHUMAeHTbI"->"Tunbl UHUMAEHTOB", N HaXXaTb B CTPOKE
TMNa, TpebytoLero moaMdmkauum, Ha KHOMKY .
o OTKpbITb KAPTOYKY TMMa NHUMAEHTA, Tpebytowero mogudukaumm "UHumaeHTbl"-> "Tunbl
MHUMAEHTOB" -> /LeNKHYThb MO 3arofIoBKy MHTepecyrLero Tuna B cnucke/, n Haxarb
Ha kHomnKy "PeaakTupoBaTb", pacnonoxeHHyto B 6r1oke CBOAHOM MHOPMALIMM KapTOYKM.
2. B oTkpbiBLUENCS hopMe peakTUpOBaHMS NapaMeTpoB TUMNa UHLMAEHTa BHECTU Heobxoaumble

n3MeHeHus (cM. hucyHok 6).

3. [Inga coxpaHeHus N3MeHEHUIN HaxaTb Ha KHOMKY "CoxpaHuTb".
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MS-WIN-Local authentication ATaka MeTogoM nog6opa 3aBepLunnach ycrnewwHbiM
BXO[0OM B CUCTEMY

LleHTp ynpaenexns > WMHUMAEHTb > TUMbl MHUMAEHTOB > M3MeHenme

Nma

MS-WIN-Local authentication Ataka MeTofoM Noa6opa 3aBepLUNNACh YCMELIHbIM BXOAOM B CUCTEMY

Kateropus

HapyweHune nonutukmn X

CUHXpOHU3aUus ¢ 6a30i 3HaHWI

OCTaBUTb TUM MHUMAEHTA NI0Ka/bHBIM U He CUHXPOHWU3UPOBaTh ero ¢ 6a30i 3HaHWA?

Csopka

Ataka MeTofl0M Nof6opa 3aBepLUMaach YCneLHbiM BXOAOM B CUCTEMY.

OnucaHne

ATaka MeTof10M Noa6opa NpeacTaeseT Co60M NOMbITKY NONYYeHNs Napons NyTeM CUCTeMaTUYecKoro nepeGopa BCex BOSMOXHbIX KOMGMHaLMit Gyke, LMGP U APYriX CUMBOIOB, NOKa He
6ynet oGHapyxeHa BepHas KOMBUHaLWs. [1Ns reHepaLum 60MbLIOTO KONNYECTBA BAPNUAHTOB UCMONb3YIOTCS Pa3NUHbIe TUMbl aBTOMATU3UPOBaHHOrO MO 1 MHCTPYMEHTOB Banoma. B pamkax

MocnencTens peann3osaHHOI yrposbl

B cnyyae ycnexa 3/10yMbiliIeHHUKa Hanbonee onacHbIMU SBNSIOTCA Cleaytolne PUCKU:

PeKOMEHA1aLMM MO YCTPAHEHMIO Yrpo3b

* Vsonupyiite y3en oT ceTu.
* MpoBepbTe UCTOYHNK COBBITUIA U UX MPUYKHY, 4TOGLI ONPEAeNUTL, MMEeeT I MecTo peasbHas yrposa uiv ownbka B aBTOMaTU3NPOBaHHOM NpoLecce (Hanpumep, npouecce MySQL).

PekomeHAaumm No yMeHbLUeHMIO pucka

MpodunakTuka yrposbl adpdekTBHEE, YeM yCTpaHeHe ee NocneacTenii. [lanee NpuBeaeH CNMcoK OCHOBHbIX PeKOMeHAaLMiA No NOBbILIeHNIo 6e30MacHOCTI CUCTEMBI:

BHyTpeHHee npumeyaHie

Pasmep npuMeyaHIs orpamien 255 CUMBORaMA.

OueHka pucka

0.0
o

Ouerika pucka, 3aaanHas & THME HHLMACHTA, UCTIONB3YETCA ECIU IPH COSAAHIN MHLNAEHTA OLEHKa PUCKA HE YKasaHa

KommeHTapuit

30T KOMMEHTaPMIT He BuaeH & LIMP.

PucyHok 104 - OKHO pefakTMpoBaHnst BbIOPaHHOIO TUNa UHUMAEHTa

13.3.3. Co3pgaHue n oTnpaBKa COOOLLEHNSA CO CChISIKOW Ha TUN
uHuuaeHTa {#message}

Mpu paboTe c 6a3ol 3HaHWI NONb30BaTENb MOXET OTMNPaBUTb TEKCTOBOE COOOLLEHME ApYroMy

nonb3oBarternto nrnatgopmel. [1ng atoro HeobxoaMmo:

1. OTKpbITb KAPTOYKY TMMA MHUMAEHTA: "UHUMAEHTbI"-> "Tunbl UHUMOEHTOB" -> /WENKHYTb NOo
3aronoBKY UHTepecyloLlero Tuna B cnucke/.

2. HaxxaTb Ha kHonky "Hanucatb coobLieHue".
3. B oTkpbiBLUENCS hopMe COOOLLEHMS 3aMNONHUTL CleayoLmne nons:
o "Mony4aTtenb" - BbIOpaTh agpecaTa 13 packpbiBatoLLErocs CrmMcka nonb3oBaTenem
Mnatgopmsbl;
o "3aronoBok" - BBECTM 3arofiloBok COObLLEHNS;

o "Coob6LieHue" - BBECTU TEKCT coobLleHuns
4. Haxatb Ha kHonky "OTnpaBuTb".

an/I oTnpaBKe K COO6LIJ,eHI/IIO 6yﬂ,eT aBTOMaTU4YeCKN NpuKpenrieHa CCblJika Ha JaHHYK0 KapTO4dKy TUMna

WHUMOEHTA.
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OTnpaBneHHoe 13 KapTo4kKN TuMa coobLleHne oToOpa3nTCs B CNMCKE OTNPaBIIEHHbIX COOBLLIEHWNN

none3oBatens. Cnmcok OoTnpaBJieHHbIX coobLLeHnn nonb3oBaTtens pacnonoXxeH B npocbvu'le

nonb3oBaTens (m), B pasgene "CoobweHus".

Moppo6Hoe onvcaHne paboTbl Nofb3oBaTersi ¢ COObLEHAMN NPUBEOEHO B pasaene AoKyMeHTaumm
"Paboma ¢ coobuweHusamu".

13.3.4. Co3pgaHue BpYy4HYI UHUMAEHTA YKa3aHHOro Tuna

Ha kapTouke Tvna noA CnnMckoM MHLUMAEHTOB AaHHOTO TuUMa pacrnonoxeHa yHKUUS co3aaHust
MHUMOeHTa -- kHonka "Co3gatb MHUMAEHT" (cM. pasgen "[Ipocmvomp demanu3ayuu muna uHyudeHma.

Kapmouka muna") . JaHHas yHKUMS NO3BONSAET CO34aTb BPYYHYIO MHUMAEHT TOrO TUMA, C KapTOUKM
KOTOpOoro 6bina akTuBMpoBaHa PYHKUNS CO3AaHUSA UHLMAEHTA.

lMonHoe onucaHne co3gaHns npuBeaeHo B pasgene "Paboma ¢ uHyudeHmamu. Co3daHue Ho8oz0

UHUUdeHma ¢ Kapmoyku muna uHyudeHma".

14. PaboTa ¢ NpOCMOTPLUMKOM COObLITUN
14.1. OGwme faHHbIE

BHumaHume! Pasgen "lMpocMoTp cobbITUIA" JOCTYMEH TOMNBKO NOMb30BaTENSIM C COOTBETCTBYOLLMMMU
npaBamMu Ha MPOCMOTP COObLITUI.

Pasgen "MpocMoTp coGbITUMIA" NpeaHasHayeH AJ1s noucka, NpocMoTpa U aHanuaa 3ayKCMpPoBaHHbIX
CO6bITVI, BbI3BABLUVX MHUMAEHT, BKIOYAsA Cbipble AaHHbIE COBLITUM.

14.2. NepBHYHaa HaCTpoUKa BbiBOAAa COObLITUM Ha
3KpaH

14.2.1. NMpoBeaeHne HaCTPOUKHN

[nsa Havana paboTbl ¢ cOObITUAMN HEOOXOAUMO BbINOMHUTL Criegyowmne AencTBuS:

1. B none "Bpems" ykasaTb BpeMeHHON AnanasoH nouncka. lNogpobHoe onncaHne BapuaHTOB

BbIOOpa BpeMEeHHOro HTepBarna npuseaeHo B pasnen "OcobeHHocmu ebibopa 8peMeHH020

uHmepsana".
2. B none "UHpekc" ykasaTb:

© WCKOMbI MHAEKC, Hanpumep ElasticSearch, ans nowucka;
O OCTaBUTb «*» [N Noucka Nno BCemy KrnacTtepy AaHHbIX.

3. HanmcaTtb NoMcKOBbIN 3aMpoc UM oCTaBuTb MOMe NyCTbIM AN MPOCMOTPa BCEX COBLITUN.
4. Haxatb Ha kHonky «ouck».
Ha akpaHe oTobpa3ssTcs B Buae AnarpaMmMbl AaHHbIE MO COObITUAM, MPOM3OLLEALWLNM 3a YKa3aHHbIN

BPEMEHHOI Nepuog 1 oTBevaroLme 3agaHHbIM ounstpam (cm. pucyHok 105). Takke Ha akpaHe
0T06pasnTCA CNMCOK ONUCaHUIM NO KaXKaoMy HalaeHHOMY COBbITHMIO.
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af://n2865
http://docs.pangeoradar.ru/user/#type_car
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Mpocmotp cobbiTwii

Bpema Wriacke

2021-09-

~ 2021-09-06 23:39:59 B =

3snpoc Ana nowcxa

[ rowe ] 0w J | = JECSRERY 2 |

BeiGpakrHele noas 06 centabpa 2021, 0

- 06 centaBpa 2021, 23:39:39.999, ¢ pazbuekoll  apro $

7 _source

[JlocTynHele nona

t id

g

t _index §
E-
H

# _score E

t _type 4

@© @timestamp

t emor
12:05:00 12:10:00 12:15:00 12:20:00 12:25:00 12:20:00

t eventlogsourcehost Gtimestamp ne 20 manyr

t eventlogsourceinput

t eventuvid Bpens _source

t oraw

2 eventlogsource.inp
“rs_collector_ts":"20.

raw: {"rs_collector_hostname":"localhest”, "rs_relay_fqdn":"localhest”,"rs_relay_i

PucyHok 105 - Pesynsrat novncka cobbITuii No 3agaHHbIM napaMerpam

14.2.2. Copoc, coxpaHeHue, 3arpy3ka (punbLTPOB HACTPOMNKMU
NPOCMOTpPLUMKA

[ng cbpoca Bcex pUNsTPOB HACTPOMKM MPOCMOTPLLMKA - HAXaTb Ha KHOMKY "O4ncTUTh".

HacTpoeHHbIn Habop HUNLTPOB MOXHO COXPaHWUTL AN1s NMOCHEeAYLLEro NCMOMb30BaHMS - KHOMKa
"CoxpaHuTb".

[ns ucnonb3oBaHUs paHee CO3haHHOrO U COXPaHEHHOro Habopa UMETPOB - HaXKaTb Ha KHOMKY

"3arpysuTb".

14.2.3. Hactponka o6HOBNEHNA AaHHbIX

B none dunetpos pacnonoxeHa yHKUUA HACTPONKM OOHOBMNEHMS OaHHbIX - MOMe C MUKTOrpaMmon (

E) . Mo ymonyaHuto ycTaHaBNMBaETCS PEXUM PYyYHOro 06HOBNeHUs. OGHOBIEHNE BPYYHYIO

Nnpon3BOANTCA NPU HaXaTnn Ha NMUKTOrpamMmmy.

[ns aBTOOGHOBNEHWS BbIOpaTh BpEMEHHON MHTEPBan 0OHOBNEHUS B PACKpPbIBAKOLLIEMCS CMMCKe (CM.
pucyHok 106).

EIEN0n - B

BpyuHyio

3¢
Hosbiii dmabTp 15
3c

BuifpaHHbie nona 06 ceqatps 2021, 10:12:00.000 - 06 centatpa 2021, 14:12:00.000,

PucyHok 106 - Hactporika 06HOBNEHNsT faHHbIX
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14.2.4. Oco6eHHOCTU BbIOOpPa BpeMeHHOro UHTepBana
{#time_interval}

14.2.4.1. BbicTpbIX BbIOOpP AaT

[MpoCcMOTPLLMK NO3BONSAET YCTAHOBUTL BPEMS MO NPeayCTaHOBMNEHHBIM BPEMEHHbBIM UHTEpBanam
(6bicTpbIN BLIGOP AaT).

[0nsi HACTPOVIKM BpEMEHW MO NpeayCcTaHOBIEHHOMY BPEMEHHOMY UHTEPBasy HeobXxoaMMo HaxaTb Ha

nukTorpammy ( = ) cnesa ot nons "Bpems".

OTKpoeTcsa ABYXYPOBHEBBIN CMMCOK "BbICTPbIN BbIGOP AaT", BKIHOYALLUIA cneayoLimne

npeaycTaHOoBINEHHbIE BPEMEHHbIE MHTepBarbl (CM. pucyHok 107):

e "Tekywme":
e TekyLlaa MUHYTa;

o TekyLwimi yac;
o TeKyLlni OeHb;
o Tekylwiasa Hegens;
o TeKywmi mecsL;
o TekyLwumi rog.
* "llocnegHue" - nepevyeHb NOCAEAHNX UCMONb3YEMbIX B CEAHCE TOYHbIX BPpEMEHHbIX MHTEPBAIIOB

(cm. pasgen "ToyHasi HacmpolKka 8peMeHHbIX UHmMepsasos”).
e "MuHyTbI":
e [lpownas MUHYTa;

o [lpowrnble 3 MUHYThI;

o [lpowrblie 5 MUHYT;

o [lpowrbie 10 MUHYT;

o [lpownble 15 MUHYT;

o [powrbie 30 MUHYT.
e "Yachl"

e [Ipownbiv Yac;

o [lpownble 2 Yaca;

o [pownble 3 vyaca;

o [lpownble 6 Yacos;

o [lpownble 12 Yacos.
e "IOHn"

e [lpownbin OeHb;

o [lpownble 2 gHs;

o [pownble 3 gHs;

o [pownble 5 gHen;

o [lpownkle 7 gHew;

o [lpownble 12 gHen.
e "Mecsub!"

e [Ipownbiin mecsl,;

o [lpownble 2 mecaua;
o T[lpownble 3 mecsua;
o [lpownble 6 mecsueB.


af://n2902
af://n2903

e "Topga™
e [lpownbin rog;

o [lpownble 2 roga;

o [lpownkle 3 roga.

MpocmoTp cobbiTHiA

Bpema WHaexc

2021-09-06 00:00:00 ~ 2021-09-06 23:59:59 E] *

BbicTphiii BeiBoOp aaT
3anpoc AnA Nomck

Texywme eKyL|an MUHYTa

Tekywmid vac
Tekylwan Heaena
Tekywmid mecau

Hack! Tekywwmii rog
Hoewiii punstp

Axwn

MuHyTHI

Mecsaua
BbiBpaHHbIe Nons Fona Abps 2021, 23:59:59.999, ¢ pasbuekoi  no muHyTam 4+ (3amena

? _source

ADCTynHHE rem @ -
10

PucyHok 107 - Beibop npeaycTaHOBNEHHOrO BPEMEHHOMO MHTEpBara 4SS oMcka cobbITuin
14.2.4.2. TouHasa HacTpoMKa BPeMEHHOro UHTepBana

Mpy HEOBXOAMMOCTI MOXKHO HACTPOUTL TOYHbI BPEMEHHOW UHTEPBAn ANs BbiBoga cobbITMiA. [1ns
3TOro HeobxoA4nMo:

1. WénkHyTb no nosnto "Bpems".
2. B oTkpbiBLLEMCA KaneHaape BblbpaTb AaTy Ha4Yan u AaTty KoHLa BPEMEHHOro AnanasoHa (CMm.

PUCYHOK 108) Ecnn HeO6XO£I,I/IMO YKa3aTb O4MH jeHb, TO ABa pa3a WEeJIKHYTb MO HY>XHOMY OHIO.

MpocmoTp cobbiTUiA

Bpema Wnaekc
LCONY ceHT 2021 > « < OKT. 2021 >
nH BT cp 4t ot ol BC nH 8T cp uwr a1 b BC
1 2 3 4 1 2 3
Ij&j 7 8 g9 10 M1 12 4 5 6 7 8 aQ 10
1 = 6 17 18 19 1 12 13 14 15 18 17

20 2 22

06 cenTABps 2021, 19:45:54.617 - 06 cenTrbps 2021, 20:27:54.617, ¢ pazBuexok

PucyHok 108 - YcTaHoBKa gat Hayarna v KoHLa BPEMEHHOro MHTepBara Afis nomcka cobbiTuin

3. MNocne ycTaHOBKM AT OTKPOETCS NaHenb Bblbopa BpemeHu B opmate Y4.MM.CC gns gatbl
Havana 1 KoHLa BPEMEHHOIO MHTepBana. YCTaHOBUTb BPEMS AN AaT Havana 1 koHua
BpeMeHHOro nHTepsana (cMm. pucyHok 109).
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MpocmoTp cobbiTuii

Bpena Vgeke

2021-09-06 10:12:00 ~ ZUZW-OBIUE 14120 (| =

2021-09-06 2021-09-06
10 12 00 14 12 00
n 12 0l 1 1 1
1 14 ) 16 1 02
1 1 ) 17 1 03
1 1 18 1 4
1 17 19 1
06 cenTABpa 2021, 19:45:54.617 - 06 cenTabpa 2021, 20:27:54.617, ¢ pasbuexoi ) *

1 18 ) 20 18 !

AoctynHbie nona g

Konuuectoo

@timestamp no 1 MuHyTe

PucyHok 109 - YcTaHOoBKa BpeMeHM A AaT Havana v KoHLa BpeMeHHOro MHTepBearna Ans novcka

coObITUI

14.3. AHanu3 coobITUN

14.3.1. HacTtpouka npocMoTpa BpeMeHHON AnarpamMmb|
coObITUMN

Ha gnarpamme otobpaxkaeTcs Konnm4ecTBo cobbITUIA, 3addMKCMPOBaHHbIX 3@ YKa3aHHbI BPEMEHHOMN
nHTepsan. CobbITUS Ha gnarpaMme CrpynnMpoBaHbl N0 3a4aHHbIM BPpEMEHHbIM MHTepBanam.
Hanpumep: npu BeIGOpe BPEMEHHOTO MHTEpBana rpynnMpoBku cobbITUA "NO Yacam'" B CMIUCKE,
pacnonoXXeHHOM B 3arofloBke guarpammbl, CTonbuk guarpammel 6yaeTt otobpaxkaTb cobbITuS,
3adunKcnpoBaHHble B TedeHune 1 yaca (cMm. pucyHok 110).

Ecnu B cnvcke BbIOpaTh 3HaYeHve "No MUHYTaM", TO Te e cobbITusA OyayT oToOpaxaTbcs Ha
avarpamme B Buge ctonbukos, B KOTOPbIX COBbITUS CrpynnUpPOBaHbl MO MUHYTHBIM MHTEpBanam (Cm.

pucyHok 111).

3anpoc Ana Nowucka
-] [ -

Hossih gunstp

BbiBpaHHble nons 06 centadpa 2021, 11:45:56.514 - 06 centabpa 2021, 12:47:56.514, ¢ pazbuekol ‘ no uacam

«»

? _source

Konnuecrso: 30

Dloctynkibie nons g @timestamp: 2021-09-06 12:00:00.000
t id

t _index

Konusecreo

# _score
t _type 3
® @timestamp

t error

@timestamp no 1 yacy

eventlogsource....

eventlogsource.i...

eventuuid
Bpems _source

t raw

event.uuid: AAAAAGE125U6+JLO4kYJYB81/jju1VMq event.logsource host: 127.0.0.1:9092
event.logsource.input: 2671-Linux-Debian
> 06 ceHTAGpA 2021, 12:02:29.937 raw: {'rs_collector_hostname™:"localhost”, rs_relay_fqdn":"localhost", rs_relay_ip":"127.0.0.1","rs_collector_ts":"2021-09-06T09:

PucyHok 110 - Mprmep BbIBOAA AaHHbLIX O COObITUSX C pa3bMBKOM MO Yacam
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Bei6paHHbie nons 06 ceHTABPA 2021, 11:40:34.000 - 06 ceHTABPs 2021, 13:00:34.000, C pasbuUBKO Mo MUHyTaMm =
? _source
1 Konuuecrso: 15
JoctynHele noas @timestamp: 2021-09-06 12:02:00.000
E o] 12
H N
t _id 5
o
E:
t _index H
°
2
# _score
4
t _type I
© @timestamp 0
12:05:00 12:10:00 12:15:00 12:20:00 12:25:00 12:30:00 12:35:00
t error @timestamp no 1 MuHyTe
t eventlogs...
t eventlogs...
Bpema _source
t eventuuid -
t raw event.uuid: AAAAAGE12SU6+JLO4kYJYB8r/jjulVMg event.logsource.host: 127.0.0.1:9092
event.logsource.input: 267 1-Linux-Debian
4 06 cenTabpsa 2021, 12:02:29.937 raw: {"rs_collector_hostname":"localhost","rs_relay_fqdn":"localhost","rs_relay_ip™:"127.0.0.
1" "re_rollector te"-"2021-00-NATNA-N2-22 ON7255+00-N0" *__rs_madule"2A71-linuy-Nehi

PucyHok 111 - INpumep BbIBOAa OaHHbIX O COObITUAX C pa3brBKOM MO MUHYTaM

B cnucke BbIOOpa BpEMEHHbIX MHTEPBANOB A1 FPYNNMPOBKN COOLITUI MOXHO BblbpaTh criegytoLLme
TWMbl pa3buBkK:

e aBTO (cMcTeMa cama noabvpaeT BpeMeHHON MHTepBan rpynnupoBKa Asist cobbiTuiA B 3a4aHHOM
ananasoHe);

® [0 MUNNNCEKYHOAM

® [0 cekyHaawm;

® [0 MUHYyTaMm;

® [0 Yacawm;

® [0 AHAM;

® [0 Hegensw;

® [0 MecsiLam;

® [0 rogam.

Mpv HaBegeHMN Kypcopa MbILK Ha CTONBWK AuarpaMmmbl BCMbIBET OKHO C NapameTpamm (CM. pUCYHKK
en7v):

® KONMYecTBO CODbLITUIA, MPON3OLLIEALLMX 3a 3aAaHHbIA UHTEpBan BpeMeHW AN rpynnupoBKy
coObITUIA;

® HayanbHOe 3HayYeHVe YCTaHOBNEHHON BPEMEHHOMN OTCEYKMU.

14.3.2. Hactpounka nonen TabrNMYHOro cNMckKa coobITUN

14.3.2.1. Cnucok co6bITUM NO YMON4YaHUIO

Mog ouarpammor pacnornoXeH TabrnMyHbIA CMCOK COObITUIA, MPOM30LLEALLNX B 3a4aHHOM Anana3oHe
BPEMEHMN.

Mo ymonyaHuo faHHbI CIMCOK COAePXKUT cneaytoLimne nons (cm. pucyHok 109):

e [lone "Bpems" - gata 1 Bpems korga nponsoLusio cobbitue.
e [lone "_source" - cogepxuT Habop napameTpoB.

[nsa TabnuyHoro cnmcka cobbITUI MOXHO HAacTpOUTb Habop nonen (napaMeTpoB), BbIBOAMMbIX Ha
3KkpaH. Cnucok JOCTYMHbIX AN BbIBOAA HA 3KpaH NapaMeTpoB OTOOpaXeH crieBa OT AgnarpaMmvbl B
obnactu "OocTynHble nonsa" (cM. pucyHok 112).


af://n3038
af://n3039

BuiBpaHHele nona 06 centabps 2021, D0:00:00.000 - 06 cermaBps 2021, 23:39:59.998, ¢ pazbnekoii | no wumyram ¢ | (3amena e pasbuery no 10 mnryT)

? _source
Keansecree: 13
Joctynusie nons g @timestamp: 2021-09-06 12:00:00.000

t _id

t _index

Konwuecreo

# _score

t _type 4
© Etimestamp

t emor
12:06:00 12:10:00 12:16:00 12:20:00 12:25:00 12:30:00 12:35:00 12:40:00
t eventlogsourcehost Stimestamp ne 10 manyr
t eventlogsourceinput
© eventuuid [ Bpema _source
toraw

event.uuich AAAAAGE125U+ILOAKYVIVBEH/jjulVMq eventlogsourcehost: 127.0.0.1:9092 eventlogsource.nput: 2671-Linux-Debian
raws {rs_collector_hestname": localhost’,"rs_relay_fqdn":"localhost’, "rs_relay_ip's127.0.0,1" “rs_collector_ts"+" 2021-02-06T02:02:22.907255-00:0
b} 06 cenTabpn 2021, 12:02:29.937 0".'_rs_modlule’:*2671-Linux-Debian" “message”:" < 13> Sep 6 08:02:28 172.172.172.200 sshel[19833]: Accepted password for threat_User from 17
2172172172 port 56518 52"}
@timestamp: 2021-09-06T03:02:29.9374652

event.uuid: AAAAAGET2SW/OMTYEScVVwrpBp1X+seS eventlogsource.host: 127.0.0.1:9082 event.logsource.input: 2671-Linux-Debian
raw: {"rs_collecter_hestname":"localhost”,"rs_relay_fqdn™"lecalhost”,"rs_relay_ip":"127.0.0.1","rs_collector_ts""2021-09-06T09:02:28.907235+ 00:0

» 06 centaBps 2021, 12:02:25.938 0""_rs_module":"2671-Linux-Debian","message": "< 13> Sep 6 09:02:28 172,172.172.200 sshd[19893): Accepted password for threat_User from 17
2172172172 pert 58518 5sh2"}
P Y S MM A0 AATAMAL.IN AI0IRET

PucyHok 112 - Cnucok cobbIThiA NO yMOMYaHNIo

14.3.2.2. [lo6aBneHne HOBOro nons (napameTpa) B TaGNMYHbIN CNNCOK
coObITUN

[nsa sknoveHus napamMeTpa B CrnNCoK COObITWIA HEOBXOAMMO

1. B 6rnoke "[ocTynHble nonsa" HaBeCTW Kypcop Ha MHTEPECYOLNIA NapameTp.

2. HaxaTb Ha KHOrMKy (), NOSIBUBLLYIOCS NPU HaBEAEHWM Kypcopa crpaea OT HasBaHus

napameTtpa (cM. pucyHok 113).
Bbi6paHHbI napameTp 6yaet nobasneH B BUAE NOMs K TaBNUYHOMY CMIMCKY COBbITUIA.

Takke faHHbIM napaMeTp oTobpasnTcs crnesa OT AgnarpaMmbl B obnacty "BbibpaHHbIe nona” (cm.
pucyHok 113).

BoibpaHHbie nons 06 cenTaBps 2021, 12:38:48.000 - 06 cenTabps 2021, 17:53:48.000, ¢ paséuskoli  asro s

t _type
12

t eventlogsource host

t eventlogsource.input 9

Boctynksie nona g
t d
t ,ind 3

# _score

Komunectso

© @timestamp

12:40:00

¢ eror @timestamp no 5 MAHyT
t eventuuid
toraw Bpemn _type event.logsource.host event.logsource.input ]

» 06 cenabpa 2021, 12:39:56.944 logs 127.0.0.1:9092 2671-Linux-Debian

» 06 cenabpa 2021, 12:39:56.944 logs 127.0.0.1:9092 2671-Linux-Debian

» 06 cenabpa 2021, 12:39:56.944 logs 127.0.0.1:9092 2671-Linux-Debian

» 06 cenTaGpn 2021, 12:39:57.942 logs 127.0.0.1:9092 2671-Linux-Debian

PucyHok 113 - Hactporika nonen 1abnmyHoro cnucka cobbitui

14.3.2.3. YnaneHue nonsa (napameTtpa) n3 TabnmM4yHOro cnucka coobiTum

[nsa ncknoyveHns napamMeTpa 13 cnmcka COObITMIN HEOBXOAMMO

1. B 6noke "Bbl6paHHble nonsa" HaBeCTu Kypcop Ha MHTEpPEeCYHLLMIA NapameTp.

2. Haxatb Ha KHOMKY (=), NnoABUBLLYHCA Npun HaBeaeHU Kypcopa crpasa OT Ha3BaHUA

napameTtpa.

Mone ¢ gaHHbLIM NapameTpom ByaeT yaaneHo U3 TabrnmMyHoro crnncka coobITUiA.


af://n3050
af://n3061

Takke AaHHbLIN NapaMeTp oTobpasnTca cnesa oT gnarpammbl B obnactn "JocTynHble nonsa™.
VcknounTbe napameTp 13 CnmMcka MOXHO HENocpeaCcTBEHHO B CAMOM CMMCKE:

1. HaBecTu kypcop Ha HasBaHWe Nonsi B CNCKe, KOTOPOEe HEOOXOAMMO yaanuTb.
2. HaxxaTb Ha nosiBMBLUMIACS 3HAYOK yaaneHus ( % ) (M. pucyHok 114).

BbibGpaHHoe none Gyaet yaaneHo us cnucka. CoOTBETCTBYIOLMI eMy NapaMeTp Byae NepeHeceH us

obnacTtu "BbibpaHHble nona" B obnactb "JocTynHble nona”.

Bpems _type eventlogsource.nost event.uuid

» 06 cermaBpa 2021 logs 12

> 06 cenmabpa logs

» 06 cenmaGpa 20 logs

PucyHok 114 - YoaneHue nons u3 cnmcka cobbiTuii

14.3.3. dunbTpaumsa cnucka coobITUN

14.3.3.1. YcnoBusa ¢ounsTpauum, npumeHsieMble Ans CnMcka coobITumn
{#filter_conditions}

Ons dounsTpaummn cnmcka cobbITUIN MOTYT MPUMEHSITLCS CrieaytoLLme YCIOoBUS:

e "pageH" - hunbTpauusa no ykazaHHoOMy 3Ha4YeHuo napameTpa. PopMmpyeTcs CNMCoK COObITUR, Y
KOTOpbIX AaHHbIV NapamMeTp COAEPXUT Takoe Xe 3HadYeHue.

e "He paseH" - bunbTpauUs NO ykazaHHOMY 3HaAYEHU0 napameTtpa. PopmmpyeTcsi CNMCoK COBLITUN,
Y KOTOPbIX AaHHbIN NapaMeTp COOePXKUT 3HaYEHNS OTNINYHbIE, OT YKa3aHHOro.

e "00uH u3" - unsTpauust No Habopy 3HaveHu napameTpa. PopMupyeTcs CNUCOK COBbITUN, Y
KOTOPbIX AaHHbIV NapamMeTp COOEPXKUT 3HaYeHMe 13 3ajlaHHOro Habopa.

e "He 00uH u3" - bunbTpaumsa No Habopy 3Ha4veHunn napametpa. PopmMmUpyeTca CNNCOK COBLITUI, Y
KOTOpPbIX AaHHbIV NapamMeTp COAEPXKMUT 3HAYEHWS!, HE COBMNaZatoLLMe C yKka3aHHbIM HabopoM.

e "cywiecmsayem” - unsTpaums no Hanmum y cobbiTns ykazaHHoro napamerpa. dopmupyetca
CMUCOK COBLITUI, Y KOTOPbIX AAHHbIV NapamMeTp UCMONb3yeTcs .

e "He cywiecmayem” - ounbsTpaumsi No OTCYTCTBUIO Y CODBITUS YKa3aHHOIro napameTpa.

dopmurpyeTcst CrMcok COBLITUI, Y KOTOPbLIX AaHHbIA NapameTp He UCMONb3yeTcs.

14.3.3.2. HacTpounka omnbsTpaumm cobbITUN B CNUCKE MO 3HA4YEHUIO nonsi
TabnuyHbIN CNMCOK COBLITUI COOAEPXKUT BCTPOEHHbIE CpeacTBa hunsTpaLmm cnucka.

B cTpoke coobLieHusi npu HaBegeHUM Kypcopa Ha 3HaveHue nboro nomns cnpasa NnosiBsATCS
NUKTOrpamMMbl co3ganns unstpa (cMm. pucyHok 115):

° a - BbIBECTU Ha 3KPaH TOMbKO Te COODLLEHMS, Y KOTOPbIX 3HAYeHWe B @HHOM Norne coBnagaet
C ykasaHHbIM ("paBeH"). Hanpumep BbIBECTM Ha 3KpaH TONbKO coObITUS nponsoweaiumne "06
ceHTsa0psa 2021, 12:39:56:944" (cm. pucyHok 115).

° a - BbIBECTU HA 3KpPaH TOJIbKO Te coobLeHus, Y KOTOPbIX 3Ha4eHne B OaHHOM MoJie He

coBnajaeT C ykasaHHbIM ("He paBeH").


af://n3079
af://n3080
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Bpemsa event.uuid event.logsource.host

» 06 centabpa 2021, 12:39:56.944 AAAAAGE14ey6YENIVIU9roA9EdIGcUrh 127.0.0.1:9092
> 06 centsabps 2021, 12:39:56.944 AAAAAGE 14ezvAhjxOTzFCyexXjbQl6JQ 127.0.0.1:9092
» [ 06 cenTabpsa 2021, 12:39:56.914 Qe ] AAAAAGE14eyDws1Df/VvgSXOllale+wd 127.0.0.1:9092
» 06 ceHtAbpa 2021, 12:39:57.942 AAAAAGE14e18814eSCUB34+W3rSmzllr 127.0.0.1:9092
» 06 centabpa 2021, 12:39:57.942 AAAAAGE14e0¢jcSQTQPNGNKndmMW6Qkd 127.0.0.1:9092
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PucyHok 115 - BcTpoeHHble cpefcTBa unsTpaumum TabnmyHoro cnmncka no 3HauyeHuto nons

Mpu HeobxoguMOCTH, UnLTPaLMI0 MOXHO NPOBOAUTL NOCeA0BaTENbHO MO HECKOMNBKUM NapamMeTpam.
MponsBenéHHble unsTpauum oTobpaxaroTcs B none punsrpa, pacnonoXeHHOM Hag AuarpaMMon,
BMAE 3anncen Ha Kaxkayto NpoBeAeHHYH unbTpauuio (CM. pucyHok 116).

B 3anucu dunbTpa ykasbiBatoTCs Ha3BaHWE 1 3HAYeHMe napameTtpa (Mbo Ha3BaHWe unbLTpa, ecrnu
OHO 6bIM0 3aaHo), MO KOTOPOMY NPOBUANTCS UNBTPaLMS, a Tak XXe LBeToBas rpagaLms:

® CUHWI LBET 3anuncu - d)vmprame no coBnageHuto 3agaHHbIX B cbmanpe 3HaYeHUN.

® KpacHbIN LUBET 3anucu - punstpaums no HecoBnageH o 3agaHHbIX B (PUnbTpe 3Ha4YeHun.

Pesynbratbl ounbsTpaumm Tak xxe otobpaxkatoTcs Ha guarpamme (CM. pucyHok 116).

[ T s ]

[ 06 cenmapn 2021, 12:38:48.000 - 06 cenrabpn 2021, 17:53:48.000, ¢ pas6iekori

t eventlogsourcehost
o Konuuecreo: 2

t eventuuid @timestamp: 2021-09-06 12:35:00.000

Locrynkbie nonn g

= N

t d

[rn—

t _type

t eror timestamp o S MunyT

Bpens

event.uuid event.logsourcehost

PucyHok 116 - INMpumep oThMnsTPOBaHHOMO NO ABYM YCOBUSIM CMCKa COOOLLEHNI
14.3.3.3. CHATUHe chunbTpa

Ons cHaTusa dounstpa Heobxogumo (cm. pucyHok 117):

1. HaBecTu Kypcop Ha HyXHYyt0 3anuck B nosfie punbsTPOoB - Ha 3anucy unsTpa oTobpasnTcs naHenb
ynpaBneHns faHHbIM UINETPOM.

2. HaxaTb Ha nukTorpammy "Yoanutb omnstp” -

@timestamp: "2021-09-06T09:39:56.9446287"

3akpenuts GUALTP

PucyHok 117 - YnpasneHue ounstpom
14.3.3.4. NMaHenb ynpaBneHuns ounsTpom
MaHenb ynpasneHus punsTpom cogepuT criegytowmne doyHkumm (cm. PucyHok 117):

e "BbIKNOYMTbL (BKNHOYUTL) hUnbTp” (E/) - OTKIMOYUTb AENCTBUE JaHHOro punbTpa Ha

cnucok. Cam mnsTp ocTaeTcsa 4OCTYNeH B none unbTpoB Y MOXET ObiTh 3a1€MCTBOBAH
obpaTHo.


af://n3115
af://n3124

e "3akpenuTtb (oTKpenuTtb) PpunsTp” (n/n) - 3akpenuTb (OTKpenuTb) 3anncb hunsTpa B
obnactu punbTpoB;
e "Bknountb (UCKNOYMTL) coBnageHnsa" ( E) - U3MEHUTb AencTBue punsTpa Ha

npoTusononoxHoe. Ecnu punetp paboTtan no HecoBnageHWo, TO Nocne UCNofnb30BaHWUA AaHHOM
dyHKLUMKN unstp Byoet paboTaTtb No COBNAAEHNUIO 3HAYEHUIA NONS.

e "Ypanutb counstp" (n) - OTKIMOYUTL AEeNCTBUE AaHHOIO OUIbTpa Ha CNCOK U yaanuTb
3anncb 13 nomnst PUNsTPOB .

e "OTtpepakTupoBaTtb hunsTp” (E) - OTKpbiBaeT hopMy pefakTMpoBaHNs napameTpoB

unbTpa. MoxeT BbITb MCMONb30BaHa A4S CO34aHus HOBOroO (ounbTpa Ha 6ase cyLlecTByoLLero.

14.3.3.5. Co3paHue punbTpa

Co3spatb unsTp Mo CAMCKY COOBLLEHNIA MOXHO BpYYHYH0. [Inst 3TOoro Heob6xoaumo:

1. Haxatb Ha kHornky "HoBbi counksTp” B none cunsTpos.
2. B oTKpbiBLLENCA (hOpMe BBECTM crieaytoLime napameTpbl (CM. pucyHok 118):

o B cTpoke "lMone" BBeCTU Ha3BaHWe Nons, N0 KOTOpoMy ByAeT BeCTUCh hunbTpauus;
O B packpbiBatoLlemcs cnucke "Bua ounbrpaumun” BoibpaTth kakon Bua counerpaumm dyget
NpYMeHeH (onMcaHue BUAOB NpUBEAEHO B pa3nen "Ycrnosus chunsmpayuu, npumMeHsemble

ons crniucka cobbimud™);

© yKasaTb 3Ha4YeHue Noss no KoTopomy OyaeT BecTUCh OTOOP;
o B CTpoke "3aronoBok" npu Heo6xoaUMOCTH yKkaTb Ha3BaHWe hunbTpa, NoA KOTOpbIM CTpOKa
dunbTpa byget otobpaxarbcsa B 0b6nact unstpaumm.

3. lna coxpaHeHus u 3anycka punbTpaLmmn HaxxaTtb Ha kHornky "[o6aButb".

B obnactb counsTpoB fobaBnsercs 3anucb o HOBOM unsTpe. Cnmcok cobbITUn UNesTpyeTes Nno

HOBOMY YCITOBWIO.

Hogewi punstp X
= —y
Mone:

Bua dunstpaunm:
BeibpaHHbie nons Suekoit | agto s
He paseH s

t _id
t eventlogsourcehost 3HaqeHue:

AAAAAGE 14ezvAhjxOTzFCyexXjbQl6)Q

JocTynHele nona & a9
t _index 3aronoBok:

OnuvoHansHo

Konuuecteo

# _score

t _type

oo [ o |

© @timestamp

PucyHok 118 - CosgaHne HOBOro chunbstpa BpyYHY0, pegaktupoBaHmue counstpa

Mpu BbIOOpPE BMAa unsTpaumm
14.3.3.6. PepakTnpoBaHue ¢punbrpa

Ecnv Hy)XHO OTpedaKkTMpoBaTb NapamMeTpbl MCNonb3ykoLwerocs punstpa, Heo6XoaNMMO:

1. HaBecTu Kypcop Ha CTpPOoKy chunbsTtpa.
2. B nosiBMBLUENCSA NAaHENW ynpaeneHus UnsTpom BbibpaTh (OYHKLMIO pegaKTUpPOBaHUS -- E

OTKpoeTCﬂ OKHO peaaKTnpoBaHuA C napamMeTpamMiu cbvmpra Nno coCTtaBy NOEHTUYHOE OKHY

co3gaHus dounbstpa (CM. pycyHok 118) .


af://n3137
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3. BHecTv HeobxoanMble U3MEHEHUsI B NapaMeTpbl punstpa.
4. [Ins coxpaHeHnst 3MeHeHW HaxaTb Ha KHOMKy "[lo6aBuTb".

14.3.4. NMpocmoTp AeTanmsauum cobbITUA

14.3.4.1. QlocTtyn Kk geTtanmMsauum cobbITUA
Mo kaxxgoMy COObITUIO M3 CNMCKa MOXHO NPOCMOTPETL AeTann3auuto, BKIoYas "ceipble” AaHHbIE.

[ins npocMoTpa AeTanuaauni HeobxoAMMO HaxaTb Ha MUKTOTpamMMy | , PacrnonoXeHHyKo B Hauane
CTPOKM VHTEPECYIOLLIErO COBbLITUS.
O6nacTb AeTanvaaumnm packpbIBAETCA HEMOCPEACTBEHHO B CMIMCKE MOf YKasaHHbIM COBbLITUEM (CM.

pucyHok 119) n coctonT 13 aByx Bknagok: "Tabnuua" (no ymonyaxuio) n "JSON". Takxke B
aetanusauumn goctynHa doyHkumna "HauTtm mHUMaeHTbI".

14.3.4.2. letann3aumnsa cobbiTUA Ha Bknagke "Tabnuua"

Bknagka "Tabnuua" cogepxuTt (cM. pucyHok 119):

® epeyvyeHb BCeX NapameTpoB cobbITus;
® 3HayeHVs JaHHbIX NapamMeTpos;
® BCTPOEHHbIE CpenCcTBa HAaCTPOMKN 1 chnnbTpaumm TabrnmyHoro cnnucka cobbITU.

BcTpoeHHble cpeacTea (ounbTpaLmmn BKIKYatoT crieaytoLme yHKUUK ;

° Gl - €o3gaTh HOBbI (PMNBTP NO AAHHOMY NapameTpy M ero 3HavyeHuo, B, ounsrpaumm

"paBHO". POPMUPYETCH CMNUCOK U3 COOBITUI, Y KOTOPbIX JAHHbIV NapaMeTp COOAEPXKUT TaKoe Xe
3HayeHue.

° a - €c03gaTb HOBbIN (PUNBTP NO AAHHOMY NapameTpy U ero 3HavyeHuto, B punsrpaumm "He

paBHO". POpMUPYETCS CMINCOK N3 COOLITUI, Y KOTOPBIX AAHHbIV NapamMeTp COOAEPKUT 3HAYEHMUS
OTNWYHbIE, OT YKa3aHHOrO.

e 3k - co3nathb HOBBIV HUNLTP MO AAHHOMY Moo, BUA hnnbTPaLMK "cyliecTyeT". dopmupyeTcs

CMUCOK N3 CODbITUI, Y KOTOPbIX AaHHbIN NapameTp.
BcTpoeHHble cpeacTBa HAaCTPOWKM Tabnumubl BKOYAKOT criegyowme pyHKumn:

* [T - A06aBUTb KOMOHKY C AAHHBIM NapamMeTpoM B TabnuyHbIN CNUCOK COBBITUN.


af://n3170
af://n3171
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Bpema _id event.logsource.host
-

B 06 centabpa 2021, 12:39:56.944 AAAAAGE14ey6YENIVIU9roASEdIGcUrh 127.0.0.1:9092

Tabnwnua JSON

@timestamp @Mk  2021-09-06T09:39:56.9446287
_id eam AAAAAGE14ey6YENIVIUSroAIEdIGcUrh
_index Qam errors-3.14.0-3.11.0-2021.09.06-000001
_score m
_type Qam logs
error Qamk Traceback (mol;t recent call last): File " <frozen termite.daemon.worker>", line 369, in _process_eve
nts KeyError: ‘linux_sshd'
event.logsource.host Qamxk 127.0.0.1:9092
event.logsource.input Qe Mm%k 2671-Linux-Debian
event.uuid @QaM*k AAAAAGE14eybYENIVIUSroASEAIGcUrh
{"rs_collector_hostname":"localhost”,"rs_relay_fqdn":"localhost","rs_relay_ip":"127.0.0.1","rs_collecto
Qam*k r_ts":"2021-09-06T09:39:56.939915+00:00","_rs_module™:"2671-Linux-Debian","message™"<13>5
raw
ep 6 09:39:56 172.172.172.200 sshd[19893]: Accepted password for threat_User from 172.172.172.
172 port 58518 ssh2"}
b 06 ceHTABpA 2021, 12:39:56.944 AAAAAGET4ezvAhjxOTzFCyexXjbQlo)Q 127.0.0.1:9092
» 06 ceHTABpA 2021, 12:39:56.944 AAAAAGET4eyDws1DEVvgSX0llale +wd 127.0.0.1:9092

PucyHok 119 - ObnacTb getanusaumm cobbiTus, Bknagka "Tabnuua”
14.3.4.3. [letanu3aumna cobbiTMA Ha BKnagke "JSON"

Bknagka "JSON" cogepxuT "chipble" aaHHble cobbiTusa B hopmate JSON (cMm. pucyHok 120).

Bpema _id event.logsource.host
-

hd 06 ceHTaBpa 2021, 12:39:56.944 AAAAAGE14ey6YENIVIU9roA9EdIGeUrh 127.0.0.1:9092

Tabauua JSON

1-

2o

3 AAGE14eyaYENIVrU9roA9EdSGeUrh”,

a- {

5 "127.0.08.1:9092",|

6 t": "2671-Linux-Debian”

7

8 B

9 “raw”: "{\"rs_collector_hostname\":\"localhost\",\"rs_relay fgdn\":\"localhost\",\"rs_relay ip"\":\"127.@.@.1\",\"rs_collector_ts\":\"2021-89
-e6Te9 56.,939915+@8:80\",\"__rs_module\":\"2671-Linux-Debian\",\"message\":\"<13>Sep 6 ©9:39:56 172.172.172.2@@ sshd[19893]: Accepted
password for threat_User from 172.172.172.172 port 58518 ssh2\"}",

18 “@timestamp”: "2821-89-86T@9:30:56.944628L",

11 "error”: "Traceback {(most recent call last):\n File ‘"<frozen termite.daemon.worker»\”, line 369, in _process_events\nKeyError:
'linux_sshd'\n"

12 }

4 06 cenTabpa 2021, 12:39:56.944 AAAAAGE14ezvAhjxOTzFCyexXjbQlelQ 127.0.0.1:9092

3 06 cenTabpa 2021, 12:39:56.944 AAAAAGET4eyDws 1D/ VvgSX0llale+wd 127.0.0.1:9092

PucyHok 120 - INMpocmoTp AaHHbIX cobbiTnsa B hopmate |[SON

14.3.5. Co3gaHme nHUMaeHTa n3 coobITUA

[na cosganunst nHUMaeHTa n3 cobbITUn HEO6X0AUMO BbINOMHUTL CreaytoLne AeNCTBUS:

1. Ha nto6on n3 Bknagok getanusauuu (Tabnuua" unm "JSON") HaxaTb Ha kHonky "Hantu

VHUMOEHTbI".


af://n3198
af://n3203

2. Mpu HaxkaTumn Ha kHomnky "HanTn nHumpeHTbl" 6yaeT Nnpom3BeaeH Nonck cobbiTuin cpeam

CO34aHHbIX NHUMOEHTOB U MO pe3ylibrataM NoucKa npeanoXxeHbl BapmnaHTbl (CM. PUCYHOK 121 ):

o [lepenTu K NpOCMOTPY MHUNOEHTA;
o Co3sgaHue HOBOrO MHUMAEHTA.

NHUMOEeHTbl He HanaeHbl!

Co3paTtb MHUMOEHT

PucyHok 121 - Co3gaHve nHUMOeHTa N3 pesynbraToB NomMcka cobbiTus

3. Haxatb Ha kHonky "Co3aaTb uHUuAeHT" (cM. pucyHok 121). OTkpoeTtcsi hopma co3naHus
WMHUMOEHTa (CM. pUCYHOK 122),

4. B oTkpblIBLUENICA (hOpME HEOBXOAMMO MUHMMYM 3arofHUTL CrieaytoLme gaHHbIe:

o Twun vHUMOeHTa;
o [lononHuTenbHble NoMs, ecny eCTb HEOOXOAMMOCTbL NepPeonpeaenuTh Nors Mo YMOMYaHUIo B
TUNe NHUMAEHTA;
o OueHKy pucka.
5. na co3gaHnst MHUMAEHTA HaxaTtb Ha kHorky "CoxpaHuTb".

MpocMoTp cobbiTuin HoBbIN MHUMAEHT

MpaBuno Koppensunu

Bbi6epute npasuno 3

Nma

Csopka

Onucanve

MocneacTaus peanaoBaHHOM yrposbl

PekoMeHAaLmm Mo yCTpaHeHuio yrposbl

PekomeHaauuM Mo yMeHbLIEHUIO pUcka

OueHka pucka

0
®

PucyHok 122 - ®opma co3gaHms MHUMAEHTa U3 pe3ynsTaToB novcka cobbiTms


af://n3234

15. Pabota ¢ aktuBamm

AKTVMBOM B pamKax CUCTEMbI Ha3blBAETCA CETEBON XOCT (paboyas cTaHuuMs, cepBep, CETEBOE
YCTPOWCTBO U T.4.). AKTMBbI naeHTudunumpytotes no FQDN, IP-agpecy nnn MAC-agpecy (B

3aBUCKMOCTH OT HaCTPOEK).
ATpubyThI aKTUBA:

e HasBaHue - Npon3BobHas TEKCTOBAsi CTPOKaA.
e Value - ueHHOCTb akTuBa, YncrioBoe 3HadeHune 1 - 5:

o 1 - knoYeBON akTMB. AKTVB B COCTaBe CUCTEMbI, 0becneunBatoLLein
dyHKLMOHMpOBaHMe BusHeca.

0 2 - BaXHbI aKTMB. AKTVB B COCTaBe CUCTEMbI, Tpebyemon ans
LUTaTHOW paboTbl KOMMNAHWMW.

O 3 - HOpMasnbHbIN aKTMB. 3HAYEHME NO YMOSHaHNIO.

0 4 - pacnpegerneHHbIn UM He KPUTUYHBIA akTUB. AKTUB B COCTaBe
pacnpefeneHHon CUCTeMbl UM CUCTEMbI HE 3a4eCTBOBAHHOWN B KIOYEBbIX
BusHec-npovueccax.

o 5 - TecToBbIN akTUB. AKTUB, PaCrONOXEHHbIA B TECTOBOW Cpeae.
HenocTynHOCTb aHHOro akTMBa HE BMUSIET Ha KINOYeBbIe
©unsHec-npovecchl.

e Network exposure - ceTeBast BUAMMOCTb, YMCIIOBOE 3HadeHue 1 - 5

o 1 - npsmoe nogkntodeHne k MiutepHet (MexceteBow akpaH, CeTeBom
©anaHcupoLmk, VPN-cepep).

o 2 - DMZ, yacTnyHbIn BoCcTyn u3 VIHTepHET A5S HEKOTOPbIX CEPBUCOB
(Web-cepBep, Proxy).

o 3 - wrTaTHbIM goctyn B VIHTepHeT Yepes Proxy (Paboune ctaHumm,
BHyTpeHHWe cepBepa) -- 3Ha4yeHne No yMon4yaHuio.

O 4 - orpaHUYeHHbIN AOCTyN B VIHTEPHET, 4OCTYN K OrpaHUYEHHOMY
Habopy NHTepHeT-cepBucoB (ToHKMe knmueHTbl, POS-TepMuHansl,
YaaneHHble ouchl).

o 5 - akTuB, He NOAKMIOYEHHbBIN K CETU.

e Tun - TEKCTOBbIN NOeHTUdUKATOP TUMa CUCTEMBI.

e BHyTpeHHee npumevaHue - nprMedyaHne, oTobpakaeMoe TONbKO B

MHTepdence agmuHuUcTparTopa.

e OnucaHue - NMPOn3BOJyIbHOE TEKCTOBOE OnncaHune.

K AKTUBY MOXET ObITb npuBA3aHO HECKOJ1bKO CETEBbIX I/IHTep(beIZCOB. [ns akTnea moxet ObITb 3aaHa
rpynna oTBETCTBEHHbIX, B 3TOM Clly4ae npun aBtomatn4eckom co3gaHnm NHUMOEHTOB OHU 6y/:|,yT

Ha3Ha4aTbCs JaHHOM rpynne oTBE€TCTBEHHDbIX.

,D,ﬂﬂ y,D,O6CTBa ynpaeneHnd akTuBbl MOTYT nobaenaTbcAa B rpynnbl akTUBOB.

15.1. OGHapyxeHMe aKTUBOB

CyLLeCcTBYeT HECKOILKO MyTei NOsIBNIeHUsi aKTUBOB B CUCTEME:!

e obpaboTka pe3ynLTaToB ckaHepa ys3BMMOCTEN;

e 0bOpaboTka pe3ynLTaToB CETEBOrO CKaHEPa;

® CO30aHVE aKTUBOB BPYYHYIO;

® Cco3faHve 13 pesynsTaTtoB paboThl NpaBun KOppensaumu;


af://n3234
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15.1.1. Co3pgaHue aKTMBOB U3 pe3ysibTaTOB CKaHepa
yA3BUMOCTEN

PerynﬂpHaﬂ aKTyann3auua nepedHa akTuBoB MO pesyribratamMm pa60TbI CKaHepa yﬂ3BMMOCTeVI ABNAETCA

OCHOBHbIM METOAOM CO34aHNA HOBbIX aKTUBOB B CUCTEME.

Moopo6Hee onvcbiBaeTcs B pasaerne, NocBsALLEHHOM UHTErPaLMM CO CKaHepaMm ysi3BUMOCTEN.

15.1.2. Co3aaHue akTMBOB U3 pe3ynbLTaToOB CeTeBOro ckaHepa

PerynﬂpHaﬂ aKTyann3auua nepedHa aktuBoB Mo pesyribratamMm pa6OTbI CETEeBOro CKaHepa aBndeTca
OJHUM N3 OCHOBHbLIX METOA0B CO3daHNA HOBbIX aKTBOB B

cucteme N nx oOHOBIEHUS.

|_|O/J,p06Hee onucbiBaeTca B pa3aene, NnocBALEeHHOM pa60Te C CceTeBblM CKaHeEpPOM U

WHBEHTapu3aumen.

15.1.3. Co3pgaHune akTUBOB Bpy4Hyto {#manual_create}

CospnaHue akTuBa BpY4HYO MOXET NoTpeboBaTbCs, EClN CUCTEMA He MHTErPUPOBaHa Co ckaHepamu
YSI3BUMOCTEN UMW aKTUB He NonagaeT B CKoyr
CKaHWPOBaHWS, U CKaHNPOBaHME CETU HEBO3MOXXHO MO KaKUM-TO MPUYMHaM.

[ns co3gaHnsa HOBOro akTMBa HEOGXOAMMO:

e [lepenTun B pasgen «AKTUBbI», BKIagka «AKTUBbI».

e Haxatb KHonky «Co3faTtb».

e 3anonHuTb atpmbyThl akTBa (CM. pUcyHoK 123).

e [loGaBuTb ceTeBble MHTEPCIENCHI U3 CnUcKa B cucteme. Ecnn ceTeBon
WHTepenc akTmBa OTCYTCTBYET B CMIUCKE ero Heobxoammo Jo6aBnThb.

e [1o6aBuTb NepeyeHb OTBETCTBEHHbIX 3a JAaHHbIN aKTUB.

e HaxaTtb «Co3gaTtb».

Wmsa akTuea

VMg akTvsa
AKTVBMPOBATL?

1 2 3 4 5

uwesan BMAMMOCTb

1 2 3 4 5
370 3HavYeHE MOKa3bIBAET, HACKOIBKO aKTUB AOCTYIIEH IS BHELIHETO MU (5 - My6/IMHON AOCTYIEH U3 UHTEPHETa, 1 - HET OAKMOYEHHS K CeT)

Tun

Tun

Ipynna oTBETCTBEHHbIX

06041 HOBbIK 7 6yner a aToi rpynne ji. OcTaBbTe MyCTbIM, YTO6bI BEPHYTLCS K HACTPOVKaM rpymnibl akTuBoB "O: rpynna

BbiGepyTe rpynny nonb3sosatenei.

Onucanve

OrgetcTBEHHOE L0
TexHuseckuii cneunanuct

PacnonoxeHue

BbibepuTe pacnonoxenue 3+

Ceressie uHTepdeiice!

Bbibepure..


af://n3285
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PucyHok 123 - OKHO co3gaHnst akTUBOB BPYUHYHO

15.1.4. Co3paHue akTUBOB U3 pe3ynbTaToB paboTbl NpaBus
Koppensauum

B cucteme peannsoBaHo aBToMaTM4Yeckoe Co34aHne akTMBOB MO pe3yrbratam
paboTbl NpaBu Koppensiuum.

Ecnn npaBuno Koppendauun co3gaet MHUMAEHT Ha aKTuBe, VlﬂeHTVICbI/IKaTOp
KOTOPOro OTCYTCTBYET B ClMMUCKE aKTUBOB, CUCTeMa [o06aBnseT HOBbIN akTUB B

CMNCOK B COCTOAHUN «HeaKkTuBeH».

15.1.5. KoHdurypupoBaHue ctpatermm ngeHtucpmnkaumm
aKTUBOB

Mﬂ,eHTVI(bVIKaU,Mﬂ aKTnBOB Tpe6yeT0ﬂ cucrtemMe Ond noHMMaHu4, K KakoMy akTtuBy
OTHECTU HOBble MHUMOEHTHI - K CyLleCTBYyoLemMy unm Tpe6yeTc;| co3gaTtb HOBbIN

aKTuB.

B kauecTBe ngeHTnmkaTopoB aktuea MoryT BbicTynatb: FQDN, IP-agpec un
MAC-agpec. B cucteme MOXXHO CKOHOUTYpUpoOBaTh pasnmyHbIe NOAUTUKN
naeHTUrKaLmm onsa pasnmyHbiX CETEBbIX CerMeHToB. [ToMnmo aToro, B cucteme
3agaetcd rnobanbHas nonuTuka naeHTUdmKauum, Kotopas NPYMeEHSeTCs ecrnm
aKTUB He nonagaet nod AevCTBME HU OOHOWN MOMUTUKN, CKOHUIYPUPOBaHHOM OIS
noaceten

15.1.5.1. Co3naHue HoBoM NonNUTUKKN naeHTudmkauum {#create_policy}

[nsa co3gaHmsa HOBOW MNONUTUKM naeHTUMKaL MM HeobxoamMmo:

e [lepenTu B pasgen «AKTUBBI», BKNagka «HacTpovika ngeHTnudmkaumm akTuBos»
e Haxarb kHOMNKy «Co3aaTtb».
e 3anonHnTb atpubyTbl NONUTUKM naeHTUMOMKaUMKN (CM. pUCyHoK 124):

o Vms - Ha3BaHWE NONUTUKMN.

o [lmanasoHbl - 0bnactb AeNCTBMSA NONUTUKN. Adpeca noaceTen B
CIDR-HOTaumm, ons KOTopbI OyaeT NpUMEHATLCSA BbibpaHHas cTpaTerus
naeHTudmkaumn.

o Crtparterus - Ctpaterusa naeHtndukaummn. ATpmubyT, Kotopbin Byaet
ncnonb3oBartbes Anga ngeHtudunkaumm aktnea (FQDN, IP-agpec nnm
MAC-agpec).

e Haxatb kHonky «Co3aatb».

Nms

Mms

ONATIA3OHbI

HaxmuTe Enter ans po6asneHune

CTPATEIMA

BbiGepuTe cTpaTeruio

“
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PucyHok 124 - OKHO co3gaHns HOBOW NOMUTUKU MAEHTUdUKaLUN

15.1.5.2. PepgaktupoBaHue nonutukm naeHtudukaumm {#edit_policy}

[ns penakTMpoBaHUs MOMUTUKK MOEHTUMUKALMN HEOBXOAMMO:

e [lepeliTn B pasgen «AKkTuBbl» «HacTpoika naeHtTudmkaumm akTuBoB».

e HaxaTb KHOMKy «/3MEeHUTb» HaNpoTWB NONMUTHKKM, B KOTOPYH HEOGXOAUMO

BHECTU U3MEHEHMUS.
e BHecTu nameHeHus B aTpubyTbl NONUTUKM naeHTudmkaumm (CM. pucyHok 125):

o Name -- HasBaHWe NONUTUKM.

o Ranges -- ObnacTb gencTBMsA NonuTKKA. Agpeca nogceTen B
CIDR-HOTaumu, ons KoTopbi ByaeT NpUMEHSTLCSA BbibpaHHasa cTparerns
naeHTumkauuu.

o Strategy -- Ctpaterns ngeHtudvkaumn. AtpubyT, KoTopbin Byaet
ncnonb3oBaTtbca Ang naeHTudukaumm aktmea (FQDN, IP-agpec unu
MAC-agpec).

e Haxatb kHonky «OBHOBUTL HacTpoika o6HapyXeHNs akTUBOB.

Nms

yet another

OVANA3OHbI

Haxmute Enter gns po6asneHue

¢ 192110 x

CTPATEINA

FQDN

PucyHok 125 - OkHo «PenaktupoBaHme Hactpolika obHapyXeHusi akTUBOB»

15.1.5.3. YoaneHune nonutukn ngeHtudmnkaumm

Ans yoaneHus nonutuky naeHTudukauum Heobxoanmo:

e [lepenTu B pasgen «HacTponka oGHapyXeHNA akTUBOB».
e [lepelTn B HEOOGXOOMMYHO NONUTUKY MAEHTUMKaLNK.

e HaxxaTb KHOMKY «YOanuTb».

15.2. AHanNUTUKa NO aKTUBam

[ns oueHkn pucCKa B pa3pe3e akTMBOB AOCTYMHbI crneayrowme MHCTPYMEHTDI pa6OTbI

C aKTnBamn.

15.2.1. dPunbTpaumns aKkTMBoOB

[na npumeHeHnsa unsTpa B CNMCKe akTMBOB HEOOXOAMMO (CM. pUCYHOK 126):

a
4
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EEard - B

®dunbTp

dunbTp pynnbl akTMBOB PacnonoxeHue akTuea AKTUBHOCTb
v BbibepuTe pacrnonoxeHue v AKTUBHbIV v
IP/Ums xocTa/MAC ocC BbICTPbIN GUIbTP
Bce v
3HaYMMOCTb aKTMBa CeTeBasi BUGMMOCTb Kon-Bo Ha cTpaHuue
Bce v Bce v 20

ol o oo Wooworen

PucyHok 126 - dunsTp akTuBoB

e [Ing aktmBauumn ounstpa HeobxoanMOo 3a4aTb 3HAYEHUS PUNBTPYEMbIX
aTpmbyTOB M HaXaTb KHOMKY «[1onck».

e [1na c6poca ycrnosun punstTpaumm HeobxoaumMo HaxaTtb KHOMKY «O4YNCTUTb».

e [Ins coxpaHeHus ycrioBuii omnbTpa HaxkaTb KHOMKY «COXpaHUTb».

e [1na ynpasneHnsa unsTpammn HaxaTb KHOMKY «3arpy3nTb».

15.2.2. NpocMoOTp AaHHbLIX MO aKTUBY

B cocTtaBe gaHHbIX Mo aKTuUBY OOCTYMNHbI crieayrvwine onoku

® cBoAHas nHdopmMaums;
® VHUNOEHTbI;

® [aHHble O nopTax;

® I3MEHEeHUs NopPTOB;

e cootsertcTaue NMO;

e ycTaHoBreHHoe [10;

® nepeyeHb COOBLLEHNIA, CO3AaHHbIX B KOHTEKCTE AaHHOro akTuBa.

15.2.2.1. CBogHasa nHcpopmaums
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e i S T LewTp ynpaanenwa > A > pocworp akruea

T™n PACMONOXEHMWE OMUCAHUE OTBETCTBEHHAS FPYMMA NONIb30BATENEN

Host MpumepHoe onvcaHne akTuea admin

CETEBbIE UHTEPOENCbI

Umsa FQDN 14 MAC ocC CepBuchbl
172.30.254.146 172.30.254.146 00:0¢:29:82:54:96 Debian GNU/Linux 10 (buster) noet CTATYC TWUN CEPBUCA WMS CEPBUCA
22 open ssh OpenssH
CMUCOK ANMAPATHOTO OBECMEYEHNS CMUCOK NPOrPAMMHOIO OBECMEYEHUS
LDONONHWUTENbHASA HA3BAHME BEPCUSA
:120:9 HA3BAHME NPOU3BOAUTEND WHO®OPMALMNSA
debianutils 4861
Mareputckas 440BX Desktop Reference Platform  Intel Corporation Cepuiibiii Homep: None )
dictionaries-common 1.281
nnata
discover 21.2-8
Mpoueccop Intel(R) Xeon(R) CPU E5-2695 v4 @ Genuinelntel
210GHz libavahi-client3 07-4
NamaTs He onpepeneHo - O6vem: 8192 MB a2 858
grub-pe-bin 202
Ceresoii apantep VMXNETS Ethernet Controller VMware MAC: 00:0¢:29:82:54:96 —— -
Cetesoii ananTep VMXNET3 Ethernet Controller VMware MAC: 00:0¢:29:82:54:a0 libgdbm-compat4 118.1-4
libcurl3-gnutls 764.0-4
Anck Virtual_disk VMware O6vem: 102400 M8 hostname 31

CETEBASA BUOAUMOCTb CKAHUPOBAHWE rPynnbl

3 He 3apaHo * [pumep rpynmbl
aKTMBOB
VNHUNOEHTbI
i YPOBEHb PUCKA ™n TUN UHUMAEHTA AKTUB 3AT0N0BOK CTATYC NOCNEAHEE NPOUCIWIECTBUE 1 Ccoa
@ 0.0 * FIN48 172.30.254.146 MS-WIN - U3meHeH aTpubyT B AoMeHe @ Hosbiit 2021-03-1102:09:14 1 0

PucyHok 127 - OKHO oTOBpaXkeHUsi CBOAHOWM MHpopMaLK Mo akTUBY
B cBogHOM nHdopMaummn otobpaxarTcs (CM. pucyHok 127):

e HasBaHue akTuBa.

e Tun.

e OnucaHue.

e [eorpaguyeckoe pacnonoxeHue.

e [pynnbl aKTUBOB, B KOTOPbLIX COCTOMUT akTuB. 10 KKKy BO3MOXEH rnepexop B
UHTEpENC NpocMoTpa rpynrbl aKTUBOB.

e [pynna OTBETCTBEHHbIX 3a AaHHbIV akTuB. 1o KNuKy BO3MOXEH nepexos B
MHTepdenc npocmoTpa rpynmbl Nosib3oBaTenen.

° ,El,aTa nocnegHero CKaHnpoBaHUA (I'Ipl/l MHTErpaumm co CkaHepom

YA3BUMOCTEWN).
e [lepeyeHb ceTeBbIX MHTEPKENCOB.
e (CeTeBas BUAMMOCTb aKkTMBa:

o 1 -Tpsimoe nogkntoveHune k MHTepHeT (MexceTeBon akpaH, CeTeBol 6anaHcupoBLumk, VPN-
cepsep).

o 2-DMZ, yactuuHbin goctyn ns IHTepHeT ans HekoTopbix cepBucos (Web-cepBep, Proxy).

o 3 - WraTtHbIi goctyn B IHTepHeT yepes Proxy (Pabouune ctaHumm, BHyTpeHHue cepBepa) -
3HayeHne No yMOoryaHuto.

0 4 - OrpaHuyeHHbI JocTyn B IHTEPHET, OCTYN K orpaHnyeHHoMY Habopy VIHTepHeT -
cepBucoB (ToHkne knmeHTbl, POS-TepMuHansl, YoaneHHble oucsl).

0 5 - AKTUB He NOOKMNIOYEHHbIN K CETU.

® BHyTpeHHWI KOMMEeHTapui 4OCTYMNHBIN TONMbKO B MHTEpderice agMUHUCTpaTopa.



e [lepeyeHb NHUNOEHTOB
[aHHbIi pasgen oTobpaxaeT nepevyeHb NHUMOEHTOB, OBHaPY>KEHHbIV Ha
BbIOpaHHOM akTuBe (CM. pucyHok 128).
PaboTa ¢ nHunaeHTammn onmucaHa B COOTBETCTBYIOLLEM pasfene.

WHUWAEHTDI

T YPOBEHb PUCKA ™n TAN MHUMAEHTA AKTUB 3AF0N0BOK CTATYC NOCNEAHEE NPOUCWECTBUE 1 eCc e o=

@ 0.0 * FIN48 172.30.254.146 MS-WIN - M3MeHeH aTpu6yT B AoMeHe © Houiit 2021-03-11 02:09:14. 10

PucyHok 128 - lNepeyeHb MHUUOEHTOB, OOHAPYXEHHbIX NPy BbIOpaHHOM akTuBe

15.2.2.2. CooTtBeTtctBMe 10

B pasgene «OueHka cootBeTtcTBUA [10», BKNagka «Pe3yneratsl cootBeTcTBUSA 10
oTobpakaloTca getanuy no nNpoBepke COOTBETCTBUSA NporpamMHoOro obecnevyeHus

NOJNMMTUKaAM KOHTPOIA.

OueHka cooTBetcTBuda MO LieHTp ynpasnenns > OueHka cooTsetcTamsi MO

FPYMNA AKTUBOB COOTBETCTBYET BBIMOJHEHO «

TpUMep rpynnbi aKTHeoB v 2021-03-10 23:34:50

PucyHok 129 - Bknagka «Pesynstatel cootBeTcTBUS [M1O0»
B Tabnuue oTobpaatoTcs crefyoLme KONMoHKM (CM. pucyHok 129):

e [pynna akTUBOB -- Fpynna akTMBOB, B pamMKax KOTOPOW BbINOMHSANach
oLleHKa COOTBETCTBUSI.
e CocTosiHMe -- CTaTyC NPOBEPKN COOTBETCTBUSA A NpaBuia KOHTPOIS.

e JlaTa BbINOMHEHUS.

15.3. PaboTta c rpynnamMmv aKktTuBoB

Mpynnbl aKTMBOB YNPOLLAOT NPOLECC yNpaBneHusl akTuBamm.

15.3.1. Co3pgaHue rpynnbl akTuBoB {#create_group}

[nsa cosgaHns rpynnbl akTUBOB Heobxoanmo:

e [lepenTu B pasgen «AKTUBbI», BKNaaka «[pynnbl akTMBOB».
e Haxatb kHonky «Co3natb».
e 3anonHuTb atpmbyTbl rPynnbl akTUBOB (CM. pucyHok 130).

o HasBaHue -- Ha3BaHWe rpynnbl aKTUBOB.

o Macku nogcetew B CIDR - HOTauum -- eCnu AaHHbIN aTpubyT 3anorHeH,
HOBbIE aKTMBbI, MONagaoLLMe Nog yKasaHHYo CEeTEBYHO Macky, byayT
aBTOMaTU4eCKM BKMOYATbLCA B rpynmny.

o PeryngapHoe BbipaxeHue ans FQDN.

o [pynna OTBETCTBEHHbIX -- FPYNMbl NOMb30BaTENEN, OTBETCTBEHHbIX 3a
OaHHYI0 rpynny akT1BOB.

o0 BHyTpeHHee npumevaHue.

o OnucaHue.
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o WO Cucremsl.
o OTBETCTBEHHOE NULO.
o TexHun4eckun cneumarnucr.
e YkasaTb Habopbl NpaBu KOHTPOMSt COOTBETCTBUSI YCTAHOBMEHHOMO

nporpammHoro obecrneyeHus.

e Haxatb kHonky «Co3aatb».

HasgaHue

HaseaHue

HaCTpOi”IKM aBTOMaTU4yecKoro go6aBneHns akTUBOB B rpynny

AKTUBbI yaoBeTBOPSIOLYME 060MY U3 yKasaHHbIX KpuTepues 6yayT aBTOMaTUYeCku 406aBAEHb! B rpynny
Macku noacerteit 8 CIDR-HoTaumm (Hanpumep 192.168.0.0/24)

Nma

PerynspHoe BbipaxeHue ans FQDN
Regex

CnpaBKa no perynapHbIM BbIpaXeHHaM

Ipynnbl nonb3osaTenemn

Tpynna OTBETCTBEHHbIX
J1106041 HOBbIN MHUMAEHT 6yAeT aBTOMaTUYeCKN Ha3HayYeH AaHHOM rpynne noib3oBaTesel, B C/lyyae ecm "rpynna oTBETCTBEHHbIN" He yka3aHa B CBOKICTBax akTuba. OCTaBbTe
NyCTbIM, YTOGbI UCMO/IL30BATL "IPyNy OTBETCTBEHHbIX" 3ajaHHyIO B CBOJCTBaX aKTBa

BbiGepuTe rpynny nonb3osateneil..

CBsi3aHHble rpynmnbl nonb3osarenei

BbiGepuTe rpynny nonb3osateneil..

M obekTa
na cybvekTa
na Cuctembl

Knnz
®uHcepT?

OTBeTCTBEHHOE 1L
TexHUYeckwit cneynanuct

Accounauum

AKTVB

BbibepuTe akTuB..

Ha6op npasun

BbiGepuTte Habop nNpasun..

PucyHok 130 - OKHO co3gaHus rpynrbl akTUBOB

15.3.2. NMpocmoTp nHdopmaumum no rpynne akTUBOB

[ns npocMoTpa nHpopMaLmMu No rpynne akTMBOB HEOOXOAMMO:

e [lepenTtu B pasaen «[pynnbl akTMBOB».
e KnunkHYTb Ha Ha3BaHWe rpynnbl, MO KOTOpon TpebyeTca NpoCMOTPeTb
WHopmaumto.
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Mpumep rpynnbl aKTUBOB

AKTMBbI
s W

30 5

3

3

3

3

3

2

3
VHUMAEHTHI

T YPOBEHb PUCKA

LleHTp ynpaenenus

AKTUBbI

Tpynnbl akTUEOE

MpocMoTp rpynnel akTMBa PenakTuposars.

OTBETCTBEHHAS FPYMIMA MOJIb30BATENEN

He HasHaveHo

® Tun  3Aronosok 1p/MAC oc rPYNNbI AKTUBOB PACMIONOXEHNE @

B Host  172.172172.172 172172472172 MpuUmep rpynnbl akTMBoB. 0
3 172.30.254.129 172.30.254.129 (00:0¢:29:23:8b:86) Microsoft Windows Server 2012 R2 Update 1 Mpytep rpynnsl akTueos 0
3 Host 172:30.254.146 172.30.254.146 (00:0¢:29:82:54:96) Debian GNU/Linux 10 (buster) MpyMep rpynnbl akTueos [
3 Host 172:30.254.215 172.30.254.215 esxi_server 6.7 MpuMep rpynnbi akTeos 0
3 Host 1723025477 172.30.254.77 (d0:94:66:6d:1¢:57) VMuware ESXi 6.7.0 build-13006603 MpuMep rpynnbi akTeos [
3 Host 2233446 22334456 MpyMep rpynnbl akTeos 0
2 Host prenl-agent-01 172.30.254.173 (00:0c:29:95:32:97) windows _server 2016 - MpMep rpynnsl akTueos 0
3 Host win-g9lehgnk3rj 192.168.139.79 Microsoft Windows Myt rpynnsl akTueos 0

TUN TUN MHUMAEHTA AKTUB 3ATONM0BOK CTATYC ~ MOCNEQHEE MPOMCWECTBME ! C & &
3.0 * FIN77 172172172172 MS-WIN - Mi3MeHeHo NpaBu/Io MeXCeTeBoro skpaHa @ B patore 2021-03-03 15:54:32 10
0.0 * FIN48 172172172172 MS-WIN - MsMeHeH aTpu6yT B AoMeHe ® Hosiii 2021-03-10 17:37:29 10
0.0 * FIN49 22.33.446 MHOXECTBEHHbIE HEeYAauHbIe MOMBITKM BXOAA Ha Pa3/IMuHbIe CHCTEMbI OA ORHUM MONIb30BaTENeM © Hosbiii 2021-03-05 17:18:19 10
0.0 * FIN4g 172.30.254.146 MS-WIN - UsmeHeH aTpu6yT & nomeHe ® Hosbii 2021-03-11 02:09:14 10

PucyHok 131 - lHdopmauus no rpynne akTMBoB

B cdopme npocmoTpa oTobpakaroTcs (CM. pucyHok 131):

e HaspaHue rpynnbl.

e CeTeBble AnanasoHbl 4151 aBTOMATUYECKON NPUBA3KN aKTUBa K rpynne.

e  Cnuncok cBA3aHHbIX aKTUBOB.

e CBsi3aHHble rpynnbl Nofib3oBaTernien -- nepeyveHb rpynn nonb3oBarenei,

OTBETCTBEHHbIX 32 AaHHY0 rpynmny akT1BOB.

° I'Iepequb CBA3aHHbIX NHUMOEHTOB

KHonka «PefgaktupoBaTh» - OTKpbIBaTb hOPMY peaakTMpoBaHus atpubyTos

rpynnbl.

15.3.3. PepaktupoBaHue rpynnbl aktuBos {#edit_group}

,D,J'Iﬂ penakTnpoBaHuA rpynnbl akTBOB HeO6X0,D,VIMO:

e [lepenTu B pasgen «AKTUBbI», BKNaaka «[pynnbl akTMBOB».

e Haxatb kHomnky «Edit».

e 3anonHuTb atpmbyThl rPynMbl akTUBOB (CM. pUCYHOK 132):

o

o

HasBaHue -- HazBaHWe rpynnbl aKkTMBOB.

Macku nogceten B CIDR - HOTaumm -- ecnv AaHHbI aTpubyT 3anosHeH,
HOBbIE aKTUBbI, NOMajaLLne Noa yka3aHHyI CEeTEBYIO Macky, byayT
aBTOMaTU4ECKM BKMOYATLCA B rpynmny.

PerynspHoe BbipaxeHue ans FQDN.

[pynna oTBETCTBEHHBIX -- FPYNMbl NOfb30BaTENEN, OTBETCTBEHHbIX 3a
OaHHYI0 rpynny akTUBOB.

BHyTpeHHee npumevaHue.

OnucaHue.

MO Cucrtemsl.

OTBETCTBEHHOE NULIO.

TexHn4eckni cneynanucr.

BkntounTb akTuBbl B rpynny/VICKMouMTL akTUBbI U3 Fpynnbl.
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© YkasaTb Habopbl MPaBWI KOHTPOMS COOTBETCTBMUS YCTAHOBIIEHHOMO

nporpaMmmHoro obecrneyeHus.

e Haxarb KHOMNKy «CoxpaHuTb».

HassaHune

MpuMep rpynnbl akTBOB
HaCTPOFIKM aBTOMaTU4eCKOro f06aB/ieHNsl aKTUBOB B rpynny

AKTHBBI no6oMy 13 KpuTEpUeB 6yayT aBTOMATUYECKU SOGABAEHbI B TPYnny
Macku nogceteii 8 CIDR-HoTauuu (Hanpumep 192.168.0.0/24)

Ums

Perynaptoe Bbipaxetie Ana FQDN
~(+)\.998

Cripaska o perynsipHbIM BbIpaXeHusM

Fpynnbi nonb3oBateneit

Fpynna oTBETCTBEHHbIX

06041 HOBbIN 6yger [[aHHOM rpynne nosb3osateneii, B Cy4yae ecau "rpynna /1" He ykazaHa B 71 akTusa. OcTaBbTe MycTbiM, YTO6bI MCOAB30BaTL “[Pynny

OTBETCTBEHHbIX" 3aflaHHyI0 B CBONCTBaX aKkTuBa

admin

CBssizaHHble rpynnbl nonb3osaTenen

admin X

WA obekTa

123

W cy6pekta

123

WA, Cuctembl

123
Kunm?
DuHcepT?

OtsercraeHHoe MuUO

VisaH VBaHbl4

TexHudeckuii cneymnanuct

CemeH CemeHbl4
Accoumauum

AkTne

172172172172 X 172.30.254.215 X 172.30.254.129 X 172.30.254.77 X 22.33.44.6 X pr-nl-agent-01 X win-q91ehgnk3rj X 172.30.254.146 X

Habop npasun

Bce npasvna X

CoxpaHuTb

PucyHok 132 - OkHo «PegaktupoBaHue pynna akTMBOB»

15.3.4. BkntoyeHue akTUBOB B rpynny akTMBOB

AKTUB

172172172172 X 172.30.254.215 X 172.30.254.129 X 172.30.254.77 X 22.33.44.6 X 17

172.30.254.7

172.30.254.146

PucyHok 133 - dopma BKMHOYEHUS aKTMBOB B rpynny

BkrtoueHne akTMBOB B rpynny NpoM3BOAUTCS B (DOpMe pefaKkTUpOoBaHus aTpubyToB

aKTUBOB (CM. pucyHoK 133).

[nsa ynobcTBa cBSA3bIBAHUSA CMMCOK AOCTYMHbLIX MHTEPKENCOB MOXHO OTUBTPOBATL

no menu n IP-agpecy - 4ns 3T0ro Hy>HO Ha4yaTb BBOAWTL B NOMe UMS Unn
Havano IP-agpeca

[nsi BKIOYEHUSI aKTUBOB B rpynny HeO06GXoaMMO BbiGpaTh OAMH UMM HECKOMbKO

aKTMBOB B CIUACKe.

x
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Mocne npoaenaHHbIX MaHWUMNynsLMiA He0BXOANMO COXPaHUTb U3MEHEHUS B rpynne
aKkTMBOB. [laHHas onepauus Takke OOCTYrNHa U3 KOHTEKCTA CMNCKa aKTUBOB.

15.3.5. UcknioyeHne akTUBOB U3 rpynnbl

WckntodeHre akTMBOB U3 rpynibl NPOU3BOAUTCSA B hOpMe peaaKkTMpOoBaHNs
aTpubyTOB aKTUBOB (CM. PUCYHOK 134).

AkTuB

172172172172 X 172.30.254.2156 X 172.30.254.129 X 172.30.254.77 X 22.33.44.6 X

PucyHok 134 - ®opma UCKMoYeHNs1 aKTUBOB M3 rpynnbl

MckntounTb akTmB u3 rpynnbl BO3MOXHO Ha)XaTueM Ha KHOMKY «X» pAaoM C UMEHEM
akea 22.33.44.6 X

Mocne npoaenaHHbIX MaHVII'IyJ'IﬂLI,VIIZ Heobxoanmo COXpPaHUTb USMEHEeHUA B rpynne

akTMBoB. [laHHas onepaunda TaKke AOCTynHa N3 KOHTEKCTa CNCKa akTUBOB.

15.4. AkTyannsauusa gaHHbIX 00 aKTuBax

B xone JKcnnyataumm CUCTeMbl MOXET ﬂOTpe6OBaTbCﬂ BHECTW OOMOJTHUTENTbHYO

MHOPMAaLIMIO UMW KOPPEKTUBLI B JaHHbIE MO aKTUBY.

15.4.1. PepakTupoBaHue gaHHbIX NO aKTUBY
[ns pegakTnpoBaHnst MHGPOPMaLMKM HEOOXOAMMO:

e [lepenTu B pasgen «AKTUBbI», BKITagka «AKTUBbI».

e KrnvKHYTb NO 3arofloBKy akT1Ba, B KOTOPbI HEOOXOAMMO BHECTU
KOPPEKTUBBI.

e HaxaTb KHOMKy «PegaktnpoBatb».

e BHecTu kOppeKTMBbI B AaHHbIE 06 aKkTuBE.

e Haxatb KHOMNKy «CoxpaHuTb».

15.4.2. Knaccudmkauma HoBbIX aKTUBOB

[ns noncka akT1BOB, KOTOPbIE HEKOPPEKTHO KIaccUgULMPOBanmnch
aBTOMAaTMYECKU, MPEeYCMOTPEHbI CrieLMan3mpoBaHHble pUnbTpbl akTUBOB:

e AkTVBbI 6€3 rpynnbl -- NepeyeHb akTUBOB, HE NPUBA3AHHBIN HW K OAHOMN
rpynne.

* |ImMs noxoxe Ha IP agpec -- cucteme He yoanochb onpeaennTb M4 ysna
aBTOMaTU4eCKM.

e [loBTOpSIOLLEECH UMS -- aKTUBbI C MOBTOPSIOLUMMCS 3HaYEHVEM UMEHU aKTMBa.

15.4.3. O6beanHeHUe akTUBOB

B cucteme goctyneH nHtepderic, no3sonsaLmn o6beauHNTL AaHHbIE 13

HECKOJbKMX aKTMBOB B OAMH. OTO MOXET I'IOTpGﬁOBaTbCﬂ B Criyyasax:

e [laHHbIe NO OQHOMY M TOMY K€ aKTUBY MOSIBUNINCbL B CUCTEME N3 PasHbIX
NCTOYHMKOB.

e AKTUB Obln NPOCKaHNPOBaH CKaHEPOM YS3BMMOCTEN Yepes pasfnnyHble CETEBbIE
NHTepdeNnchbI.
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[na o6beaMHeHNs AaHHbIX MO aKTMBY HEO0BXOaMMO:

e [lepenTn B pasgen «AKTUBLI», BKIagKka «AKTUBbI».
e BbibpaTb HECKOMNbKO aKTMBOB C MOMOLLbHO YEKOOKCOB.

e Haxatb KHOMNKY «OObegNHNTb aKTUBbI».

Mocne BbINONMHEHUS AaHHON onepauun 6yaeT co3gaH HOBbIV aKTMB, B KOTOPOM
OyayT npucyTcTBOBaTh CreayLlme JaHHbIe U3 00beANHEHHbIX aKTMBOB:

e CeTeBble NHTEPMENCHI.
e [lpuBsA3Ka K rpynnamM akTMBOB.
o VHUMAOEHTDbI.

15.5. PaboTta c ceteBbIMM UHTEepencammu

MaHunynsiuum ¢ ceTeBbIMM UHTEPOEencammn MoryT noTpeboBaTbCs B Cny4vae, ecrnm
OT CKaHepa ysa3BMMOCTEN NOCTYNUITM HETOYHbIE aHHbIE O CETEBLIX NHTEpPdencax
UnNn ceTeBast KOHUrypaums U3MeHunach B Xoge aKcnnyarauum

15.5.1. CBsA3biBaHUe UHTepcenca c akTuBom

dopma cBA3bIBaHWS akTUBa C CETEBbIMU MHTepdencamm 4OCTyNHa NpyY Co3a4aHum
aKTUBa BPYYHYHO U NpU pedakTMpoBaHMKM akTuBa (CM. pucyHok 135).

CeTeBble MHTEpdECh

172.30.254.129 (00:0c:29:23:8b:86) [172.30.254.129] %

17 54.129 (00:0c:29:23:8b:86) [172.30.254.129]
22.33.446

172.30.254.77 (d0:94:66:6d:1¢:57)

172.30.254.173 (00:0¢:29:95:32:97)

192.168.139.79

172172172172
172.30.254.146 (00:0c:29:82:54:96) [172.30.254.146]

PucyHok 135 - ®opma cBA3bIBaHUS MHTepdenca ¢ akTMBoOM

Ons yoobcTBa cBA3bIBaHWS CMUCOK AOCTYMHbIX MHTEPdENCOB MOXHO OT(UNLTPOBaTh
no imenu nHtepdeiica, IP-agpecy nnu MAC-agpecy - 4ns npuMeHeHnsa unstpa
HeobxoaMMO HavaTb NMcaTb MCKOMOE 3HaveHne B hopMy CBA3bIBAHUSA MHTepdenca.

[nsa cBA3bIBaHUS CETEBbLIX UHTEPEENCOB C aKTMBOM HEOOXOAMMO BbiOpaTh OAMH UK
HECKOJTbKO aKTMBOB B CMUCKE.

[ns oTBA3bIBaHMS CETEBLIX MHTEPENCOB OT akTMBa HEOBX0QUMO HaxaTb Ha

KHOMKY «X» pAO0OM C UMeHeM nHTepdenca
22.33.446 X

PucyHok 136

Mocne YKa3aHHbIX N3MEHEHUI HeOGXO,EI,VIMO COXpPaHUTb NUSMEHEHNA B aKTUBE.
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15.5.2. Co3paHue ceTeBbIX MHTEPENUCOB BPYUHYIO
{#create net}

[nsa co3gaHmsa HOBOroO CETEBOrO MHTepdenca BpyHHyto Heobxoammo:

e [lepenTu B pasgen «AKTUBbI», Bknagka «CeTeBble UHTEPdENCHI».
e Haxatb kHonky «Co3gatb».
e 3anonHuTb aTpubyThl CETEBOrO UHTEpdenca (CM. pucyHok 136):

o Wwms -- uma nHtepdpenca ansa yaobcrea nomcka.
o |P -- IP-agpec, 3agaHHbIn Ha MHTepdence.
o MAC -- MAC-agpec, 3agaHHbI Ha nHTepdenice.
o FQDN -- [lomeHHoe nvsa ans IP-agpeca 3agaHHOro Ha uHTepgeince.
o OC -- onepaumoHHas cuctema, onpegensiemasi Yepes gaHHbli MHTEpPdENcC.
0 BblbpaTb aKTUB, C KOTOPbIM TpebyeTcs cBA3aTb HOBbLIM MHTEpPdENC.
e Haxatb kHonky «Co3aatb».

FQDN

HaxmuTe Enter Ans ao6asnenne

oc

oc

BbiGepuTe akTHe.

CoxpaHuTh ‘

PucyHok 137 - Co3gaHue ceTeBbIX MHTEPdENCOB BPYYHYHO

15.5.3. PegaktupoBaHue ceteBoro uHtepdemnca {#edit_net}

[nsa pegakTnpoBaHns ceTeBoro MHTepderica Heobxoamnmo:

e [lepenTtu B pasaen «AKTUBbI», Bknagka «CeteBble MUHTEPGENCHI».

e HaxaTb KHOMKy «PegakTupoBaTb» HanpoTUB CETEBOTO NHTepdeiica, B

KOTOPbIN HEOBXOAMMO BHECTU U3MEHEHWS.
e BHecTun nsmeHeHus1 B aTpubyTbl cETEBOro MHTepderica (cM. pucyHok 137):

o Wwms -- uma nHtepdpenca ansa yaobcrea nomcka.
o |P -- IP-agpec, 3agaHHbIN Ha MHTepdence.
o MAC -- MAC-agpec, 3agaHHbIn Ha nHTepdelice.
o FQDN -- [lomeHHOoe nvs gns IP-agpeca 3agaHHOro Ha uHTepdgeince.
o OC -- onepaumoHHas cuctema, onpegensiemasi Yepes gaHHbli MHTEpPdENC.
o0 BblbpaTb aKkTUB, C KOTOPbIM TpebyeTcs cBA3aTb HOBbLIM MHTEpPdENC.
e Haxarb KHOMKy «CoxpaHuTb».
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172.30.254.129 LlenTp ynpasnenus  ATuabi

Vima

172.30.254.129

MAC

00:0c:29:23:8b:86

P

172.30.254.129
FQDN

Haxwmute Enter ans no6asnetne
oc

Microsoft Windows Server 2012 R2 Update 1

172.30.254.129

PucyHok 138 - OkHo «PepaktupoBaHune CeTeBol UHTEpEnc»

15.5.4. YopaneHue ceteBoro nHrepcenca

[nsa ynaneHus ceteBoro MHTepdenca Heobxoammo:

e [lepenTu B pasgen «AKTUBbI», Bknagka «CeteBble UHTEPGENCHI».
e [lepelTu B pexnm peaakTmpoBaHUsa HeobXoANMMOro CeTeBoro nHTepderica

® HaxaTb KHOMKY «YAanutb».

16. PaboTta c ceTeBbIM CKaHEpPoOM "
WHBEHTapusaumeun

CeTeBol ckaHep -- 3TO CreuunanaMpoBaHHoe nporpammHoe obecnedeHve,
npeaHasHayYeHHoe AJ15 Noucka XOCTOB B KOMMbIOTEPHOM CETY 1 onpeaerieHne
CEeTEBbIX CEPBICOB 1 MPOrpaMMHOro obecrneyeHns Ha oGHapy»KeHHOM XOCTe.

MopoepxrBaeMble CUCTEMBI:

e OC Cewmeiictea MS Windows ¢ ncnonssosaHnem RPC/WMI;
e OC cewmelictBa linux ¢ ncnonbsosaHnem SSH;

16.1. Nouck akTUBOB B KOMINbLIOTEPHOU CETU
{#find_hosts}

Onsa 06Hapy)KeHMFI HOBbIX aKTUBOB M aKTyann3aunmn ctapblix Heobxoammo:

e [lepenTu B pasgen «AKTUBBI» BO nogpasgen «VHBeHTapusauusa» 1 Bbibpatb

Bknaaky «OBHapyeHne XOCTOB»
e [lanee ykasaTb B none IP agpec nogcetu KoTopyto HeobxoaMMo NpockaHMpPoBaTh

e B none nogcetb BbIOpaTh ryOuHy ckaHMPOBaHKS CETU (MO YMOMYaHUIo
BblOpaHa 24as noaceTb), AOCTYMNHbI BAPUaHTbI:

o 0 (BeCb MHTEpPHET)
1 (128 knaccos A)
2 (64 knacca A)
3 (32 knacca A)

(o]

[e]

(o]

Cetesbie uHTepdeiich!

VsmeHeHne

x
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o

o

4 (16 knaccoB A)
5 (8 knaccos A)

6 (4 knacca A)

7 (2 knacca A)

8 (1 knacc A)

9 (128 knaccos B)
10 (64 knacca B)
11 (32 knacca B)
12 (16 knaccos B)
13 (8 knaccos B)
14 (4 xnacca B)
15 (2 knacca B)
16 (1 knacc B)

17 (128 knaccos C)
18 (64 knacca C)
19 (32 knacca C)
20 (16 knaccos Q)
21 (8 knaccos C)
22 (4 knacca Q)
23 (2 knaccoB C)
24 (1 knacc C - 254 xocTa)
25 (128 xocToB)
26 (64 xocTa)

27 (32 xocrTa)

28 (16 xocToB)

29 (8 xocToB)

30 (4 xocTa)

31 (2 xocTa)

32 (1 xocT)

e Haxarb KHOMNKy «CKaHMpoBaTb»

OG6GHapy>XeHne XoCToB

P

P

PucyHok 139 - hopMa obHapy»KeHMs1 XOCTOB

MNopceTb

24

Mocne 3arnycKka CKaHMpoBaHNA NOABUTCA MHOMKATOP npouecca CKaHnpoBaHuaA

CkaHupoBaTb

PucyHok 140

W nocne 3aBepLueHns ckaHMpoBaHWs ByoyT 4OCTYMNEH pe3ynbTaT CKaHMPOBaHKS B

BUAe Tabnuubl ¢ atTpmubytamu (cMm. pucyHok 140):

<



® |lmMeHa xocTa (ecnu yganoch onpenenvTb)
e |PV4 1 IPV6 agpeca xocTta
e MAC agpec xocTa

HOST 1Pva 1PV6 MAC
o 172.30.254.1 EA4:18:6B:4D:67:C4
1] 172.30.254.30 00:0C:29:64:18:ED
] 172.30.254.35 00:0C:29:46:82:09
0 172.30.254.36 00:0C:29:F9:60:CA
] 172.30.254.37 00:0C:29:DA:27:7A
il 172.30.254.39 00:0C:29:B7:37:E7
0 172.30.264.70 00:0C:29:8D:F7:A1
] 172.30.254.71 00:0C:29:B5:A6:28
] 172.30.254.73 00:0C:29:92:7F:D6

PucyHok 141 - pesynbTtaTtbl CKaHUPOBaHWs CETH

[ns nobaeneHns unu oObHOBNEHNSI akTUBOB 13 pe3ynbratoB CKaHUPOBaHUA CETU

Heobxoaumo:

® BbIJENUTb C MOMOLLbI0 YEKOOKCOB HY>HbIE XOCTbI
® HaxaTb Ha KHornky «OBHOBUTb» NOABMBLLYIOCSA B hopMe 0BHapyXeHUs XxocTa
nocrie 3aBepLUeHns pe3ynbTaToB CKaHMPoBaHUA (CM. pucyHok 141)

OG6Hapy>keHue XOCToB

IP MopgceTb

172.30.254.99 24

PucyHok 142 - bopma oBGHapykeHUs XOCTOB MOCIe 3aBepLUEeHNs CKaHMPOBaHMS

Mocne 3anycka npouenypbl 06HOBNEHNS NOABUTCA MHAMKATOP Nporpecca
obHoBneHWs akTMBOB. Kak TONbKO OH AOWMAET A0 KOHLA M UCHE3HET C 3KpaHa --
npouenypa obHOBNeHUs unu gobaBneHns akTMBOB 3aBepLueHa. PesynbraThl
OOCTYNHbI B pa3gene «AKTUBbI» Ha BKNagke «AKTUBbI»

16.2. Nouck ceTeBbIX CEPBUCOB Ha XocTe Oe3
aBTopusauum {#find_services}

[ns 3anycka ckaHWpOBaHWS CETEBbLIX CEPBUCOB HEOBXOANMO:

e [lepenTtun Ha Bknagky «OBHapyxeHne cepBMCOB» nogpasaena
«MHBEeHTapu3aums» pasgena «AKTUBbI»

e OTMETUTb YeKBOKCaMM HYXHbI 41151 CKAHUPOBAHMUS aKTKBbI (MpY HEOOXOAMMOCTU
BOCMOMb30BaTbCsl MOUCKOM U (ounbTpaumen)

e HaxaTb Ha KHOMKY «CKaHVIpOBaTb cepBUCbI»

“»


af://n3787

OGHapy>eHne cepBUCOB

SunsTp

DunsTp rpynna

IP/Mms xocTa/MAC oc

172.30.254.3

3HauMMoCTb akTUBA Ceresas suauMoCT

Bee v Bee

(.. . P8

Tn aaronosok oc

172:30.260.30
23025035
172.30264.36

723025037

172.30.254.39

PacrionoxeHue akTusa AKTUBHOCTB

v BuibepuTe pacnonoxenue v AKTUBHbII

Kon-80 Ha cTpamue

v 20

1P/MAC/CEPBUCH

172.30.254.30 (00:06:29:64:181d)

172.30.254.35 (00:06:29:46:82:09)

172.30.254.36 (00:0¢:29:19:60:ca)

172.30.254.37 (00:0c:29.da:27:7a)

172.30.254.39 (00:0¢:29:67:37:67)

PucyHok 143 - akpaH ckaHMpOBaHUS CETEBbIX CEPBUCOB

Mocne HaxaTtus Ha KHomnKy «CKaHMpoBaTb CEPBUCHI» MOSIBUTCA MHAMKATOP

nporpecca CKaHMpoBaHUA.

I'Ipou,ep,ypa 3aHMMaeT OnnTenbHOE BpeMs, B npouecce €€ BbINOSIHEHMS AaHHbIE Ha

cTpaHuue ByayT o6HOBRATLCS (CM. pUCyHOK 143)

Mocne 3aBepLieHna CKaHMpoBaHUA nNporpecc 6ap MCYE3HET U B CMNNCKe aKTUBOB

noABATCA AeTanun npoBegeHHOro CKaHmpoBaHusA, a UMEHHO anI/I6yTbI:

® HangeHHble OTKPbITble NOPThl M UX CTaTyC

° Oﬂpeﬂ,eﬂeHHble TUNbl CEPBUCOB HA 3TUX NopTax

® lveHa cepBMCOB Ha 3TUX MopTax

e CTaTyC UCMOSHEHUST CKaHNPOBaHWS

CKaHMPOBaHMe CEepPBMNCOB NPONCXOAUT HA OCHOBE OTKPbITbIX AaHHbIX N AeTallbHadA

nHopmaums npo OC nnu cepaurchbl bepeTcs Ha OCHOBE 0BYYEHHbIX 3BPUCTUYECKUX
anroputmoB. [nst 6onee To4HON nHopMaLMmM Nonb3ynTecb COOPOM AaHHbIX C

aBToOpu3auunen.



O6HapyXeHne cepeUCOB

dunbTp
OunbTp rpynna PacrionoxeHue akTusa
v BuiGepuTe pacnonoxenie
1P/Mms xocTa/MAC oc
172.30.264.3
3HaUMMOCTB aKTHBa CeTesas BUAUMOCTL Kon-Bo Ha cTpaHmue
Bee v Bee Vo2

MR 3ATOROBOK oc IPIMAC/CEPBUCE!
723025050 172.30.254.30 (00:0c:29'64:18:ed)
nopT  cTATYC MR CEPBUCA
2 open fto
53 open domain
80 open hitp
88 apen Kerberos-sec
135 open msrpe
139 open etbio
389 open
17230254.35 Microsoft Windows Server 2016 build 10686 7250.250.35 (00:06:29:46:62:09) 15 open
464 open
593 apen ncacn_http
636 open Idapss!
1688 apen msrpe
3268 open Idap
3269 apen globalcatlDAPss!
3389 open ms-wht-server
723028036 172.30.254.36 (00:0c:29:18:60:ca)

172.30.254.37 (00:0c:29:d:27:7a)

17230.250.37

172.30.254.39 (00:0¢:29:b7:37:¢7)

172.30.254.39

PucyHok 144 - akpaH CkaHMpOBaHUSA CETEBbLIX CEPBUCOB B NpoLiecce

CKaHWPOBaHWS

AKTUBHOCTb

v AKTHBHbIiA

MR CEPBHCA
Microsoft ftpd
Microsoft DNS

Microsoft IS httpd

Microsoft Windows Kerberos

Microsoft Windows Server 2008 R2 - 2012 microsof

Microsoft Windows RPC over HTTP

Microsoft Windows RPC

Microsoft Windows Active Directory LDAP

ft-ds

16.3. O6HapyxeHue O Ha xocTe ¢ aBTOpU3aL e

{#collect_soft}

[ns 3anycka ckaHupoBaHus cbopa aaHHbIX o MO Heobxoanmo:

e [lepelitn Ha Bknagky «CHop gaHHbIX» nogpasgena «VIHBeHTapusauus» pasgena

«AKTUBbI»

e OTmMeTUTb Yekbokcamu HY>XHbI 4114 CKaHpOBaHUA akKTUBbI (ﬂpl/l HeO6XOﬂI/IMOCTI/I

BOCMOSb30BaTbCS MONCKOM U (onSbTpaLmen)

e BbiGpaTb NPOTOKOS CKAaHMPOBaHMS, YYETHYIO 3anunchb 1 TN cbopa AaHHbIX B

dopme cbopa faHHbIX (CM. pUcyHOK 145)
e Haxarb Ha kHonky «CobpaTb»

C60p AaHHbIX
uneTp
DunbTp Tpynna Pacnonoxenue akTnsa
v BubibepuTe pacnionoxehue

IP/Umsa xocTa/MAC oc

99
‘3HauMMOCTb aKTUBa CeTeBas BUAMMOCTb Kon-Bo Ha cTpaHnue

Bce v Bce v 20
o O
Hacrpoiikin
Mporokon YuerHas 3anuch Rantble

SSH + sshroot N AnnapatHoe o6ecnevetie

MporpamMmHoe obecneverne
Tn saronosok oc
1723025088

PucyHok 145 - akpaH cbopa gaHHbIX Ha XOCTe C aBTopu3aumen

AKTHBHOCTB

v AKTUBHbII

1P/MAC

172.30.254.99


af://n3813

Hacrpoiiku

Mpotokon

YueTHas sanuch

+  ssh_root

DaHHble

AnnaparHoe ofecnevetie
MporpamuHoe oecneuenue

1PjMAC

172.30.254.99

PucyHok 146 - chopma cbopa gaHHbIxX 0 [porpaMmmHoM obecrneyeHnm Ha XocTe ¢

aBsTopu3aumnen

Mocne 3aBeplieHunsa c6opa OaHHbIX B geTandax aktnea noAaBUTCA VIHCbOpMaU,I/IOHHbIVI

Onok ¢ CnMckoM NPorpaMMHOro obecneveHns (CM. pucyHok 146)

Pe3yanaTb| c60pa AaHHbIX C aBTopusauMeﬁ nepes3anucbiBaloT pe3ynbraTbl CKAHMPOBaHUA

cepBUCOB 6e3 aBTOpU3aLmn.

CNMMCOK MPOrPAMMHOIO OBECMNEYEHWA

HA3BAHWE BEPCUSA
libatspi2.0-0 2.22.0-6
dmsetup 2:1.02.137-2
libbison-dev 2:3.0.4.dfsg-1
debian-archive-keyring 2017.5
adduser 3.115
installation-report 2.62
erlang-snmp 1:23.2.6-1
isc-dhcp-client 4.3.5-3
e2fslibs 1.43.4-2
bash 4.4-5

Moka3aTb ewe

PucyHok 147 - cnncok HangeHHoro nporpaMmHoro obecneveHms

16.4. O6HapyxeHune annapaTHOU KOHdUrypaumm Ha
XOCTe C aBTopu3auuen

[ns 3anycka ckaHnpoBaHusa cbopa gaHHbIx o O Heobxoonmo:

e [lepenTn Ha BkNagky «COop gaHHbIX» nogpasgena «MHBeHTapusaums» pasgena
«AKTUBbI»
e OTMETUTb YeKDOKCaMM HYXHbI 41151 CKAHUPOBAHUS aKTKBbI (MpY HEOOXOAMMOCTU

BOCMOS1b30BaTbCS NMONCKOM U (onIisTpaLmen)
e BribpaTb NPOTOKON CKAHNPOBAHUS, YYETHYHO 3anuch 1 TUn cbopa AaHHbIX B

dopme cbopa AaHHbIX (CM. pUCyHoK 147)
e Haxatb Ha kHonky «CobpaTb»


af://n3832

Hactpoiiku

Mpotokon YyerHas sanuch Lannbie

SSH 4+ sshroot N AnnapaTHoe o6ecneuenue
O Nporpammroe oecneverne

@ run saronosox oc 1p/Mac

] 1723025090 1723025499

PucyHok 148 - choopma cbopa gaHHbIX 0 AnnapaTtHoMm obecnedyeHun Ha XocTe C
aBTopu3aunen

Mocne 3aBepLueHnsa cbopa AaHHbIX B AeTansx akTuea nosBUTCS MHHPOPMALIMOHHBIN
©nok c cnnckoM annapaTHoro obecneveHust (CM. pucyHok 148)

CMUCOK ANMNAPATHOIO OBECMEYEHUA

BUAO HA3BAHUE NMPOM3BOAUTEND AONONHUTENbHAA NH®OPMALNA
Ouck Virtual_disk VMware 06beM: 266240 MB
MaTepuHcKkaa nnata 440BX Desktop Reference Platform Intel Corporation
MamsiTb He onpepeneHo - O6bem: 20480 MB
Mpoueccop Intel(R) Xeon(R) Gold 5120 CPU @ 2.20GHz Genuinelntel
CeTeBoWt apantep VMXNET3 Ethernet Controller VMware MAC: 00:0c¢:29:bc:50:98

PucyHok 149 - cnucok HageHHoro annapartHoro obecneyeHus

16.5. HacTtponka y4yeTHbIX 3annceun ana aBropmsauum
Ha XocTax

[aHHbIN yHKLMOHAN HAaXoaMTCA B pasaene «AOMUHUCTPUMPOBaHUS», Noapasaene
«KnacTtep» 1 JOCTYNeH TONbKO agMUHUCTpaTopaM CUCTEMBI.

Ynpasnexue VNPABNEHHE yHETHBIMMA 3ANUCAMI AA CEOPa RAHHBIX
Vanbicuctembl  Cepeuchl  KoHGUrypauvowkbie daiinbi  Ckpuntbl  APIKAlouM  YueTHble 3anucy Ans c60pa AaHHbIX  TpaHCropTbi
CMNCOK YYETHbIX 3ANNCEN AOBABNEHWE YHETHON 3ANMCH
Hawmerosare
Hazeanve Onucanue Torun Lomen Mapons  Ceprudukar
win_admin Administrator La Her
Tun
ssh_root root na Her [ vaani |
Toruw/Mapons B
Onucaxune
Torus
MNaponb
Lomen
Ceprudukat
TpancnopTel
wni
e
ssh

PucyHok 150 - QkpaH ynpaBneHust y4eTHbIMKU 3anucamm gns cbopa gaHHbIX


af://n3848
af://n3854

17. HacTpouka KOHTpoOna yctTaHOBJIEHHOIro
nporpaMmmMHoOro obecne4yeHus

17.1. O6wme nonoxeHus

B Nnatdopme B pasgene ocHoBHOro MeHto "OueHka cootBeTcTBUA MNO" peann3oBaH yHKLMOHAnN
KOHTPOS CrnMcka NporpaMMHOro obecneyeHmns yCTaHOBIEHHOMO Ha akTMBax Mo MoMTUKaM KOHTPOSS.
Monutrka KOHTPONSA COCTOUT U3 Habopa npaBur KOHTpors. [1paBnno KOHTPONst MOXeT
KOHTpONMpoBaTh:

e OTcyTCTBME NPOrpaMMHOro o6ecneyeHnst Ha akTmee.
e Hanuuyune nporpammHoro obecrneyeHust Ha akTuBe.

MonuTunka KOHTPONS MOXET ObITb MPUMEHEHA K Ipynne akTUBOB. AKTMB CYMTAETCs COOTBETCTBYHOLLMM
MonMTKKeE, €CNv BCE NpaBuiia KOHTPOISA Aanu NONOXUTENbHbIA pe3ynsTtaT. [pynna akTMBOB cuMTaeTcs
COOTBETCTBYHOLLIEN NOMUTMKE, ECIN BCE aKTUBbI rPYNMbl COOTBETCTBYIOT Nonutuke. B cucteme
peanv3oBaHa BO3MOXHOCTb CO3aHMs UHLUMAEHTOB MO pe3yrbrataM NpoBepKU COOTBETCTBUS

NONMNTUKaM.

17.2. AHann3 nporpaMmMHOro o6ecne4yeHnst Ha aKkTuBax
{#active_software_analyse}

17.2.1. NMpocmoTp AeTanmsaumm no 3anucu NPorpamMmMHoro
obecneveHus
B cucteme gocTyneH nepeveHb BCEro nporpaMmmMHoro obecneyeHunsi, 0bHapy>KeHHOro ckaHepamm

YSI3BMMOCTEW NPY CKAaHNPOBaHUM akTMBOB. [ns npocmMoTtpa cnucka MO Heobxoanmo nepentu B pasgen
"OueHka cootBeTcTBUSA MO"-> "Cnucok MNO" (cm. pucyHok 151).

MonHoe onucaHue TabnuyHoro cnucka MO npuBeneHo B pasaene "[lodpasden "Crucok [10™.

Cnucok MO LienTp ynpasnenms  OueHka cootsercraua O > Crucok MO
Cosaats rpynny 110
HASBAHME - TR Kon-8ono & reyANE sepcusn oncAHUE HEOBPABOTAHHAR CTPOKA AAHHBIX
Vaxpatrol - 80 MaxPatrols.o
Vicrosoft DS B Microsoft DS
d ice - 6.2 Microsoft Indexing Service6.2

100 Microsoft Internet Explorer10.0

Microsoft JScript - 5.8.9200.16384 Microsoft JScript5.8.9200.16384

Microsoft .NET Framewor 35 Microsoft .NET Framework3.5

Microsoft .NET Framework - a5 Microsoft .NET Framewor} ka5

Microsoft ODBC Driver 17 for SQL Server - 175.21 Microsoft ODBC Driver 17 for SQL Server 17.5.2.1

62 Microsoft Pragmatic General Multicast6.2

Microsoft SQL Server - 2008 R2 SP1 Express Edition (MSSQLSERVER) Microsoft SQL Server2008 R2 SP1 Express Edition (MSSQLSERVER)

Updates - KB958396 Microsoft UpdateskB958396

KB945282 Microsoft UpdateskB945282

KB2478063 Microsoft UpdateskB2478063

KB946344 Microsoft UpdateskB946344

Microsoft Updates - KB947789 Microsof ft UpdateskB947789

12 3 45 »

PucyHok 151 - OkHo Bknagku «Cnumcok MNO»


af://n3854
af://n3855
af://n3863
af://n3864
http://docs.pangeoradar.ru/user/ui_software

[ns npocmoTpa Aetanusauumm no 3anucu o NPorpaMMHOM 06ecneyeHn HYXXHO LLENKHYTb Ha Ha3BaHue
nporpaMmmHoro obecneyeHus B none "HaseaHue" (cm. pucyHok 151). Ha akpaHe oTkpoeTcs hopma

aetanusauunm uHdopmaumm o IO (cm. pucyHok 152).
dopma oTobpaxaeT cnefyoLine gaHHbIE:

e "HasBaHue KnueHTa" - yHMKanbHoe HasBaHue O Ha Nnatdopme.
e "OnucaHue" - onncaHne NpPorpamMmmMHoro obecneyeHns, HanmcaHHoe
nonb3oBatenem Nnatdopmbl.
e "HasBaHue" - Ha3BaHMe nNporpaMmMHoro obecneveHus.
e "OC" - onepauunoHHas cuctema, Ha kotopon pabotaer NMO.
e "Bepcusa" - sepcus NMO.
e "Penu3" - naHHble 0 penuse.
e "HeobGpaboTtaHHasa cTpoka " - JaHHble, MONyYeHHbIEe HanpsIMyo OT CKaHepa Ysa3BMMOCTEMN.

HTTP

HasBaHue HTTP
KNUeHTa

OnucaHue

HaszBaHue HTTP

oC Microsoft Windows
Bepcusa

Penus

Heo6paboTaHHas HTTP
cTpoka

PucyHok 152 - ®opma npocmoTpa getanen sanucu o nporpaMMHoM obecneveHuu.

17.2.2. NMpocmoTp nHcpopmauum Nno aktuBam

[lns npocMoTpa cnuncka akTUBOB Ha KOTOPbIX YCTaHOBMNeHo uHTepecytowee MO Heobxoammo:

1. Mepelitn B pasagen "OueHka coorBeTcTBUSA MO"-> "Cnuncok NMNO" .

2. HaxaTtb kHonky "AKTUBbI" B cTpoke nHTepecytowero MO.

Ha akpaHe OTKpOeTCs nepeyeHb akTUBOB, Ha KOTOPbIX HangeHo aaHHoe MO (cm. pucyHok 153). [JaHHbIN

nepedeHb NpeacTaenset cobon ctaHaapTHbI Ans Mnatgopmbl TabrnMYHbIA CIMCOK aKTUBOB.

MonHoe onucaHne TabrnMyHOro cnncka akTMBOB NpuBedeHo B pasaene "Axkmuesl. [1odpasden

"Akmusbl".


af://n3888
http://docs.pangeoradar.ru/user/ui_service_assets

AKTUBbI

[ [ couer | 2o [ - |

9. ® 6 un saronosok 1P/MAC oc TPYNNbI AKTUBOB PACTONOXKEHNE o S &

3 3 Host win-q9lehgnk3r 19216813979 Microsoft Windows Mpamep rpynns axTvsos o 0

PucyHok 153 - [NepeyeHb akTMBOB, Ha KOTOPbIX HAaNAEHO NMpU CKaHNPOBaHUM AaHHOEe NporpaMmMHoe

obecnevyeHune

17.2.3. PegakTupoBaHue faHHbIX NPOrpaMMHOro obecneyeHus

B cucreme peann3oBaHa BO3MOXHOCTb BHECEHUA N3MEHEHWI B AaHHbIE O nporpaMmMmHOM obecneveHun,

rony4YeHHbIe OT CkaHepa ys3BUMOCTEN.
[ns penakTMpoBaHust AaHHbIX NPOrpaMMHOro obecneyeHnss Heo6XoaAMMO:
1. Meperitu B pa3gen "OueHka coorBetcTBUsA MO"-> "Cnucok MNO".

2. HaxxaTb Ha KHOMKY penakTnpoBaHust B cTpoke MO, B AaHHblE KOTOPOW HY>XHO BHECTU
KOpPPEKTUBBI

3.B OTKprBLIJeIZCﬂ cbopme penakTnpoBaHuda npu HeO6XOﬂ,I/IMOCTI/I MOXHO OTpeaakTnpoBaThb

cnepytowme 3anucu o MO (cm. pucyHok 154):
o "HasBaHue knueHTa" - HasBaHue 10, koTopoe ByaeT oTobpaxaTbCa B AeTansaxX UHUMOEHTA.
o "OnwucaHue" - onucanue N0, cozgaHHoe nonb3oBatenem MNMnargopmbl. Hanpumep:

HasHaveHue [M0.
4. Ina coxpaHeHWsi BHECEHHbIX U3MEHEHUI HaXxaTb Ha KHOMKY «CoXpaHUTb».

17.2.4. YaaneHue 3anucu o MO 3 cnucka

Onsa ynanexus MO 3 cnucka BbINOMHWUTL CreayroLine AencTBus:

1. Mepentu B pasgen "OueHka cootBetcTBUA MO"-> "Cnucok MO".
2. HaxaTb Ha KHOMKY pefaKkTMpoBaHus B cTpoke 3anucu MO, KoTopyto Heo6XoaNMO yaanuThb.

3. B oTKpbIBLLENCSA (hOopMeE peaaKkTMpoBaHWs HaxaTb Ha KHOMKY "YaanuTtb" (CM. pucyHok 154).

Microsoft Updates LieHTp ynpasnenus

Hassahue KnenTa

Microsoft Updates

370 HassaHye OTOGDBXASTCA B ETaNAX UHLIMAEHTa

Onvcarue

Onucakue

Hassanne Microsoft Updates
oc Microsoft Windows
Bepcus KB2468871
Penus KB2468871

Heo6paGotansas  Microsoft UpdateskB2468871
cTpoka

=

PucyHok 154 - OkHO pefakTMpoBaHusa nporpaMmMHOro obecneveHus

17.3. Ha3HayeHue NONMUTUKN NPOBEPKU COOTBETCTBUA
MO rpynne akTnBoB

MonuTuka NpoBEPKM Ha3HaYaeTcs rpynne akT1BOB. [N CBA3bIBAHWS rpymnbl akTUBOB C OAHON UIK
HECKOMbKUMI NonuTMkammu npoeepkm MO Heobxognmo:


af://n3899
af://n3916
af://n3927

1. MNepenTun B pasgen "AktuBbl"-> "[pynnbl akTUBOB".

2. HaxaTb KHOMKY pefakTupoBaHus B CTPOKe Irpynmbl aKTUBOB, AJ1s1 KOTOPOW KOHUIypUpyeTcs

nonnTuKa.

3. B oTkpbiBLUElics hopme B Brioke "Habop npaBun" ckoHpUrypmpoBaTthb HyXXHbl€ NOMUTUKU (CM.
pucyHok 155).

o [1nsa cBsi3bIBaHWUS MOMUTUKU NPOBEPKU C rPYMMoN akTMBOB HEOGX0AMMO BbIOpaTh OfHY UK
HECKOJIbKO MOSUTHK.
o [1ns oTBSI3bIBaHWS MOMUTUKA NPOBEPKU OT rPynibl aKTMBOB HE06X0AMMO HaxaTb Ha

nukTorpammy 3 cnpaea oT MMeHu Habopa npaBwus.

4. [Ina coxpaHeHnsi BBEAEHHbIX M3BMEHEHUI HaXxaTb Ha KHOMKY "CoxpaHuTb".

Habop npaBun

Bce npaBuna X

L OYXDAHWTE |

PucyHok 155 - HasHavyeHre nonmTrKKN KOHTPONS rpynne akTMBOB

17.4. 3anyck npouecca npoBepKu COOTBETCTBUA
{#software_check run}

Mpouecc nposepkmn cootBeTcTBUA 10 3anyckaetcst nonb3oatenem Nnatgopmel Bpy4yHyto. [Ing

3anycka NpoBepKy HeOBXOANMO:

1. Mepenitn B pasgen "AkTuBbI"-> "pynnbl akTUBOB".

2. Haxatb kHonky "lpoBepka cooTBeTcTBUA MO" B CTpOKE rpynmbl akTUBOB, A1151 KOTOPOW
TpebyeTcs NpOBECTM OLIEHKY COOTBETCTBUS.

3. MNepentn B pasgen "OueHka cooTBeTcTBUA M0"-> "Pe3ynbrathl coorBeTcTBUA MO" ANg

NMpPOCMOTPa U aHanmn3a noslyYeHHbIX pe3ynLTaToB.

17.5. AHanu3 pe3ynbLTaToB NMPOBEPOK COOTBETCTBUS
MO {#check_result_analyse}

17.5.1. NMpocmMmoTp cBOAHLIX pe3ynkLTaToB MPOBEPOK
cootBeTtcTBuUA NO

CBogZHble pesynbTaThl BCeX TEKYLLMX NpoBepok cooTBeTcTBUSA O pacnonoxeHbl B pasgene: "OueHka

cootBeTcTBUA NO"-> "Pe3ynbratbl cooTBeTcTBUA MO" (CM. pMcyHOK 156).

MonHoe onucaHue TabnMYHOro Crncka pesynbsTaToB NPoBepKku cooteeTcTBusA MO npuBeneHo B pasaene

"Modpa3sden "Pe3ynbmambl coomeemcmeus [10™'.



af://n3946
af://n3955
af://n3956
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OueHka cooTtBeTcTBUa MO LlenTp ynipasnenns  OueHka cooTsercrans M0

FPYNNA AKTUBOB COOTBETCTBYET BLINONHEHO «

Mpimep Fpynnel akTusos 2021-03-10 23:34:50

PucyHok 156 - OkHo Bknaaku «Pesynbratel cooTBeTcTBMSA [10»

17.5.2. NMpocmoTp pe3ynbLTaToB NPOBEPOK COOTBETCTBUA MO
rpynne akTuBoOB

,D,J'IH NPOCMOTpPa pe3ynbraTtoB NMPOBEPKN COOTBETCTBUA MO no rpynne aktneoB HeOGXO,D,I/IMOI

1. Mepewitu B pa3gen "OueHka cooTBeTcTBUA MO"-> "Pe3ynbrathl cooTBeTcTBUSA 10",
2. B TabnunyHom cnucke pesynbTaToB LWENMKHYTh NO Ha3BaHMIO rpynnbl akTMBOB B none "Mpynna

aKTMBOB".

OTo6pa3snTca dhopma AeTanmaaumm NpoBepPKM COOTBETCTBUSA aKTUBOB BblIOpaHHbIM NONMUTUKaM

KOHTpOrs (CM. pucyHok 157):

e "[pynna aKkTMBOB" - Ha3BaHVEe KOHTPONMPYEMOW rpymnmbl aKkTUBOB.

e "CoorBeTcTBYeT" - cTatyc cooTBeTcTBUA [10, pacnonoXxeHHOro Ha rpyrnne akTMBOB, 3a4aHHbIM

nonuTtnkam nposepku MO.
e "BbInonHeHO" - faTa 1 Bpemsa nocnegHen nposepkun Ha cooteetcTaue [10.
e TabnuyHbI CMIMCOK aKTMBOB B COCTaBE rpymnmbl, BKIOYAOLWMIA Creayowme nonsi:

o "AKTMB" - Ha3BaHue akTuBa Ha [natdopme.

o "CooTBeTcTBYeT" - KONIMYECTBO NOSIUTKK, KOTOPbIE Aanu NONOXUTENbHbIV (COOTBETCTBYET)
pesynstaTt Npy NpoBeAeHnn NpoBepkn cooTBeTcTBMsA O Ha JaHHOM akTuBe.

o "He CootBeTcTBYeT" - KONMYECTBO MONUTUK, KOTOPbIE Aanu oTpuLaTenbHbIv (He
COOTBETCTBYET) pe3yrnbTaT Npu NpoBeaeHun Npoeepku cooteeTcTBus MO Ha JaHHOM akTuBe.

o "[NaHHble MO" - Hannume/oTCyTCTBME OaHHbLIX 00 YCTaHOBNEHHOM NPOrpaMMHOM
obecneyeHnn Ha aKkTuMBe.

MpuMep rpynnbl akTUBOB LieuTp ynpasnenus > Ouewka cooteercrams M0 fleranu

FPYNNA AKTUBOB COOTBETCTBYET BbINONHEHO

Mpumep rpynnbl akTnsos x 2021-03-1114:30:44

COOTBETCTBYET (KO/IMYECTBO HABOPOB MPABMN KOHTPONS) HE COOTBETCTBYET (KOSIMYECTBO HAEOPOB MPABMA KOHTPONS) AAHHBIE MO

< ox x x x x x

PucyHok 157 - IpocMoTp pesynsratoB KOHTPOSMSA COOTBETCTBUS MO rpyrnne akTMBOB

17.6. YnpaBrnieHue nosiuTMKamMu NpoBepKun
cootBeTcTBUSA MO {#software_politics}

17.6.1. NMpocmoTp TeKyLero cnmckKa nosiMmTuK

TekyLmnin CNMCOK NONUTUK pacrnonoXeH B pasgene: "OueHka cootBetcTBusA MO"-> "Habopbl
npasun" (CM. pucyHok 158).

m

MonHoe onncaHne Tabnu4HOro cnmucka NoNUTUK NpuBeaeHo B pasaene "[lodpasden "Habops! npasusn
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Habopbl npaBun Uewtp ynpagnerun  Pesyniratui cootsercrana MO Habope! npasun

(7 ] coen
HA3BAHUE « ABTOMATMYECKOE CO3JAHME MHLIMAEHTOB OBHOBAEH
Test 01 v 2021-08-18 12:29:58
Test 03 v 2021-08-18 1

2021-08-18 21:05:23

TecT 2. PACLIMPEHHAA NPOBEPKA BPaYIEpOR v

PucyHok 158 - Cnucok nonuTuk npoBepku cootsetcTus MO (Habop npaswun)

17.6.2. Co3aaHne HOBOW NONMUTUKHU

[ns co3gaHns nonuTtukn npoBepkn cootTBeTcTBus MO Heobxoanmo:

1. Mepenitn B pasgen "OueHka cooTBeTCcTBUA MO"-> "Habopbl npaBun" (cM. pucyHok 158).
2. HaxaTtb Ha kHonky "Co3gaTtb'.
3. 3anonHuTb opMy CO34aHUSA NONIUTUKM NPOBEPKU (CM. pUCyHOK 159):

o "HasBaHue KknueHTa"- HasBaHWe nonutukm B lNnatdopme;
O ycTaHoBUTL brar "ABTOMaTM4YeCKOoe co3AaHne UHLUMAEHTa NPy HeCOOTBETCTBUMN" --

€CIn 3TO HeobxoaMMo;
© BbIbpaTb AN NONUTUKM OAHO UK NOCIeA0oBaTENbHO HECKOMBKO NpaBusl NPOBEPKM 13

packpbIBaloLLEerocsa cnmcka.
4. CoxpaHuUTb HOBYIO MOSNIMTUKY HaXxaB Ha KHomKy "CoxpaHuTb".

Mpun BbIOOPE NpaBun 13 CNMcKka MOXHO UCMNOSb30BaTh (OYHKLIMIO NOMCKA MO TEKCTOBOW CTpoke. ckomas

TEKCTOBaA CTPOKa BBOOUTCA HENMOCpeOCTBEHHO B Nnose Crucka npasur.

Tect 02. PacumpeHHaﬂ nposepka ﬁpaygepos LleHTp ynpaBnenun > Pesynetatsl cootsetcTema M0 > Habope: npasun > CospaHue

HaseaHue knueHTa

Tect 02. Paclumpennas nposepka Bpaysepos

370 HAZEAHNE OTOBPAXAETCA B AETANAX UHLIAEHTA

ABTOMATUUECKOE CO3AaHNE UHUMAEHTa NPW HECOOTBETCTBMM

Mposepka bpaysepos X Paclmpennan nposepka bpaysepos X

corer [ron

PucyHok 159 - CosgaHue HoBow nonntukmn (Habopa npasun)

17.6.3. PepgaktupoBaHue napamMmeTpoB NOSIUTUKU

[ns penakTMpoBaHUsi TapamMeTpoB NONUTUKM NPOBepKU cooTBeTcTBMs MO 13 TekyLlero cnucka

Heo6XoAMMO BbINOMHUTL criedytollme OeNCTBUS:

1. Mepenitu B pasgen "OueHka cootBetcTBUA MO"-> "Habopbl npaBun”.

2. HaxkaTb Ha KHOMKy peakTupoBaHus B CTPOKE MOSIUTUKK, Y KOTOPOI HEOBXOAUMO U3MEHUTL
napametpbl.

3. B oTKpbiBLLENCSA hopMe peaaKkTUpoBaHUst BHECTU HEOOXOAMMbIE U3MEHEHWSI NapaMeTpPoB

MOSNUTUKM.
4. HaxaTb Ha kHONKy "CoxpaHuTb" (CM. pucyHok 159).


af://n3995
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17.6.4. YpaneHue nofiMTUKN N3 TeKyLLero cnucka

Ons yoaneHusa norinTrukn NpoBepKn COOTBETCTBUA MO un3 TEeKyLlero cn1ucka HeobX0aMMO BbIMONTHUTL

crieqyrolie aencTeus:

1. Mepenitun B pasgen "OueHka cootBetcTBUA MO"-> "Habopbl npaBun”.

2. Haxatb Ha KHOMKY peaakTtnpoBaHua B CTPOKE NOJINTUKK, KOTOPYHO H606XOJJ,I/IMO yOoanutb.

3. B oTKpbIBLLENCA (hOpMeE peaaKkTUpOoBaHWs NapaMeTpoB NOMUTUKN HaXaTb Ha KHOMKY "YaanuTb
(cm. pyucyHok 159).

17.7. YnpaBneHue npaBunamu {#rules_control}

17.7.1. NpocMOTp TeKyLLero cnucka rnpaBusl

TekyLuin CNMCoK NpaBun pacnonoxeH B pasgene: "OueHka coorBeTcTBUA MO"-> "MpaBuna” (cm.

pucyHok 160).

m

lMonHoe onucaHue TabnmMyHoro cnucka NoNMTUK NpuBeaeHo B pasaene "[lodpasden "[Mpasuna™.

n paBuna LleHTp ynpaBneHns > PesynbTatbl cootBetcTaus MO > Mpasuna
HA3BAHUE ~ OBHOB/IEH
Mouck Antivirus, Antispyware u Antispam, Ho He Antigen 2021-08-20 12:43:26
Mposepka 6paysepos 2021-08-18 12:27:34
Paclumpennasn nposepka 6paysepos 2021-08-18 12:28:48

PucyHok 160 - TekyLmii CnMCoK NpaBus NPOBEPKM

17.7.2. Co3paHue HOBOro npaBuna

,D,J'Iﬂ CO34aHnA HOBOIO nMpaBuiia NPpoOBEPKN COOTBETCTBUA no HeO6XO,D,VIMO:

1. Mepentu B pasgen "OueHka coorBeTcTBUSA MMO"-> "MpaBuna” (cM. pucyHok 160).
2. HaxaTtb Ha kHonky "Co3gaTtb'.
3. 3anonHuTb hopmy co3gaHus npasuna (CM. pucyHok 161):

o "HasBaHue knueHTa" - Ha3BaHue npasuna B [natgopme;

o B norne "®unbTp" co3aaTk 3anuck, Mo KOTOpon OyaeT paboTaTtk NpaBuno;

o K nonto "PunbTp" NpuKpensieHa cnpaska no perynspHbIM Bblpa)KeHUsIM, KOTOPYHO Npu
HeobX0AMMOCTU MOXHO CKPbITb/pacKpbiTh Ha 3KpaHe;

O npv HeoBXOOAMMOCTM YCTaHOBUTL CTaTyc npasuna "3anuck B YepHOM crincke'.

4. CoxpaHuTb HOBOE NPaBMUIIO HaXKaB Ha KHOMKY "CoxpaHuTb".
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LieHTp ynpasnenmus > Pesynbtathl cootserciaua M0 > Mpasuna > Cosaaue

HasBaHve kaneHTa

HassaHnve

370 HasBaHME OTOBPAXAETCA B ACTANAX MHUMAGHTA

DunbTp

‘ fonnep

Mokasats/CkphiTh CPABKY MO PEyAPHBIM BLIPAXERMSM

3anucb B YepHOM CMMCKe (A5 COOTBETCTBUA AaHHOMY MPaBWy NporpaMMHoe obecreyeHe He JOMKHO BbiTb YCTaHOBIEHO)

PucyHok 161 - CosgaHre HOBOro npasuna

17.7.3. PepaktupoBaHue AaHHbIX NpaBuna

[ns penakTMpoBaHUsi TapamMeTpoB NONUTUKY NPOBepKU cooTBeTcTBus MO 13 TekyLlero cnucka

Heo6XoaMMO BbINOMHUTL criedytollme OeNCTBUSA:

1. Mepenitn B pasgen "OueHka cootBeTcTBUSA MO"-> "lpaBuna”.

2. HaxaTb Ha KHOMKy pedaKkTMpoBaHus B CTPOKe MpaBuna, Kotopoe HeobX0AUMO U3MEHUTD.
3. B oTkpbIBLUENCS hOpME pefakTUPOBaHWS BHECTU HEOOXOAVMbIE UBMEHEHNS B MPaBuo.

4. Haxatb Ha kHomKy "CoxpaHuTb" (CM. pUCyHOK 162).

npOBepKa Ha1nunga TeKCToBbIX peAa KTopoB LleHTp ynpaBnenns Pesynbratbl cootBetcTBMA MO Mpaeuna N3meHeHne

HasBaHue kiveHTa

I'Ipoaepl(a Hannuuna TeKCTOBbIX pelakTopoB

370 Ha3BaHVe OTOBpaXxaeTca B AeTaNAX MHUMAGHTa

DunbTp

l (Microsoft & Office) | Libreoffice

TMokasarb/CKpbITh CIPaBKY M0 PerysipHLIM BbIPAKEHUAM

3anucb B YepHOM cnucke (ans cooTBeTCTBUA AaHHOMY npaswuy nporpaMmmHoe obecreyeHvie He AOJDKHO 6bITh yCTaHDB/leHO)

PucyHok 162 - PegakTnpoBaHue npasuna

17.7.4. YpaneHue npaBuna U3 TeKyuwiero cnmcka

,D,J'Iﬂ yoaneHua npasuia n3 TeKyLllero cnmcka HeOGXO,lJ,I/IMO BbINOJTHNTL crieayume OEencTBus:

1. MNepenTn B pasgen "OueHka cootBeTcTBUA MO"-> "MpaBuna”.

2. HaxaTb Ha KHOMKY peaakTMpoBaHus B CTPOKe MpaBwuria, KoTopoe HeoGXoaMMOo yaanuTh.

3. B oTKpbIBLLENCA (hOpMe peaaKkTUpOoBaHWS NapaMeTpoB NpaBuia HaXaTb Ha KHOMKY "YaanuTtb
(cm. pucyHok 162).
4. B oTkpbiBLUENCA (hOpME NOATBEPAUTL YaaneHue Haxas Ha kHorky "Ok".

18. UHTerpaumsa co ckaHepamum
YA3BUMOCTEN
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[na HarmagHOCTY HaLW cneumanucTbl NOAroTOBUAM BUAeO doparMeHT anst paboTbl co ckaHepamu
ysassumocTen SIEM "lMnatdopma Pagap"

CkaHep ya3BUMOCTEN - 3TO creLman1aMpoBaHHoe NporpaMmMHoe obecrnedyeHne, NnpeaHasHadeHHoe ans
NMOUCKa XOCTOB B KOMI'Ib}OTepHOVI CEeTun N NOUCKa yF|3BVIMOCTeIZ B CeTeBbIX cepBUcax 1 nporpaMmmHOM
obecneveHuu. Mnatdopma Pagap obecrnednBaeT MHTErpaLmMio CO cKaHepamu ys3BuMocTy Tenable
Nessus, Redcheck n MaxPatrol 8 6narogaps Bo3mMoXXHOCTSIMM pa3bopa 0TYETOB O pesynsraTtax

CKaHMpoBaHNA BbllLle O3BYYEHHbIX CKaHEpPOB.

18.1. 3arpy3ka pe3ynbraTtoB CKAaHMPOBaHUA
{#scan_create}

[ns umnopTa pesynsTaTtoB CKaHNpoBaHKs HE0BX0AUMO:

e [lepenTun B pasgen «AKTUBbI» Ha BKIaaKy «Pe3ynbratbl CKaHMpOBaHUA»

e Haxatb KHOMnKy «Co3fatb»

e BribpaTb TUM ckaHepa 13 BbiNagatoLLero cnmcka (CM. pucyHok 163)

e 3arpy3uTb Yepes nosiBmBLLYytOCS hopMy chaiin ¢ pesynstatamm CKaHMpoBaHUSA
(cm. pucyHok 164)

® B nosBuBLlemMcs (harne HaxaTb Ha NUKTorpaMmmy

( ) (cM. pucyHoK 165)

Pesyn bTaTbl CKaHNPOBaHUNA

Bbibepute TLN

PucyHok 163 - popma BbIGOpa Tnna ckaHepa

3ATPY3WUTDb

daunn

‘ vmware_inv.xml 0630p

PucyHok 164 - popma 3arpy3ku darina pesynsrata CkaHMpoBaHuUs
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Pe3ynbTaTbl CKAaHUPOBaHUS

redcheck

B 20210311-110955 vmware_inv.xml n

PucyHok 165 - Cnmcok 3arpyeHHbix (halinoB Ansi cTapTa 3anycka obpaboTku
otyeta

18.2. NMpocmoTp pe3ynbLTaTOB CKAHMPOBAHUA
{#scan_view}
[ns npocmoTpa getanen UMNopTMPOBaHHOIO CKaHMPOBaHMS HEODX0aUMO:

e [lepenTun B pasgen «AKTUBbI», BKIagka «PesynbsraTbl CKaHUPOBaHUSA».
e KrnnkHyTb Ha Ha3BaHVWe UMNOPTMPOBAHHON 3aJauun.

B dhopme oTobGpakatoTcst KONMYEeCTBEHHbIE pe3yrbTaTbl HANAEHHbIX YSI3BUMOCTEWN,
pasaeneHHble Ha rpynmbl BaXXKHOCTU MO LBETY cornacHo oueHke CVSS (cm. pucyHok 166):

vmware_inv Lenp ynpasnenwn AKtvBn > Pesynsrarsi ckanuposanus > fetamn
TMn HAYANO KOHEL OBPABOTAHHO WMNOPT 3ABEPWIEH? HANINYUE YA3BUMOCTER? noz
redcheck 2020-10-25 11:49:04 2020-10-25 11:49:49 V V V
NYTh CKAHMPOBAHNA BHEWHEE CKAHUPOBAHME T — S —
Jopt/pangeoradar/rmca/public/imports/redc| x 0 1 / 0 0 0

YSI3BMMOCTH N0 BAXHOCTH

XoCTbl
Fapn "® MAC CKAHUPOBAHME HAYHETCS KOHEU KON1-B0 YA3BUMOCTE BAXHOCTb 0 BAXHOCTb 1 BAXHOCTS 2 BAXHOCTb 3 BAXHOCTb 4 VCTAHOBNEHHOE No

Her pannbix 172.30.254.215 Her ganmsix 2020-10-25 11:49:04. 2020-10-25 11:49:49 o o o o o o o

XOCTBI C OWNBKOW

Her fanHsIx 419 OToBpaxeHis

PucyHok 166 - OKHO NpoCMOTpa pe3ynbTaTtoB CKaHMPOBAHUS

19. PaboTa c otyeTamm
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CucTtema no3BonsieT BbIMOMHATL BCe paboThl ¢ oT4yeTaMu 1 gawbopaamu B NoOnb3oBaTeNlbCKOM BEO-
UHTepdence

19.1. O6wume gaHHbIe 00 oTyeTax

Pasgen "OTyeTbl" NnpegHasHayveH ans opMmMpoBaHMs OTYETOB TUNA «dallbopa» Anst HarnsiAHON
BMU3yanusaumm nHpopmaumm no paboymm MeTpukam cuctTemsl.

OTueTbl CO3aal0TCs OAUH pa3 3a OTYETHBIN Nepuog. OTYeTHbIEe NEPUOAbI - NOcneaoBaTerlbHble
VHTepBarnbl BDEMEHHU, B paMKax KOTOPbIX CO34atTCs OTYEThI. ANUTENbHOCTb OTYETHOMO Nepuoaa MoOXeT
ObITb pa3Hoi. Bce cozmaHHble 0TYEThI AOCTYMHbI ANs CKauyMBaHUA A4S TeX Norb3oBaTenen, KoTopble
VUMELOT paspeLLleHns Ha AaHHbI OT4YeT.

BaxHo! Pexxnm penakTnpoBaHUAa OT4ETOB, @ COOTBETCTBEHHO d)yHKLU/IVI ynpaeneHnda ot4etamum n
BymXetamMmu, 4OCTYMHbI NONb30oBaTeNAM TOJIbKO C COOTBETCTBYHOLLMMW NMpaBaMu.

Mnatdopma cogepxuT ABa Tuna npefycraHoBneHHbIX otyeToB: "MnaBHaa" v "Ona nevatn”.
19.2. lNpocmoTp oT4yeTOB

19.2.1. BbiBOA OTYeTa Ha 3KpaH

[na npocMmoTpa 0TY4ETOB HEOBXOAMMO BbINOMHUTL CeayoLmne 4encTBus (CM. pucyHok 167):

1. OTKpbITb pa3gen OCHOBHOrO MeHo "OT4veTbI".

2. B MeHI0 oT4eTa B packpbliBatoLeMcs cnuicke "Bblibepute otveT" BhIOpaTh MHTEPECYIOLLMIA OTHET,
KOTOpbI 0TOBpa3nTca B paboyen obnactu pasaena.

3. MNpun HeobxooMMOCTK:

© MPOBECTU HACTPOWKY OTYETA MO BPEMEHHOMY AManasoHy oTobpa)aeMblX AaHHbIX (CM. HIKe
pa3gen "Hacmpolka epemeHHO020 uHmepsana dns omyema");

O HacTpouTb nepuog 06HOBMEHUS AaHHbIX OTYeTa (CM. HUXKe pasnen "Hacmpotika obHosneHus

daHHbIX omyema').
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OtueThbl UewTp ynpaenenma > Otetsl

T —, T

2021-09-01 03:24:02 ~ 2021-09-30 21:01:03 B s +
CMMCOK OTHETOB e E

BuiGepure oTuer BCEFO MPABWN CPABATBIBAHUA BCErO AKTUBHbBIX KONn-BO KON-BO COBBITUIA BCEFO CPE,E[HW?\
P! KOPPENALNN nPABAN MPABUAN AKTUBOB WMHUWAEHTOB D EPS
TnasHan * KOPPENALMN KOPPENALMK
0 " " 24 2 0
0 0
Mo crarycam WHUMASHTEI NO KaTeropum =

20

@Puck npuHAT 1 @ Hosslit 1

IDS — sonnzck akTHskoCTA DNS

Mo Tuny KaTeropuu i BaXHOCT Mo neTouHmKy

VALUE CNT VALUE CNT

MHUMAEHTS1 1O YPOBHIO ONacHaCT

RISKLEVEL CNT

44 1

71 1

PucyHok 167 - IMpocmoTp oTyeTa

19.2.2. HacTpounka BpeMeHHOro MHTepBana Ana otyera
{#set_time_report}

Mpy HEOBXOOMMOCTIN MOXKHO HACTPOUTL BPEMEHHOW MHTEPBAr, 3a KOTOPbIV OTYET BblOMpaeT AaHHble 13
06a3 JaHHbIX.

D,J'Iﬂ 3TOro HeOGXO,D,I/IMO BbIMNONMHUTL crieayruine OEencTBus:

1. LLE&nkHYTb MO Nonto ¢ AMana3oHOM BPpEMEHW, PACNONOXEeHHOM HaJ OTYETOM.
2. B oTkpbiBLIEMCS KaneHaape BolbpaTh AaTy Hayan v gaTy KOHLa BPEMEHHOTIO Anana3soHa (CMm.
pucyHok 168). Ecnu Heobxoaumo ykasaTb OAVH OeHb, TO ABa pa3a LWEeNKHYTb Mo HY)KHOMY OHIO.

OtueTbl

Pexum peaakTMpoBaHue TlepexniouwTs umpnHy

S - |
CMUCOK OTHETOB

« « < > »

o 2021 AKTUBHBbIX MPABWN KOn-BO KON-BO MHLM

BrifepuTe oTueT

H neoer cp w o o ec  NAUMK AKTAEOE 0
MnagHas i

1 2 3 24

5 4 6§ 7 8 9 10

13 M 12 13 14 15 16 17 WHUMACHTEI NO KaTeropun

20 18 19 20 29 22 23 24

5

PucyHok 168 - YcTaHOBKa oaT Hayana 1 KoHL.a BPEMEHHOro MHTepBara BbIGOpKM AaHHbIX AN OTYeTa


af://n4149

3. lMocne ycTaHOBKM AaT OTKPOETCS NaHernb Bbibopa BpeMeHu ANs AaThl Ha4ana u koHua
BpeMeHHoro nHtepsarna B popmate Y4.MM.CC. YcTaHoBUTL Bpems ANg AaTt Havana v KoHua
BPEMEHHOro MHTepBana (CM. pucyHok 169).

Otyetbl
2021-09-01 03:24:02 ~ 2021-09-30 21:00:03 [ || Bpywyo & E
CMUCOK OTHETOB —
2021-09-01 2021-09-30
Bubenie orer ) AKTMBHBIX MPABUN KOJ-BO KOM-BO UHLIMAEH
P 03 24 02 7 00 03 FENT AKTWEOB 2
ThagHar +
04 2 02 22 01 04 24
0 6 04 23 02 0
06 7 05 03 08
WHUHACHTLI N0 KATeropHuu
07 28 06 04 07
20
08 9 07 it 08
09 30 e i 09

PI/IcyHOK 169 - YctaHoBka BpeMeHn And gat Hadalra M KOHLUa BpeMeHHOro nHtepsarna BbI60pKI/I AOaHHbIX

Ons otyeTa

Mocne YCTaHOBK/ BPEMEHHOIo MHTEepBara B OT4eTe OT06pa3F|TCF| OaHHble 3a yKa3aHHbIIZ MHTEpBarn.

19.2.3. HacTtpounka oOGHOBNEeHUA faHHbIX OTYeTa
{#set_dataupdate_report}

Hap pabouen obnactbio oTyeTa pacnonoxeHa yHKLUUA 06HOBNEHMS AaHHbIX OTYeTa - None ¢

NMUKTOrpamMmmon (E ). Mo ymonyaHuio ycTaHaBnMBaeTCs PEXUM py4YHOro o6HoBneHus. O6HoBneHWe

BPYYHYH NPOU3BOAUTCS MPY HAXATUKU HA NMUKTOrPamMmy.
[nsa aBT000HOBNEHMS BbIOpPaTh BPEMEHHON MHTEPBAN OOHOBMNEHMS B PACKPbIBaOLLIEMCS CMUCKE:

e 5S¢,

e 15c,;
e 30c,;
e 60c.

19.2.4. HacTtponka otyeTa ansa ne4vatm {#set_print_report}

Mepen Hayanom neyartn oTyeTa XenaTenbHo caenaTb NPeanpocMoTP BbIBOAUMOIO Ha nevaTb
MaTepuana. [jns aToro ucnonb3yTcs criegytowme cpeacTtsa pasgena "OTtyets!”:

e KHomka "lMepekntounTb WUPUHY" CKMMAET OTHET 40 pa3mepa nucta A4 onsa npegBapuTenbHOro
NPOCMOTPa PacnonoXeHUs BUOXKETOB OTYeTa.

e KHonka "lMepenTn B oTHET" OTKPbIBAET CTPAHNMLYY OTYETA, NOATOTOBIIEHHYIO AS1S NevaTu
CTaHAapTHbIMK cpeacTBamm 6pay3epa. C NOMOLLbI BCTPOEHHbIX B Opay3ep cpeacTB Takke
MOXHO COXpaHuUTb OTYeT B popmate PDF (cm. pucyHok 170).
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3aronosok oTyeTta MNevatb 1 nuct 6ymaru

MputTep v Xerox Phaser 3020 (XRX9C934ECD4797)
o e e Coxparrs Kaic POF
61 0 10 Ewg...

Crpanmub Bee

KON-80 MHUMAEHTOB KON-80 AKTMBOB
0 3

J[ononHutenbHble HaCTPONKKU

o cTATYCAM VHUMAEHTSI MO KATEFOPHM

VHUMBENTS 10 YPOBHIO ONACHOCTH

Knioy IHAYEHUE
medium o
ow

o
o
o

Ormera m

no

PucyHok 170 - lNeyvaTb oT4eTa 1 coxpaHeHue ero B PDF

19.2.5. HasHauyeHne n onncaHue npegycTaHOBIIEHHbLIX OTYETOB

Mnatdopma cogepxnt ABa Tuna npegycraHoBneHHbIX otyeToB: "MnaBHaa" v "Ona nevatn”.

Otuet "MaBHas" - 3TO OTYET, KOTOPHLIN MO YMOMYaHUIO BbIBOAUTCS Ha FMaBHYHO CTpaHuULly Beb-

nHTepdgenca - Pabounin cton nonb3oatens nnardopmbl (CM. pasaen "OnucaHue uHmepgedica.

Paboyut cmon”). MpegyctaHoBneHHas popma oTveTa BKNtoYaeT B cebsi cTaHa4apTHbIN Habop

OCHOBHbIX AaHHbIX MO MHUMAeHTam (CM. pucyHok 171):

e Bcero npaBun koppensauum - KONMYECTBO MPaBUIT KOPPEMALNN.

e CpabaTtbiBaHMe NpaBui KOppensauumn - KonM4ecTBo cpaboTaBLUMX NpaBuIl.

e Bcero akTMBHbIX NpaBuU KOPPENALMUM - KONMYECTBO aKTUBHbIX MPaBUIT KOPPENALNN.

e KonunyecTBO aKTMBOB - KONMYECTBO aKTUBOB, Ha KOTOPbIX MPOU30LLSO cpabaTbiBaHWE NpaBun
Koppensuuun.

¢ KonnyecTtBO MHLUMAEHTOB - KONMMYECTBO 3a(PMKCUPOBAHHBIX MHLMAEHTOB.

e CoObITuM BCero - Bcero cobbITui.

e CpenHun EPS - yicno cobbiTun B cekyHay.

e [lo cratycam - kpyroBasi fuarpamma pacnpeneneHums MHUMAEHTOB Mo UX cTaTycam.

e WHumaeHTLI NO KaTeropum - ctonbyaras gvarpaMmma pacnpegeneHnst UHUMAEHTOB No
KaTeropusim.

¢ HesakpbITble UHUMAEHTbI MO KPUTUYHOCTU - TABNUYHbIV CNIMCOK pacnpefeneHns NHUMOEeHTOB
No KPUTUYHOCTW.

e [lo UCTOYHMKY - TaONMYHBIN CMMCOK pacnpeneneHns MHUUAEHTOB MO UCTOYHUKAM.

e CLOSED - konum4ecTBO 3aKpbITbIX MHLUMOEHTOB.

e [lo TMNy KaTeropmu u BaXXHOCTU - TABNMYHbLIV CNNCOK pacnpeaeneHns NHUMAEHTOB Mo
KaTeropum n BaXKHOCTMU.

e MNHumMAeHTbLI MO YPOBHIO OMACHOCTMU - TabNMYHbIN CIUCOK pacnpefeneHme MHUUOEHTOB MNo

YPOBHIO ONAaCHOCTW.

Mpu HeobXoQUMOCTY NPeLYCTAHOBMNEHHbIV COCTaB AaHHbIX B oT4eTe "MaBHas" MOXHO U3MEHUTb.
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PucyHok 171 - OTtyet "MaBHan", npegycTaHOBMNEHHbIA COCTaB MOMen oTyeTa



OTtyet "Onsa neyaTn"” - 3TO OTYET, B KOTOPOM Habop AaHHbLIX CKOMMOHOBAH 151 YCIOBMI BbIBOAA Ha
neyatb unun npocmotpa B Buae PDF-cbanna (nog dopmat A4). Nogpo6bHo BbIBOA OTHETa Ha nNeyaTtb
npuBeeH Bbllle B pasgene "Hacmpotka omyema 0ns nedamu”. lNpegyctaHoBneHHasa oopmMa oTyeTa
BKIto4aeT B cebsa crnenyowmnn cTaHaapTHbI HAabop AaHHbIX (CM. pUCYHOK 172):

e Bcero npaBun KoppensiLumum - KoNM4ecTBO NpaBuil KOPPENSLUN.

e CpabaTrbiBaHMe NpaBuUIl KOPPENSALMM - KONMYECTBO cpaboTaBLLMX NPaBUI.

e Bcero akTMBHbIX NPaBUIT KOPPENALMUM - KONMYECTBO aKTUBHbLIX MPABWIT KOPPENALUN.

e KonnuyecTBO aKTMBOB - KONIMYECTBO aKTUBOB, HA KOTOPbIX NMPOM30LLNO cpabaTbiBaHNe NpaBui
Koppensiuuu.

e KomnnyecTBO MHLMAEHTOB - KONMMYECTBO 3a(pUKCMPOBAHHBLIX MHLUOEHTOB.

e [lo cTaTtycam - KpyroBasi auarpaMmMa pacrpefeneHust UHUUOEHTOB Mo UX cTaTycam.

e MHuMAeHTbI No KaTeropuu - ctonbyaTas avarpaMmMa pacnpegeneHvst UHUMAEHTOB Mo
KaTeropusim.

¢ MHUMAEHTbI NO YPOBHIO OMACHOCTU - TAGMUYHBLIN CNNCOK pacrnpeaeneHne UHLUOEHTOB Mo

YPOBHIO OMACHOCTU.

Mpn HeO0BXOAMMOCTM NPeayCTaHOBIEHHbIV COCTaB AaHHbIX B oT4eTe "0 nevyaTtn” MOXHO N3MEHUTb.
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PucyHok 172 - OtyeT "Ona neyatu'", npeayCTaHOBIEHHbIN COCTaB Nomnemn ot4yeTa

19.3. YnpaBneHue ot4yetamu

19.3.1. 3akpenneHue oT4yeTa Ha pabouyem cTtone

[nsa 3akpenneHusa oTyeTa Ha paboyveM cTorne Kak oTyeTa "no ymonyaHui" HeobxoamMmMo BbINONHUTL
cnegywowme AencTsus (CM. pucyHok 173):

1. MepenTun B pexxnum peaakTupoBaHus, yCTaHOBMB hriaxok B none "Pexum pegaktupoBaHusa™.
2. BbibpaTb OTYET B CMMCKE TEKYLLMX OTHETOB.
3. Haxatb Ha kHonky "lMocTaBUTbL Ha rnaBHyHo".

4. MNepeniTn B ntobor apyron pasagen nHtepgenica Nnargopmol.


af://n4243
af://n4244

5. BepHyTbca B pasgen "OTt4yeTtbl" 1 ybegutcsa 4to B paboyen obnactu pasgena otobpaxaerca
3aJaHHbIV OT4eT.

DYHKLMA YCTAHOBKN OTYeTa "NO yMonyaHui" - kHomka "lMocTaBUTb Ha rnaBHYO":

3

OTyeTbl LieHTp ynpaenekns > OTuetsl
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CMUCOK OTYETOB
Hasganme BCErO MPABUN CPABATbIBAHWA BCEFO AKTUBHbBIX Kon-so Kon-so COBbITU BCEFO CPEAHWN
KOPPENALUN nPABUN nPABUN AKTUBOB MHLUWAEHTOB 0 EPS
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PucyHok 173 - PaboTa ¢ oTyeTamu B pexvnMe peaakTupoBaHUs

19.3.2. ly6nupoBaHue otyeTta

CospaHue konuu oT4yeTa Co BCEMU BUOKETAMM npegHasHavYeHo anAa 6e3onacHoro penakTnpoBaHuA
COCTaBa oT4yeTa.

[ns nyénupoBaHusa oT4éTa HEOOXOAMMO BbIMOMHUTL CreayoLie OEeNCTBUS:

1. MepenTun B pexxnum peaakTupoBaHus, yCTaHOBMB hriaxok B none "Pexum pegaktupoBaHua™.

2. BblbpaTb OTYET B CIMCKE TEKYLLMX OTYETOB.

3. Haxatb Ha kHomnky "Oyb6nupoBaTtb".

4. OTKpbITb CMIUCOK TEKYLLMX OTHETOB. B cnncke gomkeH noasutcst y6nb ykazaHHOW oT4eTa ¢
nomeTkom copied (cM. pucyHok 174).

OTuetbl Uentp ynpasnenus > Oruerss
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PucyHok 174 - [lybnupoBaHue otyeTta

19.3.3. Co3agaHme HOBOro or4yeTa

[ins co3gaHus HOBOro oT4YeTa HEOOXOAMMO BhINOMHUTL cnegywoume aencreus:

1. MepenTu B pexnum peaakTupoBaHus, yCTaHOBMB hriaxok B nosne "Pexum pegaktupoBaHusa”.

2. B 6noke "[lobaBMTb HOBbIM OTYET" yKa3aTb Ha3BaHME HOBOIO OTYETa U HaXKaTb Ha KHOMKY
"Nob6aBuUtb".

3. BbibpaTb BHOBb CO3[aHHbIN OTYET B CMIUCKE TEKYLLUX OTHETOB.

4. [lo6aBnTb B OTYET HEOOXOANMBIE BUOKETLI, UCMONb3ysi 6ok "[lo6aBUTb HOBblIE BUOXKETbI":
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5. HaxaTb Ha kHomKy "CoxpaHUTb U3MEeHEHUA", pacnonoXeHHY nog Crmckom OTHETOB.

Paborta c BugxetTammn nogpo6HO NpuBeaeHa B pasaene "YipasneHue sudxemamu”.

19.3.4. PepgaktnpoBaHue ot4yeTa

,D,J'Iﬂ penakTnpoBaHmn4a ot4vyeTa HeO6XO,EI,VIMO BbINOJTHNATL Crieayrwne 0EencTBus:

1. MepenTu B pexnum peaakTupoBaHus, yCTaHOBMB hriaxok B none "Pexum pegaktupoBaHusa™.
2. BbibpaTb UHTEpECYIOLLMIA OTHET B CNINCKE OTHETOB.
3. MNpn HeOBXOAMMOCTU NPOBECTU pPeAaKTUPOBaHUE CNEeaYLNX NapaMeTpoB OTHeTa:

O W3MeHUTb UMSA oTyeTa B none "HasBaHune";

O oTpepakTUpoBaTb NapaMeTpbl BUOKETOB B paboyen obnacty;

© WN3MEHWUTb COCTaB BUIKETOB B OTYETE -- yAanUTb CYLLECTBYHOLLME UM 0OaBUTb HOBbIE
BUOKEThI.

4. Haxatb Ha KHOMKy "CoxpaHUTb U3MEHEeHUs", pacronoXeHHY nog CNMCKOM OTYETOB.

Paborta c Bumxetammn nogpobHO NprBeaeHa B pasaene "YipasneHue sudxemamu”.

19.3.5. YaaneHue otyeTa

[nsa yonaneHus otyeta ¢ MnatgopmMbl HEOGXOAVMO BbINOMHUTL CrieaytoLie AeNCcTBUS:

1. MepenTun B pexxnum peaakTupoBaHus, yCTaHOBMB hriaxok B none "Pexum pegaktupoBaHusa”.
2. BbibpaTb OTYET B CNMCKE TEKYLLMX OTHETOB.
3. HaxxaTb ninbo Ha KkHomky "YaanuTb", pacnofnioXeHHY nog CrncKoM TEKYLLMX OTYETOB, NMbOo Ha

aHarnorMyHyt KHOMKY, pacrnonoXeHHyto Hag pabodein obracTbio.

BaxHo! YganeHue otyeta nponcxoaut 6e3 nogTBEPXKAEHNS yaaneHus.

19.4. YnpaBneHune sngxetamm {#vidgets}

BHumaHwne! Bce gencteus no ynpaBneHuno BUpKETaMM B OTHETAX COBEPLLAKTCA B pexXnme

penakTupoBaHus. [1nsa aToro HeobxoaMMo ycTaHoBUTL chriaxkok B none "Pexum peaaktupoBaHusa”.

19.4.1. lo6aBneHne HoBoro Buaxeta {#add_vidget}

[obaBneHne B OTYET HOBOIO BUPKETA NPUBEAEHO HMXE B pasgene "Co3daHue 8udxemos Ha 0CHO8e

coxpaHeHHbIX ghuribmpos/3anpocos. [1posatioepst”.

19.4.2. U3amMeHeHUue NonoXeHUs BUOXXerta B otyeTe

[ns nameHeHns NONOXEHNS BULKETA Ha CTpaHuue oT4yeTa Heobxoanmo:

1. Bbibpatb B cnuncke TeKyLUX 0TYETOB HEOOXOAUMbIN OTHET.

2. HaBecCTu Kypcop MbILLW Ha BUAXET.

3. YaepxuBasa HaXxkaTol NeBY0 KHOMKY MbILLKW NepeTawmnTb BUOKET B ApYroe MecTo oTyeTa.

4. [Ina coxpaHeHWsi HOBOTO MOSIOXKEHNSI BUOKETA B OTHETE HaXKaTb Ha KHOMKY "CoXpaHUTb
M3MeHeHuna".
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19.4.3. N3ameHeHMe pa3mepoB BUKETa B OTYeTe

[ns nameHeHns pasmepoB BUIXKETA Ha CTpaHuWLEe oTyeTa HeobxoaMmo:
1. BbibpaTb B cnuncke TeKyLnx 0T4ETOB HEOOXOAUMbIN OTHET.
2. HaBecTu Kypcop MbILLW Ha HWKHWUIA NpaBbIv yron BuaxeTa - ( )-

3. YoepxunBas HaxaToW NeByH KHOMKY nepeTawTb NpaBbli HXHUIA Yron BUAXKETa U TEM CaMbIM
N3MEHUTb ero pasmep (CM. pucyHok 175).
4. [Insi coXxpaHeHns HOBOro pasMepa BUAXKEeTa B OTHETE HaXKaTb Ha KHOMKY "CoXpaHUTb

namMmeHeHuns".
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PucyHok 175 - lameHeHue pasamepa BuaxeTa

19.4.4. PepaktupoBaHue napamMeTpoB CYyLLeCTBYIOLEro BuUaXeta

[N peqakTMpoBaHUsi MapaMeTpoB BUKETA Ha CTpaHULe oTyeTa HeobXoaMMO:

1. Bbibpatb B cnuncke TeKyLnX OTYETOB HEOOXOOAUMbIN OTHET.
2. B pabouen obnactu BelOpaTh HY>XHbIV BUMKET U LLEMNKHYTb MO COOTBETCTBYHOLLIEN EMY

NMUAKTOrpamMmme ( J" ) B JIEBOM HUXXHEM YITly BUOXETA.

OTkpoeTcs dhopma ¢ napaMmeTpamm aaHHoro BumkeTa. CoctaB napameTpos hopMbl aHanornyeH

cocTaBy napameTpoB hOpMbl CO3AaHMA HOBOro BUaKeTa (cM. pasaen "/JobasneHue 8 omyem

HoB020 sudxema").

3. BHECTU HEOOXOAMMbIE U3MEHEHNS B MapaMeTpbl BUOKETA.

4., [1ns BHECEHUS U3MEHEHWI B NapamMeTpbl BUAXeTa HaxaTb Ha KHonky "U3meHnTb",

PacronoXeHHYo BHU3Y (hOpMbI C NapameTpamu.
5. Haxatb Ha nukTorpammy ( £ ) Ans NpuHyaMTENbLHOro OOHOBNEHUS AaHHbIX BUOXeTa nocne

N3MEHeHUs ero napameTpos.

19.4.5. YaaneHue BupXxerta

Ons yoanexHuna sBuaXxeta Cco CTpaHuLbl OTHETa HeobxoanMmo:

1. BbibpaTb B Cnncke TEKYLLMX OTYETOB HEOOXOAVMbIV OTHET.

2. B pabouert obnactu BblbpaTb HYXXHbIA BUOXKET U LLENKHYTb N0 COOTBETCTBYIOLLIEN eMY

NUKTOrpamMmme ( '.' ) B NEBOM HUXXHEM YITy BUAXETa.

BHecTn HeobxoguMble n3MeHeHUs B napamMeTpbl BUOKETa.
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3. [Ina BHECEHUA N3MEHEHUI B NAapaMeTpbl BULKETA HaXaTb Ha KHOMKY "U3MeHUTb".

19.4.6. Tunbl BUOXXeToB

19.4.6.1. lNepeyeHb TUNOB BUAXKETOB
lMepeyeHb TMNOB BUOXKETOB NpeACcTaBreH B packpbiBatoLlemcs cnmcke "Tun" (cm. pucyHok 176).

Mnatdopma nogaepxusaeT crneayoLine TUMbl BUIKETOB:

e "YpcneHHoe 3HaveHue";

e "Kpyrosas guarpamma’;

e "Crtonb4yartasa gnarpamma";

e "CronbuyaTas gnarpamma (stacked)" ;
* "[lnHenHasa gnarpamma’;

e "Papnap gnarpamma';

e "O6pyyeBas guarpamma’;

e "Radial Area gnarpamma’;

e "Tabnuua";

e "3aronosok";

e "AG3au TekcTa".

s 2 s e
AOBABNTb HOBBIV BUAXKET
Hazeanve VIHUMACHTS MO yPOBHIO OMacHoCTH MHUMAEHTLI MO KaTeropum
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Yncnentoe auauenme
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v . v 2 105 - ecnnecx arverocTn oNs

Nuweiivan avarpamia
Pagap avarpamma
O6pyuiesan avarpamia
Radial Area avarpamvia
Tabmua

3aronosok

A63ay Texcra

PucyHok 176 - Tunel BUOKeToB
19.4.6.2. YucneHHoe 3Ha4YeHue

[ aHHbIN BUOKET cogepXkuT B cebe Lienoe Yncno 13 pesynsraTta 3anpoca k 6ase AaHHbIX (CM. pUCYHOK
177).

MopopepxuBaeTcs Nnposangepamu:

e SIEM;
e KoppensTop;
o CoOblTus;

e CoxpaHeHHble PUNLTPbI;

2021-09-01 00:00:00 ~ 2021-09-16 23:59:59 B Bpyuryio ¥ E
BCEFO MPABU/ KOPPEAALUN CPABATBbIBAHUSA MPABUA BCErO AKTUBHbIX MPABU KON-BO KON-BO VHUUAEHTOB COBbITUI BCETO CPEAHUN
KOPPENALMMN KOPPENALMMN AKTVBOB EPS
0 “ “ 2 0
0 0 24 0

PucyHok 177 - Ipumep BuaxeToB Tvna «4ncrneHHoe 3HavyeHue»
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19.4.6.3. KpyroBas anarpamma

Tut BupxeTa "Kpyrosas avarpamma" (cM. pucyHok 178) nogaepxuBaeTtcs nposangepamu:

e SIEM;
e KoppensTop;
e CobbiTus.

Mo ctatycam

@ DS - scnneck akwenocTn DNS: 2

PucyHok 178 - MNpumep BugxeTta Tuna «Kpyrosas guarpamma»

19.4.6.4. Ctonb4yaTtasa guarpamma

Tut BupkeTa "Ctonbuatas gnarpamma” (CM. pucyHok 179) nogaepvmBaetcst npoBanaepamu:

e SIEM;
e KoppensTop;
e CobbiTus.
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MHUWMOEHTbI MO KATEFOPUK

@ VvunpenTs no kateropum
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PucyHok 179 - Mpumep BugkeTa Tuna «Ctonbyatas guarpamman

19.4.6.5. Tabnuua
Tut BumpkeTa "Tabnuua" (cm. pucyHok 180) nogaepxuBaeTcs npoBangepamu: :

e SIEM;
e KoppensTop.

WHUWOEHTbI MO YPOBHIO OMACHOCTHU

KoY 3HAYEHUE
high 0
medium 0
low 1

none 0

PucyHok 180 - MNpumep BugxeTa Tuna «Tabnuua»
19.4.6.6. 3aronoBok

VHdopMaumnoHHbIV BUSXKET - 0TOOpaXkaeT 3apaHee COXpaHEHHbIV TEKCT B HACTPOMKax BUAXETa (CM.
pucyHok 181).

3aronoBok oTyeTa

PucyHok 181 - INpumep BumpkeTa Tuna «3arofioBoK»

19.5. Co3pgaHue BMOXeTOB HAa OCHOBE COXPaHEeHHbIX
¢mneTpoB/3anpocos. lNpoBanaepbl
{#vidgets_providers}
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19.5.1. NpoBangepsbl. O6Lee onncaHne

Mnatdopma B pexnme pegakTmpoBaHusa oT4eToB (doraxok "PepakTtupoBaHue otyeTta”)

noagepXmnBaet BO3MOXHOCTb CO3aaHUA HOBbIX BUOXKETOB!

® Ha OCHOBE COXpPaHEHHbIX (*)VIJ'IprOB.
® Ha OCHOBe 3arnpoCcoB K XpaHUnuily gaHHbIX.

Y Kax4oro U3 nepedncrieHHbIX Bhille NpoBaigepoB eCTb OrpaHMYeHHbIN Habop CBOMX TUMOB

«3arnpocoB».
[Onsa npoBangepa Ha ocHoBe UNBLTPA MOXET ObITb UCMONb30BaH 3anpoc Ha Takue AaHHbIE Kak:

o /HUMAEHTBI;

o AKTUBbI;

e PesynbraThl KOppenauum;
e [lpaBuna koppensauuu;
e CobbiTus.

[N gaHHbIX OT NpoBaiifepa Ha OCHOBE UrbTpa AOCTYMNHas BU3yanusaums TONbKO B pamMKkax
YMCINEHHOTO 3HaYeHUs. B kauecTBe NpoBaiaepoB MOryT ObITb MCMOMb30BaHbl (OUNBTPbLI CO3AaHHbIE U
CcoxXpaHeHHble npu paboTe ¢ NobbIM TUMOM AaHHbIX U3 BhilLeyKka3aHHOro nepeyHsi. Hanpumep, punstp,

CO3[aHHbI U COXPaHEeHHbIV B pa3aene nHtepderica "MpocMoTp cobbIThiA".

[ns npoBaigepa Ha OCHOBE 3anpoca K XpaHUULLY AaHHbIX MOXET OblTb MCMOMb30BaH 3anpoc Ha

TakKne aHHble KakK:

o /HUMAEHTBI;

e Tunbl NUHUNOEHTOB;

e CraTyChbl UHLUNOEHTOB;

®  YPOBHM Yrpo3bl MHLUUOEHTOB;

e 3aTpoHyTbIE aKTUBbI;

e 3aTpoHyTble rpynmnbl aKkTUBOB;

o AKTUBbI;

e [IpaBuna;

e [lpaBuna koppensiumm ¢ HebosbLIMM KONMYECTBOM UHLMAEHTOB;
e Pesynbrathl;

e Bce cobbiTus;

e CpenHuit NoToK cobbITUIA;

e Bce cobbITMS MO NCTOYHUKY;

e Bce cobbIT!SA N0 NCTOYHKMKY, FPYNNMPOBKA MO BAXKHOCTK;

e Bce cobbITMSA C rpynnuMpoBKOW;

e Bce cobbITns ¢ rpynnmnpoBKON (CHETHMK);

e Bce cobbITus ¢ rpynnupoBkoi (Stacked);

e Bce cobbITMSA C rpynnMpoBKON (CHETUUK MO AOM. FPYNMNUPOBKE);

19.5.2. [lo6aBneHue B OTYET HOBOIro BMAXeTa
{#add_vidget_report}
,D,J'Iﬂ ,El,OﬁaBJ'IeHI/Iﬂ HOBOIO BMA)XeTa B OTYET Mpu co3gaHnnM oTyeTa unn pegaktmpoBaHum HeO6XOﬂI/IMOZ

1. BeibpaTb B criMcke TEKYLLMX OTYETOB HEOOXOAUMBIV OTYET.

2. B 6noke "[o6aBuTb HOBLIW BUAXeT" BBeCTM B rnorne "HasBaHue" Ha3BaHne HOBOro BUaXeTa
nog KOTopbIM OH ByaeT oTobpaxaTbes B OTHETE.
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3. N3 packpbiBatowerocs cnmcka "Tun" BbiOpaTh TMN HOBOro BuAXeTa. Ecnun aanee B kayecTtse
nposangepa 6yaet ncnonb3oBaTbCst QUNBTP, TO HAAO BbiIGpaTh TN AaHHbIX "YUcneHHoe

3Ha4yeHue".

4. BbibpaTb npoBanaepa AaHHbIX AN HOBOIO BUKETA - packpbiBaroLLmMincs cnmcok "lMposangep

OaHHbIX".
5. B cnucke "3anpoc” ykasaTb TUN AaHHbIX 4519 CO34aHus BUAXKETA.

6. Ecnu B kauecTBe npoBarigepa Obin ykasaH roToBbIN 3anpoc - TO yKkasaTb 3HAYEHNE B CTPOKE
"Mone", oTKOppeKTUpOBaTb AaHHbIE, ECNN 3TO HEOBXOAMMO, U HaxaTb KHoMky "[obaBuTb
BuaxeT" (CM. pucyHok 182).

7. Ecnu B kayecTBe npoBarigepa 6bin ykasa unstp, TO BblOpaTh HYXXHbI OULTP 13
NPeanoXeHHOro CnMcka, HaxkaTb KHOMKY "3arpy3uTb PULTP", OTKOpPEeKTUpOoBaTh AaHHbIE, €CNN

3TO HEOBX0AMMO, 1 HaxaTb KHOMKy "[lo6aBUTb BUAXET".

Buaxet ¢ 3agaHHbIMM XapaKTepuctnkamm OOoJKEeH NoABUTCA B OTHETE.



LKA OTUHET -

g

AOBABWUTb HOBbIWA OTYET

HazeaHue

OBwKiA OTYUET 3a Heaeno

DobaButh

AOBABUTb HOBbIW BUAXET

HazeaHwne

Konvuecteo MHUMAEHTOB

Tun

Kpyroeas avarpamma :

Mpoealiaep AaHHBIX

L1

loToBbIE 3anpocol

3anpoc

[Mone

total

groupField - none nepBoro ypoBHA rpynnupoBKw

groupType - Tun rpynnupoeku (terms, cardinality, value_count, tim
subGroupField - BTOpOW ypoBeHb rpynnUpoBKWM (BKMIKYAETCA TONBKO ech
subGroupType - Tun rpynnupoeku (terms, cardinality, value count)
esIndex - wHgekc noucka, no ymonuyauwuio normal*

whereFieldsMap - json ana ¢unbTpadum dopmaTa kmou: 3Hadenue (Beer,

whereFieldsMapNot - json ana dunbTpaduu dopmaTta knwu: 3HaueHue (B

esSort - npaeuna coptupoBku { "name" : "desc" }

< >
MapameTtpbi

Kntou Tun 3HaueHune

4

) o
order_value updated_at B
order_direction B

"page": 1,

"per_page": 1,
"order_value”: "updated_at",
"order_direction": false

Q

Q



PucyHok 182 - [lobaBneHne HOBOro BUAXeTa

20. PaboTta ¢ npaBunamm Koppensauum

Pazgen cogepXuT onncaHne npoLeccoB, CBA3aHHbIX C HACTPOMKON U 06CNyKMBAHMEM NPaBuUI

Koppensaumu.

20.1. NMpeaycTtaHoBNEeHHbIE NMpaBuna Koppensauun.
PaspaboTtka npaBun koppensauum

MnaTtdopma nocTaBnsieTcsi ¢ HAGOPOM rOTOBbLIX MPaBWIT, KOTOPbIE NPY HEOBGXOAMMOCTU MOXHO BbICTPO
BKITOYUTD, CRIEAYHOLLMNX KaTEropuii:

e obBHapyXeHve BPefoHOCHOIO KOAa;

e obBHapyXeHne Nogo3puTernbHbIX OOBbEKTOB B CETEBOM TpaduKe;
e obHapyxXeHve Nogo3puUTeNbHON akTUBHOCTY;

® aHOManuu B COBLITUAX ayTeHTUdUKaL K,

® KOHTPOSb U3MEHEHNS KOHurypaumn.

Mpu HeobxoouMOCTH MOXHO pa3paboTaTb COOCTBEHHbIE NpaBuna koppensaumu. MNMpouecc pa3paboTku
npaBun KOPPEensaLMM NpUBeaeH B pasaene OnvcaHve crneumansHbix yHKLUA A0S NpaBuil KOPRENALIMN.

20.2. YnpaBneHue npaBuriamMmm Koppensauum

20.2.1. BknroyeHue npaBun Koppenauum

[lnsa BKMOYeHWs NpaBun koppensaumum Heobxoammo:

1. 3anTn B pasgen "Koppenatop"->"lpasuna”.
2. B TabnunyHom cnmcke npaBumn HanTu UHTEPECYIOLLEE BbIKITFOYEHHOE NpaBuIo.

3. B cTpoke npaBuna HaxaTb Ha nukTorpamMMy 3 cTtaTtyca akTMBHOCTM (CM. pucyHok 183).

CraTyc npaBuna cMeHUTCA Ha AKTUBHOE, B NMofe 0TOBPasnTCA MUKTOrpaMma o .
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AKTMEHOE HAZBAHMWE

X T3LM-10-0016-001-Login fai

HaxXmMunTe, 4yT0Obl BKAHOYUTD

1-Login fai
npaenno

T3LM-10-0014-001-Login fai

PucyHok 183 - BkntoueHve npasuni KOppensLmm B cnvcke npasun B pasgene "Koppenatopbi''-

>"Tpasuna"

20.2.2. Bbiknro4yeHue npaBusn Koppensauum

[ns1 BbIKINOYEHUS MpaBun Koppensumum HeobxXoaMmo:

1. 3anTu B pasgen "Koppenatop"->"lMpaBuna”.
2. B TabnunyHomM cnvcke npaBuil HANTU UHTEPECYIOLLEE BKIOYEHHOE NPaBuro.

3. B cTpoke npasuna HaxxaTb Ha NUKTOrpaMMy . # CTaTyca aKTUBHOCTY (CM. pUCyHOK 184).

CTaTyC npasuna CMEHUTCA Ha HeaktnBHoOe, B none OT06pa3VITCF| NMMKTOrpamMmma x .

AKTMBHOE HA3BAHMWE

HaxXmute, 4Tobbl BbIKNKOYNUTb
npasuno

)1-Login failu
T3LM-10-0015-001-Login failu

PucyHok 184 - BeikntodeHre npasun Koppensauum B cnucke npasun B pasaerne "Koppenatopbl'-

>"lMpasuna"

20.3. O6paboTka pe3ynsraToB paboThbl NpaBun
Koppensauum

20.3.1. UcTOYHMK pe3ynbTaToB paboThl NpaBus Koppensauum

PesynbraTtbl paboTbl NpaBun KOPPENsALUM co3natoTcs Npy Bbi3oBe (hyHKLMKM alert B npaBune

koppensumu. Moapo6Hoe onvcaHne NpuBeaeHo B pasaene Onvcaxune creuuarnbHbIX QYHKUUA 408
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20.3.2. NMpocmoTp AeTanen MHUMAEHTA, CO3AaHHOrO Nno
pe3ynbraTtam paboThbl NpaBus Koppensuun

[ns nepexofa Kk NpocMoTpy pesynbraTta paboTbl Npasuna Koppensuun Heobxoaumo BbINOMHUTL
cnegywoLlime 4encTBuUs:

1. 3anTu B pasgen "KoppensaTtop"->"Pesynbrarthbl”.
2. B TabnunyHom crnmcke HamT NMHTEPECYIOLWNIA MHLMAEHT U LWENKHYTb Mo 3arofioBKy pesynsrata
(none "3aronosok pesynbrara").

OTkpoeTcsa hopma ¢ geTanusaumen MHUnaeHTa, CoO34aHHOro no pesynsratam paboTbl NpaBui
Koppensiuun. letannavpoBaHHas MHPOPMaLNsi COCTOUT U3 HECKOMNbKMUX BrOKOB.

Bnok cBogHoM nHdopmaumm (CM. pucyHok 185) cogepXut cneayoLume napameTpbl:

e 3aronoBoK - 3arofloBOK UHLMAEHTA;

e [TpousoLuno - Bpems onpegeneHns MHUMAeHTa npasunaMmm Koppenauuu;

e Bpewms co3gaHus - BpeMs "pyyqHOro” oopmMIieHns nHuuageHTa B cucteme;

e Bpems nocrnegHero M3amMeHeHus - BpeMs MocrnegHero U3aMeHeHus napaMmeTpoB MHUMAEHTA.

3aronoeok nono

Mpownsowno 2021-02-18 15:24:15
Bpemsa co3pgaHusa 2021-02-20 14:05:49
Bpems nocnegHero MuamMmeHeHus 2021-02-20 14:05:50

PucyHok 185 - ®opma getanusauunm nHumaeHTa. brnok ceogHol nHpopmaumm
Bnok onucaHusa npasmna koppensiumm (CM. pucyHok 186) ogepkuT crneaytoLlme napameTpbl:

e "OueHka pucka',

e '"TpaBuno" - Ha3BaHMe NCNoMb3yeMoro Npu obHapyXeH MHUNAEHTa Npasuna Koppensauuu.
e "Knrou us npasun";

e "Tun nHumuageHta";

e "AKTMB" - afpec akTUBa, Ha KOTOPOM OblN 3ahMKCMPOBaAH UHLIMAEHT.

o "MHumpeHT".

OueHKa pucka 55

Mpasuno T3LM-10-0009-001-MS-WIN-Local authentication: account brutforce followed by success login
Kniou n3 npasuna

Tun MHUMpEeHTa MS-WIN-Local authentication Ataka MeTopom nop6opa 3aBepLunnach ycrneLwHbiM BXOAOM B CUCTEMY
AKTMB 172.30.254.146

UHumpent

PucyHok 186 - ®opma getanusauunm ndumaeHTa. brnok onvcaHmsa npasuna

Takke B chopme feTanv3aummn MHUMAeHTa oTobpaxatoTcs aetanu aHanuaa cobbiTusl, nepegaBaemble
13 npaBuna B MHUUAEHT. [leTanu cobbITus, MO KOTOPOMY CO34aH UHLIMAEHT, NpUBEAEHbI HIDKE (CM.
pucyHok 187).
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COBbITHUE

1-4

2~ "event": {
3 "uuid": "AAAAAGAUXG+Q42xaECx@ZrejFUCzrt8b",
4~ "logsource": {

"host": "172.30.254.146:9092",

"input": "1514-Microsoft-Windows-Eventlog",
"application": "os",

"name": "Microsoft Windows",
"product": "windows",
"subsystem": "authentication",

"vendor": "microsoft"

1
1
1

NP S W N o U

1

PucyHok 187 - etanu aHanuaa cobbiTusl, N0 KOTOPOMY Obin co3aaH UHLMAEHT

20.3.3. KoHBepTupoBaHUue pe3ynbTaToB paboTbl NpaBus
Koppensauuu B UHUWAEHT

PelleHne o HeobxogMmocTun KOHBEPTUPOBaAHUA pe3ynbraTtoB pa6OTbI npasuna B UHUMOEHT

NpUHUMaETCs Nonb3oBaTeneMm nocre aHanuaa pesynbTaToB paboTbl NpaBuia Koppensumu.

[ns KOHBEPTUPOBAHUA B MHUMOEHT OQHOrO pesyrkrata He06X0AMMO BbIMOMHUTL CreayoLlme
nencTeus:

1. 3anTu B pasgen "Koppenatop"->"PesynkraTthbl”.

2. Haxatb Ha kHomKy MHUMAEHT HanpoTuB pe3ynbTaTa, KOTOpbIi HY)XHO KOHBEPTUPOBaTb B
WHUMOEHT.

Bbi6paHHbI pe3ynbraT 6yaeT npeobpas3oBaH B MHUMOEHT (CM. pucyHok 188).

PesynbTtatbl Uenp ynpaenenns > Mpasuna koppensiyun > PeaynbTarsi

[ [coo ... [E -

3ATONOBOK Knloy U3

MHUNREHT puck HAIBAHVE PESYALTATA axTHe npasMnO npAsunA) npousowno -
MHunaent 0.0 % MS-WIN - MsMeHeHo npasino mexceTesoro skpaa (1) aqweasdzxc 172.30.254.146  T3LM-11-0017-001-MS-WIN- 2021-02-18 17:49:22
hunent 55% MS-WIN-Local authentication ATaka METOROM NI0AGODa 336EPLIMIECS YCTIeWHsIM BXOMOM 8 CHCTeMy  nono, 17230.254146  T3LM-10-0008-001-MS-WIN- 2021-02-18 15:24115

[ 00% 72.30.254.146 2021-02-18 15:24115

Vunent 43% test 172.30.254146 test 2021-02-18 16:24:15

Wnunent 27% 72.30254.146  T3LM-11-0017-001-MS-WIN-Accol moved from a group in short 2021-02-18 15:24115

[r— 32% MS-WIN-Local authentication ATaka METOROM NI0AGOPA 3aBEPLIMAACS YCTOWHSIM BXOAOM B CHCTeMY. 172.30.254.146  T3LM-10-0009-001-MS-WIN count brutforce followed by 2021-02-18 15:24:15

YT ET—— Tasozmatas T 000 o0z sces stz 152615
-
Mnunnent 40% MS-WIN - M3MeHeHo npasuno MexceTesoro skpana (1) tesettt 172.30.254.146  T3LM-11-0017-001-MS- removed from a group in short 2021-02-16 02:26:22

PucyHok 188 - OKHO KOHBEPTUPOBAHUS PE3YNbTAaTOB B MHUUOEHT
[nsa npocMmoTpa co3aaHHOro MHUMAEHTA HY>KHO HaxaTb Ha KHonky MHUMAaeHT.

20.4. OCHOBHblIe BO3MOXHOCTU NPUMEHEHUA npaBun
Koppensauumn


af://n4615
af://n4627

20.4.1. HacTpouka Koppensaumm no KorinyecCTBeHHOMY NMpPU3HaKy
{#cor_set_count}

B npasunax Koppenaunm npucyTCcTByOT NepeMeHHbIe, NO3BOJIALLME HACTPOUTbL NpaBniio No
KOnn4yeCTBEeHHbIM NMPU3HaKaM. 3710 Takne nepemMeHHble, Kak:

® BpEeMeHHOe OKHO JeTeKTUPOBaHNS - CTaHOapTHOe MMs nepemeHHon B [natdopme:
detection_windows.

® OpPOroBble 3HAYEHUSI KONMYECTBa COBLITUI UM OOBLEKTOB - PEKOMEHAYETCS MPU CO34aHNM
MOpPOroBbIX NEPEMEHHbIX, NpUCcBanBaTb UM UMeEHa, koTopble cogepxat crioso threshold.
Hanpumep, nepemenHas files_threshold - nopor cpabatbiBaHusi No konNMYecTBy 0GHAPYKEHHbIX
arinoB ans npaeuna koppensuyum "OBHapyXeHne 3arpy3ku BpeLoHOCHOro darina'.

[ns npaBun Koppensiuum, UCNomnb3yLWUX AaHHbIE NepeMEHHbIE, MOXXHO HacTpanBaTb 3HAYEHUS
nepeMeHHbIX Nnoj TekyLne TpeboBaHMs UCMONb30BaHWs NpaBuna.

[Nsi HACTPOWIKM CYLLECTBYIOLLETO NpaBuia Koppenaumm no Korm4ecTBeHHOMY NpU3HaKy HeoBXoanMO:

1. B BeG-nHTepderice MNnatdopmbl nepentn B pasgen "Koppenartop"->"lMpaBuna”.
2. BblbpaTb B cnvcke npaBun KOPpensiLumn MHTEpeCcyHoLLiee NPaBuIio 1 OTKPbITb ero Ha

penakTMpoBaHue Haxas .

3. OTpenakTpoBaTb NPaBUIIO B YaCTW BPEMEHHOTO OKHA M NMOPOroBOro 3Ha4YeHus (CM. pucyHok 189).
4. HaxaTb kHonky CoOXpaHUTb.

CornacHo npasuny koppensumu, npoucluectsne dyaet coopmmpoBaHo B [Nnatdopme npu
npeBbILEHUN COObITUAMMU (OOBbEKTaMM) 3a4aHHOMO NOpora B paMkax 3a4aHHOro BPEMEHHOTO OKHa.

KapTouka MHunaeHTa B BeG-MHTEepdelice domkHa cogepxaTtb [poncllecTsus, cBA3aHHbIE C
nHumaeHToM. Mpu NpocMoTpe AeTanei NPoUCLIECTBUSA AOMKHbI 0TOBpaXaTbCs CoObITUS,
CNpOBOLMPOBaBLUME NPOUCLLIECTBUE.

I'Io,u,p06Hoe onuncaHve pa6OTb| C npasunamMmu Koppenauum n onmcaHme OCHOBHbIX CTaHOAPTHbLIX NpaBun

Koppensuumn npuseaeHsl B pasaene OnucaHve cnelyanbHbIX QYHKLWA NS NpaBui KORRENSLUN..
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v
lines: 18  words: 123 0:0
Ynpasnexue
AKTMBHOE Npasno?
Tun MHUMaeHTa
Mepe6op naponeii b3
¢ p ] CBA3aHHble WabnoHb!
Buibepute 3HaueHM Cospatb Bui6epure wabnoH Cozpate
HOBOe HOBBIV
FNIOBAJIbHbIA TOKANbHbIA BHYTPEHHEE T/1IOBA/IbHbIE JIOKA/IbHBIE
BHYTPEHHEE HABOP HABOP HA3BAHWE nvsa AAHHbBIE AAHHbBIE
HA3BAHUE nva 3HAYEHUN 3HAYEHUM
User enumeration or password
template X b ﬂ
customer domain controllers customer. v X n spraying from single initiator host
whitelist bruteforce whitelist t v X H
Mpasuno
(# HacTpoiika npasuna \
2 % % i % i
3 #
4 rule_settings = { #
5 [”detection_windows”1 ("2m", "16m"), ] #
6 "risk_score": 8, #
7 I "login_failure_threshold_uniq_users": 30, | #
8 "create_incident": False, #
9 "assign_to_customer": False, #
10 "RAW_lines_to_store": 2 #
11 } #
12 #
W Y
X\q\print(rule settings)
15

16 domain_controllers_IPs = [dc_data[1l] for dc_data in stores["customer_domain_controllers"]]

17 domain_controllers_hostnames = [dc_data[3] for dc_data in stores["customer_domain_controllers”]]
18 wl_src_ip =[field[@] for field in stores["whitelist_bruteforce"]]

19 wl_src_host =[field[1] for field in stores["whitelist_bruteforce"]]

20 wl_tgt_host =[field[2] for field in stores["whitelist_bruteforce"]]

21 wl_user_name =[field[3] for field in stores["whitelist_bruteforce"]]

22 wl_user_id =[field[4] for field in stores["whitelist_bruteforce"]]

23

2

PucyHok 189 - HacTporika npaBuna Koppensuum no KonmyecTBeHHbIM napameTpam

20.4.2. PopmMmupoBaHuMe Koppensaumm no nocriegoBaTesribHOCTU
coobITUN

B Nnardopme npegycMoTpeHa BO3MOXHOCTb CO3aHus MpaBuria Koppensauum, paboTatoLLero no
nocnegosaTenbHOCTU cobblTui. Hanpumep, npasuna tuna: «MHOro4YMCneHHble HeyaayHble MomnbITKM
BX0Aa, C nocriegyowmum ycneLlHbiM BXOAO0M Ha y3en».

[ns Taknx npasun yCtaHaBnmMBarOTCA NOPOroBbli€ NepemMeHHble Ha Kaxabl TUN cobbITUSA U3
nocrenoBaTenlbHOCTU COObITUI (ONUCAHNE KONMNYECTBEHHbIX nepemMeHHbIX U pegakTupoBaHue rnpasuna
CM. Bbllle B pasgen "Hacmpolka Koppensyuu no KOHU'-IGCITIGGHHOMy_I'IDU.?HaKV_”). Harlpl/lmep, anda

npasuna «MHOroYNCREHHbIE HeyaaYHble MOMbITKM BXOAA, C MOCMNEAYHOLIMM YCreLIHbIM BXOAOM Ha
y3en»:

1. JOmkHbI OblTb YCTAHOBMNEHbI:

O MoporoBasi nepeMeHHasi Ha cobbITue "HeyaayHbIn BXoA'" - yCTaHaBMMBAETCS MOPOr Ha
[OMNyCTUMOE KONMYECTBO HEeyAauHbIX BXOO0B;
O Moporoeasi nepeMeHHasi Ha cobbITMe "yaauHbI BXxoa" - ycTaHaBnNuBaeTcs 3HadveHve 1",
2. B npaBune HacTpanBaeTCcs COOTBETCTBYIOLLAsA Lienoyvka CoObITUN.

Ecnu B pasgene "MHUuaeHTbI" BbIOpaTh B CNUCKE MHUMAEHTOB UHLMAEHT MO NOCNeaoBaTenbHOCTH
COBbITMI N OTKPbITb €ro KAPTOUKY, TO B KAPTOYKE UHLUMOEHTA OOSMKHbI 0TOOpaXaTbCcsa AaHHbIE MO
KaXk4oMy MPOUCLLECTBMIO B MOCNEA0BATENBHOCTU U MO KaX40MY COObITHIO, CMPOBOLMPOBaBLLEMY
nocrnenoBaTenlbHOCTb NPOUCLLECTBUN.
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Moapo6Hoe onucaHve paboTbl C NpaBUnamy KOPPENALUM 1 ONMCaHNE OCHOBHBIX CTaHAAPTHbIX NPaB

Koppensuum npueefeHsbl pasgene Onvcarve cneuvansHbix YHKLUA A0S NpaBui KOPRENALIMN..

20.4.3. Noppepkka onepaunmn BblaeneHns hparMeHToB
CcoObITUA B NpaBunax Koppensauuu

MoapobGHee B pasaene ®unbrpauus cobbITUi

20.4.4. HacTpoika aBTOMaTU4eCKOro onoBeLeHus
nonb3oBaTensa nNpu cpabaTbiBaHUU NpaBua Koppensauum

Mpu HeobxoammocTu B MnarhopmMe MOXKHO HACTPOUTL CUCTEMY aBTOMaTUHYECKOTO OMNOBELLEHNS
MoMb30BaTers Ha 3MEKTPOHHYIO MOYTY, OTBETCTBEHHOIO 3a MHLUMAEHT, Npu cpabaTbiBaHumn npasuna
Koppenaumu.

MoppobHee B pasaene Toller

20.4.5. PeTpocnekTnBHas koppensuusa {#retro_correlator}

Mnatdopma Pagap no3BonseT oCyLeCTBASATL NPOBEPKY MMNOTE3 HA OCHOBE NCTOPUYECKUX OaHHbIX,
XpaHUMbIX B cucteMe. [Ins ocyLLeCTBNEHUS] PETPOCMEKTUBHOMO aHan“3a MOXHO MCMoSb30BaTh Kak
cyulecTByroLMe npasuna Koppendauummn, Tak 1 BHOBb CO34aHHbIE.

[ns nepeBofa npaBuna B PEXUM PETPOCMNEKTUBHOIO aHanm3a HeobxogumMo U3MEHNTL KItod ovepean,
Ha KOTOpPYIO NOANMUCLIBAETCS MPABUIO U CO3aaTh 3a4ayy No PETPOCNEKTUBHOMY aHanuay.
PaccmoTpum paboTy B pexxmme peTpoCnekTUBHOMO aHanmaa Ha npumepe CyLLeCTBYHOLLEro npasuna.
B npumepe Bynet ncnonb3osaHo npasuno "Event_logs_cleared".

B pasgene Koppensitop - MpaBuna HaiiTu Hy>KHOE NpPaBuIIo U CKOMMPOBATb €ro HaXkaTnem UKOHKU

[o6aBuUTb NpedrKC B UMEHM NpaBuna retro_ U U3MEHWUTb B NpaBusie KoY, KOTopbIn ByaeT

Mcnosib3oBaTbCA Ad NoANUCKM Ha ovepeb C UICToOpU4eCKUMU JaHHbIMW.

[ns nsameHeHns knova HeobXoAMMO Ha CTpaHuLEe peaakTMpOBaHUA NpaBuna HamT CTPOKY C
dyHKuMen @log_connection.fetch nykasaTb B HEl KoY, KOTOPLIN Aanee nnaHmpyeTcs
MCNornb30BaTh B 3a4ade Nno peTPoCneKTUBHOMY aHanun3y. HammeHoBaHue Krova MOXET ObITb MoObIM.

HavmeHoBaHue B npumepe #.retro-event-clear.#.

Mpwn co3gaHumn HOBOro Npaeuna, Ansg TeCTUPOBaHUSA €ro Ha MCTOPUYECKMX AaHHbIX, HYXXKHO cpasy
yKasaTb He06X0aAMMbIN KN4 B OYHKLMM NognncKu Ha ovepedb cobbiTUIN 1 yka3aTb B npedumkce

Ha3BaHUA NpaBuna retro_ .

Bug nameHeHHON pyHKLMN:

@log_connection.fetch('#.retro-event-clear.#")

Mocne BHeceHWs1 UIBMEHEHMIA B NPaBUITIO HaXkaTb KHOMKY KnoHupoBaThb.

[anee HeobGxoanmo co3aatb 3agady No PETPOCMNEKTUBHOMY aHanumay. [1ns aToro Hy>kHO NepenTn B
pasgen Koppensatop - PerpocnektuBHas koppensauuma (cM. pucyHok 190).
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pETPOCHEKTM BHad KDP penﬂu”ﬂ Llentp ynpasnexna MNpaguna koppenauum PeTpocnekTueHas koppenauus

Bpyuryo = E

AOBABNEHWE 3A0AY:

Mepuog

0
I

HazeaHue 2agaumn
MpocMoTp COZAaHHEIX NONE30EATENSNA
Knrou B npaeune
"#.retro_microsoft.windows.os.#"

Nuaekc

*

Co3pams 3apavuy

PucyHok 190 - PeTpocnekTuBHas koppensauums.

Ha CTpaHuue co3gaHuna 3agad no peTpocnekTMBHOMY aHarnmsy HeobxoamMmo yKa3aTb cnegytouimne
napamMeTpbl NapamMmeTpbl:

e [lepuogp - ykazaTb 3Ha4YEHWsI Ha4Yana 1 KoHLa HeOOXOAMMOro NPOMEXYTKa BPEMEHU, B KOTOPOM
OyneT npoBOAMTbLCSA aHanma.

e HasBaHue 3apgauu - ykasaTb MMs 3aga4m Ansa ee ngeHTudurkaumm B cnmcke sagad.

e Knou B npaBune - ykasaTtb KoY, KOTOpbIV Obin 3agaH B NpaBure KoppensiLum, NoAroToBIEHHOM
OIS peTPOCNEKTMBHOIO aHann3a. HanmeHoBaHve B NpumMepe #.retro-event-clear.#.

e WHpOeKc - ykasaTb MHOEKCbI COObITUI, MO KOTOPbIM HEOBXOAUMO NPOM3BECTU aHanm3
(nopoepxuBaetca wildcard cumson "*").

lMocne HacTpoWiku napamMmeTpoB Heobxoaumo HaxaTb Co3aaTtb 3apavy.

lMocne BbINOMHEHMUs! BbILLEOMNUCAHHbIX AEMCTBUI cUCTEMa 3anyCTUT CO3AaHHYI0 3adady ¢ yKkasaHHbIMM
napameTpamMu.

21. PaboTta c coobOLweHnamm

21.1. O6bwme AaHHbIe 06 UCNONb3yeMbIX Ha
NMnardcdopme coobLLeHUAX

CoobLeHune -- MexaHnU3m obmeHa TEKCTOBON MHOpMaLMeEn Mexay nonb3oBaTensMm CUCTEMBI.

Coob6LeHne MoXeT BbITb OTNPABNEHO HECKONBKUM NofyYvaTensm.

AnpecaTaMM COO6LIJ,eHI/IIZ MOryT BbICTYNaTb NOJ1b30BATENN U Irpynnbl nonb3oBaTenen. OTI'IpaBKa

Co06LLEeHMs rpynne Nonb3oBaTernei paBHOCKITbHa OTNpaBKe COOBLLEHNS BCEM YrieHaMm 3TOoW rpynmbl.

CoobLeHne MoXeT ObITb OTNPABEHO C AOMNOMHUTENBHON KOHTEKCTHOM MHCpOpMaLMEN.


af://n4697
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B kauecTBe KOHTeKCTa COOBLLEHNIA MOTYT BbICTYNaTh ClieayoLme CyLHOCTH:

e Twun nHumMpeHTa.
o /HUMAEHT.
e AKTUB.

B cnyyae Hanuumsa koHTekcTa B cooblleHne no6GaBnsaeTcs Cebifika Ha COOTBETCTBYIOLLNIA OOBEKT.

21.2. locTyn K CANCKY COOOLLEeHUN

Onsa nony4yeHuna aoctyna K Crucky coobLLeHnn nonb3oBaTensa Heobxoanmo LWENIKHYTb NO NUKTorpamMmme

npocuns nonb3oBaTens m N B OTKPbIBLUEMCSI MEHIO BbIOpaThb NyHKT "CoobLeHus".

Ha akpaHe OTKpOeTCs CnMCOK CoOOLLEeHN nonb3oBaTens (CM. pucyHok 191).

Moppo6Hoe onucaHue nHtepdeica pasgena "CoobLeHna" NnpMBedeHO B OTAENbHOM pasaene
"[Nonb308amenbckue Hacmpouku. [poghusis - CoobwieHus".

CoobuieHuna
==
MpounTtakHbie
OtnpasnenHble

oT Koro TEMA VHUMAEHT ™n AKTVB DATA
writer Mposepka goctyna k cepsepy FIN7S 2021-08-19 16:01:28
writer recr 1 2021-08-1013:46:54

witer Tectuposae FINT8 2021-08-10 13:43:23

PucyHok 191 - Cnncok coobLeHuin B npodune nons3osarensi

21.3. lNpocmMmoTp Aetanen coodweHns
{#message_details}

21.3.0.1. NpocmoTp TekcTa coobLeHns

MpocmoTp getaner coobLeHns 4OCTYNeH A5t BCEX TUMOB coobLeHn --- "HenpounTaHHbie",
"MpounTanHbie ", "OTnpaBneHHbIe".

[na npocmoTpa getanen coobLleHns He06X0AMMO LLEMKHYTb MO TEME MHTEPECYHOLLEro COOOLEeHNSs B
none "Tema". Ha akpaHe OTKPOETCS OKHO C MOSHbIMU AaHHbIMU coobLLeHUst (CM. hmucyHok 2):

e "OT" -- OTNpaBuUTENb COOBLLEHUS;

e "Komy" -- agpecaT coobLieHuns;

e "[laTta" -- gaTta 1 Bpems OTNpaBkn coobLLEHMS;

e Tema coobLLEHMS -- 3arofioBOK, KOTOPbI OTOBpaxaeTcs B Cnucke coobLLEHUI Nonb3oBaTersi.

e TeKCT coobLLEeHUs -- HENMOCPeaCTBEHHO TEKCT COOBLLEHNS;

e (CBsizaHHble 0OBLEKTLI -- HAa3BaHWE CBSI3aHHOro 06bLEeKTa B BUAE MMNEPCChINKM Ha AaHHble 0ObEKTa,
ONs criyYyaeB Korga cooblieHne 6biro oTnpaBeHo U3 onpeaeneHHOro KOHTeKCTa.

[1nsa Bo3BpaTta K CNMCKy COOBLLEHMI -- HaXaTb Ha KHOMKY "3akpbITb". OKHO NpOCMOTpa 3akpbiBaeTCs.
Ecnu npocmaTtpumBanock cooblieHne n3 cnucka "HenpountaHHble", TO coobLLeHNne aBTOMaTUYECKN

NepeBoAMTCS B CNIUCOK MPOYUTAHHBLIX COOBLLIEHWIA.

Ecnun Heobxoammo gaTb OTBET Ha COOBLLEHME, TO HaXKaTb Ha KHoMKy "OTBeTUTL". OTKpOEeTCs hopma
co37aHnsa coobLLeHMs.
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Mpouecc cozgaHmsa 1 oTNpaBkM HOBOro coobLLeHMst NogpobHo onncaH B pasgene "CosdaHue u

omrnpaska coobujeHul".

OT:RW.
Komy: R W.
Jata: 2021-08-24 1401:33

CoobueHus

MpouuTassie
Ul RUTU remm vinungen i AR DATA ¥

witer TecTuposae FINTS 20210810 13:43:23

PucyHok 192 - OkHO npocMoTpa coobLueHus
21.3.0.2. MpocMoTp AONONHUTENBHOW KOHTEKCTHON MHoOpMauum

B cniyyae Hanuums koHTeKCTa B napameTpbl coobLleHns 4o6aBnseTcs Ceblfika Ha COOTBETCTBYIOLLMN
00beKT. Y cOobLLEeHNI C KOHTEKCTOM ByAly YKasaHbl T’MNepCcChbifiki B COOTBETCTBYHOLLMX NOMSX CNMCKa
(c™m. pucyHok 193):

e [lone "MHUMAEHT" -- COAEPXKMT Ha3BaHME UHLNOEHTA, C KOTOPbIM CBA3aHO AaHHOe coobLeHme.
lMnepccoblinka BeAeT Ha CTpaHuLy ONUCaHNSA AaHHOMO MHUMAEHTA.

e [lone "Tun" -- cogepXnT naeHTUdmnKaTop TMna MHUMAEHTA, C KOTOPbIM CBSA3aHO AaHHOE
coobueHune. [vnepccebinka Be4eT Ha CTpaHuLy OnMcaHust JaHHOro TMna UHUNAEHTa.

e [Tone "AKTUB" -- cogepXxunT naeHtTudukatop (Hanpumep IP-agpec) akTvBa, ¢ KOTOPbIM CBSI3aHO

[aHHoe coobuleHune. rVII'IepCCbIJ'IKa BeAeT Ha CTpaHunUy OnncaHnAa aHHOro akTtuea.

CoobweHua
MpounTanHsle
OrnpaenexHsie

ot koro TEMA VHLMAEHT ™mn

wiiter Hoseii uhungerT, Tecruposarme

wiiter Flposepka AocTyna k cepsepy FINTS

PucyHok 193 - Tnnepccbinkm COOOLWEHNIA C KOHTEKCTHOW MHAOpMaLmen

21.4. Co3pgaHue n otnpaBKa coOOOLLEeHUN
{#create_message}

21.4.1. OTnpaBKa coobLeHusa 6e3 KOHTeKCTHOU MHopmaunmn
{#message_send_nocontext}

[nsa otnpaBkun coobLueHns 6e3 cebinkn Ha 06bekT (6e3 KOHTEKCTHOWM MHdOopMaLmnmn) HeobxoaMmo:

1. Mepenitn B pa3gen «CoobLeHUs» - B npodune nonb3oBatens m BbIGpaTh NyHKT

"CoobuieHuns".
2. HaxaTb kHonky «<Hanucatb».
3. B oTkpbIBLUENCS hopMe COOOLLEeHMS 3an0onHNTL cneayoLme nons (CM. pucyHok 194):

o "Mony4aTtenb" - BbIOpaTh agpecaTa U3 packpblBatoLLErocs cnmcka nonb3oBarenem

[Mnatdopmbi;


http://docs.pangeoradar.ru/user/#create_messag
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o "3aronoBoK'" - BBECTM 3aroriloBoOkK coobLLeHus;
o "Coob6LieHune" - BBECTM TEKCT COOBLLIEHUS.
4. HaxaTb Ha kHomKy "OTnpaBuTb".

[aHHoe coobLeHne OOMKHO NOSIBUTCA B CMIUCKE OTMNpaBlieHHbIX COOBLLIEHMI NONb3oBaTens.

Hopoe coobi ve X

CoobeHuns

MNonyuatens

BuiBepuTe nonyHaTens +

3aronosok

Henpouvranntie

MpounTakHble
OTnpaenexHele Coobuwerue

3

Vi

™

PucyHok 194 - OtnpaBka coobLieHns 6e3 cCbifku Ha 0ObEKT

21.4.2. OTnpaBKa COOOLEHNN C KOHTEKCTOM (CCbINIKOU Ha
001BLEeKT)

®YHKLUS OTNPaBKM COOBLLIEHMIA CO CChINIKOM HAa UHLMAEHT, TUM MHUMAEHTA U aKTMB AOCTYNHA B
COOTBETCTBYHOLLYMX pasaenax:

e KHonka "Hanucatb coobweHune" ans oTnpaBku COOBLLEHMSA CO CChINTKON Ha UHLUNAEHT AOCTYMNHA
Ha CTpaHuLEe KapToYkn MHUMAEHTA:
"UHumnaeHT"->"UHunpaeHT"-> /WenkHyTb N0 Ha3BaHUIO MHTEpPeCyoLero MHUNAeHTa B
cnucke /.

e KHornka "Hanucatb coobueHune" ans oTnpaBky COOBLLIEHMS CO CChINKOW Ha TUM MHUWOEHT
[OCTYIMHA Ha CTpaHULEe KapToYkM TMna MHUMAEHTA:
"UHumnaeHT"->"UHunpaeHT"-> /WenkHyTb NO Ha3BaHUIO MHTepecCyoLero MHUuAeHTa B
cnucke /.

e KHonka "Hanucatb coobeHune" ans oTnpaBku COOBLLEHMS CO CChINTKON Ha aKTUB JOCTYMHa Ha
CTpaHuLe KapTo4KM akT1ea:
"AKTUB"->"AKTUB"-> /LLIeNKHYTb MO Ha3BaHUIO UHTEpPEeCYIOLLEero aKkTuBa B cnucke /.

dopma anst oTNpaBku COOBLLEHNS C KOHTEKCTOM aHanorm4yHa oopme oTnpaBky coobLeHnst 6e3
KOHTekcTa. Bce Heobxoaumble CChINKM HA 0OLEKTBI CO30a0TCs B TENe COOOLLEHNS aBTOMAaTUYECKN NpU
oTnpaBke CoobLLeHMs.

MoppobHoe onncaHne opMbl CO3AaHNS COOBLLEHNS MPUBEAEHO B NOApa3aene AOKyMeHTauum
"Omnpaska coobuweHusi 6e3 KoHMeKkcmHouU UHghopmauuu”,

22. HKUKW
22.1. O6wan nHhopmauma
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HauunoHarnbHbI KOOPAVUHALMOHHBIN LIEeHTP N0 KOMMbIOTEPHBLIM MHUMAEHTaM obecnevmBaeT
KOOpAMHALMIO OeATENbHOCTU CYyObEKTOB KPUTUYECKOWN MHADOPMALMOHHOM MHPPaACTPYKTYpbI
Poccuickon ®egepaumm no BonpocaMm 00HapyXeHus,

npeaynpexaeHns 1 NnMKBugauum nocneacTBMim KOMMNbIOTEPHbIX aTtak U pearnpoBaHns Ha

KOMMbKOTEPHbIE NHUNOEHTbI.

FocCOIKA — rocygapcTBeHHasa cuctema 06HapyXXeHUs, NpeaynpexaeHus 1 NMKBugaumm
NoCneACTBUIA KOMMBbIOTEPHbIX aTak, co3gaBaemMast B Liernsix npeaoTBpaLLeHnss U yCTpaHeHus
nocrneacTBUn KOMMbIOTEPHbBIX aTak Ha KPUTUYECKYI0 MHAPOPMaLMOHHY0 MHGpacTpyKTypy Poccuickom

denepauumn.

KoHuenums NecCONMKA nossunack € Lenbio 3awwmnTbl KpUTUYECKOW MHGOPMAaLNOHHON

nHoppacTpykTypbl (KNW) Poccuiickon ®enepaumn.

Mnartdopma MaHreo Pagap no3BonsieT aBToMaTu3npoBaTh perncTpaumio BblIopaHHbIX MHLUMOEHTOB B
FocCOIKA.

22.2. HacTtpounka nHterpauum

Mepen Havanom otnpaBku MHUNAEHTOB B FTOocCONMKA Heo6xoammo NponsBecT HAaCTPOWKY
Mnatgopmsbl:

® HaCTPOMWTb COMOCTaBMNEHNE OaHHbIX;
® poBepUTb HAacTporky AP| KOHCTpyKTOPa;

® HACTPOMUTb rPynmbl akTUBOB;

22.2.1. HacTpouka conocTtaBrieHUs AaHHbIX

[1ns HacTpoOWKM conocTaBneHnsa AaHHbIX nepengute B MeHio Mapamempswi - ConocmaeneHue
OaHHbIX (CM. pUCcyHoK 195).

7 :

CospaHme NoNb30BATENBCKORO CONOCTaBAEHNA | Hazsarue

TocCOMKA Mons3oBatensckme

CraTyc pearmpoBaHua

Mepel NpUHATEI

[T —

Tun: swaseme

CONoCTasAeHme AaHHbX

HawmernoBaHne KoHTpoAMpyemoro pecypca

controlled_resource_name

Tun: conocTaenemue

Wudopmauns o kateropuposanmm QKUK

PucyHok 195 - ConocTtaBneHne gaHHbIX.

FocCOIKA npvHMMaeT MHUMAEHTLI B onpeaeneHHoM oopmaTte ¢ onpeaeneHHbiM Habopom nonen. Bee

9TW Nond nepedncrieHbl Ha CcTpaHuue.
Bcero CyLlecTBYeT ABa BMAa rnoreu:

e [IpegonpeneneHHble. B NMnatdopme Takon TvMn nons HasbiBaeTca 3Ha4YeHue. Takon TUn nonemn He

CONOCTAaBIIAETCA, a YKa3blBa€TCA 3Ha4YeHune, Bbl6paHHO€ 13 Cnncka. an/IMep npencrtaerieH Ha
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pucyHke 196.

KaTeropma MHUWAEHTA

YEEAOMAEHWE O KOMNBHOTEPHOM MHUMASHTE

YeesoMmneHwe 0 KOMNBIOTEPHOM MHLMAEHTE

YESLOMASHWE O KOMMNEKTEPHOM atake
YESLOMASHWE O HAAWMYKIA YAZEMMOCTH
OnoeeweHwe of aHOManbHOM oBbekTe
CooBweHve ot HKLKIA

YeegomneHune u3 JIK MTocCOMNKA

PucyHok 196 - Beibop 13 cnvucka ans nong tuna "3HadveHne".

e Conoctaensemsble. B Nnatdopme Takon Tun nons HasbiBaetTcs ConocraBneHue. [ns Takoro
Tuna nonen 3HayeHve MNMnatcdopma GepeT N3 nHUMAEHTa 1 NOMELLAET B CONOCTaBMNSEMOE rnorne
aBToMatuyvecku. MNMpumep npeacrtasneH Ha pucyHke 197.

HavwmeHoBaHWe KOHTpOAMpYyEMOTo pecypca

controlled_resource_name

Tun: conoCTaEneHWe

PucyHok 197 - YkadaHune nons nHuugeHTa ans tuna "ConocTtaeneHve".

Mpu noctaeke MNnatdgopmbl MaHreo Pagap Bce nons anst unterpavumm ¢ cuctemon NoccCONMKA yxe
HaCTpPOeHbI, 0QHAaKO NMpu HeobXoaUMOCTU MOXHO YTOUYHUTL NpeaonpeaeneHHble nons.

22.2.2. APl KOHCTpPYKTOP

[nsa nepexona B APl koHCTpyKTOp nepengute B meHto Mapamempsi - APl koHcmpykmop (cMm.
pucyHok 198).
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API KoHcTpyKTOP

CosgaHue NoNb30BaTENBCKOM KOANEKLMM FaseaHwne

locCOMKA MonesoeaTenbckue

O6HoBNeHUe cTtaTtyca npoumciiecrtema

Q¢ MapameTpw

Tun:

update-status
AP xoHCTpYKTOP

WHeTpykuma ana oBHOBNEHWA cTaTyca:

MMA sHavenua: pathToluid
PucyHok 198 - AP| kOHCTpYKTOP.

3pech Anst HaCTPOWMKKM MHTErpaunm Bam Heobxoaumo ykasaTtb ToKeH A nepefaydn MHUMAEHTOB B
cuctemy FocCOIKA.

BHumanume! MNocne coxpaHeHnsa TokeH He ByaeT otobpaxkaTtbes B uHTepdence MNnatdopmbl.

Hwxe nokasaHbl ABa MeToga nepegayn MHUMOEHTOB: MeTo 0oOHOBMNEHMS cTatycCa npoucLiuecTeuma (cm.

pucyHok 199) n metog otnpasku npoucuecTsust (M. pucyHok 200).

O6HoBANeHue cTatyca npoucwiecteumAa

Tun:

update-status

WHcTpyKkUuMA aAnA o6HOBNEHWA CTaTyca:

MmA sHadedna: pathToluid

MyTe Ao sHadeswA: data.d.uuid

https://test-lk.cert.gov.rufapi/v2/incidents

MNapameTpei:

filter: [{"property":"uwid","operator”:"eq”, "value”:"pathToluid"}]
fields: ["status"]

3aronoexku: i

¥-token:

PucyHok 199 - MeTtog o6HOBMNEHMs cTaTyca NpOUCLLECTBUS.



ls'::'v'TI'I|f.).EiBI{.':'i nponcuecTtenAa

POST
URL:
https://test-1k.cert.gov.rufapi/v2/incidents
3aronoexu: i

x-token: ..

PucyHok 200 - MeTopa oTrnpaBKku NPOUCLLECTBUS.

22.2.3. HacTpowuka rpynnbl akTUBOB

K kaxkgomy MHUMOEHTY NpyBsA3aH CBOW akTUB. A caMu akTMBbl 00beANHAIOTCA B rpynnbl. [ns Toro,
4YTO6bI MHUMAEHTLI MOrNK 6bITb OTNpasneHsbl B cuctemy NOcCONMKA, cBsizaHHbIE aKTVBbI AOMKHbI
BXOOWUTb B rPYnMbl aKTUBOB C yCTaHOBMNEeHHbIM npusHakom KU (Kputudeckas uHgpopmaumoHHas
MHPaCTPyKTypa).

Y6eautech, YTO 3TOT NPU3HaK NPOCTABMEH B rpynne akTMBOB. [N 3Toro nepengute B MeHto Akmuenbl -

I'pynnbl akmueoe, HanguTte H606XO,EI,I/IMyK) rpynny n KInNKHUTE MKOHKY pedaKTupoBaHUA (CM. PUCYHOK
201).

[pynnel akTMBOB Uewtp ynpasnerna  Akmuss:  [pynnbi akrusos
] o]

HAIBAHUE MACKW DETYAPHOE BEIPAXEHME KOn-BO reynna CEBAZAHHEIE TPYMNEl
MOACETER (FQDN) AKTWEOE OTBETCTEEHHBIX MONE30BATENER

Tpynnsi akTMEOE

Penaktuposares

PucyHok 201 - PegakTnpoBaHue rpynnbl akTUBOB.

B HacTpolikax rpynnbl akTMBOB NPOBEPLTE Hann4yne yCTaHOBIIEHHOTO NpU3HaKka HanpoTUB HaamnMcK
KWWU? (cm. pucyHok 202).
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10 Clctemel

B «in?

OTEETCTEEHHOE NK (W]

TexHUYeCKMA cneuManiicT

PucyHok 202 - MpusHak KNW.

22.3. Nepepnaya npoucwecteun B NocCOMNKA

Mepenava npouciuecteuin B FocCONMKA ocyuwiectensieTcs B ABa aTana:

e Cpeaun MHUMOEHTOB BbiOMpaeTcss HEOOXOAMMBIN Arst OTNPAaBKM B KAYECTBE NPOUCLLECTBUS B
NocCOIMNKA

e [lpoucwecTsue Banuanpyetcs n otnpasnsercs B FocCOMKA.

22.3.1. Bbibop HUMAEHTa ANA OTrpaBKu

[ns Bbibopa UHUMAEHTa nepenanTe K nHUMaeHTam B MeHto MHYudeHmsi - UHYudeHmbI (CM. PUCYHOK
203).

@ Hazan . admin v

Uentp ynpasnerma  UHuuasHTS!

Bpyuryio & HaSHBUHTS MOMb30BATEN0™  HaSHAUMTL TPYMNe ™  OBBEAMHATS B YNy ™  CMEHWTS CTaTyE ~

O Vhumpena

MpoucwWwecTEus = Bcero

; 1

0 -

04 flex 05 [lex 06 fex 07 fex 08 Jex

WHUHAEHTE

3aKkpaiT HeaeAcTauTenbhbii

T- ¥POBEHE Tan THN AKTWE 1D 3ATONOBOK CTATYC NOCAEAHEE 1Cam reynna
BUCKA VHLMAEHTA NPOWCIIECTEME VHLMAEHTOR

@
2022-12-06 5 10
Hoeslii

08 Napauerpu

0.09 0 * il F

PucyHok 203 - NepeyeHb MHUMOEHTOB.

B nepeyHe Hangute HEOOXOAMMbIN MHUMAEHT U KIMKHUTE MO €ro 3arorioBky. B OkHe ¢ MHUMAEHTOM
Hangute onok lMpoucwecmeus. [Ina oTnpaBku nHUMAEHTa B kKavecTBe npoucwecTtsms B FocCOMKA
yCTaHOBUTE Npu3Hak Bbi6pamb Onisi omrpasku,

B none HKLKH BbibepuTte nyHKT FOcCOMKA 1 KnMKkHUTE Ha UKOHKY 3apea2ucmpuposams Osist

omnpaeku (CM. pucyHok 204).
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B : a
Co34aH HOBbIA 1OKabHbI NOAb30BaTEb

D: FIN48-20221206-155005-0

1

@ Vhuwpenma

1

CPOUHOCTL 0.09 1 HEIX 0
0 OTKPLITUI
Bpema obpaboTkit normal
WCTOYHUK COBBITUA:
3HAYUMOCTE 0

Baenen spyunyio
HAZBAHME test FQDN/IP oc

AKTUB 1 T™n Host
rPYMMNel test g

2% Mapamerpu CBOJKA
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PucyHok 204 - Permctpauus nponcLLIECTBMSA Ha OTNPaBKy.

Hactporika otnpaBku nHumaeHta B FocCONMKA 6yaet otobpaxkaTbCsi TONbKO Y MHUMAEHTOB, Y

KOTOPbIX CBA3aHHbIA aKTUB BXOOMUT B rpynny akTMBOB C YCTAHOBSIEHHbIM NpusHakom KUN.

22.3.2. YnpaBrieHue npoucLuecTBUAMU Ha OTNpPaBKYy

[nsa ynpaBneHuns NnpoucLIeCcTBUSMKN nepenguTe B MmeHto MHUyudeHmeli - [Ipoucwecmeust Ha
omnpaeky (cm. pucyHok 205).
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PucyHok 205 - lNMpouncliecTBusi Ha OTNpaBky.

Mpw KNWKe Ha 3arofoBOK MHUMAEHTA OTKPOETCS noapobHasi MHopmauns 06 MHUMOEHTE (CM. PUCYHOK
204).

KnukHute Ha MKOHKY NPpOCMOTpa npouncLiecTeua n 4YTOObI NPOCMOTPETb NOAroToBNeHHOEe And

OTnpaBku npoucLuecTame (cM. pucyHok 206).
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MpocmoTp NpowclecTena

NHuwnaeHT:
CDBAEH HOBhIﬁ ."IDK.-EﬂbeII:\ NnonNe3S0EATENE

Mpoucwecreune:

"id": "e7bels@0-B6bE@-48b8-bd49-1dfd26F11213",

"event_type": "manual_source",

"ip": "8.9.8.8",

"port™: @,

"mac": ",

"start_occurrence"”: "2822-12-86T12:52:05.5822913Z",
"end_opccurrence™: "2922-12-86T12:58:85.8885132",
"service_asset_finding_status_change_id™; "469eBb7E-f334-451c-a839-7b78408576623"
"service_asset_finding_id": "bal3laed-c969-4e2f-3079-dd51298274%a",
"created_at": "2822-12-96T12:50:085,.8880247",

"updated_at": "2022-12-86T12:53:27.4388831",

"fgdn": "",

"incident_identifier™: "-,

"fincert_sync_status": 16,

"fincert_id": "",

El

"sopka_sync_status": 12,
"sopka_id": "",
"fincert_sync_result™: "v,
"sopka_sync_result":

"event": "",

"normalised_svent": "",

"location™: "Mocksa",

"contrelled_resource_name": "test”,

"description®: "Hs XOCTe COSOEH HOBSIA NOKENSHSH NONES0EETEN:. COSLEHWE YUYETHBX SEMNWCER NONDSZ0SaTENER SCErLE [

"risk_impact”: "CoSgsHMe NOKANBHOW YYETHOM SanWCW NoONb3ICSETENS MOKET NPeACTaBNATE SOAsWOR PHLK, ©CAW OHO HEe
"network_connection": true,

"detectiontool”: "MpoOMCWECTEME COSAEHO/3apPErUCTPHPOBAHO SPYHHYI"

PucyHok 206 - [pocmoTp npovcLlecTBUs.

KnukHWTE Ha MKOHKY OTNpaBKM COOBLLEHMS , MpW 3TOM OTKPOETCS OKHO NMPOBEPKU NPOUCLLECTBUS

(cm. pucyHok 207).



nO,ﬂTBep)K,ﬂEHME ConocTaBneHna

MposepuTs

MpowncwecTtene: ConocrasneHve:

"id": "e7bel5@8-B6b@-48b8-bo49- 1dFa26F11213", Cratyc pearvpoeanna
"event_type": "manual_source”,
*ip": "0.0.8.8",

a,

L

Mepkl NpUHATE

Tun: 3HaueHue
"start_occurrence”: "2022-12-86T12:50:85.880913Z",

"end_occurrence”: "2022-12-86T12:50:085.8809137",
"service_asset_finding_status_change_id": "469e8b78-F334-451c-a839-7b78485766=23",
"service_asset_finding_id": "bal3ZaeB-c969-4e2f-8979-dd512982749:",

"created_at 822-12-86T712:50:85.3009247",

"updated_at": "2822-12-88T12:53:27.438808Z",

“fgdn”: ", controlled_resource_name

HaumeHoBaHWe KOHTPOMpYeMOro pecypca

"incident_identifier”
"fincert_sync_status”: 1@, Tun: conocTaBneHue
*Fincert_id": "",

"sopka_sync_status": 12,

"sopka id": ",
"Fincert_sync_result”:
"sopka_sync_result": "",

N

WHpopmauma o kateropupoeatun OKMK

“::::]isedievent": e O6bekt KM Gez KaTeropymn 3Ha4UMMOCTH ¥
"location”: "Mocksa",

"controlled_resource_name”: "test”, Tun: sHauenne
"description™: "Ha XOCTE COSA&H HOBsIil NOKansHui NONSSOEETEN:. COSASHWE YUSTHEX SanWMCER
"rizsk_impact”: "CospsHue NOKanbHOR yueTHOM 3anucH NOAL30BaTENA MOXET NPeacTasnaTe Gons
*network_connection": true,

"detectiontool™: "lMpoMcwscTEME COSABHO/3APErUCTPHPOBAHO BPYYHYH" Hannume noaxntouenmna k cetn Mutepuer

network_connection

TuNn: conocTaBneHue
PucyHok 207 - lNopTBepXaeHne conocTaBneHus.

B okHe npoBepku NponCLLECTBUSI OTOBPaXXaeTcs UCXOAHOE MPOUCLLIECTBUE U MOMS CONOCTaBIEHUS.
Haxmunte kHonky lposepumb 0nsi NPOCMOTPa pe3yrbTUpyoLLero coobLeHus (cM. pucyHok 208).



PesyneTaT npoBepku X

He ece sHaueHua ydanoce conocmasume, Ecau eac yompauedem pesynsmam Nposepky, MOXEMe €20 OMNpasume, &
NPOMUEHOM CAYYae USMEHUIME HACMPOUKU U npouzsedume Nposepiy ewe pas.

i
"activitystatus": "Mepw npueATH",
"gffectedsystemlame": "test™,
"affectedsystemcategory”: "O8vekT KMH 6£3 KaTercpuu SHEYMMOCTH",
"affectedsystemconnection”: true,
"affectedsystemfunction”: "Badkoscksa cdeps W MHme Chepbl PHHEHCOBOrC poHKE",
"zzsistance™: false,
"avallabilityimpact": "OrcyTcTeyeT",
"category": "YeegomnenWwe O KOMNEHNTEPHOM WHUWISHTE",
"ocity™: "Mocksa",
"confidentialityimpact”: "Beicokoe",
"customimpact”: "CosgaHwe NoxkanbHoR YYETHOW SaNWCW NOALSCESTENA MOKET NPEeAcTEsnATs GOMLWOR PUCK, ©CAM DHO HEe ogot
"detectiontool™: "MpOMCWSCTEME COSASHO/SapSrWCTPHPOSAHO BPYYHYH",
"detecttime": "2022-12-957@9:3@:05I",
"endtime™: “20622-12-@5T@9:58:85I",
"eventdescription”: "Ha ®oCTe COSAEH HOBWE NOKENSHEIR MoAbsosaTent. Co3fgaHWe YYeTHbIX SanKcel nonc3oBaTensi scergs
"integrityimpact”: "Huskoe",
"location”: "Mocksa",
"malwarehash™: "",
"relatedindicatorsdomain™: *",
"relatedindicatorsemail™: "",
"relatedindicatorsipwd™: ",

"relatedindicatorsipve”:

"relatedindicatorsuri”
"relatedindicatorsvuln™: ",

"relatedobservablesdomain”
"relatedobservablesemail™: ",
"relatedobservablesipwd™: "@.8.8.8",
"relatedobservablesipvs™: "7,
"relatedobservablesservice™: "V,
"relatedobservablesurit: ",

"tlp": "TLP:GREEN",

PucyHok 208 - lMpocmoTp pesynsrata npoBepKy.

Monsa moryT 6bITb HE BCE COMOCTaBIEHbI, HO 3TO HE MeLLaeT oTnpaBke AaHHbix B HKLKW. Ecnn

pe3ynbraTt ConocCTaBlIEHNA YCTPAUBAET, HAXMUTE KHOMKY Omnpaeumb Ana oTnpaBKu COO6LIJ,eHI/I$|.

Mocne OTNpaBKN MKOHKa OTNpPaBKn COOGLIJ,eHMﬂ N3MEHUTCA Ha NKOHKY 0OHOBMEHMS crartyca E aB

npoucliecTsun 6yayT ykasaHbl Aata oTnpasky, CTaTyc OTAPaBKY, NOEHTUGUKATOP NPOUCLLECTBUS,
cTaTyc npoucLuecTsus (cMm. pucyHok 209).

npOHCLIJecTB Mg Ha OTl'lpaBKy Uentp ynpasnesns MHuMaeHTEl MpoucwecTena Ha oTnpaeky

lfocCONKA Py4Has oTnpaBka

v+ E1IEE

WAEHTHSMKATOP CTATYC BPEMA
WHUMAEHT MPOWCWECTBHUE 2APETMCTPUMPOBAHD  CTATYC OTMAPABKK MPOWCIWECTENR NPOMCLUECTEMA OTNPABKM
Co3jaH HOBBIM NOKaNBHBIH Mponcwecene 2022-12-07 —
2022-12-07 1::57:58 INC-22-12-207 - m
NoNb30BATEND oTnpaEAEHo

PucyHok 209 - lameHeHue cTaTtyca OTnpaBku.
Mpu KnnKe Ha MKOHKY OBHOBMNEHUS cTaTyca E cTaTyc npovcllecTsms 6yaet obHOBMNEH.

Moapo6HOCTM OBGHOBNEHUSI CTaTyca MOXHO NOSy4YUTh, KIIMKHYB Ha MKOHKY NPOCMOTpa OTBETOB n (cm.

pucyHok 210).



MpocmoTp oTeeTOB

WNHunaeHT:

Co3A8H HOBBIA NOKaNbHLIA NOAL30EATENS

Bpemsa oTnpabku:
2022-12-87T16:27:01+83:08
Waentudukarop:

INC-22-12-207

OTBeT Nnocne otn paBKK:

Craryc:
201
Otset:

"data": [
{

“identifier*: "INC-22-12-287",
“uuid": "d2Bdfdc8-cd67-4844-b551-8d4eB8Fcdl3d”,
“creste_time”: "2022-12-87T13:27:01.175Z"

¥
1
"success": true

PucyHok 210 - lMpocmoTp oTBETOB.

Mepeuensb ctatycos MocCOMKK:
CospaHo

3aperucTpUpoBaHo

MNpoeepka HKUKW

MpuHATO peweHne

OTNpasneHo & apxue

QOtBeT nocne oBHOBNEHNA cTaTyca:

Cratyc:
282
Ortser:
1
"success": true,
"data": {
"next": false,
"result”: [
{
"status": {
"id": 18,
"name": "MpuHATO pewenne"”
i
b
1
Ia

"uber-trace-id": "Saa6l3ec7f174d28:5aa613ec7f174d20:0:8"
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