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OrnaBneHue

OrnaBneHue
1. ABTOpM3auusa
1.1. AyTeHTudrkauus nonb3osarens
2. OcHOBHbIe 3nemMeHTbl MHTepdenca. Pabounin cton
2.1. MeHto ynpaenenus NMnardopmon Papgap
2.2. Pabouwnii cton
3. NMonb3oBaTenbCKne HaCTPOMKU
3.1. MeHto npodhunsi nonb3oBaTensi
3.2. MNpodpunb - CoobLueHns {#messages}
3.2.1. OcHoBHbIe aneMeHTbl nogpasgena "CoobueHunsa"
3.2.2. Cnuckn coobuieHuii. NMapameTpbl CNMCKOB
3.2.3. HactpaunBaeMble punsTpbl CAMCKOB COOBLLEHNI
3.2.4. TpocmoTp getanen coobLleHuns
3.2.5. Co3gaHune 1 oTnpaeka HOBOro coobLLEeHUS
3.3. Mpodunb - HacTtporika onoseLleHun
3.3.1. OcHOBHbIE 3NeMeHTbI Nogpasaena
3.3.2. Hactponka pexnmoB onoBeLLeHus
3.3.3. VicTopus gercteuii nonb3oBarens. NapameTpbl cnncka
3.3.4. HactpaunBaemble ounbTpbl Noncka no Uctopun encTemmn
3.3.5. lNpocmoTp getanusauunn AeicTBUiA Nonb3oBaTens
3.4. MNpocunb - HacTtporika npoduns
3.4.1. OcHOBHbIe 3neMeHTbI nogpasaena
3.4.2. Hactpovika goctyna yepes3 MoburnbHoe NpunoxeHme
3.4.3. YnpaBneHue ceccrusmMmmn nonb3oBaTens
3.4.4. MpunoxeHna
3.4.5. XypHan
3.5. Bbixoa 13 cuctemsl
4. NMpocMoTp cobbITUMN
4.1. Pasgen "MpocmoTp cobbitnin”
4.1.1. OCHOBHbIe anemMeHThbl nogpasgena
4.1.2. Hactpoiika npocmoTpa v pabota ¢ coObITUSIMU
5. UHUMAaeHTbI
5.1. Pasgen "MIHUMaeHTb!"
5.1.1. CoctaB pasgena "MHunaeHTb!"
5.1.2. Mogpasgen "MHumaeHTh!"
5.1.2.1. OcHOBHbIe 3reMeHTbI Noapasaena
5.1.2.2. Cnucok nHunaeHTos. MNapameTtpbl cnvcka
5.1.2.3. Cratycbl MHUMAEHTOB. BbICTpoe nepeknoyeHne cnncka MHUMAEHTOB Mo cTaTycam
5.1.2.4. HactpanBaemble punLTPbI cnncka nHunaeHToBs {#incident_filters}
5.1.2.5. Hactpoika o6HOBNEHNS AaHHbIX
5.1.2.6. HasHayeHve MHUMAEHTOB NONb30BaTeNsAM 1 rpynnam nonb3oBaTenen
5.1.2.7. CmeHa cTaTtyca nHumgeHTa
5.1.2.8. Co3gaHue nHunaeHTa
5.1.3. MNogpasgen "Ipynnbl tHUMAEHTOB" {#groups}
5.1.3.1. OcHoBHble arnieMeHTbI Nogpasaena
5.1.3.2. Cnucok rpynn nHunaeHToB. lMapameTtpbl cnvcka
5.1.3.3. HactpauBaemble unbTpbl Cnncka rpynn UHLMAEHTOB
5.1.3.4. CospaHue rpynmnbl MHUMAEHTOB
5.1.3.5. YnpaeneHwe rpynnoi nHumaeHTos {#group_control}
5.1.4. Moppasgen "Tunbl MHUMAeHTOB" {#incident_types}
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5.1.4.1. OcHoBHble 3r1eMeHTbI Noapasaena
5.1.4.2. Cnncok TMNoB UHUMAEHTOB. MNapameTpbl cnuncka
5.1.4.3. HactpanBaemble hnnbTpbl Cnucka TUNoB NHUMAEHTOB
5.1.4.4. Co3gaHuve Tvna nHungeHTa
5.1.5. MNogpasgen "OononHutenbHble nonsa" {#custom_fields}
5.1.5.1. OcHoBHble arieMeHTbI Nogpasaena
5.1.5.2. Cnucok gononHuTenbHbIX nonen. NMapameTpbl cnucka
5.1.5.3. HactpauBaemble unbTpbl cnucka A0NOMHUTENbHbLIX NOMnen
5.1.5.4. CosgaHune A0MNONTHUTENbHOro nosis
5.1.5.5. Vicnonb3oBaHne AONOMNHUTENBbHbIX NONnen
6. Pasgen "Aktusbl"
6.1. HazHauyeHwue 1 coctaB pasgena "AkTuBbl"
6.2. Noapasgen "AkTuBbl" {#assets}
6.2.1. OcHOBHble aneMeHTbI Nogpasaena
6.2.2. Cnucok aktneoB. MapameTpbl cnvcka
6.2.3. HactpauBaemble cunbTpbl cnvicka aktmeoB {#list_filters}
6.2.4. Hactpornka 06HOBNEHNsI OaHHbIX
6.2.5. YnpaBneHue aktmBamu
6.2.6. Co3gaHue akTunea
6.2.7. PegakTnpoBaHue napameTpoB akTuea
6.3. Mogpasaen "Mpynnbl akTMBOB"
6.3.1. OCHOBHbIe 3NeMeHTbI Noapasaena
6.3.2. Cnucok rpynn akTneoB. MapameTpbl cnvcka
6.3.3. HactpavBaemble ounsTpbl cnvcka rpynn akTMBOB
6.3.4. CosgaHue rpynnbl aKTMBOB
6.3.5. PegakTupoBaHue napameTpoB rpynnbl aKTUBOB
6.4. NMoppasgen "Hactponkn naeHtudukaumm aktmeos"
6.4.1. OcHOBHbIE 311eMeHTbI Nogpasaena
6.4.2. CnnCcoK HaCTPOEHHbIX CErMEHTOB. [MapameTpbl cnncka
6.4.3. HactpanBaemMble hunbTpbl CNMcKa CErMeHTOB
6.4.4. Co3gaHne HOBOrO HAaCTPOEHHOIo CerMeHTa
6.4.5. PegakTnpoBaHue napameTpoB CErMeHTa
6.5. Nogpasgen "CeteBble MHTEPdENCHI"
6.5.1. OcHOBHbIE aneMeHTbI Nogpasaena
6.5.2. Cnucok ceTeBbIX nHTEpdencos. MapameTpbl cnvcka
6.5.3. HactpavBaemble hunsTpbl cnivcka MHTEpdEencos
6.5.4. Co3gaHune ceteBoro nHtepdeica
6.5.5. PegaktupoBaHune napameTpoB CETEBOIO MHTepderica
6.6. Noagpasgen "PesynbraTthl ckaHMpoBaHMA"
6.6.1. OCHOBHbIE 3NeMeHTbI Nogpasaena
6.6.2. Cnncok pesynsTaToB ckaHWpoBaHus. MNapameTpbl cnvcka
6.6.3. HactpanBaeMble unbTpbl CIMCKa pe3ynsTaToB CKaHMPOBaHUS
6.6.4. Co3gaHne HOBOW 3anmncy 0 CKaHMPOBaHUN
6.6.5. CpaBHeHMe pe3ynsTaToB CKaHMPOBaHUS
6.7. Noppasgen "MHBeHTapusaymsa”
6.7.1. CocTaB nogpasgena
6.7.2. Bknagka "O6HapyxeHne xocToB"
6.7.2.1. OCHOBHbIEe areMeHTbl BKIaaku
6.7.2.2. Cnucok pe3ynsTaToB CKaHUPOBaHMsI XOCTOB. [lapameTphbl cnvcka
6.7.2.3. CkaHMpoBaHWe akTUBOB yKa3aHHOW NoAceTH
6.7.2.4. OGHOBrEHNE faHHbIX NO pesynsTaTtam CKaHUPOBaHMUS
6.7.3. Bknagka "O6HapyxeHne cepBmcoB”
6.7.3.1. OcHOBHble arIeMeHTbI Noapasaena

6.7.3.2. Cnucok akTBOB C pe3ynbTraTaMmy CKaHMpOBaHWS CepBMCOB. MNapameTpbl cnvcka



6.7.3.3. HactpanBaemble hunbTpbl CNCKa akTUBOB C pedyrbraTtaMy CKaHUMPOBaHUS CEPBUCOB
{#scan_filters}

6.7.3.4. CkaHnpoBaHu1e cepB1coB
6.7.4. Bknagka "Cbop gaHHbIx"
6.7.4.1. OcHOBHble 3rieMeHTbI Noapasaena
6.7.4.2. Cnncok akTUBOB C pesyrnbratamu cbopa AaHHbIX. [TapameTpsbl cnucka
6.7.4.3. HactpanBaemble hunbTpbl CMCKa akTUBOB C pedyrbTaTtaMy CKaHUPOBaHMS CEPBUCOB
6.7.4.4. CO0p AaHHbIX C aKTUBa
7. KoppensaTtop
7.1. Pasgen "KoppensTtop"
7.1.1. Obuwee onncaHue pasgena "Koppensitop"
7.1.2. Nopgpasgen "®unbTpbl NoToka cobbitnin” {#filters}
7.1.3. NMogpasaen "Makpocbl" {#macros}
7.1.4. Noppasaen "Mpasuna" {#rules}
7.1.5. Nogpasgen "TabnuyHble cnnckun" {#tables}
8. OueHka cootBeTcTBMUA MO
8.1. Pasnen "OueHka cootBeTcTBUs 10"
8.1.1. CocraB pasgena "OueHka cooTeTcTBMA 10"
8.1.2. Mopgpasaen "Pesynbrathl cootBeTcTBUSA MO" {#software_results}
8.1.2.1. OcHoBHbIEe ar1eMeHTbI Noapasaena
8.1.2.2. Cnucok pesynbratoB npoepku 0. MapameTpbl cnncka
8.1.2.3. HactpaunBaemble unbTpbl cnncka pesynstatoB nposepku MO
8.1.2.4. MpocmoTp Aetanusauumn pesynsratoB KOHTponsa cooteetcTaus MO
8.1.3. Moagpasgen "Cnucok MNO" {#software_list}
8.1.3.1. OcHoBHble arieMeHTbI Noapasaena
8.1.3.2. Cnimcok MO. NMapameTpbl cnucka
8.1.3.3. HactpauBaemsblie counbTpbl cnncka Mo
8.1.3.4. MpocmoTp nHdopmaumm o NO
8.1.3.5. CosgaHue rpynnsl O
8.1.3.6. PegaktpoBaHue gaHHbix MO
8.1.4. Nopgpasgen "Habopbl npasun" {#rules_list}
8.1.4.1. OcHOBHbIE 3r1EMEHTbI Noapasaena
8.1.4.2. Cnucok nonuTtuk. NapameTpbl cnvcka
8.1.4.3. HactpauBaemble hunbTpbl cnncka NoamTmk
8.1.4.4. Co3paHve, pefakTupoBaHue, yaaneHue nonmTmk
8.1.5. Mopgpasaen "Mpasuna" {#rules}
8.1.5.1. OcHOBHbIE ar1eMeHTbI Noapasaena
8.1.5.2. Cnucok npasun. MapameTpbl cnncka
8.1.5.3. HactpanBaemble unbTPbI CNMCKa NONUTUK
8.1.5.4. Co3paHve, pegakTmpoBaHue, yaaneHue npasuna
9. NMapameTpsbl
9.1. Pasgen «[lMapameTtpbi»
9.1.1. CoctaB pasgena "lMapameTpbl”
9.1.2. MNogpaspen «MapameTpbi»
9.1.2.1. CocTaB 1 Ha3Ha4YeHne BKIagok
9.1.2.2. Bknagka "O6wume". OGHoBMNeHne obLLMX NnapamMeTpoB
9.1.2.3. Bknagka "O6pa6oTka yassumocTen" {#incidents}
9.1.2.4. Bknagka "CuHxpoHusaums ¢ bason 3HaHnin"
9.1.3. MNoagpasgen «4YepHbin cnvcok ID nnarmHos»
9.1.3.1. OcHoBHbIE 3eMeHTbI Noapasaena
9.1.3.2. Cnucok nnarnHoB. MNapameTphbl cnvcka
9.1.3.3. HactpauBaemble unbTpbl CNncka niarnHoB
9.1.3.4. BkntoyeHve HOBOTO MrarvHa B C1COK, yaaneHne nnarvHa u3 cnucka
9.1.3.5. PepgaktpoBaHve, yaaneHue nnarvHa u3 cnucka
9.1.4. Nogpasaen "OnoBeLleHns No 3agepkkam B o6paboTke" {#alerts}



9.1.4.1. OcHOBHbIEe 3r1eEMeHTbI Noapasaena
9.1.4.2. HacTpolika BpeMEHHbIX OTCEYEK AJ151 ONOBELLEHUN
9.1.4.3. HacTpolika pexvma oTrnpaBKu ONoBeLLeHUI
9.1.4.4. HacTpolka TEKCTOB Arsi ONOBELLEHUN
10. Coob6uieHus
10.1. Paspen CoobuieHus
11. Pazgen OT4eThl
11.1. OcHOBHbIE anemMeHTbl pa3gena
11.2. OCHOBHbIE aneMeHTbl pasgena B pexnve pegakTmpoBaHus
11.3. YnpaBneHue otyeTamm
11.4. CocTaB BUOKETOB OTYETA
12. PaboTta ¢ MHUMOEeHTaMKU
12.1. O6wme faHHble 06 MHUMOEHTax
12.2. BbisBNeHne UHUMAEHTOB (aBTOMaTUYECKOe Co3aaHNe NHLNOEHTOB)
12.2.1. MexaHn3Mbl BbISIBNIEHUS] MHLUOEHTOB
12.2.2. MNpucBoeHne cTaTyca HOBbIM UHLMAEHTaM
12.2.3. MNpowucLiectBus
12.3. Co3pgaHve nHumaeHTa Bpy4Hyto {#create_incident_manual}
12.3.1. O6LuMEe NonoxeHus
12.3.2. JocTyn K oyHKLMM CO34aHMS HOBOTO MHLUMOEHTA BPYYHYHO
12.3.3. Co3gaHre HOBOro MHLUMAEHTa CO CTPaHuULbl cnvcka uHumaeHToB {#create_incident_from_list}
12.3.4. Co3pgaHune HOBOroO MHUMAEHTA C KapToukM TUna nHuupeHTa {#create_from_type}
12.3.5. MNpwuBsizka ONOSNHUTENbHbIX COOLITUIA BPYYHYIO AN aHanu3a npuydnHbl MHuMaeHTa {#add_events}
12.3.6. MpuBsska gononHuTenbHbix nonen {#custom_fields}
12.4. AHanus nHumngeHTa
12.4.1. NpocMOoTp cnucka MHUNOEHTOB
12.4.2. MNpocMoTp getanusaummn nHumaeHTa. Kaptodka nHunaenTa {#card}
12.4.2.1. ObLee onncaHne KapTodkM MHUMAEHTA
12.4.2.2. briok cBOAHOM MHOPMaLMK NO MHUNOEHTY
12.4.2.3. Jetanusauns oLeHoK uHumaeHTa {#score_detail}
12.4.2.4. bnok nidpopmanmm "lMpoucwwectens”. O6Las nHdopmaums
12.4.2.5. OcobeHHOCTM MPOCMOTPpa NPOUCLLECTBUI, OBHaPYXEHHBIX MPaBUNaMm Koppensuum
12.4.2.6. OcobeHHOCTM MPOCMOTPa NPOUCLLECTBUI, 0BHAPYXKEHHBIX MO pe3ynsTatam aHanmsa
OaHHbIX CKaHepa ysi3BMMOCTEN
12.4.2.7. bnok nHdopmauum "ctopus” {#history}
12.5. PaccnepoBaHue nHunaeHTa
12.5.1. AnNropnT™ cMeHbI CTaTycoB Npu paccriefoBaHnn nHumaeHTa {#status_change}
12.5.2. iameHeHwe ctaTtyca nHumaeHTa {#set_incident_state}
12.5.2.1. focTyn K OyHKLMM CMEHbI cTaTyca
12.5.2.2. 'ameHeHue cTaTyca MHUMAEHTa/VMHUMOEHTOB B CNINCKE MHLUMAEHTOB
12.5.2.3. 'ameHeHune cTtaTyca MHUMAEHTa Ha KapToyke MHUMaeHTa
12.5.3. HasHaveHne nHumMaeHTa oTBETCTBEHHbIM {#set_incident_assign}
12.5.3.1. JocTyn K doyHKUMM BbIOOpa OTBETCTBEHHBIX MOfIb30BaTeNnemn
12.5.3.2. HasHauyeHne nHunageHTa OTBETCTBEHHbLIM B CMUCKE UHLIMOEHTOB
12.5.3.3. HazHayeHne OTBETCTBEHHbIX HA KapTOYKe UHUMAEHTA
12.5.4. Co3gaHwue v oTrpaBKka COOBLLEHUS CO CChINKONM Ha MHUMAEHT {#message_create}
12.5.5. PefakTupoBaHue napameTpoB nHuugeHTa {#edit_params}
12.5.5.1. [JlocTyn K oyHKUMM peqakTupoBaHus
12.5.5.2. lNepeyveHb pegakTupyemMbix napaMmeTpoB
12.5.5.3. PegaktupoBaHve napameTpoB MHUMAEHTA
12.5.6. YnaneHve nHuyaexTa
12.5.7. TpynnupoBska nHuupeHTa {#incident_group}
12.5.7.1. 'pynnupoBKa ¢ UCNonb3oBaHWEM KOpPPENsLMi
12.5.7.2. PyuHoe nobasnexue B rpynny {#create_group_manual}
13. Pa6ota c 6a30#1 3HaHU1 TUMNOB UHLUOEHTOB



13.1. O6LwWue gaHHble 0 TMNax UHLUMOEHTOB
13.2. AHanus3 TMNoB UHLNOEHTOB
13.2.1. NpocmMoTp cnucka TMNoB NHUMAEHTOB
13.2.2. lMpocmoTp geTanusaumm Tuna nHumaeHTa. Kaptouka tuna {#type_card}
13.2.2.1. Obuwee onncaHne KapTodKM TUNa MHUMOEHTa
13.2.2.2. brnok cBogHOM nHdopmaumm no Tuny MHUMaeHTa
13.2.2.3. bnok onucaHus
13.2.2.4. brnok pekomeHgaummn
13.2.2.5. Bnok "MHumnaeHTb!"
13.3. YnpaBneHue 6a30oi 3HaHWU TUMOB MHUNOEHTOB
13.3.1. Co3gaHue HOBOrO TuMNa MHUMAEHTA BPyYHYto {#type_incident_create}
13.3.2. PegakTpoBaHue napameTpoB Tuna uHumaeHTa {#edit}
13.3.2.1. JocTyn K oyHKUMM pegakTUpoBaHus
13.3.2.2. lNepe4veHb pegakTupyemMbix napaMmeTpoB
13.3.2.3. [poBeaeHmne pegakTMpoBaHust
13.3.3. CosgaHue v oTnpaBka COOBLLEHNS CO CChINKOWM Ha TN nHumaeHTa {#message}
13.3.4. Co3gaHue Bpy4YHYO MHLUMAEHTA YKa3aHHOro Tuna
14. Pa6oTa ¢ NPOCMOTPLUMKOM COObITUM
14.1. O6wue gaHHble
14.2. lNepBunYHas HacTpoKKa BbiBoAa COObITUIA Ha aKpaH
14.2.1. NpoBegeHne HaCTPONKM
14.2.2. CHpoc, coxpaHeHwue, 3arpy3ka punsTpoB HACTPOMKM NPOCMOTPLLMKA
14.2.3. HacTtpovika 06HOBNEHMS AaHHbIX
14.2.4. OcobeHHOCTH BbIGOpa BpeMeHHOro nHTepeana {#time_interval}
14.2.4.1. bbicTpbIn BbIGOp AaT
14.2.4.2. ToyHasi HACTPOMKa BPEMEHHOIO UHTEPBarna
14.3. AHanu3 cobbITun
14.3.1. HacTtpovika npocMOoTpa BPEMEHHOW Anarpammbl COObITUI
14.3.2. HacTtpovika nonen TabnmnyHoro cnmcka cobbiTum
14.3.2.1. Cnncok cobbITUiA N0 yMONYaHuio
14.3.2.2. [lobaBneHne HOBOro nonsi (napamerpa) B TabrnnyHbIN CIMCOK COBbITUI
14.3.2.3. Yganenue nonsi (napameTtpa) u3 TabrnmyHoro cnmcka cobbiTui
14.3.3. dunbTpaums cnucka cobbiTui
14.3.3.1. Ycnosus counbTpaumm, npumMeHsiemble Ans cnucka cobbltui {#filter_conditions}
14.3.3.2. HacTporika cdounsrpaumm cobbiTuin B CNMCKE MO 3HAYEHUIO MONs
14.3.3.3. CHaTtue cdunstpa
14.3.3.4. MNaHenb ynpaeneHnsi punsTpom
14.3.3.5. Co3gaHue durnbtpa
14.3.3.6. PegaktuposaHue cunstpa
14.3.4. NpocmoTp getanuaaumm cobbiTms
14.3.4.1. JocTyn K geTtanusaumm cobbiTus
14.3.4.2. detanusaumsa cobbiTusa Ha Bknagke "Tabnuua"
14.3.4.3. [leTanusauus cobbiTusi Ha Bknagke "JSON"
14.3.5. Co3sgaHune nHumMaeHTa us codbiTus
15. Pa6ora ¢ akTuBamm
15.1. OBHapyxeH1e aKTMBOB
15.1.1. Co3gaHune akT1BOB U3 pe3yrnbTaToB CKaHepa ysa3BUMOCTEN
15.1.2. Co3gaHune akT1BOB U3 pe3yrbTaToB CETEBOrO ckaHepa
15.1.3. Co3gaHue akTMBOB Bpy4Hyto {#manual_create}
15.1.4. Co3pgaHvie akTMBOB U3 pe3ynsTaTtoB paboTel NpaBun koppenaumm
15.1.5. KoHduryprpoBaHue ctpaternin ngeHTndmkaumm akTueos
15.1.5.1. Co3gaHvie HOBOW NONUTUKN uaeHTudukaumm {#create_policy}
15.1.5.2. PepaktupoBaHue nonutuku naeHtndukauum {#edit_policy}
15.1.5.3. YganeHue nonutukm naeHTunkawmm
15.2. AHanuTuka no aktmeam



15.2.1. duneTpaums akTMBoB
15.2.2. NpocMOTp AaHHbIX N0 aKTUBY
15.2.2.1. CBoaHas uHgpopmauums
15.2.2.2. CootBetctBuMe MO
15.3. Paborta ¢ rpynnamu akTuBoB
15.3.1. CospaHue rpynnbl akTnBoB {#Create_group}
15.3.2. MNpocmoTp nHdopmaLumm Mo rpynne akTMBoB
15.3.3. PegakTtupoBaHue rpynrbl aktusoBs {#edit_group}
15.3.4. BkntoveHne akTMBOB B rpynmny akTMBOB
15.3.5. NcknoyeHne akTMBOB M3 rpynnbl
15.4. AkTyanusaumsi faHHbIX 06 akTmBax
15.4.1. PegaktupoBaHue gaHHbIX N0 akTUBY
15.4.2. Knaccudmkaumsi HoBbIX akTUBOB
15.4.3. O6begnHeHne akTMBOB
15.5. Pabota c ceTeBbIMM UHTEpPhencamm
15.5.1. CBsa3biBaHMe nHTEpdenca ¢ akTMBOM
15.5.2. Co3gaHue ceTeBbIX MHTEPdENCoB BpyyHyto {#create_net}
15.5.3. PepakTupoBaHue ceTeBoro nHTepdeiica {#edit_net}
15.5.4. YpoaneHue ceteBoro uHtepderica
16. Pabota c ceTeBbIM CKaHEPOM U UHBEHTapu3auuen
16.1. MNowck akTMBOB B KOMMNbloTepHo ceTu {#find_hosts}
16.2. Mowck ceTeBbIX CepBUCOB Ha xocTe 6e3 aBTopusauum {#find_services}
16.3. O6Hapy»xeHue MO Ha xocTe ¢ aBTopu3aumei {#collect_soft}
16.4. OBHapyxeHre annapaTHON KOHMUrypaLmm Ha XoCTe C aBTopu3aumen
16.5. HacTponka y4eTHbIX 3anuncer 4ns aBTopu3aumm Ha XocTax
17. HacTpoiKka KOHTPOSS YCTaHOBNEHHOIO NporpaMmMHOro obecneyeHus
17.1. O6wue nonoxeHus
17.2. AHanu3 nporpaMmHoro obecreyeHusi Ha akTueax {#active_software_analyse}
17.2.1. NpocmoTp getanu3aumm no 3anmcy nporpammMHoro obecneveHumst
17.2.2. NpocMOTp UHopMauumn No akTmeam
17.2.3. PegaktupoBaHme gaHHbIX NporpamMmmHoro obecneyeHms
17.2.4. Ynanenue 3anucu o MO n3 cnucka
17.3. HasHaveHve nonutukm nposepku cootsetctaus MO rpynne akTnsos
17.4. 3anyck npouecca npoeepku cootsetcTBus {#software_check_run}
17.5. AHanua pesynstaTtoB npoBepok cootBeTcTBUsA MO {#check_result_analyse}
17.5.1. NpocMOTp CBOAHbLIX pe3ynsTaToB NPoBepok cooTBeTcTBus MO
17.5.2. NpocmoTp pe3ynsTaToB NPOBEPOK COOTBETCTBUSA MO rpynne akTMBOB
17.6. YnpaBneHve nonutukamu npoeepku cootsetcTeus MO {#software_politics}
17.6.1. NpocMOTp TeKyLlero cnmcka nonmTuk
17.6.2. Co3gaHne HOBOW MONMUTUKMA
17.6.3. PegaktupoBaHue napameTpoB NOMUTUKN
17.6.4. YoaneHue nonnTuKN U3 TEKyLLEero cnmcka
17.7. Ynpaenenue npasunamu {#rules_control}
17.7.1. NpocMOTp TeKkyLero crnvcka npaswun
17.7.2. Co3gaHune HOBOro npasuna
17.7.3. PegaktupoBaHue gaHHbIX npaBunia
17.7.4. YoaneHue npasuna 13 TeKyLLero cnmcka
18. NHTerpaumsa co ckaHepamm ysi3aBUMOCTeN
18.1. 3arpyska pe3ynsraTtoB CkaHUpoBaHus {#scan_create}
18.2. MpocmoTp pesynsratoB ckaHMpoBaHua {#scan_view}
19. Pa6ora c otyeTamu
19.1. O6wue gaHHbIe 06 oTyeTax
19.2. lNMpocmoTp oT4eTOB
19.2.1. BblBOg, OT4ETa Ha 3KpaH

19.2.2. HacTpolika BpeMeHHOro nHTepBana ans oryera {#set_time_report}



19.2.3. Hactpoiika o6HOBNeHNs faHHbIx oTyeTa {#set_dataupdate_report}
19.2.4. Hactporika otyeTa Ansa nevatu {#set_print_report}
19.2.5. HagHa4eHue 1 onMcaHne npeaycTaHOBMEHHbIX OTYETOB
19.3. YnpaBneHue ot4etamu
19.3.1. 3akpenneHue otyeTa Ha paboyem cTone
19.3.2. ybnmpoBaHue otyeTa
19.3.3. Co3gaHune HoBOro otyeTta
19.3.4. PegaktupoBaHue otyeTa
19.3.5. YnoaneHue ot4yeTa
19.4. YnpasneHvie BugxeTtamu {#vidgets}
19.4.1. Jo6aeneHue HoBoro Bumketa {#add_vidget}
19.4.2. \ameHeHMe NonoXeHus Buaxeta B oT4yeTe
19.4.3. 'ameHeHMe pa3mepoB BUIKETA B OTHETE
19.4.4. PepakTvpoBaHue napameTpoB CYLLECTBYIOLLEro BUAKeTa
19.4.5. YnaneHve Buoxeta
19.4.6. Tvnbl BUAXETOB
19.4.6.1. NepeveHb TUMNOB BUOKETOB
19.4.6.2. YucneHHoe 3HayeHne
19.4.6.3. KpyroBas gnarpamma
19.4.6.4. Ctonbyatas gnarpamma
19.4.6.5. Tabnuua
19.4.6.6. 3aronosok
19.5. Co3pnaHve BMOKETOB HA OCHOBE COXpaHeHHbIX dounbsTpos/3anpocos. [MpoBanaepsl {#vidgets_providers}
19.5.1. Nposangepsl. ObLiee onucaHne
19.5.2. lobaBneHwe B oT4eT HoBOro Buaxeta {#add_vidget_report}
20. Pa6oTa ¢ npaBunamu koppensaumu
20.1. NpenycTaHoBneHHbIe NpaBuna koppensauun. PagpaboTtka npasun koppensuum
20.2. YnpaBneHue npasunamu koppensauum {#rules}
20.2.1. MNapameTpbl NpaBuia Koppensumm
20.2.2. Co3gaHue npasuna koppensaumum
20.2.3. PegakTnpoBaHue npasuna KoppensiLmm
20.2.3.1. ®opmumpoBaHme TeCTOBOro Habopa AaHHbIX
20.2.3.2. dunbTpbl AaHHbIX
20.2.3.3. Makpocsbl (BOCTYMHbI TOMNBKO ANsi NpaBuil C UCMOSIb30BaHNEM CKPUMTOBOrO A3blka Lua)
20.2.3.4. PegakTtupoBaHue npasua Ha OCHOBE CKpUMNTOBOrO sidblka Lua
20.2.3.5. PegaktupoBaHue npasuna Koppensuum ¢ NOMOLLbI0 KOHCTPYKTOpa
20.2.3.5.1. bnok HacTpolku anepta
20.2.3.5.2. Briok rpynnmMpoBku
20.2.3.5.3. briok gencteumn
20.2.3.5.4. briok KOHCTPYKTOpa YCrOBUI
20.3. YnpaBneHue TabnuyHbiMu cnuckamm {#rvs}
20.3.1. Co3gaHue HoBOro TabnmMyHoro crnmcka
20.3.2. YnpaBrneHue TabrmyHbIM ClMCKOM
20.4. YnpaeneHue cunstpamu notoka cobbituii {#flowfilters}
20.5. YnpaBneHue makpocamu {#flowmacros}
20.6. PeTpocnektuBHas koppensuus {#retro_correlator}
21. Pa6oTa ¢ coo6eHuamm
21.1. O6wue paHHble 06 ncnonb3yembix Ha Mnatdopme Pagap coobLieHnsax
21.2. OocTtyn k cnvcky coobLueHni
21.3. MpocmoTp fetanei coobleHns {#message_details}
21.3.0.1. MpocmoTp TekcTa coobLueHns
21.3.0.2. MpocMOTp AONOMHUTENbHOW KOHTEKCTHOWM MHAOpMaLumm
21.4. Co3paHuve n otnpaska coobLeHunn {#create_message}
21.4.1. OtnpaBka coobLyeHns 6e3 KOHTEKCTHOM UHpopmaumm {#message_send_nocontext}
21.4.2. OTnpaBka COOBLLEHMNI C KOHTEKCTOM (CCbINKOM Ha OOBEKT)



22. HKLKK

22.1. Obwas nHpopmauus

22.2. Hactpoika nHrerpauum
22.2.1. Hactporika conocTtaBneHnsi JaHHbIX
22.2.2. API koHCTpyKTOP
22.2.3. Hactpownka rpynnbl akTuBOB

22.3. Nepepava npoucwecteuii B FocCOMKA
22.3.1. Bblbop nHumMaeHTa ang oTnpasku

22.3.2. YnpaBneHve NpovCLUECTBUAMY Ha OTNPaBKy

1. ABTOpU3aUunA

1.1. AyTeHTpmnkauusa nonb3oBaTtens

Mo ymonuanuio nHTepdeiic nonb3osatens goctyneH no URL: https://<appec cepeepa>.

Ecnu nonb3oBaTtenb He Gbin aBTOpM30BaH, TO NPW OTKPbITUKN MHTepderica MnaTtdopmbl Pagap Ha
3KpaHe

oTobpasunTcsa okHO ayTeHTudukaumm Mnardgopmbl Pagap (cm. pucyHok 1).

w MAHFEO
’ PAJAP

Bxog

Vima nonb3osatens uav E-mail

Napons

PucyHok 1 - OkHo ayTeHTMdukaumm Nnatdopmbl Pagap

Mocne ycnelwHomn ayTeHTUdMKaLmMm Nornb3oBaTenst Ha 3KpaHe OTKPoeTcs pabounin cTon

nonb3oBaTenbckoro nHTepdenca Mnardopmebl Pagap (cm. pasgen "OCHOBHLIE 3NEMEHTHI

nHtepdenca. Pabouui cton').

Mpu nepeon ayteHTudmkaumm NMnardopma Pagap moxeT notpeboBaTh OT NoNb3oBaTENsA CMEHUTL
naporib (CM. PUCYHOK 2).
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O6HOBIEH Ve Maposis

A Bam Heo6x0AMMO M3MEHUTL Naposb, YTO6bI aKTUBMPOBATL

Baluy y4eTHyo 3anuceb.

HoBbIi naponb

MoarBepxaeHwe napons

MoaTBEepAUTL

PucyHok 2 - ®opma BBOAa HOBOro napons

Ecnu npv BBOAE NornHa v napons 6einmn gonyuieHsl owmnbku, To Mnatdgdopma Pagap suigact
COOTBETCTBYIOLLIEe npeaynpexaeHme (CM. pUcyHok 3).

® HEI'IpaBMJ'IbHOE MM#A NMOSIb30BATENA UKW NapOofb.

PucyHok 3 - YBegomneHume 06 owmbkax asTopmsaumm

2. OCHOBHbI€E 3r1IeMeHTbl UHTepdenca.
Pabouun cton

Mpu Bxode nonb3oBaTens B rpadnyeckmin nonb3oBatensckuin HTepdenc NMnardopmebl Pagap

OTKpbIBaeTcHa pabounii CTomn nonb3oBaTens (CM. PUCYHOK 4).
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] T ® .

@ PaSounii cron Pabouwii cton

2019-09-01 00:00:00 ~ 2022-10-30 00:00:00 i

BCETO MPABWN CPABATBIBAHWA BCEFO AKTWBHBIX KONN-BO KO/-BO MHLWAEHTOB COBBITUIA BCEFO CPEAHWIA
KOPPENALMM NPABW KOPPEAALIMK NPABW/ KOPPENALLMM AKTUBOB 295 EPS

1 1 1 4 100

Mo crarycam VHUMACHTEI MO KaTeropuw =

o ) § 8 3 & & \

& & o $

MnaTtdopma Pagap nogaoepxuBaet pa3Hble YacoBble nosica. [1na otobpaxkeHns nHpopmaumy,

@ Hosbiii 290 @ 3akpsiT 4

Mo Tuny Kateropum n BaxHOCT Mo nerounnicy

PucyHok 4 - Pabounii cton nonb3oBaTtenbckoro nHtepdgenca Mnartdgopmbl Papgap

3aBMCALLEN OT BPEMEHU, YUMTLIBAETCA NOKanbHOe BPEeMs 1 4acoBov Mosic paboTatoLLero oneparopa.

2.1. MeHro ynpaBsneHus Nnarcgpopmon Pagap

Ha BepxHeln naHenu nHTepdgenca pacnonaratoTca criefyoLlmne arieMeHTbl:

e [IukTorpamma ans cKpblTUSA/pa3BopadmBaHnst OCHOBHOro meHto Mnatdopmbl Pagap - B
CBEPHYTOM Buae 0TobpaxarloTCcs TOMbKO NUKTOrpamMmmbl MEHIO, B Pa3BEPHYTOM - MUKTOrpaMMbl U
Haznucu.

e  dyHKUMSA NoUcKa - CTaHZapTHOE Mosie BBoAa MOMCKOBOIO 3anpoca (CM. pUCyHOK 4).

e [lykTOrpaMmMa Bo3BpaTa Ha NpeablayLLyo CTpaHuLy - .

e [lukTorpamma npodouns Nonb3oBaTens ¢ MHANKaUMen Hann4msi HoBbIX COOBLLEHWI - m

. Mpu HaxkaTuK Ha MMKTOrpaMMy OTKPbIBAETCA MeH0 paboTbl C NpoduUnemM nomnbL3oBaTerns.
MoapoGHoe onvcaHve paboTbl ¢ NpoduIiem norb3oBaTerns NpMBeaeHo B pasaerne

"Nonb3oBaTenbCKMe HACTPOWKK".

CneBa pacnonaraetcs ocHoBHoe MeHto MnaTtdopmbl Pagap, KOTOpoe MOXET HAXOAUTLCS B
CBEPHYTOM WM Pa3BEPHYTOM COCTOSIHUMN.

OcHoBHoe meHio MnaTtdopmbl Pagap conepxut Tpu pasgena:

e "Pabounn cton";
e "lleHTp ynpaBneHus".
e "AgMuHUCTpUpOBaHue".

Paspen "Pabouui cton" - rmaBHas ctpanuua Mnatdopmbl Pagap ¢ BbIOpaHHbIM OTHYETOM ANS
nybnukaumnm BUOKETOB.

Pasgen "LleHTp ynpaBneHusa" cooepXxuT cnegyrolime nogpasgerns:

e "TlpocmoTp cobbITMn" - npocMoTpa cobbITin MHPOPMaLIMOHHON 6e30MacHOCTY;
e "VIHUMAeHTbl" - ynpaBneHme nHungeHTamu;

e "AKTMBbI" - ynpaBneHne aktmeamun 1 rpynnamm akTMBOB;


af://n23
http://docs.pangeoradar.ru/user/ui_prof_user

e "OueHka cootBeTcTBUA 10" - KOHPUrYpUPOBaHME NPaBU KOHTPONSA
COOTBETCTBUS YCTAHOBIIEHHOIO NPOrPamMMHOro obecneveHnst pasnnuyHbIM
nonuTukam;

e "OTyeTbl" - ynpaBneHne OTYETHOCTLIO U BUAXKeTamm paboyero ctona;

e "Koppendatop" - ynpasneHue npasunamMmu Koppensmu;

e '"[MapameTpbl" - ynpaBneHne HacTporikamu.
Pasgen "AGMUHUCTPUpPOBaHUE" COOEPXUT CneayoLwwmi NyHKTbI:

e '"[lonb3oBartenu u npaea" - yrnpasrieHne nonb3oBaTenamuy;

e "Knacrtep" - ynpaeneHue lNMnatdopmon Papap;

e "/cTOYHMKU" - yNpaBneHne NoaKMYEHNEM NCTOYHUKOB COBbITUIA;

e "MOHUTOPUHI" - NPOCMOTP METPUK PaBOTOCNOCOBHOCTN KOMMOHEHTOB
Mnardopmbl Pagap;

e "PenyTauUnoHHble CNNCKN" - yNpaBrneHne CNnckamm MHanKaTopos
KoMnpomeTauuy;

e "Basa 3HaHuI" - ynpaBneHue 6a301n 3HaHWI NO TUNam UHLMOEHTOB U

npaewuiam Koppensiumu.

2.2. Pabouun cton

HenocpencteeHHO Ha paboyeM nore pacnonaraeTcs akTyanbHas MHdopmaums (CM. pucyHok 4)
pasHbIX TUMOB U pa3HbIX CNOCOBOB NpeacTaBneHUs!, CKOMMOHOBAHHASA MO NPUHLMNY NPUBOPHON JOCKN
(mawboppaa). NHdopmaums npeaocTaBnsaeTcs 3a Nepnos BpeMeHU, KOTOPbIA YyCTaHaBNMBAETCSH B
crneuvanbHOM More B BepxHel YyacTu paboyero ctona.

[ns yctaHoBKM Nepuopa otobpaxkeHns nHopMaLmnmn KIMKHUTE B NMore YCTaHOBKM Nepuopa u ¢
NMOMOLLIbIO KaneHaapsi 3agante HeobXoaMMbI Nepuon BPEMEHM.

Psimom pacnonaraetcs cnncok Bbibopa nHTepeana obHoBneHns npnubopHor naHenu paboyero crtona:

® BpY4YHYLO
e 5¢c

e 15¢c

e 30c

e 60c

C NOMOLLbH VKOHKM MOXXHO B ft06011 MOMEHT 0GHOBUTL MHGOPMALIMIO Ha NPUGOPHOI NaHenu

pabouyero ctona. Npu ycTaHOBNEHHOM py4YHOM OBHOBMEHMM NPUBOPHON NaHenNn nkoHka byaeT ceporo
LBeTa, MpY aBTOMAaTUYECKOM - 3EIIEHOTO.

MpubopHasa naHenb paboyvero cTona CoaepXuT creayoLmne Brokn AaHHbIX:

® aunarpamMma pacnpefeneHust UHLMOEHTOB Mo cTaTycam;

® rpaduk pacnpeneneHust UHLUMOEHTOB MO KaTeropusim;

e Tabnuua pacnpeneneHunst UHUUOEHTOB MO TUMY KaTEropun U BaXKHOCTK;

e Tabnuua pacnpeaeneHns MHUUOEHTOB MO UCTOYHMKY;

e Tabnuua pacnpeneneHunst MHUUAEHTOB MO YPOBHIO OMaCHOCTMU.

e B BepxHel YacTu npnubopHo NaHenn otTobpaxarTcsa AaHHbIE MO CNeayLMM NapaMeTpaMm:
e ''Bcero npasun koppensuymmn';

o "cpabaTbiBaHMe NpaBun koppensaumMmn'” 3a ykasaHHbIN Nepuos BpeMeHY;
o "BCero akTMBHbIX NpaBusl koppenauun';
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o "KONnmM4ecTBO aKTMBOB";

0 "KONnM4ecTBO MHLNOEHTOB";
o "cobbITuK BCero" ;

o "cpegHum EPS";

3. MNonb3oBaTeribCKNe HaCTPOUKHU

3.1. MeHo npodunsa nonb3oBartens

Ha BepxHel naHenu uHtepdgenca B npaBoM yriy pacnonaraercs nMkTorpaMmma npouns

nonb3oBaTensi ¢ HOUKALNEA HanNMYns HOBbIX COOBLLEHNI - m

Mpw HaXxaTun Ha NUKTOrpamMmy OTKPbIBAETCA MeHI0 paboTbl ¢ npodunemM nosnb3oBaTens, KoTopoe
COAEPXUT criefytoLLme NyHKTbl (CM. pUCYHOK 5):

e "CoobweHus" -- NpoOCMOTpP CMUCKOB COOBLLIEHNI NONb30BaTeNs, Co30aHne 1 oTnpaBka HOBOrO
coobueHus. NoapobHee onncaHo B pasgene "CoobuweHus"

e "Tpodunb" -- OCTYN K HAacTporikam npocuns.

e "BbIMTU U3 cucTeMbl" -- 3aBepLUEHME TEKYLLIETo ceaHca paboTbl.

CooBweHma

MNpodwne

BLIATHA M2 CUCTEMB

PucyHok 5 - MeHro paboTbl ¢ npodmnem nonb3oBaTerns

3.2. Mpodcunb - CoobieHus {#messages}

3.2.1. OcHOBHbIe 3IneMeHTbl noapasaena "CoobweHuna™

Pasnen "CoobLeHuna" npegHasHadeH Ansi NPOCMOTP CMUCKOB COOBLLEHWNI NONb30BaTeNs, Co30aHns 1

OTnpaBka HOBbIX COOBLLIEHWIA.
B pabouer obnactn otobpakatoTcs cregyowime aneMeHTbl (CM. pUCYHOK 6):
® Tabrun4yHble CNNCKN COOBLLIEHNI NOMb30BaTeNs crneayrLmnx TMNoB (CM. PUCYHOK 6):

e "HenpouuTaHHble cooOLeHus";

o "Mpo4nTaHHble coobLwWweHus";

o "OTnpaBrieHHble coobLweHus".
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e Habop unbTpoB AN nomcka coobLLEHMI B CMIMCKAX - KHOMKa .

e  dyHKUMSA co30aHusA HOBOro coobLeHust -- kHonka "Hanucatb" .
e  DyHKUMS cMeHbl cTaTyca lNpounTtaHHoe Bce/ HenpounTaHHoe Bee:
e kHonka "OTMeTUTb NPOYMTAHHbIM BCE" OIS CnM1cKa HENPOYMTAHHBLIX COODLLEHUIA;

o kHorka "OTMeTUTb HenpPo4YUTaHHbIM BCE" NS CrMcKa NPOYUTaHHbIX COOBLLEHWIA.

CoobuieHuna
v
MpounTaHHble
Otmnpasnentble

oT Koro TEMA VHUMAEHT ™n AKTVB DATA
writer Mposepka AocTyna k cepsepy FIN7S 2021-08-19 16:0128
writer recr 1 2021-08-10 13:46:54

witer Tectuposane FINT8 2021-08-10 13:43:23

PucyHok 6 - CoobLeHuns nonb3oBaTens

3.2.2. Cnucku coobweHnn. NMapameTpbl CNUCKOB

Cnmncok coobLeHnin npeacTaBneH B Buae 1abnuubl ¢ Nonsamu:

e [lone "OT Koro" - umsa otnpasutens B Mnatcopme Pagap.

e [lone "Tema" - TeMa coObLLEHNS: aKTUBHAs CCbIfIKa MO KOTOPOM OTKPbIBAETCS TEKCT COOBLLIEHNS.

e [lone "MHumMaeHT" - Ha3BaHWe NHUNOEHTA: aKTUBHAS CCbISIKa No KOTOPOKM OTKPbIBAETCS CTpaHuua
C JaHHbIMU MHUMAOEHTA.

e [lone "Tun" - TN MHUMAEHTA: aKTUBHAZA CCbIflka NO KOTOPOW OTKPbIBAETCS CTpaHuLua C onMcaHnem
TMNa HUMAEHTA.

e [lone "AKTUB" - aKTMB Ha KOTOPOM MPOU3OLLEN UHLUMOEHT: aKTUBHAsA CCbIfka No KOTOPOW
OTKpbIBaeTCHA CTpaHuLa C AaHHbIMU aKTUBa.

e [lone "Odata" - gata nony4eHns coobLLEHMS NN OMOBELLEHNS.

3.2.3. HacTtpanBaembie (hnbTpbl CINCKOB COOOLLEHMN

Mpu HaXxxaTUKM Ha KHOMKY OTKpbIBaeTCst 06nacTb PUNLTPOB AN CIUCKOB COOBLLEHNIA, KOTOpast

BKItoyaeT B cebs cneaytowme ounstphbl;

e ®unbTp € nonem ans cBOO6OAHOrO TEKCTOBOrO BBOAA, ULLET BXOXAEHWE MCKOMOW dopasbl B Nnose
"Tema".

e OunbLTP NO aKTMBaAM - PaCKPbIBAKOLMNCS CNNCOK, COOEPXKUT TEKYLLUN NepevyeHb akTUBOB.

e dunbTP NO CTaTycy UHUMAEHTA - PaCKPbIBaOLLMIACS CIUCOK C BO3MOXHbBIMW 3HAYEeHUAMU cTaTyca
WHUMAOEHTA.

3.2.4. NMpocmoTp geTtanen coodweHus

[ns npocMmoTpa coobLLeHMs KNMKHUTE Mo TeMe cooblleHus B none "Tema". OTkpoeTcs popma

npocMoTpa coobLLeHNS.

Bonee nogpobHoe onncaHne paboTbl C CO0OLEHNsIMY NPUBEAEHO B pasaerne "Paboma c
coobuweHusamu. [Tpocmomp demanet coobujeHus".
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3.2.5. Co3pgaHue U oTnpaBKa HOBOro coooLweHus

Mpu HaxxaTMn Ha kHoMKy "HanucaTtb" oTkpoeTcs hopMa CO34aHNs 1 OTNPaBKM HOBOTO COOBLLEHNS.

MoapobHoe onvcaHne Co3aaHnsa U OTNpaBKKM HOBOTO COOGLLIEHNSA NPUBEAEHO B OTAEMNbLHOM pasaene

"Paboma ¢ coobuieHusmu. Co3daHue u ommnpaska coobueHus".

3.3. NMpodcunb - HacTtponka onoBeLeHUN

3.3.1. OcHOBHbIe 3neMeHTbl Nnogpasaena

B pasgene "Mpodunb" otobpaxaeTtcs (CM. pUCyHOK 7):

e QO6nacTb "HacTpoiika onoBeleHnin" - HAaCTPOKN PEXMMOB OTMPABKN OMOBELLIEHNN.

e O6nacTb "Mounck no uctopmmn oencTBU" B COCTaBe:

® TaAOMWYHBIN CNINCOK AEACTBUI NONb30BaTENNSs, NOBMNEKLUNX 32 COOON N3MEHEHUS B CUCTEME - fanee

ncTopust 4enCTBU NONb30BaTens;

o  uUNbTPbI A48 NOMCKa ENCTBUIA B UCTOPUN - KHOMKa ;

© (pyHKUMSA MpocMOTpa AeTanen eNcTBUiA Nonb3oBaTens - KHornku "MokasaTk

getanu"/"CKpbITb getanu';

O (hyHKLMS BbIrPYy3KM AaHHbIX MO AENCTBUAM NONb30BaTens - kHomnka "Bbirpy3nts CSV".

e KHorka "lMepenTun K HacTponkam npocuna’ - hyHKUMS nepexona K HacTponkam npoduns

nornb3oBartern4.

Mpodunb nonbsosatens

Hactpoliku onoselyeHnit

YBEAOMASTS NP M3MEHEHUAX MHLACHTOB
YBeAOMAATL MPU N3MEHEHUSAX aKTNBOB
YBeZIOMAATS NpY cPaBaTLIBaHUH NPaBIA KOPPENALMM

Mownck no uctopumn AeincTemii

[ [ e [ o [

DATA

2021-08-20
13:08:48

2021-08-20
12:43:26

2021-08-18
211797

CEPBUC MONb3OBATE/Nb  JEACTBUE

PMLL  Writer R (writer) ~ /lo6asnerivie

PML  Writer R (writer) ~ o6asnenne

PMLL  Writer R (writer) Pegaktuposatue

CYWHOCTh

Mpasuno oueHkn
coorsercrans MO

Mpasuno ouekky

cootsetctena MO

PucyHok 7 - PaboTa ¢ onoBeLyeHusmm

ID CYWHOCTN

18

1D CBA3AHHOMN
CYWHOCTN

3.3.2. HacTtpouka pexxuMmoB onoBeLeHUsA

Tepeii k HacTpoiikam npodwis

CUCTEMHOE
MEACTBME  AETANM

x
x
x

Monb3oBaTenb MOXeT nonyyats ot MnaTtdopmbl Pagap onoseLleHns npu peructpauum B

Mnatdopme Pagap cnenyoLmx coobITuii:

® lI3meHeHune cTaTyca MHUMAEHTa - AN 9TOro ycTaHoBUTE (priaXkok B none "YBeaoMnAaTb npu

N3MEHEeHUAX UHUNOEHTOB".

® llameHeHune CTatyCa aKkTuMBa - A1 3Toro ycraHosute d)namox B none "YBegoMnAaTb npu

N3MEHEeHNsAX akTUBOB".

e (CpabaTtbiBaHve npaBuni KOPPENALUK - 4is 3TOro ycTaHoBuTe hriaxkok B none "YBeaoMnaTb Npu

cpabaTtbiBaHMM NpaBun Koppensauuu'.

[ns coxpaHeHUs yKazaHHbIX HACTPOEK OMOBELLEHWI HAXMUTE Ha KHOMKY "CoxpaHuTb".
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3.3.3. UcTtopusa gencreuun nonb3oBartens. MapameTpbl cnucka

VcTopusa gencTemii nonb3oBaTensi, MOBNEKWNX 3a cobor M3MEHEHNs B cUCTeMe, NpeacTaBneHa B BUaAe
Tabnu4HOro cnmucka AenCcTBUIN NOMb30BaTENS CO CriegyWwnmMm napaMmeTpamu:

e [lone "OaTa" - gaTta 1 BpeMsi COBEPLUEHUSA AENCTBUS;

e [lone "CepBUC" - cEPBUC, HA aKTMBaX KOTOPOro ObINO COBEPLUEHO AENCTBME NONb30BaTeNneMm;

e [lone "Monb3oBaTenb" - NOMb30BaTelb, COBEPLUMBLLUIN OENACTBME (Brnageney npoduns);

e [lone "dewncTBUe" - TN OEACTBUS NONb30OBaTENSs;

e [lone "CywHoCTb" - KpaTkas xapakTepucTvka AenNCTBuUS;

e [Tone "ID cywHocTn" - naeHtudukartop aencteus B Nnarcdopme Pagap;

e [lone "ID cBA3aHHOM CYLWHOCTU" - UOEHTUAUKATOP CBA3AHHOW C AaHHbIM ENCTBUEM CYLLHOCTH
(ecnu ecTb);

e [lone "CucrtemHoe gencTBue" - OTBET CUCTEMbI HA AIENCTBME NOSb3oBaTens (eCrnm ecTb);

e [lone "Oetann" () - oyHKUMA npocMoTpa "ChipbiX" AaHHbIX 4ENCTBUA: KHOMKA.

3.3.4. HacTtpanBaemble hnnbTpbl MOMCKA NO UCTOPUUN AENCTBUMN

Mpu HaxKaTUK Ha KHOTIKY non(poemﬂ obnacTb UNLTPOB ANS UCTOPUM AEVCTBUIA, KOTOpasi BKIOYaeT
B cebs cnenyoLmne gunbTpbI:
e OunbTp No 3aaaHHOMY BpeMeHHOMY MHTepBarly - BbIBOA Ha 3KpaH crincka AeicTBuR,
COBEPLUEHHBIX 33 YKa3aHHbIV MPOMEXKYTOK BPEMEHMU.

e QunbTp NO CEPBUCY, HA KOTOPOM MPOM3OLLITIO AENCTBUE - PACKPbIBAIOLLMIACS CMUCOK, COAEPXKUT
TEKYLMN NnepevyeHb CEPBUCOB.

3.3.5. MpocmoTp aeTannsauuu 4eMcTBUN NONb3oBaTens

[nsa npocmoTpa getanu3auun enNCTBUS KNMKHUTE Ha NUKTOrpammy B CTPOKE MHTEpEeCYIoLLEero
aencTteus. HenocpecTBEHHO B CTPOKE OTKPOKOTCS "Chipble" AaHHble AeUCTBMSA (CM. pucyHok 8). [ng

CBOpaynBaHNA OKHa C "CbIpbIMU" AAHHBIMW HAXXMUTE Ha NUKTOrpamMmmy =

Mpun HaxaTum Ha kHorkKy "lMoka3aTb getanu" "cbipble" AaHHble ByayT OTKPbITbl O4HOBPEMEHHO 4115
BCEX AEeNCTBUIN B UICTOPUM NOMb30BaTENS.

Mpw HaxaTum Ha KHOMKY "CKpbITb AeTanun” OyayT CKPbITbl BCE OTKPbITbIE HA TEKYLLMIA MOMEHT
"Ccblpble"gaHHble.

Mowck no uctopum aeictenii
=1
1D CBA3AHHOW CUCTEMHOE
AATA CEPBUC NOJIb3OBATE/Nb LEACTBUE CYWHOCTb 1D CywHoCTH CyWwHoCcTH! LENCTBUE AETANN
2021-08-20 Mpasuno oLk cooTsercram
s0p4s PMU WriterR (writer)  AoGasnene o 18 Her x
2021-08-20 Mpaswno oLk cooTsercram
124396 PML  Writer R (writer)  floGasnetine o 17 Her X (_ﬂ \

14

2 "rule_set": {

3 "name": "Test @3",
4~ "rule_ids": [

5 16

6 )|

7

“create_service_asset_fin
dings": true

2021-08-18 . ) Ha6op npaswn ouerkn
i PMLL  Writer R (writer) Peaaxvposarme e 6 Her x

9 "id": 6

10
2021-08-18 ) Ha6op npaeun oLeHkn j
PML,  Writer R (writer)  Yaanemme 5 Her x
21:05:39 coorsercrems MO

2021-08-18

Habop npasw ouenku
PMLL  Writer R (writer)  /loasnerute (IEEERICT
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PucyHok 8 - [leTanusauunsa 4encTBms nNonb3oBarens

3.4. NMNpocunb - Hactponka npocdunsa

3.4.1. OcCHOBHbI€ 31IeMeHTbI noapasaena

[nsa nonyyeHns goctyna K AaHHbIM nonb3oBaTens B pasgene "Mpodunb" HaxMUTE Ha KHOMKY
"TMepenTu K HacTponkam npoduns". OTKPoeTCA pasaen, KOTOpbIA COOAEpPXUT CPEACTBa NPOCMOTpa U

penakTMpoBaHUsSt AaHHbIX Nonb3oBaTens (CM. pUCYHoK 9).
Paspgen coctonT 13 crieayroLwmx noapasaeros:

e "YyeTHasa 3anucb" - cTaHAAPTHbIN ANA NONb30BaTENbCKUX MHTEPGENCOB nogpasaern,
npeaHasHa4vyeHHbI ANs pefakTMpoBaHUSA UMeHU, haMunmm 1 3reKTPOHHOW NOYThl Nofb3oBaTens.

e '"Taponb" - cTaHgapTHbBIV AN NOMb30BaTENbCKUX MHTEPKENCOB NoApasaern, npeaHasHaYeHHbINn
ONs CMeHbl TEKYLLIEro naposns nonb3oBartens.

e "AyteHTUdmkaTop" - nogpasgen npegHasHadeH Ans nonyvyeHus koga ayteHTudukaumm.

e "Ceccuun'" - nogpasaen npeaHasHadyeH ans npocMoTpa NepeYHs 1 napameTpoB TEKYLLMX CECCUN
nornb3oBaTens, a Takke Ang BbIXo4a U3 CeCCUMN.

e "TlpunoxeHuna" - nogpasgen npegHasHavyeH ansg npocmMoTpa NnepeyHs n napameTpoB

npunoxexui Mnatdopmbl Pagap, K KOTOpbIM MUMeET AOCTYM Nosib3oBaTeNb.

NAHIFEO
PALOAP Pycckwid v BepHyTbcs B Mnathopmy Beixop,

ViaMeHeHWe yl'IeTHOM 3anicn *

YueTHas 3anuck P

Maponb

AyTeHTUMKaTOp Wma writer
nonbsoBarens

Ceccnn
*

E-mail WWEWW.WW

MpunoxeHws

*

Wma VBeaHoB

XypHan

*
damunug ‘ Testf |

OTMeHa | [ GERT S

PucyHok 9 - aHHble nonb3oBatens. [Nogpasgen "YyetHas 3anuck”

3.4.2. HacTtpouka goctyna yepes MOOUNbLHOE NpUnoXxeHune

Mogpasgen "AyTeHTUduUKaTop" COO4EPXKUT MNOLLATOBYIO MHCTPYKLMIO OS5 HACTPOMKK JOCTYna K
MnaTtdopme Pagap ¢ MOGUNBbHBLIX YCTPONCTB Yepe3 0O4HO U3 CEeAYOLWMX MOBUbHBIX MPUMOXEHWI
ayTeHTuukaumm (cMm. pucyHok 10):

e FreeOTP - MOOMNbHOE NpUnoXxeHne Ansa AByxaKTOPHON ayTeHTUMUKALMM A1 CUCTEM,
MCMOnb3YHLLMX MPOTOKOSbI OAHOPAa30BbLIX Naporen ¢ nogaepxkon Android (3.0 unu Gonee
nosgHen sepcum) 1 i0S (7 nnu Gonee no3gHen Bepcun);

e Google Authenticator - MobunbHOe NpUNoXeHWe Ans CO34aHUst KOLOB ABYX3TarnHow
ayTeHTudmkaumm nomoLbio Time-based One-time Password Algorithm (TOTP) n HMAC-based
One-time Password Algorithm (HOTP) .
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AyTeHTMdVIKaTOP

YueTHas 3anuncb

* ObsasaTtenbHble

nons

MNaponb
AyTeHTUMKaTOP > 1. YcraHosuTe <a href="https://freeotp.github.io/" target="_blank">FreeOTP</a> unu Google Authenticator. O6a npunoxeHus
AocTynHbl Ha <a href="https://play.google.com">Google Play</a> 1 B Apple App Store.
Ceccun
ClFreeOTP)
Mpunoxexus
P! BlGoogle Authenticatol

2. OTKpoliTe NpUNOXeHVe 1 NPOCKaHNpyiiTe 6apkog, 60 BBeAUTE K/HOY.

Unable to scan?

3. BBeAUTe 04HOPa30BbIi KOA, BblAAHHBIA MPUNOXEHUEM, U HAXMUTE COXPAHWUTL ANS 3aBePLUEHUS YCTAaHOBKU.

Provide a Device Name to help you manage your OTP devices.

-
0OpHopasoBbIii

KOA

Device Name

OTmeHa CoxpaHuTtb

PucyHok 10 - Hactponka goctyna k NMnatdopme Papap ¢ MOBUNbHBLIX YCTPOMUCTB

3.4.3. YnpaBneHune ceccusimum nosib3oBartens

Moppasgen "Ceccun' npegHasHayeH ans:

® MPOCMOTPA NepPeyHst TEKYLLIMX CECCUI MOMb30BaTeNSs U CrieayoLLmMX napaMmeTpoB CECCUM (CM.

puycyHok 11):
e |P-ip-agpec aktuBa;

O [aTta v Bpemsi Hayana ceccuu;

o [aTa v Bpemsi NocreaHero AocTyna;

O [aTa v Bpewms, Korfa Ceccusi UCTEKaeT;
O KIMUEHTHI.

e 115 BblIXxo4a U3 ceccuii - kHomnka "BbIATK U3 Bcex ceccumn'.

Ceccumn
YyeTHas 3anucb
I'Iaponb P Hauata MocneaHuin goctyn
185.228.112.134 Aug 23, 2021, 7:56:57 AM Aug 23,2021, 1:57:47 PM
AyTeHTUdUKaTOp
Ceccunm >
BhbIiiT 13 Beex ceccuii
MpyinoxeHusa

PucyHok 11 - Ceccun nonb3oBarens

3.4.4. NpunoxeHuns

Wcrekaet KnueHTbl

Aug 23, 2021, 5:56:57 PM radar-ui
account

Moapasgen "MpunoxeHus" npegHasHayeH Ans NpocMOTPa NepeyHst U napameTpoB NMPUIOXKEeHUI

MnaTtdopmbl Pagap, K KOTOpbIM NONb3oBaTeNb UMEET A4OCTYN (CM. PUCYHOK 12).

KrnvKHUTE No Ha3BaHUIO MPUOXEHUS AN Nepexofa HEMocpeacTBEHHO Ha CTPaHULYy yka3aHHOToO

npuNoXeHna ana paGOTbI C HUM.
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MNprnoxeHus

YueTHas 3anucb

Maponk Mpunoxerne Available Roles CornacoBaHHble JlononHuTeNbHble [LleiictBre
paspelueHvst cornacosaHusi
AyTeHTndrKaTop YyeTHas 3anucb Jloctyn oddnaiiH , YripasneHiie y4eTHol 3anncbto B MonHbIi
YueTHas 3anuck , Manage account links B YueTHas Aoctyn
Ceccun
3anuck , MpocMoTp Npoduns B YueTHas sanuch
MpunoxeHus > KoHconb JNoctyn oddnaitH MonHbIiA
aAMUHMCTpaTopa Aoctyn
6e3onacHocTu
radar-ui Cospatb realm , MonyyeHne paspeLleHnii , MpocmoTp MonHbIA
3anucelt 6a3sbl 3HaHWIi , MPOCMOTP NpaBUA Koppensuum, AocTyn

MpocMOTp akTVBOB, rPynM, HTepeiicoB, HacTpoiika
naeHTndrkaumy , Joctyn opdnaiin , MpocmoTp TMNoB
VHUMAEHTOB , AAMUHUCTpaTOp , MPOCMOTp BCex

PucyHok 12 - lMpunoxeHus nonb3oBarens

3.4.5. XypHan

Moapasgen "XypHan" npegHasHaveH Ans NpocMoTpa nepeyvHs 4encTBUi Nonb3oBaTens B

Mnatdopme Pagap (cm. pucyHok 13).

V MAHTEQ
_‘ PAOAP Pycokwid v BepHyThon 6 Maatopuy

Nor yueTHoM 3anumcu

YyeTHas 3anncs

Mapons Aata CoBeiTie P KanerTt Letanm
Mar 15, 2023, 8:23:4% AM login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
SRR TR Mar 15, 2023, 8:23:48 AM login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
Ceccrmn Mar 15, 2023, 8:14:23 AM login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
RIpLOxeE Mar 14, 2023, 5:47:50 PM login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
Mar 14, 2 M login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
MypHan > login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
login 172.30.254.1 radar-ui auth_method = openid-connect
login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin
login 172.30.254.1 radar-ui auth_method = openid-connect, username = admin

PucyHok 13 - NpocMoTp AencTBMiA Nonb3oBaTenst

3.5. Bbixoa 13 cuctembl

Mpu BoIBOpE NyHKTa MeHo "BbINTK N3 cucTeMbl" NPpoOMCXOaANT BbixoA nonb3osaTens us MNnardopmbl
Papap v nepexof Ha cTpaHuuy ayTeHTudmkaumm nonb3osatens MNnatdopmbl Pagap.

BHumaHwne! Bbixog nonb3oBatens n3 Mnarcgpopmbl Pagap nponssoantcs cpasy 6e3 okHa
NoATBEpPXKAEeHUA BbIxoaa.

4. NMpocmoTp coobLITUN

4.1. Pazpgen "lMpocmoTp coObITUN"

4.1.1. OcHOBHbI€ 3fIeMeHTbI noapasgena

BHumaHwme! ,D,aHHbIVI pas3nen OCHOBHOINO MeHK A0CTyneH TOJNbKO NoJib3oBaTesiAM C COOTBETCTBYHOLLMMU

npaBamMu Ha MPOCMOTP COObLITUN.

Pasgen "lMpocmoTp cobbiTuin" NpegHa3HayeH anga noucka, NPOCMOoTpa 1 aHanusa 3adUKCUpPOBaHHbLIX

COObITWIA, BbI3BABLUMX UHLMAEHT, BKIHOYAs Cbipble AaHHble COBbITUN.
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Pasnen cogepxuT (CMm. pucyHok 14):

Habop HacTpanBaembIx UNLTPOB ANSA BbiBOAA COOLITUIA NO 3a4aHHbIM NapaMeTpam (BEpXHAS

YyacTb 9KpaHa):
Mone "Bpemsa" - 3agaHne BpeMEHHOro MHTepBarna, Ha KOTOPOM HaZo NPOCMOTPETbL CObbITUS.

o [lorne "Hpekc" - ykasaHue nHaekca ElasticSearch.
o [lorne TEKCTOBOro BBOAA MOWCKOBOIO 3anpoca.
o [lon3yHOK C yCTaHOBKOW KonmyecTBa oTobpaykaembix cobbiTuii (o1 50 go 10 000).

DyHKUMA bunbTpauum BelBEAEHHBLIX Ha 3KpaH COBLITUMA NO NOMSIM U3 ChIPbIX AAHHbIX:
KHonka "HoBbIl ¢ounbTp" - ANs ykazaHusa HOBOro nons Ans unstpaumu.

o Cnucok nornen cneea oOT AMarpaMmebl (CM. pUCyHoOK 14)
Ob6nacTtb oTobpaXKeHNst guarpammbl COObITUI - KONMYECTBO CODLITUI 3a 3afaHHbIA MHTepBar

BPEMEHWU.

Ob6nacTtb oToBpaXKeHNst CbipbIX AaHHbLIX MO KAXAOMY 13 COOLITUI, pacnosioxeHa nog aguarpamMmmon

CcoObITUIA.

MpocmoTp cobbiTuin

Bpems IHgexc

2019-05-01 14:45:08 ~ 2022-09-1915:2008 =5 | = *

3anpoc 43 NoKaKa

KONM4ecTs0 OTOSPaKEEMBX COBBITHA = 500

oo [ oo [ | - IR

BuifpanHsie nons 01 wman 2019, 14:45:08.000 - 19 cenrrbpa 2022, 15:20:08.000, ¢ pas6uekold = asTo &

?

Joctynibie nona £

t
t

#

B T T T S~

-

_source

_id
_index

_scare

KonwuecToo

_type

@timestamp

action

epoch Etimestamp ne 1 mecauy

event.categony

event.description P— source

eventlogsourcea.. -

eventuuid: AAAAAGKMXYmMOBSUNAS] dgypQ8Els+ZEeq eventlogsource.nost: 172.30.254.78:8292
eventlogsource.input: 1514-Microsoft-Windows-Eventiog eventlogsource.application: os

eventlogsource.... 3 06 cesqTRBpa 2022, 22:00:458.204 eventlogsource.name: Microsoft Windows eventlogsource.product: windows eventlogsource.subsystem: system

event.logsourcevendor: micresoft event.category: system_change event.description: The security audit log was cleared

event.severity: & event.subcategory: logs_deared event.timestamp: 2022-09-06T12:00:48.204718+0000

eventlogsource....

eventlogsource....

eventlogsource....
event.uuid: AAAAAGMXmOBNNgFadkhUvOzotZHZ50z5 eventlogsource.host: 172.30.254.78:9992
aventiogsources... event.logsource.input: 1514-Microsoft-Windows-Evertiog eventlogsource.application: os

PucyHok 14 - Pabo4yas obnacte nogpasgena «[1pocMoTp cobbITuin»

4.1.2. Hactpouka npocmoTpa n paborta ¢ cCoObITUAMMU

HacTpoiika npocMoTpa 1 paboTta ¢ NPOCMOTPLLMKOM COBbITHIA MOAPOBHO paccMoTpeHa B pasaene

"Paboma c rnpocmompuiukom cobbimud”.

5.

MHUnpgeHTbI

5.1. Paspen "UHUnaeHTbI"
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[na HarmsagHOCTY HallW cneumanucTbl NOArOTOBUMM BUAEO dparMeHT Ans paboThl C MHUMOAEHTaMM
SIEM "Tnatdpopma Pagap”

5.1.1. CocTtaB pasgena "IHUMaeHTbI"
Pasgen «MHUngeHTbl» cogepXuT cnegytowme nogpasgersboi:

e "UHumpeHTbl" - NpegHasHadeH ansi paboTbl ¢ MHUMOEHTaMMU;

e "lpynnbl MHUMAEHTOB" - NpeaHasHaveH Aans ynpaeneHus MHUMAeHTaMu, 00beauHEHHbIMU B
rpynnei;

e "Tunbl MHUMAEHTOB" - NpefHasHayeH Ana paboTbl C TUNAaMU UHUMAEHTOB;

e "lMpowuclecTBUA Ha OTAPABKY" - NpegHa3Ha4yeH A BbIbopa NPonCLLECTBMUI HA OTMNPaBKy B
MocCOIKA (nogpobHo paboTta ¢ pasgenom onvcaHa B MHcTpykLmm o pabote ¢ HKLIKA);

e "NlononHuTenbHbIe nonsa" - npegHasHavyeH Oon4a ynpasneHuna cosgaBaeMbiMU NMoNb3oBaTenaMun
nondamu.

5.1.2. Nogpazaen "UHunpeHTobI"

3apeFMCTpMpOBaHHbIe MHUNOEHTbI VIHd)OpMaU,VIOHHOﬁ 6esonacHocTK XpaHATCA B CUCTeMe B OTAENTbHOM
XpaHunuie.

5.1.2.1. OcHOBHbIe aneMeHTbI noapasgena
Mogpasgen "MHungeHThl" npegHasHaveH ans onepupoBaHns MHUMOEHTaMM.
Moopasgen cogepxuT cregyoLme areMeHTbl (CM. pUcyHok 15):

® TeKyLuMIi CNUCOK NHUMOEHTOB.
e (OOLlee KoNMYecTBO UHLMOEHTOB.
e KaneHpapb npowucLuecTsuni - obnacts "MpoucwecTBus’.

e Habop punsTPoB AN NPOCMOTPA CMcKa MHLMOEHTOB - KHOMKa .

e O6nacTb ObICTPOro NEPEKMOYEHUS CNCKA NO CTaTycaM MHUMAEHTOB - MPedyCTaHOBIEHHbIE
GunbTpbl NO cTaTycam MHLUMAEHTOB .

e DyHKUNSA CcO30aHUSA HOBOIO MHLUMAEHTa B CUCTEME - KHOMKa "Co3aaTb MHLMOEHT".

o  OyHKUNS pefaKTUPOBaHWS NapamMeTPOB NUHLIMOAEHTOB - KHOMKa .

o DyHKUNS BbIFPY3KM AaHHbIX BO BHELLHUI cbann B popmaTe CSV - kHornka "Bbirpyauts CSV".

e  DyHKUNSA HACTPOWNKM BPEMEHHOIO Neproaa 0OHOBNEHUS LaHHbIX - PACKPbIBAKOLMNCS CMIMCOK
"Bpyu4Hyto" (rae "BpyyHyr" 3Ha4YEHNE no yMOs4aHuio).

e KHonka aons 3anycka oGHOBMNEHNs AaHHbIX - E

o DYHKUMW Ha3HAYeHUS MHLUMOEHTOB MNOSb30BaTENto UKW rpynne - packpbiBatoLLMecs Cncku
"HasHauuTb nonb3oBaTtento" n "HasHauutb rpynne".

®  ®yHKUNS 0BbeanHeHUs BbIBpaHHbIX MHLMAEHTOB B rPynny MHLUMAEHTOB - pacKpblBaroLWMACS
cnncok "O6beaMHUTL B rpynny”.

e  DyHKUNSA CMEHbI CTaTyca - packpbiBatoLLmiics cnucok "CMeHuTb ctatyc'.
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MHUMAEHTBI Lewrp ynpasnenns > Maungents

Npoucwecrena = Beero

0 571

% -
: _—

Vion ‘18 2019 Mon '19 2020 Vion 20 2021 Wion 21 2022 Mion 22

12 3 . 1 .18

Hoewii Bce oTkpaIThIe Haznaven B pasore 3anpoweria wrbopMaLMA Oxnazer nposeprn Puck npunsT 3akpeir HeagiicrauTensrbiit
. YPOBEWE PACKA TUM TWM MHUNAEHTA aKTME 1D 3AONCROK CTATYC  MOCASAHEE MPOMCWECTBME | C & i [PYNNA MHUMAEHTOS

E=

T

H 0 ° Fhazs 17230254173 B e T e e T ) @ Hosuit 2020-10.2¢ 184157 1 ST e
-]
-]

10 o FiN121 17230250173 @ YA3EAMOCTS YA2/HHOTO BBITONKEHA K043 Windows Search (11/07/2017) @ Hoewii 2020-10-26 18:11:57 10

NN

1 o FIN1Z6 17230254473 Vassumocrs yganenroro seinonverun xoa Windows Deployment Services TFTP Server (11/13/2018) @ Hoewi 2020-10-26 18:1157 10

PucyHok 15 - Paboyvas obnactb nogpasgena «AHunaeHTbI»
5.1.2.2. Cnucok nHumaeHToB. NMapameTpbl cnucka

Cuctema noaaepxmBaeT M3MeHEHNe COPTUPOBKN B CNIMCKE MHUMAEHTOB. o yMOn4YaHuio ncnosb3yeTcst
COPTUPOBKA MO OLIEHKE CPOYHOCTU UHUMAEHTa. [1ng Beibopa napameTpa COPTUPOBKM HAXMUTE Ha
3arofioBok Heobxoaumoro crtonbua. lNMocne HaxaTnsa CopTUPOBKa cnucka byaeT namMeHeHa Ha
BblOpaHHbI NnapameTp.

TeKyLUmMiA CNNCOK MHLUMAEHTOB NPeACcTaBneH B Buae TabrmyHoro cnmcka co crieayrowymy OCHOBHLIMU
napaMeTpamMu:

e Mone ([ /B2 - bnaroeoe none Ans BLIGOPa CTPOK C MHLMAEHTAMY ANt NPOBEAEHWS C HAMM

KaKnx-To OeNCTBUMN.

e [lone "OueHKa cpo4HOCTH" ( ’r ) - COOEPXUT OLEHKY CPOYHOCTM OTPabOTKM UHLMAEHTA.

e [lone "YpoBeHb puckKa" - COOEpPXUT YACIIEHHYIO OLIEHKY YPOBHS pucka.

e [lone "Tun" - coaep>XnT NUKTOrpamMmmy - MAEHTUMKATOP TUNA, K KOTOPOMY MPUHAANEXUT
WHUMOEHT.

e [lone "Tun nHumMaeHTa" - cCooepPXUT MAEHTUDMKATOP UHLUMAEHTA.

e [lone "AKTUB" - nOEHTUMUKATOP CETEBOIO akTMBa Ha KOTOPOM npowusoLuen nHumaeHT (IP-agpec
aKkTuBa Unn ceTeBoe Ums) .

e [lone "3aronoBoOK" - TEKCTOBbIV 3aroflOBOK UHLIMAEHTA, Mo KOTOPbIM OH ObiNn 3adhMKCMpOBaH B
Mnartdopme Papap.

e [lone "CraTyc" - cCOOepXMT CTaTyC B KOTOPOM HaxXoAUTCH MHUUOEHT B HACTOsLLEE BpeMs.

e [lone "MocnegHee npouclwecTBme" - Aarta n Bpems korga 6bino 3admkcnpoBaHo nocrnegHee

NPOUCLLECTBME B paMKax MHUMAEHTA.

e [lone "Kon-Bo npoucwiecTtBum" ( ! ) - CHETUYUK KONU4YeCTBa NPOUCLLECTBUI B paMKax
WHUMOEHTa.

e [lone "Kon-Bo NOBTOPHbIX OTKPbITUI" ( C ) - CHETUYMK KONMYECTBA NOBTOPHBLIX OTKPbLITUN
WHUMOEHTAa.

e [lone "Monb3oBartenb" ( ; ) - Ha3Ha4YeHHbI OTBETCTBEHHbIN NONb30BaTENb.

n n sl
e [lone "Tpynna" ( sggs ) - HA3Ha4YeHHas rpynna OTBETCTBEHHbIX.

e [lone "Tpynna MHUMAEHTOB" - NPUHAANEXHOCTb MHUMAEHTA K rpynne MHUNOEHTOB (eCnu ecTb).

Krnuk no nomto oTKpoeT OKHO NPOCMOTPa BCEX UHLUMAEHTOB B rpynne (CM. pasgen YipasieHue
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2pynnot uHYUdeHmMos).

e KHorka ) - (PYHKUMA pedaKTpOBaHUSA NapamMeTpoB MHUMAEHTA.

Mpu HeobxogumocTn paspaboturkamu Mnatdgdopmbl Pagap MoryT ObiTe BBEAEHBI JOMNONMHUTENBHbBIE

nong4 cnucka.

5.1.2.3. Ctatycbl MHUMAEHTOB. BbICTpoe nepekntoyYeHme cnMcKka MHLUAOEHTOB
no cratycam

O6nacTb BbICTPOro NepekrYeHns No ctatycam MHLMOEHTOB npeacTasnset cobol Habop
npenycTaHOoBMEHHbIX OUMBTPOB MO CTaTycam CO CYETUYMKAMU UHLIMOEHTOB (CTPOK TabnuLibl) B KaX40M

N3 CTaTyCoB (CM. pUCYHOK 16):

e "Bce" - BbIBOA Ha 3KpaH BCEX CTPOK CMMCKa MHUWOEHTOB.

e "HoBbIN" - BbIBOA Ha 3KpaH CMMCKa HOBbIX MHUMOEHTOB.

e "Bce OoTKpbITbIe" - BbIBOJ Ha 3KpPaH CNncKa OTKPbITbIX MHUNOEHTOB.

e "HasHaueHa" - BbIBOA Ha 3KpaH CNMCKa Ha3HAYeHHbIX MHUMOEHTOB.

e "B pabote" - BbIBOA Ha 3KpaH Cnucka MHUMAEHTOB, HAXOASALWMXCS B paboTe.

e "3anpoleHa uHcopmaumua" - BbIBO Ha 3KpaH Crnncka MHLUMAEHTOB, N0 KOTOPbIM Gbina
3anopoLueHa nHgpopmauus.

e "OxugaeT NpoBepKu" - BbIBO Ha 3KpaH Cnmncka MHUMAEHTOB, HAXOASALWMNXCS B OXKMAAHUN
NPOBEPKMU.

e "PucK NpuUHAT" - BbIBOA Ha 3KpaH Cnu1cka MHUMOEHTOB, AN KOTOPbIX NMPUHATBI PUCKN.

e "3aKpbIT" - BbIBOA Ha 3KpaH CnmcKa 3aKpbITbIX MHLUOEHTOB.

e "HepenctButenbHbIN" - BbIBOA Ha 3KpaH CNMCKa HEAEeNCTBUTENbHbLIX MHLUNOEHTOB.

[nsa BbiBOOA Ha 3KpaH cnucka MHUMAEHTOB C ONpeAeneHHbIM CTaTyCoOM LUENKHUTE MO HY>XHOMY cTaTycy
B 06nacTu GbICTPOro NepekntoveHnst (CM. pucyHok 16).

Bee HoBiid 1 Be OTKpHITHE HasHaueHa & paore 3anpowena MHOOPMALA OXuAaeT NposepKH PUCK NDUHAT 3aKpsIT HegeficTBuTenbHIi

. YPOBEHb PUCKA ™n THN MHLMAEHTA AKTUB 3ATONI0BOK CTATYC MOCNEAHEE MPOMCWECTBME 1 C o2 o
@ 0.0 * FIN48 192.168.1.1 MS-WIN — Vi3MeHeH aTprByT B AoMeHe @ Hosulil 2021-06-21 15:04:31 10

1

PucyHok 16 - Obnactb 6bICTPOro NepeknoveHnst Mexay Crnmckamn MHUUMOEHTOB, OTOUBLTPOBaAHHBIX MO
TeKyllemy cTaTycy

5.1.2.4. HacTpauBaemsbie ¢ounbTpbl cnucka nHuugeHToB {#incident_filters}

Mpwv HaXkaTUK Ha KHOMKY OTKpbIBaeTCst 06racTb ¢ HacTpamBaeMbIMU UNsTpaMu Ans TabnmyHoro

Crncka NHUMaeHToB. q)I/IJ'Ipr Cnncka nHUnaeHToB paSGVIT Ha rpynnbl 1 NO3BONIAET NPOBECTU

mnbTpaumio cnvcka no cneaywmuM napameTpam:

1. Bknagka "®unbTp" coaepXnT creayolime BO3MOXHOCTH (CM. pucyHok 17):
o ®unbTp NO 3aronoBKy UHLMAEHTA - CBOOOAHKIN TEKCTOBLIN BBOL;
o ®PunbTp No NaeHTUOUKaATOPY NHUMOEHTA - CBOOOAHbLIV TEKCTOBbLIV BBOL;
o ®OunbTp NO TUNY MHUMAEHTA - PACKPbIBAIOLLMIACS CMCOK TUMOB MHUUOEHTOB;
o ®unbTp No rpynne MHLMOEHTOB - pacKpbIBaOLLMIACSA CMUCOK rpynn UHLWOEHTOB;

o ®unbTp No BpeMeHn 06paboTkn MHUMAEHTA - BbIOOP BPEMEHM U3 NPeayCTaHOBNEHHOMO B

Mnatdopme Pagap crnvcka (packpbiBaloLLMIACS CMUCOK):

o HopmanbHoe;
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NHUnaeHTbI

(7 o e | o [

Hebonbluasn 3agepxka;
3apepxka;
Henpuemnembin.

AKTHERI n enn Bp {ble Cpe3bl

HasHaunTts

LlenwTp ynpaenexns WMHumpents

[pyTHe HacTpOMKK

rpynne *  OBbegWHNTE B rpynny ~  CMEHWTE CTaTyc ™

DuneTp

Bpema obpabotkm

‘ Bce

LL3

TN MHUKWAEHTA

Ipynna MHUMaeHTa

PucyHok 17 - ®unbTpbl AN cnMcka MHUMAEHTOB Ha Bknagke "®unstpbl”

2. Bknagka "MICTOYHUMK" coaepXXnT cneayroLime BO3MOXHOCTHM (CM. pUCYHOK 18):

o ¢’I/|J'Ipr Nno KaTteropum, K KOTOpOI;I OTHOCUTCA MHUWUOEHT - paCKprBaIOLIJ,VIIZCﬂ CMNnCoK co

cnegyrowimMmn 3Ha4eHUAMN:

O YA3BMMOCTb;

CeTeBasi aHOManus;

HapyLieHune nonuTmkm.

o dunbTp NO UCTOYHKKY, co3faBLleMy nHUuaeHT B Mnardopme Pagap - packpbiBatoLmincs

CMNCOK CO crnegyrwmmMmm sHa4eHNAMn:

o CkaHep ya3BMMOCTEWN;

YcTapeBLMA UHLUNOEHT;
Koppensitop cobbITui;
BBenéH BpyuyHy1o;
KoHTporb cooTBETCTBUS;
KoHTponk notoka cobbITui.

NHuwWaeHTbI

EEEEEm T o

OuAsTp |mmqnm I AkTUBE

Nonssosarent Bpemertbie cpessl  JlpyrHe HacTpoiiku

Uewtp ynpasnenua > Muumaentsi

HazHauute

- rpynne~ O

BIpynny *  CMeHMTE CTaTye ™

Kareropua

WecTounuk cobeitna

- Bce UETOUHMKN

PucyHok 18 - duneTpbl AN cnMcka nHUMaeHToB Ha Bknagke "McTodHuk"

3. Bknagka "AKTUBbI" cooepXuT criegytoLlmne BO3MOXHOCTH (CM. pUCyHOK 19):

o q)I/IJ'Ipr no rpynnam akTuBOB - paCKprBaIOLIJ,VIIZCﬂ CMUnCOK, COCTaB CMnu1CKa rpynrn akTneoB

onpegenserca AomuHuctpatopamu NMnatdgopmbl Pagap v npasamu goctyna

nonb3oBarernd.



0 ®PunbTP MO aKTMBAM - PAaCKpPbIBAKOLLMIACS CMINCOK, COAEPXKMUT TEKYLLMIA NepevYeHb akTUBOB.
0 ®unbTP N0 3HAYNMMOCTU aKTMBA - PACKPbIBAOLLNACA CAMCOK CO CReayoLWMMN 3Ha4YEHUAMN:
o Kno4yeBow akTuB;

= Ba)HbI aKTuB;
= HopmanbHbI akTUB;
®  PacnpepneneHHbi UM HEKPUTUYHBIA aKTUB;
= TecTOBbIN aKTUB.
o0 ®PunbTp NO CETEBOW BUOMMOCTM aKTMBaA - PACKPbIBAKOLLMINCSA CNIMCOK CO CReayoLLMmm
3HAYEHUAMM:

o [lpamoe nogknoyeHue K HTepHeT;

= DNZ, yactuyHbii goctyn us NHTepHerT;
= |ltaTHbIM goctyn B VIHTepHeT Yepes Proxy;
= OrpaHuyeHHbIV JocTyn B VIHTepHeT;
= He nofKmo4eHHbIN K ceTu.
o PUNLTP NO PACMONOXKEHNIO AKTVBA - PACKPbIBAIOLLMNCS CNNCOK NPeayCTaHOBMNEHHbIX MECT
pacrnonoXeHnsa akTMBOB (HanpyMep Ha3BaHWs ropoaoB., e pacrnonaratTcs ceTeBble

aKTUBbI).
Ileu,M,CI,EHTbI LleHTp ynpasaenua WHUMgeHTSI
m BpyuHyro = E Ha3HauWTb nons30BaTEN0 ™  HasHavyuTh rpynne > OGbEAWHWTE B rpynny ~  CMEHWTE CTaTyC ™

DuAsTp Uctounmk | Axraas: Mons3osaTenn BpemerHbie cpesti [pyrue HacTpoiiki

Ipynnel aKTUBOR AkTuEBI 3HAUMMOCTL AKTUBA CeTeran BWIMMOCTE 3KTHEA

* - Bce v Bce -

PacnonoxeHve akTmea

Bribepute pacnonoxerus s

B3 - -

PucyHok 19 - dunbTpbl 4nsa cnMcka MHUMAEHTOB Ha Bknagke "AKTuBbl"

4. Bknagka "lMonb3oBaTtenu" cogepxuT crieqytoLme BO3MOXHOCTU (CM. pucyHok 20):

0 PunbTp NO NOrMHY NONb30BaTENS, OTBEYAIOLLErO 33 UHLMUAEHTHI - PACKPbIBAOLLMIACS CMMCOK
NOrMHOB Nonb30BaTenew, 3aperncTpupoBaHHbIx B Mnatdgopme Pagap.

o DunbTp NO HAa3BaHMIO rPYMMbl, OTBEYAOLLEN 33 MHUMAEHTbI - PACKPbIBAIOLLMIACS CUCOK rpyrn
nornbe3oBaTenen, cosgaHHbix B NMnatdopme Pagap.

NHunaeHTbI Lentp ynpasnenvs  Mnumaentol
m Epyunyre E Ha3HaunTe nonbzosaTeno ™  HasHauuto rpynne *  O6LEAWHWTL B rpynny ~  CMEHMWTL CTaTye =
Dunetp HeTouHmk AKTUBGI BpemetHulie cpesbl Jpyrie HacTpoHKun
MNonwzoBatenn Ipynnel NnoakzoBaTensi
o [l o Ll

PucyHok 20 - dunbTpbl 4na cnMcka MHUMAeHToB Ha Bknagke "lMonb3osatenn”

5. Bknagka "BpemMeHHble cpe3bl” COAepXUT criegytowme BO3MOXHOCTU ounbTpaumnm (CM. pUCyHOK
21):



o 3apaTtb BpemeHHou cpes "lMocnegHee npoucwiecTBme ¢ <garta, Bpemsi> fo <aara,
Bpems>";

o 3agaTtb BpemeHHou cpes "lMocnegHee ckaHMpoBaHUe OT <gaTta, Bpemsa> oo <aara,
Bpemsa>";

o 3apaTb BpeMeHHoW cpe3 "CmeHuncs crtatyc ¢ <garta, BpeMsa> fo <garta, Bpemsa>".

MHUMaeHTbI Uenrp ynpagnenna > VnupaenT
Cosgams wHuAgeHT m Boyrie $ E HasHauumL noAssoBaTeno=  HasHauTs rpynne =  CuEHUTS CraTyC

Ounetp  Mcrowsmk  Awiues Monssosatenu | Bpewewwsiecpess | [lpyrie wacTpoiien

Mocaeanee nponcuwecTave ¢ Mocneanee npoucwecTame a0 Mocneanee ckavpogakve or Mocneanee ckanvpogaKHe Ao

2021-07-1512:00 2021-08-12 11:50

< August v 2021 >
Craryc cmenunca c Sun  Mon Tue Wed Thu Fri Sat

1 2 3 4 5 6 7

8 9 10 1" ° 13 14

22 23 24 25 26 27 28

MponcwecTsna
29 30 31

PucyHok 21 - dunsTpaums MHUMAEHTOB MO BpeMeHHbIM cpe3aM. Bknagka "BpemMeHHble cpesbl

6. Bknagka "[dpyrue HacTPOMKK" COOEPXKUT CcreayoLme BO3MOXXHOCTM (CM. PUCYHOK 22):
o ®unkTp NO YPOBHIO PUCKA - PACKPbIBAKLLMUIACS CMIMCOK CO CNEAYIOLLUMUN 3HAYEHUSIMU:
o Bbicokui;
= CpegHun;
= Huskni;
= Hert.

o ®PunbTp NO HANUYMIO yaaneHHoW 3KCnyaTauumn akTMBea - packpbiBaroLmncs cnmcok "da/
Het/ He BaxHo".

o ®unbTp No TUNYy ckaHMpoBaHus "BHellHee ckaHMpoBaHWe" - packpbliBatoLwmnincs cnmcok "da/
Het/ He BaxHo".

o ®uneTp no Tuny nHuuaeHTa "OB6paboTaHHbIn?" - packpbiBatowuinca cnucok "Oa/ Het/ He

Ba)kHO".

Takke Ha gaHHOW BKNagke pacnonoxeHa d)yHKLI,I/IFl penakTnpoBaHua Korn4yecTtea CTPOK

Tabnu4HOro cnmcka Ha oAHON 3KpaHHOW cTpaHuue - "Komn-Bo Ha cTpaHuue'.

Qunerp  Wcrowmax  Aswosr Momwaosarenu  Bpemerwoie cpeasi | Jpyrue nacTpoiiin

Ypossn pucka Yaanentan skcnnyarauns Brewuree CkaHmposanie O6paboTantbiii?

Bee ypostin pucka 4 Her % Her ¢ | I +

Kon-g0 Ha cTpaniue

20 -

[reve [ o [ e [ e

PucyHok 22 - Bknagka dunstpa "[dpyrne HacTponkn" n doyHKUMS peaakTMpoBaHus CTPOK TabnmyHoro

CNnUcKa MHUMOeHToB

Ona domnsTpaumm TabnnyHoro cnmcka HeobXoaMMO YCTaHOBUTL HYXKHblE 3HAYeHUSA OUIBTPOB Ha BCEX
BKMagKax 1 HaxaTb Ha kHornky "Mouck" Ha nobor 13 BKNagok (CM. pUCYHOK 22).

[nsa cbpoca Bcex hUNLTPOB - HAaXaTb Ha KHOMKY "O4ncTUThL".




HacTpoeHHbIl Habop UNBTPOB MOXHO COXPaHUTb A1 NOCeAyoLEero NCNoNb30BaHNs - KHOMKa
"CoxpaHuTtb".

[nsi Ncnonb3oBaHUA paHee CO34aHHOM U COXPaHEeHHOro Habopa MUMETPOB - HaXKaTb Ha KHOMKY

"3arpy3uTb".

5.1.2.5. HacTpouka o6HOBNeHUs AaHHbIX

®yHKUMS HACTPOVKM OGHOBIEHNS AAaHHbBIX COCTOUT U3 PaCKPbIBAOLLETOCS CMCKa BPEMEHHbIX

MnHTEpBanoB OOHOBNEHNS 1 NMUKTOrpamMmmbl -- E Mo YMON4YaHuo yCTaHaBIMBaeTCA PEXNUM PYyHHOro

obHoeneHus. OBHoBNEHNE BPY4YHYH NMPOU3BOANTCA NPU HaXXaThn Ha NMUKTOrpamMmmy E

[ns aBTOOGHOBMEHWS BbIGpaTe BPEMEHHOW MHTEPBan 0GHOBINEHNSI B pacKpbIBatoLLLEMCS CMIUCKE:

e 5c.

15c.
e 30c.
e 60c.

5.1.2.6. HazHayeHMe MHUNAEHTOB NMonb30BaTensAM U rpyrnnam
nonb3oBaTeneun

Mpun Hanu4Mn Heobxo4MMbIX NPaB NONb30BaTENO NPEAOCTABNAETCH BO3MOXHOCTb HAa3HaYUTb OAWH
UIN HECKOMNbKO UHLIMAEHTOB Ansi pa3bopa KOHKPETHOMY MOMb30BaTerNto, 3aperncTpypoBaHHOMY B
Mnatdopme Pagap, nnu rpynne nonb3osarenen. lNpouenypa HasHavyeHUss MHUMOEHTA
OTBETCTBEHHOMY MONb30BATENO UMK rPynne nonb3oBaTenen Ana paccrnefoBaHus NogpobHo onucaHa
B pasgene "Paboma ¢ uHyudeHmamu. PaccrnedogsaHue uHyudeHma. HasHayeHue uHyudeHma

0meemcmeeHHbIM" .

5.1.2.7. CmeHa cTaTyca uHUMaeHTa

Mpu Hanu4mMm HeobxoaMMbIX NpaB Nofb30BaTENO NpeaocTaBnaeTcs 4OCTyn K PyHKuun "CMeHnTb
cTaTtyc" 4ns O4HOro Uiy HECKOMNbKUX MHUMAEHTOB. [lpoleaypa cMeHbl ctatyca nogpobHo onvcaHa B

"

pasgene "Paboma ¢ uHyudeHmamu. PaccnedosaHue uHyudeHma. MiameHeHue cmamyca uHyudeHma".

5.1.2.8. Co3gaHue MHUMAOeHTa

Mpu Hanu4mMm HeobxoaMMbIX NpaB Nofb30BaTENO AOCTYMNHA KHonka "Co3aaTb MHUMAEGHT", No
Ha)XkaTuo Ha KOTOPYHO NPOU3OMAET NEPEXO] Ha CTpaHuLy co3naHus nHuuaeHTa B Mnatdgopme Pagap
Bpy4Hyto. lNMogpoGHoe onucaHne co3ganns nHumaeHTta B NMnatdopme Pagap BpyyHyto npuBegeHo B B
pasgene "Paboma ¢ uHyudeHmamu. Co30aHue uHyudeHma 8py4Hy".

5.1.3. Noapaspgen "lNpynnbl nHUnMAaeHToB" {#groups}

5.1.3.1. OcHOBHbIe 3neMeHTbI nogpasagena

Mogpasgen "Tpynnbl MHUMAEHTOB" NpefHasHayveH AN ynpaBneHus rpynnamm nHUMaeHToB. [Ans
WHLUMOEHTOB, 0ObeAVHEHHbIX B FPyMMbl, AOCTYMHbLI MacCOBbIe AENCTBUSA: 3aKpbITUe, yaaneHue,
npuBsa3Ka nomnb3osaTtenen u T.4.

Mogpasgen coaepXuT (CM. pUCYHOK 23):

o TeKyLWin CMINCOK rPyNn MHLUWOEHTOB.

e HaGop umnbTPOB ANs NPOCMOTPa Chuncka rpynn UHLUMAEHTOB - KHOMKa .
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e DyHKUMSA co30aHnsA HOBOW rpynnbl MHLUMOEHTa B cUCTEME - kKHoMnKa "Co3gaTtb'.

L4 (DyHKLI,MH penakTnpoBaHA napamMeTpoB rpynnbl MHUKMOEHTA - KHOMKa .

rpyl'll'll:l MHUWAEHTOB LleHTp ynpasnenna WHumaeHTEl Tpynnel MHUMAEHTOE

HAIBAHME OMMCAHWE KOM-BO MHLMAEHTOB OBHOBJIEHO «

Yaaneroe senonrene koaa YA3EHMOCTS, CEASaHHBA € YBANEHHbIM BHINO/HENIEN KOAT 0 2022-09-18 13:16:40

PucyHok 23 - Pabouyas obnacte nogpasgena «[pynmnbl MHUUOEHTOB»

5.1.3.2. Cnucok rpynn nHuuaeHTtoB. lNapamMeTpbl cnucka

TeKyLIMI CNMCOK rpynn UHUWOEHTOB NpeacTaBrieH B Buae TabrnmMyHoro cn1ucka co cneayowymm

OCHOBHbIMU NapamMeTpamu:

e [lone "HasBaHue" - cooepXnT Ha3BaHWe rpynnbl MHUMAEHTOB. KnnK NO Nomto OTKPOET OKHO

NpPOCMOTPa BCEX MHUMAEHTOB B rpynne (CM. pasgen YrpasneHue epynnot UHyUOeHmos).

e [lone "OnucaHue" - COAEPXKUT onmncaHune rpynnbl MUHLNOEHTOB.
e [Tone "Kon-Bo MHUMAEHTOB" - COAEPXKUT KONMYECTBO MHLMAEHTOB, 06 beaNHEHHbIX B rpynmny.
e [lone "OGHOBMNEHO" - COOEPXUT AaTy U BPEMS NOCNEeQHErO U3MEHEHUS rPYMMbl UHLUOEHTOB.

e KHornka () - (PyHKUMA pegakTMpoBaHus napamMmeTpoB rpynnbl MHUMAEHTA.

5.1.3.3. HacTtpauBaembie hunbTPbI CAKUCKA rpynn MHUUAEHTOB

anI HaXXaTun Ha KHOMKY OTKpbIBaETCA obnactb ¢ HacTpanBaeMbiMU (.bI/IJ'IpraMI/I and TabnuyHoro

Cnuncka rpynn nHungeHToB (CM. PUCYHOK 24) qJI/IJ'Ipr ana cnucka rpynn MHUKMOeHTOoB No3BondeT

NMPOBECTY PUNLTPALMIO CrIUCKA MO CrieayoLLMM napaMeTpam:

e  OUnbTP MO 3arofioBKy rPynmbl UHUMAEHTOB - CBOGOAHbI TEKCTOBLIV BBOA.

rpyl'l NMbl MHUWOEHTOB LleHTp ynpaenexna WIHUMaEHTBI pynnbl MHUMAEHTOB

TaneTp

Ounetp Kon-Bo Ha cTpaHuue

20
 rovc [ owene: LR

PucyHok 24 - dunbTpbl AN cnucka rpynn MHLMOEHTOB

Takke B 06nacT HACTPOMKN PUIBLTPOB pacrnonoXeHa PYHKUMS peaakTMPOBaHUSA KONMYECTBa CTPOK

Tabnu4HOro crnmcka Ha oHON aKpaHHOW cTpaHuue -- "Kon-Bo Ha cTpaHuue".
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5.1.3.4. Co3pgaHue rpynnbl MHUWAEHTOB

Mpu HanuuMn HeobXxoaMMbIX NpaB NONb30BATENO AOCTYNHA KHoMka "Co3paTtbk”, Mo HAaXaTuo Ha
KOTOPYIO NPOM30MAET NEPEXO Ha CTPaHWLLy CO34aHUs HOBOW rpynmbl MHUuAEeHToB. logpobHoe
onuncaHne cosgaHusa HoBOM rpynnel nHUmaeHTos B Mnatdopme Pagap npmueeneHo B nogpasaene
"Paboma ¢ uHyudeHmamu. Ipynnuposka uHyudeHma. Py4yHoe dobaeneHue 8 epynny” .

5.1.3.5. YnpaBneHue rpynnou nHunaeHtos {#group_control}

Mpu npocMoTpe NepeyHs MHUUAEHTOB, OObeOUHEHHbIX B rpynmny (CM. pUCYHOK 25) nHTepdenc nogobeH
WHTepency NpocMoTpa BCEX UHLIMAEHTOB, 3@ UCKINIOYEHNEM:

e OTCYTCTBYIOT 3/IEMEHTbI YNPaBneHns pubTpamu 1 NPOCMoTpa NaHennm NpoucLIEeCTBUA.

L4 ,D,O6aBJ'IeHVIe pasgernbl C onncaHnem rpynnbl MHUMOEHTOB, Ha3Ha4Y€HHbIM OTBETCTBEHHbLIM 3a

WHUMAEHT norb3oBarernem (rpynnon nons3osaTtenen).
e [lo6GaBrneHbl KHOMKX yNPaBNeHNs: UHLMAEHTaMM B rpymnne:;

e "OTBA3aTb BblOpPaHHbI€ UHLMAEHTbI OT rpynnbl" - BbiGpaHHble MHLMAEHTbI UCKOYaoTCS U3

rpynnbl;

o "3aKpbITb BCe MHLUMAEHTbI B rpynmne" - BCe MHUMAEHTbI NepeBogaTca B ctatyc "3akpbim'";
o "YpanuTb UHUMAOEHTbI FrPynnbl" - BCe NHUMAEHTbI B CAUCKE YOAnNsAoTCS;

o "HasHauuTb nonb3oBaTento" - BCe NMHUNAEHTbI rPYMMbl HA3HA4YalTCs NOMNb30BaTEerNto;

o "HasHaumTb rpynne" - BCe MHLUMAEHTbI FPynnbl HA3HAYalTCs rpynne norb3oBaTenen.

YpaneHHoe BbINOIHEHWE KoAa Liewrp ynpaenewws > Mnuwaentsi > [pynine uHunaenTos > TOCMOTD FPYNnsl UMHUMAEHTOS

OMNCAHNE MOANb3OBATENb rPYNNA

YAIBAMOCTS, CEAZZHHAR C YARNIRHHSIM BLINONHEHUEM KOZ3 He nasnauen He Hazkauena

MHUMAEHTH

Haskauen B patore Sanpowera uHpopmaLus Ougast nposepi Puck npukaT Sakpar Hepei

[o]~
T YPOBEHL PUCKA  TUN  TUIM MHUMAEHTA AKCTUE 0 3AT010BOK cTATYC NOCAEAHEE MPOMCLIECTBME | C & & TPYTINA MHLMAEHTOR

PucyHok 25 - [MpocMoTp MHUMAEHTOB B rpynne.

5.1.4. Nogpasaen "Tunbl nHUMaeHToB" {#incident_types}

5.1.4.1. OcHOBHbIe 3neMeHTbI nogpasaena
Moagpasgen "Tunbl MHUNMOEHTOB" NpegHa3Ha4vYeH AN ONepupoBaHMs TUNamMm MHLMOEHTOB.
lMoaopasgen coaepXuT (CM. pUCYHOK 26):

® TeKyLUMI CNUCOK TUMOB MHLMOEHTOB.

e Habop punsTPoB AN NPOCMOTPa CrMcKa TUMOB MHLMAEHTOB - KHOMKa .

e  OyHKUMS CO3AaHUSA HOBOTO TUMa MHUMAEHTA B cUcTeME - kHomnka "Co3paTb”.

o  OyHKUNS pedaKkTMpOBaHMS NapamMeTpoB TuMa MHUMAEHTA - KHOMKa .

e  DyHKUNSA BbIFPY3KU AAHHBLIX MO TMNam UHUMOEHTOB BO BHELUHUIA dhain - kHonka "CSV".

e DyHKUMA aKcnopTa BblIGpaHHbIX TUMOB NHUMAEHTOB BO BHELLUHWI dhaiin - KHOMKa
"dkcnopTupoBaThb'.

e  OyHKUMS UMNOpTa BbIBPAHHbIX TUMOB MHUMAEHTOB 13 BHELLHEro hanna - kHorka

"UmnopTtuposartb".
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e  OyHKUMS yoaneHus BbIbpaHHbIX TUMOB NHUMOEHTOB - KHOMKa "YaanuTb'.
e  OyHKUMS KCropTa BCEX TUMOB MHLMAEHTOB BO BHELLHUI (hbaln - KHOMKa "OKcnopTUpoBaTh BCE".

e OyHKUMS yoaneHus Bcex TUMNOB MHUMAEHTOB - KHOMKa "YaanuTtb BCé".

Tunbl MHUWAEHTOB Uentp ynpasnenna > Wruwgentsl > THnbI nHUMAEHTOE

©Q Vhumgenma
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PucyHok 26 - Pabo4vas obnactb nogpasgena «Tunbl UHUMAEHTOB»

5.1.4.2. Cnucok TunoB nHuuaeHToB. NapamMeTpbl cnucka

TeKyLIMIA CIMCOK TUMOB MHLIMAEHTOB NPeAcTaBneH B BUAe TabrnMYHOro Cnmncka co CrieayoLmmm

OCHOBHbIMW NapaMeTpamu:

e MMone ([ | /&) - dnarosoe nore Ansi BeIGOpa CTPOK C TUNAMY At NPOBEAEHNS C HUMM KaKUX-TO

NEeNcTBUN.

e [lone "OueHka cpo4HocTH" ( ‘i ' ) - COAEPXKNUT OLEHKY CPOYHOCTM OTPaboTKN MHUMAEHTA.

e [lone ( l) ) - "ypoOBeHb puUcKa", CcOOep>XUT YNCIEHHYIO OLEHKY YPOBHS pUCKa AaHHOro Tuna

WHUMAOEHTAa.
e [lone "Tun" -- cooepX1T NUKTOrpamMmy - UaeHTUguKaTop Tmna.

e TMone ( BB ) - none cratyca "dkcnnyaTupyeTcs yaaneHHo", ykasbiBaeT Ha BO3MOXHOCTb

yOaneHHon aKkcnnyaTaumm 4aHHoro Tuna uHumaeHTa.

e [lone "ID" - ngeHtTndukatop TMna nHumaeHta B Nnarcopme Papap.

e [lone "3aronoBoK" - Ha3BaHWe TuMNa MHUMAOEHTA, NOA KOTOPbIM OH Obin 3aBeaeH B Mnatdopme
Papap.

¢ [lone "CTOYHUK" - COOEPXKUT MUKTOrPaMMbl, COOTBETCTBYIOLLME TOMY UIN MHOMY UCTOYHUKY
OaHHbIX.

e KHorika () - YHKUMA pegakTMpoBaHns napaMeTpoB TMna MHUMAEHTA.

Mpu HeobxoammocTn paspabotyunkamm Mnardopmbl Pagap moryT ObiTb BBEOEHbBI AONONHUTENbHbIE

nonsa crnucka.


af://n711

5.1.4.3. HacTtpanBaemblie (hUnbTPbI CNUCKA TUNOB UHLUAEHTOB

an/I HaXXaThn Ha KHOMKY OTKpbIBaAeTCA obnactb C HacTpanBaeMbiMn dZ)I/lJ'IpraMI/I ans TabnuyHoro

crnvcka TUMNOB UHLUMAEHTOB (CM. pUCYHOK 27). OunbTp AN cnucka TUNoB UHLMAEHTOB No3BoseT
NPOBECTV hUNLTPALMIO CrIUCKa MO crieayoLLmMm napaMeTpam:

e dunkTp No 3aronoBky TUNa MHUMAEHTA - CBOGOAHbIV TEKCTOBbLIV BBOA,.

e OunbTp NO CcTaTyCy - PAaCKPbIBaIOLLMINCS CMUCOK C BO3MOXHbBIMU 3HAYEHUsIMUK cTaTyca.

e DuUnbTp No pacrnonoXeHNo akTVBa - PackpbIBaOLLMINCS CNMCOK NpeayCTaHOBMNEHHbIX MECT
pacnonoXeHusi akTUBOB (HaNpYMep Ha3BaHWs rOPOAOB, rAe pacnonaralTCs CETEBLIE aKTUBDI).

e OunbLTP NO HaNMYKIO yaaneHHoM aKCnyaTauumn akTmMBa - packpbiBaroLmincsa cnmcok "[da/ Het/ He

BaXHO".
Tunbl UHUMAEHTOB Uenmp Tanei
Y Cospams | ECSV
OunbTp
DUnbTp Craryc PacnonoxeHue aktusa YaaneHHas akcnayaraums Kon-Bo Ha cTpaHuue
Bce 4 BbiGepuTe pacnonoxetve ¥ He BaxHo 4 35 <
v [ o IR
¢ wn @A ) 3ATONOBOK + MCTOUHNK
[ ) FINS4 OBHapyXeH N0A03pUTENLHIIA haiin -
0 © FINS3 OBHapyXeHa NOMNBITKa YCTAHOBHTH CBS3b C UCTIONb3OBAHIEM NOA03PUTENLHOTO CepTUdUKaTa TLS -4 u
00k FIN74 HeyzauHble NOMbITKY EXOA3 Ha OAUH Y3€N MOA OAHOM YUETHOI 3aMMChH0 -
w0 ® FINTS Ha LeNIeBOM ya7e 0BHAPYKEHO YCMELIH 0 MCTIONb30BaHIE NPUBINETUPOBAHHOM KA OTCIEXUBAEMOI YUETHOT 3aMMcK -4
00k FINT3 MHOXECTEEHHbIE HeyAAUHbIE NONBITKY BXOAA Ha Pa3IMUHBIX XOCTaX M0 PA3NMUHBIMM YUETHBIMY 3aNMCAMM -
00k FIN49 MHOXECTEEHHbIE HeyAaUHbIe NONLITKY EXOAa Ha PASAMUHBIE CUCTEMbI NOA OAHYUM NO/Ib3OBaTENEM -4
00k FINSO MHOXECTBEHHEIE HEYAAUHBIE NOMLITKY BXOAA Ha OAHOM Y3 MOA Pa3HBIMY YUETHBIMM 3AMMCAMIA -

PucyHok 27 - dunbTpbl 4ns cnmcka TMNoB MHUMOEHTOB

Takke B 061acT HaCTPOVKN OUNBTPOB pacnonoXeHa yHKLMSA peaakTUPOBaHUS! KONIMYeCTBa CTPOK
Tabnu4HOro cnmcka Ha o4HOW 3KpaHHOW cTpaHuue - "Kon-Bo Ha cTpaHuue'.

MogpobHee paboTa ¢ omnsTpamu NpyuBeaeHa B nogpasaene "Hacmpausaembie ¢husibmpbl crucka

UHYudeHmos".

5.1.4.4. Co3gaHue TMna nHUUOEHTA

Mpu Hanu4mMmM HeobxoaMMbIX NpaB Nofb30BaTENO AOCTYMNHA KHonka "Co3aathk”, Mo HaXKaTuio Ha
KOTOPYHO NPOM30OMAET NEPEXOA Ha CTpaHuWLy CO34aHUs HOBOMO Tuna nHuuaeHTa. NMogpobHoe onucaHve
co3faHus HoBoro Tuna nHuuaeHTa B MNMnatdopme Pagap npuseneHo B nogpasnene "Paboma ¢ 6asol

3HaHUU munog uHuudeHmos. Co3daHue Ho8o020 muna UHUUOeHma 8pyyHy".

5.1.5. Noapasgen "JononHutenbHble nona" {#custom_fields}

5.1.5.1. OcHOBHbIe 3neMeHTbI nogpasagena

Moapasgen "OononHuTenbHble Nonsa'" NpeaHasHayYeH ans ynpaeneHns BHOBb Cco3aBaeMbIMU A
KapTOYKV UHUMAEHTOB NonsimMu. Takue nonst MOXXHO 3anofHSATh B KAPTOYKe MHLMOEHTOB BPy4YHYto, Mo

HaCTPOUTbL aBTOMAaTMYECKOe 3arnofHeHKE MNoren B NpaBuiax Koppensumm.
Mogpasgen coaepXuT (CM. pUcyHoK 28):

e  TeKyLUMI CNNCOK JOMOMHUTENBHbIX NOMEN.
e Habop unbTpoB AN IpOCMOoTpa Crnmncka AoNONHUTENbHbBIX MNONen - KHomnka .

e DYHKUMS CO3AaHUSA HOBOTO AOMOMHUTENBHOIO Nofs B CUCTEME - KHoMnka "Co3aaTth'.
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e OYHKUUS pefakTUpoBaHWs NapaMeTpoB AOMNOSTHUTENBHOIO MOMs - KHOMKa .

ﬂOI'IOIIHMTEJ'Ibele nonaqd Llentp ynpasaenma WMHungerto JonoaHutencHble Nona

PuaneTp

DuneTp Tin 2HaueHKA Kon-eo Ha cTpaHuLue

4

Bce TNkl 20

HA3BAHWE KA TN COPTUPOBKA OEHOBMEHO -

MonesoEatens user CrpokoEsli 1 2022-09-19 15:14:07

PucyHok 28 - Paboyvas obnactb nogpasgena «[ononHuTenbHble Nons»

5.1.5.2. Cnucok pononHuTenbHbIX nonen. NapameTpbl cnucka

TeKyLU,MVI CMMCOK LOMNOMHUTENbHbIX NOMen npeacrasrieH B Buae TabnuyHoro cnmcka co cnegyrowmmMmm
OCHOBHbIMU NMapamMmeTpamMu:

e [lone "HasBaHue" - cogepXuT Ha3BaHWe OMNOMHUTENBbHOMO Nons. Knunk no noso OTKPOET OKHO
NPOCMOTpa BCEX NHUMOEHTOB C 3aMNOSIHEHHbLIM 4OMNOMHUTENBHbLIM MOMEM.

e [Tone "Knrou" - coaepXuT KoY SONOSHUTENBHOIO Nossi.

e [lone "Tun" - cogep>XuT TN 4ONONHUTENBHOrO NOMs.

e [lone "CopTtupoBKa" - COOepPKUT NOPAOKOBLIN HOMEP OTOOPaXXEHUSA AOMONTHUTENBLHOrO NOMs B
KapTo4ke UHLMAEHTOB.

e [lone "OBHOBMNEHO" - COOEPXKMUT AaTy U BPEMS NOCMNELHETO N3MEHEHWS AOMOMNMHUTENBHOIO NOMs.

e KHorka () - (PyHKUMA pegakTpoBaHus napaMeTpoB AONONTHUTENBHOIO Nossi.

5.1.5.3. HacTtpauBaembie huUnbLTPbI CIUCKa AONOSTHUTESIbHbLIX NOMen

an/I HaXXaThn Ha KHOMKY OTKpbIBaETCA obnactb ¢ HacTpanBaeMbiMU d)I/IJ'IpraMI/I and TabnuyHoro

CrncKa AONOMHUTENbHBIX NOMewn (CM. pUCyHoK 29). ®unbTp 4Ns cnucka AOMNOMHUTENBbHbIX NONen
No3BONSAET NPOBECTUN DUMLTPALMIO CIMCKA MO CreayrLmnm napaMmeTpam:

e OunbTP NO HAMMEHOBAHMIO LOMNOMHUTENBHOIO MOSS - CBOOOAHbLIN TEKCTOBLINA BBOA,
e  OunbLTP NO TUMNY AOMOMHUTENBHOrO NONs - BbIOOP 13 cnncka:
e OyneBbIN TUM;

o JSON;

O CTPOKa;

© uucro;

O [eiCTBUTENbHOE YNCIIO;

o para.
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JononHutenbHble Nosq

Llentp ynpaenetuna Whungento

JononuuTensHele nona

@unLTp

DunkTp Tun 2HaueHnA

Bce Tvnbl

AL3

Kon-eo Ha CTpaHuLe

20

PucyHok 29 - ®dunbTpbl AN cnvcka 40NONHUTENbHBIX Nonen

Takke B 06racTv HaCTPOMKM OUNETPOB pacnonokeHa PYHKLUA peaakTMpOBaHNUsi KONMYecTsa CTPOK

Tabnu4HOro cnmcka Ha o4HON 3KpaHHOW cTpaHuue - "Kon-Bo Ha cTpaHuue'.

5.1.5.4. Co3gaHue AONONMHUTENbHOro nons

an Hann4MmM HeobXoaAMMbIX npas nonb3oBaTesnto A0CTYyNHa KHOMKa "Co3gaTtb", No HaXxaTuo Ha

KOTOPYHO r|p0|/|30|7|,u,eT nepexoa Ha CTpaHuuy co3gaHuA OOMOJNTHUTENBbHOIO NoA.

Mpwv cosgaHum gononHuTenbHoro nons (cMm. pucyHok 30) 3anonHuTe obssaTernibHble Nons:

"Ha3BaHue" - Ha3BaHMe JOMNONHUTENBHOIO NOsIs.

e "Knrou" - KoY 4ONONHUTENBHOIO NOJS, UCMOMb3yeMbli NPY HACTPOKMKE MPaBu KOPPENsaLmu.

e "Tun" - BbIGUPAEMbIV U3 CIMCKA TWUMN AOMNOMHUTENBHOMO NOrs.

e "CopTupoBKa" - NOPSIAKOBbLIA HOMEP OTODpaXKeHWst 4ONOMHUTENBHOIO MONSA B KAPTOYKE

MHUMOEHTa, 3a4aeTcA YNCITOoM.

Llewtp ynpasnenna Whumaente JlononnuteneHsie nona

HazeaHue

CospaHne AONOAHWTENLHOTO NoAA

‘ HazeaHue

Knwou

‘ Kniou

4

CopTupoeka

o

PucyHok 30 - CosgaHue 4ONonHUTENbHOro Noss

Mocne 3anonHeHnst Bcex nonen Haxmmute kHornky "[JobaBuTbk", nocrne 4Yero ONoNHUTENBHOE norne

6yp,eT nobaBreHo B CNUCOoK n 6y,u,eT rOTOBO K MCMNOJ1b30BaHUIO.

5.1.5.5. Ucnonb3oBaHue AoNonNHUTENbHbIX NOonen

|-|O,El,pO6HO 00 1cnonb3oBaHMK [OMNOSTHUTENbHbIX NOMeEn B KapTo4yke MHUMOEHTOB ONnMcaHo B

nogpasgene "Paboma ¢ uHyudeHmamu. [Npussiska dononHumenbHbIx noneu”.
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6. Paspoen "AKktuBbl"

6.1. HasHayeHue n cocTaB pasgena "AkTusbl"

Pasgen "AKTUBbI" COOEPXUT crieqytowime nogpasgensi:

e "AKTUBbLI" - NpegHasHadeH ANs yNpaBneHus akTuBamu;

e "lpynnbl akTUBOB" - NpeAHa3HavYeH ans co3gaHus n paboTbl ¢ rpynnamu akTUBOB;

e "HacTpouku ngeHTudmkaumm akTMBoB" - npegHasHadeHa st ynpaBneHus cTpaTternamm
0BHapy)XeHUs1 aKTUBOB;

e "CeteBble uHTepdenchl" - npeaHa3HavyeH ans ynpaerneHus ceteBbiMu nHTepdencamu,
O0BHapyXeHHbIMN Yy aKT1BOB;

e "PesynbTaThbl CKaHUPOBaHUA" - NpeaHa3HavYeH Anst ynpaereHus MMNopPTOM pesyrnbTaToB
CKaHMPOBaHUA Ha HanNnune ysa3BMMOCTEN;

e "WHBeHTapusauma" - npegHasHadeH Ans UHBEHTapM3aumm Takux OObEKTOB KaK XOCTbl, CEPBUCHI,

a TakK Xe CO6I/IpaeMbIX AaHHbIX.

6.2. MNoapasaen "AxktuBbl" {#assets}

6.2.1. OcHOBHbIE 3IneMeHTbl noapasaena

Mogpasgen "AKTuBbI" NpegHasHayYeH s onepupoBaHns akTMBaMm, 3aperMcTpupoBaHHbIMA B
Mnatdopme Pagap.

Moapasgen coaepXuT cnegyowme aneMeHTbl (CM. pUcyHok 31):

e TeKyLumMIi CNUCOK aKTMBOB, 3asBreHHbIX B NMnaTtdopme Paaap.

e Habop unbTPoB ANs NPOCMOTPa CAUCKa aKTUBOB - KHOMKa .

e DyHKUMS CO3AaHUSA HOBOTO akTUBa B CUCTEME BPYYHY!O - KHoMka "Co3aath .
e PyHKUUS pegakTpoBaHUS NapaMeTpoB akTMBa - KHOMKa .

o OyHKUNS BbIFPY3KM AaHHbIX BO BHeELLHUI bann B oopmaTe CSV - kHonka "CSV".
e DyHKLUSI HACTPONKN BPEMEHHOTO Neprofa OGHOBMEHNS AaHHbIX - PACKPbIBAKOLLMIACS CMIMCOK
"Bpyu4Hyto" (rae "Bpy4Hyr" 3Ha4YeHne no yMon4aHuio).

e KHomka ans 3anycka 0GHOBMEHNS AaHHbIX BPYYHYIO - E

e Habop chyHKUMIA yNpaBneHns akTBamu - packpbiBatoLmincs cnucok "MaccoBble gencTeus.
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AKTUBBI LleHTp ynpaeaeHma - AKTMBBI

EEnE o B

1 2 3
0. W e TUM  3ATOMCEOK 1P/MAC oc TPYMMEl AKTUEOE PACTMONOKEHUNE [ S =
1] 3 3 Host 101447661 10.144.76.61 Microsoft Windows 1525 o o0
o 3 3 Host  10.200.56.163 10.200.56.163 Microsoft Windows 1661 [
o 3 3 Host  10.14476.106 10.144.76.108 Microsoft Windows 2153 o 0
o 3 3 Host  10.200.31.50 10.200.31.50 Microsoft Windows 840 o o
0 3 3 Host 102229145 10.222.5.145 Microsoft Windows 1676 o o
o 3 3 Host  10.14476.81 10.144.76.51 Microsoft Windows 201 o o
o] 3 3 Host  10.200.70.148 10.200.70.148 Microsoft Windows 1918 0 0
o 3 3 Host  10.200.212.34 10.200.212.34 Microsoft Windows 287 0 0
o 3 3 Host 1014476135 10.144.76.135 Microsoft Windows 2945 [
o 3 3 Host 1014486166 10.144.86.166 Microsoft Windows Tectoean rpynna 117¢ 0 0
1] 3 3 Host 1014476189 10.144.76.189 Microsoft Windows 802 o o0
o 3 3 Host  10.200.85.19 10.200.85.19 Microsoft Windows 1433 [
o] 3 3 Host 1014487131 10.144.87.131 Microsoft Windows 1918 0 0
0 3 3 Host  10.144.98.114 10.744.98.174 Microsoft Windows 1740 o a
1] 3 3 Host  10.14476.171 1014476171 Microsoft Windows 120 o o0

PucyHok 31 - Pabouyas obnacte nogpasgena "AktuBbl"

6.2.2. Cnucok aktuBoB. [lapameTpbl cnucka

TekyLLMI CNMCOK aKkTUBOB NpeAcTaBrneH B BUAE TabnmyHOro cnmcka co cnegyroLwmumy 0CHOBHbIMM
napameTpamu (CM. pUCyHoK 31):

e [lone (I:_:I /ﬂ) - onaroBoe norne 4518 BbIOOpa CTPOK C akTMBaMM ANs NPOBEAEHUS] C HAMU KaKUX-
TO OENCTBUNA.
e [lone "YpoBeHb pucka" ( 9 ) COAEPXKUT YNCIEHHYIO OLIEHKY YPOBHS pUcka MHUMAEHTOB

npousowleawinx Ha JaHHoOM aKkTuBe.

e [lone "3HaunmocTb akTuBa" ( {i} ) - COAEPXKNT OLEHKY 3HA4YMMOCTU aKkTUBa, KOTopasi B paMKax

GU3HEC-NPOLIECCOB OLIEHNBAETCS YNCMNOBbIMU 3HaYeHuaAMN oT 1 0o 5.

e [lone "CeteBasi BUAMMOCTbL" ( @ ) - oUeHMBaETCA YNCITOBbIMWU 3Ha4YeHusamMm ot 1 o 5.

e [lone "Tun" - cogepxuT TMN 060pyaOBaHUA akTuBa (Hanpumep Host, Server).

e [lone "3aronoBoK" - Ha3BaHWeE aKkTMBa, No4 KOTOPbLIM OH 6bin 3admkcnpoBaH B MnaTtdgopme
Papap.

e [lone "IP/MAC" - IP- nnn MAC-agpec aktuBa.

e [lone "OC" - onepaLMoOHHasa cucTema akTuea.

e [lone "lpynnbl akTMBOB" - Ha3BaHWe rpynnbl aKTUBOB (UM HECKOMbBKUX FPYMI), B KOTOPYHO
BKITHOYEH [1aHHbIN aKTUB.

e [lone "PacnonoxeHue" - TeppuTopuanbHoOe pacronoXeHne akTMBa, HanpuMep ropog (ecnm oHo
ObINo yka3aHo Npu Co3qaHnM UN peaakTupoBaHum 3anvcy aktuea B NMnartdopme Paaap).

e [lone "OTKpbITble MHUUAEHTbI" ( .'“ ) - KONMMYECTBO OTKPbITbIX MHLUNOEHTOB HA aKTUBE.
e [lone "Puck npuHAT" ( i@ ) - KONMYECTBO UHLIMOEHTOB B CTATyCe "PUCK NPUHAT" Ha akTuBe.
e [lone "3akpbITble MHUMAEHTbI" ( = ) - KONMMYECTBO 3aKPbITbIX MHLUNOEHTOB HA aKTMBE.

e KHornka ) - (*)yHKLLI/IFI penakTnpoBaHuna napamMmeTpoB MHUMOEHTAa.
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OTobparkeHne nonewn cnucka HacTpanBaeTcs nog TpedoBaHNsi KOHKPETHOrO nonb3oBartens. [Npu
HeobxoammocTu paspaboTtunkamu Mnatdopmbl Pagap moryT ObiTb BBEAEHbI AONOMHUTENbHbIE NOMS
cnucka.

6.2.3. HacTtpanBaembie hunbTpbl cnucka akTuBoB {#list_filters}

Mpun HaxaTMM Ha KHOMKY OTKpbIBaeTCs 00nacTb C HacTpaMBaeMbIMu unsTpammn ans TabnnuyHoro

crnvcka akTMBOB (CM. pUCYHOK 32). OunbTpbl NO3BOMSOT NPOBECTU MOWUCK B CNIMCKE aKTUBOB MO
creqyowymM napameTpam:

o OunbTp "PuneTp"” - PunbTpaumsa no nonto "3aronoBok", cBOOOAHbLIV TEKCTOBbLIV BBOA.
e OunbTp NO rpynnam akTUBOB - PACKPbIBAOLLMINCS CANCOK C rpynnammn akTMBOB.

° CDVIJ'Ipr MO pacnonoXXeHu akTmnea - paCKprBaIOLIJ,I/IIZCﬂ CNnNCOK npenyCTtaHOBJIEHHbIX MECT

pacnonoXeHusi akTMBOB (Hanpumep Ha3BaHWs rOpoaoB, FAe pacnonaralTcs CETEBbIE aKTUBbI).
e OuUNLTP NO aKTUBHOCTY - PacKpbIBAOLLMACA CAUCOK: "AKTUBHbIN/ HeakTuBHbIN/ He BaxHO".
e ®unbtp no IP/Mma xocta/MAC - dunetpanmsa no nonto "IP/MAC", cBoGOAHbIV TEKCTOBbLIV BBOA.
e ®unbtp no OC - dunsTpaums no nonto "OC", cBOOOAHbLIV TEKCTOBLIN BBOA.
e BbICTPbIN PUbTP - pacKpbiBaKOLLMIACS CMIMCOK CO CrieayLwUMmn 3HaYeHNSIMMU:

o AKTVBbI B rpynnax;

o AxTuBbl 6e3 rpynnm;

o Wwmsa noxoxe Ha IP agpec;

o [loBTOpstoweeca nvs;

o AKTMBBbI C NycTbiM nonem lookup;

0 HeckomnbKo KaHAMAATOB OTBETCTBEHHLIX rPyMMn NOMb30BaTenen.

L4 CDVIJ'Ipr No 3HAa4YMMOCTU aKTuBa - paCKprBa}OLLI,I/IVICﬂ CMMCOK Co crneayrwmmMmm 3Ha4eHnAMn:

0 1 - KNOYEBOW aKTUB;

O 2 - BaXHbl aKTUB;

0 3 - HopMmarbHbIA aKTUB;

0 4 - pacnpefeneHHbI NN HEKPUTUYHBIN aKTUB;
o0 5 - TeCTOBbIV aKTuB.

L4 (DVIJ'Ipr no ceTeBoV BUANMOCTM aKTMBa - paCKprBaIOLIJ,VIVICFI CMNUCOK Cco crneayrowmMmMmmn 3Ha4eHNAMN:

o 1 - npsmoe nogkntoveHne Kk VIHTepHeT;

o 2-DMZ, yactnyHbi octyn u3d IHTepHeT;

© 3 - wraTHbIK goctyn B IHTepHeT vepes Proxy;
O 4 - orpaHu4eHHbIn gocTtyn B VIHTEpHET;

© 5 - He NOAKIMYEHHbIN K CETU.

Takke B 061acT HaCTPOVKN PUNBTPOB pacnonoXxeHa yHKLUMSA peJakTUPOBaHUS! KONMYeCTBa CTPOK
Tabnu4HOro crnMcka Ha oHON 3KpaHHOW cTpaHuue - "Kon-Bo Ha cTpaHuue'.

Ons dmnbTpaumm TabnmMyHOro cnucka yCTaHOBUTE HYXHbIE 3HAYEHWST (DUINBTPOB U HAXKMUTE Ha KHOMKY
"Mowmck" (cMm. pUCyHoK 32).
[ns c6poca Bcex PUNBTPOB - HAXXMUTE Ha KHOMKY "OunucTUTh".

HacTpoeHHbI Habop PUNBTPOB MOXHO COXPaHUTL A8 NOCNEeAYoLLEro NCMONb30BAHNS - KHOMKA
"CoxpaHuTb".

[nsa ncnonb3oBaHUs paHee co30aHHOIO U COXpaHeHHOro Habopa hUnbTPOB - HaXaTb Ha KHOMKY
"3arpy3uTb".


af://n892

AKTVBbI LeHTp ynpasnetna > AKTMBbI
[ cor | 2 RS < | p—
unsp
Dusp Tpynnbl aktneos Pacnionoxenme aktnsa AKTUBHOCTD

¢ Beibepure pacnonoxenue + Acvshbii s
1P/Wms xocta/MAC oc BbICTpbii GuasTp
Bce *
3HaunmoCTb akTMBa CereBas BUAMMOCTD Kon-go Ha cTpaHuue
Bce 4 Bce 4 20 <
o [ oo JERE
9. @ @ Tvn 3aronosok 1P/MAC oc TRYMINbI AKTUBOB PACTIONOXKEHNE ¢ © a
713 3 Host 1421000 142.10.10.0 o 1 0
53 3 3 Host 10216811 192.168.1.1 10 0
127.00.1
127.002

PucyHok 32 - dunbTpbl AN cnvcka akTMBoB

6.2.4. Hactponka o6HOBNEHNA AaHHbIX

CDYHKLI,VIH HaCTpOIZKVI 0oOHOoBMNEHMS AaHHbIX COCTOUT U3 paCKpbiBakoLEerocAa Cnncka BpeMeHHbIX

nHTEpBanos obHoBNEHNS 1 NMUKTOrpamMmbl - E Mo YMOJ1HaHUIO YCTaHaBITIMBAETCA PEXUM PYyHHOIO

o6HoBneHusi. OGHOBMEHVE BPYYHYIO MPOU3BOANTCS NMPU HaXKaTUM Ha MUKTOrpammy E

,D,ﬂﬂ aBTOOOHOBMNEHNSA Bbl66pI/ITe BpeMeHHOI7I nHTEpBan obHoBNEHNS B pacKpbiBakoLLeMCA Crnnucke:

e Sc.

e 15c.
e 30c.
e 60c.

6.2.5. YnpaBneHue aktTuBamm

Mpn Hanu4mMm HeobxoaMMbIX NpaB NONb30BaTENO AOCTYNHA yHKUMS "MaccoBble aencTBma”,
BKIoYas yaaneHue aktueos ¢ Mnatdopmbl Pagap. MogpobHoe onucaHve ynpaBneHnst akTupamm
npuBeaeHo B B pasgene "Paboma c akmusamu”.

6.2.6. Co3paHue akTnBa

Mpu Hanu4mMmM HeobxoaMMbIX NpaB Nofb3oBaTeNo AOCTYMNHA KHonka "Co3aaTk”, Mo HaXKaTuio Ha
KOTOPYIO NpOM30oNaeT Nepexoq Ha CTpaHuly co3gaHus aktuea B Mnatdopme Pagap Bpy4yHyio.
Moppo6Hoe onucaHue co3naHus aktvea B MnaTtdgopme Papgap BpyyHyto NpMBeAEHO B B pa3gene
"Paboma ¢ akmusamu. Co3daHue akmugos 8py4HYH".

6.2.7. PepakTupoBaHue napamMmeTpoB aKTUBa

PepakTpoBaHue napaMeTpoB akTMBa AOCTYMHO MO HaXaTuio Ha KHOMKY . MogpoGHoe onucaHue

pefakTMpoBaHMS NapaMeTpoB rpynnbl akTMBa NpUBEAEHO B B pa3gene "Paboma ¢ akmusamul.

PedakmuposaHue epynmnbl akmugos”.

6.3. lNogpasaen "lNpynnbl akTuBoB"
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6.3.1. OcHOBHbIE 3IneMeHTbl noapasaena

Moopasgen "lMpynnbl akTMBOB" NpefHa3HayYeH AN onepupoBaHns rpynnaMy akTuBoB,

3aperucTtpupoBaHHbiMu B Mnatdopme Pagap.
Moapasgen coaepXuT cnegyowme aneMeHTbl (CM. pUCcyHok 33):

e  TeKyLUMIi CNUCOK rpynn akTMBOB, co3aaHHbiX B MnaTtdopme Paaap.
e Habop mnbTpOB ANnst NPOCMOTpa CnmMcka rpynn - KHornka .

o DyHKUNSA cO30aHNsA HOBOW rpynbl akTUBOB - kKHomMka "Co3patb .

o OyHKUNA peakTUpOBaHWsS NapaMeTPoB rpynbl - KHOMKa .

o OyHKUNS BbIFPY3KM AaHHbIX BO BHELLHUI cbann B popmaTte CSV - kHornka "Bbirpyants CSV".
e  DyHKUMS 3anycka NPOBEPKM Ha COOTBETCTBME MONUTUKE yYCTaHOoBMeHHoro MO Ha akTmMBax rpynnbl -

kHornka "lMpoBepka cooTBeTCcTBUSA MO".

rpynnbl aKTUBOB LleHTp ynpaenexna AxtuBbl Mpynnel akTMBOB
[+ [ o | 2]
HA3BAHUE « MACKW MOACETEA  PETYNIAPHOE BbIPAXEHME (FQDN)  KON-BO AKTWBOB  PYMIMA OTBETCTBEHHbBIX  CBA3AHHBIE rPyrmm NOb30BATENER
. admin
PaBouasn rpynna 1 3 admin MNposepka cootsercrema [0 &
users
AiTBst 417 TecTHposLmKos M0 2 users users Mposepka cootserctamA N0 &

1

PucyHok 33 - Paboyas obnactb nogpasgena "lpynnbl akTueoB"

6.3.2. Cnucok rpynn aktuBoB. lNapamMeTpbl cnucka

TeKyu.u/u7| CMNUCOK rpynn aktneoB NnpeacrtaBlieH B BUAe TabnuyHoro crnmcka co cnegyrowimMmm OCHOBHbIMIA

napameTpamu (CM. pUCYHOK 33):

e [lone "Ha3BaHue" - Ha3BaHue rpynnbl akTneos B MNnatdopme Pagap.

e [lone "Macku noacetein" - ctpaternsa asBTomarm4eckoro JobaBneHns akTMBOB B rpynmny no
3ajaHHON Macke noaceTu. HoBble akTMBbI, NONagatoLLme Noj yka3aHHY CETEBYHO Macky, byayT
aBTOMAaTUYeCKN BKMOYaTbCS B rpynny.

e [lone "PerynspHoe BbipaxeHue (FQDN)" - cTpaTernsa aBromatmyeckoro Jo6aBneHnss akTMBOB B
rpynny no 3agaHHOMy perynspHoMy BblpaxkeHuto, npumeHsiemomMy Ha FQDN akTuoB. HoBble
akTumBbl, Ybe FQDN oTBevaeT 3agaHHOMY perynspHOMy BbipaxKeHuto, ByayT aBToMaTuyecku
BKIOMATLCA B rpynmny.

e [lone "Kon-Bo akTMBOB" - KONMYECTBO aKTMBOB B rpynne.

e [lone "lpynna oTBeTCTBEHHbIX" - rpynna norb3oBaTenen, HazHa4YeHHas OTBETCTBEHHbIMU 3a
[OaHHy0 rpynny akTUBOB.

e [lone "CBsa3aHHbIe rpynnbi Nonb3oBaTenien’ - rpynnbl Nofb3oBaTenen, CBA3aHHbIE C
KOHKPETHbIMM aKTUBaMU 13 AaHHOW rpynnbl.

e KHonka "lMpoBepka cooTBeTcTBUA MO" - 3anyck npoBepKn Ha COOTBETCTBME MONUTUKE

ycTaHoBneHHoro MO Ha akTuBax rpynnsbi.
e KHorika ) - (PYHKUMA peOaKkTVpoBaHUA NapamMeTpoB VHLMAEHTA.


af://n973
af://n991

6.3.3. HactpanBaemblie (hnbTpbI CNUCKaA rpynn akTUBOB

ﬂpm HaXaTun Ha KHOMKY OTKpbIBaeTCA obnactb C*)I/IJ'IprOB OnA CnUCKa rpynn akTuBoB, KOTOpas

BKNto4aeT B cebs punbTp ¢ nonem ans cBoboaHOro TEKCTOBOrO BBOAA.
Movck No BBe4EHHOW TEKCTOBOM CTPOKe ocyLlecTBnseTcs no nonam "HassaHue" n "Kon-Bo aktusos".

O6wue npaBuna paboTel ¢ hunbsTpammn NpuBeaeHbI B pa3gene "Hacmpaugaemble (hunsmpbl criucka

akmueos "

6.3.4. Co3zpgaHue rpynnbl akTUBOB

Mpy HanM4Mn HeobxoaMMbIX MPaB NONb30BaTENO AOCTYMNHA kHomnka "Co3aaTk"”, N0 HaxaTuio Ha
KOTOPYtO MPON3OVAET Nepexod Ha CTpaHuLy co3faHus rpynnbl aktuea. MNogpobHoe onncaHne
cosgaHusa rpynnel akTneos B MnaTtdopme Pagap Bpy4Hyto npuBedeHo B B pasfene "Paboma ¢
akmusamu. Cos0aHue epynnbl akmuegos”.

6.3.5. PegaktupoBaHue napamMmeTpoB rpynnbl akTUBOB

Pe/J,aKTMpOBaHVIe napamMeTpoB rpynnbl akTMBOB AOCTYMHO MO Ha)XXaTUo Ha KHOMKY . |_|O/J,pO6HOG

onucaHue pefakTMpoBaHNs NapamMeTpPOoB rpynnbl akT1Ba NpMBEAEHO B B pasgerne "Paboma c

akmusamu. PedakmuposaHue 2pyrbl akmusos'.

6.4. Noppasaen "HacTtponkn ngeHtudukaummn
aKkTMBoB"

6.4.1. OcCHOBHbI€ 35IeMeHTbI noapasaena

Moppasgen "HacTponku naeHTudmukaumm akTMBOB" nNpeaHasHadveHa ang yrnpasneHus ctpaTternsamm
0BHapy)XeHUs1 aKTMBOB.

Moopasgen coaepXxuT crnegytoLme arneMeHTbl (CM. pUCyHok 34):

e TeKyLUMI CNUCOK CErMEHTOB C ONpeaeNneHHbIM NPaBUIIOM aBTOMATUYECKOrO 0BHapyXeHNst
aKTVBOB .

e Habop pmnbTPOB Ans MoMcka CErMeHTOB B CMMCKE - KHOMKa .

e  DyHKUMSA cO30aHNSA HOBOIO cerMeHTa - kHornka "Cospartb'.

e OyHKUMS pefakTUPOBaHWSi NapamMeTpoB CErMeHTa - kHomnka  &* .

HacTpoWku ngeHtueunkauum akTuBos LieHTp ynpasnenns > AKTUBbI > HacTpoiikiu UAEHTUGMKALNN aKTHEOB
HA3BAHME . OWANA3OHDI CTPATErus
yet another fqdn d
some ip s

really some mac

another fadn

PucyHok 34 - Pabo4yas obnacte nogpasgena "HacTtpoika ngeHtudmkaumm aktueos"
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6.4.2. CnuUcok HacTpoeHHbIX cermeHToB. lapameTpbl cnucka

TekyLLMI CNMCOK HACTPOEHHbIX CErMEHTOB AN AEHTUdMKALIMU aKTMBOB NPEACTaBIeH B BUae
Tabnu4HOro cnmcka co cneayroLmMmMm OCHOBHbIMKU NapamMeTpamm (CM. pucyHok 34):

e [lone "HasBaHue" - Ha3BaHWe HacTpoeHHoro cermeHTa B MnaTtdgopme Pagap.
e [lone "Ownana3oHbl" - ceTeBbIE ANana3oHbl B paMKax AaHHOro CerMmeHTa.
e [lone "Ctparterusa" - BbibpaHHasa cTparerns aBToMaTu4eckom naeHTnmrKaumm akTMBoB B JaHHOM

CerMeHTe.

e KHonka ( g* ) - byHKUMA peaakTMpoBaHUa NapaMmeTpoB HAaCTPOWIKM.

6.4.3. HactpanBaemsbie (hunbTpbl CNINCKA CEerMEeHTOB

|_|pl/1 HaXXaThn Ha KHOMKY OTKpbIBaeTCA obnactb ¢ (pVIJ'IpraMM ansa tabnuyHoro cnmcka

HaCTPOEHHbIX CErMEHTOB (CM. PUCYHOK 35). OUnbTpbI MO3BOSSAOT NPOBECTM MOUCK B CNUCKE CErMEHTOB
no crefyoLwmuM napameTpam:

e Qunbtp "Gunetp” - dmneTpauma no nonto cnucka "HasBaHume", cBO60OAHbLIV TEKCTOBLIN BBOA.

e OunbTp N0 AuanasoHy cerMeHTa - unsTpaums no nomnto cnucka "Auana3oH", cBO6OAHbIN
TEKCTOBbI BBOA.

e dunbTP N0 NPUMEHSAEMON CTpaTernmn B cerMmeHTe - packpbiBatoLmincs cnmcok: "Bee/ FQDN/ IP/
MAC".

CtaHgapTHble npaBuna paboTbl ¢ hunsTpamm NpuBeaeHsl B pasaene "Hacmpausaembsie gouibmps!

criucka akmueos ",

HaCTpOﬁKM W.HEHTHq)VIKaLl,VIH aKTUBOB LieHTp ynpaBneHua AKTHBBI HacTpoiikn naeHTUdUKaLMM aKTUBOB
®unetp
DuneTp AwvanazoH Crpatervs Kon-Bo Ha cTpaHuue
Bee s 20 <

Bce
=3 =2 raon

HA3BAHME » AWAMAZOHBI MAC ]

Tect mac 4

PucyHok 35 - ®dunbetpbl nogpasaena "HacTtpovika ngeHTudurkaumm aktmsos"

6.4.4. Co3paHue HOBOro HaCTPOEHHOro cerMeHTa

Mpu HanuuMn Heobxo4MMbIX NpaB NONb30BATENO AOCTYNHA KHoMnka "Co3paTtk”, N0 HaXaTuo Ha
KOTOPYH NPOM30NAET NEPEXOA HA CTPaHKMLY CO34aHMA HOBOIO CErMeHTa C onpeaeneHHbIM NpaBmnom
aBTOMAaTM4eCcKoro obHapyxeHus akTneoB. [logpobHoe onvcaHne co3gaHusa cermeHTa B Mnatdopme

Papap npuBeneHo B B pasgene "Paboma ¢ akmusamu. Co3daHue Ho8ou rnonumuku udeHmudghukauuu".



af://n1033
af://n1044
http://docs.pangeoradar.ru/user/#list_filter
af://n1056
http://docs.pangeoradar.ru/user/flow_service_assets

6.4.5. PegaktupoBaHue napameTpoB cermeHTa

Pe,D,aKTI/IpOBaHI/Ie napamMeTpoB HAaCTPOEHHOIo cerMeHTa 4OCTYMNMHO NO HaXXaTuko Ha KHOMKY f .

MoapobHoe onncaHne pegakTMpoBaHMS NapaMeTpoB CerMeHTa npuBeaeHo B B pasaene "Paboma c
akmusamu. PedakmupogaHue nonumuku udeHmughuxkayuu’.

6.5. Nogpaspen "CeTteBble nHtepcenco!"

6.5.1. OcHOBHbIE 3IneMeHTbl noapasaena

Moppasnen "CeTeBble uHTepdenchl” NpeaHa3HayeH ANns ynpaBneHns CETEBbIMU MHTEpdencamu,
OBHapyXeHHbIMMN Yy aKTUBOB.

Moapasgen coaepXuT cnegyowme arneMeHTbl (CM. pUCcyHok 36):

e  Crnmcok obHapyKeHHbIX Ha TEKYLLMX aKTMBaX CeTEBbIX MHTEPENCOB.
e Habop unbTpoB AN NoUCKa CeTEBOro MHTepdenca B CMCKe - KHomMka .

o  DyHKUMSA cO30aHUSA HOBOrO CETEBOrO MHTEpdenca BpyyHyto - kHornka "Co3saatb".
o DyHKUMSA BbIFPY3KM AaHHbLIX BO BHELLHUI chann B oopmaTte CSV - kHornka "Bbirpyauts CSV".

o OYHKUMS pedaKkTUpPOBaHWs NapaMeTpoB CErMeHTa - KHomMKa .

e DyHKUMS yaaneHusa nHtepdenca - KHorka u

CeTeBbIe MHTequei;ICbl LieHTp ynpaBaenus AKTVBBI CeTeBble MHTepgeiich
=
Iy
HA3BAHUE « P MAC FQDN oc AKTUB
92.168.1.1 192.168.1.1 m
10.0.04 10.0.04
126.202.10.10 00:0c:31:46:87:87 Linux 10.0.04
143.10.10.40 143.10.10.40
172.30.254.173 00:0c:29:95:32:97 pr-nl-agent-01 windows_server_2016 - Tect
XpaHunuile AaHHbIX 127.0.0.2 windows server R2008 127.0.0.1,127.0.0.2 m
TecToBbIii MHETdelc 127.0.0.1 127.0.0.1,127.0.0.2 m
1

PucyHok 36 - Paboyvas obnacte nogpasgena "CereBble MHTepdench!”

6.5.2. Cnucok ceteBbixX MHTepdeuncos. NMapameTpbl cnUcka

Cnncok ceTeBbIX MHTEPMECOoB NpeacTaBneH B Buae TabnmyHoro cnmMcka co creayoLwymMy OCHOBHbIMM
napameTtpamu (CM. pUCYHOK 36):

e [lone "HasBaHue" - nms nHtepdeica B NMnarcgpopme Papap.

e [lone "IP" - IP-agpec nHtepdeica.

e [lone "MAC" - MAC-agpec nHTepdelica.

e [lone "FQDN" -FQDN, onpegeneHHbIn no gaHHomy |P-agpecy.

e [lone "OC" - onepaunoHHasi cuctema, obHapy>XXeHHas Npy CKaHMPOBaHUM Yepes OaHHbIV
NMHTepgenc.

e [lone "AKTUB" - Ha3BaHue, CBA3aHHOIO C MHTEP(ENCOM aKT1Ba (aKTMBOB).

e KHonka (W) - hyHKUMS pedakTMpoBaHUsA napamMeTpoB nHTepdenca.

e KHorka (] ) - byHKUMS yaaneHus ceTeBoro nHTepdeiica.
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6.5.3. HactpanBaembie hnbTpbl cNUcKa MHTepdencos

Mpw HaXxaTUKU Ha KHOMKY OTKpbIBaeTCst 06nacTb ¢ HacTpanBaeMbiMy hunsTPaMu Ansi cnmcka

MHTepdencoB (CM. pucyHok 37). ®unbTpbl NO3BOMSKOT NPOBECTM MOUCK MO CNUCKY UHTEPdENCoB No

cregyoLwmMmM napameTpam:

e Ounbtp "ms/ MAC/IP/ FQDN" - dmnbtpauus no nonsim cnucka "Hassanue", "MAC", "IP" n
"FQDN", cBOOOAHbLIV TEKCTOBBIN BBOA.

e ®unbtp no OC - dunbTpaums no nonto "OC", cBOGOAHbLIV TEKCTOBbLIN BBOA.

e OunbTp NO HaNMUMIO akTUBa - packpblBatoLmiics cnucok: "da/ HeT/ He BaxkHO".

e  OunbTP NO CBA3AHHOMY aKTMBY - PACKPbIBAKOLLMIACS CMMCOK C TEKYLLMMUN akTBamm (CM. PUcyHok
37).

CrtaHgapTHble npaBuna paboTbl ¢ hunsTpamm NnpuBedeHsl B pasgene "Hacmpausaembsie gouibmpbi

crucka akmueos ",

CeTeBble |/||-|Tep¢eﬁcb| % LienTp ynpasneHua AKTMBbI CeTeBble MHTEpdERChI
[ cor | sy
Dunstp
Wima/MAC/IP/FQDN ocC Hannuue aktusa? AxTus Kon-Bo Ha cTpaHuue
He saxcio s 111 ~ 20 2
1112
10.0.03
10.0.04 v
=l =ls =
HA3ZBAHUE - P MAC FQDN oc AKTHE
127.00.1 127.00.1, 127.0.0.2
127.0.0.2 windows server R2008 127.004, 127.0.0.2
. | o 3|

PucyHok 37 - dunetp nogpasgena "Certesble nHTepdench!”

6.5.4. Co3pnaHue ceteBoro nHtepdenca

Mpn Hanu4mMmM HeobxoaMMbIX NpaB NONb30BaTENO AOCTYMNHA KHonka "Co3aatk”, Mo HaXaTuio Ha
KOTOpYH NPOM30MAET NEPEXOA Ha CTpaHuMLy Co3aaHMs HOBOrO CeTEBOro MHTepderica. NogpobHoe
onucaHue cosgaHus nHtepderica B NMnatdopme Pagap Bpy4yHyto npuBeaeHo B B pasgene "Paboma ¢
akmueamu. CosdaHue cemegoeo uHmepdgetica".

6.5.5. PegaktupoBaHue napamMeTpoB ceTeBOro uHtepdenca

Pe,D,aKTI/IpOBaHI/Ie napameTpoB CeTeBOoro MHTepd)ePlca OOCTYMHO NO HaXXaTuto Ha KHOTMKY .

MoaopobHoe onvcaHne peaakTMpoBaHUSA NapamMeTpoB MHTepderica NpMBeAeEHO B B pasnene "Paboma c

akmusamu. PedakmuposaHue rapamempos cemegoz2o uHmepdgedica”.

6.6. NMNogpasaen "Pe3ynbraTbl CKAHMPOBaHUA"

6.6.1. OCHOBHbIE 3f1IeMeHTbI noapasaena

Mogpasgen "Pe3ynbraTthl CKAHMPOBaHUA" NpeHa3HavyeH ANng ynpasneHnsa MMNopToOM pe3ynbraTtoB
CKaHMpPOBaHMWS Ha Hanm4ymne ys3BUMOCTEN.

Moopasgen coaepXuT cnegyoLwme arneMeHTbl (CM. pUcyHok 38):
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e  Cnuncok NpoBedEHHbIX CKaHMPOBaHWUN.

Ha6op (bVIJ'IprOB AnaA noucka CKaHMpoBaHUA B CINUCKE - KHOMKa .

e DyHKUMA co30aHUA pe3ynbTaToB CKaHMPOBaHUSA - kHomka "Co3paTtb” .

o DyHKUNSA cpaBHEHUs - KHornka "CpaBHUTB".

Pesynbrarbl ckaHMpoBaHuA Uewrp ynpasnerna > Axtrsss Peaynurars: cxanuponarua

umnoeT KOHEL K071-80 CKAHVEOBAHNE
HAIEAHWE VIMNOPTUPOBAHO ZABEPWIEH OEPABOTAHO HAYANO -+ yenn X0CTOB OWHMBKM BAXHOCT: OBILAR(HOBSIE) & no AsicTauA

2021-05-  2021-05-
v x 3 3

10278 ©) 0

183226 16:31:22 o 42137 (0)

PucyHok 38 - Paboyas obnactb nogpasgena "PesynsraTbl CkaHMpoBaHus"

6.6.2. Cnncok pe3ynbTaTtoB CKaHMpoBaHuA. NapamMmeTpbl cnucka

Cnmncok pe3ynbraTtoB CKaHNpPOBaHNA NpeacTaBneH B Buae Tabnu4yHoro cnmcka co crnegyrowmmn

OCHOBHbIMW NapameTpamMu (CM. pucyHok 38):

e [lone "Ha3BaHue" - yHuKanbHoOe Ha3BaHWe NpoBeaAeHHOro ckaHnpoBaHus B Mnatdopme Pagap.
e [lone "UMnoptupoBaHo" - AaTta 1 Bpems nvnopTa pesynsraTtos B Mnatdopmy Pagap.

e Onar "MMmnopT 3aBepLueH" - CTaTyC YCNeLIHOro 3aBepLueHnst uMnopTa: "ycneLHo 3aBepLueH/He
3aBepllueH" ( « / x ).

‘s ) - cTaTyc 06paboTku pe3ynLTaToB CKAHUPOBAHWS ONEepaToOpPOM:

e ®nar "O6paboTtaHo" ( =
"obpaboTaHo/ He 06paboTaHo" ( w / x ).

e [lone "Hayano" - gaTta v Bpemd Havana ckaHMpoBaHUS.

e [Tone "KoHelW" - gata v Bpems 3aBepLUEHNSA CKaHMPOBaHMS.

e [lone "Uenun" - aktmBbl (IP-agpeca), ykasaHHble B 3aaye CKaHMpPOBaHUS.

e [lone "Kon-Bo xocToB" - KONMMYECTBO XOCTOB B pe3ynbratax CKaHMpOBaHWUS.

e [lone "OwWNOKKN" - Hann4ume ownbOoK B pesyrbTaTax CKaHMpPOBaHMS.

e [lone "BaxHoCTb" - 0TOGpa)alTCs KONMYECTBEHHbIE Pe3ynbTaThl HaMOAEHHbIX YS3BMMOCTEN,

pasferneHHble Ha rpynnbl BaXKHOCTW MO LBETY cornacHo oueHke CVSS.

e [lone "Tun ckaHnpoBaHus" ( & ) - COAEPXUT TN ckaHmpoBsaHus: "redcheck / maxpatrol /

nessus"

e Onar "CkaHupoBaHue MO" - dnar Hann4ums gaHHbIX 0 NporpaMMHOM obecneveHnmn B
pesynsratax CKaHUpPOBaHUS: ( w / % ).

e [lencTBus:

e KHonka "O6paboraHo/He o6paboTaHo" - hyHKLUSI CMeHa cTaTyca 06paboTkM pe3ynsraTtoB
CKaHMpPOBaHWs OMepaTopoM.

o KHonka "CpaBHUTBL" - YHKLNSA NPOCMOTPa U3BMEHEHUI B COCTaBe YSA3BUMOCTEN MexXay

pesynbrataMn CKaHUMpoBaHUA U TEKYLLMMN OaHHbIMU B CUCTEME.
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6.6.3. HactpanBaemble hnnbTpbl CNIUCKa pe3ynbLTaToB
CKaHUpoBaHuSA

I'Ipm HaXXaTln Ha KHOMKY OTKpbIBaeTCA obnactb ¢ HacTpanBaeMbliMU d)VIJ'IpraMM ana cnucka

pe3yneTaToB ckaHWpoBaHus (CM. PrucyHok 39). ®unbTpbl NO3BOSSIOT NPOBECTU MOUCK MO CMUCKY

pe3ynbraToB Mo criegyrwmnm napameTpam:

o Ounbtp "®uneTp” - dunsTpauus no nonto cnucka "HasBaHue", cBOGOAHLIN TEKCTOBLIN BBOA,
e dunbtp no cnary "BHelwHee ckaHMpoBaHue" - packpblBaroLwmncs cnucok: "da/ Het/ He BaxHo".
e dunbtp no dnary "O6paboTtaHo?" - packpbiBatoLmiica cnmcok: "Oa/ Het/ He BaxxHo".

CraHpapTHble npaeuna paboTbl ¢ hunsTpamu NpueeaeHsl B pasaene "Hacmpausaembie (husnibmpbl

crucka akmusos ",

6.6.4. Co3gaHue HOBOM 3anucu 0 CKaHMPOBaHUMU

Mpu Hanu4mMm HeobxoaMMbIX NpaB NOMb30BaTENO AOCTYMNHA KHonka "Co3aaThk”, Mo HaXaTuio Ha
KOTOpPYHO NPOM30MAET NEPEXOA Ha CTPaHMLy CO34aHMs HOBOW 3anmncy o pesyrnsratax CKaHMpOoBaHKS.
Mogpo6Hoe onucaHue co3haHns 3anMcn o pesyrnsratax ckaHmpoBaHus B MnaTtdgpopme Pagap Bpy4yHyto
npveeaeHo B pasaene "CkaHuposaHue. CosdaHue 3anucu 0 ckaHUuposaHuu".

6.6.5. CpaBHeHMe pe3ynbTaToB CKaHUPOBaHUA

CpaBHeHune mMexay pesynsrataMu CKaHMPOBaHWS U TEKYLLMMW AaHHBIMU B CUCTEME JOCTYMHO MO
Ha)aTuto Ha kHonKy "CpaBHUTL". [NogpobHoe onncaHne cpaBHEHWST pe3ynbTaToB NPUBEAEHO B B
pasgene "CkaHuposaHue. CpasHeHUe pe3y/1bmamao8 CKaHUpo8aHUsl ¢ meKywumu daHHbIMU",

6.7. Moppasaen "UuBeHTapusauma"

6.7.1. CocTtaB nogpasnena

Mogpasgen "MHBeHTapu3auua" cCoOCTOUT U3 CnegyoLwmx BKNagok:

e "OOHapy:xKeHue XOCTOB" - BKMaJKka npeaHasHavyeHa ans 3anycka CkaHMpoBaHWe noaceTu
pobaBneHns pesynsratoB CKaHMPOBaHUSA B BUAE HOBbIX akTUBOB UM OOHOBMEHWS
CYLLeCTBYHOLLNX

e "OOGHapy:XeHue cepBUCOB" - BKagKka npegHasHavyeHa 4ns 3anycka CkaHMpoBaHMs CEPBUCOB MO
[obaBreHHbIM akTuBaMm B cucteme.

e "COop pgaHHbIX" - BKNagka npegHasHayeHa aAng 3anycka cbopa nuHdopmaLmm ¢ akTmea ¢
aBTopu3aumen Ha akTMBe Yepes BbIbpaHHbIe y4eTHbIe JaHHbIe.

6.7.2. Bknapgka "O6HapyxeHue xoctoB"

6.7.2.1. OCHOBHbIe 3neMeHTbl BKNnaaKku

Bknagka "OGHapyXeHue XoCTOB" npeaHasHadYeHa Ansi 3anycka ckaHMpoBaHWe MOACeTU 1
no6aBneHns pesynbTaTtoB CKaHMPOBaHMS B BUOE HOBbIX aKTUBOB UM OGHOBIEHMUS CYLLIECTBYIOLLIUX.

B pabouyeri obnactu otobpaxatoTcs cnegyoLmne arnemMeHTbl (CM. pucyHok 39):

e Cnucok pe3yrnbratoB CKaHUPOBaHUA.
L4 HaCTpOVIKVI CKaHMpoBaHWUA, COCTOALLME N3 CrieyLWNX 3rIeMeHTOB:

o [lone "IP" - none BBoaa IP-agpeca ckaHnpyemow noaceTtu.
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o [lone "MopaceTb" - Norne BBOA4A Mackn AN CKAHUPYEMOW MOLCETU.
o  DyHKUNA 3anycKa CKaHNPOBaHWS aKTUBOB YKa3aHHOW NoaceTn - kHormnka "CkaHupoBaTb”.

e  ®yHKUNSA OGHOBMNEHMSA OaHHBLIX aKTUBOB MO pe3yrkTataM CKaHMPOBaHUS - KHomnka "OBOHOBUTBL".
6.7.2.2. CnUcokK pe3ynbTaToB CKaHMpPOBaHMA XocToB. [MapameTpbl cnucka

Pe3yJ'IbTaTbI CKaHunpoBaHUA - TabNUYHbIN CNNCOK aKTUBOB, 06Hapy)KeHHbIX Nnpuv CKaHNPOBaHUN
3afjlaHHoOW noaceTy, ¢ YKa3aHunewm creayrwmnx napamMmeTpoB akTnBOB (cm. PUCYHOK 39):

e [lone (I:I /ﬂ) - onaroBoe norne A58 BbIbopa CTPOK C akTMBaMu ANs NPOBEAEHUSI C HAMU
OEVWCTBUIA CKAHMPOBAHNSI UMM OOHOBMNEHMS.

e [lone "Host" - nmsa xocta B MNnatdopme Papap.

e [lone "IPV4" - IPV4-agpec xocTa.

e [lone "IPV6" - IPV6-agpec xocTa.

e [Tone "MAC" - MAC-agpec xocTa.

O6Hapy>eHne XxocToB

P MNopceTtb

172.30.254.0 24 4

Ckatuposath 0O6HoBHTS

HOST pPva IPV6 MAC
il 172.30.254.1 E4:18:6B:4D:67:C4
1] 172.30.254.30 00:0C:29:64:18:ED
1} 172.30.254.35 00:0C:29:46:82:09
il 172.30.254.36 00:0C:29:F9:60:CA
il 172.30.254.37 00:0C:29:DA:27:7A
il 172.30.254.39 00:0C:29:B7:37:E7
il 172.30.254.70 00:0C:29:8D:F7:A1

PucyHok 39 - Pabouyas obnactb Bknagku "OBHapyxeHne xocToB"
6.7.2.3. CkaHupoBaHue akTUBOB yKa3aHHOM noaceTu

[ns 3anycka ckaHMpOBaHUs C Lienblo 0BHapYXeHMs1 XOCTOB HEOBXOAMMO HaxaTb Ha KHOMKY
"CkaHupoBaHue". [NNogpobHoe onncaHne NPoBeAeHNsI 0BHapPYKeHNS1 XOCTOB NPUBEAEHO B pa3aene
"CkaHuposaHue. ObHapykeHUe xocmos".

6.7.2.4. OGHOBNEHWe AaHHbIX NO pe3ysibTaTaM CKaHMPOBaHUA

Mpw HaxaTun Ha kHomKy "OBHOBUTL" OyaeT Npon3BedeHO NOBTOPHOE CKAHMPOBAHME XOCTOB.

6.7.3. Bknagka "OGHapyxeHue cepBucoB"

6.7.3.1. OcHOBHbIe 3aneMeHTbl noapasaena

Bknagka "O6HapyxeHue cepBUCOB" NpeaHa3HayeHa AN 3arnycka CKaHMpOBaHWsS CEPBUCOB MO

nobaBneHHbIM akTBaM B CUCTEME.

Pe3yJ'IbTaTOM CKaHnpoBaHUA ABNAETCA HanoliHeHne Bbl6paHHbIX aKTnBOB VIH(bOpMaLI,I/IeVI o6 OTKPbITbIX
noptax n anarHoCTuke yCtaHOBJIEHHOIo MO n OC no OTKPbITbIM AAaHHbIM aKTuBa.

B paboueri obnactu otobpaxatoTcs cneayoLmne arnemMeHTbl (CM. pucyHok 40):

L4 Ha6op (bI/IJ'IprOB 054 NMOUCKa akTUBOB B CNUCKE U COOTBETCTBYHLLMX pe3ynbTaToB CKaHNPOBaHNA

CEpPBUCOB - KHOMKa .

e DyHKLMS 3amnycka CKaHMpPOBaHUS CEPBUCOB - KHOMKa "CKaHUpoBaTb cepBUCHI™.
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e Cncok JocTynHbIX akTBoB B Mnatdopme Pagap 1 cOOTBETCTBYIOWMUX UM pe3YNLTaToB

CKaHMpOBaHUS CepBUCOB (AeTanu3auums no cepsucam).

O6Hapy>keHne cepB1COB
™n 3ATONOBOK oc IP/MAC/CEPBUCHI
Host 14210100
Host 15216811 19216811
noeT CTATYC TWUM CEPBUCA WMA CEPBUCA
2 open ssh OpenssH
80 open http ngink
3 open http nginx
1080 open socks
3001 open nessus
5432 open postgresal PostgresQL DB
6699 open napster
8080 open hitp-proxy
8082 open blackice-alerts
D 2083 open us-siv
8086 open d-s-n
8088 open http Gunicom
8180 open unknown
8443 open https-alt
3000 open cslistener
3090 open http Golang net/http server
9100 open jetdirect
Host  127.00., 127.0.02 Linux 2.6.32 9200 CL= R
9666 open 200mep
noet crarye TMn cepsucA AMA CEPBUCA
2 open ssh OpenssH
80 open http nginx
443 open http nginx
1080 open socks
3001 open nessus
5432 open postgresal PostqreSQL DB
6699 open napster
ilznz 2086 open d-sn
8180 open unknown
8443 open https-alt
3000 open cslistener
9090 open http Golang net/http server
9100 open jetdirect
9200 open wap-wsp
9666 open 200mep
Host to2168.11
Host 10.0.0.3
Host  10.004 Linux 126.202.10.10 (00:0c:31:46:87:87)
Host  10.0.04 10004

PucyHok 40 - Paboyvas obnactb Bknagku "OOHapyxeHne cepBmcoB”

6.7.3.2. CnNUCOK akTUBOB C pe3yfibTaTaMu CKaHUPOBaHUA CEPBUCOB.
MapameTpbl cnucka

Pe3y]'|bTaTbI CKaHunpoBaHuA - Tabrnn4HbIN CMMCOK aKTUBOB U OGHapy)KeHHbIX Ha HUX Npu CKaHpoBaHUn

CEepBUCOB, C YKasaHWeM criegyoLwmnx napameTpoB akTMBoB (CM. prcyHok 40):

e [lone (I_I /ﬂ) - donaroBoe norie A5is Bbibopa CTPOK C akTMBaMU 411 MPOBEAEHMUS C HAMM
0EeNCTBUIA CKaHNPOBaHWS CEPBUCOB.
e [lone "Tun" - TN akTMBa.

e [lone "3aronoBok" - nmsa aktnea B NMnardopme Pagap (unum IP-agpec).
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e [lone "OC" - onepaLMOHHasa CUCTEMA Ha aKTMBeE.

e [lone "IP/MAC/CepBucsbl" - cogepxut IP/MAC-agpec aktMBa 1 getanvusaumio no cepercam.

Mocne npoeegeHus ckaHupoBaHus none "IP/MAC/CepBuchl” cooepXxuTt getanmsaunto no
HangeHHbIM cepBucaM, BKITloYas crieqyoLlime AaHHble:

e "TMopT" - HOMep NopTa, Ha KOTOPOM paboTaeT 0OHaPYKEHHbI NPY CKAHMPOBaHUKN CEPBUIC.
e "Crartyc" - ctatyc nopta (OTKpbIT/3aKpbIT).

e "Tun cepBuca" - TMn 0OHapy>XeHHOro NpPU CKaHMPOBaHMKN CepBUca.

e "WUmsa cepBuca"” - nmsa obHapy>XeHHOro nNpu CKaHMpOBaHUN cepBuca.

6.7.3.3. HacTtpanBaemble hunNbTPbI CNUCKa aKTUBOB C pe3yribTaTaMu
ckaHupoBaHusa cepBucos {#scan_filters}

|_|pl4 HaXaThn Ha KHOMKY OTKpbIBaeTCA obnactb ¢ HacTpanBaeMbliMn (bMJ'IpraMM ana cnucka

aKTUBOB C pe3yribTaTaMu CKaHUPOBaHUSA CEPBUCOB (CM. pUCYHOK 41). PunbTpbl NO3BOMSOT NPOBECTH
MOWCK MO CMNCKY akTMBOB MO CneayrLmnm napaMmeTpam:

o OunbTp "GunbTp" - UNBTPaLMA Mo Nonto cnmucka "3aronoBokK", cBOOOAHLIN TEKCTOBLIV BBOA,
e OunbTp NO rpynnam akTUBOB - PACKPbIBAOLLMIACA CMMCOK TEKYLLMX rpynn akTUBOB.

e dunkTp No pacnonoXeHNo akTVBa - PacKpbIBAKOLLMINCS CNMCOK NpedyCTaHOBMEHHbIX MeCT
pacrosioKeHNs akTUBOB (HanpuMep Ha3BaHWs ropoAoB, e pacroraratoTcsl CEeTEBbIE aKTUBbI).

e OuUNLTP NO aKTUBHOCTY - PacKpbIBaOLLMACA CAUCOK: "AKTUBHbIN/ HeakTuBHbIN/ He BaxHO".

e ®unbtp no IP/MAC/Cepsucsl - dunstpaums no nonto "IP/MAC/CepBuchl”, cBOGOAHbIN
TEKCTOBbI BBOA,.

e ®unbtp no OC - dunbTpaums no nonto "OC", cBob6oAHLIN TEKCTOBLIV BBOA,

° (DVIJ'Ipr Nno 3Ha4YMMOCTWN aKTuBa - paCKprBaI-OLLI,I/IIZCFl CMNCOK Co crnegyrwmmMmmn 3aHa4eHNAMIN:

0 1 - KNIOYEBOWN aKTUB;
O 2 - BaXHbI aKTUB;
0 3 - HopMaribHbIN aKTUB;
0 4 - pacnpefeneHHbIA UM HEKPUTUYHBIN aKTUB;
0 5-TecToBbIN aKTUB.
e OunbTp NO CEeTEBOV BUAMMOCTU aKTMBa - PACKPbIBAIOLLMINCS CIUCOK CO CreayoLMMM 3HAaYEHNSMMU:

o 1 - npsiMoe nogkntoyeHne Kk IHTepHeT;

o 2 -DMZ, yactnyHbii goctyn ua IHTepHET;

© 3 - wraTHbIN goctyn B IHTepHeT vepes Proxy;
0 4 - orpaHuWyeHHbIN JOCTYN B VIHTEpHET;

O 5 - He NogKnoYeHHbIN K CETU.

CrtaHgapTHble npaBuna paboTbl ¢ hunsTpamm NpuBedeHsl B pasaene "Hacmpausaembsie gounibmps!
crucka akmueos ",
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06Hapy)KeHme cepBucoB
QunbTp
Dunstp lpynna PacnonoxxeHve aktvea AKTMBHOCTB
s Bribepute pacronoxeHue s AKTVBHbIA s
IP/Wmsa xocra/MAC oC
3HaYMMOCTb aKTUBa CeteBas BMAMMOCTb Kon-Bo Ha cTpanuue
Bee s Bece s 20 T
o [l oo, LR

PucyHok 41 - ®unbTpbl 4518 TOMCKa B CMMCKE pe3yrsTaToB CKaHWPOBaHWSI CEPBUCOB

6.7.3.4. CkaHnpoBaHue cepBUCOB

[nsa 3anycka CkaHMpOBaHUSA C LieNblo 0OHapPYXEHNA CEPBUCOB Ha akTMBax HEOBXOAMMO HaxaTb Ha
KHOMKy "CkaHuMpoBaTb cepBUchI". MogpobHoe onncaHne NpoBedeHUs CKaHNPOBaHUSA CEPBUCOB

npuBegeHo B pasgene "CkaHuposaHue. ObHap)keHue cepsucos”.

6.7.4. Bknagka "C6op AaHHbIX"

6.7.4.1. OcHOBHbIe 3neMeHTbl nogpasaena

Bknagka "C6op AaHHbIX" npegHasHaveHa anis 3anycka cbopa uHopmaumm ¢ akTuea ¢ aBTopusaumen

Ha aKTuBe 4Yepes Bbl6paHHbIe YYe€THbIEe JaHHble.

Pesynsratom paboTkl cbopa nHdopmMauum ABAsSeTcs HandeHHbIW CNIMCOK YCTaHOBIEHHOIO

nporpamMmmHoOro obecrnevyeHns Ha akT1Be, a Takke AeTanusauns no cneumdrKaumm ycTponucTaa.
B pabouei obnacTu Bknagku otobpaxarotcs crieqytoLue anemMeHTbl (cM. hucyHok 12):

e HacTpoliku cbopa faHHbIX, COCTOSILLME U3 CrieayoLLMX SNIEMEHTOB:

o [lone "MpoTokon" - BbIGOp NpoToKona Ans cbopa AaHHbIX, PaCcKPbIBAKOLLMACS CNIMCOK
npotokonos: "SSH/ WMI/ RPS".

o [lone "YyeTHas 3anucb" - BbIGOP y4eTHOM 3anncu Ang aBTopusaunm Ha akTmBe,

pacKpbIBAKOLLUACHA CMIMCOK JOCTYMHbIX YYETHbIX 3amnncen.
o [lons Bbibopa "daHHble" - BbIGOP TMMNOB AaHHbLIX Ans coopa:

= "AnnapatHoe obecnevyeHue" - pexmnm cbopa AaHHbIX C annapaTtHoOro obecnevyeHus;
= "lporpammHoe o6ecneyeHmne" - pexum cbopa aaHHbIx ¢ MO.
e  OyHKUMS 3anycka cbopa AaHHbIX HA aKkT1Bax COMMacHO 3a4aHHbIM HAaCTPOVKaM - KHOMKa
"Cobpatb".

e Cnuncok aKkTUBOB C pesynbratamm 060pa OaHHbIX Ha HUX.

e HabGop punbTPOB ANs Noucka B CUCKe akTUBOB U pe3ynstatoB cbopa AaHHbIX - KHoMka .
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C6op AaHHbIX

b

Hactpoiiku

Mpotokon YueTHan sanucb [aHHble

RPC AnnapaTHoe obecneueHue

4@
4

MporpammHoe obecneuenune

AN 3ATONOBOK oc IP/MAC
Host  142.10.10.0

Host  192.188.11

Host  127.0.01,127.0.0.2 Linux 2.6.32

Host 13216811

Host

Host  10.0.0.4 Linux

Host  10.0.0.4

Host

Host  143.10.10.40

Host  pr-nl-agent-01

PucyHok 42 - Pabouvas obnactb Bknagku "Coop AaHHbIX"

6.7.4.2. CnuUcoK akTUBOB C pe3ynbTataMu coopa aaHHbIX. MapameTpbl
cnucka

Pesynbtatbl cbopa AaHHbIX - TaBNUYHbIN CMIMCOK akTUBOB U COBPaHHbIX C HUX OaHHbIX, C YyKa3aHUeMm
crnenywoLmx napaMeTpoB akTMBoB (cM. hucyHok 12):

e Mone ([ | /ﬂ) - hnaroBoe nore Ans Bbibopa CTPOK C aKTMBaMU AN NPOBEAEHUS C HAMU

OencTaui no cbopy OaHHbIX.
e [lone "Tun" - TMn akTMBa.
e [lone "3aronoBok" - uMsi akTvBa B MnaTtdcgopme Pagap (nnu IP-agpec).
e [Tone "OC" - onepaLMOHHasa CUCTEMA Ha aKTUBeE.
e [lone "IP/MAC" - cogepxut IP/MAC-agpec u getansaumio no cobpaHHbIM AaHHbIM.

6.7.4.3. HactpanBaemble (pUnbTPbI CNUCKA aKTUBOB C pe3yfbraTaMmu
CKaHMpPOBaHUA CepBUCOB

Mpwv HaXkaTUK Ha KHOMKY OTKpbIBaeTCs 06racTb C HacTpanBaembiMy oUnbTpaMm 4ns crvcka

aKTMBOB C cOGpaHHbIMU AaHHbIMK. [ns nomcka ucnosbayetcs Habop UnsTpoB UAEHTUYHbLIN HAabopy
UNLTPOB NS CNMcKa akTUBOB C pe3ynbTaTaMu CKaHUpoBaHMs cepBUCOB. [aHHbI Habop UnsTpoB
nogpoGHo onucaH B pasaene ["Hacmpausaembie ¢hunbmpbi Criucka akmueos ¢ pesyfbmamamu
ckaHuposaHusi cepsucos”l{#scan_filters}.

6.7.4.4. CO60p AaHHbIX C aKTMBa

[nsa 3anycka cbopa gaHHbIX C akTuBa HeOBXo4MMO HaxaTb Ha KHonky "CobpaTb". NogpobHoe
onucaHue NpoBeaeHUs coopa AaHHbIX MO pa3HbIM NPOTOKONam npueBedeHo B pasaene "CkaHuposaHue.

C6op daHHbIX".
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7. KoppenaTtop

7.1. Pazgen "KoppensaTtop"

7.1.1. OGwee onucaHue pasgena "Koppensartop"

Pasnen ocHoBHoro meHio Mnatdgopmbl Pagap «KoppenaTtop» BKMoYaeT crieaytolime noapasnernsi:

e "®OunbTpbl NOTOKa COOLITUI" - NOApa3aen NpeaHasHayvyeH aAnsa ynpasneHns ounsrpamy otbopa
COObITWIA, NPUMEHSIEMbBIMU B MpaBunax KoppensiLuy;

e "Makpochbl" - nogpasgen npegHasHadeH ans yrnpasieHns Makpocamu, NpuMeHsemMbiMy B
npaBunax Koppensumu;

e '"TlpaBuna" - nogpasgen npegHasHavyeH aAns ynpasneHns npasunammu Koppenauum;

e "TaGnu4Hble cnUCcKK" - Nogpasaen NnpeaHasHayvyeH ans XxpaHeHns ANHaMUYeCKUX OaHHbIX,
NonosiHseMbIX NOMb30BaTeneM Unu npasunaMm Koppensuuu;

e "PeTpocneKTUBHas Koppensauuva' - nogpasgen npegHasHadeH ans cosfgaHus 3agad aHanuaa
NCTOPUYECKNX AaHHbIX; NogpPo6HO ONUcaHo B pasaerne ynpasrneHnsa PeTPOCNEKTUBHOM

Koppenaumen;

7.1.2. Nopgpaszgen "®unbTpbl NoToka cobbiTun” {#filters}

Mogpasgen "®unbTpbl NOTOKa cOObITUI" NpeaHa3HaYeH Anga ynpasneHus punstpamm cobbiTui,

MCNonNb3yLWMMUCS B NMpaBunax koppensaumm (CM. pucyHok 43).
Moopasgen coaepxur:

e TeKyLmMIn CNMCcoK OUILTPOB NOTOKA COBLITUIA.

o  OyHKUMIO Noncka OULTPOB NMOTOKa COGLITUI MO HAaMMEHOBAHUIO.

e  OyHKUMIO CO30aHNSA HOBOro (hursTpa NOTOKa COBbITUN.

NAHFED
PADAP

Mowck. Q

OUNLTP NO HaZBaHWKD Q

Boibpath BCe

TECTOBbIA GUALTP

k. Koppenstop

DUALTPEI NOTOKA COBLITMIA

PucyHok 43 - Paboyas obnacte nogpasgena "®dunstpbl noToka cobbiTnin®
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Mogpo6Ho paboTa ¢ hmnsTpamm NnoToka cobbITMIA oNMcaHa B pasgene "YipasneHue hunsmpamu

nomoka cobbimut”

7.1.3. NMoapas3pen "Makpochl" {#macros}

Moagpasgen "Makpoch!" npegHasHadeH ans ynpasneHns Makpocamu, UCNonb3yoLWNUMUCS B NpaBusiax
Koppensauumn (CM. pucyHok 44),

Moopasnen CoaepxuT:

e TeKyLMN CNNCOK MaKpOCOB.
e  OyYHKUMIO NOUCKA MAKPOCOB MO HAMMEHOBaHMIO.

e DyHKUMIO CO3AaHNS HOBOrO Makpoca.

DUALTP MO HaZBaHWHD Q

Boibpath Bee

Huuero He HaPaeHo

E. Koppenstop

Makpoc

PucyHok 44 - Pabo4vas obnactb nogpasgena "Makpochb!”

Moppo6Ho paboTa ¢ makpocamu onucaHa B pasgene "YnpasneHue makpocamu”

7.1.4. Nopgpasnen "lMpaBuna" {#rules}

Moapasgen "MpaBvna" npegHasHadeH Ans ynpaBneHus npasunamu koppensaumm, caMmmm

KOPPENATOPOM 1 AMAarHOCTUKOM paboThbl NpaBuit Koppensauum (CM. pucyHok 45).
Moapasgen cooepXxuT:

e TeKyLmMIn CMCOK NpaBun KOppensLumu.
e  OyHKUMIO NOUCKa NpaBun Koppenaumm no HaMMeHOBaHMUIO.

e  OyHKUMIO CO34aHUSI HOBOTO NpaBwuia Koppensumu.
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...
=
5
=
jol

MNAHFED
PANAP

BbibpaTb BCe

Obpawerne k BHewHuM DNS cepeepam muny...

WanaCryptor C&C servers detected

<3}

Lo

k. Koppenstop CpasoTor 20882

PucyHok 45 - Pabo4vas obnactb nogpasgena "lMpasuna”
[nsa kaxgoro npasuna Koppensumm 4OCTynHa MHopMaLms:

® HavMeHOBaHWe NnpaBuiia Koppensauum;
e [ara nocrnegHero NaMeHeHus npaeuna Koppenauum;
® Mpu3HaK akTUBHOCTY NpaBuna;

® KONMMYecTBO cpabaTbiBaHMWMN.

Mogpo6Ho paboTa ¢ NnpaBunammu KOppensauum onucaHa B pasaene "YnpaeneHue npasunamu

Koppenayuu"

7.1.5. Noppaszgen "TabnuuHblie cnuckn" {#tables}

Mogpasgen "TabnuyHble cnUckn" npegHasHadeH Anst CO30aHNSA U XpaHEHWs NOMb30BaTENbCKUX
Tabnn4yHbLIX CNINCKOB, UCMOMb3yeMbIX B NpaBuiax Koppensaumm (CM. pUcyHoK 46).

Moopasmnen CoaepxuT:

4 TeKyLLl,VIVI CMMCOK TabrMYHbIX CMUCKOB.

e  OyHKUMIO CO30aHUSA HOBOro TabrmMyHoro cnucka.

N - v @ wamin -
TabAn4HbBIE CMUCKK Uermp ynpasaciita > Koppenmtop  Tabawubie crickn
S

HAZBAHVE QMMCAHME EOMLWOE ™n

k. Koppensop

TaGnwunie CUOmM

PucyHok 46 - Paboyvas obnactb nogpasgena «TabnuyHble CncKmn»
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TeKyLIMi CNMCOK TabnMYHbIX CNIMCKOB NpeAcTaBneH B Buae Tabnuubl CO CrieayoLlmMmn aTpubyTamu:

e none "HasBaHue" - Ha3BaHWMe TabnNM4yHOro CnuckKa;

e none "OnucaHue" - onucaHne TabnMYHOro CrmncKa;

e none "bonblioe" - npusHak 6onbLioro TabnmyHoro cnucka (bornee MunnMoHa 3anucen);
e none "Tun" - TMn Tabnu4HOro cnmcka;

® KOHKa NpocMoTpa TabrnmMyHoro cnucka n;

® KOHKa pedakTMpoBaHUs Tabnn4Horo cnmcka ;

® KOHKa yaaneHus TabnmMyHoro cnucka fm

Moapo6Ho paboTa ¢ TabnuyHbIMK CCKaMK onucaHa B pasgene "YipasneHue mabnuyHbIMuU
crnuckamu"

8. OueHka cooTBetcTBMUA 1O

8.1. Paspen "OueHka cooTBeTcTBMA MNO"

8.1.1. CocTtaB pa3gena "OueHka cooTBeTtcTBMUA 1O"

Pasnen «OueHka cootBeTcTBUsS MO» comepxuT crnenytolimne noapasaernsi:

e "PesynbraTtbl cooTBeTCcTBUA MNO" - Nogpasgen npegHasHayeH Ans npocmoTpa pesynsraTtoB
NPOBEPKN COOTBETCTBUS IPYNMbl aKTUBOB MOMUTUKAM KOHTPOIIS CMCKOB YCTAHOBMEHHOIO
nporpaMmHoro obecneyeHus;

e "Cnucok NMO" - nogpasgen npegHasHayeH Ans pegakTMpoBaHus nepevHs obHapy»KeHHOro
nporpaMmHoOro obecnevyeHnst n co3ganHus rpynn nporpamMmmMHoro obecneveHus;

e "Habopbl npaBun" - nogpasgen npegHasHayeH ans co3gaHus nofinTuK, Ha COOTBETCTBME
KOTopbIM ByayT B fanbHenweM NpoBOANTLCS NMPOBEPKU NPOrpaMMHOro obecneyeHus akTUBOB;

e "lMpaBuna" - nogpasgen npeaHasHayvyeH Ans co3aaHus 1 pegakTMpoBaHUS NpaBuil KOHTPOIS, U3
KOTOpPbIX COCTaBNSATCH NOMUTUKN AN NPOBEPKM COOTBETCTBUS MPOrpaMMHOro obecneyeHus,

YCTaHOBJIEHHOIO Ha akTmBax.

8.1.2. NMNoapaszpen "Pe3ynbraTbl cooTBeTCcTBUA MMO"
{#software_results}

8.1.2.1. OcHOBHbIE 3neMeHTbI noapasaena

Mogpasnen "PesynbraTtbl cooTBeTcTBUA MNO" NpegHa3HayeH ansg npocMoTpa pesynbTaTtoB NPOBEPKN
COOTBETCTBUS IPYnMbl aKTUBOB NOMUTUKAM KOHTPOMS CMUCKOB YCTAHOBIIEHHOO MPOrpaMMHOro
obecneyeHus.

B paboueri obnactu otobpaxatoTcs cneayoLmne aremMeHTbl (CM. pUcyHok 47):

e Pesynkrathl NpoBepku cootBeTcTBUA [0 B BuAe TabnnyHOro cnncka TeKyLMX pesyrnsTaToB.

e Habop unbTpoB AN noncka pesyrnsrata(-oB) B CMMCKE - KHOMKa .

B3anyck npouecca nposepku cootBeTcTBUA O npounssoanTcs 13 pasgena "Aktusbl". [NogpobHoe
onuncaHne OyHKLMKN 3anycka NpuBeaeHo B pasfene "3amnyck npouecca nposepku coomseemcemeaus”.
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OueHka cooTeeTcTBUs MO LienTp ynpasnenua > Ouetka co oTserTcTaMn no

FPYNNA AKTUBOB COOTBETCTBYET BBIMONHEHO +

MpyMep rpynbl akTHace. v 2021-03-10 23:34:50

PucyHok 47 - Pabo4vas obnacte nogpasaena "Pe3yneratsl cootBeTcTBUA 10"

8.1.2.2. Cnucok pesynsratoB npoBepku NO. NapameTpbl cnucka

TekyLuii cnncok pesynsTaToB NpoBepku cooteeTcTBus MO npeactaeneH B BuAe TabnyMyHoro cnucka co
crieqyroLwyMm napaMmeTpamu:

e [lone "Ipynna akTMBOB" - Ha3BaHWe rpynnbl aKTUBOB, HA KOTOPbIX NPOBOAUIIACH AaHHAs
npoBepKa, akTUBHAA CChbINka Ha AeTanM3aunio pesynsraToB npoBepku cooteetcTeus MO;

e ®narosoe none "CooTBeTcTBYeT" - cTaTyc cooTBeTCTBUA 10 4Ns rpynnbl akTMBOB MO pe3ynsraTy
NpOBEPKY;

e [lone "BbINONHEHO" - faTa 1 BpeMs BpeMs, B KOTOpOe 3anyckanach npoBepka cootBeTcTeus 10
Ha yKa3aHHOM aKkTuBe.

8.1.2.3. HacTtpanBaemble hunbTpbl cnUcka pesynsraTtoB npoBepku MO

MpK HaxKaTUK Ha KHOTIKY OTKpbIBaeTCA 06nacTb PUILTPOB ANs Cricka pesynsTaTos nposepku MO,

KoTopas BkNtoyaeT B cebsa dunsTp ¢ nonem Ans cBO60AHOr0 TEKCTOBOrO BBOAA.
Monck no BBegEeHHOW TEKCTOBOW CTPOKe OcyLLecTBnseTcs no nonto "Fpynna aktuBoB'.
8.1.2.4. NpocmoTp AeTanusaumm pesynbratoB KOHTponsa coorBeTcTBua MO

Hetanusauyus pe3ynbraTtoB NMPOBEPKAN rno OOCTYyMNHa No KIKYy Ha Ha3BaHWe rpynnbl akTUBOB B CTPOKE

npoBepku. [aHHasa yHKLMA Noapo6HO NprBeaeHa B pasaene "Hacmpotika KoHmpors

)/CMaHO8/IeHHO20 PoepamMMHo20 obecriedeHus. AHaIu3 pPesyibmarnos rPo8epoK Coomeemcmeus
ro".

8.1.3. MNoagpasnen "Cnucok MNO" {#software_list}

8.1.3.1. OcHOBHbIE 3NeMeHTbI noapasaena

Mopgpasgen "Cnucok MNO" npegHasHadeH Ansa pegaktnpoBaHus nepeyns MO, obHapykeHHOro
CKaHepaMu ya3BUMOCTEN NPy CKaHNMPOBaHUM aKTMBOB, 1 ANng co3gaxua rpynn MO.

B pabouen obnactn otobparkatoTcsi creayoLme arneMeHTbl (CM. pucyHok 48):

e TabGnuyHbIi CIMCOK NporpaMMHOro obecneyeHusi, 0bHapy>XeHHOro ckaHepaMm ysi3BUMOCTEN Npu
CKaHMPOBaHWM aKTUBOB.

e Habop dumnbTpoB anst noucka MO B cnncke - KHOMka .
e  OyHKuMs cosganua rpynnel M0 - kHornka "CosaaTte rpynny MO".
e ®yHKUMS pegakTMpoBaHus napameTpos rpynn MO - kHomka .

o  DyHKUMSA NPOCMOTPa MHAOPMAaLUK MO akTMBaM, Ha KOTOPbIX HarnaeHo aaHHoe MO - kHonka
"AKTUBbI".
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Cnucok MO UewTp ynpasnenua > Pesynstate cootsetctaua 10 > Crmcok M0

pE—

HAIBAHME = ™n KQN-BO MO B FRYMME BEPCMA OMUCAHWE HEQOBPAEOTAHHAA CTPOKA JAHHSIX
7-Zip - 9.20 7-Zip 9.20
7-Zip - 9.25 alpha 7-Zip9.253 alpha
7-Zip - 19.00 7-Zip 19.00
7-Zip - 16.04 7-Zip 16.04
7-Zip - 18.05 7-Zip 18.05
7-Zip - 9.15 beta 7-Zip 9.15 beta
7-Zip - 9.28 alpha 7-Zip 9.28 alpha
15.006.30527 Adobe Acrobat Reader 15.006.30527
15.006.30523 Adobe Acrobat Reader 15.006.30523
19.010.20098 Adobe Acrobat Reader DC 19.010.20098

Adobe Acrobat Reader DC - 15.017.20053 Adobe Acrobat Reader DC 15.017.20053
Adobe Acrobat Reader DC - 19.005.20081 Adaobe Acrobat Reader DC 19.008.20081
Adobe Acrobat Reader DC - 21.001.20150 Adobe Acrobat Reader DC 21.001.20150
Adobe Acrobat Reader DC - 15.006.30523 Adobe Acrobat Reader DC 15.006.30523

PucyHok 48 - Pabouas obnacte nogpasgena "Cnucok 10"
8.1.3.2. Cnucok NO. NapameTpbl cnucka

Texywmn cnmncok N0, obHapyXeHHOro ckaHepammn ya3BMMOCTEN NPY CKaHMPOBaHMUM aKTUBOB,
npencrasneH B Buae TabrnmyHoro cnucka co criedyowmumMm napameTpamu:

e [lone "HasBaHue" - Ha3BaHue MO mnum rpynnel MO, akTMBHasA ccbinka Ha KpaTkoe onucanue 0.
e [lone "Tun"

e [lone "Kon-Bo NO B rpynne" - konu4yectso 10 B cocTase rpynnbl.

e [lone "Bepcua" - Tekywias sepcus NMO.

e [lone "OnucaHue" - onucanHue MO, 3agaHHoe nonb3oBaTtenem Mnardopmbl Pagap.

e [lone "HeobpaboTaHHasA cTpoka JaHHbIX" - AaHHble, NMOMyYEHHbIE OT CKaHepa yAa3BMMOCTEN.

e KHorka () - oyHKUMA pegakTupoBaHus gaHHbix o M0.

e KHonka "AKTUBBI" - (PyHKLMS NpocMOoTpa MHAOPMaLIMK Mo akT1BaMm, Ha KOTOPbIX YCTAHOBMEHO
AanHoe MM0O.

8.1.3.3. HacTtpauBaemble ¢punbTpbl cnucka MO

Mpu HaXxaTuKM Ha KHOMKY OTKpbIBaeTCst obnactb punsTPoB Ans cnucka MO, koTopasi BKoYaeT B

cebsa cnegytoLime punbTpbI:

e ®unbTp € nonem Ans cBo6o4HOro TeKCToBoro BBoAa. lonck no BBe4EHHOWM TEKCTOBOWM CTPOKE
ocyulectensietcs no nonto "HasBaHue".
e Ounbtp no coctosHMio MO - packpbiBaKOLMNCS CAUCOK, BO3MOXHbIE 3HAYEHUS

"YctaHoBneHHoe"/ "Bce".

8.1.3.4. NpocmoTtp nHdopmaumm o NO

[ns npocmoTpa getanei no 3anvMcy o NPorpaMmMHOM 0BeCNeYeHNN HYXXHO LENKHYTb Mo HaseaHuo MO
B none "HasBaHue". OTkpoeTcsa dhopma NpocmoTpa AeTarnen 3anmcu o nporpaMMHOM obecneyeHunu.

[ns npocMoTpa nepeyHsi akTMBOB, HA KOTOPLIX YCTAHOBMEHO NporpammMHoe obecrneyeHre HeobXxoamMmMo
HaxaTb KHOMKy "AKTuBbI" B cTpoke nHTepecytowero M0, Ha akpaHe oTKpoeTcs nepeyeHb akTMBOB, Ha
KOTOpPbIX HaraeHo gaHHoe [MO.
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Bonee nogpobHoe onncaHne nNpocmoTpa AeTannsaumm npuBeaeHo B pasnene "Hacmpoulka KoHmpors

ycmaHoeneHHo20 NpospamMmMHo20 obecrnevyeHus. AHanu3 npozpamMmMHo20 obecrnevyeHus Ha akmusax”.

8.1.3.5. Co3aanue rpynnel MO

Mpu HanuuMn Heobxo4MMbIX NpaB NONb30BATENO0 AOCTYNHA kKHomnka "Co3saartk rpynny M0O", no
HaXxaTWIo Ha KOTOPYIO NMPOU3OMAET NEPEXOS Ha CTpaHuLy co3gaHus rpynnbl. MogpobHoe onvcaHve

hyHKUMM cospanus rpynnel MO npuBeaeHo B pasnene "Hacmpolka KoHMpPOsis y/cmaHo8neHH020

apoapaMmMHo20 obecrneqyeHus. AHanu3 rnpospamMmMHo20 obecrnevyeHuss Ha akmueax”.

8.1.3.6. PepakTnpoBaHue gaHHbIx MO

[ns pegaktnpoBaHust AaHHbIX 0 MO HeobxoanMo HaxaTb Ha KHOMKY -- Npon3onaeT nepexod Ha

CTpaHULy pefakTMpoBaHus AaHHbIX. NogpobHoe onucaHne yHKLMN pegakTUpOBaHKs NPpYBELEHO B

pasgene "Hacmpolka KOHmMPOsis y/cmaHo8neHHO20 npospamMmMHo20 obecriedeHuUs. AHanus3

npoepaMmMHo20 obecrneyeHuss Ha akmueax”.

8.1.4. NMoppaspen "Habopbl npaBun" {#rules_list}

8.1.4.1. OcHOBHbIe 3aneMeHTbl nogpasagena

Moapasgen "HaGopbl npaBun" npegHasHavyeH Ans co3naHust NonuTuk, (Habop npaeun), Ha
COOTBETCTBME KOTOPbLIM ByayT B AarbHENLWeM NpoBoOAUTLCS NPOBEPKM NPOrpaMMHOro obecnedeHus

aKTMBOB.
B pabo4en obnactn otobpakatoTcst cregyolme aneMeHTbl (CM. pucyHok 49):

e TabnuyHbIA CNMCOK MNONMUTUK, CO30aHHbIX Ha TekyLwmin moMeHT B Mnartdopme Papap.
e Habop mnbTPOB Anst Novcka NONMTUK B CIIUCKE - KHOMKA .

e DyHKUNSA cOo30aHUSA HOBOW NONUTUKM - KHorKa "Co3saaTtb'.

L4 CDyHKLI,I/Iﬂ penakTnpoBaHUA NONMMNTUKA - KHOMKaA .

H360p|,| npaBy”] Llentp ynpasnenus Ouenka coorsetcTsua MO Ha6opbl npasun
HA3BAHNE = ABTOM ATUMECKOE CO3/LAHWE MHLIMAEHTOB OBHOBNEH
HapyLerue noavmaxy ycrarosaerHoro MO v 2021-03-21 18:38:20
Tecr 01, Mposepxa 6paysepos v 2021-08-18 12:31:52
Tecr 02. PaciumperHas nposepka Bpaysepos 2021-08-18 12:33:23

PucyHok 49 - Pabo4vas obnactb nogpasgena "Habopsl npasun”

8.1.4.2. Cnucok nonutuk. NapameTpbl cnucka
TeKyLLLI/II?I CMUCOK NoNUTUK npeacTaeieH B Bnae Tabnn4yHoro cnucka co cnegyrvwmMmy napamMmeTpammn:

e [lone "HasBaHue" - Ha3BaHWe NONUTUKN (TPYNnNbI NpaBswun).

e ®naroBoe none "ABTOMaTU4ecKoe co3faHne NMHUMAEHTOB" -- BKIOYEHA/BbIKMOYEHa OYHKLNS
aBTOMaTM4YECKOro CO3[aHNs MHLMOEHTOB NPU BbISIBEHWN HAPYLLIEHNS NOMUTUKN.

e [lone "OGHOBREH" - AaTa 1 Bpemsi Co3AaHus U NOCrNeaHero peaakTUpoBaHNS NONMUTUKK.

e KHornka () - OYHKUMA peakTpoBaHNs NapaMeTpoB NOINTUKN.
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8.1.4.3. HacTtpanBaemble (pUNbTPbI CNUCKA NONUTUK

an/I Ha)XaTln Ha KHOMKY OTKpbIBaeTCA obnacTtb (*)I/IJ'IprOB Ana cnucka noJimTuk, Kotopasa

BKIto4aeT B cebs ¢)VIJ'Ipr ¢ nonem ans cBo60O4HOrO TEKCTOBOrO BBOAA.

lMounck No BBeAEHHOWN TEKCTOBOM CTPOKE OCyLLecTBnsieTcs no nonto "HaseaHue".
8.1.4.4. Co3paHue, peaaktupoBaHue, yaarneHue NosiMTuK
Mpu HaxaTuum Ha kHonkKy "Co3aaTtb" OTKpbiBaeTCA oopMa Co3gaHNs NOANTUK.

an/I Ha)XaThn Ha KHOMKY OTKpbIBaeTCA cbopma penakTnpoBaHuA yKa3aHHOI7I NONMUTUKKN, BKIHOYan

dyHKuMo "YoanuTtb "

Mogpo6Hoe onucaHne co3naHns, pefakTUpoBaHNA 1 yaaneHnsa NoanTuK NpuBeaeHo B OTAENbHOM
pasgene "Hacmpolka KoHMpPOos ycmaHo81eHHO20 rpoepaMmMHo20 obecnedyeHus. YnpaeneHue

nonumukamu rnposepku coomeemcmeus [10".

8.1.5. Mogpasgen "lMpaBuna” {#rules}

8.1.5.1. OcHOBHbIe 3neMeHTbl Nnogpasgena

Mopgpasgen "lMpaBuna" npegHasHadeH ans co3faHvs U pegakTUpOoBaHUA NpaBuil KOHTPOIS, U3
KOTOpPbIX COCTaBNSATCS NOMUTUKN A1 MPOBEPKM COOTBETCTBUSA MPOrpaMMHOro obecneyeHus,
YCTaHOBMNEHHOTO Ha aKTMBaXx.

B pabouer obnactu otobpaxatoTcs cnegyoLmne arnemMeHTbl (CM. pucyHok 50):

e TabnuyHbIA CMMCOK NPaBuIl, CO3A4aHHbIX Ha Tekywwmii MoMeHT B MnaTtdopme Paaap.
e Habop mnbTpOoB ANs novcka npasu B CNNCKE - KHOMKa .
e dyHKUMSA co30aHnsA HOBOro Npasuna - kHonka "Cosgartb”.

L4 (DyHKLI,MH penakTnpoBaHuA npasuna - KHorMka .

MpaBuna LleHTp ynpasnenns > OueHka cooTsetcTeus MO > Mpasuna
HASBAHME ~ OBHOBNEH
Mozilla firefox 21 unn 22, Ho He Bepcua 21.3 2021-03-10 20:16:33

PucyHok 50 - Pabouyas obnacte nogpasgena "lMpasuna"
8.1.5.2. Cnucok npasun. lNapameTpbl cnucka

TekyLLMI CIMCOK NpaBun, NPeACcTaBneH B BUAe TabnmMyHoOro cnncka co criegyoLlyMm napameTpamm:

e [lone "HasBaHue" - Ha3BaHWe NpaBuna.

e [lone "O6GHOBMEH" - AaTa 1 Bpems CO3[aHus NN NOCNeaHEero peaakTupoBaHus npasuna.
e KHonka ) - OYHKLUUA pefakTMpoBaHUsa napaMeTpoB npasuna.
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8.1.5.3. HacTtpanBaembie punbTPbI CNUCKA NONIUTUK

an/I Ha)XaTln Ha KHOMKY OTKpbIBaeTCA obnacTtb (*)I/IJ'IprOB Ana cnucka npaswui, KOTopad BKIo4YaeT

B cebs CbMJ'Ipr ¢ nonem gnst cBo60AHOro TEKCTOBOro BBOAA.

lMounck No BBeAEHHOWN TEKCTOBOM CTPOKE OCyLLecTBnsieTcs no nonto "HaseaHue".
8.1.5.4. Co3paHue, peaaktupoBaHue, yaaneHue npasuna
Mpu HaxaTuum Ha kHonky "Co3aaTtb" OTKpblBaeTCA hopMa co3gaHus npasuna.

an/I HaXXaTln Ha KHOMKY OTKpbIBaeTCA cpopma peaakTupoBaHuA yKa3aHHOro npaswuia, BKIo4as

dyHKuMo "YoanuTtb '

Mogpo6Hoe onucaHne co3naHns, pefakTUpoBaHns U yaaneHnsa npasuna npuBegeHo B oT4eNbHOM
pasgene "Hacmpolka KoHMpPOos ycmaHo81eHHO20 rpoepaMmMHo20 obecnedyeHus. YnpaeneHue

npasunamu”.

9. NMNapameTpbl

9.1. Paspen «lMapameTpbi»

9.1.1. CocTtaB pasgena "lNMapameTpbl”

Pasnen «MapameTpbl» COCTOUT M3 CreayoLLIMX Noapasaenos:

e "MapameTpbl" - Nogpasgen npegHasHadeH Ans HacTPonkM obLwmx napameTpos MnaTtdgopmbl
Papap.

e "ConoctaBneHue AaHHbIX" - nogpasaen npeaHasHadvyeH ans HacTPOMKN MHTerpaumm nonemn
nanHbix Mnatdopmbl Pagap ¢ cuctemont NTocCONMKA (nogpo6Ho paboTa ¢ nogpasgenom
onucaHa B VHcTpykumm no patote ¢ HKLIKW).

e "API KOHCTpYKTOpP" - Nogpasaen npegHasHaveH A obLien HaCTPOMKM UHTErpauun
Mnatdopmbl Pagap c cuctemori NocCOIMKA (nogpo6Ho paboTa ¢ nogpasaenom onucaHa B
MHCcTpykumMK no pabote ¢ HKLIKW).

e "YepHbin cnucok ID nnarnHoB" - nogpasnen npegHasHadeH Ans cosganuna cnucka |D nnarmHos
ckaHepa Nessus, urHopupyembix B npouecce paboTbl.

e "OnoBeleHus No 3agepxkam B o6paboTke" - nogpasgen npegHasHavyeH asis HaCTPOWKK
aBTOMaTU4eCKMX OMOBELLEHUI NO 3aaepkaM B 06paboTke MHLMAEHTOB, (hopMMpyeMbIX
Mnardopmon Pagap.

9.1.2. NMogpasnen «lMapameTpbi»

9.1.2.1. CocTaB 1 Ha3Ha4YeHUe BKNaaokK

Moapasgen «MapameTpbl» NpefHasHadeH Ans 06HOBMNEHMS 06X NapaMeTpOB NaHeNun ynpaeneHus,
0BHOBIEHMSI NapaMeTPOB CkaHepa YS3BMMOCTU U OBHOBNEHWS naeHTugukaTopa.

Moapasaen BKMYaeT criedytoLie BKNaaKu:

e "OOwme" - BKNagka npegHasHavyeHa ansa obHoeneHus obwmx napametpos MnaTtdopmbl Pagap,
BKITHOYAS 3HAYEHUS MO YMOMYaHUIO (CM. PUCYHOK 51) ;
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e "OGpaboTka yasBumocTen" - BKragka npegHasHayveHa ans HacTPOWMKM napameTpoB
aBTOMaTu4eckon obpaboTkun ya3BumMocTen;

e "CuHxpoHusauusi ¢ bason 3HaHun" - BkNagka npegHa3HavyeHa ansi NpoBeaeHus
CUHXpOHM3auun ¢ bason 3HaHun.

9.1.2.2. Bknagka "O6wue". OGHOBRNEeHne ooLWwmx napameTpos

Pabouee none Bknagky "O6Lme" cogepXvT nonsa Ans pefakTupoBaHus crneayowmx obLwmx
napameTpoB (CM. pUcyHok 51):

e "HasBaHue KnueHTa" - TEKCTOBOE MoOsie BBOAA, B KOTOPOM YyKa3blBaETCH HauMeHoBaHve

opraHusaumm B Kotopon yctaHosrneHa MNMnatdopma Pagap;

e "Puck npuHAT": - TEKCTOBOE More BBOAA, B KOTOPOM HEOBXOQUMO yKa3aTb KONMMYECTBO AHEN. [pu
MPUHATMN pUCKa MHUMAEHTa yKa3aHHOe KonM4ecTBO AHew ByaeT yctaHasnmeaTecs Mnatdopmon
Papap B kayecTBe cpoka no ymosnyaHuto B napameTpe "lMpuHaTh 0o". YTobbl oCTaBUTb 3Ha4YeHne
napametpa "lMpuHATb 0" nycTbiM, ykaxute B none "0".

e "PacnonoxeHue" - TEKCTOBOE MNorie BBOAA, npegHasHa4YeHHoe ANA peaakTunpoBaHua Crnncka

TeppUTOpUarbHOro pacrnoroXxeHna akTMBOB A1A COOTBETCTBYOLLNX (bI/IJ'IprOB.

e '"[pynna nonb3oBaTenen no-ymonyaHur" - BbIGOp 13 cnucka rpynnbl Nonb3oBaTtenemn, kotopas
OyOeT HasHa4yaTbCst MO-yMOMYaHUIo AN UHLMOEHTOB, CBA3AHHbIX C akTMBaMu 6e3 onpeaeneHHoro
"OTBETCTBEHHOrO Mnorbe3oBaTens".

e "Crparerus ugeHTudMKaLmm akTMBOB NO-yMOJTYaHUK" - BbIOOP M3 crivcka rnobanbHom
cTpaTternm ngeHTudmkaumm, kotopas byaet HazHavYaTbCs No-yMOS4YaHuto, eCrv akTUB He nonan Hu

NoA OAHY NOMUTUKY naeHTudmKauun. JocTynHbl cneayowmne cTpaternm naeHtudukaumm:
e |P;
o FQDN;
o MAC.

[ns coxpaHeHnss BHECEHHbIX OBHOBMEHUI HAXMUTE Ha KHOMKY "CoxpaHuTb".

MapameTpsbl Uewtp ynpasnenus > Mapamerper

Obuwe | OBpaborkaysseumocreii  Cinxporunsauns ¢ 5asoi 3narii

HazeaHue aneHTa

Test 01

PUCK MPWHAT: KOAWUECTED AHEM MO YMOAUaHuK

90

2 Bams TounEms 86" AYTMalk, JXaRUMS SHa4eRuE 0,

(4EHUE & KIHEIMBE CEOKT NO-MAnNEHUR (napalemp Tpursms 50°) Hmoder 0Tmasum sHa%

Pacnonoxenus
Haxmwmte Enter ana gobaeneqma
* Mocksa x
« Teeps x
Tpynna NOAL308aTENeii NO-YMOAUAHMIO /AR MHLMAGHTOS, CBR3aHHbIX C aKTMBaMy, Be3 ONpeaeneHHOro 0TBeTCTBRHHOMD NoAs3oBaTens’

users ~

CTpaTerya MaeHTUOWKALMM AKTUBOE NO-YMOAUEHMK

P v
Coenaaexue PQDN

BrnkouaeT coenageHure no umenu xocta (PQDN), rae BeibpaHa crpatervs waeHtudukaumy FQDN.
B

Mnargopma Pagap 3.0.8 © 2021

HecKOE KK B0MERT)

Gemue 1o PODN we nposepaemcs m wiss ne

PucyHok 51 - MNogpasgen "lMapameTpel”, Bknagka "O6wme"
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9.1.2.3. Bknagka "O6pa6oTka yasBumocTten" {#incidents}

Pabouee none Bknagky "O6paboTka ysa3BMMOCTENR" coaepXMT Nons Ans peaakTMpoBaHus NapaMeTpoB

aBTOMAaTMYECKOro CO3aHUs 1 aBTOMaTUYECKOrO NepeoTKPbITUS UHLUMAEHTOB (CM. PUCYHOK 52):

e ®naroeoe none "ABTOMaTU4YeCK/ co3aaBaTb MHUUAEHTbI MPU UMNOPTE pe3yrkTaToB
CKaHUpOBaHUs'" - BKIOYEHME/ OTKIIOUYEHME PEXMMA aBTOMATUYECKOrO CO34aHUSI MHLMOEHTOB;

e Bribop u3 cnucka "MUHUManbHbIN yPOBEeHb BaXXHOCTU AJIsl OTKPbLITUSA MHUMAEHTA" - BbIOOp
BaxkHoCTM (0T O Ao 4) Ansa aBToMaTUYeCckn Co30aHHbIX MHLNOEHTOB;

e Bribop u3 cnucka "Co3gaBaTb HOBbIV MHLMAEHT ONSA NOBTOPHbLIX NPOUCLLUECTBUNA, €Cnn
MHUMAEHT 3aKpbIT" - BbIOOp npaBuna nosegenns NMnardopmbl Pagap npy NoBTOPHbIX

NPOUCLLECTBUSX:
o Co30asamb HO8bIU UHUUGEHM - CO30aeTCA HOBbIN UHLUAEHT,

o [Mlepeomkpbieamb UHYUOAEHM - CYLLECTBYOLUNA UHLMAEHT OTKPbIBAETCH 3aHOBO;
¢ "MuHMManNbHbIN YPOBEeHb PUCKa ANA NOBTOPHOIO OTKPbLITUA UMHUUAEHTOB" - PUCKN HXKE
yKa3aHHOro YpOBHS He NepeoTKPbIBAOTCA aBTOMATUYECKN; NapameTp 3afaeTcs, TOMbKO ecnu
BbIOpaHO NePeOTKPbITUE NHLMOEHTA;

L4 "CTaTyC NMOBTOPHO OTKPbITbIX MHUMOEHTOB" - nepeoTKpbiBaeMble aBTOMAaTU4E€CKN NHUNOEHTDI

6yJJ,YT nepeBoaAnTbCA B yKaBaHHbIVI CTaTyC, NnapamMeTp 3a4aeTc4d, TOJNIbKO eCinn Bbl6paH0
nepeoTKpbITUe NHUMOEHTA.

[nsa coxpaHeHns BHECEHHbIX OOHOBMEHUIN HAXXMUTE Ha KHOMKY "CoxpaHuTb".

MapameTpsbl Lentp ynpasnenun  MNapamerpsi

Ofwme  OBpaGoTka yssswMoCTell  CUmXpOHMIaUWR ¢ Bazoit 3nanuii

CozpaHve MHUMAEHTOB
ABTOMETUYECKIN CO343EaTh MHLUWAEHTEI NPK MMNOPTE PESy/IbTATOE CKaHWPOBAHWA

MWHAMaNEHEIA YPOEEHE BaXKHOCTW ANA OTKPBITUA MHLMASHTA

BaskHocTe 0 - MUHMMansHaA

ABTOMaTUYeCKoe co3jaHune I'IPOVICLIJECTBVIﬁ W NEPEeOTKPbITUE MHUWAEHTOB

Co3438aTk HOBLIA WHUMAEHT ANA NOBTOPHBIX NPONCWECTEMA, €CAN MHUMAEHT 33KPLIT

MepeoTkpLIBaTh MHUMAEHT

MUHUMANEHEIR YROBEHL PUCKE ANA MOBTOPHOND OTKPEITYA MHUMASHTOS

Bricokuii

CTaTyc NOBTOPHO OTKPLITEIX MHUMAEHTOR

HazHauen

PucyHok 52 - Nogpasgen "lMapameTpel”, Bknagka "ObpaboTka yassumocten”

9.1.2.4. Bknagka "CuHxpoHusauma c baszon 3HaHnn"

Pabouee none Bknagku "CuHxpoHu3auns ¢ bason 3HaHMI" coagepXuT ABa yHKLUMOHAmbHbIX
anemeHTa (CM. pucyHok 53):

e KHonka "CUMHXPOHM3aLMA TUNOB MHUMAEHTOB" - NpefHasHaveHa ans pa3oBoro npoBeaeHns
CUHXPOHM3aLMN TUMOB UHLMAEHTOB ¢ Bason 3HaHu.

e KHonka "CMHXpOHM3aLuMa KoppenaTopa' - npeaHasHadyeHa ans pasoBoro npoBeneHus
CUHXPOHM3aLMKN KoppenaTopa ¢ bason 3HaHui. .
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Mpouecc CUHXPOHM3aLMM HAYMHAETCS MO HaXXaTWI0 Ha COOTBETCTBYIOLLLYHO KHOMKY, MpW 9TOM Crpasa oT

KHOMKM NOABUTCS (Draxok - % (CM. pUCYHOK 53).

I'IapaMeprl LieHTp ynpasaexuns MapameTpbi

O6wwe 0O6paboTka i Cunxp A ¢ basoil 3Hanuid

Cm——
CUHXpOHM3aLMA KOPPensTopa [aidl

PucyHok 53 - MNogpasgen "lMapameTpebl”, Bknagka "CuHxpoHusauus ¢ bason 3HaHnin"

9.1.3. NMoapasaen «YepHbin cnucok ID nnarmHoB»

9.1.3.1. OcHOBHbIe 3aneMeHTbl nogpasaena

Moppasnen "YepHbin cnucok ID nnarvHOB" npegHasHayeH Ans co3gaHus YepHoro cnucka 1D
nnarvHoB ckaHepa Nessus, urHopmpyembix B npoLecce paboThbl.

B pabouer obnactn otobpakatoTcst cregyolme aneMeHTbl (CM. pUcyHok 54):

e TabnuyHbI cnvcok nnarnHoB Nessus, KoTopble Heo6xoaMMO UrHOPMPOBAaTL B NpoLecce paboTbl
("4yepHbIn cnncok").

e Habop mnbTpoB Ans novcka nnarnHa (-oB) B CIMUCKE - KHOMKa .

e  OyHkuns fobaBneHns HOBOTO NMarMHa B CMCOK UTHOPUPYEMBIX - KHomMka "Co3paHue”.

o OYHKUUS pefakTUpOoBaHWs NapaMeTpoB MnaruHa, B TOM Yucre yaaneHve nnarvHa us cnmcka -

KHOMKa .

qepr||7| cnucok |ID naarnHoB LlenTp ynpaBaenus MapameTpbi YepHeiii cnucok ID nnarmHos
MNATWH NESSUS MPUYUHA CO30AH OBHOBNEHO
345622 CGou e paboTe 2021-08-13 17:48:50 2021-08-13 17:48:50
457637 Bofklue He ucnonszyeTcs 2021-08-13 17:49:46 2021-08-13 17:49:46

PucyHok 54 - Pabo4vas obnactb nogpasgena "YepHbin cnucok ID nnarnHos"

9.1.3.2. Cnucok nnaruHoB. NapameTpbl cnucka

TeKyLlJ,Mﬁ CMNCOK UrHOpUpyeMbIx nnarmHoB Nessus npeacTasneH B BUae Tabnu4Horo cnmcka co

cneayrwnMn OCHOBHbIMU NapamMeTpamMun:

e [lone "MnaruH Nessus" - ID nnarnHa Nessus;

e [lone "MpuynHA" - NpUYMHa NO KOTOPOW AaHHbIN NrarvH Obin 3aHECEH B YEPHbIN CNNCOK;
e [lone "Co3paH" - gata n BpemMs 3aHECeHWs nnarmHa B YepHbIN CNNCOK;

e [lone "OB6HOBMNEHO" - faTa U BpeMsi 0OHOBMNEHUSA HAXOXAEHUS NiarmHa B YEPHOM CUCKE;

o KHonka () - OYHKUMA pegakTMpoBaHns NapaMeTpoB NrarkHa, a Takke yaaneHus nnarmHa u3

crnuncka.
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9.1.3.3. HactpauBaemble (pUnNbTPbI CNUCKA NarMHOB

an/I Ha)XaTln Ha KHOMKY OTKpbIBaeTCA obnacTtb (*)I/U'IprOB Ana cnucka niarnHoB, KoTopas

BKIto4aeT B cebs d)VIJ'Ipr ¢ nonem ans cBo60O4HOrO TEKCTOBOrO BBOAA.

Mownck Nno BBeAEHHOW TEKCTOBOM CTPOKe ocyllecTernisietcsi no nonam "MnarnH Nessus" n "MpuunnHa’.

9.1.3.4. BknioyeHne HOBOroO NnarnHa B CNMCOK, yaarneHue nrarvHa u3 crnucka
[ns BKMIOYEHNS1 B YEPHBIN CMMCOK HOBOTO NniarMHa Heobxoaumo (CM. pucyHok 55):

1. Haxatb kHonky "Co3gaTtb".
2. B oTKpbIBLLENCA (hOopMe BBECTMU:

o |ID nnaruHa ckaHepa Nessus, KOTopbIi HEOOXOAMMO UTHOPUPOBATL B NpoLiecce pabdoThbl B
[anbHenwem;
O MPWYMHY, MO KOTOPOW MnarMH 3aHeCeH B YePHbIA CMINCOK.

3. lna coxpaHeHns BBEAEHHbIX AaHHbIX HaXaTb Ha KHoMKy "CoxpaHutb".

OTKpoeTCcs OOHOBIEHHbIN YEPHbIV CMIMCOK NMNarmHoB.

LeHTp ynpasnexus MapameTpbi YepHbiii cnucok ID nnarHos Cospanve

ID nnarmHa

ID

MpuunHa

PucyHok 55 - BkntoyeHne HoBoro nnarvHa B "YepHbini cnivcok ID nnarmHos”
9.1.3.5. PepgakTupoBaHue, yaarneHue nnarvHa n3 cnmcka

[ns pegakTupoBaHUsl napameTpoB MnrarMHa Unmn UCKMYeHNs nrarmHa u3 YepHoro crnmcka
HeobxoamMmo:

1. HaxxaTb KHOMKyY peakTMpoBaHus B CTPOKE MHTEPECYIOLLEro nnaruHa - .

2. B oTKpbIBLLENCSA hopMe € napameTpaM BblOpaHHOro nrarMHa npoBecT Heobxoanmble
N3MEeHeHNs1 NapaMeTpoB (CM. pUCYHOK 56).

3. Ans coxpaHeHnsi nsMeHeHWn HaxxaTb Ha KHonKy "CoxpaHuTbk". [INg yaaneHus nnarvuHa 13

YepHOro CN1cKa HaXaTb Ha KHoMKy "Yaanutb'.

OTKpOGTCH OGHOBMEHHbIN YepHbIN CMNCOK NI1arvHoB.

LleHTp ynpasneHua Mapametpbi YepHbli cnucok ID nnarnHoe N3ameHeHune

ID nnarvHa

23843485

MNpuunHa

pesynkTaTel paboTel NaarvHa 8 bamkaiiluee epems He noTpebyroTca

corr
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PucyHok 56 - ®dopMa pegakTMpoBaHusi napameTpoB NiarvHa U3 YepHoro cnvcka

9.1.4. Nogpaszgen "OnoBeleHUsa No 3apepxKkam B oopadoTke"
{#alerts}

9.1.4.1. OcHOBHbIE 3NeMeHTbI noapasaena

B cucteme npegycmMmortpeHa BO3MOXXHOCTb OTCbIJTKU OMOBELLEHNN npn HAaCTynneHnn pasrmimyHbIX

YCINOBWIA, CBA3aHHbIX C pa3bopoM UHUMAEHTOB.

Mogpasgen "OnoBelueHNA No 3aaepKKkam B oO6paboTke" npegHasHavyeH a5 HaCTPOMKK
aBTOMaTU4eCKMX ONOBELLEHNI MO 3adepkkam B 0bpaboTke nHumMaeHToB, hopmmpyembix Mnatdopmon

Papgap.
Pabouyee none nogpasaena "OnoBeLLeHNs no 3agepxkkam B o6paboTke" cocTonT 13 Tpex briokos:

1. BNOK HAaCTPOEK BPEMEHHbLIX OTCEYEK ANs ONOBELLEHWI;
2. BrioK HAaCTPOWKN PEXMMOB OTMPABKM OMOBELLEHWI;
3. BroK HaCTPOWKN TEKCTOB ANS ONMOBELLEHWIA.

9.1.4.2. HacTpoiKka BpeMeHHbIX OTCe4yeK A onoBeLweHUn

B Mnatcdopme Pagap Bo3MOXHO HACTPOUTb 3 KOHTPOSbHbIX OTCEYKM MO BPEMEHN pa3bopa MHUMAEHTA
(c™m. pucyHok 57):

e "HopmanbHO" - Bpemsi, B npegenax KoToporo pasdop MHUMOEHTOB CHUTAETCS WTATHLIM (B OHAX);

e "HebOonbluas 3agepkka" - BpeMsi, B npedenax kKoToporo pasdbop cHMTaeTcsi BbIMONMHEHHbLIM C
HebonbLLUOW 3a0epXKKoW (B AHAX);

e "3apgepxka" - BpeMms, B npeaenax kKotoporo pa3bop MHUMAEHTOB CYMTAETCH BbIMNOMHEHHBIM C
3a4epXKon (B AHAX);

Mpu NpeBbILLEHMM NOCNEQHEro Nopora ykasaHHoro B none "3agepxka’, Bpems pasbopa UHLMAEHTOB

cuMTaeTcs HegomnyCTUMbIM.
BpeMeHa oTceukn KOHUTYpUPYOTCS OTAENbHO AN KaXK4oro YPOBHS! pyUcKa UHLMOEHTOB:

® BbICOKUIN PUCK;

®  HU3KUIN PUCK;

® CpEedHWUN PUCK;

® DUCK OTCYTCTBYET.
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OHOBELl.l.eHVIﬂ no 3ajepi>xKam B 06pa6OTKe UeHTp ynpaenexna MapameTpsb! OnoBewenna No 3agep>kkam B o6paboTke

YPOBEHb PUCKA * HOPMANEHO HEBOMNb AR 3AJERKKA 3ALEPKKA CO30AH OBHOBNEHO
Buicokinid 3 5 10 2020-12-09 23:13:30 2020-12-09 23:13:30
Huzkwid 28 34 168 2020-12-09 23:13:30 2020-12-09 23:13:30
Cpeanuid 5 28 56 2020-12-09 23:13:30 2020-12-09 23:13:30
OrcyTcTeyer 84 2020-12-09 23:13:30 2020-12-09 23:13:30

OTNpaBAATL ONOBENICHUE NPU KAXAOM U3MEHEHIM BpeMeHu oBpabotku i

OTnpaBuTL ONoBelLeHVe eAMHOXabI Yepes — 1+ [, NOCIe AOCTYKEHUA NOCNeHEro NoKasaTeNs BpeMenm yaepxaHns 1

[InA MHUMAEHTOR C PrcKkom "BLICOKWIA", OTNPABNATL OMOBeLUeHE PETYIAPHO KaXable — 5 + AW, NOC/e AOCTMXEHWA NOCNEAHEro NoKazaTens EPeMeHU yaepxaHua i
[ns uHuMAeHTOB ¢ prckoM “"CpefHuiA”, OTNPaBAATL OMOBELLeHWe PeryNapHoO Kaxable — 5 +  AH., Nocne AOCTVKEHWA MOCNEHEro NokasaTens BpeMeHU yaepKaHus i
/1N MHUMAGHTOB C PYCKOM “"HU3KMIA'", OTNPABAATL ONOBELLEHVE PEry/APHO KaXable — 5+ [, NOCie A0CTYXeHNA NOCAeaHero Nokasatens BpeMeHm yaepxanus i
[Inf MHUMAeHTOB ¢ prckom "OTCyTCTByeT", OTNPABAATH OMOBEllleHUe PeTyAPHO Kaskasle — 5+ AW, NOCIe AOCTXEHMsA NOCNeAHEro NokasaTeNs BpeMeHn yaepxaHns i

Ortnpaensts rpynmy coobuiennii pas e Heaento. [lens Heaenu:  lNownenenshnk 1

OBLLWIA TEKCT, OTAPABAAEMBIN B KaXKAOM OMOBELLEHNH

PucyHok 57 - Pabo4ee none nogpasgena "OnoseLleHnst No 3agepkkam B 0bpaboTke", 6rokm HacTpoek

BPEMEHHbIX OTCeYeK And OMOBELLEHUNA 1 6nok HaCTpOI?IKI/I napamMmeTpoB OTNpaBKn OMOBELLEHNI

Ons 0OHOBMEHMS BpPEeMEHN KOHTPOJIbHbIX OTCEYEK Heobxoanmo:

1. HaxaTb Ha KHOMKY B CTPOKE UHTEPECYIOLLErO YPOBHS pUcka.

2. B oTKpbIBLLENCA (hOPME M3MEHUTH 3HAYEHNS BPEMEHHBIX OTCEYEK (CM. PUCYHOK 58).

3. Haxatb Ha kHorky "CoxpaHuTb".

OnoselueHns no 3agepxkam B obpabotke Ans yposHa pucka: CpeaHui Uewtp ynpasnennn > Mapamerphi > Onoseuwienus no sagepxxam  06paorke  Usmenenve

Bpemst yaepxaHus B AHAX ABNAETCA BEpXHel rpaHuLeli Bpemeny 0bpaboTku MHUMAEHTOR B KaXA0M Nepuoae (HanpuMep, e MHUMASHT MMeeT Nokasarek ckopocTi obpabotki 'HopmansHeiid', ecin o
obpabarsizaeTca Makcumym 3 Areif). Ecin on oBpabatbisaeTca A0biLe, YeM 33AaHHOE BPeM yAePXaHia '3aaepxii’, OH aBTOMATUUECKM CTaHOBUTCA HepomyCTuMBIM'

VIHUMAEHT € NepBLIM NoKasaTesiemM BpeMeHI 06paboTky, € OrpaHNUeHNEM, NPEBbLILLIALLIMM BPEMSA YAPXaHUA MHLIMACHTA B AHAX.

Ec/m nosie nycroe, MHUMAEHT OCTAeTCA B TOM 3TOM oKazatesie BpeMeHin 06paboTku Ha HeonpeaeneHHsIi cpok. Bee cieaytolme noas 4oMKHbI BbiTb MyCTbIMM,
HopmansbHo
5

Hebonbluan saaepsxka

28

3anepxka

56

PI/IcyHOK 58 - Pe,Cl,aKTI/IpOBaHI/Ie BPpeMeHN KOHTPOJIbHbIX OTCEYEK ANnA cpeHero ypoBHA prcKa

9.1.4.3. HacTpouka pexuma oTnpaBku onoBeLeHUmn

B NMnatdopme Pagap BO3MOXKHO HACTPOUTL CrieAyHoLLME PEXMMbI OTNPaBKMU OMOBELLEHWI (CM.

pucyHok 59):

e "OTnpaBnsATb ONOBeLleHUsl MPU KaXXAO0M U3MEHEeHUN BpeMeHU o6paboTku* " - npu aktmBauum
onuuu onoseLleHne ByaeT oTNPaBNATLCH NPU NPOXOXOEHNUN KaXXO0W BPEMEHHOW OTCEYKY,
yKkasaHHOW A pasbopa MHUMAEHTA.

e "OTnpaBnATb onoBelleHe eaUHOXAbI Yepes <...> OH., Nocne AOCTUXEHUS nocrneaHero
nokasartesnisi BpeMeHU yaepkaHua'" - Npu akTuBaumy onumm onoselleHne ByaeT oTnpaBnsTbCs
nocrie NPOXoXaeHus NocneaHen CKOHPUrypupoBaHHON BPEMEHHON OTCEYKM.

e "IN MHUMAEHTOB C PUCKOM "BbIiCOKMIN" OTNPaBnATbL ONOBELLEHUE PErysisipHO KaXable
<...> OH., nocrne AOCTUXEeHUA NocneaHero nokasarensa BpeMeHu yaepxaHua' - npu


af://n1789

aKkTMBaLMM OnuumM onoBeLLeHre AN MHUWOEHTOB C BbICOKUM pUCKOM ByaeT oTnpaBnsATbCcs nocne
NPOXoXAeHWs nocrnegHen CKOHUrypupoBaHHOM BPEMEHHOW OTCEYKN.

e "[INA MHUMOEHTORB C pUckoM "CpegHun" oTNpaBnsATL ONOBELLeHUEe PerynspHo Kaxabie <...>
AH., nocre AOCTUXEeHUs nocreaHero nokasatens BpeMeHu yaepxaHusa' - npu aktmsauum
onuMM onoBeLleHne Anst UHUMAEHTOB CO CPeaHVMM PUCKOM ByaeT OTnpaBnaTbCs nocne
NPOXOXAEHNA nocnegHen CKOHPUIypmpoBaHHOW BPEMEHHOW OTCEYKN.

e "Nnsa nHUMAEHTOB ¢ puckom "Huskuin" otnpaBnATb onoBeleHne perynsapHo Kaxable <...>
OH., ocre AOCTUXEeHUs NocreAHero nokasartessi BpeMeHu yaepxxaHusa'" - npu aktueauum
onuuu onoBeLleHne Anst UHUMAEHTOB C HU3KUM PUCKOM ByAeT oTnpaBnATbCA Nocne NPOXOXAeHUs
nocriegHen CKOHOUrypmpoBaHHOW BPEMEHHOW OTCEYKMU.

e "[INA MHUMOEHTOB C puckom "OTCyTCTBYeT" OTNpPaBIsiTb ONOBELLeHNE PerynsapHoO Kaxable
<...> OH., nocne AOCTUXEeHUA NocneaHero nokasarens BpeMeHu yaepxaHua' - npu
aKkTMBaLMM ONuUM ONOBELLEHME A1 MHLUMAEHTOB C OTCYTCTBYHOLLMM PUCKOM DyOeT OTnpaBnaTbes
nocrne NpoxoXxaeHus nocrnegHen CKOHMUrypupoBaHHON BPEMEHHON OTCEYKMN.

e "OTnpaBnATb rpynny coo6LweHni pas B Hegento. [leHb Hegenu <...>" - Npu akTMBaLum onuun
BCE HAKOMUBLLMECS OMNOBELLEHNS ByayT OTNPaBNATLCS €AMHOXAbI B YKa3aHHbIN OeHb.

[ns coxpaHeHUss HAaCTPOEK peXrMa OTNPaBKM OMOBELLEHUN HAXXMUTE Ha KHOMKY "CoxpaHuTb",

pacrosioXXeHHYH0 BHU3Y CTpaHWLbl Nod BCeMu BriokaMu HacTPOEK.

OnoBeleHWA Mo 3aiepykkam B o6paboTke Uentp ynpasnenna > Mapametpbi > OnoBeljeHns no sagepxkam s 06paborke

YPOBEHE PUCKA = HOPMANBHO HEBOMBLIAA 3AJEPXKKA 3AEPXKKA [SeEY T OBHOBMEHO
Buicokuii 3 5 10 2020-12-09 23:13:30 2020-12-09 23:13:30
Huzknit 29 24 168 2020-12-09 23:13:30 2021-08-16 17:36:35
Cpearmid 5 28 56 2020-12-09 23:13:30 2020-12-09 23:13:30

OrcyTereyer &4 2020-12-09 23:13:30 2020-12-09 23:13:30

NN

OTnpaeAATL ONoBeLLeHWE NPU KaXIA0M M3MeHeHnn Bpemenn obpaboTkm 1

OTnpaenTs OnoBelleHre eavHOXALI Yepez  — 1+  AH, NOCIe AOCTUXEHMA NOCRAHErO NOKAZATEAA BpeMeHy yaepxXaHua 1
JInA VHUMASHTOE C PUCKOM "BLICOKMIA", OTNPABAATL OMOBELLeHUe PEryAPHO KaxXakle — 5 +  4H, NOCAe AOCTVKEHUA MOC/IeAHEro NoKazaTens BpeMeHi yaepxanna i
[Inf MHUMAEHTOB C pUcKOM "CpeniHuii’, OTNpPaB/ATL OMOBelIeHVe PEryIApHO kaxaisle — 7 + /M, MOCAe JOCTYKeHMA NOCeHero NoKasaTens BpeMeHn yaepxanus i
JINA VHUWAGHTOB € PUCKOM "HU3KWIA", OTNPaBAATL ONOBELLEHWE PETYNAPHO Kaxasle  — 5 + [H., NOCNe JOCTVXKEHUA NOCNEAHEr0 NOKA3aTeNs BpeMeHW YAepKaHNA i
[L1A MHUMACHTOB € pyckom "OTCyTCTBYeT", OTMPABAATL OMOBELUEHHE PETYAAPHO Kaxable  — 5+ AH, NOCHE ACCTXEHUA NOCNEAHErO NOKA3aTeN BpeMeHi yaepskanna 1

Otnpaenats rpynny coobuieHuii paz & Heaento. JeHs Heaenu MoHepensHuk = 1

O6Lwmii TekcT, oTnp. ¥ B KaXXAOM OF

PucyHok 59 - HacTponka pexxvmoB OTrpaBKX ONOBeLLEHNI
9.1.4.4. HacTtponKka TeKCTOB AN OnoBeLeHUun

[ns onoBeLleHMn Mo 3agepkaMm B 06paboTke MOXHO HAaCTPOUTb CNEAYHOLNIA TEKCT (CM. pucyHOK 60):

e "OO6LMIM TEKCT, OTNpaBnAeMbIi B KaXXAoM onoBeLeHuun" ;

e "TekcT coobLeHUs 06 M3MEHEeHUU BpeMeHU yaepXaHusa nHumaeHTa ot "3agepxku" oo
"HeponycTtumoro" " ;

e "TekcT coobLeHUsi 06 U3MEeHEeHUU BpeMeHU yaepXaHua nHumaeHTa ot "Hebonblown
3agepxkn” go "3agepxku" ;

e "TeKCT coobLieHUss 06 N3MEeHeHUN BpeMeHU yaepxaHusa nHumaeHTta ot "HopmansHoro" go

"HebonbLuon 3agepxku™".

[Nsi coxpaHeHNs HAaCTPOEK TEKCTA OMOBELLEHUI HAXXMUTE Ha KHOMKY "COXpaHUTb", pacronoXeHHYo

BHM3Y CTpaHULbl Nog BceMu Briokamm HacTpoek (CM. pucyHok 60).
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JinA MHUMAEHTOB C PUCKOM "HU3KUFA", OTNPABAATE ONOBELIEHNE PETYNAPHO Kaxable — 5 +  AH. NOCAE AOCTIKEHWA NOCNEAHETG MOKA3ATENA BPEMEHH YAEPKaHUA 1
JnA MHUMABHTOB € pUckomM “OTCyTCTBYeT", OTNPABAATL OMOBEWEHWE PEMYAAPHO Kaxable — 5 +  AH. NOCAE AOCTYDKEHMA NOCNEAHErO NOKA3aTeNs BpEMEeHM YAepKaHMA i

OTnpasnaTs rpynny coobuwennii pas 8 Heaento. flenb Hegenn:  Mowesenshak ¢ 1

OB TeKcT, Vi B KaXAOM

Brumarine! Boi0 MSMEHEHO BPeMA YACPXaHs MHUMACHTa

Teker 06 BpeMeHn Ta o "3 " ao "He,
~ ~
<4 aHei no 2
v
Texcr 06 Bpemenn Ta oT "Heb: i " A0 "agepxKu”
~
<7 aneit go 5|
v
Teker o6 BpemMeHu Ta oT "Hoj 0" A0 "HeBonbloi 3anepxku”
~
v
Coxpanuts

PucyHok 60 - HacTpolika TEKCTOB ONOBELLEHNIA

10. CoobOLweHus
10.1. Paspen CoobOweHun

CoobLeHuns -- mexaHnam obMeHa nHopmaumen Mexay nornb3oBaTeNsaMm CUCTEMbI,

aHanorm4yHoO ANeKTpoH HOWM nouTe.

Coob6LueHus

[

MpounTatHbie admin test MS-WIN - MamereHo npasino Mexceresoro skpaka 17247247272 2021-03-03 15:66:39

OTnpaeneHHble

PucyHok 61 - Pabouvas obnacte pasgena «CoobLeHns»
B paboueri obnactu otobpaxatoTcs cneayowmne Buabl COOOLLEHMI (CM. pUCYHOK 61):

® HenpoynTaHHble;
e [IpoynTaHHbIE;
e OTnpaBrieHHbIE;

Cnncok coobLLEeHWI, COAEPXUT criegytoLue nons:

e Or koro;

e Tewma;

e Tun uHumpeHTa n NHUMAOeHT,;
o AKTUB;

e [laTa

[ns cosnaHna HOBOro coobLLeHNs He0BX0AUMO HaXxMuTe KHomMKy "Hanucatb".
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B nosiBuBLLEMCS OKHE "HoBOoe coobLueHme" 3anonHuTe nons "lMonyyatens " n
"3aronoBok", BBeAuTE HOBOE COOBLLEHNE N HaXxXMUTe KHOMKy "OTnpasuntb"
(cm. pucyHok 62).
HoBoe coobuieHne x

Monyyatens

Bbibepute nonyyatens s+

3aronosok

CoobleHne

Z

PucyHok 62 - OkHo «HoBoe coobLieHune»

11. Pasgen OTyeTnl

11.1. OcHOBHbIe 3N1eMeHTbI pa3gena

Pasgen "OTueTbl" NpeaHasHayveH ans co3gaHus 1 ynpaeneHust otyeTamy Tuna "gawoéopn”.
Pasnen coctout 13 cnegyowmx af1eMeHToB (CM. pUCYHOK 63):

e Pabouyas obnacTb pasgena: nubo nycrasi, NMnbo oTobpaxkaeT OTYET, 3a4aHHbIN "NO yMonyaHu".
e Hap pabouern obnacTbio pacnonaratotcst PyHKLUM HACTPOMKM OTOBpaxKeHns oTyeTa:
e nore Bblbopa HOBOrO BPEMEHHOIO MHTEpPBara OT4eTa;

0 (hyHKUMS NOACTPOVMKM LLUMPUHBLI OTYeTa nog popmat A4 - kHonka "lMepeknioynTb WUPUHY";

0 (hyHKUMSI NpeaBapuUTENIbHOrO MPOCMOTpPa NeYaTHoN Bepcumn oTyeTa - kHonka "lMepenTtn B
otyet";

0  (pyHKUMSA HACTPOWKN BPEMEHHOIO Nepuofa OOHOBMEHNSI AaHHbIX - PACKPbIBAIOLLMIACSA CMMCOK
"BpyuyHytro" (rae "BpyyHyr" - 3Ha4YE€HUe No yMOonyaHuio);

O KHOMKa ANng 3anycka 0OHOBMEHUSI OaHHbIX - E
e (CrieBa pacrnonoXeHO MEHI0 pasaena, KOTopoe COAEPXKUT:
® TEeKyLLMI CMIUCOK OTYETOB - PaCKpbIBaOLLMNIACA CNUCOK "BbibepuTte otyeT".

0 hyHKLMIO NepeBoa B pexnm peaaktupoBaHus - priarosoe none "Pexum
penakTuposaHus".
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Otuetbl UewTp ynpasnenns > OTdets

PexviM peaakTiposanie Nepexniouuts umputy | Mepeiiti s orver

BuiGepuTe oTveT 3aronoBok oT4yeTa
v [ns neyatn |
TnasHas

BCEFO NPABWA KOPPENALIMK CPABATBIBAHMS MPABM KOPPESLIMM BCEFO AKTMBHbIX MPABUN KOPPENALIMM

61 326 10

KON-BO MHUMAEHTOB KON-BO AKTUBOB

21 75

MO CTATYCAM MHUMAEHTBI MO KATETOPUW

' 18
15
12

MHUMAEHTBI O YPOBHIO OMACHOCTH

KoM 3HAMEHME
high 6
medium 8
low 7

none 0

PucyHok 63 - Paboyas obnactb pasgena "Ot4yeTb!”

11.2. OcHOBHbI€ 3f1IeMEeHTbI pa3gerna B pexume
peoakTupoBaHUA

Mpwv HanMuuK y nonb3oBaTens HeoBXOAUMbIX NMPaB eMy AOCTYMHbI (PYHKLMMW YNpaBrieHUs oTYeTaMm B
pexXume pegakTUpoBaHus.

Ecnu yctaHoBuTb ¢onar B none "Pexum pegaktupoBaHMA”, TO Ha 3KpaHe NosIBATCS HOBbIE
OonorHUTENbHbIE PYHKUMUN (CM. PUCYHOK 64):

e Pabouas obnacTtb pasgena: Ans BUMKETOB oTyeTa OyayT ycTaHOBMNEHbl OYHKLMMW YNpaBneHns
BUIKETAMM:

® ynaneHve BuoKeTa U3 otyerta - kHorka ( i )

© pefakTMpoBaHWeE BUIKETA - KHoMKa ( # );
o obHoBMeHne BuIXeTa U3 oTyeTa - kHonka ( &4 ).
e Hap pabouen obnactbio fobaBATCa creayome PyHKLMN paboTbl C OTYETOM:
®  (PYHKLMSA YCTAHOBKKM OTYETa "NO yMonyaHuio" - kHonka "lMocTtaBuUTb Ha rmaBHyH":
o hyHKUMa oyOGNMpoBaHNs oTyeTa - KHonka "dyb6nupoBaTb"”;
o PyHKUMA yaaneHus otyeTa - KHornka "YpanuTtb".

e B mMeHto pasgena (pacnonoxeHHoM crieBa) obaBsTcs cnegyrowme pyHKUUM ynpaBneHus

oTYyeTamu:
® co3faHune HoBOoro oT4yeTa - 6nok "0obaBuTb HOBbLIA OT4YeT";

O y[areHue CyLecTByHLEero otyeTa - kHornka "Yaanutb";
O COXpaHeHWe BHECEHHbIX M3MEHEHUIN B CYLLIECTBYHOLLNIA OTHET - KHoMka "CoxpaHUTb
namMmeHeHusn";

0 pobaBrneHne HOBOro BUAXKETA B OTYET - 650K "[o6aBUTb HOBbLIN BUAXeT".


af://n1883

OTyeTbl LleHTp ynpasnerms > OTueTsi

2021-02-01 00:00:00 ~ 2021-03-3123:59:59 [
CNUCOK OTYETOB

BCEFO NPABMA CPABATBIBAHMS BCEFO AKTUBHbIX KON-BO  KOM-BO COBbITUI BCEFO CPEOHUN
Hassarive KOPPENALMN nPABMUN nPABMA AKTUBOB  WHLMAEHTOB 9 EPS
InasHas 6 KOPPENALUMN KOPPENALUMN 8 3 2

LI LI+ LI - " s 2w 7R LI -] L -

BbiGepuTe OTUeT

nagHas A N0 CTATYCAM MHUMAEHTbI MO KATEFOPUU

CoxpanuTs namenenns | Yaanuto

@B ViHuvnenTs! Mo KaTeropy

LOBABWTb HOBbI OTYET

HassaHue

NOBABUTb HOBbIN BUAXET

~— new o & <
HassaHne © > &

%,
%,
%
%,
%,

L IR~ ¥ /s 2
M no TUNY KATETOPUU U BAXXHOCTU M0 NCTOYHUKY
Mposaiinep AaHHbIX

KoY 3HAYEHWE KoY 3HAYEHUE

3ce093b80173 9

PucyHok 64 - Pabo4vas obnacte pasgena "OT1yeTbl" B pexume peaakTmupoBaHus

11.3. YnpaBneHue otyetamun

C nomolLbo yHKLMOHaNa pasaena ¢ 0T4eTaMy MOXHO BbIMOMHUTL crieaytoline AencTBus:

e [locmoTpeTb JaHHbIe B OTYETE 3a YKa3aHHbIN Anana3oH BpeMeHu.

e PacnedvaTaTb OTYeT.

e YCTaHOBUTb ANS OT4YeTa cTaTyc "Nno ymonyaHuw".

e CosgaTb HOBbIN MO COCTaBYy AaHHbIX OTHYET, OTBEYAIOLLUIA TEKYLLMM 3a4a4vam.

e /I3MeHUTb CMMCOK BUXKETOB B CYLLECTBYIOLLIEM OTHETE.

® /I3MeHUTb pacnonoXeHns 1 pa3mep BUOKETOB B CYLLECTBYIOLLEM UMY HOBOM OTHETE.
e (CkonupoBartb CyLLEeCTBYHOLLMI OTYET Anst 6e3onacHoro BHeCEHNUS USMEHEHUN.

1

Mogpo6Hoe onucaHue OeNCTBUIA C OTHYETaMM NPUBEAEHO B pasaene "Paboma ¢ omyémamu” .

11.4. CocTtaB BUOXeTOoB oT4yeTa

CocTtaB 6rokoB MHopmaLun B oTyeTe (BUOKETOB) 3aBUCUT OT Ha3Ha4YeHus oTyeTa.
WNHdbopmauus B oTyeTax MOXET NpeaoCTaBNsaTLCSA B Crieayowmux Bugax:

® YyCrNEeHHoe 3HaYeHne;
® KpyroBas Auarpamma;
e cTonbyartas guarpamma;
e Tabnuua;

® 3arosioBOK.

12. PaboTta ¢ uHUMaeHTamMm

12.1. O6bwme gaHHbIe 00 MHUMAEHTaX
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MnaTtdopma Pagap npegHasHaveHa ans aBTomatmsaummn gearensHoctu cneymanuctos SOC.
O6paboTka nHUMaeHToB b siBNsieTcs O4HUM K3 KIOYEBbLIX NMPOLECCOB AeATENbHOCTU LieHTpa

MOHUTOPWUHIAa.

MHumnageHT nHopMaLumoHHOM 6e3onacHocTU (MHUMAEHT UB) - nosiBNeHne oqHoOro UM HeCKOMbKNX
HexenaTtenbHbIX/HeoXnaaHHbIX cobbITun B, ¢ KOTOpbIMM CBA3aHa 3HaYUTENbHAsi BEPOSATHOCTb
KoMnpomeTauum 6usHec-onepauum n cosganus yrpossl b [TOCT P MCO/M3K TO 18044-2007].

Mnatdopma Pagap o6pabdatbiBaeT UHLMAEHTHI CNEAYOLNX KaTeropui:

® Y93BMMOCTb (MPY UHTErpaLmm co CKaHepoM ya3BUMOCTEN) - edeKT B UICXOAHOM Koae
nporpaMmMHoro obecneyeHnst nn ero KoOHUrypauuu.

® HapylueHne NonuTUKK - 4ENCTBUS, BbiIBIIEHHbIE CUCTEMOWN, nayLLmMe B pa3pes C NomnmnTUKON
©e3onacHocCTu.

e (CeTeBasi aHOManus - CeTeBasi akTMBHOCTb, MMEIOLLAS OTKITIOHEHUSI OT HOPMBbI.

B pamkax Mnartdopmbl Pagap MHUMAEHT Bceraa MMeeT onpeaenieHHbI TUM MHUMAEHTA U NPUBASKY K
aKTWBY, Ha KOTOPOM OH BbISIBMEH.

12.2. BbisiBneHne nHumaeHToB (aBTOMaTn4yeckoe
co3gaHue MHUUOEHTOB)

12.2.1. MexaHU3Mbl BbISiIBNeHNS UHLUOEHTOB

B paMKax nﬂaT(bOprl Pap,ap peann3oBaHbl crneayouine MexaHnsmbl BbiABNEeHUA MHUMOEHTOB:

® MpaBuna Koppensaumm -- noapobHoe onucaHwe B pasfene "Paboma c npasunamu koppenauyuu” ;

e faHHble 06 yA3BMMOCTSIX -- nogpobHoe onvcaHune B pasgene "MHmeezpayus co ckaHepamu

ya3eumocmed”;

® Co3gaHue MHUMOeHTa BPY4HYHo;

® KOHTPOSb CrMcKa nporpaMmHoro obecnedeHus -- nogpobHoe onucaHune B pasgene "Hacmpotika.
KOHMPO/IS y/cmaHOo8neHHO20 MpoespaMmMHo20 obecrneyeHus";

12.2.2. NMpucBoeHue cTatyca HOBbIM UHLIMAEHTaM

HoBble MHUMAEHTLI MOryT ObITb CO34aHbl B CIEAYOLLMX cTaTycax:

e "HoBbIl "-- HUMOEHTHLI BUAHBLI BO BCEX MHTEPMEicax CUCTEMbI, UCMONb3YeTCs AN co3gaHus
WHUNOEHTOB B paMKax LUTaTHOW paboTbl CUCTEMBI.

e "MI HoBbIN" -- MHUMOEHT B JAHHOM CTaTyce BUAEH TOMbKO B MHTEPMENCe aaMUHUCTPATOpPa,
ncnonb3yeTcsa Ans Co3naHus MHUMAEHTOB, TPeOYOLMX JONONMHUTENbHYIO MPOBEPKY CO CTOPOHbI

BbICOKOKBaJ'IVICbVILI,VIDOBaHHOFO aHannTuka.

12.2.3. NMpoucwectBus

B NMnardopme Papap peannsoBaH MexaHU3M CO34aHNSA MPOUCLLUECTBUN B paMKax CyLLECTBYIOLLErO
WHUMAeHTa 6e3 NopoXAEeHUsA HOBOTO, YTO 3HAYUTENbHO NOBbIWaeT 3PPEKTUBHOCTb PaboThl
CneumanucToB Mo paccrnefoBaHnio MHLUNOEHTOB.

NHUMAaeHT, y KOToporo crieayoLye atpubyThbi:

® TUM MHUUOEHTA;

IP-agpec akTuBa, Ha KOTOPOM OH OOHapYXeH;

TCP-nopT (onumoHanbHo);

® yaeHTUmKaTop, nepegaBaembln N3 Koppensaumm (ONunoHarnbHo),


af://n1966
af://n1967
http://docs.pangeoradar.ru/user/flow_correlator
http://docs.pangeoradar.ru/user/flow_scanners
http://docs.pangeoradar.ru/admin/ui_software
af://n1978
af://n1985

COBMajfaloT C COOTBETCTBYIOLUMM aTpUbyTamm CyLLECTBYHOLLETO MHUMOEHTA, PErUCTPUPYETCS HE Kak
OTAENbHbIV MHUWAEHT, a Kak NPOUCLLECTBME B paMKax CyLLEeCTBYHOLLErO MHUMOEHTA.

B cny4yae, ecnu npoucLiecrtene ,IJ,O6aBJ'IF|6TCFI B MHUMOEHT B CTatyce «SaKprT», TO, B 3@aBUCUMOCTHN OT

HaCTPOVKM NEPEOTKPLITUA MHLIMAEHTA, UHUMOEHT OyOeT NepeoTKpbIT unv ByaeT cosaaH HoBbIi

WHUNOEHT.

12.3. Co3pgaHue nHUMaeHTa BPY4HYHO
{#create_incident_manual}

12.3.1. O6wuMe nonoxeHus

CospnaHue MHUMOEHTa BPYyYHY0 MOXET NoTPe6oBaTbCsi B CeayoLmux criyyasx:

® NHUWMOEHT BbISIBNIEH aHANUTUKOM MO pesynbTataM aHanuaa AaHHbIX akTuBa, COObITUIN UMK MHbIX
NCTOYHUKOB UHpopMaLmy;

® NHUMAEHT BbisiBneH BHe MnaTtdopmbl Pagap v nepegaH aHanuTuKy no BHELIHEeMY KaHarny
(anekTpoHHas noyTa, TenedoH).

12.3.2. locTyn K hyHKLUU CO3[aHNA HOBOIro MHUMAEHTA
BPY4HYIO
q)yHKLI,VIFI CO34aHnA BPY4YHYHO HOBOIo nHUmMageHTa oCTynHa:

® Ha 3KpaHe CO CMUCKOM NHUMAEHTOB: "UHunaeHTbl"-> "MHUnaeHTbI";
® Ha KapToyke Tuna uHumaeHTa: "UHumaeHTb!"-> "Tunbl HUMAEHTOB" -> /WENKHYTb NO

3arorfioBKy MHTepecyoLero Tuna B cnucke/.

12.3.3. Co3zpgaHuMe HOBOro MHUUAEHTA CO CTPpaHULbI CUCKa
uHumnpaeHTtoB {#create incident_from list}

[na cosnaHns MHUMOeHTa co CTpaHuLbl CO CMMCKOM UHLUOEHTOB HEOGX0ANMO:

1. MNepentn B pasgen «AHUMAEHTbI» ->«UHUNAEHTbI».

2. HaxaTb Ha kHoMKy «Co3aaTb UHUMAEHT».

3. B oTKpbIBLLEMCSH OKHE yKa3aTb TUM CO34aBaeMOro MHUUAEHTA, BbiOpaB ero 13 packpbiBarLLerocs
cnucka "Tun nHumMpeHTa" (CM. pUCYHOK 65).

Uermp ynpasaenna  Mnungents > Cospanne

Tun nHumaeHTa

Bui6epue kateropuia

MS-WIN — VamereH atprByT B AoMeHe

MHOXeCTBEHHBIE Hey1auHbie NOMLITKY BX0Aa HA PAZAMUHLIE CHCTEMS! MOA OAHMM NOAL30BATENt
MHOKECTBEHHIE HEYAAUHEIE MOMLITKY BXOL3 Ha OJHOM Y3NE MO PAZHBIMM YUETHSIMM 23MACAR
MS-WIN - HeaeTopH20BaHHEIA YENELIHBIA UAWM HEYA3UHEIA EXOL B CUCTEMY € MCMONI0BAHMER |
ArTuenpyc - OOHapyxeHo 1 YCTPaHeHo EpeLoHocHoe N0

OBHapyeHa NONLITKA YCTaHOBHTL (B35 € MENOA30BAHMEM MOAO3PUTENSHOMO cepTndmkata TL
O6Hapyet noaoapuTenbHu daiin

MS-WIN - Ha Lienegom yzne 0BHapy*eHo YCNeLHoe MCNoNb20EaHWE NPUBMAETMPOBAHHOK naK
IDS - ecnneck akneHocTn DNS

IDS — DNS-3anpockl € ATMHHBIMK MMEHaMA NOAA0MEHOB

MS-WIN — OBHapyxeHa nameHeHMe UneHCTEa B UYBCTBUTEALHOM pynne

MS-WIN-MHOECTBEHHEIE HEYAAUHLIE NONLITKYM ayTeHTUGMKALMM € Ucnons2oBaHvel Kerberos

< >

PucyHok 65 - Beibop Trna gnsi cosagaBaeMoro Bpy4HyH MHUMOEHTA


http://docs.pangeoradar.ru/user/ui_parameters
af://n1999
af://n2000
af://n2007
af://n2014

4. Mocne BbIbOpa TMNa OTKpbIBaeTCA hopMa CO CTaHOAPTHLIMM NapaMeTpamMmn yKka3aHHOro Tmna

WHUMOEHTa (CM. pUCYHOK 66). OTpeaakTMpoBaTb CTaH4APTHbLIE 3HAYEHUS NOMnen, eCnn 3To

Heobxoaumo. MonHoe onvcaHue napameTpos TUMNa UHUMAEHTa NPUBEAEHO B pasaene
"[Mpocmomp demarnusauuu muna uHyudeHma. Kapmoyka muna'.

LleHTp ynpasneHus WHumaeHTb! Co3panune

Tvn MHUKMaeHTa AkTne

MS-WIN — O6HapyskeHO U3MeHeHWe UneHcTBa B
UyBCTBUTENbHOM rpynne

Mwma

MS-WIN — O6Hapy>XeHO MU3MEHEHE UNEHCTBA B UYBCTBUTENLHON rpynne

Kateropua

HapyLueHue NoauTuKU

Coortsercteue MO

Mcnonb3osarb ANA CO34aHNA MHLUMAEHTOB MPU OLIeHKE COOTBETCTBNA
noz
Ceoaka

OGHapy)KeHD M3MEHEeHME YNeHCTBa B HyBCTBI’ITeI’IbHOI‘/’I rpynne gomMeHa.

OnucaHue

OB6HapyXeHO N3MEHEHUe UNIEHCTBa B UyBCTBUTENLHOM rpynne
JlOMeHa. 3T0 CObbITUE MOXET YKa3blBaTb Ha HECAHKLIMOHMPOBaHHYHO
J\eATENIbHOCTb 3/10YMBILLNEHHMKA. [103TOMY K HeMy CieflyeT OTHeCTUCh 7

MocnecTBUA peanu3oBaHHOM yrposbl

M3sMeHeHwun B L4yBCTBl/ITE/'H:»HDﬁ rpynne AOMeHa MOryT NpeAacTaBnatb
BbICOKWIA PWCK 3a CYeT NpeaocTaBNeHMA HeaBTOPMU30BaHHbIM

RNK¢

YUYETHbIM 3anncamMm A0CTyNna K KPpUTUYECKW BaXKHbIM pecypcam. B

PeKOMEHAALIMM MO YCTRAHEHWIO YTPO3bl

* Y6eanTech, UTo AeWCTBUE 3anNaHMpoBa W BbINOAHWA
aBTOPU30BaHHBIFA aAMUHICTPATOP, UCMOb3YA YCTAHOBNEHHbIE
NpOLecchl U NPOLEAYPb YNpaBAeHNA U3MEHEHUAMU.

RNKS

PekomMeHAaLnKU MO YMEHbLLEHWUIO PUCKa

MpodunakTrka Bpe;OHOCHON AeATENbHOCTY SDdEKTUBHEE, Uem
o Ucrnpas/eHne ee NOCNeACTBUiA. lanee NpyBeAEH CMIMCOK OCHOBHbIX
pekoMeHAaLIMiA No NOBbILEHWIO 6e30MacHOCTH BaLLMX CUCTEM: Y

BHyTpeHHee npumeyaHue

Pasmep D 255 o

OueHka pucka

0.0
[

Ouerka pucka, & mune ¢ A , ecnu npu

OUEHKA PUCKG He yKasaHa

KoMMmeHTapwid

3mom xommeHmapuil He sudeH & LIMP.

PucyHok 66 - HacTporika napameTpoB Tuna npu Co3gaHnmn HOBOrO UHLUMAEHTA

5. B obnacTtn "AkTuB" ykasaTtb |IP-agpec akTBa Ha KOTOPOM MPOU3OLLIEN UHUMAEHT U HaXaTb KHOMKY

"Mounck aktuBoB". [pon3onaeT npmBsA3ka co3gaBaeMoro MHUMAEHTa K akTuBy. Ecnv ykasaHHbIN


http://docs.pangeoradar.ru/user/flow_type

aKTUB YKe CyLLIeCTBYET, TO nNosiBMTCA obnacTtb "[lobaBneHue K CylecTBYOLWEMY aKTUBY" 1
kHorka "CoxpaHuTb" (CM. pucyHok 67). MNpu oTcyTCTBMM pernctpaumm aktviea B Mnatdcgpopme
Papap Oyznet npeanoxeHo co3aatb akTyB. ANropuTM co3faHust HoBoro akTuea B Mnartdgopme
Papap npvBeaeH Huxe.

6. [Inga 3aBepLueHns co3gaHua nHumaeHTa B Mnatdopme Papgap HaxaTb Ha kHOMKy "CoxpaHuTb".

Mpownzonget Bo3BpaTt kK 0OOHOBNEHHOMY CMUCKY MHLMAEHTOB Ha cTpaHuue "UHUMAeHTbI"-

>"UHunpeHTbl".

LleHTp ynpaBieHus WHunaenTe! CoznaHue

Tun MHUWAEHTa AkTUB
MHO>XEeCTBEHHbIE HeYAauHble NOMNbITKW BXOAa Ha pa3/iunuHble 127.0.0.1
CUCTEMBI NOJ OAHUM NOAb30BaTENEM x

Mownck awmn

Nmsa
JlobaBneHue K cyLLecTBYIOLLIEMY aKTUBY

MHOXeCTBEHHbIE HeYAauHbIe NOMbITKWM BXOAa Ha Pa3sNUyHbIe CUCTEMBI NC

P 127.0.0.1
Kateropua
HapylueHre NoAuTKK x

PucyHok 67 - MpuBsiaka HOBOTO UHLMAEHTA K aKTUBY M COXpaHeHWe CO30aHHOro UHUMOEHTa

Mpu otcytcTBUKM B MnaTtdopme Pagap faHHbIX 06 akTuBe, ByaeT NnpeanoXeHo co3aaTtb HOBbIM akTUB
(cm. pucyHok 68). Ha akpaHe oTkpoeTcs obnacTe "Co3gaHue HoBoro aktuea". [1risi HOBOro akTvBa

HeobxoaMmo ykasaTb:

e [lone "Umsa" - ykasaTb nma aktmea B MNnatdopme Pagap

e [Tone "Tun" - TMn nnn ponb 060pyao0BaHMS, K KOTOPOMY NPUHAANEXUT aKTUB.

o OyHKuMs "3HAaYMMOCTb aKTUBA' - YCTAHOBKA YMCIIOBOIO 3Ha4YeHMs 3HaunMmocTu aktuea (1-5), ;

e OyHkuns "CeTeBasi BUAMMOCTDb "' - YCTAHOBKA YMCIIOBOrO 3Ha4YeHWs CETEBOW BUOMMOCTM aKTMBa
(1-5);

e [lone "IP" - BBecTu IP-agpec aktuea.

Bonee nogpobHoe onncaHne co3naHus akTuBa NpuMBeaeHo B pasnene "YpasneHue akmusamu.

Co3daHue akmusa".



http://docs.pangeoradar.ru/user/flow_service_assets

AKTHB

CUCTEMbI NOL OAHKUM NONLIOBATENEM X W 1113
CHCTEMDB! NOJA OfHUM NONbIOBATENEM

Co3paHue HOBOro akTUBa

e Mpeaynpexaedue! Byner co3naH HoBMR akTua
Wimn
1111

raetcrena MO?

Tun
DBIEHHOTO NPEENna KONWYECTEa OWKBOoK BXOAA B Host
>30BaTENA,

3HAUNMOCTE aKTHEA a

1 2 a 5
BCTEA OWWBOK BX0AA B CHCTEMY HECKONBKNY

CeTesan BUOWMOCTL
YKA3LBATH HA MONBITKY NONYYEHWA YHETHBIX AAHHBIX

1 2 3 4 5

b Ha MONBITKY BANOMA Y4STHOR 3anuck. Puck Gyaer
NOYMBIWNEHHUKS Haubonesa oNacHsIMWY ABNAKITCA

40 AHTHBAPYCHOR NPOrPaMMB! H3 NPEAMET HANHUKMA

PucyHok 68 - ObnacTte ¢ oopmor co3aaHns akTvBa (Npy co3a4aHun MHUUOEHTA)

12.3.4. Co3pgaHMe HOBOro MHUMAEHTA C KapTO4YKM TUna
nHuupeHTa {#create_from_type}

,D,J'IH CO34aHnA NMHUMOEHTAa C KapTO4K/ TUna MHUMgeHTa HeO6XOﬂ,I/IMO:

1. Mepentu B pasgen «"UHumpgeHTbI"-> "TUnbl MHUMAEHTOB" -> /LWENKHYTb MO 3arofioBKYy
MHTepecyloLwero Tuna B cnucke/.

2. B oTKpbIBLLENCSA KapTO4Ke Tuna B 6r10Ke CO CMMCKOM MHLMAEHTOB A4aHHOMO TUMa HaXkaTb Ha KHOMKY
«Co3gaTb UHLUMAOEHT».

Ha akpaHe cpa3sy oTkpoeTcsi hopma CO CTaHAapTHbIMM NapameTpamy TOro Tna UHUMOeHTa? ¢
KapTo4ku KOToporo Bbina akTuBMpoBaHa PyHKLUSA CO3haHUst MHLUUAEHTA.
JanbHenwme warv No Co3AaHNI0 MHUMAEHTA aHanor1yHbl WaraMm CO3AaHNsA UHLMOEHTA CO CTPaHMLIbI

CcrnncKa MHUMOEHTa - CM. nNpeablaywmnn pasgen "CosdaHue Ho8020 UHUUOEeHMa CO cmpaHulbl CrucKa

UHYyudeHmos".

12.3.5. NMpuBA3ka AONONMHUTESNbHbIX COOLITUN BPYUHYIO ANA
aHanu3a npuuinHbl MHUMaeHTa {#add_events}

an/I HeobX0AMMOCTU MOXKHO npmeBA3aTh K CyLleCcTByrolleMy MHUNOEHTY AONOJIHUTENbHbIE cobbITUS,
M3HavarnbHO He OTHOCALWMeCA K AaHHOMY UHUMOEHTY. anIBﬂSKa OCYLLECTBINAETCA BPY4YHYH. Ll,enb

NPUBSA3KN OOMOMHUTENbHBLIX COBLITUI K MHUMOEHTY - 06ecneunTb Goree TOUYHbIN aHanmus HUMOeHTa.
[N NpuBA3KN COBLITUS K MHUMOEHTY He0BX0AMMO BbINOMHUTL Ccriedytollme OenCcTBUSA:

1. B BeG-nHTepderice NMnatdopmbl Pagap neperity B pasgen "lMpocMoTp cobbiTnin”.

2. OTKpbITb MHTEPECYIOLLEE COBbITUE, LUEMKHYB M0 3HAYKY - | (CM. pUCyHOK 69).


af://n2053
http://docs.pangeoradar.ru/user/#create_incident_from_lis
af://n2061

Bbi6paHHble nons 25 despansa 2022, 15:45:41.000 - 28 pespansa 2022, 16:27:41.000, c pasbuekoid  agro $
? _source
60
AoctynHble nons & 50
t _id
g 40
t _index I3
g 30
# _score K
20
t _type
10
© @timestamp
o 1
t error
26 ®es 27 des 28 des
t eventlogsource.... @timestamp no 1 uacy
t eventlogsource.i...
t  eventuuid
Bpems _source
? grouped_last_ts -
# grouped_occur..... event.uuid: AAAAAGIY0all6rSPEpW44xBcFKQ6ASE8 event.logsource.host: NN

event.logsource.input: 5552-AuditD
t raw o 25 deBpansa 2022, 15:55:05.543 raw: {"rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":"pgr.master","rs_relay_ip":" | | M EllIIN . 's_collector_t
§""2022-02-25T15:55:05.540476+03:00","__rs_module":"5552-AuditD","message":" < 182>Feb 25 15:55:05 v-study-master ta
g_audit_log: type=USER_ACCT msg=audit(1645793701.115:8837): pid=30493 uid=0 auid=4294967295 ses=4294967295 su

event.uuid: AAAAAGIY0am6TUcwH8IV/+OORVHARXWI event.logsource.host: NN
event.logsource.input: 5552-AuditD
» 25 ¢deBpana 2022, 15:55:05.544 raw: {"rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":"pgr.master","rs_relay_ip":" |  } Il .'rs_collector_t
5"1"2022-02-25T15:55:05.540476+03:00","_rs_module":"5552-AuditD","message":" <182>Feb 25 15:55:05 v-study-master ta
g_audit_log: type=CRED_ACQ msg=audit(1645793701.115:8838): pid=30493 uid=0 auid=4294967295 ses=4294967295 su

event.uuid: AAAAAGIYOal0Jhi4/yDoiV5+H99/dhTb event.logsource.host: NN
event.logsource.input: 5552-AuditD
» 25 deBpans 2022, 15:55:05.544 raw: {"rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":"pgr.master","rs_relay_ip":" [ [ N MMl ", rs_collector _t

PucyHok 69 - OTkpbITHe "cbipbiX" AaHHbIX CODLITUS

3. Haxatb kHonky Hantu nHumpgeHT (cM. pucyHok 70).

[locTynHbie nona € 5
t id
g
t _index 1
HEY
# _score H
% 2
t _type
10
© @timestamp
o
t error
26 des 27 des 28 des
t eventlogsource host @timestamp no 1 uacy
t eventlogsourceinput
t eventuuid Bpenn cource
2 grouped last_ts -
# grouped_occur_count event.uuid: AAAAAGI P FKQBAS68 event.logsource.host: I event.logsource.input: 5552-AuditD
raw: {"rs_collector_hostname""v-study-balancer","rs_relay_fqdn":"pgrmaster","rs_relay_ip":" INESSSE'" "rs_collector _ts":"2022-02-25T15:55:05.540476
toraw © 25 despann 2022, 15:55:05.543 . 182>Feb 25 15:55:05 v-study-master tag_audit_log: type=USER_ACCT msg=audit(1645793701.115:88
=4294967295 subj==t msg="op=P pam_permit acct=\"root\" exe=\"\/usr

Vsbin\/cron\" hostname=? addr=? terminal=cron res=success"}

\

Tabawua  JSON

@timestamp Qam*k 2022-02-28T12:55.05 5435502

_id eam AAAAAGIYOall6rSPEpWA4XBCFKQEASES

_index eam errors-3.14.0-3.11.0-2022.02.25-000001

score m

_type eaem logs
Traceback (most recent call last): File "<frozen termite.daemon.worker>", line 370, in _process_events File "<frozen termite pipeline>",

error @@Mk line 220, in execute File "<frozen termite pipeline>", line 81, in parse File "<frozen termite parsers.grok_parser>", line 55, in parse Valu
eError: GrokParser failed to match message with [‘audit\\(%(DATAzaudit_id)\\):]

\A £ host @O Mk 1723025481900 /

PI/IcyHOK 70 - (DyHKLLI/IFl NoncKa MHUngeHTa, KOTopoMy MOXET NpuHagnexartb gaHHOoe cobbiTne

4. Ecnv gnst 4aHHOTro coObITUA CBA3AHHLIN C HAM MHUMAEHT He OyaeTt HangeH, To MnaTtdgopma
Papap npegnoxut (cM. pucyHok 71) nubo BpyyHyto co3aaTtb MHUMAEHT HA OCHOBE AaHHOMO
coObITMA (kHoMka Co3aaTh MHUMAEHT), MO0 A06aBUTb COObITME K CYLLECTBYOLLEMY UHLIMAEHTY
(kHonka [lo6aBUTb K cyLlecTBylOLLEMY).



L L e il

26 des 27 des 28 des
@timestamp no 1 uacy

Bpems _source

event.uuid: AAAAAGIYOall6rSPEpW44xBcFKQEAS68 event.logsource.host: N cvent.logsource.input: 5552-AuditD
raw: {"rs_collector_hostname":"v-study-balancer","rs_relay_fqdn":"pgr.master","rs_relay_ip":" | I "s_collector_ts":"2022-02-25T15:55:05.540476
v 25 depana 2022, 15:55:05.543 +03:00","_rs_module":"5552-AuditD","message":" <182>Feb 25 15:55:05 v-study-master tag_audit_log: type=USER_ACCT msg=audit(1645793701.115:88
37): pid=30493 uid=0 auid=4294967295 ses=4294967295 subj==unconfined msg="op=PAM:accounting grantors=pam_permit acct=\"root\" exe=\"\/usr
\/sbin\/cron\" hostname=? addr=? terminal=cron res=success"}

WHumnaeHTbl He HanaeHbl!

Cospats uHumaeHT | [lo6aBuTh K CylwiecTBytowemy

Tabanua JSON

@timistamp @QQMsk  2022-02-25T12:55:05.543550Z

_id Qam AAAAAGIY0all6r5SPEpWA4XBCFKQBAS68

_index Qem errors-3.14.0-3.11.0-2022.02.25-000001
score m

PucyHok 71 - PeaynetaT pabotbl yHKUMn HauTm MHUMAEHTBI.

5. HaxaTtb kHonky [lo6aBUTb K CyLUeCTBYIOLEMY.
6. B OTKpbIBLLEMCSI OKHE (CM. PUCYHOK 72):

© BbIGpaTb NoaxoasLlee NPaBuo Koppenauum Ans 4aHHOro cobbiTus;
O HaWTW MHUMAEHT, K KOTOPOMY HEOBXOAMMO NpuBsa3aTh AaHHOe cobbITUE, MO cebinke unu 1D
UNu BbIBpaTb HY>KHbIA UHLUWOEHT U3 NPearioXeHHoro cnucka.

MpocmoTp cobeituii > /lo6asuTs K cymectayiotuemy

Mpasuno koppensiuym
New_local_user_created ¢
UHUMAGHT N0 ccbinke wan id I

VIHUMAEHT M3 cricka

‘ Co3AaH HOBBIIA NOKabHbIA NONb3OBaTENb $

PucyHok 72 - MpuBsAska cobbITUS K MHUMAEHTY

8. [Ansa npuBsskn cobbITUA K UHLMOEHTY HaxkaTb KHOMKY COXpaHUTb.

[ns Toro, 4ToGbl NPOBEPUTL, YTO NPUBSA3KA COOLITUSA K MHLMOEHTY NPOM3OLLINA, HY>KHO MOBTOPUTDL LUAru
1-3 npuBegeHHoro Bhilwe anroputma. Mo Haxatuo kHonkn HanTu MHUKMAEHTbI OTKPOETCH NMS
WHUMAEHTA, K KOTOPOMY ObIfo NpMBSA3aHO BPYYHY COObITME (CM. pUCYHOK 73). o MeHn nHuuaeHTa
MOXHO MEPENTUN Ha KapTOYKY MHLMAEHTA ANng npocMoTpa getanuaaunn. OnmcaHme KapTouku
WMHUMOeHTa NpuBeaeHo B pasaerne JokymeHTa "AHanu3 uHyudeHma. [Tpocmomp demanusayuu
UHyudeHma. Kapmoyka uHuudeHma".



http://docs.pangeoradar.ru/user/#car

0 . . . . . .

18:00:00 18:05:00 18:10:00 18:15:00 18:20:00 18:25:00 18:30:00 18:35:00
@timestamp no 1 munyTe

Bpems _source

event.uuid: AAAAAGIc4keXIxmP+CQIkDpIZWENNpwN event.logsource.host: IEENESSENSEEEE cvent.logsource.input: 5552-AuditD
event.logsource.application: audit event.logsource.name: Linux Audit Daemon Logs event.logsource.product: audit_daemon
v 28 despans 2022, 17:55:01.319 event.logsource.subsystem: parsed event.logsource.vendor: linux event.correlation.id: 1646060101.319:12097 event.severity: 6
event.timestamp: 2022-02-28T14:55:01.319000+00:00 event.worker.host: v-study-worker event.worker.ip: NN
event.worker.internal: false

WNHUmAaeHTbI:

® Co3AaH HOBBIN JIOKa/IbHbIN NO/Ib30BaTENL

Tabauua JSON

@timestamp @QQMk  2022-02-28T14:55:01.319000+00:00
_id Qem AAAAAGIcakeXIxmP+CQIKDPIZWENNpwWN
_index eem parsed_linux.audit_daemon.audit.parsed-3.14.0-3.11.0-2022.02.28-000001

PucyHok 73 - [pocMOTp CNIMCKOB UHLMOEHTOB, K KOTOPLIM NMPUBSI3aHO CObbITME

12.3.6. MpuBA3ska gononHuTenbHbIX nonen {#custom_fields}

K J'IIO6OMy MHUNOEHTY MOXHO ﬂ,O6aBI/ITb OOMOJNTHUTESNbHbIE MONA BPYYHYH B KapTO4ke nHungeHTa.

lMepeyeHb AononHUTENbHLIX Nonen onpegenseTcs B pasgene "Pazden "VHyudeHmeb!".

HononHumernbHkle nons".

[ns nobaBneHnss 4ONONHUTENBHOIO MO BbIOEPUTE NHLMOEHT U NEeperanTe K ero pegaktmposaHuto. B
6noke "JononHuTesnbHble Nonsa" (CM. pUcyHok 74) BbIbepuTe AOCTYMNHbIE OONOMHUTENbHLIE MO U
3aJanTe nx 3Ha4yeHue.

JONONHWUTENBHLIE MONA

lMNonkzoBaTENE

domain\activeuser{

PucyHok 74 - [lobaBneHne gononHUTENbHbIX NOSien

Mocne pobaBneHnst 4ONONHUTENBbHBLIX NOMEN U 3adaHNst UX 3HAYEHUA HaXKMUTE KHOMKY "CoxpaHuTb".
[nsa ynaneHus 4ONOMHUTENBHOMO MONSA U3 KApTOYKU MHUMAEHTOB HaXXMUTE KHOMKY "YaanuTb none'.
[nsa ynaneHus BCeX AOMONHUTENbHbLIX MOMEN N3 KpaToOYHUK MHLMAEHTOB HAXXMUTE KHOMKY "YaanuTtb'.

12.4. AHanu3 NHUUOeHTa

12.4.1. NMpocmoTp cnMcKa MHUUOEHTOB

OcHoBHag Lenb aTana aHanumaa - OLEeHUTb CTENeHb pucka ana gaHHoro nHungeHTa n HeobxoaMMocCTb

nNpoBeAEeHNs AanbHENLWNX OENCTBUIA MO pacCregoBaHuio.

MonHbIN TabNUYHBIA CNMCOK MHLUMOEHTOB pacrnonoxeH B pasgene: "UHunaeHTbl"-> "MHUMOgeHTb!"
(c™m. pucyHok 75).


af://n2099
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Tak e Ha KapTo4Ke aKTnuBa AOCTYMNeH CNUCOK MHUMAOEHTOB, npon3owejlnx Ha JaHHOM aKTuBe:

"AKTUBbI"-> "AKTUBbI"-> /LIEeNKHYTb MO Ha3BaHUIO UHTEpPECYIOLLEero akTuBa B cnucke/.

m Hosiii Bce oTkpeITeIe Haznauena B patore 3anpotweHa MHbapMaLws Osunaer nposepki Puck npuHsT SakperT HepefcTauTensHbii
T A %OBEHb PUCKA TN TUN MHUMAEHTA AKTWE 3ATONOBOK CTATYC MOC/MEAHEE NPOMCIIECTBME § C - =
@ 99 * FIN56 127.002 IDS - ecnneck aktneroctn DNS @ B pabote 2021-08-25 16:24:55 3 0 writer (Writer R) users n
6.0 * FIN56 10.0.04 IDS - ecnneck aktmeroctu DNS @ Hoesiit 2021-08-25 16:47:42 10 users
@ 53 * FINSS 192.168.1.1 IMS-WIN — O6Hapy>eHO UIMeHeHMe UIGHCTEa B UyBCTENTENLHOW rpynne @ Haznavera 2021-08-25 16:36:06 10 users n
. Y e e e e e [

PucyHok 75 - Cnucok nHumaeHTos B pasgene "MHumaeHTtbl" -> "HunaeHTo!"
lMnepcchbInku B CTPOKe MHUMAEHTa 06ecnevmBaoT NPOCMOTP CrieaytoLen AeTanbHoN nHdopMauumn:

e [lone "Tun nHuMAeHTa" - coaepPXuT MaeHTUdMKaToOp TUNa NPON3oLLEALLEro MHLUNAEHTA.
[Mnepccoblinka BedeT Ha KapTodKy TMna MHUMAEHTa C AeTanbHOW MHopMauuen no JaHHOMY Tumy.
OnucaHune KapTo4ku Tvna nHumMaeHTa npmBeaeHo B pasgene "fpocmvomp demanusayuu muna

uHuyudeHma. Kapmoyka muna’.

e [lone "AKTUB" - COOEPXUT Ha3BaHUe akT1Ba, Ha KOTOPOM MPOU30LLEST MHUMAEHT . [unepccebinka
BeOET Ha KapTOYKy akTMBa C AeTanbHoWn MHopMaumer no JaHHOMy akTuy. OnncaHue KapTouku
akTuBa npvBeeHo B pasgene "Paboma ¢ akmusamu”,

e [lone "3aronoBoK" - cOOepPXNUT Ha3BaHWe NHUMAeHTa. Mnepccbinika BEAET Ha KapTOUKy
WHUNOEHTa ¢ AeTanbHon nHdopmMalmen no gaHHoOMy MHUMAEHTY. OnnucaHne KapToukyM MHUMOEHTa
npuvBegeHo B pasgene AokymeHTa "AHanu3 uHyudeHma. [lpocmomp demanusayuu UHUUOeHma.

Kapmouka uHyudeHma'".

e [lone "Monb3oBaTenb" ( ; ) - cogepxuTt nmsa none3osartens Mnatdopmbl Pagap, kotopomy
Ha3HadeH JaHHbIV MHUWOEHT Ang paccnegoBaHus. [vnepccebinika BegeT Ha CTpaHuLy C KpaTKom
MHdopMaLmen No AaHHOMY MOb30BaTErto.

e [lone "Tpynna" ( :;‘i ) - CoOoepPXnT um4a rpynnel nonb3osatenen Mnartdopmbl Pagap, koTopon
Ha3HaJeH JaHHbIV MHUUAEHT Ang paccnenoBaHus. [vnepccebinika BegeT Ha CTpaHuLy C KpaTKomn
WHdopMaLMen o0 JaHHON rpynne.

e KHoOnMKa pefakTupoBaHust () - NepeBOAMT Ha CTPaHuLy pedakTMpoBaHUS NapaMeTpoB

nHUngeHTa. OnucaHue CTpaHuLbl peaakTUpOBaHNA NPUBEAEHO B pasaerie JOKyMeHTa
"PaccnedosaHue uHyudeHma. PedakmuposaHue napamempos uHyudeHma".

12.4.2. NMpocmoTp AeTanmnsaumm nHumaeHta. Kaprouka
uHuuaeHTa {#card}
12.4.2.1. O6wee onucaHne KapToOvYKN MHLUNAEHTa

[ns npocMoTpa AeTanusauum no MHTEPECYOLWEMY UHUMAEHTY HEOBX0AUMO:

1. MepenTtu B pasgen "UHunaeHTbl"-> "MHUMAEHTBLI" .
2. B cnvcke HUMOEHTOB LLENKHYTb NO Ha3BaHUI0 MHTEPECYIoLLEero MHUMAeHTa B none "3aronoBok"

Ha akpaHe oTKpoeTcs kapTouka MHLUMAEHTA, coaepXallas NoNHbIi HaGop AaHHbLIX MO UHUMUAEHTY (CM.

PUCYHOK 76).
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YA3BUMOCTb yAaNeHHOTO BbiNonHeHns koaa Microsoft .NET Framework (01/14/2020)

1D: FIN132-20220903-112520-0 8

BnaummocTs acusa: 3

Hogeiii ~ Hanucars coobuenie
Ceresa oo . KON-BO
Ceresan suammocts akTiea: 3 KONn-80
CPOYHOCTb i1 NOBTOPHHX ()
fposers prcka MPOMCIIECTBIIA o _
Yposers prcka: 10 OTKPBITHI OreetcrBentbIi Monssosatens =  Tpynna™

Bpeun obpaboTi: normal

Bpemn cosganwn unumgenTa 2022-09-09 12:25:20
WCTOYHWK COBBITURA 3KCNNYATUPYETCA -10-; 111:57
R 10 secnnay * Bpemn nocneaHero npoucwecTsmn 2020-10-26 18:11:57
CKaHep yAsBuMOCTed AR
Kareropun Yaseumocrs
HA3BAHVE 17230254173 FQDN/IP oc Tun FIN132
AKTWB
™n Host . .
g windows server 2016 - Tpynna umywaentos Her rpynnsi

rPynnel 172.30.254.173

Mokasams wHuWAeHTE! axTuea (200) »

PE3Y/ILTAT AHANN3A

<title>Ya3smmocTb yaanewroro swnosnerus xoaa Microsoft .NET Framework (81/14/2820)</titler<description>YassumocTo ypanenHoro swnoanerua xoaa s Microsoft .NET Fromework noSBOAAET NOAYWMTb KOHTPOMb HAA YASBUMOA CMC
platform>Microsoft Windows 7</platform
platform>Microsoft Windows 8.1</platform>
platform-Microsoft Windows 1@</platform:
platform-Microsoft Windows Server 2808</platform>
platform>Microsoft Windows Server 2088 R2</platform
platformsicrosoft Windous Server 2012¢/platform>
platform-Microsoft Windows Server 2012 R2¢/platform>
Alab s crnenft Uindnme Carvar D816/ mlatfamms

PucyHok 76 - KapToyka nHumgeHTa ¢ getanbHOn nHdopmaumnen no MHUMOEHTY
KapTouka MHUMAEeHTa COCTOUT 13 crieayroLmMx MHPOPMaLMOHHBLIX Gr10KOB:

e CBogHast MHdopmMaLms No MHUNOEHTY - BEPXHAS YacTb 3KpaHa;

e bnok "lMpoucwecTBua" - cooepxmT MHOpPMaLMIo Mo NPOUCLLECTBUSAM, 3adPUKCUPOBaHHLIM B
pamkax ogHOro MHUMaeHTa.

e bnok "Uctopua" - nuctopus 4eNCTBUA C MHLUNOEHTOM.

12.4.2.2. bBnok cBoAgHOU UHMOPMaLIMU MO UHLNAEHTY

Brnok ceogHon VIHdI)OpMaLLI/II/I coaepXxuT cneagywuwine aaHHble No MHUMOEHTY:

e CkBosHou ngeHtudukatop "ID" nHumaeHTa.

e "KonuyectBo npoucliecTtBuin" - KONMYECTBO NPONCLLECTBUN, 3a(PMKCUPOBAHHbBIX HA TEKYLLNIA
MOMEHT B pamKax MHUuAeHTa.

e "KonnyecTBo NOBTOPHbLIX OTKPbLITUN" - KONMMYECTBO NOBTOPHbLIX OTKPLITUA MHLMAEHTA.
e "McTOYHUK coObITUA" - yKa3blBAETCSA TUMN UCTOYHMKA UHLUMAEHTA, Hanpumep "BBeaeH Bpy4yHyro'.
e [laHHbIEe aKTMBa Ha KOTOPOM MPOU30LLEST UHLMOEHT:

e "HasBaHue "- yHuKanbHOe Ha3BaHue aktuea B MNnartdopme Pagap. PeanvsosaHo B Buge
rMNepCcchIfkmy, KOTopas BedeT Ha KapTodky akTmea. OnvcaHne KapTouKM akTuBa NpuBedeHo B
pasgene gokymeHTa "[Ipocvomp demarnusayuu. Kapmoyka uHyudeHma'".

o "Tun" - TMn akTMBa.

o "[pynnbl" - yKasblBaOTCA O4HA UN HECKOMbLKO rpynm, KOTOPbIM NPUHAANEXUT OaHHbIN
akTuBa.

o "FQDN/ IP" - IP- agpec nnu FQDN akTnBa. Peann3oBaH B B1Ae rMnepcchbiikiu, Kotopas
BEOET Ha CMNCOK CETEBBLIX MHTEP(ENCOB aKTUBA.

o "OC" - onepaLMOHHasa CUCTEMA, YCTAHOBIEHHAsA Ha aKTUBE;

e TeKyLmi cTaTyC UHUMAOEHTA - NpeacTaBnseT cobor yHKLUMIO CMEHbI CTaTyca B BUae
pacKpbIBatoLLLErocs CrMcoK cTaTycoB (CM. pucyHoK 77). CnMCOK COAEPXUT BO3MOXHbIE BapuaHThbI
CMEHbI TEKYLLIEro cTaTyca M No3BOMnsieT MOMEHSTb CTaTyC MHUMAEHTa HEMOCPEACTBEHHO Ha
KapTouke MHUMOEHTA.


af://n2144
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YA3BMMOCTb YAaNeHHOro BbiNoNHeHUs koaa Microsoft .NET Framework (01/14/2020)

ID: FIN132-20220909-112520-0 &

3HauUMOCTs aKTHBa! 3

Hosbiii ~
Ceresan euanmiocts akTuea: 3 xon-s0 KO7I-BO

CPOUHOCT " MOBTGPHBIX
Yposers pucka: 10 neoncuecronii 1 OTKPEITUI 0 Hazaues HHBI
Bpews obpabork: normal

B patore
AanuA uAuMaeHTa

HeaeficranTens el

WCTOYHHUK COBBITUA: IKCMAYATUPYETCH BpeM:H NOCIEAHEr0 NPOMCLISCTBUA

YAANEHHO x

3HAYMMOCTb 10

CkaHep yAzBAMOCTEH
Kareropua

HA3BAHVE 172.30.254.173 FQDN/IP oc Tun

AKTHE 3 ™n Host

TPYMMel 172.30.254.173

windows_server_2016 - pynna uHLUnAeHTOE

PucyHok 77 - ®yHKUMA CMEHbI cTaTyca Ha KapTovke MHUnAeHTa

e "Bpems npoucLuecTBusa" - BpeMs co3gaHnsi UHLUNOEHTa;

e "OTBeTCTBeHHbIN" - NpeacTaBnseT cobon ABa pacKpbIBAKOLLMXCS CMCKA: CMIUCOK NoNb3oBaTenen
M CNNCOK rpynn nonb3oBartenen (CM. pucyHok 78). 1o ymonyaHuto ykasbiBaeTCs TEKYLLNIA
Ha3Ha4YeHHbIN NONb30oBaTeNb U/UNK rpynna Nonb3oBaTenen, KOToOPbIM Ha3HavYeH AaHHbIN
WMHUNOEHT Ans paccnegoBanuns. Cnvcky B none "OTBETCTBEHHbIN" MO3BOMAOT NepeHasHavynTb
WHUNOEHT APYroMy Morb30BaTesNto Unn Apyron rpynne nonb3oBaTenen HeNoCpeacTBEHHO Ha
KapTouke MHUMAEHTa.

YA3BMMOCTb yAa/eHHOTO BbINOAHeHus koaa Microsoft NET Framework (01/14/2020)

ID: FIN132-20220909-112520-0 %

3uaumocts arvsa: 3

Hoewiii ~ Hanucare coobuienne
CeTenan BUAMMOCTS aKTHES: 3 KON-BO Kon-8o
CPOYHOCTH . = 1 NOBTOPHBIX 0
Yposens pucka: 0 fPoncLEcTE OTKPLITMI OTBeTCTREHHEI Monssosarens ~  Thynma ~

Bpemn cozaanus BuiGepuTe nosb208aTENA :

BuiGeprre nonssocatenn

Bpewn obpabomn normal

MCTOYHWK COBLITHA: 3KCMNYATURYETCA x Bpemn nocneauero npoucufe:

YAANEHHO admin
Cramep yasemmocteii A admin ()

3HAUMMOCTL 10

Kateropua inventorization
users

FQDN/IP oc Tan admin () orvcae |

windows_server_2016 -

HAIBAHME 17230254173

AKTUB 3 ™mn Host

Tpynna nHuvaeHToR Her rpynnai
reynnel 172.30.254.173

chyHOK 78 - q)yHKU,VIﬂ nepeHasHavyeHnda nHumaeHTa apyromy otBeTCTtBeHHOMY MoJib30BaTeSNo Ui
rpynne nonb3oBaTenen Ha KapTovke MHUMOEHTa

e "Kareropusa" - kateropus nHumaeHTa. BoaMoXXHO 04HO U3 cregyroLmnx 3HadeHui: "Ya3BmMmocTb ",
"HapyweHue nonutukn" nnn "Cetesasa aHomanus'".

e "Tun nHumpeHTa" - ykasblBaeTCa MAEHTUMUKATOP TWMA, K KOTOPOMY OTHOCUTCH AaHHbIN
WMHUNOEHT. PeannaoBaHo B BUAE MNEPCChISIKM, KOTOpasi BEAET Ha KapTOYKy TUNa MHUMAEHTA.
OnucaHune KapToYku Tvna nHUMaeHTa npMBedeHo B pasgene gokymeHta "[Ipocmvomp.
demasnusayuu muna uHyudeHma. Kapmoyka muna"

e B 6rnoke cBogHOM MHOpMaLmm NPUCYTCTBYET TpW TUNa oueHok. NoapobHoe onncaHme paboTsl ¢
oueHKkaMmu npuBeaeHo B pasgene "[Jemanusayus oueHok uHyudeHma’.

[MoMMMO nepevncrneHHbIX NapaMeTpoB B ONoke CBOAHOW MHOpMaLIMM MPUCYTCTBYHOT CrieayoLine
OyHKLMN:

e "PepakTupoBaTtb'" - NpU HaXKaTUN Ha KHOMKY OTKPbIBAETCS CTpaHuLa peaakTMpoBaHus
napameTpoB UHUMAeHTa. MNoapobHoe onncaHne peaakTUpoBaHUS NPUBEAEHO B pa3aerne
"PaccrnedogaHue uHyudeHma. PedakmuposaHue rnapamempos uHyudeHma".

e "Hanucatb cooGLuieHune" - Npy HaXxaTun Ha KHOMKY OTKpbIBAeTCA CTaHAaPTHOE OKHO
Mnatdopmbl Pagap ons cosgaHns n otnpasku cooblueHus. NogpobHoe onuncaHmne oTnpaBkn
COOBLLEHNI C KapTOYKM MHLMAEHTA NPUBEAEHO B pasaene fokyMeHTa "PaccriedosaHue

uHyudeHma. Co3daHue u ommnpaska coobuweHuUsi co CchiIKOU Ha UHyudeHm".



http://docs.pangeoradar.ru/user/flow_type
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e '"Tloka3aTb onucaHue" - Npu HaXxxaTuu Ha KHOMKY OTpblBaeTCA MHGPOPMaLNOHHOE OKHO,
cogepxallee onmcaHne nHumaeHTa (cM. pucyHok 79). OnncaHne CoaepXuT crieqyoLyto
WHopMaLmio:

e "Cpopgka" - onucaHune OenCTBUS], BbI3BABLLErO NHLUMAOEHT,

o "OnucaHue yrposbl”;
o "TocnencTeusa peanvM3oBaHHON yrpo3bl”;
o "PekomeHAauuu No yCTPaHEHUIO yrpo3sbl”;

o "PekomeHOaumu no yMeHbLUEHMIO pucka".

OMUCAHNE

IDS - o¢ 4

CBOAKA

Y3en creHepupoBan MHoXecTeo DNS-3anpocoB 2a kopoTKoe Bpems.

1Tb cooblueHve
ONUCAHUE YTPO3bl

latens > users

Benneck akTUBHOCTU DNS 33 KOPOTKY MPOMEXYTOK BPEMEHM MOKET YKa3HIEATS Ha BPEAOHOCHYIO ASATENLHOCTL AW B3NOM Y313 lom

6.0 MOCAEACTBUA PEAINZOBAHHON YIPO3bI JIATHKA

«
Benneck DNS-3aNpOCOE MOXET NPEACTABAATh PUCK, CBASAHHBIF C MO ceazathea € o

PEKOMEHAALWK NO YCTPAHEHWNIO YIPO3bl

TPOBEPLTE HCTOUHMK COBLITWI ¥ U3YUMTE NPUUMHY BCNECKS, 3 TAKKE COARPXaHIE/PesyIbTaTH COOTEETCTRYHOLLMX 3aNPOCOR

PEKOMEHAALWK NO YMEHbLWEHUIO PUCKA

MPOMCLIE  Orcnexcvigaiite DNS-aKTHEHOCTL Y3718 U B CyUae HEOBXOAMMOCTH BPEMEHHO OTKAIOUMTE AOCTY CUETEMbI K CeTH, UTOBHI NIPEAOTEP:

<1

N — 33Kphrﬂ:®

Hauano aktueHocTU 2021-08-25 16:47:42

PucyHok 79 - OnncaHve nHuugeHTa

12.4.2.3. [leTanu3aumnsa oueHoK uHunaeHTta {#score_detail}

Ha KapTo4Ke nHumMgeHTa yka3aHbl TPy Tuna OUeHOK:

e OueHKa CpOYHOCTY;
e YpoBeHb pucka (ypoBeHb 3HAYMMOCTN UHUMAEHTA) MHUNOEHTa;
® YpoBEHb 3HAYMMOCTN aKTUBa.

OueHKa CPOYHOCTU - BEPXHUI KPYXKOK C OLleHKON. OLeHKa CPOYHOCTU -- MapameTp, OnpeaensitoLLmi
CTeneHb CPOYHOCTM HEODOXOAMMBIX MEp MO YCTPaHEHUO MHUMAeHTa. lNapameTp BbluncnaeTcs
aBTOMaTM4eckn Ha 6a3e ypoBHS pUcka yka3aHHOro TMMna UHUMAEeHTa 1 3Ha4YMMOCTU aKTMBOB, Ha
KOTOpPbIX OH OBHapY>KeH.

Mpu HaBegeHMM Ha KPYXXOK Kypcopa MbILLM OTKPLIBAETCS CMMCOK NapaMeTpoB, (hOPMUPYIOLLMX OLIEHKY
CpOYHOCTYU (CM. pucyHok 80).


af://n2207

Ya3BMMOCTb yAa/ieHHOro BbinosaHeHusa koga Microsoft .1

IC: FIN132-20220909-112520-0 &

IHaUMMOCTE aKTWEa: 3
CeTeEans BMAVMMOCTE BKTHES! 3
CPOHHOCTE ¥Ypoeers pucka: 10
Epemn cbpaboTim: normal

PucyHok 80 - NMpocmoTp napaMeTpoB, hopMUPYOLLMX OLEHKY CPOYHOCTH

YpoBeHb pucka (ypoBeHb 3HA4YMMOCTU MHLMOEHTA) - BTOPOM KPY>KOK CBEPXY (CM. pUCYHOK 81).

OnpegensieT cTerneHb ONacHOCTY AAaHHOIO TUMa MHUMAEHTA AN MHPaCTPYKTYpbl. 3HaYEHNe YPOBHS

pucka 3agaeTcsa npu co3gaHum Tuna nHumaeHTa B Mnatdgopme Pagap. OueHnBaetcs no wkane ot 0

no 10.

ID: FIN132-20220909-112520-0 &

3Ha4MMOCTE BKTUES: 3

CeTeEan EMAVMMOCTL BKTUEE: 3

CPOYHOCThL
¥poBeHs pucka: 10

Bpemn obpaboTku: normal

MCTOUHUK COBbITUR:
3HAUMMOCTb 10

CkaHep yAzBUMOCTER

HA3BAHWE 172.30.254.173
AKTWB 3 ™Mn Host

TPYMML

PucyHok 81 - YpoBeHb pucka ans nHuMgeHTta

Ya3BMMOCTb yaaneHHoro BeinoaHeHus koaa Microsoft .NET Framework (01/14/2020)

Kon
noe
OTKI

KON-BO
MNPOUCLIECTBUIA 1

SKCNNYATUPYETCA
YAANEHHO

FQDN/IP ocC

windows_server_201¢
172.30.254.173

Mokasz

YPOBEHb 3HAYUMOCTU aKTUBaA - 3HAYMMOCTb aKTMBa, Ha KOTOPOM npoun3oLuen NHUNOEeHT (CM. PUCYHOK

82). OueHuBaeTcs YMCoBbIMU 3Ha4YeHUssMuM oT 1 go 5.



Ya3BMMOCTb yAaneHHoro BbinonHeHusa koga Microsoft .NET Framework (01/

ID: FIN132-20220909-112520-0 &

3HAYUMOCTE aKTHES! 3

CeTeEaR EMAMMOCTE BKTMES: 3 KON-BO

CPOYHOCTHb -
YpoeeHs pucka: 10 NMPOUCIUECTEMI

Bpema obpaboTim: normal

MCTOYHWK COBBITAA: Ik

3HAUMMOCTh 10 v

CkaHep yazeuMocTer

HA3BAHME 172.30.254.173 FQDN/IP

AKTHB 3 ™M Host

rPYMMo 72.30.254.173

PucyHok 82 - YpoBeHb 3Ha4MMOCTU akTBa, Ha KOTOPOM MPOU30LLEN NHUNOEHT

12.4.2.4. Bnok uHcdopmaumm "lMpoucwecteusa". O6wan nHdopmaumsa

B naHHOM Gnoke oTobpaxaeTcs TeKyLUMI NepeyYeHb NPOMCLLECTBUN, NPOU3OLLIEALLIMX B paMKax AaHHOMo
MHUMAeHTa (cm. pucyHok 83). [Ina kaxaoro npovcluecTsusa otobpaxaroTcsa criegytowme napameTpbi:

e "Hayano akTMBHOCTWU" - gaTa U BpeMsi Hayarna npoLecCcoB NPOUCLLECTBUS;
e "KoHeu akTMBHOCTU" - Aata 1 BpeMsi OKOHYaHWNS MPOLIECCOB NPOUCLLECTBUS;
e "OtnpasneHo B HKLIKW" - cTatyc otnpaBku gaHHbix o npoucwectsum B HKLUKN (HaumoHanbHbIN

KOOp,EI,VIHaLI,VIOHHbIIZ LEeHTP NO KOMNbHTEPHbLIM I/IHLI,VIﬂ,eHTaM) - OTFIpaBJ'IeHO/ He OTrnpaBlieHo.


af://n2226

MPOMCIWIECTBMA

Hauano aktmeHoOCTI 2021-08-25 16:24:55
KoHue akTmeHOCTH 2021-08-25 16:24:55
Ornpaenenc 8 HKLLKK x

m Hauano aktmeHoCTI 2021-08-25 16:23:31
KoHuwe akTnEHOCTI 2021-08-25 16:23:51
Ornpaenenc 8 HKLLKK x

m Hauano akTMEHOCTH 2021-08-25 18:21:31
KoHue akTMEHOCTH 2027-08-25 18:21:51
Ornpasneno 8 HKLLKW x

PucyHok 83 - lHdhopmaunsa o NponcLUeCcTBUAX Ha KapTovke MHUMAEHTa

12.4.2.5. Oco6eHHOCTM NPOCMOTpPa NPOUCLLECTBUMN, OOHaAPYKEHHbIX
npaBunamMm Koppensaumm

[nsi npovcLUECTBMI, OGHaPYXXEHHbIX NpaBUIaMu KOPPENALUK, JONOMHUTENBbHO BIBOAUTCS

cnepyowas nHopmMaLms:

e pesynkTaThbl aHanmaa - AaHHble, opMUpyeMbIe NPaBUIOM KOPPENsLMN Kak
pesynerat paboThl;

e cobbiTue - faHHble 0 cOBbITUSAX, BbI3BaBLUMX cpabaTbiBaHWe npasuna (no kHonke MokasaTb
neTtanu, CM. pucyHok 84);
Koppensuum;

® YpPOBEHb PUCKA;

® [paBuMIIO KOppEensaLuMM, 0bHapyXumBLLee AaHHOe npoucLlecTBue (no kHonke MepenTu kK npaBuny
KOppensuum, CM. pucyHok 84);

® yaeHTUdUKaTOP, NepefaBaemMbIii U3 NpaBuna Koppensymn.


af://n2238

Co3/1aH HOBBbIW NOKaNbHBIA NONb30BaTe/b

1D: FIN48-20220906-191140-0

FeEHIMOTE 2ITVES: 3

CeTeBan BMAMMOCTL aKTHEA: 3

KONI-BO MOBTOPHBIX

o - KON-B0 NPOMCWECTBMIA -
CPOUHOCTH VposeHs picks: 6 241 OTKPLITHA 0
Bpeus ofpationar grace
WCTOYHUK COBLITHA:
3HAUMMOCTb 6
Koppenarop TMepeitTi & NPaBITy KoppenALM
P
HA3BAHME FQDN/ oc
AKTHE 3 ™n Host
TPYINE!
PEZY/IETAT AHANNIA
NPOUCIIECTEMUA WCTOPUA
Kommettapwi
123 25 .
— EKCT KOMMEHTADMA
n Havano akTHEHOCTH 2022-09-06 22:46:49
KoHel, aKTHEHOCTH 2022-08-06 22:46:49 N
Bain
Otnpaeneno 8 HKLKW X BoISepUTE DEAN MK NEDETELLWTE M0 COAR..,

MNI2_AANR 2747140

PI/IcyHOK 84 - MH(*)OpMaLWIﬂ O NPOUCLLECTBUAX HA KapTO4YKe MHUMOEHTa, 06Hapy>|<eHHoro npasunamMmm

Koppensauum

[nsa npoucwecTBUi, 0OGHapyXeHHbIX NPaBUIaMu Koppensauum, JoCTyrneH NpocMoTp AeTanel

Bpe

Bpe

Kam

pyt

cobbiTus. Mpun HaxxaTumn kHonku MokasaTb AeTanu OTKPOEeTCA NPOCMOTP "Cbliporo” cobbITUA B KOTOPOM

MOXHO YTOMHUTb AeTanu NpoucLLIecTBus (CM. pucyHok 85).

Mpocmotp cobbiTuii

Bpewa

EE=E=DE

BuiGpanHble nona

7 _source

JoctynHeie nons g

t d

t _index
# _score
t _type

© @timestamp

action

*

epoch

event.category

event.description

eventlogsource.ap..

eventlogsource hast

eventlogsourcein...

eventlogsource.na..

eventlogsource pr..

eventlogsource.su..

2022-02-11 23:54:13 ~ 2022-02-11 23:54:13

Bpyuyio ®

eventuuid:"AAAAAGIGZPVeljO0cRIXEE4DIvIwIBaZ"

Mrpere
11 beepana 2022, 23:54:13.383 - 11 deepann 2022, 23:54:13.383, < pazbuskold | asro N
Konuectse: 1
@timestamp: 2022-02-11 23:54:13.383
Etimestamp ne 1 munnueceryna
Bpema _source
event.uuid: AMAAAGIGZPVelO0CRIXEE4I 5wO8aZ eventlogsourcehost: N
eventlogsource.input: 1514-Micrasaft-Windows-Eventlog event pplication: os event.| name: Microsoft Windows

11 pespana 2022, 23:5413.383 eventlogsource product: vindows event logsource.subsystem: authentication eventlogsourceendor: microsoft

event.category: service_authentication event.description: A Kerberos service ticket (TGS) was requested. event.severity: 6
event subcategory: service_authentication_succeeded event.timestamp: 2022-02-11T23:54:13.383000-03:00 event.workerhost: demod

PucyHok 85 - NpocMoTp cbiporo cobbiTusi



12.4.2.6. Oco6eHHOCTM NpOCMOTpa NPoUCLLECTBUNA, OOHapPYXEeHHbIX NO
pe3ynbTataMm aHanusa AaHHbIX CKaHepa yA3BUMOCTEWN

Ons npouclwecTBMit, OGHapYKeHHbIX MO pe3ysikTaTaM aHanusa AaHHbIX CKaHepa Ysi3BUMOCTeWN
[AOMONHUTENBHO BbIBOAMTCA MH(OPMaLMs O NiarvHe ckaHepa ys3BUMOCTEN, 06HapYKMBLLEro

YA3BUMOCTb:

e |D nnaruHa;

® HasBaHWe nrarvHa;

® nopT;

® [pOTOKON;

® BHELLHee CKaHupoBaHue
e gekTop CVSS;

e (CVSS Temporal Vector;
e (CVSS Base Score;

e (CVSS Temporal Score;
e (haKkTop pUCKa;

® [faTa M3MEHEHUs NNarnHa;

e nata nyonukauuu.
12.4.2.7. Bnok uncpopmaumm "Uctopusa” {#history}

B naHHOM Gnoke oTobpaxaeTcs NCTOPUSt UBMEHEHWS CTaTyca AaHHOTO MHUMAEHTA. [INs KaXaon CMeHbI
cTaTtyca oTobpaxaeTca (CM. pucyHok 86):

® Ha KaKoW CTaTyC U3MEHEH;
® faTa u BpeMsi UBMEHeHWs;

® nonb3oBaTtenb, UI3MEHNBLUNIN cTaTtyc.

MNMoMMMO yBELOMIIEHMIN O CMEHE CTaTyca B UCTOPUU OTOBpaXKatoTCs KOMMEHTapUK Nosib3oBaTens K

CMEHe TOro unn NHoro ctaryca.
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PucyHok 86 - ictopusa nameHeHun ctatyca nHuMaeHTa
[na nobaBneHns kKOMMeHTapusi MpU CMeHe ctatyca HeobxoanMmo:

1. BBectn kommeHTapwuii B none "TeKCcT KOMMeHTapusa".

2. INpr HEOBXOAMMOCTM MPUIOXKNUTL K KOMMEHTaputo darn ¢ JaHHbIMKU, HanpuMep rpaduk unm
TeKkcToBbIN chann. [ns Boibopa gobaBnsemoro gainna ncnonb3yeTcs ctTaHgapTHas QyHKUMA
"O630p".

3. Haxatb Ha kHonkKy "[Jo6aBUTbL KOMMEHTapun".

BBegeHHbI TEKCT 0TOBPa3nTCs B UCTOPUN C ykazaHuem gerncteus "KommeHTapuin" (M. prcyHok 87).

Ecnu k kommeHTaputo 6bin fobasneH daiin, To B KOMMEHTapuy nepes TEKCTOM KOMMEHTapus
oTobpasunTcs rmnepccbinka ¢ uMmeHem darina.
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PucyHok 87 - KomMmeHTapuii ¢ fobaBneHHbIM chainomM

12.5. PaccnegoBaHue uHUMpgeHTa

12.5.1. Anroputm cMeHbl CTaTyCOB NpuU paccrneaoBaHumn
nHuupaeHTa {#status_change}

B xone paccrnenoBaHus MHUMAEHT NPOXOAUT P CTAaTyCoB (CM. PUCYHOK 88), UMEIOLLIMX CIEAYHOLLY0

CMbICIOBYIO Harpysky:

e [P HoBbI# - cTaTyc Ucnonb3yeTcsi BHe OCHOBHOIO pabo4yero npotiecca, Hanpumep ansi
TecTupoBaHus. (Deprecated)

e HoBbIW - UHUMOEHT HAXOAMTCS B OTKPLITOM COCTOSIHUM B OMepeam Ha pasdop.

e B pa6orte - N0 MHUMAEHTY BeayTcst paboThbl.

e 3anpoleHa nHcgpopmaumsa - ObpaboTka MHLMAEHTA NPUOCTaAHOBIEHA, Oblna 3anpoLueHa
[oMoNHMUTENbHas MHopMaLuus.

e OxupaeT NpoBepku - [Ing ncnpaeneHus MHUMAEHTa NPYMEHEHbI KOHTPMEPbI, TpebyeTca
npoBepka CO CTOPOHbI KOMMETEHTHOTO fnua.

® PUCK NPUHAT - CO CTOPOHbI KOMMNETEHTHOIO NMLA BbINO NPUHSTO peLLeHNst oTKa3aTbCs OT
OanbHelnLwero paccrnenoBaHnst UHUMAeHTa.

e 3akpbIT - paboTbl N0 paccrnefoBaHWIO MHLMOEHTA 3aBEPLLEHbI.

e HepencTBuUTenNbHbLIN - MHLUNOEHT ObINT CO34aH Mo OLWMOKe, 3aKpbIT 6e3 pasbopa.
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PI/IcyHOK 88 - AJ'IFOpI/ITM CMEHbI CTaTyCOB MNpu paccrnengosaHnm MHUMOEHTOB

B xone paccnenoBaHus norb3osaterb Mnatdopmbl Pagap BbiNomnHsAeT criegytolive AeNcTBUst Hag

VHUMOEHTOM:

® M3MEHeHWe cTaTyca MHUMOEHTa;

® HasHayeHue OTBETCTBEHHbIX;

® pedakTMpoBaHWE NapamMeTpoB MHLMAEHTA, BKodas yaaneHue MHUMaeHTa npu HeobxoaumocTy;
e co3faHne Coo6LLEHNI B KOHTEKCTE UHLIMAEHTA.

12.5.2. UameHeHMne cTaTtyca uHUugeHTa {#set_incident_state}

12.5.2.1. OocTyn K (pyHKLUMU CMEHbI CTaTyca

M3meHeHune cTatyca npon3BoanTca npu 3aBepLleHnn onpep,eneHHoﬁ ctagun pa6OTbI Haa MHUMOEHTOM.
CDyHKLI,VIﬂ CMeHbl CTaTyCa HaxoguTtca:

® Ha 9KpaHe Co CnNUCcKoM nHumgeHToB: "MHunaeHTbl"-> "UHunpeHTb!",;
® Ha KapToyke nHuugeHta: "UHumpeHTbl"-> "UHUMAEHTbI" -> /WenKHYTh Mo 3arofioBKYy
MHTepecyloLero MHUMAeHTa B cnucke/.

12.5.2.2. UsameHeHMe cTaTyca UHLMAEHTA/UHLMAOEHTOB B CNIUCKe UHLMAOEHTOB

BHumaHwme! CDyHKLI,VIﬂ CMEHbI CTaTtyCa Ha OaHHOW CcTaHuue OO0CTYMHa Nofib30BaTesto TOJTIbKO Npu

HanuyMm HeobxoaMMbIX NpaB.
[nsi usmeHeHust ctatyca UHUMAEHTa UK rpynnbl MHUMAEHTOB TpebyeTtcs:

1. OTKpbITb CINCOK UHUMAEHTOB: "UHumnaeHTbl"-> "MHUMaeHTbI".

2. BbigenuTb chriaxkkamu ogHy UM HECKOSbKO CTPOK UHLIMAEHTOB, Yel cTaTyc HeobXoaMMO
N3MeHUTb (CM. pUcyHOK 89).

3. PackpbITb CNMCOK CTaTyCoOB U BblIOpaTb B HEM HOBbIN CTaTyC (CM. pUCyHOK 89).

lMNpw BEIGOPE HOBOrO CTaTyca NPOUCXOAMUT 3anyck aBToMaTn4ecKoro 06HOBNEHNs CTpaHuLbl cnncka. o
3aBepLUEHN0 0BHOBMNEHUS BblIBpaHHbIE NHLIMAEHTbLI AOMKHLI 0TOBPA3UTCH C HOBbIM CTaTyCOM.
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PucyHok 89 - CmeHa ctaTtyca MHUMOEHTOB Ha CTpaHuLe ClMcKa UHLUNOEHTOB

12.5.2.3. N3ameHeHuMe cTaTyca MHUMAEHTa Ha KapToO4YKe MHUMOEHTa

[lns nameHeHus ctatyca MHUMAEHTa Yepes KapTouKy MHUMAeHTa TpebyeTcs:

1. OTKpbITb KAPTOYKY MHUMAeHTa: "UHumpeHTbI"-> "UHUMOEHTbI" -> /WenKHYTb NO 3aronoBKy
MHTepecyloLero MHUMAeHTa B cnucke/.

2. PackpbITb CMMCOK CTATyCOB U BbIOpaTb B HEM HOBbI CTaTyC (CM. pucyHok 90).

Cnuncok 6yp,eT cogepXxaTtb TOJIbKO nepeveHb CTaTyCoB, AOCTYNMHbIX ONMA CMEeHbl TEKYLLIEro ctatyca
CcornacHoO anropnuTMy CMeHbl CTaTyCoB - CM. pa3aen "Anzopumm cMeHbl cmamy/co8 rpu

paccrnedosaHuu uHUudeHma".

Mpw BIGOPE HOBOIO CcTaTyca NPOUCXOAMT 3anyck aBTOMaTM4eckoro obHoBneHust ctatyca. iameHeHune
ctatyca 6yget otobpaxeHo B 6rnoke nHgopmauyum "Uctopusa". OnucaHune paboTtbl ¢ AaHHbIM 6r10KOM

npusegeHo B pa3gene "[lpocmomp demanu3ayuu uHyudeHma. Kapmoyka uHuyudeHma. biaok

nn

uHghopmauuu "Micmopus"".

Mpun HeobxoammocTn B Brioke "MicTopus" nonb3oBaTenb MOXET:

e [lo6GaBWTb TEKCTOBLIN KOMMEHTapUI K NPOBEAEHHOM CMEeHe cTaTyca. Hanpumep, ykasaTb NpuynHy
CMeHbI cTaTyca.

e B kayecTBe KOMMEHTapWeB 400aBUTb AaHHbIE U3 BHELLIHUX UCTOMHUKOB B BUAE NPUKPENNEHHOTO
darina. Hanpmumep nobaBuTb KapTUHKY C rpadMkom Uiy Tabnuuy ¢ AaHHbIMUY, KOTOPbIE NOBMAUSANN
Ha CMeHy cTaTyca.

MonpobHoe onucaHne paboTkl C KOMMEHTapPUSIMK K CMEHe cTaTyca npuBeaeHo B pasaene "[lpocvomp.
demarnusayuu uHyudeHma. Kapmoyka uHyudeHma. briok uHghopmayuu "Ucmopus™".

YA3BMMOCTb YAaNeHHOro BbINoNHeHUs koaa Microsoft .NET Framework (01/14/2020)
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PucyHok 90 - CmeHa cTaTyca Ha kKapTodke MHUnOeHTa
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12.5.3. HasHa4YyeHUe MHUUAOEHTa OTBEeTCTBEHHbIM
{#set_incident_assign}

12.5.3.1. QocTtyn K pyHKLMM BbIOOpa OTBETCTBEHHbIX NOMb30BaTeneun

MHUMAEHT MOXET ObITb HA3Ha4YeH Kak oTAeNlbHOMY NoNb30oBaTenNto, Tak U rpynne nonb3oBaTenen.

M3meHeHne OTBETCTBEHHOTO (prrll'lbl OTBETCTBEHHbIX) 32 MHUMOEHT NPOU3BOLAUTCA MOb3oBaTenemM npu
HeobxoammocTn nepegarb NOJTHOMOYUA MO BEAEHUIO AAaHHOIo MHUMAEeHTa ApyromMmy nonb3oBarternto ninm

rpynne nonb3oBaTenen.
CDYHKLI,VII/I Ha3Ha4YeHnA OTBETCTBEHHbIX HAXOOATCA:

® Ha 9KpaHe Co CnUckoM nHumgeHToB: "MHunaeHTbl"-> "UHunpeHTbl",;
® Ha kapTodke nHuugeHTa: "UHumnaeHTbl"-> "MHUMaeHTbI" -> /WenkHy Tb Mo 3arofioBKy

UHTepecyrLwiero vHUMAeHTa B cnucke/..
12.5.3.2. HasHa4yeHUe NHUMOEeHTa OTBETCTBEHHbIM B CNIMCKe UHLUOEHTOB

BHumaHwme! CDyHKLI,VII/I Ha3Ha4YeHWs UHLUMAEHTA OTBETCTBEHHbLIM Ha AaHHOW CTaHuLe OOCTynHa

Mosib30BaTESNIO TONMLKO NMPU HAaNUYMM HEOGXOAMMbIX MPaB.
[ns HasHayYeHWs MHUMAeHTa HOBOMY MOJb30BaTENt0, OTBETCTBEHHOMY 3a paccriefoBaHue, Tpebyetcs:

1. OTKpbITb CANCOK UHUNAEHTOB: "UHumaeHTbl"-> "MHUMAeHTbI".

2. BbigenuTb chriakkamv 0gHy Ui HECKOSMbKO CTPOK MHLMAEHTOB, A1 KOTOPbIX HEOOX0AMMO
CMEHUTb OTBETCTBEHHOTO (CM. PncyHok 91).

3. [Inga Ha3Ha4YeHnss HUNOEeHTa HOBOMY OTBETCTBEHHOMY BbIOpaTh Ha akpaHe dyHKuuio "HasHauuTtb
nonb3oBaTesno" -- CTaHET JOCTYMNHbIM PaCKPbIBAKLLUIACS CMIMCOK NONb30BaTeNen U KHomka
"HasHauntb" (cM. PucyHok 91).

4. BbibpaTb B CriMcKe HOBOMO NOMb30BaTens U HaxaTb KHOMKY "Ha3HaunTb".

Mponzongét obHOBNEHME crnMcka U NS BbIOpaHHbIX MHLMOEHTOB OyAeT ykasaH HOBbI OTBETCTBEHHbIN

nonb3oBaTtesnb B none "Monb3oBatenb' ( ; ).

HasHayeHne 04HOro UM HeCKOMNbKUX MHLUMAEHTOB rpynne nonb3oBaTterniel NpoBOAUTCS aHanorm4yHo
Ha3Ha4YeHWo OTAENbHOro nornb3oBarens. [pu aTom BbibupaeTcsa dyHkumsa "HasHauuTb rpynne’.
PackpbiBatoLmiics cnucok byaet cogepaTb TEKYLUMIA CMCOK rpynn. 1o HaXaTunio Ha KHOMKY

"Ha3HauuTb "npon3onaeT oOHOBMEHNE Cnncka 1 aAns BeibpaHHbIX MHUMAEHTOB ByaeT yka3aHa HoBast

OTBETCTBEHHAst rpynna nonb3osareneit B none "Tpynna’ ( Saas ).
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PucyHok 91 - Beibop nonb3oBaTterns, OTBETCTBEHHOTO 3a UHUMAEHT
12.5.3.3. HazHayeHMe OTBETCTBEHHbIX HAa KapTO4YKe MHUMAEHTa

[nsa HasHa4YeHns MHUMAEeHTa HOBbIM OTBETCTBEHHbLIM Yepea3 KapTo4Ky MHUMOEHTa Tpe6yeTc;|:

1. OTKpbITb KAPTOYKY MHUMAeHTa: "UHumaeHTbl"-> "UHuMaeHTbI" -> /1WenkHyTb Mo 3aronoBKY
MHTEepecyoLero UHUuAeHTa B cnucke/.

Ha KapTo4Ke and napameTpa "OTBeTCTBEHHbIN YKa3aHbl B BUae ¢)yHKLI,VIOHaJ'IbeIX ANIEMEHTOB:

O TeKyLUMI OTBETCTBEHHbIV Norfb3oBaTernb (PyHKUMS crieBa) -- UMS Norb3oBaTens;

O Tekyllas OTBETCTBEHHAs rpynna (PyHKLUMS cnipaBa) -- UMsi Fpynnbl.

Ecnu HM nonb3oBaTtenb HY rpynna eLle He Ha3HayeHbl, TO PYHKLMOHaNbHbIE 3NeMeHTbl byayT
MMEeTb COOTBETCTBYOWME nognuck "Monb3osatens” n "Mpynna" (cm. PucyHok 92).

2. lna Ha3Ha4YeHUs MHUMAEHTa HOBOMY MOMNb30BATENO BblOpaTh OYHKLMIO (CNeBa) C MMEHeM
TEeKyLLIero OTBETCTBEHHOTO MOfb30BaTeNs -- CTaHET AOCTYMNHbIM PaCKpbIBAOLMNIACS CMINCOK
nonb3oBaTenen u kHonka "HasHaunTtb" (cM. PucyHok 92).

3. BbibpaTb B cnMcke HOBOIO MONb30BaTeNs U HaxaTb Ha KHomnky "HasHaunTb".

[nsa napametpa "OTBeTCTBEHHbIN" OyAET yKa3aHO MMsSi HOBOrO OTBETCTBEHHOTO 3a MHUMAEHT
nornb3oBaTerns (Ha COOTBETCTBYOLLEM (PYHKLMOHANbHOM 3NeMeHTe).

HasHauyeHne uvHUMOeHTa HOBOW rpynne OTBETCTBEHHbIX MNOSib30BaTenen NpoBOAUTCS aHanormyHo
Ha3Ha4YeHWIo OTAENbHOrO Nnornb3oBaTerns. BoibupaeTcs yHKUMA € Ha3BaHUEM TEKyLLEen OTBETCTBEHHOMN
rpynnbl. PackpbliBaloOLWMACA CNMCOK ByaeT coaepkaTb TEKYLLMIA CMIMCOK rpynm.

YA3BUMOCTb YlaNeHHOro BbINoAHeHUA koaa Microsoft .NET Framework (01/14/2020)
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PucyHok 92 - HasHayeHne OTBETCTBEHHOIO WK rPYbl OTBETCTBEHHbIX HA KapTouke UHUMAEHTa

12.5.4. CozpgaHue 1 oTnpaBKa COOOLLEeHUs CO CCbISIKON Ha
uHUnAaeHT {#message_create}

Mpv NpoBefeHNM paccrnefoBaHNs MHUUAEHTA NOoMb30BaTeNb MOXET OTNPaBUTL TEKCTOBOE COOOLLEHNE
apyromy nonb3osatento Mnatdgopmbl Pagap. [Ina atoro Heobxoanmo:

1. OTKpbITb KAPTOYKY MHUMAeHTa: "UHumaeHTbl"-> "UHUuMpeHTbI" -> /1enKHYTb No 3aronoBKY
MHTEepeCcyoLero UHUUAeHTa B cnucke/.

2. HaxxaTb Ha kHonky "Hanucatb coobLieHue".
3. B oTkpbIBLLENICS hopMe COOOLLEHMS 3aNONHNTL CReayoLmne nons:

o '"Mony4aTtenb" - BbIOpaTh agpecaTa 13 packpbiBatoLLErocs cnmcka nonb3osartenem
Mnatdopmbl Papgap;

o "3aronoBoK'" - BBECTM 3aroriloBoOK coobLleHus;

o "CooObLeHune" - BBECTU TEKCT COODLLEHNS

4. HaxaTb Ha kHomKy "OTnpaBuTb".


af://n2405
af://n2425

Mpw oTnpaBke K COOBLEHNIO ByaeT aBTOMaTUYECKM NMPUKPENIEHA CCbinika Ha AaHHY KapTouKy

WHUMOEHTA.

OTHpaBJ’IeHHoe N3 KAPTOYKN NMHUMOEHTAa COO6LIJ,eHVIe 0T06pa3VITCF| B CNMCKe OTnpaBIieHHbIX COO6LLI,eHI/Il7I

nonb3osatens. CN1cok oTnpaBneHHbIX COOBLLEHWI NoNb30BaTENs PacronoXeH B npodune

norb3oBarens (m), B pasgene "CoobweHus".

I'Io,u,po6Hoe onucaHune paGOTbI nonb3oBaTens ¢ CoobLLEeHNAMHU npueeneHo B pasgene "Paboma ¢

coobuweHusamu".

12.5.5. PegaktupoBaHue napameTpoB MHUMAEHTA
{#edit_params}

12.5.5.1. AlocTtyn K (pyHKL MM peAaKTUpOBaHUA

BHumaHwme! (DyHKLLI/IF-I penakTnpoBaHuA AOCTYMHa Nofib30BaTeNto TONIbKO Npuv Hann4nm HeobxoanMbIX

npae goctyna.
dyHKUMS pefakTMpoBaHUS MapaMeTpoB UHLMAEHTa JOCTYMHa:

® Ha 9KpaHe COo CNUCKOM nHumaeHToB: "MHunaeHTbl"-> "UHumnpeHTbl",;
® Ha kapToyke nHuugeHTa: "UHumnaeHTbl"-> "MHUMaeHTbI" -> /WenkHy Tb Mo 3arofioBKy

UHTepecyrLwiero nvHUMAeHTa B cnucke/.

12.5.5.2. lNepeyeHb pegakTMpyeMbiX NapameTpoB
B cny4yae HGOGXO,D,VIMOCTI/I MOXHO OTpeaaKTpoBaTh Takne napamMmeTpbl UHUMOEHTa Kak:

® 3HayeHVe YPOBHS pucka (YPOBEHb 3HAYUMMOCTN) MHLUMAEHTA;
* umsa nHumaeHTa B Mnarcdopme Papap;

® napameTpbl ONUCaHNs UHLUMAEHTA, TakMe Kak:

e "Cpopgka "-- onnucaHue OencTBus, BbI3BaBLUErO UHLUMOEHT,

o "OnucaHue yrposbl";

o "lNocnencTeusa peanus3oBaHHOW yrposbl”;
o "PekoMeHauuu No yCTPaHEHUIo yrpo3sbl”;
o "PeKkoMeHZaumu No yMEeHbLUEHMIO pucka';
o "BHyTpeHHee npumeyaHue".

12.5.5.3. PepakTnpoBaHue napameTpoB UHLMAEHTA

Pe,D,aKTI/IpOBaHI/Ie napamMmeTpoB MHUNOEHTa Heobxoanmo B cnydae, ecnu B onncaHun nHUungeHTa eCtb
HETOYHOCTW, BbldBIIEHHbIE aHaAlIMTUKOM UIN Y aHalnnTUKa eCTb AONONTHUTENbHbIE CBEAEHUS,

TpebytoLme durkcaLmm B KOHTEKCTE MHUUAEHTA.
[ns npoBeaeHNs pegakTupoBaHns HEOOXOAMMO:

1. OTKPbITb OKHO PeAaKkTUPOBaHKS OAHUM U3 CrieayrLwmnx cnocobos:

0 OTKpbITb CNNCOK MHUMAEHTOB "UHumMAaeHTbI"->"MHUMAEHTbI", 1 HaXaTb B CTPOKe
WHTepecyoLero NHUMAEHTa Ha KHOMKY .

0 OTKpbITb KAPTOYKY MHUMAeHTa "MHUMAeHTbI"-> "UHUMAeHTbI" -> /WenKHYTb No
3aronioBKY UHTepecyoLero MHUMAeHTa B cnucke/, 1 HaxaTb Ha KHOMKY

"PepaktupoBaTtb", pacrnonoXeHHyto B 6rioke cBO4HON MHGOPMAaLMN KapTO4KN


http://docs.pangeoradar.ru/user/flow_messages
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2. B oTkpbIBLUEIiCA hOpMeE pefaKkTUPOBaHMs NapaMeTpoB MHUMOEHTA BHECTU HEOOXOAMMbIE

N3MeHeHUst (CM. pUCyHOK 93).

3. [Inga coxpaHeHus U3BMEHEHUI HaxkaTb Ha KHOMKY "CoxpaHuTb".

LieTp

YpoBeHb pucka

00
[ ]

Nwms

CBoaka

RCE yAi3BMMOCTb - KOMMbIOTEPHasA YA3BMMOCTb, NPU KOTOPO#i MPOUCXOANT yAaneHHOe BbINO/HeH e KO/a Ha B31aMblBaeMOM KOMMbioTepe, cepsep v T.n. RCE ABNAETCA MakcuManbHOM yrpo3oit knacca Al

Onucatve

BO3MOXHOCTb YAaNIEHHOTO BHEAPEHNA KOAA

TOCNeACTBUSA PEaNU30BAHHO Yrpo3bl

IKCMyaTauma AaHHO YA3BMMOCTY MO3BONISET 3aMyCTUTb BPEAOHOCHBIA KOz

PekoMeHAaLMM Mo yCTpaHEeHUIo YTpo3bl

CBOEBpeMEHHOE OGHOB/IEHNE KOMMOHEHT

PeKOMEHAALNM MO YMEHbLIEHNIO PUCKa

MOHUTOPUHT BXOAALLMX COEANHEHMi

BHyTpeHHee NpumeyaHue

4

Pasmep npumeuarus ozparuser 255 cumeonamu.

Mnatgopma Panap 3.0.8 © 2021

PucyHok 93 - OkHO pefakTMpoBaHus napaMeTpoB

12.5.6. YoaneHue nHunageHTa

BHuMaHue! OyHKUMA yaaneHust JOCTynHa Nonb30BaTerto TOMbKO Npy HanuyiMm HeobXoaMMbIX NpaB

poctyna. NHUnaeHT aormkeH ObiTb Ha3Ha4YeH JaHHOMY NOfb30BaTeNto PaCCMOTPEHMS.
DyYHKLMA yaaneHns 4OCTynHa Yepes OKHO pedakTUpOBaHUA NapameTpoB NMHUMAEHTA.
[ns yoaneHus nHunaeHTa ¢ NMnatdopmbl Pagap Heobxonmmo:

1. OTKPbITb OKHO PeAaKkTUPOBaHMS O4HMUM U3 CrieayrLwmnx cnocobos:

0 OTKpbITb CINCOK MHUNAEHTOB "MHUMAEeHTbI"-> "UHUMAEHTbI", N HaXXaTb B CTPOKE

WHTepeCyoLero NHUMAEHTa Ha KHOMKY .

0 OTKpbITb KAPTOYKY MHUMAeHTa "MHUMAeHTbI"-> "UHUMAeHTbI" -> /WenKHYTb No
3aronioBKY MHTepecylLero MHUMAeHTa B cnucke/, 1 HaxaTb Ha KHOMKY
"PepaktupoBaTtb", pacrnonoXXeHHyto B 6rioke cBOAHON MHGOPMaLMK KapTO4KN

"

2. B oTKpbIBLLENCSA (hOpMeE peaaKkTUPOBaHMs NapaMeTpPoB MHUMAEHTA HaXaTb Ha KHOMKY "Yaanutb
(cm. pyucyHok 93).

3. B OTKpbIBLLEMCS OKHE MOATBEPXAEHUS yaaneHus HaxaTb Ha KHorky "OK".

|_|pOVI3OI71D,eT aBTOMaTU4ECKNI nepexoa K 06HOBJ'IeHHOMy CMUCKY MHUMOEHTOB.


af://n2494

12.5.7. N'pynnupoBka nHumnaeHTa {#incident_group}

Mpn bopmuposaHumn nHungeHta NMnarcdopma Pagap no3Bonsier NOMeCTUTb MHUUAEHT B rpynmny.

|_|pl4 9TOM CuUCTEMA NO3BOJIAET

e [loMeCTUTb MHLMAEHT B yXKe UMEIOLLYIOCS Fpynny UHUMAEHTOB
e CosgaTb HOBYIO rpynny, U3 npasuna Koppensuum
e [loMeCTUTb MHLMAEHT B rpynny B py4Hyto

12.5.7.1. T'pynnupoBKa ¢ UCNONb30BaHMEM KOppensauumn

O6beanHeHne NHUMAEHTOB B rpynnbl MOXXHO C NOMOLLbIO NMpaBwuil Koppenaunn.

Mpynna MHUMOEHTOB yKa3blBAETCS C UCMONb30BaHWEM napamMeTpa incident_group npu hopMrpoBaHum
HUMaeHTa (alert)

HHARHRHHH AR AR AR AR R AR AR AR H R A AR AR AR HR AR AR AR AR AR AR AR A AR AR AR
rule_settings = {

"risk_score": 6,

"create_incident": True,

"assign_to_customer": False,

"template_name": 'template'
}
HHHHHRBR AR R BB R R R B R R RSB R HHHH
print(rule_settings)

@log_connection.fetch("#.web_server.#")
def handle_logline(logline):
#tab
useragent=logline.get("initiator.http.user-agent.full")
if 'openvas' in useragent.lower():
alert(rule_settings["template_name"],
Togline,
rule_settings["risk_score"],
{"ip": Togline.target.host.ip[0]},
create_incident=rule_settings["create_incident"],
assign_to_customer=rule_settings["assign_to_customer"],
incident_identifier=logline.initiator.host.ip[0],
incident_group="test-group-1")

B kauectBe rpynnbl MOXHO NnepenaBaTtb Kak CTaTu4eCkoe 3HavyeHune, Tak n 1 3Ha4eHne nornd na Iogline

HtH# R RR AR RRAAAH R AR R H R A H R AR A A R
rule_settings = {

"risk_score": 6,

"create_incident": True,

"assign_to_customer": False,

"template_name": 'template'

3
HEHH#HHARRHHAARRRHHARRR R HH AR BB H A AR BB HHARRR R HH AR R HH AR BB A A AR RS H AR

print(rule_settings)

@log_connection.fetch("#.web_server.#")


af://n2511
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def handle_logline(logline):

#tab

useragent=logline.get("initiator.http.user-agent.full™)

if 'openvas' in useragent.lower():

alert(rule_settings["template_name"],

Togline,
rule_settings["risk_score"],
{"ip": Togline.target.host.ip[0]},
create_incident=rule_settings["create_incident"],
assign_to_customer=rule_settings["assign_to_customer"],
incident_identifier=logline.initiator.host.ip[0],
incident_group=logline.target.host.ip[0])

Mnatdopma Pagap noseonset nomelyarts B 0AHY rpynny cobbITUSI OT pa3HbIX UCTOYHUKOB U TUMOB.

HHARHRHHHHH AR AR AR R AR AR AR H R AR AR AR AR H R AR AR AR H R AR AR AR AR A AR AR AR
rule_settings = {

"risk_score": 6,

"create_incident": True,

"assign_to_customer": False,

"template_name": 'template_brut'
}
HAHHAHRBR A HRBRRAAHH BB R R H R B RA A H R AR R R
print(rule_settings)

@log_connection. fetch("#.windows.os.#")
def handle_Tlogline(logline):
if Togline.observer.event.id == "4776" and logline.observer.event.type
== "security":
print( logline.target.user.name )
if logline.outcome.name == "failure":
alert(rule_settings["template_name"],
Togline,
rule_settings["risk_score"],
{"fgdn": logline.observer.host.fqdn[0], "ip":
Togline.event.worker.ip},
create_incident=rule_settings["create_incident"],
assign_to_customer=rule_settings["assign_to_customer"],
incident_identifier=logline.observer.host.fqdn[0],
incident_group="test-group-1")

12.5.7.2. Py4yHoe no6aBneHue B rpynny {#create_group_manual}

Mnatdopma Pagap nossonset nomeLyatb MHUMAEHTbI KaK y)Xe B CO34aHHbIe rpynMbl, Tak U B HOBbIE.

[ns cosnaHusa rpynnbl MHUMAEHTOB nepexoaum B pasgen MHumaeHTb! - Fpynnbi MHLMAEHTOB 1

Haxkumaem kHorky "Cosgatb" (CM. pycyHoK 94).


af://n2528

[pynnbl MHLWAEHTOB

[+ ] WHUMaeHTH

HAZEAHWE

Tpynnbl MHUMAEHTOE

PucyHok 94 - CosgaHue rpynnbl UHUNMOEHTOB

B nosiBuBLLelica dpopme ykasbiBaem HaszBaHue rpynnbl
Mpu HeobxogumocTn ykasbiBaeM OnucaHue, MNMonb3oBatens no ymonyanuo unu Mpynny
nonb3oBaTernen No ymonyaHuio (CM. pucyHok 95).

HazeaHwe

test-test

COnwucadue

MNoAkzoBaTENE MO YMONYaHWHD

He EwiBpaHo

[pynna NoAb30B3TENER MO YMONUIHKMID

He EwiBpaHo

PucyHok 95 - MapameTpbl rpynnbl MHUMOEHTOB

[na noGaeneHns MHUWAEHTOB B rpynmny, nepexoaum B pasaen MHumaeHTs! - UHUMAeHTbI



YcTaHaBnuBaeM Yek 6OKC, HaNPOTUB MHUMAEHTOB, KOTOPble HEOOXOAMMO 06bEeAUHUTE B rpynny.
B npaBom BepxHeM yrpy, HaxnMmaem Ha "O6beguHUTb B rpynny".

B BbinagaroLem crnvcke BeibMpaem HEOOXoAMYHO rpynmny.
Haxnmaem "HasHauuTb rpynny"” (CM. pucyHok 96).

(SO = |

Ha3HaunTs NonL30BaTEm ™ HazHauute rpynne - _ CMeHUTE CTaTyc ™

NMpouclecTBUA

120
50
60
30

0

26 Anp 2T Anp 28 Anp

Bee otkpuitaie () Haztaued ()

Oxupaer nposepkn () Puck nprHAT (D 3akpeit (D

i' - YPOBEHE TN TAN JATONOBOK CTATYC
O PHUCKA WHLWMAEHTA
CeTesnle
AHOMAAWH - @
192,168.0.20 ;
CHAaHWpOBaHMe HoBbIH
nopTos
Cetepnie
FHOMANMHK - @
3 (] FINST 192.168.0.20
CHAHWPOBaHHE Hoswi
nopTas
CeTesnle
AHOMANMH - @
I:‘ [ @ FIN57 192.168.0.20
CRAHWPOEaHWE Hoswi

PucyHok 96 - HasHayeHue rpynnbl

28 Anp

ote D

epeAcTBNTERSHEIA (D)

Mpynna MHUMgEHTOR

test-group-1

3anpowess HHEoPMaLHA

NOCNEAHEE !
NMPONCLWECTEME

£

2022-04-28
14:071:00

2022-04-28
14:01:00

2022-04-28
14:01:00

0o

TEYMNA
WHUWAEHTOB

test-group-1

test-group-1

test-group-1

[na no6aeneHns MHUMAEHTA B rpynny U3 MHUMAEHTA OTKPbIBAEM UHLMOEHT HA peaakTUpoBaHue (CM.

puUcyHok 97).

CeTeBble aHOMaANK - CKaHHpOBaHHe noprtos

KOn-eo KON-BO NOBTOPHBIX =
- - HoBblid ™
MPOWCIWIECTBUAK OTKPBITWUMA
14 0 OTEeTCTBEHHEIA
MCTOYHMK Bpemsa
COBBTHA MpoWCWEecTBMA
6 Mepeim k
Keppenstop npasuny
KOPPENALUN Kareropua
HA3BAHUE ™n TPYMNb FQDN/IP oc Tun
3 192.168.0.20 Host
Tpynna
192.168.0.20 MHUMACHTOB

PucyHok 97 - lob6aBneHne HUMAEHTa B rpynny.

O Cnucok wiympenos & I

Hanucate coobuieHne

Monb3ceatens = Tpynna~=

2022-04-28 14:.01:00

CeTeBan aHOManWA

test-group-1

B pasgene rpynna nHumMaeHToB Bblbpaem Heobxoammyto rpynny n3 cnucka. Haxmmaem "CoxpaHuTtb"

(cm. pucyHok 98).



PassMep NpUMEYOHUS 02paHUYeH 255 cuMsanamu,

Mpynna MHUMAEHTOE

test-test

CoxpaHWTh

PucyHok 98 - CoxpaHeHue

13. PaboTa c 6a3zon 3HaHUU TUNoOB
UHUUOEHTOB

13.1. O6wme AaHHbIE O TUNAaX UHLUNOEHTOB

B pamkax Mnatdopmbl Pagap kaxablii MHUMOEHT BCerga NpUHaaneXxuT K onpeaeneHHomy
npeaycTaHOBNEHHOMY TUMY MHLMOEHTOB.

Pasgen nHtepderica "Tunbl MHUMAEHTOB" NpeaHa3Ha4YeH ansa ynpaeneHus 6a3on 3HaHWIA NoO TMnam
obpabaTtbiBaeMbix MHLMAEHTOB. AKTyanusaums 6asbl 3HaHWI ABMSETCS OQHOW U3 NMPUOPUTETHLIX 3a4ad
SOC.

13.2. AHanNuU3 TMNOB MHLUUAOEHTOB

13.2.1. NMpocmMmoTp cnUcKa TUNOB UHLUUAEHTOB

MonHbIN TaBNUYHBIN CNMCOK TUMOB UHLMAEHTOB pacrnonoxeH B pasgene: "MHumaeHTbl"-> "Tunbl

MHUMAEHTOB" (CM. pucyHok 99).

I'Io,u,po6Hoe onucaHue TabnmnyHoro cnmcka TUNoB UHLUMAEHTOB U BO3MOXHOCTEN q)I/IJ'IpraLI,I/IM cnmcka

nn

npusegeHbl B pasgene "Pasden "MHyudeHmebi". [odpasden "Tunbi uHyudeHmos"".



af://n2548
af://n2549
af://n2552
af://n2553
http://docs.pangeoradar.ru/user/ui_service_asset_findings

TI/II'II:I WMHUWNAEHTOB LlenTp ynpagnenua WHumaeHT THnbl HHUMAEHTOB

-4
-
=
3

D 3AFONOBOK WCTOUHMK
FIN3030 YAaNeHHOE BHINOAKERHE KOAA -
FIN1920 Nossierive npuswAeruii
FINT192 BSINONKerMeE NPOH3EaAEHOTD Koga

FIN7420 BLin0/FEHHE NPOHIB0AEHOTE KOAZ

FINS519 YAanen+oe sanonrerme Koaa
FIN164 MossiLuEHKE MpUEMRETIii
FIN3081 YABNEHHOE BHINOAHERHE kOB

FING175 Yazsumocte Chromium

FIN3513 BLinO/FEHHE NPOHIBOAEHOTE KOAZ

FIN3362 VICronsz082HAE NOCE OCB0BOKARHIR
FINTTO UTEHUE 33 NPEASNBMMN TPEHILL

FINS550 YABAEHHOE BHINOARERHE KOS

AR AR RRRRRRA R
NSENNNNNNNRNRNRRN

@
© 0 0 0 0 0 0 0 0 O ©0 0 o

FINE303 TMoBLILERME NPHBEMAETHI, CBR3aHHOE C Win32k

PucyHok 99 - Cnvcok TMNoB nHUMAEeHTOB B pasgene "MHumaeHTobl" -> "Tunbl MHUnAEHTOB"
lMnepccbinku B CTpoke Tuna obecneumBaroT NPOCMOTP CreaytoLlel AeTanbHon nHopmaunm:

e [lone "ID" - cooepXuT naeHTurkaTop Tuna NnpomnsoLleLlero nHungeHTa. F'vnepcceoinka BegeT Ha
KapTOYKy TUNa MHUMAEHTA C AeTanbHon MHopmaumen. OnucaHne KapToyky TUna MHUMAEHTa

npuBeaeHo B pasgene AokymeHTta "[lpocvomp demanusayuu muna uHyudeHma. Kapmoyka

muna’.

e [Tone "3aronoBoK" - cooepXUT Ha3BaHWe Tuna nHuMaeHTa. Mmnepcceobinka BeAeT Ha KapTOYKy
TUNa MHUMAEHTa ¢ AeTanbHon nHopmaumert . OnucaHne KapTodku akTrBa NpUBeAEHO B pasaene
pokymeHTa "[lpocmomp demanu3ayuu muna uHyudeHma. Kapmoyka uHyudeHma'".

e KHoOmMKa pefakTupoBaHusi () -- MePEBOANT Ha CTpPaHULY pefaKkTMpoBaHNsS NapameTpoB
WHUMOEHTA.

e [lone "McTouHUK" - coOOEpXXUT NUKTOrpamMMbl, COOTBETCTBYIOLLME TOMY MU UHOMY UCTOYHUKY
OaHHbIX. Ecniv B none yctaHoBneHa nukTorpamma koppensaropa ( ¢g ), TO NPV Npu HaBeaeHUn
Ha Hee Kypcopa OTKPOeTCS BCrrbiBatoLLiee OkHO "CBsizaHHble npaBuna Logmule" c
rMNEepPCCLINIKOM Ha CTpaHuULy C onucaHuem npasun koppensaTopa (cM. pucyHok 100). MNMepexoq Ha
CTpaHuLy C ONUCaHNEM NPaBUI KOPPENSLMM BO3MOXKEH TOMBbKO MPU HANU4Mm y nonb3oBaTens
COOTBETCTBYIOLLMX MpPaB.
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http://docs.pangeoradar.ru/user/flow_service_asset_findings

THan WMHUWNAEHTOB LlenTp ynpagnenua WHumaeHT THnbl HHUMAEHTOB

Y Cospams R CSV

1 2 3 11 459

") ™R 1= 3AFONOBOK MCTOYHUK

8 (-] FIN2030 YjaneHHoe sInonHere Koga k- 4
) o FIN1320 MoBLiwEeHkE NpUELTETHF k-
10 o FINT199 BLINO/KEHUE NPOUIBOABHOTO KO3 E-
3 -] FIN7420 Buino/Herne Npon3sEan k-
8 o FINS519 Yaaneroe sunonke CesizanHbie npasuna Logmule o
8 o FINT64 Nossiwerie Npus: # T3LM-10-0015-001-Legin failure from a single -5
o o T SR T source to multiple targets with a single user e

 T3LM-10-0018-002-MS-WIN-Login failure from a

o o FINETTS Yassumacts Chio multiple sources to multiple tergets with asingle 98
10 o FIN3513 Buino/HeRne NPon3san user £
10 -] FIN3362 WcnonssosaHme noce of k-
6 o FINTTO YreHUe 3a NPeJEaMM TPEHULL E-
) o FIN5550 YAaneHHOE BLINOAKERHE KOA3 k-
8 o FINS303 ToBkIluEtMe NpUEWnEr, caasarHoe ¢ Win32k o

PucyHok 100 - NpocMoTp npaBun koppensumm y Tun nHuuaeHTa, chopM1MpoBaHHOIO KOPPENSTOPOM

13.2.2. NMpocmMmoTp AeTanusauum Tuna nHuuaeHta. Kaprouka
Tnna {#type_card}

13.2.2.1. O6Lwwee onucaHne KapToO4KM TUNa MHUMAOEHTAa

[lna npocmoTpa Aetanusaumm no MHTepecytoLLemMy TUMy MHUMAEHTa Heo6xoanmo:

1. Nepentu B pasgen "MHumaeHTbI"-> "Tunbl MHUMAEHTOB"
2. B cnucke TMNOB MHLUMOEHTOB LUENKHYTh MO Ha3BaHWIO MHTEpeCyoLLero Tuna B nore "3aronoBok”
unn "ID".

Ha akpaHe oTkpoeTcs kapToyka Tvna MHUMAEHTa, coaepkallas nosHbIn Habop AaHHbIX Mo
BblIGpaHHOMY TuMy (CM. pucyHok 101).

1S I —— e — PR
KOPOTKMI ID COOTBETCTBME MO OBHOB/EH ™n
Hanucatb coobuenve
FIN56 x 2021-08-04 14:30:01 policy_violation

CBOAKA PEKOMEHAALIMM NO YCTPAHEHWIO YTPO3bl
Yaen cr 2a KOPOTKO® Epems. MpoBepETe MCTOUHYK COBLITHIA ¥ V3yuUTE NPHUMHY BCTAECKE, @ TaKoKe COAEPXaHMe/pesynsTaTsl

COOTBETCTBYHOLUMX 3aMPOCO..

OMUCAHUE
MOCNEACTBAS PEAZIN30BAHHON YTPO3bI

Benneck akTueHOCTM DNS 3a KOPOTKHiA NPOMEKYTOK BPeMeHH MOXET yKa3blBaTb Ha BPEAOHOCHYIO

ReATeNbHOCTL M/ B3NOM Y2na.
PEKOMEHAALIMM MO YMEHBLEHMIO PUCKA

WHUNAEHTDI
T YPOBEHb PUCKA TMn TUN MHUMAEHTA AKTMB 3ATON0BOK CTATYC MOCAEAHEE NPONCWECTBUE rc a -
@ 74 * FINS6 142.10.100 IDS - scrneck akTeHocTH DNS © Hosuiii 2021-09-02 22:00:54 10 users

60 * FINS6 10.004 IDS - Bcruneck akTuerocT DNS @ 3akparr 2021-08-25 16:47:42 10 writer (Writer R) admin

Co3gart wHumaeHT

PucyHok 101 - fletanu no BbIGpaHHOMY TUMNYy MHLUOEHTOB
KapTouka Trna nHumaeHTa CocTouT U3 criedyoLwmx MHEPOPMaLMOHHbIX BrTOKOB:

e (CBogHad I/IHCbOpMaLl,I/IFl Nno TNy - BEpPXHAA YaCTb 3KpPaHa,


af://n2570
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e BoK onucaHust - cogepXkmT MHOPMaLMIO MO NMPOUCLLECTBUSIM, 3adpMKCMPOBAHHbLIM B paMKax
O[IHOTO UHLMAEHTA.

e Brok pekomMeHZauui - CoaepXuT pasnnyHble pekoMmeHdaumm no JaHHoMy TUMy yrpos.

e Bnok "MHUMAeHTbI" - COAEPXKUT TEKYLLUIA CMIMCOK MHLUAEHTOB AAaHHOrO TMna.

13.2.2.2. bnok cBogHOM UHMOPMaLIMK MO TUNY MHUMAEHTA

Brnok cBogHoOM MHOPpMaLUN COOEPXKUT CreayoLime AaHHbIe NO TUMY MHUuAeHTa (CcM. pucyHok 101):

e [lonHoe Ha3BaHWe MHUMOEHTA B I'Inachopme Panap -- BEPXHAA CTPOKa KapTO4KHU.

e "Kopotkum ID" - KOpOTKMIA naeHTUmKaTop TMna MHUMAEHTa, yctaHaBnmBaembin Mnatdopmon

Papap.

e "CoorBerctBue MNO" - dnar ncnonb3oBaTb/HE_MCMNONb30BaTh TUM A5 CO34aHNS UHLUNOEHTOB
npw oueHke cooteeTcTBu4 N0O.

e "OOHOBNEH " - gaTa 1 BpeMs nocriegHero o6HoBNeHUs (co3aaHns) TUna MHUNOEHTa;
e "Kareropusa" - kateropus Tmna nHumMaeHTa. BoaMoXXHO 04HO 13 criegyowmnx 3HaYeHui:

o "HapyleHue nonuTuk1" - rmnepccoinka "policy_violation", oTKpbIBAET CNMCOK MHLMOEHTOB,
OTHOCSALLMXCA K AaHHOW KaTeropuu.
o "CeteBas aHomanus'" - rmnepccoinka "network_anomaly", OTKpbIBAET CMUCOK MHLWAEHTOB,
OTHOCSILLMXCA K AAaHHOW KaTeropum.
o "YasBumocTb" - runepccebinika "policy_violation", OTKpbIBAET CMIMCOK MHLWAEHTOB,
OTHOCSLLMXCH K AaHHOW KaTeropuu.
e OueHKa pu1cKa - OLeHKa pucka no ymonyaHuio Ans MHUUMOEeHTOB AaHHoro Tuna. MNMpegnaraetca npu

CO34aHUN NHUMAEeHTa N MOXeT ObITb U3MEHEeHa Nonb3oBaTenem Aana otaenbHbIX UHUMOEHTOB.

MoMMMO nepevncrieHHbIX NapaMeTpoB B Of0ke CBOAHOW MHGOpMAaLIMM MPUCYTCTBYHOT CrieayoLine
yHKLMN:
e "PepakTupoBaTtb'" - NpU HaXKaTUKN HA KHOMKY OTKPbIBAETCS CTpaHuLa peaakTMpoBaHus

napameTpoB Tuna nHumaeHTa. NogpobHoe onncaHne pegakTpoBaHust NpYBeAeHO B pasgene
"VYnpasneHue 6a3ol 3HaHUU munos UHuudeHmMos. PedakmuposaHue napamMmempos murna

UHyudeHma".
e "Hanucatb coobuieHue" - npu HaxaTum Ha KHOMKY OTKPbIBAETCS CTaH4ApPTHOE OKHO
Mnartdopmbl Pagap ons cosgaHns n otnpasku cooblueHus. NogpobHoe onncaHmne oTnpaBkn

coobLeHnn NpMBeaAEHO B pasaene oKyMeHTa "YrpasneHue 6a3ol 3HaHuU murnog UHUUOEeHMOos.

Co3zdaHue u omnpaska coobuieHuUl co cchi/ikol Ha mun uHyudeHma'",

13.2.2.3. Bnok onucaHus

Brnok onucaHus - 3T0 HPOPMALIMOHHbIN ONOK, KOTOPbIV COOAEPXKMUT cneayLmne nonsi (CM. pUucyHoK
102):

e "CBopka'" - kpaTkoe onucaHve AevcTBUiA, CNPOBOLMPOBABLLMX UHLMAEHT.
e "OnucaHue" - onncaHue NpPUYnHbI, MO KOTOPOW AAaHHbIE AENCTBUS ObINU NPUYUCTIEHBI K paspsaay

VHLUNOEHTOB.
13.2.2.4. Bnok pekomeHaauumn

Brnok pekomeHaaumi - 3T0 MHOPMALIMOHHbIN BIOK, KOTOPbLIV COAEPXKUT creaytoLue nons (CM. PUCYHOK
102):

e "PekomeHAauuu No ycTpaHeHUo yrpo3sbl" - 6ok coaepxut Habop pekomeHaaummn no

YCTPaHEeHWIo yrposbl.
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e '"TlocneacTBus peann3oBaHHOM yrpo3bl” - 6rIoK COoepXKUT NepeyeHb NoCneacTBUA peanmsaumnm
yrposbl.

e "PekomeHAauuun No ymeHbLUIEHUIO pUcka" - Bnok coaepxuT Habop pekoMeHaauui no
YMEHbLLEHWIO pUCKa BO3HUKHOBEHUSA Yrpo3bl AaHHOIo TMna.

TekcT B kax4oM 13 nonen brnoka pekoMeHgaumin MoOXXHO Npu HEOBXOAMMOCTU CKPbITb UMK Pa3BEPHYTb
Ncnornb3ys yHKUMIO () B 3aroroskKe rons.

CBOAKA PEKOMEH/IALIMM MO YCTPAHEHUIO YTPO3bI ~

HEeCKo/IbKO Lenesbix y3108 o npepena ownbok BxoAa B cuctemy c * Visonupyite ysen o cetw. NpockaHnpyiiTe y3en C MOMOLLbIO aHTMBMPYCHOI MPOrPaMMbl Ha MPEAMET HanuuMs

OZHOTO Y3/1a-MCTOUHMKA MO/l AWM IMEHEM 10/Ib30BaTeN. YTPO3 ¥ yCTPaHNUTE UX B CAlyuae BLIABNEHNA.

« Eomy SBNASTCA BHYTP! y3nom, €ro Ha NpeaMeT B3/10Ma.
ONUCAHUE
« ECIM y3en-MCTONHMK SEARIETCA BHELHUM Y31OM, MIPOBEPLTE MOMTUKY BPaHAMay>pa, UTOBbI yBeavTECR, UTo AocTyn

KO BHYTPEHHUM CUCTEMAM MOXHO MOYUMTh TOEKO C IP-3APECOs A0BEPEHHbIX AMANAZOHOE.

o] rpefiena KOAMYECTBA OWMBOK BXOAA B CHCTEMY HECKO/IbKVX LIENEBbIX Y3M0B.
BOMbILIOE KOAMUECTBO TakMX OLIMBOK MOXCET YKa3bIBaTh Ha MOMBITKY MONYUEHA YUETHBIX AaHHBIX TOAb30BaTENA B

Uenesoii CvcTeMe MeToAoM NoaBOpa. ATaka MeTo10M N0A60Pa NPEATIONaraeT MOUCK PelleHws MyTem NOCTORHHORO HIOCHIEACT B PEANISOBAHHOM Y1 POSb!
nepeGopa naponei, Wiouei M T. A.

PEKOMEHAALMW MO YMEHBILIEHWIO PUCKA

|‘

TMpodunakyka yrpossl sddeKTUBHEe, Uem yCTpaHeHMe ee NOCIeACTBWiL [la/iee MPUBEACH CTIVICOK OCHOBHBIX
i no CUCTEMBI:

* VlcnonbayiiTe CROKHBIE N3POAM WM TPEGYVTE UX MCTIONESOBAHNS.
.0 NOMLITOK BX0Aa B CHCTeMy.

* Vicnonbsyiite Tectbl CAPTCHA.

« HacrpoliTe 3aaepx«y MexXay MonsITkamm EXo4a.

+ VIcnonbayiiTe KOHTPO bHbIE BOMPOCH.

+ AKTVBUPYiiTE ABYXGAKTOPHYIO ayTEHTHPNKALIMIO.

« Vicnonesyiite Heckonbko URL-aapecos Bxona.

. no pbie 60Tol OByuerb owmbku, Ho & cnyvae

OAHOBPEMEHHBIX HEYABUHBIX NIOMLITOK BXOAR B CHCTEMY MOXHO VCTIO/ILS0BATS NepeHanpas/ieHne Ha pasHbie
CTpaHuMLIb OWNBOK. V13-33 STOTO 310y MbILINEHHAKY MOTPEBYETCH Kak MUHYMYM NepeiiT Ha Gonee NpoaBuHyTOe
o).

PucyHok 102 - OnucaHue yrposbl ¥ peKoMeHAaumnm Mo ee yCTpaHeHNIo Ha KapTodke Tuna MHUMOEeHTa

13.2.2.5. bnok "HUnpeHTbI"

Bnok "MHUunMaeHTbI" cooepXXuT CTaHAapTHbIM TabnMYHbI MHUNMOEHTOB, COCTOSALLMI TOMLKO M3
VMHLUWOEHTOB AaHHOro Tmna.

MonHoe onucaHne TabnmMyHoro cnucka MHUMAEHTOB NpUBEAEHO B pasaene "[Tlodpasden

nn

"UHyudeHmsbI"".

Mogpo6Hoe onucaHue paboTbl CO CNMCKOM MHUMAEHTOB NpuBeaeHa B pasgen "Paboma ¢
UHyudeHmamu'.

13.3. YnpaBneHue 6a3o1 3HaHUN TUNOB UHLUNOEHTOB

13.3.1. Co3gaHue HOBOIro TUNna MHUUAEHTa BPY4HYIO
{#type_incident_create}
basa 3HaHui LeHTpa pearnpoBaHus LOMKHA NOCTOAHHO paclmpaTbes. NomMumMo nonyyveHust

NOCTOSAHHbIX OBHOBEHNI CO CTOPOHbI pa3paboTynkos MnaTtdgopmbl Pagap cylectByeT BO3MOXHOCTb
CaMOCTOATENBHOIO pacLuMpeHns 6a3bl 3HaHU BPYYHYHO.

[Ina co3aaHusa HOBOToO TUMa MHLUMAeHTa HeobXxoanmo:

1. MNepentun B pasgen «AHUMAEHTbI» ->«TUNbl MHLUWOEHTOBY.
2. HaxaTb Ha kHonky «Co3paTb».

3. B oTkpbiBLLEWCS (hOpMe C NapameTpamy TUna UHUMAEHTa 3anofiHUTb COOTBETCTBYHOLLIME NONs
(cm. pucyHok 103):

MogpobHoe onncaHne Ucnonb3yeMbix NPy CO3AaHUM TUNa noren NpuBeaeHo B pasgene
"lMpocmomp demanusauuu murna uHyudeHma. Kapmoyka muna".
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4. HaxaTb Ha kHonKy "CoxpaHutb".

Ha akpaHe oTKpoeTcs OOHOBMNEHHbIN TabNUYHbIN CNIMCOK TUMOB.

Kateropus

BbiGepuTe KaTeropuio..

CuHXpoHU3aLuus ¢ 6a30i 3HaHWI

OcTaBNTb TN MHUMAGHTA NTOKaNbHBIM 11 HE CUHXPOHWU3WNPOBATb ero ¢ 6a30it 3HaHMIA?

Ceopka

Onucaxune

MocneacTsus peanusoBaHHOM yrpo3abl
PekoMeHpaLUWm no yCTpaHEeHWIo yrposbl
PSKOMeHﬂaLLVIIA N0 yMeHbLUEeHUIO pUcka

BHyTpeHHee NpuMevaHue

Pasmep npumMeyaHms orparisen 255 cuMBOnaMM.

OueHka pucka

0.0
[ ]

Ouenka pHcKa, 3afaHHas B THIE MHUMAGHTS, HCTONbYETCA €CAN MDY COSAAHIN HHUMAEHTa OLSHKa PHCKa He yKasaHa

KommeHTapuit

310T KoMMeHTapuii He BuaeH 8 LIMP.

PucyHok 103 - ®opma ansa co3ganus B MnaTtdgopme Pagap HoBoro o6bekta «Tun nHumMaeHTa»

13.3.2. PegaktupoBaHue napameTpoB Tuna nHuuaeHTa {#edit}

13.3.2.1. [locTtyn K hyHKLUN peaaKkTMpoOBaHUA

BHuMaHue! OyHKUNA pegakTpoBaHus 4OCTYMNHA NoSb30BaTENO TOMbKO NPU HAaNMYMM HEOBXOAMMBIX
npae goctyna.

(DyHKLI,I/Iﬂ penakTnpoBaHuA napamMmeTpoB TUNa NHUMAOeHTa OOCTynHa:

® Ha 3KpaHe co cnuckoM TmnoB : "MHuugeHTbl"-> "Tunbl UIHUMAEHTOB";
® Ha KapToyke uHuugeHTa: "UHunaeHTbl"-> "Tunbl UHUMAEHTOB" -> /LWENKHYTb NO 3arofioBKy
MHTepecyloLero Tuna MHUUAEHTa B cnucke/.

13.3.2.2. lNepeyeHb pegakTupyeMbiX napameTpoB

B cny4vae HeO6XOD,I/IMOCTI/I MOXXHO OTpeaaKTnpoBaTb Takne napamMeTpbl TUMa MHUUOEHTA Kak:

® 3HayeHVe YPOBHS pucka (YPOBEHb 3HAYMMOCTM) MO YMOMYAHUIO 4118 TUNa MHUWAEHTA;
° umsa TMNa nHumaeHTta B Nnardopme Paaap;

® [OMEHATb KaTteroputo yrposbl Anda gaHHoro tmna MHUMAgeHTa;
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® [OMEHATb CTaTyC MCMonb30BaTb/HE_UCMONb30BaTh TUM 4SS CO30aHUS UHLMAEHTOB npu oueHke

cootBeTcTBUSA MO.
® MapaMeTpbl ONUcCaHNs TUNa MHUUOEHTA, Takue Kak:
e "Cpogka " - kpaTKoe onvcaHue OeNCTBUIA, CMPOBOLMPOBABLUNX UHLMAEHT;

o "OnucaHue yrposbl" - onnucaHne nNpuymHbI, No KOTOPOW AaHHble AeUCTBMSA Oblnv NPUYMCIEHDI
K pa3psay MHUMAOEHTOB;

o "PekomeHpauum no yctpaHeHuto yrposbl” - HAOOp pekoMeHAauun No YCTPaHEHWIO Yrpo3bl;

o "TlocnencTeus peanv3oBaHHON yrpo3bl” - nepedeHb NOCNEACTBUI peannsaumm yrpoabl;

o "PekomeHOauum no yMeHbLUEHMWIO pUcka" - HAbOP pekoMeHAauUA No YMEHbLUEHMWIO pUCKa
BO3HVKHOBEHMS YrpO3bl JAHHOTO TUMa;

o "BHyTpeHHee npumevaHue";

o "KommeHTapumn'.

13.3.2.3. NpoBeaeHne peaakTMpoBaHUA

PepakTnpoBaHve napaMeTpoB TUna MHLUMOEHTa HEOBX0AMMO B Criyyae, eCrniv B ONncaHum TUna ecTb
HETOYHOCTMU, BbISIBNEHHbIE aHANUTUKOM UMW Y aHanuTHKa ecTb [0MNONHUTENbHbIE CBEAeHMS,
TpebytoLme durkcaLmm B KOHTEKCTE TUMNa UHLMAEHTA.

[lns npoBeaeHusi pegakTMpoBaHus HEOBXOAUMO:

1. OTKpbITb OKHO PefakTUPOBaHKS OAHMM U3 criegyroLwmux cnocobos:

0 OTKpbITb CINCOK MHUMAEHTOB "UHuMAaeHTbI"->"Tunbl UHUMAEHTOB", N HaXXaTb B CTPOKE
TMNa, TpebytoLero moaMdmkauum, Ha KHOMKY .
o OTKpbITb KAPTOYKY TMMA UHUMAEHTA, Tpebytowero mogudukaumm "UHumaeHTbl"-> "Tunbl
MHUMAEHTOB" -> /LeNKHYThb MO 3arofIoBKy MHTepecyrLero Tuna B cnucke/, n Haxarb
Ha kHomnKy "PeaakTupoBaTb", pacnonoxeHHyto B 6r1oke CBOAHOM MHOPMALIMM KapTOYKM.
2. B oTkpbiBLUENCS hopMe peakTUpOBaHMS NapaMeTpoB TUMNa UHLMAEHTa BHECTU Heobxoaumble

n3MeHeHus (cM. hucyHok 6).

3. [Inga coxpaHeHus N3MeHEHUIN HaxaTb Ha KHOMKY "CoxpaHuTb".
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MS-WIN-Local authentication ATaka MeTogoM nog6opa 3aBepLunnach ycrnewwHbiM
BXO[0OM B CUCTEMY

LleHTp ynpaenexns > WMHUMAEHTb > TUMbl MHUMAEHTOB > M3MeHenme

Nma

MS-WIN-Local authentication Ataka MeTofoM Noa6opa 3aBepLUNNACh YCMELIHbIM BXOAOM B CUCTEMY

Kateropus

HapyweHune nonutukmn X

CUHXpOHU3aUus ¢ 6a30i 3HaHWI

OCTaBUTb TUM MHUMAEHTA NI0Ka/bHBIM U He CUHXPOHWU3UPOBaTh ero ¢ 6a30i 3HaHWA?

Csopka

Ataka MeTofl0M Nof6opa 3aBepLUMaach YCneLHbiM BXOAOM B CUCTEMY.

OnucaHne

ATaka MeTof10M Noa6opa NpeacTaeseT Co60M NOMbITKY NONYYeHNs Napons NyTeM CUCTeMaTUYecKoro nepeGopa BCex BOSMOXHbIX KOMGMHaLMit Gyke, LMGP U APYriX CUMBOIOB, NOKa He
6ynet oGHapyxeHa BepHas KOMBUHaLWs. [1Ns reHepaLum 60MbLIOTO KONNYECTBA BAPNUAHTOB UCMONb3YIOTCS Pa3NUHbIe TUMbl aBTOMATU3UPOBaHHOrO MO 1 MHCTPYMEHTOB Banoma. B pamkax

MocnencTens peann3osaHHOI yrposbl

B cnyyae ycnexa 3/10yMbiliIeHHUKa Hanbonee onacHbIMU SBNSIOTCA Cleaytolne PUCKU:

PeKOMEHA1aLMM MO YCTPAHEHMIO Yrpo3b

* Vsonupyiite y3en oT ceTu.
* MpoBepbTe UCTOYHNK COBBITUIA U UX MPUYKHY, 4TOGLI ONPEAeNUTL, MMEeeT I MecTo peasbHas yrposa uiv ownbka B aBTOMaTU3NPOBaHHOM NpoLecce (Hanpumep, npouecce MySQL).

PekomeHAaumm No yMeHbLUeHMIO pucka

MpodunakTuka yrposbl adpdekTBHEE, YeM yCTpaHeHe ee NocneacTenii. [lanee NpuBeaeH CNMcoK OCHOBHbIX PeKOMeHAaLMiA No NOBbILIeHNIo 6e30MacHOCTI CUCTEMBI:

BHyTpeHHee npumeyaHie

Pasmep npuMeyaHIs orpamien 255 CUMBORaMA.

OueHka pucka

0.0
o

Ouerika pucka, 3aaanHas & THME HHLMACHTA, UCTIONB3YETCA ECIU IPH COSAAHIN MHLNAEHTA OLEHKa PUCKA HE YKasaHa

KommeHTapuit

30T KOMMEHTaPMIT He BuaeH & LIMP.

PucyHok 104 - OKHO pefakTMpoBaHnst BbIOPaHHOIO TUNa UHUMAEHTa

13.3.3. Co3pgaHue n oTnpaBKa COOOLLEHNSA CO CChISIKOW Ha TUN
uHuuaeHTa {#message}

Mpu paboTe c 6a3ol 3HaHWI NONb30BaTENb MOXET OTMNPaBUTb TEKCTOBOE COOOLLEHME ApYroMy
none3oBaTento NMnardopmbl Pagap. [1ns atoro Heobxogmmo:

1. OTKpbITb KAPTOYKY TMMA MHUMAEHTA: "UHUMAEHTbI"-> "Tunbl UHUMOEHTOB" -> /WENKHYTb NOo
3aronoBKY UHTepecyloLlero Tuna B cnucke/.

2. HaxxaTb Ha kHonky "Hanucatb coobLieHue".
3. B oTkpbiBLUENCS hopMe COOOLLEHMS 3aMNONHUTL CreayoLmne nons:

o "Mony4aTtenb" - BbIOpaTh agpecaTa 13 packpbiBatoLLErocs CrmMcka nonb3oBaTtenem
Mnartcopmbl Papgap;
o "3aronoBok" - BBECTM 3arofiloBOk COObLLEHNS;
o "Coob6LieHue" - BBECTU TEKCT coobLleHuns
4. Haxatb Ha kHonky "OTnpaBuTb".

Mpw oTnpaBke kK cOObLLEHNIO OyAeT aBTOMaTUYECKN NPUKPEensieHa Cebifika Ha AaHHYH KapTouKy Tuna
WHUMOEHTA.
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OTnpaBneHHoe 13 KapTo4kKN TuMa coobLleHne oToOpa3nTCs B CNMCKE OTNPaBIIEHHbIX COOBLLIEHWNN

none3oBatens. Cnmcok OoTnpaBJieHHbIX coobLLeHnn nonb3oBaTtens pacnonoXxeH B npocbvu'le

nonb3oBaTens (m), B pasgene "CoobweHus".

Mogpo6Hoe onncaHue paboTbl Nofb3oBaTessi ¢ COObLEHNAMN NPUBEAEHO B pa3aene AoKyMeHTaumm
"Paboma ¢ coobuweHusmu".

13.3.4. Co3pgaHue BpYy4HYI UHUMAOEHTA YKa3aHHOro Tuna

Ha kapTouke Tuna nof CrvMckoM UHLUMOEHTOB A@HHOTO TUMa pacronoXeHa yHKUMS co3gaHms

MHUMOeHTa -- kHonka "Co3gatb MHUMAEHT" (CM. pasgen "[Ipocmvomp demanu3ayuu muna UHyudeHma.

Kapmouka muna") . JaHHas yHKUMS NO3BONSAET CO34aTb BPYYHYIO MHUMAEHT TOrO TUMA, C KapTOUKN
KOTOporo 6bina akTuBMpoBaHa PYHKUNS CO3AaHUSA UHLMAEHTA.

lMonHoe onucaHne co3gaHns npuBeaeHo B pasgene "Paboma ¢ uHyudeHmamu. Co3daHue Ho8oz0
UHYUOeHma ¢ Kapmoyku muna uHyudeHma".

14. PaboTa ¢ NpOCMOTPLUMKOM COObLITUN
14.1. OGwme faHHbIE

BHumaHume! Pasgen "lMpocMoTp cobbITUIA" JOCTYMEH TOMNBKO NOMb30BaTENSIM C COOTBETCTBYOLLMMMU
npaBamMu Ha MPOCMOTP COObLITUI.

Pasgen "lMpocmoTp cobbITUA" NpegHasHaveH A4ns nomcka, NpocmoTpa U aHanmaa 3amKkcMpoBaHHbIX
COObITWIA, BbI3BABLUMX UHLIMAEHT, BKIHOYAs Cbipble AaHHble COBbITUN.

14.2. NepBHYHaa HaCTpoUKa BbiBOAAa COObLITUM Ha
3KpaH

14.2.1. NMpoBeaeHne HaCTPOUKHN

[na Hayana paboTbl ¢ COObITUSIMM HEOBXOAMMO BbIMOMHUTL CREAyoLMe AEeNCTBUS:

1. B none "Bpems" ykasaTb BpeMeHHON AnanasoH nouncka. lNogpobHoe onncaHne BapuaHTOB

BbIOOpa BpeMEeHHOro HTepBarna npuseaeHo B pasnen "OcobeHHocmu ebibopa 8peMeHH020

uHmepsana".
2. B none "UHpekc" ykasaTb:

© WCKOMbI MHAEKC, Hanpumep ElasticSearch, ans nowucka;
O OCTaBWUTb «*» [ NoMcka No BCemy KrnacTepy AaHHbIX.

3. HanmcaTtb NoMCcKOBbIN 3aMpoc U ocTaBuTb MOMe NyCTbIM AN MPOCMOTPa BCEX COOLITUN.
4. Haxatb Ha KkHonky «Iouck».
Ha akpaHe oTobpassitcs B Buae AnarpaMMbl AaHHbIE MO COObITUAM, MPOM30LLIEALLNM 3a YKa3aHHbIN

BPEMEHHON Nepuog 1 oTBevaroLme 3agaHHbIM ounstpam (cm. pucyHok 105). Takke Ha akpaHe

0TO06pPasnTCA CNMCOK ONUCaHUIN NO KaXKaoMy HanaeHHOMY CObbITHMIO.
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Mpocmotp cobbiTwii

Bpema Wriacke

2021-09-

~ 2021-09-06 23:39:59 B =

3snpoc Ana nowcxa

[ rowe ] 0w J | = JECSRERY 2 |

BeiGpakrHele noas 06 centabpa 2021, 0

- 06 centaBpa 2021, 23:39:39.999, ¢ pazbuekoll  apro $

7 _source

[JlocTynHele nona

t id

g

t _index §
E-
H

# _score E

t _type 4

@© @timestamp

t emor
12:05:00 12:10:00 12:15:00 12:20:00 12:25:00 12:20:00

t eventlogsourcehost Gtimestamp ne 20 manyr

t eventlogsourceinput

t eventuvid Bpens _source

t oraw

2 eventlogsource.inp
“rs_collector_ts":"20.

raw: {"rs_collector_hostname":"localhest”, "rs_relay_fqdn":"localhest”,"rs_relay_i

PucyHok 105 - Pesynsrat novncka cobbITuii No 3agaHHbIM napaMerpam

14.2.2. Copoc, coxpaHeHue, 3arpy3ka (punbLTPOB HACTPOMNKMU
NPOCMOTpPLUMKA

[ng cbpoca Bcex pUNsTPOB HACTPOMKM MPOCMOTPLLMKA - HAXaTb Ha KHOMKY "O4ncTUTh".

HacTpoeHHbIn Habop HUNLTPOB MOXHO COXPaHWUTL AN1s NMOCHEeAYLLEro NCMOMb30BaHMS - KHOMKa
"CoxpaHuTb".

[ns ucnonb3oBaHUs paHee CO3haHHOIO U COXpPaHEHHOro Habopa UMETPOB - HaXKaTb Ha KHOMKY

"3arpysuTb".

14.2.3. Hactponka o6HOBNEHNA AaHHbIX

B none dunetpos pacnonoxeHa yHKUUA HACTPONKM OOHOBMNEHMS OaHHbIX - MOMe C MUKTOrpaMmon (

E) . Mo ymonyaHuto ycTaHaBNMBaETCS PEXUM PYyYHOro 06HOBNeHUs. OGHOBIEHNE BPYYHYIO

Nnpon3BOANTCA NPU HaXaTnn Ha NMUKTOrpamMmmy.

[ns aBTOOGHOBNEHMS BbIOpaTh BpEMEHHON MHTEpPBan 0OHOBNEHUS B PACKPbIBAKOLLIEMCS CMMCKe (CM.
pucyHok 106).

EIEN0n - B

BpyuHyio

3¢
Hosbiii dmabTp 15
3c

BuifpaHHbie nona 06 ceqatps 2021, 10:12:00.000 - 06 centatpa 2021, 14:12:00.000,

PucyHok 106 - Hactporika 06HOBNEHNsT faHHbIX
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14.2.4. Oco6eHHOCTU BbIOOpPa BpeMeHHOro UHTepBana
{#time_interval}

14.2.4.1. BbicTpbIX BbIOOpP AaT

[MpoCcMOTPLLMK NO3BONSAET YCTAHOBUTL BPEMS MO NPeayCTaHOBMNEHHBIM BPEMEHHbBIM UHTEpBanam
(6bicTpbIN BLIGOP AaT).

[Onsi HACTPOVIKM BPpEMEHW MO NpeayCcTaHOBIEHHOMY BPEMEHHOMY UHTEpBary HeobxoaMMo HaxaTb Ha

nuktorpammy ( = ) criesa ot nons "Bpemsa".

OTKpoeTcsa ABYXYPOBHEBBIN CMMCOK "BbICTpbIN BbIGOP AaT", BKIHOYALWUIA cneayoLimne

npeaycTaHOBINEHHbIE BPEMEHHbIE MHTepBarbl (CM. pucyHok 107):

e "Tekywme":
e TekyLlaa MUHYTa;

o TekyLwimi yac;
o TeKyLlni OeHb;
o Tekylwlasa Hegens;
o TeKywwmi mecsL;
o TekyLwwwi rog.
* '"llocnepgHue" - nepeveHb NOCAEAHNX UCMONb3YEMbIX B CEAaHCE TOYHbIX BPEMEHHbIX MHTEPBAIIOB

(cm. pasgen "ToyHasi HacmpolKka 8peMeHHbIX UHmMepsasos”).
e "MuHyTbI":
e [lpownas MUHYTa;

o [lpowrnble 3 MUHYThI;

o [lpowrblie 5 MUHYT;

o [lpowurbie 10 MUHYT;

o [lpownble 15 MUHYT;

o [powrbie 30 MUHYT.
e "Yacol"

e [Ipownbiv Yac;

o [pownble 2 Yaca;

o [lpownble 3 yaca;

o [lpownble 6 4acos;

o [lpownble 12 yacos.
e "Nun"

e [IpownbIn OeHb;

o [lpownble 2 gHs;

o T[pownble 3 gHs;

o [pownble 5 gHen;

o [lpownkle 7 gHew;

o [lpownble 12 gHen.
e "Mecsub!"

e [Ipownblin mecsl,;

o [lpownble 2 mecaua;
o T[lpownble 3 mecsua;
o [lpownble 6 mecsueB.
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e "Topga™
e [lpownbin rog;

o [pownble 2 roga;

o [lpownkle 3 roga.

MpocmoTp cobbiTHiA

Bpema WHaexc

2021-09-06 00:00:00 ~ 2021-09-06 23:59:59 E] *

BbicTphiii BeiBoOp aaT
3anpoc AnA Nomck

Texywme eKyL|an MUHYTa

Tekywmid vac
Tekylwan Heaena
Tekywmid mecau

Hack! Tekywwmii rog
Hoewiii punstp

Axwn

MuHyTHI

Mecsaua
BbiBpaHHbIe Nons Fona Abps 2021, 23:59:59.999, ¢ pasbuekoi  no muHyTam 4+ (3amena

? _source

ADCTynHHE rem @ -
10

PucyHok 107 - Beibop npeaycTaHOBNEHHOrO BPEMEHHOMO MHTEpBara 4SS oMcka cobbITuin
14.2.4.2. TouHasa HacTpoMKa BPeMEHHOro UHTepBana

Mpy HEOBXOAMMOCTI MOXKHO HACTPOUTL TOYHbI BPEMEHHOW UHTEPBAn ANs BbiBoga cobbITMiA. [1ns
3TOro HeobxoA4nMo:

1. lWénkHyTb no nonto "Bpems".
2. B oTkpbiBLLEMCH KaneHaape BblbpaTb AaTy Ha4Yan u AaTty KoHLA BpeMEHHOro AnanasoHa (CMm.

PUCYHOK 108) Ecnn HeO6XOﬂ,I/IMO YKa3aTb O4MH jeHb, TO ABa pa3a WEeJIKHYTb MO HY>XHOMY OHIO.

MpocmoTp cobbiTUiA

Bpema Wnaekc
& < CEeHT. 2021 > o» « < OKT. 2021 > »
M BT cp W T ¢ BC nH BT cp uwr T o BC
1 2 3 4 1 2 3
'@j 7 8 9 0 11 12 4 5 6 7 8 Q 10
1 = 6 17 18 19 1 12 13 14 15 18 17

20 2 22

06 cenTABps 2021, 19:45:54.617 - 06 cenTrbps 2021, 20:27:54.617, ¢ pazBuexok

PucyHok 108 - YcTaHoBKa gat Hayarna v KoHLa BPEMEHHOro MHTepBara Afis nomcka cobbiTuin

3. MNocne ycTaHOBKM AT OTKPOETCS NaHenb Bblbopa BpemeHu B opmate Y4.MM.CC gns gatbl
Havana 1 KoHLa BPEMEHHOIO MHTepBana. YCTaHOBUTb BPEMS AN AaT Havana 1 koHua
BpeMeHHOro nHTepsana (cMm. pucyHok 109).
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MpocmoTp cobbiTuii

Bpena Vgeke

2021-09-06 10:12:00 ~ ZUZW-OBIUE 14120 (| =

2021-09-06 2021-09-06
10 12 00 14 12 00
n 12 0l 1 1 1
1 14 ) 16 1 02
1 1 ) 17 1 03
1 1 18 1 4
1 17 19 1
06 cenTABpa 2021, 19:45:54.617 - 06 cenTabpa 2021, 20:27:54.617, ¢ pasbuexoi ) *

1 18 ) 20 18 !

AoctynHbie nona g

Konuuectoo

@timestamp no 1 MuHyTe

PucyHok 109 - YcTaHOoBKa BpeMeHM A4S AaT Havarna v KoHLa BpeMEeHHOro MHTepBarna Ans novcka

coObITUI

14.3. AHanu3 coobITUN

14.3.1. HacTtpouka npocMoTpa BpeMeHHON AnarpamMmb|
coObITUMN

Ha gnarpamme otobpaxkaeTcs Konnm4ecTBo cobbITUIA, 3addMKCMPOBaHHbIX 3@ YKa3aHHbI BPEMEHHOMN
nHTepsan. CobbITUS Ha gnarpaMme CrpynnMpoBaHbl N0 3a4aHHbIM BPpEMEHHbIM MHTepBanam.
Hanpumep: npu BeIGOpe BPEMEHHOTO MHTEpBana rpynnMpoBku cobbITUA "NO Yacam'" B CMIUCKE,
pacnonoXXeHHOM B 3arofloBke guarpammbl, CTonbuk guarpammel 6yaeTt otobpaxaTb cobbITUS,
3adunKcnpoBaHHble B TedeHune 1 yaca (cMm. pucyHok 110).

Ecnu B cnvcke BbIOpaTh 3HaYeHve "No MUHYTaM", TO Te e cobbITusA OyayT oToOpaxaTbcs Ha
avarpamme B Buge ctonbukos, B KOTOPbIX COBbITUS CrpynnUpPOBaHbl MO MUHYTHBIM MHTEpBanam (Cm.

pucyHok 111).

3anpoc Ana Nowucka
-] [ -

Hossih gunstp

BbiBpaHHble nons 06 centadpa 2021, 11:45:56.514 - 06 centabpa 2021, 12:47:56.514, ¢ pazbuekol ‘ no uacam

«»

? _source

Konnuecrso: 30

Dloctynkibie nons g @timestamp: 2021-09-06 12:00:00.000
t id

t _index

Konusecreo

# _score
t _type 3
® @timestamp

t error

@timestamp no 1 yacy

eventlogsource....

eventlogsource.i...

eventuuid
Bpems _source

t raw

event.uuid: AAAAAGE125U6+JLO4kYJYB81/jju1VMq event.logsource host: 127.0.0.1:9092
event.logsource.input: 2671-Linux-Debian
> 06 ceHTAGpA 2021, 12:02:29.937 raw: {'rs_collector_hostname™:"localhost”, rs_relay_fqdn":"localhost", rs_relay_ip":"127.0.0.1","rs_collector_ts":"2021-09-06T09:

PucyHok 110 - MprMep BbIBOAA AaHHbLIX O COObITUSX C pa3bMBKOM MO Yacam
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Bei6paHHbie nons 06 ceHTABPA 2021, 11:40:34.000 - 06 ceHTABPs 2021, 13:00:34.000, C pasbuUBKO Mo MUHyTaMm =
? _source
1 Konuuecrso: 15
JoctynHele noas @timestamp: 2021-09-06 12:02:00.000
E o] 12
H N
t _id 5
o
E:
t _index H
°
2
# _score
4
t _type I
© @timestamp 0
12:05:00 12:10:00 12:15:00 12:20:00 12:25:00 12:30:00 12:35:00
t error @timestamp no 1 MuHyTe
t eventlogs...
t eventlogs...
Bpema _source
t eventuuid -
t raw event.uuid: AAAAAGE12SU6+JLO4kYJYB8r/jjulVMg event.logsource.host: 127.0.0.1:9092
event.logsource.input: 267 1-Linux-Debian
4 06 cenTabpsa 2021, 12:02:29.937 raw: {"rs_collector_hostname":"localhost","rs_relay_fqdn":"localhost","rs_relay_ip™:"127.0.0.
1" "re_rollector te"-"2021-00-NATNA-N2-22 ON7255+00-N0" *__rs_madule"2A71-linuy-Nehi

PucyHok 111 - Npumep BbiBOAA OaHHbIX O COObITUAX C pa3byBKOM MO MUHYTaM

B cnucke BbIOOpa BpEMEHHbIX MHTEPBANOB A1 FPYNNMPOBKN COOLITUI MOXHO BblbpaTh criegytoLLme
TWMbl pa3buBkK:

e aBTO (cMcTeMa cama noabupaeT BpeMeHHON MHTepBan rpynnupoBKa A5ist cobbiTuiA B 3a4aHHOM
ananasoHe);

® [0 MUNNNCEKYHOAM

® [0 cekyHaawm;

® [0 MUHYyTaM;

® [0 Yacawm;

® [0 AHAM;

® [0 Hegensw;

® [0 MecsiLam;

® [0 rogam.

Mpv HaBegeHMN Kypcopa MbILK Ha CTONBWK AuarpaMmmbl BCMbIBET OKHO C NapameTpamm (CM. pUCYHKK
en7v):

® KONMYecTBO CObbLITUIA, MPON3OLLIEALLMX 3a 3aAaHHbIA UHTepBan BpeMeHM AN rpynnupoBKY
coObITUIA;

® HayanbHOe 3HayYeHVe YCTaHOBNEHHON BPEMEHHOMN OTCEYKU.

14.3.2. Hactpounka nonen TabrNMYHOro cNMckKa coobITUN

14.3.2.1. Cnucok co6bITUM NO YMONM4YaHUIO

Mog ouarpammor pacnornoXeH TabrnMyHbIA CMCOK COObITUIA, MPOM30LLEALLNX B 3a4aHHOM Anana3oHe
BPEMEHMN.

Mo ymonyaHuio faHHbI CIMCOK COAePXKUT cneaytowimne nons (cm. pucyHok 109):

e [lone "Bpems" - gata 1 Bpems korga nponsoLusio cobbitue.
e [lone "_source" - cogepxuT Habop napameTpoB.

[nsa TabnuyHoro cnmcka cobbITUI MOXHO HAacTpOUTb Habop nonen (napaMeTpoB), BbIBOAMMbIX Ha
3KkpaH. Cnucok JOCTYMHbIX AN BbIBOAA HA 3KpaH NapaMeTpoB OTOOpaXeH crieBa OT AgnarpaMmvbl B
obnactu "OocTynHble nonsa" (cM. pucyHok 112).
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BuiBpaHHele nona 06 centabps 2021, D0:00:00.000 - 06 cermaBps 2021, 23:39:59.998, ¢ pazbnekoii | no wumyram ¢ | (3amena e pasbuery no 10 mnryT)

? _source
Keansecree: 13
Joctynusie nons g @timestamp: 2021-09-06 12:00:00.000

t _id

t _index

Konwuecreo

# _score

t _type 4
© Etimestamp

t emor
12:06:00 12:10:00 12:16:00 12:20:00 12:25:00 12:30:00 12:35:00 12:40:00
t eventlogsourcehost Stimestamp ne 10 manyr
t eventlogsourceinput
© eventuuid [ Bpema _source
toraw

event.uuich AAAAAGE125U+ILOAKYVIVBEH/jjulVMq eventlogsourcehost: 127.0.0.1:9092 eventlogsource.nput: 2671-Linux-Debian
raws {rs_collector_hestname": localhost’,"rs_relay_fqdn":"localhost’, "rs_relay_ip's127.0.0,1" “rs_collector_ts"+" 2021-02-06T02:02:22.907255-00:0
b} 06 cenTabpn 2021, 12:02:29.937 0".'_rs_modlule’:*2671-Linux-Debian" “message”:" < 13> Sep 6 08:02:28 172.172.172.200 sshel[19833]: Accepted password for threat_User from 17
2172172172 port 56518 52"}
@timestamp: 2021-09-06T03:02:29.9374652

event.uuid: AAAAAGET2SW/OMTYEScVVwrpBp1X+seS eventlogsource.host: 127.0.0.1:9082 event.logsource.input: 2671-Linux-Debian
raw: {"rs_collecter_hestname":"localhost”,"rs_relay_fqdn™"lecalhost”,"rs_relay_ip":"127.0.0.1","rs_collector_ts""2021-09-06T09:02:28.907235+ 00:0

» 06 centaBps 2021, 12:02:25.938 0""_rs_module":"2671-Linux-Debian","message": "< 13> Sep 6 09:02:28 172,172.172.200 sshd[19893): Accepted password for threat_User from 17
2172172172 pert 58518 5sh2"}
P Y S MM A0 AATAMAL.IN AI0IRET

PucyHok 112 - Cnucok cobbIThiA NO yMOMYaHNIo

14.3.2.2. [lo6aBneHne HOBOro nons (napameTpa) B TaGNMYHbIN CNNCOK
coObITUN

[nsa sknioveHus napamMeTpa B CrnCoK COObITWIA HEOBXOAMMO

1. B 6rnoke "[ocTynHble nonsa" HaBeCTW Kypcop Ha MHTEPECYOLNIA NapameTp.

2. HaxaTb Ha KHOrMKy (), NOSIBUBLLYIOCS NPU HaBEAEHWM Kypcopa crpaea OT HasBaHus

napameTtpa (cM. pucyHok 113).
Bbi6paHHbI napameTp 6yaet gobasneH B BUAE NOMs K TaGNUYHOMY CMIUCKY COBbITUIA.

Takke faHHbIM napaMeTp oTobpasnTcs crnesa OT AgnarpaMmbl B obnacty "BbibpaHHbIe nona” (cm.
pucyHok 113).

BoibpaHHbie nons 06 cenTaBps 2021, 12:38:48.000 - 06 cenTabps 2021, 17:53:48.000, ¢ paséuskoli  asro s

t _type
12

t eventlogsource host

t eventlogsource.input 9

Boctynksie nona g
t d
t ,ind 3

# _score

Komunectso

© @timestamp

12:40:00

¢ eror @timestamp no 5 MAHyT
t eventuuid
toraw Bpemn _type event.logsource.host event.logsource.input ]

» 06 cenabpa 2021, 12:39:56.944 logs 127.0.0.1:9092 2671-Linux-Debian

» 06 cenabpa 2021, 12:39:56.944 logs 127.0.0.1:9092 2671-Linux-Debian

» 06 cenabpa 2021, 12:39:56.944 logs 127.0.0.1:9092 2671-Linux-Debian

» 06 cenTaGpn 2021, 12:39:57.942 logs 127.0.0.1:9092 2671-Linux-Debian

PucyHok 113 - Hactporika nonen 1abnmyHoro cnucka cobbitui

14.3.2.3. YnaneHune nonsa (napameTtpa) n3 TabnM4yHOro cnucka coobiTum

[nsa ncknoyveHns napamMeTpa 13 cnmcka COObITMIN HEOBXOAMMO

1. B 6noke "Bbl6paHHble Nonsa" HaBeCTW Kypcop Ha MHTEpPEeCYHLLMIA NapameTp.

2. Haxatb Ha KHOMKy (=), NOSIBMBLLYIOCSI PY HAaBEAEHUM Kypcopa cripaBa OT Ha3BaHus

napameTtpa.

Mone ¢ gaHHbLIM NapameTpom ByaeT yaaneHo U3 TabrnmMyHoro crnncka coobITUiA.
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Takke AaHHbLIN NapaMeTp oTobpasnTca cnesa oT gnarpammbl B obnactn "JocTynHble nonsa™.
VcknounTbe napameTp 13 CnmMcka MOXHO HENocpeaCcTBEHHO B CAMOM CMMCKE:

1. HaBecTu kypcop Ha HasBaHWe Nonsi B CNCKe, KOTOPOEe HEOOXOAMMO yaanuTb.
2. HaxxaTb Ha nosiBMBLUMIACS 3HAYOK yaaneHus ( % ) (M. pucyHok 114).

BbiBGpaHHoe none Gyaet yaaneHo us cnucka. CoOTBETCTBYIOLMI eMy NapaMeTp Byae NnepeHeceH us

obnacTtu "BbibpaHHble nona" B obnactb "JocTynHble nona”.

Bpems _type eventlogsource.nost event.uuid

» 06 cermaBpa 2021 logs 12

» 06 cenmabpa logs

» 06 cenmaGpa 20 logs

PucyHok 114 - YoaneHue nons u3 cnvcka cobbiTuii

14.3.3. dunbTpaumsa cnucka coobITUN

14.3.3.1. YcnoBusa ¢ounsTpauum, npumeHsieMble Ans CnMcka coobITumn
{#filter_conditions}

Ons dunsTpaummn cnmcka cobbITUIN MOTYT MPUMEHSITLCS CrieaytoLme YCIOoBUS:

e "pageH" - hunbTpauusa no ykazaHHoOMy 3Ha4YeHuo napameTpa. PopMmpyeTcs CNMCOK COObITUR, Y
KOTOpPbIX AaHHbIV NapamMeTp COAEPXUT Takoe Xe 3HadYeHune.

e "He paseH" - hunbTpaLUs NO ykazaHHOMY 3HaAYeHU0 napameTtpa. PopMmnpyeTcsi CNMCok CobLITUN,
Y KOTOPbIX AaHHbIN NapaMeTp COOEPXKUT 3HAYEHNS OTNINYHBIE, OT YKa3aHHOro.

e "00uH u3" - unsTpauust No Habopy 3HaveHun napameTpa. PopMmpyeTcs CNUCOK COBbITUN, Y
KOTOpPbIX AaHHbIV NapaMeTp COOEPXKUT 3HaYeHMe U3 3alaHHOro Habopa.

e "He 00uH u3" - unbTpaumsa No Habopy 3Ha4veHun napametpa. PopmMmnpyeTca CNNMCOK COBLITUI, Y
KOTOpPbIX AaHHbIV NapamMeTp COAEPXKMUT 3HAYEHWS!, HE COBMNaZatoLLMe C yKka3aHHbIM HabopoM.

e "cywiecmeayem” - unsTpaums no Hanmum y cobbiTus ykazaHHoro napametpa. dopmupyetcsa
CMUCOK COBLITUI, Y KOTOPbIX AAHHbIV NapamMeTp UCMONb3yeTcs .

e "He cywiecmayem” - ounbsTpaumsi No OTCYTCTBUIO Y CODBITUS YKa3aHHOro napameTpa.

dopmurpyeTcst CrMcok COBLITUI, Y KOTOPbLIX AaHHbIA NapameTp He UCMONb3yeTcs.

14.3.3.2. HacTpouka omnbsTpaumm cobbITUN B CNUCKE MO 3HA4YEeHUIO nonsi
TabnuyHbIN CNMCOK COBLITUI COOAEPXKUT BCTPOEHHbIE CpeacTBa hunsTpaLmm cnucka.

B cTpoke coobLieHusi npu HaBegeHUM Kypcopa Ha 3HaveHue nboro nons cnpasa NnosiBATCS
NUKTOrpamMMbl co3gaHus unstpa (cM. pucyHok 115):

° a - BbIBECTU Ha 3KPaH TOMbKO Te COODLLEHMS, Y KOTOPbIX 3HAYeHWe B @HHOM Norne coBnagaet
C ykasaHHbIM ("paBeH"). Hanpumep BbIBECTM Ha 3KpaH TONbKO coObITUS nponsoweaiumne "06
ceHTsa0psa 2021, 12:39:56:944" (cm. pucyHok 115).

° a - BbIBECTU HA 3KpPaH TOJIbKO Te coobLeHus, Y KOTOPbIX 3Ha4eHne B OaHHOM MoJie He

coBnajaeT C ykasaHHbIM ("He paBeH").
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»

Bpemsa

06 centsbps 2021

06 centsbps 2021,

, 12:39:56.944

12:39:56.944

06 centsbpsa 2021

p—

, 12:39:56.904

aa |

06 centAbpa 2021,

06 centsbps 2021,

AL e Bem A0

12:39:57.942

12:39:57.942

Anon.c7 AN

event.uuid

AAAAAGE14ey6YENIVIU9roA9EdIGcUrh
AAAAAGE 14ezvAhjxOTzFCyexXjbQl6IQ
AAAAAGE14eyDws1Df/VvgSXOllale+wd
AAAAAGE14e18814eSCUB34+W3rSmzllr

AAAAAGE 14e0¢jcSQTQPNGNKn4mMW6Qkd

ARAARCTA RN Com P TTVL N | s

event.logsource.host

127.0.0.1:9092

127.0.0.1:9092

127.0.0.1:9092

127.0.0.1:9092

127.0.0.1:9092

477N a.0n0n

PucyHok 115 - BcTpoeHHble cpeacTtea dmnsrpaLmm TabnmyHoro cnncka no 3HaveHuo nons

|-|pl4 HeobxoammocTy, d)MﬂpraLlVIlO MOXHO NpoBOAUTL NMocrieaoBaTeribHO Mo HECKONTbKMM NapamMeTpamMm.

npOI/I3Be,D,éHHbIe d)manpau,mm OTO6pa)KaIOTCF| B none (*)VIJ'Ipra, pacnonoXxXeHHOM Haf ﬂVIanaMMOVI,

BMAE 3anncen Ha Kaxkayto NpoBeAeHHYH unbTpauuio (CM. pucyHok 116).

B 3anucu dunbTpa ykasbiBatoTCs Ha3BaHWE 1 3HAYeHMe napameTtpa (Mbo Ha3BaHWe unbLTpa, ecrnu

OHO 6bINo 334aHo), MO KOTOPOMY MPOBUAMTCS PUNBTPALMS, a Tak e LBeToBasi rpagauus:

® CUHWI LBET 3anncu - (*)VIJ'IpraLLI/IFI no coBnageHuto 3agaHHbIX B cbmanpe 3HaYeHUN.

® KpacHbIN LUBET 3anucu - punstpaums no HecoBnageH o 3agaHHbIX B (PuUnbTpe 3Ha4YeHun.

Pesynbratbl ounbsTpaumm Tak xxe otobpaxkatoTcs Ha guarpamme (CM. pucyHok 116).

[ it 2021050010355 50 G 1L rent s ABAAKGErOTENNUSSE9GAT ]

Buibparssie nons

t eventl

t event

Locrynkbie nonn g

t d

t _type

PucyHok 116 - INMpumep oTmnsTPOBaHHOMO NO ABYM YCOBUSIM CMMCKa COOOLLEHNI

o

logsourcehost

Konmnecrao

Konuuecreo: 2

@timestamp: 2021-

N

Bpena

09-06 12

&timestamp ne § manyT

event.uuid

event.logsourcenost

06 cenmabpa 202

1

127.0.0.1:9092

14.3.3.3. CHATUHe chunbTpa

Ons cHaTusa dunstpa Heobxogumo (cm. pucyHok 117):

1. HaBecTu Kypcop Ha Hy>XHyt0 3anu1cb B Mone UnsTPoB - Ha 3anucu ounsTpa oTobpasnTcs naHernb

ynpaBrneHns faHHbIM (UNETPOM.

2. HaxaTb Ha nukTorpammy "Yoanutb omnstp” -

@timestamp: "2021-09-06T09:39:56.9446287"

PucyHok 117 - YnpasneHue ounstpom

3akpenuts GUALTP

14.3.3.4. NMaHenb ynpaBneHuns ounsTpom

MaHenb ynpasneHus punsTpom cogepxuT cregytowmne dyHkummn (cm. PucyHok 117):

e "BbIKNOYMTbL (BKIHOYUTL) hUnsTp” (E/) - OTKIMOYUTb AENCTBUE JaHHOro punbTpa Ha

cnucok. Cam unbTp ocTaeTcs AOCTYMNeEH B none uUnsTpoB U MOXET ObiTb 3a4eACTBOBaH

obpaTHo.


af://n2985
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e "3akpenuTtb (oTKpenuTtb) PpunsTp” (n/n) - 3akpenuTb (OTKpenuTb) 3anncb hunsTpa B
obnactu punbTpoB;
e "Bknountb (UCKNOYMTL) coBnageHnsa" ( E) - U3MEHUTb AencTBue punsTpa Ha

npoTusononoxHoe. Ecnu punetp paboTtan no HecoBnageHWo, TO Nocne UCNofnb30BaHWUA AaHHOM
dyHKLUMKN unstp Byoet paboTaTtb No COBNAAEHNUIO 3HAYEHUIA NONS.

e "Ypanutb counstp" (n) - OTKIMOYUTL AEeNCTBUE AaHHOIO OUIbTpa Ha CNCOK U yaanuTb
3anncb 13 nomnst PUNsTPOB .

e "OTpepakTupoBaTtb hunsTp” (E) - OTKpbiBaeT hopMy pefakTMpoBaHNs napameTpoB

unbTpa. MoxeT BbITb MCMONb30BaHa A4S CO34aHus HOBOro (ounbTpa Ha 6ase cyLlecTByoLLero.

14.3.3.5. Co3paHue punbTpa

Co3pnaTb (unbTP Mo CAUCKY COOBLLEHMI MOXHO BpYYHYto. [Ans 3Toro Heobxoaumo:

1. Haxatb Ha kHornky "HoBbi counksTp” B none cunsTpos.
2. B oTKpbiBLLENCA (hOpMe BBECTM crieaytoLime napameTpbl (CM. pucyHok 118):

o B cTpoke "lMone" BBeCTU Ha3BaHWe Nons, N0 KOTOpoMy ByAeT BeCTUCh hunbTpauus;
O B packpbiBatoLlemcs cnmcke "Bua ounbrpaumn” BoibpaTth kakon Bua counetpaumm dyget
NpYMeHeH (onMcaHue BUAOB NpUBEAEHO B pa3nen "Ycrnosus chunsmpayuu, npumMeHsemble

ons crniucka cobbimud™);

© yKasaTb 3Ha4YeHue Noss no KoTopomy OyaeT BecTUCh OTOOP;
o B CcTpoke "3aronoBok" npu Heo6xoaUMOCTH yKkaTb Ha3BaHWe hunbTpa, NoA KOTOpbIM CTpOKa
dunbTpa byget otobpaxarbcsa B 0b6nact unstpaumm.

3. lna coxpaHeHus u 3anycka punbTpaLmmn HaxxaTtb Ha kHornky "[o6aButb".

B obnactb counsTpoB fobaBnsercs 3anucb o HOBOM unsTpe. Cnmcok cobbITUn UNesTpyeTes Nno

HOBOMY YCITOBWIO.

Hogewi punstp X
= —y
Mone:

Bua dunstpaunm:
BeibpaHHbie nons Suekoit | agto s
He paseH s

t _id
t eventlogsourcehost 3HaqeHue:

AAAAAGE 14ezvAhjxOTzFCyexXjbQl6)Q

JocTynHele nona & a9
t _index 3aronoBok:

OnuvoHansHo

Konuuecteo

# _score

t _type

oo [ o |

© @timestamp

PucyHok 118 - CosgaHne HOBOro chunbsTpa BpyYHY0, pegaktupoBaHue counnstpa

Mpu BbIOOpPE BMAa unsTpaumm
14.3.3.6. PepakTnpoBaHue ¢punbrpa

Ecnv Hy)XHO OTpedaKkTMpoBaTb NapamMeTpbl MCNonb3ykoLwerocs punstpa, Heo6XoaNMMO:

1. HaBecTu Kypcop Ha CTpoKy chunbsTtpa.
2. B nosiBMBLUENCSA NAaHENW ynpasneHus UnsTpom BblbpaTh (OYHKLMIO peaaKTUpPOBaHUS -- E

OTKpOGTCFI OKHO peaaKkTnpoBaHuA C napamMeTpamMu cbvmpra Nno coCTtaBy NOEHTUYHOE OKHY

co3gaHusa dunstpa (cMm. pucyHok 118) .
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3. BHecTn HeobxoanMble N3MEHeHNS B MapaMeTpbl ounsrpa.
4. Ina coxpaHeHWsi UBMeHeHU HaxkaTb Ha kHomkKy "[lo6aBuTb".

14.3.4. NMpocmoTp AeTanmsauum cobbITUA

14.3.4.1. QlocTtyn Kk AgeTtanMsauum cobbITUA
Mo kaxxgoMy COObITUIO M3 CNMCKA MOXHO NPOCMOTPETL AeTann3auuto, BKIoyas "ceipble” AaHHbIE.

[ins npocMoTpa AeTanuaauni HeobxoAMMO HaxaTb Ha MUKTOTpamMMy | , PacrnonoXeHHyKo B Hauane
CTPOKM VHTEPECYIOLLIErO COBbLITUS.
O6nacTb AeTanv3aumnm packpbIBAeTCA HEMOCPEACTBEHHO B CMIMCKE MOf YKasaHHbIM COBbITUEM (CM.

pucyHok 119) n coctonT 13 aByx Bknagok: "Tabnuua" (no ymonyaxuio) n "JSON". Takxke B
aetanuaauun goctynHa dyHkuna "Hautm MHUMaeHTbI".

14.3.4.2. letann3aumnsa cobbiTUA Ha Bknagke "Tabnuua"

Bknagka "Tabnuua" cogepxuTt (cM. pucyHok 119):

® epeyveHb BCeX NapameTpoB cobbITus;
® 3HayeHVs JaHHbIX NapamMeTpos;
® BCTPOEHHbIE CPenCcTBa HAaCTPOMKN 1 chnnbTpaumm TabnmyHoro cnucka cobbITU.

BcTpoeHHble cpeacTea (ounbTpaLmmn BKIKYatoT criedytome yHKUUK ;

° Gl - co3gaTbh HOBbI (PMNBTP NO AAHHOMY NapameTpy U ero 3HavyeHuto, B, ounstpaumm

"paBHO". POPMUPYETCH CMNUCOK U3 COOBITUI, Y KOTOPbIX JAHHbIV NapaMeTp COOAEPXKUT TaKoe Xe
3HayeHue.

° a - €c03gaTb HOBbIN (PUNBTP NO AAHHOMY NapameTpy U ero 3HavyeHuto, B punsrpaumm "He

paBHO". POpMUPYETCS CMINCOK N3 COOLITUI, Y KOTOPBIX AAHHbIV NapamMeTp COOAEPKUT 3HAYEHMUS
OTNWYHbIE, OT YKa3aHHOrO.

e 3k - co3nathb HOBBIV HUNLTP MO AAHHOMY Morio, BUA hKnbTPaLMK "cyliecTyeT". dopmupyeTcs

CMUCOK N3 CODbITUI, Y KOTOPbIX AaHHbIN NapameTp.
BcTpoeHHble cpeacTBa HAaCTPOWKM Tabnumubl BKOYAKOT criegyowme pyHKLmn:

* [T - A06aBUTb KOMOHKY C AAHHBIM NapamMeTpoM B TabnuyHbIN CNUCOK COBBITUN.


af://n3040
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Bpema _id event.logsource.host
-

B 06 centabpa 2021, 12:39:56.944 AAAAAGE14ey6YENIVIU9roASEdIGcUrh 127.0.0.1:9092

Tabnwnua JSON

@timestamp @Mk  2021-09-06T09:39:56.9446287
_id eam AAAAAGE14ey6YENIVIUSroAIEdIGcUrh
_index Qam errors-3.14.0-3.11.0-2021.09.06-000001
_score m
_type Qam logs
error Qamk Traceback (mol;t recent call last): File " <frozen termite.daemon.worker>", line 369, in _process_eve
nts KeyError: ‘linux_sshd'
event.logsource.host Qamxk 127.0.0.1:9092
event.logsource.input Qe Mm%k 2671-Linux-Debian
event.uuid @QaM*k AAAAAGE14eybYENIVIUSroASEAIGcUrh
{"rs_collector_hostname":"localhost”,"rs_relay_fqdn":"localhost","rs_relay_ip":"127.0.0.1","rs_collecto
Qam*k r_ts":"2021-09-06T09:39:56.939915+00:00","_rs_module™:"2671-Linux-Debian","message™"<13>5
raw
ep 6 09:39:56 172.172.172.200 sshd[19893]: Accepted password for threat_User from 172.172.172.
172 port 58518 ssh2"}
b 06 ceHTABpA 2021, 12:39:56.944 AAAAAGET4ezvAhjxOTzFCyexXjbQlo)Q 127.0.0.1:9092
» 06 ceHTABpA 2021, 12:39:56.944 AAAAAGET4eyDws1DEVvgSX0llale +wd 127.0.0.1:9092

PucyHok 119 - ObnacTb getanusaumm cobbiTus, Bknagka "Tabnuua”
14.3.4.3. [letanu3aumna cobbiTMA Ha BKnagke "JSON"

Bknagka "JSON" cogepxuT "cbipble" aaHHble cobbiTva B hopmate JSON (cMm. pucyHok 120).

Bpema _id event.logsource.host
-

hd 06 ceHTaBpa 2021, 12:39:56.944 AAAAAGE14ey6YENIVIU9roA9EdIGeUrh 127.0.0.1:9092

Tabauua JSON

1-

2o

3 AAGE14eyaYENIVrU9roA9EdSGeUrh”,

a- {

5 "127.0.08.1:9092",|

6 t": "2671-Linux-Debian”

7

8 B

9 “raw”: "{\"rs_collector_hostname\":\"localhost\",\"rs_relay fgdn\":\"localhost\",\"rs_relay ip"\":\"127.@.@.1\",\"rs_collector_ts\":\"2021-89
-e6Te9 56.,939915+@8:80\",\"__rs_module\":\"2671-Linux-Debian\",\"message\":\"<13>Sep 6 ©9:39:56 172.172.172.2@@ sshd[19893]: Accepted
password for threat_User from 172.172.172.172 port 58518 ssh2\"}",

18 “@timestamp”: "2821-89-86T@9:30:56.944628L",

11 "error”: "Traceback {(most recent call last):\n File ‘"<frozen termite.daemon.worker»\”, line 369, in _process_events\nKeyError:
'linux_sshd'\n"

12 }

4 06 cenTabpa 2021, 12:39:56.944 AAAAAGE14ezvAhjxOTzFCyexXjbQlelQ 127.0.0.1:9092

3 06 cenTabpa 2021, 12:39:56.944 AAAAAGET4eyDws 1D/ VvgSX0llale+wd 127.0.0.1:9092

PucyHok 120 - INMpocmoTp AaHHbIX cobbiTnsa B hopmate |[SON

14.3.5. Co3gaHme nHUMaeHTa n3 coobITUA

[na cosganunst nHUMaeHTa n3 cobbITUin HEO6X0AUMO BbINOMHUTL CreaytoLne AeNCTBUS:

1. Ha nto6on n3 Bknagok getanusauuu (Tabnuua" unm "JSON") HaxaTb Ha kHonky "Hantu

VHUMOEHTbI".
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2. Mpu HaxkaTumn Ha kHomnky "HanTn nHumpeHTbl" 6yaeT Nnpom3BeaeH Nonck cobbiTuin cpeam

CO34aHHbIX NHUMOEHTOB U MO pe3ylibrataM NoucKka npeanoXxeHbl BapmnaHTbl (CM. PUCYHOK 121 ):

o [lepenTu K NpOCMOTPY MHUNOEHTA;
o Co3sfgaHue HOBOrO MHUMAEHTA.

NHUMOEeHTbl He HanaeHbl!

Co3paTtb MHUMOEHT

PucyHok 121 - Co3gaHve nHUMOeHTa N3 pesynbraToB NomMcka cobbiTus

3. Haxatb Ha kHonky "Co3aaTb uHUuAeHT" (cM. pucyHok 121). OTkpoeTtcsi hopma co3naHus
WMHUMOEHTa (CM. pUCYHOK 122),

4. B oTKkpblIBLUENCA (hOpME HEOBXOAMMO MUHMMYM 3arofHUTL CrieaytolmMe gaHHbIe:

o Twun HUMAOEHTa;
o [lononHuTenbHble NONs, eCny eCTb HEOOXOAMMOCTbL NepeonpeaenuTh Nors Mo YMOMYaHUo B
TUNE VHUMOEHTa;
o OueHKy pucka.
5. [Inga co3gaHusa nHuMaeHTa Haxatb Ha KHonky "CoxpaHutb".

MpocMoTp cobbiTuin HoBbIN MHUMAEHT

MpaBuno Koppensunu

Bbi6epute npasuno 3

Nma

Csopka

Onucanve

MocneacTaus peanaoBaHHOM yrposbl

PekoMeHAaLmm Mo yCTpaHeHuio yrposbl

PekomeHaauuM Mo yMeHbLIEHUIO pUcka

OueHka pucka

0
®

PucyHok 122 - ®opma co3gaHus MHUMAEHTa U3 pe3ynsraToB nomcka cobbiTms
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15. PaboTa ¢ aktTuBamm

AKTVMBOM B pamKax CUCTEMbI Ha3blBAETCA CETEBON XOCT (paboyas cTaHuuMs, cepBep, CETEBOE
YCTPOWCTBO U T.4.). AKTMBbI naeHTudunumpytotes no FQDN, IP-agpecy nnn MAC-agpecy (B

3aBUCKMOCTH OT HaCTPOEK).
ATpubyThIl aKTUBA:

e HasBaHue - Npon3BosibHas TEKCTOBAsi CTPOKaA.
e Value - ueHHOCTb akTuBa, Yncriosoe 3HadeHune 1 - 5:

o 1 - knoYeBON akTMB. AKTVB B COCTaBe CUCTEMbI, 0becneunBaroLLein
dyHKLMOHMpOBaHMe BusHeca.

0 2 - BaXHbI aKTMB. AKTVB B COCTaBe CUCTEMbI, Tpebyemon ans
LUTaTHOW paboTbl KOMMNAHWMW.

O 3 - HOpMasnbHbIN aKTUB. 3HAYEHME MO YMOSHAHNIO.

0 4 - pacnpeferneHHbIn UM He KPUTUYHBIA akTuB. AKTUB B COCTaBe
pacnpefeneHHon CUcTeMbl UM CUCTEMbI HE 3a4eICTBOBAHHOWN B KIHOYEBbIX
BusHec-npoueccax.

o 5 - TecToBbIN akTUB. AKTUB, PaCrONOXEHHbIA B TECTOBOW Cpeae.
HenocTynHOCTb JaHHOIo akTMBa HE BMUSIET Ha KINOYeBbIe
OGu3Hec-npoLecchl.

e Network exposure - ceTeBasi BUAMMOCTb, YUCIIOBOE 3HayeHue 1 - 5

o 1 - npsmoe nogkntodeHne k MiHtepHet (MexceteBow akpaH, CeTeBom
©anaHcuposLmk, VPN-cepep).

o0 2-DMZ, yactnyHbir foctyn ud IHTEpHET ANs HEKOTOPbIX CEPBUCOB
(Web-cepBep, Proxy).

o 3 - wTaTHbIi goctyn B VIHTepHeT Yepes Proxy (Paboune ctaHumm,
BHyTpeHHMe cepBepa) -- 3HavyeHne No yMOon4aHuio.

O 4 - orpaHUYeHHbIN AoCTyn B VIHTEPHET, 4OCTYN K OrpaHUYEHHOMY
Habopy NHTepHeT-cepBucoB (ToHKMe knmueHTbl, POS-TepMuHansl,
YaaneHHble ouchl).

o 5 - akTuB, He NOAKMIOYEHHBIN K CETU.

e Tun - TEKCTOBbIN NOeHTUdUKATOP TUMNa CUCTEMBI.

e BHyTpeHHee npumevaHue - nprMedyaHne, oTobpakaeMoe TONbKO B

MHTepdence agmuHuUcTparTopa.

e OnucaHwue - NMPOn3BOJyIbHOE TEKCTOBOE OnncaHune.

K akTmBy MOXeET BbITb NPMBS3aHO HECKOSBLKO CeTEBLIX MHTepdecoB. [ns akTnuBa MoXeT ObiTb 3agaHa
rpynna oTBETCTBEHHbIX, B 9TOM Cryyae npy aBTOMaTUY4ECKOM CO34aHUN MHLUOEHTOB OHM OyayT

HasHa4aTbCs JaHHOM rpynne oTBE€TCTBEHHDbIX.

,D,ﬂﬂ y,D,O6CTBa ynpaeneHnd akTuBbl MOTYT nobaenaTbcAa B rpynnbl akTUBOB.

15.1. OGHapyxeHMe aKTUBOB

CyLLeCTBYeT HECKOILKO MyTei NOsIBNIeHUsi aKTVBOB B CUCTEME:!

e obpaboTka pe3ynLTaToB ckaHepa ysa3BMMOCTEN;

e 00OpaboTka pe3ynbTaToB CETEBOrO CKAHEPa;

® CO30aHMEe aKTUBOB BPYYHYIO;

® Cco3faHve 13 pesynsTaTtoB paboThl NpaBu KOppensaumn;
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15.1.1. Co3pgaHue aKTUBOB U3 pe3ysibTaTOB CKaHepa
yA3BUMOCTEN

PerynﬂpHaﬂ aKTyann3auua nepedHa akTuBoB MO pesyribratamMm pa60TbI CKaHepa yﬂ3BMMOCTeVI ABNAETCA

OCHOBHbIM METOAOM CO34aHNA HOBbIX aKTUBOB B CUCTEME.

Moopo6Hee onvcbiBaeTcs B pasaerne, NocBALLEHHOM UHTErPaLMM CO CKaHepaMu ysi3BUMOCTEN.

15.1.2. Co3aaHue akTMBOB U3 pe3ynbLTaToOB CeTeBOro ckaHepa

PerynﬂpHaﬂ aKTyann3auua nepedHa aktuBoB Mo pesyribratamMm pa6OTbI CETEeBOro CKaHepa aBndeTca
OJHUM N3 OCHOBHbLIX METOA0B CO3daHNA HOBbIX aKTBOB B

cucteme N nx oOHOBEHUS.

|_|O/J,p06Hee onucbiBaeTca B pa3aene, NnocBALEeHHOM pa60Te C CceTeBblM CKaHeEpPOM U

WHBEHTapu3aumen.

15.1.3. Co3pgaHune akTUBOB Bpy4Hyto {#manual_create}

CospnaHue akTuBa BpY4HYO MOXET NoTpeboBaTbCs, EClN CUCTEMA He MHTErPUPOBaHa Co ckaHepamu
YSI3BUMOCTEN UMW aKTUB He NonagaeT B CKoyr
CKaHWPOBaHWS, U CKaHNPOBaHME CETU HEBO3MOXXHO MO KaKUM-TO MPUYMHaM.

[ns co3gaHusa HOBOrO akTMBa HeOGXOAMMO:

e [lepenTun B pasgen «AKTUBbI», BKIlagka «AKTUBbI».

e Haxatb KHonky «Co3faTtb».

e 3anonHuTb atpmbyThl akTvBa (CM. pUcyHoK 123).

e [loGaBuTb ceTeBble MHTEPAIENCHI U3 CnUcKa B cucteme. Ecnn ceTeBon
WHTepenc akTmBa OTCYTCTBYET B CMIUCKE ero Heobxoammo Jo6aBnThb.

e [106aBuTb NepeyeHb OTBETCTBEHHbIX 3@ JAaHHbIN aKTUB.

o HaxaTtb «Co3gaTtb».

Wmsa akTuea

VMg akTvsa
AKTVBMPOBATL?

1 2 3 4 5

uwesan BMAMMOCTb

1 2 3 4 5
370 3HavYeHE MOKa3bIBAET, HACKOIBKO aKTUB AOCTYIIEH IS BHELIHETO MU (5 - My6/IMHON AOCTYIEH U3 UHTEPHETa, 1 - HET OAKMOYEHHS K CeT)

Tun

Tun

Ipynna oTBETCTBEHHbIX

06041 HOBbIK 7 6yner a aToi rpynne ji. OcTaBbTe MyCTbIM, YTO6bI BEPHYTLCS K HACTPOVKaM rpymnibl akTuBoB "O: rpynna

BbiGepyTe rpynny nonb3sosatenei.

Onucanve

OrgetcTBEHHOE L0
TexHuseckuii cneunanuct

PacnonoxeHue

BbibepuTe pacnonoxenue 3+

Ceressie uHTepdeiice!

Bbibepure..
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PucyHok 123 - OKHO co3gaHnst akTUBOB BPYUHYHO

15.1.4. Co3paHue akTUBOB U3 pe3ynbTaToB paboTbl NpaBusl
Koppensauum

B cucteme peannsoBaHo aBToMaTMyeckoe Co34aHne akTMBOB MO pesyrbratam
paboTbl NpaBu Koppensiuum.

Ecnn npaBuno Koppendauun co3gaet MHUMAEHT Ha aKTuBe, VlﬂeHTVICbI/IKaTOp
KOTOPOro OTCYTCTBYET B CMMUCKE aKTUBOB, CUCTEeMa [o06aBnseT HOBbIN aKTUB B

CMNCOK B COCTOAHUN «HeaKkTuBeH».

15.1.5. KoHdurypupoBaHue ctpatermm ngeHtucpmnkaumm
aKTUBOB

Mﬂ,eHTVI(bVIKaU,Mﬂ aKTnBOB Tpe6yeT0ﬂ cucrtemMe Ond noHMMaHu4, K KakoMy akTtuBy
OTHECTU HOBble MHUMOEHTHI - K CyLleCTBYyoLemMy unm Tpe6yeTc;| co3gaTtb HOBbIN

aKTuB.

B kauecTBe ngeHTnmkaTopoB aktuea MoryT BbicTynatb: FQDN, IP-agpec un
MAC-agpec. B cucteme MOXXHO CKOHOUTYpUpoOBaTh pasnmyHbIe NOAUTUKN
naeHTUrKaLmm onsa pasnmyHbiX CETEBbIX CerMeHToB. [ToMnmo aToro, B cucteme
3agaetcd rnobanbHas nonuTuka naeHTUdmKauum, Kotopas NPYMeEHSeTCs ecrnm
aKTUB He nonagaet nod AevCTBME HU OOHOWN MOMUTUKN, CKOHUIYPUPOBaHHOM OIS
noaceten

15.1.5.1. Co3naHue HoBoM NonNUTUKKN naeHTudmkauum {#create_policy}

[nsa co3gaHmsa HOBOW MNONUTUKM naeHTUMKaL MM HeobxoamMmo:

e [lepenTn B pasgen «AKTUBbI», BKragka «HacTporika ngeHTnudmkaumm akTuBos»
e Haxarb kHOMNKy «Co3aaTtb».
e 3anonHnTb atpubyTbl NONUTUKM naeHTUDOMKaUMKN (CM. pUCyHoK 124):

o Vms - HazBaHWE NONUTUKMN.

o [lManasoHbl - 0bnactb AeNCTBUSA NONUTUKN. Adpeca NnoaceTen B
CIDR-HOTaumm, ons KOTopbI OyaeT NpUMEHATLCSA BbibpaHHas cTpaTerus
naeHTudmkaumn.

o Crtparterus - Ctpaterusa ngeHtudukaummn. ATpubyT, Kotopbin Byaet
ncnonb3oBartbes Anga ngeHtudunkaumm aktnea (FQDN, IP-agpec nnm
MAC-agpec).

e Haxatb kHonky «Co3aatb».

Nms

Mms

ONATIA3OHbI

HaxmuTe Enter ans po6asneHune

CTPATEIMA

BbiGepuTe cTpaTeruio

“
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PucyHok 124 - OKHO co3gaHns HOBOW NOMUTUKU MAEHTUdUKaLUN

15.1.5.2. PepgaktupoBaHue nonutukun naeHtudukaumm {#edit_policy}

[ns penakTMpoBaHUs MOMUTUKK MOEHTUMUKALMN HEOBXOAMMO:

e [lepeiTn B pasaen «AKTuBbl» «HacTpoika ngeHtTudmkaumm akTuBoB».

e HaxaTb KHOMKY «/3MeHUTb» HanpoTUB NMOMUTUKK, B KOTOPYH HEOGXOAMMO

BHECTU U3MEHEHMUS.
e BHecTu nameHeHus B aTpubyTbl NONUTUKM naeHTudmkaumm (CM. pucyHok 125):

o Name -- HasBaHWe NONUTUKM.

o Ranges -- ObnacTb gencTBMA NonuTKKA. Agpeca nogceTen B
CIDR-HOTaumu, ons KoTopbi ByaeT NpUMEHSTLCSA BbibpaHHasa cTparerns
naeHTudmkaunn.

o Strategy -- Ctpaterus ngeHtuduvkaummn. AtpubyT, KoTopbin ByaeT
ncnonb3oBaTtbca Ang naeHTudukaumm aktmea (FQDN, IP-agpec unu
MAC-agpec).

e Haxatb kHonky «OBHOBUTL HacTpoika o6HapyXeHNs akTUBOB.

Nmsa

yet another

OVANA3OHbI

Haxmute Enter gns po6asneHune

¢ 192110 x

CTPATEINA

FQDN

PucyHok 125 - OkHo «PenaktupoBaHme Hactpolika obHapyXeHusi akTUBOB»

15.1.5.3. YnaneHune nonutukn ngeHtTudmnkaumm

Ans yoaneHns nonutuky naeHTudukauum Heobxoanmo:

e [lepenTu B pasgen «HacTponka oGHapyXeHUsA akTUBOB».
e [lepelTn B HEOOXOOMMYHO NONUTUKY nAEHTUMKaLnK.

e HaxaTb KHOMKY «YOanuTb».

15.2. AHanNUTUKa NO aKTUBaMm

,D,J'Iﬂ OLUEHKN pUCKa B pa3pede akTBOB AOCTYMNHbI Crieayrwmne NHCTPYMEHTbI pa6OTbI

C aKTnBammn.

15.2.1. PunbTpaumns aKkTMBOB

[na npumeHeHnsa unsTpa B CNMCKe akTMBOB HEOOXOAMMO (CM. pUCYHOK 126):

a
4
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EEard - B

®dunbTp

dunbTp pynnbl akTMBOB PacnonoxeHue akTuea AKTUBHOCTb
v BbibepuTe pacrnonoxeHue v AKTUBHbIV v
IP/Ums xocTa/MAC ocC BbICTPbIN GUIbTP
Bce v
3HaYMMOCTb aKTMBa CeTeBasi BUGMMOCTb Kon-Bo Ha cTpaHuue
Bce v Bce v 20

ol o oo Wooworen

PucyHok 126 - dunsTp akTuBoB

e [Ing aktuBauum ounstpa HeobxoanMO 3a4aTb 3HAYEHUSA PUNBTPYEMbIX
aTpmbyTOB M HaXaTb KHOMKY «[1onck».

e [1na c6poca ycrnosun punstTpaumm HeobxoaumMo HaxaTtb KHOMKY «O4YNCTUTbY.

e [Ins coxpaHeHus ycrioBuii omnbTpa HaxkaTb KHOMKY « COXpaHUTb».

e [1na ynpasneHnsa ounsTpammn HaxkaTb KHOMKY «3arpy3nTb».

15.2.2. NMpocmMoOTp AaHHbLIX MO aKTUBY

B cocTtaBe gaHHbIX Mo aKTuUBY OOCTYMNHbI crieayrvwine onoku

® cBOAHas nHdopmMaums;
® VHUWOEHTbI;

® [aHHble O nopTax;

® I3MEHEeHUs NOpPTOB;

e cootsertcTaue NMO;

e ycTaHoBreHHoe [10;

® nepeyeHb COOBLLEeHNI, CO30aHHbIX B KOHTEKCTE AaHHOro akTuBa.

15.2.2.1. CBogHasn nHcopmauums
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e i S T LewTp ynpaanenwa > A > pocworp akruea

T™n PACMONOXEHMWE OMUCAHUE OTBETCTBEHHAS FPYMMA NONIb30BATENEN

Host MpumepHoe onvcaHne akTuea admin

CETEBbIE UHTEPOENCbI

Umsa FQDN 14 MAC ocC CepBuchbl
172.30.254.146 172.30.254.146 00:0¢:29:82:54:96 Debian GNU/Linux 10 (buster) noet CTATYC TWUN CEPBUCA WMS CEPBUCA
22 open ssh OpenssH
CMUCOK ANMAPATHOTO OBECMEYEHNS CMUCOK NPOrPAMMHOIO OBECMEYEHUS
LDONONHWUTENbHASA HA3BAHME BEPCUSA
:120:9 HA3BAHME NPOU3BOAUTEND WHO®OPMALMNSA
debianutils 4861
Mareputckas 440BX Desktop Reference Platform  Intel Corporation Cepuiibiii Homep: None )
dictionaries-common 1.281
nnata
discover 21.2-8
Mpoueccop Intel(R) Xeon(R) CPU E5-2695 v4 @ Genuinelntel
210GHz libavahi-client3 07-4
NamaTs He onpepeneHo - O6vem: 8192 MB a2 858
grub-pe-bin 202
Ceresoii apantep VMXNETS Ethernet Controller VMware MAC: 00:0¢:29:82:54:96 —— -
Cetesoii ananTep VMXNET3 Ethernet Controller VMware MAC: 00:0¢:29:82:54:a0 libgdbm-compat4 118.1-4
libcurl3-gnutls 764.0-4
Anck Virtual_disk VMware O6vem: 102400 M8 hostname 31

CETEBASA BUOAUMOCTb CKAHUPOBAHWE rPynnbl

3 He 3apaHo * [pumep rpynmbl
aKTMBOB
VNHUNOEHTbI
i YPOBEHb PUCKA ™n TUN UHUMAEHTA AKTUB 3AT0N0BOK CTATYC NOCNEAHEE NPOUCIWIECTBUE 1 Ccoa
@ 0.0 * FIN48 172.30.254.146 MS-WIN - U3meHeH aTpubyT B AoMeHe @ Hosbiit 2021-03-1102:09:14 1 0

PucyHok 127 - OKHO oTOBpaXkeHUsi CBOAHOWM MHpopMaLK Mo akTUBY
B cBogHOM nHdopMaLummn otobpaxarTcs (CM. pUcyHok 127):

e HasBaHue akTuBa.

e Tun.

e OnucaHue.

e [eorpadguyeckoe pacnonoxeHue.

e [pynnbl aKTUBOB, B KOTOPbLIX COCTOMUT akTuB. 10 KNMKY BO3MOXEH nepexopn B
UHTepdENC NPocMoTpa rpynrbl aKTUBOB.

e [pynna OTBETCTBEHHbIX 3a AaHHbIV akTuB. 1o KNnKy BO3MOXEH nepexos B
NMHTepdEenc NpocMoTpa rpynbl Nofb3oBaTeNEeN.

L4 ,El,aTa nocnegHero CKaHnpoBaHUA (I'Ipl/l MHTErpaumm co CkaHepom

YA3BUMOCTEWN).
e [lepeyeHb ceTeBbIX MHTEPKENCOB.
e (CeTeBas BMAMMOCTb aKkTMBa:

o 1 -lpsimoe nogkntoveHue Kk MHTepHeT (MexceTeBon akpaH, CeTeBol 6anaHcupoBLumk, VPN-
cepsep).

o 2 - DMZ, yacTuuHeblii goctyn us VIHTepHeT ans HekoTopbix cepBucoB (Web-cepsep, Proxy).

o 3 - WraTtHbIi goctyn B IHTepHeT yepes Proxy (Pabouune ctaHumm, BHyTpeHHue cepBepa) -
3HayeHne No yMOryaHuio.

0 4 - OrpaHuyeHHbI JocTyn B IHTEPHET, OCTYN K orpaHnyeHHoMY Habopy IHTepHeT -
cepBucoB (ToHkne knmeHTbl, POS-TepMuHansl, YoaneHHble oucsl).

O 5 - AKTUB He NOOKMNIOYEHHbIN K CETU.

® BHyTpeHHWI KOMMEeHTapui 4OCTYMNHBIN TONbKO B MHTEpderice agMUHUCTpaTopa.



e [lepeyeHb NHUNOEHTOB
[aHHbIi pasgen oTobpaxaeT nepevyeHb NHUMOEHTOB, OBHaPY>KEHHbIV Ha
BbIOpaHHOM akTuBe (CM. pucyHok 128).
PaboTa ¢ nHunaeHTammn onmucaHa B COOTBETCTBYIOLLEM pasfene.

WHUWNAEHTDI

T YPOBEHb PUCKA ™n TAN MHUMAEHTA AKTUB 3AF0N0BOK CTATYC MOCNEAHEE NPOUCWECTBUE 1 coa =

@ 0.0 * FIN48 172.30.254.146 MS-WIN - UaMeHeH aTpU6yT B AoMeHe © Hogbiii 2021-03-1102:09:14 10

PucyHok 128 - lNepeyeHb MHUMOEHTOB, OOHapPYXEHHbIX NPy BbIOpaHHOM akTuBe

15.2.2.2. CooTtBeTtctBMe 10

B pasgene «OueHka cootBetcTBuMA [10», Bknagka «Pedynbratbl cootBeTcTBMSA [10%»
oTobpaxatoTcsa AeTanu no NpoBepKke COOTBETCTBUSI MPOrpamMMHOro obecneyeHns

NOJNMMTUKaAM KOHTPOIA.

OueHka cooTBetcTBuda MO LieHTp ynpasnenns > OueHka cooTsetcTamsi MO

FPYMNA AKTUBOB COOTBETCTBYET BBIMOJHEHO «

TpUMep rpynnbi aKTHeoB v 2021-03-10 23:34:50

PucyHok 129 - Bknagka «Pesynstatel cootBeTcTBUS [M1O0»
B Tabnuue oTobpaatoTcs crefyoLme KONMoHKM (CM. pucyHok 129):

° prnna AKTMBOB -- rpynna akTnuBoOB, B paMKax KOTOpOI7I BbINOJSTHANACb
OLieHKa COOTBETCTBUA.
e CocCTosiHue -- CTaTyC NpoOBEPKN COOTBETCTBUA OJ1A nNpaBuiia KOHTPONA.

° ,El,aTa BbIMOJTHEHUA.

15.3. PaboTta c rpynnamMmv aKktTuBoB

Mpynnbl aKTMBOB YNPOLLAOT NPOLECC yNpaBneHusl akTuBamm.

15.3.1. Co3paHue rpynnbl aktuBoB {#create_group}

[nsa cosgaHns rpynnbl akTUBOB Heobxoanmo:

e [lepeiit B pasgen «AKTVBbI», Bknagka «pynnbl akTMBOB».
e HaxaTb kHonky «Co3gaTtb».
e 3anonHuTb atpmbyTbl rPynmnbl akTUBOB (CM. pucyHok 130).

o HasBaHue -- Ha3BaHWe rpynnbl aKTUBOB.

o Macku nogceten B CIDR - HOTauum -- eCnu AaHHbIN aTpubyT 3anornHeH,
HOBbIE aKTMBbI, MONagaoLLMe Nog yKasaHHYo CEeTEBYHO Macky, byayT
aBTOMaTU4eCKM BKMOYATbLCA B rpynmny.

o PeryngapHoe BbipaxeHue ans FQDN.

o [pynna OTBETCTBEHHbIX -- FPYNMbl NOMNb30BaTENEN, OTBETCTBEHHbIX 3a
OaHHYI0 rpynny akT1BOB.

o BHyTpeHHee npumevaHue.

o OnucaHue.
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o WO Cucremsl.
o OTBETCTBEHHOE NULO.
o TexHun4eckun cneumanucr.
e YkasaTb Habopbl NpaBu KOHTPOMSH COOTBETCTBUSI YCTAHOBMEHHOMO

nporpammHoro obecrneyeHus.

e Haxatb kHonky «Co3aatb».

HassaHue

HaseaHue

HaCTpOﬁKM aBTOMaTU4yecKoro gob6aBneHus akTUBOB B rpynny

AKTWBbI yaoBneTBopstoLme Io60My 13 ykasaHHbIX KpuTepues 6yayT aBToMaTnyecku gobasieHsl B rpynny
Macku noaceteit 8 CIDR-HoTaumm (Hanpumep 192.168.0.0/24)

Nmsa

PerynspHoe BbipaxeHue ans FQDN
Regex

CnpaBKa no perynapHbIM BbIpaXeHHaM

Ipynnbl nonb3osaTenein

Tpynna OTBETCTBEHHbIX
J1106041 HOBbIN MHUMAEHT 6yAeT aBTOMaTUYeCKU Ha3HaYeH AaHHOM rpynne noib3oBaTesel, B C/lyyae ecm "rpynna oTBETCTBEHHbIN" He yka3aHa B CBOKICTBaX akTuBa. OcTaBbTe
NyCTbIM, YTOGbI UCMO/IL30BATL "[PyNy OTBETCTBEHHbIX" 3ajaHHyIO B CBOJCTBaX aKTUBa

BbiGepuTe rpynny nonb3osaTeneil..

CBsi3aHHble rpynmnbl nonb3osarenei

BbiGepuTe rpynny nonb3osaTeneil..

W[ obekTa
na cybbvekTa
na Cuctembl

Knn?
®uHcepT?

OTBeTCTBEHHOE 1L
TexHUYeckwit cneynanuct

Accounauuu

AKTVB

BbiGepute akTuB..

Ha6op npasun

BbiGepuTte Habop npasun..

PucyHok 130 - OKHO co3gaHus rpynrbl akTUBOB

15.3.2. NMpocmoTp nHdopmaumum no rpynne akTUBOB

[ns npocmoTpa nHpopMaLmMu No rpynne akTMBOB HEOOXOAMMO:

e [lepenTtu B pasaen «[pynnbl akTMBOB».
e KnukHYTb Ha Ha3BaHWe rpynnbl, Mo KOTOpon TpebyeTca NpoCMOTPeTb
WHopmaumto.
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Mpumep rpynnbl aKTUBOB

AKTMBbI
s W

30 5

3

3

3

3

3

2

3
VHUMAEHTHI

T YPOBEHb PUCKA

LleHTp ynpaenenus

AKTUBbI

Tpynnbl akTUEOE

MpocMoTp rpynnel akTMBa PenakTuposars.

OTBETCTBEHHAS FPYMIMA MOJIb30BATENEN

He HasHaveHo

® Tun  3Aronosok 1p/MAC oc rPYNNbI AKTUBOB PACMIONOXEHNE @

B Host  172.172172.172 172172472172 MpuUmep rpynnbl akTMBoB. 0
3 172.30.254.129 172.30.254.129 (00:0¢:29:23:8b:86) Microsoft Windows Server 2012 R2 Update 1 Mpytep rpynnsl akTueos 0
3 Host 172:30.254.146 172.30.254.146 (00:0¢:29:82:54:96) Debian GNU/Linux 10 (buster) MpyMep rpynnbl akTueos [
3 Host 172:30.254.215 172.30.254.215 esxi_server 6.7 MpuMep rpynnbi akTeos 0
3 Host 1723025477 172.30.254.77 (d0:94:66:6d:1¢:57) VMuware ESXi 6.7.0 build-13006603 MpuMep rpynnbi akTeos [
3 Host 2233446 22334456 MpyMep rpynnbl akTeos 0
2 Host prenl-agent-01 172.30.254.173 (00:0c:29:95:32:97) windows _server 2016 - MpMep rpynnsl akTueos 0
3 Host win-g9lehgnk3rj 192.168.139.79 Microsoft Windows Myt rpynnsl akTueos 0

TUN TUN MHUMAEHTA AKTUB 3ATONM0BOK CTATYC ~ MOCNEQHEE MPOMCWECTBME ! C & &
3.0 * FIN77 172172172172 MS-WIN - Mi3MeHeHo NpaBu/Io MeXCeTeBoro skpaHa @ B patore 2021-03-03 15:54:32 10
0.0 * FIN48 172172172172 MS-WIN - MsMeHeH aTpu6yT B AoMeHe ® Hosiii 2021-03-10 17:37:29 10
0.0 * FIN49 22.33.446 MHOXECTBEHHbIE HEeYAauHbIe MOMBITKM BXOAA Ha Pa3/IMuHbIe CHCTEMbI OA ORHUM MONIb30BaTENeM © Hosbiii 2021-03-05 17:18:19 10
0.0 * FIN4g 172.30.254.146 MS-WIN - UsmeHeH aTpu6yT & nomeHe ® Hosbii 2021-03-11 02:09:14 10

PucyHok 131 - lHdopmauus no rpynne akTMBoB

B cdopme npocmoTpa oTobpaxkaroTcs (CM. pucyHok 131):

e HaspaHue rpynnbl.

e CeTeBble AnanasoHbl 4151 aBTOMATUYECKON NPUBA3KN aKTUBa K rpynne.

e  Cnuncok cBA3aHHbIX aKTUBOB.

e CBsi3aHHble rpynnbl Nofib3oBaTernien -- nepeyeHb rpynn norb3oBarenei,

OTBETCTBEHHbIX 32 AaHHY0 rpynmny akT1BOB.

° I'Iepequb CBA3aHHbIX NHUMOEHTOB

KHonka «PefgaktupoBaTh» - OTKpbIBaTb hOPMY peaakTMpoBaHus atpubyTos

rpynnbl.

15.3.3. PepaktupoBaHue rpynnbl aktuBoB {#edit_group}

,D,J'Iﬂ penakTnpoBaHuA rpynnbl akTBOB HeO6X0,D,VIMO:

e [lepenTu B pasgen «AKTUBbI», BKNaaka «[pynnbl akTMBOB».

e Haxatb kHomnky «Edit».

e 3anonHuTb atpmbyThl rPynMnbl akTUBOB (CM. pUCYHOK 132):

o

o

HasBaHue -- HazBaHWe rpynnbl aKkTMBOB.

Macku nogceten B CIDR - HOTaumm -- ecnv AaHHbI aTpubyT 3anosHeH,
HOBbIE aKTUBbI, NOMajaLLne Noa yka3aHHyI CEeTEBYIO Macky, byayT
aBTOMaTU4ECKM BKMOYATLCA B rpynmny.

PerynspHoe BbipaxeHue ans FQDN.

[pynna OTBETCTBEHHBIX -- TPYNMbl NOMb30BaTENEN, OTBETCTBEHHbIX 3a
OaHHYI0 rpynny akTUBOB.

BHyTpeHHee npnmevaHue.

OnucaHue.

M Cucremsl.

OTBETCTBEHHOE NULIO.

TexHndeckni cneynanucrt.

BkntounTb akTuBbl B rpynny/VICKMoUMTL akTUBbI U3 Fpynnbl.


af://n3376

o YkasaTb Habopbl MPaBWIT KOHTPOMS COOTBETCTBUS YCTAHOBIIEHHOMO

nporpaMmHoro obecrneyeHus.

e Haxarb KHOMKy «CoxpaHuTb».

HassaHune

MpuMep rpynnbl akTHBOB
HaCTpOVIKM aBTOMaTU4ecKoro no6aBneHns akTMBOB B rpynny

AKTHBbI no6oMy u3 KpuTepues 6yayT aBTOMaTU4eCKku 406aBAEHDI B rpynny
Macku nogceteii 8 CIDR-HoTauuu (Hanpumep 192.168.0.0/24)

Nms

Perynaptoe ebipaxetie Ans FQDN
~(+)\.99%

Cripaska o perynsipHbIM BbIpaXeHUsM

Fpynnbl nonb3oBatenei

Fpynna oTBETCTBEHHbIX

106041 HOBbIN 6yger [AaHHOM rpynne nosb3osatenei, B Cy4yae ecau "rpynna /1" He ykazaHa B 71 akTusa. OcTaBbTe MycTbiM, YTO6bI MCOAb30BaTL “[Pynny
orser IX" 3afaHHyI0 B 71 aktusa
admin x

CasizanHble rpynnbl nonbaosareneii

admin X

WA ovekTa

123

W cy6ekta

123

WA, Cuctembl

123
Kunm?
DuHcepT?

OtsercraeHHoe MU0

VBaH VBaHbl4

TexHudeckuii cneymnanuct

CemeH CemeHbl4
Accoumauum

AkTne

172172172172 X 172.30.254.215 X 172.30.254.129 X 172.30.254.77 X 22.33.44.6 X pr-nl-agent-01 X win-q91ehgnk3rj X 172.30.254.146 X

Habop npasun

Bce npasvna X

CoxpaHuTb

PucyHok 132 - OkHo «PegaktupoBaHue pynna akTMBOB»

15.3.4. BkntoyeHue akTUBOB B rpynny akTMBOB

AKTUB

172172172172 X 172.30.254.215 X 172.30.254.129 X 172.30.254.77 X 22.33.44.6 X 17

172.30.254.7

172.30.254.146

PucyHok 133 - ®opma BKMHOYEHUS aKTUBOB B rpynny

BkrtoueHne akTMBOB B rpynny NpoM3BOAUTCS B (DOpMe pefaKkTUpOoBaHus aTpubyToB

aKTUBOB (CM. pucyHoK 133).

[nsa ynobcTBa cBSA3bIBAHUSA CMMCOK AOCTYMHbLIX MHTEPKENCOB MOXHO OTUBTPOBATL

no menu n IP-agpecy - 4ns 3T0ro Hy>HO Ha4yaTb BBOAWTL B NOMe UMS Unn
Havano IP-agpeca

[ns1 BKIOYEHUSI aKTUBOB B rpynny Heo6GxoaMMo BbiGpaTh OAMH UM HECKOMbKO

aKTMBOB B CIUACKe.
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Mocne npoaenaHHbIX MaHWUMNynsLMiA He0BXOANMO COXPaHUTb U3MEHEHUS B rpynne
aKkTMBOB. [laHHas onepauus Takke OOCTYrNHa U3 KOHTEKCTA CMNCKa aKTUBOB.

15.3.5. UcknioyeHne akTUBOB U3 rpynnbl

WckntodeHre akTMBOB U3 rpynnbl NPOU3BOAUTCSA B hOpME peaakTMpOoBaHns
aTpubyTOB aKTUBOB (CM. PUCYHOK 134).

AkTUB

172172172172 X 172.30.254.216 X 172.30.254.129 X 172.30.254.77 X 22.33.44.6 X

PucyHok 134 - ®opma UCKMoYeHNsT aKTUBOB M3 rpynnbl

MckntounTb akTmB u3 rpynnbl BO3MOXHO Ha)XaTueM Ha KHOMKY «X» pAaoM C UMEHEM
akea 22.33.44.6 X

Mocne npoaenaHHbIX MaHVII'IyJ'IﬂLI,VIIZ Heobxoanmo COXpPaHUTb USMEHEeHUA B rpynne

akTMBoB. [laHHas onepaunda TaKke AOCTynHa N3 KOHTEKCTa CNCKa akTUBOB.

15.4. AkTyannsauusa gaHHbIX 00 aKTuBax

B xone JKcnnyataumm CUCTeMbl MOXET ﬂOTpe6OBaTbCﬂ BHECTW OOMOJTHUTENTbHYO

MHOPMAaLIMIO UMW KOPPEKTUBLI B JaHHbIE MO aKTUBY.

15.4.1. PepakTupoBaHue AaHHbIX NO aKTUBY
[ns pegakTnpoBaHnst MHGPOPMaLMKM HEOOXOAMMO:

e [lepenTu B pasgen «AKTUBbI», BKITagka «AKTUBbI».

e KrnvkHYTb NO 3arofloBKy akT1Ba, B KOTOPbI HEOOXOAMMO BHECTU
KOPPEKTUBBI.

e Haxatb KHOMKy «PegaktnpoBatb».

e BHecTu KOppeKTMBbI B AaHHbIE 06 aKkTUBE.

e Haxarb KHOMKy «CoxpaHuTb».

15.4.2. Knaccudmkauma HoBbIX aKTUBOB

[ns noncka akT1BOB, KOTOPbIE HEKOPPEKTHO KIaccUgULMPOBanmnch
aBTOMAaTMYECKU, MPEeYCMOTPEHbI CrieLMan3mpoBaHHble pUnbTpbl akTUBOB:

e AkTuBLI 6€3 rpynnbl -- NepeyeHb akTMBOB, He NPUBA3aHHbIN HU K OQHON
rpynne.

* |ImMs noxoxe Ha IP agpec -- cucteme He yganochb onpeaennTb M4 ysna
aBTOMaTU4eCKM.

e [loBTOpSIOLLEECH UMS -- aKTUBbI C MOBTOPSIOLLMMCS 3HAYEHVEM UMEHU aKkTMBa.

15.4.3. O6beanHeHUe akTUBOB

B cucteme goctyneH nHtepderic, no3sonaLwmn o6beauHNTL AaHHbIE 13
HECKOIbKUX aKTUBOB B OAMNH. ATO MOXET NOTpeboBaThbCs B Criyyasx:

e [laHHble NO OQHOMY M TOMY K€ aKTUBY MOSIBUNINCbL B CUCTEME U3 PasHbIX
NCTOYHMKOB.

e AKTUB OblIn NPOCKAHMPOBaH CKaHEPOM YS3BMMOCTEN Yepes pasfnyHble CETEBbIE
NHTepdeNnchbI.


af://n3419
af://n3425
af://n3427
af://n3440
af://n3449

[na o6beaMHeHNs AaHHbIX MO aKTMBY HEO0BXOaMMO:

e [lepenTn B pasgen «AKTUBbI», BKIagKka «AKTUBbI».
e BbibpaTb HECKONbKO aKTMBOB C MOMOLLbIO YEKOOKCOB.

e Haxatb KHOMNKY «O0begNHNTb aKTUBbI».

lMocne BbINONMHEHUS AaHHON onepauun 6yaeT co3naH HOBbIV aKTUB, B KOTOPOM
OyayT npucyTcTBOBaTh CreayoLlme JaHHble U3 00beANHEHHbIX aKTMBOB:

e CeTeBble MHTEPMENCHI.
e [lpuBsA3Ka K rpynnamM akTMBOB.
o VHUMAEHTHI.

15.5. PaboTta c ceteBbIMU UHTEepencammu

MaHunynsiuum ¢ ceTeBbIMM UHTEPOEencammn MoryT noTpeboBaTbCs B Cny4vae, ecrnm
OT CKaHepa ysa3BMMOCTEN NOCTYNUITM HETOYHbIE aHHbIE O CETEBLIX NHTEpPdencax
UnNn ceTeBast KOHUrypaums U3MeHunach B Xoge aKcnnyarauum

15.5.1. CBsA3biBaHUe UHTepcenca c akTuBom

dopma cBA3bIBaHWS akTUBa C CETEBbIMU MHTepdencamm 4OCTyNHa NpyY Co3a4aHum
aKTUBa BPYYHYHO U NpU pedakTMpoBaHMKM akTuBa (CM. pucyHok 135).

CeTeBble MHTEpdECh

172.30.254.129 (00:0c:29:23:8b:86) [172.30.254.129] X

172.30.254.215

17 54.129 (00:0¢:29:23:8b:86) [172.30.254.129]

22.33.44.6

172.30.254.77 (d0:94:66:6d:1c:57)

172.30.254.173 (00:0¢:29:95:32:97)

192.168.139.79

172172172172

172.30.254.146 (00:0¢:29:82:54:96) [172.30.254.146]

PucyHok 135 - ®opma cBA3bIBaHUS MHTepdenca ¢ akTMBOM

Ons yoobcTBa cBA3bIBaHWS CMUCOK AOCTYMHbIX MHTEPdENCOB MOXHO OT(UNLTPOBaTh
no imenu nHtepdeiica, IP-agpecy nnu MAC-agpecy - 4ns npuMeHeHnsa unstpa
HeobxoaMMO HavaTb NMcaTb MCKOMOE 3HaveHne B hopMy CBA3bIBAHUSA MHTepdenca.

[nsa cBA3bIBaHUS CETEBbLIX UHTEPEENCOB C aKTMBOM HEOOXOAMMO BbiOpaTh OAMH UK
HECKOJTbKO aKTMBOB B CMUCKE.

[ns oTBA3bIBaHMSA CETEBLIX MHTEPENCOB OT akTMBa HEOBX0QUMO HaxaTb Ha

KHOMKY «X» pAO0M C MMeHeM nHTepdenca
22.33.446 X

PucyHok 136

Mocne YKa3aHHbIX N3MEHEHUI HeOGXO,EI,VIMO COXpPaHUTb NUSMEHEHNA B aKTUBE.


af://n3472
af://n3474

15.5.2. Co3paHue ceTeBbIX MHTEPENUCOB BPYUHYIO
{#create net}

[nsa cozgaHmsa HOBOroO CETEBOrO MHTepdenca BpyvHyto Heobxoammo:

e [lepenTu B pasgen «AKTUBbI», Bknagka «CeTeBble UHTEPdENCHI».
e Haxatb kHonky «Co3gatb».
e 3anonHuTb aTpubyTbl CETEBOIO MHTEpderica (CM. pucyHok 136):

o Wwms -- uma nHtepdpenca ansa yaoberea nomcka.
o |P -- IP-agpec, 3agaHHbIN Ha MHTepdence.
o MAC -- MAC-agpec, 3aaHHbIn Ha nHTepdgeice.
o FQDN -- lomeHHoe nvsa gns IP-agpeca 3agaHHOro Ha uHTepgeince.
o OC -- onepaumoHHas cuctema, onpegensiemasi Yepes gaHHbli MHTEpPdENcC.
o BblbpaTb aKTUB, C KOTOPbIM TpebyeTcs cBA3aTb HOBbIM MHTEpPdENC.
e Haxatb kHonky «Co3gatb».

FQDN

HaxmuTe Enter Ans ao6asnenue

ocC

oc
BeiGepuTe akTHs

[ CoxpaHuTb ‘
PucyHok 137 - Co3gaHue ceTeBbIX MHTEPdENCOB BPYYHYHO

15.5.3. PegaktupoBaHue ceteBoro uHtepdemnca {#edit_net}

[nsa pegakTnpoBaHns ceTeBOro MHTepderica Heobxoamnmo:

e [lepenTtu B pasaen «AKTUBbI», Bknagka «CeTeBble MUHTEPGENCHI».

e HaxaTb KHOMKy «PegakTupoBaTb» HanpoTUB CETEBOTO NHTepdeiica, B

KOTOPbIN HEOBXOAMMO BHECTU U3MEHEHWS.
e BHecTu nsmeHeHus1 B aTpubyTbl CETEBOrO MHTEpderica (CM. pucyHok 137):

o Wwms -- uma nHtepdpenca ansa yaobecrea nomcka.
o |P -- IP-agpec, 3agaHHbIN Ha MHTepdence.
o MAC -- MAC-agpec, 3agaHHbIn Ha nHtTepdelice.
o FQDN -- [lomeHHoe nvs gns IP-agpeca 3agaHHOro Ha uHTepdgeice.
o OC -- onepaumoHHas cuctema, onpegensiemasi Yepes gaHHbli MHTEpPJdENcC.
o BblbpaTb aKkTUB, C KOTOPbIM TpebyeTcs cBA3aTb HOBbIM MHTEpPdENC.
e Haxarb KHOMKy «CoxpaHuTb».


af://n3483
af://n3509

172.30.254.129 LlenTp ynpasnenus  ATuabi

Vima

172.30.254.129

MAC

00:0c:29:23:8b:86

P

172.30.254.129
FQDN

Haxwmute Enter ans no6asnetne
oc

Microsoft Windows Server 2012 R2 Update 1

172.30.254.129

PucyHok 138 - OkHo «PepakTtupoBaHune CeTeBol UHTEpEnc»

15.5.4. YopaneHue ceteBoro nHrepcenca

[nsa ynaneHus ceteBoro MHTepdenca Heobxoammo:

e [lepenTu B pasaen «AKTUBbI», Bknagka «CeTeBble UHTEPGENCHI».
e [lepelTun B pexnm peaakTmpoBaHUsa HeobXoANMMOro ceTeBoro nHTepderica

® HaxaTb KHOMKY «YAanutb».

16. PaboTta c ceTeBbIM CKaHEpPoOM
WHBEHTapusaumeun

CeTeBoW ckaHep -- 3TO CreuunanaMpoBaHHoe nporpammHoe obecrnedeHve,
npeaHasHadeHHoe Ans Noucka XOCTOB B KOMMbIOTEPHOW CETU 1 onpeaeneHue
ceTeBbIX CEPBUCOB 1 NMporpaMMHoro obecrnedeHnst Ha 06HapyXXeHHOM XOCTe.

MopoepxrBaeMble CUCTEMBI:

e OC Cewmeiictea MS Windows ¢ ncnonssosaHnem RPC/WMI;
e OC cewmelictBa linux ¢ ncnonbsosaHnem SSH;

16.1. Nouck akTUBOB B KOMINbLIOTEPHOU CETU
{#find_hosts}

Onsa 06Hapy)KeHMFI HOBbIX aKTUBOB M aKTyann3aunmn ctapblix Heobxoammo:

e [lepenTu B pasgen «AKTUBBI» BO nogpasgen «VHBeHTapusauusa» 1 Bbibpatb

Bknaaky «OBHapyeHne XOCTOB»
e [lanee ykasaTb B none IP agpec nogcetu KoTopyto Heo6xoaMMo NpockaHMpPoBaTh

e B none nogcetb BbIOpaTh rMyOuHY ckaHMPOBaHWS CETU (MO YMOMYaHUIo
BblOpaHa 24as noaceTb), AOCTYMNHbI BAPUaHTLI:

o 0 (BeCb MHTEpPHET)
o 1(128 knaccos A)
o 2 (64 knacca A)
o 3 (32«knaccaA)

Cetesbie uHTepdeiich!

VsmeHeHne

x


af://n3535
af://n3546
af://n3555

o 4 (16 knaccoB A)
o 5 (8 knaccoB A)
o 6 (4 knacca A)
o 7 (2«knaccaA)
o 8 (1 knaccA)
o 9 (128 knaccos B)
o 10 (64 knacca B)
o 11 (32 knacca B)
o 12 (16 knaccos B)
o 13 (8 knaccos B)
o 14 (4 knacca B)
o 15 (2 knacca B)
o 16 (1 knacc B)
o 17 (128 knaccos C)
o 18 (64 knacca C)
o 19 (32 knacca Q)
o 20 (16 knaccos C)
o 21 (8 knaccos C)
o 22 (4 knacca Q)
o 23 (2 knaccos Q)
o 24 (1 knacc C - 254 xocTa)
o 25 (128 xocTOB)
0 26 (64 xocTa)
o 27 (32 xocTa)
o 28 (16 xocTOB)
o 29 (8 xocToB)
o 30 (4 xocTa)
o 31 (2 xocTa)
o 32 (1 xocT)
e HaxaTb kHonKy «CKkaHMpoBaTb»

OG6GHapy>XeHne XoCToB

IP Mopcetb

IP 24

PucyHok 139 - hopMa obHapy»KeHMs1 XOCTOB

Mocne 3arnycKka CKaHMpoBaHNA NOABUTCA MHOMKATOP npouecca CKaHnpoBaHuaA

CkaHupoBaTb

PucyHok 140

M nocne 3aBepLueHns CkaHMpOBaHUSA OyayT AOCTYMNEH pe3ynbTaT CKaHMPOBaHUS B
BUAe Tabnuubl ¢ atTpmubytamu (cMm. pucyHok 140):



® llmeHa xocTa (ecnu yganoch onpenenuTb)
e |PV4 1 IPV6 agpeca xocTa
e MAC agpec xocTa

HOST 1Pva 1PV6 MAC
o 172.30.254.1 EA4:18:6B:4D:67:C4
1] 172.30.254.30 00:0C:29:64:18:ED
] 172.30.254.35 00:0C:29:46:82:09
0 172.30.254.36 00:0C:29:F9:60:CA
] 172.30.254.37 00:0C:29:DA:27:7A
il 172.30.254.39 00:0C:29:B7:37:E7
0 172.30.264.70 00:0C:29:8D:F7:A1
] 172.30.254.71 00:0C:29:B5:A6:28
] 172.30.254.73 00:0C:29:92:7F:D6

PucyHok 141 - pesynbTtaTtbl CKaHUPOBaHWs CETH

[ns nobaeneHns unu oObHOBNEHNSI akTUBOB 13 pe3ynbratoB CKaHUPOBaHUA CETU

Heobxoaumo:

® BbIOEMUTb C NMOMOLLbIO YeKOGOKCOB HYKHblE XOCThI
® HaxaTb Ha KHoMky «OGHOBMTb» NOSIBUBLLYIOCS B hopMe 0BHapy»eHus1 xocTa

nocrie 3aBepLUeHNs pe3ynbTaToB CKaHMPOoBaHUA (CM. pUcyHok 141)

OG6Hapy>keHue XOCToB

IP MopgceTb

172.30.254.99 24

PucyHok 142 - bopma oBGHapykeHUs XOCTOB MOCIe 3aBepLUEeHNs CKaHMPOBaHMS

Mocne 3anycka npouenypbl 06HOBNEHNS NOABUTCA MHAMKATOP Nporpecca
obHoBneHWs akTMBOB. Kak TONbKO OH AOWMAET A0 KOHLA M UCHE3HET C 3KpaHa --
npouenypa obHOBNeHUs unu gobaBneHns akTMBOB 3aBepLueHa. PesynbraThl
OOCTYNHbI B pa3gene «AKTUBbI» Ha BKNagke «AKTUBbI»

16.2. Nouck ceTeBbIX CEPBUCOB Ha XocTe Oe3
aBTopusauum {#find_services}

[ns 3anycka ckaHMpOBaHWS CETEBbLIX CEPBUCOB HEOBGXOAMMO:

e [lepenTtun Ha BkNnagky «OBHapyxeHne cepBMCOB» nogpasaena
«MHBEeHTapu3aums» pasgena «AKTUBbI»

e OTMETUTb YeKBOKCaMM HYXHbI A1 CKAHUPOBAHUS aKTKBbI (MpY HEOOXOAMMOCTU
BOCMOMb30BaTbCsl MOUCKOM U (ounbTpaumen)

e HaxaTb Ha KHOMKY «CKaHVIpOBaTb cepBUCbI»

“»


af://n3657

OGHapy>eHne cepBUCOB

SunsTp

DunsTp rpynna

IP/Mms xocTa/MAC oc

172.30.254.3

3HauMMoCTb akTUBA Ceresas suauMoCT

Bee v Bee

(.. . P8

Tn aaronosok oc

172:30.260.30
23025035
172.30264.36

723025037

172.30.254.39

PacrionoxeHue akTusa AKTUBHOCTB

v BuibepuTe pacnonoxenue v AKTUBHbII

Kon-80 Ha cTpamue

v 20

1P/MAC/CEPBUCH

172.30.254.30 (00:06:29:64:181d)

172.30.254.35 (00:06:29:46:82:09)

172.30.254.36 (00:0¢:29:19:60:ca)

172.30.254.37 (00:0c:29.da:27:7a)

172.30.254.39 (00:0¢:29:67:37:67)

PucyHok 143 - akpaH ckaHMpOBaHUS CETEBbIX CEPBUCOB

Mocne HaxaTtus Ha KHomnky «CKaHMpoBaTb CEPBUCHI» MOSIBUTCA MHAMKATOP

nporpecca CKaHMpoBaHUA.

I'Ipou,ep,ypa 3aHMaeT OnnTenbHOE BpeMs, B npouecce €€ BbINOSIHEHMS AaHHbIE Ha

cTpaHuue ByayT 06HOBRATLCS (CM. pUCyHOK 143)

Mocne 3aBepLieHna CKaHMpoBaHUA nNporpecc 6ap MCYE3HET U B CMNNCKe aKTUBOB

noABATCA AeTanun npoBegeHHOro CKaHmpoBaHusA, a UMEHHO anI/I6yTbI:

® HangeHHble OTKPbITble NOPThl M UX CTaTyC

° Oﬂpeﬂ,eﬂeHHble TUNbl CEPBUCOB HA 3TUX NopTax

® lMeHa cepBMCOB Ha 3TUX MopTax

e CTaTyC UCMOSHEHUS CKaHNPOBaHWS

CKaHMpOBaHMG CEepBMNCOB NPONCXOAUT Ha OCHOBE OTKPbITbIX AaHHbIX 1 AeTallbHadA

nHdpopmaums npo OC nnu cepauchbl bepeTcs Ha OCHOBE 0BYYEHHbIX 3BPUCTUYECKUX
anroputmoB. [nst 6onee To4HON nHdopMaL MK Nonb3ynTecb COOPOM AaHHbIX C

aBTopu3auunen.



O6HapyXeHne cepeUCOB

dunbTp
OunbTp rpynna PacrionoxeHue akTusa
v BuiGepuTe pacnonoxenie
1P/Mms xocTa/MAC oc
172.30.264.3
3HaUMMOCTB aKTHBa CeTesas BUAUMOCTL Kon-Bo Ha cTpaHmue
Bee v Bee Vo2

MR 3ATOROBOK oc IPIMAC/CEPBUCE!
723025050 172.30.254.30 (00:0c:29'64:18:ed)
nopT  cTATYC MR CEPBUCA
2 open fto
53 open domain
80 open hitp
88 apen Kerberos-sec
135 open msrpe
139 open etbio
389 open
17230254.35 Microsoft Windows Server 2016 build 10686 7250.250.35 (00:06:29:46:62:09) 15 open
464 open
593 apen ncacn_http
636 open Idapss!
1688 apen msrpe
3268 open Idap
3269 apen globalcatlDAPss!
3389 open ms-wht-server
723028036 172.30.254.36 (00:0c:29:18:60:ca)

172.30.254.37 (00:0c:29:d:27:7a)

17230.250.37

172.30.254.39 (00:0¢:29:b7:37:¢7)

172.30.254.39

PucyHok 144 - akpaH CkaHMpOBaHUSA CETEBbLIX CEPBUCOB B NpoLiecce

CKaHWPOBaHWS

AKTUBHOCTb

v AKTHBHbIiA

MR CEPBHCA
Microsoft ftpd
Microsoft DNS

Microsoft IS httpd

Microsoft Windows Kerberos

Microsoft Windows Server 2008 R2 - 2012 microsof

Microsoft Windows RPC over HTTP

Microsoft Windows RPC

Microsoft Windows Active Directory LDAP

ft-ds

16.3. O6HapyxeHue O Ha xocTe ¢ aBTOpU3aL e

{#collect_soft}

[ns 3anycka ckaHupoBaHus cbopa aaHHbIX o MO Heobxoanmo:

e [lepelit Ha Bknagky «CHop gaHHbIX» nogpasgena «VIHBeHTapusauus» pasgena

«AKTUBbI»

e OTmMeTUTb Yekbokcamu HY>XHbI 4114 CKaHpOBaHUA akKTUBbI (ﬂpl/l HeO6XOﬂI/IMOCTI/I

BOCMOSb30BaTbCS MONCKOM U (onSbTpaLmen)

e BbiGpaTb NPOTOKOS CKAaHMPOBaHMS, YYETHYIO 3annchb 1 TUM cbopa AaHHbIX B

dopme cbopa faHHbIX (CM. pUcyHOK 145)
e Haxarb Ha kHonky «CobpaTb»

C60p AaHHbIX
uneTp.
DunbTp Tpynna Pacnonoxenue akTnsa
v BubibepuTe pacnonoxenue

IP/Umsa xocTa/MAC oc

99
3HauMMOCTb aKTUBa CeTeBas BUAMMOCTb Kon-Bo Ha cTpaHuue

Bce v Bce v 20
o NS
HacTpoiikn
Mporokon YueTHas 3anuch Pantble

SSH + sshroot s Annapathoe o6ecnevetie

MporpamMmHoe obecneverne
Tn saronosok oc
1723025088

PucyHok 145 - akpaH cbopa gaHHbIX Ha XOCTe C aBTopu3aumen

AkTHBHOCTB

v AKTUBHbII

1P/MAC

172.30.254.99


af://n3683

Hacrpoiiku

Mpotokon

YueTHas sanuch

+  ssh_root

DaHHble

AnnaparHoe ofecnevetie
MporpamuHoe oecneuenue

1PjMAC

172.30.254.99

PucyHok 146 - chopma cbopa gaHHbIx 0 [porpaMmmHoM obecrneyeHnmr Ha XocTe ¢

aBsTopu3aumnen

Mocne 3aBeplieHunsa c6opa OaHHbIX B geTandax aktnea noAaBUTCA VIHCbOpMaU,I/IOHHbIVI

©OnoK ¢ CnNMckoM NporpaMMHOro obecneveHns (CM. pucyHok 146)

Pe3yanaTb| c60pa AaHHbIX C aBTopusauMeﬁ nepes3anucbiBaloT pe3ynbraTbl CKAHMPOBaHUA

cepBUCOB 6e3 aBTOpU3aLmn.

CNMMCOK MPOrPAMMHOIO OBECMNEYEHWA

HA3BAHWE BEPCUSA
libatspi2.0-0 2.22.0-6
dmsetup 2:1.02.137-2
libbison-dev 2:3.0.4.dfsg-1
debian-archive-keyring 2017.5
adduser 3.115
installation-report 2.62
erlang-snmp 1:23.2.6-1
isc-dhcp-client 4.3.5-3
e2fslibs 1.43.4-2
bash 4.4-5

Moka3aTb ewe

PucyHok 147 - cnncok HangeHHoro nporpaMmHoro obecneveHms

16.4. O6HapyxeHune annapaTHOU KOHdUrypaumm Ha
XOCTe C aBTopu3auuen

[ns 3anycka ckaHnpoBaHusa cbopa gaHHbIx o O Heobxoonmo:

e [lepenTn Ha BkNagky «C6op gaHHbIX» nogpasaena «MHBeHTapusaums» pasgena
«AKTUBbI»
e OTMeTUTb YeKBOKCaMM HYXHbI 4151 CKAHUPOBAHUS aKTKBbI (NpY HEOOXOAMMOCTU

BOCMOSb30BaTbCS MONCKOM U (onIisTpaLmen)
e BribpaTb NPOTOKON CKAHNPOBAHUS, YYETHYH 3anuch 1 TUn cbopa AaHHbIX B

dopme cbopa AaHHbIX (CM. pUCyHoK 147)
e Haxatb Ha kHonky «CobpaTb»


af://n3702

Hactpoiiku

Mpotokon YyerHas sanuch Lannbie

SSH 4+ sshroot N AnnapaTHoe o6ecneuenue
O Nporpammroe oecneverne

@ run saronosox oc 1p/Mac

] 1723025090 1723025499

PucyHok 148 - dopma cbopa gaHHbIX 0 AnnapaTHoMm obecrnedeHnm Ha XOCTe ¢
aBTopu3auunen

Mocne 3aBepLueHnsa cbopa AaHHbIX B AeTansax akTuea NosBUTCS MHHPOPMALIMOHHBIN
©Onok ¢ cnnckoM annapaTHoro obecneveHust (CM. pucyHok 148)

CNUCOK AMMNAPATHOIO OBECMEYEHUA

BUAO HA3BAHUE NMPOM3BOAUTEND AONONHUTENbHAA NH®OPMALNA
Ouck Virtual_disk VMware 06beM: 266240 MB
MaTepuHckaa nnata 440BX Desktop Reference Platform Intel Corporation
MamsiTb He onpepeneHo - O6bem: 20480 MB
Mpoueccop Intel(R) Xeon(R) Gold 5120 CPU @ 2.20GHz Genuinelntel
CeTeBoit apantep VMXNET3 Ethernet Controller VMware MAC: 00:0c¢:29:bc:50:98

PucyHok 149 - cnucok HaaeHHoro annapartHoro obecneyeHus

16.5. HacTtponka y4yeTHbIX 3annceun ana aBropmsauum
Ha XocTax

[aHHbIN yHKLMOHAN HAaXoaMTCA B pasaene «AOMUHUCTPUMPOBaHUS», Noapasaene
«KnacTtep» 1 JOCTYNeH TONbKO agMUHUCTpaTopaM CUCTEMBI.

YnpaBneHue YNpasneHme yHeTHBIMM SANUCAMI ANA CEOPa AGHHBIX

Vansicuceml  CepBuchi  KOHGUrypauvoHkbie baiinbl  CKpunTsl  APIKMIOMM  Y4eTHbie 3anuck 4nsi CGopa AaHHbIX  TPaHCMOpTBl

CMMCOK YYETHBIX SANUCE NOBABNEHME YMETHO 3ANKCH
Hawmerosare
Hazeanve Onvcanve Tlorum flomen  Mapons  Ceprugukar
win_admin Administrator fa Her
Tun
ssh_root root La Her [ vaanir |
Tornw/Mapons s
Onvcanve
Torws
Napons
Llomen
Ceprugukat
TpancnopTel
wni
e
ssh

PucyHok 150 - QkpaH ynpaBneHust y4eTHbIMK 3anucamm gns cbopa gaHHbIX


af://n3718
af://n3724

17. HacTtpouka KOHTpoOna yCTaHOBJIEHHOIoO
nporpaMmmMHoOro obecne4yeHus

17.1. O6wme nonoxeHus

B Mnatdopme Pagap B pasgene ocHoBHOro MeHio "OueHka cootBeTcTBUSA MO" peannsosaH
(PYHKLIMOHAN KOHTPOrS CnMcka NporpaMMHOro obecneyeHmnst yCTaHOBIEHHOMO Ha akTMBax no
nonuTukam KoHTpons. [onuTuka KOHTpOns cocTouT U3 Habopa npaBun KOHTpons. MNpaBuno KOHTpons
MOXET KOHTPONMpOBaTh:

e OTcyTCTBME NPOrpaMMHOro o6ecneyeHnst Ha akTmee.
e Hanuuyue nporpammHoro obecrneyeHust Ha akTuBe.

MonuTunka KOHTPONS MOXET ObITb MPUMEHEHA K Ipynne akTUBOB. AKTMB CYMTAETCs COOTBETCTBYHOLLMM
MonMTKKeE, €CNv BCE NpaBuiia KOHTPOISA Aanu NONOXUTENbHbIA pe3ynsTtaT. [pynna akTMBOB cuMTaeTcs
COOTBETCTBYHOLLIEN NOMUTMKE, ECIN BCE aKTUBbI rPYNMbl COOTBETCTBYIOT Nonutuke. B cucteme
peanv3oBaHa BO3MOXHOCTb CO3aHMs UHLUMAEHTOB MO pe3yrbrataM NpoBepKU COOTBETCTBUS

NONMNTUKaM.

17.2. AHann3 nporpaMmMHOro o6ecne4yeHnst Ha akTuBax
{#active_software_analyse}

17.2.1. NMpocmoTp AeTanmsayuum No 3anucu NpPorpamMmMHoOro
obecneveHus
B cucteme oocTyneH nepedeHb BCEro nporpaMmmMHoro obecneyeHunsi, 0bHapy>KeHHOro ckaHepamm

YSI3BMMOCTEW NPY CKAHNPOBaHUM akTMBOB. [1ns npocMoTtpa cnucka MO Heobxoanmo nepenty B pasgen
"OueHka cootBeTcTBUSA MO"-> "Cnucok MNO" (cm. pucyHok 151).

MonHoe onucaHue TabnuyHoro cnucka MO npuBeneHo B pasaene "[lodpasden "Crucok [10™.

Cnucok MO LienTp ynpasnenms  OueHka cootsercraua O > Crucok MO
Cosaats rpynny 110
HASBAHME - TR Kon-8ono & reyANE sepcusn oncAHUE HEOBPABOTAHHAR CTPOKA AAHHBIX
Vaxpatrol - 80 MaxPatrols.o
Vicrosoft DS B Microsoft DS
d ice - 6.2 Microsoft Indexing Service6.2

100 Microsoft Internet Explorer10.0

Microsoft JScript - 5.8.9200.16384 Microsoft JScript5.8.9200.16384

Microsoft .NET Framewor 35 Microsoft .NET Framework3.5

Microsoft .NET Framework - a5 Microsoft .NET Framewor} ka5

Microsoft ODBC Driver 17 for SQL Server - 175.21 Microsoft ODBC Driver 17 for SQL Server 17.5.2.1

62 Microsoft Pragmatic General Multicast6.2

Microsoft SQL Server - 2008 R2 SP1 Express Edition (MSSQLSERVER) Microsoft SQL Server2008 R2 SP1 Express Edition (MSSQLSERVER)

Updates - KB958396 Microsoft UpdateskB958396

KB945282 Microsoft UpdateskB945282

KB2478063 Microsoft UpdateskB2478063

KB946344 Microsoft UpdateskB946344

Microsoft Updates - KB947789 Microsof ft UpdateskB947789

12 3 45 »

PucyHok 151 - OkHo Bknagku «Cnmcok MNO»


af://n3724
af://n3725
af://n3733
af://n3734
http://docs.pangeoradar.ru/user/ui_software

[ns npocmoTpa Aetanusauumm no 3anucu o NPorpaMMHOM 06ecneyeHn HYXXHO LLENKHYTb Ha Ha3BaHue
nporpaMmmHoro obecneyeHus B none "HaseaHue" (cm. pucyHok 151). Ha akpaHe oTkpoeTcs hopma

aetanusauunm uHdopmaumm o IO (cm. pucyHok 152).
dopma oTobpaxaeT cnefyloLine gaHHbIE:

e "HasBaHue KnueHTa" - yHuKanbHoe Ha3BaHue 0 Ha MnaTtdopme Pagap.
e "OnucaHwue" - onncaHne NpPorpamMmmMHoOro obecneyeHuns, HanmcaHHoe
nonob3osatenem NMnarcgopmbl Pagap.
e "HasBaHue" - Ha3BaHMe nNporpaMmMHoOro obecneveHus.
e "OC" - onepauunoHHas cuctema, Ha kotopon pabotaet MO,
e "Bepcusa" - sepcus NMO.
e "Penu3" - naHHble 0 penuse.
e "HeobGpaboTtaHHasa cTpoka " - JaHHble, MONyYeHHbIe HanpsIMyo OT CKaHepa YSa3BMMOCTEMN.

HTTP

HasBaHue HTTP
KNUeHTa

OnucaHue

HaszBaHue HTTP

oC Microsoft Windows
Bepcusa

Penus

Heo6paboTaHHas HTTP
cTpoka

PucyHok 152 - ®opma npocmoTpa getanen sanucu o nporpaMMHoM obecneveHuu.

17.2.2. NMpocmoTp MHpopMaLIMM NO aKTUBaM

[lns npocMoTpa cnuncka akTYBOB Ha KOTOPbIX YCTaHoBMNeHo uHTepecytowee MO Heobxoammo:

1. Mepelitn B pasgen "OueHka coorBeTcTBUSA MO"-> "Cnuncok NO" .

2. HaxaTtb kHonky "AKTUBbI" B cTpoke nHTepecytowero M0O.

Ha akpaHe OTKpOeTCs nepeyeHb akTUBOB, Ha KOTOPbIX HangeHo aaHHoe MO (cm. pucyHok 153). [JaHHbIN

nepeyeHb NpeactaBnsaeT cobon ctaHaapTHbIM Ans Mnardopmbl Pagap TabnyyHbI CNMCOK akTUBOB.

lMonHoe onucaHne TabnMYHOro CnMcka akTMBOB NpUBEAEHO B pasaene "Akmussl. [Todpasden

"Akmusbl".


af://n3758
http://docs.pangeoradar.ru/user/ui_service_assets

AKTUBbI

[ [ couer | 2o [ - |

9. ® 6 un saronosok 1P/MAC oc TPYNNbI AKTUBOB PACTONOXKEHNE o S &

3 3 Host win-q9lehgnk3r 19216813979 Microsoft Windows Mpamep rpynns axTvsos o 0

PucyHok 153 - [NepeyeHb akTMBOB, Ha KOTOPbIX HAaNAEHO NMpU CKaHNPOBaHUM AaHHOEe NporpaMmMHoe

obecnevyeHune

17.2.3. PegakTupoBaHue faHHbIX NPOrpaMMHOro obecneyeHus

B cucreme peann3oBaHa BO3MOXHOCTb BHECEHUA N3MEHEHWI B AaHHbIE O nporpaMmMmHOM obecneveHun,

rony4YeHHbIe OT CkaHepa ys3BUMOCTEN.
[ns penakTMpoBaHust AaHHbIX NPOrpaMMHOro obecneyeHnss Heo6XoaAMMO:
1. Meperitu B pa3gen "OueHka coorBetcTBUsA MO"-> "Cnucok MNO".

2. HaxxaTb Ha KHOMKY penakTupoBaHust B cTpoke MO, B AaHHbIE KOTOPOW HY>XHO BHECTU
KOpPPEKTUBBI

3.B OTKprBLIJeIZCﬂ cbopme penakTnpoBaHuda npu HeO6XOﬂ,I/IMOCTI/I MOXHO OTpeaakTnpoBaThb

cnepytowme 3anucu o MO (cm. pucyHok 154):
o "HasBaHue knueHTa" - HasBaHue 10, koTopoe ByaeT oTobpaxaTbCa B AeTansaX UHUMOEHTA.
o "OnwucaHue" - onucaHue N0, cospgaHHoe nonb3osaTenem Mnatdopmbl Pagap. Hanpumep:

HasHaveHue [M0.
4. [Ina coxpaHeHWsi BHECEHHbIX U3MEHEHWI HaxaTb Ha KHOMKY «CoXpaHUTb».

17.2.4. YaaneHue 3anucu o MO 3 cnucka

Onsa ynanexus MO 3 cnucka BbINOMHWUTL CreayroLine AencTBus:

1. MepenTtn B pasgen "OueHka cootBetcTBUA MO"-> "Cnucok MO".
2. HaxaTb Ha KHOMKY pefjaKkTMpoBaHus B cTpoke 3anucu MO, KoTopyto HeobXoaNMO yaanuThb.

3. B oTKpbIBLLENCSA (hOpMeE peaaKkTMpoBaHWs HaxaTb Ha KHOMKY "YaanuTtb" (CM. pycyHok 154).

Microsoft Updates LieHTp ynpasnenus

Hassahue KnenTa

Microsoft Updates

370 HassaHye OTOGDBXASTCA B ETaNAX UHLIMAEHTa

Onvcarue

Onucakue

Hassanne Microsoft Updates
oc Microsoft Windows
Bepcus KB2468871
Penus KB2468871

Heo6paGotansas  Microsoft UpdateskB2468871
cTpoka

=

PucyHok 154 - OKHO pefakTMpoBaHMsa nporpaMmmMHOro obecneveHus

17.3. Ha3HayeHue NONMUTUKN NPOBEPKU COOTBETCTBUA
MO rpynne akTnBoB

MonuTuka NpoBEPKM Ha3HaYaeTcs rpynne akT1BOB. [N CBA3bIBAHWS rpymnbl akTUBOB C OAHON UIK
HECKOMbKUMI NonuTMkammu npoeepkm MO Heobxognmo:


af://n3769
af://n3786
af://n3797

1. MNepenTun B pasgen "AktuBbl"-> "[pynnbl akTUBOB".
2. HaxxaTb KHOMNKY peaakTmpoBaHus B CTpOKe rpynnbl akTUBOB, A4Sl KOTOPOW KOHhUIypupyeTcs
nonnTrka.

3. B oTkpbiBLUElics hopme B Brioke "Habop npaBun" ckoHUrypmpoBaThb HyXXHbl€ NOMUTUKK (CM.
pucyHok 155).

o [1ns cBsi3bIBaHWUS MNOMUTUKU NPOBEPKU C rPYMMoN akTMBOB HEOGX0AMMO BbIOpaTh OfHY UK
HECKOJIbKO MOSUTHK.
o [1ns oTBSI3bIBaHWSA MNOMUTUKA NPOBEPKM OT rPynibl aKTMBOB HE06X0AMMO HaxaTb Ha

nukTorpammy 3 cnpaea oT MMeHu Habopa npaBwus.

4. [Ina coxpaHeHnsi BBEAEHHbIX M3BMEHEHUI HaXxaTb Ha KHOMKY "CoxpaHuTb".

Habop npaBun

Bce npaBuna X

L OYXDaHWTE |

PucyHok 155 - HasHavyeHre nonmTrKKN KOHTPONS rpynne akTMBOB

17.4. 3anyck npouecca npoBepKu COOTBETCTBUA
{#software_check run}

Mpouecc npoBepku cooTBeTcTBUSA 1O 3anyckaeTtcst nonb3oBaTtenem Mnatdopmbl Pagap Bpy4Hyto.
[ns 3anycka npoBepkn HEOBX0AMMO:

1. Mepenitn B pasgen "AkTuBbI"-> "pynnbl akTUBOB".

2. Haxatb kHonky "lpoBepka cooTBeTcTBUA MO" B CTpOKE rpynmbl akTUBOB, A1151 KOTOPOW
TpebyeTcs NpOBECTM OLIEHKY COOTBETCTBUS.

3. MNepentn B pasgen "OueHka cooTBeTcTBUA M0"-> "Pe3ynbrathl coorBeTcTBUA MO" ANg

NMpPOCMOTPa U aHanmn3a noslyYeHHbIX pe3ynLTaToB.

17.5. AHanu3 pe3ynbLTaToB NPOBEPOK COOTBETCTBUS
MO {#check_result_analyse}

17.5.1. NMpocmMmoTp cBOAHLIX pe3ynkLTaToB NMPOBEPOK
cootBeTtcTBuUA NO

CBogZHble pesynbTaThl BCeX TEKYLLMX NpoBepok cooTBeTcTBUSA O pacnonoxeHbl B pasgene: "OueHka

cootBeTcTBUA MNO"-> "Pe3ynbratbl cooTBeTcTBUA MO" (CM. pMcyHOK 156).

MonHoe onucaHue TabnMYHOro Crncka pesynbsTaToB NPoBepKku cooteeTcTBusA MO npuBeneHo B pasaene

"Modpa3sden "Pe3ynbmambl coomeemcmeus [10™'.
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OueHka cooTtBeTcTBUa MO LlenTp ynipasnenns  OueHka cooTsercrans M0

FPYNNA AKTUBOB COOTBETCTBYET BLINONHEHO «

Mpimep Fpynnel akTusos 2021-03-10 23:34:50

PucyHok 156 - OkHo Bknaaku «Pesynbratel cooTBeTcTBMSA [10»

17.5.2. NMpocmoTp pe3ynbLTaToB NPOBEPOK COOTBETCTBUA MO
rpynne akTuBoB

,D,J'Iﬂ NPOCMOTpPa pe3yrbraToB NMPOBEPKN COOTBETCTBUA MO no rpynne aktneoB HeOGXO,D,I/IMOI

1. Mepewitu B pa3gen "OueHka cooTBeTcTBUA MO"-> "Pe3ynbrathl cooTBeTcTBUSA 10",
2. B TabnunyHom cnucke pesynbTaToB LWENKHYTh NO Ha3BaHMIO rpynnbl akTMBOB B none "Mpynna

aKTMBOB".

OTo6pa3snTca dhopma AeTanmaaumm NpoBepPKM COOTBETCTBUSA aKTUBOB BblIOpaHHbIM NONMUTUKaM

KOHTpOrs (CM. pucyHok 157):

e '"[pynna akTMBOB" - Ha3aBaHWEe KOHTPONMPYEMOW rpynnbl aKkTUBOB.

e "CoorBeTcTBYeT" - cTatyc cooTBeTcTBUA [10, pacnonoXxeHHOro Ha rpynne akTMBOB, 3a4aHHbIM

nonuTnkam nposepku MO.
e "BbInonHeHoO" - gata u Bpems nocnegHen npoepkn Ha cooteeTcTaue MO.
e TabnuyHbIA CMIMCOK aKTMBOB B COCTaBE rpymnmbl, BKIOYAOLWMIA creayowme nonsi:

o "AKTuB" - Ha3BaHue akTuea B NMnarcdopme Pagap.

o "CooTBeTcTBYeT" - KONIMYECTBO MNOSIUTKK, KOTOPbIE Aanu NONOXUTENbHbIV (COOTBETCTBYET)
pesynstaTt Npy NpoBeAeHnn NpoBepkn cooTBeTcTBMsA O Ha JaHHOM akTuBe.

o "He CoorBeTcTBYeT" - KONMYECTBO MONUTUK, KOTOPbIE Aanu oTpuLaTenbHbIv (He
COOTBETCTBYET) pe3yrnbTaT Npu NpoBeaeHun Npoeepku cooteeTcTBus MO Ha JaHHOM akTuBe.

o "[NaHHble MO" - Hannume/oTCyTCTBME OaHHbLIX 00 YCTaHOBNEHHOM NPOrpaMmMHOM
obecneveHnn Ha aKkTMBe.

MpuMep rpynnbl akTUBOB LienTp ynpasnenus > Ouewka cooteercrams M0 fetanu

FPYNNA AKTUBOB COOTBETCTBYET BbINONHEHO

Mpumep rpynnbl akTnsos. x 2021-03-1114:30:44

COOTBETCTBYET (KO/IMYECTBO HABOPOB MPABMA KOHTPONS) HE COOTBETCTBYET (KOSIMYECTBO HAEOPOB MPABMA KOHTPONS) AAHHBIE MO

< ox o x x x x x

0
0
0
0
0
g
B

PucyHok 157 - IpocMoTp pesynsratoB KOHTPOSSA COOTBETCTBUS MO rpyrnne akTMBOB

17.6. YnpaBrneHue nosiuTMKamMu NpoBepKun
cootBeTcTBUSA MO {#software_politics}

17.6.1. NMpocmoTp TeKyLero cnmckKa nosiMmTuK

TekyLmnin CNMCOK NONUTUK pacrnonoXeH B pasgene: "OueHka cootBetcTBusA MO"-> "Habopbl
npasun" (CM. pycyHok 158).

m

MonHoe onucaHne TabnUYHOro cnmcka NoNUTUK NpuBeadeHo B pasaene "lodpasden "Habopki npasgusi
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Habopbl npaBun Uewtp ynpagnerun  Pesyniratui cootsercrana MO Habope! npasun

(7 ] coem |

HA3BAHUE « ABTOMATMYECKOE CO3JAHME MHLIMAEHTOB OBHOBAEH

Test 01 v 2021-08-18 12:29:58

Test 03 v 2021-08-18 1

NN N

TecT 2. PACLIMPEHHAA NPOBEPKA BPaYIEpOR v 2021-08-18 21:05:23

PucyHok 158 - Cnucok nonuTuk npoBepku cootsetcTus MO (Habop npaswun)

17.6.2. Co3aaHne HOBOW NONMUTUKHU

[nsa cosgaHmsa nonuTukM npoBepkn cootTseTcTud N0 Heobxoammo:

1. Mepenitn B pasgen "OueHka cooTBeTCcTBUA MO"-> "Habopbl npaBun" (cM. pucyHok 158).
2. HaxaTtb Ha kHonky "Co3gaTtb'.
3. 3anonHuTb opMy CO34aHUSA NONIUTUKM NPOBEPKU (CM. pUCyHOK 159):

o "HasBaHue knueHTa"- Ha3BaHue nonutuku B MNMnatdopme Pagap;
O ycTaHoBUTL hbrar "ABTOMaTM4YeCKoe co3aaHNe UHLUMAEHTa NPy HeCooTBETCTBUN" --

€Cnun 3To HeobXxoanMo;
© BbIOpaTb AN NONUTUKM OAHO UK NOCIeA0oBaTeNbHO HECKOMBKO NPaBusl MPOBEPKM 13

packpbIBaloLLEerocsa cnmcka.
4. CoxpaHuUTb HOBYIO MOSNIMTUKY HaXxaB Ha KHomKy "CoxpaHuTb".

Mpun BbIOOPE NpaBun U3 CNMcKka MOXHO UCMOSb30BaTh (OYHKLIMIO NOUCKaA NO TEKCTOBOW CTpoke. ckomas

TEKCTOBad CTpOKa BBOAUTCA HENMOCpPenCTBEHHO B NoJie CrncKa npasus.

Tect 02. PacumpeHHaﬂ nposepka ﬁpaygepos LleHTp ynpaBnenun > Pesynetatsl cootsetcTema M0 > Habope: npasun > CospaHue

HaseaHue kueHTa

Tect 02. PaclumMpenHas nposepka Bpaysepos

370 HAZEAHNE OTOBPAXAETCA B AETANAX UHLIAEHTA

ABTOMATUUECKOE CO3AAHUE UHUMASHTA MPY HECOOTBETCTENM

Mposepka bpaysepos X Paclmpennan nposepka bpaysepos X

corem [ |

PucyHok 159 - CosgaHue HoBow nonntukmn (Habopa npasun)

17.6.3. PepaktupoBaHue napameTpoB NOSIUTUKU

[ns penakTMpoBaHUsi TapamMeTpoB NONUTUKM NPOBepKU cooTBeTcTBMs MO 13 TekyLlero cnucka

Heo6XoAMMO BbINOMHUTL criedytollme OeNCTBUS:

1. Mepentun B pasgen "OueHka cootBetcTBUA MO"-> "Habopbl npaBun”.

2. HaxkaTb Ha KHOMKy peakTupoBaHus B CTPOKE MOSIUTUKK, Y KOTOPOI HEOBXOAUMO U3MEHUTL
napametpsbl.

3. B oTkpbIBLUENCS hOpMeE peakTUpOBaHUS BHECTM HEOOXOAMMbIE U3MEHEHUS NAapPaMEeTPOB
MOSNUTUKM.

4. HaxaTb Ha kHONKy "CoxpaHuTb" (CM. pucyHok 159).


af://n3865
af://n3886

17.6.4. YpaneHue nofiMTUKN N3 TeKyLLero cnucka

Ons yoaneHusa norinTrukn NpoBepKn COOTBETCTBUA MO un3 TEeKyLlero cn1ucka HeobX0aMMO BbIMONTHUTL

crieqyrolie aencTeus:

1. Mepenitun B pasgen "OueHka cootBetcTBUA MO"-> "Habopbl npaBun”.

2. Haxatb Ha KHOMKY peaakTtnpoBaHua B CTPOKE NOJINTUKK, KOTOPYHO H606XOJJ,I/IMO yOoanutb.

3. B oTKpbIBLLENCA (hOpMeE peaaKkTUpOoBaHWs NapaMeTpoB NOMUTUKN HaXaTb Ha KHOMKY "YaanuTb
(cm. pyucyHok 159).

17.7. YnpaBneHue npaBunamu {#rules_control}

17.7.1. NpocMOTp TeKyLLero cnucka rnpaBusl

TekyLuin cNMCoK NpaBun pacnonoXeH B pasgene: "OueHka coorBeTcTBUA MO"-> "MpaBuna” (cm.

pucyHok 160).

m

lMonHoe onucaHue TabnmMyHoro cnucka NoNMTUK NpuBeaeHo B pasaene "[lodpasden "[Mpasuna™.

n paBuna LleHTp ynpaBneHns > PesynbTatbl cootBetcTaus MO > Mpasuna
HA3BAHUE ~ OBHOB/EH
Mouck Antivirus, Antispyware u Antispam, Ho He Antigen 2021-08-20 12:43:26
Mposepka 6paysepos 2021-08-18 12:27:34
Paclumpennan nposepka 6paysepos 2021-08-18 12:28:48

PucyHok 160 - TekyLmii CnMCOK NpaBu NPOBEPKM

17.7.2. Co3paHue HOBOro npaBuna

,D,J'Iﬂ CO34aHnA HOBOIO nMpaBuiia NPpoOBEPKN COOTBETCTBUA no HeO6XO,D,VIMO:

1. Mepentu B pasgen "OueHka coorBeTcTBUSA MMO"-> "MpaBuna” (cM. pucyHok 160).
2. HaxaTtb Ha kHonky "Co3gaTtb'.
3. 3anonHuTb hopmy co3gaHus npasuna (CM. pucyHok 161):

o "HasBaHue knueHTa" - Ha3BaHue npasuna B Nnatdopme Paaap;

o B norne "®unbTp" co3gaTk 3anuck, MO KOTOpon OyaeT paboTaTk NpaBuno;

o K nonto "PunbTp" NpuKpensieHa cnpaska no perynsipHbIM Bblpa)KeHUsIM, KOTOPYHO Npu
HeoBX0AMMOCTN MOXHO CKPbITb/PacKkpbiTh Ha SKpaHe;

O npv Heo6XOAMMOCTM YCTaHOBUTL CTaTycC npasuna "3anuck B YepHOM crncke".

4. CoxpaHuTb HOBOE NPaBMUIIO HaXKaB Ha KHOMKY "CoxpaHuTb".
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LieHTp ynpasnenmus > Pesynbtathl cootserciaua M0 > Mpasuna > Cosaaue

HasBaHve kaneHTa

HassaHnve

370 HasBaHME OTOBPAXAETCA B ACTANAX MHUMAGHTA

DunbTp

‘ fonnep

Mokasats/CkphiTh CPABKY MO PEyAPHBIM BLIPAXERMSM

3anucb B YepHOM CMMCKe (A5 COOTBETCTBUA AaHHOMY MPaBWy NporpaMMHoe obecreyeHe He JOMKHO BbiTb YCTaHOBIEHO)

PucyHok 161 - CosgaHre HOBOro npasuna

17.7.3. PepaktupoBaHue AaHHbIX NpaBuna

[ns pegakTMpoBaHUsi TapamMeTpoB NOMUTUKM NPoBepkn cooTBeTcTBMs MO 13 TekyLlero cnucka

Heo6XoAMMO BbINOMHUTL crieaytollme OeNCTBUSA:

1. Mepenitn B pasgen "OueHka cootBeTcTBUSA MO"-> "lpaBuna”.

2. HaxaTb Ha KHOMKy pedaKkTMpoBaHus B CTPOKe MpaBuna, Kotopoe HeobX0AUMO U3MEHUTD.
3. B oTkpbIBLUENCS hOpME pefakTUPOBaHWS BHECTU HEOOXOAVMbIE UBMEHEHNS B MPaBuo.

4. Haxatb Ha kHomKy "CoxpaHuTb" (CM. pUCyHOK 162).

npOBepKa Ha1nunga TeKCToBbIX peAa KTopoB LleHTp ynpaBnenus Pesynbratbl cootsetcTBuMs MO Mpaeuna N3meHeHne

HasBaHue kiveHTa

I'IpoaepKa Hann4uuna TeKCTOBbIX peakTopoB

370 Ha3BaHWe OTOBpaXxaeTca B AeTaNAX MHUMAGHTa

Punbtp

l (Microsoft & Office) | Libreoffice

Moxasate/CKpbITh CNpaBKy MO Pery/SpHLIM BbipaXeHUAM

3anucb B YepHOM cnucke (ans cooTBeTCTBUA AaHHOMY npaswuiy nporpaMmmHoe obecreveHvie He AOJDKHO 6bITh yCTaHDB/leHO)

PucyHok 162 - PegakTnpoBaHue npasuna

17.7.4. YpaneHue npaBuna U3 TeKyLiero cnmcka

,D,J'Iﬂ yoaneHua npasuia n3 TeKyLllero cnmcka HeOGXO,lJ,I/IMO BbINOJTHNTL crieayume OEencTBus:

1. MepeiitTu B pasgen "OueHka cooTrBeTcTBUSA MO"-> "MpaBuna”.

2. HaxaTb Ha KHOMKY pegakTMpoBaHus B CTPOKe MpaBwuria, KoTopoe HeoGXoaMMOo yaanuTh.

3. B oTKkpbIBLLENCSA (hOpMe peaaKkTUpOoBaHWUsS NapaMeTpoB NpaBuia HaXaTb Ha KHOMKY "YaanuTtb
(cm. pucyHok 162).
4. B oTkpbiBLUENCA (hOopMe NOATBEPAUTL yaaneHue Haxas Ha kHorky "OKk".

18. UHTerpaumsa co ckaHepamu
YA3BUMOCTEN
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[na HarnsagHOCTY HaLWKW cneumnanucTbl NOAroTOBUM BUAeO doparMeHT Anst paboTbl co ckaHepamu
ysassumocTen SIEM "lMnatdopma Pagap"

CkaHep ys3BUMOCTEN - 3TO creumanu3npoBaHHoe nporpammHoe obecrneyeHne, npegHasHayeHHoe ans
rMouncKa XOCTOB B KOMTMbIOTEPHON CETU U NoKcKa YSI3BUMOCTEN B CETEBLIX CEPBMCAX U MPOrpamMmMHOM
obecneveHun. Mnatdopma Pagap obecrneumBaeT MHTErpaLMIO CO CkaHepaMu ys3BuMocTu Tenable
Nessus, Redcheck n MaxPatrol 8 6narogaps Bo3amMoxXHoCTsIMM pa3bopa 0TYETOB O pesynsratax

CKaHMpoBaHWA BbllLe O3BYYEHHbIX CKaHEepPOB.

18.1. 3arpy3ka pe3ynbraTtoB CKAaHMPOBaHUA
{#scan_create}

[ns umnopTa pesynsTaTtoB CKaHNpoBaHKs HE0BX0AUMO:

e [lepenTu B pasgen «AKTUBbI» Ha BKIagKy «Pe3ynsraTtbl CKaHMPOBaHUSA»

e Haxarb kHonkKy «Co3gatb»

e BribGpaTb TUM ckaHepa M3 BbiNagatoLLero cnmcka (CM. pucyHok 163)

e 3arpyauTb 4Yepes nosiBmBLLYytOCA hopMy chaiin ¢ pesynstatamm CKaHMpoBaHWSA
(cm. pyucyHok 164)

e B nosBuBLlemcs (harne HaxaTb Ha NUKTorpaMmmy

( ) (cM. pucyHoK 165)

Pesyn bTaTbl CKaHNPOBaHUNA

Bbibepute TLN

PucyHok 163 - popma BbIGOpa Tnna ckaHepa

3ATPY3UTDb

daunn

‘ vmware_inv.xml 0630p

PucyHok 164 - popma 3arpy3ku darina pesynsrata CkaHMpoBaHuUs



af://n3964

Pe3ynbTaTbl CKAaHUPOBaHUS

redcheck

B 20210311-110955 vmware_inv.xml n

PucyHok 165 - Cnmcok 3arpykeHHbix (halinoB Ansi cTapTa 3anycka obpaboTku
otyeta

18.2. NMpocmoTp pe3ynbLTaTOB CKAHMPOBAHUA
{#scan_view}
[ns npocmoTpa getanen UMNopTMPOBaHHOIO CKaHMPOBaHMS HEODX0aUMO:

e [lepenTun B pasgen «AKTUBbI», BKIagka «PesynbsraTbl CKaHUPOBaHUSA».
e KrnnkHyTb Ha Ha3BaHVWe UMNOPTMPOBAHHON 3aJauun.

B cdhopme oTobpakatoTcst KONMYeCTBEHHbIE pe3yrbTaThl HANAEHHbIX YSI3BUMOCTEWN,
pasaeneHHble Ha rpynmbl BaXKHOCTU MO LBETY cornacHo oueHke CVSS (cm. pucyHok 166):

vmware_inv Lenp ynpasnenwn AKtvBn > Pesynsrarsi ckanuposanus > fetamn
TMn HAYANO KOHEL OBPABOTAHHO WMNOPT 3ABEPWIEH? HANINYUE YA3BUMOCTER? noz
redcheck 2020-10-25 11:49:04 2020-10-25 11:49:49 V V V
NYTh CKAHMPOBAHNA BHEWHEE CKAHUPOBAHME T — S —
Jopt/pangeoradar/rmca/public/imports/redc| x 0 1 / 0 0 0

YSI3BMMOCTH N0 BAXHOCTH

XoCTbl
Fapn "® MAC CKAHUPOBAHME HAYHETCS KOHEU KON1-B0 YA3BUMOCTE BAXHOCTb 0 BAXHOCTb 1 BAXHOCTS 2 BAXHOCTb 3 BAXHOCTb 4 VCTAHOBNEHHOE No

Her pannbix 172.30.254.215 Her ganmsix 2020-10-25 11:49:04. 2020-10-25 11:49:49 o o o o o o o

XOCTBI C OWNBKOW

Her fanHsIx 419 OToBpaxeHis

PucyHok 166 - OKHO NpoCMOTpa pe3ynbTaTtoB CKaHMPOBAHUS

19. PaboTa c otueTamm


af://n3983
af://n3994

CucTtema no3BonsieT BbIMOMHATL BCe paboThl ¢ oT4yeTaMu 1 gawbopaamu B NoOnb3oBaTeNlbCKOM BEO-
UHTepdence

19.1. O6wume gaHHbIe 00 oT4yeTax

Pasgen "OTyeTbl" NnpegHasHayveH ans opMmMpoBaHMs OTYETOB TUNA «dallbopa» Anst HarnsiAHON
BMU3yanusaumm nHpopmaumm no paboymm MeTpukam cuctTemsl.

OTueTbl CO3aal0TCs OAUH pa3 3a OTYETHBIN Nepuog. OTYeTHbIEe NEPUOAbI - NOcneaoBaTerlbHble
VHTepBarnbl BDEMEHHU, B paMKax KOTOPbIX CO34atTCs OTYEThI. ANUTENbHOCTb OTYETHOMO Nepuoaa MoOXeT
ObITb pa3Hoi. Bce cozmaHHble 0TYEThI AOCTYMHbI ANs CKauyMBaHUA A4S TeX Norb3oBaTenen, KoTopble
VUMELOT paspeLLleHns Ha AaHHbI OT4YeT.

BaxHo! Pexxnm penakTnpoBaHUAa OT4ETOB, @ COOTBETCTBEHHO d)yHKLU/IVI ynpaeneHna ot4etamum 1
BymXXetamMmu, 4OCTYMHbI NONb30OBaTeNAM TOJIbKO C COOTBETCTBYHOLLMMWM NMpaBaMu.

MnaTtdopma Pagap cogepxuT gBa TMna npegycTaHOBEHHbIX OTYeTOB: "MaBHaa" v "[Ona neyatn”.
19.2. lNpocmoTp oT4yeTOB

19.2.1. BbiBOA OTYeTa Ha 3KpaH

[na npocMmoTpa 0TY4ETOB HEOBXOAMMO BbINOMHUTL CeayoLmne 4encTBus (CM. pucyHok 167):

1. OTKpbITb pa3gen OCHOBHOrO MeHo "OT4veTbI".

2. B MeHI0 oTyeTa B packpbiBatoLeMcs cnvcke "Bblibepute otveT"” BhIOpaTh MHTEPECYIOLLMIA OTYET,
KOTOpbI 0TOBpasnTca B paboyen obnactu pasaena.

3. MNpun HeobxooMMOCTK:

© MPOBECTU HACTPOWKY OTHYETA MO BPEMEHHOMY AManasoHy oTobpakaeMbliX AaHHbIX (CM. HIKe
pa3gen "Hacmpolka epemeHHO020 uHmepsana dns omyema");

O HacTpouTb nepuog 06HOBMEHUSA AaHHbIX OTYeTa (CM. HUXKe pasnen "Hacmpotika obHosneHus
0aHHbIx omyema").
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OtueThbl UewTp ynpaenenma > Otetsl

T —, T

2021-09-01 03:24:02 ~ 2021-09-30 21:01:03 B s +
CMMCOK OTHETOB e E

BuiGepure oTuer BCEFO MPABWN CPABATBIBAHUA BCErO AKTUBHbBIX KONn-BO KON-BO COBBITUIA BCEFO CPE,E[HW?\
P! KOPPENALNN nPABAN MPABUAN AKTUBOB WMHUWAEHTOB D EPS
TnasHan * KOPPENALMN KOPPENALMK
0 " " 24 2 0
0 0
Mo crarycam WHUMASHTEI NO KaTeropum =

20

@Puck npuHAT 1 @ Hosslit 1

IDS — sonnzck akTHskoCTA DNS

Mo Tuny KaTeropuu i BaXHOCT Mo neTouHmKy

VALUE CNT VALUE CNT

MHUMAEHTS1 1O YPOBHIO ONacHaCT

RISKLEVEL CNT

44 1

71 1

PucyHok 167 - lMpocmoTp oTyeTa

19.2.2. HacTpounka BpeMeHHOro uHTepBana Ansa otyera
{#set_time_report}

Mpy HEOBXOOMMOCTIN MOXKHO HACTPOUTL BPEMEHHOW MHTEPBAr, 3a KOTOPbIV OTYET BblOMpaeT AaHHble 13
06a3 JaHHbIX.

,D,ﬂﬂ 3TOro HeOGXO,lJ,I/IMO BbINONTHUTL crieaywuine OEencTBus:

1. LLE&nkHYTb MO Nonto ¢ AMana3oHOM BPpEMEHW, PACNONOXEeHHOM HaJ OTYETOM.
2. B oTkpbiBLIEMCS KaneHaape BolbpaTh AaTy Hayan v gaTy KOHLa BPEMEHHOTIO Anana3soHa (CMm.
pucyHok 168). Ecnu Heobxoaumo ykasaTb OAVH OeHb, TO ABa pa3a LWEeNKHYTb Mo HY)KHOMY OHIO.

OtueTbl

Pexum peaakTMpoBaHue TlepexniouwTs umpnHy

S - |
CMUCOK OTHETOB

« « < > »

o 2021 AKTUBHBbIX MPABWN KOn-BO KON-BO MHLM

BrifepuTe oTueT

H neoer cp w o o ec  NAUMK AKTAEOE 0
MnagHas i

1 2 3 24

5 4 6§ 7 8 9 10

13 M 12 13 14 15 16 17 WHUMACHTEI NO KaTeropun

20 18 19 20 29 22 23 24

5

PucyHok 168 - YcTaHOBKa oaT Hayana 1 KoHL.a BPEMEHHOro MHTepBara BbIGOPKM AaHHbIX AN OTYeTa


af://n4019

3. [Nocne ycTaHOBKM AT OTKPOETCs NaHenb Bbibopa BpemMeHn ANd AaThl Ha4ana v KoHua
BpeMeHHoro nHtepeana B oopmate Y4.MM.CC. YcTaHoBUTL BpeMsa Ansg AaT Havana v KoHua

BPEMEHHOro MHTepBarna (CM. pucyHok 169).

Otuetbl
2021-09-01 03:24:02 ~ 2021-09-30 21:00:03 [ Bgyumyo & E
CMUCOK OTYETOB —
2021-09-01 2021-09-30
Bubenure orer ) AKTHBHBIX MPABKN KON-BO KON-BO UHLNAEH
ibepyTe ome 03 24 02 7 00 03 FENT AKTWEOB 2
fasnan M 04 25 03 22 01 04 24
0 6 04 23 02 0
06 7 [ 03 08
WHUHACHTLI MO KaTeropuu
o7 28 08 04 07
20
08 9 o7 o 08
09 30 e i 09

PI/IcyHOK 169 - YcTtaHoBka BpeMeHN And gat Hadalia M KOHUa BpeMeHHOro nHtepsarna BbI60pKI/I AOaHHbIX

Ong otyeTa

Mocne ycTaHOBKU BPEMEHHOTIO MHTepBara B OT4eTe 0TOOpasATCs AaHHbIe 3a yKasaHHbIV MHTepBarl.

19.2.3. HacTtpounka oOGHOBNEeHUA faHHbIX OTYeTa
{#set_dataupdate_report}

Hap pabouen obnactbio oTyeTa pacnonoxeHa yHKLUUA 0OHOBNEHMS AaHHbIX OTYeTa - None ¢

NMUKTOrpamMmmon (E ). Mo ymonyaHuio ycTaHaBnMBaeTCs PEXUM py4YHOro o6HoBneHus. O6HoBneHWe

BPYYHYIO MPOU3BOAMTCS NMPU HAXATUM Ha NMUKTOrpamMmy.
[nsi aBTOOGHOBEHNSA BbIGpaTh BpeMEHHOWM UHTEpBasn OGHOBIEHNS B PACKPbIBaOLLEMCS CMUCKE:

e 5S¢,

e 15c,;
e 30c,;
e 60c.

19.2.4. HacTtponka otyeTa ansa ne4vartm {#set_print_report}

Mepen Hayanom neyartn oTyeTa XenaTenbHo caenaTb NPeanpocMoTP BbIBOAUMOIO Ha nevaTb
MaTepuana. [jns aToro ucnonb3yTcs criegytowme cpeacTtsa pasgena "OTtyets!”:

e KHorka "lMepekntounTb WUPUHY" CKMMAET OTYET 40 pa3mepa nucta A4 ona npegBapuTenbHOro
NPOCMOTPa PacrnonoXeHNs BUOKETOB OTYeTa.

e KHonka "lMepenTn B oTHET" OTKPbIBAET CTPAHMLY OTYETA, NOATOTOBIIEHHYHO AS1S NevaTu
CTaHAapTHbIMK cpeacTBamm 6pay3epa. C NOMOLLbI BCTPOEHHbIX B Opay3ep cpeacTB Takke

MOXHO COXpaHuUTb OTYeT B popmate PDF (cm. pucyHok 170).
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3aronosok oTyeTta MNevatb 1 nuct 6ymaru

MpuHTep v Xerox Phaser 3020 (XRX9C934ECD4797)

ocero neasun CPABATUIBAHIMA NPABUN BCETO AKTMBHbX NPADHA
KoppERTLIM KoppenaLAn KoppEnaLMM CoxparyTe]KakiPDE

61 0 10 Ewg...
CrpaHuup! Bce

KON-80 MHUMAEHTOB KON-80 AKTMBOB
3

J[ononHutenbHble HaCTPONKKU

o cTATYCAM VHUMAEHTSI MO KATEFOPHM

VHUMBENTS 10 YPOBHIO ONACHOCTH

Knioy IHAYEHUE
medium o
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o
o
o
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PucyHok 170 - lNeyvaTb oT4eTa 1 coxpaHeHue ero B PDF

19.2.5. HasHauyeHne n onncaHue npegycTaHOBIIEHHbLIX OTYETOB

MnaTtdopma Papgap cogepxuT ABa TMna npegyCcTaHOBMEHHbIX OTYeTOB: "MMaBHaa" n "Ona neyatn”.

Otuet "MaBHas" - 3TO OTYET, KOTOPHLIN MO YMOMYaHUIO BbIBOAUTCS Ha FMaBHYHO CTpaHuULly Beb-
nHTepdgenca - Pabounin cton nons3oatens Mnarcgdopmbl Pagap (cm. pasgen "OnucaHue

uHmepghetca. Paboyuu cmosn"). NMpenycrtaHoBneHHas bopMa oTyeTa BKoYaeT B cebs cTaHaapTHbIN

Habop OCHOBHbIX AAHHbIX MO MHUMAEHTaM (CM. pucyHok 171):

e Bcero npaBun koppensauum - KONMYECTBO MPaBUIT KOPPEMALNN.

e CpabaTtbiBaHMe NpaBui KOppensauumn - KonM4ecTBo cpaboTaBLUMX NpaBui.

e Bcero akTMBHbIX NpaBuUN KOPPeNsALMUM - KONMYECTBO aKTUBHbIX MPaBUIT KOPPENALUN.

¢ KonunyecTBO aKTMBOB - KONMYECTBO aKTUBOB, Ha KOTOPbIX MPOU30LLSO cpabaTbiBaHME NpaBun
Koppensuuun.

¢ KonnyecTtBO MHLUMAEHTOB - KONMMYECTBO 3a(PMKCUPOBAHHbBIX MHLMAEHTOB.

e CoObITuM BCero - Bcero cobbITui.

e CpenHun EPS - yicno cobbiTui B cekyHay.

e [lo cratycam - kpyroBasi fuarpamma pacnpeneneHums MHUMOEHTOB Mo UX cTaTycam.

e WHumaeHTLI NO KaTeropum - ctonbyaras gvarpaMmma pacnpegeneHns MHUMAEHTOB No
KaTeropusim.

¢ HesakpbITble MHUMAEHTbI MO KPUTUYHOCTU - TABNUYHBIV CNIMCOK pacnpefeneHns NHUMOEeHTOB
No KPUTUYHOCTW.

e [lo UCTOYHMKY - TaONMYHBIN CIMCOK pacnpeneneHns MHUUAEHTOB MO UCTOYHUKAM.

e CLOSED - konm4ecTBO 3aKpbITbIX MHLUMOEHTOB.

e [lo TNy KaTeropmu u BaXXHOCTU - TABNMYHbLIV CNNCOK pacnpefeneHns NHUMAEHTOB No
KaTeropum n BaXKHOCTMU.

e MNHumAeHTLI MO YPOBHIO OMACHOCTMU - TabNMYHbIN CIUCOK pacnpefeneHme MHUUOEHTOB No

YPOBHIO ONAaCHOCTW.

Mpu HeobXoQUMOCTY NPeLYCTAHOBMNEHHbIV COCTaB AaHHbIX B oT4eTe "MaBHas" MOXHO U3MEHUTb.
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2022-01-22 00:00:00 ~ 2022-03-01 23:59:59 B Bpyunyio & E
BCEFO MPABWUJI CPABATbIBAHUA BCErO KON-BO KON-BO COBbITUNA BCEFO CPEAHUN
KOPPENALUUNN MPABUN AKTUBHbIX AKTUBOB WHUWAEHTOB EPS
755691
11 KOPPENALUNN MPABUN 47 551 2
1 KOPPENALUN
11
Mo cratycam WUHuuaeHTbI No KaTeropum =
600
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200
87 »
0
&
@ HasnaueHn: 550 @ Hosublii: 1 &4 xdb
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& Y
0°(:\ 6"%0
g &
& é‘&
w® o
HesakpbITble MHUMAEHTbI MO KPUTUYHOCTU Mo ncTouHmuKy
RISKLEVEL CNT VALUE CNT
1.0 550 v-study-worker 332027
0.0 1
CLOSED
0
Mo TUny KaTeropum n BaXKHOCTU
VALUE CNT
4.00 22659
2.00 4012
6.00 211
VIHUMAEHTbI MO YPOBHIO ONacHOCTU
RISKLEVEL CNT
1.0 550
0.0 1

PucyHok 171 - OTtyet "MaBHan", npegycTaHOBMNEHHbIA COCTaB MOMen oTyeTa



OTtyet "Onsa neyaTn" - 3T0 OTHET, B KOTOPOM Habop AaHHbLIX CKOMMOHOBAH 151 YCIOBMI BbIBOAA Ha
neyatb unun npocmotpa B Buge PDF-danna (nog doopmat A4). MNMoagpobHo BbIBOA OTYETa Ha nevatb
npuBeaeH Bbllle B pasgene "Hacmpotka omyema 0ns nedamu”. lNpegyctaHoBneHHasa oopmMa otyeTa
BKItoYaeT B cebsa crnenyowmnn cTaHaapTHbI HAabop AaHHbIX (CM. pUCYHOK 172):

e Bcero npaBun KoppensiLuum - KonNM4YecTBO NpaBuil KOPPENSLUN.

e CpabaTrbiBaHMe NpaBuUIl KOPPENSALMM - KONMYECTBO CpaboTaBLLMX NPaBUI.

e Bcero akTMBHbIX NPaBUIl1 KOPPENALMUM - KONMYECTBO aKTUBHbLIX MPaBWI KOPPENLUN.

e KonunyecTBO aKTMBOB - KONMYECTBO aKTUBOB, Ha KOTOPbLIX MPOM30LLIIO cpabaTbiBaHUe npaBus
Koppensiuuu.

e KomnnuyecTBO MHLIMAEHTOB - KONMMYECTBO 3a(pUKCMPOBAHHBLIX MHLUOEHTOB.

¢ [lo cTaTtycam - kpyroBasi auarpaMmMa pacrpefeneHust UHUUOEHTOB Mo UX cTaTycam.

e MHuMAeHTLI NO KaTeropuu - ctonbyaTas avarpaMMa pacnpegeneHvst UHUMAEHTOB Mo
KaTeropusim.

¢ MHUMAEHTbI NO YPOBHIO OMACHOCTU - TAGMUYHBLIN CNNCOK pacrnpeaeneHne UHLUOEHTOB Mo

YPOBHIO OMACHOCTU.

Mpn Heo6XoAMMOCTM NpPeayCTaHOBIEHHbIV COCTaB AaHHbIX B oT4eTe "Ons nevyaTtn” MOXHO N3MEHUTb.


http://docs.pangeoradar.ru/user/#set_print_repor

2022-01-22 00:00:00 ~ 2022-03-01 19:08:41 B9 Bpyunyio & E
BCEro NMPABWUJ1 KOPPENALUN CPABATbIBAHUA MPABUN BCEFo AKTUBHbIX MPABUN
11 KOPPENALNN KOPPENALNN
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KON-BO MHUMWAEHTOB KOJ1-BO AKTUBOB
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MNHumaeHTbI No YPOBHIO onacHoOCTU

RISKLEVEL CNT
1.0 550
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PucyHok 172 - OtyeT "Ona neyatu'", npeayCTaHOBIEHHbIN COCTaB Nomnemn ot4yeTa

19.3. YnpaBneHue ot4yetamu

19.3.1. 3aKkpenneHue oT4yeTa Ha paboyem cTone

[nsa 3akpenneHusa oTyeTa Ha paboyveM cTorne Kak oTyeTa "no ymonyaHui" HeobxoamMmMo BbINONHUTL
cnegywowme AencTsus (CM. pucyHok 173):

1. MepenTun B pexxnum peaakTupoBaHus, yCTaHOBMB hriaxok B none "Pexum pegaktupoBaHusa™.
2. BbibpaTb OTYET B CMMCKE TEKYLLMX OTHETOB.
3. Haxatb Ha kHonky "lMocTaBUTbL Ha rnaBHyHo".

4. MNepewitn B ntobor apyron pasgen nHtepgerica NMnardopmbl Pagap.


af://n4113
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5. BepHyTbca B pasgen "OTt4yeTtbl" 1 ybegutcsa 4to B paboyen obnactu pasgena otobpaxaerca
3aJaHHbIV OT4eT.

PyHKUMS yCTaHOBKM OT4YeTa "No ymonyaHuio' - kHornka "lMocTtaBuTb Ha rmaBHyHO":

3

OTyeTbl LieHTp ynpaenekns > OTuetsl
2021-09-01 00:00:00 ~ 2021-09-23 23:59:59 B Bpyunyio & H
CMUCOK OTYETOB
Hasganme BCErO MPABUN CPABATbIBAHWA BCEFO AKTUBHbBIX Kon-so Kon-so COBbITU BCEFO CPEAHWN
KOPPENALUN nPABUN nPABUN AKTUBOB MHLUWAEHTOB 0 EPS
InagHas 0 KOPPENALMMN KOPPENALINM 24 2 0
L B ) T s 2 L I T s 20 s 2 L B L B )

J 4 J d J 4 J
BoiepuTe oTUeT

nasHas i

LD

Mo crarycam MHUMAEHTEI No KaTeropuu

2.0

LOBABUTb HOBBLI OTHET

Hassarve
13

PucyHok 173 - PaboTa ¢ oTyeTamu B pexvnMe peaakTupoBaHUs

19.3.2. ly6nupoBaHue otyeTa

CospaHue konuu oT4yeTa Co BCEMU BUOKETAMM npegHasHavYeHo anAa 6e3onacHoro penakTnpoBaHuA
COCTaBa oT4yeTa.

[ns nyénupoBaHusa oT4éTa HEOOXOAMMO BbIMOMHUTL CreayoLie eNCTBUS:

1. MepenTun B pexxnum peaakTupoBaHus, yCTaHOBMB (hriaxok B nosne "Pexum pegaktupoBaHua™.

2. BblbpaTb OTYET B CIMCKe TEKYLLMX OTYETOB.

3. Haxatb Ha kHomnky "[yb6nupoBaTtb".

4. OTKpbITb CMUCOK TEKYLLMX OTHETOB. B cnncke gormkeH noasutcst 4yonb ykazaHHOW OoT4eTa ¢
nomeTkon copied (cM. pucyHok 174).

OTuetbl Uentp ynpasnenus > Oruerss

Pexm pesaktuposanvie

2021-09-01 00:00:00 ~ 2021-09-16 23:59:59 [
oo+ B

" BCEFO MPABUA CPABATBIBAHUA MPABA BCEFO AKTVBHbBIX MPABN/ KO/I-BO KO/I-BO MHLINAEHTOB COBbITUIA BCETO CPEAHWIA
aasanne KOPPENALMM AKTMBOB 2 0
TnagHas 0 0 0 24 0

L1 L e LA L -2 P LA L R

BuiGepure orwer

| Freswan b Mo cratycam MHUMAEHTSI MO KaTeropun =

Ana nevatn
20
Texyuii oTueT 3a cyTki

Tnashan

Tnasras (copied)

Hazsatue

LLOBABWTb HOBBIA BUAXET

PucyHok 174 - [lybnupoBaHue otyeTta

19.3.3. Co3agaHume HOBOro ot4yeTa

[lna cosgaHust HoBOro oTYyeTa HeOGXOAUMO BbIMOMHUTL crieaytowne AeNcTBUS:

1. MepenTun B pexxnum peaakTupoBaHus, yCTaHOBMB hriaxok B none "Pexum pegaktupoBaHusa™.

2. B 6noke "[lobaBUTb HOBbIMA OTYET" yKa3aTb Ha3BaHME HOBOIO OTYETa U HaXKaTb Ha KHOMKY
"Nob6aBuUTb".

3. BbibpaTb BHOBb CO34aHHbIN OTHYET B CMINCKE TEKYLLMX OTYETOB.

4. [lo6aBnTb B OTYET HEOOXOANMbIE BUOKETLI, MCMONb3ysi 6ok "[lo6aBUTb HOBblEe BUOXKETbI":


af://n4130
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5. HaxaTb Ha kHomKy "CoxpaHUTb U3MEeHEHUA", pacnonoXeHHY nog Crmckom OTHETOB.

Pab6orta ¢ Bugxetammn nogpo6HO NpvBeaeHa B pasaene "YipasneHue sudxemamu”.

19.3.4. PepgaktnpoBaHue ot4yeTa

,D,J'Iﬂ penakTnpoBaHmn4a ot4vyeTa HeO6XO,EI,VIMO BbINOJTHNATL Crieayrwne 0EencTBus:

1. MepenTu B pexnum peaakTupoBaHus, yCTaHOBMB hriaxok B none "Pexum pegaktupoBaHusa™.
2. BbibpaTb UHTEpECYOLLMIA OTHET B CNINCKE OTHETOB.
3. MNpn HeOBXOAMMOCTU NPOBECTU pPeAaKTUPOBaHUE CNEeaYLNX NapaMeTpoB OTHeTa:

O W3MeHUTb MMSA oTyeTa B none "HasBaHune";

O OoTpepakTUpoBaTb NapaMeTpbl BUOKETOB B paboyen obnacty;

© WM3MEHWUTb COCTaB BUIKETOB B OTYETE -- yAaANUTb CYLLECTBYHOLLME UM 0OaBUTb HOBbIE
BUOKEThI.

4. HaxaTb Ha KHomMKy "CoxpaHMTb U3MEHEHUA", PACMOSIOXKEHHYIO NMOA, CMMCKOM OTYETOB.

Paborta c Bumxetammn nogpobHO NprBeaeHa B pasaene "YipasneHue sudxemamu”.

19.3.5. YaaneHue otyeTa

,D,ﬂﬂ yoaneHua otyeta c I'Inachoprl Pa,qap HeO6XOﬂI/IMO BbINOJTHUTL Ccrieayruine OencTeuns:

1. MepenTun B pexxnum peaakTupoBaHus, yCTaHOBMB hriaxok B none "Pexum pegaktupoBaHusa”.
2. BbibpaTb OTYET B CMMCKE TEKYLLMX OTYETOB.
3. HaxxaTb ninbo Ha KHoMKy "YaanuTb", pacnofioXeHHY nog Crmnckom TEKYLLMX OTYETOB, NMbOo Ha

aHarorMyHyt KHOMKY, pacrnonoXeHHyto Hag paboden obnacTbio.

BaxHo! YganeHue otyeta nponcxoaut 6e3 nogTBEPXKAEHNS yaaneHus.

19.4. YnpaBneHune sngxetamm {#vidgets}

BHumaHwne! Bce gencteus no ynpaBneHuno BUpKETaMM B OTHETAX COBEPLLAKTCA B pexXnme

penakTupoBaHus. [1nsa aToro HeobxoaMMo ycTaHoBUTL chriaxkok B none "Pexum peaaktupoBaHusa”.

19.4.1. lo6aBneHne HoBoro Buaxeta {#add_vidget}

[obGaBneHne B 0OTYET HOBOIO BUPKETA NPUBEAEHO HMXKE B pasgene "Co3daHue 8udxXemos Ha 0CHO8e

CcoxpaHeHHbIX gburibmpos/3anpocos. [1posatioepst”.

19.4.2. U3amMeHeHUue NonoXeHUs BUOXXerta B otyeTe

[ns nameHeHns NONOXEHNS BULKETA Ha CTpaHuue oT4yeTa Heobxoanmo:

1. Bbibpatb B cnuncke TeKyLUX 0TYETOB HEOOXOAUMbIN OTHET.

2. HaBecCTu Kypcop MbILLW Ha BUAXET.

3. YaepxuBasa HaXxkaTol NeBY0 KHOMKY MbILLKW NepeTawmnTb BUOKET B ApYroe MecTo oTyeTa.

4. [Ina coxpaHeHWsi HOBOTO MOSIOXKEHNSI BUOKETA B OTHETE HaXKaTb Ha KHOMKY "CoXpaHUTb
M3MeHeHuna".
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19.4.3. N3ameHeHMe pa3mepoB BUKETa B OTYeTe

[ns nameHeHns pasmepoB BUIXKETA Ha CTpaHuLEe oTyeTa HeobxoamMmo:
1. BbibpaTb B cnuncke TeKyLnx 0T4ETOB HEOOXOAUMbIN OTHET.
2. HaBecTu Kypcop MbILLW Ha HWKHWUIA NpaBbIv yron BuaxeTa - ( )-

3. YoepxunBas HaxaToW NeByH KHOMKY nepeTawmTb NpaBbli HXHUIA Yron BUAXKETa U TEM CaMbIM
N3MEHUTb ero pasmep (CM. pUcyHok 175).
4. [Insi coxpaHeHnsa HOBOro pasMepa BUAXKeTa B OTHETE HaXKaTb Ha KHOMKY "CoXpaHUTb

n3mMmeHeHuns".
Oruertst T 5 G
2021-09-0100:0000 ~ 2021-09-16 235959 =R - |
H BCErO NPABUN KOPPENALIMN CPABATbIBAHWA NPABUA BCEFO AKTMBHBIX MPABMA KONn-Bo KON-BO MHUMAEHTOB COBbITWI BCErO. CPEAHUIA
azBame 2 KOPPENALMN KOPPEAALMK AKTUBOB 2 0 EPS
. | " ;
L - ‘I/c s e s e L - Jllc s e
Mo crarycam MHUMpeHTsI No KaTeropmm =
ey
"
-
.
OBuumi oTuerT 3a Heaeno
AOBABWTH HOBBIV BUAXET o7
B
" se 7 e
3
fpoBaiiaep aamrsix Mo Tuny Kateropiu u saxHocTn

PucyHok 175 - lameHeHue pasamepa BuaxeTa

19.4.4. PepaktnpoBaHue napameTpoB CyLLeCTBYHOLEro Bumaxera

[N peqakTMpoBaHUsi MapaMeTpoB BUKETA Ha CTpaHULe oTyeTa HeobXoaMMO:

1. BbibpaTb B cnuncke TeKyLnx 0T4ETOB HEOOXOAUMbIN OTHET.
2. B pabouen obnactu BelOpaTh HY>XHbIV BUMKET U LLEMNKHYTb MO COOTBETCTBYHOLLIEN EMY

NMUAKTOrpamMmme ( J" ) B JIEBOM HUXXHEM YITly BUOXETA.

OTkpoeTcs dhopma ¢ napaMmeTpamm aaHHoro BumkeTa. CoctaB napameTpos hopMbl aHanornyeH

cocTaBy napameTpoB hOpMbl CO3AaHMA HOBOro BUaKeTa (cM. pasaen "/JobasneHue 8 omyem

HoB020 sudxema").

3. BHECTU HEOOXOAMMbIE U3MEHEHNS B MapaMeTpbl BUOKETA.

4., [Ins BHECEHUS U3MEHEHWI B NapaMeTpbl BUAXeTa HaxaTb Ha KHonky "U3meHnTb",

PacronoXeHHY0 BHU3Y (hOpMbI C NapameTpamu.
5. Haxatb Ha nukTorpammy ( £ ) Ans NpuHyaMTENbLHOro OOHOBNEHUS AaHHbIX BUOXeTa nocne

N3MEHeHUs ero napameTpos.

19.4.5. YnaneHue Bupgxeta

Ons yoanexHuna sBuaXxeta Cco CTpaHuLbl OTHETa HeobxoanMmo:

1. BbibpaTb B Cnncke TEKYLLMX OTYETOB HEOOXOAVMbIV OTHET.

2. B pabouert obnactu BblbpaTb HYXXHbIA BUOXKET U LLENKHYTb N0 COOTBETCTBYIOLLIEN eMY

NUKTOrpamMmme ( '.' ) B NEBOM HUXXHEM YITy BUAXETa.

BHecTn HeobxoguMble n3MeHeHUs B napamMeTpbl BUOKETa.
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3. [Ina BHECEHUA N3MEHEHUI B NAapaMeTpbl BULKETA HaXaTb Ha KHOMKY "U3MeHUTb".

19.4.6. Tunbl BUOXXeToB

19.4.6.1. lNepeyeHb TUNOB BUAXKETOB
lMepeyeHb TMNOB BUOXKETOB NpeACcTaBreH B packpbiBatoLlemcs cnmcke "Tun" (cm. pucyHok 176).

Mnatdopma Pagap nogaepxmeaeT cnegyoLlme Tunbl BUOKETOB:

e "YycneHHoe 3HaveHue";

e "Kpyrosas guarpamma’;

e "Crtonb4yartasa gnarpamma";

e "Cron6uyatas guarpamma (stacked)" ;
e "JlnHenHasa gnarpamma’;

e "Papgap gnarpamma';

e "O6pyyeBas guarpamma’”;

e "Radial Area gnarpamma’;

e "Tabnuua";

e "3aronosok";

e "AG3au TekcTa".

s 2 s e
AOBABNTb HOBBIV BUAXKET
Hazeanve VIHUMACHTS MO yPOBHIO OMacHoCTH MHUMAEHTLI MO KaTeropum
RISKLEVEL ot 20
Tun
44 1
Kpyrosan avarpamma :lJ 13
71 1
Yncnentoe auauenme
Kpyrosan avarpamma or
CronBuatan avarpamma
Cron6uaran avarpamma (stacked) 00
v . v 2 105 - ecnnecx arverocTn oNs

Nuweiivan avarpamia
Pagap avarpamma
O6pyuiesan avarpamia
Radial Area avarpamvia
Tabmua

3aronosok

A63ay Texcra

PucyHok 176 - Tunel BUOKeToB
19.4.6.2. YncneHHoe 3Ha4YeHue

[ aHHbIN BUOKET cogepXkuT B cebe Lienoe Yncno 13 pesynsraTta 3anpoca k 6ase AaHHbIX (CM. pUCYHOK
177).

MopopepxvBaeTcs nposangepamu:

e SIEM;
e KoppensTop;
e CobObiTus;

e CoxpaHeHHble PUNLTpbI;

2021-09-01 00:00:00 ~ 2021-09-16 23:59:59 Bl Bpyunyo & E
BCEFO MPABUA KOPPENALUN CPABATbIBAHUSA MPABUA BCErO AKTUBHbIX MPABU KON-BO KO/-BO VHUUAEHTOB COBbITUI BCETO CPEAHUN
0 KOPPENALMMN KOPPENALMMN AKTUBOB 2 0 EPS
0 0 24 0

PucyHok 177 - Ipumep BuaxeToB Tvna «4ncrneHHoe 3HavyeHue»


af://n4240
af://n4241
af://n4269

19.4.6.3. KpyroBas anarpamma

Tut BupxeTa "Kpyrosas avarpamma" (cM. pucyHok 178) nogaepxuBaeTtcs nposangepamu:

e SIEM;
e KoppensTop;
e CobbiTus.

Mo ctatycam

@ DS - scnneck akwenocTn DNS: 2

PucyHok 178 - lMpumep Buaxeta Tnna «Kpyrosasi guarpammas»

19.4.6.4. Ctonb4yaTtasa guarpamma

Tut BupkeTa "Ctonbuatas gnarpamma” (CM. pucyHok 179) nogaepvmBaetcst npoBanaepamu:

e SIEM;
e KoppensTop;
e CobbiTus.
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MHUWMOEHTbI MO KATEFOPUK

@ VunpenTs no kateropum

0.8

0.6

0.4

0.2

PucyHok 179 - Mpumep BugkeTa Tuna «Ctonbyatas guarpamman

19.4.6.5. Tabnuua
Tut BumpkeTa "Tabnuua" (cm. pucyHok 180) nogaepxuBaeTcs npoBangepamu: :

e SIEM;
e KoppensTop.

WHUMAOEHTbI MO YPOBHIO OMACHOCTH

KoY 3HAYEHUE
high 0
medium 0
low 1

none 0

PucyHok 180 - MNpumep BugxeTa Tuna «Tabnuua»
19.4.6.6. 3aronoBok

MHdopMaumnoHHbI BUSXKET - 0TOOpaXkaeT 3apaHee COXpaHEHHbIV TEKCT B HACTPOMKax BUAXETa (CM.
pucyHok 181).

3aronoBok oTyeTa

PucyHok 181 - INpumep BumpkeTa Tuna «3arofioBoK»

19.5. Co3pgaHue BMOXeTOB HAa OCHOBE COXPaHEeHHbIX
¢mneTpoB/3anpocos. lNpoBanaepbl
{#vidgets_providers}
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19.5.1. NpoBangepsbl. O6Lee onncaHune

Mnatdopma Pagap B pexnme pegaktnpoBaHust otveToB (pnaxok "PepgakTupoBaHue otyeta")

noagepXmnBaet BO3MOXHOCTb CO3AaHUA HOBbIX BUOXXETOB!

® Ha OCHOBE COXpPaHEHHbIX (*)VIJ'IprOB.

® Ha OCHOBE 3arnpoCcoB K XpaHUnuily aaHHbIX.

Y Kax4oro 13 nepeyncrieHHbIX Bhille NpoBaigepoB eCTb OrpaHNUYeHHbIN Habop CBOMX TUMOB

«3arnpocoB».
[Onsa npoBangepa Ha ocHoBe UNBLTPA MOXET ObITb UCMONb30BaH 3anpoc Ha Takue AaHHbIE Kak:

o /HUMAEHTBI;

o AKTUBbI;

e PesynbraTbl KOppensumu;
e [lpaBuna koppensuuu;

e CobOblTUS.

[N gaHHbIX OT NpoBaiigepa Ha OCHOBE hUbTpa AOCTYMNHAs BU3yanusaums TONbKO B pamMKkax
YMCINEHHOTO 3HaYeHUs. B kauecTBe NpoBaiaepoB MOryT ObITb MCMOMb30BaHbl (OUNBTPbLI CO3AaHHbIE U
coxpaHeHHble npu paboTe ¢ NobbIM TUMOM AaHHbIX U3 BhilLeyka3aHHOro nepeyHsi. Hanpumep, punstp,

CO3[aHHbIV U COXpaHEeHHbIV B pasaene nHtepderica "lMpocMoTp cobbiTun”.

[ns npoBaigepa Ha OCHOBE 3anpoca K XpaHUNULLY AaHHbIX MOXET OblTb MCMOMb30BaH 3anpoc Ha

TakKne JaHHble KakK:

o /HUMAEHTBI;

e Tunbl NHUNOEHTOB;

e CraTyChbl UHUWNOEHTOB;

®  YPOBHM Yrpo3bl MHLUUOEHTOB;

e 3aTpoHYTbIE aKTUBbI;

e 3aTpoHyTble rpynmnbl aKkTUBOB;

o AKTUBbI;

e [IpaBuna;

e [lpaBuna koppensiumm ¢ HebosbLIMM KONMYECTBOM UHLUMAEHTOB;
® Pesynbrathl;

e Bce cobbiTus;

e CpenHun NoToK cobbiTUi;

e Bce cobbITMS MO NCTOYHUKY;

e Bce cobbIT!SA N0 NCTOYHUKY, TPYNNMPOBKA MO BAXKHOCTK;

e Bce cobbITMSA C rpynnmMpoBKOW;

e Bce cobbITns ¢ rpynnmpoBKON (CHETHMK);

e Bce cobbITus ¢ rpynnupokor (Stacked);

e Bce cobbITMS C rpynnMpoBKON (CHETYUK MO AOM. FPYNMNUPOBKE);

19.5.2. lo6aBneHne B oT4eT HOBOIro BMAXeTa
{#add_vidget_report}
,D,J'Iﬂ ,El,OﬁaBJ'IeHI/Iﬂ HOBOIO BMA)XeTa B OTYET MNMpu co3gaHnn oTyeTa unn pegaktmpoBaHnm H606XO£WIMOZ

1. BbibpaTb B Cnucke TEKYLLMX OTYETOB HEOOXOAVMbIV OTHET.

2. B bnoke "[Jo6aBuTb HOBLIW BUaXeT" BBeCTM B rnorne "HasBaHue" Ha3BaHne HOBOro BUaXeTa
nog KOTopbIM OH ByaeT oTobpaxaTbes B OTHETE.
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3. N3 packpbiBatowerocs cnvcka "Tun" BbiOpaTh TMN HOBOro BuaXeTa. Ecnun aanee B kayecTtse
npoBarigepa OyaeT ncnonb3oBaTbes PUNLTP, TO HAA0 BbIOpaTh TUMN AaHHBLIX "YUcneHHoe

3Ha4yeHue".

4. BblbpaTb npoBanaepa AaHHbIX AN HOBOIO BUKETA - packpbiBaroLmincs cnmcok "lMposangep

OaHHbIX".
5. B cnucke "3anpoc” ykasaTb TUN AaHHbIX 4519 CO34aHus BUAXKETA.

6. Ecnu B kauecTBe npoBarigepa Obin ykasaH roToBbIN 3anpoc - TO yKkasaTb 3HAYEHNE B CTPOKE
"Mone", oTKOppeKTUpOBaTb AaHHbIE, ECNN 3TO HEOBXOAMMO, U HaxaTb KHoMky "[obaBuTb
BuaxeT" (CM. pucyHok 182).

7. Ecnu B kayecTBe npoBarigepa 6bin ykasa punstp, To BblOpaTh HYXXHbIN OUMLTP 13
NPeanoXeHHOro CnMcka, HaxkaTb KHOMKY "3arpy3uTb PULTP", OTKOpPEeKTUpOoBaTh AaHHbIE, €CNN

3TO HEOBX0AMMO, 1 HaxaTb KHOMKy "[lo6aBUTb BUAXET".

Buaxet ¢ 3agaHHbIMM XapaKTepuctnkamm OormkKeH noaBuTCA B OTHETE.



LKA OTUHET -

g

AOBABWUTb HOBbIWA OTYET

HazeaHue

OBwKiA OTYUET 3a Heaeno

DobaButh

AOBABUTb HOBbIW BUAXET

HazeaHwne

Konvuecteo MHUMAEHTOB

Tun

Kpyroeas avarpamma :

Mpoealiaep AaHHBIX

L1

loToBbIE 3anpocol

3anpoc

[Mone

total

groupField - none nepBoro ypoBHA rpynnupoBKw

groupType - Tun rpynnupoeku (terms, cardinality, value_count, tim
subGroupField - BTOpOW ypoBeHb rpynnUpoBKWM (BKMIKYAETCA TONBKO ech
subGroupType - Tun rpynnupoeku (terms, cardinality, value count)
esIndex - wHgekc noucka, no ymonuyauwuio normal*

whereFieldsMap - json ana ¢unbTpadum dopmaTa kmou: 3Hadenue (Beer,

whereFieldsMapNot - json ana dunbTpaduu dopmaTta knwu: 3HaueHue (B

esSort - npaeuna coptupoBku { "name" : "desc" }

< >
MapameTtpbi

Kntou Tun 3HaueHune

4

) o
order_value updated_at B
order_direction B

"page": 1,

"per_page": 1,
"order_value”: "updated_at",
"order_direction": false

Q

Q



PucyHok 182 - [lobaBneHne HOBOro BUAXeTa

20. PaboTta ¢ npaBunamum Koppensauum

Pazgen cogepXuT onncaHne npoLeccoB, CBA3aHHbIX C HACTPOMKON U 06CNyKMBAHMEM NPaBUI

Koppensaumu.

20.1. NMpeaycTtaHoBNEeHHbIEe NMpaBuna Koppensauun.
Pa3paboTtka npaBun Koppensauumn

MnaTtcdopma Pagap nocraensietcs ¢ HAGOPOM FrOTOBLIX NPaBWIT, KOTOPbIE NPY HEOGXOANUMOCTU MOXKHO

BbICTPO BKIMIOYMNTD, CIIeAYHOLLMX KaTeropuii:

obHapy»KeHVe BpeOHOCHOTO KOAa;

ob6HapyXeHne Nofo3puTernbHbIX O6BEKTOB B CETEBOM TpadvKe;
obHapy»KeHve Nofo3puTeribHOM akTUBHOCTY;

aHoOManuu B coBbITUSAX ayTEHTUMKaLUK;

KOHTPOSb M3MEHEHMST KOHpUTypaLui.

Mpu HeobxooUMOCT MOXHO pa3paboTaTb COOCTBEHHbIE MPaBUIia KOPPENALUK.

20.2. YnpaBneHue npaBunamm koppensuum {#rules}

20.2.1. NMNapameTpbl NnpaBuna Koppensauum

lMepeveHb npaBun KOppensaumMm NpeacTaBneH Ha pucyHke 183.

[ns ynpaeneHus npaBunamMm KOppensumMm npu Haxxatum Ha KHonky "[Jencteme" passopadnBaeTcs

nepeyvyeHb NyHKTOB!

AKTMBMPOBATb - NO3BOMAET BKMIOYMTb BbiOPaHHbIE NpaBuna Koppensiuum,

BbIKMIOYMTL - NMO3BOSIAET BbIKMOYNTL BbIGpaHHbIE NpaBunia Koppensumu.
AKcnopTUpoBaThb - NO3BOMSET IKCMOPTUPOBATL BbiGpaHHbIE MpaBuia Koppensaummn B das.
MMnopTupoBaTh - NO3BOMSAET MMMNOPTUPOBATL Npasuna Koppenauui 13 daina.

YoanuTb - No3BONSET yaanuTb BbiGpaHHbIe Npasuna Koppensauum.

AKkcnopTupoBaThb BCE - NMO3BOMISIET 3KCMOPTUPOBAThL BCE NpaBuiia Koppenauuy B daiin.
Yoanutb BCE - NO3BOMSAET yaanuTb BCe Npasuia Koppensumm.
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PucyHok 183 - NepeyeHb npaBumni Koppensaumm

B nepeyHe goctynHa unsTpaums no HauMeHoBaHUO NpaBuna koppensauuy. ns noncka
NoAXOAsILLErO NpaBuia BBEAUTE YaCcTb €ro HAa3BaHWUSA U KNNKHUTE Ha UKOHKY noucka ), . [ns cbpoca

yCJ'IOBI/II7I NOUCKa O4nCTUTE Nosre BBoga HanmeHoBaHUA npasuiia U CHOBa KIMMKHUTE Ha MKOHKY MOUCKa.

Takxke NPU KINKE Ha MKOHKY YCTaHOBKU cbvmpra T MOXHO 3aaTtb AOMNOJIHUTENTbHYHO (*)VIJ'IpraLI,VIIO

(cm. pucyHok 184).

OUALTP N0 HAZBAHMIO Q7
PunsTpaumns
Bce =

PucyHok 184 - dunstpaumsa npaBun koppenauum

BbibepuTe 13 cnncka ctatyc npaBun Koppensauum (Bce, akTUBHbIE, BbIKIMOYEHHbIE) N HaXXMUTE KHOMKY
"TMpuMeHUTL", NOCre Yero B cnvcke ByayT oToOpaXkeHbl TONbKO NpaBua Koppensaumu,
YAOBNETBOPSOLMNE YCTAHOBIIEHHBIM UILTPaM.

[na noGaeneHns HOBOro NpaBwna KoppPensaLuK KNMKHUTE Ha kHorKy "[Jo6aBUTb HOBOe NpaBuno”,
rMocrie Yero OTKPOETCsl OKHO PeAaKTUPOBaHKsA HOBOTO NMpaBuiia Koppensuum.

[ns HacTponkM NapameTpoB NpaBunia Koppensauuy BelbepuTe NpaBuno U3 nepedHs. MNpu knuke Ha
npaBunno KOPPENLMMN OTKPOIOTCS CBOMCTBA Npasuna (CM. pucyHok 185).
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OGpatlieHite K sHeLHM DNS CepBEDAM MIUHYA BHYTPEHHIE CepBepa
s 20230628 110753 Aovc:

WanaCryptor C&C servers detected (GUI)

Kerberoasting_TGS_request_detected
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Network_scan_by_single_host_via_many_different. ports_to_one_host (GUI)
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WanaCryptor C&C servers detected (GUI)

OcHoBHOe

[
Cospano:
Vamerieno:

Bua npasuna:

Ton wrugngenma:

Onmcanue npasun: ,

DwnsTpI NOTOK COGRITHIE: »

1. communication

PerpocnexwsHoe
CBop merpuk

Orpanmiene naaTn (MG): 7 Her

Vogugenrs | Pesymran Tor vaweennii  MorounGox  Merpn
3A10N080K
(GBrapyKEr BTEGAKT Wi WALHKETOD NORCSDHTENSHOR KTHENOCTH (peaorockae M10)

(OfH2RyXEH 2RTEGAKT WA WAAHKETOR TIOAGIPHTENSHOM AKTHEHOCTH (speerocrae 0}

CBrapyxen 3pTebacT Wi wAKETOD NOROSDHT
OBHapyKeH SPTEBAT WIH UAALIKETOD NOROSPUTEN sHOT BXTUEHOTTU (EpatoHockce 1)

OBHapyKeH SPTEBAT WIH UAALIKETOD NOROSPUTEN sHOT BXTUEHOTTU (EpatoHockce 1)

PucyHok 185 - CeowicTBa npasunia Koppensuum.

Ha akpaHe oTobpaxatoTcs:

® [ON3YHOK aKTuBauun Unn geaktmsauunn ripaeuna Koppenaunu;

e kHonka "lMepe3anycTUTb", KNWK MO KOTOPOW Nepe3anyCcTuUT NpaBuIio Koppensauuy;

e kHonka "dy6nupoBaTtb", KNKK No KOTOPOW CAENaeT KOMNuo NpasBmia Koppensumu;

® KHOMKa "PenaKTMpOBaTb", KOTOpasa OTKPOET OKHO pefaKTUpOBaHUA npaBuna Koppendauuu,;

® yOeHTUdMKATOP NpaBunia Koppensaumu;

® [aTbl CO34aHNA N NoCcreaHero nsMeHeHunsa npasuna;

e By npasuna (BM3yanbHbI KOHCTPYKTOP Unn ckpunT Lua);

® Haanuch C AeNCTBYEM MO KOHBEpPTaLMK NpaBuna B ckpunT Lua (ocTynHO TonbKo AN npaBuna,

BbINOJTHEHHOIO B BUAE BM3yalibHOIo KOHCprKTOpa);

® TUM MHUUAEHTa (MOXET ObITb USMEHEHO);

e onucaHue npasuna (HeobsizaTenbHoOe none);

® [OAKIOYEeHHbIe K npaBuny (bI/IJ'IprbI noToka cobbITuK;

® MpuU3HaK PeTpOCNeKTMBHOCTY NpaBuna; Takoe nNpaBuno obpabaTtbiBaeT yXKe CyLLeCTBYoLne

ncTopuyeckmne cobbiTus;

® npu3Hak cbopa MeTpuK Ans npaBuna;

® orpaHuyeHve namaTu (B merabanTax) ons npaesuna;

e BKMagku ¢ MHdopMaumen no pabote npaeua Koppensuum.

BkrtoyeHHOe NpaBusio Koppensuum HaunHaeT paboTaTh cpasy e, peaynbraTr paboTbl npasua

oTobpakaeTcs Ha Bknagkax ¢ nHdopmauuein no ero pabore.

Mpw BKMHOYEHMM NpaBUIia KOPPENSLMM NPOBEPSIOTCS YCIOBUS yKasaHusa Tuna UHUMAeHTa u unbstpa

NMOTOKa COObITUN.

Ecnu xots 661 0ogHO yCrioBue He BbIMNOJIHEHO, TO NMPW NMOMNbITKE akTUBaL MW NpaBuiia NnoaBniAaAeTCcA

coobueHne o6 owmnbke (cMm. pucyHok 186).

MNoateepauTe AeAcTEME Ha cTpaHuue 172.30.254.72

Mpaeuno He Npowno BEaNUaauMio. HeT QuaLTpoe

PucyHok 186 - Owmnbka akTMBauum npasmia KoppensiLmm.

[ns ycTaHOBKM TUNa MHUMAEHTA KITMKHUTE Ha MKOHKY pedakTUpoBaHus HanpoTme Tekcta "Tun

MHUMAOEHTa" 1 B OTKPbIBLLUEMCS OKHE (CM. pyCcyHOokK 187) BbiGepuTe TUN MHUMAOEHTA.



TWnN MHUWHAEHTa X

Co3aaH HOBLIM NIOKaNLHEIA NONL30BATENL BuiGpath

MS-WIN-MHOoXeCcTBEHHbIE HeYaYHEIE NOMNBITKY 3YTEHTUWKALMK C cnonb3oBaHuem Kerberos
MonbaoeaTensckmnii CBPoC NaponA YyBCTBUTENLHOW YUETHOR 3anMcK Buibpar.

MHoxecTESHHBIE HeyAauHbIE MOMNEITKA BEXO43 Ha OQHOM y21e N4 PazHeIMK YUETHEIMW 23NKMCAMM BI:IGPBTI-

MS-WIN - HenpueunervpoBaHHEIA goctyn k ofluemy ceteeomy pecypcy SME Buibpats

MS-WIN - MzameHeHO NpaBnac MEKCETEBOrD 3KPaHa Buibpars

IDS — Bcnineck DNS-2anpocog € yHMKANEHEIMI WMEHAMY NOLA0MEHOB Buibpats

MS-WIN-WM3meneHne uneHCTBa B NOKaNLHOWA rpynne Bribpar.

MS-WIN - [lnA yueTHO 2anKcy YCTAHOBNEH NapaMeTp Napons He Tpebyertca BuiGpars

CETEEEIE FHOMANMM - CKaHMpOEaHHE nopToe B|,|6Pa'|1,

IDS — OBHapyxeH BX0AAWMIA NOTOK BOALIWOA NPOAOAKMTENEHOCTH Buibpats

MS-WIN - YneHcTBO B KOHOWABHUMANLHOW rPYTINE M3MEHEHO Buibpars

Ob6Hapywero Forged Kerberos tickets ¢ HEM3BECTHLIM NOAL3OBaTENEM AOMEHA Buibpare

OBHapyxeH apTedakT UK MHAWKATOP NOAOZPHTENsHOM akTuEHOCTY (BEpeaoHocHoe MO) Buibpars

AnTrenpyc - OBHapyxeHo EpegonocHee M0

=]
z
av
el
i
T
o

BuiGpats

PucyHok 187 - Beibop Tuna nHuugeHTa.

HanpoTtuBe BbIGpaHHOro Trna uHunaeHTa He 6yaet otobpaxatbcs kHonka "BbiopaTtb”, a 6yaet
oTobpaxeH TekcT "Bbi6paHo”.

,D,J'Iﬂ YCTaHOBKU CbI/IJ'IprOB KIMMKHUTE Ha MKOHKY pefaKTUpOBaHNA HaNnpoTmuB TEKCTa "CDVIﬂprbI noTOKa

CcOoObITUI" 1 B OTKPLIBLLEMCS OKHE (CM. pUCyHOK 188) BbibepuTe Heobxoanmble UILTPbI.

Hactpoiika ¢unetpaunm notoka Ana npaeuna X

[octynHble GUABTPbI BbibpatHbie GpuaLTpbI

communication n

linux_auth_events
win_4776

Event ID 4738
antivirus

antivirus2
add_and_remove
SMB_auth
NTLM_auth

eventid
DNS-communication
Kerberos_auth
lin_command_execution

linux_process_created

IEEHMEHHMEMHEEE

MS Windows Fxecute

PucyHok 188 - Bbibop hunbTpoB NoToKa COOLITUN.

B neBot yactu oTobpaxkeHbl AOCTYMHbIE (PUMBTPLI, B NPABOW - NOAKIKOYEHHbIE K NpaBuy punstpbl
noToKa cobbITUNA.

MKkoHKa NO3BONSAET NPMBA3aThb BblOPaHHbIN OUILTP NOTOKA COOLITUI K MpaBuIy KOppensumu,

MKOHKa u - 0TBA3aTb (.bVIJ'Ipr OT npaswuna.

Ha Bknagkax ¢ uHcdopmaumen o paboTe npasuna Koppensiumm AoCTynHa MHpopmaums:

® MepeyeHb Co3faHHbIX Mo pesyrnsratam paboTbl NHUMAEHTOB;
e pesynbTaTbl paboTbl KOPPENATOPa;
® KypHarn M3MeHeHWi NpaBuna Koppenauum;



® KypHarn owmnbok oTpaboTkM NpaBuia Koppensauum;

® METPUKN.

Bknagka "UHumpaeHTbI" (CM. pycyHOoK 189) coaepXmT nepedeHb BCeX CO34aHHbIX YHUKaMNbHbIX

NMHUMOEHTOB.

OrpaHuuenue namatu (M6): & Her

WMHumngeHtl PesynbTtatbl Nor i Ner Metpukn
3ATONOBOK OATA
O6HapyxeH apTedakr MW MHAWKATOP NOAO3PUTEeNbHOR aKkTMBHOCTW (BpedoHocHoe [10) 2023-06-1502:49:14
O6HapyxeH apTedakT MW MHAWKATOP NOAO3PUTENBHONW akTMBHOCTH (BpeaoHocHoe MO) 2023-06-15 02:47:29
OBHapyxeH apTedakT UAK WHAMKATOP NOLO3PWUTENLHOW aKTMBHOCTK (BpedoHocHoe M0) 2023-06-15 02:48:50
O6HapyxeH apTedakT uaK WHAMKATOP NOLO3PWUTENEHOW aKTMBHOCTK (BpedcHocHoe MO) 2023-06-15 02:57:10
O6HapyxeH apTedakr MW MHAWKATOP NOAO3PUTEeNbHOR aKkTMBHOCTW (BpedoHocHoe [10) 2023-06-15 12:54:.00
O6HapyxeH apTedakT MW MHAWKATOP NOAO3PUTENBHONW akTMBHOCTH (BpeaoHocHoe MO) 2023-06-14 19:53:06
OBHapyxeH apTedakT UaK WHAMKATOP NOLO3PWTENBHOW aKTMBHOCTK (BpedoHocHoe M0) 2023-06-15 02:49:42
O6HapyxeH apTedakT MW MHAWKATOP NOAO3PUTENBHONW akTMBHOCTH (BpeaoHocHoe MO) 2023-06-15 02:47:25
e e e e e e e e e e < Amn e ar AT |

PucyHok 189 - Bknagka "UHuupaeHTbI".

Mpu knuke Ha kHonky "Moka3aTb MHLUMAEHT" OyOeT OCyLLEeCTBIEH Nepexos K CO34aHHOMY NpaBuiom

KOpPEensAuMM HUMAEHTY.

Bknagka "Pesynbrartbl” (CM. pucyHok 190) copgepxuT nepedeHb cpabaTtbiBaHWn NpaBuia KoppensiLmm.

WHLHAEHTH PesynbTathi Nor uMeHeHHA Jor owneok MeTpukmn

T -

1 2 3 1 0
npoU3OWAO « AKTHE PUCK WHUWAEHT AAHHBIE
2023-02-17 12432 6%k
2023-05-11 154825 6%k
2023-05-11 1%11:36 6%k
2023-05-11 15:11:30 &%
1 2 3 1 70

PucyHok 190 - Bknagka "Pe3ynbraTbl”.

B Tabnuvue pesynsraTtoB OOCTYMHbLI AENCTBUSA:

e hunbTpaumnsa pesynsTaToB (MKOHKa n);

e co3gaHue nHunaeHTa (kHonka "CosgaTb MHUMAEHT") No BblOpaHHbIM pesynbratam Koppensauum;
®  (DyHKUMSA OOHOBIEHNS NEPEYHsI pe3ynbTaToB;

e ypnaneHue BbIbpaHHbIX pe3ynsTaToB (KHomnka "YaanuTtb");

e ynaneHue Bcex pesynbraTtoB (KHonka "Yaanutb Bcé").



Mpn ycTaHOBKe (PMNbTPOB OTKPLIBAETCS OKHO (bmUnbTpaunn, cogepxallee Tpu Bknagku (CM. pucyHokK
191):

e Bknagka "®unbTp", cogepxallasi HaCTPOWKM UnbTpaLnn;

e hunbTp No gate cpabaTtbiBaHUA (TEKCTOBOE MOMe, MOUCK NOET NO BXOXKAEHMIO);

o unbTP NO YPOBHIO pucka (BbIOUpaeTcs U3 cnucka);
o uNbTp NO AENCTBYOLWMM akTnBam (BblOMpaeTca U3 cnucka);
e Bknagka "AKTUBBI", HA KOTOPOW MOXHO yKa3aTb, N0 KakMM rpynnam akTmBoB 0TobpasuTb

pesynbraThl cpabaTbiBaHUS NPaBun KOppPensiLmy;
e Bkragka "[dononHuTenbHO", cogepxallasa AONONHUTENbHbIE NapaMeTpbl:

e unetp "Mpousowno nocne", 3agawuin UnsTpaLMIo No Aate cobbITUIA NOCNe YKa3aHHOM
narbl;

o cpunbTp "Mpousowno go", 3agarolmin punsTpauuo no gaTe cobbITUI A0 YKazaHHOW AaThbl;
O KONMYeCTBO pe3ynbTaToB Ha O4HOW CTpaHuLE.

QuaeTp AKTWELI JonoAHMTENbHO
DuaeTp Puck [eAcTEyOWMe aKTUEEI
2023-05 Bce ypoEHW puckoE = He eaxHO =

DuneTp AKTHEBI JononHuTeneHo
Bce rpynnkl akTuBOE Bce akTuBEBI

10.10.10.10 -

localhost

- -

E3 23 - -
PuALTp AKTHERI JdononHuTensHo
Mpowzowno nocne Mpownzowno go Kon-Bo Ha cTpanHuue

10

PucyHok 191 - ®dunbtpel Bknagkn "Pe3ynbratbl”.
Mpu ycTaHoBKe OUNBETPOB JOCTYMHbLI AENCTBUSA:

® yCTaHOBKa 3aJaHHbIX (hUNLTPOB KHOMKoW "TMouck™;
® OTMeHa punbTpaLmmn KHOMKow "OYncTUTL";

® COXpaHeHue yCnoBun unsTpaumm MKOHKONn i ;

® BOCCTaHOBEHWE YCNOBUI (OUNbTPaLUMM UKOHKON &= ;

KHonka "lMoka3aTb co6biTne" B Tabnvue pe3ynsraTtoB NO3BOMISET NPOCMOTPETL COObITME, KOTOPOE
ObIr10 oToOpaHo 1 0bpaboTaHo NpaBMIoM (CM. pUCyHOK 192).



JaHHble cobbiTHA X
1. |[{"@timestamp™:"2023-93-31T15:84:89.381021+00:88","action":"change”,"elastic_key":"normalized_microsoft.windows

1 3

2. |[{"@timestamp®:"2023-03-31T15:84:89.429769+2@:02","action":"change”,"elastic_key":"normalized_microsoft.windows

1 3

3. |[{"@timestamp®:"2023-03-31T15:84:89.553457+2@:02","action":"change”,"elastic_key":"normalized_microsoft.windows

1 »

4, |{"@timestamp®:"2023-03-31T15:84:89.553199+20:02","action":"change”,"elastic_key":"normalized_microsoft.windows

1 3

5. |{"@timestamp®:"2023-03-31T15:84:89.552958+2@:08" ,"action":"change”,"elastic_key":"normalized_microsoft.windows

1 3

6. |[{"@timestamp®:"2023-03-31T15:84:89.552707+2@:02","action":"change","elastic_key":"normalized_microsoft.windows

1 2

7. |[{"@timestamp®:"2023-03-31T15:84:89.552447+00:02" ,"action":"change”,"elastic_key":"normalized_microsoft.windows

1 3

8. |{"@timestamp®:"2023-03-31T15:84:89.552191+8@:08","action":"change","elastic_key":"normalized_microsoft.windows

1 3

9. |{"@timestamp®:"2023-03-31T15:84:89.551892+2@:02","action":"change”,"elastic_key":"normalized_microsoft.windows

1 3

10, |[{"@timestamp":"2823-03-31T15:84:09,551631+82:00","action": "change", "elastic_key":"normalized_microsoft.windows
1 3

11, |[{"@timestamp":"2823-03-31T15:84:09,551375+8@:00","action": "change", "elastic_key":"normalized_microsoft.windows

4

PucyHok 192 - MNMpocmoTp cobbiTus.

»

KHonka "+UAHumnaeHT" B Tabnuue pesynsratoB oToOpaXkaeTcs, ecniv no pesynsraTy He Obin co3gaH

MHUMOeHT. KHonka no3BonseT co3gath UHUMOEHT No pesynbraty 06pa6OTKM. Ecnu nHungeHt yxXe

co3[aH, To Ha kHorke bynet otobpaxeH TekcT "UHumpeHT". Mpun knvke Ha 3Ty KHOMKy Oyaet

OCYLLECTBIIEH NEPEXOA K CO3OaHHOMY NMPaBUIOM KOPPENnAUMN MHLUNOEHTY.

Bknagka "Ilor nameHeHunin" (cm. pucyHok 193) copgepxuT gaTy U3MEeHeHUsI; MMs Nonb3oBaTtens,

BHECLLEro M3MeHeHue; B eNCTBUS ; CUCTEMHOE OENCTBME.

MHumgeHTs PesynbTathi

AATA

2023-06-14 11:10:38
2023-06-13 19:03:21
2023-06-13 19:.02:04
2023-06-13 19:.01:47
2023-06-13 19:01:11
2023-06-13 19:00:54
2023-06-13 13:44:37
2023-06-13 12:31:24
2023-06-13 12:31:00
2023-06-13 12:30:49
2023-06-13 12:29:41
2023-06-13 12:28:24

2023-06-13 12:28:12

R & e

Nor nameHeHnii

Nor ownbok

MONb30BATEND

admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin
admin

admin

PucyHok 193 - Bknagka "Ilor usmeHeHun".

Metpukn

NEVNCTBUE
Wzmenenmne
WsmeneHmne
WzmeHeHne
VzmeHeHwe
WsmeneHmne
WzmeHeHne
Wzmenenmne
W3meneHmne
WzmeHeHne
Wzmenenmne
WsmeneHmne
W3meHeHwe

Wzmenenmne

CUCTEMHOE AENCTBMUE
X

XX %X %X X X X X X X X X

Bknagka "Ior owmn60k" (cM. prcyHok 194) cogepXuT rpadmk n3amMeHeHMs KonmyecTsa oLwmMboK npu

cpabaTbiBaHUM NpaBuna Koppensuum.




OrpaHuueHue namatu (M6): & Her

WMHuMpeHTl PesynbTathl Nor uameHeHuid Nor ownBox MeTpuku
Kon-go ownbok

3.0

20

1.0

0.0

PucyHok 194 - Bknagka "Ior owmnbok".

Bknagka "MeTpukn" (cm. pucyHok 195) cogepxut rpadmk o6paboTkn cobbITUN.

WHunaeHTEI Pezynwtatsl Nor nzmeHennin Nor owwnBok MeTpukn
EPS

308000

301000

294000

287000

Namars (M6)
30

20

10

0.0

KonuuyecTBo HaKOMJIEHHLIX COGLITMA B rpynnepe

PucyHok 195 - Bknagka "MeTpukn".
Ha Bknagke gOCTynHbI rpadounku;

e 0 ypoBHto EPS;
® [0 KONMYECTBY 3aHMMAEMOW NaAMSITH;
® 0 KONMUYECTBY HAKOMMEHHbIX COOLITUIA B rpynnepe;

® [0 BpeMeHW BbINOJTHEHUA.



20.2.2. Co3zpgaHue npaBuna Koppensaumm

Mpu knNuke no kHornke "[o6aBuTbL HOBOE NpPaBUII0" OTKPOETCSH OKHO CO3[4aHMs HOBOrO npasuna
Koppenauumn (cM. pucyHok 196).

CozpaHwe HoBOro npaevna X

McnonezoBath BHB}"EJ’II::HI::IIH KOHCTPYKTOP

| Bbibepute TN MHUMAEHTa

BbIDpaTh

| host. P -
| The SSL certificate chain for this service ends in an
| . , , Buibpath
unrecognized self-signed certificate.

MS-WIN-OBHapyeH yCnewHsld BX0O4 B CUCTEMY C
MCNONb30BAHWEM YUETHBIX JaHHBIX C OTKPbLITLIM Buibpath
TEKCTOM

MS-WIN - MHTepakTBHBIA AW NPUBMAETUPOBaHHDIA

ceaHc RDP, OTKpBITLIA HEABTOPU30BAHHBIM Boibpath
NPUBWIETMPOBaHHbLIM MOAL30BATENEM

| Suspicious DNS request was detected using machine

. Boibpath
learning
The remote service encrypts traffic using an older
, P J Buibpatk
version of TLS.
| MS-WIN — Cobbimua Bxoaa B cucTemy B HeoDeIuHOe
- Boibpath
BpeMs
Signing is not required on the remote SMB server. BuibpaTs
Mepebop xocToB BEINOAHAETCA No 3anpocam Kerberos
' Buibpatk
[ TGS
WMI queries could not be made against the remote
host Boibpath
ost.

CHoi akTMBaLMK NMLLEH3WNIA Boibpats

The remote service encrypts communications. Buibpath

|
o [

PucyHok 196 - Co3gaHuve npaBunia Koppensuuu.

4



af://n4578

BbibepuTe BMA NpaBuna: ¢ UCMonb30BaHWEM BU3YyaribHOrO KOHCTPYKTOpa Ui Ge3 ero UCnorb30BaHus.
B nepeom crnyyae ans cosgaHus npasBuna He UCNosb3yeTCsl CKPUNTOBBIN A3bIK, CamMO NpPaBuIio
HacTpavBaeTCsl C MOMOLLbIO BU3yarbHbIX GriokoB.

[ns 6onee rmbkoro onncaHwsi NpaBunia OTKIYNTE UCMONb30BaHWE BU3YaribHOMO KOHCTpYKTOpa. B aTom

Ccrny4yae npasuio Heobxoanmo 6yneT onuncaTtb C NMOMOLLbIO CKPUMTOBOIO A3blKa Lua.

Jio6oe npaeuo, co3naHHOE C MOMOLLBIO BU3YanbHOMO KOHCTPYKTOPA, MOXHO CKOHBEPTUPOBATL B

ckpunT Lua.
[anee BbIbepnTE NHUMOEHT C NOMOLLLIO KHOMKM "BbIOpaTh" HanpoTB ero HaMMEHOBAHUSA U HAXXMUTE

KHOMKy "MpoaomkuTb", nocne 4Yero OTKPOETCA OKHO pedakTUpoBaHUA npaswuna.

20.2.3. PegaktnpoBaHue npaBusa Koppensauuu

Mpwu knnke no kHonke "PepakTupoBaHue™" yxe CyLLeCTBYIOLLEro npasuiia Koppensauum unm cosgaHmm

HOBOIO NpaBuna Koppenaunm oTKPOeTCA OKHO €ro peaktnpoBaHUA.

Mpu pegakTMpoBaHMM NpaBuIl KOPPENALUM BO MHOMMX MOSISIX UCNOSb3YeTCHa CAMCOK, coaepXKallmm
npegonpenenexHHbIn Habop nonen. OnucaHue aTUX Nonen nNnpeacTaeneHo B pasgene "OnucaHue
nosiel HopMmanusayuu”.

Mpwv pefakTMpoBaHUM U TECTUPOBAHWUM NPaBUI1 UCMONb3YEeTCA fornaH cobbiThii. CaMmu cobbITus
MOXHO npocMoTpeTb B pasagene {"Mpocmomp cobbimuli™|(http://docs.pangeoradar.ru/user/flow ev

ents). NlornanH npeacTaenseT uad cebst ogHy CTPOYKY 3anucy "cbiporo” cobbITUsi U3 BCEro MaccuBea

CTPOK COBbITHUS.

Bua okHa pefgakTMpoBaHus 3aBUCUT OT BUAA NpaBuia Koppensauum (BUsyarnbHbIA KOHCTPYKTOP Ui
ckpunt Lua).
OpuHakoBbIMM ByayT 0bLLME SNEMEHTbI yNpaBneHns 1 napaMeTpbl npaBmnia (CM. pucyHok 197).

(-I WanaCryptor C&C servers detected # I

Hactpoiiku anepra v Tecruposare

DOpMMpOBaHHe TECTOBOrG HaBOPa AAHHbIX ©
YpoBeHb pucka
Co3aatb MHUNAEHT o o
HasHauuTs UHLMABHT NONL30BaTEN0
L 4
IP akTBa Hostname axTvBa
initiator hostip % v | intiator hosthostname XV 1. [("id":"AAAAAGR1PMRUAGPGRMCZZCFQxZ@1ELpL", "raw”: "{\"rs_collector_hostname\" \ﬂ
4 »
FQDN aktusa MAC akrusa
initiator.host.fqdn » ¥V initiator.interface.mac XV DUNLTpLI AaHHBIX ~
JlorvpoBaTh yKasaHHOE UMCAO CoBbITUi
Jlornposars nepeoe 1 nocieaHee cobkiTue BbiGpaHHbie GrALTPb!
! communication a
WabaoH JlocTynHbie GuasTpsI
Saducnposarisl obpawenia k C&C WanaCryptor ¢ yana {{ Firstinitiator.host hostname | join *, * }} (IP: {f First.nitiatorhostip | join m
)] Z
Mpynnupoeka v Mcnons30BaTe rpynnMPoEKy
Tpynnuposats no Arperuposars no
initiator.host.ip %  initiator.host hostname % ¥ | initiator.hostip X v
Bpewma cobkimna Pasuep 0kHa rpynnMPOBKY
@timestamp XV 5 MutyTol v

PucyHok 197 - lNapameTpbl NnpaBunia Koppenauum

C noMOLLbI MKOHKM f MOXHO U3MEHUTb UMA NMpaBuiia Koppenaunun.

KHomkun "CoxpaHutb" 1 "Yaanutb" no3BonsioT, COOTBETCTBEHHO, COXPaHUTb UMK yaanuTb NpaBuio
Koppensauuu.

KHonka "TecTupoBaTtb" 3anyckaeT pexum TeCTMpoBaHus (CM. pucyHok 198).


af://n4585
http://docs.pangeoradar.ru/events/processing_rules/scheme
http://docs.pangeoradar.ru/user/flow_events

3aKoHYMTD TECTHPOBAHWE

BpemeHHoe okHO 3afepska OTNPAEKH Jagepsika rpynnepa

m 100 a

PucyHok 198 - Pexxum TeCTMpoBaHuWs npaBuria Koppensumum
[lnsa 3anycka TecTta 3agante napameTpbl:

® pa3mep BPEMEHHOro OKHa BbIMOMHEHMWS NpaBua Koppensaumm;
® 3adepkka oTnpaBku COObITUN;
e 3ajepkka paboTkl rpynepa.

Mocne 3agaHvs NnapameTpoB HAXMUTE KHOMKY "3anycTuTb TecT" 1 JOXKAMTECH BbIMOMHEHNS TecTa 1
nony4eHus ero pesynesrarta (CM. pucyHok 199).

3aKOHYMTh TECTHPOBAHME

BpemeHHoe OKHO 3anepsKka oTNPAEKK JagepwKa rpynnepa

Tm 100 ]

Owwnbok HeT

Jlor BbINONHEHWA

1. B2 B8 1o0gline get
2. B3 EEE] 1ocgline get

PucyHok 199 - PesynbraTbl TECTUPOBaHUS NpaBuia Koppensumm

Mo OKOHYaHUM TECTUPOBAHUSA HAXXMUTE KHOMKY "3aKOHYUTb TeCTUpoBaHue", YTOObI BbINTY U3 pexnma

TECTUPOBaAHUA.
[anee pacnonaratotcs napameTphbl, pa3duTbie Ha rpynnbi:

® hopmMMpoBaHMe TECTOBOIO Habopa AaHHbIX;
e  OUNLTPbI AaHHbIX;
® Makpochl.



20.2.3.1. PopMmupoBaHMe TECTOBOIro Habopa AaHHbIX

TecToBbIV HAOOP AaHHbIX COAEPXUT HAbOP CObbITUIA, MOAABAEMbIX HA BXOA NpaBuiy koppensaumm ons
npoBeAeHNst TeCTMpoBaHus (cM. pucyHok 200).

PopMUpOBaHWe TecToBoro Habopa gaHHbIX w

NornaiiH

e

1. [£mid™:"AAAAAGDvRveL4iKmasUvREVNaZVCpVYE™ , "raw” : "{\"rs_collector_hostname’™ :\"v- stand—E!Su

4 3

2. [rid™: " ARAAAGDvRveL4ikmasUvREVNaZVCpVYE™, "raw” : "{\"rs_collector_hostname":\"v- stand—ElSn
4 3

PucyHok 200 - TecToBbIi HAOOP AaHHbIX

BcTaBbTe cobbiTie B CTPOKY MornanHa n HaxMuTe KHomnky "[lo6aBuTb fornanH B TeCTOBbIW Habop™
nocre 4yero BBeAeHHoe cobbiTe Byaet gobaBrneHo K HAbopy TECTOBLIX AaHHbIX. B kayecTBe TeCTOBOrO
cobbITns BGepeTca Habop AaHHbIX B BUAE "cbiporo cobbitna" B popmate JSON.

MkoHka n Nno3BONAET yaanutb cobbITe U3 TeCTOBOro Ha6opa AaHHbIX

20.2.3.2. PUnbTPbI AAHHbIX

dunbTpbl OTBEYAKOT 3a NpeadunsTpauuio nornanHoB Mo nNpasuiaM, onMcaHHbIM B HACTponke dounsTpa.
Mo BO3MOXXHOCTM NEPEHOCUTE YacTb YCNOBUN 13 NpaBuna B ounbsTp, 3TO N03BONUT 6onee ahpekTUBHO
pa3bupaTb NOTOK.

YnpasneHvne unsTpaMmy onucaHo B pasgene "YnpaesseHue ¢hunsmpamu nomoka cobbimud.

K npaBuny koppensuum MoxHO 06aBUTb O4MH UM HECKOMNBKO (OUNBTPOB (CM. pucyHokK 201).

mlr‘l.ﬂthI:nl OaHHBIX W

BribpaHHble drAbTPLI

AY Malware detected_and_not_remowved

JoctynHele GUALTPLI

EHEI

PucyHok 201 - INepeyeHb ounbTpoB NOTOKa COOLITUNM NpaBuia Koppensaumm

C nomoLLb MKOHKM MO>XXHO ﬂO6aBI/ITb d.)VIJ'Ipr NnoTOKa CO6bITVIIZ, C NMOMOLLbK NKOHKN n -

yaanutb unetp u3 Habopa.


af://n4617
af://n4623
http://docs.pangeoradar.ru/user/#flowfilter

20.2.3.3. Makpochbl (AOCTYMHbI TONbLKO AJisl NPaBuUi C UCNOSIb30OBaHMEM
CKpUNTOBOro fAblka Lua)

Makpochl - nogknoyaemble MOAYMW, KOTOPbIE MOTYT CoAepKaTb Kak U MepeMeHHbIe, Tak U pacLUMpaTb
dYHKLMOHAM C NOMOLLbI OYHKLMIA. MIMNopTMpyeTcs Kak ecTb, Lenukom. COOTBETCTBEHHO, ECIU B
Makpoce ecTb onpefenenue dyHKUMKM function test, To U UCNONb30BaTL €€ B NpaBure crieqyet
Hanpsimyto: test().

K npaBuny koppensuum MoxHO 06aBUTb O4MH UM HECKOMNBKO MakpocoB (CM. pucyHok 202).

[nsa ynpaeneHnst Makpocamm npu Haxkatum Ha kHonky "[dencTBue"” pasBopavmBaeTcs nepeveHb
MYHKTOB:

e JKCNOpTUPOBATb - NO3BOSISIET AKCMOPTUPOBATL BbiGpaHHbIE MaKpOChl B chans.
e MmMmnoptupoBaThb - NO3BONAET MMNOPTUPOBaTb MakpocChkl U3 darina.

* YaanuTtb - NO3BONSAET yAanuTb BbIOpaHHbIe MakpoChl.

e JKCnopTUpOBaTb BCE - NO3BOSIAET IKCNOPTMPOBATL BCE MaKpOChl B dhans.

° Yaanutb BCE - NO3BOMNSET yAanuTb BCE MakpoChl.

Makpocel v

BriBpaHHbIe Makpockl

test

JocTynHele Makpock!

EHH

PucyHok 202 - lNepeyeHb MakpoCcoB npasuna koppensiumm

C NoMmoLLbO NKOHKM MOXXHO [06aBWTb MaKpOC, C MOMOLLIbIO UKOHKM u - yoanuTb Makpoc u3

Habopa.

20.2.3.4. PepakTupoBaHue npaBusia Ha OCHOBe CKpMNTOBOro sidblka Lua

B pexxnme paspaboTku npaBmna Ha OCHOBE CKPUMTOBOrO A3blka Lua OKHO pegakTupoBaHus npasunia
Koppenauumn nmeet Bua, NpeacTaBreHHbI Ha pucyHke 203.

< Valnue_process_dependent ¢
local create_incident - tr [ccTposars

1
2 ue
3 Tocal assign to_customer - false
4 local risk_score - 2
5 local grouped_by = {"target.host.hostname”, “target.host.fqdn", “target.host.ip”, “target.process.path.original”} GOPMUPOBaHHeE TECTOBOTO HaBOPa AHHBIX v
6 local aggregated by = {"target.host.hostname”, "target.host.fqdn", "target.host.ip”, "target.process.path.original”}
7 local grouped time field - "gtimestamp”
8 local templafe - [["Ha yane {{ .First.target.host.hostname }}, IP: {{ .First.target.host.ip }} 6un 3agmccuposan sanyck Nornaiin
Aouephero npoliecca {{ .First.targat.process.path.original }}. "]]

i
10

13 if 1. [{"1d": "AAAAAGRN1kxAZ3V]CgOUSZTy3SkveKap", "raw”: "{\"rs_collector_hostname\":\]
14 logline:get("initiator.process.parent.path.original”, "-"):search("(pc-app.exe)”)

15+  then 4 D
16 -- log("accept logline")

17 grouperi: fesd(logline)

18 end BUNBTPBI AAHHBIX -
19 end

20

21 _identifier - logline:get("event.field", "")

22 -- -- grouperi:feed(logline) BbiBGpaHHble GuALTPbI

23

24+ function on_grouped(grouped) AocTynHble GuALTpLI

-- log( grouped.aggregateddata )

Ha

20 logline = grouped. aggregatedData. loglines[1] o
30 asset = get_fields_value(logline, {"target.host.ip.@", “target.host.fqdn.8", “target.host.hostname.8"}) BKPOCEE

32+ if asset[1] == nil then
Ty

B, == BuibpatiHble Makpocs!

35+ if asset[2] == nil then

36 asset[2] = JocTynHble Makpocbl
end

He

38~ if asset[3] == nil then
asset[3] - "

48 end

41

42

43

w“ -

45 -- log("al

46~ alert

a7 template = template,

8 risk_level = risk_score,
49 asset_ip = asset[1],

se asset_hostname - asset[3], .
&1 asset fodn = assetl?21

PucyHok 203 - Bug npaBuna ¢ ncrnonb3oBaHneM A3blka Lua
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PaspaboTka TekcTa npaBunia Koppenauum paccMoTpeHa B pasgene "OnucaHue pedakmopa Lua ons

npasus Koppenaauuu".

20.2.3.5. PepaktupoBaHue npaBusia Koppensauum ¢ NOMOLbI0 KOHCTPYKTOpa

B pexume pa3paboTky npasBunia ¢ NOMOLLbIO KOHCTPYKTOPa OKHO PEeAaKTMPOBaHus npasuna

Koppensauny UMeeT Bua, NpeacTaBrieHHbI Ha pucyHke 204.

< WanaCryptor C&C servers detected #

- | —
Hactpoliku anepta v
@OpPMUPOBaHHE TECTOROTO HAGOPa AaHHBIX o
Yposers picka
Co3aaTb vHUMAEHT
HasHauuTs UHLMAHT MONb30BaTENO

9 JornaiiH

[ ] i
[lo6asuT AOFRAH B TECTOBKI HAEOP

IP axTuBa Hostname aktusa
initiator hostip % Vv initiator host hostname XV 1. [("id": "AAAAAGRIPMRUAQPGRMCZZCFQXZBLELpi”, "rau”: "{\"rs_collector_hostname\" u
‘ »
FQDN aktviea MAC akTvBa
initiator.host.fqdn x ¥V initiator.interface.mac XV OUILTPLI AaHHBIX ©

J10rpOBaTb yKaSaHHOE UNCAO COBBITMI
JIOTUpOBATE NepBoe U NocAeAHee cobbiTie BoiGpaHHbie GUALTPbI

1 .
commurication o
LWaGnoH JocTtynHbie GpuabTpo u
3auKcupoBaHsl 0bpaLieHua k C&C WanaCryptor ¢ yasa {{ Firstinitiator.hosthostname | join ™, " J} (IP: {{ .Firstinitiator.host.ip | join m
W “
lpynnnposka v Wcnonbsosars rpynnnposky
Tpynnupoeats no Arperupogats no
initiator.host.ip X initiator.host.nostname X V¥ initiator.host.ip X v
Bpewms cobuiTis Pazmep okHa rpynnuposKi
@timestamp XV 5 MuHyTbI v

DopmMaT BpemMeHn
RFC3239Nano | 2006-01-02T15:04:05.999999999 +07:00 (Z07:00) XV

Mopor konuuecTea coBLITMi AnA cpabaTbiaHna

; ATperMpoBaTs TONKO yHMKATBHbIE COBBITHA

PucyHok 204 - Bug npaBuna ¢ UCnornb3oBaHNEM KOHCTPYKTOpa

B pexxmme KOHCTpyKTOpa AN HACTPOWKM NpaBuna AoCTYmNHbI GroKu:

® HacTpoWKa anepTa;

® HacTpowKa rpynnmpoBKY;
® [encTBus;

® KOHCTPYKTOP YCrOBUNA.

20.2.3.5.1. Bnok HacTpounku anepTa

Bnok HacTpoiku anepta (cM. pucyHok 205) No3BoONsSieT HACTPOUTL peakuuto Ha cpabaTtbiBaHve NpaBunia
Koppensauuu.
Hacrpoiikm anepra ¥

YpoBSHE pUCKa
CO2A3Th MHLMIEKT

HazHaunTb MHLMAEHT NOAL30BATEND ¢
[ ]
IP akTvEa Hostname akTuea
initiator.host.ip ® % initiatorhosthostname XV
FQODM akTea MAC akTuea
initiator.host.fadn ¥ W initiatorinterface.mac x v

JlorMpoEaTh YKasaHHOE YMENo coBamuil

ﬂDI’MpOBaTb nepece W nocnegHes cOBEITHE 7

LUafnoH

330MKoMpoEaHEl obpallenua k C&C WanaCryptor ¢ y2aa {{ Firstinitiator.hosthostname | join *, ™ 3} (IP: {{ Firstinitiator.hostip | join =, " )

PucyHok 205 - bnok HacTpoku anepTa

Cpepnu HacTpoek bnoka anepTa AOCTYMNHbI NapameTpsbl:


http://docs.pangeoradar.ru/correlator/spec_functions_lua
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e "Cospatb MHUmMAeHT". MNpr3Hak nokasbiBaeT, YTO Npu cpabaTbiBaHUN NpaBuna Koppensumm
OyneT co3gaH MHUMAOEHT.

e "HasHauuTb MHUMAOEHT nonb3oBaTtento”. [pnsHak NnokasbliBaeT, YTO Npy cpabaTbiBaHUN
npaswuna Koppensuum n Co3aaHnn MHUMAEHTa HEOBXOAMMO UHLIMAEHT Ha3HaYMTb NONb30BaTEN!o.

e "YpoBeHb pucka". [NapameTtp 3agaet ypoBeHb pucka angd anepta. [lapameTp 3agaetcs
nornb3oBaTenemM CamoCTOATENBHO, UCXOAS U3 KPUTUHHOCTY COBBLITUA AN UHPACTPYKTYPbI.

e "IP akTmBa". B napameTtpe BbibUpaeTcs 13 cnmncka nore B kKayecTBe ip-aapeca aktuea. llone
s1en1s5emcsi ob6s13amesnibHbIM OJ1s1 3anoJiHeHuUs1. [lone MOXeT SIBNSATbCS YaCTbi CBOAHOM
Tabnuubl coObITUN.

e "Hostname aktuBa". B napameTpe BbIOUpaeTcs 13 CrMcKa rnore B Ka4ecTBe HaMeHOBaHNS
XocTa akTuea. ['lone MoXeT ABNATbCHA YacTbio CBOAHOM TabnuLbl COObITUN.

e "FQDN aktuBa". B napameTpe BbIOUpaeTcs 13 cnmcka nose B Ka4eCTBE HAMMEHOBaHUSA AOMEHAa
akTmBa. NMone MoXeT SABNATLCSA YaCTbio CBOAHOWN Tabnmupbl COObITUN.

e "MAC akTuBa". B napameTpe BbiOMpaeTcs U3 cnvcka none B Ka4ecTBe mac-agpeca akTuea.
[None MoXeT ABNATLCA YaCTbio CBOAHON Tabnuubl COObITUNA.

e "JlormpoBaTtb NnepBoe 1 nocnegHee cobbITUA". [Mpy yCTaHOBNEHHOM NPU3HAKe NOrMpyTCs
TONbKO NepBoe u nocregHee cobbitus. Mpu CHATOM - Bce cobbITuS.

e "JlornpoBaTb yKa3aHHOe KONIM4eCTBO COObITMI". B napamerpe 3agaetcs KonNnM4ecTso
normpyembix NepBbIX COObITUN.

e "lllabnoH". B napameTtpe 3agaetcs WwabnoH aneprta (MHUnOeHTa).

B kauectse WwabnoHa anepra ucnonb3yetcs npegonpeneneHHbin TekcT. Kpome camoro Tekcra B
WabnoH MoryT 6bITb BCTaBMNEHbI onsg nornanHa. Camu nons MoryT 6biTb B3ATbI U3 OTAENbHbIX 3an1cen

coobITUS:

e _First. MNepBbIi nornanH.
e _Last. lNocnegHwi nornamnH.
¢ .Loglines. MaccvB nornaiHoB cobbITUA.

e _Meta. [JononHuTenbHbIE NONS.

Mpumep wabnoHoB:

"[["Pe3ynbTaT aHanusa

Ha pabouyen ctaHumm {{ .First.observer.host.ip | join ", " }} (FQDN: "{{

.First.observer.host.fqdn | join ", " }}") obHapyxeHa ycnewHas MonbITKA 3anycka

HACK yTunauTbl.»]]"

"[["Ha y3ne {{ .First.target.host.fqdn | join ", " 3}}, 1IP: {{

.First.target.host.ip | join ", "™ }} 6bin 3aduUKCUPOBAHbI MHOFOUYMC/IEHHbIE HEYCMelHble

nonbiITkKN ayTeHTudukauum ot {{ .Meta.unig_users }} yHuUKanbHbIX Y3.»]]"

20.2.3.5.2. Bnok rpynnupoBKu

Bnok rpynnunpoBkm (cMm. pucyHok 206) no3BonsieT 3agaBaTb Npasuia rpynnupoBKn cobbITUI 1 NpaBuna
arperaumm crpynnupoBaHHbIX COObITUIA. BNOK rpynnMpoBKY MOXET ObITb OTKITHOYEH NPU3HAKOM

"Acnonb3oBaTb rpynnupoBKy".

lpynnupoBka No3BOMNSET rpynnMpoBaTh OAHOTUMHBLIE COObLITHSA MO BbIGpaHHOMY Mosnto. BHyTpu
CrpynnuMpoBaHHbIX COBbITUIA BNOK MO3BONSAET NPOBECTM arperaumio no ykasaHHbIiM nonam. NMnartdopma
Papap nogcuntbiBaeT KOMMYECTBO YHUKANbHBIX NOSEN arperaumm BHyTpY YHUKanbHbIX rpynn. B
crnyyae, ecnv nore rpynnupoBKn 1 none arperauumm cosnagatot, Nnartdgopma Pagap nocuntaet


http://docs.pangeoradar.ru/events/processing_rules/scheme
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KOSNMYECTBO YHUKASbHBIX FPYMM U KOMYECTBO YHUKANbHbIX 3HAYEHWIA B KaXKdo rpyrnne.

pynnuposka v E Vicnons30Bats rpynnupoeky
MpyNNKPCEaTE NO ArpervpoeaTe no

initiator.host.ip % initiator.host.hostname % ¥ | | initiator.host.ip ¥ v
Bpems cobbimia Pa3mMep OKHA TPYTINUPOEKK

@timestamp XV |5 MUHYTE v

DOPMAT BpEMern

RFC3339Nanao | 2008-01-02T15:04:05.859999559 +07:00 (Z0T:00) X v

Moper keayecTea cobemuil ANA cpabaTeiBakKA

1 AI’pEI’HpDBaTb TOAEKSD YHUKANEHEIS CoBEITHR

PucyHok 206 - Bnok rpynnupoBkm
Cpeam HacTpoek brioka rpynnmMpoBKU AOCTYMHbI NapaMeTpbl:

e "pynnupoBatb no". [lapameTp 3agaeT 0OAHO UM HECKOMBKO BbiIGMpaeMbix U3 cnncka nomnen
rpynnUpPOBKMY.

e "ArperupoBartb no". [lapameTp 3agaeT 0gHO UM HECKOSMbKO BbIBMpPaeMbIX 13 CNMCKa Nnonen
arperauuu.

e "Bpems cobbiTusa". [NapameTp 3agaeT nore, B KOTOPOM XpPaHUTCS BPeMs CObbITUS.

e "Pa3smep okHa rpynnupoBku". [MapameTp 3agaeT Bpems, B TEHEHNe KOTOPOro nocre
cpabaTbiBaHMs NpaBuna rpynnMpoBaTth BXoAsLINE COObITUS.

e "dopmat BpemeHu". [NapameTp 3agaeT oopmar BpemMmeHu cobbITus, BbIBpaeTcs 13 cnmcka.

e "lMopor konuyecTBa coObLITUI NpU cpabaTbiBaHUK". [NlapaMeTp 3agaeT MakcumarbHoe
KONMMYeCTBO rpynnupyeMbix COObITUA B paMKax BPEMEHHOIO OKHa.

e "ArpermpoBaTb TONbKO YHUKalNbHbIe COObITUA". [TapamMeTp NO3BONSET yKasaTb, rPynnMpoBaTh
NMOBTOPSILOLLIMECS] CODLITUS UK HET.

20.2.3.5.3. bnok gencrTeun

Heobs3artenbHbin 6rok gencteuii (cm. pucyHok 207) 3agaeT onepaumm ¢ TabnmyHbIMU CrcKamm
(mobaBneHve unu yganeHve 3anuncem, o4ncTka TabnmyHbIX CNMCKOB) Npy cpabaTbiBaHWMM NpaBuna

koppensiuun. TabrnmyHble CnUcky onucaHbl B pasfene "YnpaeneHue mabnu4HbIMU criuckamu”

letictema v

Acbagw. -

YCTaHOBKa 3HaueHWA B TaGNWYHOM cnncke  BHU3  YaanuTte

TabauuHbIR Cnvcok TTL
DMS-servers XV o0
COCTEBHOI KKOY
host: 3HaueHKe event.dnsid x v

Q MNone cobbimua

KonoHka 3HausHKe
host xVv| 0
YaaneHwe 3anucy B TabnuuHoMm cnucke  Beepx BHMZ  YganuTs
TabanyHbIA CNMcoK
DMS-servers XV
COCTEBHOI KNKY
host: SCERETR event.dns.query.host.fqdn x Vv

Q MNone cobuTuA

OumncTKa TAaBNUUHOTO CIMCKA  BBepx  YIamTs

TabAMuHbIA crivcok

IP-MASK x Vv


af://n4728
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PucyHok 207 - Bnok gencreni

MoxHo fobaBuTb HEOrpaHNUYEHHOE KONMMYECTBO AENCTBUI Yepes KHOMKY ¢ MeHto "[obaBuTtb". Bce
OEeNCTBUS BbINOSHSAKTCA NOCneaoBaTenbHO, MO3TOMY AOCTYNHO NepemMelleHe JeNCTBUA BBEPX MU
BHW3 47151 BbICTPaMBaHWS 04ePEAHOCTM BbIMONHEHNS 4eNcTBUA. [pn HeobXoauMoCTu eNCTBNE MOXKHO

yoannuTb.

HewncTtere "YcTtaHOBKa 3Ha4YeHUs B TaGNM4YHOM cnucke". [1ns BbINONHEHNSI 4ENCTBUSA YKaXnTe

napametpbl:

e "TabnuyHbIM cnucok”. Cnncok, B KOTOPOM YCTaHaBNMNBAETCS 3HAYEHNE.

e "TTL". Paamep okHa BpemeHu oTbopa B munnucekyHgax. CobbiTvs ctapLue ykazaHHOro BpeEMEHN
He ByayT oTbmpaTbecsa Ansa ycTaHOBKM 3HadveHus. Mo ymonyanuio O - 6e3 orpaHuyeHus.

e "CocTaBHOM KNntoy". YKasbIBaeTCs 3Ha4YEHVe KIto4a BPyYHYIO Unn BelbrpaeTcst n3 nonsi cobbitus.

e "KonoHka". Yka3blBaeTcsi KONOHKa AN YCTaHOBKM 3Ha4YeHUS.

e "3HauyeHue". 3anucbiBaemMmoe 3Ha4YeHue.

Helictere "YpganeHue 3anucu B TabnuiHom cnucke". [1ns BbINONHEHUS JENCTBUS YKAXKUTE

napameTpbi:

e "Tabnu4Hbin cnucok". Cnncok, B KOTOPOM yaAansieTcs 3HavyeHue.
e "CocTaBHOM Knto4". YKka3sbIBaeTCa 3Ha4YeHUe Krnioya BPYYHYHO Unu BeibupaeTcs 13 nomns cobbiTus.

Hewnctere "Ounctka TabnuyHoro cnucka". [1nsa BbINOMHEHUSA AEUCTBUS YKaXXNTE NapaMeTpbl:
e "TabnuuHbIi cnucok". OuynLLaeMblil CIINCOK.
20.2.3.5.4. Bnok KOHCTPYKTOpa ycnoBumn

KoHcTpykTOp ycnosui (cM. pucyHok 208) no3BonsieT rmbko HacTpouTb ycroBusa otbopa cobbiTuin. Brnok

ABNSeTCA Heobsa3aTenbHbIM.,

KoHctpykTop ycnoeuid

W | +TMOMECOBRTAA | + TABNMWYHBIA CMMCOK  + TRYMINA
nouck IP B Haxogut | | initiator.hastip
wau | + MOJE COBLITUA + TABMAYHBIA CIKCOK + TPYTINA
targethostip || BXoAWT B Maccue || 132 2 3nemenTa(os)
target.hitp.url.hosthostname || paeno || iugerfsodp@ifjapesdfjhgosun)faswrwergwea.com

PucyHok 208 - Brnok KOHCTpyKTOpa ycrnoBui

KoHcTpykTOp NpeacTaBnsieT u3 cebs Habop npasui B Mepapxmyeckom Buae. 3a nepemeLleHvie
YCIOBMSi BBEPX, BHU3 UM BbILLE, HUXKE MO YPOBHIO MEPAPXMK OTBEYAET MKOHKa . [1na nepemelleHns

3aXKMUTE NEBOWN KHOMKOW MbILLN ycnosue un nepetawiute B Hy>XHO€ MeCTO.

Cob6bITve BKkItoYaeTcs B 0TOOP, Koraa BbINOSHEHb! YCIOBUS B COOTBETCTBUM C 3a4aHHON norukoin. B
YCNoBUSAX 3afaeTcs cpaBHeHME BbIGPaHHOO NMons ¢ ykaszaHHbIM 3HadYeHueM. MNpu cpaBHeHWUK

NCNOJ1b3YKOTCA onepaTopbl (ana kaxxgoro onepatopa A0CTYynHO OTpMLlaHMG):

e "paBHO". [IpoBepsAeTCcsa NONHOEe paBeHCTBO NOMSA YkadaHHOMY 3Ha4YeHuto. [py paBeHCTBe Nons
3HAYEHMIO YCIMOBME CYUTAETCS BbIMONIHEHHBIM. B kauecTBe 3HauYeHus ykasbliBaeTCs BBEAEHHOE
BPYYHYIO 3HAYEHME UK 3Ha4YeHre BbIGPaHHOTO Nons.

e "paBHo (6e3 perucTtpa)". [lpoBepseTca paBeHCTBO NOMA ykazaHHOMY 3HayeHuto. [py aTom He
YUUTBLIBAETCS PErUCTP A1 CTPOKOBbLIX 3HAYEHWIA. [Mpy paBeHCTBE Norsi 3Ha4YeHWH yCroBre


af://n4755

CYMTaETCS BbINOMHEHHbIM. B KavyecTBe 3HavyeHns ykasblBaeTCA BBEAEHHOE BPYYHYIO 3Ha4YeHne
UNN 3Ha4YeHne BbIGpaHHOro nons.

e "cyuwectByeT". [lpoBepsieTcs cylecTBoBaHue nons. lNMpu cyLecTeoBaHMM NoNs ycrosune
CYMTAETCA BbINOSHEHHbIM.

e "Bxoaut B MaccuB". [lpoBepsieTcs BXOXAEHME 3HAYEeHNS NONSA B yKa3aHHbIN BPYYHYIO MacCuB.
[Mpu BXOXOEHWUM 3HAYEHNS NOMNSA B MAacCyB YCrOBUE CHUTAETCS BbINONTHEHHbIM.

* "umeet noAacTpokKy". [lpoBepseTca BXoXAeHNe ykasaHHOW B 3HaYeHWUM NOACTPOKU B BbIbpaHHOe
nore. Npu BXOXAEHUN NOACTPOKM B NOME YCrOBME CHUTAETCA BbINOMHEHHbIM. B kayecTse
NMOACTPOKM yKa3blBaeTCA BBEAEHHOE BPYYHYIO 3HAYeHWe 1nn 3Ha4YeHne BblIGpaHHOro nons.

e "npoxoaut regexp". [poBepsaeTcsa NpoBepka COOTBETCTBUS MONSA PEryrnsipHOMY BbIPaXEHWIO,
yKaszaHHOMY B 3HadeHuu. [pu COOTBETCTBMM YCNOBUE CHNTAETCH BbINONHEHHbIM. B kayecTse
perynspHoro BblpaXeHusi yKa3blBaeTCs BBEAEHHOE BPYYHYIO 3HAYeHNe Unu 3HavyeHne
BblIGpaHHOro nons.

e "Gonble". [MpoBepsieTca cpaBHEHME NONSA U yKasaHHOro 3HaveHus1. Ecnun none 6onblue
3HaYeHus, yCrioBre CHMTAEeTCH BbINOMHEHHbIM. B kayecTBe 3Ha4eHUs ykasblBaeTCsi BBEAEeHHOe
BPYYHYIO 3Ha4YeHVe Unn 3Ha4YeHre BbIBpaHHOro nons.

e "Oonblue Unu paBHO". [1poBepsieTca CpaBHEHNE MONS U YkasdaHHOro 3HadeHus. Ecnv none
Bonblue unn paBHO 3HAYEHWIO, YCMOBWE CYATAETCH BbINOMHEHHbIM. B KayecTBe 3HayeHus
yKa3bIBaeTCs BBEAEHHOE BPYYHYO 3HAYEHWE UMK 3Ha4YeHne BbIbpaHHOro nons.

e "MeHbLue". [lpoBepseTcHa cpaBHEHME MOns U ykadaHHOro 3HavyeHus. Ecnn none meHbLUe
3HaYeHus, yCrioBre cHMTaeTCH BbINOMHEHHbLIM. B kayecTBe 3Ha4eHUs ykasblBaeTcsl BBEAeHHOoe
BPYYHYIO 3Ha4YEHUE I 3HaYeHre BbIBpaHHOro nons.

e "MeHblLUe unu paBHoO". [poBepsieTca cpaBHEHWE NONA U YyKasaHHOro 3HavyeHus. Ecnu none
MeHbLLE UM PaBHO 3HAYEHUIO, YCIOBME CYUTAETCH BbINOMHEHHbLIM. B kayecTBe 3Ha4YeHus

yKasblBaeTCsl BBEAEHHOE BPYYHYIO 3Ha4YeHWe U 3HavyeHne BbIGpaHHOro Nonsi.

Ha kaxxgoMm ypoBHe repapxum MoXHO f06aBUTb OAHO U3 TPEX YCIOBUIA.

Ycnoswue "Mone cobbiTua". [Jo6aBnseT npoBepky ¢ nornem cobbiTms (CM. pucyHok 209).

Mpoeepka ¢ nonem cobeITUA
< WanaCryptor C&C servers detected #

DNS-servers None cobeimua

one
COCTaBHON KNHOY

host: () 3Havenme T
Q@ Mone cobbiTuA

Onepartop

paBHO OTpuuaHue

KonoHka

©Q 3Hauenne Mone cofbimia
host

3HaueHune

YganeHwe 2anuck B TaGNWUHOM cniucke  Beepx BHuz Yo

TabAuuHLIA CiMCoK

DNS-servers

COCTBBHOMH KAKOY

host: () 3nzuerie event.dns.query.host f
Q Mone cobemn

OuncTka TabnuuHoro cnucka  Beepx

TabanuHeid cnvcok

IP-MASK

KoHcTpykTOop yenosun v
wn | +MOMNE COBbITUA + TAB/IMYHBIFA CMCOK + TPYMNA

niouck IP B local-networks || Haxogwr | | initiator.host.ip

wau | + NOME COBRTHA = TABM4HBIA CTIMCOK | = TRYMMA

PucyHok 209 - NpoBepka ¢ nonem cobbITus



Ycnosue nobaensieT B Habop ycnoBuin NpoBepKY OTAEMNbHOro nons cobbiTus. s atoro
HacTpauBarTCsi NapameTpbl:

¢ "TMone co6biTUA". Bbibpaemoe n3 cnucka none cobbITUS, N0 KOTOPOMY NMPOBOAMTCS NPOBepPKa.
e "Onepatop". OnepaTop CpaBHEHNSI.
e [lpoune napameTpbl B 32aBUCMMOCTU OT BbIGpaHHOro oneparopa.

Ycnosue "Mone TabnuyHoro cnucka". [Jobaenser NpoBepKy ¢ nonem TabnmyHoro cnucka (cm.
pucyHok 210).

MNpoBepka ¢ TaBAWYHBIM CMIMCKOM

TabanuHeIi cnncok

TabanuHeIid cnucok

Q@ MonyunTb 3Ha4eHWe () MoAY4MTE KOAKMYECTBO 3anucell (O Mouck (O Mowuck IP
Knarou

© 32maveHue
) None cobeITuA

3HaueHue
Konowka

Konowka
QOneparop

cyluecTeyer [] otpuuanme

PucyHok 210 - lNpoBepka ¢ nonem TabnuyHoro cnucka

Ycnosue gobaensieT B Habop yCnoBuin NpoBepKy OTAeNbHOro nonga TabnuyHoro cnucka. [ns atoro
HacTpauBarTCsi NapameTpbl:

e "Tabnu4HbIN cnucok". Beibupaemblin U3 cnvcka TabrnmMyHbIN CIMCOK.
e [lapameTpbl 4ENCTBUI C TAONNYHBLIM CMTUCKOM:
e [lony4yeHve 3Ha4eHNs TabrnMyHOro cnucka no K4y 1 KOMOoHKe U MPpUMEHeHMe onepaTopa.

o [lony4eHune KoNMYeCTBa 3anMcen 1 NPUMeEHeHVe oneparopa.
o [loncK KONOHKM C NPUMEHEHEM oneparopa.
o [louck IP-agpeca c npuMeHeHnem onepaTtopa.

OnepaTop unm ycnosus novcka (3Ha4yeHne unm none cobbiTus).

Mpouvie NnapameTpbl B 3aBUCUMOCTU OT BbiIGpaHHOro oneparopa.

Ycnosue "Tpynna”. [Jo6aBnseT rpynnnpoBKy Ansi HECKOMbKMX YCIOBUIA (CM. pucyHok 211).



pynna

Qnepatop
Qu Owm

|| OTpuuatme

PucyHok 211 - IpynnupoBKa yCnoBui
Mpw rpynnmMpoBKe yCroBuii NpUMeHseTcs 06beanHeHue:

e 1. B 3TOM criyyae rpynna ycroBui BbIMOMHSETCS M cOObITUE OTOMPAaETCs, €CNM BbIMOMHEHb! BCE
YCINOBWSI B rpynne yCroBuiA.

e UJIN. B aToM crnyyae rpynna yCrioBuii BbINOMHAETCSA U coBbITME OTOMPAEeTCs, eCNN BbINOSIHEHO
x0Ts1 6bl OQHO YCIIOBUE B rpyrine yCroBuiA.

Takke JOCTYMHO OTpULaHWe pesynbrata 00beauHEHUS YCNIOBUIA B rpynny.

20.3. YnpaBneHue TabnnMyHbIMU cnuckamu {#rvs}

20.3.1. Co3gaHue HOBOro TabnMYyHoOro cnucka

Mpu knNuke Ha kHonKy "Co3gaTh HOBOE XpaHUNULLE" OTKpoeTcsa doopmMa BBoAa NapamMeTpoB (CM.
pucyHok 212).
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CospaHwWe HOBOTO XpaHWAWLLa :

HazeaHwue XpaHunuila.

OnucaHue:

MNoa Gonbwoid o6bem JaHHBIX?

Tun xpaHuanwa:

ik

Pg

Cxema XpaHeHWA LaHHbIX:

L13

vstore

Cxema gaHHbIX: " —
A {"valua":"string"}

MackupoeaTb gaHHbIE?

PucyHok 212 - CosgaHvne HOBOro XpaHunuiua.
Mpu co3paHnn xpaHunua 3agante napameTpsbl:

e HanmeHoBaHMe XpaHunuLLa (NPon3BosIbHOE).

e Onucanune (NPON3BOSIbHOE).

e Yekboke "MMog 6onbLuo 06beM aaHHbIX?". [pegnonaraetcs, 4To 0obem byaet 6onee munnmnoHa
3anucen. MNpu atom ByaeT ncnonb3oBaTbCs APYro MexaHuam paboThbl C JaHHBIMU.

e Tun xpaHunuwa. lMoka ToneKo pg.

e Cuctema xpaHeHus gaHHblIx. [Moka Tonbko vstore.

e (CxeMma gaHHbIX. B cxeme yepes 3andatyto 3agatotcsa cTonbubl ¢ AaHHbIMK. [10 ymonyaHuio
{“value” : “string”} . Tun moxeT BbITb yKa3aH CTPOYHbIV (String) nnu uenovmcneHHsin (int).
Hanpumep, {“value” : “string”, “column” : “int”}.

e Yekbokc "MackupoBaTtb gaHHble?". [Noka3sbiBaeT, 4To AaHHble B MHTepdeince MnaTtdcgopmbl Pagap

HeO6XO,D,VIMO OTO6pa)KaTb B MaCKMpoBaHHOM BMae.

20.3.2. YnpaBneHune TabriMyHbIM CIMCKOM

Mpw KNMKe Ha MKOHKY NPOCMOTpPpa TabnmMyHOro cnmucka OTKPOETCS ero COAepXNMoe (CM. pUCyHok 213).

, a O @

TabNnUHBIE CMINCKN Uerp ynpasnenua © Koppenstop  Tabawambie cincki

HAZBAHUE OMHCAHME BOMLWOE T™n

test rer pg

k. Koppenstop

TaGamunbie cuom
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PucyHok 213 - IMpocmoTp TabnmyHoro cnucka.
[nsa TabnuyHoro cnucka gOCTYMNHbI 4ENCTBUS:

e nobaBreHne HOBOro 3Ha4YeHNs:;

® [elCTBUS C JOKYMEHTaMu;

® ycTaHOBKa (hunbeTpa;

® MaccoBble JeNCTBUS;

e BbLIGOP CTPOKY;

® pefaKkTUpOBaHWE OTAENbHON CTPOKY;

® yfarneHue OTAENbHOM CTPOKY.

Mpu pobaBneHnn HOBOro 3HaYeHKs OTKpoeTcs hopma BBOAA HOBOTO 3HAYeHUst (CM. pucyHok 214).

,ﬂ,oGaBneHme HOBOro 3HayeHMA X

Knrou

value:

PucyHok 214 - lob6aBreHne HOBOro 3Ha4YeHus.

Kaxkgol cTpoke TabrnmyHoro cnucka 3agaeTcs Kikod, Mo KOTOPOMY K 3TON CTPOKE MOXHO OyaeT
obpatutbcs. [Npy 3agaHum knova Heobxoammo cobrnoaaTtb ero YHUKanbHOCTb. B nong,

COOTBETCTBYHOLLNE CXEME, HeobX0AMMO BBECTU 3HAYEHUSI.

Mo knuky "dencTBUA ¢ BOKyMeHTaMM" JOCTYyMHa 3arpyska 1 Bbirpy3ka TabnmyHoro cnvcka.
HocTynHble dhopmaThl Ans Boirpy3ku 1 3arpysku: CSV, Excel, [SON.

Mpwu ycTaHoBKe hunbTpa OTKPOETCS OKHO C YCTAHOBKOW hmnbTpa Mo KoYy Y 3HaYeHMIo (CM. pUCYHOK
215).

| .
Mowck coBnageHuni

X
=

Knrou:

3HaueHKe:

PucyHok 215 - ®unbtp TabnunyHoro cnvcka.

KHonka "lNMoka3aTb Bce" No3BonseT copocuts unetp.

B maccoBbIx AeNCTBUAX JOCTYMNHO yaaneHne BblbpaHHbIX U BCEX CTPOK.

Mpu pegakTMpoBaHWM OTAENBHON CTPOKM 0TOBPasnTcs Ta ke opma, YTo 1 Npu AoOaBNeHN HOBOrO
3Ha4eHus (cM. pucyHok 214).
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20.4. YnpaBneHue hunbTpaMm NoToKa CobbITUN
{#flowfilters}

MepeyveHb punbLTPOB NOTOKa COBLITUI NPEACTaBNEH Ha pUcyHke 216.

[ns ynpaeneHunsa counstpamy NoToka cobbITuin Npu Haxkatum Ha kHorky "[dencTBue"” passopavmBaercs

nepeyvyeHb NyHKTOB:

e JKCMOPTUPOBATh - MO3BOMSET SKCMOPTUPOBATL BbiOpaHHbIE OUNLTPLI B charn.
e UmMnopTtupoBaThb - NO3BOMNAET UMMOPTMPOBAaTbL OUILTPLI 13 hanna.

e Ypanutb - NO3BONSAET yaanuTb BblOpaHHbIe PUNLTPbI.

e JKCMOpPTUPOBATb BCE - MO3BOMSIET 3KCMOPTUPOBATh BCe OUILTPLI B dhans.

e YpanuTtb BCE - NO3BOMSET yaanuTb BCe PUNLTPbI.
MAHFEQ ]
B - I -

PUAbLTP NO Ha3BaHWKO Q

Beibpath Bee

TECTOBbIA GUALTP

L. Koppenstop

OUALTPEI NOTOKA COBLITHIA

PucyHok 216 - lNepeyveHb unbTpoB NoToKa COObITHI

B nepeyHe goctynHa dunbtpaums no HanmeHoBaHuio punbsTpa. [ns noucka nogxoasilero punstpa
BBeJWTE YaCTb ero Ha3BaHWs U KIMKHUTE Ha MKOHKY noucka Q) . [Ina c6poca ycnoswuii novcka

O4YnCTUTE NoJie BBOAA HAMMEHOBaHUA (bMﬂpra M CHOBa KIMTMKHUTE Ha MKOHKY NOUCKa.

[nsa nobaeneHnst HOBOro ounbTpa KMMKHUTE Ha KHOMKY "[Jo6aBWTb HOBbIM OUNLTP NoToKa" 1 BBEAUTE
HanmeHoBaHWe gobasnsemoro cunstTpa. HoBbIv unbTp notoka byaeTt 4obaBneH B nepeyeHs (CM.

pucyHok 217).
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Fr— & el

[BoGaByTs HOBLI MALTR NOTOKA
Mone

Mone v
All_Bruteforce_to_single_target_host
Viswereno: 2023-04-03 1211629 Onepatop

eq xVv Otpuuarme
Detect_vulnerability_scan
Viswerexo: 2023-04-04 1652:57 3nauenne

Suavenme
AV_Malware_cetected_and_not_removed AoGaBnTh ypoBeHs hNALTPaLMM
Visuereso: 2023-04-04 1720:04

YpoBHu dunsTpaummn

RAT ports_communication_detect
Viswereno: 2023-04-05 16:26:08

Web_server_errors
Viswerso: 2023-04-05 1726:04

DNS _Client_requesting_queries_with_high_entropy

Viswerero: 2023-04-06 15:22:16

Mass_remote_exploitation_of_vulnerabilitie
Visuereso: 2023.04-19 11:37:16

New_filter

Viswerero:

PucyHok 217 - [lobaBneHne HOBOro connsrpa notoka
Mpu nobasneHun hunsTpa NoToka cobbiTuin OyayT oToBpaXkeHbl ero NnapamMeTpsbl.
B napameTpax 3agaetcs:

® yMs hunbTpa NoToka (MOXKHO ykasaTtb noboe);
® KOHKa yaaneHus dunsrpa notoka codbiTui n;

® KHOMKa COoXpaHeHus napameTpoB unsTpa notoka cobbITui;
® ypOBHU pUNbLTPaLmK.

[ns nobaeneHns ypoBHs punsTpaumm Belbepute nomne U3 cnucka, 3atem Bolbepute oavH 13
onepaTopoB CpaBHEHMS:

® eq. CpaBHMBaeT none co 3Ha4yeHunewm.
e in. I'IpOBepﬂeT BXOXAEHME MOMsi B CMUCOK 3HAYEHUN.

e substr. MNpoBepseT, BXoOAWUT N 3HA4YeHne B rore.

[ns onepartopa MOXHO YCTaHOBUTL MPU3HAK OTPULIAHUS, B pe3yrbTaTe Yero CMbICI MPOBEPKM
NMOMEHSIETCS Ha NPOTMBOMOMOXHbIN (OnepaLusi HepaBEHCTBA U OTCYTCTBUS BXOXKAEHNS).

BBenuTe Bpy4YHyto 3HaYeHMe, C KOTOPbIM CPaBHMBATb, NMOCHE Yero KNMKHUTE KHoMKy "[Jo6aBuTb ypoBeHb
GuneTpaumm”, nocre Yero ypoBeHb unsrpaumm byaet gobasneH (CM. pucyHok 218).

DVALTP N0 HasBaKMIO Q Mass_remote_exploitation_of_vulnerabilitie m

Bo6asuT. HoBLIA GuaLTp noToka
Mone
MNone v
All_Bruteforce_to_single_target_host
Visviekeno: 2003-04-03 12:1829 Onepatop
eq x Vv Opuuarme
Detect_vulnerability_scan
[EEv— 2003-04-04 165257 Snauenne
3HaveHme
AV_Malware_detected_and_not_removed Alo6aBuTh yposeHs GUALTRALMM
Viswiereno: 2023-04-04 17:20:04
YpoBHu dpurabTpaumu
RAT _ports_communication_detect
+ I I I ey ) STy
]

Web_server_errors
Visweneno: 2023-04-05 172904

DNS_Client_requesting_queries_with_high_entropy

[rE— 2003-04-06 1522:16

Mass_remote_exploitation_of vulnerabilitie
Viswereno; 2023-04-19 11:37:16

New_filter
Vizueneno:

PucyHok 218 - YpoBHU chunstpauum



[ns kaxxgoro ypoBHS LOCTYMHbI 4ENCTBUS:

e [lepemelleHNe Ha YPOBEHb BbILLE WU HIKE UKOHKOM n ®unbTpLI NoTOKa cobbiTUi ByayT
NPUMEHATLCS B NOPSiAKE YCTaHOBMNEHHON O4epeaHOCTY.

e PepaktnpoBaHue MKOHKOW .

* YpnaneHue NKOHKOMN . YpoBeHb yaansietcsa 6e3 npegynpexneHus.

I'Inachopma Pa,qap no3BonAeT MeHATb OAHOBPEMEHHO HECKOJ1bKO (*JI/IJ'IprOB. |-|pl/l nepexoae ot
HaCcTpoeK OgHOro cbvmpra NMOTOKa K HaCTpOVIKaM apyroro (bvmpra BHECEHHbIE N3SMEHEHNA

1

coxpaHsitoTcs. [locne oKoHYaHWst BHECEHWSI UBMEHEHUIA COXPaHUTE UX KIIMKOM MO KHomke "CoxpaHntb".

BHumaHwme!ll Ecnv He coxpaHnTb HAaCTPOWKK, TO MPU NeEpPexXoae K ApyroMy pasgerny unm ctpaHuue

Mnardopmbl Pagap nameHeHnss He ByayT COXpaHEHbI.

B pesynktaTte paboTbl mnbTpa notoka cobbiTusi 6yayT oTOMpaThCs B COOTBETCTBMM C HACTPOEHHbLIMU
YPOBHSIMU hunbTpaumun. B ot6op 6yayT nonagatb cobbITUSA, YAOBNETBOPSIOLLME BCEM YPOBHSIM

dunsTpaumm.

20.5. YnpaBneHue makpocamu {#flowmacros}

[MepeveHb MakpocoB NpeacTaBneH Ha pucyHke 219.

DUNLTP Mo HazBaHUHD Q

BbibpaTh Bce

H1uero He HaWaeHo

E. Koppenstop

Makpoc

PucyHok 219 - lNepeyeHb MakpocoB

B nepeyHe poctynHa unsTpaums no HaMMeHoBaHuo Makpoca. [ns nomcka noaxogsiero Makpoca
BBeAMTE YacTb ero Ha3BaHWsl U KIMKHUTE Ha MKOHKY noucka @, . [Ina c6poca ycnosuii novcka

O4nCTUTE NoJNle BBoOAa HaMMeHOBaHNA MaKpocCa U CHOBa KIMTMKHUTE Ha MKOHKY NMOUCcKa.

[na no6aBneHnss HOBOro Makpoca KIMKHUTE Ha KHoMKy "[o6aBuTb HOBbINM Makpoc" 1 BBeguTe

HanmMmeHoBaHne ﬂ,O6aBJ’IﬂeMOFO MaKpocCa. HoBbin MaKpoC 6y,1:|,eT JJ,O6aBJ'IeH B NnepeYeHb.

[nsa pegakTnpoBaHns Makpoca BbibepuTe ero B CrMcKe U HaXXmMmuTe KHoMky "PegaktupoBaTtb” (CM.

pucyHok 220).
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1 local required fields = {

o6asHTL HoBKIH MAKPOC 2 list = {"initistor.host.ip", "initiator.host.hostname", "target.host.ip”, "target.host.hostname”, "initistor.host.fqdn", "target.host.fqdn"},
3 ["string"] = {"event.category"},
45 H

qqqq

test

required_fields_1

s 20230420 023309

PucyHok 220 - MNapameTpbl Makpoca

B pexume pegaktnpoBaHusa 4OCTYNHO U3MEHEHNE UMEHW MaKpOoCca U ero TekcTa (CM. pUCyHOK 221).

local required_fields = {
list = {"initistor.host.ip", "initistor.host.hostname”, "target.host.ip", "target.host.hostname”, "initistor.host.fgdn", "target.host.fqdn"},
["string"] = {"event.category"},

1
/A06aaNTL HOBLI MAKPOC 2
3
4]

qq99
test

required_fields_1

e 20210420 032209

PucyHok 221 - PegakTnpoBaHne makpoca

B pexvmMe pengakTupoBaHusi AOCTYMHbI AEACTBUSI COXPAaHEHWS MBMEHEHWIA U yaaneHus Makpoca.

20.6. PeTpocneKkTuBHasa Koppenauus
{#retro_correlator}

Mnatdopma Pagap no3sonsieT ocyLLeCTBASATb MPOBEPKY FMMOTE3 HA OCHOBE UCTOPUYECKMX AaHHbIX,
XpaHUMbIX B cucteme. [Ins ocyLLeCTBNEHNs] PETPOCMNEKTUBHOIO aHann3a MOoXHO UCMOoMb30BaTh Kak
CyLLEeCTBYOLLME NpaBuia KOpPensiLmm, Tak 1 BHOBb CO3L4aHHbIE.

[ns nepeBofa npasusia B PEXXUM PETPOCMNEKTMBHOIO aHanm3a HeobXxoaAMMO U3MEHUTD KoY odepeau,
Ha KOTOpYto NoAnuchIBaeTCs NPaBuio 1 Co3aaTth 3aadvy no PeTpoCneKTUBHOMY aHanuay.
PaccmoTpuM paboTy B pexxrMe peTpoCneKTMBHOIO aHanm3a Ha npuMepe CyLLecTBYOLLIEro Npasuna.
B npumepe Bynet ncnonb3osaHo npasuno "Event_logs_cleared".

B pasnene KoppensTop - MpaBuna HaiiTu Hy>kHOEe NPaBuIio 1 B HACTPOMKaxX YCTaHOBUTb NMPU3HaK
PETPOCMNEKTUBHOW KOPPENSLMN.

[anee HeobxooMMo co3faTth 3agadvy No PETPOCMNEKTUBHOMY aHanmay. [1ns aToro Hy>KHO nepenTu B
pasgen Koppensatop - PeTpocnektuBHas koppenauma (CM. pUcyHok 222).

PeTpocnekTuBHan Koppenauns Uewtp ynpasnenun > [lpasuna koppenaumu  PeTpocneKTusHan koppenauus

P— |

LOBABNEHWE 3ALAY:

Nepuoa

Hazeamwe 3agaum

HazeaHue zagaumn
Mpasuno

Tect winlog 2
Whaexc

WHaekc

Cosparte 3agavy C6pocuts popmy

PucyHok 222 - PeTpocnekTuBHas koppensauums.
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Ha cTpaHuue co3gaHusi 3aay no peTpocnekTMBHOMY aHanm3y HeoGxoamMMo ykasaTb criedyrowmne
napameTpbl napameTpbl:

e [lepuogp - ykasaTb 3HAYEHUsI HaYana u KoHUa HeobGXoAMMOro NPOMEXKYTKa BPEMEHH, B KOTOPOM
OyZoeT NpoBOAUTLCS aHanms.

e HasBaHue 3agauu - ykasaTtb UMs 3a4a4v ONs ee uaeHTMdrKaLmmn B cnncke saaau.

e [lpaBuno - BbIGpaTb NpaBuIo peTPOCNEKTUBHON KOpPEnsaUMmM Ans 3a4a4u, no KoTopomy Gyaert
npoBefeHa KoppensaLumns peTpoCcrnekTUBHbIX AaHHbIX.

e UHpeKc - ykasaTb UHAEKChI COOLITUIA, MO KOTOPbIM HEOGXOAVMO MPOU3BECTM aHaNu3
(nonoepxuBaetca wildcard cumson "*").

NMocne HaCTpoVikv NapameTpoB HeOBXoAUMO HakaTb Co3aaTb 3agavy.

Mocne BbINONMHEHNS BbILLEOMNUCAHHbIX AENCTBUIN cucTeMa 3anyCcTuUT Cco3aaHHyro 3agavy C yKa3daHHbIMU

napameTpamMu.

21. PaboTa c cooOLweHusamm

21.1. O6bwme AaHHbIe 06 CNOMb3yeMbIX Ha
NMnardcdopme Papap coobieHusax

CoobLeHne -- MexaHn3m obmeHa TEKCTOBON MHOpMaLMEN Mexay Nonb3oBaTensiMm CUCTEMBI.
Coo006LLeHNEe MOXET ObITb OTNPABIEHO HECKOMBKUM NOslyvaTensim.

AnpecaTaMM coobLeHnn MOTyT BbICTYNaTb NOJ1b30BATENN U Irpynnbl nonb3oBaTenen. OTI'IpaBKa

coobLLeHua rpynne nonb3oBartenel paBHOCUbHA OTNpaBKe COOBLLIEHNSI BCEM YNleHaM 3TOM rpynnbl.
CoobLeHne MoXeT ObITb OTNPABIEHO C AOMNOMHUTENBHON KOHTEKCTHOM MHpOpMaLMEN.
B kauecTBe KOHTEKCTa COOBLLEHNA MOTYT BbICTyNaTb CriedytoLme CyLHOCTU:

e Tun nHuuaeHTa.
o /HUMAEHT.
e AKTUB.

B cnyyae Hanunums koHTekcTa B coobLleHne JobaBnsaeTcs Ceblfika Ha COOTBETCTBYIOLLMI OOBEKT.

21.2. locTyn K CANCKY COOOLLEeHUN

[na nonyyeHunst 4ocTyna K CN1cKy cooBLLEeHWI Nonb3oBaTens He0OXoAMMO LLENKHYTb MO NUKTorpaMmme
npocuns nonb3oBaTens m 1 B OTKPbIBLLEMCS MEHI0 BbIOpaTh NyHKT "CoobLeHus".

Ha akpaHe OTKpoeTCs CnMCOK COOBLLIEHNIA NONb30BaTens (CM. pUCYHOK 223).

MogpobHoe onucaHue nHtepderca pasgena "CoobLeHna" NnpMBedeHO B OTAENbHOM pasaene
"IMonb308amesibckue Hacmpoulku. [Tpoghusib - CoobuweHus ",
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CoobueHns

MpounTanHble
OtnpasneHHble )

oT Koro TEMA VHLUMAEHT ™n AKTMB
witer Mposepka gocryna k cepaepy FIN78 2021-08-19 16:01:28
witer recr 1 2021-08-10 1346:54

witer Tectvposane FIN78 2021-08-10 1343:23

PucyHok 223 - Cnucok coobLeHuni B npodusie nonb3oBartens

21.3. lMpocmoTp AeTtanen coobLeHUsA
{#message_details}

21.3.0.1. NpocmMmoTp TekcTa coobLeHns

MpocmoTp getaner coobLeHns 4OCTyNeH Ans BCeX TUNOB coobLueHni --- "HenpoyntaHHble",
"MpouynTaHHble ", "OTnpaBneHHbIe".

[na npocmoTpa aetanel coobLLUeHNs HEOBXOAUMO LLIEMNKHYTb MO TEME MHTEPECYHOLLIENO COOBLLIEHNS B

none "Tema". Ha akpaHe OTKPOETCS OKHO C MOSHbIMU AaHHbIMW coobLleHust (cM. hmucyHok 2):

e "OT" -- oTNpaBnTenb coobLLEHNS;

e "Komy" -- agpecaT coobLieHus:;

e "NaTa" -- gaTa 1 Bpems OTNpaBkun coobLueHuns;

e Tema coobLieHuns -- 3arofoBOK, KOTOPbLIN 0TOBpaXkaeTcsa B cnMcke cooOLLeHMI nonb3oBaTens.

e TekCT coobLLEeHNs -- HEMOCPEACTBEHHO TEKCT COOBLLIEHMS;

e (CBsizaHHble OOBEKTLI -- HAa3BaHWE CBA3aHHOro 06bLEeKTa B BUAE MMNEPCCHINIKM Ha AaHHble 0ObEKTa,
Ons cnyyaes Korga coobLeHne Gbino OTNpaBneHo U3 oNpeaeneHHOro KOHTEKCTa.

[ns Bo3BpaTa K CNM1CKY COOBLLIEHUI -- HaXaTb Ha KHOMKY "3akpbITb". OKHO MPOCMOTpPa 3aKpbIBAETCS.
Ecnu npocmaTtpumBanoch cooblieHme ns cnucka "HenpoyntaHHbie", TO COOOLLEHNE aBTOMATMYECKN
nepeBoanTCS B CNIMCOK MPOYMTaHHBIX COOBLLEHNIA.

Ecnun HeobxoamMmo gaTb OTBET Ha coobLeHMe, TO HaxkaTb Ha KHomky "OTBeTUTb". OTKpOoeTCcs hopma
co3gaHuns coobLeHus.

Mpouecc cozgaHus 1 oTNpaBkn HOBOro coobLLeHMst NogpobHO onncaH B pasgene "CosdaHue u
ommnpaska coobujeHul".

Oron @ wrier

OT:RW.
Komy: R W.
Jara: 2021-08-24 1401:33

CoobueHus

MpouvTanksie
Ul RUTU remm vinunaEn i AR DATA ¥

writer recTuposane FINTS 20210810 13:43:23

PucyHok 224 - OKHO NpocMOoTpa coobLLeHNs


af://n4984
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21.3.0.2. NMpocMoTp AONONHUTENBHON KOHTEKCTHOU MHopMaLuum

B cnyyae Hanmuusi KOHTEKCTa B NapamMeTpbl COOOLLEHNS 106aBNSETCS CCbIIka HA COOTBETCTBYOLLMN
06beKT. Y coobLLeHWiA C KOHTEKCTOM Byay yka3aHbl TMNePCChINKY B COOTBETCTBYHOLLMX MOISIX CrMcka

(cm. pucyHok 225):

e [Tone "MHUMAeHT" -- COOEPXXMT Ha3BaHWE UHLNOEHTA, C KOTOPbIM CBA3aHO AaHHOe coobLueHmne.
lMnepccoblinka BeAeT Ha CTpaHULy ONUCaHNs AaHHOTO MHLMOEHTA.

e [lone "Tun" -- cogepXnT naeHTUMUKaTop TMna MHUMAEHTA, C KOTOPbIM CBA3aHO AaHHOE
coobLeHne. Munepccebinka Be4eT Ha CTpaHuLy ONMcaHus JaHHOro TUna UHUMAEHTa.

e [lone "AkTUB" -- cogepXxunT ngeHtTudukatop (Hanpumep IP-agpec) akTvMBa, ¢ KOTOPbIM CBSA3aHO

AaHHoe coobLeHne. MMnepcebinika BeeT Ha CTPaHuLYy ON1caHnsi AaHHOTo akTuBa.

CoobLeHus

=
MpounTannsie
Ornpasnensie

T Koro TEMA VIHLIMAEHT ™mn AKTUMB OATA

witer [I—— P ——— woat | s suresse

FNTE

21-08-24 14:01:33

PucyHok 225 - Tunepcchbiniky COOBLLEHNI C KOHTEKCTHOW MHbopMaLmnen

21.4. CozgaHue n oTnpaBKa coooLweHnn
{#create_message}

21.4.1. OTnpaBKa coobLeHusa 6e3 KOHTeKCTHOU MHhpopmaunmn
{#message_send_nocontext}

[ns otnpaBky coobLLeHNs 6e3 cCcbinkn Ha 06BbEKT (6e3 KOHTEKCTHOM MHopMaLmn) Heobxoaumo:

1. Mepentu B pasgen «CoobLeHus» - B npocune nonb3oBaTenst m BblBpaTh NyHKT

"CoobuweHunsa".
2. Haxatb kHonky «HanucaTb».
3. B oTKpbiBLLENCA hopMe COOBLLEeHNS 3anonHUTb creayroLime nons (CM. pucyHok 226):

o "Mony4artenb" - BbiOpaTb agpecara U3 packpbiBaLLErocsa cnucka nonb3oBaTenen
Mnartdopmbl Pagap;

o "3aronoBok" - BBECTM 3arofiloBOok COObLLEHNS;

o "Coob6LieHue" - BBECTU TEKCT cOObLEeHMs.

4. Haxatb Ha KkHonky "OTnpaBuTb".

[aHHoe coo0LLeHNe A0MKHO NOSIBUTCS B CNUCKe OTnpaBli€HHbIX coOoOLLEeHN nonb3oBaTens.


af://n5006
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Hogoe coob ne X

CoobeHns

Monyuatens

BuiBepure noyuatenn +

Hanmcar, E
3aronceck
Henpouutauhbie

MpounTakHble
OTnpaenexHele CoobBuwieHue

3

Vi

e

PucyHok 226 - OTtnpaBka coobLeHns 6e3 CCblnkv Ha 0ObeKT

21.4.2. OTnpaBKa COOOLEHUN C KOHTEKCTOM (CCbISIKOM Ha
001BLeKT)

®yHKUMS OTNPABKN COOBLLEHUIA CO CChINKOM Ha MHUMOEHT, TUM MHLUMOEHTA U aKTUB LOCTYMNHA B

COOTBETCTBYHOLLMX pasaenax:

e KHonka "Hanucatb coobGeHune" ansa oTnpaBku COOBLLEHMSA CO CChINTKON Ha UHLUNAEHT AOCTYMNHA
Ha CTpaHuLEe KapToYkn MHUMAEHTA:
"UHumnpaeHT"->"UHunpaeHT"-> /lWenkHyTb N0 Ha3BaHUIO MHTEpPeCyoLero MHUUAeHTa B
cnucke /.

e KHonka "Hanucatb coobueHune" ans otTnpaBky COOBLLIEHMS CO CChINKOW Ha TUM MHUMOEHT
[OCTYIMHA Ha CTpaHuLEe KapToYkM TMna MHUMAEHTA:
"UHumnpaeHT"->"UHunpaeHT"-> /WenkHyTb N0 Ha3BaHUIO MHTepPeCyLero MHUuAeHTa B
cnucke /.

e KHonka "Hanucatb coobeHune" ansa oTnpaBku COOBLLEHMS CO CChINTKON Ha aKTMB JOCTYMHa Ha
CTpaHuLe KapTOYKn aKTuBa:
"AkTUB"->"AKTUB"-> /LWENKHYTb NO Ha3BaHMIO UHTEPECYIOLEro akTuBa B cnucke /.

dopma 4nsi OTNpaBkM COOOLLEHNSI C KOHTEKCTOM aHanornyHa oopme oTnpaBku coobLleHns 6e3
KOHTekcTa. Bce HeobOXoaMMble CCbINKM HA 0ObEKTLI CO3[4al0TCS B TENe COOOLLEHUS aBTOMATMUYECKU Npu

oTnpaBke coo06LLEeHUs.

MoppobHoe onncaHne opMbl CO3AaHUS COObLLEHNs MPUBEAEHO B NOApasaene AOKyMeHTauum
"Omnpaska coobuweHus be3 kKoHmMekcmHoU uHghopmayuu'".

22. HKUKW
22.1. O6wan nHhopmauuma

HauunoHanbHbI KOOPAVHALMOHHbIA LIEHTP MO KOMMbIOTEPHBLIM MHLUMAEHTaM obecnevmBaeTt
KOOpANHALMIO AeATENBHOCTY CyOBEKTOB KPUTUYECKON MHAOPMALIMOHHON MHAPPACTPYKTYpPbI
Poccuickon degepaummn no Bonpocam 06HapyXeHus,

npenynpexaeHnst n NMKBMAALUM NOCNEACTBUA KOMMbIOTEPHBIX aTak 1 pearMpoBaHns Ha
KOMMbIOTEPHbIE UHLIMAEHTHI.


af://n5040
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FocCOIKA — rocygapcTBeHHasi cuctema obHapyXXeHus, npeaynpexaeHnst n MMKemaaumm
nocreacTBuUin KOMMbIOTEPHBIX aTak, co3gaBaemMas B Lensx npegoTBpalleHmns 1 yCTpaHeHus
NnocneacTBUN KOMMbIOTEPHBIX aTak Ha KPUTUYECKYI0 MHPOPMAaLIMOHHYIO MHApacTpyKTypy Poccuinckon
degepauun.

KoHuenums FocCOTKA nosiBunace ¢ Lenbto 3awmTbl KpUTUYECKOM MHOPMAaLIMOHHON
nHdpactpyktypbl (KNW) Poccuiickon ®epepaumu.

MnaTtcopma Pagap no3BonsieT aBToMaTn3MpoBaTb PermcTpauunio BbiopaHHbIX MHLUNMOEHTOB B
NocCOIKA.

22.2. HacTtpounka nHterpaumm

Mepen Havanom otnpasku uHUNAeHToB B FocCONMKA Heo6xoamMmo nponssecT HaCTPOWKY

Mnatdopmbl Papgap:

® HaCTPOMUTb COMOCTaBMeHNe AaHHbIX;
® npoBepuTb HAcTponky APl KOHCTPyKTOpPa;

® HACTpPOUTb rpynnbl akTUBOB;

22.2.1. HacTpouka conocTtaBneHns AaHHbIX

[ns HacTponKM conocTaBneHns AaHHbIX nepenauTe B MeHto lMapamempsi - ConocmaessieHue

OaHHbIX (CM. pUCYHOK 227).

nanreo
FanAR

Cosganve nonszosatensckoro conocrasnenna | Hassasve

FocCOMKA Mone308aTenbCKne

CTaTyc pearmpoBaHna

Mepel NpUHATEI
28 Mapametpal

Tun: snaueHne

CONOCTAEAEHHE AaHHBX

HaumeHOBaHMe KOHTPOAKPYEMOTo pecypca

controlled_resource_name

Tun: conocTasnerie
Mudbopmauuna o kateropupoearim OKMK

PucyHok 227 - ConoctaBneHune gaHHbIX.

F'ocCOIKA npuHuMaeT MHUMAEHTBI B onpedeneHHoM dopmate ¢ onpeaeneHHsiM Habopom nornen. Bee
3TV NOMs NepeYncrneHbl Ha CTpaHuLe.

Bcero cywlecTByeT ABa BMaa Nonewu:

e [lpeponpeneneHHble. B Mnatdopme Pagap Ttakor Tun nons HasbiBaeTca 3Ha4YeHue. Takon Tvn
roren He CONOCTaBIsSIeTCS, a YKka3blBaeTcsi 3HavyeHue, BbibpaHHoe 13 cnucka. MNpumep
npeacTaBrieH Ha pucyHke 228.


af://n5059
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KaTeropua MHUWAEHTA

)'IEIE',EI,CII'\.‘IHEHME O KOMMNBHOTEPHOM MHUWMASHTE

YEeAoMNeHWE O KOMINBIITEPHOM UHLWAEHTE

YESOOMAEHWE O KOMMBKTEPHOM aTake
YBEAOMASHWE O HAAKYMW YAZBMMOCTH
OnoeeweHne of aHOMaNEHOM 00LeKTE
Coobwerwe ot HEKLLIKIA

YeegomneHue u3 JIK MTocCOMKA

PucyHok 228 - Beibop 13 cnucka ans nong tuna "3HadveHne".

e Conoctaensiemble. B Mnartdopme Pagap takon Tvn nons HasbiBaeTca ConoctaBnenue. [ns
Takoro Tuna nonewn sHaveHue Mnartcpopma Pagap GepeT U3 nHUMAEHTA 1 NOMELLAET B
conocTaBnsgemMoe nosne asTomarmyecku. lNprmep npeacraBneH Ha pucyHke 229.

HavwmeHoBaHWe KOHTpOAMpYyEMOTo pecypca

controlled_resource_name

Tun: conoCTaEneHWe

PucyHok 229 - Yka3daHune nons nHuugeHTa ans tuna "ConocTtaeneHve".

Mpu noctaeke MnaTtdopmbl Pagap Bce nons ans nHterpauum ¢ cuctemort FoccCONMKA yxe

HaCTpPOEHbI, OOHAKO Mnpwu HeobX0AMMOCTUN MOXHO YTOYHUTb nNpeaonpenerieHHble non4.

22.2.2. APl KOHCTpYKTOpP

[nsa nepexona B APl koHCTpyKTOp nepengute B meHto Mapamempsi - APl koHcmpykmop (cMm.
pucyHok 230).


af://n5085

API KoHcTpyKTOP

CosgaHue NoNb30BaTENBCKOM KOANEKLMM FaseaHwne

locCOMKA MonesoeaTenbckue

O6HoBNeHUe cTtaTtyca npoumciiecrtema

Q¢ MapameTpw

Tun:

update-status
AP xoHCTpYKTOP

WHeTpykuma ana oBHOBNEHWA cTaTyca:

MMA sHavenua: pathToluid
PucyHok 230 - AP| kOHCTPYKTOP.

3peck Anst HaCTPOWMKM MHTErpauum Bam Heobxoaumo ykasaTtb ToKeH A nepefadn MHUMAEHTOB B
cuctemy FocCOIKA.

BHumanume! MNocne coxpaHeHns TokeH He ByaeT otobpaxaTtbes B uHTepdence MNMnatcgpopmbi

Papap.

Hwxe nokasaHbl ABa MeTOAa Nepefadn UHLMAEHTOB: MeTog OOHOBMEHNsI cTaTyca NpoucLLIecTBus (CM.
pucyHok 231) n MeToq OTNpaBKu NPOUCLLECTBUS (CM. PUCYHOK 232).

O6HoBANeHune cTaTtyca npouncwiectemAa

Tun:
update-status
WHeTpykuna AnA oBHOBAEHMA CTATYCA:

MmA sHadewwa: pathTolUuid

MyTe Ao SHaveHwnA: data.@.uuwid

https://test-1lk.cert.gov.rufapi/v2/incidents

MNapameTpel:

filter: [{"property™:"uuid”,"operator”:"eq”, "value”:"pathToluid"}]
fields: ["status"]

3aronoekun: 1

x-token:



PucyHok 231 - MeTtog o6HOBNEHMsI cTaTyca NpOUCLLECTBUS.

ls'::'v'TI'I|f.).EiBI{.':'i nponcuecTtenAa

POST

URL:
https://test-1k.cert.gov.rufapi/v2/incidents
3aronoexun: i

x-token: ...

PucyHok 232 - MeTop oTrnpaBKu NPOUCLLECTBUS.

22.2.3. HacTpowuka rpynnbl akTUBOB

K kaxkgomy MHUMOEHTY NpyBSA3aH CBOW akTUB. A caMu akTVBbl 00bEeANHAIOTCA B rpynnbl. [ns Toro,
4YTO6bl MHUMAEHTLI MOrNK 6bITb OTNpasneHsbl B cuctemy NOcCONMKA, cBsizaHHbIe akTVBbI AOMXKHbI

BXOLMTb B Ipynnbl akTUBOB C yCTaHOBMNEHHbIM npudHakom KW (KpuTuyeckast nHhopmMmaunoHHas

MHPaCTPyKTypa).

Y6enuTech, YTO 3TOT NPU3HaK NPOCTABIIEH B rpynne akTMBOB. [111s1 3Toro nepenante B MeHo Akmuesbl -
Fpynnbl akmueoe, HanauTe HeOBXOAMMYHO rPYMMY U KIMKHUTE UKOHKY peakTMpoBaHus (CM. PUCYHOK
233).

Ipynnbl akTMBOB Uewrp ynpasnena > Axtuesr > Tpynne akrusos

HA3IBAHME MACKW PETYIAPHOE BLIPAXEHME KOn-B0 reynnA CBAZAHHLIE TPYMMSI
MOACETEA (FQDN) AKTWNEOE OTBETCTBEHHBIX MONE30BATENER

Tpynnsi axrueos

Pepaktupogaty’

PucyHok 233 - PegakTupoBaHue rpynnbl akTUBOB.

B HacTpolikax rpynnbl akTMBOB NPOBEPLTE Hann4yne yCTaHOBIIEHHOTO NpU3HaKka HanpoTUB HaamnMcK
KWWU? (cm. pucyHok 234).


af://n5097

10 Clctemel

B «in?

OTEETCTEEHHOE NK (W]

TexHUYeCKMA cneuManiicT

PucyHok 234 - MpusHak K.

22.3. Nepepnava npoucwecteun B NocCOMNKA

Mepenava npouciuecteuin B FocCONKA ocyuwiecTensieTcs B ABa aTana:

e Cpeaun MHUMOEHTOB BbiGUpaeTcst HeOBXOAMMBIN At OTNPaBKM B KAYeCTBE NPOUCLLECTBUS B
F'ocCOMNKA
e [lpoucwecTsue Banuaunpyetcs n otnpasnsercs B FocCOMKA.

22.3.1. Bbibop HUMAEHTa ANA OTrpaBKu

[ns Bbibopa UHUMAEHTa NnepenanTe K UHUMaeHTam B MeHto MHYyudeHmsI - UHYudeHmbI (CM. PUCYHOK
235).

@ Hazan . admin v

Uentp ynpasnerma  UHuuasHTS!

Bpyuryio & HaSHBUHTS MOMb30BATEN0™  HaSHAUMTL TPYMNe ™  OBBEAMHATS B YNy ™  CMEHWTS CTaTyE ~

O Vhumpena

MpoucwWwecTEus = Bcero

; 1

0 -

04 flex 05 [lex 06 fex 07 fex 08 Jex

WHUHAEHTE

3aKkpaiT HeaeAcTauTenbhbii

T- ¥POBEHE Tan THN AKTWE 1D 3ATONOBOK CTATYC NOCAEAHEE 1Cam reynna
BUCKA VHLMAEHTA NPOWCIIECTEME VHLMAEHTOR

@
2022-12-06 5 10
Hoeslii

08 Napauerpu

0.09 0 * il F

PucyHok 235 - lNepeyeHb MHUMOEHTOB.

B nepeyHe Hangute HEOOXOAMMbIN MHLUMAEHT U KIMKHUTE MO €ro 3arorioBky. B okHe ¢ MHUMAEeHTOM
Hangute onok lMpoucwecmeus. [1ns oTnpaBku MHUMAEHTA B KadyecTBe npoucliecTtsms B FocCOMKA
yCTaHOBUTE Npu3Hak Bbi6pamb Onisi omrpasku,

B none HKLKH Bbi6epuTte nyHKT FOcCONMKA 1 KnMKkHUTE Ha MKOHKY 3apeaucmpuposamsb Osisi
omnpaeku (CM. pUCyHoK 236).
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B : a
Co34aH HOBbIA 1OKabHbI NOAb30BaTEb

D: FIN48-20221206-155005-0

1

@ Vhuwpenma

1

CPOUHOCTL 0.09 1 HEIX 0
0 OTKPLITUI
Bpema obpaboTkit normal
WCTOYHUK COBBITUA:
3HAYUMOCTE 0

Baenen spyunyio
HAZBAHME test FQDN/IP oc

AKTUB 1 T™n Host
rPYMMNel test g

2% Mapamerpu CBOJKA
CozaaH HOBLIF NOKaALHLIA NONL30BaTEN:,
MNPOUCLIECTBMA WCTOPUA

HKLLK . u Kommentapuii
TocCOMKa E T —
S a—

K& BEiopath

OTNPaEkA
Hauano axtneHocTi 2022-12-06 15:50:05
Komney axtvenoctn 2022-12-06 15:50:05

PucyHok 236 - Permctpauus nponcLIECTBMSA Ha OTNPaBKy.

HacTtporika otnpaBku nHumaeHta B FocCONMKA 6yaet otobpaxkaTbCst TONbKO Y MHUMAEHTOB, Y

KOTOPbIX CBA3aHHbIA aKTUB BXOOMUT B rpymnny akTMBOB C YCTaHOBSIEHHbIM nNpu3Hakom KUMN.

22.3.2. YnpaBrieHue npoucLUecTBUAMU Ha OTNPaBKY

[ns ynpaeneHus npovcllecTBUsSMU nepenante B MmeHio MHUudeHmsi - [lpoucwecmeus Ha
omnpaeky (CM. pucyHok 237).

: @ Orms @ on-

||'|poy|c|_ueCTBy1;| Ha oTn paBKyl LlenTp ynpasnenuna WHumaenTs! MpoucwecTena Ha oTNpaBKy
TocCONKA PyuHas oTnpaBka
Py— werere ¢ B
CTATYC VAEHTUGUKATOR CTATYC BPEMA
MHUMAEHT MEOMCINECTBUE 3APETUCTPMPOBAHO  OTMPABKM NPOUCUWECTBUA NPOMCIECTBUA OTARABKM

n 2022-12-07 13:57:38 - - - - n m

Nposcuwecrsnn Ha ormpasky

[y ——

PucyHok 237 - lMpouncliecTBusi Ha OTNpaBky.

Mpu KNKKe Ha 3aronoBOK MHLUMAEHTA OTKPOETCs NoApobHas nHpopmMaums 06 MHLMAEHTE (CM. PUCYHOK
236).

KnnkHute Ha MKOHKY NMPOCMOTpa npouncLiecTeua n 4YTOObI NPOCMOTPETb NOAroToBNIEeHHOE AIld

OTMNpaBku NpoucLlecTame (CM. pUcyHok 238).
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MpocmoTp NpowclecTena

NHuwnaeHT:
CDBAEH HOBhIﬁ ."IDK.-EﬂbeII:\ NnonNe3S0EATENE

Mpoucwecreune:

"id": "e7bels@0-B6bE@-48b8-bd49-1dfd26F11213",

"event_type": "manual_source",

"ip": "8.9.8.8",

"port™: @,

"mac": ",

"start_occurrence"”: "2822-12-86T12:52:05.5822913Z",
"end_opccurrence™: "2922-12-86T12:58:85.8885132",
"service_asset_finding_status_change_id™; "469eBb7E-f334-451c-a839-7b78408576623"
"service_asset_finding_id": "bal3laed-c969-4e2f-3079-dd51298274%a",
"created_at": "2822-12-96T12:50:085,.8880247",

"updated_at": "2022-12-86T12:53:27.4388831",

"fgdn": "",

"incident_identifier™: "-,

"fincert_sync_status": 16,

"fincert_id": "",

El

"sopka_sync_status": 12,
"sopka_id": "",
"fincert_sync_result™: "v,
"sopka_sync_result":

"event": "",

"normalised_svent": "",

"location™: "Mocksa",

"contrelled_resource_name": "test”,

"description®: "Hs XOCTe COSOEH HOBSIA NOKENSHSH NONES0EETEN:. COSLEHWE YUYETHBX SEMNWCER NONDSZ0SaTENER SCErLE [

"risk_impact”: "CoSgsHMe NOKANBHOW YYETHOM SanWCW NoONb3ICSETENS MOKET NPeACTaBNATE SOAsWOR PHLK, ©CAW OHO HEe
"network_connection": true,

"detectiontool”: "MpoOMCWECTEME COSAEHO/3apPErUCTPHPOBAHO SPYHHYI"

PucyHok 238 - [pocMOoTp NnpovcLIecTBUS.

KnukHWTE Ha MKOHKY OTNpaBKM COOBLLEHMS , MpW 3TOM OTKPOETCS OKHO NMPOBEPKU NPOUCLLECTBUS

(cm. pyucyHok 239).



nO,ﬂTBep)K,ﬂEHME ConocTaBneHna

MposepuTs

MpowncwecTtene: ConocrasneHve:

"id": "e7bel5@8-B6b@-48b8-bo49- 1dFa26F11213", Cratyc pearvpoeanna
"event_type": "manual_source”,
*ip": "0.0.8.8",

a,

L

Mepkl NpUHATE

Tun: 3HaueHue
"start_occurrence”: "2022-12-86T12:50:85.880913Z",

"end_occurrence”: "2022-12-86T12:50:085.8809137",
"service_asset_finding_status_change_id": "469e8b78-F334-451c-a839-7b78485766=23",
"service_asset_finding_id": "bal3ZaeB-c969-4e2f-8979-dd512982749:",

"created_at 822-12-86T712:50:85.3009247",

"updated_at": "2822-12-88T12:53:27.438808Z",

“fgdn”: ", controlled_resource_name

HaumeHoBaHWe KOHTPOMpYeMOro pecypca

"incident_identifier”
"fincert_sync_status”: 1@, Tun: conocTaBneHue
*Fincert_id": "",

"sopka_sync_status": 12,

"sopka id": ",
"Fincert_sync_result”:
"sopka_sync_result": "",

N

WHpopmauma o kateropupoeatun OKMK

“::::]isedievent": e O6bekt KM Gez KaTeropymn 3Ha4UMMOCTH ¥
"location”: "Mocksa",

"controlled_resource_name”: "test”, Tun: sHauenne
"description™: "Ha XOCTE COSA&H HOBsIil NOKansHui NONSSOEETEN:. COSASHWE YUSTHEX SanWMCER
"rizsk_impact”: "CospsHue NOKanbHOR yueTHOM 3anucH NOAL30BaTENA MOXET NPeacTasnaTe Gons
*network_connection": true,

"detectiontool™: "lMpoMcwscTEME COSABHO/3APErUCTPHPOBAHO BPYYHYH" Hannume noaxntouenmna k cetn Mutepuer

network_connection

TuNn: conocTaBneHue
PucyHok 239 - lNogTBepkaeHne conocTaBneHus.

B okHe npoBepku NponCLLECTBUSI OTOBPaXaeTcs UCXOAHOE MPOUCLLIECTBUE U MOMS CONOCTaBIEHUS.
Haxmunte kHonky lposepumb 0nsi NpOCMOTPa pe3yrbTUpyoLLero coobLleHus (cM. pucyHok 240).



PesyneTaT npoBepku X

He ece sHaueHua ydanoce conocmasume, Ecau eac yompauedem pesynsmam Nposepky, MOXEMe €20 OMNpasume, &
NPOMUEHOM CAYYae USMEHUIME HACMPOUKU U npouzsedume Nposepiy ewe pas.

i
"activitystatus": "Mepw npueATH",
"gffectedsystemlame": "test™,
"affectedsystemcategory”: "O8vekT KMH 6£3 KaTercpuu SHEYMMOCTH",
"affectedsystemconnection”: true,
"affectedsystemfunction”: "Badkoscksa cdeps W MHme Chepbl PHHEHCOBOrC poHKE",
"zzsistance™: false,
"avallabilityimpact": "OrcyTcTeyeT",
"category": "YeegomnenWwe O KOMNEHNTEPHOM WHUWISHTE",
"ocity™: "Mocksa",
"confidentialityimpact”: "Beicokoe",
"customimpact”: "CosgaHwe NoxkanbHoR YYETHOW SaNWCW NOALSCESTENA MOKET NPEeAcTEsnATs GOMLWOR PUCK, ©CAM DHO HEe ogot
"detectiontool™: "MpOMCWSCTEME COSASHO/SapSrWCTPHPOSAHO BPYYHYH",
"detecttime": "2022-12-957@9:3@:05I",
"endtime™: “20622-12-@5T@9:58:85I",
"eventdescription”: "Ha ®oCTe COSAEH HOBWE NOKENSHEIR MoAbsosaTent. Co3fgaHWe YYeTHbIX SanKcel nonc3oBaTensi scergs
"integrityimpact”: "Huskoe",
"location”: "Mocksa",
"malwarehash™: "",
"relatedindicatorsdomain™: *",
"relatedindicatorsemail™: "",
"relatedindicatorsipwd™: ",

"relatedindicatorsipve”:

"relatedindicatorsuri”
"relatedindicatorsvuln™: ",

"relatedobservablesdomain”
"relatedobservablesemail™: ",
"relatedobservablesipwd™: "@.8.8.8",
"relatedobservablesipvs™: "7,
"relatedobservablesservice™: "V,
"relatedobservablesurit: ",

"tlp": "TLP:GREEN",

PucyHok 240 - lMpocmoTp pesynsrata npoBepKu.

Monsa MoryT BbITb HE BCE COMOCTaBMEHbI, HO 3TO He MeluaeT oTnpaske AaHHbIX B HKLKW. Ecnin

pe3ynbraTt ConocCTaBlIEHNA YCTPAUBAET, HAXMUTE KHOMKY Omnpaeumb Ana oTnpaBKu COO6LIJ,eHI/I$|.

Mocne OTNpaBKN MKOHKa OTMNpPaBKn COOGLIJ,eHMﬂ N3MEHUTCA Ha NKOHKY 0OHOBMEHMS crartyca E, aB

npoucLlecTBun ByayT yka3aHbl faTa OTnpaBky, CTaTyc OTNpaBKu1, MAEHTUUKATOP NPOUCLLECTBUS,
CcTaTyc NpouCLLECTBMS (CM. pUCYHOK 241).

npOHCLIJecTB Mg Ha OTl'lpaBKy Uentp ynpasnesns MHuMaeHTEl MpoucwecTena Ha oTnpaeky

lfocCONKA Py4Has oTnpaBka

v+ E1IEE

WAEHTHSMKATOP CTATYC BPEMA
WHUMAEHT MPOWCWECTBHUE 2APETMCTPUMPOBAHD  CTATYC OTMAPABKK MPOWCIWECTENR NPOMCLUECTEMA OTNPABKM
Co3jaH HOBBIM NOKaNBHBIH Mponcwecene 2022-12-07 —
2022-12-07 1::57:58 INC-22-12-207 - m
NoNb30BATEND oTnpaEAEHo

PucyHok 241 - lameHeHne ctaTtyca OTnpaBku.
[Mpw knnKe Ha MKOHKY OBHOBMEHUs cTaTyca E cTaTyc npovcliecTsms 6yaet obHOBNEH.

Moapo6HOCTM OBGHOBNEHUSI CTaTyca MOXHO NOSy4YUTh, KIIMKHYB Ha MKOHKY NPOCMOTpa OTBETOB n (cm.

PUCYHOK 242).



MpocmoTp oTeeTOB

WNHunaeHT:

Co3A8H HOBBIA NOKaNbHLIA NOAL30EATENS

Bpemsa oTnpabku:
2022-12-87T16:27:01+83:08
Waentudukarop:

INC-22-12-207

OTBeT Nnocne otn paBKK:

Craryc:
201
Otset:

"data": [
{

“identifier*: "INC-22-12-287",
“uuid": "d2Bdfdc8-cd67-4844-b551-8d4eB8Fcdl3d”,
“creste_time”: "2022-12-87T13:27:01.175Z"

¥
1
"success": true

PucyHok 242 - IpocmoTp OTBETOB.

Mepeuensb ctatycos MocCOMKK:
CospaHo

3aperucTpUpoBaHo

MNpoeepka HKUKW

MpuHATO peweHne

OTNpasneHo & apxue

QOtBeT nocne oBHOBNEHNA cTaTyca:

Cratyc:
282
Ortser:
1
"success": true,
"data": {
"next": false,
"result”: [
{
"status": {
"id": 18,
"name": "MpuHATO pewenne"”
i
b
1
Ia

"uber-trace-id": "Saa6l3ec7f174d28:5aa613ec7f174d20:0:8"
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