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1. O6wue cBegeHun o «Mnarcpopme Pagap»

Cnenyau3MpoBaHHoe TporpaMMHoe oOecneyeHue «Ilnardpopma Papap» (mamee — CIIO
PAJIAP, Ilnardopma Pagap, niardopma) siBasieTcst TPOrpaMMHBIM CPe/ICTBOM 0011lero Ha3HaueHUsl CO
BCTPOEHHBIMU CPeJICTBAMU  3all[UThl OT HECAHKIIMOHUPOBAHHOTO [JIOCTyNa K wuHboOpMaluu, He
cofiep>Kallieil CBefieHusl, COCTABJISIFOLIME TOCy/JapCTBEHHYIO TaliHY, W MpejHa3HaueHo [jisi aBTOMAaTH3al|uu
TIpo1ieccoB cOopa, 06pabOTKU U KOPPeJSIU COObITHI MHPOPMaIMOHHOM Oe3omacHocTy (fanee — UB) ¢
1eJ/IbI0 BBISIB/IEHUS] MHI[U/IEHTOB Y OpPraHU3aly pearpoBaHus Ha HUX.

[Tnatdopma obecrieurBaeT pelieHre CIeAYIOMINX 3a/ay:
e cbop uHpopmaLuu 006 aKTHBaX, UX yUeT U yIpaB/eHHe 3anucsiMu 00 akTHBaXx;
e cbop cobwiTuii IB OT aKTUBOB W/W/TK OT YCTaHOB/IEHHOTO Ha akTuBax [10;
e aBTOMaTHuecKasi 00paboTKa MOCTYNMUBIIMX COOBITHI (HOpMasr3alus, oboralieHue);
e 3arpy3sKa U aHaju3 pe3y/bTaTOB pabOThl CKAHEPOB YSI3BUMOCTeNH;
e KOppeJIsiLiusi COOBITHM, CO3/jaHKe 3amuceld 00 MHLIMEHTaX U yIipaBjieHre UMU;
e ABTOMATH3WPOBAHHBIN KOHTPOJ/Ib PearupOBaHMs Ha MHLU/I€HThI, KOHTPOJIb yCTPaHEeHNSsT;
e TIONyuYeHHe, 0OHOBJIEHNE U UCTI0/b30BaHUe MH(opMaLu 006 yrpo3ax;
e pyuHOU aHanu3 cobbiTuii VIb mipu paccieoBaHUY UHIU/IEHTOB;
e (opMHpOBaHUE OTUETOB, B TOM UKCJ/ie B rpaduueckoM Bujie (paboure CToJIbI).

CIIO PAJAP umeer ceptudukar coorBerctBusi ®CTOK Poccum Ne 4210 ot 05 despans 2020 r.
(nepeodopmiien 22 mapta 2022 r.), CPOK A€WCTBUS: MSATh JIeT.



2. TpeboBaHus

st paboThI C CEPBUCOM TI0/Tb30BaTETI0 HEOOXOAUMBI:

e CoBpeMeHHBI KOMITLIOTEp C OIeparjMoHHOM cucTeMoii. PaboTa c cepBHCOM BO3MOKHa Ha
cnepyroux OC:

— Microsoft Windows: 7 (x86/x64), 8 (x86/x64), 8.1 (x86/x64), 10 (x86/x64) u BbIIIIe;
- Apple Mac OS X: 10.6 (Snow Leopard) u Bbiiile;

- Linux: AltLinux 7 (x86/x64), Debian 7 (x86/x64), Mint 13 (x86/x64), SUSE Linux
Enterprise Desktop 12 (x64), openSUSE 13 (x86/x64), Ubuntu 12.04 (x86/x64) u 60ee
COBpeMeHHbIe BePCHU YKa3aHHBIX JUCTPUOYTHUBOB.

e Monurop c paspeleHreM He MeHee 1920x1080.

HOnst pabotel ¢ rpaduueckum wuHTepdeiicom CITIO Pagap Ha APM mosb3oBarens [I0/KeH OBITh
yCTaHOBJIEH O/IVH U3 CJIeIyIOIIUX Opay3epoB:

e Microsoft Edge;
e Google Chrome;
e Mozilla Firefox;

o Sugexkc.bpay3sep.



3. Bxopg B nnardopmy

Bxop nosib3oBareneit B Ilnatgopmy Pagap ocyiiecteisiercst uepe3 Web-6pay3sep.
Inst Bxoza B miatdopmy B Opay3epe rniepeiiute o azgpecy https://host:port//
I'me:

- host — IP-agpec wiu JoMeHHOe UMs YCTPOMCTBA, Ha KOTOPOM PacIio/ioyKeH cepBep MiaT(opMbl;
- port — MOpT, KOTOPbIH 3a/laH /il TOUKU TOAK/TIOUeHUSI.

OtkpoeTtcs 0OKHO «Bxog» (cM. «Puc. 1»).

? MAHFEO
’ PAOAP

Bxoa

Vima nonbsosatens unn E-mail

I

MNapone

Puc. 1 — OkHo Bxopa B miiargopmy

YKa)KuTe UMs Mob30BaTe s U MMapoJjib B COOTBETCTBYHOIUX IMOJIAX U HAXKMHUTE KHOIIKY BoiiTH.

[Tpu mnepBoii ayrentudukauun [lnardopma Papap mokeT moTpeboOBaTh OT TM0JIB30BaTess CMEHUTh
NapoJib.

ITocne Bxoza B TwaThoOpMy OTKpoeTcs paszien «Pabouue CTo/bl», B KOTOPOM OTOOpaXkaroTCst
VMHTEepaKTUBHbIE WH(MOPMAIMOHHbIE TAHeIM C WH(OpMAal[Mel O TeKyIlleM COCTOSIHMM 0e30macHOCTH.
IToapo6Hee cM. pa3zen «Pabouuie CTOJBI».




4. WNHTepdcpenc nnatopmbl

WuTepdeiic riaTdopMbl COCTOMT U3 IIAIKK CaiiTa, TTaHe/ u pa3zesioB, 00KOBoO maHenmu, paboueii obmactu
Y 37IEMEHTOB yTIPaBJIeHHUS

Pabouasi 06/1acTh pa3ziesia UMeeT /[Ba BapyaHTa Ipe/ICTaB/IeHNs:
e uyepe3 yHUBepCabHbIe TaOULBI;

e uepe3 OOKOByl0 TaHenb W (OpMbl pabOTBl C CYIIHOCTSAMH (TIPOCMOTp, CO37aHHe,
pellakTHpOBaHUe).

[To ymoiuaHHIO BCe pa3/iesibl OTKPBIBAIOTCS B TaOIMUHOM TipeAcTaBieHnu (cM. Puc. 2).

[MaHenb pazgenos Llanka canta Pabouas obnactb (YHMBepcanbHas Tabaunua) JNeMeHTbI yNpaBAeHNs —

E z?ﬁﬁ;i" 172.30.25497 ~ | MpaBuna Koppenayun TNiyensus akTusHa po: 2027-11-16 | | © [Jokymerrauns | @ admin

(@ Paboyui cTon

Mpaeuna koppenaunu

Q Cobbitus
Y ‘ CospnaTb ‘ Ypanute Bce ‘ 3KCMOo BeiGpaHo: 0 B ]
® MHumpeHTb v
Ha3ssanue T AkTu... PeTp... Tun vHynoeHTa 06HoBNEHO CospaHo
0 AxTuBbI v
Active Directory Group Enumeration With... Het Het MS-WIN-O6HapyXeHue paspelueH... = 2025-04-02 13:51:25 2025-03-14 16:42:16 @ O W —
Cootsetcraue MO v
AD - MHOrouUcneHHbIe HeycnelHbIe.. Het Her AD - MHOrOUUCRNEHHbIE HEYCMELUH... - 2025-04-02 13:51:39 2024-11-28 09:41:10 @ ¢ W —
# Koppenstop ~ Auditd - [lo6asneHue 3agaHuii B cron... Na Het [NobGaBnexne 3afaHni B cron... 0 2025-04-02 13:53:36  2024-05-30 16:11:31 ® ¢ W —
Mpasuna koppensumnn AuditD - OGHapyXeHue CXXaTUa 4aHHBIX na Het Linux = O6Hapy>eHne CXaTus.. 0 2025-04-02 13:51:08 2024-08-08 11:49:36 @ & mf
Mepeckinka cobbITUA AuditD - O6HapyXXeHO U3MEHEHMe B... Oa Het Linux - O6Hapy»eHO U3MeHeHue B... 0 2025-04-02 13:52:37 2024-08-08 11:49:39 @ & o
>
OUABTPBI NOTOKA COBBITUI AuditD - OBHapy*eHo UaMeHeHHe. . Oa Het Linux - O6Hapy»eHO H3MeHeHUe.... 0 2025-04-02 13:51:48  2024-08-08 11:49:36 © & @
Makpocsi AuditD - OBHapyeHo W3MeHeHNe Npas.. Na Her Linux - O6Hapy>eHo N3MeHeHwe... 0 2025-04-02 13:50:19 2024-08-08 11:49:39 @ ¢ m
AuditD - O6HapyxeHo pasaenexve daina ... [la Het Linux - O6Hapy>eHOo pasaeneHue... 0 2025-04-02 13:50:34 2024-08-08 11:49:40 @ & mf
LWa6noHel anepToe
AuditD - OBHapy»eHO CO3AaHNe CKPbITOM... Aa Her Linux - OBHapy>eHo co3paHue... 0 2025-04-02 13:51:01 2024-08-08 11:49:36 ©® S W
LLIa6noHBI rPYNNUPOBKIA
AuditD - OBHapy*eHO yaaneHue... Na Her Linux - OGHapy»eHne YAaneH1A... 0 2025-03-12 07:05:35 2024-08-08 11:49:40 ©® 2w
TabnuuHble crvicku
AuditD - O6Hapy>xeH nouck naponei Na Her Linux - OBHapy>eH nouck naponei 0 2025-04-02 13:49:59 2024-08-08 11:49:36 ® QW
PeTpocnekTiBHAA KOPPE...
AuditD - OcTaHoBNEeH cepBuC MexceTesor...  [la Het Linux = OCTaHOBNEH CePBMUC... 0 2025-04-02 13:52:21 2024-08-08 11:49:36 @ ¢
7 MieTounnin ~ AUGItD - MONbITKa NepeAaUM AaHHBIX Ua... na Her Linux - MonbiTka Nepefaun Aakbl... | 0 2025-04-02 13:50:08  2024-08-08 11:49:41 © & [
% MapameTpbl v AuditD - CosgaH HOBbI Nonk3oBaTent Oa Het Linux - Co3aaH Hoebli Nonbaosatens 0 2025-04-08 11:22:04 2024-08-08 11:49:41 @ ¢ [
& ALMUHUCTPUPOBaHWE v 2 3 4 5 6 7 n > 50 / cTpaHuua

Puc. 2 — Uurepdeiic ILnardopmer Pagap. TabiuuHoe npeacTaB/ieHne

[nst mepek/itoyeHus ¢ TabMYHOTO TIpeZCTaB/IeHNsl pa3zesia Ha OOKOBYIO TIaHe b HeOOXOAWMO OTKPBITH
o6bexT Ha mpocMotp (kHonka & wmm 1o cebiike B KosmoHke Haspanme). OTKpPOETCS MpejCTaB/IeHHe
pa3zena yepe3 60KOBYIO TaHe b U (hopMa IMPOCMOTPA BEIOPAHHOTO CYL{HOCTH (CM. «Puc. 3»).



MNaHenb paspenos BokoBasi naHenb LLlanka canTa Pa6oyas o6nactb AneMeHTbl ynpaBneHus
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MHOXECTBEHHLIE HeYAauHbIE NOMBLITKN BXOAA Ha OHOM YaNne NOA PaaHbLIMMA Y

TecToB0 NP3BUNO ANA 0BPABOTKM COBLITMRA Windows

O6Hapy)eHa ceTeBan aTtaka a... PeTpOCNeKTUBHOE Her
He akTueHoe fa

g1 (M6 Her

Mpasuna Koppenauum

Nepecsinka cobbiTuit

DUNLTPbI NOTOKA COBLITHA
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Mapacut PUALTPbLI NOTOKa COBLITHI windows_eventiog
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© ABMMHACTDUDOBAHME v

Puc. 3 — Unrepdeiic ILnardopmer Pajap. IIpescTapienue yepe3 00KOBYI0 MaHe/Ib U (JOPMBI CyL{HOCTeH

4.1 LLlanka cauTta

[Tarika caiiTa sB/isieTCS €UHOW [Jisi BCeX pas3/iesioB MIaTGOpPMbl U COAEPXKUT CJIeAYIOL[Ue 3/1eMEeHThI

YyTipaBJ/I€EHHA:
Knonka [HeiicTBUe
E / = TI0Ka3aTh/CKPBITE NaHeJb Pa3/iesioB

master BBIOOp MHCTaHCA

Basa 3HaHui [OCTYT K 6a3e 3HaHUI T1aTHOPMBI

HanMeHOBaHHe TEKyHIefI yHETHOﬁ 3alMMCHU U AOCTYII K BbIXO4Y U3 quTHOﬁ 3aIl1icHu

4.2 NMaHenb pasgenos

[ Kax[oro mosb3oBaTess CHMCOK paszesoB (OpPMUDPYeTCs WHUBUAYaJbHO B COOTBETCTBUM C
BO3MOJKHOCTSIMM, BbI/JaHHBIMU [JaHHOMY I10/1b30BaTe0.

B uHTepetice 1OCTYIHBI CIeyIOIIMe pa3zebl:

e CoObitus. Pa3pmen rmnpegHasHaueH il TMPOCMOTpa W aHaiu3a COOBITHMH WH(OPMAL[MOHHON
6e301acHOCTH.

e UMunugentsl Mb. Pa3gesn cogepsKUT ciefyrolue rnoapaszesibl:

e «VIHIMJEHTHI» - pPacc/ie[j0BaHNe UHITUAEHTOB HH(MOPMAIIMOHHOM 6€301MacHOCTH;



«TWMnbl MHLUJEHTOB» - CBeJeHUsI O YSI3BUMOCTSX, HapyLUEHUsIX MOJIMTUKH, aHOMaJbHOM
CeTeBOM aKTMBHOCTM KOTOpPble MOTYT TOCAY>KATb OCHOBOW [Jii BO3HUKHOBEHUS
VHLIW/IeHTa;

«['pynnel UHLKWEHTOB» - yIIpaB/ieHWe TPyIaMy UHLWJEeHTOB U MacCoBble OrepaLyy Haf,

VHLU/IeHTaM{ Yepe3 IPyMIibl;

«[IpouciiecTBUst Ha OTMPAaBKy» - OTMPaBKa MPOMCILIECTBUM, BBISBJIEHHbIX B KPUTUUECKON
rH(opMaLoHHou uHdpacTpyktype (KMM) Poccuiickoii ®enepaiiy, B HalOHATbHBIN
KOOP/MHALIMOHHBIN L[eHTP 10 KOMITbIOTePHBIM UHI[UEHTaM;

«[lono/THUTeNIbHBIE TIOMsA» - HACTpOMKa TMapamMeTpoB [OMOJHUTENbHOW WH(OpMaLUH,
KOTOPYIO MOKHO /J00aBUTh K MHIIU/EHTAM.

e AkTuBBL Pa3gen cogep>KuT Caeayrolye mopasesbl:

«AKTUBBI» — YIIpaBJ/IEHHWE WU aHa/IU3 COCTOSAHUS dKTHUBOB;
«prl’[l’[bl dKTUBOB» — YIIpABJ/IEHHE I'PYIIIIaMU dKTUBOB,

«Hactpotiku ugeHTU()UKALIMY aKTUBOB» — HAaCTPOWKAa CpaBHEHWS OTZe/bHBIX aTpHOyTOB
akTHBa (ero ueHTU(GUKATOPOB) C aTprbyTaMu CyI[eCTBYIOIIUX aKTUBOB, O KOTOPBIX €CTh
3aMnucH B T1aTopmMe;

«CeTeBble uHTep(EICHI» — CBeJIeHHUs O CeTeBbIX MHTep(elicax, 0OHapy>KeHHBIX Y aKTHBOB;

«Pe3ynbTaThl CKaHWPOBaHWSl» — M3yueHHe [IaHHBIX [0 HAJIWYMUI0 YA3BUMOCTEH,
ToJTyyeHHble CTOPOHHHMMU CKaHepaMM Ysi3BUMOCTH B Xo/ie pab0oThl 1 UMIIOPTUPOBaHHbIE B
niaardopmy;

«O0OHapyXeHHe XOCTOB» — CKAHMPOBaHUe TO/ICeTH, B Pe3ysbTaTe KOTOPOTO MOKeT ObITh
ToJTyueH HabOp ZAHHBIX, JOCTaTOUYHBIN [/ UAEHTU(UKALINY aKTHBA;

«O0OHapy»XeHHe CepBUCOB» — COOp /IaHHBIX O CEPBUCAX Ha BbIOPAHHBIX aKTHBAX;

«C0bop JaHHBIX» — cOOp OOIMX AAHHBIX HAa BLIOPAHHBIX AaKTUBAX.

e CooterctBue [10. Pa3zen cogepxuT cieayroLye rnojpaszesibl:

«Pe3ysibTatel cooTBeTCTBUSI [IO» — MpPOCMOTP pe3y/bTaTOB BCEX TEKYLIMX TPOBEPOK
cootBetcTBU I10;

«Crmcok I1O» — mepeueHb Bcero IporpaMMHoro obecrieueHust, 0OHapy’>KeHHOTO
CKaHepaMH ysI3BUMOCTeH 1pU CKaHWPOBAHWH aKTHBOB;

«Criicok rpymr [10» — yripasienue rpynmnamu [10;

«Habops! npaBun cootrBetcTBUs [10» — HAaCTpPOWKA TIOJUTHK [I7IsI BBHITIOJTHEHUS] TIPOBEPKHU
cootBeTcTBUA I10;

«[TpaBuna coorBerctBusi [1O» — HACTpOMKa Ppery/sipHBIX BBIPDAKEHWM, IO KOTOPBIM
(hopMUPYIOTCS TIOJTMTUKHU [1J151 BBITIOJTHEHUSI TTPOBepKU cooTBeTcTBUs T10.

o Koppesnsitop. Pa3zen coiepXut cieayrolye mopasenbl:

«HpaBI/ma KOppe/idun» - YIIpaBJ/ieHWe MPpaBU/IaMH KOPPeJIALH;

«[lepecbinka COOBITHI» - yIipaB/ieHWe (QUIbTPaMH TIOTOKA COOBITHIA, KOTOpbIe
TIPUMEHSTIOTCS /151 OTTIPaBKU COOBITUI Ha IPYTOM K3eMILISIp T/1aThOpPMEI;



«@DUBTPBI TIOTOKA COOBITHI» - ympaB/ieHWe (GWIBTPaMHU TI0TOKA COOBITHIA, KOTOpBIe
TIPUMEHSIFOTCS B [IpaBUJIaX KOPPersLuy;

«MakpochI» - yIripaB/jieHre MOZAYJ/ISIMUA TIOBeJIeHUsI /151 TIPaBU/T KOPPeJISLIUHY;
«I11aboHBI asepToB» - yIipaBjeHue 11absoHaMu "anepToB";

«I1T1a610HBI TPYTITUPOBKK» - YITPaBJ/IeHHe 111a0I0HaMU TPYITTHPOBKU COOBITHH;
«TabymuHbIe CITUCKK» - YIIPaB/IeHUe CIIPABOYHUKAMUY;

«PeTpocrieKkTrBHasi KOppesisLys» - MPOBeJileHre PeTPOCIIeKTUBHOIO aHajaM3a Ha OCHOBE
JJaHHBIX XpaHUMBbIX B IJIaTopme

e Ucrounuku. Pa3gen copepXut ciieyroiye oApasiesb:

«V/ICTOYHHMKM» — TIOAK/IFOUeHHe M HACTPOHKa MCTOYHWKOB COOBITHI MH(OpPMAILMOHHOM
6e301macHOCTH;

«OTnafka MCTOYHMKa» — TIpOBepKa paboThl TpaBW/ pa3bopa u oboramieHus Ajist
BbIOpAHHOT'0 UCTOYHHKA;

«[TpaBuna pa3bopa» — yrpaB/jieHue TipaBUIaMu pa3bopa MoCTyMarUUuX COOBITHIH;
«Ob6orairieHre» — ynpas/ieHre MpaBUIaMu 00oraitieHrst pa300paHHbIX COOBITH;
«I'pynmniel GROK» — ynipaBnenue rpynnamu ross3oBareibckux GROK natTepHoB;
«[IarrepHsl GROK» — yripaBsieHue rosb3oBarenbCKUMU GROK mnarrepHamuy;

«[Tonst coObITHs» — HACTPOMKA MaIMHra MoJsiel COOBITHS, MCII0/Ib3yEMbIX B IMPOIL[ECCAX
pa3bopa ¥ HopMasM3aLuy;

«AreHTbI cOOpa» — HaCTPOMKa areHToB cOopa COOBITHIT OT NCTOUHHMKOB;

«[Tpodunu cbopa» — yripaBneHue npodusissmu cbopa cobbrtuii Ib Ha BRIOpaHHBIX areHTax
cbopa.

IIpumeuanue: noopobHee o pabome ¢ ucmouHukamu cobbimuili B, Hacmpolike n102-KoA1eKkmopa u
npasun pazbopa cobbimuti cM. pykogoocmeo «Paboma ¢ ucmouHukamu cobbimuti Ub».

e TlapameTpsl. Pa3zen copepXuT cieAyrolye mopaszebl:

«OCHOBHBIE TTapaMeTpbl» — HACTPOMKa OCHOBHBIX NapameTpoMm Ilnardgopmsel Pajap;

«OroBelrieHys1 M0 3a/Iep’)KKaM» — HACTPOMKM ABTOMATUYECKMX OIMOBEIeHUH T10
3a/lep>KKaM B 00paboTKe WHIIMEHTOB OrlepaTopaMu;

«Uepnsbili crivcok ID narnHoB» — HacTporka cnucka ID njarnHoB ckaHepoB YSI3BUMOCTH,
KOTOpbIe OyIyT UTHOPHUPOBAThCS B TIporiecce paboTh;

«®DOHOBBIE 33/jaun» — MPOCMOTP MH(GOPMALMK O 3aMylieHHbIX 33/ladyaX PeTpOCHeKTUBHON
KOppeJIsiLiu1, CHHXPOHU3aLlUU U OTYEeTOB;

«/HTerpanum». Y1paBieHye 3K3eMILIsIpAMUA MHTerpaljiii CO CTOPOHHMMU CUCTEMaMU;

«Twurnel HHTEFPEILH/IIZ». HpOCMOTp OOCTYIIHBIX KJ/IaCCOB CHCTeéM, C KOTOPBIM MO>XKHO
HAaCTPOUTb MHHTErpaljio, a TakKXKe TIIepeK/JIroYeHrne l'IJ'IaT(I)OpMBI B PeXHm pa60TbI C
COOTBETCTBYIOILIMM THUIIOM HHTErpalil;



e «[lankyu KOHTeHTa». YTpaBjieHWe ManKamH [Jjisi CTPYKTYPHUPOBaHUS IMO/b30BATE/bCKOTO
KOHTeHTa;

o «IabnonHb». YripaBneHue mabsoHaMu GOPM T0Tb30BaTebCKOTO KOHTEHTa.

e CooOuienus. Pa3gen mpepHasHaueH [yl MPOCMOTpPA W YIIPABE€HUS JMYHBIMUA COOOLIEHUSMH,
co3/laBaeMble B paMKaxX paboThl ¢ TiaTdopmoii, a Takxke Jjisi oOMeHa COOOIIeHUSMH C IPYTUMH
TI0/1b30BaTe/ISIMU T/1aT(HOPMBI.

e [Ilpodunb. Pa3zmen mpeaHa3HaueH [AJid MPOCMOTpa U YIIpaB/jeHUsI CBOeM YueTHOM 3arluchlo,
OTIOBeIIeHUsIMU, a TaKxKe [I7Isi IPOCMOTPAa MCTOPUU /IeliCTBUM B Ti1aT(opme.

e Paboune cronbl. Pa3zgen npepHa3HayeH /il OTIEPAaTUBHOIO OTC/IE)KUBAHMS JJAHHBIX O COCTOSTHUU
MHGOPMAaLIMOHHOM 6e30IMaCHOCTH C TIOMOII[bI0 HHTEPAKTUBHBIX MH(POPMAI[MOHHBIX ITaHe ek,

e Ortuetsl. Pa3fen mpeaHasHaueH /s (DOPMHUPOBAHMSI OTUETOB O COCTOSIHUM HWH(OPMAaI|MOHHON
0e30macHOCTH.

4.3 YHuBepcasibHble Tabnuubl

YHuBepcasbHble TabUIbI B T/IaTGOPMe — 3TO CIHMCOK CYIIHOCTeH, TIpeJCTaB/eHHbIX B TaO/IMUHOM BH/e
Y MMeIoLIe eJuHble 3/IeMeHThI yripaB/aeHus (cM. «Puc. 4»).

t;‘:;;:i“ Tnasksiii ogve ~ | MHUWAEHTBI Niuenrans akTnasa go:  2025-11-10 @ fOokymeHTaums | @ admin
@
WHUMAEHTDI
Q
CTpOrui nouck
Servers  Bce 3akpwiTeie  Bee OTKPeIThie (10 NPOHCWIECTRIAAM
o a v ATk YOanuTs BCe | SKCNOPTUPORATL Buibpano: 0 @ L=

B CpouHO... D Hazsanwne Cratyc CoagaHo PeaynuTaT aHanusa AxTHB
0.95 323 Y Ka Sl ) b HoBbiid 2025-08-13 12:30:45 O6HapyxeHa ycTaHoBka SUL..
0.95 1261 Ka Sl ) 3a[1aHH b HoBbii 2025-08-14 13:02:54 OGHapyxeHa ycTaHoeka SUL...
0.98 1070 Linux: OBHapyxeHue Man npaBvn ipt {0BbIR 2025-08-14 05:08:45 OGHapyXeHa NOA0IDHTENH 3id
0.95 1074 T K nar + pair 10BbIA 2025-08-14 05:14:53 QGHapyeHa yeTaHoBKa SUI.

@ 0.95 1551 TaHOE pnar ] 1k aiin {oBbIA 2025-08-15 13:31:58 OGHapyxeHa ycTaHoska SUI

Puc. 4 -- Padouas o6sactb. Tabaunbl

OJieMeHTBl yTpaB/ieHUs PacIioyiaraloTcs Haf Tabsvuel v B o0IIeM ciydae COCTOST U3 CJIAYIOIUX
KHOTIOK:

Knonka HeiicTBUe
(G OGHOB/IEHHe [JAHHBIX
Y HaCTpOMKa COPTUPOBKY U (DUIbTPALMK 3arKCceil Tab/MMLb!
o b eI y KHONKM eCThb CleMajbHbIA 3HAauoK, TO 5TO O3HA4aeT 4YTo K Tab/mie
npUMeHsieTcs (pUILTP
Co3partb CO3/laHue 3aIUCH/CYLIHOCTH B Tab/uIe
Y paaure yJaeHye BEIOPAHHOM 3aITMCH/CYIIHOCTHU U3 Tab/IHLIbI

yJajeHre BcexX MOKa3aHHbIX 3anuceii/cyiHocTell. ByyT yzaneHs! Bce 3alMCH/00bEKTH,

Y panuTh Bce
TIOTaBIIIYe TI0/] TTapaMeTPbl COPTUPOBKU U GUIbTpaI[UU



Knonka
JKCIOPTHPOBATh

JKCIIOPTHPOBATh BCe

JKCnopTHpPOBaTh
BBIOpaHHBIE B CSV

JKCNoOpTHPOBAThH B CSV

CHHXpPOHHM3UPOBATH

NMmnopTupoBaTth

ITepemecTuTsh B nanky

(e

HeiicTBue

9KCIMOPT BBIOPAHHOM 3aMUCH/CYI{HOCTH

3KCTOPT BCeX IIOKAa3aHHBIX 3aMucel/CylHOCTel. ByayT BBIpY)XKeHBl B apxuB BCe
3amMCcK/00BEKTHI, TOTABIIKe TI0/] TapaMeTPhl COPTHPOBKY U (H/IbTPALIAK

MacCOBBIH 3KCIIOPT BbIOPAHHBIX 3amucelt/cyuiHoctel B popmat CSV

3KCTIOPT BCeX I0KasaHHBIX 3amucedi/cyiiHocTeil B popmar CSV. BynyT BRIFpY>KeHbI B
taiinbr popmata CSV Bce 3anuch/00BeKThI, TIOMABLIKE TI0f NapaMeTpbl COPTUPOBKY U
bunbTpauu

CUHXpOHUM3alUsl H3MeHeHWH MeXJy UWHCTaHCcaMUd. KHoIMKa [JoCTynmHa B peKuMe
MYJ/IbTHaPEeHJHOCTU U TIPeJ0CTaBJIsieT JOCTYII K CIeJyIOLIUM [1eHCTBUSIM:

- CHHXpOHHU3HPOBaTh BbIOpPAHHbIE - CHHXPOHMU3AI[Us BHIODAHHBIX H3MEHEHWH Ha
MOAUMHEHHbIX UHCTaHCaX;

- CHHXpOHU3UPOBaTh BCe - CUHXDOHMU3ALUsI BCeX H3MeHeHWH Ha TMOJUMHEHHBIX
WHCTaHCaX.

HMIIOPT 3amnucet/CyIHOCTel B TabIuLy

NepeMeCTUTh BbIOpaHHbIE 0OBEKTHI B MAINKy

HaCTPOMKa CTOJIOLOB Tab/MULIbI

B KomoHKax TabMiIbl MOTYT PacIiosiaraTbCsl Ce[yroIrie KHOKH:

Knonka

l

2 < 0

HeiicTBue

BbIOOD HArpaB/ieHUsI COPTUPOBKK BbIOPAHHOW KOJIOHKU

MPOCMOTP NOZIPOGHBIX CBeZIeHHH O CYIIIHOCTH

H3MeHeHHne I/IHCbOpMaL[I/II/I O CyLIHOCTH

yJaneHue CyI{HOCTU

4.3.1 TeKCTOBbIA NOUCK

HHH ITOHCKa CYMHOCTEﬁ YKaXKUTE 3HAYEHHE WJ/IM YdCTb 3HAUYEHHA B I10J1€ TexcroBblii mouck. 1o Mepe

BBO/Ia TEKCTA B T10JIe TIOUCKa, B Tab/uie OyAyT hopMHUPOBaTLCS TTOAXOSAIIHE JaHHbIE.

s morcka CyIIHOCTel M0 TOUHOMY COOTBETCTBUIO BBEJEHHOMY 3arpocy, ycraHoBuTe uiar CTporum

IMOMUCK.

4.3.2 Hactpoiika copTUpoBKU U hunbTpaymm 3anncei Taénmybl

,Z[J'IH ITOKUCKa HEO6XO,£LI/IMOFO CYILIHOCTHU IO 3HAYE€HUAM rnojieli u Q)OPMI/IPOB(:IHI/IH CITMCKA MOXKET OBITh

WCT0/b30BaH GuIbTP. /st HACTPOUKY (DUIbTPa BHITIOHUTE CJIe/lyollIye 1eHCTBUS:



Vv

1. Haxmure Ha KHONKY OtkpoeTcst 0/IOK [T HAaCTPOWKK COPTHUPOBKM U (DUIbTpaLiiu

(cm. «Puc. 5»).

®duneTpbl  HaseaHWe: X +

CopTuUpoBKa 1 CospaHo X +

. -
C Y ‘ Cospatb YpnanwTe BCe 3kcnopTupoeaTe Bce  MIMnopTupoBaTb

Puc. 5 — YHuBepcaibHas Tabmmuna. Biioku Ay HacTpoiKu GUILTPOB U COPTHPOBKH

2. B 06noke ®uabTPbI HOKMUTE KHOTIKY «+» it fobaByieHUss CTosiOIa, IO KOTOpomy Oyger
BBIMO/THATLCS (PU/TbTPALHSL.

MO0>XHO BBINOJIHUTD (l)I/IJ'II:TpaL[I/II-O I10 3HAUeHHA HeCKOJIbKHUX CTOJ'I6L[0B.

Ina Kakaoro crosidiia nmpefycMOTpeHa HaCTPOHKa [IOTIO/IHUTE/TbHBIX TTapaMeTpPoB (HIbTPAI[UH.
Il1s BbI30Ba HACTPOHKK HEOOXOAUMO /100aBUThH CTOJOel] B 00K (DUABTPBI U HaXKaTb IO HEMY
JIKM. OTKpoeTcsi OKHO JOTOTHUTE/IbHBIX HACTPOeK (cM. «Puc. 6»).

Tunbl THUUAEHTOB

CTporuia nouck

®unbTpbl  HassaHue: X Tun yasBMMOCTU: HapyLleHWe NOAUTUKK X + [@ |C Cépocutb
CopTupoBka -+
l PagHo l
HapylweHne nonnuTuku
. —
[l Y ‘ Cc OTpuuaHue l 3aKpblTb l l CoxpaHuTb l ‘MpgBatb  CUHXPOHW3WPOBATL
D Haseanme
49 OTKNOYeHUe XYpHanupoBaHUa cepeuca "UFW"

Puc. 6 — YHuBepcaabHas Tadsmna. OKHO /il JONO/THUTE/IBHBIX HACTPOEK MapaMeTpoB (pUIbTparuu

3. B 06yoke CopTHPOBKA HOXXKMUTE KHOMKY «+» /i1 BbIOOpa CTO/01Ia, 10 3HAUEHHSIM KOTOPOTO
OyzeT 3a/jaHO HarpaBjieHHue COPTUPOBKHU (!, 1). MOXXHO BBITIOIHUTb COPTUPOBKY I10 3HAYEHUSIM
HECKOJIbKUX CTO/OI[O0B.

4. Haxwmwure kHOrNKy Ilpumenurs. Ilpu mnpocmorpe Tabmuibl K Hell OyZeT aBTOMaTU4YeCKH
MIPUMEHSTHCS HACTPOEHHbIN (PUBTP.

5. Ecim HeobxoaMO OUUCTUTD MapaMeTphl (GUIbTPa, TO HAXKMUTE KHOMKY COPOCUTD.

IIpy HeoOXOAUMOCTH MOXXHO COXpaHUThH TapaMeTpbl (GWIbTPAlMM W COpTHPOBKU B "lllabmonH".
[Toapob6Hee cM. pa3zen «I11ab/10HbI CYIITHOCTEN .




4.3.3 HacTtpoiikn oToGpaxeHuUs nonemn

[na w3MeHeHHs1 cocTaBa OTOOpa)kaeMbIX TMosiel (KOJOHOK TaO/MIIbI) KCIIO/Ib3YHTe KHOTIKY @
[Tpu Ha)kaTHM Ha KHOTIKY OTKPOETCSI CTIHMCOK, B KOTOPOM MOXKHO BBIOpaTh TOJIS /11 OTOOpaXkKeHHUs1 (CM.
«Puc. 7»).

HacTpoiku oTobparkeHus nonemn X
Bce nonn OTobpaxkaemMble nons
HazgaHue CozgaHo v X
MpaBuno reHepaumnmn ~ X

Monsa no ymonyaHuo m

Puc. 7 — HacTpoiiku oTo0pa)keHHsI moJiei

4.4 BokoBasi naHesNnb

B oOuiem ciyuae GokoBasi maHesb TIpeJHAa3HaueHa [jis TOMCKA, COPTUPOBKH, (puibTparu U BbiOOpa
CYIIHOCTH, /IJIs1 BBIBO/Ia MH(OPMAI[MKU 0 HeM B paboueii o6mactul (cM. «Puc. 8»).



CNUCOK 06BEKTOB dunbTpauua U CopTUpoBKa MaccoBble A edcTBUA Hafl 06 beKkTaMu

E zgﬁﬂ'ﬂﬁ" 172.30.254.138 Tunbl UHUWAEHTOB © BasasHahuit | @ admin
@ Pabouuit cton — = v 6
Q CobbiTua AuditD - OcTaHOBNEH AEeMOH...
FIN4S
(O WVHUMAaeHTsI A

CeTeBan aHOManusa
MHUMOEHTbI WMameneHo: 2024-09-03 14:00:13

MS-WIN - Bonbuoe...
FINSO

TUnbl MHUWAEHTOB

MpyNMsl MHUMASHTOB —
Py LA HapyLueHve nonuTukm

WMameneno: 2024-09-03 14:00:13
[MpOWCLUBCTBUA Ha OTNPA...

MS-WIN - CucteMHoe BpeMs...

[loNoNHUTeNEHbIE MoNs 0 FINET Q BblﬁepMTe CyLl_'.HOCTb

HapyLueHve nonmTukn

cH AxTuBbI ~
M3meneHo: 2024-09-03 14:00:13
& Cootgetcreme MO v WEB - O6Hapy>eHa Log4j...
FIN52
# Koppenstop ~
YA3BMMOCTb WMameHeHo: 2024-09-03 14:00:13
X MICTOUHMKM v Cisco: BX0of, NOf, HEU3BECTHBL...
FIN53
# MapameTpbl ~

CeTeBan aHOManua

Wameneno: 2024-09-03 14:00:13
© AOMUHWUCTPUpPOBaHWE v

Puc. 8 — BokoBas naneb. CIIMCOK CyL[HOCTeH

Ha 60koBo}#i 1aHeny JOCTYIHEI CIeYIOILHe 3/IeMeHThl YIIpaB/IeHHs:

Knonka JeiicTBUe
T10Ka3aTh/CKPBITh TIaHeJb pa3/ie/ioB
?’ HaCTPOWKA COPTUPOBKU U PUIIBTPOB /15 TIOMCKA

BK/TIOUEHHE BO3MOXKHOCTH BBIOOpA CYLIHOCTeH /s BBLINOJHEHWs Haf, HUMH MaCCOBBIX
orieparyii v I0CTYII K C/IeAYIOIIUM JeHCTBUSAM HaJl CYIIIHOCTSIMU:
- AIMIIOPT CYLIHOCTelH;

- 9KCTIOPT BbIOPAHHBIX CYIITHOCTEH;
- 9KCTIOPT BCeX CYILHOCTel

- yZiaseHye BBIOpAaHHBIX CYIITHOCTEH;
- y/laJieHre BCeX CYIIHOCTeH.

Haxatue JIKM no 00beKTy | BBIOOD CYI[HOCTH U BBIBO/ HH(POPMAIIUH O CYI[HOCTH B pabouyro 06/1acTh

@ HacTpoiKa oTobOparkeHUst DOKOBOH MaHe

4.4.1 TlIONCK CYLWHOCTEN B CNUCKe

[ns moucka CyIHOCTH HaXMHUTe KHOIIKY ?., YKa&kUTe 3HayeHWe WIM YacTb 3HAueHusl B II0JIe
TeKCTOBBIM MOMCK 1 HAXKMUTe KHONIKY IIpMeHnTs. ByyT BhIJaHbl TOAXOALME JaHHBIE.



4.4.2 CopTupoBKa U hunbTpayma CyLHOCTEN B CNNCKe

1. HaXMmuTe KHOMKY v OtkpoeTcsi 610K /711 HACTPOWKNA COPTHUPOBKU M (DHJ/IBTPALIN CYI{HOCTeH
B criuckKe (cM. «Puc. 9»).

00
<,
<]
®
-

DunbTpbl

PeTpocnekTUBHOE X
@) AxrusHoe X  HaseaHue: X

CopTupoBKa

T Hassanue X

l  AxTueHoe X

_|_

Puc. 9 — bokoBas nasesnb. CopTHpOBKa U pUIbTpaIus

2. Ecmm pis cymHOCTH JOCTYIHA (DUIBTPALIMs 110 KOHKPeTHBIM TOJISM (/7151 HEKOTOPBIX CYLJHOCTel
¢bubTpaLys HeOCTYTHA), TO B 6yi0ke PUIBTPaLUsl YKaXUTe He00X0JUMbIe 3HauUeHUsI TI0JeH.

MO0>XHO BBINOJIHUTD (I)I/I]'IBTpaL[I/II-O T10 3HAUEeHHSIM HEeCKOJILKUX IT0JIeH.

Hnst KaXkAoro 1osist ipeyCMOTPeHa HaCTPOMKa AOTOTHUTEbHBIX apaMeTpoB (puiabTpatuu. s
BbI30Ba HAaCTPOMKH HEOOX0AuUMO [00aBUTh Mojie B 00K GUILTPHI U HaXkaTh 1Mo Hemy JIKM.
OTKpOeTCs1 OKHO JIOTIO/THUTE/IbHBIX HACTPOeK (cM. «Puc. 10»).

= 7 <N + |

PaBHo

®uneTpbI OBHapyKeHWe U3MEHeHWH Npasun

Hassanue: OBHapyKeHne 1 ( ]
OTpuyaHune 3akpbITb CoxpaHuTe

' CbpocuTb

CopTupoBka T HassaHue X + C CBpocuts

CBpocuts MpUMeHUTL [

Linux: O6HapyXeHWe U3MeHEeHUI npa...

o5 ID: 1070

Cratyc: Hosbiin
W3meHeHo: 2025-08-27 21:18:00

Puc. 10 — BokoBas naHesib. OKHO /Il JONO/THUTE/IBHBIX HACTPOEK NMapaMeTpoB (GUIbTPAaLUu



3. B 6/10ke CopTHpOBKA BBITIOJTHHUTE C/IeIYIOIINE AeHCTBUS:
e JlobaBbTe MOJs, O KOTOPLIM JOJDKHA BBITIOHSATECS COPTUPOBKA
e Bribepure HarpaBieHHe COPTUPOBKH:
— | - OT mocjeJHero K riepBomMy,
— 1 - OT IEPBOrO K IOC/IeJHEMY.
4. Haxwmure KHOTIKY IIpMeHUTH.
Ecmu  HeoOXOAMMO OUYMCTUTH TapaMeTpbl COPTUPOBKM UM (UIbTpPALMH, TO HaKMHUTe
KHOTIKY COpOCHTb.
4.4.3 MaccoBble geiicTBUA

KonuuecTBo MaccoBbIX oOrepauyid, AOCTYMHBIX HaJ CYLIHOCTSIMM B pasfesiax I1aThOpMbl, MOXeT
OT/INYaThCSI.

B o61jem cityuae Haji CyIIHOCTSIMU AOCTYIIHBI C/IeIyOLIFie MacCOBbIe eHCTBUS:
o HmnopTupoBaTh - UMIIOPT CyIIHOCTeH B 1iaTopmy;
e DKCIOPTHPOBATH - SKCIIOPT BBIOPAHHBIX CYLITHOCTEH;

e OJKCHOPTHUPOBATh BCe - KCIIOPT BCeX OT(UIbTPOBAHHBIX CYIIHOCTe. ByAyT 3KCIIOPTHPOBaHbI
BCe 00BEKTHI, TIOTIABIIIMeE T10/] [TapaMeTPbl COPTUPOBKY U (PUITBTPALIVH;

e YpaanuThb - yJaneHue BbIOPAHHBIX CYIITHOCTEH;

e Ypaanuth Bce - yzaneHue BceX OT(UIBTPOBAHHBIX CYIIHOCTeH. ByayT ynaneHbl Bce OOBEKTHI,
NonaBlIlYe M0/, TapaMeTpbl COPTUPOBKU Y (DU/IbTPALIUK.

B peXXumMe MyJIbTUAPEHAHOCTH TMOABJIAOTCA AOITO/IHUTE/IbHBIE MdCCOBEBIE ,ELEI‘/JICTBI/IHZ

e CHHXpPOHH3MPOBATh BbIOPAHHBIE - CUHXPOHHU3AIUs BbIOPAHHBIX W3MEHEHUIH Ha TMOJUMHEHHBIX
MHCTaHCAaX;

e CHHXPOHHU3MPOBATh BCE - CHHXPOHU3ALMs BCEX U3MEHEeHUI Ha MOJUMHEeHHBIX WHCTaHCaX.
IMoapobHee 0 Mpolecce CUHXPOHKU3ALIMKU CM. paszen « CHHXPOHHU3ALHS [10/Th30BaTe/TbCKOI0 KOHTEHTa».

,H]'IH BBITTO/THEHMSI MAaCCOBOTI'O AeﬁCTBHH BBITIOJTHUTE C/IeAYIOMMe [Miaru:

1. HaxmuTe Ha KHOMKY °~ ¥ W3 BBINAZAOLIET0 CMHMCKAa BbIOepuTe MyHKT MaccoBble AeHCTBHS.
[MosiBATCS dhyaru Ayist BbIOOpa Tab/IMYHBIX CITUCKOB (CM. «Puc. 11»).



= v c
Yoanute
Ynanute Bce

CUHXpOHW3MPOBaTL BblibpaHHbIE
CWHXPOHW3WMPOBAaTL BCE
BbibpaHo: 1 OTMeHUTL BbIBOp

e Linux: MNpocnywka cetesoro Tpadpuka

Mameneno: 2025-08-12 10:26:08
Cpat6otok: 0; Qumnbok: 0

e Windows-Eventlog: Co3gaHue ceccum C...

Mameneno: 2025-08-13 10:17:29
Cpabotok: 0; Owmnbok: 0

Puc. 11 — MaccoBsble ieficTBHSA HaJ Ta0IMUHBIMM CIIHCKaMH

2. BpiGepute 00beKThI, yCTAHOBUB COOTBETCTBYIOIIME (hary.
3. HaxxmuTe Ha COOTBETCTBYIOLYIO KHOIIKY JJeCTBUS.

4, 3aBep]_HI/ITe AEI‘;ICTBHQ B OTKPBIBILIEMCS OKHE.

4.5 Mankn KOHTeHTa

Onst  ymporieHus: paboTbl M CTPYKTYPHMPOBAHHUSI  I10/Ib30BATE/IbCKOTO KOHTEHTa B  IUIaTGopme
VICTIO0/b3YeTCsl MeXaHH3M Marnok.

YmipaBieHre nanikaMu KOHTeHTa BhINO/HsIeTcs B pa3ziesie Ilapamerpbl — «[lanky KOHTeHTa».

TIpoCcMOTp COJEPKUMOrO MAaroK BHLITIOHSAETCS uepe3 OOKOBYKO MaHedb COOTBETCTBYIOLIEro paszena
(cm. «Puc. 12»).

HaseaHne Kon-Bo 06bekToB Kon-BO 06LEKTOB B
nanku B narnke nognankax

kB |
‘EA‘EKE“ 172.30.254.60 v | TpaBuna Koppensuuu

& = = Mpaeuna koppensayuu
Q 3 Beznanku 558
0 my 1

®unbTpel  Manka: Rules +2 X -+
© v = Rules 1 +35

v > Linux_rules 14

=g 6
B3 Linux_rules ana TectoB 0 pocuTh
Wind | ® )
2] = indows_rules 21 v | Cospatb Yaanute Bce | SKCNOPTMPOBaTL — JKCMOPTUPOBATE

& HaseaHue T Aku.. PeTp... OwwnbKa
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Puc. 12 — Bokoeas nauens. Ilanku KoHmeuma



[1pu mpocMoOTpe CoAep>KUMOro NarnoK AOCTYIHbBI C/IeAYIOLIe 3/IEMEHThI yIIpaB/ieHus:

Knonka HeiicTBUE

iz /E BBIOPATh 3/IeMEHTBI/OTMEHHUTE BEIOOD 37IEMEHTOB

l

HACTPOWKAa COPTUPOBKHU U (UIIBTPOB [i71s1 TIOMCKa

'Eg BKJ/IFOUeHHe/BLIK/TIOUeHHe pe>XrMa KaCKa/iIHOTro BbI60pa. PexxyiM 1103BOJIsIET T10 K/IUKY Ha

Marky aBTOMaTHUYE€CKU BbIGpaTb NarkKyu Ha BCHO FIIyﬁI/IHy B/IO)KeHUsI. PexxuM 110
YMOJ/IYaHHIO BK/IFOUEeH

OtobpakeHre COZep>KUMOTO aroK paboTaeT 1o C/IeAyIOIeMy TPUHLUITY:

TIpY KJIMKe Ha MarKy, B YHUBepCalbHOW TabJuIle 0TOOPa3uTCs COAepPKUMOe BEIOpaHHOM TarKu;

€CJTH TIafKa SIB/ISIeTCS POJUTETbCKOM, TO MPH K/IMKe Ha TarKy pacKpbIBAeTCsl JepeBO I0UYEePHUX
T1aroK;

eC/IM yCTaHOBJIeHbI (h/Iary [jisi HECKOJIbKUX TaroK, B YHUBEpPCaTbHOM Tabyuile 0ToOpassaTcs Bce
00BEKTBI, COZIePIKalI[ecs B BBIOPAHHBIX TAITKax;

eC/IM BKJ/IFOUEH KaCKaﬂHbIﬁ PEeXXHM, TO IPU K/IKWKE€ Ha POAUTE/IbCKYIO IIdIIKy dBTOMATUUYECKH
YCTaHaBJ/IMBAKOTCSA (bnam Ha JOYepHHUe IMallKu.

,Z[J'IH CO30dHUA 110J/Ib30BATE/IbCKOI'O KOHTEHTA B INdIIKe BbITIOJIHUTE C/ieyroljre AEﬁCTBHHZ

1.
2.
3.

[TepeiiguTe B HY)KHBINA pa3zel.
HaunwurTe ripoliecc co3jaHusl.

B nosie ITanka 13 BbINa/jaloIIero CIHMCKA BbIOEPUTE HY>KHYIO TariKy.

711 mepeHoCa MoOJTb30BaTebCKOT0 KOHTEHTA B MarlKy BHITIOJHUTE CIeAyIOIIe [1eHCTBUS:

wonpoE

4.

[TeperiguTe B HYy>KHBIW pa3zen.
BribepuTte Hy)XHbIe 0OBEKTHI, yCTAHOBUB COOTBETCTBYIOLME (hrary.
Haxmure kHOMKy IlepemecTUTh B NalkKy.

B OTKPBIBIIEMCS OKHE BbI6epI/ITe MankKy U HAXKMUTE KHOIIKY HEPEMECTI/ITB.

B Bepcuu 4.1.0 gaHHBIN MeXaHW3M JO0CTYTIeH AJis C/eAyI0llero KOHTeHTa:

4.6

[IpaBuna KoppesALuu.

PopmMbl padoTbl C CYLHOCTAMN

OcHoBHasi paboTa TMO/B30BaTesNsi C CYIHOCTSMH OCYIIeCTB/sieTcsi Ha crpaHule dopma padoThl C
cyHOCTAIMH. ©OPMBI CYIITHOCTEH MOTYT OBITH C/I@AYIOIUX TUIIOB:

Cosnanue;
IIpocmoTp;

Pe,E[aKTI/IPOBaHI/Ie.



dopma paboThI C CYITHOCTIMU MMEET PA3/InUHbIA B/ B 3aBUCMMOCTU OT CYIITHOCTH M BBIIOJTHSIEMOTO

netictBus (cM. «Puc. 13»).

Bbi6paHHbIi 06bekT BuAa BbibpaHHOro o6bekTa Ha6op nonei obbekTa MaHenb AeicTBUIA Hap 06bEKTOM

‘E,(‘EE.‘-" 172.30.254138 LLlaBnoHbl anepToB ( ET | @ admin
@ ol ABTOMaTHYECKOE CO3faHne MHLMAEHTa f vaarure | OySnuposate
Q
o ABTOMaTHUYECKOE CO3faHMe... YpCBEHb PHCKa
(= Mpoeepka BpemMexKn onepayun
B Jorvpoeare yKkasaHHOe YUCno CoBBITHA

2
IP axTHea FQDN axTuea Hostname axtuea MAC axTvea

i
(=] Wabnow

Onucanne

Puc. 13 — Pa6ouas o61acTs. @opMa CyHIHOCTH

B 06U.[€M C/IydadeT CTpaHUlld COCTOUT U3 CJIEAYIOLLMUX 3JIEMEHTOB:
o Ilonsa (l)OpMLI — COEP’KUT I10JId OJId YKAa3dHUA CBEAEHI/II‘;I Y BbITIOJITHEHWA HACTPOEK CYIIHOCTH;,

o Ilanenn ]I[EﬁCTBI/II‘/’I— COLAEPXUT KHOIIKH JJId pa6OTBI C CYHIHOCTAMMU. KHOHKI/I, KOTOphbIE HeE
MMOMEILdI0TCA Had ITdHe/IN AEﬁCTBHﬁ, GYAYT TMoMelleHbl B BbIllaJdroliee MeEHHO, AOCTYITHOE II0

KHOIIKe |:I

ITanens ,I[eflCTBHﬁ MOXXeT CcoJep>KaTh C/ieAyrliye 3/7ieMeHThI YIIPpAB/IEHUA:

Knonka Tun dopmsbl cymuoCcTH JeiicTBue

PepgakTupoBath / & [IpocMmoTp Vi3meHeHre nHGOpMAIMU O CYLHOCTH

Co3paHue  HOBOTO  CYIIHOCTH HA  OCHOBe

Jy6aupoBaTh IIpocmoTp CYIIIeCTBYIOILIETO

Q Bbiaua ripaB Ha paboTy C CYIHOCTBbIO BRIOpAaHHOMY
HasHauuTh Mo/jiL30BaTero / [TpocmoTp

T10JIb30BATe 0
HasHauuTe rpynne MpocMor Bbigiaua npaB Ha paboTy € CYIIHOCTBIO BLIOpAaHHOM
[0/Ib30BaTe/IeH / P P TpyIIe NO/b30BaTesiei
Hanumcatb coobieHve OTBETCTBEHHOMY
HamucaTb 0TBeTCTBEHHOMY ITpocmoTp nojib3oBaremto. Vcropusi cooOlIeHWi JOCTyrNHa B
nipocdusie nob30BaTe st
Jlo0aBuUTH B rpynmy ITpocmoTp JobaBneHue CyHOCTH B BEIOPAHHYO PYTITY
[Ty6nvKkauust W3MeHeHWH Ha BCeX MOAUYMHEeHHBIX
Ony6/1IMK0BaTh IMpocmoTtp
WMHCTaHCaX
CoxpaHuTh Co3ganue / PejaktripoBaHue CoxpaHeHue CBeJIeHUl O CYLIHOCTH
Copocuth Co3panue / PegaktrpoBaHue COpoc BBeJJeHHbIX CBeJIeHHH O CyLHOCTH

Co3paTb Co3pganue Co3paHue CyLHOCTH



Knonka Tun ¢opmMblI CyIIHOCTH HeiicTBue

&
4.7

Bce BosBpar Ha npeZibIAyLyI0 CTPaHULLY

LLIaG10OHbI CyWHOCTEN

st ynipollleHusi TIOMCKa, CO3/laHusi/pelakKTUPOBaHUsI CYIIIHOCTeM B ruiaTopMe UCTIOIb3yeTcsl MeXaHU3M

11a0/I0HOB.

B ninatdopme 111a0/10HBI AESATCS Ha /[Ba THTIA:

4.7.1

PeakTHpoBaHue — 11a6/10H OyeT onpeensaTh CTPYKTYPY [JaHHbIX, BHEIITHUN BU/ U TIOBeJjeHHe
(hopM co3maHusl/pejaKTUPOBaHKsI CYLI{HOCTEeM;

®unbTp — 1wabnoH OyjeT ompeensTs napameTpbl (UIbBTPAlMd U COPTUPOBKU BBIOPAHHBIX
CYIIHOCTel B YHHUBepCabHOU Tab/uile.

Cos3pgaHue wabnoHa

Tun "PesakTupoBanue":

1.

2
3
4,
5

OTKpoiiTe HEOOXOIUMYIO CYIITHOCTh Ha CO3/jaHKe WM PeJaKTUPOBaHUe.

HacTpoiiTe nonst popmai.

HaxxmuTe kHONKy COXpaHUTh Kak I1a0/10H (pacriosiaraeTcsi BHU3Y (GOPMBI).
YKa)kuTe Ha3BaHUe 111a0/I0Ha B OTKPHIBIIIEMCSI OKHE U HOXKMUTE KHOTIKY COXpaHMTh.

[ITaboH OyzeT coxpaHeH B ratdopme. MHbopMaruio o mabioHe MOXHO MTOCMOTPETh B paszere
ITapametpbl — «I11aG/I0HBI».

Tun "PuneTp":

1.
2.

3.

[MepetiauTe B paszen st paboThl C HY)KHOW CYIITHOCTBIO, HanlpuMep VIHIUAeHThI.

BrbImoHKTe HACTPOMKY COPTUPOBKY U (DM/IbTPALIMK 3aruceit Tabmuipl (cM. «Puc. 14»).

MHunpeHTobl

CTporuii nouck

w Bce 3akpbiThie Bce oTkpbIThIE Mo nponclecTBUAM

®unbTpbl  HasBaHWe: Windows X YpoBeHb pucka: 5 X + [@ C Cépocuts

CopTuposka T CpoyuHocTb X + R C Copocuts

Puc. 14 — IIpumMep HaCTPOEHHBIX MapaMeTpPoB (GUILTPALMH U COPTHPOBKH

ITpumeuanue: Obpamume HUMaHue, Mo 8 npumepe (puabmpayuu U COpmupOBKU 8KA0UeHbl 08d
wabnoHa purbmpayuu: Server u Bce 3akpbimble.

HaxmuTte KHOIKY =] OtkpoeTtcst okHO CoxpaHeHHe madaoHa (cM. «Puc. 15»).



CoxpaHeHue wabnoHa X

HaseaHne

Windows+Servers

HacTpoitku

YHUTbIBATE BbIGPaHHLIE LIaBAOH

NTOroeblil Wa6noH

DUNLTPbI
HassaHue: Windows  YpoBeHb pucka: 5  pynna akTWBOB: Servers
Craryc: 3aKkpbIT +2

CopTUpOBKa

T CpouHoctb

CoxpaHaTb GUNLTPb COXpaHATL COPTUPOBKY

Puc. 15 — OxkHo "CoxpaHeHue mafsiona"

4. BBbINOMHUTE B OKHE C/IeAYIOLIMe AeiCTBUS:

o Brosie Ha3BaHue yKa)kuTe Ha3BaHKe 111a0/I0Ha;

e B 6s0ke HacTpoiiku BeibepHTe rapaMeTphl COXpaHeHus I11ab/IoHa:

YuurbiBaTh BHIOpPaHHbIE IA0/I0HBI — OILMS BK/IIOUAeT/BLIK/IIOYaeT COXpaHeHHe
TlapamMeTpoB 11a0/IOHOB, KOTOPbIe ObUIM TIPUMEHEHBI TPU HACTPOMKe (DUIbTpaLn
Y COPTUPOBKU. B ripumepe 3710 mab10Hb1 Server v Bee 3akpbIThIE;

CoxpaHuTh (MIBTPBI — ONLUS BK/IIOUAET/BBIK/IHOYAaeT COXpaHeHHe TapaMeTpOB
¢unbTpanyy, KOTOpble OB TIPUMEHeHbI TPU HACTpoWKe GWIbTpalud |
COPTHPOBKY;

CoxpaHUTh COPTHPOBKY —  OILMS  BK/IHOUAeT/BLIK/IIOYAeT  COXpaHeHUe
rapaMeTpOB COPTUPOBKH, KOTOPbIe ObLIM TIPUMEHEHbI IPH HaCTPOUKe (UIbTpal[iu
Y COPTUPOBKU.

e B Onoke WroroBpid ma6/I0H TMpOBepbTe TMPABUIBHOCTh 3a/laHHBIX T1aPAMETPOB

¢GUIbTpaLK U COPTUPOBKH B I11a0JIOHE Tiepesi COXpaHEHHEM.

5. Haxmwute kHOnKy CoXpaHHUThb.

6. IllabsoH OyzeT coxpaHeH B ruiaTgopme. VHPpopMaruio o 11absoHe MOXXHO ITOCMOTPETh B pa3jierie
ITapametpsbl — «I11aG/I0HBI».

4.7.2 Ncnonb3oBaHue Wad/oHa

Tun "PegakTupoBanue':

1. Otkpoiite popMy HEOOXOAUMOM CYIIHOCTH Ha CO3/jaHKe WM PeJaKTHPOBaHue.

2. B mnone Vicnonb30BaTh CyIieCTBYOIMH MIA0/I0H 13 BHITIAJAMOIIEr0 CMMCKA BbIOepHUTe 3apaHee
CO3/laHHBIH 11a0JI0H.

3. Tlons ¢hopmbl OyayT aBTOMaTHYeCKH 3ari0/THEHbI JAaHHBIMU U3 11abI0Ha.

Tun "POuneTp":

1. TlepeiiguTe B pa3zen AJisi paboThl C HY>KHOM CyII[HOCThIO, HaripuMep MHIM/IeHTBI.

2. Haxmure KHOIKY q, Ortkpoetcst okHO "Hactpoiika oToOpakenust mabioHOB" (cM. «Puc. 16»).



HacTpoiiku oTo6pakeHus wabroHoB X

i1 Bce 3aKpbIThle :: Bce OTKDbITbIE :: Mo NpoucLIecTBHAM :i Servers
LLia6noHbi LLia6noH
LLlabnoH He BeIBpaH

2454

Servers

Bce 3akpbiThle

Bce OTKpbITbIE

Mo NpoucLIecTBUAM

Puc. 16 — IIpumenenue mab10Ha GpUIbTPaALN U COPTHPOBKHU

3. BrbiOepute 111a0/IOHBI, KOTOpbIE JIO/DKHBI OTOOpaXkaTbCsl HaJ YHUBEPCAIbHOW TaO/uUIeH,
yCTaHOBUB COOTBETCTBYHOIIIME (Iaru.

4. Haxwmwure kHomnKy IIpumenuts. Haj yHuMBepcasmbHOM Tabsureid OyAyT AOCTYITHBI BbIOpaHHBIE
111a6/10HBI /17151 GUIBTPALMK M COPTUPOBKHU.

5. [lnist BKIFOUeHUsI/BBIK/TIOUeHHs 111a0/I0Ha HeoOX0[UMOo HaxkaThb 110 Hemy JIKM.

6. BpiOpanHbIi 1a0/10H Oy1eT aBTOMaTH4eCKH TIpuMeHeH (cM. «Puc. 17»).

MNpUMeEHEHHDBIH Watnon BocTynHbie WabnoHs!
E ‘I‘:‘E&E“‘ Fnaesbi oduc ~ | MHLMAEHTDI NuueHsun akTuena fo: 2025-11-10 | @ [Ookymentauus | @ admin
G Pabouni cron
WHUMpeHTbI
Q Cobumws
CTporuii nomek

@ WHungeHTs ~
© Wrunae Boe sakpethie Bee oTkpbThie Mo MPOMCLIECTRUAM

(I 8 V|| comamn YARNATS BCE | BKCNODTHPOBATE IMHMTS BegpaHo: 0 O @ =

Tunel wHUMReHTOR CpouH. D HazgaHue Cratye Copano PasynkTat aHanusa Tpynna HHUKAEHTOR AKTHE

Fpynns! uHumeKTos 0.82 1260 MexaouexHbii ckpunTiHr & MSXML DT ot 2025-08-14 12:50:54. 192.168.139.79

LononkuTeneHsle nons 0.82 644 Hossi 2025-08-13 17:46:58
o AxTEs . 0.82 181 Hoswi 2025-08-13 10:15:29
@ Cooreercrane N0 - 1 50/ cpanuua
# KoppensTop ~
3 VicToumkn ~
414 Napamerpsl ~

@ AgMamHCTDUpOEaHME v

Puc. 17 — IIpumeHenue mab10Ha (pUIbTPaLy U COPTHPOBKHU

4.8 Busyanusauumn

Busyanu3sanuu — 3To rpadyku, BUKeTbl, METPUKH U T.[. (M. «Puc. 18»).
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Puc. 18 — PaGouas o6s1acTh. Busyanusanuu

Busyanu3zauuy WMelT pa3/iMuHble 3/1IeMeHThl yIpaB/ieHWs, KOTOpble TOAPOOHO paclvcaHbl B
COOTBETCTBYIOLMX paszesax.

4.9 CNHXpOHU3aLUA NoJsIb30BaTe/IbCKOro KOHTEHTa

[Tonb30BaTeNIbCKUM KOHTEHTOM SIBMISFOTCSL C/IefyIOIIYe CYLHOCTH, CO3/aBaeMble I10/1b30BaTe/siMA B
nnardopme:

o [IpaBusa KoppessLuy,;

e  OUILTPHI TIOTOKA COOBITHIA;
e TabsMuHbBIe CITUCKY;

o Makpocer;

o TwWnbl UHLU/IEHTOB;

e NcTOYHMKY;

o [IpaBusa pa36opa;

o [IpaBuna oboraiieHus;

e TIpodwunu cbopa.

Eciu Inardopma Papap paboTtaer B pexume MyJ/IbTHAPeHAHOCTH, TO TIO/b30BaTeIbCKUN KOHTEHT TpU
He0O6X0/IMMOCTH MOXXHO CHHXPOHH3HUPOBaTh MeX/1y MOUYMHEeHHbIMH UHCTaHCaMHU.

CI/IHXPOHI/IBBL[I/II-O MO>XHO BBITIO/THUTE B [IBYX p€XXHUMaX:

e Jo00aB/ieHHWEe — B 3TOM DPEXUMeE T0/Ib30BaTe/IbCKUN KOHTEHT OyZieT m00aBjieH Ha MOAUYMHEHHBIN
WHCTAHC, a BeCh KOHTEHT, KOTOPBIM ObI/T HA MHCTaHCe, OCTaHeTCs 6e3 u3MeHeHuH;

e TIEpe3arvch — B 3TOM PeKUMe TI0/Ih30BaTeIbCKUM KOHTEHT Oy/IeT repe3anycaH Ha MOJUYMHEHHOM
VHCTaHCe.



Buaumanue! [lepe3anucb KOHmMeHMa Mo cem 8b138amb NOMepo OAHHbIX HA NOOYUHEHHbIX UHCMAHCAXx.
[17151 BBITIOJIHEHUS] CUHXPOHHM3AaLliY BBIMIOJIHUTE CrlelyIoIe JeCTBUS:

1. HauuHWTe TpOIleCC CHHXPOHU3AI[MM KOHTEHTa uYepe3 YHHMBeDCAIbHYIO Tabiauily viv O0KOBYIO

naHesib. OTKpoeTcsi okHO "CUHXpOHU3aLUst KOHTeHTa" (cM. «Puc. 19»).

CUWHXpPOHM3aLWNA KOHTEHTA X

Bbibepute MHCTaHCbI BbiGpatb BCe

dunuan 2

dunnan 3

[MepesanncaTb

Mepesanucb KOHTEHTa MOXET BbI3BaTb MOTEPKO AaHHbIX HA MOAYNHEHHbIX

VHCTaHcax
3aKpbITb CHHXPOHU3NPOBaThL

Puc. 19 — OkHo "CHHXpOHM3aLMs KOHTEeHTa"

2. B OTKpbIBIIEMCSI OKHE BbIOEpHTe WHCTAHChI, HA KOTOPbIe He0OX0IMMO BHECTH M3MEHEeHHUS.

3. Ilpu HeoOXOAMMOCTH BK/IIOUMTE PEXHM IIepe3anicy [JaHHBIX Ha IOJYMHEHHOM WHCTAHCe,
yCTaHOBUB Iepek/rouare/b Ilepe3anucars B nosioxxenue "Brirouen".

4. Haxmure KHONKY CHHXPOHU3HUPOBATD.


http://docs.pgr.local/quick_start/ui_v4/#tables
http://docs.pgr.local/quick_start/ui_v4/#side_bar
http://docs.pgr.local/quick_start/ui_v4/#side_bar

5. CoObiTnA
5.1 OG6wue gaHHble

Inardopma Pagap nipefocTap/isieT 60/bIIIOe KOJIMYECTBO UHGOPMALIUK O COOBITUSX UH(MOPMAITMOHHOH
Oe3omacHOCTY U y100HBIE UHCTPYMEHTHI 110 UX aHa/IN3Y:

e TIPOCMOTP TIOTOKA COOBITHI B BUZe TpaduKa;

e TIPOCMOTD BbIfle/IeHHOr0 ()parMeHTa TOTOKAa COOBITHH B BHe KPYrOBOWM AMarpaMMmbl, TaOJHL[bI
WU TUCTOTPaMMBl;

e TIPOCMOTP ieTabHOM UH(OPMAIMH T10 KaXKAO0MY COOBITHIO.
ITpu paccMOTpeHHH COOBITHI TI0/IH30BATETIO TIPEJOCTABIISIETCS CIelyolas HHPOpMaLus:
e id - yHUKANbHBIN UAEHTUDUKATOP COOBITHS;

e o9ram pa3bopa  coObiTHA.  MoXKeT  TpUHMMATh  Cedyioifuie  3HaueHus: CoObITHE
HopMasiu3oBaHo, CoObiTHe pa3odpano, CoObITHe He pa300paHo;

e uH(bOpMaIHS O MOJISIX COOBITHSI.
ITo pe3ysibTaTaM aHaaKM3a COOBITUI TUIaT(HOpPMa TPeIOCTaBIISAET CIEAYIOIIHEe BO3SMOXXHOCTH:
e (CO3/]aHME WHIIW/IEHTA Ha OCHOBE aHa/in3a COObITHS;
e no0aByieHHe COOBITHS B CYIIeCTBYOL[UN UHI[U/IEHT;
e OBICTPBI NEPeXo/ K MMPOCMOTPY MHIIUAEHTa, B KOTOPOM Y4aCTBYeT COOBITHe.
[Tnardopma rpesocTaB/iseT MUPOKUK HabOp MHCTPYMEHTOB [i/1st (hOPMHUPOBaHMSI CITUCKA COOBITHIA:

e (uibTpauys Mo CAeAYIOLMM IapamMeTpaM: I0 TepHoJy, IO 3TarnaM pa3bopa COOBITHS, 10
3arpocam K KOHKPeTHBIM TIOJISIM COOBITHSI, TI0 arperarusiy;

e TIpeceThl - Bbl MOJKETEe COXPaHUTh YaCTO UCII0/b3yeMble YCI0BHUS (PUIbTPaLMy Kak MpeceT;
e  TIOWCK I10 3HAUEHUSIM TI0/Iei COOBITHS;
e (uibTpaLys M0 BEIOPAHHBIM I10JISIM ITPOCMaTPHUBAEMOT0 COOBITHS;

e TIPOCMOTP WCTOPHU TIOMCKAa C BO3MOXKHOCTBHI) TIOBTOPHOTO TIPMMEHEHHsI paHee HCIO/b3yeMbIX
yC/I0BUM (UIbTPaLIUK.

st paboTel ¢ cobprTrsiMu TiepeliauTe pasznen CodbiTus (cM. «Puc. 20»).
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. oKazaTE BONalle
CapocnTs FETE D

Puc. 20 — Crpanuna "CobbiTus"
WuTepdeiic pa3zgena COCTOUT U3 CJIeAYIOMINX O/I0KOB:
e rpaduk "TIoTOK cOOBITHI";
e Tor-10 3HaUeHUI 10 BbIIe/IEHHOM 00/1aCTH MOTOKA COOBITHH (OII[MOHABHO);
e  CIIMCOK COOBITHIL;
e  (DUABTPBI - HACTPOMKA yC/IOBUH (HDUILTPALIMU MTOTOKA COOBITHH;

e TIpecCeThl - CITMCOK COXPaHEHHBIX YCJ'IOBI/Iﬁ q)HJILTpaL[I/II/I.

5.1.1 T'padumk "MNMOTOK cCOObITUN"

bnok mpencraBnsier u3 cebsi TpadMK, B KOTOPOM OTOOpakaeTcCsl TJIOTHOCTh TTOSIBJIEHUSI COOBITHI 3a
nepyo/; BpeMeHH. [TprMep roToka coObITHIA TIpHBeZieH Ha «Puc. 21».

E 24 vionn 2025 09:12:58 - 24 monn 2025 10:45:46 ﬁ Bbikn o ﬂ

MoTok cobbiTui, 24 uonsa 25 (09:12:58) - 24 mions 25 (10:45:46) Mo MuHyTam

09:45 10:00 10:15 10:30 10:45

Puc. 21 — Crpanuna "Co0biTua". I'paduk "IIoTOK coObITHIT"
B 6/10Ke JOCTYIMHBI CIeYIOLIHE 37IeMEHThI YITPaB/IeHHS:

KHonka HeiicTBue

ED /@ T0Ka3aTh / CKPBITh OOKOBYIO MaHe/Ib



Kxonka HeiicTBue

B

BBIOOp Meproja

W3 BBIMAZAIOLIET0 CIMCKA BHIOWPAETCST PEXKHAM aBTOMAaTHUECKOTrO OOHOBJIEHHUS CITHCKA
coObITHH. [IOCTYTIHBIE 3HAYEHWS:

ABTOOOHOB/IEHHE JAaHHBIX - BBIK/THOUEH;

- 10 ceKyHzaM: Kaxzble 5, 10, 30 cekyH;
- I0 MUHyTaM: Kaxkzple, 1, 5, 10, 30 MUHYT.

il /ml TM0Ka3aTh / CKPBITh rPadUK MOTOKAa COOBITUI

~u
P

O0OHOBUTEH CITUCOK COOBLITHIA

™y MIPOCMOTP TIPe/IBIAYILEro 3arpoca U3 UCTOPUH TTOUCKA COOBITHI
I MPOCMOTP CJIeJYIOLero 3armpoca U3 UCTOPYH MOMCKa COObITHH
® WcTopusa MPOCMOTP UCTOPUH TIOUCKA COOBITHI
Mo gHam BBIOOP MIOTHOCTH OTPUCOBKH 3HaueHuH rpaduka "TIoToK coObITHI"
o uHCTpyMeHT "TIpsiMoyrosnbHOe Bblfe/leHue" - CO34aeT IPSMOYTO/NbHYI0 paMKy BOKPYT
obnacti Ha rpaduke MOTOKAa COOBITHIH, OrpaHHUMBas ee I0 TOPH3OHTAJIBHBIM U
BePTHKAJbHBIM CTOPOHAM
. " "o
I MHCTPYMeHT "BbljjesieHne 1o ropu3oHTanu" - co3/aeT MPSIMOYTO/IbHYI0 PaMKy BOKPYT
Lo o6s1acTy 110 ocH X, TIPY 3TOM BblfleIsisl Bce 3HaUeHUs 110 ocu Y
[_| pexxuMm "MaccoBoe BblJesieHue" - II03BOJISIeT IPSIMOYTO/IbHOMY M T'OpH30HTa/JbHOMY
BBIJIEJIEHUIO CO3/1aTh PAMKY BOKPYT HECKOJIbKUX 006/1acTeli Ha rpaduke MoTOKa COObITHI
o d A4 A4
5.1.2 Ton-10 3HaueHniA NO BblAeNE€HHOI 06/1aCTU NOTOKa COObLITUN

B 6510ke oToOpaxkaroTcsi mepBbie 10 3armpoCcoOB O perucTpaiuu coObITHi B IjiaTdopMe 3a BbIOpaHHBIN
TIepUOZ,.

Bok nosiisieTcst ocsie BhiienieHus 0bacTu Ha rpaduike "TIoTok cobbituii". 1151 BbieneHust 061acTh Ha
rpaduKe BbIIOJHUTE C/IeAyIOLIMe AeliCTBUS:

1.
2.

Ccdopmupyiite rpaduk "IToTok cobprTrii” (cM. pa3gen «Pabora ¢ puabTpamm»).

BribeprTe MHCTPYMEHT Z1JIs1 BbI/Ie/IeHHS:

r, A

e .- - TIPSIMOYTOJIBHOE BBIZIEIEHUE;
‘-r"l
e ‘.. - BBIIe/IeHHe TI0 TOPU30HTAJIH.
Hapucyiite Bbizie/ieHHe, TepeTacKuBasi THCTPYMEHT 110 TpaduKy MOTOKa COOBITHH.
B 6710ke HiKe OyieT 0TOOpaXKaThCsl CTATUCTHKA T10 BbI/[e/IEHHOM 00/1acTy.

[nst BeIge/ieHnsl HeCKOTBKUX obOjacTeid Ha rpaduke, BKIIOUNTe peXkuM '"MaccoBoe BbifenieHne"

1o KHorke T,

Vcrionb3yiite MHCTPYMEHT «MaciiurabupoBaHue» s 0ojee TOUHOrO BbIJEJIeHUsS HY)KHOM
obnactu (cm. pa3gen «MaciitabupoBaHue rpaduka MoToKa COOBITHN» ).

ITpumep 6/10Ka mipuBeieH Ha «Puc. 22».



[ JENE o

MoTok cobbiTuin, 24 urona 25 (09:33:13) - 24 uona 25 (11:33:13) Mo MyHyTaMm

18,000 s
15,000 <3
12,000 &
9,000

6,000

2,000 |

0 - ulBl0R
09:40 10:00 10:20 10:40 11:00 11:20
Ton10 dl Cron6uaras guarpamma x

2025-07-24

2025-07-24 10:35:00

2025-07-24 10:36:00

2025-07-24 00
4

2025-07-24 10:
2025-07-24 10
2025-07-24

00
00
2025-07-24 10:58:00

2025-07-24
0 3,000 6,000 9,000 12,000 15,000

Puc. 22 — Ctpanuna "Co0biTus". biiok "Ton-10"

B 6s10ke oTobpaskaercs ciefyroiast MHGOpMaLys:
e laTa U BpeMsl PerucTparuy coObITHl B T1aThopMme;
e  KOJIMYECTBO COOBITHIA B 3aITpOCe O PervCTPALUH.
WHbopMaruo MO>KHO BBIBECTH CIeAYIOLIFIMU CIIOCOOaMu:
e cronbuaras auarpamma (cm. «Puc. 22»);
e TabnwuIla;

e KpyroBas guarpamma (cM. «Puc. 23»).

Ton10 ©& Kpyrosas guarpamma

2025-07-24 10:39:00
2025-07-24 10:35:00 ———
2025-07-24 10:41:00
2025-07-24 10:40:00
2025-07-24 10:36:00
2025-07-24 10:37:00

2025-07-24 10:38:00

2025-07-24 10:38:00 17,967
2025-07-24 10:58:00

p— 2025-07-24 10:48:00

Puc. 23 - bok "Ton-10". Kpyrosasa auarpamma

7151 3aKpeITHS 6/10Ka HAXKMUTE KHOTIKY X.
5.1.2.1 MacwTabupoBaHue rpachuka NnoToka coobITUA

Onsi  Gomee rmoApoOHOW fAeTanu3aid rpadMka T[OTOKA COOBITUH — KCIIO/IB3yHTe
"MacirabupoBanue” (cM. «Puc. 24»).

18,00C

WHCTPYMEHT



MoTok cobbiTuii, 18 dpesp. (17:36:32) - 18 anp. (17:36:32) Mo axAM

2024-03-18 08:47:48 2024-03-23 10:40:18

M3MmeHeHWe Auana3oHa MepemMeLeHue no ocu X

Puc. 24 — Js1ieMeHTHI yIPaB/IeHUs MacIITaboM

VIHCTpYMEHT T03BOJISIET MEHATh MacIlTab cyieyroiuM 006pa3om:
e M3MeHeHHe Juaria30Ha 0ToOpakaeMoi 06/1acTH 110 ocH X;
e TIepeMellleHHe BbIOPAHHOTO AMaria3oHa 1o ocu X.
I171s1 KCTI0/Ib30BaHKsI UHCTPYMEHTA BBITIOJIHUTE CIeYIOIUe JeHCTBHS:
1. HaBeguTe Kypcop Ha HY>KHbIW 3/IEMEHT yTIpaB/IeHUs] MacCIITaboM.
2. 3axwmure JIKM.
3. [lBuraiiTe Kypcop B HY)XHOM HampaBieHUU. [laHHble Ha Tpaduke OyAyT aBTOMAaTHUECKU
WU3MEHSIThCSL.
5.1.3 CnucokK coObITuniA

bnok pacnonaraercs mop rpadukom "TloTok coObiTHii". B 6r0Ke oTOOpa)kaeTcss WH(OpMAIUs O
coObITUsAX. IHpOpMaI|si 0 COOBITHAX MOXKET 0TOOPa)KaThCs ABYMsI CITIOCOOaMM:

e B KapTOYHOM Bu/ie (UCTIOb3YeTCs 110 YMOJTUaHHIO0);
e B TabaMUHOM BHUJE.
KapTouHblii BIj

[MTaHess pacronaraeTcst HaJ CIIUCKOM cOObITHM (cM. «Puc. 25»).

CobbITwit: 19037 , nokasado 1- 20

B Tabnuuwbiii Bun LT CopTupoeka ¢® Habop nonei

Puc. 25 — ITaHe/1b ynipaB/ieHHsi CIIUCKOM COOBITHIA

Ha nanenu AOCTYIIHBI C/IeiyIOLIe 3/IEMEHTHI YIIpAaB/I€HUA:

KHonka HeiicTBUe

IMouck MTOMCK TI0 3HAUEHUSIM T10JIeH COOBITHS



Kxonka HeiicTBue

= TabsuuHbI BUJ BKJTFOUUTb TaOJTMUHBIN BU/L
1T CopTHpOBKa HACTPOWTh MapaMeTpbl COPTUPOBKK COOBITHH B CIIHCKE
Habop mosneit BbIOpATh TOJIsI A1 0ToOpakeHUst B Tabuile (TOJBKO ZJ1s1 TAOIMUHOTO BU/A)

JOCTYT K CJIeIYIOLIUM J1eMCTBUSIM HaZ, COOBITUSMMU:
- SKCIOPTUPOBAaTh CTpanully B CSV;
- 3KcropTtupoBats B CSV.

[Tpumep oToOpakeHHs1 COOBITHI B KAPTOUHOM BHzie (cM. «Puc. 26»).

CobbiTuin: 19037 , nokasaro 1- 20

B Tabnvumbii sup, LT Coptuposka ¢ Habop nonen

_id: e88233d4-1a9e-4125-2611-2172158f42ae | CobbITve HOPMaNN30BaHo

DeiicTang v

{"b_ts": "2025-07-24T11:09:54.000+03:00", "a_m": "1514", "Application": "\\device\\narddiskvolume2\\program files\\log collector\\main-windows-amd64.exe", "Bookmark": ", "Channel": "Security", "ChannelText...

@timestamp

MokasaTs 6onblue v

24.07.202511:09:44

-id: 02¢12c3c-a730-4012-9355-3456b0416258 | CobbITUe HOPManu3oBaHo

{"b_ts": "2025-07-24T11:09:54.000+03:00", "a_m": "1514", "Application": "\\device\\harddiskvolume2\\program files\\log collector\\main-windows-amd64.exe", "Bookmark":

@timestamp

24.07.202511:09:44

Oenctensa v ‘

"Channel": "Security", "ChannelText... ﬂ

MokasaTb Gonblwe Vv

Puc. 26 — Criucok coObITHI B KAPTOYHOM BHJE

ITo xHomkam IToka3zarh Oosibine / IToKa3aTh MeHbIIIe MOXXHO OTKPBITH/CKPBITh OTOOpakeHHe BCeX
riosield coObITust (CM. «Puc. 27»).

_id: 5d8c1675-1c82-40a6-8c98-d0aealedflaf | CobbiTe HopmManM3oBaHO

{"b_ts": "2025-07-24T712:27:21.000+03:00", "a_m": "1514", "Bookmark": ™", "Channel": "Security", "ChannelText": "Security", "EventData": "", "EventDataErr": null, "EventID": 4634, "EventTime": "2025-07-...
@timestamp 24.07.202512:27:12
action @ @ > disconnect

event.category
event.description
event.input.source
event.logsource.input
event.logsource.name
event.logsource.product
event.logsource.vendor
event.opcode.value
event.record.id
event.severity
event.subcategory
event.thread.id
event.uuid

target.user.name

MokasaTb MeHble A

communication

An account was logged off
1514-microsoft_windows_eventiog
mseven6_input

security

operating_system

microsoft

0

296013521

4

session_connection

5188
5d8c1675-1c82-40a6-8c98-d0aealedf1af

vadim

Puc. 27 — IIpocMOTp KapTOUK¥ COOBITUA



[Tpu mpocMoTpe COOBITHIA B KAPTOUHOM BU/Ie JOCTYITHBI CIeYIOLI[He 37IeMEHThI YITPaBJIeHHUS:
Knonka HeiicTBue

Gl yCTaHOBUTb (GuibTp "PaBHO". B mapameTpsl 3ampoca ¢uibTpa JOOABUTCS YCIOBHE
TIOMCKa COOBITHH TI0 3HAUEHUIO PABHBIM B YKa3aHHOM TI0Jie

a ycraHoButh ¢unbTp "He paBHO". B mapamerpnl 3armpoca GuiabTpa ZOOABUTCS yCIOBUE
MOWCKa COOBITHI 10 BCEM 3HAUEHHUSIM, KPOME TOT0, UTO YKa3aHo B IoJie

""+"- ycraHoButh ¢unbTp "CymjectByetr". B mapameTpnl 3ampoca ¢wibTpa 06aBUTCS
yCJIOBHE TIOMCKA COOBITHII TI0 BCeM COOBITHSIM, B KOTOPBIX CYILIECTBYeT BLIOpaHHOe MoJie

JOCTYI K CJIeIyFOLINM JIeHCTBUSIM HaJl COOBITHEM:
- CKOIUPOBAaTh COOBITHE
- HAWTHU VHLWAEHT, B KOTOPOM MPUCYTCTBYET COOBITHE.

‘ Jenctemna < .
L Ecnu noc/ie BBITIO/THEHUS ¢YHKHHH Hamntn HHIIM/IEHT He 6LIHI/I HaWJeHbI noaxoasiiye

WHLM/JEHTHI, TO CTAHOBSTCS AOCTYTIHBI CJIeAyIoL1e 1eUCTBUS:
- CO3[aTh UHLIU/IEHT;
- 100aBUThH K UHIWJEHTY.

Ta0/IUYHBINA BHJ
1711 IepeK/IFoUueHusI CITMCKA COOBITHI B TaO/IMUHBINA BU/, HA)KMUTE KHOTIKY 5= Ta6/uuHbIi BHJ.

IManess yripas/ieHus pacro/araerTcs Hag rabmuned (cm. «PHUC. 28»).
CoBbiTuit: 167929 , NokaaaHo 1 - 20

= Kaprouku |@ | |E| IT Copruposka ¢® Habop nonei

Puc. 28 — IlaHenb ynpaB/ieH!A Ta0IMYHBIM NpPeACTaB/eHHEeM CIIUCKA COOBITHI

B TabmmuHOM BH/Ie Ha MaHe N AOCTYITHBI C/IeIYIOIIMe 3/IeMEeHThI yIpaBIeHus:

KHonka HeiicTBUe
ITonck TIOMCK TI0 3HaUeHUsIM 110J1eli COObITHS
‘= Kaprouku BKJTFOUMTb KapTOYHBINA BH[,

BK/IFOUMTL/BBIK/IIOUNTh  BO3MOXXHOCTh  M3MEHEHUs CTOI[GI_IOB. Ilocne BkIHOUEHUS

=/ B GYHKLMH B 3aro/ioBKax CTOJIOLIOB TOSBSITCS KHOITKH > / < , KOTODBIE TO3BOJISIIOT
H3MEHSITh MOPSJO0K CTOJIOLI0B

= / BKJTFOUMTE/BBIK/IFOUUTh OTOOpa)KeHWe IOJHOrO HAMMEHOBAHUSI 3arojiOBKOB CTOJIOL[OB
TabJIULBI

1T CopTHpOBKa HACTPOMUTH MapaMeTphbl COPTUPOBKU COOBITHI B CITHCKE

Hao6op noneii BbIOpaTh MO /1151 0TOOpa)keHwust B Tab/vLe

JOCTYT K CJIeIyIOLIMM /IeMCTBUSIM HaZl, COOBITUSMMU:
. - KCIIOpPTHpOBaTth cTpaHully B CSV;
- sKcnoptuposats B CSV.

[Tpumep TabMUYHOTO TIpe/CTaB/IeHNs AaHHBIX TIPUBeJeH Ha «Puc. 29».



@timestamp 1 action event.category event.description event.severity event.record.id event.uuid target.user.name

24 wiona 2025,... disconnect communication An account was logged off 4 296013521 5d8c1675-1c82-40a6-8c98-... vadim
24 wona 2025,... execute system This event generates if an... 5 296013522 d226bbf0-9a9d-4024-a2¢8-...
24 wionst 2025,... close system The handle to an object was... 2 296013523 64a47567-f075-4054-920f-...
24 wions 2025,... access system A handle to an object was... 3 296013524 6c7547af-db2b-4eb4-a6f6-...
24 wiona 2025,... execute system This event generates if an... 5 296013525 b015015e-ef5f-4f95-b6c9-...
24 wons 2025,... close system The handle to an object was... 2 296013526 eBed99a2-ceba-4f65-9a85-...
24 wions 2025,... access system A handle to an object was... 3 296013527 77e5363b-6b6f-4315-8b93-...
24 wmona 2025,... access system An attempt was made to acces... 3 296013528 e6debf7d-bc5b-4848-9f3c-...
24 wons 2025,... close system The handle to an object was... 2 296013529 265h388a-8cc8-4b81-b2ad-...
24 wions 2025,... close system The handle to an object was... 2 296013530 924c381a-7793-4alc-aff6-...
24 wiona 2025,... execute system This event generates if an... 5 296013531 8b49495e-b0c7-4578-8140-...
24 wonsa 2025,... close system The handle to an object was... 2 296013532 258dbb71-5c49-4013-ab84-...
24 wiona 2025,... close system The handle to an object was... 2 296013506 537b6d79-9fea-4f45-8211-...

2 3 4 5 6 7 - 8397 > 20

Puc. 29 — Crnucok coObITHI B TAOJIMUHOM BHJE

Knorka , KOTOpasi pacriosiaraeTcs B KOHLIe CTPOKH, TpeAoCTaB/jseT AOCTYI K AelcTBuio "Haiitu
uHIUAeHT" (ogpobHee cM. pa3zen «[10MCK UHLIUIEHTa»).

[Mpy k/mMKe Ha CTPOKY Tabsumipl OTKpoeTcss 00k IpocMoOTp COOBITHA, B KOTOPOM OTOOpa’kaeTcst
BbIOpaHHOe COOBITHE B KApTOUHOM BHe (CM. «Puc. 30»).

B o B e 4] o Mpoeuorpcosurn 1 & o .
MoTok cobbIThit, 24 wions 25 (12:04:31) - 24 mona 25 (13:04:31) Mo MUHyTam CobbiTie HopManusoBaHo
18,000 s {"b_ts": "2025-07-24T13:03:26.000+03:00", "a_m": "1514", "Bookmark": "",...
15,000 O
12,000 B id @ Q@ kB d0724393-9d04-4c9e-ades-
5000 af889167f7fd
6,000 @timestamp @ Q B 24.07.202513:03:17
3,000
. action @ @ *k B disconnect
12:10 220 12:30 12:50 13:00
event.category @ @ x B\ communication
event.description @ @ x B Anaccount was logged off
CoBbiTue: 163451, nokasaro 1 - 20 event.input.source @ Q x B 1514-microsoft_windows_eventlog
= Kaproukun I Coptupoeka ¢® Habop noneir event.logsource.input @ Q x B msevend_input
event.logsource.name @ Q kB security
< @timestamp > < eventlogsource.host > < action >
event.logsource.product @ Q k B operating_system
24 wona 2025, 13:03:17 disconnect
event.logsource.vendor @ Q x B microsoft
24 wonsa 2025, 13:03:17 allow
event.opcode.value @Qaxs8 o
24 wonsa 2025, 13:03:17 allow R
event.record.id @ Q x B\ 296119667
24 wons 2025, 13:03:17 allow
event.severity Qe xB 4
24 wions 2025, 13:03:16 allow
event.subcategory ® @ X B\ session_connection

Puc. 30 — Cniucok co6bITHi B TabmmuHoM BHje. IIpocMOTp coObITHSA

B 67510ke ITpocMoOTp COOBITHSA OCTYITHBI CIeYIOIIVE 37IeMEeHThI YITPaB/IeHus:

Knonka JeiicTBUe

59 3aKpernuTh BhiOpaHHOe cobbiThe B 6/10ke [IpocMOTp COOBITHS

/]\ / \|/ OTKPBITH CJIefyroLliee / IpeJplyIee COObITHE U3 CITUCKA

@ BKJ/TIOUMTD / BBIKJIFOUMTH OTOOpakeHHe KHOITIOK 110 YCTaHOBKe (GMILTPOB U Jo0aBiieHus

T0J1s1 B HAOOP CTO/OI[0B Tab/IMIIBI



Knonka

®

Q

sk

=H=

[leicTenA v ‘

HeiicTBue

ycTtaHoBuTh ¢uabTp "PaBHO". B mapameTpel 3ampoca ¢uibTpa [J00aBUTCS YCJIOBHE
MOUCKA COOBITMH TI0 3HAYEHUIO DaBHbIM B YKa3aHHOM Ii0jie. DJIEMEHT YIIpaBIeHUs
TIOSIBJISIETCSI TIPY HaBeJIeHWHW KypCOopa MBIILK Ha COOTBETCTBYIOLIYIO 06/1aCTh

ycraHoButh ¢ounbTp "He paBHO". B mapameTpsl 3ampoca ¢uibTpa J00aBUTCS yCIOBHE
TOUCKA COOBITHMHM TIO BCEM 3HAueHWsIM, KPOMe TOr0, UTO yKa3aHO B Tojie. DJIeMeHT
yIOpaB/eHusi TOsIBJsIeTCs TIPU HaBeJeHWH Kypcopa MBI Ha COOTBETCTBYHOLIYIO
obnactb

ycraHoButh ¢unbTp "CymjectByetr". B mapameTpnl 3ampoca ¢wibTpa g06aBUTCS
yCJIOBUe TIOUCKA COOBITHI 10 BCeM COOBITUSIM, B KOTOPBIX CyLIIeCTBYET BLIOpaHHOE T0JIe.
DneMeHT  yIpaB/ieHUs1 TIOSIBAsSeTCS TPUM  HaBeJeHWM Kypcopa  MBIIIM  Ha
COOTBETCTBYIOIIYI0 06/1aCTh

06aBUTH/MCK/TIOUUTS T10J1e 13 Habopa CTOJOL0B TabIULIbI

JOCTYII K CJIEAYIOIINM [eHCTBUSIM HaZ, COOBITHEM:
- CKOTMUPOBAaTh COOBITHE
- HAWTH MHLIUJEHT, B KOTOPOM MPUCYTCTBYET COOBITHE.

Eoum mocie T1ocie BBITIOMHEHUS (GYHKUWW HaliTi WHIUAEHT He OB Hal/IeHbI
MOAXOASALIMEe UHLIMJEHTBI, TO CTAHOBATCS AOCTYTHBI C/IeAYIOLIYe AelCTBUS:

- CO3[aTh UHLIU/IEHT;

- 100aBUTh K UHIWJEHTY.

5.2 Pa6oTta ¢ dmnbTpamn

Hacrpoiika ¢unbTpa BeinoHseTcs Ha BKaaake "®PunbTpel” (cM. «Puc. 31»).

DUNLTPLI MpeceTsbl

HopmanusoeaHHoe co6biTUE

CobbITne HopMmann3oBaHo

3anpoc CoxpaHeHHble 3anpocbl >

[B) CoxpaHuTb BbIBOP Kak | ‘ ® [HobaeuTb 3anpoc ‘
action paeeH disconnect & X

Arperauus CoxpaHeHHble arperauuu >

[B CoxpaHuTb BbIBOP Kak ‘ ‘ (® [obaeuTb arperaLuto ‘

@timestamp min & X

Puc. 31 — Crpanuna "Co0biTHa". Bkiagka " @uiabTpbI'"

[Tpu pabore c ¢puIbTpaMu AOCTYITHBI C/IeIYIOLIHE 3/IeMEHTHI YTIpaB/IeHMUSsI:

Knonka

Jlob6aBUTH 3anpoc

JeiicTBUe

nobaBseHue 3arpoca B yC/I0BUst GUIbTPa



Kxonka HeiicTBue

Jlo6aBUTH arperanuio nobaByieHure arperaiuii B ycyioBus GpuabTpa

& pe/lakTHpOBaHHe 3arpoCa/arperarnyuy
X y/ZianeHue 3arpoca/arperarnium
C6pocuts OUKCTUTB YCIOBHS QUIBTPA

HacTtpoiiky ycnoBuii puibTpa MOXKHO MOJe/INTh Ha /IBa JTara.

IlepBBIi 3TAn — HACTPOMKA TepyUo/ia U aBTOOOHOB/IEHHUS JaHHBIX. [[s sToro B 6/10ke I'padmk moToka
COOBITHI BBITIOJTHUTE CIIeAYIOLIHe AeiCTBUS:

1. B mome "ApBToOOHOBIEeHWe [AHHBIX' W3 BBINAJAIONIETO CIKMCKA BBIOEPUTE  PEXUM
aBTOMaTHUeCKOro 0OHOBJIEHHS JaHHbIX. J[OCTyIHbIE 3HAUEHUSI:

e  BLIK/IIOUEH;
e II0 CeKyHZaM: Kaxzple 5, 10, 30 cekyHz;

e 110 MUHYyTaM: Kaxzple 1, 5, 10, 30 MUHYT.

B

3. B OTKPBIBIIEMCH OKHeE BBI6epI/ITe nepuoa M HAXKXMUTE KHOIIKY HpHMEHHTB. ,Z[OCTYHHBIG
3HaUeHHsd:

2. B none Ilepuoj Ha)KMUTE KHOTIKY . OTKpoeTcst OKHO BbIOOpPa BpEMEHHOTO Jiara3oHa.

e TeKyllue: MUHYTa, uac, /leHb, MeCsiLl, TO/;
e TOC/e/JHYe: MUHYTHI, YaChbl, Mecslia, To/a;

e TIE€pUOJi MOXXHO yKa3aTh BPYUHYIO B COOTBETCTBYIOILUX Mosix. [Togmep>kuBaeTcst hoopmaT
nat u3 Grafana.

Bropoii 3Tam— HacTpoiika 3ampocoB U arperayuil. [ns 3Toro B OOKOBOM TaHeqM Ha
BK/1a/iKe DUIBTPHI BBITIOJTHUATE C/IEAYIOIUE AeHCTBUS:

1. B none Hopmanu3oBaHHoe co0bITHE BEIOEpHTE 3Tar pa3bopa CoObITHS:
e CoOBITHE HOPMAM30BaHO - OyIyT TTOKa3aHbI TOJILKO HOPMaM30BaHHbIE COOBITHUS;
e coObITHE pa306paHo - OyAyT IMOKa3aHbl TOJBKO Pa300paHHbIe COOBITHUS;
e coObITHE He pa300paHo - OyyT MOKa3aHbI TOJIBKO Hepa300paHHbIe COOBITHS;
e He B&)XHO - OyZyT 1oKa3aHbl BCe COOBITHSI.

2. B mnone 3ampoc 106aBbTe  HEOOXOJMMOE KOJIMYECTBO 3ampocoB (cMm. paszmen «Hactpoiika
3arpOCOB»).

3. B mnosne Arperanus fo6aBbTe HeoOxorMoe KOMW4yecTBO arperaiuii (cM. paspen «Hacrpoiika
arperauymn»).

4. TIpu HeoOXOAMMOCTU BbI MOXKeTe COXPAHUTh YCI0BUS GUIbTPA Kak rpeceT (cM. paszen «Pabora ¢
rpeceTamm»).



Taxke Bbl MOK€Te TMOCMOTPEeThb »KyPHa/l UCTOPHU TOWCKA U MPUMEHUTb COOTBETCTBYIOLIUM (UIBTP U3
ycropuu (cM. paszen «Vcropus moucka»).

5.2.1 HacTpoiika 3anpocosB
Hactpotiika 3arpocoB BK/IIOUaeT B ce0si CieIyroIiye MpoLiecchl:
1. «/JobaBeHue 3ampoca».

2. «CoxpaHeHHe KOHPUTypaLuy 3arpocar.
5.2.1.1 [o6asneHune 3anpoca B ycnosua unbtpa

[obaBneHue 3arpoca B yC/I0BUsI GUIBTPA MOYKHO BBITIOJIHUTD TPeMsI CTIOCOOaMHu:
e Cmnocob 1. PyuHoe no6aBiieHre HOBOTO 3arpoca.
e Cmoco0 2. [TobaByieHHe 3arpoca U3 CITMCKa COXPAHEHHbIX.
e Cmoco0 3. [TobaByieHre yC/IOBHI B 3aITpOC U3 T0JIeH COOBITHSI.

Bce mo6aBneHHbIe 3aripockl 0TOOPA3ITCs B COOTBETCTBYHOIEM O10Ke (cM. «Puc. 32»).

3anpoc CoxpaHeHHble 3anpocsl >

| @ CoxpaHWTb BbIBOp Kak ‘

(® [obasuTb 3anpoc l

@timestamp HE paeeH & X
2024-03-
22T13:21:17.998015077+

03:00

elastic_key cyliecTeyeT & X

ip paseH & X
192.168.203.167

@timestamp paBeH & X
1712178000000

Puc. 32 - Bknaaka "®uabTpsl". CIHCOK 3anpocoB

Cnioco6 1. PyuHoe go6aB/ieHre HOBOro 3ampoca

1. Ha Bkiagke ®@uabTpsbl B 0/10Ke 3anpoc HaKMuUTe KHOTKY JlodaBuTh 3ampoc. OTKPOeTCs OKHO
"MobaBuTh 3aripoc” (cM. «Puc. 33»).



[Jobasutb 3anpoc e

MNone

@timestamp

[NencTteune

paBeH

3HaveHwne

2024-04-04

Puc. 33 — OkHo "[lo6aBuTh 3anpoc”

2. Ykaxure cjie[yrollue JaHHbIe:
e U3 BHINA/AIOIIIETO CITUCKA BhIOEpHUTE T10J1e, TI0 KOTOPOMY OY/IeT BLITIOTHATHCS 3arpoc;
e Bmose "JlelicTBUe" U3 BBINAJAIOIIEr0 CITMCKA BEIOEPHTE JIOTUUECKHUH OITepaTop;
e B IoJIe "3HaueHVe" yKaKUTe 3HaueHHue JIOTMYeCcKoro oneparopa.
3. Haxmure KkHONKy COXpaHMTb.
4. [obGaBbTe HEOOXOAMMOE KOJHUUECTBO 3alPOCOB.
Crnioco0 2. /lo6aB/ieHHe 3anpoca U3 CIIHUCKAa COXPaHEHHBIX

ITpumeuanue. [Togpo6Hee 0 coxpaHeHHM 3arpoca cM. paszen «CoxpaHeHre KOHGUIYPALMy 3arpocay.

1. Ha Bknagke ®@uabsTpshl B 6/710Ke 3anpoc HaxkmuTe KHOMKY CoxpaHeHHBbIe 3anpockl. OTKPOeTCst
okHO "CoxpaHeHHble 3ampockl” (cM. «Puc. 34»).

CoxpaHeHHble 3anpochbl X
Kareropus *
MNcTouHMKK > Microsoft Windows

CoxpaHuTb

Puc. 34 — OkHo "CoxpaHeHHBbIe 3aNIpoChI"

2. B mone "Karteropusi" BbiOepuTe COXpaHEHHYIO KaTerOpHIO, a 3areM HeoOXOAWMBIN 3arpoc.
OTobpa3suTcs cTpyKTypa 3anpoca (cM. «Puc. 35»).



CoxpaHeHHble 3anpochbl X

Karteropua *

Mowuck no IP / 3a nocnegHwe 2 Mecaua

BblGpaHHble NpaBuna

@timestamp HE papeH 2024-03-22T13:21:17.998015077+03:00
elastic_key cywecteyeT

ip paeeH 192.168.203.167

Puc. 35 — OkHo "CoxpaHeHHbIe 3anipockl”. CTpyKTypa 3anpoca

3. IIpoBepbTe CTPYKTYypy 3arpoca U HaKMUTe KHOIKY COXpaHMTh.
Cnoco6 3. /lo6aB/ieHHe 3aIpPOCOB MO MOJISIM COOBITHH.

Ecmu crmcok coObITHii yxe C(i)OpMI/IpOBaH, TO BBI MOXXeTe l'E[O6aBI/ITb B 34dI1poC yCJ10BUA T10 BI:I6paHHBIM

MoJIAM KOHKPETHOTI'O COOBITHSI.

[17151 3TOTO OTKpPOWTE KAPTOUKY COOBITHS M B COOTBETCTBYIOILIEM T10JIe BEIOEPUTE HY)KHOE YCIIOBHE:
e s nobaBsieHus B 3ar1poc ycoBus "PaBeH" BbIOepuUTe T0/I€ M HA)KMHUTE KHOTIKY G’l;
e i foOaB/ieHMs B 3arpoc ycioBus "He paBeH" BbIOEpHUTE 110J1€ U HAXKMUTE KHOITKY a;

e s nobaBsieHus B 3arpoc yciaoBus "CyiiecTByeT" BbIOEpUTE 10Jie U HOKMHUTE KHOIIKY *

[Tpumep, n06aBIEHHBIX TAKMX CIIOCOOOM 3aTipOCOB, TMpUBe/ieH Ha «Puc. 36».



HopmanuzoeaHHOe cobbITHE
_id: pZnbxtEXMTIjuFwRTgowM;]sjZrOxrwWsSQ | CobblTe HopManns3oBaHo

He BamHO
@timestamp GP, @ % 22.03.202413:21:17
3anpoc CoxpaHeHHbIe 3anpocs! >
elastic_key @ @ %k normalized
[ [B CoxpaHuTb BbIBOp Kak I ‘
¢ fgdn @R Q %k ["MVV-4269" "2"]
l (¥ [obasuTt 3anpoc I
hostname R Q %k ["MVV-4269"]
@timestamp paeeH & X id @ Q % pZnbxtEXMTIjuFwRTqowMjsjZrOxrWsQ
2024-03-
22713:21:17.998015077+ initiator host.internal @ Q x false
03:00
initiator.nost.test @ Q %k testest
elastic_key cywecteyer & X initiator.host.test-ip @ @ * 192.168.236.223
ip @ Q * ["92168.236.223" ]
Arperaumsa
target.host.internal false
CoxpaHeHHble arperauum > g @Q *
@ [o6aBuTL arperaumo MoKazaTb MeHblUe ~

Puc. 36 — [To6aB/ieHHe 3apoCoB M0 MOJISAM COOBITHI
5.2.1.2 CoxpaHeHune KoHdurypaumm sanpoca

HactpoeHHy0 KOHGUTyparyio 3arpoCOB MO>XXHO COXPAHUTh /ISl JA/IbHEUILETr0 UCII0/Tb30BaHMS.
17151 3TOTO BBITIOJIHUTE CJIeAYIOLHe 1eHCTBUS:
1. [obaBbTe HeOOXOJUMOE KOJIMUECTBO YC/IOBUH B 3arpoc.

2. Haxmure kHonky CoxpaHuth BbIOOp Kak. Ortkpoercsi okHO "CoxpaHuTh 3arpoc”
(cm. «Puc. 37»).

CoxpaHuTb 3anpoc X

BbibepuTe KaTeropuo *

NCTOYUHKMKI 1

Beegure HazgaHue *

Windows Defender

Puc. 37 — OkHo " CoxpaHuTh 3anpoc”

3. YkKaxure cjieyrolIMe JaHHbIEe:

e B mosie "Bbibepute KaTeropur'" W3 BBINA/AIOIIEr0 CIMCKA BHIOEPUTE KaTEropHio, B
KOTOpYI0 OyZIleT coXpaHeH 3amnpoc;



e ec/M BbI elje He [00aBWIM HU OJHOW KaTeropud, TO Ha)KMHTEe KHOIIKY «+», YKaKUTe
Ha3BaHMe KaTeropuu U COXpaHWUTe M3MeHeHNs;

e B oJie "BBegure Ha3BaHue'" yKa)KUTe Ha3BaHWe 3arpoca.

4. Haxwmute KHOTIKY COXpaHHUTb.

5.2.2

Arperanus - GyHKLUs TPYIIITUPOBKU Pe3yJIbTaTOB MOMCKA 10 BEIOPaHHOMY IT0JIIO.

HacTtpoiika arperayumn

Arperaiyio MO>KHO BBITIOJTHUTb T10 C/IeIYIOLUM (QYHKLUSIM:
e min - MO0 MMHUMAJbHBIM 3HaYeHUsIM;
e max - 10 MAaKCUMa/bHbIM 3HaUeHUSsIM;
e sum - [10 CyMMe BCeX 3HaueHuw;
e avg - TI0 CpeJHEMY 3HAUeHUIO;
e stats - BbIBOZ MO GYHKLMSAM count, min, max, sum, avg;
e terms - MOMCK HECKObKUX 3HAUeHUM B OHOM TIOJI€.

i GyHKIMU terms MOYKHO 100aBUTh MOZarperawyy.

cobbITHi (cM. «Puc. 38»).
Arperaumsa Mone v dyHKuua Moparperauymna
OUALTPBI MpeceTsl @timestamp stats
ABTOOGHOBANEHNE AAHHBIX count min max avg sum
Bbikn o 202 21.03.2024 15:45:08 22.03.2024 13:21:17 21.03.2024 16:56:58 3456279426358658
Mepuon, _id terms
K b il
3aperucTpy H " _id doc_count elastic_key_terms @timestamp_avg _id_terms
Nocneasme 2 Mecaya B elastic_key doc_count value _id doc_count
|- ADGGCMWyTKGMMsnMHADPsiegwLyWdvWz 1
|- normalized 1 1711028709729 ADGGCMWy TKGMMsnMHADPSiegwlLyWdvV
HopmanuzoeaxHoe cobeiTne
elastic_key doc_count value _id doc_count
He saxHo - ADKCbBKQapKUxpImbdxrucbpQAEGLLNO
L error 1 1711026757794 ADKCbBKQqpKkUxpimbdxruchpQAEGLLNO
3anpoc CoxpaHeHHble 3anpocsl >
elastic_key doc_count value _id doc_count
S ToGamro samoo AFVeWLpkrededbQufeRekTOQWSigoQtK
SO — - P normalized 1 1711025215595 AFVeWLpkrededbQufeRekTOQWSigoQtK
A elastic_key doc_count value _id doc_count
rperauus AlXkJuOkvaYibjGgsxeROzmILEjdgogq
normalized 1 1711025622258 AJXkJuOkvaYibjGgsxeROzmILEjdgogg
CoxpaHeHHble arperauuy >
(2 CoxpauTh BbiGOP KaK | elastic_key doc_count value _id doc_count
AJddpwipooGbRDYBbPrtvIAmuxIRbbGZ
) LobasuTe arperaumo ‘
SEITAR: 2020 , Nokasako 1- 20
@timestamp stats ¢ X B CoprvpoBka (¥ Habopnone & BbiBPaTh HECKONLKO
id terms & x
§: pZNbXtEXMTIjuF ZrOxrWSQ | CobbiTue HOPMANHoBaHO LedcTeun ~
mestamp @ Q % 2203.202413:21:17
MokasaTh Gonbiue
CBpocuth

Puc. 38 — Crpanuua "Co6biTus". IIpocmoTp arperanmii

Hactpotiika arperaijyu BK/Ito4YaeT B ce0si cie/lyroliiye mpoLiecchl:

1. «[lobaBneHue arperarum».

2. «JlobaBreHue nojarperauymn».



3. «CoxpaHeHue arperaLjumn».
5.2.2.1 [oGaBneHue arperauumu

Cmioco6 1. PyuHoe fo0aB/ieHHe arperamnuu.

1. Ha Bkmagke ®uabTpbl B 0/0Ke Arperanusi HoOKMUTe — KHOMKY /Io0aBMTH  arperarjuio.
OTtkpoetcsi okHO "[1o6aBuTh arperaruio” (cMm. «Puc. 39»).

[o6aeuTk arperayuio x
LeicTeue Mone
Stats @timestamp

Puc. 39 — OkHo "/lo6aBuTh arperanuio"

2. Ykaxure cjie[yrollue JaHHbIe:
e BTIOJe "[lelicTBHUe" U3 BBITIA/IAIOIIETr0 CTIMCKA BbibepuTe (DYyHKLIMIO arperarum;

e U3 BHIMAJAIOIIET0 CIMCKA BbIOEpUTe T0Jie, TI0 KOTOPOMY OyZeT BBIMOIHATHCS (DYHKIHS
arperauuu.

3. Haxmure KkHONKy COXpaHHTb.
4. [obaBbTe HeOOXOAUMOE KOIMUECTBO arperaru.
Crnioco0 2. /lo6aB/ieHre arperamyu U3 CMCKa COXPaHeHHbIX

ITpumeuanue. [TogpoOHee 0 cOXpaHeHUM arperauuii cM. paszen «CoxpaHeHre arperarum».

1. Ha Bkmagke ®uabTphl B O/10Ke Arperpanuu Hakmute KHONKY COXpaHeHHbIe arperarjuu.
OTtkpoetcsi okHO "CoxpaHeHHble arperaijuu’ (cMm. «Puc. 40»).

CoxpaHeHHble arperayum X

Kareropua *

Arperauua no ID v Timestamp / MNepsasa arperauma

Arperaumano D ... > Mepeas arperayms

Puc. 40 — OxHo "CoxpaHeHHbIe arperagum’”

2. B mone "Kareropus" BeibepuTe COXpaHEHHYIO KaTerOpPHIO, a 3aTeM HeoOXOAMMYIO arperaiuio.
OTobpassiTcs mapaMeTpsbl arperanuu (cM. «Puc. 41»).



COXpaHEHHbIe arperaguu X

Kateropusa *

Arperauua no ID u Timestamp / MNepeas arperayuma

BbiGpaHHbIe NnpaBuna

@timestamp stats

_id terms

CoxpaHuTb

Puc. 41 — Oxkno "CoxpaHeHHble arperanuu'’. CTpyKTypa arperanuu

3. IIpoBepbTe CTPYKTYypy arperanjuy U HaxxmMuTe KHONIKY CoXpaHHUThb.
5.2.2.2 [o6GaBneHune nogarperayum

Bb1 MoxkeTe 106aBUTH B arperarjuio HeoOXouMoe KOJTMUeCTBO MoZarperaiuy.

Uro0Obl Z00aBUThL TOJArperamnyuio HeoOXOAWMO TIpU 00aB/IeHUH/PeJaKTUPOBAHUN arperalyyd B I107Ie
"IleficTBre" W3 BBLIMAZAIOIIEr0 CIUCKA BbIOpaTh QYHKIMIO terms. OTKpoercs G/OK [jisi 00aBieHUs

noziarperatiuii (cMm. «Puc. 42»).

JoGaBuTb arperauuio X
OencTene Mone
Terms _id
OrpaHnYeHKne KonmyecTea
10 -+
HobaeuTe Nogarperauuko
_id terms & X
elastic_key terms & X
@timestamp avg & X

Puc. 42 — OkHo "[lo6aButh arperanuio”. biok "Ilogarperamun”



HaxxmuTe KHOTKY /lo6aBUTH mojarperarjuio. [[eiicTBus 1o J00aB/eHHIO TOJarperaljiy aHaa0rUYHbI
JIeMCTBUSM TIpU 100aB/IeHUH arperariyy.

[Tpy HeoOXOAMMOCTH BbI MOXKETe CZesaTh TOoJarperaljiid0 MHOTOYPOBHEBOMW, TakKKe yKasaB TIpH ee
nobaenenuu B mosie "[leticTBue" GyHKUUIO terms.

ob6aBbTe HEOOXOAMMOEe KOJTMUECTBO MoJarperaluii 1 HKMUTe KHOTIKY COXpPaHHTh.
5.2.2.3 CoxpaHeHue arperauyumu

HacTpoeHnHyto arperanjyto MO)KHO COXPaHUTb [i/1s1 Ja/ibHeUIIero UCro/b30BaHusl.
st 5TOr0 BBINOHUTE C/IeAYyIOLIUe NeUCTBUS:
1. obaBbTe HeOOXOJMMOE KOJIMUECTBO YCJIOBUH B arperatuto.

2. Haxmure kHOTKy CoxpaHuTh BbIOOPp Kak. Otkpoercs okHO "CoXpaHUThb arperauuro"
(cm. «Puc. 43»).

CoxpaHuTb arperauuio X

BeibepuTte kaTeropuro *
Arperayus no ID n Timestamp f |

Beenute HaseaHue *

MepBanA arperayus

‘ OTMeHa ‘ CoxpaHutb

Puc. 43 — OkHo "CoxpaHuTh arperamnuio"”

3. Ykaxure cjiefytolIue JaHHbIe:

e B mosie "Bbibepute KaTeropur" W3 BBITIAZAIOIIEr0 CIHCKA BBIOEPUTE KaTeropHio, B
KOTOpYI0 OyZileT coxpaHeHa arperarsi;

e ec/M BbI elje He [00aBW/IM HUA OJHOW KaTeropud, TO HaKMHTEe KHOIIKY «+», YKaKUTe
Ha3BaHUe KaTeropuy U COXpaHWTe U3MeHeHUs;

e BTIIO/e "BBeauTe Ha3BaHUe' yKakKuUTe Ha3BaHUe arperalyu.

4. Haxmure KHONKY COXpaHUTB.

5.2.3 Pab6oTa c npecetamu

IIpecer — 5TO coxXpaHeHHbIe yCI0BUsl (DUIBTPALIUM, KOTOPble MOYKHO HCIO/b30BaTh KakK 1I1aboH st
(hopMHpOBaHUS CITHCKA COOBITHM.

Pabora ¢ mpeceTamu BhITIO/IHsIETCS Ha BK/IazKe "TIpeceTsl” (cM. «Puc. 45»).



OUNbTPLI MpeceTbl

TonbKo HOBbIe cOBbITUA
[ata cospaHusa: 18/04/2024 09:46

He pa3obpaHHbie cobbITUA
[arta co3paHus: 18/04/2024 09:47

HopmanusoBaHHbIE COOLITHUA
[arta cospaHusa: 18/04/2024 09:47

Puc. 44 — Crpanuna "Co6biTus". Bkiagka "IIpecersr’

Ha Bk/1ajike oTobpaskaercs ciefytoias MHGopmarys:
e Ha3BaHUe IIpeceTa;
e /laTa CO3[aHus IpeceTa.
Pabora c mpeceTamu BK/TFOUaeT B Ce0sl CIeyroIye MpoLecChl:
1. «Co3paHue nipeceTta».
2. «IIpumenenue npeceta».

3. «YpjaneHue rpecera».
5.2.3.1 Cos3paHue npeceta

1. HactpotiTe ycioBust GuibTpa st IOTYYeHUsI CTIMCKA COOBITHIA.
2. Tlepeiiaute Ha BK1aAKy "IIpeceTsi".

3. Haxwmure kHOnKy Co3aarsb npecet. OTKpoetcst okHO "Co3znanue npeceta” (cM. «Puc. 45»).



CospnaHue npeceTa

BeeauTte HasgaHue * PasobpaHHEle cobbITUA

COoXpaHWTL Nepuos,

Cox paHAeMble O aHHble

Puc. 45 — OkHo "Co3ganue npecera”

2. Ykaxure ciie[yrollue JaHHbIe:

e B oJie "BBeguTe HasBaHue" yKaKUTe Ha3BaHUe I1peceTa;

e ycraHoBute (ar "CoxpaHUTb Mepuos" eciu HeoOX0IUMO COXPaHUTh JaHHBIE O TIEPUO/ie

(hopMHpOBaHUS CIIKCKA COOBITHIA.

3. Haxmure KkHONKy COXpaHHMTb.
5.2.3.2 T[MpumeHeHune npeceta

1. Tlepengute Ha Bkiagky "Tlpecetsr".
2. Broibepure npeceT U Ha)KMUTe KHOTIKY IIpMeHHTb.

3. Byger chopMUpOBaH CUCOK COOBITHI TI0 COXPaHEHHOMY II1a0JIOHY.
5.2.3.3 YpaneHue npeceta

1. Tlepengute Ha Bkiagky "TIpecetsr".
2. Beibepure mpeceT ¥ HAHKMUTE KHOTIKY Y /Ja/IUTh.

3. Tlpecer Oyzet yaaneH U3 CIIMCKa.

5.24 NcTopua noucka
ITnardopma Papap BefeT MCTOPHIO TTOMCKA COOBITHA.
@®© WcTopua
Ons  ee mnpocMoTpa HaxXMuTe KHOOKYy! — | OTpoeTrcsi OKHO
(cM. «Puc. 46»).

"Nctopus

ToucKa"



UcTopusa noucka X
v CeropgHsa

Bpems Mepuog, 3anpoc

Hopmanusauuma: *
Mone no ocn X: @timestamp

10:11 MNocnegHue 2 mecaua Npaewuna:
_id cywecTsyer

@timestamp pased 1712091600000

Hopmanusauma: *

Mone no ocn X: @timestamp
10:11 lNocnegHwe 2 mecaya n
Mpaeuna:

_id cyuwecTtsyeT

> 17 anp. 2024
> 16 anp. 2024
> 15 anp. 2024

3aKkpbITb

Puc. 46 — OkHo "HUcmopus noucka"

B okHe oTobpaskaeTcsi cieaytoras nHGopMaLus:
e JeHb (hOPMUPOBaAHMS CITUCKA COOBITHI;
e BpeMms CO3/IaHHsI CIIKCKA COOBITHH;
e TIE€PUO/]I, 3a KOTOPBIN ObUT CHOPMUPOBAH CITUCOK COOBITHIA;
e YCJIOBUS 3arpoca, 1o KOTOPbIM ObLT ChOpMHPOBaH CITUCOK COOBITHM.

Bbl Moxxete copMypoBaTh CITUCOK COOBITUH W3 WCTOPUM TOWCKA. [Ijisi 3TOr0 B COOTBETCTBYHOIEH
CTPOKe Ha)XKMUTe KHOTIKY IIpuMeHUTb.

5.3 PabdoTta ¢ coObITUAMMU

[Mepen HauaioM paboThI C COOBITUSIMU:

1. O3HakoMbTeCh C OOIMMU JaHHBIMU U UHTepdericoM pa3zesna (cM. pazzen «O06iiue 1aHHBIE» ).

2. Cdopmupyiite criucok cobbiTuii (cM. pa3zen «PaboTa ¢ duibTpaMm»).

[Tpumep cchopMHUPOBAHHOTO CITUCKA COOLITUI TIpHBeZieH Ha «Puc. 47».



[} MocnesHni yac B Bbikn ad ﬂ “ @ Mcrtopun

MoTok cobbiThit, 24 wions 25 (14:49:34) - 24 mons 25 (15:49:34) Mo MuHyTaM

4:50 15:00 1510 520 5:30 15:40

Coburuit: 3646 , nokasawc 1 - 20

B TaGnuunuidena LT Coptvposka ¢* HaGop nonedt  :

c: 10402628-2d47-482c-bS6f-5471c5d7ead8 | Cobbitne Hopmanuaoearo [ nedcrens |

{"b_ts" "2025-07-24T15:49:01.000+03:00", "a_m": "1514", "Bookmark": ", "Channel": "Security”, "ChannelText": “Security", "EventData": ™, "EventDataErr": null, "EventiD": 4634, "EventTime": "2025-07-24712:48:49.3322092", "EventType": "AUDIT_SUCCESS",...

@timestamp 24.07.2025 15:48:49
action disconnect

Mokasark Gonble

Puc. 47 — Ctpanuna "Co0biTusi". ChopMHUPOBaHHBIN CIHUCOK COOBITHI

PaboTa ¢ coObITUSIMU BK/TIOUAeT B ce0si Cie/IyroIiiye TpOoLeCChl:

1. Touck uHuupaeHta. Eciv pesynbTaT Moucka He faa pe3y/bTaTOB, TO CTAHOBSTCS JOCTYIHbI
cefyolye AeiCcTBUS:

o (Co3aHue UHLW/IEHTa;
e JlobaBneHue B UHIIW/IEHT.
2. DKCMOPT CIKMCKa COOBITHH.

Ipu paboTe ¢ COOBITHUSMU MOXKHO BOCITO/Ib30BaThCsI BCIIOMOTaTe/IbHBIMH UHCTPYMEHTaMH I/Isi aHa/Iki3a
COOBITUH:

e TIOMCK COOBITHIA;

e TIPOCMOTP COOBITHI 1O CHOPMUPOBAHHOM arperaiyy,
e HACTpoOWKa MJIOTHOCTU OTPUCOBKHU 3HaUeHU rpaduka;
e COPTHPOBKA COOBLITHIA;

e HacTpoiika Habopa nosel /st TabIMYHOTO BU/IA.

[TogpobHee cM. pa3jen «BcromorarebHble MHCTPYMEHTbI /I/Is1 aHaIKU3a COOBITH».

5.3.1 Mouck nHynaeHta
[1711 IoMiCKa MHLIWJIEHTa, K KOTOPOMY OTHOCHTCSI COOBITHE, BLITIOTHUATE C/IeyIOIHe IeHCTBUS:

1. B 3aBHCHMMOCTH OT BH/id, B KOTOPOM BBIITOIHSETCS [IPOCMOTP CITUCKA COOBITHI HAKMHUTE KHOIKY B
Tejie COOBITUSA:

[HencTeuna v o
. - €C/IA BKJ/IFOUeH KapTOUHBIN BUJ;

L - eC/IM BK/TIOUEH TaOIUYHBIN BU.

2. Bribepure nyHKT HaliTi uHIugeHT. OTKpOeTcs OKHO "CChIKK Ha MHLUAEHTHI" (cM. «Puc. 48»).



CcbIfIKKU Ha MHUWAEHTbI X
AHTneupyc — OBHapyxeHo BpegoHocHoe MO

Puc. 48 — CriucoK HaWGHHBIX UHIU/AEHTOB 10 COOBITHIO
3. 151 OTKPBITHS UHLMJeHTa HA)KMUTE Ha HY)KHYIO CCBLIKY.
5.3.1.1 Co3gaHue nHuuageHTa

[eiicTBUe OCTYITHO TOJIBKO TIOC/Ie BBINOMHEHHs AeiicTBus HallT UHITU/IeHT.
ITpumeuarue. IToOpobHee 06 uHyudeHMax cm. pasoen « HyudeHmbl».

IInardopma Pagap no3eossieT co3/1aTh MHIUAEHT HA OCHOBE ITO/I03PUTEIbHOTO COOBITHSI.
[I71s1 3TOTO BBITIOJIHUTE CJIeAyIOL[1e 1eHCTBUS:

1. B 3aBUCMMOCTH OT BH/id, B KOTOPOM BBIIOJ/IHSETCS [IPOCMOTP CITUCKA COOBITHI HAKMHUTE KHOIIKY B
Teje COObITUS:

Dencteua v o
o - €CJIA BKJ/IFOUeH KapTOYHBIN BUJ;

. " - eCJTH BKJTIOUEH TaOTMUHBIA BH/I.

2. Beibepure nyHkT Co3garh MHIUAEHT. OTKpoeTcsi OKHO BbIcTpoe co3paHue HHIUAEHTa (CM.
«Puc. 49»).

BbicTpoe co3gaHne UHUUOEHTa X

MpaBUno Koppenaummn

HazgaHue

YpoBeHL puUckKa

Puc. 49 — OkHo "bbicTpoe co3jaHne HHIM/EHTa"



3. BrinonHuTe B OKHe CiieflyIolue 1eiCTBUS:

e B Tmose [IpaBui0 KOppe/JsiliMU U3  BBINIAZIAIONIEr0 CIKMCKA BbIOEpUTe  TpaBU/Ia
KOPpeJISLIMK, Ha OCHOBE KOTOPOTo Oy/ieT co3/jaH UHLIU/IEeHT;

e B none Ha3Banue YKaXKUTE HAMMEHOBaHKWE MHIUEHTA,

e B 1oJie YpoBeHb pPHCKa BbibepuTe 11ppoBoe 0003HAUEHNEe YPOBHSI PUCKa CO3/aBaeMOro
WHIU/IeHTa.

4. Haxwmure KHOTKY Co34aTh.

5.3.1.2

[o6aBneHne co6bITUA B MHLUMAEHT

[elicTBUe OCTYITHO TOJILKO MOC/Ie BBINOJIHEeHUs JelcTBUs HauTh MHIU/IeHT.

ITpumeuarue. IToOpobHee 06 uHyudeHMax cm. pasoen « HYyudeHmbl».

Ilnardopma Papgap no3Bossier [J00aBUTh COOBITHE W/IM HECKOTBKO COOBITHM B Y)Ke CO3/IaHHBIN

VHLIW/IEHT.

7151 3TOr0 BBIMIOJIHUTE CJIeAYIOLe 1eHCTBUS:

1.

B 3aBHCHMOCTH OT BH/Ia, B KOTOPOM BBITIO/THSIETCSI IIPOCMOTP CIKMCKA COOBITHI Ha)KMUTE KHOITKY B
Teje COObITUS:

[JeAcTBua ‘ N
. | - eyt BK/IFOUEH KapTOYHbBIN BU[;

. " - eC/IM BK/IFOUEH Tab/IMUHbBIN BUI.

Beibepute nyHkT [lo6aBuTh K  HHOUAeHTY. OTKpoercsi OkHO BbIcTpoe  co3jaHme
uHOujeHTa (cM. «Puc. 50»).

[0o6aBuTb cobbITUA X

[MpaBuno Koppenaumm *

sshd: lNpeBbilleHo MakCUManbHOe KONMYeCcTBO NOMbITOK ay TEHTUGKHKaL WK

Bolbepute nHUMaeHT *

MNopo3spuTensHas akTMeHOCcTL Powershell

‘ OTmeHa ‘ Hobasutb

Puc. 50 — OkHo "[100aBUTH COOBITUA"

3. BrImonHUTe B OKHE Cliefiytolye AeHdCTBUS:

o B nose IlpaBuio Koppessiliuu 13 BbINaZAIOIIero Crycka BblOepUTe COOTBETCTBYIOLee
TIPaBWJIO0 KOPPeJISILIvY;



o B 1ose MHIUAEHT BoIOepHTe UHLMEHT, B KOTOPHIi OyzieT fobaBieHO coObITHe.
4. Haxwmwure kHOTKY Jlo6aBuTh. [Tocsie ycremntHoro no6aBneHust COOBITHSI B MHIUIEHT TiaTdopma
TIpeJi/IO’KUT BaM OTKPBITh COOTBETCTBYIOIIMN MHLIU/IEHT.
5.3.2  3JKcnopTt cnucka coobITUi

Ilnardpopma Pajgap m03BOJISIeT BBITPY3UThb CIUCOK COOBITHM B ¢haiin ¢dopmara CSV. [Ins 3Toro
BBITOJIHUTE C/ie/lyIoll1e [1eCTBUS:

1. CdopmupyiiTe CITMCOK COOBITHH.
L

2. HaXmuTe KHOMKY + M U3 BBINAJAKOLIEro CrMcKa BeloepuTe NyHKT JKcnopT B CSV.
3. YkKaxure MyTb [l COXpaHeHUs (aiina.

[TomuMo 3KcropTa ChOPMHUPOBAHHOTO CITUCKA COOLITHM, B IlaTdopMe AOCTyTeH 3KCTIOPT COOBITHH B
¢aiinbl popmara CSV Ha Bcro TyOUHY GUIbTparyu:

1. CdopmupyiiTe ClIMCOK COOBITHH.
L

2. HaXMuTe KHONKY « W M3 BBINAZAIOLIero CIIMCKa BbibepuTe MyHKT DKCIOPTHPOBATh.

Akenopt cobbiTuin B CSV X

MakcumansHoe KONu4ecTBO IKCNOPTUPYEMbIX COBbITUIA

179860 —

MakcrmanbHoe KONMMYecTBO COBbITUI B hanne

9999 —

() JKCNopTUpoBaThL BCe nonsa

Cbpocutb CkauaTb B CSV

Puc. 51 — OkHo "JkcnopTt codbiTuii B CSV"

3. Hacrpoiite B OKHe TTapaMeTphl IKCIIOpTa:

e MakcumasibHOe KO/IMYEeCTBO 3KCIOPTHPYEMBIX COOBITHH — YyKa)kuTe KOJMUeCcTBO
CoOBITHI, KOTOpPOEe Bbl XOTUTe 3KCMOPTUPOBaTh. B mose aBTOMaTHuecku oToOpakaercs
MaKCHUMaJTbHOE YHC/I0 COOBITHM, BbIBEJIEHHBIX TI0 IPUMEHEHHOMY (UITBTPY;

Ilpumeuanue: yem Oosbllle 3HaYeHWe, TeM [ofblie OyJeT BBLIMOIHATHCS OIeparys
5KCropTa.

e MakcumaibHOe KOJTHUEeCTBO COOBITHI B (paiiie — YKa)KUTe MaKCHMMalbHOe KOJTMUEeCTBO
CoOBITHM, KOTOpPOEe OY/IeT BRITPY>KEHO B OJJUH (haiisl.

IIpumeuanue: ueM OoJsibllle 3HaueHHe, TeM oObeMHel Oyzer daitn. OrpaHuueHue: He
6onee 100000 3ammceii B oauH aiis.



e JKCIOPTHPOBATh BCE MOJISI — TNPU HEOOXOAMMOCTH BK/IIOUHTE 3KCIIOPT BCEX TIOJIeH
cobbiTus B (atin. Ecv onius BBIK/IFOUEHA, TO OyJeT BBITOJHEH KCIOPT TOJBKO TeX
MoJied, KOTOpble HACTPOeHbl /i1 OToOpakeHWss B TabiuuHoM  Buge  (CM.
pa3zen «Hacrpotika Habopa moei st TaOTMUHOT0 BU/IA»).

4. Haxwmure kHormky Ckauatb B CSV. HauHeTcs mpoliecc 3KCIOpTa, KOTOPbIM MOJKET 3aHSThb
HeKoTopoe Bpemsi. [lo XoAy BbINOJIHEHUs orepalu OyayT (GopMHUpOBaTbCS U aBTOMATHUeCKH
CKauMBaThCs (aiyibl ¢ coObITUSIMH. Paliyibl 3aroHSIOTCS B COOTBETCTBHUM C TIPUMEHEHHOMN
GbunbTpalyen: OT MepBOro COOBITHS B CIIMCKE K MOC/IeTHEMY.

5.3.3 BcnomorartesibHble MHCTPYMEHTbI 411 aHa/IM3a coObITUN
5.3.3.1 Mouck cobbITuii

IIpumeuanue: HauuHas cC Bepcuu 3.7.0 B Ilnardpopme Pamap 3ameHeHa TIIOMCKOBasi CHCTeMa
c ElasticSearch Ha OpenSearch. TIInardopma Pazmap 103BoJ/IIeT HMCKAaTh KOHKPETHBIE COOBITHS TI0
3HaueHUsIM Tosied. [Ipy 3TOM COXpaHWIACh BO3MOKHOCTh HMCIIO/b30BaTh B CTPOKE TIOMCKA CUHTAKCHC
CTPOKOBOTO 1oucka Lucene.

[y IorcKa COOBITHI yKa)KUTe HeoOX0[MMOe 3HaueHHe WM BbIpaKeHHe B CTPOKe MOHMCKa. Pe3ysbTaThbl
TOMCKa BBIBOZSITCSI aBTOMaTHUUeCKH 10 Mepe 3aro/IHeHusI T0JIsl.

IIpumep 1. Tlomck Bcex coOBITHIA, B KOTOpBIX Tioje elastic_key umeer 3Hauenuwe '"Pa3obpaHo"
(cm. «Puc. 52»).

Cunrakcuc elastic_key: (parsed).

— elastic_key: (parsed) B CoptupoBka ¢8 Habop noneid & BbiGpaThk HECKONLKO
d: AAAAAGY T2ItDRKTERh/iJdNk35NfcQJx1 OdewcTBua v
@timestamp @ Q %k 08.04.2024 02:44:11
event.logsource.host @ Q@ % 172.30.254.155:9992

[— elastic_key @ Q %k parsed
epoch @ Q %k 1712576651792
event.logsource.application @ Q %k parsed
event.logsource.input ® & % 1514-microsoft_windows_eventlog

AGYT2IvCJ+3ZFfhcbybdgDKmc6CI OercTBua v
@timestamp @ Q %k 08.04.2024 02:44:11
event.logsource.host @ Q %k 172.30.254.155:9992

L—  elastic_key @ Q %k parsed

epoct @ @ k 1712576651.792

event.logsource.application @ Q %k parsed

event.logsource.input 1514-microsoft_windows_eventlog
g

Puc. 52 — ITouck Bcex coObITHIA, B KOTOPBIX moJie elastic_key nmeer 3Hauenue "Pa3o6paHo”

Ilpumep 2. TlowcKk BceX COOBITHH, B KOTOpPBIX ToJie elastic_key uMeeT 3HaueHHWe OTIMYHOE OT
"Pa3zobpaHo" (cM. «Puc. 53»).


https://all.docs.genesys.com/PEC-IWD/Current/Administrator/IWDQueries
https://all.docs.genesys.com/PEC-IWD/Current/Administrator/IWDQueries

Cunrakcuc: elastic_key: (NOT parsed)

wit: 831098 K 1-20

— elastic_key: (NOT p Coprtuposka ¢ Habop noneit v BbibpaTb HECKONBbKO

@Q *x

@ Q *
— tic_ke @@ % error
@ Q *x

File "<frozen
g a name for object

k (most recent call last): File "<frozen termite.daemon.worker>", line 364, in _process_events File "<fr
ine>", line 69, in parse File "<frozen termite.parsers.json_parser>", line 28, in parse rapidjson.JSONDe:

@ @ % 1514-microsoft_windows_eventlog

@ @ %k AAAAAGYhIKEXpLOT+EEUIuk

@ @ % AAAAAGYHIKEXpLOT+

@ Q % {'rs_colle

microsoft_wi

5""rs_relay_fqdn":"172.30.254.169","rs_relay_ip":"172.30.254.162","rs_collector_ts":"2024-04-18T16:31:13.073681+03:00""_rs_module":*1514-

@Q *
[CYOR 3
@ Q % detect
— { @ @ % normalized

@ Q % 1713447072.324
Puc. 53 — ITouck Bcex co0bITHIA, B KOTOPBIX noJie elastic_key nmeeT 3Hauenue otimuHoe ot "Pa3obpaHo”

IIpumep 3. [Torck N0 KOHKPETHOMY 3HaueHU!O MoJisl (CM. «Puc. 54»).

CobbiTe: 1, nokasaHo 1-1

AAAAAGYhJIrxHUWzqY 3i2p6mx31fkitnu B Coptupoeka ¢® Habop noneid ~¢ BblBpaTh HECKOMBKO
id: AAAAAGYhJrxHUWzqY 3i2p6mx31fkitnu | CobbiTe HopManusoBaHo LOencteusa v
@timestamp ® Q %k 18.04.2024 04:57:10
event.logsource.host @ @ %k 172.30.254.155:9992

MokasaTb 6onblie v

20 / cTpaHuua

Puc. 54 — IToucK N0 KOHKPETHOMY 3HAYEHUI0
5.3.3.2 pocmoTp co6bITUII N0 chopMUPOBAHHON arperauum

ITnardopma Papap 1o3BosisieT MpoCMaTpUBaTh COOBITHS, AAHHBIE TI0 KOTOPLIM ObUTH C(HOPMUPOBAHBI TI0
pe3yJibTaTy arperalyu.

HOns  sToro HacTpoiTe arperaiuu (cM. pasjen «/lobaBreHue arperalyu») Y HaXMWUTe Ha
COOTBETCTBYIOIIYIO CCBINIKY B Tab/vile pe3ynbTaToB (CM. «Puc. 55»).




-idterms CCbUIKM Ha CTPaHULY NPOCMOTPa BblGpaHHOro co6bITHA

_id doc_count elastic_key__terms @timestamp__avg
elastic_key doc_count value
ADGgCMWyYTKGMMsnMHADPsiegwLyWdvWZ 1
normalized 1 1711026709729
elastic_key doc_count value
ADKChBKQqpkUxplmbdxrucbpQAEGLLNO 1
error 1 1711026757794

elastic_key doc_count value
AFVeWLpkrededbQufeRekTOQWSigoQtK 1

Puc. 55 — IIpocMoTp pe3y/ibTaTOB arperanyu

[Tpousoiiger mepexon Ha crpanuily "CoOwiTusi", rae B ycioBusx (uabTparuu OyzaeT TNpuMeHeH
COOTBETCTBYIOLLIMH 3arpoc.

5.3.3.3 HacTpoiika NJIOTHOCTM OTPUCOBKMU NOTOKA COOLITUIA

[Tpy He0OXOAMMOCTH BbI MOYKeTe 3a/laTh MJIOTHOCTh OTPUCOBKH TOTOKA COOBITHI Ha rpaduke. [I0CTyIHEI
c/leiyroliye 3HaueHust:

e TIO TrOJAM;

e 10 MeCsIaM;

e TIO JHSM;

e 10 yacaM: 10 TPH yaca, 1o OJHOMY uacy;

e 10 MUHYTaM: M0 TPU/LIaTh MUHYT, 10 1€CATh MUHYT, 110 OZJHOH MUHYTE;
e TI0 CeKyH/aM.

[ v3MeHeHUs TIJIOTHOCTM OTPUCOBKM B TIpaBOM BepxHeM yriy rpaduka "TIoTok cobbiThii" u3
BBITIA/IAI0IIIETO CITMCKA BbIOepuTe HeobxoauMoe 3HaueHue (cM. «Puc. 56»).



HacTpo#ika nnoTHoCcTH

Mo gHAm —

MoTok cobbiTui, 18 aue. (06:06:05) - 18 anp. (06:06:05)

60,000

20,000

. IIIIIIIII
22 a 5

29 Des 8 15 22 2Map

MoTok cobbITWiA, 18 AHE. (06:08:08) - 18 anp. (06:08:08) Mo Hepenam —

400,000

200,000

100,000

— I . I . I . I . —
8 15 22 29

22 29 oes a 15 22 2Map Anp 8 15

Puc. 56 — HacTpoiika I/I0THOCTH OTPHUCOBKH MOTOKA COOBITUI

5.3.3.4 CopTtupoBKa co6bITWiA

[TnaT¢opma 1o3BoJsieT COPTUPOBATH MOPSII0K COOBITHIA B CITUCKE M0 3HAUeHHUSIM BbIOPAHHBIX TT0JIEH.

Ona  sroro Haxmure KHONKy CopTMpoBKa. OTKpOeTcs OKHO  HAaCTPOMKM  COPTHMPOBKHU
(cMm. «Puc. 57»).



CobbiTuin: 17 , nokasaHo 1- 17

EH Coptvpoeka ¢ HaBop nonen ¢ BobiBpaTb HECKONLKO

BbibpaHHbIe nona

_id: AAAAAGX00CASDZCnhb3gQ3HPOrBZp4Ef | CobkiTe HOpManu3oBaHo @timestamp v l DeiicTBua
_id ~ 1
@timestamp ® Q@ &k 17.04.2024 17:28:36 Bce nona
event.logsource.host ® Q@ *k 172.30.254.68:9992
Mokasatb bonblwe v .
_index
access
action

application.name keyword

_id: AAAAAGX0ODbT 2gMnWYJVDmfg68/aS9wk | CobbiTve HopManusosaHo HeiicTBya v

createdTimeMs

elastic_key

@timestamp & Q@ *k 17.04.2024 11:28:36 epoch

event.logsource.host & @ & 172.30.254.68:9992

MNokasatb 6onblue v

Puc. 57 — HacTpoiika COpTHPOBKH CIMCKA COOBITHIA

17151 HACTPOMKU COPTHMPOBKM BOCIIO/Ib3YWUTECh C/IeAYIOIIMMHY TIPUeMaMu:

e i BbIOOpA TmMoOsied, TO0 KOTOpPbIM Oy/eT BBIMOMHATHCS COPTUPOBKA, YCTaHOBUTe ¢uiark B
COOTBETCTBYHOLLIUX MOJISIX;

e COPTHPOBKA BBITIOJIHSETCS B TIOPsiiKe Ao0aByieHus mosied. [jist h3MeHeHUs TopsiZika COPTUPOBKU
WCIIO/b3yHTe KHOTIKU . v;
e /I [10JIeM, 0 KOTOPBIM BBITIOJIHSETCS] COPTUPOBKA, MOYKHO 3a/1aTh HarpaB/ieHWe COPTUPOBKH:
e | - OT IIOC/IEAHErO K IIepBOMY;,

e 1 - 0T IEpPBOro K MOC/eJHEMY.
5.3.3.5 HacTtpoiika Ha6opa nonein Ana TabnnUHOro Buga
Inst TabnMMUHOrO BHZA CIHMCKA COOBITHH BbI MOXKETe€ HACTPOUTh HaOOp mosei s oToOpakeHUs B
Tabnmie.
J17151 3TOTO BK/IHOUKTE TaG/IMUHbINA BHJ| 110 KHOTKe -
"Bri6op Habopa mosteir” (cM. «Puc. 58»).

Y HakmuTe KHOTIKY HaGop mosteit. OTKpoeTcst OKHO



Bui6op Habopa nonei X

B @timestamp ooV
event.logsource.host ~ov
elastic_key ~oV
action v

_doc_count

_id

_index

_source

epoch

arrnr

Puc. 58 — OkHo "Bbi6op HaGopa moseii”

B okHe BbINOHUTE CrieytoIIUe JeiCTBUS:

1. Boeibepute mosisi, uH(MOPMAIMIO IO KOTOPBIM HeOOXOAMMO OTOOpa3uTh B TAaOMMYHOM BH/IE,

yCTaHOBUB COOTBETCTBYHOIIIME (Iaru.
2. HacTpoiiTe nops0K CTON6I0B TaBIML[BI C TOMOLTBIO KHOMOK © /.

3. Haxwmure kHOMKy IIpyMeHUTb.



6. NHunpgeHTbl b
6.1 MHUUAEHTDbI

6.1.1 OO6wue gaHHble

Ilnardopma Papap npenocrasisier 60/bLION HAaOOP WHCTPYMEHTOB Jijisi aBTOMAaTH3allUud IPOLIECCOB
cbopa, 06pabOTKM W KOppensiyy CcOoObITUH MH(OPMAI[MOHHONW 0e30MacCHOCTH C IIe/IbI0 BBISBJIEHUS
uHIMAeHToB VB 1 opraHy3aliy pearupoBaHuUs Ha HUX.

Co0ObiTHe uHoOpMaHOHHON 0Oe3omacHocTH (information security event) — uAeHTH(PUIIMPOBaHHOE
TIOsIB/IEHWE OTIpe/le/IeHHOT0 COCTOSIHUSI CUCTEMbI, CepPBHMCAa WM CeTH, yKa3bIBAaIOL[ETO Ha BO3MOXKHOE
HapyieHWe TOJUTUKA Vb unM 0TKa3 3alUTHbIX Mep, WM BO3HUKHOBEHHWE HEW3BeCTHOW paHee
CUTyaLUH, KOTOpasi MO>XKeT UMeTh OTHOLIIeHe K 6e30TMacHOCTH.

WHCTpyMeHTBl 10 aHamM3y CoObITHA HMH(OPMAIMOHHOW 6e30MmacHOCTH TIOAPOOHO pPacCMOTPeHBI B
pazzene «CoObITHSI».

Nuuugent uHdopMaiuoHHoi 6e3onacHoctH (information security incident) — mosiByieHre 0JHOTO WX
HECKOJIbKUX HeXKe/aTe/bHbIX WM HeoXXHJaHHbIX coObITuii VB, ¢ KOTOpBIMM CBsi3aHa 3HAuWTe/bHast
BEPOSITHOCTh KOMITPOMETAI[Ui OM3Hec-orepanuii U co3zianus yrpo3sl Ub.

ITpu pabore c unugeHTamMu b nyiaTgopma aBTOMaTU3UPYET PsiJ| IPOLIECCOB:
e Ouenky cobbituii Ib v puHSTHE pellieHus: SB/SeTCs M JaHHOe coObITHe nHIuAeHToM UB.
o OmnosgeljeHre 0 BO3HUKHOBeHUU UHLMAeHTa VIb 1 Ha3HaueHWe VHLIUeHTa onepaTopy.
e VccnepmoBaHue MHLMZEHTA U TIPUHATHE PELLeHUs M0 pe3y/bTaTaM UCCIel0BaHuUs.

WHLuaeHT Bceria OTHOCKTCS K aKTHBY, HA KOTOPOM OH BbIsIB/IeH. 3HAUMMOCTh aKTUBa B MHPPACTPYKType
HarpsiMyo B/IMSIET Ha OLIEHKY YrpO3bl MHLIUIeHTa. [l OLleHKH YTrpo3bl UHLIUAEHTa MOYKHO MCII0/Ib30BaTh
HEeCKOJIbKO [apamMeTpoB:

CpouHOCTh. 3HaueHUWe CK/IaZIbIBaeTCsi U3 YPOBHS '"3HAUMMOCTU'" aKTHBa, Ha KOTOPOM ObLT BBISB/IEH
VHLIW/JIEHT U YPOBHSI PUCKa, TIPUCBOEHHOMY MHIMEeHTY. Ha mapameTp Takke BIUsieT ceTeBasi BUIUMOCTb
aKTHBA U TO, HA CKOJILKO UHI[U/IEHT ObLJT IPOCPOYEH.

YpoBenb pucka. LludppoBoe o603HaueHHe yPOBHS yTPO3bl, TIPUCBOEHHOMY WHIU/EHTY.
B nnardopme WHLUAEHT NPUHAJJIEXKUT K OJJHOM U3 TpeX KaTeropuii:

e HapylleHHe TIOJUTHUKH — 3TO HACTYIUIeHHe YC/IO0BHM, HapyIIAIOIIMX TMOJUTHUKY 0e30macHOCTH
9KCTI/TyaTal[ui akTHBa (3aJyMaHHYIO C/T1y>K00i 6e301acHOCTH);

e (CeTeBasd daHOMaJ/IMA — dKTUB TIPOSBJIAET CeTEBYHO dKTUBHOCTBL, KOTODYIO IMPOSABJIATE HE JO/DKEH;

e VA3BUMOCTb — Yy 3JIOYMBILIJIEHHUKA €CTh BO3MOXKHOCTh TIOJyUHUTh KOHTPO/b (TTOMHBIA WM
YaCTUYHbIN) HaJl aKTUBOM.

Cragust 00pabOTKM MHIM/IeHTa Ha3bIBaeTCsl CTaTyC. B rmardopme MCIIOMB3YIOTCS CleyIOIIe CTaTyChl
VHLIW/EHTOB!

e [IIP HoBblii — CTaTyC MpPUCBAaMBAeTCS BHE OCHOBHOTO pabouero rmporiecca, Harmpumep [jis
TeCcTUpoBaHus. VIHILIWJEHT B JaHHOM CTaTycCe BH/ieH TOJIbKO B MHTepdelice aAMUHUCTPATOPa;



e HoBslIii — cTaTyC IpUCBanuBaeTCs, KOT/Ia UHIUEHT ObLT CO3/1aH BPYUHYHO UM aBTOMaTHUeCKU;

e Ha3HaueH — cTaTyc TpUCBavBaeTCsl, KOTJa WHIWIEHT Tepefaid B pPabOTy KOHKPETHOMY
T10J1b30BaTe/IF0 WX IPyMIie [0/1b30Baresel;

e B pabore — cTaTyC NpuCBavBaeTCs, KOrJa I10/Ib30BaTe/lb, HA KOTOPOrO Ha3HAUW/IM WHIIU/EHT,
HayvaJ pacc/e/loBaHUe UHLIU/EHTa;

e 3anpomeHa uHdopManusa — o00paboTKa HWHIMEHTa ITPUOCTAaHOBJ/IEHA, WCIIOTHUTE/EM Oblia
3ampolleHa JOMO/THUTe/IbHast UH(pOpMaLs;

e O)XujJaeT TPOBEPKH — /i1 WCIpaB/leHWs WHLWZEHTa TpUMeHeHbl KOHTPMephl, TpelyeTcs
TIpOBepKa CO CTOPOHBI KOMIIETEHTHOT O JIMLa;

e PHCK NPUHAT — CO CTOPOHBI KOMIIETEHTHOTO JiMija ObUIO TPUHSTO PpeIIeHHs] OTKA3aTbCsi OT
JlaTbHeNIIero pacc/ieOBaHusl UHLIUIEHTa;

e 3aKpbIT — pabOThI M0 pacc/iel0BaHUIO UHIUIEHTA 3aBepIIIeHbI;
e HepelicTBUTe/BLHBIN — UHI[UAEHT OBIT CO3/1aH 110 OLIMOKe, 3aKphIT Oe3 pa3bopa.

ITporiecc n3MeHeHUs CTa UK 00pabOTKH MHIIM/[eHTa MPHBeZieH Ha «Puc. 59».

MHdopMaLus npoBepKu

HoBbin =3 HasHaueHo P B pabore E—> 3anpoweka > Oxnpaer PUCK NPUHAT =3 3akpbIT
\.

>
>

Puc. 59 - Ilponjecc u13MeHeHHUsI CTAaTyCOB UHLUAEHTOB

B mnnatdopme Kax/blii WHLIUJEHT Bcerja MPUHAAJIEXUT K OrpejesleHHOMY THWIy WHLMJeHTa. THuIbl
WHIW/IEHTOB 3TO CBeJIeHUs O YSI3BUMOCTH, HapYIIIeHU! TOJIUTUKY, AHOMAJTbHOW CeTeBON aKTUBHOCTH 0e3
TIPUBSI3KU K aKTUBY (TT0IpoOHee CM. pa3zient « TUIlbl UHIUEHTOB ).

Cxoke WHLUAEHTHl MOXXHO OObeAMHUTb B TPYIMbI, @ MX 3aTeM Ha3HAUWTh II0/b30BaTeIsiM. JTO
yhpolllaeT yrpaB/ieHHe Ha3HaueHWeM WHLMJEHTOB COTPYAHUKaM U T03BOJISIeT BBINOIHATh MacCOBbIe
oriepaLyy HaJ, UHL[UIeHTaMU yepe3 rpyIrbl (oipo6Hee cM. pa3zen «['DyIIibl HHIUIEHTOB).

WHILUAEeHTHl MOTYT XPaHUTD JTFOOYIO OTIO/THUTE/IbHY0 UH(POPMaIHio, 00aB/IsieMyt0 K UHI[UAEeHTaM Kak
B IIpOL[ecce WX CO3[aHusl MpaBW/IaMHM KOppessluM, TaK M B IpolLiecce pacc/ie/joBaHUsl OreparopaMu
(mozmpobHee cM. pa3zen «onoMHUTETbHEIE TI0JIS»).

IInardopma Papap no3BossieT OTHpaBiATh  [POUCLIECTBUS,, BbISIBJI€HHble B KPUTHYECKOMH
nHpopmauoHHoi  uH¢pactpyktype (KMW)  Poccuiickoii ~ @efepan, B HalMOHA/IbHbIN
KOODJMHALIMIOHHBINA LIEHTP TI0 KOMIIbIOTePHBIM MHLWZEHTaM (roApobHee cM. paszen «[IpowciiecTBrs Ha

OTMPAaBKY»).

Pabota c HWHIWJEeHTaMU BK/IFOUdeT B cebs cdleayromue 1rponeccor:



«Co371aH1e UHLWIeHTa».

«IIpocMOTp UHLIUJIEHTA».

«Ha3HaueHuve UHIUEHTa».

«/I3MeHeHMe cTaTyca UHLIMJIEHTa».

«,HO6EIBJ'I€HH€ KOMMEHTApUA K MHIITUAEHTY».

«PeakTHpOBaHK e MHLIMIEHTA.

«IIpoCMOTp MCTOPUU U3MEHEHUS UHLIMJEHTA».

S A R e

«¥Y majieHye UHIUAeHTa».

Il pabotel ¢ nHLAeHTamu Vb nepetiaute B pasgen UHnuaeHTl — VHIUAeHTHI (CM. «Puc. 60»).
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& 0.07 Q.5 MHOXECTBEHHBIE HEYAAYHBIE NONBITKA. .. QxXWpaeT NpoBepK localhost 14:28:52 05.09.2024 MHOKECTBEHHBIE HEYAAYHBIE... 13:48:42 09.09.2024

& 0.07 0.5 MS-WIN - [InA y4eTHOR 3anncH ycTaHosNe., pabor localhost 4:37:16 05.09.2024 MS-WIN - [nA yu 0 3aNMcK 10:56:31 09.09.2024

& 0.82 8 MHOMECTBEHHBIE HEYAAYHBIE NOMNBITKW. Hoabin and-x.pgr.loc 14:55:15 03.09.2024 MHOMECTBEHHbIE HEY1aUYHbIE. 14:37:13 05.09.2024

10/ cTpaHuLa

©

Puc. 60 — Pa3pen "VIHiuaeHTH1 "

B pasgesne orobpaxaeTcs ciieyroijasi ”HpopMaryst 00 UHIU/eHTax:
e CpouHoCTB — 11BeTOBOE ¥ 1[M(POBOe 0003HaUEHWe CPOUHOCTH UHLIW/IEHTa;
o Ha3Banue — HavMeHOBaHKe UHLV/E€HTa;
o Crartyc — COCTOsSIHUe UHLU/IeHTa;
o Co3paHo — fara ¥ BpeMs CO3/,aHYs UHLU/eHTa;
e YpoBeHb pucKa — [idpoBoe 0603HaUeHHe YPOBHS YIPO3bl, IPUCBOEHHOTO UHIU/IEHTY;
e ID — upenTudUKaTOpP UHIUJEHTA;
e Tumn MHIMJEHTa — HaMMEeHOBaHKe TUIa UHLIU/EHTa;
e I'pynma UHIMAEHTOB — HAUMEHOBaHUe TPYMIbI MHLMAEHTOB, B KOTOPYIO0 BXOAWUT UHLIUJEHT;
e AKTHB — HaUMEHOBaHVe aKTHBAa, Ha KOTOPOM BbISIBJIEH UHLU/|EHT;

o IlocnepHee mpouciecTBUe — jaTa U BpeMsl M10C/IeHEr0 MPOUCIIECTBUS, 3a)UKCUPOBAHHOTO 110
VHLU/IEHTY;

e Kon-Bo npouciecTBHii — KOMMYECTBO MPOMCIIECTBUM, 3a()MKCHPOBaHHbBIX B UHLIU/IEHTE;
e Ko/1-Bo NOBTOPHBIX OTKPBITHH — KOJIMUECTBO TIOBTOPHBIX OTKPLITUM UHLIW/EHTa;
o TIlonb3oBarenb — HaMMeHOBaHUe I0/1b30BaTeIs], Ha3HAYeHHOT 0 Ha pa3bop MHLIMZEHTa;

o I'pynma mosnb3oBaTeseil — HavMeHOBaHWe TPYIIBI T0/Ib30BaTe/ieid, Ha3HaUeHHOW Ha pa3bop
VHIU/IeHTa;



e OOHOB/IEHO — /]aTa ¥ BPeMs1 U3MeHeHUsT UHPOPMaI[uu 00 UHIUIEHTE;

. KaTeroan— HaMMeHOBdHHE KaTeropum, K KOTOpOf/’I OTHOCUTCA HWHIHAEHT: HapyIllleHune
MOJIMTHUKH, CeTeBasd aHOMAJ/IUA, YA3BUMOCTD;

e OKcIlyaTHpyeTCsl y/a/leHHO — NIPU3HAaK, BO3MOJKHA JIU Y/a/leHHasl SKCIlTyaTalusi ysi3BUMOCTHU:
[ia, HeT;

e Pe3ynbTaT aHa/iu3a — pe3y/bTaT aHa/M3a UHL[AJEeHTa.
6.1.2 Co3paHue MHUMaeHTa
COB,II[EIHI/IE HHIIM/JeHTa MO>XHO BBITTIO/THUTH HECKOJIbBKMMH criocobamu:

1. Bpyunyto u3 pasgena UHIMAEHTHI.

2. Tlpu aHamu3e cobbiThil VB (cM. pa3zen «[IouCcK WHIMAEeHTa

,Z[J'IH TIONCKa MHIJUAE€HTa, K KOTOPOMY OTHOCHUTCHA CO6bITI/Ie, BBITIOJTHHUTE C/IeAYHOLIe AEﬁCTBHHZ

3. B 3aBUCHMOCTH OT BH/]a, B KOTOPOM BBITIO/THSIETCSI TIPOCMOTP CITHCKA COOBITHH HA)KMUTE KHOIIKY B
Teje COObITUS:

HencTeuna v

! = eCJIM BK/IFOYEeH KapTOquIﬁ BU;

. " - eC/Iv BK/IFOUEH TaO/TMUHbBIN BUI.

4. Broibepute nyHKT Haiityi mHOEAeHT. OTKpoeTcst oKHO "CChUIKA Ha MHIUAEHTHI" (M. «Puc. 48»).
CcCbINKU Ha UHUMAEHTbI X
AHTUBUPYC — OBHapyxeHo BpegoHocHoe MO

Puc. 48 — CriucoK HaWAEHHBIX HHIUEHTOB 10 COOBITHIO

4. [l OTKPBITHUS UHL[M/IeHTa HA)KMUTE Ha HY>KHYIO CCBUIKY.
3. Co3paHue WHLIUEHTa» ).

4. Tlpu anam3e "cpaboTok" mpaBmsia Koppessuu (CM. pasgen «MaccoBoe M3MeHeHHe HacTPOeK
NIpaBWJI KOPPe/IsalUU

1. TlepeiiguTe B TabMMuHOe Tpe/icTaBIeHKe pa3/esa.
2. Broibepute mpaBu/ia KOppessiliuM, YCTaHOBHUB COOTBETCTBYHOLIHe (h/iary.

3. Haxmure KHOIIKY YcTaHOBUTh 3HAUEHMS. OTKPOQTCH OKHO YCTAaHOBUTh 3HaueHHs
(cm. «Puc. 157»).



YcTaHOBUTb 3HaYeHUs X

MakcumanbHoe konnyecTeo cpaboTok  3a WHTepBan (cekyHa)

0 -+ 0 +

MakcumansHoe 3HadeHue namaTtm (M)

0 +

Puc. 157 — OkHO "Y cTaHOBHTH 3HaUYeHH "

4. YcraHOBUTe HEOOXOAUMbBIE OTPAHUYEHMS:

e B mose MakcuMa/ibHOEe KOJHYECTBO CpaloToK u B mosie 3a WMHTEpPBa (CeKyHJ)
YKa)KUTe MaKCHMaslbHOe KOM4YecTBO 'cpaboTok', KoTopoe Oy[eT perucTpupoBaThCs 3a
Mepuo/i BpeMeHY;

e B mojsie MakcumasibHOe 3HaueHHe mamsaTH (M0) yKakuTe MaKCUMa/bHBIA ZOTYCTUMBIN
00beM TaMsITH, KOTOPBIA MOKET UCTIO/IH30BaTh TIPABUIIO.

IIpumeuanue: /151 CHATHS OrpaHUYeHni ykaxure "0".

5. Haxmute kHONKY COXpaHWUTh. YKa3aHHbIe rapameTpbl OyyT TIpUMeHeHbI KO BCeM BbIOPAHHBIM
rpaBuiaM KOpPpeJsLUH.

5. /[leiicTBus Haj pe3ysbTaTaMu CpabOTOK MpaBUIa»).

6. ABTOMAaTHUeCKH, TI0 pe3y/bTaTaM paboThl CIeYIOMUX MeXaHU3MOB:

e paboThI NpaBUI KOppemsuuu (CM. paszen «[IpaBuia KOppemsiym»);

e Tmipu paboTe CO CKaHepoM ys3BUMOCTeM (cM. pa3gen «HauHuTe mporiecc yjaneHUs
ceteBoro uHTep(elica uepe3 «yHHBepCajbHble TaOMMLIbI» WIA HWHCTPYMEHT «OOKOBast

IIaHeJIb».
1. TloaTBepauTe yjaneHWe B OTKPBIBIIIEMCS OKHe.
2. CeteBoii uHTepdeiic OyaeT yaneH 13 MaaTGopmebl.
e Pe3ynbTaThl CKAHUPOBAHUSI»);

e TIPU KOHTPOJIE YCTAHOBJEHHOTO TPOTPaMMHOr0 obecrieueHus: (cM. paszgen «HaGopbl
MpaBua COOTBeTCTBUS [1O»).

Hnst co3ganusi MHLMeHTa BDYUHYHO BBITIOJIHUTE C/IeAYHOIIUe 1elCTBUS:



1. Tlepeligute B pa3men VHnugentbl — VHOugeHTbl U HaxMuTe KHOMKY Co3gatb. OTKpoercs
tdopma "Co3panue uHiuaeHTa" (cM. «Puc. 61» u «Puc. 62»).

Co3paHue MHUMAeHTa CopocuTs Cospatb
Tun HUMaeHTa AKTKB

MHOeCTBEHHbIE HeyaayHbIe NoMbLITKM BXoAa Ha OOHOM yane stand-x.pgr.local
HasBaHue nHUMaeHTa YpoBeHb pUcka

MHOXeCTBEHHbIE HEYAa4YHbIE NOMbLITKM BX0Aa Ha OQHOM y3ne 2 -+
Kateropus
(® HapyweHwe NonuTuKn CeTeBas aHOManus YA3BMMOCTb

PesynbTar aHanuza @

BHYTpeHHEE NpUMEYaHUE

Mpynna UHUWOEHTOB

Ipynna "MHoXeCcTBEeHHble HeyaaYHble NoNkITKK BXoaa”

Puc. 61 — Cosganue nHujenta. O0mume cBejeHHsa



Moapo6HOCTH NO TUNY MHUMAEHTA
Ceopka

OavH yenesoi ysen coobLyaeT 0 NPesbILeHUA YCTIHOBNEHHOMO NPEAENa KONMYECTBa OWKBOK BXOAA B CUCTEMY NOA PA3NUYHLIMK UMEHAMM NONL3OBATENA,

Onucaune

OBHapyXeHo N UEHWE YCTAHOBNEHHOrO NPEAENa KONMYeCTsa
nONbITKY HbIX AaHHbIX NONb3OBATENS B LIENEBOR CH
PACWMOPOBAHHBIX KIHOYER 1 T, A,

MBOK BXOAa B CUCTEMY C OA)
aMe MeToaoM Noabopa. ATa

0 Y3Na-UCTONHUKE NOA PA3NUYHBIMU MMEHAMM NMONb30BATENEN. BONBLIOE KONMYECTBO TaKUX OLWNBOK MOXET yKasbligaTb Ha
METOAOM Noabopa NpeanonaraeT NoUCK PeleHns NyTem NOCTORHHOrO Nepebopa MHOXECTBA BOIMOXHbIX BAPHMAHTOB Naponed,

MNocneacTBUA Peanu3oBaHHON yrposbl

MHOXECTBEHHbIE OWMBKWU ayTeHTUOUKALIMN MOTYT YKa3biBaTh Ha NONbITKY B3NOMAa YYeTHOM 3anucK. Puck 6yaeT 3aBuceTb OT MCTOMHUKA BXOAA B CUCTEMy. B cnyyae ycnexa 3anoymbiluneHHnKa Hanbonee onacHbIMIU ABNAIOTCR
CReAyIoLmMe PUCKH:

* PackpbiTie UHGOPMaLUK: YR3BMMOCTD, KOTOPaR MOXET NPUBECTY K PACKPbITHIO YYETHbIX AaHHbIX XepTebl. B peaynstare kubepnpecTynHUK MOXET NONYYUTL ASACTBUTENbHbIE YYETHLIE aHHbIE NONL30BATENSA, @ C UX NOMOLLLIO
AOCTYN K KOHPUAEHLMANLHO! MHGOPMaLUK,
* MNosbilweHue 3

OrO KOHTEHTa WK CNaMa, a TaKXe NepeHanpaBneHne OMEHOB Ha CTPaHMLb! C BPEAOH
INOK
HbIX AaHHbIX 1A NPOAAXM TPETLUM CTOPOHAM.

KOHTEHTOM U BblAaYa Ce6f 33 BNaReNbUes YUeTHbIX 3aNUCe C Lienbio pacnpoc

AHEHUS GNbLIMBOTO

* C6op yuer

PeKOMeHAAUMM 11O YCTPaHEHMIO Yrposbl

UBUPYCHOM NPOrPaMMbl Ha NPEAMET HANWYUS YIPO3 W YCTPAHITE WX B CNYYae BLIRBNEHNS,
rO Ha NPEAMET B3NOM.
epbTe NONUTUKY BpaHamMayapa, 4Tobbl yEeaUTLCA, YTO AOCTYN KO BHYTPEHHUM CUCTEMAM MOXHO NOMYYUTL TONLKO C IP-aApecoB AOBEPeHHbIX AUana3oHOB.

AETCH BHYTP:
*Ecnuy TOUHMK ABNACTCS BHEWHAM

PeKOMEH/aLMM N0 YMEHBUIEHVIO pUCKa

MpodunakTuka yrpossl apdekTUsHee, Yem ycTpaHeHue ee nocneacTeunit. [lanee npuseseH CNMCOK OCHOBHbIX PEKOMEHAALWA NO NOBbLILWEHWO 6e30NacHOCTU CUCTEeMBI:

Gy/ATE MX MCTIONb3OBAHNA,
HeyAauHbIX NOMBITOK BXOAA B CHCTEMY.

* McnonbsyiTe Heckonsko URL
* Nepexutpute MO

owmbok. U3-3a atoro

PACNO3HaBAT OWMGKH, HO B CNY4ae OAHOBPEMEHHBIX HEYAAUHBIX MONBITOK BXOAA B CUCTEMY MOXHO UCTIONb3IOBATL NEPEHANPABNEHNE Ha PasHbie CTPaHULL!
M nepeittin Ha 6onee npoasuHyToe Mo)

Puc. 62 — Co3panue uaiujenta. ITopoGHOCTH 10 THUILy UHI[UEHTA

2. Ykaxure Ha ¢opme CJieyIOLIyI0 HH(HOPMALUIO:

e B rosie TUN MHIMAEHTA 13 BHITIAIAIOIIEr0 CITUCKA BbIOEPUTE TUIT, K KOTOPOMY OTHOCHTCSI
uHIMAeHT. [Ipy BbIOOpe THINA WHLMAEHTA B 1o/ (OpMbl OyayT aBTOMAaTHUeCKU
Jno0aBieHbl JAHHBIE U3 CTIPaBOYHUKA "THITbI MHI[U/IEHTOB";

e B TMoJsie AKTHB 13 BbITIQ/]AIOIET0 CIKUCKA BbIOEPUTE YCTPOWCTBO, HAa KOTOPOM ObUI
oOHapy’KeH WHIU/IEHT;

e B none Ha3BaHnue HHLOUJEHTA YKAXKUTE Ha3BdHHWE MHLIMAEHTA;

e B 1oJsie YpoBeHb PUCKa BbiOepuTe 1M(poBOe 0003HaUeHHe YPOBHSI PUCKA. J]omyCThMble
3HaueHus ot 0 1o 10;

e B TIOJIE KaTeropm{ BbI6epI/ITe OIHY U3 KaTEFOPHﬁ, B KOTODYKHO BXOJIWUT HWHLHUOEHT:
HapyllleHue IMOJIMTUKH, CeTeBasA dHOMAJINs, YA3BUMOCTb;

e B (J/lyyae, eCIM CBe/leHUs] O TPOMCIIECTBMM WHLUAEHTa TJIaHUPYeTCs TiepefiaTb BO
BHEIIIHIOID ~ CHUCTeMy, TO B Tmoje Pesynbrar aHaimu3a HeoOXOJUMO  yKas3aTb
COOTBETCTBYHOILLIMEe CcBefieHUs (CM. pa3zen «[IpouncIiiecTBYs Ha OTHPABKY»);

e B IIOJIE BHYTPEHHEE npuMeddHue yKaXuTe [JOIO/THUTE/IbHbIE CBEAEeHNA 00 HWHIUJEeHTe,

e B mone I'pynna MHOUAEHTOB 13 BBINA/AIONIET0 CIMCKA BbIOEpUTe TPYIY, B KOTOPYIO
crenyeT [00aBUTh MHIUAEHT (CM. pa3zesn «[ DYIbl HHI[UIEHTOBY ).

3. Tlpu HeoOxomumocT B Onoke IlogpoOHOCTH MO THUNMY WHOM/JEHTA aKTyalu3upyHTe
vHGOPMaLIMIO O TUTIe UHIUIeHTa.

IIpumeuaHnue: 1pu U3MeHeHUU WH(GOPMALUY B IAHHOM OJioKe Oy/ieT u3MeHeH COOTBETCTBYHOLLUI
CTIpaBOUHUK B pa3zfiesie « TUMbl UHIIUIEHTOBY.




4. Haxwmure kHOINKy Co3aarh.

6.1.3 MpocmoTp MHUMAEHTa

,Z[]'IH MMpOCMOTPA W aHa/IM3a MHIWAEHTa HaXKMHTE IO CCblZIKe C HAMMEeHOBAHHWEM

¢dopma rpocmoTpa uHLMeHTa (cM. «Puc. 63»).

< ID:1

PacwwupeHHoe mHoroeekTopHoe ob6HapyeHue yrpoz VNC

TIpaBIAO KOPPENSLIMH ELIRBUNG NOAOSPHTENLHYID AKTHEH
aHaNMIOM CHCTEMHbIX CoBbITwiA Windows Security Log |

oeTs YNC-npoueccos (UltraVNG, TightVNC, RealVNC, YNC4) ¢
e eeThas J4825/4648/4573). Obag

THNB

yrpos: » APT (Advanced Persistent Threat) - IOAFOCRONHAR KOMIPOMETALMA C YCTAHOBKOR NOCTORHCTEA M COCPOM YETHbIX

RaHHbIX » BpyTHOpC-aTaKA

AKTUBHOCTE C MO0

MM MACKAMY AOCTYA K CHCTEMHBIM OBLEKTaM *

NATBPAnbHOe NBMKEHIS - PACTPOCTPAHEKUE YTPOIbI MO MHOXECTREKHbINM XOCTAM UHPACTRYKTYPb!  MoRbILEHNE
MPMEMNETIA - HECAHKUMOHUPOBAHHIH AOCTYT K KPUTHUECKIM CHCTEMMbIM KOMIOHEKTAM * YCTAHOBKA NOCTORHCTER -
MOAHPUKALIA ABTOIArPYIKW, CNYKE M CHCTEMHaIX KOMIOHEHTCR AHANH3 BKMKINAET: - MOHMTOPVKI AOCTYMA K 24+
KpHTU4eCKHM COBeKTaM peecTpa (LSA, SAM, cnyxGi, ceTeBsie napameTpsi) - KnaconduKaLvio nons3osaTened no ypoBKio
NPHEBHNETHIA (CUCTEMa, ABMHHHCTRATOPE], CAYXEbI) - KOPPENALHIO COBLITHA B 3-MUHY THOM BPEMEHHOM OKHE - AeTeKLMO
ONACcHLIX ONEpaLWA 3aNMcH ¢ Mackami AocTyna 0x2, 0x4, 0x20019 TexHdka MITRE ATT&CK: T1021.005 [Remote Services:

VNC) + cmextbie TexHukn T1110, T1078, T1134, T1547, T1543, T1055, T1082.

Uctounnk: KoppensTop
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pasnno koppenaun: Windows - VNG Multi-Vector Detectio
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2025-09-19 08:56:11  2025-09-192 08:56:11

3Hauekue

2

ultrayne

Puc. 63 — ®opma npocmMoTpa HHIIUJEHTA

oBHapyKeHme yrpos VN
@ 0BHapyKeHvE
cCa ayTEHTHPUKALIN B CHCTEME

\D: MHOrOUMCNIEHHBIE HEYCTIELUHLIE Y TEHTGUKALIMN

vHOuAeHTa. OTKpoercs

AAKTHPOBATL Hanucark 0TBETCTBEHHOMY | :

Crporuit nouck c
O6HOBAEHO
2025-09-17 15:24:24

2025-09-15 12:47:04

yrpos VN 2025-08-15 12:47:05

2025-09-15 19:03:20

2025-08-17 15:11:03

Bobpano: 0 O @

6fBezad2-9f40-48dc-.. - B B

Ha ¢opme npocmoTpa nHLMAeHTa H(OPMAaL|si CrpyTIMPOBaHa o cieyroiuM b10KaMm:

e OG61jas nHGopMarys 06 UHLUEHTe.

e AkTuB — uH(MOpMalus 06 aKTHBe, Ha KOTOPOM OOHapy»keH UHIU/EHT.

Pesynbrar aHamu3za — wuHGoOpMalUsi O pe3y/jbTaTax aHalau3a HWHUWJeHTa. JlaHHBINU

0J10K

OTO6pa>KaETC$I eC/ii JaHHOe I1071e OBI/IO 3aI0/THEHO IMpH CO3dHUH MHIUEHTA.

o lcTopys KOMMYHHMKaLMY B paMKax paccieloBaHusl MHLU/IEeHTa.

6.1.3.1

O6wasn nicpopmaymsa 06 NHUUAEHTE

ITpumep 6s10Ka c ob11ield nHPopMaLu 06 UHIUAeHTe TIpuBeJeH Ha «Puc. 64».

[TpouciiectBysi — MHGOPMALKS O TPOMCLLIECTBUSAX, U3 KOTOPBIX COCTOUT UHLIA/EHT.



MHo)ecTBeHHble HeyAa4yHble NOoMNbITKU BX0Aa Ha pasNnyHbIX XocTax nog
pa3snnyHbiMK Y4E€THBIMU 3aNUCAMU

OBHapy»xeHo NpeBbIleHe YCTaHOBNEHHOrO Npeaena Konm4yecTea olwnbok BXo[Aa B CUCTEMY
HECKOMbKWX LieNeBblX Y3/10B C OAHOM0 Y3na-ucToOYHMKA NOL PasnUuyYHbIMK MMEHaMK NONMb30BaTenewn.
Bornbluoe KoNMYecTBO TakUX OLUMOOK MOXET YKasblBaTb Ha NOMbITKY NONyYeHUs YYeTHbIX AaHHbIX
nonb3oBaTens B LENeBoi cucteme Metoaom nogbopa. Ataka metofioM nogbopa npeanonaraet
MOUCK peLleHus NyTeM NOCTOAHHOIo nepebopa MHOXEeCTBa BO3MOXXHbIX BapUaHTOB Naponen,
paclmndpoBaHHbIX KNKYeln U T. O.

McTouHnk: Koppenstop

8 .
Kon-eo NoBTOPHLIX OTKPLITKIA: O
Kon-eo npouncluecTenia: 2
Mpaeuno koppenauun: identityRUle
[ata cosgaHus 03.09.2024 14:55:15
Tun MHUMAOEeHTa MHOXecTBEeHHbIe HeyAaqHble NONLITKW BXOAa Ha pasNWYHbIX XOcTax Nof pasnnyHbIMm
YYETHLIMW 3anNnUCaMM
MocnegHee -
npoucLlecTene

pynna MHUWOEHTOB pynna "MHOXecTBeHHbIe HeyaadyHble NonbITKKM BXxoaa"
HasHaveHo -
Tun HapylweHue NnoAuTUKK

Bpems noBTOpHOro -
OTKPbITKA

[MokasaTb MeHbLLEe

Puc. 64 — TIpocmoTp uHmaenTa. Oouias nHdpopmanus

B 6oke orobparkaeTcs ciefyroijast ”HGOpMarLys:
o Ha3BaHue uHLM/eHTa.
o TlogpoGHOe omycaHye WHLIKAEHTA.
o IIBeToBOe U LIM(POBOE 3HAUEHUE YDOBHS PUCKA.
e VCTOYHMK — MeXaHHU3M, C TTOMOII[bI0 KOTOPOT0 ObUT CO37iaH MHLM/IEHT:
o KoppensaTop — uHIMAEHT ObUT CO3/]aH Ha OCHOBe "'cpabOTKH'" TIpaBUIa KOPPEeSLINMN;

o CkaHHep ys3BUMOCTeH — WHLUAEHT ObUT CO37jaH B pe3ysbTare paboThI CKaHHEpa
ySI3BUMOCTEM;

e EC/IM UCTOUYHMK He YKd3dH, 3TO O3HaUdeT YTO UHLUAEHT OB CO34dH BDYUYHYIO;

e Konrtposb I10 — uHIUAEHT ObLT CO3Z@aH Ha OCHOBe 'cpaboTKu'" TIpaBWIa KOHTPOJIS
ycraHossieHHoro 10.

Wudbopmariys, orobpaxkaemass B 670ke "McTouHuK" (GopmMuUpyeTcss B 3aBUCUMOCTH OT MeXaHW3Ma, C
TIOMOILBI0 KOTOPOTO OBIIT CO3/IaH MHLIU/IEHT U MOXKET COZiep>KaTh CJieIyIOIy0 HHPOPMaLHIO:

e OKCITyaTUPYyeTCsl yJaneHHO (TOJIbKO ISl CKaHHepa Ys3BUMOCTelN) — MPU3HAK y/aeHHOU
5KCIUTyaTaljui, BO3MOXKHbIE 3HaUeHUe: /1a, HeT;



o IlpaBuno koppensuuu (TOJMBKO [JI1 KOppensTopa) — HavMeHOBaHWe IIpaBuia, IIO
"cpaboTke" KoTOpOro ObUT CO3/1aH MHLUAEHT. [To cChinKe Mpou3olaeT repexos Ha GopMy
NIPOCMOTpa NpaBuUia;

e Ko/1MuecTBO MOBTOPHBIX OTKPBITUN UHLU/IEHTA;
e Ko/1uecTBO NpoOMCIIECTBUM, 3apETMCTPUPOBAHHbIX B MHLIW/EHTE.
e [laTa v BpeMsi CO3/iaHUS UHLUJEHTA.
e Tumn vHIMAEHTa — [0 CChUIKE MPOU30i/IeT repexo, Ha ()opMy MPOCMOTpa TUIA UHLU/EHTa.
o [locnenHee npouciliecTBUe — jaTa U BpeMsi OC/IeJHErO 3aperMCTPUPOBAHHOIO MTPOUCIIIECTBUSI.
e lHdopmarlius o 10/ib30BaTeNsIX, KOTOPbIM Ha3HaueH UHLIW/EeHT.

o Tum — KaTeropus, K KOTOpOﬁ OTHOCUTCA MHLUUAEHT. HapyLIeHUe TMOJIMTUKH, CETeBAA dHOMAJINA,
YA3BUMOCTG.

(] ,Z[aTa " BpeMs ITIOBTOPHOI'O OTKPBITHUSA.
6.1.3.2 WHdopmauma o6 akTuee

[Tpumep 6s10ka ¢ nHpopmarueii 06 akTHBe MpyBesieH Ha «Puc. 65».

AKTUB
HaseaHue: stand-x.pgr.local
3
Tun Host
Mpynna KK

Puc. 65 -- IIpocmoTp uHIuAeHTa. THDoOpManusa 00 akTHBe

B 6s10ke oToOpakaeTcs cieyroras HHPOpMarLus:
o lIBeroBoe u rupoBoe 0603HaUeHMe "3HAUMMOCTU" aKTHBA.
o HasBanue akTtuBa. [1o cchiike pon30iieT repexo/ Ha opmMy MPOCMOTpa aKTHBa.
o Twun akTHBa.

o HasBaHue rpynmrsl, K KOTOPOW NMPUHA//IEXUT akKTUB. [0 ccbuiKe MpoU30MJeT rnepexos Ha popMy
MPOCMOTpa TPYMITbl aKTUBOB.

6.1.3.3 UHdopmauua o npoucLiecTBUAX

ITpumep 6s10Ka ¢ MHGOPMaLKel O IPOUCITIECTBUSX TIpUBe/ieH Ha «Puc. 66».

MNpoucwecTteus
BuiSpano: 0 @
FQDN P MAC D OTNPaBNeHo B... Ha4ano aKTHMBHOCTH KowHel akTHBHOCTH

del 127.0.0.1 - 6f8e2ad2-9f40-48dc-aaf8-10fb893feb1c Hert 2025-09-19 08:56:11 2025-09-19 08:56:11 B &

del 127.0.0.1 - 10fb893feb1c0-aaf8-9f40- 10fb6f8e2ad2 Het 2025-09-19 08:56:11 2025-08

50 [ cTpaHvya

Puc. 66 — IIpocmoTp nHIMAeHTa. VIH(opManus o npouciecTBUAX



B 6s10ke oToOpaXkaeTcs cieyroiias HHPOpMarus:
e FQDN - FQDN akTrBa, Ha KOTOPOM BBbISIB/IEHO [TPOKMCLLIECTBUE;
o [P —IP-agpec akTHBa, Ha KOTOPOM BBISIBJIEHO IIPOMCLIECTBUE;
e MAC — MAC-agpec akTHBa, Ha KOTOPOM BBISIBJIEHO MMPOKMCILIECTBUE;
e ID — yHUKa/bHbIN UAEHTU(HUKATOP MPOUCIIECTBUS;

e OrtmnpaBneHo B ... — MPU3HAK OTIPaBKU MPOUCIIECTBUSI BO BHELLIHIOK CUCTeMYy pearipoBaHMs Ha
KOMIIbIOTepHbIE UHLUEHTHI (TToApoOHee cM. pa3zen «[IpouciiiecTBYs Ha OTIPaBKY» ).

e Hauasno akTUBHOCTH — AaTa ¥ BpeMs Halad/ld dKTUBHOCTH IMPOUCIIIECTBUA;

. KOHEL[ dKTMBHOCTH — [dTa U BpeMs KOHLld dAKTUBHOCTH TIPOUCILIECTBHSI.

Onst mpocMoTpa [feTajiedl TPOWCIIECTBUS Ha)XMUTe Ha KHOMKY [EI [Tpousoiier mnepexosn B
pazzen CoObITHsI C aBTOMATUUYECKH C(HOPMHUPOBAHHBIM (DMJIBTPOM [I/Isi OTOOpa)KeHUs1 TIPOMCIIIECTBUST Ha
rpaduKe MOTOKa COOBITHIA.

[nist mpocMoTpa COOBITHS, B KOTOPOM OBIJIO 3aperCTPUPOBAHO TPOMCILIECTBHE, HAXKMHUTE Ha KHOTIKY E
OtkpoeTcst OKHO "Pe3ynbrat codbitus” (cM. «Puc. 67»).

PesynbTaTt cobbiTUA X

[
.
L
"@timestamp”: "2024-89-05T05:28:36.62145467",

"action": "access",
"elastic_key": "normalized",
"event": {
“auth": {
“protocol™: {
"name”: "SMB"
}
T
"category": "share_operation”,
"description”: "A network share object was added.”,
"logsource™: {
"application": "os",
"name": "Microsoft Windows",
"product”: "windows",
"subsystem": "system operation”,
"vendor”: "microsoft”
b
"severity": "4",
"subcategory"”: "share_created”,

"timestamp”: "2024-89-05T05:28:36.6214546Z"
"uuid": "1c6b5f@e-b34e-48c8-abag-977fbe93d27f"
I
"id": "1c6b5T@e-b34e-48c8-abag-977fbeg3d27f",
"initiator": {

"session”: {

"id": "ex3e7"

b

"user": {

"domain": "DEMO",

"id": "S-1-5-18",

“name”: “DEMO-SERVER2012%"

CkonmpoBaTb

Puc. 67 — OkHo "Pe3ynbTaT COObITHSA "



Ecu vHIMaeHT ObUT CO3/IaH C TIOMOII[bIO CKaHHepa ySI3BUMOCTEH, TO [JOCTYIIeH MPOCMOTP JaHHBIX 00

0oOHapy>KeHHOW YS3BUMOCTH. [Ijif 3TOr0 Ha)KMUTE KHOIIKY ‘& Otkpoercsi OkKHO "[laHHbIe TIO
ys13BUMOCTH" (cM. «Puc. 68»).

6.1.3.4

[Tpumep 6s10ka ¢ nHpopMareii 06 NCTOPHUU KOMMYHUKAL[UM TIpHBesieH Ha «Puc. 69».

ITEET PRTGIVIVET Tl 2 KoMMeHTapums

[aHHble no yA3BMMOCTH X

ID

Hayano akTMBHOCTU
ObHoBReHO

Id nnaruHa

HassaHue nnaruHa

Mopt

MpoTokon

BHeluHee ckaHWpoBaHue
BekTop CVSS

BekTop BpemenHoro CVSS

0e9a5757-82ef-4c9e-a9ca-0761215c039f
19 monga 2024, 05:47:40

19 monsa 2024, 05:47:40

413501

MoBpexaeHne NamaATK, CBA3aHHOe ¢ Internet
Explorer

-1

-1

true
AVIN/AC:M/AUN/C:C/I:C/A:C

AV:N/AC:M/Au:N/C:C/I:C/A:C/E:U/RL:OF/RC:C

Basosbiid CVSS 9.3
BpemeHHbIin CVSS 6.9
®dakTop pUcKa BbicokuiA

[aTa nameHeHua nnarvHa
[ata nybnukaumm

[dononHWTeNeHblE AaHHbIe

2014-08-12T00:00:00Z

Puc. 68 — OxHo " /laHHbIe N0 ySI3BUMOCTH "

NcTopusi KOMMYHUKaLUK

McTopus KoMMYyHUKaL MK

12 ceHT. 2024, 12:09:31  MIHUMAOEHT B3ATh B paboTy

admin

12 ceHrt. 2024, 12:09:48
admin

WMHumaeHT nepegaH. Utoru B danne

2024-09-12T12:06:48+03:00_utor.pdf

Puc. 69 -- OkHo "/laHHBbIe 110 YA3BUMOCTH "

B 6s10ke oTobpaxkaeTcs ciiefiyronias MHQpopMarusi:

KommuecTBO 0CTaBA€HHBIX KOMMEHTapHeB.

[ata v Bpemsi co37jaHus1 KOMMEHTapHsl.



o CopeprkaHre KOMMeHTapUs.
e  Criucok npuKpervieHHbIX ¢aiiios.
o [losnb3oBaTesnb, OCTaBUBIINM KOMMEHTapHi.

151 mpocMOTpa NMPUKPEIJIEHHBIX (PailioB HA)KMUTE Ha COOTBETCTBYIOLIYIO CCHUIKY.

6.1.4 HasHaueHue MHUMAEHTA
1. TlepeiizuTe Ha hopmy pocMOTpa HEOOXOJUMOTO MHIU/EHTA.

2. HaxwmuTte Ha kHOTKY HazHauuTh. OTKpoeTcsi okHO "Ha3Hauutb" (cMm. «Puc. 70»).

HazHauuTb X

(® HazHauuTb NONb3oBaTENo HasHaunTb rpynne

admin

Puc. 70 — OxHo "/laHHbIe 10 YA3BUMOCTH "

3. BblInosHNUTe B OKHE C/leyrolue JeUCTBUs:
e BbiOepuTe Crocob Ha3HaUeHHsT: KOHKPETHOMY T10/Tb30BaTe/TF0 WJTH TPYTITe TI0/Tb30BaTeel;
e U3 BHIMAJAMOIIETO CITMCKA BbIOEPUTe T0/Ib30BaTe/Isl WK TPYTIIY T0/Ib30BaTesiel;

e HAKMHUTE KHOIIKY COXpaHI/ITI).

6.1.5 N3meHeHune cTaTyca HUMAEHTa
1. TlepeiimuTe Ha popMy MPOCMOTPa HEOOXOAUMOTO UHIU/IEHTA.

2. HaxmuTe Ha KHOIKY C TEKYI[UM CTaTyCOM WHIMZEHTa W W3 BBINAZAIOIIEr0 CITUCKa BbIOepHUTe
,E[OCTYHH]:Iﬁ CTaTycC. OmnucaHve U BO3MOMKHbIE H3MeHeHHUs CTAaTyCOB TIIpMBE€AEHbBI B pa3jese
«O61jast uHdopMarus».

6.1.6 [o6aBneHne KOMMEeHTapUA K UHLUUAEHTY

1. HepeﬁAI/ITe Ha Q)OpMy MMpoCMOTpPa HQO6XO,Z[I/IMOFO HWHIIWIEeHTa.

2. B 6soke UcTopus KOMMyHHKAI[UM HOXKMUTE Ha KHOTIKY /lo6aBuTh KoMMeHTapui. OTKpoeTcs
okHo "[1o6aBUTh KOMMeHTapuit" (cM. «Puc. 71»)



[o6aBuTb KOMMeHTapuii X

KomMmeHTapuia

TekcT KOMMEHTaPKS

OTmeHa I'IpAKDeMqu:aPn‘ JAobaeuTtb

Puc. 71 — OxHo "/lo6aBuUTH KOMMeHTapuii"

3. BhinonHUTe B OKHe ClieAyIoLue 1elCTBUS:
o B 1osie KoMMeHTapuil yKa)kuTe He0OXOMMble CBeZIeHHsI.

e TIpu HeoOXoAMMOCTH TpuKpernuTe ¢aitn. [Isi 3Toro HaXXMuTe Ha KHOTKY IIpuKpenuTs
(haiin ¥ B OTKPBHIBLLIEMCST OKHE YKaXKUTe MyTh K (aiiny.

e HaXMHTE KHOTIKY /|00aBHUTB.

6.1.7 PepakTupoBaHue nHunaeHrta

1. Tlepeiimute Ha  ¢dopMy  mTpocMOTpa  HeoOXOAMMOrO0  MWHIWIEHTa U  HaKMHUTe
KHOTMKY PejakTUpOBaTh.

2. Bnecure HEO6XO'E[I/IMI->I€ H3MeHeHUus.

3. Tlpu HeobxomumocTH A00aBbTE AOTIONHUTEbHBIE TIONS B WHLUAEHT (MOApoOHee cM. pa3pjen
«/loTIO/THUTE TbHBIE TT0JIsIe TIOJIS» ).

4. CoxpaHuTe V3MeHeHUs.

6.1.8 MpocmMoTp UCTOPUN N3MEHEHUNA MHUMNAEHTA

[TepefizuTe Ha ¢opMy MpocMOTpa HEOOXOAUMOrO WHIM/EHTa, HaXMHUTE KHOIIKY |I| U u3
BbITIA/IalOleT0 crnucka BbiOepure TYHKT Uctopusa wu3meneHuid. Otkpoercsi ¢opma "Vcropus
n3meHeHun" (M. «Puc. 72»).

¢ WUcTopusa usMeHeHUn

OencTere MameHeHne

Bpems 12 centabps 2024, 12:02:22

Cepeuc ui

Kem uameHeH 93adf94b-0f93-45d1-8b3c-a15a38399d49
Retanu MoppobHee

Puc. 72 — Vicropus u3MeHeHuit"

Ha ¢opme orobparkaercs cepytoiiast iHGOpMaLUs:

e JleiicTBUe — TUM [IeMCTBUS, BBIMOTHEHHOTO HaJl UHLIUIEHTOM: CO3/laHHe, U3MEeHEeHUe U T.[.;



o Bpewms — fara u BpeMsi BBITIOJIHEHUS IeHMCTBUS HaZl MHLUEHTOM;
o CepBuc — Ha3BaHWe CepPBUCA, uepe3 KOTOPHI ObLIO BLIMOTHEHO N3MeHEHUe;

e KeM u3MeHeH — yHHMKa/lbHBIA HWAEHTU(PUKATOP CEPBUCA WM I10/Ib30BaTe/Is, BBITIOTHUBIIETO
W3MeHeHue;

e [letanmu — MpOCMOTP MOPOOHOTO KypHaia U3MeHeHUs] UHLU/IeHTa.

6.1.9 YpaneHue uHUMgeHTa
Y naneHve UHLUAEHTa MO>KHO BBITIOJTHUTh HECKOIbKMMU CTIOCO0aMMU:
e Croco6 1 —u3 pa3gena UHIMAEHTHI,
e Croco6 2 — 13 hopMbI IpOCMOTpPA UHLIU/IEHTA.
Crocob 1:
1. BoiOepuTe 0iWH WM HECKOJIBKO MHLIMAEHTOB, YCTAHOBUB COOTBETCTBYIOIIME (hiary.
2. Haxmure KHOIIKY Y Aa/IMTh.
3. TlogTBeppuTe yjaneHye B OTKPBIBILIEMCS OKHE.
4. [lns ypaneHys BCexX UHLIMJEHTOB HAXKMUTE KHOIIKY Y Aa/IMTh BCe.

Crioco0 2:

1. Tlepeiimute Ha (opMy TIpOCMOTpa HeOOXOAMMOTO HWHIM/EHTA, Ha)KMHUTe KHOIIKY E U us
BBIMA/IAFOIIETO CITUCKA BbIOEpUTE MyHKT Y /Ja/IUTh.

2. IlogTBepaute yjasieHUe B OTKPBIBLIEMCS OKHe.

6.2 Tunbl MHUNAEHTOB

6.2.1 OO6uwue cBegeHus

Tunbl MHIWEHTOB COJlep)KaT CBefleHWsl 00 yrpo3ax, Ha OCHOBe KOTOPBIX CO3/[afOTCS WHIWJEHTHI. B
riaThopMe KaXkKAbld UHLIW/IEHT BCer/ia MPUHA/JIEXXUT K OrpeJie/IeHHOMY TUIy UHIUZEeHTa.

B mnnardopme mnpepocraBisieTcss Oonbliodi Habop IpefyCTaHOBJEHHBIX THIIOB, HO CYIIeCTBYeT
BO3MOYKHOCTb /100aB/ISITh, aKTya/M3UPOBaTh U HACTPAaUBaTh TUIbI MHLIUAEHTOB CaMOCTOSITe/IbHO.

Tun MHIOWEeHTa BCerAa MpruHajIeXXuT K O4HOMY U3 TPpeX THUIIOB YHBBHMOCTEﬁ:

e HapylleHHe TIOJIMTUKU — 3TO HACTYIUIEHWE YC/OBHM, HapYIIAI[UX IOUTHKY 0e30macHOCTH
9KCTUTyaTal[iy aKTHBa (3ayMaHHYIO C/Ty>K001 06e301acHOCTH);

e (CeTeBad aHOMAJ/IUA — dKTUB IIPOSABJ/IAET CeTEBYIO dKTUBHOCTb, KOTOPYIO ITPOABJIATL HE JOJIKEH,

e YSI3BUMOCTb — Y 3J/IOYMBIIIJIEHHUKA €CTh BO3MOXXHOCTb TOYYWUTh KOHTPO/b (TIOJHBIA WA
YaCTUYHbIN) HaJl aKTUBOM.

Pabota c Tunmamu HWHIWIEeHTOB BK/IKHOUYAET B cebs dineayromye rmponecchl:

1. «IIpocMOTp U aHaIW3 TUIA UHLUMJIEHTa».

2. «Co37aHue TUIIa UHLUIEHTa».




«PegakTUpOBaHUE TUIA MHLIMIEHTa».

«HamucaTtb OTBETCTBEHHOMY».

«JIybiMpoBaHye TUMA VHITUIeHTa».

«JlybiMpoBaHdye Tha UHIMIeHTa

OTkpoiiTe (hopMy ITPOCMOTpa TUTIA UHLIMZEHTa U HAXKMUTe KHOTIKY [y6mpoBarh.

S A L

B  OTKpbIBIIEMCS ~OKHe YK&KWTe HavMEHOBaHWe THMA MHUUAEHTa U  HaKMUTE
KHOTIKY /]y0/1ipoBarh.

Bypet co3gaH HOBBIV THI MHLIWIEHTA HA OCHOBE CYLL[@CTBYIOLLErO.
VIMIopT TUIMOB UHL[UIEHTOBY.

«IDKCHOPT TUIIOB UHIUJIEHTOBY.

L o N W

«IKCIIOPT TUIIOB MHIUAEHTOB B CSV».

10. «Y majseHue TUNA UHLMJAEHTa».

Ins paboTel C TUNAMM MHLWEHTOB Iepeiiute B pasfen MHnmMaeHTbl — THNBI HMHIMACHTOB
(cm. «Puc. 73»).

g?ﬁﬁf\? 172.30.254.97 | Tunbl UHUUAEHTOB Nuyensus akTusHa go: 2027-11-16 | © [fokymertayns | @ admin

[
Tunbl WHUUOEeHTOB
Q
. v ‘ Cozpate | Yaanuts Bce KCMOPTUPOBATL BCE OKCNOPTUPOBATL B CSV  MIMNOPTUPOBaTH BuiGpaHo: 0 C S
ID Hazeanne Tun yassumocTn Oue... Mpaeuna koppenauyun
=]
OGHapy>xeHO CeTeBoe CKaHUPOBaHMe NOPTOB,
109 Ceresbie aHOManmin - CKaHMPOBaHWE NOPTOB CeTesan aHomans 0 MS-WIN-FRWL - CKaHMpOBaHU1e C O[HOr0 XOCTa M0.. @ mw
nokasars 10
3 50 test HapyLweHue nonmMTukn 3 @ ¢ m
161 Windows - Y4éTHan 3anuce 6bina srroyeHa HapyweHue nonMtuki 5 Windows - Y4€THas 3anucb bbina BktodeHa © @O
49 Windows - CuCTEMHBIE XKypHanbl BbIK O4NILEHbI HapyweHnue nonntukn 9 ® ¢ M
L
51 OTKNOYEHWE XKYPHanUpoBaHwa cepemrca "UFW" HapyweHue nonMTukn 8 Linux - OTknoueHmne xypHannposaHusa cepsuca "UFW" @ Wm
@ 52 Linux - OBHapyxeH novck naponen Cetesan aHomanns 8 AuditD - O6Hapy>eH nouck naponei @ 1
53 MS-WIN-YganeHue nogkmio4eHnia k ceTesbim pecypcam HapyweHwe nonutukn 6 MS-WIN_Sysmon_T1070.005_Ynanenue nogkmoueH... @
54 Windows - ObHapyeHa ataka C NOHWXEHUEeM BEPCUM... Hapywenue nonntukm 7 Windows - O6HapyXeHa aTaka C MoHIKEHNeM BEpPCHU... @

Puc. 73 — Pa3pen " Tunbl HHIUIEHTOB "

B paszene orobpakaetcs cieaytoiijasi iHGOpMaLys:
e ID — upeHTU(dUKaTOP TUTIA UHIU/IEHTA;
o Ha3BaHue — HaMeHOBaHWe TUIA UHI[U/EHTA;

e Tumn YA3BUMOCTH — HAMUMEHOBAHHKE TUIIA YA3BUMOCTH, K KOTOpOﬁ OTHOCHUTCHA yrp0O3d: HapylieHHue
MOJIMTHUKH, CeTeBasd aHOMAJ/IUA, YA3BUMOCTD;

e OmneHka pucka — ru¢$poBoe 0603HaueHHe YPOBHS yIPO3bI;

o IlpaBuna Koppensinuu — CIMCOK MpPaBU/ KOPpesLUM, KOTOpble 3aJeMCTBYIOT [JaHHBIM THII
uHIMeHTa 1pu "cpabotke". EciM y TWa UWHIWMEHTAa BbBICTAaB/eHa CBsI3b C TIpaBUIaMHU
KOpPpeJIsALIUY, TO ero Hejlb3s U3MEeHUTD.

OJIeMeHThI YIipaBJ/ieHUA YHHUBEPCA/IbHBIMU Taﬁ]’[I/IL[aMI/I OIMKCaHEBI B pa3aese «YHUBepCcanabHbIe Ta6J'II/ILILI».




6.2.2 NMpocmMoTp U aHaNIM3 TUNA MHUNAEHTaA

Onst paboTel C THMaMW WHLUWAEHTOB mepeiianTe B pa3zgen UHnuaeHtsl — Tunbl mHomaeHToB. [lyis
MIPOCMOTpA TUTIA UHLM/IeHTa BbibepuTe ero u3 crmcka (cM. «Puc. 74»).
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Puc. 74 — ®opma npocMoTpa TUIa HHIM/EHTA

B 60KO0BOIi TTaHe/ M 0TOOpaXkaeTcst cieayroijasi HGOPMaIUs O TUTIAaX UHIU/EHTOB:
e OteHka pucka — I[BETOBOE U 11 (ppoBoe 0003HaUEHNEe YPOBHSI yTPO3b;
o Ha3paHue Tumna UHLU/EHTA;
e YHUKa/bHbIM UAeHTU(HUKATOP TUMA UHLMAEHTa (KOPOTKasi BepCcus);

e Tun YA3BUMOCTHU — HAUMEHOBdHHE THIId YA3BHUMOCTH, K KOTOpOﬁ OTHOCHUTCA yrpo3a: HapylieHue
MOJIMTHUKH, CeTeBasd aHOMAJ/IUA, YA3BUMOCTD;

e [laTa 1 Bpems 1oc/ieIHero U3MeHeHHsl.

B paboueii ob6mactu momumo uHGbOpPMaIMK, OTOOpakaemMol B OOKOBOW TaHeN W, OTOOpaKaeTcs
crieiytoniasi ”Hpopmalysi:

o Ilpu3nak coorBerctBus I1O: pma, Her. IlapameTp omnpefenseT HWCIONb3YeTCS [JAHHBIA THII
VUHIUJIEHTOB /i1 CO3[JaHUsl WHIU/IeHTOB TIpU oleHKe cooTBeTcTBUsi [10 (mogpobHee cwM.
«PykoBozcTBo oneparopa 3.6.10» paszen «Ouenka cootBeTcTBUs [10%);

o CBoJKa — KpaTKoe OIMCaHKe YTPo3bl;
e OrmucaHue — opobHOe oMKcaHue yTPo3bl;

e [locnencTBusi peasM30BaHHON YTrpO3bl — OMMCAHWE TOC/IE/ICTBHM, KOTOPble MOTYT BO3HUKHYTb,
ec/ yrpo3a Oblla pean30BaHa;



e PekomeHjalMy 1O YCTpaHEHWIO Yrpo3bl — OINWCaHUe [AelCTBUM, KOTOpble pPeKOMeHJyeTCs
TIpeJNIPUHATH [/1s1 yCTPaHeHUs yTrPo3bl;

e PekomMmeH/aLMM 10 YMEHBIIEHUIO PUCKA — CIIMCOK OCHOBHBIX J€UCTBUM, KOTOPble PEKOMEHYeTCs
MpeJNpUHSTS [i/1s1 TPeJ0TBpAallleH sl peanu3alii Yrpo3bl;

e Tabmuila co CITMCKOM WHIMIEHTOB, KOTOpPble OBLTM CO3/jaHbl C MPHU3HAKOM ITPUHA/IEKHOCTH K
JlaHHOMY TUIY WHLIW/IeHTa.

DneMeHTHI yTipaB/ieHHsi 00KOBOM TlaHe bI0 OTMCaHbI B pa3jiene «boKoBas maHemby.

6.2.3 Co3pgaHuve Tyna nHUMAeHTa

1. HaunHwuTe mpoliecc cO3[aHusl THMA UHIU/IEHTA Yepe3 «yHUBepCabHble Tab/IUIbl» UM UHCTPYMEHT
«bokoBas rmaHesb». OTKpoetcst hopma "Co3zaHue THIIA MHIUeHTa" (cM. «Puc. 75»).

Co3pgaHve TUNa MHUWAEeHTa CBpocuTb
Haasanue *
HOBLIH TUN UHUMAEHTA. YASBUMOCTE B NONe "HauMeHoBaHue nong"

THN YAIBUMOCTH *

YAIBMMOCTb

MCnonb3osaTh ANA CO3AAHUA MHUMAEHTOB NP1 OLEHKE COOTBETCTEMA MO
Ceogka
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[ononHuTensHan MHGOpMaLXA

Puc. 75 — ®opma "Co3gaHue TUNa MHOUAEHTA"

2. Yxaxure Ha (hopMme ciieiyIOLIy0 UH(POPMaLUIO:
o B mnosie Ha3BaHue yKa)XnTe Ha3BaHUe THTIA MHLIW/EHTA;

e B mosne Tunm ysi3BHMOCTH M3 BBINQAIOIETO CMMCKA BBIOEPUTE THIT YIPo3bl, K KOTOPOU
OyZeT OTHOCUTCS TWUIN WHLUJEHTAa: HapylleHWe TIOJUTHUKU, CeTeBas aHOMaJus,
ySI3BUMOCTB;

e [IpH HEO6XO,E[I/IMOCTI/I HCII0J/Ib30BdTh ,ZLaHHBIﬁ TUIT UHIUAEHTOB [J1d CO34aHWA MHIUJEHTOB
IMPpH OLJ€eHKe COOTBETCTBUA ITO BKItOUMTE COOTBETCTBy}OU.[Hﬁ Mnepek/aryaTe/ib;

IIpumMeuaHue: 11 CO3/IaHUS UHI[UIEHTOB TPU OlleHKe cooTBeTCTBUS [10 TpebyeTcs /UIib
O/IVH THWIT UHLIW/IEHTA C JAHHBIM MPHU3HAKOM.

e B mosie CBOJKA yKa)KUTe KPAaTKOe OMHCaHKe YIPo3bl;



B r1osie OnMcaHue yKaxuTe 1opobHOe orrcaHye yrpo3bl;

B mnose ITociefcTBUA yKa)XKUTe OMKMCaHUe TOCAe[CTBUM, KOTOpble MOTYT BO3HUKHYTb,
ecnu yrpo3a OyzeT pean30BaHa;

B 1oJie PeKoMeHJaluy 10 YCTPaHEHHUI0 YIPO3bl YKa)KWTe MepeueHb AelCTBUN, KOTOPbIe
He00X0/IMMO BBITIOTHUTE [IJIsl yCTPAHEHUs YTPO3bl;

B 1oJie PeKoMeHJaluM 10 YMeHbIIEHHI0 PUCKA YKa)KUTE MepeueHb JelCTBUM, KOTOpbIe
Heo0X0IUMO TIPeTIPUHSATD 115 TIPeJ0TBPallleHHsi BOSHUKHOBEHUS YTPO3bl;

B I10jI€ BHyTPEHHHH 3dMeTKad YKaKKUTe [AOIIOJIHUTe/IbHbIe CBeJeHHs, IpeiHa3HaYeHHbIe
AJII BHYTPEHHEr 0 MCIi0/1Ib30BaHMA;

B rtosie OneHKa pUCKa 3ajaiiTe 1jdpoBoe 0603HaueHHe YPOBHS YIPO3bI;

B 110J1€ KOMMEHTapI/Iﬁ YKaXKuUTe OOITO/THUTE/IbHBIE CBEAECHUS.

3. Haxwmure kHorky Co3parh.

6.2.4
1.

2.
3.

6.2.5

PepakTupoBaHue Tuna MHUMAEHTa

HaunuTte mporjecc pefakTUPOBAHUS THMA WHLWAEHTA Yepe3 «yHHUBepCalbHble TaOMULIb» W
WHCTPYMEHT «OOKOBasi TTaHesTb».

BHecuTe HeoOX0OUMbIe U3MEHEHUSI.

Haxkmute kHONKYy COXpaHUTh.

Hanucatb OTBETCTBEHHOMY

1. Ortkpotite hopMy MpocMOTpa TUIa UHIUAEHTa U HA)KMUTe KHONKY Hamncatbh 0TBeTCTBEHHOMY.

OTkpoetcst okHO "HoBoe coobienue"” (cMm. «Puc. 76»).

Hoeoe coobLieHne X

Mony4yaTens
3aronoBok

CoobuweHune

Puc. 76 — Okuo "HoBoe coo0ienue"

2. YKaxuTe B OKHE CIeYIOIIyI0 HH(POPMALHIO:

B I10j1€ Honyanenb W3 BbIIIaJidarOIIero Criicka BI::I6epI/ITe noJjsiy4yartesia COO6H.[€HI/IH;



e B II0JIe 3aro/IOBOK YKa)KUTE TEMY COOOIIEHHUS;
e B 10/ie COoOODIIeHHEe YKA)KUTE TEKCT COOOIIIeHUSI.

3. Haxmure kHONIKY OTHpaBUTh. /{715 MPOCMOTPA CITHCKA MOJTyYeHHBIX/OTITPAaBIeHHBIX COODIIeHHI
HeobxoauMo repeiity B ITpodusib mosb3oBarenss — Coo0umeHus.

4. K coobijenuro Oyzer aBTOMAaTHYeCKH MPUKPEIUIeHA CChIZTKA Ha COOTBETCTBYIOIIYIO KapTOUKY
TUIla UHITUJIeHTa.
6.2.6 AyonnpoBaHue TUna MHUMAEHTaA
4, OTKpOﬁTe (bopMy MPpOCMOTPA THUIlda MHIUAEHTAd U HA>)KMHUTE KHOIIKY ﬂyﬁﬂﬂpOBaTb.

5. B OTKpBIBIIEMCSI OKHE YKa)KUTe HaUMEeHOBaHWe TWIA WHOWJEHTa U  HaKMHUTe
KHOTIKY Jly0/1MpoBaTh.

6. bByzer co3zaH HOBBIM THUIT UHIW/IEHTA Ha OCHOBE CYIIIeCTBYIOIIETO.

6.2.7 MMnopTt TMNOB MHUNAEHTOB

1. Haunute mpoljecc HMMIIOpTa TWUIIOB HWHLMAEHTOB uepe3 «yHUBepCajbHble TaOMUIbl» WIN
WHCTPYMEHT «OOKOBasi IaHesib».

2. B OTKPBLIBIIEMCS OKHE YKa)KUTE IMIYThb K apXUBY C AdHHBIMH.

3. Haxmure KHONKY OTKpPBITB.

6.2.8 JKCNopT TUNOB UHLNAEHTOB

1. HauHuTe mpoliecCc 5KCIOpTa TUIOB WHLUJEHTOB uepe3 «yHHBepcalbHble TabaULIb» WU
WHCTPYMEHT «OOKOBasi IaHesib».

2. byget cdopMUpOBaH apXxuB C TUTIaMU UHL[UJEHTOB B hopmare .Zip.

3. Haxmure kHONKy CKadaTh U yKa)KuTe IyTh [1/11 COXpaHeHUs apXuBa.

6.2.9 JKCNOPT TUNOB MHUNAEHTOB B CSV

1. Haunwure miporjecc 3kcriopta B CSV THUIIOB WHIIWAEHTOB Uepe3 «yHUBepCalbHbIe TaO/IUIbD» WIN
WHCTPYMEHT «OOKOBasi TTaHeJTb».

2. B oTKpbIBILIEMCS] OKHE YKaXUTe MyTh //Is1 COXpaHeHus1 (aiisia/gaiiioB B hopmare .CSV.

6.2.10 YpaneHue TUNa UHUUAEHTA

1. HauHuTe TIpoIlecC y/aneHUsT THUMA WHIUAEHTOB uepe3 «yHUBepCajbHble TaOMUIbI» WIH
WHCTPYMEHT «OOKOBasi TTaHeJTb».

2. IlopTBepaute yzianeHue B OTKPBIBLLIEMCS OKHe.

3. Twun uHuuAeHTa OyJeT yjaneH U3 riaTQopMsl.

6.3 Npynnbl MHUUAEHTOB

['pynnbl MHLMAEHTOB MpeJHa3HAuUeHbl [Ji YIPOLeHUsT WCCAe[0BaHUSl WHLUJEHTOB COTPYAHUKaMHU.
Cxo>xuie UHLIUIeHTHI TIOMEILAl0T B TPYTIIbI, @ UX 3aTeM Ha3HAuaroT M0JIb30BaTe IsIM.



['pymnra MHLIMIEHTOB MOKET ObITb CO3/JaHa OJHUM W3 CJIeIYIOLIUX CII0COO0B:
e BpYUHYIO, uepe3 uHTepdeiic naardopmei;
e aBTOMAaTHUeCKH, C UCTOIb30BaHUEM IpaBU/ia KOpPpesIsLivu.

Pabora c rpymnnamy UHLI/IeHTOB BK/ItOYaeT B ce0si CieyIole MpoLecChl:

1. «IIpocMOTp IrpyHIibl UHLIUIEHTOB.

«Co3panue rpymnnsl UHIUAEHTOBY .

«PelakTUpOBaHKe IPYNNbLI MHLAEHTOBY.

«Ha3HaueHue Ipyniibl MHIIMAEHTOB I10/1b30BaTe/II0».

«HasHaueHue rpynibl MHIKMAEHTOB ICpyIIHe [10/1Ib30BaTe/IeN».

«JTobaB/ieHUe UHIWIEHTOB B IPYIIIY».

«MaccoBoe 3aKphbITHe MHLMIEHTOB Uepe3 FPYIIIyY ».

«OTKperieHre UHIIUAEeHTOB OT I'PYIIIbD».

£ L N o A W

«¥Y gajieHye rpynnbl UHLKWIEHTOBY.

Jnst paboTEI C rpyNIaMy MHLMEHTOB repeliaute B paszen MHnuaenTsl — ['pynnbl MHIUAEHTOB (CM.
«Puc. 77»).
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1
Puc. 77 — Pa3pen "I'pynnbl MHIU/eHTOB"
B pa3geie 0T06pa)KaeTCSI C/1eayroras I/IH(bOpMaL[I/ISI:
o Ha3paHue — HaMeHOBaHHEe rpy1mrbl MHIHUAEHTOB,
(] Omnucanue — oryicaHue rpynribl MHUUAEHTOB,
o Koa-Bo HHIM/JEHTOB — KO/IMYeCTBO MHLIMAEHTOB B I'PYIIIIE;

o TIlonb30Barens — HaIMeHOBaHWe TI0/Ib30BaTesisl, KOTOPOMY T0 YMOJUaHHWIO OyAyT Ha3HAuaTbCs
VHLU/IeHTBI, N0Naatolliye B JaHHYIO0 TPYIILY;

e TI'pynna mosib3oBaTe/ied — HauMeHOBaHMe TPyNNbl I0JIb30BaTesied, KOTOPOM MO YMOJYaHUIO
Ha3HAvyaroTCsl MHLU/IEHTB], TI0NaJjatole B JaHHYH0 FPYIIY;

e OO0HOB/IEHO — /]aTa ¥ BpeMsi 00HOBJIeHUst MH(MOPMALIMHU O TPYTITe UHL[UEHTOB.



6.3.1

MpocMOTp rpynnbl MHUNAEHTOB

JI7151 IpOCMOTpA TPYIIIbI MHIAEHTOB HAKMHUTE KHOMKY < B HY’KHOi1 CTPOKe Tab/IUIIbI MM HaKMHTE T10
cceuike B KosioHKe Ha3zBanue. OTKpoeTcst TipeficTaBieHre yepe3 OOKOBYIO TlaHesb ¥ (hopMa IpocMoTpa

BbIOpAHHOM I'PYTITBI UHIUAEHTOB (CM. «Puc. 78»).
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B 60K0BOIi TTaHe M 0TOOpaXkaeTcst Cieayromjasi HGOPMAaIs 0 TPyTNax UHLWAEHTOB:

¢ TIpynna "MHo)ecTBeHHble HeyAa4Hble NonbITKK Bxoga"
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Puc. 78 — ®opma npocMoTpa rpynnsl HHIIM/{eHTOB

HaumeHoBaHUe rpynibl MHLUJEHTOB,;

KosmnuecTBO UHLIUAEHTOB B TPYIIIIE;

[aTa v Bpemst uaMeHeHUs1 TH(OpMaLK O TpyMIie.

AKTHB

Q
&

Cospano

15:46:51 09.09.2024

14:28:52 05.09.2024

B paboueii ob6nactu, momMumo uHGOpMaluH, OToOpakaemoil B OOKOBOM mMaHend, OTOOpa)kaeTcs

ciepyromas MH(OpMaLys:

OnucaHue — orvcaHue rPYIIbl UHLU/EHTOB;

ITonb3oBaTenn 1o YMO/TYdHUKO — HAMMEHOBaHME TII0J/Ib30BaTe/id, KOTOPOMY I10 YMOJIYaHHWIO

OyZyT Ha3HAYaThCS UHLWAEHTHI, TOTa/Iatolye B JAHHYIO TPYIIITY;

I'pynna mo yMoO/TYaHHUIO — HauMeHOBaHWe TPYIIbI I0Jb30BaTesield, KOTOPOW MO YMOJIYaHHIO

Ha3HAuaroTCsl UHLU/IeHThI, TI0Ta/jatolue B JaHHYO TPYIIIY;

Brnok MHIUEHTBI — COAepKUT Tabmmily ¢ uHGopmaliyeil 06 UHI[UAEHTax, BXOAAIUX B TPYIIITY:

Ha3BaHue — HaMeHOBaHUe UHIUEHTa;
Craryc — cOCTOsIHUe UHLIU/IEHTa;

Co3aaHo — jaTa ¥ BpeMsi CO3/laHVsI MHLIMEHTa;

ID — uieHTUPUKATOP UHLUEHTa;

Tun UHIUAEHTAa — HauMeHOBaHMWe TUIla UHI[U/eHTa;

CpoYHOCTB — I1BeTOBOE U ITU(POBOe 0003HaUEHNEe CPOYHOCTH UHIIW/IEHTa;

YpoBenb pucka — 1y poBoe 0603HaueHHe YPOBHS YIPO3bl, TPUCBOEHHOTO MHLIWEHTY;



e TI'pynma HMHIM/IEHTOB — HaUMEHOBaHWE TPYIIbl MWHIUJEHTOB, B KOTOPYK BXOJUT
VHLU/IEHT;

e AKTHB — HaMeHOBaHHe dKTHBd, HA KOTOPOM BbISIBJ/IEH MHIJUEHT;

e IlocnepHee mpouciiecTBHMe — JaTa MW BpeMs  [OCJIeJHETO  TPOMCIIECTBUS,
3a()MKCHMPOBAHHOTO 110 UHLIUJIEHTY;

o KoJ1-Bo mpouciiecTBUM — KOJIMUECTBO MPOKUCIIECTBUM, 3apUKCUPOBAHHBIX B UHLIU/IEHTE;
e Ko/1-Bo NOBTOPHBIX OTKPBITHH — KOJTMUECTBO TIOBTOPHBIX OTKPLITUN UHLIW/IEHTa;
o TIlonb3oBarens — HAMMEHOBaHUe T0/Ib30BaTe/Isl, HA3HAYEHHOTO Ha Pa300p MHLIMAEHTA;

e TI'pynma mo/sb30BaTesield — HaMMEHOBaHWE TPYINbI T0/b30BaTesel, Ha3HAUeHHOW Ha
pa3bop MHIUEHTa;

e OO0HOB/IEHO — /]aTa 1 BPeMs1 U3MeHeHUsT UHPOPMaL[Uu 00 UHIUIEHTE;

. KaTEI‘OI_)I/IH — HAWUMEHOBdHHWE KAdTe€ropuvu, K KOTOpOﬁ OTHOCUTCA MHLUWAEHT. HapylLIeHue
MOJIMTHUKH, CeTeBadA aHOMAJ/IUA, YA3BUMOCTD;

e JKCIUTyaTHPyeTCcsi YJAa/ieHHO — IIpHU3HaK, BO3MOXKHA JIM YJajleHHas >SKCIUlyaTalus
YSI3BUMOCTH: []a, HET;

. Pe3ym,TaT dHAJ/IM3ad — PE3yJ/IbTAT dHa/IM3d MHLIHUEHTA.

6.3.2 Co3pgaHue rpynnbl UHUUOEHTOB

1. Haunurte mporjecc co3jaHus TPYMITbI MHLU/IEHTOB 4Yepe3 «yHHUBepCalbHble TabMWLbl» WU
WHCTPYMeHT «OokoBasi maHenb». OTtkpoercsi ¢opma "Co3garte Trpymny WHIMJEHTOB"
(cm. «Puc. 79»).

CO3ﬂaTb rpynny MHUUWOEHTOB Copocute

HazeaHue

JoXHEle cpabaTbiBaHua

OnucaHue

Crofa NnomeLLaTcs MHUWABHTLI, NPU3HaHHbIE Kak "lToxHoe cpabaTbiBaHue"

Monb3oBaTtens No yMOAYaHWuIo

admin

Mpynna Nonk3oBaTenei no YyMonyaHuo

users

Puc. 79 — ®opma "Co3paTh rpynny UHIH/[eHTOB "

2. Yxaxure Ha (hopme ciieiyIOIIy0 UHPOPMALUIO:



o Brnone HasBaHue ykakuTe Ha3BaHNe IPYIIIbL;
e B none Onuca"Hue yKaxuTe ONKCaHye TPYIIbI;

e B mosie [Tosib30BaTe/lb 1O YMOJTYAHUIO BbIOEpHUTE T10/1b30BaTesis, KOTOPOMY TIO
yMO/TYaHUIO OYyT Ha3HAYaTbCsl BCe UHLUAEHThI U3 TPYIIIIbI;

e B mosie 'pynma moJsib30Baresieil 0 yMO/SYaHUIO BbIOEpUTe TpYIIy I0Jb30BaTesiel,
KOTODBIM 10 YMOJTYaHUIO OyIyT Ha3HAUaThCs BCe WHIU/€HTHI U3 IPYIIIbI.

3. HaxmwuTte kHONKy Co3AaTh.

6.3.3 PepakTtupoBaHue rpynnbl UHLNAEHTOB

1. Haunwure nporjecc pejakTUpOBaHUsI TPYIITbI UHL[/IEHTOB Uepe3 «yHUBepcalbHble TabaULbl» WUIN
WHCTPYMEHT «OOKOBasi TTaHesTb».

2. Bnecure H806XOAHMbIe H3MeHeHUusd.

3. Haxmure KHONKy COXpaHHMTb.

6.3.4 HasHaueHue rpynnbl MHLUAEHTOB NO/Ib30BaTEe/1I0

1. Ortkpoiite GopMy MpocMoTpa TpyIIbl WUHLUZEHTOB M Ha)XKMUTE KHOIMKY /O\ OTKpoeTcsi OKHO
"HasHaueHue rpynisl UHLIUJIEHTOB" .

2. B OTKpbIBIIIEMCSI OKHe U3 BBINAJAIOIIero Chucka BbIOepuUTe TI0/b30BaTessl, KOTOPOMY

HEO6XO,I:[I/IMO HA3HAYUTH I'PYIITY U HAXKMHUTE KHOIIKY HPI/IMEHI/ITL.

6.3.5 HasHaueHue rpynnbl MHUUAEHTOB rpynmne nosb3oBaTesieil

1. Ortkpotite popmy MpPOCMOTpa TPYIIbl UHLUAEHTOB U HaXXMUTe KHOMKY Q2 OTKpoeTcsi 0KHO
"HasHaueHue IpyIirbl UHIUJEHTOB" .

2. B OTKpbIBLIEMCSl OKHE W3 BBINA/AIOI{ET0 CIHMCKa BbIOEpHTe TPYIINY I0/ib30BaTesei], KOTOPOMY
HeoOXO0ZMMO Ha3HAYUTH TPYMITY U HAKMHUTE KHOMKY IIpuMeHHTD.
6.3.6 [Ao6GaBrieHne UHUUAEHTOB B rpynny
[obaBneHne UHIUAEHTOB B IPYIIITy MOJKeT OBbITh BBITIOTHEHO CJIe[YIOLMMH CITI0CO0aMu:
e aBTOMAaTHYeCKH, 110 pe3yJbTaTaM ''cpabOTKH" MpaBUI KOPPeJISIUH;

e BpPYYHYIO C (OpMBI CO3JaHUSI/pelakTHPOBAHUS MHLMZeHTa (cM. pa3zen «Co3jaHne UHLKMEHTa» ).

6.3.7 MaccoBoe 3aKpbiTUe MHLUUAEHTOB Yepes rpynny
1. Ortkpoiite (popMy NIpOCMOTpa FPYMIbI UHL[U/IEHTOB.
2. B bsioke I/IHI_II/I,[IEHT]:I OTMeThTe HeO6XO,£[I/IMbIe WHIWUAEHTbI YCTaHOBMB COOTBETCTBYIOLHE (1)]'[{:11“1/1.

3. HaxmuTe KHOMNKY 3aKpbIThb HHIUJEHTBI U TOATBEpAUTE [elCTBHe B OTKPBIBLIEMCSI OKHe.
BribpaHHbIe UHI[UAEHTHI OyAyT riepeBefieHbl B CTaTyC "3aKphIT'.

6.3.8 OTKpenneHne MHUNAEHTOB OT rpynnbl

1. Ortkpoiite ¢popmMy MPOCMOTpPa I'PYTIIbI UHL[AAEHTOB.



2. B 6noke MHOMAeHTHI OTMETbTe He00X0JMble MHLIUAEHTHI YCTAHOBUB COOTBETCTBYIOIIME (h1ar.
3. Haxwmure KHOIIKY OTKPEHI/ITI) CBA3aHHBbIE HHIU/JEHTbI 1 noaTeepaunTe ,qeﬁCTBHe B
OTKpBIBILIEMCsI OKHe. BriOpaHHbIe MHIM/EHTHI 00ibile He OyAyT BXOAUTh B JAHHYIO TPYIIIY.
6.3.9 YpaneHuve rpynnbl UHUUAEHTOB

1. HaunuTe mpoljecc ypaseHWss TPYMIbl WHLUJEHTOB Uepe3 «yHUBepCaIbHble TaOMHLbI» HWIN
WHCTPYMEHT «OOKOBasi TTaHesTb».

2. TlopTBepauTe yjajieHre B OTKPBIBIIEMCS OKHe.

3. T'pymmna uHUUAEHTOB OyJeT yjaneHa U3 miaTGopMbl.

6.4 MNMpoucwecTtBuAa Ha OTNPABKY

Buaumanue! BkitoueHue mpoliecca OTIpPaBKWA TPOMCLIECTBUN BBLITMIONHSETCS B CTapoM HHTepdeiice.
Haunnasi ¢ Bepcun 4.0.0 crapeiii uHTepdeiic 60siee HeJOCTYIIEH, a JaHHasE BO3MOXXHOCTb HaXO/UTCS Ha
nopabotke. Bl MoykeTe BBITIO/IHUTH [@HHYIO OIeEpaLji0 C MHCTaHCA, Ha KOTOPOM YCTaHOB/eHa Oosee
paHHss Bepcusl.

6.5 JdononHuTtenbHbIe NonA

HnaT(bopMa I103B0OJIdAeT ,E[06aBJ'IHTI: K HWHIOWAEHTaM [OOIIO/IHUTe/IbHbIE TII0Jisd, KOTOpbIeé MO>XKHO
HCII0JIb30BaTh OJIsA 0oJ1ee TOJTHOTO OMUCAHUS HWHIWEeHTa.

[lonomHUTebHBIE TIOJSt MOTYT OBITh CO3/JaHbl OTHUM U3 CJIeYIOIIUX CIIOCOOO0B:
e BDYYHYIO, Uepe3 uHTep(delic naaT(opmsi;
e aBTOMaTMYeCKH, C UCT0J/Ib30BaHUEM IIpaBu/ia KOppessLuu.
Pabota ¢ IonoTHUTeTbHBIMY TIOJISIMH BKJTFOUaeT B Ce0si Crie/IyoIe TpOoLecChl:
1. Co3panue JOMOJHUTEBHOTO TT0JIA.
2. PepaktupoBaHue WH(OPMALIUY O [JOTIOJTHUTETEHOM TT0JIe.
3. [TobaByieHue JOTIOTHUTETBHOTO TIOMS K UHIUEHTY.
4. TIpocmoTp UH(OPMALMU O J0MOJHUTE/BHOM I0JIe.
5. YganeHue JOMOJHATE/TBHOIO T10JIS.

[nisi paboThl C [OTIO/HUTE/NBHBIMU TIOJISIMU TiepeliuTe B pasjiesnl HIuAeHThI — Jlomo/IHUTe IbHbIe
moJist (cm. «Puc. 80»).
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HaseaHue Knioy Tun CopTupoBKka OGHoBNEHO
& Cblpoe cobbiTue raw_event JSON 1 17:25:16 10.09.2024
string string Ctpoka 2 10:15:12 11.09.2024
@ bool bool Jlornyeckui 3 10:15:37 11.09.2024

int int Lienoe uncno 0 10:16:04 11.09.2024
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B pa3zene orobpakaetcs cieaytoiiasi UHGOpMaLys:

CospgaHo
17:25:16 10.09.2024
10:15:12 11.09.2024

10:15:37 11.09.2024

® @ 0 ©
SRR Y
B & 3 6

10:16:04 11.09.2024

e HasBanue pmomnosiHUTENBHOrO MOJsA. 1o cChliKe MpoW30MAeT repexof Ha CTPaHWLy MpPOCMOTpa

JIOTIOJTHUTEJTBHOTO TIOJIS;

e KU104 — yHUKAaIbHBIN KITHOY, UIeHTU(GULMPYIOLIUIM T101e;

e Twum — TUM AAHHBIX, yKa3bIBaeMbiii B JOTIO/IHUTEILHOM TIOJIe:
e JIOTUYECKMHIi;
e JSON;
e CTpOKa;
e I[eJI0e YHCJIO;
e JIeICTBUTEJIbHOE UHCJIO;

e [aTa.

o CopTHpOBKa — MOPsIZIOK 0TOOPayKeHUsI JOTIO/THUTE/TBbHBIX TI0/1el B KapTOUKe WHIU/IeHTa;

o OOHOB/EHO — /1aTa U BpeMst M3MeHeHUst UH(OPMaLIMH O I0TIOJTHUTETbHOM TI0JIE;

. CO3,[[EIHO — AaTa U BpeMs CO34aHHWA JOTO/THUTE/IbHOTO I10JIA.

ITpu paboTe Haj 3aMyCAMU TabJUIBI JOCTYITHBI C/IeAYIOLHe 3/IeMeHThI yIIpaBIeHUs:

Knonka [HeiicTBUe

r_’? peJaKTHPOBaHHe UH(OPMALIUH O JIOTIOIHUTEIEHOM I10J1e
()] MPOCMOTP JOTO/IHUTE/IBHOTO 11015

]ﬁ[ yZaJieHre 3aricH U3 TabrLIbl

6.5.1 Co3paaHuve gONOJIHUTENIbHOro Nons

1. Haxmute Ha kHonkKy Co3garb. OTkpoercs ¢opma "Co3maHue
(cm. «Puc. 81»).

JOMOTHUTE/IBHOTO  os"



2.

3.

6.5.2

< Cos,anue AoNoONMHUTENbHOINo nNonA OuncTUTE

HassaHue

Cblpoe cobbiThe

Knroy

raw_event

Tun

JSON

CopTupoBKka

1 -+

Puc. 81 — ®opma "Co3aHue JONOTHUTETHHOTO Mo

YkaxuTte Ha hopMe crieyoIIyI0 MHGOPMALUIO:

¢ B nojsie HazBaHue YKaXUTE Ha3BdHHE AOIOJIHUTE/IbHOI'O I10JIA. ,Z[OHYCKEIETCH YKa3bIBAThb
m000e Ha3BaHKe I10/1s Ha PYCCKOM HJIN AHTJINHCKOM A3bIKE,

e B nosie Kiou ykakuTe yHUKalbHBIM K/It0U no/s. JlonmyckaeTcs: yKas3blBaTh K/HOU TOJIBKO
Ha aHI/IMCKOM si3blKe. YKa3aHHbIM K/IHOU [JO/DKeH ObITh YHUKaJbHBIM B paMKax
N1aT(opMBbI;

e B 1one Tum u3 BbITTaJldO1Iero  CrimCkd BBIGepI/ITe THUIT [1dHHBIX, KOTOp]:Iﬁ 6y,[[6T
YKa3bIBATHCA B T10J1€;

e B mosne CopTupoBKa BbiOepuTe TOPSAOK OTOOpaXKeHHsT [OTIOIHUTE/NBHOTO TI0/ B
KapTOUKe WHLU/EeHTA.

Haxkmute kHONKYy COXpaHUTB.

PeaakTupoBaHue [0ONO/MHUTENNIbHOrO Nons

BribepuTe U3 criicka He0OX0JUMOe [IOTIOTHUTE/TbHOE TI0JIe ¥ HAKMHUTE KHOTIKY & .
BHecuTe HeOOX0[UMbIe U3MEHEHUS.

Haxxmute KHONKY COXpaHHMTh.

Ao6GaBneHne ONONHUTE/IbHOIO MOJIsi B UHUMAEHT

[lepeligute B pa3znen HnupaeHTsl — VIHIMAEHTBI, BbIOEpUTe MHLIMAEHT M3 CIMCKA W OTKPOWTe
ero Ha IpOCMOTP.

Haxxmure kHomKy PepaktupoBarb. B Oroke [lomosHuTe/bHBbIe moJisi OyseT oToOpakaThbes
CIMCOK JJOCTYITHBIX JIOMOTHUTE/bHBIX T0JIeH.

Bribepute forosHUTeIBHOE TI071e JJis1 100aBieHrsl B UHIU/IEHT U YKa)KuTe B HeM HeoOXOoAUMYHo
HMH(OpMaLUIO.

COXpaHI/ITe BHeCeHHEIe U3MEeHeHU .



6.5.4 MpocMoOTp 3HaUYEeHUA AONONHUTENIbHOIO NONA
OTKpBITH Ha MMPOCMOTP [IOTIOJTHUTE/ILHOE T10J1e MOYKHO BYMSI CITOCOOamMM:
e JIO CChIJIKe ITO HAa3BAHUIO I10JId;
e [IO KHOIIKe @

OTtkpoeTcs ctpanuiia "[lornoaHuTebHOe 1osie <HauMeHoBaHue 1ossi>" (cM. «Puc. 82»).

< JononnutenbHoe none "Cbipoe cobbiTue"

3HayeHnA AONONMHUTENBHOTO NoA

v c B
WHumpeHT 3HaueHue JMononxuutensHoe none

MS-WIN - HenpuBUNEerMpoBaHHbIA AOCTYN K 0BLiEMY ceTeBoMy pecypcy SMB { "Bookmark": "<BookmarkList>\r\n <Bookmark Channel='Security"... Cblipoe cobbiThe o]

WEB - O6Hapy»eHa Log4dj uHbekyns {"Bookmark": "<BookmarkList>\r\n <Bookmark Channel='Security"... Cblpoe cobbiTne o}
MHOXeCTBEHHbIE HeyaauHble NOMbITKU BXOAA Ha O[IHOM yane Nof pasHbIMK yuYeTHbIMW...  { "Bookmark™: "<BookmarkList>\r\n <Bookmark Channel="Security"... Cblipoe cobbiThe jm|
MHOXECTBEHHBIE HeyauHbIe NOMbITKN BXOAAa Ha PaafIMYHBIX XOCTaX NOA, PasnuyHeIMM... { "Bookmark": "<BookmarkList>\r\n <Beokmark Channel="Security"... Cblpoe cobbiThe ]

‘ 1 ‘ 10 [ cTpaxMua

Puc. 82 — CtpaHuIia npocMoTpa JJONO/IHUTE/ILHOr0 1moJis "

Ha crpanutje otobpaxkaeTcs ciefyroiasi iHGpopMarus:

e HWMHumjaeHT — HaMeHOBaHWEe WHI[U/IEHTa, B KOTOPOM J00aB/ieHO [OTMOJIHUTe/NbHOoe Tosie. [lo
CCbLJIKe TIPOM30ii/eT Tiepexo/| Ha JopMy NPOCMOTpa UHLIU/IEHTa;

e 3HaueHMe — I/IH(l)OpMaL[I/Iﬂ, YKd3dHHa# B JOIMOJIHUTE/IbHOM I10J1€;
o HaumeHoBaHue AOIIO/IHUTEe/IbHOI'O I10JIA.

HPI/I HEO6XO,£[I/IMOCTI/I BbI MOXXETe Ya/IMTh 3HaUeHHE [NOTIO/THUTE/IbHOI'O I10JIA U3 BBIﬁpaHHOl"O HWHIWEeHTa.

st TOro Ha)KMUTE KHOTIKY [ B COOTBETCTBYHOIIIEl CTPOKe.

6.5.5 YpaneHue AOoNOJ/IHUTENILHOIO NonA

[ns ypaneHus: JONOHUTENBHOTO M0JIS1 HAKMUATE KHOMKY | B COOTBETCTBYHOLIIEN CTPOKe.
[ns ypaneHue Bcex 3anvcell HOOKMUATE KHOMIKY Y Aa/IUTh BCe.

HHH yAa/leHNsd KOHKPEeTHBIX 3anucei Ta6J'II/IL[bI YCTaHOBHUTE HY>KHbIE (1)]'[(:11"1/1 N HOOKMHTE KHOIIKY YnaJme.



/. AKTUBbI

7.1 AKTUBbI

7.1.1 OOGwue gaHHble

AkTHB: 1000 TeXHHUUeCKoe CpeJCTBO MH(OPMALMOHHOW CHUCTeMbI (YCTPOWCTBO, TOJK/FOUEHHOE K
BBIUKMC/TUTE/IHON CETH, B TOM UHCJIe: cepBep, paboyasi CTaHIUsl, KOMMYTAllMOHHOE YCTPOWMCTBO U T.I1.),
MMetolIiee [IeHHOCTD /ISl TIPeATIPUSITHS U TIOAJIesKalljee 3aliyuTe 0T KHOepyrpos.

IIpu oTnpaBKe U TOMYYeHWW JAHHBIX AKTHUBbI TeHepUpYyrOT TpadduK, KOTOphl oOpabaThiBaeTcs B
marhopMe U Ha ero OCHOBe B COOBITHUAX WHGOPMALMOHHON 0e301acHOCTH PerucTpUpyeTcst
vHbOpMaLYs 0 TOM, OTKY/Ia UCXOAUT TPaUK U Ky/Jja OH HaIpaB/IsieTCsl, HarlpuMep MCXO/HbIe U 1Lie/ieBble
[P-appeca, FQDN u npoyasi uHbopmMariusi.

Tun ceTeBOl BUAMMOCTH aKTHBa MOJKET IPUHMMATh CreJyIolue 3HauUeH!s:
e 1 - aKTVB HaNpAMYIO NOJK/IIOYEH K ceTU MIHTepHeT;
e 2 — aKTWB pacriojiaraeTcsi B eMUIMTapru30BaHHOU 30He (DMZ);
e 3 — aKTUB MOJK/IIOUeH K ceTh VIHTepHeT yepe3 Proxy-cepsep;

e 4 — aKTUB MMeeT OrpaHUUeHHBIN Z0CTYM K ceTH VIHTepHeT U K OrpaHuYeHHOMY Habopy OHJIaiiH-
cepBucOoB. Hanmpumep, ToHKUe KiveHTbl, POS-TepMuUHaIibl, yAanieHHbie 0(HUCHI;

e 5 — aKTHB He IMO/K/TIOUEH K CETH.
Ceegenust 00 akTHBAaX B 1y1aTGopMy MOTYT OBITh 00aBIeHbI CIeAYIOUUMU CrIocobamu:
e TIpU OOHApY)KEHWH/CO3/IaHUU UHLIU/IEHTA;
e TIO pe3y/jbTaTaM pabOThI CKaHepa ysI3BUMOCTEH;
e TIO pe3yJsibTaTaM pabOTHI CETEBOTO CKaHepa;
e 7006aB/IeHBI BPYUYHYIO.

B cnyuae, ecim y akTHMBOB WMCMOJIb3YHOTCSI He cTaTuuHble [P-apeca, TO MO)XHO BBITIOJIHUTD
JTOTIO/THUTE/TbHYI0 HaCTPOWKY CTpaTeruy ueHTHU(hHKALMA aKTUBOB (ToZipobHee cM. pa3zen «HacTpoilku
YeHTUQUKAI[UU aKTUBOB»)

YPOBEHB B/IWSAHWA dKTHBaA Ha BBITIO/IHEHIE 6I/ISHEC-HPOL[€CCOB KOMIIaHMM Ha3bIBaeTCss 3HAUMMOCTL. B
H]IaTCl)OPMe 3HaUMMOCTb dKTHBd MOXXET IIPUHUMATh C/IeIYIoIre 3HaUeHHuAd:

e 1 - xmoueBoii. [laHHBIN akTHB obecrieunBaeT (HyHKLIMOHHUPOBaHUe OM3HeCa;
e 2 — BaHbIW. [JaHHBI aKTHUB 00OecrieyrBaeT MITaTHYO PaboTy KOMIaHUY;
e 3 — HeKpUTUUHBIN. [JaHHBIM aKTHUB He BJIMsIeT Ha IITaTHYI0 paboTy KOMITaHUM;

e 4 — pacripesiesieHHbINA. JJaHHBIN aKTUB HaXOJAWUTCS B COCTaBe pacripefie/ieHHON CHUCTeMbl, KOTopast
He 3a/lelicTBOBaHa B OM3HeC-TIpoLeccax;

e 5 —TecToBbIM. [laHHBIM aKTHB pacriojiaraeTcsi B TeCTOBOU cpefie. HeJoCTYMHOCTh JaHHOTO aKTHBa
He BJ/IUSIeT HU Ha OM3HeC-TIPOIiecChl, HM Ha IITaTHYIO paboTy KOMITaHUH.



AKTHBBI MOXXHO OOBEAWHWUTH B TPYIIbI, a 3aTéM HMX HA3HAUUTh OTBETCTBEHHBIM. OTO VIIPOIAeT
pacciie[JoBaHUe CBSI3aHHbIX C AKTUBOM HHLIW/IEHTOB Y TI03BOJIsIeT BHITIO/IHATH MPOBEPKY cooTBeTCTBUs [10
ISl TPYTINBI aKTUBOB (TTogpo0OHee CM. pa3zien «[ DYkl aKTUBOB» ).

[y mofk/MOUeHHs: K ceTh U oOMeHa JaHHBIM MCII0/Ib3YIOTCS CeTeBble MHTep(delichl, WHhOpMaLUs O
KOTODBIX M CBSI3aHHBIMUA C HUMM aKTHBaMH TaKXe COJIeP)KUTCs B ruiaTgopme (rmofpobHee CM. paszen
«CeTeBble UHTEP(DENCHI»).

Pabora ¢ akTMBaMH BKJTIOUaeT B ce0si Cieyrolire TIPOLeCChl:

1. «IIpocMOTp M aHaA/IW3 aKTUBA».

«Co37aH1e aKTUBa».

«PenakTUpOBaHUE aKTUBa».

«Hamucath OTBETCTBEHHOMY».

2
3
4. «JlobaBJyieHMe aKTUBA B IPYIIIY».
5
6

«Y ajeHue aKTUBa».

7151 paboThI ¢ aKTUBAMU TiepeiuTe B pa3zien AKTHBbI — AKTHBBI (CM. «Puc. 83»).
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Puc. 83 — Pa3pen "AKTHUBBI"

B pazgesne orobpaxkaeTcst ciiezyroiasi “HGOPMAaLHst:
e YpoBeHb pHCKa — [[BeTOBOe U [IU(PpOBOe 0003HaUeHre YPOBHS pHCKa aKTHUBa;
o Tun — tuna aktuBa: Host, Node;
o Ha3BaHue — HaMeHOBaHUe AKTHBA;
o CereBble uHTepdeichl — HaMMeHOBaHUe CeTeBOro uHTepdelica akTUBa;
e OmnepanyoHHas CHCTeMa — HAMMEeHOBaHKe OTePAl[IOHHOM CHUCTeMBbI, yCTaHOB/IEHHOM Ha aKTHBE;
o I'pynmbl akTHBOB — HaMeHOBaHKE I'PYTINT aKTUBOB, B KOTOPBIX COCTOUT aKTHB;
o Pacnosno)xeHune — reo/jJaHHbIe aKTHBa;
e OTKpBITbIe HHIIUAEHTbI — KOJTMYEeCTBO OTKPBITHIX MHIU/IEHTOB Ha aKTHBe

e Puck IPUHAT — IMPU3HAK, MMTPUHAT JI HOTeHLH/IaJIBHbII‘/JI PHUCK ,qaaneﬁmeﬁ 3KCIUTyaTalli aKTHBAd B
TeKyleM COCTOAHHHU: [d, HET;

. BHKPBITLIE HHIHUJEHTDbI — KO/JIMUYECTBO 3dKPLITHIX MHIIU/I€EHTOB Ha dKTHUBE;



e OO0OHOB/IeHO — iaTa ¥ BpeMsl U3MeHeHUs] MHpopMaruy 00 aKkTHBe;

o Co3aaH0 — jaTa ¥ BpeMsi CO3/IaHUs 3aIicy 00 akTHBe B T1aTopme;

e 3HAUMMOCTH AaKTHBA — YPOBEHb BJIMSIHUS aKTHBA Ha BLIMO/IHEHNEe OM3HeC-TIPOLIeCCOB KOMITaHHUH;
o CereBasi BWAMMOCTH — TUIT CETEBOI BUJUMOCTH aKTHBa;

. prl’[ﬂa OTBETCTBEHHBIX — HAMMEHOBAHKE T'DYIIIbL HOHL3OB&T€H€ﬁ, KOTOPBIM dBTOMAdTHUECKH
Ha3HA4YalOTCAd MHIWAEHTHI, BBIAB/IEHHBIE Ha dKTHBE,

e IP/MAC - IP u MAC-azpec akTuBa.

7.1.2 NMpocmoTp U aHaNIM3 aKTUBa

Tl MpOCMOTpa akTHBa HakMHUTe KHOMKY (& B HY)KHOW CTpOKe Tab/MIbl WM Ha)KMUTE TI0 CChIIKE B
kKonoHke Ha3Banme. OTKpoeTcsi TpefCTaB/ieHHWe dYepe3 OOKOBYH TaHesb U ¢GopmMa TMPOCMOTpa

BbIOPAHHOTO aKkTHBa (CM. «Puc. 84»).

TWilensun sxTvena fo: 2025-08-16 | O Basasnawi | (@) admin

° 17230249.21 ~ | [pocMoOTp aKTHBa
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10.200.52.219
He
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Kmouesoh AKTUBH (P netwarkAdapter , deviceld: enp0s18, name: 82540EM Gigabit Ethernet Contraller (QEMU Virtual Machine)
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memary , capacity: 34359738368
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c
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10 [ cTparua
Puc. 84 — ®opma npocmoTpa aKTUBa

B 60koBoii aHe oTobpa)kaeTcs ceyroias MHGpopMarusi 00 akTHBax:
o HauMeHOBaHUe aKTHBa;
e Tum aKTUBa;
o Pacriono)keHue akKTUBA;
o (CereBast BUIUMOCTb aKTHBa;
e 3HaAuMMOCTb aKTUBA;
o CocrosHue akTHBa.

B paboueit o6actu oTobpakaetcs ciiezytorrias uHbopMariyst 00 akTHBax:



e B 6/10ke OcHOBHOe 0TOOpakaeTcsi OCHOBHast MHGOpMalys 00 akTHBe:

o IP;

¢ FQDN;
¢« MACG;
¢« 0OC;

e ['pyrima akTHBa;

e Tum aKkTUBa;

¢ Pacnonoxkenue;

¢  OTBETCTBEHHLIN;

e JlaTa nmocneAHero CKaHUpPOBaHUS;
e (CocTosHME aKTHRBa,

e B Omoke CereBble HHTepQelcbl oTOOpa)kaeTcsi WHGPOpPMAlMs O CeTeBbIX UHTepdeiicax,
BXOZSALLMX B aKTHUB!

o Ha3Banue;
o IP;
« MAC.
e B 6noke CepBuchl oToOpa)kaeTcsi MH(GOPMaLUs O cepBrCcax, 00HApYKeHHBIX Ha aKTHBE:
o Howmep nopra, KOTOpPBIi UCII0/Ib3yeT CePBUC;
e Craryc cepsuca (open, close u 1.1.);
e Tun cepsuca (Idap, domain, msrpc u T.A.);
e IP-agpec, Ha KOTOPOM OOHApYy»KeH CepBHC.

e B Omoke IIporpamvHoe obOecnieuenne otobOpakaeTcss wWHGpopMmalusi o crucke I10,
YCTaHOB/IEHHOM Ha aKTHBE;

o B 6/10ke AnnapaTHoe obecriedeHre 0TOOPaXKaeTCsl CIUCOK arapaTHOro o0ecrieueHyst akTHBA;
e B 65oke MHmmaeHTh! oTobpakaercss mH(opMaiyss 00 MHIMJEHTaxX, BbISBIEHHbIX Ha aKTHBe
(mogpobHee cM. pa3zen « IHLUIEHTBI»).
7.1.3 Co3paHue aKkTuBa

1. HauHuTe mipoljecC CO3/aHUsi aKTHBa uepe3 «yHUBepCajbHble TAOMULbI» WIA WHCTPYMEHT
«bokoBasi maHenb». OTkpoetcs popma "Co3zzanue aktuBa" (cM. «Puc. 85»).



Co3paHue aKkTuBa

Obwee

HassaHune *

TecToBbIA aKTUB

AKTWBHBIR
Tun
TOHKWIA KNWEHT
3HaYMMOCTb 8KTMBA

HekpuTuyHbIA

CeTeBan BMUOAMMOCTb

LWTaTHeI gocTyn B MHTepHeT Yepes Proxy

Ipynna oTBETCTBEHHbIX (O

users

OnucaHne

TecTOoBbIA aKTWUB A1 NPOBEPKK paboThl CKaHepa YA3BMMOCTEN

Pacnonoxexwe *
r. Mockea
OTBeTCTBEHHOE NULO
Cupgopos
TexHWUYeCKWA cneumannct

CmupHoB

CeTtesoi uUHTepdeic
Bbibepute ceTeBon nHTepheic

127.0.0.253 127.0.0.253 X

Puc. 85 — ®opma "Co3ganue akTuBa"

2. BeinosHUTE Ha popMe CieAyroIre JeHCTBYS:

e B none Ha3BaHnue YKaXKUTE HAMMEHOBAHHWE dKTHUBA,

e YCTaHOBHTE (1)]'[81" AKTMBHLIﬁ, ec/im I,I[aHHbII‘/i dKTHUB 3aﬂeﬁCTBOBaH B KOpHOpHTHBHOﬁ CeTH,

e B none Tun YKaXXUTe TUIT dKTHBA,

e B I0/e 3HAYMMOCTb aKTUBA U3 BhbIIIa/iaroIjero Criicka BI)I6€pI/IT€ 3HAUYMMOCTDL dKTHBA,

¢ B 1one CereBas BHU/JUMOCTD 13 BbII4JdIOIIEero CIIMCKa BbI6€pI/ITe CeTeByr0 BHUIHUMOCTH

aKTHUBA;

e B mone I'pynma oTBeTCTBeHHBIX BbIOEpHTE TPYMIy TI0/Ib30BaTesnell, KOTOpoil OynayT

dBTOMATHUYECKHW Hda3HaUdTbhCA MHLIM/AEHTEI, BEISABJIEHHBIE HAd dKTHUBE;

e B II0/le OnMcaHue YKaXKWUTE OINMHCaHWE dKTHBA,

e B ojie Pacmosioxxenue YKaXKUTE pPACIIO/IOKeHHE dKTHBA;

e B II0/Ie OTBeTCTBEHHOE JIMIO0 YKaXKHTE I/IH(I)OPMEILII/I}O O BjiaZie/iblle dKTHUBA,



e B nose TexHHUeCKH CIIELUATUCT YKa)KUTe COOTBETCTBYIOLYI0 MH(MOPMAL[HIO;

o B rnosie CereBoil MHTeP(elic 13 BbINAAIOIIETO CIMCKA BhIOEpUTE CeTeBble MHTepP(ecHl,
KOTOpbIe BXOJST B COCTaB aKTHBAa. EciM HeoOXOJMMOro ceTeBOro WHTepdeiica HET B
CTIMCKe, TO Bbl MOXKeTe CO03/laTh ero BpPy4Hyro. [lnisi 3Toro Hakmute KHOMKY Co3jaThb
HOBBI U yKakuTe HeobOxoaumyr wuH(opmaruio (rmoapobHee cm. pasgen «CereBble

HHTepdenchI»);

3. Haxwmure kHOMKY Co034aTh.

7.1.4 PepakTnpoBaHue aktusa

1. HaunHwuTe TipoIiecC peJjaKTUPOBAHUsI aKTHBA Uyepe3 «yHUBepCa/lbHble TaOIULIb» WA WHCTPYMEHT
«DOKOBas MaHeIb».

2. Bnecure HEO6XOAHMLIE HN3MeHeHUus.

3. Haxmure KHONKy COXpaHHMTb.

7.1.5 [Ao6GaBneHne akTuBa B rpynny
1. OrkpoiiTe popMy NMPOCMOTPA aKTHBA U HAXKMUTE KHOTKY JJ00aBUTh B Ipymimy.

2. B OTKpBIBIIEMCSI OKHE W3 BBINA/AIOIIEr0 CIMCKA BbIOEpPHUTE TPYMIy aKTUBOB (TMOApPOOHee CM.
pazgen «[pynrbl akTUBOB» ), B KOTOPYI0 HEOOXOAMMO 00aBUTh aKTHB.

3. Haxmure KHONKy COXpaHHMTb.

7.1.6 Hanucatb OTBETCTBEHHOMY
1. Ortkpoiire ¢opMy MpPOCMOTpa akTMBa M HaKMuUTe KHONKYy Hammcarb OTBeTCTBEHHOMY.

OTkpoetcst okHO "HoBoe coobiienue" (cM. «Puc. 86»).

Hoeoe cooblweHune %

Mony4yaTtens
3aronoBok

CoobuleHue

Puc. 86 — Okuo "HoBoe coo0ienue"

2. YKaxuTe B OKHE CIeAYIOIIyI0 HH(POPMALHIO:



« B mose ITosyuaTesib U3 BBIMAZAIOIIEr0 CIMCKA BbIOEPUTE TIO/TyUaTesis COOOILeHus;
e B II0JIe 3aro/IOBOK YKa)KUTE TEMY COOOIIEHHUS;
e B 10/ie COoOOIIeHHEe YKAKUTE TEKCT COOOIIIeHUSI.

3. Haxmure KHONKY OTHpaBUTh. [I/IsI TPOCMOTPA CITUCKA MOYYEeHHBIX/OTIIPABIEHHBIX COOOIIeHHIA
HeobxoauMo repeiity B ITpoduib mob3oBarenss — Coo0umeHus.

4. K cooOujeHnto OyZieT aBTOMaTH4yeCKW TPUKpervieHa CChUIKA Ha COOTBETCTBYHOIYHO KapTOUKY
aKTHBa.

7.1.7 YaaneHue aktuea

1. HaunuTe mpolecCc yJaneHus aKTUBa Yepe3 «yHUBepCa/lbHble TaOMIIb» WIM WHCTPYMEHT
«DOKOBas MaHeIb».

2. TlopTBepauTe yzaajnieHUe B OTKPBIBLLIEMCSI OKHE.

3. AxTuB Oyzet yjaneH u3 raat(opMsl.

7.2 'pynnbl aKTBOB
,Z[J'Iﬂ YHpolleHWs yIIpaB/I€eHUA dKTUBAMU UX MO>KHO IMOMECTUTD B I'DYIIIILL.
Pabota c rpyrinamu akTHBOB BKJ/ItOUaeT B cebsi CyieyIoliye TpOoLecChl:

1. «Co3gaHue rpynnbl aKTUBOBY.

«IIpoCMOTp I'PYIIbl aKTUBOBY .

«PefakTUpOBaHUE I'PYIIIIbl AKTHBOBY.

«Hamucatb OTBETCTBEHHOMY».

2
3
4. «HacTpolika aBTOMaTHUYeCKOoro 100aBaeHus aKTUBA B TPYIIIY».
5
6

«¥Y najieHye rpynnel akTUBOB».

Ona paboTel C TIpymnamM¥ akTUBOB IlepeliauTe B  pasgen AKTHBBI — ['pynmbl  aKTHBOB
(cm. «Puc. 87»).

BIES 17230254138 ~ | Tpynnbi akTHEOB O basasawnn | (@) acmin

Mpynnbl aKTUBOB

5 v | cospare vaanure sce c
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TpOBEpKE BapaXEHIA (7="(4,25318)*((1-)[a-zA 20-8-1,63) (<1- N\ Jefa-z.. O admin 10:22:49 24.09.2024 10:22:49 24.09.2024 Het
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Puc. 87 — Pa3aen "I'pynnel akTMBOB"

B paspiene oTobpaykaeTcs ciefiyrolnasi iHpopMaLusi o Tpyrax akTHBOB:

o Ha3Banue — HauMeHOBaHWe TpyNNbl aKTHBOB. [Io ccbuiKe Tpou3oljeT mepexos Ha ¢Gopmy
IIPOCMOTpa I'PyMIbl aKTUBOB;



7.2.1
1.

PerynsipHoe BbIpa)KeHHe — CTpaTerusi aBTOMaTUUYeCKOTO [00aBjieHHs aKTUBOB B TPYMITy I10
3aZIlaHHOMY pery/sipHOMYy BbIpakeHUt0, TmpumeHsieMoMy K FQDN aktvBoB. HOBbIe akTHBEI,
ybe FQDN oTBeuaeT 3alaHHOMY pery/IsiPpHOMY BbIPDa)KeHH0, OyyT aBTOMaTU4YeCKH BK/TIOUATHCS B

rpymniy;
Ko/1-B0 — KO/IMYeCTBO aKTUBOB B TPYIIIIE;

I'pynna oTBeTCTBeHHBIX — IPYIINa M0/b30BaTe/iel, Ha3HaueHHasi OTBETCTBEHHBIMU 3a JaHHYIO
IpYyMNIy aKTHUBOB;

Co3paHo — faTa v BpeMsi CO3/laHUs TPYTIIbI aKTHBOB;
OG0HOBJIeHO — /1aTa ¥ BpeMsI TI0C/IeIHer0 0OHOB/IEHUSI TPYTIbI aKTUBOB;

Ces3zaHHbIe rpynibl nmojib30Bare/ied — rpyIIIibL l'IOJ'Ib3OB&T€J'I€I>i, CBA3dHHbIE C KOHKPETHBIMH
dKTHUBdAMH U3 AaHHOﬁ T'PYTIIIBI;

KWW — mnpusHaK TOro, OTHOCUTCS Jisi TpPyMra aKTUBOB K KPUTUUYECKOW HWHGOPMAalMOHHOM
MH(PaCTPYyKTYype;
Macka mojcereil — CcTpaTerusi aBTOMaTHUeCKOTO Z00aB/ieHUs] aKTUBOB B TPYIIY TI0 3alaHHOU

Macke mozceTd. HoBble aKTHBBI, TMOMajarollye TI0J, YKa3aHHYI0 CeTeBYI0 MacKy, OyayT
aBTOMaTUUeCKH BK/IIOUaThCS B IPYIIIY.

Kuonka 3amyck mnpoBepku cooTBercTBusi ITO (mozpobHee cM. paszen «Pe3y/bTaThl
coorBetcTBUA [TO»).

Co3aaHue rpynnbl akTMBOB

Haxmure kHomky Ceo3patrh. Otkpoercs  ¢opma  "Co3paHuve  rpymnmbl  akTUBOB'
(cm. «Puc. 88»).



¢« CospaHue rpynnbl aKTuea CopocTs

HassaHue

PacnpepenerHble aKTUBbI

HacTpoiiku aBToMaTu4eckoro go6aeneHua akTMBOB B rpynny ©

Macku noaceteit 8 CIDR-HoTauuu (Hanpumep 192.168.0.0/24)
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users
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admin X inventorization X
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localhost X
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Puc. 88 —®opma "Co3aaHue rpynnbl akTUBOB "

YKakuTe Ha hopme CiieyIOIIyI0 HH(OPMALUIO:
e B moJsie Ha3BaHMe yKa)XuTe HAMMEHOBaHHEe I'PYMIbl aKTUBOB,;

e B 0Omoke HacTpoiiKu aBTOMAaTHUYeCKOro /00aB/ieHUsl aKTHBOB B TPYNIy HaCTpPOMTe
CTpaTeryi0 aBTOMATHUeCKOro A00aBieHUsl akTWBOB B rpymiy (cMm. paszen «Hacrpoiika
AaBTOMAaTHUeCKOro /100aB/ieHNs aKTUBA B TPYTIIY»);

e B 0Osioke I'pynmsl mo/ib30BaTe/Iel YKaKUTe CJIeAYIOITYI0 UH(GOPMAILIUIO:

e B rnosie I'pynna oTBeTCTBeHHBIX BbiOepuTe TPYIINy, KOTOPOW aBTOMaTUUeCKH
OyAyT Ha3HAuaThCS WHIW/EHTHI, BbIsB/IeHHbIE Ha aKTHUBaX, BXOJSIIUX B JIaHHYIO
TPYIINy aKTHUBOB;



e B mnone CBsi3aHHbIe TPyNNbl MOJIb30BaTe/eill YKa)KWTe CBsi3aHHbIe TPYMIIbI
I10/Ib30BaTe/Iel;

e B CJyuae, eC/iM TIpyINa aKTUBOB OTHOCUTCS K KPUTHUECKOW WHGPOpPMAaI[MOHHOMN
nHpacTpykType, To B nosx ID cymuoctH, ID cydobekTa, ID cucTeMBbl yKaKuUTe
COOTBETCTBYIOLLME WAEeHTU(PHUKATOPbI, KOTOPbIE YKa3aHbl B IPOTOKOJ/Ie UHTerpaLyn
C BHeIIHel cucteMoi, u yctaHoBuTe diar KUU;

e B mnomsix OtBercTtBeHHOe /IO ¥ TexXHHUECKHH CHENUATIMCT YKaKUTe
COOTBETCTBYIOLIYI0 HH(OPMALHIO.

e B 0O/0Ke AcconHanuu yKa)KuTe Cjieyomyo nHHOpMaLuio:

e B nosie AKTHB BbIOepuTe aKTHBBI, KOTOPbIE C/IelyeT BK/IIOUMTH B TPYIITY, €C/IH
HeoOXO/MMbIe aKTHBHI yyKe 00aB/ieHbI B I1aThopmy;

e B mnone HabGop mpaBwi Bbibepure TMpaBWia, MO KOTOPBIM aKTHUBBI IOJDKHBI
rpoBepsThCs Ha cooTBeTcTBUE [10 (cM. pa3gen «Co3aHue MpaBujia COOTBETCTBUS
[1O»).

3. Haxwmure kHOMKYy Co3aaTh.

7.2.2 MpocmMoTp rpynnbl akTUBOB

[y mpocMoTpa W aHa/iv3a TPYNMbl aKTUBOB Ha)KMHUTe TI0 CChUIKe C HaWMeHOBaHWEM WHIWJEeHTa.
OTtkpoetcsi hopMa MpocMoOTpa IPYIbl aKTUBOB (M. «Puc. 89»).

¢ Fully Qualified Domain Names | Penacuposart N
OcHoBHoe
HasgaHue Fully Qualified Domain Names
Macka noaceTtu
pynna oTBETCTBEHHbIX admin
AKTUBEGI WHUMOeHTbI
c @
YpoBeHb pUcKa HaseaHue O6HOBNEHO CosgaHo

0.77 localhost 14:55:1303.09.2024 14:55:13 03.09.2024

0.77 stand-x.pgr.loca 14:55:15 03.09.2024 14:55:15 03.09.2024

| 1 ‘ 10 / cTpaHuua
Puc. 89 — ®opma npocmoTpa rpynnbl akTUBOB

Ha ¢opme npocmoTpa rpynmbl oTobpakaeTcst ciiefyromasi iHOpPMaLus:
e OcHoBHast uH(pOpMalLus IpyTie: Ha3BaHUe, MacKa I0/|CeTH, IPYIiNa OTBeTCTBEHHBIX;

e UHdopmarys 06 akTHBaX, BXOJSILKX B TPYIIy: YPOBeHb PHCKa, Ha3BaHUe aKTHBA, ZlaTa U BpeMst
0OHOBJIEHUS U CO3/IaHUsI aKTUBa;

e UHdbopmarust 06 MHLMEHTaX, BbISIBIIEHHBIX Ha akTUBax (cM. «Puc. 90»).
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PeaakTupoBaHue rpynnbl akTUBOB
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YposeHs...
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9
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0.5

Fpynna MHUWAEHTOR

Mpynna "MoxHble cpabarbiBaHns”

Mpynna "MHOXEeCTBEHHEIe. ..

Ipynna "NoXHble cpaGaTbiBaHua"

Mpynna "MHOXeCTBEHHbIE.

PegakTupoears Hanucath oTEETCTEEHHOMY ‘ :

Tun MHLUMAEHTa

AuditD - OcTaHoBNEH AeMOH

WEB - OBHapyxeHa Logdj...
MHOMECTBEHHBIE HEYAAUHBIE...
MHOXeCTBEHHbIE HeyAauHbIe...
MS-WIN - HENPUBMNErMPOBAHHBIN...

MS-WIN - [1na yyeTHOoA 3anmcw..

MHOXECTBEHHBIE HEYAAYHbIE...

Puc. 90 — ®opma npocMoTpa rpynmbl akTUBOB. Tab/iMia HHIH/eHTHI

c @

O6HOBNEHO

11:08:01 13.09.2024
09:52:40 11.09.2024
09:53:12 11.09.2024
12:21:18 12.09.2024
09:51:26 11.09.2024
10:56:31 09.09.2024

12:10:09 12.09.2024

[Mepetizure Ha ¢dopMy TIPOCMOTpa HEOOXOJUMOMW TPYIIbl AKTMBOB W HAaXKMHUTe KHOIIKY
PepakTvpoBars.

BHecuTe HeoOX0/iMbIe U3MEHEHHSI.

CoxpaHuTe U3MeHeHus.

HacTtpoiika aBTOMaTU4ecKoro fo6aB/sieHUs akTUBa B rpynny

Hacrtpoiika cTpaTerusi aBTOMAaTHUeCKOro J00aB/ieHWs aKTWBa B TPYMIY BBITIOAHSIETCS Ha (dopme

COB,Z[aHI/IH/pe'Z[aKTI/IPOBaHI/IH rpymrbl aKTMBOB B 6J10Ke HaCTPOﬁKH dBTOMATHYECKOIro ]I[OﬁaBJ'IEHI/IH

aKTHBOB B rpymmy (cM. «Puc. 91»).

HacTpoiikn aBTomaTuyeckoro go6asneHnsa akTMBOB B rpynny @

Macku nogceteit 8 CIDR-HoTaumum (Hanpumep 192.168.0.0/24)

I 192.168.0.0/24

| -+

|

|-+

Mona AonxHbl BbITe AONYCTUMbIMUK Cidr-agpecamu

PerynspHoe BblpaxeHue ana FQDN

(2N (2=41,255}8) (({1,631\.){1,127}(?1[0-9]*$) [a-Z0-9-]+\.?)

CnpaBKa No PerynapHbIM BbIpaxeHUAM

Puc. 91 - tIJopMa COB]Z[BHPIH/])E]Z[HKTHPOB&HHH rpyninbl aKTUBOB. HﬂCTpOﬁKﬂ dBTOMAaTHYECKOro }Z(OﬁaBJleHl/lﬂ dKTUBOB B Ipynity

CTpaTE‘l"I/II-O MO>XHO HACTPOUTHL ABYMS criocobamMu:

10 MacCKe IO CeTH;

T10 peryJsipHOMYy BelpaxkeHHt0 11 FQDN.

BeinonnuTe criefyronye geUCTBUs:



1. B none Macku nopcerer B CIDR-HOoTanum yKakute Macky IOZICeTH.
2. Wcnonwp3yiite KHOTIKY "+" 11 "=" 17151 J0OaB/IeHUS/yAa/IeHUst MAaCOK TO/[CeTel.

3. B none PerynsapHoe Beipaxkenue A FQDN ykakuTe perysispHoe BbIpakeHHe.

7.2.5 Hanucatb OTBETCTBEHHOMY

1. TlepeiimuTe Ha ¢opMy TIpoCMOTpa TpYIIbl aKTUBOB U HaXMuTe KHOMNKy Hammcarb
orBeTcTBeHHOMY. OTKpOeTcst okHO "HoBoe coobirienue" (cm. «Puc. 92»).

Hoeoe coobLieHue X

Mony4aTtens
3aronoBok

CoobueHue

Puc. 92 — Okuo "Hosoe coo0ienue"

2. YKaxuTe B OKHe CJ/IeZlyIOL[y0 UH(POPMaLUIO:
e B 1osie [TosryuaTesb 13 BhIMAJAIOIIET0 CITMCKA BIOEPUTE MOTydaTesisi COOOIIeHus;
e B TIOJIe 3aro/IOBOK YKa)KUTe TeEMY COOOILIEeHMS;
e B osie Coo0IIeHHe YKa)KUTe TEKCT COODIIIeHUs.

3. Haxmmure KkHONKYy OTnpaBuTh. []/1s1 MpOCMOTpa CIMCKa MOy4YeHHbIX/0TIIPaBIeHHbIX CO00IeHH
HeoOxoauMo tiepeiity B [Ipoduan nonns3oBarens — CooOuieHus.

4. K coobujenrto OyzeT aBTOMaTW4YeCKH TPUKpeEIyIeHa CChUIKA Ha COOTBETCTBYIOIIYH) KapTOUKY
IPyNIbl aKTUBOB.
7.2.6 YaaneHve rpynnbl akTuBoB
Y naneHue TpymIibl aKTUBOB MOKHO BBITIOJTHUTH CIAYIOIIMMH CTIOCOOaMu:
e U3 pasgesna AKTUBBI — I'pynnbl aKkTUBOB;
e 13 (hopMBI IPOCMOTPA TPYIIIIbI AKTUBOB.
Crioco6 1:
1. Tlepeligute B pa3zen AKTUBBI — I'pynnbl akTHBOB.
2. OtmeTbTe He00XO/MIMBbIe I'PYIIITbI aKTHBOB.
3. HaxmuTe KHOMKY Y AQ/IUTh.
4. TloxTBepauTe yJaneHue B OTKPBIBIIEMCS OKHe.
5)

[ ypanenue Bcex Irpyni aKkTUBOB HAKMUTE KHOIIKY Y Ja/IuTe BCe.



Crioco0 2:

1. TlepeliguTe Ha Gopmy MpoCMOTpa IPyNMbl aKTUBOB, HA)KMUTE KHOIMKY [+] Y U3 BbINAJA0LLIEro
CTKCKa BbIOepuTe MyHKT Y Ja/IUTh.

2. TlopTBepauTe yjajneHre B OTKPBIBIIEMCS OKHe.

7.3 HacTtpoiiku ngeHtudmkaumm aktTuBoB

WneHTU(UKaIMS aKTUBOB — 3TO CPaBHEHHWE OT/e/bHBIX aTpUOyTOB akTHBa (ero WJeHTH(UKATOPOB) C
aTpubyTamu CyLeCTBYIOL[UX aKTHBOB, O KOTOPBIX eCTb 3amucu B ruiatdopme. [To utoram cpaBHeHUs
b0 CO37aeTcs 3aMmuch 0 HOBOM aKTHBe, MO0 0OHOBIISIOTCS 3aITUCH O CYIIeCTBYIOIINX aKTUBAX.

Crparervto cpaBHeHHUs] MO>KHO HaCTPOUTB 10 C/IeAYIOLIUM UeHTU(PUKaTOpaM:
e FQDN - o nosHoMy JOMEHHOMY UMeHU aKTUBa;
e MAC - 1o Mac-azpecy akTvBa;
o [P —mo [P-agpecy akTuBa.
Pabora co cTpaTerusiMy HjeHTU(HUKALIMK aKTUBOB BK/TIOUaeT B CeDs CieIyoLi[ie TIPOLIeCChI:

1. «Co3pmaHue cTpaTeruu I/I,Z[eHTI/ICbI/IKaLII/II/I dKTHUBOB».

2. «PegakTupoBaHMe CTpaTeruu I/I,Z[EHTI/Id)I/IKaLII/II/I dKTHUBOB».

3. «YpaaneHue CTpaTeruu I/I,Z[EHTI/Id)I/IKaL[I/II/I dKTHUBOB».

[yis paboThl CO CTpaTerusiMi WAeHTU(GUKAI[MM aKTUBOB IepeliguTe B pasjesn AKTUBBI — HacTpoiku
ujeHTUGUKaUU akTUBOB (CM. «Puc. 93»).

> _ . _ )
‘E‘:EZE" 17230254138 ~ | HacTpOiiKu MAEHTUGUKALN aKTUBOB © Basaswanan | (Q) admin v

HacTpoiiku ngeHTndukanum akTMBoB

v | Cospatb ‘ Ynanurs Bce l c @

Wma [AnanasoHsl Crparternsa O6HoBNEHO CospaHo
strategy_1 192.168.0.0/24,192.168.1.0/24 P 16:12:01 24.09.2024 16:12:01 24.09.2024 o m

B strategy_2 192.168.0.0/24 FQDN 16:12:32 24.09.2024 16:12:32 24.09.2024 o T

% ‘ 1 ‘ 10 / cTpaHuua

1

Puc. 93 — Pa3gen "HacTpoiiku uaeHTU(PUKAUY aKTUBOB "

B paszene orobpakaetcs cnefytoiijasi iHGOpMAaLUs O CTpaTerysix WaeHTU(UKAL[U1 aKTHBOB:
e VIMsa — HauMeHOBaHWe CTpaTeruu UaeHTU(PUKALMA aKTUBOB,;
e JIlnama3oHbl — juarna3oHbl Macok nojcerteld B CIDR-HOTa1uy;

o Crparerus — uJeHTU(UKATOpP aKTHBA, 10 KOTOPOMY BBIMIOIHSIETCSl cpaBHeHHe akThBOB: FQDN,
MAC, IP;

o OO0HOB/IeHO — /jaTa U BpeMsi 0OHOB/IEHNe CTpaTeruy;

o Co33aH0 — /jaTa ¥ BpeMsi CO37IaHUsI CTPaTervu.



7.3.1 CospaHue cTpaternm naeHTucukaumm akTuBoB
1. Haxwmwure kHonky Co3garb. OTKpoeTcsi dopma "Co3aHue HaCTPOMKU UAeHTH(UKALIMA aKTUBOB"
(cm. «Puc. 94»).

< Cos3pgaHue HacTpoku ngeHTudUuKaLum aKkTMBOB OuncTuTs

Wms =

strategy_3

NwanazoHsl (O

192.168.0.0/24 X +
Ctpareruns *

IP

Puc. 94 — OxHo "Co3pfaHue HaCTPOUKH HeHTU(HKALY aKTUBOB "

2. Yxaxure Ha hopMme ciieiyIOLIy0 UHPOPMaLUIO:
e B noJsie UMsa yKakuTe yHUKaJIbHOe HaMMeHOBaHWe CTpaTeruy;
e BTIO/ie luana3oH yKaKuTe Auarna3oHbl Macok nojcetei B CIDR-HoTauy;

e B rmosie CTparerus U3 BbINIAZAIOIIEr0 CIMCKa BbIOEpUTe WAEHTHU(HUKATOP, 10 KOTOPOMY
OyzieT BBITIO/THATHCSI CPABHEHHE aTPUOYTOB aKTHUBOB.

3. Haxmure KHONKy COXpaHHTb.

7.3.2 PepakTupoBaHue cTparerum ngeHtumnkayuum akTuBoB

1. BribepuTe CTpaTeryio U HAXKMUTE KHOTIKY ﬁ? .
2. BaecuTe HeoOXOAMMbIe U3MEHEHMS.

3. Haxmure KHONKy COXpaHHTb.

7.3.3 YpaneHue ctparterum ngeHtTudumkayumm akTuesoB

YnaneHue cTpaTeruu HWJeHTH(UKALMM aKTUBOB BBIMOJIHSETCS M3 pasfesa AKTHBBI — HacTpouku
HJeHTH(PUKALU aKTUBOB.

st ynaneHus cTpaTeruy, BbibeprTe HEOOXOAMMYIO 3aIHCh B Tab/IHLle M HA)KMHUTE KHOTIKY |
151 yaneHust HECKOJIBKUX CTPAaTernid yCTaHOBUTE HY)KHBbIe (hlark U HA)KMUTE KHOMNKY Y Ja/IuTh.

st ynaneHue Bcex 3anvceid TaO/IULbI HOKMUTE KHOTIKY Y Ja/IMTh BCe.

7.4 CeTeBble UHTepdenChbl

IInardopma Pagap cobupaeT v XpaHUT CBe/IeHUs O ceTeBbIX UHTep(delicax, 00Hapy)KeHHbIX y aKTUBOB.

Pabora c cereBbiIMM HHTep(eiicaMi aBTOMAaTH3WPOBAaHA W BHOCHUTb W3MEHEHHS BPYYHYIO MOJKeT
NoTPeOoBaTLCS B C/IEAYIOMINX C/Tydasx:

e eQIY OT CKaHepa ys13BUMOCTel MOCTYITM/IM HeTOUHbIe laHHble O CeTeBbIX UHTepdelicax;



e H3MeHW/Iach ceTeBasi KOH(MUrypauusi B XoJje 3KCIUTyaTalldy akThBa. EcaM 3apaHee U3BeCTHO B
KaKOM CeTeBOM JMara3oHe JUHaMUYHbIe afipeca, TO [/ uaria30Ha MOXXKHO HaCTPOUThb CTPaTeruto
uieHTUUKALMK aKTUBOB (CM. «HacTpoiiku ueHTU(UKALIMY aKTUBOBY).

Pabota c cereBbIMU MHTepdelicaMy BK/IIOUaeT B cebst CieyIoliue MpoL[ecCh:

1. «IIpocMoTp ceteBoro uHrepdericar.

«Co3zanue ceTeBoro uurepderica».

2
3. «PenakTHpOBaHUE COTEBOI'0 MHTepderica».
4

«¥Y najieHue ceTeBoro uHrepdenca».

Onst paboThl C ceTeBBIMH WHTepdelicamMu Tiepeiiute B pasfen AKTUBBI — CeTeBble MHTeP(eHCHI
(cm. «Puc. 95»).

NAHrED

PARAEC 172.30.25497 v | CeTeBble MHTEphenchI TMuuensus aktvsna fo: 2027-11-16 | © fokymermauns | (Q) admin v

CeTteBble UHTepdeiChl

® Ounbtpel 4
Coptupoeka |  CospaHo X +

Cépocutb MpumennTL

Y \ Cos3patb [ Ynanuts Bce 9KenopTUpoBaTh B CSV BoibpaHo: 0 C [

HaseaHue MAC-agpec IP-agpec FQDN OnepauuoHHas... AkTuB 0O6HoBneHo

172.30.254.10 E6:CO:7E:AE:41:84 172.30.254.107 - Microsoft Windows 10... 72.30.254.107 2025-04-28
D2:96:C3:9F:9B:90 172.30.254.224 = Microsoft Windows 10... 2025-04-28
26:0F:D1:76:A0:F9 172.30.254.93 v-stand-03.pgr.local Oracle VM Server 3.4.2... 2025-04-28

7A:D3:82:5A:50:E3 172.30.254.94 v-stand-04.pgr.local 2025-03-04

52:FF:20:98:4D:50 172.30.254.1 - Linux 3.2 - 4.9 172.30.254.1 2025-04-28

6 6 6 6 @ @
RO SR
B BB B 8

ens18 02:65:0f:12:83:03 172.30.254.97 - AXIS 210A or 211 Netwo... 2025-04-28

‘ 1 ‘ 50 / cTpanuua
Puc. 95 — Pazpaen "CeteBble uHTEp(dEiChI "

B pasgene orobpaxkaeTcs ciezyromasi WHGOPMaLHs:
o Ha3BaHue — HauMeHOBaHHe CETEBOT0O UHTep(elica;
e MAC-aapec — MAC-azpec ceTeBoro uHTepdeiica;
o IP-aapec — IP-agpec ceTeBoro uHTepdeiica;
e FQDN - FQDN akTtuBa, Ha KOTOPOM yCTaHOBJ/IEH CETEeBOU MHTeP(EC;

e OmepanuoHHassi CHMCTeMa — HaMMEHOBaHWE OIEepal[MOHHOM CHUCTEMBbI, Ha KOTOpOM paboTaer
aKTHB;

e AKTHMB — HaUMEHOBaHUe aKTHBa, HA KOTOPOM YCTaHOBJIEH CETEBOW MHTEPPENC;
e OO0HOB/IEHO — /]aTa ¥ BpeMsi 0OHOB/IeHUs MH(POPMaLIUU O CeTeBOM UHTepdetice;

o Co3aaH0 — /jaTa ¥ BpeMsi CO37IaHus 3aIliCH O CeTeBOM MHTepdeiice B riaTdopme.

7.4.1 TpocMoOTp ceTeBOro uHtepdeiica

JI/151 TIPOCMOTpA CeTeBOro MHTepdeiica HXMUTe KHOMKY & B HY)KHOil CTpOKe Tab/IHLIbl MM HKMHUTE
no ccelike B KomoHke Ha3Banme. OTKpoercsi TipefcTaBieHHe uepe3 OOKOByIO maHenbs U (opma
TIPOCMOTpa BbIOpaHHOTO ceTeBOro nHTepdetica (cMm. «Puc. 96»).



‘E‘:ELE." 172.30.254138 | [lpocMoTp ceTeBoro uHTepdeiica © Basasvarmi | (Q) admin v

5 = ¥ c € 172.30.249123 | & pesscrposans | 3]

172.30.249.109

® IP172.30.2491 O6wee
MAC: 78:9a:18:b3:89:0b  OC:
0 172.30.24915 HassaHue 172.30.249.123
@ IP: 172.30.249.15 MAC-agpec 86:98:18:7d:dc:be
MAC: de:dc:f4:5b:e3:e4 OC: IP-anpec 172.30.249.123
% 172.30.249123 FQDN
IP: 172.30.249.123
e OnepauuoHHasn Linux 2.6.32
MAC: 86:98:18:7d:dc:be cucTeMa
OC: Linux 2.6.32
Lt AKTUB 172.30.249123

172.30.249.71

Q@ |p:172.30.249.71
MAC: be:24:11:d6:72:0c

Puc. 96 — ®opma npocmoTpa cereBoro uarepdeiica

B 60KO0BOIi TTaHe/ M 0ToOpaXkaeTcst cieayromasi iHGpopMarus:
o HauMeHoBaHue ceTeBOro uHTepdeiica;
e [P-azpec ceTeBOro nHTepderica;
e MAC-azpec ceTeBOro uHTepdeiica;
e HaumeHoBaHUe OTepaliiOHHON CHCTEMBI.

Ha ¢opme npocmoTpa oTobOpaXkaeTcsi ciefytoiast ”HPOpMarys:

Ha3Bannue;

MAC-agpec;

IP-aapec;

FQDN;

OmnepanuoHHasi CMCTeMa;

e AKTHB.

7.4.2 Co3pgaHue ceTeBOro uHTeppeiica

1. HaunuTe rmipoljecc co3faHusi ceTeBOro WHTep(elica uepe3 «yHUBepCabHble TaOMULbI» WK
WHCTPYMeHT «0OokoBasi maHesnb». OTkpoercsi ¢dopma "Co3gaHue ceTeBoro uHTepdeiica”
(cm. «Puc. 97»).



¢« CospaHue ceTeBoro nHtepdeiica CpocuTs
HassaHne *
test

MAC-appec *

de:dc:f4:5h:e3:e4

IP-agpec *

172.30.249.15

FQDN *

stand-x.pgr.local X +

OnepauunoHHas cucTema

Windows

AKTWBBI

172.30.249.15
Puc. 97 — Co3ganue cereBoro uarepdeiica

2. Yxaxure Ha hopMme ciieiyroLIy0 UH(POPMaLUIO:
e B none Ha3BaHue yKakuTe HauMeHOBaHUe CeTeBOr0 UHTepdeiica;
o B 1ioie MAC-aapec ykaxxute Mac-afipec ceTeBoro uHTepderica;
o B 1ione IP-aapec ykaxute [P-afpec ceTeBoro uHrepdeiica;
o B none FQDN ykaxuTe NogHOe IOMEHHOe UMsl CeTeBOr0 UHTepdeiica;

e B mnosie OneparuoHHasa cucrema ykaxure OC akTHBa, Ha KOTOPOM OOHapy>KeH CeTeBOM
rHTepdeiic;

e B T0Jie AKTHBBI U3 BBITIAZIAIONIEr0 CITHUCKA BBIOEDUTE aKTHUB, Ha KOTOPOM OOHapyKeH
ceTeBOM UHTEepQericC.

3. Haxwmure kHOrky Co3parh.

7.4.3 PepaktupoBaHue ceTeBOro uHTepdeiica

1. HauHwuTe mipoliecc peJjakTUPOBaHUsI CETeBOT0 UHTep(elica uepe3 «yHHUBepCaIbHbIe TaOIULbI» UIH
WHCTPYMEHT «OOKOBasi TaHesb».

2. Bnecute He06X0[MbIe U3MEeHEHUs.

3. Haxmure kHONKy COXpaHHMTb.

7.4.4 YpaneHue ceTeBOro nHtepdeiica

3. HaunuTe rmpoljecc ypaaneHus CeTeBOro HHTepdelica uepe3 «yHHBepcasjbHble TabMUIbD» WU
WHCTPYMEHT «OOKOBasi TaHesIb».

4. TloaTBepauTe ynaseHue B OTKPbIBLIEMCS OKHe.

5. CerteBoli uHTEpdeic OyaeT yganeH u3 miaTGopmsl.



7.5 Pe3ynbTtarbl CKAHUpOBaHUA

[Tox pe3ynbTaTaMy CKaHWUPOBAHWSI TIOHHMMAIOTCSl JlaHHble [0 HaJIUUUI0 YS3BUMOCTEH, TOJyuyeHHble
CTOPOHHUMH CKaHepaMU ySI3BUMOCTH B X0/ie paboThbl U UMIIOPTHPOBaHHbIE B I1aTHOpMY.

IInardopma Papap nojaepkKuBaeT UMIOPT JaHHBIX CKAHUPOBAHUS OT C/IeYIOIIUX CUCTEM:
e REDCHECK;
e MaxPatrol;
e Nessus;
e OpenVAS.
Pabota c pe3y/nbTaTaMu CKaHUPOBaHUsSI BK/TFOUAET B ce0si Cie/lyroliye MpoLiecchl:

1. «/IMOopT pe3y/abTaTOB CKAHUPOBAHUSI».

«IIpoCMOTp COMCKa pe3yabTaTOB CKAHUPOBAHMSI».

«IIpocMOTp pe3y/ibTaTa CKAHUPOBAHUS».

2
3
4. «CpaBHeHUe pe3yJAbTaTOB CKAHUPOBAHUI».
5

«/3MeHeHUe cTaTyca pe3yabTaTa CKAHUPOBAHUSI».

7.5.1 MMnopT pe3ynbTatoB CKaHUpPOBaHUS

1. TlepeiisuTe B pa3zsen AKTHUBbI — Pe3yjbTaTbl CKAHUPOBaHUA U HaxmuTe KHONKY Co3parts.
OTtkpoetcst popma "Pe3ynbraTel ckaHrpoBaHUs" (cM. «Puc. 98»).

‘,’,‘232,5" 172.30.254147 v PesynbTaTbl CKaHUPOBaHUSA NuueH3ns akTueHa fo: 2062-11-07 @ fokymextaums | @ admin v

< Pe3ynbTraTbl CKAaHUPOBaHUA

Tun cKaHUpoBaHUs 3arpyska ¢aitna
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10 / crpannua
Puc. 98 — ®opma umnopra pe3y/1bTaToOB CKAaHUPOBaHHUA

2. BoinonHute Ha opMe ciefyroLye 1eCTBUS:
e B mosie THI CKaHMPOBAHKS U3 BBINTAZAIOIIEr0 CITHMCKa BEIOEPUTe TUIT CKAHUPOBAHHUS;

e B rmone 3arpy3Ka ¢aiiia Ha)KMHUTe Ha KHOTIKY BorIOpaTh ¢aii1 v B OTKPHIBILIEMCSI OKHe
YKa)KuTe MyTh K (aiiny;

e ec1d HeoOXOJUMO 3amyCTUThb CKaHUPOBAaHHE II0C/e 3arpy3kud daiina, TO yCTaHOBUTe
COOTBETCTBYHOIIUM ¢ar.



3. Wudopmarust o 3arpy>xeHHbIX (haiinax OyzeT oToOpakeHa Ha BK/azike "3arpy>keHHbie (aiibl”,
uHpopMarss 006 00pabOTaHHBIX pe3y/bTaTaX CKAaHUPOBaHWsS OTOOpa)kaeTcsi Ha BKJIAZIKe
"ApXUBHBIE OTUeTHI".

4. [Onsa wmropra 3arpy)keHHOro  pe3y/bTaTa CKaHUDOBAaHUS  Ha)XMHUTe  KHOIKY ®
B COOTBETCTBYIOLL|EH CTPOKe.

5. [ns ckauvBaHUs 3arpy>keHHOTO pe3y/ibTaTa CKAHUPOBaHUSI HA)KMUTE KHOMKY o,

7.5.2 NMpocMoTp cnucka pe3y/bTaTtoB CKaHUpPOBaHUA

[na mpocmoTpa crivcka pe3y/bTaTOB CKaHWPOBAHWS IlepeluTe B pasfiesl AKTHBBI — Pe3ynbTaTbl
ckanupoBanus (cM. «Puc. 99»).

30254147+ | PesymsTaThi CKaHWPOBAHUS Nengescane acrvena no: 2025-08-16

Pe3ynbTaTbl CKAHMPOBAHWA

2 B
g o
E B kS

Puc. 99 — Pa3fien "Pe3ynbTaThl CKAaHUPOBAHUA"

B pasgesne orobpaxkaeTcs ciezyroiasi “HGOPMALHst O pe3yJibTaTaX CKaHUPOBAHUSI:

« Ha3BaHue — HavMeHOBaHHE€ WMITIOPTUPOBAHHOTO pe3y/bTaTa CKaHUpoBaHWs. [0 HaKaTHIO Ha
CCBIJIKY ITpOM30#eT rnepexo/ K hopMe MpOCMOTpa pe3y/ibTaTa CKaHMPOBAHKS;

e HWwmmopT 3aBepiiieH — COCTOSIHUE YCIeLIHOCTH 3aBepllieHHs] UMITOpTa pe3y/ibTaTa CKaHUPOBAHUS:
[la, HeT;

e O0paboraHo — cocTosiHre 00pabOTKH pe3yJsbTaTa CKaHUPOBAHUS;
e Ko/MuecTBo X0CTOB — KOJTMUECTBO XOCTOB, 0OHAPY>KEHHbIX B pe3y/ibTaTe CKAHUPOBAHUS;
e  OmuOKHM — HaMuKe OLIMOOK B pe3y/ibTaTaX CKAHUPOBAHUS,

e BaxHOCTB — O0TOOpa)KarOTCS KOMUUECTBEHHBbIe pe3y/bTaThl HaWAEHHBIX  YSI3BUMOCTEH,
pa3ziesieHHble Ha IPYIINbl BAXKHOCTH M0 L[BETY COryiacHO oueHke CVSS;

e Tunm cxkaHupoBaHusi — HavMeHOBaHWe CKaHHepa VYS3BUMOCTH, KOTOPbIM MpefoCTaBuUIl
pe3y/bTaTbl CKAHUPOBAHMS;

e CkanupoBanue IIO - ¢nar BbINOSHEHUs CKAaHUPOBAHWS TIPOrPaMMHOTO oOecrieueHUs B
pesy/ibTaTaX CKAHUPOBAHUS: /14, HET;

o HMmnopTupoBaHo — JjaTa 1 BpeMsi UMIIOpTa pe3y/IbTaTOB CKaHWPOBaHUs B M1aT(opMmy;
o Hauano ckaHupoBaHMA — /laTa U BpeMsl Hauajia CKaHUPOBAaHUS;
o KoHer ckanupoBaHus — JjaTa ¥ BpeMsi OKOHUaHUs] CKaHWPOBaHUS;

e Iemm — aktuBsl (IP-agpeca), yka3aHHbIe B 3a/laue CKaHUpOBaHUs. [0 HaBe/IeHHIO MBIIIM Ha TI0JIe,
B POp-Up OKHe Oy/ieT BbIBeZleH TOJTHBIN CIHCOK Lieiell CKaHUPOBAHUSI.

B pa3aesie JOCTYITHBI CJIEAYIOIIKE 3/IEMEHTHI YIIPpaB/JI€HUWA:



Kxonka HeiicTBue
CpaBHHUTH CpaBHeHHe pe3y/IbTaTOB CKAHMPOBAHMS C CYIIeCTBYIOIUMHU JAaHHBIMU

@ OTMETHUTb Pe3y/IbTaT CKAHMPOBaHUs Kak 00pab0TaHHbIN UM He0OpaboTaHHBIH

7.5.3 MpocmoTp pe3ynbTata CKaHUMpPOBaHUSA

[ns npocMoTpa M aHanu3a pe3yJ/ibTaTa CKAaHUPOBaHUSI HaXMHUTe [0 CChbIIKE C HauMeHOBaHWEM
pesynbTaTa. OTKpoeTcst popMa ITpoCcMOTpa pe3y/ibTaToB CKaHUPOBaHUs (cM. «Puc. 100»).

< npumep xml oTyeta Audit

OcHosHoe

TWN CKaHNPOBAHKS: maxpatrol
Havar MPOBaHIF 2021-05-13 18:32:26
2021-05-1316:31:22

Wmnopt sasepe la

3BHMOCTE fa
Ha
[opt/pangeoradar/cruddyfimports/maxpatrolfarchive/2024-09-13T14:58:50+03:00_MP8_Audit.xml
Teii: 129736
KonuuecTao oB 51

3BUMOCTH M0 BAXHOC 10278 (10276) 26628 (26628) 0 42137 (42137)

XocTel ¢ owwWBKoM

v cC @
FQDN P MAC KonuuecTeo yassuMocTeil BaxHocTs 4  BaxHocTe 3  BaxHocTe 2 BawwHocTts 1 BaxHocTs 0 TaHOBN Hauano Koney,
10.144.86.166 0 0 0 0 0 ) o 16:03:14 13.05.202 16:31:22 13.05.2021
10 4] 0 0 0 0 0 0 16:03:56 13.05.2021 16:48:04 13.05.2021
1 0 0 0 0 0 0 o 16:07:13 13.05.2021 16:56:22 13.05.2021
1C ] 0 0 0 0 0 o] 16:15:11 13.05.2021 17:00:01 13.05.2021
10.14 0 0 0 0 0 0 [} 16:16:01 13.05.2021 16:59:44 13.05.2021
ta-bel 10 0 0 0 0 0 0 0 16:24:47 13.05,2021 17:02:52 13.05,2021
cta-r 1 10.200 2 o 0 0 0 0 0 0 16:25:10 13.05.2021 16:49:42 13.05.2021
1 0 0 0 0 0 0 4] 16:26:22 13.05.2021 16:55:22 13.05.2021
ti kir 1 1 10.20 ) 0 0 0 0 0 o] 16:30:38 13.05.2021 16:48:34 13.05.2021
1 enka.mair 1C 5} 0 0 0 0 0 a 16:31:37 13.05.2021 17:22:43 13.05.2021

2 3 4 5 6 > 10 / cTpanuya
Puc. 100 — ®opma npocMoTpa pe3y/ibTaTa CKAaHUPOBAHHUA

Ha ¢dopme npocMoTpa pe3ysibTaTta CKaHUpOBaHUS MH(OPMaLMsl CTPYNIIMPOBaHa I10 C1eAyHIUM 610KaM:
e byiok OcHOBHOe — 0CHOBHasi MH(GOPMaLIWsi O pe3y/bTaTe CKaHUPOBaHMS;

e Tabmia XocTel/XocCThI ¢ OIIUOKO# — MHPOPMALMs 0 TPOCKaHUPOBAHHBIX XOCTaX.
7.5.3.1 OcHoBHas nHopmayusi o pesysibTate CKaHMpoBaHUs

[Tpumep 6s10ka OcHOBHOe TIprBeZieH Ha «Puc. 101».



OcHoBHoe

Tun CKaHNMPOBaHWA:

Havano ckaHMpoBaHusA:

KoHeL, CKaHMpoBaHWA:

maxpatrol
2021-05-1318:32:26
2021-05-13 16:31:22

ObpaboTaHo:

MmMnopT 3aBeplueH: Oa

Hanuune yasBUMOCTEN: Oa

CkaHupogaHue [0: Oa

MyTb CKAHWUPOBaHWA: [opt/pangeoradar/cruddy/imports/maxpatrol/archive/2024-09-13T14:58:50+03:00_MP8_Audit.xml
HahpgeHo ys3BMMOCTen: 129736

KonuyecTBo XOCTOB: 31

YA3BUMOCTU MO BaXHOCTH: 10278 (10276) 26628 (26628) 0 42137 (42137)

Puc. 101 — dopma npocmoTpa pe3y/ibTaTra ckaHupoBaHnus. biok "OcHoBHoe"

B 6s10ke oToOpaxkaeTcs cieyromas HHPOpMaLus:

e Tunm ckaHupoBaHUsI — HavWMeHOBaHWe CKaHHepa VS3BUMOCTH, KOTODbIA MpeAoCTaBU/I
pe3y/bTaTbl CKAHUPOBAHUS;

e Hauasio cKkaHHPOBAHHMSA — /1aTa ¥ BPeMsl Hauajia CKAHUPOBAHUS;

o KoHel| cKaHHPOBAHHUS — []aTa U BPeMsi OKOHUaHHsI CKAHUPOBAHUSI;

e OOpa6oTtaHo — 0O6paboTaH /1 pe3y/bTaT CKaHUPOBaHUs orieparopoM: [la, Her;

o HMwmmnoprt 3aBepiueH — 3aBepliieH JIM UMIIOPT pe3y/bTaToB cKaHupoBaHus: [a, Her;

e Hammumne ysa3BuMocTeld — O0OHApY)XeHbI M YSI3BUMOCTH B XoJle 00pabOTKHM pe3y/bTaToB
ckaHuposaHus: [la, Her;

o CkanupoBanue IO — BbInosiHAMI0CH /11 ckaHupoBaHue 110: [1a, Her;

o IlyTb ckaHHpOBaHMA — My Th K (pakiny c pe3ybTaTaMu CKaHHPOBaHUS;

« HaiipeHo ys3BuMocTeii — 0011jee KOJIMUECTBO Hali/IeHHBIX Ys3BUMOCTEH;
¢ KosmuecTBO X0CTOB — KOTMUECTBO NTPOCKAHUPOBAHHBIX XOCTOB;

e YSA3BUMOCTM 10 BaXHOCTHM — KOJIMUECTBEHHbIe pe3y/bTaTbl HaWJEHHBIX YSI3BUMOCTEH,
pa3ziesieHHbIe Ha IPYIIbl BA)KHOCTU M0 LIBETY COrJyiacHO oLeHke CVSS.

7.5.3.2 WHdopmauusa o npocKkaHUPOBaAHHbIX XOCTax

Mudbopmaiys 0 XocTax oToOpaXkaeTcst Ha CIeYIOLUX BK/IaJKaX:
e "XocThI";
e "XOCTHI C OINOKOH".

[Tpumep Tabuiibl puBeseH Ha «Puc. 102».



XoCThl ¢ OWHEKOR
v c ®
FQDN P MAC KonuyecTso yassumocTeR BawHocTe 4 BawHocTb3  BaxHocTe 2  BaxHocTe 1 BaxHocTe O YoTaWomne.. Hauyano cKaHWpoBaHMA  KOHeL| CKaHWPOBaHWA
0 0 0 0 0 0 0 16:03:14 13.05.2021 16:31:22 13.05.2021

o 0 0 0 o 0 0 16:03:56 13.05.2021

17:00:01 13.05.2021

Q ] 0 0 o Q 0 16:15:11 13.05.2021

a o ] o 0 o ] 16:16:01 13.05

16:59:44 13.05.2021

1] 0 0 0 o 1] 0 16:24:47 13.05.2021 17:02:52 13.05.2021

0 0 0 0 0 0 0 16:25:10 13.05.2021 16:49:42 13.05.2021

0 0 0 0 ] [} 0 16:26:22 13.05.2021 16:55:22 13.05.2021

0 v] 0 0 v] 4] 0 16:30

13.05.2021

4] 0 0 0 ) 0 0 16:31:37 13.05.2021

2 3 4 5 & > 10/crpaus
Puc. 102 — ®opma npocMoTpa pe3dy/ibTaTa ckaHupoBaHus. biok "XocTer"
B 6510ke OT06pa>KaETCSI c1enyroigasa I/IH(i)OpMaL[I/IH:
« FQDN - FQDN xocra;
o [P —IP-azmpec xocra;
¢ MAC - MAC-azpec xocTa;
¢ KosmmnuecTBoO yﬂ3BHMOCT€ﬁ — KOJIN4YeCTBO yﬂ3BHMOCT€I>i, BbISIB/IEHHBIX Ha XOCTe,

e BaxHocTh — 0TOOpaXKalTCs KOJMYECTBEHHble pe3y/bTaThbl HaWeHHBIX  ySI3BUMOCTEM,
paszie/ieHHble Ha TPYIIIbI BaXKHOCTU OT 0 10 4;

e YcranosaenHoe ITO — komuecTBo o6Hapy»keHHoro 10 Ha xocTe;
e Hauano ckaHMpoBaHMA — /]aTa ¥ BpeMsl Hauaia CKaHUPOBaHUS;
o KoHer ckaHupoBaHuA — /laTa U BpeMsl OKOHUaHUS1 CKaHMPOBaHUSI;
e Ommbka ckaHupoBaHuA — WH(popmauusi 00 omubkKax (TOMBKO /st BKAaAKU "XOCTBI C
ombkoi").
7.5.4 CpaBHeHU/e pe3y/ibTaTOB CKaHMpPOBaHUA

[nsa cpaBHeHUs pe3y/lbTaTOB CKaHUMPOBaHUS C CyLIeCTBYHOLIMMM [aHHbIMA IlepeljuTe B
paszzien AKTUBBI — Pe3y/ibTaTbl CKAaHMPOBAHMA U Ha)XMHTe KHONKY CPaBHUTB B CTPOKe HY)KHOTO
pe3y/bTaTa CKaHUPOBaHUSI.

OTkpoetcsi (popMa CpaBHeHHs1 pe3y/bTaTOB CKaHUpoBaHUs. VIHdopmalys Ha (opme paszeneHa Ha TpU
BKJIa/IKM:

e "HoBoe" — Ha BK/Iafijke 0TOOpaKarOTCSI HOBbIE YS3BUMOCTU U TIPEIOCTABJISIETCS BO3MOXKHOCTh Ha
MX OCHOBE CO3/1aTh MHLIU/IEHTHI;

e "3akpbiBaemble" — Ha BKJIaJIke OToOpakaroTcsi yxKe OOHapy)XeHHble YSI3BUMOCTH U
TIpefloCTaB/IsIeTCst BOSMOXKHOCTD 3aKPbITh COOTBETCTBYIOLLME UHLIU/I€HTHI.;

e "OO6paboTtaHo" — nepeueHb 00pabOTAHHBIX YSI3BUMOCTE.

[Tpumep BHelHero Bu/ia ¢GopMbl CpaBHEHUs pe3y/IbTaTOB CKAHMPOBaHUs NpuBeieH Ha «Puc. 103».



2.30.249.21 ~

| CpaBHeHWe pesynsTaToB CKaHWPOBAHWA C CYLULECTBYIOWMMM AaHHBIMIA

CpaBHeHMe pe3ynbTaToB CKaHMpOoBaHNA C CYLWEeCTEBYWWMH AaHHbIMKW

JIMeH3MA aKTHEKa A0: 2025-08-16 | (0 [lokymel

Q Cosemus
g — . ¥ Hoeoe  3akpbisaembie
o AxTiss! ~
01-
ATHEE!
AKTUBBI
Fpynsi akTHE0s
Hassarme AyTEHTWpILMPOBAHHEN 1P (MAC)
HACTRORKM MASHTAGIKALL 10.14887.131 &) 1/80 071032 5)10.14487.131
Ceventie wkTepoeRcL
10.144.76.106 ] 0/344 0/731 £910.144.76.106
PesynsTarss ckasuposasa
YazsumocTH
OBHapyxemve xocTos
1D Anaruta VupaenT | Tun ukumaenTa Haseaie nnaruka Ceopxa IP (MAC) Nopt Nporakon
OBHapyxenie CepaHCos
0/344
CBOp AaHHEL: 0.144.76.106 [o/751] 10.144.76.106 MoxasaTs AaHH
0/731
B Cooreercrae M0 ~ )
00633 MHOKECTBEHHbIE HeyAaY 11ITKN EXONE H DAZNHYKELX XOCTaX N0A S ARV S BenonHenie
paznu ETHbIMY i et s NPOMIBCNLHONS KOfA
# KoppensTop ~
3 VCTouHMKN ~ 1/80
10.144.87.131 [ 1/90] 10.144.87.131 MoxasaTs AaHHbIe XOCT
0/1032
41t Napamerpel ~
o DESNM KB XOCTX NOA U e
@ ACTDROSIE v L b TR R

1 10/ crpaniua

Puc. 103 — ®opma cpaBHeHus pe3y/1bTaTOB CKAHUPOBAHUS C CyL|eCTBYIOIUMH AAHHBIMHU

Wudopmanys Ha Gpopme pasjesieHa 1Mo JByM Tab/ujaM: AKTUBBI U Y A3BUMOCTH
B Tabnmiie AKTHBBI 0TOOpaXkaeTcs cyieyrorasi “HhOpMaLUs:
o Ha3BaHmue — HavMeHOBaHWe aKTHBa;

e AyTeHTM(MIMPOBAHHBIM — ayTEHTU(PULIMPOBAHHBIM JIM aKTWB B IIar(opme: fa (3e/1eHbIMA
3aMOK), HeT (KpacHbI! 3aMOK);

e CraTuUCTHKA Ba)XXHOCTH — KOJIMUECTBEHHbIE Pe3y/bTaThl HAl/IeHHbIX YSI3BUMOCTeH, pa3/esieHHble
Ha rpYyMNIibl B&YKHOCTH I10 LIBETY corjiacHo orjeHke CVSS;

e IP (MAC) - IP unu MAC-agpec aKTuBa.
B Tabnmie YazsumocTu nHdopMaius 06 ySI3BUMOCTH CIPYTIITAPOBaHa B [JBe CTPOKHU:

o TIlepBas crpoka. Orobpakaercsi AeTasbHas WHGpOpMarys o6 akTHBe W CTaTUCTHUKE Ba)KHOCTU
oOHapy>KeHHbIX ys3BUMOCTel. CyljecTByeT BO3MOXHOCTb TI0OKa3aTh IOZAPOOHbIE JaHHBIE XOCTa
TP KJIMKe Ha COOTBETCTBYIOLYIO CChUIKY. IIpumep npuBesieH Ha «Puc. 104».

10.200.68.90 315/315 1069/ 1069 10.200.68.90 MoKazaTe AaHHbIe XOCTa
P MAC FQDN oc
MpOCKaHMPOBAHHBIS XOCThI ﬁl 10.200.68.90 czt-kalahnikova.main.cao.rzd Microsoft Windows
MapecTHbIe XOCThI 10.200.68.90 Microsoft Windows

Puc. 104 — Ta6mna "Ysa3sumoctu". CTpoka ¢ undopmariiueii 06 akTuse

o Bropas crpoka. OtobpaxkaeTcs ciiefytonjasi iHOpMaLus:
- ID nnaruna — ID njiaruHa, KOTOPbIi 0OHapY»XUJ ysi3BUMOCTb;

- HaumeHoBaHHe I/IHI.II/II[EHTH/TI/IHEI HHIUAEHTA — €C/IF 10 YA3BUMOCTHU yXe CYILIeCTBYET
HWHIIUEHT, TO 0T06pa)KEIETCH COOTBETCTBYHOILds I/IH(I)OpMaLII/IF[;

- Ha3BaHmue n/larMHa — HauMeHOBaHUe IUIarMHA, BBIABUBLIEr0 ys3BUMOCTb. [lo cchuike
OTKpOETCS JleTasibHasi UH(GOpMaLys O JIaruHe;

- CBopka — cBogHasi nHpopmarusi 00 ysa3BUMOCTH.



IIpumep npuBeseH Ha «Puc. 105».

CpaBHeHue pesynbTaToB CKaHUPOBaHMA C CYLLECTBYIOLNMN LaHHBIMA Tueraun akTuBHa Ro: 2025-08-18 | © Aokymentaunn | (Q) admin v

YassumocTn

B Dnnerwia VHuwgenT / Tvn uHunaeHTa Hassanve nnara Ceoaxa 1P (MAC) Mopr  Mpotoxon
[ 315/315 | 1069/ 1069 10.200.68.90
<B
10006 + parao 14 BHTVBIPYCHEIX JlaTa OGHOBNEHHA AHTUBMDYCHbIX 63

Csoaka BexTop CVSS

[laTa OGHOBNGHIUR aHTVBUDYCHYIX 623 HeT AaHHbiX

Onucanme yrpossi CVsS Temporal Vector

@

[laTa OBHOBNEHIA BHTVBUDYCHBIX 633 HeT faHHbix
CVSS Base Score
Her Aakbix
CVSS Temporal Score
HeT flaHHbix

®akTop pucka

[laTa wameHeHu nraruHa

HeT AaHHbIX

Rata nyGnuKauw
HeT AaHkbix

Bbisop nnaruHa

PeKoMeHaLUM N0 YCTPaHEHMIO YT po3bi

HeT fanmbix

Puc. 105 — Ta6uua "YsasBumoctu'". CTpoKka ¢ uH(popManueii 0 ya3BUMOCTH

[To pe3ynbTaTam cpaBHEHUsI pe3y/bTaTOB CKAaHUMPOBaHUSl C CYILIEeCTBYHOLIUMU JaHHBIMU [IOCTYITHBI
cefyroLye JerCTBUS:

1. «Co3gaHue UHLMAEHTOB T10 pe3y/bTaTaM CPABHEHUSI».

2. «3aKphbITHMe UHLIMAEHTOB 110 pe3y/bTaTaM CPaBHEHHS».

7.54.1 Co3paHvne MHUMAEHTOB MO pe3ynibTataM cpaBHeHUA

1. OrtkpovuirTe pe3ynbTaThl CPaBHEHHUS U MeperuTe Ha BKIaAKy "Hosoe".

2. BribepuTe ysS3BUMOCTH, YCTaHOBHUB COOTBETCTBYHOIHE (hIary.

3. Haxwmure kHOnKy Co37aTh MHLUAEHTbI. OTKpOoeTCs OKHO "MaccoBoe co3/iaHue MHLIUAEHTOB" .
4

HpOBepre B OKHe I/IH(i)OpMaL{I/I}O 0 CO3aBa€MbIX MHIUUAEHTAX U IIOATBEPAUTE AeﬁCTBHe.
7.5.4.2 3akpbiTVe MHLNAEHTOB MO pe3y/sibTataMm cCpaBHeHUA

1. OtkpourTe pe3yJbTaTbl CDABHEHU U NTepelijuTe Ha BKIaJKy "3akpbiBaeMble’.

2. BribepuTe ysS3BUMOCTH, YCTaHOBHUB COOTBETCTBYHOIHE (h1ary.

3. Haxmure kHOMKY 3aKpbIiTHe HHIMAeHTa. OTKpoeTCst OKHO "MaccoBoe 3aKpbIThe UHLA/JEHTOB" .
4

HPOBepre B OKHe I/IHCbOpMaL[I/IIO 0 3dKPbIBA€MBIX MHIIUAEHTAX U ITIOATBEPANTE AEﬁCTBHe.

7.5.5 N3meHeHune cTaTyca pe3y/ibTata CKaHUPOBaHUA

B Ilnardgopme Pajap pe3y/bTaTbl CKAHUPOBAaHUS MOTYT HaXOUTHCS B CI€AYIOLIUX COCTOSIHUSIX:



e (OOpaboTaHo — pe3y/nbTaThl CKAaHUPOBAHWS WCC/Ie0OBAaHbI OTBETCTBEHHBIM CIEIMATUCTOM,
BBIITOJTHEHO CPaBHEHHE C TEKYIIIUM COCTOSIHUEM aKTHUBOB.

e He 06paboTaHo — pe3ysibTaThl CKAHUPOBAHUS ellje He OB/ UCCIe0BaHbI.

[ns u3MeHeHUs] cTaTyca pe3y/ibTaTa CKaHWPOBAHUA IiepeiiiuTe B pasfiesl AKTUBbI — Pe3yabTaTbl

CKQHUPOBAHMA U HOKMUTE KHOIIKY ® B COOTBETCTBYMOIIeN cTpoke. I1o HaBeZileHMM Kypcopa MbIIIK Ha
KHOTIKY 0TOOpa3uTcst MHpOpMaLKsi 0 TOM, Ha Kakoe COCTOsiHUe OyZieT M3MeHeH pe3y/bTaT CKaHUPOBaHUSI.

7.6 OGHapy)XeHne XoCcToB

[Tog obHapy>keHHEM XOCTOB ITO/IPa3yMeBaeTCsi CKaHMPOBaHHe TO/CeTH, B pe3ysbTaTe KOTOPOTO MOXKET
OBbITB T10/TyueH HabOP JJAHHBIX, JOCTATOUYHBIH [/Is1 UAEHTU(DUKALIMY aKTHBA.

B pe3ynbTaTe CKaHMpPOBaHUS MOXKET OBbITb CO37laHa HOBas 3amuch 00 aKTHBe WM OOHOB/IEHA
vH(MOpMaLIYs O CYIIeCTBYIOIIEM.

[y BBITIONIHEHWSI CKAaHWUPOBAHMS TIOACETH Tiepeiiure B pasziesl AKTUBBI — OOHapyXeHue XO0CTOB U
BBITIOJTHUTE C/Ie/IyIOLIe JeCTBUS:

1. B none IP ykaxurte [P-agpec nozaceTu.
2. B nose IToaceThs 13 BBITIAZAMOIIEr0 CITHMCKA BEIOEPUTE MOZCETD.
3. Haxwmute kHONKy CKaHMpPOBATh.

ITo pe3ysibTaTaM CKaHUPOBaHUs Oy/IeT BbIJaH CIIMCOK 0OHApy>KeHHBIX XOCTOB (CM. «Puc. 106»).

zg:;‘;&" 172.30.249.21 v | OGHapy»eHUe XOCTOB JMLeH3NUA akTUBHa A0: 2025-08-16 | () Basa 3HaHui

O6HapyXeHue XocToB

@ P MoaceTs

cf

MMnopTHpoBaThH c ©

HOST IPva IPv6 MAC

e
A

[ "v-stand-01.pgr.local" ] 172.30.254.91 6A:2A:15:81:.D8:9E
#h

[ "v-stand-03.pgr.local" ] 172.30.254.93 7E:CC:68:9C:DI:33
[ "v-stand-05.pgr.local” ] 172.30.254.95 BC:24:11:3C6A:CA
‘ 1 ‘ 10 [ cTpaHuua

Puc. 106 — Pa3pgen «O0HapyxeHHE X0CTOB»

B criicke oTobpaykaeTcs cienytoijasi “HGOpPMarIvs:
¢ HOST - HauMeHOBaHHe XOCTa;
o IPv4 — [P-azipec XocTa 10 UeTBepTOi Bepcuu nmpoTokona IP;
e IPv6 — [P-azipec xXocTa 110 111eCTOlM Bepcuu MpoToKoa IP;
e MAC - Mac-azpec xocTa.

[y co3maHusi HOBBIX 3aruceli 00 akTHBax UM 0OHOB/IEHUM MH(GOpPMALUK O CYL[eCTBYIOIIUX OTMETbTe
HeoOXOZMMbIe XOCThI M HA)KMHUTe KHOTIKY VIMImopTHpoBaTh.



1.7 OOGHapy)XxeHne cepBuUcoB

B ITnatdopmy Pajgap BcTpoeH MexaHW3M, KOTOPBIM TI03BOJIIET I10 3arpocy COOWpaTh [JaHHbIE O
cepBHCax Ha BbIOPAHHBIX aKTUBAX.

Pe3y/ibTaTOM CKaHHUPOBaHWS SIBJISIETCS HarlOJTHEHWe BbIOPAHHBIX aKTMBOB WH(OpMaier 006 OTKPBITBIX
ropTax v AuarHoctuke ycraHoBieHHOro 110 1 OC 110 OTKpBITBIM JaHHBIM aKTUBA.

HOns  paboTbl C  MeXaHHW3MOM 10  OOHAapy)KeHMIO  CepBHCOB  IlepeliiuTe B  pasfen
AkTHBBI —» OOHapy)KeHHe CEPBHUCOB.

[Tpumep cobpaHHO# HHGOPMaIMK 00 akTUBax TpuBeeH Ha «Puc. 107».

= ‘L‘,‘;‘;{? 1723024921 v | O6Hapy)XeHWe CepBUCOB Niwensus akTvewa R0: 2025-08-16 | @ Rokywewtauws | (Q) admin v

O6HapyXeHue cepBucoB

Q
.
R 7' B Bubpano:1 C @
@
B Hassanue OnepaymoHHas... Ceresbie... Cepaucsl Tun O6HoBNEHO Cospaxo 3HaummocT... Ceresan... lpynna oTBETCTBEHHbIX YposeHb pucka
Host 11:36:46 04.12.2024 11:36:46 04.12.2024  HexpuTuu. Her 0
B ginx Host 13:05:42 0 13:05:42 02,12.2024  Knoueson WTaTHbIA. 0
Host 11:53:17 2 11:53:17 28.11.2024 LWiTaTHbiR 0
Host 13:57:45 3 13:57:45 30.10.2024  Kmoveso# LUTaTHBIA. o 0
Host 13:37:02 17.10.2024 15:02:02 13.09.2024  Knouesoit LTaTHbIRA. users 0
L)
Host 15:01:58 13.09.2024 15:01:58 13.09.2024  Knouesoi LWraTHbIA, 0
®
Host 15:01:54 13.09.2024 15:01:54 13.09.2024  Kniouesoi LTaTHbIA, - 0
Host 15:53:55 17.09.2024 15:01:52 13.09.2024  Kmouesoi LUTaTHbIRA. o 0

Knioueson LTaTHbIA, - 0

Kniouesoi LUITaTHbIR > 0

Puc. 107 — Pa3pen "Coop gaHHBIX"

B pasgene orobpaxkaeTcs ciezyromjasi UHGOPMaLHs:
o Ha3BaHue — HaMeHOBaHVe aKTUBa;
e OmnepanuoHHas cucrema — HaumeHoBaHue OC, yCTaHOB/IEHHOW Ha aKTUBE;
e CereBble uHTep(deiChI — CIIMCOK CeTeBbIX UHTepP(eCoB aKTUBa;
o CepBHCHI — CITHMCOK CePBUCOB, 0OHAPY>KeHHBIX Ha aKTHUBE;
e Twumn — Tun o6Hapy>KeHHOT'0 CepBHCa;
o Co3paHo — aTa 1 BpeMsi fobaBieHUs HHGopMaliy 00 akTHBe;
o OOHOB/IEHO — /]aTa ¥ BpeMsi U3MeHeHHs1 MHpopMaL[uu 00 aKTHBe;

e 3HAYHUMOCTHh aKTHBA — YPOBEHb BJ/IMSHUS aKTHBA Ha BBITIOJTHEHUEe OWU3HEC-TIPOL[eCCOB KOMITaHUH
Ha3bIBAeTCS;

o CeteBas BUJUMOCTD — TUII ceTeBOM BUWMMOCTH aKTHBA,

e I'pynma oTBeTCTBEHHBIX — TPYyIIA I0JIb30BaTe/el, OTBETCTBEHHas 3a pa30op WHIMEHTOB,
BBISIBJIEHHBIX Ha aKTHBE;

e YpoBeHb pucka — 1juppoBoe 0003HaueHNe YPOBHsI PUCKA aKTHBA.

151 3amycka riporjecca o6GHapyKeHHsi CePBUCOB BBITIOJTHUTE CJieIyIOIIMe AelCTBUS:



1. BeibepuTe aKTHUBBI, C KOTOPHIX HEOOXOJUMO COOpaTh [aHHbIE, YCTAaHOBUB COOTBETCTBYHOI[HE
¢naru.

2. Haxmure KHONKYy CKaHMPOBaTh CepBHCHI.

3. HauHetcs mporjecc c6opa AaHHBIX C BbIODaHHBIX aKTHUBOB. IIpoljecc MOKeT 3aHATb HEKOTOpOe
BpeMms.

7.8 CO0p AaHHbIX

B Ilnardopmy Papap BCTpoeH MexaHH3M, KOTOPBIM TI03BOJISIET TI0 3ampocy coOWpaTh JaHHBIE C
BbIOpaHHBIX AKTHBOB.

CO0p BBITIOJHSAETCSA C TIOMOIIBI0 YYETHBIX 3amuced [y cOopa [JaHHBIX (MOgpoOHee CM. [JOKYMEHT
«PykoBozcTBO agmuHucTpaTopa. Pasnen Knacrep»).

Pe3ynbraToM paboThl cOOpa JaHHBLIX SIB/ISIETCS HAWAEHHBIM CIHUCOK YCTAHOBJIEHHOTO arlapaTHOro M
MIPOrPaMMHOTO 0becrieueHust Ha aKTHBe.

11 paboThI ¢ MexaHU3MOM 110 cOOpY JAHHBIX TiepeinTe B pa3zfen AKTUBbI — COOp JaHHBIX.

ITpumep cobpaHHO# HHGOPMAaIMK 00 akKTHBaxX TpuBeeH Ha «Puc. 108».

CBop AaHHbIX Iuuensus axTuBka no: 2025-08-18 | (O [lokymemtauus | @ admin

CGop paHHbIX

o 7 * BuiGpane: 1 @
B Hasmanve Tun Ceresse... Annapathoe Nporpammkoe. Coagaro O6HoBneHo 3HAYMMOCTL aKTVEa CeresanananmocTs  [pynna oTBeTeTBEHHbIX Yposenb prcka
v Host X X 11:36:46 04,12.2024  11:36:46 04.12.2024  Hexpuriuasit HeT nopkniouesis k.
2] Host X 13:05:42 02122024  13:05:42 02.12.2024  Knioueson LITaTHoI AOCTYM B...
#® Host X % 11:53:17 28.11.2024  11:53:17 28.11.2024  Knioueeod LWITaTHet AOCTYN B.. o
Host X X 13:57:45 30.10.2024  13:57:45 30.10.2024  Knioveson LTkt foCTYN &, - o
Host X = 15:02:02 13.09.2024 13 02 17.10.2024 Knioyeson LLITaTHbIR AOCTYN B. users
1t ) Host X 15:01:58 13.00.2024  15:01:58 13.00.2024  KnioueeoR WITaTHoIA AOETYN B... o
& 4 Host 4 x x 15:01:54 13.00.2024  15:01:54 13.09.2024  Kniouesod Wiramhsin gocTyn .
Host X X 15:01:52 13.00.2024  15:53:55 17.00.2024  Knioueeoh Wirassiit gocTyN &.
Host 020052219 X X 15:01:50 13.00.2024  15:01:50 13.09.2024  Knioueeon Liramhsiit gocTyn &. - o
Host X 15:01:47 13.09.2024  15:01:47 13.09.2024  Knkouegoi WraTHbilt QOCTYN B... - [

Puc. 108 — Pa3gen "Coop AaHHBIX"

B pasgesne orobpaxkaeTcs ciezyromasi WHGOPMaLHs:
o Ha3BaHue — HaMeHOBaHVe aKTUBa;
e Twum — TUI aKTUBA;
e CeteBble HHTep(eHChl — CIIMCOK CETeBbIX UHTeP(eCOB aKTHBa;
e AmnmapaTHoe ofecreueHHe — CITMCOK arrapaTHOTro obecrieueHus: akTUBa;

o TIlporpammHoe oOecrieyeHHe — CITMCOK TIPOrPAMMHOTO oObecrieyeHusi, yCTaHOB/IEHHOTO Ha
aKTHBE;

o Co3paHo — fara u Bpems fo6aBneHust vHGopMalyu 06 akTHBe;
e OOHOB/IeHO — 1aTa ¥ BpeMs U3MeHeHUs] MHpopMaruy 00 akTHBe;

e 3HAUMMOCTH aKTHUBA — YPOBEHB B/IMAHHWA dKTHBA Hd BBITIO/JIHEHHWE 6H3HEC-HPOHECCOB KOMIIaHHUH
Ha3bIBAETCH;



e CeteBan BHUAUMOCTD — TUII CeTeBOM BUIVMMOCTH aKTHBaA,

e I'pynma oTBeTCTBeHHBIX — TPYyINa I10/Ib30BaTe/iel, OTBETCTBEHHAas 3a pa300p WHILW/EHTOB,
BbISIBJIEHHBIX Ha aKTHBE;

e YpoBeHb pucka — 1juppoBoe 0003HaueHNe YPOBHsI PUCKA aKTHBA.
151 cbopa AaHHBIX BHITIOJIHUTE CJIeIyIOIIYe 1eHCTBUS:

1. BribepuTe aKTHBBI, C KOTOpBIX HeoOXoAMMO cobpaTb JaHHbIE, YCTAaHOBUB COOTBETCTBYIOLHE
dnaru.

2. Haxwmure kHOTIKy CoOparth ganHbIe. OTKpoeTcst okHO "Hactpoiiku" (cM. «Puc. 109»).

HacTtpoiiku X

MpoTokon

RPC

YyeTHanA 3anncb

YYETHaA 3an1cb

AnnapaTtHoe obecnedeHue MporpammHoe obecneyeHne

Puc. 109 — Oxkno "HacTtpoiku"

3. YkaxuTe B OKHe CJ/Ie[lyIOL[y0 UH(POPMaLUIO:

e B mose [IpoTokos BbIOEpUTE CETEBOM TIPOTOKOJ, IO KOTOPOMY OyZeT BBITIOJTHEHO
TIO/IK/TFOUeHre U cOOp JAHHBIX C aKTHBa,

e B Tmosie YueTHas 3amMcCh BbIOEpDUTE YUETHYHO 3aluCh, KOTopas Oy/leT BBIMOHATD
NoJK/IoueHe K akTtvMBy. CIMCOK [OCTYIIHBIX YUYeTHbIX 3amnuced (opmupyercs B
3aBUCUMOCTH OT BbIOPAHHOTO MPOTOKO/IA;

e 1ipu HeobxoguMOCTH cobupath wuHpopMalio 00 anmapaTHOM U IIPOrPaMMHOM
obecrieueHNH YCTaHOBUTE COOTBETCTBYHOIIME (hiary.

4. Haxwmure kHorky Co6parb. Haunercs riporjecc cOopa ZJaHHBIX C BBIOpAaHHBIX akKTHBOB. [Iporiecc
MOKeT 3aHATb HEKOTOPOe BPeMs.

IIpy BO3HWUKHOBEHHMH OIMMOOK TpU cOope [aHHBIX 00OpaTUTeCh K /IOKYMEHTY «PyKOBOJCTBO
azgMuHuCcTpatopa. Pa3znen Bo3MoskHbie pob/ieMbl MPU SKCIUTyaTalUH M1aT()OPMBI».



8. CoortBetctBMe 10
8.1 O6wue ceBegeHus

Ilnardopma Papap ro3BosisieT HaCTPOUTh KOHTPO/Ib YCTaHOBJEHHOTO IIPOrPaMMHOIO obecrieueHusl.
KonTtpompyetcs [10, KoTopoe ycTaHaBIMBaeTCsl Ha aKTUBaX. KOHTPOJIb BHIMIOHSETCSI B COOTBETCTBUU C
MOJIMTUKAMH KOHTPOJISL.

[TomMTHKa KOHTPOJIA COCTOMT W3 Habopa TmpaBWI, KOTOPble MOTYT OTC/I€XHUBAThb CleLyHOLyO
r“H(opMal[uio:

e OTCYTCTBHE IMPOTrPAMMHOI'O obecreueHus Ha dKTHBe,
e Ha/lMuHe IIpOrpaMMHOI0 obecrieueHyst Ha aKTUBE.
ITonutuka KOHTPOJIA MOXET OBITE IMPUMEHEHA K I'PYIIIIe aKTUBOB.

[To pe3synbratam npoBepku cooTBeTcTBUsA [1O mpuHMMaeTcs ogHO u3 pelleHud "COOTBETCTBYeT" WU
"He cootBeTcTByeT".

AKTUB cuuTaeTcs COOTBETCTBYIOILIHUM IIOJIMTHUKE, €C/IM BCE IMpaBW/id, BXOJAILME B IIOJIMTUKY KOHTPOJIA,
a1 TT0JIOKUTETLHBIN pe3yJ/ibTar.

prnna dKTHUBOB CUMTAETCA COOTBETCTByIOH.[Eﬁ MOJIMTHKE, €C/IM BCe€ dKTHBBI I'DYIIIbI COOTBETCTBYIOT
IIOJIMTHUKE.

[Io pe3ynbTataMm TMpOBEPKM COOTBETCTBUS IMOJIMTHKaM, I1aT¢opMa aBTOMAaTHYeCKd CO3/aeT
COOTBETCTBYIOIIME UHLUeHThI V1B 1py BBITIONIHEHWH CIeAYIOIIero yCAOBUs: N00aB/IeH TUI WHIUZEHTa,
y KOTOpOro BK/IOUeHa HacTpoiika WMcmosib3oBaTh [jisi CO3[jJaHUSl HMHIUJEHTOB IPHU OLIeHKe
cooTBercTBUA [10 (CcM. pa3zen «Co3zaHue TUIA UHIUZEHTa» ).

Pe3ynbTathl TIpoBepKH cooTBeTCTBUS [10 3afjaHHBIM TIOJIMTUKAM KOHTPOJS,, OTOOpa)kaloTcs B
pazgene «Pe3ysbTaThl cOOTBETCTBUA [10».

YnpaBnenue npaBuiaMu KOHTPOJIS BBIMOJHSAETCS B pasgene «IIpaBuna cootBercTBUd [10».

YnpaBneHue HabopaMu MpaBWI KOHTPOJs (TIOIMTHKaMH) BBITIOJMHSETC B pasziesie «Habopbl mpaBui
cootBeTcTBUA [1O».

B pasgenax «Coucok I1O» u «Crvcok rpynmn [1O» BbITIO/NHSeTCS  yrpaBjieHue WHQopMaleid o
MIpOrpaMMHOM obecrieueHUH, KOTOPOe YCTaHOBJ/IEHO Ha aKTHUBax U 00beJuHeHue crivcka [10 B rpymribl.

8.2 Pe3ynbTtatbl cootBeTCcTBUA NO
B pasgesne orobpaxkaroTcsi CBOJHBIE Pe3y/IbTaThl BCeX TeKYL[UX MPoBepoK cootBeTcTBUs [10.
Pabora c pe3ysibratamu cootBeTcTBUs [10 BK/IIOUaeT B cebsi Ciie[yIoLye TPOLeCcCh:

1. «3amyck mpoijecca mpoBepku cooTBeTcTBUd [1O0x».

2. «IIpocMmoTtp mHbOpMAIMU 0 pe3yasTaTe cooTBeTCcTBUs [10».

3. «¥Y[ameHue pe3yabTaToB cooTBeTCTBUM [10».

[ns paboTbl C pe3ynbTaTamMy TPoBepoK Ha cooTBeTcTBUe I[1O mepeiiaure B pa3znen CooTBeTcTBHE
1O - Pe3yabTaThbl COOTBeTCTBUA (CM. «Puc. 110»).



17230254155 ~ | Pe3ynbTaThi COOTBETCTEMA MO NAueH3InA BKTHEHE Ro: 2024-12-25 | © surauws | (@) admin -

v YAANWTL BCa Buibpamo: 0 @

] Fpynna akTHeoe
Her 12:18:50 06.10.2023
Her 12:49:57 04.10.2024

Her 12:50:28 04.10.2024

9 @ & @

2 5 e 5 8 6 2 68 2 8

Her 11:21:55 02.11.2024

Her 11:21:57 02.11.2024

Her 11:21:57 02.11.2024

Her 11:21:57 02.11.2024

Her 11:21:58 02.11.2024

Her 11:22:00 02.11.2024

e @ & & o @

Her 11:22:00 02.11.2024

2 3 > 10/cTpannua

Puc. 110 — Paspen "Pe3ynbTathl coorBercTBus II0"

B pasgesne orobpaxaeTcs ciieiyroijasi ”HpOPMaLysi 0 pe3ysbTaTtax mposepku [10:

e ID — ugentucdukarop npoepku cootBetcTBUs [10. Ilo ccbuike mpousoiger nepexof Ha dopmy
rpocmoTtpa pesysbrara coorseTcTBUs [10;

e I'pynna akTMBOB — HauMeHOBaHWe TpYMIbl aKTUBOB, MO KOTOPOW BBIMNOJIHSA/IACH IPOBEPKa
cootBetcTBUs [10. I1o ccbuike pou3oiieT repexof Ha GopMy IPOCMOTpa FPYIIbl aKTUBOB;

. COOTBETCTByET — pe3yJibTaT MpPOBEAEHHA TPOBEPKHU: COOTBETCTBYET WJ/JIM HE COOTBETCTBYET
rpyIiria dKTUBOB 3a,anH0171 MMOJIMTHUKE KOHTPOJIA,;

e BpIno/siHeHo — JjaTa ¥ BpeMsi BbITIOJIHEHHsI TTPOBEPKHU.

ITpu pabore Haf, 3anMCAMU TaOMULBI JOCTYITHBI CJIEAYIOIIAE 3/IEMEHThI YTIpaB/IeHusI:

Knonka [HeiicTBUe
© MPOCMOTP JIeTa/IN3aLHM I10 TIPOBEpPKe
Ej y/lalieHue 3ar1cy U3 TabImLipl

8.2.1 3anyck npouecca nposepku cooreetcteusa NO

HOns 3amycka npouecca npoBepku cootBercTBusi 10 mnepeligute B pasgen AKTHBbI — I'pynmbl

aKTHUBOB U HA)KMUTE KHOIIKY (cm. «Puc. 111»).

Mpynnbl akTUBOB

Y ‘ CosgaTb ‘ Ypanute Bce BuiGpaHo: 0 C' )]
HasBaHue PerynsipHoe BblpaXeHHue Kon-Bo akTMBOB [pynna oTBETCTBEHHbIX
Servers FAD* 256 admin

]

‘ 1 ‘ 10/ cTpannua 3anyck npoeepku cooTBeTcTBUA 10

Puc. 111 — Pasaen "I'pynnsl akTuBOB" . 3anycK npoBepKH cooTBeTcTBUA [10

Byner co3jaHa 3aaua Ha mpoBeZieHue rpoBepku cooTBeTcTBUs 10, a ee pe3ysnbTaTbl 0TOOpassTcs B
pasgene CoorBercrBue IIO — Pe3y/ibTaTbl COOTBETCTBHUA.



8.2.2 MpocmoTp uHpopmaumm o pesynbTtarte coorsetcTeus NO

[ ipocMoTpa Jetanu3aluu O pesysbrare cOOTBeTCTBUA [IO Ha)XMuUTe KHOIKY @. OTtkpoetcsi popma
"Pe3synbTaTsl cootBeTcTBUs [10" (M. «Puc. 112»).

?E::;E" 172.30.254155 v~ | Pe3ynbTaTbl cOOTBETCTBUA MO JIMLEH3MA aKTVBHA f0: 2024-12-25 | @ [okymeHtauma | @ admin v

PesynbtaTtbl cooTBeTcTBUA 10

® Mpynna akTMBOB : Servers
CooTreeTcTByeT: Her
< BbinonHexo : 06.10.2023 12:18:50

AKTNB CooTBeTcTBYeT (KOoNMYyecTBo HaGopoB NpaBun KOHTPONA) He cooTBeTCcTBYET (KONMYECTBO HAGOPOB NPaBWUA KOHTPONA) OaxHble MO
DESKTOP-ADO1 0 1 v

X DESKTOP-ADQ9 0 1 v
DESKTOP-AD10 0 1 v
DESKTOP-ADO1 0 1 v

DESKTOP-AD02 0 1 v

Puc. 112 — ®opma "Pe3ynbTarsl cooTBeTcTBUA [10"

Ha ¢opme orobpakaercst ciieaytoiiast “HOOpPMALHS:

e TI'pynma akTHBOB — HaWMeHOBaHUe TPYIbl aKTUBOB, IO KOTOPOW TIPOBOAU/IACh MpPOBEpPKa
COOTBETCTBUS;

o CooTBeTCTBYeT — BCe /I aKTUBbI, BXO/s1II1e B TPYIINY, COOTBETCTBYIOT MIOJIMTHKE: /1a, HET;
e BbinosHeHo — 1aTa ¥ BpeMsl BbIIIOJIHEHUSI [IPOBEPKH;
e Undopmanys 06 akTUBaX, BXOASAIIUX B TPYIITY:

- AKTHB — HaMeHOBaHHe aKTHBa;

- CoorBercTByeT (KO/JIMYECTBO HA0OPOB MpaBW/ KOHTPOJISA) — KOJUUECTBO TIOJIMTHK,
KOTOpbIe Za/Id TI0JI0XKUTe/bHBIA (COOTBETCTBYET) pe3y/ibTaT MPU TMPOBeJeHUN MPOBEPKU
cootBeTcTBUA 11O Ha JaHHOM aKTUBE;

- He cooTBercTByeT (KO/ITMUECTBO HA0OPOB MPaBU/I KOHTPOJISA) — KOJTMUYECTBO TIOJIUTHK,
KOTOpBIe /Ja/ii OTPULIaTeIbHbIN (He COOTBETCTBYeT) pe3y/ibTaT MpH MPOBeJjleHUH MPOBEPKU
cootBeTcTBUA 11O Ha JaHHOM aKTUBE;

- HaHHbIe IO - wnamuune/ OTCYTCTBHUE [dHHBIX 00 YCTaHOBJ/IEHHOM TIPOIrDPAMMHOM
obecrieueHHY Ha aKTHBeE.
8.2.3 YpaaneHue pe3ynbtatoB cooTBeTcTBUA NO
Y,E[aJIEHI/Ie pe3y/1bTaTOB COOTBETCTBUSA ITO MO>XXHO BBITIO/THUTD c1eyromrmMn criocobamu:
e yJidJIeHHe KOHKDPETHOI'O pe3yJ/ibTaTd COOTBETCTBUA HO;
e MdCCOBOe€ yad/ieHre pe3y/IbTaTOB COOTBETCTBUA HO;

e yJidJIeHHe BCeX Pe3y/IbTaTOB COOTBETCTBUA I10.



Crioco6 1. YaneHre KOHKPETHOTO pe3yJibTaTta cootBeTcTBus [10:

1. Tlepeligute B pasgen CoorBercrBue I[I0 — Pe3ynbTaTrhl cooTBeTcTBUA I10.

2. B cTpoke Hy>XHOro pe3y/bTaTa cOOTBeTCTBUs 110 Ha)KMUTe KHOIIKY @
3. IloaTBepauTe yasieHUe B OTKPBIBLLIEMCSI OKHeE.
Criocob6 2. MaccoBoe yzaneHue pe3yabTaToB cOoTBeTCTBUsA [10:
1. Tlepetigute B pa3gen CoorBercrBue II0 — Pe3ynbTaTrhl cooTBeTcTBUA I10.
2. OtMeTbTe HeOOXOAMMBIE pe3y/bTaThl COOTBETCTBUS [10.
3. HaxmuTe KHOIKY Y AQ/IUTh.
4. IloaTBepauTe ynaneHue B OTKPbIBIIEMCS OKHe.
Crioco0 3. YaneHue Bcex pe3y/bTaTOB COOTBETCTBHS:
1. Tlepeligute B pa3gen CoorBercrBue [I0 — Pe3ynbTaTthl cooTBeTcTBUA I10.
2. HaxmuTe KHOMKY Y AaiuTe BCe.

3. TlopTBepauTe yzaaneHUe B OTKPBIBLLIEMCSI OKHE.

8.3 Cnucok INO

B mnnardopme pocTyrneH mepeueHb BCEro IMPOrpaMMHOTO obecrieueHus, 0OHApY>KeHHOTO CKaHepaMH
ySI3BUMOCTEH TTPU CKaHUPOBAHWUY aKTHBOB.

Pab6ora co criickom I10O Bksitouaet B cebst ceAyroLIHe IPOLIeCCh:

1. «IIpocmoTp nHbopmarmu o [1O».

«IIpocmoTp I/IHCbODMaLII/II/I 00 aKTUBaX, Ha KOTOPbIX YCTaHOB/IeHO [10».

2
3. «PepakTtupoBanue 3anucu o ITO».
4

«¥ nanenue 3arucu o I10 u3 miatdhopMel».

Inst paboter co criickoM I10 nepetiaure B pa3zen CoorBercrBue IO — Cnucok ITO (cm. «Puc. 113»).

17230254155 ~ | Cnucok MO Tuuerann akTveHa fo: 2024-12-25 | G werTaums | @ admin

o v Ypanury sce Bufipsuc:0 O @
Haspanme Bepeun ‘Onucanme: HeoBpaGoTanHan cTpoKa RatHex  Mpynna NO Gosnato AKTHBL!
* 9.25 alpha 7-Zip 9.25 alpha -Zip 10144123 06.10.2023 = ® 20
! 7-7ip 9.15 beta 7-7ip 9.15 beta 7-7ip 10:44:00 06.10.2023 m ® &
# rtzdi (DirectShon £.2.18362.1316 Quartzal (DirectShow) - 10:43:16 06.10.2023 AcTuBe: @ o n
icrosoft OmaDrive 19.2.107.5 Microsoft OneDrive 19.2.107.5 10:43:16 06.10.2023 m @ & 0
i 201437163 Microsoft OneDrive 20.143.716.3 - 10:43:16 06.10.2023 ® 60
@ Ramote Desktop Connection Client 100 Remote Desktop Connection... 10:43:16 06.10.2023 [ Aurviees | ® o0
Yandex Brow 1932177 Yandex Browser 18.3.2.177 - 10:43:16 06.10.2023 [ crums | ® o n
soft Common Controls (mscometl.ocx Microsoft Common Controls - 10:43:16 06.10.2023 AKTHES @ S0
Netwark Configuration Natwork Configuration Network Configuration Network, 10:43:16 06.10.2023 ® o0
ft Windows Remote Access Connection 62 Microsoft Windows Remote. - 10:43:16 06.10.2023 Acrusei @ o n
2 3 4 5 & 7 I > 10/ cTpanaua

Puc. 113 — Pa3pen "Cmucok I1O"

B pazzene orobpakaetcs cnenytoirjas uHbopmariys o I10:



o Ha3Banue — HaumeHoBaHue [10 B maTdopme;

o Bepcus — Bepcus I10;

e Onucanue — foronHUTebHbIE cBefeHus o [10;

o Heo0Opa6oTanHas cTpoKa JJaHHBIX — JIAHHBIE, TIOTyUeHHbIe HAIIPSIMYIO OT CKaHepa ys3BUMOCTel;
e I'pymmna I1O — HauMeHOBaHUe TPyIIIbl, B KOTOPYIO BXoauT I10;

e Co3pano — fara u BpeMs co3ganus 3amucu o T10.

[Tpu pabore Haf 3anMCAMU TaOMULBI JOCTYITHBI C/IeAYIOIIEe 3/IeMeHThI YTIpaB/IeHusI:

Kxonka HeiicTBUe

ﬁ? n3MeHeHue 3anucu o I[10

©@ MIPOCMOTP JeTalu3aLiy 10 TIPOBepKe

]ﬁ[ yaanenue 3anucu o I10

AKTHBBI TIPOCMOTP CMKCKA aKTUBOB, Ha KOTOPBIX ycTaHoB1eHo 10

8.3.1 MpocmoTp uHdopmauyum o NO

[Ona mpocmotpa wuH@opmatmu o [IO HaXMuTe KHOIKY ©. OTtkpoetrcsi ¢opma "lanubie I10"
(cm. «Puc. 114»).

z;‘f,‘:;,‘," 172.30.254155 v | Cnucok MO TMLeHsMs aKTuBHa A0: 2024-12-25 | © [okymeHtauus | @ admin v

< [anHble MO "Microsoft Silverlight"

HaseaHne Microsoft Silverlight
o OnucaHue

OnepauunoHHasn Microsoft Windows
crcTema

Bepcua 5.1.50918.0
Penuns 5.1.50918.0

HeobpaboTaHHasn Micresoft Silverlight 5.1.50918.0
CTPOKa AaHHbIX

it pynna Mo

Puc. 114 — ®dopma " Janusie I10"

Ha ¢opme otobpakaeTcs ciiesiyrorjasi ”HpOPMAaLHs:
o Ha3Banue — HaumeHoBaHue [10 B niatdopme;
e Onmucanue — [0N0MHUTeIBHBIE cBeZieHUs o [10;
e OmnepanuoHHas cUCTeMa — HaMeHOBaHUe OTepal[MOHHONM CUCTeMBbI, Ha KOoTopoii paboTaet I10;
e Bepcus — Bepcus I10;
e Penu3 — undopmarus o Texauke coopku I10 (6unze);

o Heo0OpaboTaHHasi CTPOKA AAHHBIX — /JaHHbIE, TTO/TyUeHHbIE HAMPSMYIO OT CKaHepa Ys13BUMOCTeH;



8.3.2

I'pynna IO — HavMeHOBaHuUe IPyIIbL, B KOTOPYIO BXoauT I10.

MpocMoTp nHhopMmaLmm 06 aKTUBax, Ha KOTOPbIX ycTaHOBIeHo MO

s nmpocmoTtpa wH(popMaluu 06 akTHBaX, Ha KOTOPBIX yCTaHOBIeHO I10O, HaXXMUTe KHOTKY AKTHBBI.
OTkpoetcs crpanuiia "TIpocMoTp akTuBa'", rje B 60KOBO# naHeny OygeT copMUpPOBaH CITUCOK aKTHBOB,
Ha KOTophbIx ycTaHoBsieHo [10. [TogpobHee cM. pa3zen «[IpOCMOTD ¥ aHA/IN3 aKTHUBa».

8.3.3

—

PepakTtupoBaHue 3anucu o NO

Bribepute HyxHoe IIO M HaXMHUTe KHOIIKY 74 . Otkpoercsi ¢opma "PepaktupoBanue I[10"
(cm. «Puc. 115»).

Pagae.  172.30.254155 v~ | Cnucok MO NWLeH3UA akTuBHa Ao: 2024-12-25 | O [okymeHtauma | @ admin v

2.
3.

8.3.4

¢ PepakTuposaHue "Microsoft Silverlight" CopocuTs

HasgaHue *

Microsoft Silverlight

Onucanue

Puc. 115 — ®opma «PefakTupoBanue crucka I10O»
B nongx Hazpauue 1 Onucanue YKXKUTE NN U3MEHUTE COOTBETCTBYHOLLIME NdHHEIE.

Haxkmute kHONKYy COXpaHUTB.

YpaneHue 3anucu o MO u3 nnargopmbl

Y,qaneHI/Ie 3armucy 0 ITO MO)KHO BBITIO/IHUTh c1eyrouiuMn criocobamu:

yAaneHre KOHKpeTHou 3anucu o [10;
MaccoBoe yjaneHue 3anucei o I10;

yzaaneHue Bcex 3anuce o I10.

Crioco6 1. ¥Yianenre KoHKpeTHOH 3arucH o [10:

1.

2.

3.

[Tepeiigute B pa3znen CoorBercrBue ITO — Chnmcox I10.

B cTtpoke HyxHoU 3anucu o [1O HaxkmuTe KHOHKyIﬁ[I/IﬂI/I nepeliuTe Ha (popMy MpoCMOTpa
Heo0X0/IMMOM 3aruCH ¥ HA)KMUTE KHOTIKY Y Aa/TUTh.

HO,E[TBEP,Z[I/ITG yAad/ieHre B OTKPBIBIIEMCA OKHeE.

Crioco6 2. MaccoBoe 3anuceii o I10:

1.

[TepetiguTe B pa3gen CoorBercrBue [10 — Cmucok ITO.



2. OtMeTbTe HeoOXoauMbIe 3amucu o I10.
3. Haxmure KHOIKY Y Aa/IMThb.
4. TlopTBepauTe ynaneHue B OTKPbIBLIEMCS OKHe.
Cnoco06 3. Yaanenue Bcex 3amuceit o I10:
1. Tlepetigute B pa3gen CoorBercrBue [I0 - Cnucok I10.
2. HaxmuTe KHOMKY Y AaauTe BCe.

3. TlogTBepauTe yjasneHre B OTKPBIBIIEMCS OKHe.

8.4 Cnucox rpynn NO
15t ynipoltieHus1 yripaB/ieHUsi CIIUCKOM TIPOTPaMMHOT0 00ecrieueHusl, iX MOKHO O0beIMHUTD B TPYTIIIBL.
Pa6ota c rpyrnmamu [10 BK/ItOUaeT B cebst cieyroLi[ie IMPoLeCCh:

1. «Co3ganue rpynnbl I10O».

«IIpocMoTtp rpyronsl I1O».

2
3. «PepaktupoBaHue rpyonbl I10».
4

«¥Y panenue rpynnsl [10».

Onst pabotel c¢ rpynmamu [1O mepeligute B pa3zzgen CoorBercrBue II0 - Chnucok rpynm ITO
(cm. «Puc. 116»).

?;‘:;';E" 172.30.254155 | Cnucok rpynn MO JMLEeH3NA aKTWBHa fo: 2024-12-25 | @ [lokymeHtauws | @ admin v
A
Cnucok rpynn MO
Q
o Y ‘Cosaaw‘ Ypanuts BCe BbibpaHo: 0 S

HaseaHue [o6asuTb HoBblE Bepcun M0 OnucaHue CosgaHo

7-Zip Her 12:00:08 15.10.2024
string Na string 14:24:40 22.10.2024
poa string nNa string 14:24:44 22.10.2024

string Oa string 14:24:47 22.10.2024

string Ha string 14:24:48 22.10.2024

e o e © © 6
LSRRI Y
B & 3 B & &

test Het 12:00:08 15.10.2024

©
1 10 / cTpanuua

Puc. 116 — Pasaen "Cnucox rpynn I10"

B pasgesne orobpaxkaeTcs cieayromas nHpopmarus o rpymmnax I10:
o Ha3Banue — HaumeHoBaHue rpynmnel [10;

e [loGaBuTh HOBBIe Bepcuu I1O — OyayT /11 B rPyIITy aBTOMaTHUeCKH 100aB/SATHLCS HOBbIE BEPCUH
I1O: na, HeT;

e Omnucanue — AOINO/THUTEJ/IbHBIE CBEeJ€HHWs O I'DYIIIIE;



o Co3paHo0 — farta ¥ BpeMsi CO3JjaHusI TPYIIIBL

ITpu pabote Haj, 3anMCAMU TaOMULBI OCTYITHBI CJIEAYIOIIME /IEMEHTHI YTIPaB/IeHuS:

Knonka HeiicTBUE

d?’ “3MeHeHue 3anucy o rpynmne I10
()] npocMoTp rpynmnsl 11O

]ﬁ[ yAaneHue 3anucu o rpymme I10

84.1 Cos3pgaHue rpynnbl MO
1. Haxkmute kHonkKy Co3paTtb. OTKpoetcst popma "Co3zanue rpymrsl [10" (eMm. «Puc. 117»).

< CospaHue rpynnbl MO CopocuTs

HassaHue *

Microsoft

Onuncanve

Cnncok MO Microsoft

() [06aBUTbL HOBbIE Bepcui M0

Cnuncok MO CesizaHHble M0

Microsoft Silverlight (Bepcus: 5.1.50918.0) Microsoft Silverlight (Bepcus: 5.1.50918.0) @ x
Microsoft Pragmatic General Multicast (Bepcus: 6.2) Microsoft Pragmatic General Multicast (Bepcus: 6.2) @ X

Quartz.dll (DirectShow) (Bepcus: 6.2.18362.1316) Microsoft Windows Remote Access Connection Manager (Bepcus: 6.2) @ X
Microsoft Windows Remote Access Connection Manager (Bepcus: 6.2) Microsoft OneDrive (Bepcus: 19.2.107.5) @ X

Microsoft OneDrive (Bepcusa: 19.2.107.5)

Microsoft OneDrive (Bepcua: 20.143.716.3)

® © 6 © e e ©

Remote Desktop Connection Client (Bepcusa: 10.0)

Puc. 117 — ®dopma " Co3panue rpynnsi 110"

2. Ykaxwure Ha opMe CJieyIOLIyI0 HH(HOPMALUIO:

B rnosie Ha3BaHue ykaxure HavMeHOBaHue rpyrrsl [10;
e B noJsie Onucanue ykakure onucanue rpyrmsl [10;

e .7 aBTOMaTWueckoro no0aBneHuss HOBbIX Bepcwid [IO B rpymmy, ycTaHOBUTe
nepeksrouaresib JlobaButs HoBbIe Bepcun I10 B rosiokeHne Bkiiouen;

o B Osoke Cnmcok ITO BeiGepute I10, KoTopoe Oyner mobaBneHo B rpymmy. [l 3TOro
yCTaHOBUTe COOTBeTCTBywolMe (aru. BribpanHoe IIO 6yzer orobpaxeHo B
610ke CsizanHble I1O.

3. Haxwmute kHONKY COXpaHUTh.



8.4.2 MpocmoTp rpynnbi MO

[ns mpocmoTtpa nHdopmMaruu o rpymnie 1O Ha)XMUTe KHONKY @, OTkpoetcsi popma "[leTanu rpynmbl
[10" (cm. «Puc. 118»).

?E}E{? 172.30.254155 v | Cnucok MO JIALEH3WA aKTWBHa fo: 2024-12-25 | O [okyMmentaums | @ admin v

[ .
¢ Revan rpynm 10 "Microsoft
Q
@ HasBaHue Microsoft
c Onncatne Crincok MO Microsoft
[106aBHTb HOBbIE la

sepcin N0

. Cnucok MO Microsoft Silverlight (Bepcus: 51.50918.0) , Microsoft Pragmatic General
& Multicast (Bepcusi: 6.2) , Microsoft Windows Remote Access Connection Manager
(Bepcus: 6.2) , Microsoft OneDrive (Bepcus: 19.2.107.5)

i

Puc. 118 — ®opma " leraau rpynnsl I10"

Ha ¢opme orobpaxkaeTcst ciieiyrorijasi ”HPOPMALHs:

o Ha3panue — HaumeHoBaHUe rpymnrsl [10;

OmnucaHue — J0NIOTHUTebHBIE CBefleHus o rpyrre [10;

JobaButh HoBbIe Bepcuu [10 — OyayT /M B rpymy aBTOMaTUUECKH 00aBASTHCS HOBbIE BEPCHU
T1O: na, HeT;

Cnucok ITO — crincok I10, fo6aBneHHOr0 B rpymiTy.

8.4.3 PepakTtupoBaHue rpynnsli NO

1. Beibepute HyxHYI0 Tpyrmy [1O ¥ Ha)KMHUTe KHOTIKY ﬁ? WM Tiepeiiiure Ha (GopMy mpocmoTpa
Heob6xoauMoi Tpyriel [1O 1 HaXKMUTE KHOTIKY Peak THPOBAaTh.

2. BHecuTe HeoOXOAMMbBIe U3MEHEHMUS.

3. Haxmure KHONKy COXpaHHUTb.

8.44 YpaneHue rpynnsbl MO

Y nanerue rpymmbl [10 MOYKHO BBITIONHUTD C/IeAYIOLMMA CIIOCOOaMM:
e yJajeHve KOHKpeTHOM rpymsl [10;
e MaccoBoe yganenue rpymm [10;
o yganenue Bcex rpynm I10.

Crioco6 1. YaneHnue KoHKpeTHOU rpymmb [10:

1. Tlepeiigute B pa3znen CoorBercrBue II0 — Cnmcok rpynm IT1O.

2. B crpoke HyxHoM rpymnmbl [10 HaxMmuTe KHOHKyIﬁ[I/IJ'II/I niepeiiiurte Ha ¢opMy IPOCMOTpa
Heo6xoarMoM rpyrribl [10 ¥ HAXXKMUTE KHOTIKY Y Ja/TUTh.

3. HO,E[TBEP,E[I/ITG yAad/ieHre B OTKPBIBIIEMCA OKHeE.



Criocob 2. Maccogoe yzaanenue rpymi [10:
1. Tlepeiigute B pa3zgen CoorBercrBue IIO0 - Cmmcok rpynm I1O.
2. OtmeTtbTe HeoOxoauMBIe rpyts [10.
3. HaxmuTe KHOMKY Y AQ/IUTh.
4. TlogTBepauvTe yaaneHye B OTKPBIBLLEMCS OKHeE.

Crioco6 3. ¥Ypanenue Bcex rpym [10:
1. Tlepetigute B pa3gen CoorBercrBue II0 — Cnucok rpynm I10.
2. HaxmuTe KHOMKY Y ganuTe Bce.

3. TloaTBepauTe yzaaneHue B OTKPBIBLLIEMCSI OKHE.

8.5 NMpaBuna coorBetcTBUA NO

[TpaBuio cofepXUT peryJsisipHoe BbIpakeHHe, 10 KOTOPOMY BbINosiHseTcsl (uabTpauus crvcka [10 mpu
BBITIOJTHEHUU TTPOBEPKU.

Pabota c mpaBunamu cootBetcTBUs [10 BKIHOUaeT B ceOsi CieyrOL[He MPOL[eCChI:

1. «Co3ganue npasusia cooTseTcTBUd [10».

«IIpocMoTtp nipaBuiia cooTBeTcTBUS [10».

2
3. «PepakTupoBaHue 1npaBuia cooTBeTcTBUS [1O».
4

«¥Y naneHue rpaBuia cooTBeTcTBUd I10».

Ina pabotel ¢ mpaBuiamu mepedizaute B paszgen CoorBercrBue IO - IlpaBuna coorBerctBusi [10
(cM. «Puc. 119»).

¥ PAmae.  172.30.254155 v | [MpaBsunacooteBeTcTBUA MO JinueHsus akTueHa fo: 2024-12-25 | @ [okymenTtauma |

MpaBuna

\8 ‘ CospaTb ‘ Ypanutb Bce Beibparo: 0 [

HazsaHne dunstp 3anuch B YEPHOM... CosgaHo O6HoBNEHO
Google Chrome google & chrome & 9* Het 12:15:36 06.10.2023 12:15:36 06.10.2023 ©® & mw
TeamViewer teamviewer | (team & viewer) fa 12:16:19 06.10.2023 12:16:19 06.10.2023 @ ¢ W

P 7-Zip 7-Zip Het 11:00:51 12.11.2024 11:00:51 12.11.2024 ® ¢ W

10 / cTpannua

Puc. 119- Paspaen "IIpaBuia coorBercrBusa 110"

B pa3zene orobpakaetcs cieaytoiiiasi iHGOpMaIiys O MpaBUIax:
o Ha3BaHnue — HaMeHOBaHue IpaBUIIa;
e  @DuabTp — peryssipHOe BhIpaXeHHe, 10 KOTOpOMY paboTaeT MpaBuIo;
e 3anuch B UEPHOM CIHCKEe — OTMEeTKa, uTo fiaHHOoro [10 He IO/HKHO OBITh HAa AKTHBE;

L COB}I&HO —/AaTd U BpeMs CO30dHHA MPaBUJia;



e OOHOB/IeHO —JjaTa ¥ BpeMsi U3MeHeHs1 HH(OPMaLUH O TIpaBuIe.

[Tpu pabore Haf 3anMCAMU TaOMULBI JOCTYITHBI CJIeAYIOIINE 3/IeMeHThI YTIpaB/IeHusI:

Knonka HeiicTBUE

@ MPOCMOTP TIpaBUjIa
d? H3MeHeHUe MpaBuIa
Iﬁ[ y/lajieHye 1paBuia

8.5.1 Co3paHue npaBuna coorsetcTeusd NO

1. Haxwwure kHorniKy Co3aarb. OTKpoeTcsi dopMa "Co3zpanue nipaBunia” (cM. «Puc. 120»).

¢« Co3paHue npaeuna OUMCTUTL
Haseanwue *

7-Zip
DuneTp

7-Zip

(@ MokasaTb cnpaeky

Mouck NpoBOANTCA NO TEKCTOBLIM AAHHBIM, BKNOYAHOLWMM HaWMeHOBaHWe BEHA0PA, Ha3BaHWe NPOAYKTa U BEPCUIO.

MpoBoOAMTCA NOUCK OQHOBPEMEHHO MO BCEM BbIPaXX€HNAM W3 3anpoca.

BbipaxkeHna MOryT 06beguHATLCS onepatopamu "&" (1) u "™ (nnw).

OTpULaHue BeIpaXeHws Npon3soauTcs cUMBonom "I, BelpasxeHue "*" oTbupaeT nobble HenpobenbHble CUMBONbI .

BbipaeHua MOryT rpynnupoBaTbCA NPU NOMOLLM CKOBOK.

Mpumep 1: Mposepka, uTo ycTaHoBneHa Bepcua Mozilla firefox 21 unu 22, Ho He Bepeus 21.3. mozilla & firefox & ((21:* | 22:%) & 121.3)
Mpumep 2: YcTaHosneH Libreoffice unu Microsoft Office. (Microscft & Office) | Libreoffice

Mpumep 3: Mowuck Antivirus, Antispyware 1 Antispam, Ho He Antigen. Anti:* & !Antigen

Mpumep 4: Mowck Photoshop unu Gimp (adobe & photoshop) \ (gnu & gimp)
() 3anuchb B 4EPHOM CNKCKe
Puc. 120 — dopma "Co3aanue npaBuia”

2. Ykaxwure Ha opMe CJieyIOLIYI0 HH(HOPMALUIO:
o B 1osie Ha3BaHMe yKa)kuTe HaMeHOBaHUe MTPaBUJIa;

e B rmosie PUIBTP YKOKHUTE DPEry/IsIPHOE BbIpaXEHHE, 10 KOTOPOMY OyJeT IMPOBOAWUTHCS
nouck [IO. ITo kHomke IloKasaTh CHpaBKy MOXXHO [IOCMOTpPeTb IIOZCKasKy IO
peryJisipHbIM BbIPa)KeHUsIM;

e  JUIA ITOUCKaA 3aruceii B UEPDHOM CITMCKe BK/IHOUUTE COOTBeTCTBYI-OLI.[Hﬁ Mepek/aryaTesib.

3. Haxwmute kHONKY COXpaHUTD.



8.5.2

MpocmoTp npaBuna coorBetcTBua NO

s npocmotpa mnpaBuiia cooTBeTcTBUS [IO HaKMHUTe KHOMKY ©@. Otkpoetcsi ¢dopMa TpocMoTpa
nipaBwia (cM. «Puc. 121»).

<« GOOgle Chrome ‘ YaanuTb ‘ ‘ PepakTupoBaTb |
CospaHo 12:15:36 06.10.2023
O6HoBneHo 12:15:36 06.10.2023
dunbTtp google & chrome & 9*
3anunck B YepHOM cnUcke Het
Habopb! npasun Compliance

Puc. 121 — ®opma npocmoTpa npasuaa”

Ha ¢opme otobpaxkaeTcst ciieiyrorjasi ”HPOPMALHS:

8.5.3

Co3paHo — fjaTta ¥ BpeMsl CO3/jaHus IPaBUIa;

OOHOBJIEHO — /1aTa ¥ BpeMsl U3MeHeHHs MH(GOPMALIUY O TIPaBUJIe;

@UAbTP — peryssipHOe BbIpa’KeHHe, TI0 KOTOPOMY paboTaeT MpaBwIo;

3anuch B YepHOM CIIMCKe — Oy/ZIeT /I BBITTO/THATHCS TTOUCK 1O B uepHOM CITHCKe: [, HeT;

Ha6opbI nmpaBUJI — CITHUCOK MOJIUTHUK, KOTOPbIE UCITOJB3YIOT TTPABUJIO.

PepaktupoBaHue npaBuna coorsercTeus MO

1. B cTpoke HY>KHOTO TIpaBU/Ia HAXKMUTE KHOMKY & Wy nepeliauTe Ha dopMy pOCMOTpa TpaBU/Ia

2.
3.

8.54

Y HOKMUTe KHOTIKY PeJJaKkTHpOBAaTh.
BHecrTe HEOOXOMMbIe M3MeHEeHMsI.

CoxpaHuTte U3MeHeHUs.

YpaaneHue npaBuna cooreetcTtBus MNO

Y naneHue npaBuia MOXXHO BBITIOJTHUTD CJIEAYIOIIMMU CIIOCO0aMMU:

yJajeHre KOHKPeTHOTO ITPaBHIa;
MaccoBoe y/janieHre MpaBu;

yAa/ieHrne BCeX ITpaBUJI.

Criocob 1. ¥YjaneHre KOHKPETHOTO TpaBUIa:

1. Tlepeligute B pasgen CoorBercrBue I1IO0 — IlpaBuaa coorBercTBus I10.



2. B cTpoke HY>XHOTO TIpaBW/ia HAKMUATE KHOMKY | Wy nepeiute Ha (hopMy MPOCMOTpa TpaBuU/Ia
Y HOKMUTE KHOTKY Y 1a/IMTh.

3. IloaTBepauTe yzasieHUe B OTKPBIBLLIEMCSI OKHeE.
Crioco6 2. MaccoBoe yzaneHue TIpaBui:
1. Tlepeligute B pa3gen CoorBercrBue I[10 — IlIpaBuia coorBercTBHs I10
2. OtMeTbTe HEOOXOMMBIE TIPaBUJIA.
3. HaxmuTe KHOMKY Y AQ/IUTh.
4. TlogTBepauTe yaaneHye B OTKPBIBLLEMCS OKHe.
Crioco6 3. YaneHue Bcex TpaBUIL:
1. Tlepeligute B pa3gen CoorBercrBue I[I0 — IlpaBuia coorBercTBus I10.
2. HaxmuTe KHOMKY Y AanuTe Bce.

3. TlopTBepauTe yzaaneHUe B OTKPBIBLLIEMCSI OKHE.

8.6 Hao6opbl npaBun coorBetcTtBua MO

Hab6oper mpaBui1 cooTtBeTcTBUs [IO 3TO TIOJUTHKH, C TIOMOIIBIO KOTOPBIX BBLITIOJHSIETCS ITPOBEpKA
cootBercTBUd [10.

Pabota c monMTrKaMu KOHTPOJIst cooTBeTcTBUsI [10 BK/ItOUaeT B ce0si Cie/iyIOIre TIPOLiecChl:

1. «Co3zaHue HOJUTUKUA cOOTBeTCTBUA [10».

2. «IIpocMOTp HOMUTUKU cOOTBETCTBUA I10».

3. «PemakTUpoBaHUE HOJUTUKU cOOTBEeTCTBUA [10».

4. «YpaneHue IOJMUTUKUA cooTBeTCcTBUSA [1O».

Inst paboThl ¢ TIOIMTUKAMUA KOHTpOJisi reperaute B pasgen CoorBercrBue IIO — HaGopbl mpaBua
coorBercTBUA 10 (CcM. «Puc. 122»).

?E‘:ELE" 172.30.254155 ~ | HaGopbl npaBun cooteeTcTBUA MO TuuyeHaus akTuBHa go: 2024-12-25 | @ [Jokymentaums | @ admin v

Ha6opbl npaeun cooteetcTBUA MO

Y ‘ Co3spaTtb ‘ YaanuTe Bce l BbibpaHo: 0 C el

HaseaHue AeTomaTUYecKoe cozfaHhe NHLUAEHTOB OGHoBNeHo

Compliance Na 12:16:37 03.10.2024 @ ¢ 1w

‘ 1 | 10 / cTpaHuua

e
b3

i

Puc. 122 — Pa3pen "HaOopsl npaBui coorBercrBus I10"

B paszene orobpakaeTcs ciefytroijasi “HGOPMAaIUs O MOTUTHKAX:

e Ha3BaHue — HaMeHOBaHMe OJTUTUKMY;



e ABTOMaTH4YeCcKOe CO3laHMe WHI[UAeHTa — OyJeT /1M aBTOMAaTHUeCKHd CO3[aH WHIWJEHT TI0
pe3yJibTaTaM IpoBeJeHus npoBepky cooTBetrcTBUd [10: fa, HeT;

e OOHOB/IeHO — faTa 1 BpeMsi 00HOB/IeHHsT MH(OPMALMK O TIOJIUTHKE.

[Tpu pabore Haf 3anMCAMU TaOMULBI JOCTYITHBI CJIeAYIOIINE 3/IeMeHThI YTIpaB/IeHusI:

Knonka HeiicTBUE

@ MPOCMOTP TIOJIUTUKU

d? H3MeHeHUe UH(POPMAIIUH O TTOJTUTHKE
]i[ yaseHue TOJTUTUKH

8.6.1 CospaHue NonnTUKK cooreetctBuda NO

1. Haxwmure kHonKy Co3paarb. OTKpoeTcs hopma "Co3gatb Habop mpaBui’ (cM. «Puc. 123»).

< Coz3paTtb Habop npaeuvn Cospatb CBpocuTs

HassaHue *

Compliance

() ABTOMaTUYECKOE CO3L3HWEe MHUMOSHTORB
Mpasuna
7-Zip X | TeamViewer X

Puc. 123 — ®opma "Co3pars Habop npaBux”

2. Ykaxure Ha ¢opme CJieyIOLIyI0 HH(HOPMALUIO:
e B osie Ha3BaHMe yKa)kuTe HAUMEHOBaHUE TTOJTUTUKH;

e /I aBTOMaTUYeCKOTrO CO3[laHUs UHLMJEHTOB TI0 pe3yJibTaTaM I[pOBeJeHUsI MPOBEPKU
COOTBETCTBUA I10, yCTaHOBUTE COOTBETCTBYHOIIUI repeK/royaTesib B
nojo)keHre BKiiroueH.

IIpumeuanue: Taxxe JO/DKeH ObITh M00OaB/Ie€H THM WHI[U/IEHTA, Y KOTOPOTO BKJ/IFOUEHA
HacTpovika Mcmonb3oBaTh /i1 CO3[jJaHMS HMHIJU/IEHTOB IPU OL|eHKe COOTBEeTCTBHUSA
IT1O (cm. pasgen «Co3faHue TUMa UHLUEHTa»).

o B mosie [IpaBuia BoibepuTe MpaBusia, KOTOpbie OyAyT BXOJUTH B TIOJTUTHKY.

3. Haxwmure kHOMKY Co034aTh.

8.6.2 MpocmoTp nonutuku coorsetcTeus NO

[y pocMoOTpa TOJIMTUKKA KOHTPO/s cooTBeTCTBUs [IO HakMuTe KHOIKY ©, OTtkpoercs ¢opma
NIPOCMOTpa NOMUTUKH (cM. «Puc. 124»).



< Compliance vaanus | | Pepakrvposare
LetanbHaa nHdopmaumna
lazeanmne Compliance
ABTOMaTM4YECKOS COo3daHKe wHunaeHTos [a
Mpasuna
C
HaseaHne DdunbTR 3anncb B 4epPHOM... CoszpaHo O6HoBneHo
Google Chrome google & chrome & 9% HeT 12:15:36 06.10.2023 12:15:36 06.10.2023
TeamViewer teamviewer | (team & viewer) Ja 12:16:19 06.10.2023 12:16:19 06.10.2023

Puc. 124 — dopma npocMoTpa NOJIMTUKH"

Wudopmanys Ha popme oToOpaXkaeTcsi B C/IeAVIOMIUX OI0KaX:
e biok JeranbHast ungopmanus. B 610ke oToOpaxkaeTcst ciieiyrorias HHGOpMaLus:
- Ha3BaHue — HavilMeHOBaHUE TOJIUTUKY;

- ABTOMaTHueckoe C03idHHEe MHIUAEHTa — 6y,qu JIM dBTOMdTHU4YeCKH CO3[4dH MHLMUAEHT
110 pe3yJ/ibTaTdaM IIpOBeAeHKA TIPOBEPKHU COOTBETCTBUA I10: [d, HeT.

e bnok ITpaBuia. B 610ke oTobpaskaeTcst uH(MOpPMaLus O MpaBUIax, BXOAMIUX B TIOJIUTUKY:
- Ha3BaHue — HauMeHOBaHNe NIPaBUJIa;
—  ®uabTp — pery/sipHOe BbIpa’keHHe, 110 KOTOPOMY paboTaeT MpaBuJIo;
— 3anuch B YePHOM CIMCKE — OTMETKa, uTo JaHHOro I1O He J0/DKHO OBbITh Ha aKTHBE,
- Co3paHo —zaTa ¥ BpeMs1 CO3/iaHUs NIPaBUIIa;

- OO0OHoOBJIEHO —/aTa ¥ BpeMs U3MeHeHUs1 “H()OpMaII|K O TIpaBUJIe.

8.6.3 PepakTunpoBaHue nonnTuku coorsetcreus NO

1. B cTpoke HY)XHOW TMOJWUTHUKU Ha)XKMUTE KHOHKyﬁ? Wi TmepeiuTe Ha (opMy IpPOCMOTpa
MOJIMTUKU 1 HAKMUTe KHOTIKY Pe/lakTHpOBaTh.

2. BHecuTe HeoOXOAMMbIe U3MEHEHMS.

3. CoxpaHuTe U3MeHEeHHUs.

8.6.4 YpaneHue nonntukm coorsetcteusd NO
Y,[[aJIEHI/Ie TMMOJIMTUKKX MOXXHO BBITIOJTHUTH C/1€1yHOIUMHA criocobamu:
e ylidJieHHe KOHKpETHOﬁ TIO/IUTUKU,
e MdCCOBOE€ yJida/iIeHHe ITOJIUTUK;
e yJid/IeHHe BCeX ITOJ/IUTUK.

Criocob 1. ¥YaneHve KOHKPETHOM MOJIUTUKU:



3.

[Tepeiigute B pa3gen CoorBercrBue IIO - Habopsl npaBua coorBercrBus I10

B cTpoke HY)XHOM TOJIMTUKU Ha)XMUTE KHonKyIEI/IJH/I nepeiiute Ha ¢dopMy MPOCMOTpa
MOJIMTUKY Y HAXKMUTE KHOTIKY Y 1a/IMTh.

[TonTBepAWTe yaneHNe B OTKPBIBLLIEMCS OKHe.

Criocob6 2. MaccoBoe yzaieHue TOJTUTHK:

1.
2.
3.
4.

[MepetiguTe B pasgen CoorBercrBue IIO — HabGopsl npaBuia coorBercrBus ITO
OTMeTbTe HeOOXOANMbBIe TTOJTUTUKH.
HaxxmuiTe KHOTIKY Y Ja/IUTh.

[ToaTBepAuTe yjaneHe B OTKPBIBLLIEMCS OKHe.

Criocob 3. YaneHue BCex MOJTUTHK:

1.
2.
3.

ITepetigute B pa3gen CoorBercrBue IIO - Ha6opsl npaBuia coorBercTBus I10.
Haxmute KHOMKY Y ja/imre Bce.

HO,Z[TBEP,E[I/ITE yAd/iIeHHe B OTKPBIBIIEMCS OKHE.



9. Koppenartop
9.1 OG6wue gaHHble

Koppensitop  mipegHa3sHaueH [jid  BBIABJAEHWS — TI0C/e/[OBATebHOCTe B TIOTOKE  COOBITHH,
OT(hUIBTPOBAHHBIX C TOMOIIBIO (UABTPOB TIOTOKA COOBITUH U YZOBIETBOPSIOUIUX YCIOBUSIM,
OMMCAHHBIM B MPaBUJie KOPPeJISLIUU.

Pe3ynbTaToM paboThl KOppessiTopa SIBASIETCS TaK Ha3biBaeMasl "cpaboTka' mpaBwW/a KOppeJsLWH, Ha
OCHOBAHHHU KOTOPOU MOKeT OBITh CO3/jaH MHIU/IEHT 1 TIPOBe/IeH aHa/u3.

YcnoBus ajist "cpaboTOK" TpaBU/ KOPPENSIUA 3aialoTCsl B pasiene «IIpaBuia Koppessiiuun». B obigem
Cjlyyae TipaBWia pa3pabaThiBarOTCS Ha CKpUNTOBOM si3bike Lua, Ho Ilnardopma Papap mosBosisieT
WCI0/Tb30BaTh BU3ya/ibHbI KOHCTPYKTOP /151 HAMCaHUsI TIPaBUJ/I KOPPeJsiLiuu.

[IpaBuna penarcs Ha Ba BUJa:

e JIMHEWHBIE - HCIIOJ/Ib3YKOTCA [Jid pearupoBaHHs Ha OHpe'Z[eHEHHLIﬁ BU[ CcoOBITHSI B OJJHOM
3K3eMILIAPE;

e C TPYNMUPOBKON COOBITHUI - WCMOMb3yeTcs, Korja HeoOXOAWMO TIPOBECTH KODPEJISLUI0 Haf
CTPYTIITUPOBAHHBIMU T10 KAKOMY-THO0 TIPUHIUITY COOBITUSIMHU.

[Onsa obpaljeHUss K CIpaBOYHWKAM MCITO/IB3YIOTCS TaOiMuHble CIUACKU (CM. pasgen «TabiuyHble
cucKu» ). CyIecTBYIOT Cie/IyroIye AeHCTBUS Jjist pabOThI C TAOTMUHBIME CITUCKAMHU:

e  YCTaHOBUTH 3HaueHHe B TAOTMUHOM CITHCKE;
e  y/Ia/IUTh 3aITUCh U3 TaOTMUHOTO CIIMCKA;
e OUMCTKa TaOJIMUHOIO CITUCKA.

17151 HACTPOWKM yC/IOBUH (UIBTPALIMK, KOTODPBIA OyZeT MPUMEHSIThCS K TIOTOKY COOBITHIA, UCTIO/IB3YIOTCS
¢buIBTPEI MOTOKA COOBITHH (CM. pa3zien «PUIbTPBI HOTOKA COOBITHIT» ).

CyliecTByeT BO3MOXKHOCTb I€peflaBaTh IOTOK COObITUH Ha [Jpyrow y3en (HampuMep, BbIMOJIHEHA
MHO)XeCTBEHHasl YCTaHOBKA MM/aT(OPMbI Ha pasHbIX y3/1aX), TO Bbl MOXXETe HACTPOUTh MEPeCchUIKY
coObITHH (M. pa3zen «llepecbuika COOBITHI»).

Kop mpaBmsia Koppessiiiyi MO>KeT OBbITh pacIiivpeH C TOMOIbI0 MakKpocoB (CM. pasgen «Makpoch»).
OfivH ¥ TOT ke MaKpOC MOXKeT ObITb UCTO/b30BaH BO MHOKECTBe TIPaBUJI.

IInaTtdopma Pagap no3BosisieT OCyIeCTB/ISTh PETPOCTIEKTUBHBIN aHa/Iu3 — MPOBEPKY TUIIOTe3 Ha OCHOBe
HWCTOPHUYECKUX [JaHHBIX, XDAHUMBIX B chcTeMe. 11 OCyLeCTB/IeHUsI PETPOCIIEKTUBHOIO aHa/lk3a MOXXHO
WCII0/Ib30BaTh KakK CYIIeCTBYIOLMe [paBu/ia KOppe/sLUuM, TaK KM BHOBb CO3/jlaHHble (CM. paszen
«PeTpocrnieKTUBHAsA KOPPEeJISALIUS»).

9.2 MpaBuna Koppensauyuun

[nst paboTel ¢ rpaBWIaMM Koppessiliyu repeiiiute B paszen Koppensitrop — IlpaBuia Koppeasinuu
(cm. «Puc. 125»).



25460 | MpaBunaKoppenaLuu TeHann aKTHBHa 10: 2026-02-07 | O Hoxywewrauwn | (Q) admin -

& = T
B E Mpaenna Koppenauvn
a B3 Beanankn 579
B omy 1
o] . BB Rues 14 ©uneTpst  Manca: Besnankn +4 %
- B> Lnux_rules 14 Coprupoasa 1T Hassamue x +

B Linuxrules ans recros 0 cspoare [

B
.
g
Cospar vganuTs sce IxcnopTMposaTh sce IxcnopTuposaTh B csv  MnopTuposats
Bugparo: 0 O @
L Haseanme 1 Axrnence PeTpocnexTHeHoe Ouwmbka Tun wHyugexTa Nanka CpaboTkn Owmbrn
& 72.30.250.10° fa Her - Windows -Komnunsuws y 5 0 @ S W
AD Windows - BloodHound ua. Her Her - Paasesika Active Directory Bes nankut 0 0 @ 7 m
] D Wind harf Her Her ctive Directory Bas nanku 0 0 @ & m
\D Windows - BbiABNEHUE. .. Her Her - AD Windows - BolRENEHME ACCTYTA. 23 nanku 0 ) @ 7 W
AD Windows - [1aMn yHeTHBIX. . Her Her AD Windows - [1amn yHeTHBIX... Bea nanku 0 ) ® & @
bH...  Her Her [ 0 @ 2|
> Windows - 3anyck BloadHou...  Her Her Paasenka Active Directory 4 0 ® & m
AD Windows - OBHapyeHa aTaK... HeT Her - AD Windows - OBHapy3eHa aTaka 563 Nanku 0 0 @ & m

Puc. 125 — Pa3pen "IlpaBusa koppessuun". IlpeacraBiieHne yepe3 yHHBepCaJIbHYIO Tabuny

B pazzene orobpakaeTcs cieaytoliasi WHGOpMaryst:
o Ha3BaHue — HauMeHOBaHHe TTPaBU/Ia KOPPEJISLUHY;
e AKTHBHOe — IMPU3HAK aKTUBHOCTHU TIPaBU/IA: Jia, HET;
e PeTpocneKTHBHOE — HCIO/Ib3YeTCS JIU MTPABUIIO /IJIsi PETPOCTIEKTUBHOM KOPPEJISLIUM: /1a, HET;
e OmmoKa — ornvcaHue OMMOKY WHULIMAIN3al[|iK [TpaBuU/Ia;
e Tun HHLHMEHTA — HAUMEHOBAHHWe THIa MHI[U/IEHTA, 110 KOTOPOMY paboTaeT MpaBu/Io;

o [Ilamka - HaWMeHOBaHWe TalKW CTPYKTYpbl KOHTEHTa, B KOTOPOM HAXOJUTCS TPaBHUJIO.
[TogpobOHee o paboTe ¢ mankamul cM. pa3zen «[lanky KOHTeHTa».

e CpaboTku — KO/MueCcTBO "cpaboTOK" TIpaBUIa;

e  OmmMOKH — KOJIMUeCTBO OLIMOOK MHULIMA/IN3AlUY TIPaBUIa;

e OOHOBJ/IEHO — aTa U BpeMsl M3MeHeHUs1 UH(OPMaL|U O TIpaBUJIe;
e Co3paHo — faTa ¥ BpeMs CO3/,aHUs PaBU/a;

e ID — upeHTHU(UKaTOp MpaBuUIa.

1711 mepek/toUeHus1 peXXxrMa MpoCcMOTpa MpaBUJI, HAXKMUTE 110 Ha3BaHUIO NpaBU/ia B COOTBETCTBYHOLLEH
KOJIOHKe MM Ha KHOMKYy © B HyHOI cTpoke. OTKpOeTCs INpejCTaB/eHue NPaBMI Yepe3 GOKOBYIO
TlaHerb, @ BBIOpaHHOe TIPaBU/I0 OTKPOETCsI Ha TIPOCMOTP (cM. «Puc. 126»).
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Q Cosamun OBHapyHeHbI MHOKEGTEEHHIE 3...
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YETHAA 3aNUCk G23 NapoNs

B npaewune ncnons3yercs GuneTp notoka “Windows Event ID 4720",
Tpasvna KoppenauuM

Het
Mepecsinka coBuTui He
- Her
DANLTPEI NOTOKa COBLITHA
T
Makpocst
Het
JaGnOHB! anepTos o Windows Event ID 4720
186 OHb! FPYNNAPCEKY
VHUMAEHTsl  PesyneTaTel  flor mameweWsd  flor npaemna  Metpinka

TaBnusible CrAckw
MHorouncnentbie hitp owmbkn /A

Bknapka He BIGpaHa
PeTpocneKTUBHaR KOPpe... HeaxTneroe
24
3 MCTOUHUKA -
Windows-Sysmon - O6HapyxeHa...
#i Mapamerpe: v

Heaxtnsoe | Perpoc

@ ADMUHUCTPVPOBAHHE v

Puc. 126 — Pa3pen "IlpaBuia koppensuun". IlpeacrasieHne yepe3 60KOBYIO IAHE b

Pa3zen cocTouT 13 ciiefyroumx 6/10KOB:

o CnucoK NpaBUJI KOPPeJISiIHH, B KOTOPOM 0TOOpakaeTcsi caefyrolias HH(opMalys o rpaBuIax:
e Ha3BaHUe IpaBUJa;
e COCTOSIHME MpaBU/Ia: aKTUBHO, HEAKTUBHO;
e JlaTa I0C/ejHero U3MeHeHUs NpaBuia;
e  KOJIMUECTBO CPabOTOK;
e  KOJMYECTBO OIIMOOK.

e OcHOBHOe, B KOTOPOM 0TOOparkaeTcst obiast nHGopMaLusi 0 BHIOpaHHOM TIpaBUJIE.

e Crarucruka padoTsl NpaBU/Ia, B KOTOPOM 0TOOpaXKaeTcs cie/iyroijasi ”H(pOPMaLHst:
e "MHUuAeHTHI" — CMIUCOK WHI[UAEHTOB, CO3/JaHHBIX HA OCHOBAaHMHU CpabOTaBIlero MpaBuia;
e "Pe3ynbTaThl" — CIUCOK "CpabOTOK" TIPUBHIIA;
e "Jlor u3MeHeHHH'" — UCTOPUSI U3MEHEHUS IPaBUIa;
e "Jlor mpaBuia" — >KypHas paboThI TIPaBUIA;

e "Metpuku" — Busyanu3sauys nHpopmaLun o "cpaboTkax" rpaBuia B BUje rpauKkoB.
9.2.1 MpocmoTp CcTaTUCTUKM PaboTbl NpaBusl

9.2.1.1 Bknagka "MIHUungeHTbI"

Ha Bknagke oroOpaaeTcs CIHCOK MHLU/IEHTOB, CO3/Jl@HHBIX Ha OCHOBe '"cpaboTok" mpaBuil
(cm. «Puc. 127»).



MHUMOEHTb PesyneTatsl Jlor nsmeHeHui TNor npasuna MeTpukm

Y ‘ Co3znaTb Ynanute Bce (64 ()]

CpoyHocTb  YpoBeHb pucka Haseanue Tvn MHUMAEeHTa Cratyc CosgaHo O6HoBneHo AxTUB
0.09 2 MNepebop naponen MNepebop naponei Hosbil 13:52:20 28.08.2024 13:52:20 28.08.2024 172.30.249.21
0.07 0.5 MNepebop naponen MNepebop naponewn B pabote 13:13:54 25.07.2024 14:36:35 16.08.2024  localhost
0.07 0.5 Suspicious DNS request... Suspicious DNS request... 3aKpbIT 17:01:50 11.07.2024 14:11:27 14.08.2024  localhost

0.07 0.5 MNepebop XOCTOB... MNepebop xOCTOB... Hosbi 14:01:57 16.07.2024 16:34:17 16.07.2024  localhost

‘T‘ 10/ cTpanvua
Puc. 127 — ITpocMoOTp CTaTUCTUKH pabdoThl paBwiIa. Bkiaaka "VIHouaeHTHI "

[TosHbIM HabOp WHbOPMAIH, 0TOOPaykaeMbl B TabJIHLe:

e CpouHocTh — I1M$pPOBOoe W LBeTOBoe 00O3HAuUeHWe OLIEHKA CPOYHOCTH peardpoBaHUs Ha
VHIW/IEHT;

e YpoBeHb pucKa — Lji(ppoBoe 1 11BeTOBOe 0003HauUeHHe yPOBHS yIPO3bI;

o HasBanue — Ha3BaHue oOHapy)keHHOM yrposel. Ilo ccbuike Tpou3oiifieT mepexon K ¢opme
TIPOCMOTpPA UHLIUAEHTA;

e Tum vHIMAEHTa — [0 CChbUIKe MPOU30i/IeT repexo K (popMe MpoCMOTpa THIa UHLU/IEeHTa;
e (CraTyc — TeKylllee COCTOSIHUE UHLIU/I€HTa;

e AKTHUB — TEXHHUYECKOe Cpe/ICTBO MH(OPMALIMOHHOW CHCTeMbl, HA KOTOPOM MPOU3011ie/T UHLIU/IEHT.
Mo cchuike npousoiieT nepexo K popMe MpOCMOTpPA aKTHBa;

e ['pynmna MHLMEHTOB — Ha3BaHWe IPYIIIbI, K KOTOPOU OTHOCUTCSI UHLIA/EHT;
e ID — ugeHTHU(PUKATOpP UHLIU/IEHTA;

o TlocnesHee npowuciecTBue — jata U BpeMsl MOC/IeJHET0 MPOUCLLIECTBUS, 3aperUCTPUPOBaHHOIO B
WHLIU/IeHTE;

e Kos1-BO NpouCIIECTBUM — KOIMYECTBO NTPOMCIIECTBUN B MHLUZIEHTE;

e Ko/-Bo MOBTOPHBIX OTKPBITHI — KOJTMUECTBO NTOBTOPHBIX OTKPLITUM UHLIW/EHTA;

o [losb30BaTesb — HAMMEHOBaHUE OTBETCTBEHHOI'O M0/Ib30BaTeIs;

e ['pynmna nosib30BaTesielli — HAMMEHOBaHKEe OTBETCTBEHHOMW I'PYIIIIbI M0JIb30BaTe ew;
o Co37aHO — ZlaTa ¥ BpeMsi CO3/laHus1 MHLIW/eHTa;

o OO6GHOB/EHO — /laTa U BpeMsi M3MeHeHUs MHPopMaL[uu 00 UHIU/IeHTe;

o Kareropus — KaTeropust MUHLIUZIEHTa;

e  OKCITyaTUpPYyeTCsl y/a/JleHHO — MpU3HaK yJaJeHHOW SKCITyaTaldd, BO3MOJKHbIe 3HaueHue: [a,
HeT;

e Pe3synbraT aHanmM3a — pe3y/bTaT aHaaM3a WHIW/EHTa (110 HaBeJEeHWIO MBIIIN BO BCIUILIBAOIIIEM
OKHe 0TOOpa3UTCs MMOJTHOE OTIMCAaHUE).

ITopoGOHee 0 paboTe C MHIMIEHTaMU CM. pa3/ien « HIHUIEeHThD».



9.2.1.2 Bknaaka "Pe3ynbrarbl”

Ha Bk/azike oTobpaykaeTcst Cricok "'cpaboTok" mpaBusia Koppessaiuu (cM. «Puc. 128»).

MHUMOEeHTbI PesynbTathl Jor nsmeHeHun Jor npasuna MeTpukn
.
\T4 Ynanuts Bce (& o]
MHUmnpeHT AKTHB Puck Mpownzowno
- 50 12:35:59 28.08.2024 + @ m
- 0.5 ® 13:14:08 25.07.2024 + @ W
- 0.5 © 13:13:58 25.07.2024 + @ W
Mepebop naponein localhost 0.5 @ 13:13:53 25.07.2024 @ W
CHoi akTUBaLUW NMUEH3MIA localhost 0.5 © 13:09:46 25.07.2024 @
C6oit aKTUBaLMN NULIEH3WIA localhost 05 @ 13:09:36 25.07.2024 @ W
C6oit aKTUBALIN NALIEH3UIA localhost 0.5 @© 13:09:31 25.07.2024 @ W
Mepebop XocTOB BLINOAHASTCA NO 3anpocam Kerberos TGS localhost 05 ® 16:34:16 16.07.2024 @
Mepebop XoCTOB BLINOAHASTCA NO 3anpocam Kerberos TGS localhost 05 ® 16:34:06 16.07.2024 @
Mepebop XOCTOB BLINONHAEGTCA NO 3anpocaMm Kerberos TGS localhost 0.5 @ 16:34:01 16.07.2024 @ W
‘ 1 | 2 3 4 5 6 7 14 > 10/ cTpanvua
Puc. 128 — ITpocMoTp CcTaTUCTUKH paboThl paBwia. Bkiaaka "Pe3ynbTars!”
ITpu pabore Haf, 3anMCAMU TaOMULBI JOCTYITHBI CJIeAYIOIINE /IeMeHThI YTIpaB/IeHusI:
Knonka HeiicTBUe
_|_ CO3/laHHe HOBOTO MHI[M/IeHTa Ha OCHOBe "cpaboTku" mpaBuia (cM. paszzen «Co3jaHue
VHIUZEHTa» )
'®) MPOCMOTP COOBITHH, BbI3BaBUIMX 'cpaboTKy" mpaBuma (cM. pa3gen «IIpocMoTp
Co6bITHA»)
@- yAajieHue 3arimicuy u3 Ta6]'[I/IL[bI

B criicke "cpaboToK" mpaBuia KOPpeSIKU 0TOOpaXkaeTcs cyieyoiast UHhOpMarysi:

e VIHIM/IEHT - HAMMEHOBaHWe WHIIW/EHTa, CO3/JaHHOTO0 Ha OCHOBe "cpaboTku'" mpaBuia. [To ccelike
TPOU30UZET repexo/] K popMe MPOCMOTPa UHLUZEHTA;

e AKTUB - Ha3BaHHe aKTHBa, Ha KOTOPOM Tpou3oiuia "cpaboTka". ITo cchbuike pou30iieT nepexos
K (hopme MpocMOTpa aKTHBa;

e Puck - ypoBeHb yrpossi;

o Ilpowu3somno - faTa ¥ BpeMsi "cpabOTKH" MpaBua.
9.2.1.3 Bknapgka "Jlor nameHeHun"

Ha Bk/iazke oTobpaykaeTcs )KypHasl M3MeHeHus TipaBuia (cM. «Puc. 129»).



WMHUmaeHTsI PesynbTarhbl Nor nsmeHeHwiA Nor npaeuna MeTpuku

L ]

Y c B

[LeiicTere [ara cozpgaHua CuctemHoe Kem nameneH Oetanun
VsmereHite 10:45:19 12.12.2024 Her admin

MN3meHeHue 18:12:42 11.12.2024 Het admin Moka3saTb peranu

MN3meHeHue 18:12:06 11.12.2024 Het admin Moka3saTb peranu

| 1 | 10 / cTpaHuua
Puc. 129 - ITpocmoTp cTaTUCTHKH paboThl npaBwia. Bkiaaka "Jlor u3mMeHeHui "

B >XypHasie n3MeHeHHUI 0ToOpaXKaeTcs cieiyroiasi “HGOPMaLHsi:
e [lelicTBUe - TUTI AeMCTBYS, BBITIOJTHEHHOTO Hajl TIPAaBUJIOM,;
e [laTa co3paHus - 1aTa BLITIOJTHEHUS] U3MeHeHus;
o CucremMHOe - TIPH3HAK TOTO, OBLIO /T U3MeHeHUe BBINO/IHEHO TIaT(hOpPMOii;
o Tlosb30BaTesb - OB30BATE b, BHITOJTHUBIINN U3MEHEHHe.

ITo kHomke IToKa3aTh AeTaid MOKHO TTIOCMOTPETH JieTalbHY0 HH(POPMAL|o 00 U3MeHeHUH TTpaBUIa.
9.2.1.4 Bknapgka "Jlor npasuna"

Ha Bknagke oTobpaxkaeTcst >KypHas paboTel rpaBuia (cM. «Puc. 130»).

WMHUmnpeHTb! PesynbTathl JNor nsmeHeHWn Nor npasuna MeTpuku

v (G
DyHKLMA Hata CoobuieHne YpoBeHb coobLyeHns

init 12:16:16 17.03.2025 failed to unmarshal action: json: cannot unmarshal string into Go... ® Owunbka

| 1 ‘ 10 / cTpannua

Puc. 130 — ITpocMoTp cTaTUCTHKH PadoThl npaBuia. Bkiagka "JIor omm6ok"

B >xypHasie oTobpakaeTcst cieyroiasi “HGOPMaLusi:
o  DyHKIMA — HAUMeHOBaHHe (PYHKIIMH, 110 KOTOPOM CO3/[aHO COOOIIEeHHE;
e [laTa — ZiaTa U BPeMsi CO3/IaHUsI COOOITIEHMUS;
e Coo01meHue — TekCT coobitieHus (TPU HaBeZIeHWH MBI 0TOOPA3UTCs TIOJTHOE OITHUCAHKE);

e YpoBeHb COO0OIIeHWS — HaWMeHOBaHWe KaTeropuH, K KOTOPOWM OTHOCHUTCS COOOIIeHue.
Bo3MoskHbie 3HaueHusi: Otnagka (debug), Mudopmarus (info), Ilpexynpexaenue (warn),
Ommbka (error).

9.2.1.5 Bknaaka "MeTtpuku"

Ha BK/1agiKe IOCTYMHBI CeyIOIMe BU3yau3aiid MeTpUUeCcKou nHdopmaruu o ""cpaboTke’ mpaBuia:

e CKOPOCTb TIOTOKA CoObITHH (cM. «Puc. 131»):



Eps

0.000000007
0.000000006
0.000000005
0.000000004
0.000000003
0.000000002
0.000000001

0
11 wons 09:33 11 wona 09:40 11 wiona 09:46 11 weons 09:53 11 wonz 10:00 11 mona 10:06 11 wonn 10:13 11 won=s 10:20 11 wona 10:26

Puc. 131 - Merpuka "EPS"
e 3a3jelicTBOBaHHas MaMsTh (cM. «Puc. 132»):

MNamate (m6)

0.00025
0.0002
0.00015
0.0001
0.00005
11 wons 09:31 11 wona 09:38 11 niona 09:45 11 wiona 09:51 11 wionn 09:58 11 wons 10:05 11 wions 10:11 11 wiona 10:18 11 wons 10:25 11 wions 10:31
Puc. 132 — Metpuka "Ilamars"
e  KOJIMUECTBO HAKOIUIEHHBIX COOBITHH B rpymme (cM. «Puc. 133»):
KonnuectBo HakoneHHbIX co6bITUIA B rpynne
2
15
1
0.5
16 wrona 10:14 16 mwrona 10:19 16 nrona 10:24 16 mroaa 10:29 16 miona 10:34 16 wiona 10:39 16 wiona 10:44 16 niona 10:49 16 miona 10:54 16 viong 10:59
Puc. 133 — Merpuka "Ko/iMuecTBO HaKOIIGHHBIX COOBITHH B rpymnie"
e BpeMs BbiMojiHeHUsS! GYHKIUM on_logline (cM. «Puc. 134»).
Bpems BbinonHeHus on_logline (mc)
0.3
0.25
0.2
0.15
0.1
0.05
0
16 wrons 10:14 16 wrons 10:19 16 wrona 10:24 16 urona 10:29 16 wronsa 10:34 16 wrona 10:39 16 wonsa 10:44 16 wions 10:49 16 wrons 10:54 16 vrons 10:59

Puc. 134 — Merpuka "Bpewms Boino/iHeHus on_logline"”

e Bpems BbINOMHeHus1 GyHKLMU on_grouped (cM. «Puc. 135»).



Bpems BeinonHeHua on_grouped (mc)

Puc. 135 — MeTpuka "Bpems BbinosHeHus on_grouped”

e  KOJIMYECTBO OIIMOOK, BO3HUKIIKX BO Bpems "cpaboTok" mpaBuia (cM. «Puc. 136»).

Konuuecrso owmbok

Puc. 136 — Merpuka "KommuecrBo ommook"”

9.2.2 Co3pgaHue U HacTpoiika npasuna

Co3paHue npaBuia MOXXHO BBITIOJTHUTB ABYMSI CIIOCOOAMHU:

e C WCMOJIb30BAHMEM BHU3Ya/bHOTO KOHCTPYKTOpa - TPU CO3[AHUM [paBU/a He MCIOJIb3YyeTCs
CKDUIITOBBIN $13bIK, CaMO TIPaBWJIO HACTPAaWBaeTCs C TIOMOIIbI0 BU3yalbHBIX Osi0KOB. Ilpu
HeoOX0JUMOCTH BhI BCerJja MokeTe KOHBePTHUPOBATh M0J00HOe MpaBU/I0 B CKPUMTOBLIN S3bIK Lua
(cm. pa3zen «KoHBepTMpOBaHUWe MpaBuia B Ko Luay);

e TIOMOLIBKO CKPUIITOBOT'O A3bIKA Lua - 3T0 1103BO/ISIET UCII0/1b30BaTh BECh I,E[OCTyrIHbII\/JI CI)YHKL[I/IOHHJI
IMPpH HalTlMCaHWU TIpdBWJId.

9.2.2.1 Co3gaHue npaBunia c NOMOLWbIO BU3yaJ/ibHOro KOHCTPYKTOpa

1. Haxmure KHONKY . OtkpoeTcst okHO "JJo6aBuTh npaBuio” (cM. «Puc. 137»).



CospaHue npaeuna X

HaseaHwe npasuna

Hoeoe npaswuno

Tun nHUKAEeHTa

MHOXeCTBeHHbIe Heyna4dHble NOMNbITKK BEXOOa Ha OAHOM Yy3ne Nof pasHbIMU ...

Manka

Rules

ABTOMaTWYECKOE CO3AaHne TUNna MHUNAEeHTa

Mcnonb3oBaTh BU3yanbHbli KOHCTPYKTOR

Puc. 137 — Okno " [fo6aButh npaBuio”

2. YKaxuTe B OKHe CJ/IeZlyIOL[y0 UH(POPMaLUIO:

B rosie Ha3BaHue mpaBu/ia yKakuTe Ha3BaHWe MPaBUJIa;
B 110/1e Tyl HHIUAEHTA 13 BbIMA/JAIOIIET0 CITMCKA BIOEPUTe THUT UHI[U/IEHTa;

B 1o/1e I1amka 13 BBINMAJAOIIETO CITHUCKA BBIOEPHUTE TarKy, B KOTOPYIO C/ielyeT TTIOMeCTUTh
NpaBWJIO MOC/Ie CO3JaHUS;

eC/IM WCIIOJIHAEMOE TPaBW/IO He OTHOCUTCS HU K OJHOMY M3 TUIIOB HWHLMJEHTa WA
HeoOX0/IMMO CO37aTh HOBBLIM THIT MHLMJEHTa, TO YCTaHOBUTe (ar ABTOMaTHUYecKoe
co3JaHHe THNA WHOU/JeHTa. [Ipy co3zaHUM WHLMAEHTA Ha OCHOBe "cpaboTKU" JaHHOTO
npaBuia, OyZeT CO37aH HOBBIA TWUIT WHILWZEHTa, KOTOPOMY OyzieT TPUCBOEHO
HavMeHOBaHUe TpaBUIa.

Ilpumeuanue: eciu onyusi eK/aOUeHa, mo ybeOumecb, UMO HAUMEHOBAHUE Npasula
Koppensiyuu He cognaoaem HU ¢ OOHUM HAUMeHO8AHUeM munda uHyudeHmad.

ycraHoBute ¢uiar Fcno/ib30BaTh BU3yaIbHbIM KOHCTPYKTOP;

Ha>XMHUTE KHOIIKY C03]I[aTb.

3. TlpaBuso OyJeT co3/jaHO U aBTOMAaTUUECKH OTKPOETCS BU3ya/IbHbIM KOHCTPYKTOD.

4. BpINoaHUTE CleyroLIUe 1ary 1o HaCTPOMKe MpaBuiia B BU3yalbHOM KOHCTPYKTOpE:

Illar 1. 3anonHeHWe OCHOBHOM MH(MOPMALIMK O TIPABUJIE;

Ilar 2. Hactpotika GWIbTPOB [IOTOKA;

IIlar 3. HacTtpoiika anepra;

IIlar 4. HacTpo#ika rpyarmnepa;




o [llar 5. HacTtpoiika yC/IOBUH;

o [Illar 6. HacTpoiika fefCTBUl;

o [llar 7. TecTupoBaHue IpaBUJa.

5. ITlocse BbINIOTHEHWS BCEX 1IaroB HAYKMUTE KHOTIKY COXPaHMTh.
9.2.2.1.1 War 1. 3anosiHeHUe OCHOBHOI UHhopMauun o npaBune

3ariojlHeHWe OCHOBHOM MH(OpMaLMM O TpaBWie BBINOJHSETCS Ha Bkaagke "OcHoBHOe"
(cm. «Puc. 138»).

¢ Hosoe mpasino

OcHoBHOe HacTpolika GunbTpPoB NoToka HacTporika anepta HacTtpoiika rpynnepa KoHcTpykTop yenosuit LeicTeuns TecTupoBaHue

OcHoBHOe
HassaHue MNanka

Hogoe npasvno Rules

Tun MHUMAeHTa

MHOXEeCTBEHHbIE HEYAaYHbIe NONLITKM BXOAa Ha OAHOM Y3ne NoA, PasHbIMU y4eTHbIMKU 3anUcAMn ABTOMAaTMYeCKoe Co3faHWe Tuna UHUMaeHTa

C6op MeTpuK PeTpocnekTreHoe () Mcnonb3osatsb rpynnupoBky () CoapaTb pesynsTat Npu cpaboTke Npasuna

OnucaHue

OrpaHuyeHuns
MakcmanbHoe KonuyecTso cpaboTok 3a vHTepBan (cekyHa)

0 + 0 +
MakcvmansHoe sHayeHre namaTi (M6)

0 +

Puc. 138 — Hacrpoiika npaBuia. Bkiaaka "OcHoBHoe"

YKakuTe Ha BK/IaJiKe C/ieAyoLly0 MHPOpMaLUIO:

e TpU HEOOXOJWMOCTM YTOUHWUTE CBeJleHUs, yKa3aHHble B monsx Ha3panue, ITankau Tun
UHIM/IEHTA;
e Ui aKTHMBAL[MU cOopa J0TOHUTETbHBIX METPUK 0 JAHHOMY TpaBuUy ycraHoBute ¢jar Coop

METPHK;

e ycraHoBute (ar PerpocnekTHBHOE, eCi HEOOXOJMMO TIPOBECTH PETPOCIIEKTUBHBINA aHA/U3 10
JAHHOMY TIpaBuiTy (TIoZipoOHee cM. paszen «PeTpocneKTrBHas KOPPeJISIUs»);

e BbiOepuTe BW/| TIpaBW/IA: JTMHEHHOE WA C TPYIITUPOBKOW COOBITHIA, YCTaHOBUB TepEK/TFOUaTe b
Hcnonb30BaTh rpynnupoBKY B COOTBETCTBYIOLLee I0JI0KeHUe. Ilepek/rouaresis OTBeuvaeT 3a
JIOCTYTTHOCTb BK/1aKK "Hactpoiiku rpyrrepa";

e eC/M TIPaBU/IO TIPU CBOeH "cpaboTKe" [O/DKHO CO3/iaBaTh pe3y/bTaT, TO HY)KHO YCTaHOBHTH
nepekmoyaresi Co3gaBarh pe3y/ibTaT NPH CpadoTKe MpaBuUJia, IIPH 3TOM OTKPLIBAETCS JOCTYII
K HacTpoiikam "aymepra" rie MOXKHO yKa3aTh JaHHBIE, KOTOpble OYZyT COXpaHeHbl B pe3y/bTaTe
"cpaboTtku";



IIpumeuanue: "anept" 3To GYyHKIUS TMpaBWa KOppessTopa, 3aluchiBalollas pe3y/bTaT
CpaboTKH.

e B 1iosie OnucaHMe YKaKUTe JOTOHUTE/IbHbIE CBeJeHUsI O TIPAaBUIE;
e B Osioke OrpaHUuYeHHs yCTaHOBUTE HEOOXOJUMbIe OTPaHUUEHMUS:

e B moe MakcuMasnbHOe KOJIMYEeCTBO CPaloOTOK U B rosie 3a MHTEpBaa (CeKyH[)
YKaXUTe MaKCHUMaJbHOe KOJHu4ecTBO '"cpaboTok', KoTopoe Oy/eT perucTpupoBaThCs 3a
1epuo/i BpeMeHY;

e B 1nojie MakcuMasibHOe 3HaueHue namMaTu (M0) yKa)KuTe MaKCHMaJIbHBIA 0Ty CTUMBIN
00beM TTaMsITH, KOTOPBIA MOKET UCIIO/Ib30BaTh TIPAaBUIIO.

IIpumeuaHue: 015 cHAMuUs o2paHuueHull ykaxcume "0".
9.2.2.1.2 WWar 2. Hactpoliika (ounbTPOB NOTOKA

st paboTHI TTpaBW/Ia B HETO HEOOXOAUMO [00aBUTh (GUIBTP MOTOKA COOBITHIM. [T 3TOTO MepeianTe Ha
BK/1aAKy "Hactpoiika ¢punbTpoB nmotoka" (cM. «Puc. 139»).

¢ Hoeoe npaeuno

OcHoBHOE HacTpolika punsTpoB NOTOKA HacTpoiika anepTa KoHcTpykTop ycnosui DNenctenA TecTupoBaHue
Bce ¢punbTpbl NOTOKA AKTUBHbIE GUNLTPBI
WcTouHWK cobbiTrid: windows @ MS Windows Defender @ X
MS Windows Defender @
Mepeckinka HOPManu3oBaHHbIX COObITUIA @

CoszpaHue ¢punsTpa noToka

Haseanune dunbTpa noToka

+ Cpasretne

Puc. 139 — Hacrpoiika npaBuia. Bkiagaka "Hacrpoiika ¢puisTpoB noroka"

YKaKUTe Ha BK/IaJIKe CIeAYIOIyI0 HHPOPMALUIO:

o B Os0ke Bce punbTpsl moToka BribepuTe GUMBLTPBI, KOTOPHIe HEOOXOAUMO AOOABUTDH B MTPABUIIO.
Cricok f100aB/ieHHBIX B TpaBWIO GUIBTPOB OyzeT oToOpakaTbcsi B 0/0Ke AKTHBHBIE
(punbTpHI;

e i y00CTBa HACTPOUWKH JIOCTYITHBI CIEAYIOIIIE 3I€EMEHThI YTIPaB/IeHuSs:



« © - npocmoTp mozpPo6HOI MHMOPMALK O BEIGPAHHOM (UIBTPE;

o X - yzaneHue GpubTpa U3 IpaBUa.

[Tpu HEOOXOUMOCTH MOXKHO CO3/1aTh HOBBIA (GUILTP MOTOKAa B 6/0Ke Co3fgaHue (PUIBTPOB MOTOKA.
VHCTpyKLMs 10 cO3/1aHuI0 PUIBTPOB ITOTOKA OTMCaHa B paszesie «PUIbTPhI MOTOKA COOBITHI».

9.2.2.1.3 WWar 3. HacTpoliika anepTta

Ecnu Bbl Ha mepBoM Iuare BeIOpanu moBefeHue: Co3aaBaTh pe3y/IbTaT NpH CpadoTKe mpaBHia, TO
HeoOXOZMMO BBITIOJTHUTE HACTPOUKY Ha Bkazke "Hactpoiiku anepra" (cm. «Puc. 140»).

¢ Hosoe npasuno

QOcHoBHO®

HacTpoiika unbTpoB MnoToKa HacTpoiika anepTa HacTpoiiku rpynnepa KOHCTRYKTOP yCnosui DeicTsua TecTnpoBaHue

HacTpoiika anepta

YpoBeHs pUcka

CospaTb UHLNAEHT Ha3HauuTb MHLMAEHT NOMb30BATENNO Jloruposatke Nepeoe 1 nocneaHee cobbitne

Jlor1poBatb yKazaHHOE YUCNO COBbITHIA

2 -+

IP aKkTuBa FQDN akTusa Hostname akTuBa MAC axkTusa

event.dns.type elastic_key action action

TexHvkn Mitre

T1584,

WabnoH

T1584.006

OnuncaHne

Puc. 140 — Hacrpoiika npaBuia. Bkiagka "Hacrpoiika anepra”

YKakuTe Ha BK/IaJiKe C/ieAyIoLly0 MH(POpMaLUIO:

B TI0/ie YPOBeHb PHCKa Bbibepute LudpoBoe 0003HaueHHe YDOBHsI pHUCKa, KOoTopoe Oyger
TIPHMCBOEHO "cpaboTKe" MpaBuUIIa;

ycraHoBute ¢uiar Co3paTh HHLUAEHT eC/IM Heo0X0AMMO aBTOMaTHUeCKH CO3/jaBaTh MHLU/IEHT Ha
OCHOBaHHWH "cpaboTKX" rpaBUa;

YCTaHOBUTE cl)nar Ha3znauuthb HHIIM/IEHT I10/1b30BAdTe/JI0 eC/Inu HEO6X0,E[I/IMO dBTOMdTHUYeCKU
Ha3HA4YaTb MHIKMAEHT I10/1Ib30BaATe/II0;

BbIOEpHUTEe KOJTMUECTBO COOBITHUMN, KOTOPbIe HeOOXOAMMO 3amHChIBAaTh B JKYPHAJI:

e eC/AM BBl XOTHTE 3allMChIBATh TOJBKO IIEepBOe M TIOC/efHee COOBITHE, TO yCTaHOBHUTE
COOTBETCTBYOLMH ¢ar;

e B 0o0OpaTHOM cC/iyuae yKakuTe HeobxoquMoe 3HaueHHe B Tiojie JIorHpoBaTh yKa3aHHOe
YH (/10 COOBITHUH.

B nosie I[P aKTMBA M3 BBINA/AIONETO CITHMCKA BbIOEpUTe TOje, KOTopoe Oy/eT BBICTYNATh B
KauecTBe IP-aapeca akTuBa. [Tojsie MOXKeT SIB/IATHCS YaCTbIO CBOAHOU TabJHIbI COOLITHH;

B niosie FQDN akTHBa 13 BBINAAIOIEro CIHMCKa BbIOEpUTe TI0/ie, KOTopoe OyZeT BBICTYNaTh B
KayeCcTBe HaVMEHOBaHWs JOMeHa akKTuBa. [lojie MOXKeT SIBJISITbCS YacCTbIO CBOJHOM TaOJMLIbI
COOBITHIA;



B nosie Hostname akTHBA 13 BBINAJAIOIIEr0 CITHMCKA BbIOepUTe 1MoJie, KOTopoe Oy/ieT BBICTYIATh
B KauecTBe HAaMMEHOBAHUS XOCTa aKTHBA. 110/ie MOXKET SIBJISTbCA YaCThI0 CBOZHOHN TaOJHUI[bI
COOBITH;

B 1osie MAC akTHBa U3 BBINAAIOIIET0 CIKMCKa BbIOEpUTE T10J/ie, KOTOpPOe OyZieT BBICTYIIAaTh B
KauectBe MAC-azpeca akTHBa. [Toie MOXKeT SIBJIITBCS YaCThIO CBOAHOM TabMIIbI COOBITHIA;

B noie Texuuku Mitre - yKakute uepe3 3arsiTyl0 WAEHTH(PUKATOPbI TEXHUK, WUCIOJb3yeMbIX
KrbeprpecTyrmHUKaMH, KOTOpble OIMUWCcaHbl B 0a3e 3HaHWN KoMmraHuu Mitre (roapobHee
cm. Techniques - Enterprise | MITRE ATT&CK®);

B 11o/1e [11a6/10H yKa)KuTe AOTOMHUTEIbHYIO HH(OpMaruio 06 "anepre".

Ecmm y Bac moarorossneH 1mabsioH, To B niosie Beidepute ma6/10H BoiOepuTe mab/I0H U3 BBITA/IAOIIETO
cnvcka. Bce mosisi Ha Bk/Iazike OyzyT 3aro/iHeHbl JAHHBIMU W3 I1abjoHa. VIHCTPYKIMS MO CO3[aHHIO
111a6/10HOB "asiepToB" onucaHa B paszese «[11ab/10HbI a1epToB».

9.2.2.1.4 War 4. HacTtpoliika rpynnepa

Eci BbI Ha miepBoM Imare BbiOpasiv BHj mpaBuia C rpynnmHpoBKON COOBITHH, TO He0o0X0JUMO
BBITIOJTHUTh HACTPOMKY Ha BK/azke "Hactpoiika rpynmnepa” (cm. «Puc. 141»).

< Hoeoe npasuno | @ vaomm | [N

OcHosHO®

HacTpoiika unbTPOB NoToKa HacTpoitka anepta HacTpoiiku rpynnepa KOHCTPYKTOP ycnosuit LeicTaus TecTuposaHie

HacTtpoiiku rpynnepa

pynnupoBate No Arpervposarsb no

action (i

elastic_key [

Pa3mep OKHa rpynnupoBKku Mopor KonuyecTsa cobbITUiA ANA cpabaTbiBaHns

4

—+ MuHyTbi 1 -+ ArpervupoBaTthb TONBKO YHUKaNbHbIE COBbITUR

Bpems cobbiTus Dopmar BpeMeHn

@timestamp RFC3339Nano | 2006-01-02T15:04:05.999999999 +07:00 (Z07:00)

@ vcnonbsosars Lenouxy

0N PaBHO 3HaYEHMIO B Maccuse
6LITUI X

-+ TouHOE COBNapeHMe KONMHECTBa CoBbITHI OtcyTcTeyer

eITOr  PaBHO 3HAYEHMIO B Maccuee | ev

-+ TouHoe cosnapenue konmuectsa coboirin @)  Otcyrereyer

Puc. 141 — Hacrpoiika npaBuia. Bknaaka "Hacrpoiika rpynnepa”

YKauTe Ha BK/IaJiKe C/IeZlYIOLIY0 UH(OPMaLMIO:

B mone I'pynmupoBarh 1m0 13 BBLINAJAIOIIEr0 CIKMCKa BbIOEpUTE TI10/le HOPMATM30BaHHOTO
COOBITHS, TIO KOTOPOMY OY/ZIeT BBITIOIHATHCS TPYMITAPOBKA. MOKHO BBITIO/IHATH TPYIITUPOBKY 110
HEeCKOJIbKUM T0JI5IM;

B TII10JI€ AFPEI‘I/IPOBaTB II0 U3 BbIMaJamolero CrMrckKa BBI6epI/ITe rnojie  HOpMA/IM30BAHHOI'O
C06bITI/IH, Mo KOTOpOMY 6y,£[€T BBITTOJTHATBCSA (I)YHKLII/IH arperaguu. MO>KHO BBITIO/IHUTh darperanuuro
10 HeCKOJIbKHUM I10JIM;

B rosie Pa3mMep OKHa rpynmupoBKY YKa)XUTe BDeMEHHOW MHTEepPBasl, B TeueHHe KOTOporo Oyzer
BBITIOJTHATHCS TPYTIITUPOBKA COOBITHN;


https://attack.mitre.org/techniques/enterprise/

e B mnosie [Topor Ko/sm4yecTBa COOBITUH /sl CpabaThIBaHUS YKAKUTE KOJIMYECTBO COOBITHIA, IO
JOCTKEHHIO KOTOPOTO B OKHe TPYNIUPOBKH, OyZeT cpabaThiBaTh IMPaBUIIO;

e NJid arperanfyu TOJ/IbKO YHUKa/JbHBIX 3HAYeHUI YCTaHOBUTE COOTBETCTBYIOH_[Hﬁ c])nar;

e B 1osie Bpems co0bITHSA 13 BBITIAZIAIOIIEr0 CIIKMCKA BbIOepuTe T0jie HOPMa/TM30BaHHOTO COOBITHS,
10 KOTOPOMY Oy/ieT BBIUMC/IATHCS BPeMs COOBITHS;

e B 1io/ie dopMaT BpeMeHH U3 BBINAAOLIEro Criucka Bbibepute opmMat BpeMeHU COOBITHS.

[Tnardopma roaep>KUBaeT BO3MOXKHOCTb OTC/IEKWBAHUSI W T'PYNIUPOBKU TIO[03PUTETBHBIX COOBITHH,

CJIeAVIONINX OZIHO 3a IPYTUM (LIETIOUKH COOBITHIA).

s 3Ttoro ycraHoBuTe Tiepek/touyares Mcmosb30BaTh LeNOUYKY B T0/I0KeHWe "BikimroueH" u

BBITIOJTHUTE C/IeAyrolire AEﬁCTBHHI

1. Haxwmure kHorky + CpaBHenme. OTkpoeTcsi okHO "HactpouTts ycinoBue" (cMm. «Puc. 142»).

HacTtpoutb ycnoeue

DyHKUMA CpaBHEHWA

MpoBepuTb Hanuuyue B Maccuee

CTpoka
Tin BbIpakeHUs

3HayeHWe 13 cobbITra

Koy

event.alert

PesynbTtaT: event.alert paBHO 3HAYEHWIO B MaccuBe W3 2 3nemeHTa(os)

Maccue
Tin BbIPaKeHNUs

MacciB CTpoK

3HaveHune

event - +

event.anomaly - +

Puc. 142—- OkHo "Hactpours yciioBue"

2. Yxaxure B oKHe "HacTpouts ycoBue" ciiefyroiyro MHGOpMaLUi:

e B mone (DYHKI]I/IH CPpdBHEHHUA H3 BbIlldJaroljero CrinCka BbI6epI/ITe Q)YHKL[I/II-O

IIpoBepuTh Ha/IMUKE B MACCHBE;

e B 610ke CTpoKa HacTpoiiTe MePBYIO YaCTh BHIPAKEHHUS:

- B nosie Tun BbIpakeHus BbiOepuTe HEOOXOJUMBIM TUIT BbIPa)KEHUs], HalprMep

"3HaueHue U3 COOBITHA";

- B none Knrou u3 BbITTaZIdalOIIero CriuCkKa BBIGGPI/ITQ rnojie  HOpMd/IM30BaHHOI'O
CO6bITI/IH, 10 KOTOpOMY 6y,q6T BBIABJ/IATBCA L€II0YKa COOBITHIA.

o B 6110ke MaccuB HacTpolTe BTOPYIO UaCTb BhIPayKeHHUSI:

- B noJjie Tun BBIDAXE€HUA BbI6epI/ITe HEO6XOAHMbIﬁ TUIl BBIPpA)KE€HHWA, HallpUMep

"MaccuB cTpok";

- B noJjie 3HaUeHUe YKa)KUTe MaCCUB 3HAUEHHUH, 110 KOTOPBIM JO/DKHO MPOBEPSTHCS

rosie, ykasaHHoe B roJie Kirou.

e B 06noke Pe3yabTaT npoBepbTe MPaBUIBHOCTE 33/JAHHOTO BBIPAKEHUS;

e Haxmure kHOTIKY COXpaHHUTb.

3. [dobaBbTe HEOOXOMMOE KOJIMUECTBO yCJIOBUM 1IETTOUKU COOBITHIA.



4. HacTpoiiTe [OMOMHUTE/bHBIE TapaMeTphbl TOBeJeHHs1 [ [00aB/IeHHBIX YCIOBHM IIETIOUKH
coObITHH (M. «Puc. 143»):

+ Cpasnenune

elastic_key paBHO 3HaYeHWIO B Maccuee @ 56723123476
lE KonuuyecTeo cobbITURA X

2 -+ ToyHoe coBnafeHue KonndyecTsa cobbITUi OTcyTcTBYET

Puc. 143 — IlapameTpsbl yC/I0BHH LENOYKH COOBITHI

e B rosie KosimuecTBO COOBITHI YKa)KUTe MUHUMAa/IbHOE KOJTMUECTBO HAW/JEHHbIX COOBITHH,
TOIXOASIIIUX TI0/] YC/IOBHe [jis "'cpabOTKK'" MpaBuIa;

e JUId BK/JIOUEHHS TPOBEPKH CTPOTO COOTBETCTBUS KOJIMYECTBA COOBITUN YCTaHOBUTE
dnar TouHoe coBmajieHHe KO/TMUECTBA COOBITHM;

o I OTKJIIOUeHUS TIPOBEpPKHU 1o BbIOpaHHOMY yCJI0BUS yCTaHOBUTE
nepeksroyaresis OTCyTCTBYeT B I10J10)keHue "BkitoueH".

Ecmm y Bac moarorossneH 1mabsioH, To B niosie Beidepute ma6/10H BoiOepuTe mab/I0H U3 BBITA/IAOIIETO
criicka. Bce mons Ha BKJaZike OyAyT 3arojiHeHbl JAHHBIMM W3 I1ab/oHa. VIHCTPYKLMS 10 CO3/IaHUIO
111a6/I0HOB TPYTIIIMPOBKY OTHCaHa B paszesie «I11abioHbI rPYIITMPOBKM».

9.2.2.1.5 LWar 5. HacTpoiika ycnoBum

Hacrtpoiika ycioBuii "cpaboTku'" TipaBWia BBITIOJIHSETCS Ha BKaagke "KoHCTpykrop ycioBuid"
(cm. «Puc. 144»).

< Hoeoe npasuno

OcHoBHOE HacTpolika ¢UNLTPOB NoToKa HacTporka anepta HacTpoiku rpynnepa KOHCTPYKTOP YCNOBWIA Hencteus TecTUpoBaHWe

v i1 W + CpasHenme  + Tpynma X
paBHo event.blacklistip X
cywecTteyeT X
v i1 WAM + CpasHewme  + Tpynma X
elastic_key cywecTeyeT X
elastic_key paBHo warning X
elastic_key paBHO error X

hosname pPaBHO 3HaYeHWIO B Maccuee W3 3 anemeHTalos) X

Puc. 144 — Hacrpoiika npaBuia. Bknaaka "KoHcTpyKTop ycioBui"

KoncTpykTop nipezictaBisieT U3 cebsi Habop yCI0BUil B MepapXrUyecKoM BU/Ie.
I[TpaBusio cpabaTeiBaeT, KOT/ia BBITIOIHEHBI YCJIOBUSI B COOTBETCTBUY C 3aJaHHOM JIOTUKOM.

B ycsioBusix 3ajjaeTcsi cpaBHEHHe BBIOPAHHOTO 1101 (B MePBOM YaCTH YC/IOBHS) C YKa3aHHBIM 3HaUeHHUEM
(BO BTOPOM YaCTH YCJIOBUS).

B kauecTBe 3HaueHWs /IJis IEPBOM U BTOPOM YaCTH YCJIOBUS B OOIEM Cyyae MOXHO YKa3aTh
CJlefiyroliye apameTphi:



e 3HaueHHUe U3 COOBITHS - BLIOOD U3 CIMCKA T10/1el HOPMATM30BAHHOTO COOBITHS;
e 3HaueHue M3 TAO/IMYHOrO CIIMCKA - BBIOOD U3 M0JIeH CyIIeCTBYIOIIEro Tab/JMUHOTO CITUCKA;

e KosmuecTBo 3amuceii B Ta0/IMYHOM CIHCKe - BHIOOP TabIMYHOTO CITMCKA W3 JIOCTYIIHBIX, B
KOTOPOM Oy/IeT TIOCUNTaHO KOTMYeCTBO 3amucel;

o PyuHol BBO/| CTPOKM - IIPOM3BOJILHOE BbIPA)KEHUE;

o Ilesioe 4nc/I0 - B 3HAUEHUU YKa3bIBaeTCs Lje/I0e YUCJIO;

e JIpoOHOe uKCII0 - B 3HAaUEHUH YKa3bIBaeTCs ApoOHOe UHnCIIo;

e Jlornueckoe 3HaueHHe - BLIOOP U3 C/IeIyIOIIUX BApPUAHTOB: "/1001ch" WK "ucmuHa";

o [P - B 3HaueHuu ykaseiBaercs IP-afpec;

e CIDR - B 3HaueHMH yKa3biBaeTcst [P-azipec B mojiceTH, yKa3aHHBINA B TaOJTUUHOM CITUCKE;
o JlaTa - yKasbIBaeTcs JjaTa v BpeMs;

e OTtcyTcTBHE 3HAYeHUA - 3HaUeHUe /11 CDaBHEHUS He yKa3bIBaeTCsl.

IIpuMeuaHue JOCTYIIHbIE TIApamMeTpbl  /iJisi MePBOM 1 BTOPOM YacTH  YC/IOBUSI  ()OPDMUPYIOTCS B
3aBUCHUMOCTH OT BbIOpDaHHOM (PYHKI[MH CPaBHEHHUSI.

I1pu HacTpolike cpaBHEHUS UCTIOB3YIOTCS CleAyIoLue (QyHKIUU:

o TIpoBepuTh paBeHCTBO BbIPa)KeHHH (orepaTop "pasHo™) - TIpOBepsieTCsl TIOJIHOe PaBEeHCTBO
MoJisi YKa3aHHOMY 3HaueHHio. [Ipy paBeHCTBe T0Jisi YyKa3aHHOMY 3HAaueHHIO0 yCJIOBHE CUUTAeTCS
BBITIOJTHEHHBIM.

,Z[J'IH I,Z[EIHHOI\/’I (l)YHKL[I/II/I AOCTYITHa BO3MOJKHOCTb HE YUUTBIBATE PErUCTP /i1 CTPOKOBBIX 3HAUeHU.

o TIlpoBepurh Ha/MuuMe 3HAaueHus (ormepatop 'cywecmeyem') - TPOBepsieTCs CYyLeCTBOBaHHeE
nions. [Ipu cyiecTBoBaHMM M0JIs1 YCI0BUE CUMTAETCS BBITTOJTHEHHBIM.

o IlIpoBeputh 3HaueHHe B MaccHuBe (0repaTop "pasHo 3HaueHuro 8 maccuge') - OCyILeCTB/SeTCS
MOMCK YKa3aHHOI'O 3HaueHWs Moy B MaccuBe. [Ipy ycCremiHoM IOMCKe YC/I0BHME CUYMTaeTCs
BbITIOJIHEHHBIM.

e OJyleMeHT MacCHBa JO/DKEH UMEThb MOACTPOKY (omeparop "seasiemcss noocmpokol 31emeHma
maccuea') - IpoBepsieTCsl BXOXKeHHe 3HaueHusI 110711 B CTPOKY B YKa3aHHOM MacCHBe.

e OjuH 3/IeMeHT MaCcCUBA /I0/DKEH HAYMHATHCA € MOACTPOKH (oriepaTtop "seassemcsi npecpukcom
3nemeHma maccuea") - TIDOBEpSIeTCS BXOXK/I€HWe 3HaueHWs TI0/Isi B HAyajao CTPOKU KaXKIOro
3/IeMeHTa MacCHBa.

e OpuH 371eMeHT MacCcuBa [0/DKeH 3aKaHUMBATbCA Ha MNO/CTPOKY (omeparop "sensemcs
cycpgpuxkcom snemenma maccuea") - NpOBepsieTCS BXOKEHHE 3HAueHWsl I0Jisi B KOHel] CTPOKU
Ka)X/I0Tr0 37IeMeHTa MacCUBa.

e Ilouck mojacTpoKH B CTpOKe (orepatop "umeem noocmpoky") - TIpDOBepsieTCsl BXOXKJeHHe
TIIOJICTPOKY B BbIOpaHHOe ToJIe.

o Crpoka J0/DKHa MPOXOAUTH regexp (ormepaTop "npoxodum regexp') - TIpOBepsieTCs TIPOBepPKa
COOTBETCTBHUSI T10JIsI PET'Y/ISIPHOMY BbIDaXKeHHUIO.



IlepBoe 3HaueHHe 0oJibiIe BTOpPOro (oreparop "6osbuwe") - CpaBHUBAETCS TIOJIe U yKa3aHHOe
3HaueHue. Eciu mosie 6o/biile 3HAUEHUS, YC/IOBUE CUUTAETCS BBITTOJTHEHHBIM.

IlepBoe 3HaueHwe Oo/ibIlle W/IM PaBHO BTOpoMmy (ormepaTop '"6o/ibwe uau pasHo')
CpaBHUBAeTCs T0Jie U yKa3aHHOoe 3HadeHue. Eciu mosie 6osiblile WM paBHO 3HAUEHUIO, YCIOBHUE
CUMTAEeTCs BHIOHEHHBIM.

ITepBoe 3HaueHHe MeHbIIIe BTOPOro (orepaTtop "MeHbuwe') - CpaBHUBAETCS T0Jie U yKa3aHHOe
3HaueHue. Eciu nosie MeHbllle 3HaUeHNs], YCJI0BUe CUMTAETCS BbITIOJIHEHHBIM.

ITepBoe 3HaueHue MeHbILIe WM PaBHO BTOPOMY (omepaTtop "MeHbwe uau pagHo")
CpaBHMBAaeTCs I0JIe ¥ yKa3aHHOe 3HaueHWe. EC/M 1nojie MeHbllle WIM PaBHO 3HAU€HUIO, YC/IOBUe
CUUTAETCS BbITIOJTHEHHBIM.

CTpoxa HauMHAeTcA C MNOACTPOKM (omeparop "HauuHaemcsi c') - TPOBepsieTCS HalIuuue
yKa3aHHOT'O 3HaueHUs B Hauajie BLIOPAHHOTO TTOJIS.

CTpoka 3aKaHUYMBaeTCcsi Ha MOJACTPOKY (orepaTop "3akaHuueaemcsi Ha'") - TIpDOBepsieTCs
Ha/IMuKe yKa3aHHOTO 3HaueHUsI B KOHIIe BEIOPAHHOTO TIOJISI.

ITouck 3HaueHHWsi B TaOJMUYHOM CHHUCKe (omiepatop '"Haxooum') - TIPOBepSIeTCS Haauuue
yKa3aHHOTO 3HaueHHsi B BbIODAHHOM KOJIOHKe Tab/IMYHOTO CITHCKA.

,Z[J'IH '[[aHHOI\/’I (1)}7HKL[I/II/I AOCTYIIHA BO3MOXKHOCTb HE YUUTBIBATL PErHUCTP AJid CTPOKOBBIX 3HAUeHUH.

ITouck IP B TaG/muHOM cmucke (orepatop "Haxodum') - TIPOBEpSIeTCS HaIMuWe YKa3aHHOTO
3HaueHus [P-azpeca B BLIOPAHHOM KOIOHKE TaOJIMYHOTO CITUCKA.

3HaueHHe AO/DKHO OBITH B AHamna3oHe (oriepatop "Haxooumcs mexcoy'") - CpPaBHUBAETCS T10Jie U
yKa3aHHbIN [Mara3oH 3HaueHWi. Ecau Tosle BXOAWT B JMarnasoH, YCJIOBHe CUWTAeTCs
BBITTO/THEHHBIM.

[nst KaxxoM (PyHKLMKA MOYKHO BK/IHOUUTH OTPHIIAHUe: "He paBHO'", "He CyllleCTByeT" U T.[,.

Co3ziaHHbIe yC/IOBUSI MOXKHO CTPYNIUPOBATh M0 C/IeAYIOLIKMM OriepaTopam:

M - rpynna yc/ioBUM BBITIOJHSIETCS W TPaBWIO cpabaThiBaeT, TOAbKO €C/IM BBIMOJHEHbI BCe
yCJIOBUS B TPYIIIIE;

WJIN - rpymra yc/JI0OBUM BBITIO/IHSETCS M MPaBUIO cpabaThiBaeT, eC/id XOTsl Obl BLITIOJTHEHO OJHO
yCJIOBUE B TPYIIIIE;

Ha BK/1agKe JOCTYTMHBI Ce/ly0l{1e 37IeMeHTbl YIIpaB/IeHUs:

Knonka JeiicTBUe
+ CpasHeHue [nobaB/ieHre yC/IOBUS CPaBHEHUsI
+ rpynna [nobaB/ieHUe TPYIIbI yCIOBUA
ObepHyYTb B rpynny nmobaB/ieHHe yC/IOBUSI CPAaBHEHUSI B TPYIIITY

HW3MeHeHHe MopsAaKa YCHOBI/Iﬁ CpaBHeHUA

yJia/leHre yCJIOBUs CPaBHEeHUsI U3 TIpaBUIa



Kxonka HeiicTBue

Haxkatue JIKM

HACTPOIiKa MoBeJeHUs [/ BLIOPAHHOM IPYIIILI YCIOBUM
onepatop Y, NJIN p & A p Py y

Haxatue JIKM Ha CTpOKy

——— peJaKkTUPOBaHKUe BEIOPAHHOTO YC/IOBUS

[ moGaB/ieHKsI yC/IOBUSI BBITIOTHUTE CJIeYOIIIHe eHCTBUS:

1. HamuTe Ha KHOMKy T CP#E"ee  OrkpoeTcs 0KHO "HacTpouTb ycoBue" (cM. «Puc. 145»).

HacTpouTtb ycnosue X
DYHKUMA CpaBHEHWA
MpoBEpPUTE PaBEHCTBO BbIPaXeHWH oTpULaH1e 6es y4eTa peructpa
Mepeoe Btopoe
Tun BolpaxXeHus Tun BolpaxeHua
3HaveHne 13 cobbiTuA PyuHoi1 BBOA CTPOKK
Knioy 3HayeHue
@timestamp 2023-01-31708:28:36.6214546
PesynbTtat: @timestamp paBHo 2023-01-31T08:28:36.6214546 Cbpocutb

Puc. 145 — OkHo "Hacrpouts ycioBue". Ilpumep "IIpoBepuTh paBeHCTBO BbIpa)KeHHH "

2. Bribepute B OKHe (DYHKI[MIO CpDaBHEHUs U THIT BbIDa)KEHHUSI B COOTBETCTBYIOLUX OsioKax. BymyT
c(opMHpPOBaHBI T10J1s1 B 3aBUCUMOCTH OT BbIOPAHHBIX 3HAUEHUH.

B copmrpoBaHHBIX MOMSIX YKaXKUTe COOTBETCTBYIOLYIO MH(OPMALMIO.
Eciiu Heob6xX0MMO BBITIOJTHUTD OTepaLiyio "oTpuliaHKe", TO YCTaHOBUTE COOTBETCTBYIOIIMM duiar.
B 6s10ke Pe3ynbTaT npoBepbTe MPaBUIBHOCTD 33/JaHHOTO BbIPaXKEHUsI.

Haxkmure kHONKy CoXpaHHMTD.

N ok~ W

[ob6aBbTe HEOOXOAMMOEe KOJTMUECTBO yCIOBHUI B TIPABHJIO.

[nst mo6GaBieHyst TPYMIIbI yC/IOBUI BBITOTHUTE CIeYIOIINe 1eCTBUS:

1. HaxmuTe Ha KHOIKy T P72 Orkpoercst okHo "HacTpouts ycoue" (cM. «Puc. 146»).

HacTpoutb ycnoeue X
OnepaTop
® un Wunu oTpuLaHue

Puc. 146 — Jo6aBnenue rpynnbl. OkHo "HacTpouts ycioBue"



2. Beibepure oreparop.
3. Ecm HeoO6X0AMMO BBITIONTHUTE OTIepaLivio "oTpuUljaHKe"", TO yCTaHOBUTE COOTBETCTBYIOIIWH (ar.

4. Haxmure KHONKY COXpaHUTB.

9.2.2.1.6 WWar 6. HacTpolika geiictBuii

IIpy HeoOXOAMMOCTH BBl MOXKETe€ HACTPOWUTH [AeWCTBUS HaJ, TaOJMUYHBIMU CITMCKaMU MpU ''cpabotke"
rpaBua.

HocTynHbl cnefyroliye JerCTBUS:
e YCTAaHOBWTH 3HAUEHHUE B TaOJMUHOM CITUCKE;
e  YJA/IUTh 3alMCh U3 TabJIMYHOTO CTIMCKA;
e  OUHMCTKA TabJIMYHOTO CITHCKA.
Bce aeiicTBUS BBINIO/IHSAIOTCS 110C/I€,0BATETBHO.
B nipuBMI0 MOXKHO 106aBUTh HEOTPAHWYEHHOe KOJTMYeCTBO JIeMCTBUM.

HacTpoiika JeiicTBuiM Hajg TaO/JMUYHBIMKA — CITUCKAMH  BBLITIOJHSIETCS Ha BKaaake "[lerictBus"
(cm. «Puc. 147»).

< Hoeoe npaeuno

OcHoBHoE HacTpoika ¢puneTpos notoka Hacrpoiika anepta HacTtpoiiku rpynnepa KoHCTPYKTOP YCNnoBni OeicTeua TecTyvpoBaHue

YcTaHoBKa 3HauYeHuA B TabNMYHOM cnncke ~ T

TabnuuHbIM CrMCOK TTL
host+username 0 -+
CocTaBHOM KoY
host (®) 3HaueHue MNone cobbiTA
username (® 3HauveHne MNone cobbiTA
KonoHka 3HaveHne

host

YpaneHue 3anucu U3 TabIMYHOro cnucka -~ v ]
TabnuuHbIM CrMCOK

host

CocTaBHORM KMoy

host 3HaveHne (®) Mone cobbiTyA

OuucTka TabnuyHoro cnucka ~ [

Tabnn4HbIA CrMCoK

IP

Puc. 147 — Hacrpoiika npaBuia. Bknaaka " leficrBus"



Onsi noGaBneHus: fAelCTBUS Haf TaOMMUYHBIM CITUCKOM HaKMHUTe KHOTKY /l00aBUTh U yKaKuTe
WH(OPMAIHIO B COOTBETCTBHUHU C BLIODAaHHBIM JIeHiCTBUEM:

e YcTaHoBKa 3Ha4YeHHs B TaO/IMYHOM CIIMCKe:

— B rnosie Tab/IMYHBIA CIIMCOK 13 BBINAZAMOILETO CIIHMCKa BbIOepuTe TabIMUHBINA CITUCOK;

- B nione TTL ykakute pa3Mep oKHa BpeMeHH 0TO0Opa B MuiMceKyHax. CoOBITHSI cTapiie
yKa3aHHOTO BpeMeHH He OYAyT OTOMpaThCs i YCTaHOBKH 3HaueHUs. 3HaueHue "0" - 6e3
OrpaHuueHus;

— B nosie CocTaBHOM KJII04 BbIOepuTe Criocod (opMUpPOBaHMS K/THOUa: "no 3HAYeHuro" U
1o "nosto cobbimus'";

- B mnosie KosloHKa 13 BBINAZAIOMIET0 CIKMCKA BbIOepUTe KOJIOHKY, B KOTOpPYH Oygmer
yCTaHaB/IMBaThCs 3HAUEHUE,;

- B 1osie 3HaYeHHe YKa)KUTe  3HaueHWe, KOTOpoe OyZeT  yCTaHaBIMBaThCS B
COOTBETCTBYIOIIYIO KOJIOHKY Tab/IMYHOTrO CIIHCKa.

e YjaneHue 3anMcH U3 Ta0/TMUYHOI0 CIIHCKA:

- B miosie TaO/MMUHBIA CHUCOK BbIOEpUTe TAOMMUYHBINA CIUCOK, W3 KOTOpOro OynyT
YIASThCS 3HAUEHHUS;

- B 1iosie COCTaBHOM KJII0U YKa)KUTE KJTIOUY, TI0 KOTOPOMY OYAyT yAaaIThCsl 3HAUEHUSI.

e OuucTKa Ta0/IMYHOrO0 CIHUCKa -- B rosie Tab/IMYHBIAN CIIMCOK BbiOepHUTe TaOMMUHBIN CITHCOK,
KOTOPBIH Oy/1eT ouMIIaThCsl MpH 'cpaboTKe" rpaBua.

9.2.2.1.7 War 7. TectTupoBaHue npasuna

[Ipy  TeCcTMpOBaHWW TIPaBU  MCIONB3YeTCS  TeCTOBbI  Habop  (MaccuB), COCTOSIIIUM W3

"nornariHoB". "JlormalH" 3TO HerocpeCTBEHHO caMo CoObITHe, TTpezcTaBieHHOe B ¢opmate JSON.

TecTrpoBaHue NpaBuU/Ia BBITOMHSAETCS Ha BKajke "TectupoBaHue" (cM. «Puc. 148»).

« Heo6bl4yHOe BpeMs BXOa B CUCTEMY Vi

OcrosHoe  HacTpoRka UALTPOB NOToKa HacTpoia anepta KoHCTpyKTOp yenoswi  [lefcTama

BpemeHHoe OKHO

m

anycrums TecT

3anepwka oTNpaskK 3anepwxa rpynnepa Kop npasuna

100 + 0 +

OwnbKn

TecToBblit HaGOp aHHbIX

b target”: { "host:{ "ip":"127.0.01,  “fqdn™ ™, Nor
1 agg total: 2 for hash key

host:{ip*:*127.0.0.1% tqdn name"-“localnost}}

302541067, rs_relay_ip":"172.30.2

106"rs_collector_ts" E PeaynsTathl cpaboTKK

Puc. 148 — Hacrpoiika npaBu/ia. Bknaaka "TecrupoBanue”

[nst npoBeieHNs TeCTUPOBAHUS BBITIOJIHUTE CIeAYIOIIUe 1elCTBUS:

1. YkauTe Ha BK/IaJiKe C/Ie[lyIOIyt0 HH(OPMALIHIO:

e B I0/le BpemMeHHOe OKHO yKa)kUTe pa3Mep BpPEMEHHOIO OKHAa BbBIIIOJIHEHUSI IpaBuila
KOppeJsLuy;



e B IOJie 3a/|ep>KKa OTIPABKM YKa)XUTe BPeMsi 3a/1ePKKH OTIIPaBKU COOBITHH;
e B IOJie 3a/iep>KKa rpymnmnepa yKakKuTe BpeMs 3alep>KK1 paboThI TpyTinepa;

e BCe 3HaUeHHs 3aJal0TCA B MU/VIMCEKYH/aX.

2. HaxmuTe KHOMKY 3amyCTUTh TecT. byiyT cpopMupOBaHbl pe3yibTaThl IPOBEPKU MpaBUIa:

e B 0/10ke Ko mpaBu/Ia MOXKHO ITOCMOTPETh KO/ ITPaBHJIa;
e B Os0ke OmmOKHU Oy/1eT BbIBEJ]eH CITUCOK BLISIBJIEHHBIX OITMOOK;
e B 010K JIor 0TOOpaykaeTcst )KypHaJl BBITIOJTHEHHUSI TECTUPOBAHUSI;

e B 0si0Ke Pe3ysibTaThl CPabOTKHU OY/IeT BbIBEJIEH CITUCOK ""CcpaboOTOK' MpaBuia.

3. Tlpu HeobOXomMMOCTH Bbl MOXKeTe C(HOPMHPOBATH TECTOBBI HAabOp JAHHBIX, KOTOpBIHA Oymer
10/laBaThCsl Ha BXOJ, TNPaBWIy KOppeJSLWU NpY BBINOJHEHWW TeCTUpoBaHusA. s 3TOro B
6710ke TecToBBIN HA0OpP JAHHBIX YKAKUTE JIOTJIAWH W HAKMHUTe KHOTIKY /{00aBUTH JIOT/IaiiH B

TEeCTOBBINl Habop. [l ympaB/ieHWsl JioTJlaHaMH HCIIO/B3YHTe — CliefyroLue
yTIpaB/IeHusI:

o @ - npocmoTp NoApo6HOI UH(BOPMALIMH O BEIGPAHHOM JIOT/IAiiHE;
. T yja/ieHye Jior/iaiiHa U3 TeCTOBOro Habopa /JaHHBIX.

9.2.2.2 Co3gaHue npasunia c NOMOLWbIO CKPUNTOBOro A3blka Lua

1. Haxmwure KHONIKY . OtkpoeTtcst okHO "/[Jo6aBuTh npaBuio” (cM. «Puc. 149»).

CospaHune npaeBuna X

HaseaHue npaBuna

Hoeoe npasuno

Tvn MHUKAEHTa

MHoOXecTBeHHble HeyaaqHble NOoNbITKKM BXOAa Ha OHOM Y3Ne Nof pasHbiMu ...

Manka

Rules

ABTOMaTUYECKOE CO3AaHUe TUMna HUMOEHTa

Mcnonb3oBaTb BU3yalbHbIA KOHCTPYKTOP

Puc. 149 — OkHo " [lo6aBuTh npaBuiIo"
2. YKaxuTe B OKHe CJ/IeyIOL[yt0 UH(POpMaIUIO:
o B nosie Ha3BaHMe npaBu/ia yKaKWTe Ha3BaHVe [PaBUIIa;

e Bojie Tum HHIIMIE€HTA 13 BbilldJaloiero CriiCkKa BBI6epI/IT€ TUIT MHIIWAEeHTAa,

2JIEMEHTbI



B 1niojie Ilanka u3 BbIMNaJaroIrero Crincka BLI6epI/ITe Mariky, B KOTOPYIO CjieayeT IIOMeCTUThb
MMpaBWJIO ITOC/Ie CO30aHHA;

eC/iM UCTIOJIHSIeMOe TPaBWJI0 He OTHOCUTCA HU K OJHOMY U3 TUIIOB UHLMJEHTa WU
HeoOX0UMO CO3/laTh HOBBIA THI WHIMEHTa, TO yCTaHOBUTe ¢iar ABTOMaTHYeCcKoe
Co3/laHMe THUIA MHIUAeHTa. [Ipu co3/jaHUM MHILW/IeHTa Ha OCHOBe "cpaboTKU" JaHHOTO
rnpaBwia, OyzeT co3faH HOBBIM THIN WHLWJEHTa, KOTOpOMY OyZeT IIPHUCBOEHO
HauMeHOBaHUe TpaBUIa.

IIpumeuanue: eciu onyusi eK/IOUeHA, mo ybedumecb, UMO HAUMEHOBAHUe Npasuia
Koppeasyuu He coghaoaem HU C 0OHUM HAUMEHO8AHUeM munda uHyuoeHmd.

He ycTaHaB/MBaiiTe ¢uiar Mcnosib30BaTh BU3yaIbHbIN KOHCTPYKTOP;

Ha>XKMHUTE KHOIIKY CO3]I[aTb.

3. TlpaBusio OyzeT co3/1aHO ¥ aBTOMAaTHUeCKH OTKPOETCSI BU3yasIbHbI KOHCTPYKTOP [I/Isi HACTPOUKH.

4. BbINoOMHUTE CeyOLIUe LIary 1o HaCTPOMKe MpaBuia B BU3yabHOM KOHCTPYKTOpE:

IIIar 1. 3armo/HeHKe 0CHOBHOM WHMOPMALIUHU O [IpABUJIE;

IIIar 2. HacTpoiika GUIbTPOB II0TOKA;

IIar 3. HacTpoiika Ko/ia IpaBuia;

[lar 4. HacTpoiika MaKpOCOB;

[lar 5. TectupoBaHue pabOTHI IIPABUJIA.

5. Ilocne BbINMOMHEHUS BCEX I1ar0OB HAXKMUTE KHOIIKY COXpaHI/ITb.

9.2.2.2.1 War 1. 3anosiHeHVne OCHOBHOI UHhopMauun o npaBune

3ariosiHeHe OCHOBHOU MH(OPMaLMY O MpaBuJie BbIMOJHSeTCs Ha BKaiKe "OcHoBHOe" (cM. «Puc. 150»).

OcHoBHOe HacTpoiika GunsTpoB notoka Kopg npasuna Makpocb! TecTuposaHue

OcHOBHOE

HasgaHue

HoBoe npaswno

Tun MHUKMOeHTa

Manka

Rules

MHOXEeCTBEHHbIE HEYAaYHbIe NONLITKK BXOJa Ha OAHOM y3ne Nog, pasHbiMK y4eTHbIMK 3anMcAMN ABTOMaTMYecKoe co3faHve Tuna uHuuaeHTa

CHOp METPUK

OnucaHue

OrpaHuyeHus

PeTpocnekTUBHOE

MakcuManbHOe KoNu4ecTBo cpaboTok 3a uHTepBan (cekyHa)

0

+ 0 +

MakcvmansHoe sHayeHne NamaT (MB)

0

Puc. 150 — Hacrpoiika npaBu/ia Ha CKpUnToBoM s3bike Lua. Bkiagka "OcHoBHoe"



YKaKuTe Ha BK/IaJKe CIeAyIoIyt0 HHPOPMAaIUIO:
e TpU HeOOXOAVMOCTH YTOUHHTE CBe/IeHUs, yKa3aHHble B 1osisix Ha3Banue v TUN MHIU/IEHTA;

e B mnosisix OrpaHnyeHne KoyI-BO CpPadoToK B cek 1 Orpanuuenue mamsatu (M6) ycraHoBuTe
HeoOXO/MMble OrpaHUYeHus;

e Ui aKTUBALMK cOOpA [IOTIO/THUTE/ILHBIX METPHUK I10 JAHHOMY TpaBUIy ycTaHOBHUTe ¢uiar Coop
MeTPHK;

e ycraHoBuTe (pyiar PeTpocrnieKTUBHOE, eC/Ti He0OXOAUMO TIPOBECTH PETPOCIIeKTUBHBINA aHAIU3 TI0
JAHHOMY TIpaBuiy (TIoipoOHee cM. paszen «PeTpocreKTUBHAs KOPPeJISIUs»);

e B moje OnucaHue YKaKUTE OOITO/THUTE/IbHBIE CBEAEHUS O MPaBUJIe;
e B 0O/I0Ke Orpa}mqe}mﬂ YCTaHOBUTE HEO6XO,E[I/IMLIE OrpaHH4Ye€HUA:

e B mose MakcuMa/iibHOEe KOJHYEeCTBO CpaloToK u B mosie 3a WMHTEpPBa (CeKyHJ)
YKa)KUTe MaKCHMa/lbHOe KOJIMYeCcTBO '"cpaboTok', KOTopoe OyJeT perucTpupoBaThCs 3a
Nepuo/;, BpeMeHuy;

e B mosie MakcuMasibHoe 3HaueHue namMsaTH (M0) yKakuTe MaKCHMaJIbHBIA JOTYCTUMBIN
00beM namsTH, KOTOPbI MOXKeT UCIO0Ib30BaTh MPaBUJIO.

IIpumeuaHue: 0/ CHAMuUs oepaHuyeHuli ykaxcume "0".
9.2.2.2.2 War 2. Hactpoliika (ounbTPOB NOTOKA

[yist paboThI TIpaBU/Ia B HETO HEOOX0UMO 100aBUTh (GUILTP MOTOKA COObITHH. [IJ1s1 3TOTO TIepeiiuTe Ha
BK/1aAKy "Hactpoiika hunbTpoB motoka" (cM. «Puc. 151»).

¢ MHOXeCTBEeHHble HeyAauHble MonbITKU BXOAa

OcHoBHOE HacTpoika ¢punsTpoB NoToka Kog npaewna Makpocsl TecTnpoBaHue

Bce ¢punbTpbl NoTOKa AKTWBHbIe GUNbLTPbI
McToYHMK cobbiTuii: windows @ MeTounmnk cobelTrit: windows < X
MS Windows Defender [©]
Mepeckinka HopManuM3oBaHHbIX COBLITMIA @

CospaHue punbTpa noToka

HaseaHwe punbTpa noToka

+ CpasHenue

Puc. 151 — Hacrpolika npaBu/ia Ha ckpuntoBoM s3bike Lua. Bkiagka "Hacrpoiika ¢uabTpoB noroka"



YKaKuTe Ha BK/IaJKe CIeAyIoIyt0 HHPOPMAaIUIO:

e B On0ke Bce ¢punabTpsl moToka BribepuTe GUMBLTPBI, KOTOPbIe HEOOXOAUMO A0OABUTD B MTPABUIIO.
Crcok 100aB/ieHHBIX B TpaBUIO GHIBTPOB OyZeT oToOpakaTbcsi B 0/0Ke AKTHBHBIE
GunbTpHI;

e 7151 y100CTBAa HACTPOMKHU JAOCTYITHBI CJIeIYIOLIUE 3/IEMEHThI YIIPaBJ/IeHUS:
« @ - npocmotp nozpo6HO# nHbOPMAaLK 0 BHIGPAHHOM BUIIBTPE;
o X - yzanenue GpuibTpa U3 MpaBua.

[Tpu HEOOXOUMOCTH MOXKHO CO3/1aTh HOBBIA (UILTP MOTOKAa B O/0Ke Co3fgaHue (PUIBTPOB MOTOKA.
VIHCTPYKIMS 10 CO3/IaHUI0 (PUIBTPOB ITOTOKA OIMCaHa B paszesie «PUIbTPhI MOTOKA COOBITHIA.

9.2.2.2.3 LWar 3. HacTpoiika kKoga npaBuna
Ha gaHHOM 111are BBITIO/IHSIFOTCSI OCHOBHbIE HACTPOMKH TIpaBUJ/ia C IIOMOIIbI0 CKPUIITOBOTO s13bIKa Lua.

151 HacCTPOMKM Ko/ja TipaBU/ia nepeluTe Ha BKIaAKy "Kog mpaBuia” v yKa)KuTe COOTBETCTBYIOLLUMN KO/
(cm. «Puc. 152»).

¢ MHoOXecTBEHHbIE Heyaa4dHble NonbIiTKXU BXoAa

OcHoBHOE HacTpoiika GUnsTpoB NoToka Kop npasuna Makpocbl TecTupoBaHue
1 local detection windows = "1s"
2 local create incident = false
3 local assign_to_customer = false
a local risk_score = 2
5 local grouped_by = {"initiator.ip", "initiator.fqdn"}
6 local aggregated by = {"target.ip", "target.port"}
7 local grouped_time field = "" -
8 local template = ""
9

[
5]

function on_logline(logline)
grouperl:feed(logline)
--end

end

i e
OB owWN e

function on_grouped(grouped)

16 log("agg total: "..grouped.aggregatedData.aggregated.total..” for hash key "..grouped.key)
17

18 if grouped.aggregatedData.aggregated.total »>= 5 then
19

20 alert({

21 template = template,

22 risk level = 2.5,

23 asset_ip = "127.0.0.1",

24 asset_hostname = "localhost",

25 asset_fgdn = "localhost.pgr.local",

26 asset_mac = "",

27 create_incident = false,

28 assign_to_customer = false,

29 logs = grouped.aggregatedData.loglines,

30 meta = {},

31 trim_logs = 2,

27 1y

Puc. 152 — HacTpolika npaBu/ia Ha CKkpunToBoM sisbike Lua. Bkiajgka "Koj npaBuia”

9.2.2.2.4 War 4. HacTtpoiika MakpocoB

ITpu HeoO6XOAWMOCTH WCIIO/Ib30BaTh OJWH U TOT >Ke KOJ B Pa3HbIX TpaBW/IaX KOPPessli{, MOXKXHO
MOAK/IIOUMTh COOTBETCTBYIOIIIMU MakpoC

[ToakmtoueHre MakKpOCOB BBIMOJIHSIETC Ha BKIaAKe "Makpochl” (cM. «Puc. 153»).



¢ MHOXeCTBEHHbIE HeyAauHble MONbITKU BXOAA

OcHoBHoe HacTtpoiika ¢unsTpoB NoToka Kop npasunna Makpocl TecTupoBaHue
Bce MaKpocbl AKTHBHbIE Makpocbl
@ Logline @© Logline X
© Hosblit
Logline

1 function on_logline(logline)
logline:raw() -- get raw logline (string)

3 loglin:get("path™) -- get value (string, number) for path from logline
4

5 for i=1,20 do

6 logline:get("initiator.fqdn" .. tostring(i))

7 end

8

9 if logline:get("initiator.fqdn") == "pgr.local” then
10 grouperi:feed(logline)

11 end

12

13 end

Puc. 153 — Hactpoiika npaBu/ia Ha cKkpunToBoM sibike Lua. Bkiagka "Makpochr"”

YKakuTe Ha BK/IaJiKe C/IeAyIoLlyr0 MHPOpMaLUIO:

e B 0/10ke Bce MaKpoChI BLIOEpHTE MaKpPOChI, KOTOPbIe HEOOXOAUMO A00aBUThL B mpaBusio. CITMCOK
Jn00aB/IeHHBIX B TIPABUJI0 MAaKPOCOB OyzieT 0oToOpakaThCsi B 0/10Ke AKTHBHBIE MAKPOCHI;

e i y00CTBa HACTPOUMKH JOCTYITHBI CIeAYIOLIHe YIeMeHThI YTIpaB/IeHusI:
« © - npocmoTp nozpo6GHOI MHGOPMALK O BHIGPAHHOM MaKpOCE;
« X - yjjaneHne Makpoca 13 TpaBHIa.

MHCcTpyKLKs 110 CO3aHUI0 MaKpPOCOB OMMCaHa B paszesie «Makpochi».

9.2.2.2.5 WWar 5. TectupoBaHue padéoTbl NpaBuia

[Ipy  TeCcTMpOBaHWMW TIPaBU  HCIO/MB3YeTCS  TeCTOBbIH Habop  (MaccuB), COCTOSIITUM W3
"nornaiiHoB". "JloryaiiH" 3TO HeMmoCpeCTBEHHO caMo COObITHe, IpeJcTaB/ieHHOe B popmaTe JSON.

TecTrpoBaHue NIpaBuU/Ia BBITIOMHSAETCS Ha BKaKe "TectupoBaHue" (cM. «Puc. 154»).

¢ MHOXeCTBEHHble HeyAauHble NOMNbITKU BXofa B Vranrs
Ochoswoe  HacTtpodika gunsTpoe noroks  Komnpaewna  Makpocst
BpeseHHos OKHD 3anepkKa oTnpaBKka 3anepkxa rpynnepa Owmbkm
m 100 -+ |0 -t Oumbok HeT
3anycTuTs TecT
Nor

1 agg total: 2 for hash key _
TecToBbiA HaGOP AaHHbIX

Nornaitm
PeaynetaTel cpaboTkn

1. {"@timestamp":1720603009001,"event".{"field":"test"},"target™("host":{"ip":"127.0.0.1","fgdn""","hostname":"localhost "}}}

Puc. 154 — Hactpoiika npaBmnia Ha cKkpunToBoM s3bike Lua. Bkiaaka "TecrupoBanue'

,Z[J'IH npoBegeHrda TeCTUPOBAHUSA BBINMOJ/JIHUTE C/IeAyIolue AeﬁCTBHHI



1. YkakuTe Ha BK/IaJiKe C/e[[yIOIyt0 HH(OPMALIHIO:

e B I0/le BpemMeHHOe OKHO yKa)kUTe pa3Mep BpPEMEHHOIO OKHAa BbIIIOJIHEHUS IpaBuUiia
KOppesLuy;

e BTIOJ/e 3a/iep>KKa OTNPABKM YKa)XUTe BpeMsi 3a/1eP)KKHU OTIIPaBKU COOBITHIA;
e BTIOJe 3a/iep)KKa rpymmnepa yKakuTe BpeMs 3aflep’KKy paboThl Ipyrinepa;
e BCe 3HaueHMs 3a/lal0TCSl B MU/UIMCEKYH/aX
2. Haxmure KHOIKY 3amycTUThb TeCT. ByyT c(popMUpOBaHbI pe3y/ibTaThbl IPOBEPKU MpaBUJIa:
e B 0Osioke OMOKH OYy/JeT BbIBE/IeH CITUCOK BBISIBJIEHHBIX OIIMOOK;
e B 6710k JIor oTOOpa)kaeTcs >KypHaJsI BLITIOJTHEHHUS] TeCTHPOBAHNS;
e B Os0ke Pe3ynbTaThl CPadOTKH OyZeT BbIBe/IeH CITMCOK "cpaboToK" mpaBuia.

3. Tlpu HeobXomuUMOCTH Bbl MOXKeTe C(HOPMHPOBATH TECTOBBI HAabOp JAHHBIX, KOTOpBIHA Oymer
Mo/laBaThCsl Ha BXOJ, TNPaBWIy KOppeJSLMU NpY BBINOJHEHWW TeCTUpoBaHus. [ns 3TOro B
6710ke TecToBBIN HA0OpP JAHHBIX YKA)KUTE JIOT/IaliH U Ha)KMUTe KHOITIKY /l00aBUTH JIOr/IaiiH B
TeCTOBbIII Habop. /[Ins ympasieHus JoOrnaiiHaMU MCIIOJB3YWTe CreAyIOIiye S/eMeHThI
yTpaBJieHus:

o - npocmoTp nopo6HOIt MH(OPMaLK 0 BLIGPaHHOM JIoT/IaliHe;

L @ - yAdjieHue JiorjaiiHa 13 TeCTOBOr'O Ha6opa AaHHbIX.

9.2.3 PepakTupoBaHue npasuna

[# OTKpbITb pefakTop
1. BribepuTe 13 crivicka He0OXOAUMOe TTPABUJIO M HAXKMUTE KHOTIKY |

2. B 3aBUCHMOCTU OT TUIA pelaKTUPyeMOro TpaBu/ia (C UCIOob30BaHUEM BU3YaJbHOTO pefaKTopa
um 0e3) BHeCcHTe He0OX0[UMble U3MEeHEeHHUsI Ha COOTBETCTBYIOLIME BKIAZKH.

3. Haxmure KHONKy COXpaHHMTb.

9.24 AKTUBaUua npaBuna

(:) AKTUBHOE
1. BribepuTe u3 crmcka HeoOXOAMMOe MPaBWIO M YCTAaHOBUTE TepeK/IouaTesb B
[10/I0’KeHre AKTHBHOe.

2. Ecm B mpaBune ObTM JOMyINeHbl OMMKOKW, TO IuIaTGopMa BbIJACT COOTBETCTBYIOIIlEe
npeiynpexzieHue.

3. Tlocne akTMBALMM TIPaBWIO BK/IHOUMTCS B PabOTy Ha MOTOKe COOLITUM WCMO/b3ys YKa3aHHbIe
¢bunbTpel. ECM Mpy MHULMANM3alMy TIpaBUIa TIPOM30MeT Kakas-ibo omrbKa, TO TMpaBU/IO
OyzeT aBTOMaTUUYeCKH [IeaKTUBUPOBAHO.

9.2.5 Mepe3anyck npaBuna

MNepe3anycTuTb
1. B1316ep1/ITe N3 CIMHMCKa HEO6XO,E[I/IMOE MpaBHUJ/I0 U HAXKMUTE KHOIIKY

2. TlopTBepauTe Tiepe3arnyck B OTKPBIBLLIEMCS OKHe.

3. TIpaBusio OGyzeT mepe3anyiieHo.



9.2.6 [Ay6nupoBaHue npaBuna

1. BoiOepure M3 cnmcKa HeoOXOAWMOe TIPaBWIO, HAKXMHUTE KHOIKY ‘j ¥ W3 BBINAJAIOIEro
crvcka  BeiOepute  TyHKT [yosmmpoBare.  OTkpoercs okHO "[lybmupoBaTth — mpaBuio"
(cm. «Puc. 155»).

Ay6nupoeaTb npaBuno X

HazeaHwe npaeuna

HeobbluHOe Bpems Bxoga B cucTemy - Oy6ne

C6pocuTh Ay6nvposate

Puc. 155 — OkHo " Iy6impoBars npaBusio”

2. YKaxuTe B OKHe HaMMeHOBaHHWe MpaBUIa.

3. Haxwmure kHoOTKy [{y06/1MpoBaTh.

9.2.7 KoHBepTupoBaHue npasunia B Ko Lua

I[Tpu HeobxoaumocTH Ilnargopma Pajgap no3sonseT KOHBEPTUPOBATh MPaBU/a, CO3/jaHHbIE C TIOMOIIbIO
BH3Ya/IbHOIO KOHCTPYKTOPa, B CKPUIITOBOM s13bIK Lua.

Buumanue! oOpaTHoe KOHBepTHpoBaHHMe u3 Lua B BU3ya/lbHBbI PEXUM He TOAJeP)KUBAETCS,
PEKOMeHIyeTcsi repe/i KOHBepTUPOBaHUEM IPOAYO/IMPOBaTh MPaBMiIO (Cie/laTh Pe3ePBHYIO KOTIUIO).

1. BbIﬁepI/ITe N3 CIIMCKa IMpaBUJI0, KOTOpOe ObIIO CO34dHO C ITOMOLIbI0 BU3Ya/IbHOI'O KOHCTPYKTOPA.

2. HaxmuTe KHONKY m Y U3 BbITIAIAl0IIero crvcka Boibepure nyHKT KonBepTupoBaTh B Lua.

3. HO,Z[TBEP,E[I/ITE KOHBEPTALMIO B OTKPBIBIIEMCA OKHE.

9.2.8 MmvnopTt npaBun
1. Haxmute Ha KHOIKY [l u3 BBITIA/IAIOIIET0 CITMCKA BbiOepuTe MyHKT VIMIOpTHPOBATH.
2. B OTKpBIBIIEMCSI OKHE YKa)KWTe MyThb K apXMBY C ITPaBUIaMH.

3. Haxmure KHONKY OTKpPBITH.

9.2.9 JKcnopTt npaBun
1. HaxmuTe Ha KHOIIKY I nus BBITNA/akoILero CIMcKa BblbepuTe MyHKT DKCIOPTHPOBATh Bce.
2. Bygnet cdopMupoBaH apXuB C MpaBUaMu KOppesisiliiy B oopmare . zip.

3. Haxmure kHOTIKy CKayaTh U YKa)KUTe MyTh [Ijis COXpaHeHUsI apXH1Ba.

9.2.10 YpaneHue npaBuna
Y,ELaJIEHI/Ie IMMpaBWJ/ia MO>XKHO BBITIOJTHUTE ABYMSA criocobamu.

Crioco0 1:



1. BeibepuTe W3 crnMcka He0OXOAWMOe TPABWIO, HAKMHTE KHOITKY m M W3 BbINAJAIoLero
CMKCKA BbIOEpUTE MYHKT Y JA/TUTh.

2. llogTBepauTe yzasieHUe B OTKPBIBLLIEMCSI OKHeE.
3. TIpaBuso OyzeT yjaneHo U3 TaThOpMBI.

Crioco0 2:

‘ [ OTKpbITb penakTop
1. BbibepuTe U3 crivicka He0O6X0AUMOe MPaBU/I0, HAKMUTE KHOTIKY |

2. B okHe pefakTUpOBaHMs MpaBr/ia HAHKMUTE KHOIIKY .

3. TlopTBepauTe yzaaneHUe B OTKPBIBLIEMCSI OKHE.

4. TlpaBwusio Oyaet yzaneHo U3 MaaThOpPMBL.

9.2.11 MaccoBble AelCcTBUA Hag NnpaBunamMmm n3 60KOBOI nNaHenun
Hap npaBuiamMu JOCTyHBI C/ieyIOLIie MacCOBbIe IeliCTBUS:

e JKCIOPTHPOBATH - SKCITIOPT BLIOPAHHBIX TIPABUIT;

e YpaanuTsb - yjjasieHue BbIODAHHBIX TIPaBUT;

e Ypanuth Bce - y/lajieHue BCeX IpaBuil.
151 BBINOJTHEHHS MaCCOBOT'O [1eHMCTBUS BBIIOJTHUTE CJIeyFOLMe I1aru:

1. Haxmure Ha kHorky [“]. OTKpoercst crimcok maccoBbIx omepauuii v diary st BIGOpa TPaBUIT
(cm. «Puc. 156»).

2 ¢ c
Yoanutb
YnanuTb Bce

BeibpaHo: 2 OTMeHUTb Belibop

anotherOne

AKTUBHOE

N3ameneHo: 2024-09-04 17:19:24
Cpabotok: 132; Owmnbok: 0

anotherOne - [ly6nb

He akTuBHOE

MameHeHo: 2024-08-02 13:23:41
CpafoTtox: 12; Owwnbok: 0

Puc. 156 — MaccoBbie geliCTBUSA HaJ| NPaBUIaMH
2. BeibepuTe TipaBUIa KOPPeJISIAH.

3. Haxmure Ha COOTBETCTBYIOLLYIO KHOIIKY.

4. 3aBepLHI/ITe I,ZLEI‘/JICTBI/I(E B OTKPBIBIIEMCS OKHE.



9.2.12 MaccoBoe n3MeHeHne HACTPOoEeK NpaBul Koppenauun
6. IlepefiguTte B TaONIMUHOE Mpe/ICTaB/I€HUE pa3zena.
7. Boibepure rnpaBusia KOppessILiUH, YCTAHOBUB COOTBETCTBYIOLIME (Jiary.

8. HaxmuTe KHOMKY YcTaHOBUTH 3HaueHuss. OTKpOeTCs OKHO YCTAaHOBUTh 3HA4YeHMs
(cm. «Puc. 157»).

YcTaHOBUTbL 3HaYeHusd X

MakcumManbHoe KonudecTBo cpaboTok  3a MHTepsan (cekyHa)

0 + 0 +

MakcumansHoe 3HadyeHne namarty (M)

0 +

Puc. 157 — OkHO "Y cTaHOBUTH 3HaUeHHA "

9. ¥YcraHOBHUTe HEOOXO/IVMMbIE OTPaHUUEHHUS:

e B mose MakcuMa/iibHOEe KOJHYECTBO CpaloToK u B mosie 3a WMHTEpPBa (CeKyHJ)
YKa)KUTe MaKCHMa/bHOe KOJIMYeCTBO '"CpaboTok', KOTopoe OyJeT perucTpupoBaThCs 3a
1epro/i BpeMeHH;

e B 1nosie MakcuManibHoe 3HaueHHe namMaTH (M0) yKakuTe MaKCHMaJIbHBIA 0Ty CTUMBbIN
00beM namsTH, KOTOPBIA MOXKeT UCIOIb30BaTh MIPaBHJIO.

IIpumeuanue: /7151 CHATHS OrpaHUYeHni ykaxure "0".

10. Haxxmute kHOTIKy COXpaHUTB. YKa3aHHbIe TIapaMeTphl OyyT MpUMeHeHbl KO BCeM BbIOPAHHBIM
rpaBU/iaM KOPpeJIsALUH.

9.2.13 [OeicTBUA Hag pesynbTataMu CpaboOTOK NpaBuia
9.2.13.1 Co3aaHue HUUAEeHTa

1. BribGepuTe 13 crivicka HeoOX0AUMOe TTPABUJIO.

2. Tlepeiiaute Ha BKIaAKy "Pe3ynbrathi”.

3. Beibepure u3 crvcka HeoOXouMYH0 "cpaboTKy" MpaBw/ia U HAXKMUTE KHOTIKY +.



4. Byger co3/aH MHIUAEHT HA OCHOBaHUH "'cPabOTKU'" MpaBwIa.
9.2.13.2 [pocmoTp CcoObLITUSA

1. BbibepuTe U3 crivicka He06X0AUMOe TTPaBHUJIO.
2. Tlepeiiaute Ha BKIaAKy "Pe3ynbrathi”.

3. Boibepure U3 crMcka Heob6XoAWMyro 'cpaboTKy'" TpaBula W HaxmuTe KHOIKY IToka3aTrb
co0bITHe. OTKpOeTCs CTpaHWLa MpocMoTpa cobbiTus (cM. «Puc. 158»).

COoObITUA  [pocmoTpeTs BCe X

{ "@timestamp": "2024-09-05T05:28:36.6214546Z", "action": ©
"access", "elastic_key": "normalized"”, "event": { "auth": { "protocol":
{"name": "SMB" } }, "category": "share_operation", "description":...

{ "@timestamp": "2024-09-05T05:28:36.6214546Z", "action": @)
"access", "elastic_key": "normalized"”, "event": { "auth": { "protocol":
{"name": "SMB" } }, "category": "share_operation", "description":...

3aKpbITe

Puc. 158 — IIpocmoTp cobbiTUs

4. Jlns mpocMorpa cobbiTHsi B paszene [IpocMoTp coGbITHIA HKMUTE KHOMKY @, a s
MPOCMOTpPa BCeX COObITUH HakMHUTe KHOMKY IIpocMoTpers Bce. OTKpPOETCS TOTOK COOBITHH,
KOTOPBIH OyeT chopMUpOBaH 10 COOTBETCTBYIOIIEMY 3arpocCy.

SUNLTRLI Npecetb! ‘ |

ABTOOGHOBNEHHE AaHHBIX

Bikn = MoTok cobbiTHii, 5 ceHr. (15:09:24) - 5 ceHT. (15:09:24) Mo MecsLam
Mepuop,
KOr/1a COBbITHE GbiN 3PEruCTPUPOBAHO B CUCTEME

Nocneauue 3 roga B

HopmanusosakHoe cobbiThe

He Baxwo

3anpoc CoxpaHeHHbie sanpochl >

event.uuid opuH us & *
1cBb5f0e-b34e-48c8-aba8-877fb093d27f,
7bbe115-0f3c-4618-bad5-93ceBed326b8

Arperayus CoxpaHeHHbie arperaumn > - 2022 v 2023 v 2024

06ABUTE arperaLmic

Ton10 4l CronGuyaTas AMarpamMma %

Puc. 159 — ITpocMoTp NMOTOKA COOBITHIA 110 COOTBETCTBYIOLIEMY 3arpoCy

9.3 Mepecbisika coobITUN

9.3.1 OO6wue gaHHble

Ecmm IlnaTdopma papap paboTaeTr B peXkrMe My/TbTUAPEHAHOCTH, TO BbI MOXKETe HaCTPOUTD MePeChbUIKY
CoOBITHII C OJHOTO JK3eMIIIsipa M1aT¢hopMbI Ha IPYTOM.



[Tpu BK/TFOUEHHOM TIepechi/IKe BCe COOBITHS OyIyT OTIPAB/ISATHCS Ha IPYTOH y3er.

3a mepechIKy oTBeYaeT (GUILTP MOTOKA COOBITHH, He CBSI3aHHBIN C TIPaBUIOM Koppensiud. [Tomo0HbIH
bunbTp co3maetcs B pa3zene Koppensarop — Ilepecbuika codobiTuii (cM. «Puc. 160»).

= z;::;? 172.30.254.97 ~ | Tepecbinka cobbITHIA Nuuensus akTeka go: 2027-11-16 | @ [Jdokymentaums | @ admin

Mepecbinka co6biTUi

Y ‘ Coszpgatb ‘ Yaanute BCe 3KCnopTVpoBaTh Bce  MIMnopTupoBaTth BeibpaHo: 0 C )

Haseauue punsTpa T CospaHo OGHoBNEHO
Cisco 10S 2025-04-29 11:36:34 2025-04-29 11:36:34 @ o w

HopmanusoBaHHble cobbiTna 2025-04-29 11:38:03 2025-04-29 11:38:03 @ ¢ o

% ‘ 1 | 50 / cTpaHuua

e
x

it

Puc. 160 — Pa3pen "Ilepechbiika coObITui"

B pasgesne orobpaxkaeTcs ciezyroiasi “HGOPMaLHst:
o Ha3Banue puabTpa — HaMeHoBaHUe (PUIBTPA IS TEPECHITKU COOBITHIA;
o Co3paaHo — 1aTa U BpeMsI CO3/laHuUs PUITBTPa;

e OOHOB/IEHO — /]aTa ¥ BpeMsi 0OHOB/eHUsT (DUIbTPA.

9.3.2 BkntoueHue nepecbisIKU COObITUIA

1. B BeG-uHTepdetice miatdopmbl mepeliuTe B pasjgen AAMUHHUCTpHpoBaHue — Kiacrep —
BKJ/IaJiKa YTpaB/ieHHe KOH(}Urypaiuen.

2. Bk/rouuTe TepechUIKy COObITUH. [T 3TOrO B JPEBOBHAHOM CITUCKE IapaMeTpoOB CEpBHUCOB
BoiOepute FlowBalancer -~ Head u ycraHoBure mapametp IlepecbuiaTh COOBITHSI B
3HaueHue true, a B none Ip LogProxy ykaxute IP-azpec y3sa, Ha KOTOpBIA HE0OXOAUMO
riepechbiiaTh COOBITHS (CM. «Puc. 161»).



30.249.21 Ynpaenexue KoHpUrypauwen Muesiann axTvoka go: 2025-08-16 | @

Yanel cHETeME Ynpas: APl ko YUeTHoIe JaNHCH AnA CGoRa ASHHEIX inannposuuK 3aaa4 Crpumel YIPaBIE HE MYMETHIPEHAHOCTEIO
a
o CNMGOK GBORGTE KoHpHrypaLmii -
Head > Mepeceinate cobeiTna
> Eventiint
1 . FlowBatancer Nepecsinars cofbiTus MGTOPUA U3MEHeHN
WiTepnan komvia cofbimd (c)
® oo : adr v OB
YOBEHE NOTHPOBSHMA Copocure Coxpannme
i
v Head @ Mepeonpepaenelue NapaMeTpos y3nos
Yaen: ~ 2024-12-06 151453
Ip LogProxy
Monesoaatens: admin 1 uaw.  OBkomNeHwe
ID) COBRITH [Un HOMB S8 AHKbX COBRITHI LOGPrOXY Vivas napameTa: CTaNBAPTHIR SAMYCKIPENMM OTRAAKW
6uino: release
1D CoBHITHA ANA PA30BPAHEIX COBLITHA LOgRroxy TN GRng
 2024-12-061514:18
MopT LogProxy NonesosaTens: 3dmin 1 4sw.  OGHOSNEHKE
1P appec cepasca
"
6min0: 1270.0.3
cTana: 122.0.01
L n 0
wagp  2024-12-06 1514:10
Mlon: 1 0B
> Frontend
> Sender
> Grafana
> KafkaExporter
5 Kafka - 2028-12-06 1513:56

Puc. 161 — Ynpassienue kondurypariueii ceppuca FlowBalancer

3. TIpu HeoOXoAMMOCTH TiepeoripefienidTe cieAyromue napamerpbl: [Topt LogProxy, ID cobbitus
JIsT HOpMaJTM30BaHHBIX cobbITuid LogProxy, ID cobbiTus Ajis pa3obpaHHbIX coObITHI LogProxy.
[TogpobHee o Hactpoiike cepBuca Log-proxy cM. pa3szen JOKymMeHT «PaboTa ¢ MCTOYHHMKaMH
cobwiTuii b».

4. Tlocne BHeceHUs W3MeHEHUM HA)KMUTe KHOMKY 3anucaTh KOH(pUrypanuio.

5. Tlepeiigute B pa3gen KoppensaTop — Ilepecbuika cOOBITHM U CO37ialiTe GUIBTP [i/Isl IEPECHUTKU
COOBITHM C HEoOXOAWMBIMU TapameTpamu (cM. pa3sgen «CosjgaHuve (GuabTpa Jyis IepechbUTKA

COOBITHI»).
ITpoBepka paboOThI MePeChITKA COOBITHIA:
1. BxsrounTe nepecbuiKy COOBITHHA.

2. Tlepetinure B pasgen Koppenstop — Ilepecbiika coObITHH U co3jaiiTe (QUIBTP CO
C/leyroIyMY rapaMetpami (M. «Puc. 162»):

o dDyHKIUA cCpaBHeHHs -- "[Iposepumb paseHCcmMa8o 8bipaxceHuil”;
e Tun Beipaxkenus -- "3HaueHue u3 cobbimus" u "PyuHoli 8600 cmpoKu' COOTBETCTBEHHO;
o Kimou -- "elastic_key";

e 3Hauenwue -- "'normalized".



HacTpouTk ycnoeue X

®DYHKLUMA CpaBHEHUA

MpoBEpPUTL PABEHCTBO BLIPaXKeHWA oTpuLaHue
MNepeoe BTopoe
Tun BblpaxXeHuA Tun BbIpaXeHua
3HaveHue U3 cobbITuA Py4Hoi BBOJ, CTPOKM
Koy 3HayeHue
elastic_key normalized

Pesynbtat: elastic_key paBHo normalized C6pocuts CoxpaHuTb

Puc. 162 — Hacrpoiika (puibTpa Jjisi epechblIKH HOPMaIM30BaHHBIX COOBITHI

3. BxsoumnTe NOTOK COOBITHI HAa OCHOBHOM y3eJl.

4. Ha ypaneHHOM (JOTIOJIHUTE/NBHOM) Yy3/ie Tiepeiiiute B pa3gen IIpocMoTp coObITHH U
yZIOCTOBEpbTECh, UTO MpHILEAIIHe HOPMaJU30BaHHbIE COOBITHS W3HAUaJbHO OTIIPAB/SUIMCH Ha
OCHOBHOM y3e/.

9.3.3 MpocmoTp dhunbTpa ANA NnepecbiIKU COObLITUN

151 IpocMOTpa GUIBTPa /151 IEPeChITIKN COBBITHI HaKMUTe KHOMKY <O B Hy)KHOM CTpOKe Tab/IMIibl MK

Ha’KMHTe TI0 CChIIKe B KosioHKe Ha3BaHue ¢uibTpa. OTKpoeTCs npeficTaB/ieHre uepe3 G0KOBYIO MaHe b
1 ¢popma rpocmoTpa BeibpaHHoro ¢ubTpa (cMm. «Puc. 163»).

|~ = . _ .

‘E‘ﬁﬁ;i" 172.30.254138 ~ | [lepecbinka cobbITHi @ Basasanan | (Q) admin v
o = ¥ 5 cE Ccosols
Q  cCiscolOs

W3meneHo: 2024-09-05 16:07:37
®

. event.logsource pasHo Cisco I0S
MNepeckinka cobbiTvii Windows
event.subcategory paBHO 3Ha4eHUIO B MaccuBe U3 2 anemeHTa(oB)

Wsmerero: 2024-09-05 16:04:56

e
A

L)

Puc. 163 — ®@opma npocmorpa ¢puibTpa AJiA NepecblIKH COObITUI

B 60KoBoI1 aHem oToOpa)kaeTcsi crieyroiast THGpOpMars:
e Ha3BaHHe (UIbTpa /7S TIepechbUTKU COOBITHIA;
e  KOJIMYeCTBO COOBITHH, MOTABILIMX 0/ yCIOBUSI GUILTPA;
e  KOJMYeCTBO OTOPOILEHHBIX COOBITHIA;

e JiaTa M BpeMs u3MeHeHUs1 uHopMaluu o pubTpe.



B paboueii o6macT 0TOOpa)karoTCsl yC/IOBHS (DUIBTPALMU. Y CJIOBUS MOTYT TPUHUMATBL CJIeyIOIIye
3HAUEHMS:

e PaBHO - /IJIsl YC/IOBUS BBITIO/IHSETCS (QyHKLMSI TPOBEPKU PaBEHCTBA BbIPa)KEHUI;

e pPdBHO 3HAaUY€HHWIO B MdaCCHBE - [Jid YC/JIOBHsA BBIIIOJ/IHAETCA (I)YHKL[I/IH IMMPOBEPKH Ha/IMUKWA 3HaUEHUA
B MaCCHBe 1daHHBIX;

e UMeeT NOJCTPOKY - [i/Isl YC/IOBHSI BBIMIOTHSAETCS] (PYHKLMSI IIOMCKA TIOJCTPOKU B CTPOKE;
e ormeparop "He" 03HayaeT UTO BBIOJHSETCS OTPULIAHUE MPU BBITIOJIHEHUM (PYHKLMU: "He paBHO",

"He paBHO 3HAUEHHIO B MaccuBe", '"He UMeeT IO/CTPOKY".

9.3.4 Co3spaHue chunbTpa on1a nepecbisikn coobITU

1. Haunwure miporiecc co3paHusi (UIbTpa uepe3 «yHUBepCabHbIE TAOMULIbI» WA WHCTPYMEHT
«bokoBast maHesiby». OTKpoeTcs popma "Co3zpanue ¢puibTpa Motoka" (cm. «Puc. 164»).

PARAe.  172.30.254138 ~ | [lepecbinKa coBbITHiA © Basasvaman | (Q) admin
® 2 Vv c
¢ CospaHue ¢punbTpa NoToKa Copocuts  IEREhENY
Q  ciscolOS
@ [ M 2024-00-05 1630737 HasBarue punsTpa
Nepeckinka cobuiTuit Windows MepechbinKa HOPMan13oBaHHLIX COBLITUM
o WameneHo: 2024-09-05 16:04:56
B -+ CpaBHeHue
it elastic_key paBHo normalized X
F
i
©

Puc. 164 — ®opma "Co3panue GUIbLTpa A1l NepecbUIKH COOBITHI"

2. B none Ha3BaHme yKa>kuTe Ha3BaHWe (UIbTpa M A00aBbTe yC/IOBUe [jii CDAaBHEHHs Ha)KaB Ha
KHOMKY + CpaBHeHme. OTKpoeTcsi 0KHO "Hactpouts ycioBue" (cm. «Puc. 165»).



HacTtpouTb ycnoeue X

®DYHKLUMA CpaBHEHUA

MpOBEPUTL PABEHCTBO BLIPAXKEHUA oTpuLaHue

Mepeoe Btopoe
Tun BblpaxXeHuA Tun BbIpaXeHua

3HaveHue U3 cobbITuA Py4Holn BEBOS CTPOKK

Koy 3HayeHue

elastic_key normalized

PeaynbraT: elastic_key paBHO normalized Copocutb

Puc. 165 — Okno "Hacrpouts ycioBue"

3. Ykaxure B okHe "HacTpouTh ycioBue" ciiefiytolyto UHPpOpMaLUio:
e B mnose ®yHKIMsA cpaBHeHUsI U3 BbITIJAIOIIET0 CITUCKA BbIOepUTe (DYHKIIMIO CPDAaBHEHUS:
"[IpoBepuTh PABEHCTBO BhIpayKeHUM";
- "lIIpoBepuTh HanMuve B MaccuBe";
"TToucK MoCTPOKU B CTPOKe".

e Eum  HeoO6XoguMO  BBINOJHUTHL  OMepaLyi0  "OTpullaHuWe", TO  YCTaHOBUTe
COOTBETCTBYIOLLMH (par;

o B 6sioke ITepBoe HacTpoliTe MepBYIO YaCTh BbIPDA)KEHMUS:

- B moJsie Tun BhIpakeHUs BbIOEpHTE HEOOXOAUMbINA THIT BBIP&KEHHs, HallpuMep
"3HaueHue U3 COOBITHA";

- B mnosie Kilou 13 BBINMAZaloIero CrvcKa BbIOepuTe T10Jie HOPMaM30BaHHOTO
COoOBITHS, TI0 KOTOPOMY OyJeT TTPOMCXOUTh (PUIBTPALHS.

e B 6/10ke BTopoe HacTpoliTe BTOPYIO UaCTh BhIPAYKEHUSI:

- B mosie Tun BbIpa)keHUsl BbiOepuTe HEOOXOJUMBINA THIT BbIpaXKeHHsl, HarpuMep
"PyuHoli BBOZ, CTPOKH'";

- B noJie 3HaYeHUe YKKUTe 3HaueHue, 110 KOTOPOMY [JOJDKHO IIPOBEPSATHCS I10Jie
ykazaHHoe B mosie Kmwu. Ecnmu BoibpaHa ¢yskius "IIpoBepuTh Haivduue B
MaccuBe", TO YKaKUTe MacCHB 3HaUeHUM.

e B 60ke Pe3ynbTaT npoBepbTe MPaBUIbHOCTH 3aJAHHOTO BBIP&KEHHUSI.
o Haxmure KHONKy CoXpaHHMTB.
4. [obaBbTe HEOOXOAMMOE KOJTMUECTBO YCAOBHUM B GUIBTP /7SI TIePeChUTKH COOBITHIA.

5. Haxxmute kHONKY COXpaHUTh.

9.3.5 PepaktupoBaHue (punbTpa ona nepecbiikn coobITUA

1. HauHwuTe mpoljecc pelakTHPOBaHUs (GUILTPA Uepe3 «yHUBEPCaTbHbIe TaOUIIbI» UM UHCTPYMEHT
«DOKOBas raHesb».



2. BHecuTe HeoOXOAMMbIE U3MEHEHMS:
e i A0OaB/IEHUSI HOBOTO YC/IOBUSI HOKMUTE KHOTIKY + CpaBHeHMue,;
e I U3MEHEeHUs YCJI0BUS HA’KMHUTE T10 CTPOKE BHIOPAaHHOTO YC/IOBUS,
e /I U3MEHEeHHs MOPsAKa yC/I0BUW UCIIONMb3YHTEe KHOIKY
e 151 yJa/IeHus1 yCJI0BUS U3 GUIbTPa UCTIONb3yWTe KHOIIKY X.

3. Haxwmute kHONKY COXpaHUTD.

9.3.6 [Ayo6nupoBaHue (hunbTpa AN NepechbIsIKU COObITUM

1. Ortkpoiite GUIBTD Ha TIPOCMOTP W HakMuTe KHOMKY JlyommpoBarb. OTKpPOeTCS OKHO
"[IybiupoBaTh GUALTP MOTOKA COOBITHM" (CM. «Puc. 166»).

Oy6nuposatb GUNbTP NOTOKa COBbLITUIA X

HazBaHWe $MNLTPa NoToKa COBLITUR

Mepeckinka HopManW3oBaHHLIX cobbiTuin - Oybns

Puc. 166 - OkHo "/[y6nupoeams ¢pubmp nomoka cobbimuti "

2. YKaxuTe B OKHe HAaUMeHOBaHUe (UIbTpa.

3. Haxxwmure kHOTKy /ly6/1MpoBaTh.

9.3.7 MmnopT dunbTpos

1. HaunuTe miporiecC MMIIOpTa (UILTPOB uepe3 «yHUBEpCa/bHble TaOMUIbI» WX WHCTPYMEHT
«DOKOBas raHeb».

2. B OTKpBIBIIEMCSI OKHE YKa)KUTe MyTb K apXUBY C (PUIbTPaMHU.

3. Haxmure KHONKY OTKpPBITS.

9.3.8 3kcnopTt hunbTpOB

1. HaunuTte mpoiiecc 3KcropTa (GWIBTPOB uepe3 «yHWBEpCATbHbIE TaOMUIIBI» WIA WHCTPYMEHT
«DOKOBas MaHe b».

2. Bypet cpopmupoBaH apxuB € (puUIbTpaMu B popMmaTe .Zip.

3. Haxwmure KHOIIKY Ckauarthb U YKaXUTE ITyTh AJId COXPAHEHUA dPXHBd.

9.3.9 YpaneHune chunotpa

1. Haunure mipoliecc ypaneHuss GUIbTpa Uepe3 «yHUBepCanbHbIe TaOJUI[b» WM WHCTPYMEHT
«DOKOBas raHeIb».

2. HO,E[TBEP,E[I/ITG yAad/ieHre B OTKPBIBIIEMCA OKHeE.

3. ®uibTp Oyaet yjaneH U3 maaTQopMsbl.



9.4 PUNbTPbI NOTOKA COOLITUN

9.4.1 O6wue AaHHbIE

@OUIBTPHI 0TBEYAOT 3a (GUILTPALIMIO TIOTOKA COOBITHM 10 3aJaHHBIM YCIOBUSIM.

Ons pabotbl ¢ ¢unbTpamu Tmiepelizute B paszen Koppeasarop —» ®@UabTPbl MOTOKAa COOBITHIA

(cm. «Puc. 167»).

s =
‘EQE;? 172.30.254.97 ~ | OUNLTPbI NOTOKA COGLITHIA JvLeHsus akTuBHa go:  2027-11-16 |

[ -
®PuUnbTPbI NOTOKa COGbLITHIA
Q
o Y | Coszpatb Ypanutb BCe OKCNOpPTUPOBaTL BCE  VIMMNOPTUMPOBaThL
Haseanue puneTpa CoszpaHo
=i
add_and_remove 2023-04-19 18:27:18
@ - \
antivirus (all events) 2023-10-03 14:30:05
% Antivirus (detect) 2023-10-03 13:12:26
»w antivirus (detect/delete/clean/quarantine) 2023-04-18 17:24:57
antivirus_protection 2024-01-25 12:16:04
#
auditd - command_execution 2023-09-19 17:12:33
&
auditd_download_and_bash 2024-07-30 13:49:53
auditd - execve 2024-07-23 14:14:45

2 3 4 5 > 50 / cTpaHula

Puc. 167 — Pa3pgen " @uibTphI MOTOKA COOLITHI"
B pazzene orobpakaeTcs cieaytoijasi UHGOpMaryst:
(] Ha3zBanue q)HJIBTpa — HaMeHOBdHUe q)H]Ipra TI0OTOKA CO6BITHﬁ;
o Co3gaHo — JaTa ¥ BpeMsi co37iaHus (GUIbTpa;

e OOHOB/IEHO — /]aTa ¥ BpeMsi 0OHOB/IeHUsT (DUIbTPA.

9.4.2 MpocmoTp chunbTpa NOTOKa COOLITUM

O6HoBneHo

2025-03-07 17:42:59

2025-03-07 17:42:54

2025-04-02 13:52:01

2025-03-07 17:42:58

2025-04-02 13:51:47

2025-04-02 13:53:36

2025-04-02 13:52:27

2025-04-02 13:52:16

BolbpaHo: 0

c

© ® © @ @ ©® & @
BN YD
B2 e e DB B B

® [OokymeHtaums | @ admin v

Jlns mpocmoTtpa (GUIbTpa MOTOKA COGBITHH HakmuTe KHOMKY & B Hy)KHOM CTpOKe Tabuibl MM
Ha’KMHTe TI0 CChIIKe B KosioHKe Ha3BaHue ¢uibTpa. OTKpoeTCs npeficTaB/ieHre uepe3 O0KOBYIO IaHe b
u opma rpocmoTpa BeiOpaHHOTO (prbTpa (cM. «Puc. 168»).



PARRE® 172.30.254138 v | (MNLTPBI NOTOKA COGBLITHA © Basasvarmi | (Q) admin v

» = v 28 < B

windows_eventlog

Cef3aHHble NpaBuna

CobwiTnit: O (0 EPS); OT6powewo: 100 %
Wamenero: 2024-01-12 12:54:59

MS-WIN-DEF virus detect
errorRule

ca CobuiTwit: 0 (0 EPS); OTGpoweHo: 100 % ) )
Wameneno: 2023-11-22 12:08:54 identityRUle

B windows_eventlog CobbITs Windows

CobbiTuit: 39 (0 EPS); OT6poLueHo: 0 %
p 3 W3meHeHo: 2024-09-04 17:05:19
event.logsource.product paeHo windows

MS-WIN-user_unlock

e
3K

CoBeiTwii: 0 (0 EPS); OT6poLwero: 100 %
Wsmeneno: 2024-02-12 00:08:49

L
Communication_teredo

& CoBuiThit: O (0 EPS); Ot6poweHo: 100 %
Wsmenero: 2024-03-27 12:17:05

Puc. 168 — ®opma npocmoTpa GUIbTPa MOTOKA COOBITHIA

B 60KoBoI1 TaHeM oToOpakaeTcsi ceyolias HHGpopMaLys 0 GUIbTpax:
e HauMeHOBaHHe (HUIbTPA;
e KOJIMUECTBO COOBITHIA, MOMABIIMX 0] YC/IOBUS GUIBTPA;
e  KOJINUECTBO OTOPOIIIEHHBIX COOBITHH;
e JlaTa W BpeMs MOCJ/IeIHer0 3MeHeHUst GUIbTpa.
B paboueii obactu oTobpakaetcsi cyieytoiias HGopMaryst 0 BeIOpaHHOM (hubTpe:
e  CITMCOK ITPaBUJI KOPPEJISLIMHU, B KOTOPBIX UCTO/b3YyeTCs (PUIbTP MOTOKA COOBITHA;
e  CITMCOK yCJIOBUH, 3a/IaHHBIX JyIs1 (DUIbTPA. Y CJIOBUS MOTYT IPUHUMATD C/IEAYIOIIME 3HAUEHUS:
e PAaBHO - /IJIs1 YC/IOBUSI BBITIO/IHSAETCS (DYHKIIHSI TPOBEPKK PABEHCTBA BhIPAXKEHHIH;

e DPdBHO 3HAYE€HHWIKO B MdCCHBE - [Jid YC/JIOBHSA BBITTO/THACTCA CI)YHKL[I/IH TMPOBEPKH HA/INMYHSA
3Ha4UeHHA B MdCCHUBe [1dHHBIX;

e HMeeT MOJCTPOKY - J/Is1 yCJIOBUS BBIMO/HSAETCS (PYHKLMS TOMCKA MO/ICTPOKHU B CTPOKE;
e omeparop "He" O3HayaeT UTO BBINOJIHSIETCS OTPULIAHWE TPY BHINOIHEHUM (QYHKLMU: "He
paBHO", "He paBHO 3HAUEHUIO B MaccuBe", "He UMeeT ITOACTPOKY".
9.4.3 CospgaHue thnnbTpa NOTOKA COObLITUN

1. Haunute mporjecc co3faHus (uabTpa 4Yepe3 «yHHBepCa/bHble TaOMMIBI» WM WHCTPYMEHT
«bokoBasi maHenb». OTkpoeTcst okHO "Co3zmanue puabTpa motoka" (cm. «Puc. 169»).



¢ CospgaHue punbTpa NOTOKa CopocuTs

HassaHune

MS Windows Defender

+ CpasHexue

i+ eventlogsource.name paBHo windows-defender X
*t eventlogsource.vendor paBHO microsoft X
it observer.event.id paBHO 3Ha4YeHWH B Maccuee W3 4 anemenTalos) X

it eventlogsource.product He umeeT nogcTpoky wondows 11 X

Puc. 169 — Oxno "Co3aanue ¢puibTpa noroxka"

B none Ha3BaHue yKa)kuTe Ha3BaHWe (WIbTPA M Z00aBbTe YC/IOBHE /i1 CPABHEHHWs Ha)kKaB Ha
kHOrKy + CpaBHeHue. OTKpoeTcst 0KHO "HacTtpouts ycinoBue" (cm. «Puc. 170»).

HacTpoutb ycroeve X

DYHKUMA CpaBHEHMA

MPOBEPUTL PABEHCTBO BbIPAXKEHUI oTpuLiaHie
Mepeoe BTopoe

Tin BbIpasKeHNsA Tin BbIPaKEHWSA

3HaueHue 13 cobbITUA Py4HOW BBOJ, CTPOKM

Koy 3HaveHune

event.logsource.name windows-defender

PesynbTar: event.logsource.name paBHo windows-defender CBpocUTL CoxpaHuTb

Puc. 170 — Okno "Hacrpouts ycioBue"

YkaxuTte B okHe "HacTpouTs ycioBue" ciefyoilyto HHGOpMaLuo:
e B mnosie ®yHKIMsA CpaBHeHUsI U3 BbITIAZAIOIIET0 CITUCKA BbIOepUTe (DYHKIIMIO CPDAaBHEHUS:
- "IlpoBepUTh paBEHCTBO BbIpaXKEHU'";
- "lIpoBeputh HanMuue B Maccuse";
- "lloMCK MOACTPOKU B CTPOKe".

e Eum  HeoOXoguMO  BBIMOJHUTHL  OMepaLyi  "OTpullaHue", TO  YCTaHOBUTe
COOTBETCTBYIOLLMH (ar;

o B 6sioke ITepBoe HacTpoliTe MepBYIO YaCTh BbIDA)KEHMUS:

- B nosie Tun BbIpakeHHs BbiOepUTe HEOOXOJUMBIM THUIT BbIPA)KEHUsI, HArlpUMep
"3HaueHue U3 COOBITHA";

- B mone Kirou 13 BhINazaroiero Crmcka BbIOepHUTe 110/l HOPMAaIM30BaHHOTO
COOBITHS, TI0 KOTOPOMY OyZieT MPOUCXOAUTH (GUIHTPALIS.

o B 6s10ke Bropoe HacTpoiTe BTOPYIO UaCTb BbIpaKeHHUsI:

- B mosie Tun BbIpakeHUsl BbiOepuTe HEOOXOJWUMBINA THIT BbIpaXKeHHsl, HarpuMep
"PyuHoii BBOZ, CTPOKHU";



- B I10jle 3HAUeHHUe YKaKUTe 3HaueHue, 110 KOTOPOMY [OJDKHO IIPOBepAThCS I0JIe,
yka3anHoe B tiosie Kimou. Ecm BeiOpana ¢yskuusi "TIpoBeputh Hamuuve B
MaccuBe', TO YKaKUTe MacCUB 3HaUeHUH.

e B 06/0ke Pe3yabTaT MpoBepbTe MPABUILHOCTD 3aJAHHOTO BBIDAKEHUS.
e Haxwmure kKHONKY COXpaHUTh.
4. Jlob6aBbTe HEOOXOAUMOE KOJTMUECTBO YCIOBUM B (PUIIBTP ITOTOKA COOBITHIA.

5. Haxkmute kHONKY COXpaHUTh.

9.44 PepgakTupoBaHune punbTpa NOTOKa COOGbLITUI

1. HaunwuTe miporiecc pejlakTUPOBaHUs (PUIbTPa Yepe3 «yHUBepCaibHble TabIULIbI» WA UHCTPYMEHT
«DOKOBasI MaHe b».
2. BnecuTe He0OX0JUMbIe U3MEHEHUS:
e i #0OaB/IEHHSI HOBOTO YCIOBUSI HOXKMHUTE KHOTKY + CpaBHeHHE;
e I U3MEHEHUs YCJIOBUS HA’)KMHUTE T10 CTPOKE BhIOPAaHHOT'O YC/IOBUS;
e IS U3MEeHeHUs TIOPSiIKa yCJIOBUM UCTIONb3YyHTe KHOTKY
e JUIs yJaJieHus YCIIOBUS U3 (pUIbTPa UCTIO/B3yWTe KHOTIKY X.

3. Haxmure KkHONKy COXpaHHTb.

9.4.5 [Oy6nupoBaHue (pusibTpa NOTOKA COObLITUN

1. OrtkpoiiTe GWIBTP Ha TMPOCMOTP M HaXmuTe KHOMNKY AyOsmmpoBarb. OTKpOeTCs OKHO
"ly6iupoBaTh GUALTP MOTOKA COOBITHI" (CM. «Puc. 171»).

Oy6nupoeaTb GUNLTP NOTOKA COOLITUI X

HazBaHWe ¢MNLTpa NoToKa cobbITUR

MS Windows Defender - ybns

C6pocKTh ‘ Ay6nupoBaTb

Puc. 171 — OkHo " Iy6/impoBath HILTP NOTOKA COOBITHIT"

2. YKaxuTe B OKHe HaUMeHOBaHUe (UIbTpa.

3. Haxwmure kHomKy [{y06/1MpoBaTh.

9.4.6 MMnopTt ¢ounbTpPOB NOTOKA COObLITUNA

1. Haunure miporjecc umIiopta (UIBTPOB Uepe3 «yHHBepCa/ibHble TaOMUIIbI» WM WHCTPYMEHT
«DOKOBas raHesb».

2. B OTKpBIBIIIEMCSI OKHE YKa)KUTe MyTb K apXUBY C (PUIbTPaMHU.

3. Haxmure KHONKY OTKPBITH.



9.4.7 AkcnopT UNbLTPOB NOTOKA COOLITUIA

1. HaunuTe mpoliecc 3KCropTa GWILTPOB uepe3 «yHWBepCaTbHbIE TaOJUIBl» WIA WHCTPYMEHT
«DOKOBas raHeb».

2. Bbygaet chopMupoBaH apxuB C GpuabTpaMu B hopmare .zip.

3. Haxwmute KkHONKYy CKa4daThb U yKaXKUTe MyTb /ISl COXpPaHEHUs apXUBa.

9.4.8 YpaneHue hunbTpa NOTOKA COOLITUIA

1. Haunure ripoliecc ypaneHuss GUIbTpa Uepe3 «yHHUBepCalbHbIe TaOJHUI[b» WM WHCTPYMEHT
«DOKOBas rIaHeIb».

2. IlogTBepauTe yjasieHUe B OTKPBIBLIEMCS OKHe.

3. ®wibTp Oyaert yaaneH U3 miaTGopMsI.
9.5 Makpochbl

9.5.1 OO6Lwue gaHHble

Makpochl — 3TO MOJK/IF0UaeMble 00I{e MOJY/IM K TIPaBWIaM KOPpPeJIsiLiii, KOTOpble MOTYT CO/lepyKaTh,
KaK Y TlepeMeHHble, TaK U PaCLIUPsATh (PYHKLHMOHAI C TIOMOLIbIO PYHKIHIA.

Ecnu BBl XOTUTe yCTaHOBUTH AJis1 Pa3HbIX MPaBU/I MOAYJ/b C OAUHAKOBLIM MOBEIeHUEM, TO MOK/IHOUNTe
COOTBETCTBYIOLLIMI MaKpOC K MpaBUIaM.

Makpochl, Kak ¥ TpaBU/ia KOPPeJISLMH, pa3padaThIBalOTCS Ha CKPUTITOBOM si3biKe Lua.

[Iyist paboThl ¢ Makpocamu niepeiiuTe B pa3zen Koppenasarop — Makpocsi (cM. «Puc. 172»).

PARapC  172.30.25497 ~ | Makpochbl JMUEH3UA akTUBHA fio: 2027-11-16 | © [okyMeHTauus | @ admin v

Makpocbl

® dunetpel +

CopTUpoBKa T HassaHue X +

v ‘ Cospatb ‘ Ypanuts Bce AkcnopTuposats Bce  MMnopTupoBats BeibpaHo: 0 =

HaszeaHue T CoapaHo O6HoBNEHO
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Puc. 172 — Pa3pen "Makpocb1"

B pasgesne orobpaxkaeTcs ciezyromasi WHGOPMaLHs:
o Ha3BaHue — HaMeHOBaHME MaKpOCa;
o Co3aaH0 — JjaTa ¥ BpeMsi CO37laHUsI MaKpoCa;

e OOHOB/IEHO — AaTd U BpeMs 0oOHOB/IEHUS MaKpocCa.



9.5.2

MpocMoTp Makpoca

JI7151 IPOCMOTPA Makpoca HaKMUTe KHOIKY <& B HY)KHOI CTPOKe Tab/IML{bl WM HaXMHTE 110 CChUIKE B

KosioHKe Ha3BaHmue.

BbIOpaHHOTO Makpoca (cM. «Puc. 173»).

OTkpoeTcst TpejcTaBieHHe uepe3 OOKOBYIO IaHeqb W (opMa IPOCMOTpa

?L‘}E{E” 172.30.254138 | Makpocbi © BasasHaHuin | @ admin

L

= v o gl Logie

Logline 1 function on_logline(logline)
2 logline:raw() -- get raw logline (string)

WMameneHo: 12.07.2024 15:59:02 3 logliniget("path") -- get value (string, number) for path from logline
4

. 5 for i=1,20 do

Hoseit 6 logline:get("initiator.fqdn" .. tostring(i))
7 end

Mawmenero: 12.07.2024 15:59:16 3
9 if logline:get("initiator.fqdn") == "pgr.local” then
10 grouper1:feed(logline)
11 end
12
13 end

Puc. 173 — ®opma npocmoTpa Makpoca

B 60KoBoI1 TaHem oToOpa)kaeTcsi ciieyrolast MHPopMaryst 0 MaKpocax:

e HaMMEHOBAHHWE MdKPOCd,

e [1daTa U BpeMd IoC/ieAHETO N3MEHEHUA MdKPOCd.

B paboueii obacTi oToOpaXkaeTcst TesI0 Makpoca.

9.5.3

Co3paHue makpoca

1. HauHuTe mporecc CO3[aHUs MaKpoca 4Yepe3 «yHUBepCajbHble TabIULb» WM WHCTPYMEHT
«bokoBasi maHenb». OTKpoeTcsi okHO "Co3zanue Makpoca" (cM. «Puc. 174»).

< CO3ﬂaHHe MaKpoca CBpocuTte

HaseaHwe

Logline

fun

end

ction on_logline(logline)
logline:raw() -- get raw logline (string)
loglin:get("path") -- get value (string, number) for path from logline

for i=1,20 do
logline:get("initiator.fgdn" .. tostring(i))
end

if logline:get("initiator.fqdn") == "pgr.local” then

grouperl:feed(logline)
end

Puc. 174 — Oxkno "Co3ganue makpoca"

YKaKuTe B OKHe Ha3BaHUe U KO MdKpOCa.



3. Haxmure KHONKy COXpaHHMTb.

9.5.4 PepaktupoBaHue Mmakpoca

1. HauHwuTe mpoljecc pelaKTUPOBAHUSI MaKpOCa uepe3 «yHUBepCa/bHble TabIULIbI» UM UHCTPYMEHT
«DOKOBas raHeb».

2. BHecuTe HeoOXOAMMbIE U3MEHEHMS.

3. Haxmure KHONKy COXpaHHMTb.

9.5.5 Jy6nupoBaHne makpoca

1. OrkpoiiTe MakpoCc Ha TMpPOCMOTP U HaXMUTe KHOMKY Jy6smpoBarb. OTKpOeTCs OKHO
"y6mpoBaTb Makpoc" (cM. «Puc. 175»).

Ay6nupoeaTk Makpoc %

HazeaHue makpoca

Logline - Ay&ne

Puc. 175 — Okno " {y6/iupoBath Makpoc"

2. YKaxuTe B OKHe HAUMeHOBaHMe MaKpoca.

3. Haxwmwre kHOTKy /ly6/1MpoBaTh.

9.5.6 MmnopTt makpocoB

1. HauHuTe ripoliecC WUMIIOPTa MaKPOCOB Uepe3 «yHHBepCa/ibHble TaOMULbl» WA WHCTPYMEHT
«DOKOBas raHe b».

2. B oTKpbIBIIEMCS OKHE YKaXUTe MyTh K apXHUBY C MaKpPOCaMHU.

3. Haxmure KHONKY OTKpPBITS.

9.5.7 JKCNOPT MaKpocoB

1. HaunuTe miporiecCc 3KCIIOpPTa MaKpPOCOB Yepe3 «yHUBepCajbHbIE TaOMUIBI» WIA WHCTPYMEHT
«DOKOBas MaHe b».

2. Bypet cdopmupoBaH apxuB C Makpocamu B ¢opmare .zip.

3. Haxwmure KHOIIKY Ckauarthb U YKaXUTE IyTh [AJId COXPAHEHUA dPXHBd.

9.5.8 YpaaneHne makpoca

1. HauHuTe Tipollecc y/ajeHUsi MaKpoca uepe3 «yHUBepCa/bHble TaOMMIbl» WIA UHCTPYMEHT
«DOKOBas raHeIb».

2. HO,E[TBEP,E[I/ITG yAad/ieHre B OTKPBIBIIEMCA OKHeE.

3. Makpoc OyeT yzaaneH U3 1aathopMbl.



9.6 LLlaGnoHbI anepToB

9.6.1 O6wue AaHHbIE

IIpu HacTpolike TipaBW/Ia KOPpPEeJSLMM Bbl MOXKeTe MCII0/Ib30BaTh 3apaHee TOATOTOBJIEHHBIE I11a0/I0HbI
"anepToB", B KOTOPBIX MOYKHO HAaCTPOHUTH CJIeAIyIollee MIOBeJieHHe MPH CpaboTKe TpaBHIa;

e TIPUCBOEHME YPOBHS PUCKA;
e ABTOMAaTHUeCKOe CO37laHhe WHLIWZEHTa;
e ABTOMAaTHUECKOe Ha3HaueHWe MHLU/IeHTa T0/Ib30BaTeJIko.

Ina paboTel c 1mabnoHamu "aneptoB" mepediaute B pasnen Koppensarop — IIIa6/ioHBI a/iepToB U
BbIOepuTe 1m1ab/10H U3 crmcka (cM. «Puc. 176»).

gﬂmf—" 172.30.254.97 ~ | WaGnoHsl anepTos Tujeraun axTvawa go: 2027-11-18 | © Aoxywewtaunn | (R) admin

Llla6noHbl anepToB

®© Dunetpsi

Coprupoewa | Haseauve X +
¥ [ cospam yaanis ace | Bubpanoi0 O @
Hassanne 1 Yposews pucka FQDN Hostname P MAC OBHoBneHO Cospano
3 - - elastic_key - 2025-04-29 14:50:35 2025-04-09 14:04:45 @ & w

" AnepT no elastic_k 3 @timestamp elastic_key action elastic_key 2025-04-29 14:50:03 2025-04-09 14:04:38 @ F [

50/ eTpania

o (]
Puc. 176 — Pa3pen "ITa610HbI anepToB”
B pa3zene orobpakaetcs cieaytoiiasi UHGOpMaIvis:
o Ha3Banue — HarMeHOBaHUe 11ab/I0Ha "anepTa";

e YpoBeHb pucKa— I1MppoBoe 0003HaueHWe YPOBHs YIpO3bl, KOTOpPOe OyZeT MpPUCBOEHO
UHIW/IEHTY B pe3ysibTaTe "'cpaboTKu" MpaBuia;

o FQDN - nosie cobrITHs1, KoTOpoe OyzeT ornpefensTbesi Kak FQDN akTuBa;

o Hostname — nose co6bITHs, KOTOpOe OyzeT onpefensaThcsa Kak Hostname akTuBa;
e [P —mosie cobbITHS, KOTOPOE OyZIeT orpeieNiAThCS Kak IP-afpec akTHBa;

e MAC - nosie cobbITHSI, KOTOPOe OyzeT onpeensTbcst Kak MAC-afpec akTHBa;

e OO0HOBJ/IEHO — /]aTa ¥ BPeMs1 U3MeHeHHsT UHPOPMaI[iH O 11ab/ioHe;

o Co3paaHo — 1aTa ¥ BpeMsI CO3/jaHus 11ab/0Ha.

9.6.2 MpocmoTp wabnoHa "anepra”

151 IpOCMOTpa 11ab/I0Ha HAKMHUTe KHOTKY <O B Hy)KHOM CTpOKe Tab/IML{bI UM Ha)KMUTE IO CChUIKE B
kKonoHke Ha3zBanme. OTKpoeTcsi Tpe/CTaB/ieHWe dYepe3 OOKOBYH TaHesb U ¢GopmMa TMPOCMOTpa
BbIOpaHHOTrO 111ab/10Ha (CM. «Puc. 177»).



PARRES  172.30.254.138 Llla6noHb1 anepToB @ Basa aHaWuid | @ admin

ABTO CO3[jaHNE NHLMAEHTA @ vranwrs | flySnuposars

Q ABTO CO3AaHWE MHLUUACHTA

Wanieneno: 2024-09-06 09:53:45 YpoBEHs pucka

0]
Nposepka BpemeHn onepayum
o
Vaweneto: 2024-09-06 09:54:43
B JIOrUPOBATE YKA3aHHOR UNCNO COBBITHRA
2
IP akTusa FQDN axtnsa Hostname axtuea MAC aktusa
L)
@ TexHuku Mitre
3
LWaBnoH

Puc. 177 —®opma npocMoTpa miadIoHa «aaepra»

B 60K0Boi1 aHe M 0ToOpaXkaeTcst cenyroias HHGopMariys o 1maboHax:
e HaWMeHOBaHUe I11a0/I0Ha;
e /laTa U BpeMs MOC/IeZIHer0 M3MeHeHus 11ab/ioHa.

B paboueii o6acTi 0ToOpaXkaeTcst CTPYKTypa JAaHHBIX 1 BHEIIHWH BUJ, [11a0/I0Ha.

9.6.3 CospgaHue wab6soHa "aneprta”

1. HaunuTe mpouecc co3jaHusi mabjoHa uepe3 «yHUBepCajbHbIe TAO/IUIBI» WIM WHCTPYMEHT
«bokoBast maHesib». OTKpoeTcst okHO "Co31aTh mabmoH" (cM. «Puc. 178»).

¢ Coz3paTtb WabnoH

HaseaHe wabnoHa

ABTO HasHadeHue

YpOBEHb prcKa

<
0 1 2 3 4 5 6 7 8 9 10
CoafaTb MHUMAEHT HasHauWTb MHUWAEHT NoNb3oBaTenNto TNorupoBats nepeoe 1 nocneaHee cobbiTve Tloruposare ykasaHHoe 41cno cobeiTui
2 -+
IP akTuBa FQDN akTuBa Hostname akTuBa MAC aKTuBa
action elastic_key event.packet @timestamp

TexHuku Mitre

T1548, T1548.001

LLiabnoH

ABTO HasHaueHKe

Puc. 178 — OkHo "Co3aaTh madaon"

2. YKaxuTe B OKHE CIeAYIOIIyI0 HH(POPMALHIO:

o Bmnosie Ha3BaHue ma6/i0Ha ykaxute Ha3BaHUe 1maboHa "anepra';



B 110Jle YPoOBeHb PUCKa BbiOepuTe 1[U(hpoBoe 0003HaUeHHe YPOBHS PHUCKa, KOTOpoe Oyaer
TIPMCBOEHO "cpaboTKe" MpaBuUIa;

ycraHoBute (ar Co3paTh HHIUAEHT eC/id HeoOXOJWMMO aBTOMAaTHYeCKH CO3/1aBaThb
VHI[UZIEHT Ha OCHOBaHWHM "cpabOTKHU" TIpaBuUIa;

YCTaHOBUTE (bnar Ha3nauuthb HHIUJEHT TI10/71Ib30BaAaTe€/II0 eC/Iu HGO6XO,HI/IMO
dBTOMATHUYECKH Ha3HaUdTb MHIKMAECHT I10/Ib30BATEJIIO;

BbIOEpHTE KOJTMUECTBO COOBITHIM, KOTOPbIe HEOOXOAMMO 3aIlUChIBaTh B )KypHas:

e eC/M BbI XOTHTE 3alMChIBaTh TOJBKO TIEPBOe U MOC/eHee COObITHE, TO YCTAHOBHUTE
COOTBETCTBYIOLMI (ar;

e B oOpaTHOM C/lyyae yKakuTe HeoOXoJuMoe 3HaueHHe B Tioie JlormpoBaThb
YKa3aHHOEe YMC/I0 COOBITHH.

B nosie IP akTHBA 13 BBITA/JAIOIIEr0 CIIMCKa BEIOEPUTE T10J1e, KOTOPOEe OYZeT BLICTYIMATh B
KauecTBe IP-agpeca aktuBa. [Tojie MOXKeT SIB/IATHCSA YaCTbIO CBOJHOM TaOJHI[bI COOBITHH;

B mose FQDN akTuBa M3 BBINAZJAMOIET0 CIHMCKAa BbIOepuTe TMojie, KOTOpoe Oyaer
BBICTYNaThb B KaueCTBe HAaUMEHOBaHUs JOMeHa akTuBa. [losle MOXeT SIBIATHCS 4YaCTblO
CBOHOM TaO/MIIbI COOBITHIA;

B mose Hostname akTuBa M3 BBITIAJAIOIIEr0 CIMCKa BbIOEpUTe Tojie, KOTopoe Oymer
BBICTYNaTh B KauecTBe HAaMMEHOBAHUs XOCTa aKTHWBA. [lojie MOXKET SIBJSSTbCSA YaCThbIO
CBOJJHOM Tab/MUIIbI COOBITHH;

B mnone MAC akTHBa U3 BbINAZAONIEr0 CMMCKA BbIOEpUTE TI0/Ie, KOTOpoe Oyjer
BbICTyNaTh B KadyectBe MAC-agpeca aktuBa. [lose MOXKeT SIBASATBCA YaCTbIO CBOJHOU
TaOMULIbI COOBITHIA;

B miosie Texuuku Mitre - yKakuTe uepe3 3amiTyi0 HAEHTHU(PHUKATOPbI TEXHUK,
WCTI0b3yeMbIX KHOeprpecTyImTHUKaMU, KOTOPbIe OMMCcaHbl B 0a3e 3HaHUM Komranuu Mitre
(mogpobnee cMm. Techniques - Enterprise | MITRE ATT&CK®);

B 11o/1e [11a6/10H yKa)KuTe ZOTOMHUTEIbHYI0 HH(OopMaluio 06 "anepre".

3. Haxwmure kHorky Co3parh.

9.6.4 PepakTupoBaHue wabnoHa "anepra”

1. HauHwuTe mpoliecc pefakTUpOBaHus 111ab/i0Ha uepe3 «yHHUBepcaabHbIe TabIULbl» UM UHCTPYMEHT

«DOKOBAas raHesb».

2. BnHecute He06X0/[MbIe U3MEHEHUs.

3. Haxmure KHONKy COXpaHHUTb.

9.6.5 [Ay6nupoBaHue wabsnoHa "anepta”

1. OtkpoiiTe 11ab/OH HAa TPOCMOTP M HAXKMHUTe KHOMKY Jyb6aupoBarb. OTKPOETCS OKHO
"[ly6iupoBaTh 111a6/10H anepta’ (cM. «Puc. 179»).


https://attack.mitre.org/techniques/enterprise/

LOy6nupoeaThb WWa6noH anepTta P

HazgaHue wabnoHa

MNpoeepka BpemMeHu onepauumn - [1yéns

Puc. 179 — OkHo " Iy6impoBath mab/10H arepra”

2. VYKaxure B OKHe HaMeHOBaHue I111aboHa.

3. Haxwmmure kHOTIKY [{y0/1MpoBaTh.

9.6.6 YpaneHune wabsioHa "anepta”

1. Haunure mpouecc yzaaneHus I1absioHa yepe3 «yHHUBepCajibHbIE TaO/MUIBI» WM WHCTPYMEHT
«DOKOBas MaHe b».

2. IlogTBepauTe yjasieHUe B OTKPBIBLIEMCS OKHe.

3. IIIabson anepta OyzeT yjaneH u3 miaT(opMal.

9.7 LLIaGNOHbI rpynnUpPoOBKU

9.7.1 OO6LWMe gaHHble

[Tpu HacTpoliKe MpaBuU/ia KOPPENSLUM Bbl MOXKETe MCIO/b30BaTh 3apaHee TOATOTOBJIEHHbBIE I1a0/IOHBI
TPYIIIMUPOBKY COOBITHIA.

['pynmMpoBKa BBITIOHSETCS 110 BLIOPAHHOMY TIO/TF0 HOPMa/IM30BAaHHOTO COOBITHSI.

[Tnardopma rmoaep)KMBaeT BO3MOXKHOCTb OTC/IEKUBAHUSI U TPYNIUPOBKU TIOJ03PUTETBHBIX COOBITHHA,
CJIeAYIOIINX OZHO 3a IPYTUM (LIETIOUKH COOBITHIA).

Onsa  pabotel c 1rabsoHamMu TpPYNIUMPOBKU Tiepeidizute B pasgen Koppeastop — IITab6ioHsbl
rpynnMpoBKH (cM. «Puc. 180»).
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Puc. 180 — Pa3pen "II1a6/10HbI IPyNIHPOBKH"

B pa3zesnie oTobpaykaeTcst ciieyroriasi iHPOpMaLust:



o Ha3BaHue — HaMeHOBaHKe 11a0/I0Ha TPYNIUPOBKY;

e Pa3mep o0KHa rpynnmupoBKM — BDeMeHHOW WHTEepPBa, B TeUeHHEe KOTOPOTO OyZeT BBITOTHSATHCS
TPYIIHAPOBKA COOBITHIA;

e Ilopor kosmuecTBa COOBITHH /il cpabaThbIBaHUS — KOJMUECTBO COOBITHH, MO AOCTHKEHUIO
KOTOPOT'O B OKHe TPYIIITUPOBKY, Oy1eT cpabaThiBaTh MPaBUJIO;

e OOHOB/IEHO — laTa U BpeMsl u3MeHeHHs H(opMalyu o 11abJioHe;

e Co3aH0 — aTa ¥ BpeMsl CO3JjaHus 11ab/IoHa.

9.7.2 MpocmoTp WwadnoHa rpynnupoBKU

JIs1 IpOCMOTpa 11ab/I0Ha HAKMHUTe KHOTKY <O B Hy)KHOM CTpOKe Tab/IMLbI WM Ha)KMUTE TI0 CChIIKE B
kKonoHke Ha3Banme. OTKpoeTcsi TpefCTaB/ieHHWe dYepe3 OOKOBYH TaHesb U ¢GopmMa TMPOCMOTpa

BbIOpaHHOTO 111a6/10Ha (CcM. «Puc. 181»).

@ Basasiannd | () admin -

172.30.254138 ~~ | |LlaGnoHbI rpynNNUPOBKK
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¢ 1 “ lpynnMpoBKa no BpemeHn B Yaanwrs | | Ayonuposars

e} TPYNNNPOBKa No BpeMeHn

T A T Ha3gaHme wabnona

MPYNNMPOBKS NO BPEMERH
Arperauusa no uaeHTHMKaToPy

Vaseneno: 2024-09-06 10:15:52
pynuposats no Arperwposars no

action (@ action [

PasMep okHa TRYIMAPOBKA Mopor KonWecTsa CoBLITHIA AR CpaBaTLIBaHWSA

5 1

W
EBpems cobaius ®opMaT BpemeHi

&

MCNoNs308aTh LEnoyKy
Puc. 181 — ®dopma npocmoTpa mad/10Ha rPyNIUPOBKU

B 60K0BOIi T1aHe/ M 0TOOpaXkaeTcs ceayoiasi MHPopMalys o 1adbIoHax:
e HaWMeHOBaHHUe I1a0/I0HA;
e JlaTa W BpeMs ITOC/IeZIHEr0 W3MeHeHHs 11abJIoHa.

B paboueit o65actu oToOpa)kaeTcsi CTPYKTYpa AaHHBIX W BHEIIHUH BH/ 111a0JI0Ha.

9.7.3 Co3spgaHue WaG/0HA rPYyNNMUPOBKN

1. HaunuTte mporjecc co3/aHusi Iab/joHa 4Yepe3 «yHUBEPCATbHBIE TaO/MUIB» WIM WHCTPYMEHT
«bokoBas maHesnb». OTkpoeTcst okHO "Co3zath mabaoH" (cM. «Puc. 182»).

Cospatb wabnoH m

Puc. 182 — ®opma "Co3parb mabdioH"

2. YKaxkuTe B OKHe CJIeyIOIIy0 UHPOPMaLHUIO:



B nosie Ha3BaHue m1a6/10Ha yKa)knTe Ha3BaHHe I1ab/i0Ha TPYTIITUPOBKHY;

B nosie ['pynnupoBaTh Mo 13 BBITNAJAIOIET0 CIHMCKA BbIOEpHUTe 10Jie HOPMaTM30BaHHOTO
COOBbITHSI, 1O KOTOpPOMY OyJeT BBINOMHATHCS TPYNIUPOBKA. MOXKHO BBITIOHSTh
IPYNIUPOBKY MO HECKOJILKUM TOJISIM;

B T10/ie ArperupoBarh M0 U3 BBINAAAOLIEro CI1McKa BbIOepUTe 1oJie HOPMaIu30BaHHOTO
CoOBITHSI, TI0 KOTOPOMY Oy/leT BBIMOJHATHCS (PYHKLHMS arperanjuv. MO>KHO BBITIOJTHUTH
arperayto 1o HeCKOJIbKAM TT0JISIM;

B riosie Pasmep okHa rpynnupoBKH YKa)KMTe BpeMeHHOW WUHTepBasl, B TeueHrue KOTOPOro
OyZleT BBIO/THATHCS TPYTIITMPOBKA COOBITHIA;

B rmiosie [Iopor KosMuecTBa COOBITHH /1A CpadaThHIBAHUS YKOKUTE KOJHUUECTBO
COOBITHH, 0 ZOCTXKEHUIO KOTOPOTO B OKHE I'PYTIITUPOBKH, Oy1eT cpabaThiBaTh MTPaBUIIO;

AJId arperaiy TOJIBKO YHUKAJ/IBHBIX 3HaueHui YCTaHOBUTE COOTBeTCTBy}OH_[I/II‘/JI cbnar;

B 1i0/ie Bpems coOBITHA 13 BBINAJAIOIIET0 CIMCKa BbIOepUTe T0Jie HOPMai30BaHHOTO
COOBITHSI, TI0 KOTOPOMY OyZIeT BEIUMC/IATHCS BPEMS COOBITHS;

B 1ojie dopMaTr BpEeMeHH U3 BBINNAZAIONIET0 CIIMCKA BbIOepuTe (opMaT BpeMeHH
CcoObITHS.

3. Tlpu HeoOXOAMMOCTH HACTPOWTE LIeNOUKy COOBITHH. [Iji 3TOr0 yCTaHOBUTE COOTBETCTBYIOLIHIA
nepek/IroUaTesb B MojioykeHue "BkitoueH" U f00aBbTe yC/IOBHS /IJIS 1IETIOUKH COOBITHI Ha)kaB Ha
kHOrKy + CpaBHeHue. OTkpoeTcs 0KHO "HacTtpouts ycnoBue" (cm. «Puc. 183»).

HacTpouTtb ycnoeue X
DYHKUWA CpaBHeHUA
MpoBepUTb HanuUuKe B MacCcuBe
CTpoka Maccue
TWN BbIpaXKeHWA TWN BbIpaXKeHnA
3HayeHWne 13 cobbITuA Maccue CTPOK
Knrou 3HayeHue
event.alert event - +
event.anomaly - +
PeaynbTar: event.alert paBHO 3HAYEHWK B MaccvMBe W3 2 anemMeHTa(oB) CopocuTb CoxpaHuTb

Puc. 183 — Okno "Hacrpouts ycioBue"

4. Ykaxure B okHe "HacTpouTh yciioBue" cjieyrolyro HHGOpMaLio:

B none (I)yHKI]HH CPpAdBHEHHUA H3 BbIlldJaloljero CrinCka BbI6epI/ITe q)YHKL[I/IIO
HpOBepI/ITb Hd/IMYHe B MdCCHUBE;

B 6s10ke CTpOKa HACTPOiiTe TIePBYIO UYaCTh BhIpaXKeHHsI:

- B mosie Tunm BhIpa)keHUsl BbIOEpUTe HEOOXOMUMBIA THIT BBIP@KEHUs, HalpuMep
"3HaueHue 13 coobITUA";



- B mone Kirou v3 BhINazaioiero Crucka BbIOepUTe I10/ie HOPMAaIM30BaHHOTO
COOBITHS, TI0 KOTOPOMY OY/IET BBISIB/IATHCS 1I€TIOUKA COOBITHIA.

e B 06510ke MaccuB HacTpoiiTe BTOPYIO YaCTh BbIPayKeHUSI:

- B mosie Tun BhIpa)keHUsi BbiOepuTe HEOOXOJWUMBIA THIT BbIpaXKeHHsl, HarpuMep
"MaccuB cTpoK'";

- B 1oJie 3HaueHHe YKa)KUTe MacCHUB 3HaUeHHH, TI0 KOTOPBIM [JOJDKHO MPOBEPSTHCS
roJie, ykazaHHoe B roJie Kirou.

e B 6s10ke Pe3ysibTaT NpoBepbTe MPaBUIBHOCTD 33/JaHHOTO BhIPAYKEHMST;
o Haxmure KHONKy COXpaHHMTB.
5. Jlob6aBbTe HEOOXOJUMOE KOJUUECTBO YC/IOBUH IIETTOUKU COOBITHM.
6. HacrpoiiTe AOMOMHUTENbHBIE TapaMeTpbl TOBeAeHUs /sl A00aBlIeHHBIX YC/IOBUN LIETIOUKU

coObITHH (M. «Puc. 184»):

~+ CpasHenue
elastic_key paBHO 3Ha4YeHWIO B MaccuBe 56723123476
KonuuyecTeo cobbITUi X

2 -+ TodHoe coBnageHWe KonudecTea cobbITHIA OTcyTcTBYET

Puc. 184 — ITapameTpbl YC/I0BHIi [ENOYKHU COOBITUI

e B riosie KosimuecTBO COOBITHH YKa)KUTe MUHHAMAa/IbHOE KOJTMUECTBO HAalJeHHbIX COOBITHH,
MOAXO/IAIIUX TI0/ YC/IOBHe [/ 'cpabOTKK" TIpaBuUIa;

e 75 BK/IIOUEHWS IIPOBEPKU CTPOTO COOTBETCTBHUSI KOJIMUECTBA COOBITHI yCTaHOBUTE
¢dnar TouHoe cOBNa/jeHHe KOJTHUECTBA COOBITHIA;

e [ OTK/IIOYEHWS TIPOBEPKH [0 BBIODAaHHOMY YCJIOBUSI YCTaHOBUTE TiepeK/ovaTesib
OT1cyTcTBYeT B 110/10)keHue "Bkirouen".

7. Haxmute kHONKy Co3jaTh.

9.7.4 PepaktupoBaHue wa6/ioHa rpynnmupoBKU

1. HaunHwWTe mpoliecc peflaKTUPOBaHUS 111a0/I0HA Yepe3 «yHHUBepCasbHbIe TabUIbI» UK UHCTPYMEHT
«DOKOBas MaHeb».

2. BHecuTe HeoOXOAMMbBIE U3MEHEHMS.

3. Haxmure KHONKy COXpaHHUTb.

9.7.5 [Ay6nupoBaHue WabnoHa rpynnupoBKn

1. OtkpoiiTe Mmab/oH HA TIPOCMOTP M HaXKMUTe KHOMKY JlyosmmpoBaTtb. OTKPOETCS OKHO
" y6mpoBaTh 111a0/10H rpynmmyupoBKU” (cM. «Puc. 185»).



Oy6nupoeaThb Wa6NoH rpynnupoBKH X

HaseaHwe wabnoHa

Mpynnuposka no knouy - Ay6nb

‘ Cbpocutb ‘ [Lybnuposatb

Puc. 185 — OkHo " Iy6impoBaTth m1a6/10H rPyNNUPOBKH"

2. VYKaxuTe B OKHe HavMMeHOBaHue 111abJyioHa.

3. Haxxwmure kHOTKy y0/1MpoBaTh.

9.7.6  YpaneHue wWao6s0Ha rPynnupoBKn

1. HaunuTte miporiecc yhaneHus I1ab/0oHa uepe3 «yHUBEpCa/bHble TaOMUIbI» WIX WHCTPYMEHT
«DOKOBAas r1aHesb».

2. TlopTBepauTe yzAaieHUe B OTKPBIBLIEMCSI OKHE.

3. IITabsioH rpynIMpoBKY OyeT yaaneH u3 raaTdopMbl.

9.8 TaO/INYHBbIEe CNMUCKU

9.8.1 OO0LWume AaHHble

Tabmunbele criicky (Rapid Value Store), sSBASIOTCS BHAOM aKTHBHOTO XPaHW/IWINA -- aBTOMAaTHUECKH
M3MeHsIeEMOT'0, B 3aBUCUMOCTHU OT YC/IOBHUH.

TabMuHbIe CITUCKA MOTYT UCII0J/Ib30BaThCS /151 CJIEAYIOIINX LIeTei:
e 17151 oOpalljeHusi K CTIPaBOYHBIM /IaHHBIM;

e JUIA JOTIOJTHUTEbHOM (uibTpal rpu paboTe ¢ oboraijeHHeM W3 TaKMX HCTOUHUKOB Kak:
Active Directory, AKTUBBI;

e s fobaBieHus1 WAeHTU(DUKATOPOB aKTHBOB U T0Jb30BaTesield B "KapaHTWH', [/is UCK/IFOUeHHsI
MOBTOPHBIX "cpabOTOK" MpaBuU/I [0 pellleHus] UHIIWEHTa,;

e /7S peanM3aLu MexaHu3Ma "depHbIX" U "0enbIx" CIIMCKOB.

XpaHumuiria MOTyT ObITh CO3/IaHbI BDYUHYIO M aBTOMAaTHUeCKH. ABTOMAaTHUeCKOe CO3ZlaHHe XPaHUIUIIA
BKJTIOYAET B Ce0s1 crie/lyroIye Criocoobl:

e rmiocpesicTBOM 00paboTku cobwiThii oT uctouHrka "Kaspersky-SecurityCenter-db-host-activity" u
npaBusia "AV_KES_Hosts with old bases and without workable antivirus";

e TIOCPE/ICTBOM HCITOJTHEHHWsI CKPHUIITOB, MOTyYarolnx uHpopmauumio U3 Active Directory akTHBOB
[TnaTdhopmsbl.

TabuHbIe CITUCKY TIO//IEP)KUBAIOT C/IeIYIOIIHE TUTTBI TIOJIeH:
e string - yKa3bIBaeTCsi CTPOKa;

e integer - yKa3blBaeTCs I1ejI0e YHUCJIO;



e Dbigint - yKa3bIBaeTCs 1je/l0e YMC/I0 TIPOU3BOILHOM TOUHOCTH;

e double - yKa3bIBaeTCs Lje/i0e Wik JPOOHOe UKC/IO C JBOWHON TOUHOCTHIO;
e IP -ykasbiBaercs [P-agpec,

e CIDR - yka3sbiBaetrcs IP-agpec mozaceTu.

[lpy HamvcaHUM TIpaBU/I KOPPeNsLUM [/ MX BbI30Ba B KOZe TpaBWia HeoOXOAWMO MCIO/Ib30BaTh
(byHKLMIO RVS.

s paboTel ¢ TabMMUHBIMU CrUCKamMH Tiepedizaute B paszen Koppensarop — TabiuuHble CIOHUCKH U
BbIOEpHTe XpaHU/IHILE U3 cricKa (cM. «Puc. 186»).

z;‘:ﬂ?" 172.30.254138 ~ | TaGnM4HbIi CIUCOK © Basasvarmii | (Q) admin v
Q

whitelist_account_sids 3anuceit: 0

MpuMep 3anofHeHNs XpaHunuwa Y ‘ [o6asuTk 3anuck ‘ YnanTe BCe | 9KCMOPTMpOBaTh BCe  MIMNOPTUMPOBaTL c o
0] target.user.id, target.host.ip,...

_id _ttl £ net
Pl customer domain... 3anuceit: 0
10.0.0.0/8 - 10.0.0.0/8
# Mpumep: FQDN, IP, is_dc_RODC, / f e
B Hostname 172.16.0.0/12 - 172.16.0.0/12 73N I
P local-networks 3anuceit: 3 192.168.0.0/16 - 192.168.0.0/16 o @ mw
DNS-servers 3anuceir: 0 10/ cTparuua
)]

Cnucok DNS cepsepoBs

i cred dump files path

["\mimidrv',\\Isass', \\minidump\\minidum|

Domain controllers 3anuceit: 0

CrMCOK KOHTPONIEPOB AOMeHa
Mpumep: FQDN, IP, is_dc_RODC, ...

blacklisted service... 3anuceir: 22

OnucaHue: "evil_service_pattern”
Puc. 186 — Paspaen "Tabauunbie ciucku"

Habop oToOpa)kaeMbIx AaHHBIX (DOPMHUPYeTCS B 3aBUCHMOCTH OT HAaCTPOEK BbIODAHHOIO Tab/JMYHOTO
CIMCKa.

3naukom £ oTMeueHsI MoJisl, KOTOpble SBASIOTCS "kKarouaMu" s (OPMUPOBAHUSI YHUKABHOTO
uzieHTHbUKaTOpa 3anucH (rojie id). I[To 3ToMy MaeHTH(hUKATOPY TTpaBU/Ia OYAyT 00paIiathCs K Hy)KHON
3aMmicd W3 TabmuuHoro crivcka. I[Ipu3Hak "Kmroua" yKasbIBaeTcs [J/si TIOJIs Ha 9Tare Co3/aHus
tabuHoro cnucka. Heobxoaumo co6mojaTh YHUKaJIbHOCTD OIS id.

9.8.2 CospgaHune Tab/IMYHOro cnucka

1. Haxwmwute kHOnky Co3garh TabaumuHbIM cmucoK. OTkpoercs okHO "Co3gaHue Tab/IMYHOTO
cnucka" (cMm. «Puc. 187»).



CospaHuve TabnuuHoro cnucka X

HassaHne

host+username

Onuncaxune

MoacyeT obpalyeHuit ¢ oNpPeaeneHHoro XocTa, KOHKPETHBIM Mob30BaTENeM

CxeMa flaHHbIX

HassaHue Tun Kntoy
HassaHme Tvn Knroy

username string ()
Hassanue Tun Knioy

count integer

LobaButb

OTtMmeHa CoxpaHutb

Puc. 187 — Okno "Co3gaHue Tab/IMYHOro cnucka"

2. YKaxuTe B OKHe CJ/IeZIyIOL[y0 UH(POPMaLUIO:
o Brosie Ha3BaHue yKa)kuTe Ha3BaHHe TabIMYHOTO CIIHMCKa;
e B osie OnKCcaHue YKaKUTe JIOTIO/THUTE/IbHBIE CBE/IEHUSI O TaOJIMYHOM CIHUCKE;
e B On0ke CxeMa JJaHHBIX HACTPOUTeE MOJIsE TAOTMUHOTO CITUCKA:
- B 1nosie Ha3BaHMe yKa)KuTe Ha3BaHUe M0/ CXeMbl JJaHHbIX;

- B mnoJsie Tun us3 BbITIaJaroIero CIIUCKa BbIOEpUTE TUTT
mosisd: string, integer, bigint, double, IP, CIDR;

- B mosie Kimrou nipy Heo0X0/IMMOCTH yCTaHOBUTe TpU3HaK "Kmou". Kimou ciayxur
JU1s1 POPMHUPOBAHKS YHUKAIBHOTO HIeHTU(HKATOPa 3aMyiCH TabJIMYHOTO CTIHMCKa;

- nmobaBbTe HEOOXOAMMOe KOJIMUEeCTBO TI0JIeM B CXeMY JIaHHBIX TabJIMUHOTO CITHCKA.
[51s1 3TOr0 HAKMHUTE KHOTIKY [{00aBUTBH.

3. Haxmure KHONKy COXpaHHUTb.

9.8.3 PaboTta ¢ 3anncamMmm Tab/iIMYHOIro Cnmcka
Hap 3anucsimu Tab/TMUHOTO CTIMICKA [JOCTYITHBI CI€AYIOIIHe OTiepaliyu:

- [NobaBneHue 3ammcy.

- PepakTupoBaHUe 3aricH.

- [y6mupoBaHue 3anucu.

- DKCIIOPT 3amnucei.

- WwmnopT 3anucei.

- YpaneHue 3amucen.

- MaccoBble onepaiu Haj, 3arucsIMu.



[lobaBieHre 3an1CH BBITOJTHSETCS CIeAYOLIUM CIIOCOO0M:

1. BoiOepure TaO/MMUHBIA CMHUCOK W HaXMUTe KHOMNKY Jlo6aBHTH 3amuch. OTKDOETCS OKHO
"Co3pmanue 3anucu" (cMm. «Puc. 188»).

CospgaHue 3anncu %

_ttl

host

host1

username

usernamel

count

OTMmeHa CoxpaHuTb

Puc. 188 — Oxno "Co3ganue 3anmucu”

2. OkHo "Co3pganue 3anucu" ¢dopMupyeTcss B 3aBUCMMOCTU OT HACTPOEHHOM CXeMbl JaHHBIX
TabMUHOTO CMIMCKA. YKa)KUTe B OKHE COOTBETCTBYIOIIIHE JaHHBIE.

3. B mose ttl ykaxxute gary, OO HaCTymyieHHWsT KOTOPOWM 3amvch TaO/MMUHOTO COHcKa Oyzer

JleliCTBUTEJIbHa;

4. Haxmure KHONKY COXpaHUTB.

9.8.4 PepakTupoBaHue Tab/IMUHOIO Cnucka
1. BbIﬁepI/ITe 13 CIIMCKa H606X0,Z[I/IMin/JI TaO/IUYHBINA CIIUCOK U HAXKMUTE KHOIIKY PeAaKTl/IPOBaTb.
2. Bnecure H806XO,E[I/IMbIe N3MEeHeHNs.

3. Haxmure KkHONKy COXpaHHMTb.

9.8.5 [Ay6nupoBaHue TaG/INYHOro cnucka

1. Bribepute W3 criMcka HeoOXOAMMBIM TabJMUHBIA CMMCOK UM Ha)KMHUTe KHOTMKY JyO0sMpoBaTh.
OTkpoetcsi okHO "[Iy6simpoBaHue TabmuHoro crmcka' (cm. «Puc. 189»).



Oy6nuposaHue TabnMyHOro cnucka X

HassaHue

host+usernameﬂy6nt4

OnucaHne

MopcueT o6palLeHuit ¢ onNpeaeneHHoro XocTa, KOHKPETHLIM Nob30BaTenem

Cxema faHHbIX

HaszeaHue Tun Knroy
HazeaHue Tun Knroy
username string (:)
HassaHue Tun Koy
count integer
Nobaeutb

OTmeHa CoxpaHuTb

Puc. 189 — OkHo " [Iy6/iupoBaHue Tab/IMYHOr0 criMcka"

2. YKaxuTe B OKHe HaMMeHOBaHHe Tab/JMUYHOro CIIMCKA.

3. Haxmure KHONKy COXpaHHMTb.

9.8.6 MMnopT TabG/INUHBbIX CMUCKOB
1. HaxmuTe Ha KHOIIKY [v] Y U3 BBITIA/IAIOIIEro CIKCKa BbibepuTe MyHKT VIMIMoOpTHPOBATh.
2. B OTKpBIBILIEMCSI OKHE YK&)KHTe MYTh K apXUBY C TaOMMYHBIMH CITHCKaMHU.

3. Haxmure KHONKY OTKpPBITS.

9.8.7 AKCNopT TabNNUYHbIX CMTUCKOB
1. Haxmute Ha KHOIIKY E W W3 BbIITaJldO1Iero CrimCkd BbI6epI/ITe IMMYHKT BKCHOPTI/IPOBaTb BCe.
2. Byget cdopmupoBaH apxuB C TabJIMUHBIMU CITMCKaMU B (popmare .zip.

3. Haxwmure KHOIIKY Ckauarthb U YKaXUTE IyTh [AJId COXPAHEHUA dPXHBd.

9.8.8 YpaneHue Tab/IMMHOIO CrUCKa

1. BoibepuTe W3 crnmcka HeoOXOAWMBIM TaOMWUHBIA CIHACOK W B paboueli 06/acTM Ha)KMUTe
KHOTIKY Y Ja/IUTh.

2. HO,E[TBEP,E[I/ITG yAad/ieHre B OTKPBIBIIEMCA OKHeE.

3. TabmuuHblii criucok OyzeT yAaneH U3 1aaThopMbl.



9.8.9 MaccoBble geiicTBUA Haf TaG/IMUHbIMU CNUCKaMK
Haz TabMuHBIMU CITUCKAaMU JOCTYTTHBI C/IeyOI[He MacCOBbIe eMCTBUS:

° BKCHopTl/lpOBaTB - SKCITIOPT BbI6paHHI:IX TaOIMYHBIX CITMCKOB,

e YpanuTh - yianeHre BHIOpaHHBIX TaOIMUHBIX CITUCKOB,;

(] YL[aJII/ITb BCe - yJd/IeHHe BCeX TaOJIMYHBIX CIIHCKOB.
,Z[J'IH BBITTIOJIHEHUW S MdCCOBOI'O AEI\/JICTBI/IH BBITIOJIHHUTE C/Ie4YIOLIre IIdru:

1. HaxmMuTte Ha KHOIKY [v]. OTKpoeTcsi CIMCOK MAaCCOBBIX oOrepanuii U dQuiaru A1 BbiOopa
TabMUHBIX CITUCKOB (CM. «Puc. 190»).

= v 2 c K

Yaanute
Ypanute Bce

BbibpaHo: 2 OTMeHWTL BeIBOp
whitelist smb enum 3anucert: 0

# target.user.name, target.user.id,
initiator.host.ip, initiator.host.fgdn

whitelist net scan  3anucei: 0

# Onucanue: [["initiator.host.ip”,
'target.host.ip",...

whitelist powershell  3anpcei: ¢

# Onucanue: [["initiator.user.name”,
'initiator.user.id",...

Puc. 190 — MaccoBble JeHCTBHA Ha/| Ta0/IMYHBIMH CIIMCKAMH

2. Beibepure TabMuUHBIE CITUCKU.
3. HaxxmuTe Ha COOTBETCTBYIOLYIO KHOIIKY JJeCTBUS.

4. 3aBepliuTe JielCTBHe B OTKPBIBLIEMCS OKHe.
9.9 PeTpocneKkTuBHas Koppensauus

9.9.1 OO6ume gaHHbIe

Ilnardopma Papap no3BossieT OCYIIeCTB/SATh TIOBTOPHYIO KOPDEJISIMI0 T10 COXPAHEHHBIM paHee
COOBITHSIM TTOTOKa.

PeTpoCreKTHBHYIO KOPPEJIALHI0 COOBITHM MOXKHO HCIO/Ib30BaTh B CJIAYIOIINX CyYasx:
e /IS IPOBEPKH TUTIOTe3 10 J00aBI€HUI0 HOBBIX MPABU/ KOPPEJISILIVY;
e I IPOBEPKU COOBITHI 1OC/Ie OOHOB/IEHUS JaHHBIX TaOJTMUHBIX CITUCKOB;
e I IPOBEPKU COOBITHH T10 MpaBwiaM, paboTa KOTOPhIX Obljia MPUOCTAaHOB/IEHA.

[lna mepeBojia TIpaBWIa B PEKUM PETPOCIEKTUBHOTO aHa/M3a HeOoOXOAWMO BBITIOHUTE CJIeAyHOIHe
YCJIOBUSI:



e TIPAaBWJIO AOJDKHO OBITH "aKTHUBHO';
e /I [IpaBUJIA BBICTaB/IeH IPU3HaK "PeTpocniekTrBHOE".

[71s1 BBITIOJTHEHUST PETPOCIIEKTUBHOW KOPpeJsiiuKd HeoOXOAMMO CO37aTh 3aZauy C OJHUM W3 TIPaBWJI,
MOJXOASALMX AJIs1 [IPOBeJeHNs aHa/lu3a.

[Onsa  ympaBneHusi 3afjauaMu i1 DeTPOCIIEKTUBHOW  KOppeqsiLiid  Tepeilute B pasjen
Koppensatop — PerpocneKTuBHas Koppeasanusa (cM. «Puc. 191»).
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PeTpocnekTuBHas Koppensauus

'
o v ‘ [o6aBuTb 3agavy Ypanutb Bce (a4 [

HasgaHue Cratyc Mpaeuno koppensuumn Mepwuop c Mepuopa no Wupexc BbinonHeHo OGHOBNEHO
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Puc. 191 — Pa3gen "PerpocnekTHBHasA Koppeasauua"

B pa3zene orobpakaetcs cieaytoiiasi UHGOpMaIys:
o Ha3Banue - Ha3BaHMe 33/]JauM PeTPOCIEKTUBHOW KOPPEeJISLIUY;
e Craryc - TeKylee COCTOsSIHHE 3a/lauu:
e (OcTaHoB/EHO;
e B ouepeny;
e Ommbka;
e BeInosHsieTcs.
e TIlepuop c u Ilepuoj no - nepyo/| BbINIOJTHEHUS 3ajauK;

o [IIpaBui0 KoppeasiMu - HauMeHOBaHUe TpaBWiIa KOPPessld{, M0 KOTOPOMY BBINOJIHSETCS
3azaua. [To cceike oTKpbIBaeTcst oopma MpocMoTpa rpaBua;

e MHpeKc - UHAEKCHI COOBITHH, TT0 KOTOPHIM TMPOBOJUTCS aHANHN3;

¢ BpIo/IHeHO - KOJIMYEeCTBO BBINTOTHEHUH 3aaa4un.

9.9.2 [Aob6aBneHne 3agaumn AN peTpocneKTUBHO Koppenayum

1. HaxwmuTe kHOTIKy [fo6aBuTh 3agauy. OTkpoercsi okHO "Co3aats 3agauy” (cm. «Puc. 192»).



Cospatb 3apgauy %

HazeaHue

3apada 3

MpaBKno Koppenauumn

anotherOneForMEMORYERROR

Mepwopg

2024-09-06 12:35:50 2024-09-06 12:35:50
MHpekc

*3, *4

CBpocuThb Cospatb

Puc. 192 — OkHo "Co3paTh 3ajauy "

2. YKaxuTe B OKHe CJ/IeZlyIOL[y0 UH(POPMaLUIO:

B niosie Ha3BaHnue YKaKUTE Ha3BdHHE 3aa4H;

B miosie TIpaBW/Io U3 BBHITIAIAIOIIEr0 CITMCKA BhIOEpUTE TMPABUJIO IJISi PETPOCIIEKTUBHOTO
aHas13a;

B 110J1€ Hepno,q YKaKuTe 1epruoz BbINOJIHEHUSA 3a[idUH;

B rosie UHJeKC YKaKUTe MHJEKChl COOBITHH, TI0 KOTOPbIM OY/JET BBINOJHATHCSA 3ajava
(moppep>xuBaetcst wildcard cumBos "*").

3. Haxwmure kHorky Co3parh.

9.9.3 OcTaHoOBKa 3agauu

1. Boibepure 3ajauy B TaG/iLe ¥ B COOTBETCTBYIOLEH CTPOKe HakMuTe KHOMKy .

2. BemonHeHue 3aauu OyZieT 0CTaHOBJIEHO.

9.94 MNMepe3anyck 3agaun

“Tal

1. Boibepure 3afauy B TabsHLle ¥ B COOTBETCTBYIOLIEH CTPOKE HAXKMHUTE KHOIIKY < .

2. BeimonHeHue 3azaun Oy/IeT 3aHOBO 3aITyIleHo.

9.9.5 YpaneHue 3agauu

1. BeibepuTe 3a/1auy B Tab/HIle U B COOTBETCTBYIOIEH CTPOKE HAKMUTE KHOIIKY ]E

2. 3apaua Oyzet yzaaneHa.



9.9.6 MaccoBble geiicTBUA Hag 3agavyamu
Hap 3ajauamul OCTyIHBI C/ieyrOIe MacCOBbIe [JeHCTBUS:
e OCTaHOBHUTB - OCTAHOBKA BBITIOJTHEHUSI BLIOPAHHBIX 3a/1aY;
o Ilepe3anmycTHUTB - TOBTOPHBIN 3aMyCK BEIOPAHHBIX 3a/jay;
e YpaanuTh - yJjasieHue BbIOpaHHBIX 3371ay;
e YpaanuTth Bce - y/ianieHre BCex 3a/ay.
[17151 BBITIOJIHEHUS] MACCOBOTO JIeMCTBHS BLITIOJIHUTE CIAYIOLIHe I1aru:
1. OtMmeTbTe B Tab/MIle HEOOXOAUMbIE 3a/laUM, YCTAHOBUB COOTBETCTBYIOIIIME (Iary.
2. HaxmuTe Ha COOTBETCTBYIOI[YIO KHOIIKY J€MCTBUSI.

3. 3aBepluuTe [elCTBHE B OTKPBIBLIEMCS OKHE.



10. MapameTpbl

B pa3zene BbImno/iHsIeTCS yIipaB/ieHue cieaytolMuy rapametpamu Ilnargopmbl Pagap:

e «OcHoBHBIe TapaMeTpbl». HacTpotika obiux rapamerpos Ilinardopmsl Pagap.

e «OrmoBelienys 1o 3ajiep)kkam». HacTpoliKa aBTOMAaTUYeCKUX OIMOBEILeHUN T0 3aJep>KKaM B
obpaboTke uHIMAEHTOB, hopmupyembix ILlnaTdopmoit Pagap.

e «Yepsbii cnucok ID nnarvHoB». Hacrtpoiika crivcka ID marMHOB CKaHEpOB YS3BUMOCTH,
KOTOpbIe OyIyT UTHOPUPOBATLCS B TIpOIiecce paboThl.

o «®oHOBLIe 3anaun». [IpocMoTp MHGOPMalLK 0 POHOBBIX 33jjauax, 3amnylieHHbIX B [lnardopme
Papap.

e «UHTerpaiuu». YnpasieHue 5k3eMIIsIpaMy UHTerpaLjyii C0 CTOPOHHUMU CUCTeMaMH.

e «Tunbl uHTerpauuii». [IpocMOTp JOCTYMHBIX K/IaCCOB CUCTEM, C KOTOPHIM MOKHO HACTPOUTH
WHTerpawuio, a Takxke rMepeKkroueHre TiaTGopMbl B peXKUM paboThl C COOTBETCTBYIOIIMM THUTIOM

HWHTerpanuu.

o «llanky KOHTEHTa». YHpaBJ'IEHI/Ie MarnkaM  Ajad CTPYKTYPUPOBdAHHA T10J/Ib30BaTe/IbLCKOI'O

KOHTEeHTAd.

e «[IabnoHbl». YTipaBieHue madsoHamMu (POPM T0Tb30BaTeIbCKOTO KOHTEHTa.

10.1 OcCHOBHbIe nNapamMeTpbl

[ns1 BbIMIOJHEHUS] HAaCTPOWMKU OCHOBHBIX mapameTpoB Ilnardopmsel Papap mnepelijute B pasjen
ITapametpbl — OcHoOBHBbIe TapaMeTpsl (cM. «Puc. 193»).

I° 17230254155 + | OCHOBHbIE NapameTpel MLjeHauR aKTvaKa Ao 2024-12-25 @ Ookymentaums | @ admin
@ PaGouwit cTan
OchoeHoe ONOBELIEHIA N0 FAREPIKAM HepHaIi CMCOK ID naruHos CoxpaHuTs
Q Cobeimun
@ VihumnenTs v
Obwee CozgaHne MHUWOEHTOR
o Awtues v {azeanie KnnenTa
[ ABTOMATHHECKH COIAABATL VHUMABHTE! NPH MMIGDTE PE3YALTATOR CKAHMPOBAHIR
[ Coorsercrane N0 - = ’ hay ¥ pTe P P
# Koppensop “ PICK NDMHAT: KONKUECTEO AHEM N0 YMONHSHIO MUAHAMANSHEI YOOBEHS ESXHOCTI AR OTKDEITHA MHUMASHTE
20 -
¥ VicTousikm ~ )
TIPUHSTIAG PHCKS WHLATEHTS YCTAHOBHT 510 SHAHEHHE B K3HECTBE CPOKE No-yMONHakMIO (NApaMETp TIPUHRTS A07). UToBbI OCTBUTS 0 1 2 3 4
- RoTbl "TIoWHATS A U
- PacnoncwkesHe
Mockea @
ABTOMaT! p TBMA U NEPEOTKPBITHE Tog
OnoBeUIEH#A NO JaREDX.
TPYNINa NOALIOBATENE NO-YMONUAHLG ANS UHLMABKTOR, CARIZHHAIX C SKTUAANY, 583 ONPEABNEHHOTD "OTRETETRENKOND NONBIOBATENS" (Co3RaRATS HOBKIA MHUMAHT AN MORTOPHLIX MPOMCLUBCTEH, BCHI MHLMENT SaKPHIT
Uepkeii crincok 1D nnaru . .,
users Co30a8aTh HOBIA UHLMAGHT  (8) (lepEOTKPLIBATL MHLMARH
Qomosbie 3anan
CTpATErNA WERHTIAPKELINA BKTHEOS ND-YMONMEHO MUHAMANSHbIA YPOBEHS PUCKS A5 IOBTOPHOTD OTKDSITUR MHLAEHTOS
@ ApwrucTprpoRanne v .
® P MAC FQON ® Buicomi Cpensui iR OTeyTeTByeT
Cosnanenie PQDN CTTYC MOBTOPHO OTKPSITHIX MHUMABHTOB

Houid  (8) HasHauew

Puc. 193 — Pa3pen "OcHoBHbIe apamMeTpb1”
Pa3,qen COZIlep>XUT C/ieayrolre 0J10KM:

e OO0mme —HacTpOIiKa 3HaUEHU 10 YMOTUaHUIO [jisl Pa3/TMUHBIX TTapaMeTPOB TUIaThOPMBbI;

o Co3aaHue HHITUJEHTOB — HACTPOMKA aBTOMATUUYECKOTO CO3/IaHUsI UHITU/IEHTOB,;



e ABTOMaTH4YecKoOe cO3JaHHe NPOMCIIECTBHM W MNePeoTKPbITHe HHIUAEHTOB — HACTPOWKa
roBe/ieHUs 11aT(OPMbI TIPY BOSHUKHOBEHUU MMOBTOPHBIX MPOUCIIECTBUH.

[Tocne BHeceHusi JIIOOBIX W3MEHEHHWH, Jjii TOTO YTOObI OHU BCTYNMWIM B CHTy, HEOOXOAWMO HaXKaTh
KHOMKY COXpaHUTb.

Oo1ue
[nst HacTpOWKM 3HaUeHUH 10 YMO/TUaHUIO BBITIOJIHUTE C/Ie/lyIolire JeCTBUS:

e B mnose Ha3paHue K/HMEHTAa YKa)KUTe HaWMEHOBAHHE OpraHW3allid, B KOTOPOH yCTaHOBJ/IEHA
IInardopma Papap;

e B nosne PUCK NpPHUHAT: KO/MYECTBO JHEH IO YMO/TYAHHIO YKO)KUTe KOIUUeCTBO [HEH, I10
WCTeYeHUH KOTOPBIX Oy/ieT PUHSAT PUCK MHIM/IeHTa. 3HaueHue OyZieT aBTOMaTHueCcKu A00aBIeHo
B mnone uHUyeHTa IIpuHATH A0. UT0OBI OCTaBUTH 3HaueHWe 1o/ IIPUMHATH A0 MYCTHIM,
yKaKuTe 3HaueHue 0;

e B 10/ie Pacmosio)keHne yKa)kute ropoji, B KOTOPOM PAacIio/iaraeTcsi OpraHu3aLius;

e B nose I'pynmna moJsib30Baresiell Mo yMO/TYaHHIO BbIOEpUTe M3 CIMCKA TPYIIIY I0JIb30BaTese,
KoTopast Oy/leT Ha3HauaThCs TI0 YMOJIYaHUIO [isi WHLUZEHTOB, CBSI3aHHbIX C aKTWBaMH 0e3
Ha3HAUeHHOrO "OTBETCTBEHHOI'O I10/Ib30BaTes";

e B nosie CTpaTerus WAeHTU(PUKAUM aKTHBOB N0 YMO/YAHHUIO BbIOEpUTe OJHY W3 CTpATerwii
(IP, FQDN, MAC), kotopas OyzeT npvMeHeHa NP WAEeHTU(UKAIUKA aKTUBOB, B C/Iyyae ecyiu
aKTHB He [1011a/1 HU 110/ O/IHY, HACTPOEHHYIO I10/1b30BaTe/IeM, CTpaTeruto;

e ecmM BbiOpaHa crparerust uaeHTHUKarmu 1o FQDN, To BbIOepUTe MOBejeHHEe TIaThOPMBbI:
BKJ/IFOUYAaTh WM He BK/IFOUaTh coBnazieHue no uMeHu xocra (PQDN).

Buumanue! Eciu ums xocma onpeodeneHO 8 HeCKO/NbKUX OOMeHax, cognaoeHue no PQDN He
npoegepsiemcsi.

Co3aaH1e UHIU/IeHTOB

e [IpH HEO6XO,£[I/IMOCTI/I BK/IOUUTE dBTOMATHUUYECKOe€ CO34aHrWe HWHIOUIEHTOB IIpU HMIIOPTEe
pPe3y/1bTdTOB CKAHUPOBAHHSA, YCTAHOBUB COOTBETCTBYI'OU_U/Iﬁ (1)]'[&11";

e YCTaHOBHUTE MUHUMAa/IbHBIN YPOBE€Hb Ba’)KHOCTHU AJI1 OTKPBITUSA MHLIKWAEHTA.
ABTOMaTHUECKOE co3aHUue l'[pOPIC].[IECTBHﬁ H MepeoTKPbITHE UHIUAECHTOB

Bribepute moBeseHue m1aT¢hOpMbl NP BO3HUKHOBEHWM ITOBTOPHBIX TIPOMCIIECTBHI B 3aKPHITOM
VHLU/IeHTe:

o Co31aBaTh HOBbII WHLU/IEHT;
o IlepeoTKpnIBaTh MHIUEHT. B 3TOM cyuae HEOOXOAMMO yKa3aThb C/ie/IyIOIHe TlapaMeTphl:

- BbIOEpUTe MHUHMMA/bHBIM ypOBeHb pHCKa /Il TIOBTOPHOTO OTKPBITHS WHIIMZIEHTA:
BBICOKWM, CPeIHUM, HU3KUU, OTCYTCTBYET;

- BbI6epI/ITe CTaTyC MMOBTOPHO OTKPBITHIX MHIUEHTOB! HOBbIﬁ, Ha3HaueH.



10.2

OnoBelweHnsa NO 3aaepXXKam

[y BBITIO/THEHUST HACTPOWKMA aBTOMAaTUUYeCKMX OTOBeIlleHHH 10 3a/ilep)KkaM B 00paboTKe WHIIM/IEHTOB
orepatopamu, repeiigute B pa3gen [lapamerpnl — OmnoBeljeHusi Mo 3ajep>KKam (cM. «Puc. 194»).

*i‘.ﬂ‘ﬂi?‘ 17230254155 ~ | OMOBELLEHHA NO 3a8epPKKaM

NMUEHEMR BKTUBHE AO: 2024-12-25 | (0 [okymeHTaumwa | @ admin

Ocwosos  Cnosswiewn nosanemian | sprai ciucox ID nnsrios
Q
®© YpoBeHb PUCKa YpoBeHE DUCKE YpOBEHE DUCKA YpOBeHs PUCKa
HacTpouTs HacTpouTs . HacTpouTs HacTpouTs
@ Boicokwii Huakwuit OtcyTecTByeT
HopmansHo HopmansHo HopmansHo HopmansHo
B
3 5 28 84
# Hefionkuwas sagepxka Hefionsuan sanep:xka Hefonsuian safepxsa lefonsiwan safepka
5 28 84 /]
3apepwka JanepxKa Jagepwxa aneokxa
10 56 168 o
@ Coanan 2020-12-09 2313:30 Coapar 2020-12-09 2313:30 Coapan 2020-12-09 2313:30 Coanak 2020-12-09 23:13:30
Obwoenen  2020-12-09 23:13:30 Obwosnen  2024-11-08 13:01:12 Obwosnen  2020-12-09 231330 Obvoenes  2024-11-08 13:01:21
HacTpoiika onoseLeH’i ® TeKkcTbl onoBeweHni
) OBUyWil TEKCT, OTNPABNSEMBI B KaR/0M ONCEELLEHIN
OTNPABNATL OMOBULEHHE NP KAKAOM UIMEHEHIA BREMEHA OBDABOTHM
OTAPABMTL OMIOBELIEHIE BRHHOXA OGN ACCTYKEHIR NOGNERHEND NI0KAIATENA BPEMEHH YAGRKAHAR p
vepes O Tmens @
TekcT conbluienua o USMEHEHMI BPEMEHN YIEPXakMA uHUMAEHTS oT "Jagiepwxu’ Ao "HenonycTimoro”
[INR MHUMAEHTOR ¢ pHCKOM "BHICOKAI', OCNE AOCTUKEHMS NCCNRAHErD apemen , OTNPAENSTE OnoBeleHe
perynapHo
Yepes O 5 e ®

LLNR MHLMAEHTOR C PHCKOM "CPEHUA", NDCNE OCTUKEHIA NOCNEHETD NOKAIATENA EPEMEHH YIEPMAHMUS, OTMDAENATE ONOBELLEHHE
perynApHo TEKCT GOOBILENIA OF USMEHENHI SDEMEMN YAEPKNAA UHUNAENTA OT "HEGONBWOR S3AEpKA" 40 "Sapepmkn”
Yepes 3 Speen @

[N AHLMEENTOR © pircKom "HISKWA', NOCNe JOCTUXEHMR NOCNEEHETD NOKASATENS EPEMEHH YAEPKAHNS, OTNPAENSTH OMOBELLEHIE
perynapHo

Yepes O S awen &
TEKCT CODGILENNA OF HSMEHEHYI EREMEHN VIERK KA UHUVAEHTA OT "HOPMANEHOTS" A0 "HEBONEION 33neDKKM"
[LNA MHUMAEHTOB C PHCKOM "OTEY , nocne | nocneaxero BPEMeHM Y1ZPKaHNS, OTNE onoseletie
perynapso
Yepes O 5 greit @ 4

OTNPEBAATE FPYNNY COOBILENNT P2 & HEABNIO

Kaxguii  Mowenenshik

Puc. 194 — Pasaen "OnoBemeHus no 3ajepxxKam"

Pa3zen cogep>xuT cienytoriye 610Ku:
e bJIOK HacTpoeK BpeMeHHBIX OTCeYeK /1Jisi ONOBeleHUH;
e bJIOK HaCTPOWKY PEKUMOB OTITPAaBKU OTOBELeHUH;
e bBJIOK HaCTPOWKY TEKCTOB /151 OTIOBELeHUH.

BJ/10K HacTpoeK BpeMeHHbIX 0TCeueK //isi ONoBeleHUi

[nst KakAoro ypoBHSI pHCKA (BBICOKWM, CpelHWM, HU3KWMN, OTCYTCTBYeT) MOXHO HAaCTPOUTH 3
KOHTPOJIbHBIX OTCEUKH I10 BpeMeH! pa30opa MHLU/IeHTa:

o HopmasbHO — BpeMsi, B Ipefiesiax KOTOPOTo pa360p MHIMEHTOB CUMTAETCS IITaTHBIM (B AHSX);

o He0onbmas 3asepxKa — BpeMsi, B Ipejiesiax KOTOPOro pa3bop CuMTaeTcsi BBIMOJHEHHBIM C
HebosIbIIION 3a/1epP)KKOH (B AHSX);

e 3ajepXka — BpeMms, B Ipefiejiax KOTOPOTO pa3bop HWHI[UAEHTOB CUMTAETCS BBINOJHEHHBIM C
3a/1ep>KKOH (B AHSX).

[Tpu mpeBBIIIEHHUH TIOC/IeIHETO TIOPOra, YKa3aHHOTO B Tojie "3ajepka'", BpeMst pa3bopa WHIU/EHTOB
CUUTAETCs HeI0MyCTUMBIM.

st HACTPOVKM BpeMeHU KOHTPOJ/IbHBIX OTCeUeK BBIMIOJIHUTE CelyIOLIre JeHCTBUS:



1.

Bribepute ypoBeHb pUCKa, [jisi KOTOPOTO Oy/eT BBITIOJIHEHA HAaCTPOWKa M B COOTBETCTBYIOIIEM
61oke Haxvute KHONKY Hactpoursh. OTKpoercss OkHO "PemakTupoBaHue YpOBHS puHCKa"
(cm. «Puc. 195»).

PepgakTupoBaHue ypoBHA pUcKa: Boicokuii X
HopmaneHo

2 -+
Hebonbluana sagepxKa

5 -+

3afepxka

OTMeHa CoxpaHuTb

Puc. 195 — OkHo "PejakTUpoBaHue YPOBHS pucka"

2. B nonsx HopmansHo, Heboibimas 3ajepikka, 3afiep)kka yKaKuTe HeoOXOAUMOe KOJMUYeCcTBO

JTHEM.

3. Haxwmute kHONIKY COXpaHUTh.

Bb/10K HaCTPONKHU Pe)XMMOB OTIIPABKH OTNOBeIeHU

B IInaTdopme Pagap Bo3MO)XHO HAaCTPOUTH CJIeAYIOLME PeXXUMbI OTIIPABKU OMOBELL[eHUi:

OTnpaB/iATH ONMOBEIeHUsI MPH Ka)X/I0M M3MEHeHHH BpeMeHH 00padoTKH — INpHU aKTUBALIUU
OTL[MU OrOBellleHre Oy/eT OTHpPaBIsSTbCA TP TPOXOXKAEHWH KaXk[OW BPEMEHHOW OTCEeUKH,
yKa3aHHOU /71 pa36opa MHLIU/IEHTa.

OTnpaB/fTh ONOBellleHHEe eAUHOXKAbI 4Yepe3 <...> [H., NOC/Ae JOCTW)KEHHs IO0C/IeJHero
MOKa3aTe/isd BPeMeHH yAep)KaHUsA — NPY aKTHUBAIMK OIIMM OTOBelljeHne OyJeT OTHpaB/sThbCs
roc/ie MPOX0XK/IeHHUsI TToc/ieiHel CKOH(UTYPUPOBaHHOW BpeMeHHOW OTCEeUKH.

J/1si MHOMAGHTOB ¢ PUCKOM "BbICOKMi1" 0THIPaB/IATH OMOBelleHHe Pery/sipHO Kaxjbie <...>
AH., TOC/e AOCTYDKeHHMs IOC/efHero mnokasaTe/isi BPeMeHHM Y/ep)KaHMs — IpU aKTUBaLlUU
OTLMM OTOBellleHHWe [/l HWHLUAEHTOB C BBICOKMM DPHUCKOM OyZieT OTIHpaB/sATHCS TOCTe
MIPOXOXKJEeHUs MoC/IeJHeN CKOH(QUTypPHPOBAaHHOM BPEMEHHOU OTCEUKH.

J1st nHOUAeHToB ¢ puckoM "CpegHuil" 0THPaB/IATH ONOBeLleHNe PeryjisipHO Kaxjble <...>
AH., TOC/Ie [JOCTHI)KeHHUs I0C/IeAHero IoKasaTe/Iss BPeMeHM Y/ep)XXaHHus — IIPU aKTUBaLuu
OTL[MU OTOBellleHue [yl WHLWJEHTOB CO CpeJHUM pPUCKOM Oy/eT OTIpaB/sATLCS I0c/ie
MIPOXOXKJeHUs TT0C/IeJHel CKOH(UTypHUPOBAaHHON BpEMEHHOW OTCEUKH.

Jna MHOHUAEHTOB ¢ puckoM "Hu3Kuil" o0THpaB/IATH ONOBeleHHe pery/jaApHO KaxAable <...>
AH., TOC/Ie AOCTVDKEeHHs TOC/IefJHero moKa3aTesisi BpeMeHH Y/ep)KaHHus — TpU aKTUBaLUU
OMMM OTOBeIIeHWe /I UWHLUWZEHTOB C HHU3KHUM DHUCKOM OyJeT OTHpaBiAThCS TOC/Ie
MPOXOXKAEeHUsI Ioc/iefiHel CKOH(UTYPUPOBAaHHON BpeMeHHOM OTCEeUKU.

Jinsa MHOUAEHTOB ¢ pUcKoM "OTCyTCTByeT" OTHPaB/ISITH OMOBEIeHHe PeryjasfpHO KaK/ble
<...> JH., OC/Ie JOCTI)KeHHsI MOC/Ie/[Hero noKasare/isi BpeMeHH y/Jep)XKaHHus — IPU aKTUBALIUU



OTLMY OTIOBeLljeHre AJisi MHLU/EHTOB C OTCYTCTBYIOLIMM PHCKOM Oy[eT OTMpaB/STHCS TOCTe
MIPOXOXKJeHUs TT0C/IeJHel CKOH(UTYpHUPOBAaHHON BpEMEHHOW OTCEUKH.

e OTnpaB/iATh rpymnmy coo0leHui pa3 B HeJenw. [leHb Hepemu <...> — TIPU aKTUBALUU OTI[UH
BCe HAaKOIUBILIMECS OTIOBelleH sl OyAyT OTIPaB/ISThCS eJUHOK/AbI B YKa3aHHbIN /1eHb.

B/10K HaCTPONKM TEKCTOB /I/Is1 ONOBeleHH
17151 oTIOBeILL[eHUI T10 3a/iepKKaM B 06paboTKe WHI[UIEHTOB MOYKHO HACTPOUTH CJIe/IyIOIINI TeKCT:
e OOIMit TEKCT, OTIPAB/sieMbI B Ka)KZOM OTIOBEII[eHUH;

e Tekct cooOmieHusi 00 W3MeHeHWM BpeMeHHW y/epXKaHus UWHIUJeHTa OT '"3afepKku" 0
"Hepgonyctumoro"*;

e TekcT coobireHusi 06 U3MEeHEHUHM BPEMEHM yZep)KaHusl UHIHgeHTa oT "Hebosblol 3aqepkKu"
[0 "3azepKku';

e TekcT coobuieHusi 00 W3MeHeHHWM BpeMeHU YZep)kaHus WHUuAeHTa oT "HopmanbHoro" ao
"HebosbImI0H 3a7epKKU".

10.3 YepHbI cnucok ID nnaruHoB

[na HacTpoWiku crucka ID TIaruHOB CKaHEPOB YSA3BUMOCTH, KOTOpble OyAyT WIHOPUPOBATLCS B
nporiecce paboThl, TmepediauTe B pa3gen Ilapamerpebl —» UepHbni cmucok ID  miaruHoB
(cm. «Puc. 196»).

E tgﬂfﬁn 172.30.254.147 ~ YepHbiid cnucok ID nnaruHos INuueHanA akTHEHa fo: 2062-11-07 @ [okymentaums | @ admin

( Pabounii cTon
OcHoamoe OnoBeLLEHNA Mo 3aAEPIKKaM YepHbiit cnicok ID nnarnHos
Q, CobeiTua
® WHungenTsl -
= v w BbipaTe Heckonsko | MoID
@ Coorsercrene NO ~ ID nnaruHa MpuunHa Cospax OBHOBNEH

# KoppensTop - He nopnepxwveaetcs 13.11.2024 05:09:26 13.11.2024 05:09:26

4 He akTyaneH 13.11.2024 05:09:15 13.11.2024 05:09:15
3 McTousmkm ~

@ AOMMHUCTDUDOBaHME

Puc. 196 — Pa3gen "YepHsbiii cnucok ID niaruHoB'

B pasgesne orobpaxkaeTcs ciezyrorasi WHGOPMaLHs:

e ID nyiaruHa — uieHTUdUKATOp TJIaruHa;

o IIpuumna — ornricaHue NMPUUYUHBI 100aB/IeHNs TI/IaTMHA B UePHBIN CTIMCOK;

o Co3paaH — flaTa 1 BpeMs CO3/jaHusI 3alMcH 0 j00aB/ieHry J1arkHa B YepHbIM CTMCOK;

e OO0HOBIIeH — ZiaTa ¥ BpeMsi 0OOHOBJIEHUS 3aMUCH O J0OaB/IeHUH TIIarvHa B UePHBIN CITUCOK;
[nst fo6aBieHyst TyIarMHa B UepHbIN CITUCOK BBITIONHUTE Cle/lyIolue AelCTBUS:

1. Haxwvute kHOmKy JJo6aBute miaaruH B YC. Otkpoercs okHO fo6aBneHus marmHa B UC
(cm. «Puc. 197»).



LOo6aenenue 3anucu B YC X

ID nnaruHa

o] +

Mpr4unHa

OTmeHa CoxpaHuTb

Puc. 197 — [lo6aBienue miiaruda B YC"

2. YKaxuTe B OKHe CJIeyIOLIy0 UHPOPMaLHIO:
e B nose ID ykakuTe uieHTU(HUKATOP I/1arvHa;
e B oJie [IpyuuMHA yKa)kuTe MPUUKHY A0OaB/IeHNS T/IariHa B YePHBIH CITHCOK.

3. Haxwmute kHONIKY COXpaHHUTh.

10.4 ®doHOBbIe 3agayn

B pa3gene ortobpaxkaercss WHGOpPMalMsA O 3amlylleHHBIX 3ajladyaX pPeTPOCTEKTHBHON KOPPESILIUY,
CMHXPOHHM3ALUM U OTYETOB.

[ns mpocmoTpa uHGopMauu o (QOHOBBIX 3ajauvax, 3amyileHHbIX B [InaTdopme Pajap nepeligute B
paszien Ilapamerpnl — PoHoBbIe 3agauu (cM. «Puc. 198»).

E ‘L‘,‘:R:E" 172.30.249.21 v~ | DOHOBbIE 3apaun INuuensns akTueHa go: 2025-08-16 © Jdokymentauus | @ admin

@ Pabouwii cton

®doHoBble 3apaumn
Q CoBbitus

v c @

@ WHUMReHTsI ~
Hasganne Peaynbtat Hauano 3aeeplieHo

cl AKTUBI v
sync_ Owmbka 14:41:43 15.08.2024

Coorsetctaue MO ~ sync_logmuleGoModule 3aBeplIeHo 17:15:17 20.08.2024 17:15:17 20.08.2024

% KoppensTop o s 10/ cTpanuua
3 VICTOuHMKM ~
t} MapameTpsl ~

OCHOBHBIE NapaMeTpbl

OnoBeleHnA No 33ePX...

YepHblit cnucok 1D nnaru.

QoHOoBbIE 3apauKn

© AmwwwcTonceae
Puc. 198 — Pa3pen "®oHoBbIe 3afaun’
B pa3zgesne orobpaxkaercs ciefyroias UHGpopMarius:
o Ha3BaHnmue — HavMeHOBaHue 3a/jauu;
e Pe3ynbTaT — OnvcaHve pe3y/bTaTa BbINOJHEHUS 3a/laul (KOHTEKCT 3aBUCUT OT 3a/iaun);
o Hauano — faTa v Bpems 3arycka 3aZ,auy;

e 3aBepuieHo0 — /jaTa ¥ BpeMsi 3aBepIleHNs 3a1auH.



10.5 WHTerpayuu

Ilnardopma Pagap no3possiet 700aB/sATh UHTETPALIMK CO CTOPOHHUMH CUCTEMaMHU.

Pa3nvuHble Kjgacchl CUCTeM, C KOTODbIM MOJKHO HACTPOWMTb MWHTErpaljyio, Ha3bIBalOTCSd B
nnardhopme Tunmamu wuHTerpanuu. i1 KakJoro THIMA TIO/Eep>KUBaeMON CHCTEMbI MOXKET ObITh
OJJHOBPEMEHHO HaCTPOEHO HEeCKOJIbKO 3K3eMITIIPOB MHTerpaLiui.

OK3eMIUIIpbl MHTerpaljii MOT'YT HaXOAUTCS B C/IeYIOIINX COCTOSHUSX:
e AKTHMBHO — IO 3K3eMIUIIPY MHTerpaljiy BBIITO/IHAETCS B3aUMOZelCTBYe CO CTOPOHHEN CUCTeMOU;

e HeakTHBHO — 110 3K3eMIUISIPY WHTETpal[iM He BBIO/IHAETCS B3aMMOJIEHMCTBHE CO CTOPOHHEM
CUCTEMOH.

IIpumeuanue: [Ipoyeccbl pabombl C pa3IUUHbIMU MUNAMU UHMe2PAyuli paccmMompeHbl 8
coomeemcmgyowjux pazoendax.

Bce pelicTBus Haj, 9K3eMIUIsipaMy MHTerpaljvii BLIMO/HAOTCS B paszerne Ilapamerpbl — MHTerpanuu
(cm. «Puc. 199»).

® 17230252105 v | MHTerpaumu Tiuuenan akTvEHa Ao 2026-04-30 | fokymewtauws | (D) admin

@) Pabouwii cTon

WHTerpauun

Q Cobbius

@

v | cosnars | ¥aanTs sce FenopTHRosaTS B CSV BuSpanei0 O
@ Wrungens -

TN uKTerpaLuM Ha3BaHue WHTErpaumn Cratyc Cospako OBHOBNEHO
o Akuest -
Protect EDR RT Protect EDR @ Axrveno 19:14:34 12,03.2025 12:09:00 19.03.2025 @ S m

B Cooreercisue 10 ~
RT Protect EDR RT Protect EDR.Hogge HeakTuBHO 19:14:34 12.03.2025 12:09:00 19.03.2025 @ 2

=

# Koppensop v —
10/ cTpaniua

3 VICTOUHMKA -

OchueHbie napameTp:

ONoBEULEHIR 1O 38REPN.

Uepheii crincox 1D nnaru

@osossie sagaun
TerpaLm

EDR pefcTsmn

Turei whTer pauui

@ ApmwHucTpuposane v

Puc. 199 — Pazpen "Unrerpanun”

B pasgene orobpaxkaeTcs ciiezytonasi iHGOpPMaLus:
e Tun UHTErpanuu — HauMeHOBaHYe THUTIA UHTeTPALIMH, K KOTOPOH OTHOCUTCS MHTerpaLys;
e Ha3BaHue HHTerpauuyu — HAMMEHOBAHUE YK3eMILIsipa UHTEerPaljii;
o Craryc — cocrossHUe UHTerpaLuu: AKTUBHO, HeakTHUBHO;
o Co3aaH0 — /jaTa ¥ BpeMsi CO37aHUs MHTerpariyy;
e OOHoOB/IeHO — faTa 1 BpeMsi 00HOB/IeHUs1 MHGOPMAy 00 WHTerparyy.

B pasgene WUCHonb3yrOTCS CTaHAapTHble S/eMeHThbl yIpaB/eHUsi, KOTOpble [JOCTYIHbI 4Yepe3
«yHUBepCasbHble TaOMNLb» WIN UHCTPYMEHT «O0KOBas IaHesIb».

10.6 Twunbl NHTErpayuin

[ns mnpocMoTpa TMOAJep)KUBaeMbIX B IIaTOpMe TUMOB MHTerpaliii Tmepeiiiute B pasfen
Ilapametpbl — Tunbl uaTerpanuu (cm. «Puc. 200»).



E ?E}E{E" 172.30.252105 v~ | Tunbl MHTErpaumii JILEeH3NA akTUBHa A0: 2026-04-30 | © [okyMeHTauua | @ admin

@ Pabouwit cTon -
Tunbl MHTErpavuui

Q CobbiTna

g
® WHUMAOeHTb! v c @
HasBaHue Cratyc
GEH AKTUBSbI v
RT Protect EDR @ AxsHo @
[® CootsetcTtBue MO v
Kaspersky Security Center () AKTUBHO
Z Koppensatop v
Active Directory () AxTyBHO

¥ UICTOUHMKM ~ N
‘ 1 | 50 / cTtpaHuua

{4 MapameTpel ~

& AOMUHUCTPUPOBaHKe v
Puc. 200 — Pa3gen "Tunsl uHTErpanmii”

B pa3gene ortobpaxkaeTcsi HavMeHOBAaHHWE CTODOHHMX CHCTeM, C KOTOPbIMH B TUIaT(OpMe MOXKHO
HaCTPOUTh UHTErpaLuio.

B niaTdopme nogaepKUBarOTCS C/ieAyIOLHe TUTTbl UHTerPaLiiii:

e «RT Protect EDR» — cuctema o6Hapy»keHUsI Lie/leHaIrIpaB/IeHHbIX aTaK U CJIOXKHBIX YTPO3;

e «Kaspersky Security Center» — yHUBepcajbHasi KOHCO/b LIeHTPaJW30BaHHOIO YIIpaBJeHUs
Pa3MUHBIMA ~ DeIIeHWsMH, TpPOAYKTaMHM W  CepBHCaMH, KOTOpble  00ecreuuBaroT

vHbOopMaLMOHHY0 6e30macHOCTb KopriopaTuBHOM U T-uH(pacTpyKTyphI;

e «Active Directory» — caykba kartamoroB oT  Microsoft, TipegHa3HaueHHas iAo
L[eHTPA/M30BaHHOTO0 XpaHeHusi MH(OpPMALMM O TI0/Ib30BaTe/siX, KOMIbIOTEPaX, CeTeBbIX
YCTPOMCTBAX Y pecypcax KOMIaHUU.

Tun uHTerpaLUyy MOKeT HaXO/UTCS B C/IeYIOIIUX COCTOSTHUSIX:

e AKTHBHO — HIIaT(i)OpMa rnepeee/ieHa B peXXuM B3aHMOﬂeﬁCTBHH C IdHHBIM THUIIOM HWHTETrpdllvN. B
3TOM PpeXuMe MOryT ObITb M3MEHEHbI 3IeMEHTEI HHTEPQ)EﬁCB H]IaT(i)OpMLI N TI0ABATCA
AOIIO/IHUTEe/IbHbIe (l)YHKL[I/II/I AJIA TIOA A€ PXKKKU UHTETrDAlliU;

e HeakTHBHO — B /JaHHOM COCTOSIHUU Ti/IaT)OpMa He TO/Jiep>KUBaeT [OTOJIHUTe/IbHbIe (PYHKLIUN
HeoOXo/IMbIe /711 pab0Thl MHTETPalvii, HACTPOEHHBIX /ISl IAHHOTO THIIA.

[ns  BKIIOUEHUs] TMOAJEpXKKWM TWIA WHTerpauyMyd B IaTdopMe [epeBejuTe COOTBETCTBYHOILMI
repek/royaresb B COCTOsSIHAE AKTHUBHO.

JIst pocMoTpa MozpO6HOH MHPOPMALIUH O TUITe MHTerpaliyi HakMUTe KHOrKy &,

IIpumeuanue: [Tospo6Has HbOpPMALKS O KaXK/OM THIIe UHTeTpaliid PaCCMOTPeHa B COOTBETCTBYHOIIUX
paszenax.

10.7 Tlanku KOHTeHTa

OO6mme mnpuHOMIBI  pabOTBl €  COJIEP)KUMOM  TIAaliOK ~ OMHCAaHO B pas3ziene  (CM.  paszen
Nutepdeiic — «Ilanmku KOHTEHTA»).

st paboTheI ¢ mankamu niepelianTe B pa3ges Ilapamerpsl — Ilanku koHTeHTa (CM. «Puc. 201»).



‘ TAKIED 172 3025460

Manku KoHTeHTa

INuuensun akTuekHa no: 2026-02-07 |

@ [okymeHTauua

@ admin

° Manku KoHTeHTa

Q

o Co JKCNOPTUPOBATE B CSV Buibpano: 0 c =]

Hassanwe Mpaeuna CozpaHo OGHOBNEHD Pogutensckan nanka Kem co3paHo

? my 1 2001-01-01 02:30:17 2001-01-01 02:30:17 admin @ om

B Bea nanku 594 2025-04-22 15:00:15 2025-04-22 15:00:15 admin @

& Rules 94 2001-01-01 02:30:17 2001-01-01 02:30:17 admin @ ¢ m
Linux_rules 90 2001-01-01 02:30:17 2001-01-01 02:30:17 Rule: admin @ & o]

Linux_rules ans Tectos 4 2001-01-01 02:30:17 2001-01-01 02:30:17 Linux_rul admin @ & o}

Windows_rules 0 2001-01-01 02:30:17 2001-01-0102:30:17 Rule admin @ 7 m

@

Puc. 201 — Pa3gen "Ilanku KoHTeHTa"

B pa3zene orobpakaetcs cieaytoiiasi UHGOpMaLys:

e Ha3panue — HauMeHOBaHUe ITAIIKM. CMEH.[EHI/IE HaVMeHOBAdHUA I1dlIKK O3HauddeT BJIOKEHHOCTb
,anHOﬁ IMallkKy OTHOCUTEJIBHO I1aITKX BBILIE 10 CITUCKY,

o IIpaBunia — KO/IMYeCTBO MpaBU/l, TIOMEILeHHbIX B MaMKy;

o Co3paHo — faTa ¥ BpeMs CO3/J,aHUs Marlky;

e OOHOBJ/IeHO — iaTa ¥ BpeMsi 00HOB/IeHUsST MH(OPMALMHU O TIarKe;

o KeM co3paH0 — HaMeHOBaHMe 110/1b30BaTe/Is], CO3/|aBLIero narnky.

IIpumeuanue: B katanore "be3 manku" cofep>XUTCsi HeCTPYKTYPUPOBaHHbIM KOHTeHT. JlaHHbIA KaTajaor
SIBJISIETCSI CACTEMHBIM U He MOJKeT OBbITh yZasieH.

B pasgene WCHOMb3yHOTCA CTaHAAPTHBIE
«yHUBepCaJbHbIe TaO/IUL[bD».

10.8

OO61mye MPUHLMITEI PabOTHI C 111ab/I0HaMU OTMcaHbl B pa3zene VIHTepdeiic — «I11ab1oHbBI CylHOCTEH».

3/IeMeHThbl  YIIpaB/IeHHsl, KOTOpble [OCTYIHBI uepe3

LLIaG/1OHbI

Ynpasnenue mabsoHamMu BbITIoHsIeTCs B paszesie Ilapamerpor — Ila6aonsbI (cM. «Puc. 202»).

B
‘QKEEEP 172.30.25497 v | Llla6nowbl

JuueH3us akTueHa go: 2027-11-16 | @ [okymentauyua |

@ admin v

LLla6noHbI
Q
o Y Ypanutb BCe | 3 3kcnopTuposaTtb Bce 3 SkcnopTMpoBaTh B csv  MIMnopTypoBaTh Bobibparo: 0 C ©
HassaHue CylHocTb Tun wabnoHa Co3zgaHo OGHOBNEHO
“ kafka_test_preset Mpo¢une cGopa PepakTupoBaHue 2025-04-11 11:03:39 2025-04-1111:03:39 o]
8 eventlog_test Mpodunb cbopa PepakTvpoBaHe 2025-04-11 11:31:49 2025-04-11 11:31:49 jm]
% udp_input_preset Mpoduns c6opa PefakTupoBaHie 2025-04-11 11:47:20 2025-04-11 11:47:20 o]
¥ tep_input_preset_1 Mpodune coopa PepfakTupoBaHue 2025-04-11 14:48:06 2025-04-11 14:48:06 m)
“ mseven6_52 Mpodunb cbopa PepakTvpoBaHue 2025-04-14 12:23:25 2025-04-14 12:23:25 jm]
4
local_eventlog Mpodunb cbopa PepakTvpoBaHe 2025-04-14 12:41:10 2025-04-14 12:41:10 o]
@ tep_input_2520 Cisco-ASA Mpoduns c6opa PefakTupoBaHue 2025-04-14 13:50:18 2025-04-14 13:50:18 jm]
smb_52 Mpogune cbopa PepakTvpoBaHue 2025-04-14 15:44:22 2025-04-14 15:44:22 jm]

Puc. 202 — Pa3pen "IIa610ub1"

B pazzene orobpaskaetcs cienytoiriasi iHhopMariys o aboHax:



Ha3BaHue — HauMeHOBaHHe 111a0J/I0Ha;

CyILHOCTB — THIT T10/Tb30BaTeIbCKOT0 KOHTEHTA, /I/I1 KOTOPOT'0 HAaCTPOEH 111abJIoH;

Twun madsoHa — TUM GopMbI, /17151 KOTOPOUM HAaCTPOEH I11abJIOH: CO3/laHue WU PeJJaKTUPOBAHUE;
Co3gaHo0 — fiaTa ¥ Bpemsi CO3/iaHus 111a0JI0Ha;

OOHOBJ/IEHO — JlaTa ¥ BpeMsi 00HOB/IeHHsSI HH(GOPMaI|H O 11ab/ioHe.



11. PaGouue CTONbI
11.1 OOwwme gaHHble

Pabourie CTO/IBI — 3TO WHTEPAKTUBHbIE WH(OPMAI[MOHHBIE MaHEIU, KOTOPble OTOOpa)karoT [JaHHBIE O
COCTOSTHUM MH(MOPMAIMOHHOM 6€30MacHOCTH.

OtobpakeHre HHPOPMALX BBITOTHSETCS C TIOMOILLBIO C/IEAYIOLIUX THIIOB BUKETOB:
e BpeMeHHOMU psiji;
e KpyroBas AvarpamMma;
e Tab/MIIA;
e  TEKCT;
e THUCTOTPAMMa;
e  MeTpUKa;
e H300pakeHue.

Ho,qpo6Hee 0 Ka’KJAOM THIIE BUPKETA Bbl MOXKETE€ O3HAKOMUTLCA B pa3fesie «KOHCTDYKTOP BM/I)KETOB.

Pabota c pabourMy CTOIaMU BK/TFOUAIOT B Ce0st Crie/IyroIIIye MpoLieCChl:

1. Co3sganue pabouero croa.

PenakTupoBaHue Da6oqer0 CTOJ1d.

Ynpas/ieHue BUKeTaMU.

Co3paHue oTyeTa.

2
3
4. KonupoBaHue pabouero cTosa.
5)
6

Y najeHue Da6oqero CTOJ1d.

Onst pabotbl ¢  pabouumu  CTONMaMU  TiepelijuTe B HOBbI  WHTepdeilc,  OTKpOWTe
pa3zzien AgMuHUCTpUpoOBaHue — Pabdoume cTosibl 1 BeiOepuTe pabounii CTO/ U3 CIMCKA.

Buemwnmii Buj pabodero crona ¢opMupyercss B 3aBUCMMOCTH OT BBICTaBJIEHHOW I10/Ib30BaTe/ieM
KOH(UTrypaLyy BUZKeTOB.

[Mpumep unTepdelica pa3zena npezcrasieH Ha «Puc. 203».
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Pa6ouue cTonsi D Ba3a 3HaHmit
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Bugpxetos: 10 id: 80db3a81-621b-45e8-b2ca-181bd520796c
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CobbiTus
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» @ working_customer
‘Cospate paboumid cton

Puc. 203 — Uurepdeiic pasaena "Padoune croinr"

Pa3zies1 coCTOUT U3 CeAyoIMx 6/10KOB:

e Cmmcok pabdoumx CT0J/IOB, B KOTOPOM OTOOpakaeTcss WH(OpMAIUsi O [JOCTYITHBIX paboumnx
cToJMax:

- Ha3BaHMe pabouero cTo/a;
- KOJINYeCTBO BU/PKETOB, I00aB/IeHHbIX Ha pabouuii CTOJI.
o Pabouas 06s1acTh, B KOTOPOI 0TOOpaXkaeTcss MHPOPMaI[Usi O BLIOpaHHOM paboueM CToJIe:
- Ha3BaHHWe pabouero CToa;
- wuaeHTH(HKaTOp paboyero CTosa;

- wuHpoOpMalUs O BUPKETax, A00aBIeHHbIX Ha pabOuWii CTO/: 3aro/ioBOK, OIMUCAHWE U
cofiep>kuMoe BumkeTa (cM. «Puc. 204»);

~ PpeXuM aBTOOOHOB/IEHHS paboyero CTosa;
- Tepuo/ BpeMeHH, 3a KOTopbIi hopmupyeTcs nHdpopManys /1 paboyero crosa.

[Tpumep oTobpakeHus: nH(MOPMALUK O BUKeTe MprBeieH Ha «Puc. 204».
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CopepxuMmoe BuaxeTa
Puc. 204 — IIpumep BUKeTa
Ha CTpaHMIle JOCTYIIHBI C/IeAYIOIIKe 3/IeMeHThI yIIpaB/IeHUA pa6quM CTOJIOM:

Knonka HelicTBue
Cospats pabouuin cTon CO3aHKe HOBOTO pabouero cToma
KOIMPOBaHHe CChIJIKY Ha pabouuii cTom
00HOBJ/IeHNE 0TOOpakaeMoi HH(pOpMaLH
BbIOOp BPEMEHHOTO /iharna3oHa /ijisi GOpMHUPOBaHHUS JAHHBIX

-+ [obaBuTs BUOXET CO3/laHMe BH/PKeTa B KOHCTPYKTOpe

JOCTYI K CJIeIYIOIIUM [IeMCTBUSM Hafl pabourM CTOIOM:
-  peJakTUpOBaHUe;
- CO3/laHue KOIuY;
- CO3/laHMe OTUeTa;
- yjareHue.

D quJ%I

[Ipy HaBefieHUM MBI Ha BU/PKET, CTAHOBSITCS JOCTYMNHbI C/AeyHOIe 3/1eMeHThbl YIpaB/ieHHs
BU/I)KETOM:

Knonka JelicTBHe
& riepexo/, B COOTBETCTBYIOLIMI paszien n1aT¢opMbl K TaOIUYHOMY Mpe/CTaB/IeHHIO
JAHHBIX
%
L repeMelrieHye BUyKeTa 110 paboueMy CTOJLy

JOCTYI K CJIe/IyIOIIUM [IeMCTBUSM Hajl BUKETOM:
-  PpelaKTHpOBaHUE;
- yZajeHwue;
- KOITMPOBaHWe HaCTPOEK.

11.2 Co3pgaHue pabouyero crona

[epefizuTe B pa3gen  AJAMHHHUCTpHpoOBaHue — Pabouwe CTOIBI U HAOKMHUTE  KHOIIKY

Coapgatk paboyumid cTon
. Otkpoetcsi okHO "Co3aaHue pabodero crona” (cM. «Puc. 205»).



Co3paHve paboydero ctona X

HassaHne

CerogHAawHwe cobelTuA

Mepwoa

Ceroga 5

Puc. 205 — OkHo "Co3panue pabouero crosa”

BrimonHuTe cinefyouye 1eiCcTBUs:
1. B none "Ha3BaHue" yka)kuTe Ha3BaHHe paboyero CTosa.

2. B mosie "Tleproa" 13 BbINaAAIOIIero CrKcKa BbIOEpUTE Mepro/, o0 KOTOPOMY OYIyT BBIBOAUTHCS
JaHHBIE Ha paboumii CTO.

3. Haxwmure kHorky Co3parh.
ITocsie co3panus pabouero cTosna peKoMeHAyeTCsl BBIIONHUTE CeAyIOL1e JelCTBUS:

e HACTpOWUTH TIpaBa [OCTyIa TIOJb30BaTesield K pabodyeMy crosy (rozpoOHee CM. paszjen
«PegakTripoBaHue pabouero cTosa»);

e HACTPOWTH BBIBOJ JAHHBIX, 100aBUB HEOOXO[UMOEe KOJTMYEeCTBO BUKeTOB (TIoApoOHee cM. paszen
«YTipaB/ieHHe BUPKETaMU»).

11.3 PepaktnpoBaHue padouero crona

Bribepute HyXHbIM pabounii cTon. Hakmurte KHOTKY |I| Y W3 BBINA/JAIOIIET0 CITHUCKAa BbIOEpUTe
NyHKT PefjakTupoBars.

OTKpoeTcsi cTpaHuIja peJjakTHpoBaHus pabouero crosa (cM. «Puc. 206»).



CerogHsawHWe cobbiTna & Hasap

id: 21c17a2d-21e1-4da6-b74f-f0abbabaadhs

HaseaHue

CeroaHAwHne cobbiTA

MNepunog

CerogHg 5

MNons3oeatenu

Ipynnel nonb3aoBatenei

Puc. 206 — CTpanuna pefakTHPOBaHusA paGouero crosa

ITpu HeOOXOAUMOCTH U3MEHHUTE JJaHHbIE 0 paboueM CTOJIe M HOKMUTE KHOTIKY COXpaHHMTh.
Hacrtpouts mpaBa focTyrma nosb3oBaresieii K paboueMy MOXKHO C/IeJyIOILIMMU CITocobaMu:

e B mosie "TTosb30BaTesnn" M3 BBIMAJAMOIETO CIKMCKA BblOepuTe TO/b30BaTesiell, KOTOpbIM Oyzer
JIOCTyTIeH pabouuii CTOT;

e B nosie "I'pynmbl MoJib30BaTesiell" U3 BBIMA/JAIOIIET0 CIMCKA BbIOEPUTE TPYIIIBI M0J/Ib30BaTes e,

KOTODPBIM Oy/1eT oCTyTieH pabounii CTO.

11.4 YnpaBneHue BUmKeTamu

ITpu oTKpbITUM pabouero CTosa, JaHHbIe BLIBOASTCS B COOTBETCTBUHM C 3aJjaHHBIMM NapaMeTpamu. Bce
JlaHHble BU3ya/JM3UPYIOTCS Ha paboueM cTojie C TIOMOIIbIO BU/KeTOB. HacTpoiika BH/IKETOB

BBITIO/THSIETCS B CIIEL[aIbHOM KOHCTPYKTOpe (CcM. paszen « KOHCTPYKTOp BUDKETOBY).
[Tpu pabote c Bu)KeTaMH BBITIOJTHSFOTCS C/IeAYIOIIYE TTPOL{eCChI:

YcraHOBKa 11epro/ja ¥ 0OHOB/IEHNE [JaHHBIX BUDKETA.

[obaBnenue BupKeTa Ha pabounii CTOJ.

[Mepexo/ K TabIMUHOMY Mpe/ICTaB/IEHUIO JAHHBIX.

PejlakTUpOBaHUe BUKETA.

KomnupoBaHue BU/pKeTa.

Vi3mMeHeHWe Pacrioio>KeHUsT BUKeTa.

N3meHeHue pa3Mepa BUKeTa.

S A e

Y nanenue BUKeTa.



11.4.1 YcTaHOBKa nepuoga v o6HOB/eHUEe AaHHbIX BUKETOB

[Tpy HeoOXOJUMOCTH BBl MOKeTe BPEMEHHO M3MEHHTH 1epuo/, (GOpMHUpPOBaHUS JaHHBIX, BHICTABIE€HHBIH
TI0 YMOJTYaHHIO /i1 pabouero crorna.

7151 3TOr0 BBIMIOJIHUTE CJIeAYIOLUe 1eHCTBUS:

B

2. Bribepure niepuof. [1oCTyMHbIE 3HAUEHUS:

1. HakmuTe KHOMIKY . OTKpoeTcst OKHO BbIOOpPa BpeMEeHHOT0 [[hara3oHa.
e 3a BCe BpeMs;

e TeKyllue: MUHYTa, Uac, /leHb, MeCsiLl, TOJ;

e TMOC/eJHYe: MUHYTHI, Yachbl, Mecslia, To/a;

e TIepHOo/i MOXKHO yKa3aThb BPYUYHYIO B COOTBETCTBYIOIIUX mossX. [logaepxuBaetcst oopmar
nat u3 «Grafana. EquHUIEI M3MepeHUsi U BDeMeHHOU Juarna3oH».

3. Haxwmure kHOMKy IIpyMeHHUTb.

—~
,Z[J'IH 00OHOBJIeHHUS OTO6pa}KaeMLIX JAaHHBIX HA’)KMUTE KHOIIKY - .

Ina toro, utoObl MHGMOpPMALUsA [0 HOBBIM JIaHHBIM aBTOMATHYeCKH OOHOBJsIACh, HEOOXOAMMO W3
BBIMAJIAIOIIETO CIMCKA BbIOpAaTh PEXUM aBTOOOHOB/EHMs. [IOCTYIIHBI Clefyolie pPeXHMbl: 0e3
aBTo0oOHOB/IeHUs, 1 cek, 30 cek, 1 MuUH, 5 MUH.

11.4.2 J[JoGaBneHue BUaXeta Ha padéouuin cton

[y mobaByieHNsT BUpKeTa Ha pabouMii CTOJT BLITIO/THUATE CJIeIyOIe 1eHCTBUS:

o o -+ [obaeBuTb BUOXET
1. BoibepuTe HyXHBI paboumii CTOM U HAXKMUTE KHOIIKY .

2. BpImonHWTE HACTPOWKY BUKETa B KOHCTpPyKTOpe (TogpoOHee cM. pasgen «KoOHCTPYKTOD
BUIDKETOB»).

3. [TobaBbTe HEOOXOUMOE KOJTMYECTBO BU/PKETOB Ha pabounii CTOJI.

11.4.3 epexop K TaONUYHOMY NpeAcTaBNEHUIO AAHHbIX
[TnaTdopma 1o3BossieT mepeiTr K TabJIMIHOMY TIpe/ICTaB/IEHHIO JaHHbIX BBIOPAHHOTO BH/KETa.

[Tepexop, BBINOJIHAETCA HAa COOTBETCTBYIOLYIO CTPAHHUILYy B 3aBMCUMOCTH OT HaCTpoek 1o/ [laTacer B
KOHCTpYKTOpe (TogpobHee cM. pa3zen « KOHCTDYKTOp BU/DKETOB»). Harpumep, eciid HMCIOMb3yeTcs
nmatacet "VHUMgeHTRI", TO TIepexos Oyzaer B pa3gen MHIUEHTHI C yyke cPOoPMUPOBAHHOM Tab/HIIeH 110

rnapaMmeTpam (UIbTpa U3 BUKETa.
[ns mepexosa K Tab/JMUHOMY TIpe/iCTaB/IeHUIO [JIAHHBIX BbIOEpUTE HY)XHBIM BUKET U HaKMUTe

2
KHOTIKY ©

11.4.4 PepaKkTupoBaHue Bugxerta
,Z[J'IH Pe4aKTUPOBdAHHMA BU/XKETA BBITIOJIHHUTE C/IeAYIOIIe ,E[eﬁCTBI/IHI

1. TlepeiiguTe Ha pabounii CTOM U BbIOEpUTE BU/KET.



2. Haxmure KHOIKY e BBITIA/IAIOIIETO CITMCKA BbIOepuTe MyHKT Pejlak THPOBATH.
3. BeimosHUTE HACTPOMKY BHPKeTa B KOHCTPYKTOpe (rogpobOHee cM. pa3zmen «KoHCTPyKTOD
BUIDKETOB»).
11.4.5 KonupoBaHue HaACTpPOEK BuaXXeta
151 KonMpoBaHKs HaCTPOeK BU/KeTa BBIMIOJTHUTE CIeIyIOLe [1eHCTBUS:

1. TlepeiiguTe Ha pabouwnii CTOM U BBIOEPUTE BU/KET.

2. Haxwmure KHOIIKY ° W U3 BbIIIaJarollero Crrcka BLI6€pI/ITe IMYHKT KOHI/IPOBHTL HaCTPOﬁKH.

3. 3areMm Bbl MOJKeTe repejaTb HACTPOMKMU JPYrOMY MOJIb30BaTe0, WM CO3/laTh HOBBIA BUKET Ha
OCHOBe CKOITMPOBAHHOTIO.

Yrobbl TMPUMEHHTh CKONMPOBaHHBbIE HACTPOMKKM HEoOXOJWMO HayaTb TIPOLeCC CO3/aHUsl WIIH

pelakTUpOBaHUsl BUpKeTa. [l NpUMeHeHWs] CKOMMUPOBAaHHBIX HACTPOEK HaKMUTe KHOIKY E B
KOHCTPYKTOpe BUPKeTOB (1ogpobHee cM. paszen « KOHCTPYKTOD BUDKETOB»).

11.4.6 W3meHeHUue pacnosioXXeHUa Buaxerta
711 u3MeHeHus1 PacIo/IoKeH!sl BUPKeTa BBITNIO/IHUATE CjleflytoLlye JeHCTBUS:
1. TlepefizuTe Ha paboumii CTON ¥ BEIOEPUTE BUKET.

2. Haxwmwurte U yZiep)kKuBaiTe KHOIIKY *
3. TlepemeraiiTe MBILLIKY B HY’KHOM HarlpaB/IeHUU.

4. OrtmnycTuTe KHOIIKY I10C/Ie ITepeMeleHusl.

11.4.7 VI3meHeHue pa3mepa Bugxeta
[ n3meHeHNs pa3Mepa BUKeTa BbIIIOJIHUTE C/IeyIOLue 1elCTBUS:
1. TlepeiguTe Ha pabouwnii CTOM U BbIOEPUTE BU/KET.

2. HaxmmuTe U yZiep>kKuBaiiTe MpaBblii HYKHUM yros BumkeTa (cM. «Puc. 207»).

KonnyecTBO HOBBIX

4\

Puc. 207 — KHonka u3MeHeHMs pa3Mepa BU/pKeTa
3. TlepemelraiiTe MBILLIKY B HY’KHOM HarlpaB/IeHUU.

4. OrmnycTuTe MpaBblii HYKHUNA YOI 1OC/Ie iepeMeleHusl.

11.4.8 YpaneHue Bungxerta

,Z[J'IH yAa/leHnsd BUKETa C pa60qero CTOJIa BBITIOJIHUTE C/Ieayroijue AeﬁCTBHHI



1. TlepeiiguTe Ha pabouwnii CTOM U BBIOEPUTE BU/KET.

2. HaxmuTe KHOTIKY ° U W3 BBINAJAIOIIEro CITMCKa BbIOEpUTe TYHKT Y Ja/IUTh.

3. TloaTBepauTe yzAaneHue B OTKPHIBILIEMCS OKHe. BupkeT OyzeT yzaneH c pabouero crosna.

11.5 KonupoBaHue padouero ctona
IInardopma Pajap no3posisieT co3jaBaTh paboure CTOMBI Ha OCHOBe CYI[ECTBYIOIIUX. [ 3TOro

BbIOepuTe HY)XHBIM pabouunii cron. HakMuTe KHOIKY |I| Y W3 BBINAJAIOLIEr0 CIMCKAa BbIOEpUTe
nyHKT Co3paTh Konuw. ByeT co3zad pabounii CTO/ C aHAJIOTUUHBIMY TlapaMeTPaMHU.

11.6 Co3paHue oTyeTa

IInardopma Papgap nossonsier ¢hopMHUpOBaTh OTYEThI, KOTOpbIe MPEeAOCTaB/SIOT Har/sgHble AaHHBIE,
YTOOBI TOMOYb BaM OLI€EHUTH 3((HEKTUBHOCTh U TTPOU3BOJUTETLHOCT M1aT()OPMBI.

OTueT MOXHO CCl)OpMI/IpOBaTb B TOM 4UMCJ/ie 1 Ha OCHOB€ OdHHBIX, BbIBE€AEHHBIX Had pa60q1/1171 CTOJI.

151 3TOTO BHIOEPUTE HY)KHBIN pab0OUMii CTOM U BBITIOJHUTE C/IeAYIOIINe AeCTBUS:

1. Haxmure KHOIKY |:| W W3 BbIMAjalollero crnucka Bbibepure myHKT Co34aTh OTYeT.
OTtkpoetcsi okHO "Co3gaHue oTueta” (cM. «Puc. 208»).

CozpaTtb OTUéT X

HaseaHWe oT4éTa

OTueT no ocHoBHOMY pabouemy cTony

Mepwoa

MocnegHue 2 Mecaua B

OTmeHa CoxpaHuTb

Puc. 208 — Okno "Co3gatb oTuer"

2. Yxaxure cieAyrollye JaHHbIe:
e B1i0Jie "Ha3BaHue oTuera" yKa)Kute Ha3BaHUe OTUeTa;
e B mose "TlepuoA" U3 BLIMIAAIOIETO CIIMCKa BbIOEpUTe TIepuo, JOPMUPOBAHUS OTUeTa.

3. Haxwmure kHONKy CoxpaHuThb. OTKpoeTcsi cTpaHuLa ¢ 0T4eToM (cM. «Puc. 209»).
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Puc. 209 — Ctpanuia c oT4eTomM

'Z[aJILHeI;‘IHJHe AeﬁCTBHH HaJl OTUETOM BBITIOJ/IHAKOTCA B pa3jesie «OTueThbl».

11.7 YpaneHue paGouyero ctosna

Beibepute HyKHBIN paboumii CTOJ, HOKMUTE KHOIIKY E ¥ U3 BBINAJAIOIIero ChHcKa BblbepuTe
NYHKT Y Aanuth. [TogTBepauTe yjaneHre B OTKPBIBLIEMCS OKHe.

11.8 Grafana. EQUHNLbI N3MepeHUst U BpeMeHHOW agnanasoH

Grafana nozaep>kvBaeT criefytolye eJUHULIbI U3MePeHYsI BpeMeHHOr0 Jjuara3oHa:
e 5 (CeKyHApl);
e m (MUHYTHI);
e h (uach);
o d(gun);
e W (Hezenu);
e M (mecsip);
ey (rozpl).



OmnepaTop MHWHYC I03BOJISIET CZie/aTh IIar Ha3aji, BO BPEMEHU OTHOCHUTETbHO BBIODAHHOTO 3HAUEHWS
TEeKYII|ed JaThl U BpeMeHH, WM 3HaueHus now. Eciii HeobXoarMo 0ToOpa3suTh MOHBIN MepUo/] eIUHHULIbI
u3MepeHust (IeHb, HeJieTo, Mecs] U T.J.), He00X0AUMO 00aBUTh «/<eJUHHWI]A ©3MepeHHs] BDEMEHI>» B

KOHILIe.
B Tabnuiie iprBeieHbI IPUMePbl BpeMeHHbIX A1ara30HoB:

IIpuMep OTHOCHTE/ILHOTO JMana30Ha
[Tocnepnvie 5 MUHYT

[Tporteaimii 1eHb

Ha sToii Hepenmu

IToka uTo Ha 3TOM HeJenu

B sToMm mecsitie

IToka uto B 3TOM MecsiLe
TIpeapiayImii Mecsi]

IToka uTo B 3TOM roay

Ot

now-5m

now/d

now/w

now/w

now/M

now/M

now-1M/M

now’y

Ho

now

now

now/w

now

now/M

now

now-1M/M

now



12. KOHCTPYKTOpP BUAKETOB

H]’laTq)OpMa Panap MOo3BOJIAeT BU3Yya/IM3UDOBATbL [dHHBIE C TIOMOINbIO BHUI)KETOB. BI/I,EDKETBI
MMPUMEHSAIOTCA IIPpU pa60Te C JaHHBIMHU B pa3aesiax Pa6oune cTosibl 1 OTUeTHhI.

HEPEﬁTH B KOHCTPYKTOD BHUPKETOB MOXXHO HECKOJIbKUMHA criocobaMu:

e Cmocod 1. V3 pa3gena Paboume cTo/IBI HauaTh Tpoljecc A00aBfeHUss WM peaKTUPOBAHUS
BU/KETa;

e Cmoco0 2. 13 pa3znena OTueTbl HaUaTh MIPOIIECC PeAAKTUPOBAHUS BUDKETA.
BHeltHMM BUJ, KOHCTPYKTOpPa BUKEeTOB TpuBefieH Ha «Puc. 210».

Coxparure (2] = Pexum oTnagki Mocnegsine 2 mecsya B s B lvctorpamma

Bupxet c OTKPbITbIX Mo KPUTUYHOCTH - OCHOBHbIE HACTpORKH o

MokasblBaTb 3aroNoBoK
3aronosox

BUAXET C pacnpeAencHem oTKpsITbIX MHLMACHTOS 1o KE

Onucarue

v Ierenpa S

Ceepxy CHuzy CKpbITO |

v 3anpocA & : -
v HacTpoiku BU3yanusauum

)

VICTOUHMK AaHHBIX Raracet (@ Crans

Ocrosros UnupnpenTs! W s | 4 Konona

Mepuon
Crexk @

He suibpan nepuos @
Ha6op noneit © LigeTogas cxema

TonbKO yHUKaNbHbIE 3Ha4YeHNA Roma

Mone @ Anvac @D
incident_id cnt

status F

=]

> HacTtpoiika oceit

o

risk_level f g
Puc. 210 — Ctpanuna "KoHCTPpyKTOp BH/KeTOB"
KOHCTPYKTOp COCTOUT U3 CIeyIOLIUX O/I0KOB:
e TIlaHe/b JeNCTBUM;
e  peXxuM Busyanusauuu/Pexum o1iaku;
e KOHCTPYKTOp 3arpOCOB;
e HACTPOMKA BU3ya/M3allMM BUPKeTa, KOTOPas BK/IFOUaeT:
e BbIOOp THITA BU/KETA;
e OCHOBHbIe HAaCTPOWKHU;
e HACTPOWKY BHEIIIHEero BHja BUKeTa.
ITanens geyicTBUM

b0k pacriosiaraeTcsi BBepxy CTpaHULIbI KOHCTPYKTOPa BUAKETOB (cM. «Puc. 211»).

CoxpaHuTb @ E| Pexum oTnagku NocnegHue 2 mecaua a

Puc. 211 — KoHcTpykTop BufKeToB. biok "IlaHesb gelicTBHil"

‘)



Ha nanenu pelicTBUM JOCTYTHBI C/IeAYIOLME 3/1eMeHThI yIIpaB/IeHUs:

Knonka JeiicTBue

OTMeHa U3MeHeHHH M BO3BPaT Ha MPeAbIAYIIYIO CTPaHULY
Coxpanute coxpaHeHHe MH(OPMALMY O BUPKEeTe

E BCTaBUTh CKOIMPOBAHHbIE HACTPOWKH BUKETa

@ CKONMPOBaTh HACTPOMKHU

[E] riepexo/| K yrpaBJIeHHIO NTPelyCTaHOBKaMH HaCTPOEK BU/KeTa

BK/IIOUEHME/BBIK/IHOUEHHe peXXrMa OTJIaJKH!. HpI/I BK/IOYEHHOM peXume 6y,£[yT

Pexxum otnagxu
TOKa3aHkbl JaHHble, BO3BpalllaeMble U3 UCTOYHHKA

5 BBIOOD mepriofia GOPMUPOBaHUsI JAHHBIX BHKeTa
L' | ~
e obHoBIeHHe 0ToOpaXkaeMol UHpOpMaIUu

Pexxum Busyanusanuu/Pexxum oT/1a KU

brok pacnionaraercs mo LeHTpy KOHCTpyKTopa. [lepek/roueHre MeXay peXMMaMU BBINIOJIHAETCS C
TOMOLLBI0 TlepeksroyaTess Pexxum orapku. B pexuMe Bu3yanusaliid MOXKHO TIOCMOTpPeTb TO, Kak
BU/DKET Oy/1eT BBIT/ISIIeTh Ha paboueM CTojie WK cTpaHurie otueta (cM. «Puc. 212»).

CoxpaHuTe E @ [E] Pexwum oTnagkm Mocnepghue 30 gHen B

)

BpemeHHoW pag

50

40

10

T T T T T T T T T T T T
&0 18N8 1&-1n 18:1R 18:70 1898 1g20 1898 18-40 1645 186N 16ER

Puc. 212 — KoncrpykTop BuakeroB. biiok "Pexxum Budyanusanuu"

B pexxume 0T/1a/JK¥l MOYKHO TIOCMOTPETb KOPPeKTHOCTb PabOThI HalIMCAaHHBIX 3arpocoB (cM. «Puc. 213»).



CoxpaHWTb E| E| Pexum oTnagkmn (:) Mocnegdue 30 gHeR

3anpoc A 3anpoc B

date test
2024-04-03T15:55:14+03:00 32
2024-04-03T15:56:14+03:00 32
2024-04-03T15:57:14+03:00 33
2024-04-03T15:58:14+03:00 33
2024-04-03T15:59:14+03:00 46
2024-04-03T16:00:14+03:00 33
2024-04-03T16:01:14+03:00 33
2024-04-03T16:02:14+03:00 33
2024-04-03T16:03:14+03:00 32

Puc. 213 — Koncrpykrop BugxerosB. biiok "Pexxum otnagku”

KoncrpykTop 3anpocos

bsok pacrioniaraetcsi o pe>xMMOM BU3yann3alun/oTaagku (cm. «Puc. 214»).

> 3anpoc A &
:* « 3anpocB &
MCTOYHME OaHHBIX Dartacer (i)
MeTpHMKK CUCTEMEI O6wme MeTpUKK
Mepwopg

Mocneguwi yac =< (@)

Ha6op nonein @

Mone (@ Anwac (1)
go_goroutines test
[ata

NobaenTe

Ycnoeua ¢ouneTpauun O

+ [dobaswTe

+ [HobaewTe 3anpoc

Puc. 214 — Koncrpykrop BujxeroB. biiok "KoHcTpyKkTOp 3anpocoB”

B KOHCTpyKTOpe 3ampoCoB IOCTYIHBI C/Ie/IyIOIIYe 3/IeMeHThI yTIpaB/ieHusl 3arpocamMu:

(]

Ch

®]



Kxonka HeiicTBue

+ [HobaewTk 3anpoc nobasnenye 3ampoca

HW3MeHeHHe pacCIioIOKeHHA 3arpoca

ﬁ HW3MeHeHHe HAaMMEeHOBaHUA 3aIIpocCa

JOCTYTI K CJIEAYIOIIUM [efCTBHSAM HaJ| 3a1ipoCoM:
- CKOMHUPOBaTh HACTPOUKY;
- BCTaBUTh HACTPOUKY;
- JybnupoBaTh;
- y[anuTh.

+ HobasuTe nobaB/ieHe TTapamMmeTpa
yAaeHye napameTpa U3 3arnpoca

,C[O6EIBJ'I(:‘HI/IQ arperanuyro B 3aripoc

CUHWI MHJUKATOp 0003HAYaeT UTo K 3ampocy jAoGaBjieHa arperaijys. [Ipy MOBTOPHOM
K/TKe MOJKHO €€ U3MEHHUTh

HacTtpoiika BHelIHero Buja BU/pKeTa

byiok pacrionaraercs B mpaBOM 4YaCTM CTpPaHUL[bl KOHCTPYKTOpa U ()OpMUpYeTCs B 3aBUCUMOCTH OT
BbIOpaHHOTO BU/KeTa (CM. «Puc. 215»).

k= BpemeHHoit pag @ Kpyrosas guarpamma B Tuctorpamma

> OCHOBHBIE HACTPONKN > OCHOBHbIE HACTPOWNKKN > OCHOBHBIE HACTPONKN

> NereHpa > NereHpa > INerenpga

> HacTpoiku Busyanusauumn > HacTpoikn Busyanusayumn > HacTpoiku Busyanusauun
> HacTpoiika oceil > HacTtpoiika oceil > HacTpoiika oceil

B2 Tabnvua Aa TekcT B KMzobpamenne

> OCHOBHBIE HACTPONKN > OCHOBHbIE HACTPONKMN > OCHOBHBIE HACTPONKN

> HacTpoiikn KonoHoK > Texer > HacTpoiikn Busyanusauymn

~? MeTpwka

> OcHOBHbIe HACTPORKH
> HacTpoiikn MeTpHKn

> HacTpoiiku TpeHpa

Puc. 215 — KoHcTpykTop BUKeTOB. biiok "Hacrpoiika BHelllHero BijAa Bupkera”



12.1 Oco6eHHOCTU PpabOoTbl B KOHCTPYKTOpE

Kakaplii BUpKeT 00/1aZiaeT CBOWM YHUKA/IbHBIM CIIOCOOOM BH3ya/M3allud JIaHHBIX M HUMeEeT Psij
TepCcoHa/IbHbIX HAaCTPOeK.

[To Tumy 3arpocoB BU/PKETHI JEJSTCS Ha BUPKETHI C CepHWel 3arpocoB M Ha BHWKeThI 0e3 cepuu
3anpocoB (MPOCTHhIe):

e [Ins crepyroImyX TUIIOB BUXKETOB MOKHO 3a/1aTh CEPHIO 3allPOCOB:

BpeMeHHOH DPsf;
— TUCTOrpamma;
— KpyroBas Juarpamma;
— MeTpHKa;
- Ttabnuia.
o Iy crieAyroIUX TUIIOB BU)KETOB HeJlb3sl 3a/laTh CEpHI0 3allpOCOB:
- TeKCT;
- wu3obpaxeHue.
CraHJapTHBIN TPOLIeCC HACTPOWKU BU/)KEeTa MOKET BBITJISIAETh CeAYIOIIUM 00pa3om:
1. BsibepuTe THT BUKeTa U3 BBITIA/IAIOIIEr0 CIIMCKA.
Ykaxxute "OCHOBHbIE HACTPOMKHU BUKeTa".
Ecmm f1s BUpKeTa J0CTyHA HACTPOMKA CeprH 3apoCoB, TO BKIHOUNTE Pe)XXum oT/1agKH.
HacTpovite 3anpoc uam cepurro 3arpocoB.

O6HoBUTe 0TOOpaykaeMyt0 MH(GOPMALIMIO U TPOBePhTe PabOTY 3arpocoB B Pexxnme oT/1agKu.

2.

3

4

5

6. YgmocroBepbTech UTO BCe HACTPOEHHBIE 3aMPOCkl paboTal0T KOPPEKTHO.

7. J1yisl HACTPOMKY MapaMeTpOB BU3yaM3aliuy OTK/IFOUUTe Pe)XKum oT/1afKu.

8. YkaxuTe HaCTpOWKY BU3yanu3aljiy CepUr 3aripoCoB.

9. ¥YpocTtoBepbTech UTO BH3yasu3alusi JaHHBIX B BU/)KeTe paboTaeT KOPPEKTHO.

10. CoxpaHuTe U3MeHeHUs Ha)KaB COOTBETCTBYIOLLYIO KHOIIKY.

12.2 KOHCTpPYKTOp 3anpocoB

YTipaB/ieHre 3arpocaMu BK/IFOYAeT B Ce0si Cie[yIOIIHe TIPOLIeCChI:
1. [OobGaBnenue 3ampoca.
2. ybnvpoBaHue 3arpoca.
3. KormnurpoBaHue rapameTpoB 3arpoca.
4

Y panenue 3aripoca.



12.2.1 Jo6GaBneHue 3anpoca

IlpumeuaHue: repes; HayajaoM Tipouiecca [go0aBjieHHWs 3arpoca pPeKOMEeH/AyeTCsl BK/IHOUWTb Pexxum

—
oriaaku. [locsie u3MeHeHHs 3ampoca peKOMeHAyeTcsi OOHOB/STh /JaHHbIe C TTOMOILBI0 KHOTKH " IS
TIPOBEPKH KOPPEKTHOCTH 3aripoca.

+ NoGaewTs 3anpoc
171 Hauasta mporiecca Jo6aBIeHs 3aTTpoCca HAXKMHUTE KHOITKY .

[Tpu Heo6XOAUMOCTH BBl MOYKETe U3MEHHTh HalMEeHOBaHHe 3arpoca Ha)KaB KHOTIKY
[obaBneHue 3arpoca MO>XKHO yC/IOBHO pa3Zie/IuTh Ha HECKOJIBKO I11aTrOB:
e Ilar 1. Beibop UCTOYHMKA JaHHBIX U JaTaceTa.
e [lIar 2. Hacrtpoiika nepuo/ia (hopMHUpoBaHusI 3arpoca.
o [lIar 3. lobaBnenue Habopa moseid, THPOPMALs 110 KOTOPLIM OyZieT 00pabaThIBaThCsl 3aTIPOCOM.
o Illar 4. Hactpotika ycioBuii (pUIbTpaLdy BIOpaHHBIX TIOJIEH.

e IIar 5. Hactpotika rpyriyipoBKA U COPTUPOBKHU BEIOPAHHBIX TTOJIEH.
12.2.1.1 LWar 1. BbI6Op UCTOYHMKA JaHHbIX U gaTtaceTa

Ha pganHOM miare HeoOXOAWMO BbIOpaTh WMCTOYHMK [AHHBIX, WHGOPMAIMs W3 KOTOPOro Oynert
oOpabaTbIBaTbCs 3aTTPOCOM, ¥ COOTBETCTBYHOILMI HAOOP JaHHBIX - faTaceT (CM. «Puc. 216»).

i ~ 3anpoc A &

MCTOYHMK AaHHBIX Datacet (i)
MeTpHKK CUCTEMEI Kaguka
Mepuog

Mocneghuit vac x @
Puc. 216 — KoHcTpyKTOp 3anpocoB. Be100p MCTOUHNMKA /JaHHBIX, JaTaceTa v nepuoja

CoOTBeTCTBHE UCTOUHUKOB JIJAaHHBIX U /IaTACETOB MPUBE/IEHO B TabJHIe:

HCcTOoUHHNK AaHHBIX Jaracer

OcHoBHOe WH1maeHTb

- Bce;

- HopwmammsoBaHHbIe;
- OG6pabotaHHbIe;

- Oumbku.

- Menegxep Knacrepa;
- Kadka;

- Konnekrop J10ros;

- Koppensrop;

- OO1ue MeTpUKY;

- Xpanuniie cobbITHI;
- Konnekrop MeTpuK;
- Rsyslog.

CobObITHA

METpI/IKI/I CHUCTEeMBbI



HWcTouHMK JaHHBIX Jaracet

[HataceT ¢opMupyeTcsi Ha OCHOBe JIaHHBIX, CO37IaHHBLIX II0/Ib30BaTesieM IIpU paboTe ¢

TabuuHble CIIUCKU
Tab/IMUYHBIMU CIIUCKAMU

12.2.1.2 Lar 2. Bbioop nepuoga chopmmpoBaHus 3anpoca

IIpumeuanue: nepuo/, yKasaHHbIA [ 3alpoca, BCerja UMeeT MPUOPUTET HaJ, NepUOZOM, YKa3aHHBIM
AJ1s1 pabouero cTosia WM OTYeTa.

[nst usmeHeHus riepuoja popmMupoBaHus 3arpoca (cM. «Puc. 216») BbINOTHUTe CeAyole [eHCTBUS:
1. Haxmwure Ha cooTBeTCTBYMOIIee mosie. OTKpOeTCsi OKHO BbIOOpPAa BpeMeHHOT'0 iraria3oHa.
2. Beibepure miepuo/,. [JoCTyIiHbIe 3HAUEHUS:
e 3a BCe BpeMs;
e TeKylue: MUHYTA, Yac, JeHb, MecsL], Fof;
e TIOC/IeJHHEe: MUHYTBI, Yachkl, MecsLa, rosa;

e TE€pUOJ] MOXXHO yKa3aTh BPYUHYIO B COOTBETCTBYIOIUMX Monsx. [Togmep>kuBaeTcst hoopmaT
nat u3 Grafana.

3. Haxwmure kHOIKy IIpMMeHHUTb.
12.2.1.3 LWar 3. HacTtpoiika Ha6opa nonem

Ha manHoM mare BbI 100aB/isieTe B 3arpoC KOHKPETHBIE TM0JI U3 BhIOpAHHOTO zatacera. [Ijisi KaX10ro
T10J151 IPU HEOOXOAMMOCTH MOYKHO 3a/iaTh AJTHAC U Arperaiuio.

Anuac - 3To K/IH04, 110 KOTOPOMY MOXKHO OIpejie/IuTh BbIOpaHHOe Iojle MpY HacTpOMKe BU3yaiu3alliu
Bupketa. Ecyti BaM Heo0X01MMO UT00BI BU3yain3aliysi CTPOMIACh 110 OJMHAKOBBIM IT0JISIM, HO U3 Pa3HbIX
3ampoCoB, TO 3a/laliTe STUM MOJISIM OJJMHAKOBBIN AmHac.

Arperanus - BO3MOXXHOCTb BbIOpaTh (PyHKLIMIO TPYIINMPOBKY Pe3y/IbTaToOB, KOTOPbIe OYAyT BHIBOAUTHCS
NP TIOCTPOEHMH BH3yanusanuyd. Habop mnapameTpoB arperauyu [ KaXJOTO TIOMS  SIBISETCS
yHUKanbHbIM. Hanpumep, ecii Bam He00X01MMO UTOOBI 10 O/IHOM M3 IIKaJ BpEMEeHHOT0 PsiJia, 3HaueHUs
yKasbIBa/IMCh 110 MUHYTaM, TO 3a/ialTe I MO/ C TANIOM "[laTa" COOTBeTCTBYOLIYIO arperanuto. Ilpu
OTCYTCTBUM TPYIIIUPOBKK arperupyroTcsi BCe pe3y/bTaTbl BbIOPAHHOrO TMOJs. ATrperayi0 MOXXHO
BBITIOJTHUTH 110 C/IeAYIOMM (YHKLUSAM:

e count - 1o JiroObIM 3HaUEHUsIM;

e Mmin - N0 MMHUMAa/IbHBIM 3HaUEHUSIM;

e Mmax - 110 MaKCUMaJIbHbIM 3HaUeHUSIM;

e Sum - [0 CyMMe BCeX 3HaueHUM;

e avg - 10 CpeJjHeMy 3HAUeHMUIO;

o interval - mo uHTepBany (MUHYTHI, Yachl U.1.).

[y HacTpoliky Habopa rosielt BHITIOTHUTE CleAyIOIye AeHdCTBUS:



1. Ecau BHI XO0Ture, yTOOBI B 3aripoce 0T06pa>1<a111/1c13 TOJIbKO YHHKdJ/IbHbI€ 3Ha4UeHU HO]IEI‘;I, TO
BK/TFOUHMTE IMepeK/rvaTe/ib Tonbko YHUKAJ/IbHbIE 3HAYE€HHUSA.

t Nobasuts
2. HaxmuTe KHOIIKY A

3. TlosBATCA MapameTpsl AJ11 HACTPOMKHU oA (cM. «Puc. 217»).

Ha6op nonein @

Tonbko YHWKaNbHbIE 3HaYEHWUA

Mone Anwac (1)
MpeHTuduKaTop NpoUCLLECTBMA cnt |
CraTyc s ]
- [obaeuTb

Puc. 217 — Koncrpykrop 3anpocoe. Haéop moJreit

4. Bribepute He0OX0IUMOE TTOJTe JaTaceTa U3 BhIMAAIOIer0 CIIHMCKa.
5. Ilpu HeOOXOAUMOCTH YKaXKUTe ajirac.

6. Tlpu HeobxoauMoCTU 3ajaiiTe arperauuto. [ljisi 3TOro Ha)KMUTe Ha KHOMKY Jo0aBieHust
arperauuy. OTkpoetcst okHO "Hactpoiiku nons" (cMm. «Puc. 218»).

HacTpoiku nonsa X
Arrperauwsa MNapameTpbl
interval Mo yacam

Tonbko YHWKaNbHbIE 3HaYEHWA

CBpocuTb OTmeHa m

Puc. 218 — OxHo "Hacrpoiiku noisa"

7. YKaxuTe B OKHe C/lelyIOll[1e TaHHbIe:

e B rmone "Arperaius" W3 BBINAZAIOIIEr0 CIMHUCKAa BblOepUTe (YHKIMIO TPYNIMUPOBKU
pe3y/ibTaToB 3arpoca;

e B 0Jie "TlapameTphl" 13 BhIMAAIOIIETO CITUCKA BbIOEpUTE MapaMeTphl (PyHKIUY;

e ecM HeoOXOAWMO BBITIONHATH arperaluio TOJbKO [0 YHHUKA/JbHBIM 3HAueHWsM, TO
yCTaHOBUTE COOTBETCTBYIOLIUM (hrar;

e ecM HeoOXoAMMO UTOOBI arperarusi MpUMeHsIach TOJILKO B paMKax 3aZIlaHHOTO TIepro/ia,
TO ycTaHoBuTe ¢iar Vicmoib3oBaTh JJisi mepuo/a (TOJ/IbKO /IS TIoJiel C TUTIOM date).

8. [lobaBbTe HEOOXOIUMOE KOJTUUECTBO TOJIEH.



12.2.1.4 Lar 4. YcnoBua unbTpauumn

ITocne poGaBneHusi Toseid B 3arpoc MpU HEOOXOAWMOCTH MOYKHO yKa3aTh TOUHYHO (UIBTPALUIO /st
KaK/IOTO TIOJIs, Yy4yacTBYyIoImero B 3ampoce. [ns mobGaBneHuss ycioBUS (UIBTPAIUM  BBITIOJTHUTE
cenyrolre JerCTBUS:

+ HobaenTe o
1. Haxmure KHOHKy . IlogBarcya HapaMeprI AJIS HaCTpOI/IKI/I YCJ'IOBI/IH Cl)I/I]'ILTpaL[I/II/I
(cm. «Puc. 219»).
Ha6op noneit @
Tonbko YHWKANbHLIE 3HAYEHUA
Mone Anwac (i)
YpoBeHb pucka test £ [m]
[aTa co3aaHua MHUMAEHTA (m}
+ [obasute
Ycnoeua dunsTpaymumn ©
Mone Oneparop 3HaueHne
YpoBeHb pucka HE  paBHO 0 t o
[arta co3ganva WHLWLoEHTa He Gonbwe 2024-04-01 o

t NobaeuTs
Puc. 219 — KoHCTpYKTOp 3anpocoB. Y ¢JIoBHsA (puabTpanuu
2 BbIﬁepI/ITe I1oJie U3 BbIMaJdrOIIEro CIIMCKd, IT0 KOTODOMY Bbl XOTHUTE€ HACTPOUTH q)HJIBTpaL[I/II-O.
3. BribepuTe noruueckuii oneparop.
4. YxKaxuTe 3HauUeHUe orepaTopa.
5

ITobaBbTe (HhUMbTPALIMIO TI0 BCEM HEOOXOAUMBIM TTOJISIM.
12.2.1.5 LWar 5. 'pynnupoBkKa n CoptupoBka

IIpumeuaHue: JaHHBIM 111ar HEJJOCTYIIEH /1JIs TI0Jiel U3 UCTOYHMKA JJaHHbIX MeTPUKHU CHCTeMBbl.

['pynmupoBKa MCIO/B3YeTCs AJisi 00beAWHEeHUsI Pe3y/bTaTOB M0 HAaCTPOEHHBIM (YHKIUSM arperalui.
Hanpumep, eciv Bbl XOTUTe MOJYYUTh pe3y/bTaTbl 10 YPOBHIO pUCKa MHIUJEHTa U Jare CO3/aHusd
VHIU/IeHTa U TPU 3TOM BBICTaBUJIM arperaruro s 1oJisi "YpoBeHb pUcka' B count, TO BaM He0OX0uMO
OyzeT BBIMOJIHUTHL TPYNIMUPOBKY 10 oo "JlaTa co3ganus”. B pesysbTaTe BbI MMOJyUrTe TPYITIIMPOBKY
BCeX WHI[V/IEHTOB C OJWHAKOBLIM YPOBHEM PUCKa I10 JaTaM.

t HobaewTe

[ HacTpPOMKM Ha)XKMUTe KHOIIKY U BbIOEpUTe TIONE, TI0O KOTOPOMY BBI XOTHUTE

BBITIOJIHUTH IPYIIIUPOBKY (CM. «Puc. 220»).



Mone Annac (7

E
(|

YpoBeHb pucka

(m]

[aTa coagaHua MHUMOEHTa F
- NobaBWuTe
Ycnoeua ¢puneTpayun ©

+ NobaewTb

Mpynnuposka @

Mane

[aTa co3gaHua NHUMAEHTA [l

+ NobaewTe
CopTupoeka @
+ NobaewTe

Nianaut () Ogppcet (D)

Puc. 220 — Koncrpykrop BukeToB. I'pynnupoBKa 1 COpPTUPOBKa

CopTHpOBKa HacTpauBaeT TIOPSIOK OTOOpakeHHsi pe3yJsbTaToB 3arpoca: asc/desc. [Isi COPTHPOBKHU
MO>KHO HAaCTPOUTh CJIe/IyIOIIHe TapaMeTphI:

e JIMMMT - CKOJIbKO 3/IeMEHTOB BO3BpalllaTh B 3aIpocCe;
e Oddcer - CKONMBbKO 3/1EMEHTOB NIPOIMYCTUTb.

st HACTPOWKM COPTUPOBKY BBITIOJIHUATE CeYIOLIYe [1eHCTBUS:

- NobaeuTk .
1. Haxmure KHONKY . [TlosBarca mnapameTpsl [ HACTPOMKU COPTHUPOBKU
(cm. «Puc. 220»).
Bribepute mose 13 BbINaZaroLero CryMcKa, o KOTOPOMY Bbl XOTHUTe HaCTPOUTh COPTHPOBKY.
BribepuTe HarpaBieHHe COPTUPOBKU: asc/desc.

2
3
4. B nose "JIuMuT" yKakuTe 3HaUeHUe JIUMUTA.
5

B nosne "Oddcetr” ykaxxute 3HaueHue odcerta.

12.2.2 KonupoBaHue 3anpoca

Bbl MOXXeTe CKOMUpOBaTh IapaMeTphl 3arpoca W MepefaTb MX JPYromy Mosb3oBaremto. st 3Toro

BbIOEDUTE HY)KHBI 3ampoC, Ha)XMUTe KHOMKY W W3 BBINAJAIOIIET0 CIKMCKa BblOepuTe
nyHKT CKonupoBaTh HacTpoiku. HacTpoiiku OyyT ckorupoBaHsl B Oydep obmeHa.

Onst Toro 4troObl TIPUMEHUTHb CKOIMPOBAHHBIE HACTPOMKW BbIOEpHTE HYKHBIM 3arpoc, HaKMHUTE

KHOTIKY ¥ W3 BBIMAJAMOIIEro CruCKa BbIOEpUTe MyHKT BcraBuTh HacTpoiiku. HacTpoiiku us
Oydepa obmeHa OyyT MPUMeEHEHBI K 3aripocy.



12.2.3 [Ay6nupoBaHue 3anpoca

BbI MOXKeTe cO37aTh HOBBIM 3alpoC Ha OCHOBE CYIIeCTBYIOIIero. [yt 3Toro BeIOepUTe HYKHBIM 3arpoc,

Ha)KMHTe KHOTIKY ¥ M3 BbINIaJAOIero CIIMcKa BeIOepyTe MyHKT Jy6/MpoBaTth. B criicke 3ampocoB
TIOSIBUTCST IyO/IMKAT 3aripoca.

12.2.4 YpaneHue 3anpoca

[nst ynaneHust 3ampoca BbibepuTe HY)KHBIN 3arpoc, HAKMUTE KHOTIKY ¥ U3 BBIMIAJAIOLIEro CIrcKa
BbIOEpHUTe TYHKT Y AA/TUTh.

12.3 HacTpoiika BHellHero Buga Buaxerta

IIpumeuaHue: HACTPOKKY BHEIIIHEr0 BU/Ia BUKeTa pEKOMEH/1yeTCsl BHITIOIHSATD [10C/Ie HACTPOMKU CepUU
3alpOCOB M B pekuMe BHU3yanu3aluu (TepeBeiuTe TMepekitouaresb PeXXMM OT/JIagKH B COCTOSTHUE

"BBIK/IIOUEH").

HacTpoiiky BHelIHero By/ia BUyKeTa yCJIOBHO MOXKHO pa3/ie/IuTh Ha C/ieyolue NeUCTBUs:
e BbIOOp THIA BUPKETA W3 BBIMA/IAIOIIETO CITHCKA;
e yCTaHOBKA OCHOBHBIX HACTPOEK BU/KETa;

e TIepCOHAJ/IbHas HaCTPOﬁKa BbIﬁpaHHOFO THUIIA BU/DKeTd.

12.3.1 OCHOBHbIE HAaCTPOIKN BUKeTa

bsiok "OcHOBHBIE HACTPOUKHU'" SIB/ISIETCs OOII[UM /17151 BCEX THUTIOB BUXKETOB (CM. «Puc. 221»).

~ OCHOBHbIE HACTPONKN —
MNokaseiBaTb 3aronoBoK
3aronoBok

[vcTorpamma
OnucaHue

PacnpepeneHne yposHA yrpossl No BREMEHH

e
Puc. 221 — OcHOBHBIe HACTPOUKH BU/)KETOB
B 6710Ke 10CTYTIHBI Cie/[ytoIe HaCTPOWKH:
e @nar '"lokaspiBaTh 3arojioBOK" - BKJIFOUEeHHE/BBIK/IIOUEHWe OTOOpakKeHUsi HauMeHOBaHUs

BU/KeTa Ha paboueM crose/oTuere;
e 3arosioBoK - HaMeHOBaHHe BU/KETa;
e OnucaHue - f0TONHUTebHAs HHGOPMAaLUS O BUZKeTe.

[Tpumep oToOpakeHHs1 OCHOBHBIX HACTPOEK TIpHBe/ieH Ha «Puc. 222»



3arosioBokK OnwncaHne
Taimcepua @

/| -
10

10:50 11:00 11:10 11:20 11:30 11:40

Copep)xumoe BUOXeTa

Puc. 222 — OToGpakeHHe 0CHOBHBIX HACTPOEK Ha BH/DKETe

12.3.2 BpeMeHHoOI1 pag

Bupker otobpakaer rpadyk € TPyNIMPOBKOM IO KOMWYECTBY 3HaueHWi IapameTpa OT BbIOpaHHOTO
VICTOYHHKA 3a OIlpe/ie/IeHHbIl [lepro/, BpeMeHU. [Ipumep BHelllHero Br/a rpuBejieH Ha «Puc. 223».

Taiimcepua @ X

10

4 Date; 2024-04-02 15:29.07
Count; 6

1435 1440 1445 1450 1455 1500 1505 1510 1515 1520 1525  15:3C

Puc. 223 — Bumpxer "BpemenHoii pap"

Hacrpoiika BHelLlTHero BU/ja BUKeTa BK/IIOUaeT B ce0sl Cyie/IyoLIHe IIaru:
e [IlTar 1. Hactpotika ocefi iis1 oTOOpakeHus: TpaduKa.
o Illar 2. HacTpoiika BU3yanu3aliu pe3yabTaToB 3ampoca.
o Ilar 3. HacTpoiika siereH/ibl.

IIpumep HacTpoeK npuBeseH Ha «Puc. 224x».



)

Nocneanue 15 MUHYT i} =~ BpemenHoi pag

> OCHOBHbIE HACTPOIKH

~ Jlerenpa

CHuzy CkpbiTOo

~ HacTpo#iku BU3yanusaumu

__/_\_/\—/ CTMﬂb
Crex @
17:05 17:10 17
Ctune
NuHenHbIR
a0 (®) CupyrnenHsiii
War - cHavana
0 o = War - ckoHua

MokasblsaTe TOYKM
Na Het

~ HacTpoiika oceil

Mone gns ocu X (D

date

Mone gnaocn Y @

cnt

Puc. 224 — Bupxer "BpemenHoii psaj". Hacrpoiiku
12.3.2.1 LWar 1. HacTpoiika oceii

IIpumMeuaHue: 3HaUueHUs TOJiel, KOTOpbIE [OCTYIHBI [jig BbIOOpa TPU HACTPOWKe J[aHHOTO IIara,
GbopMHpYIOTCSI Ha OCHOBe JAHHBIX, yKa3aHHbIX B 3ampoce (mogpobHee cM. pasgen «JloGaBneHue

3amnpoca).
Hactpotiika ro3BosisieT BbIOpaTh 3HaueHus rosielt Ajisi ocu X U Jijisi ocH Y, TI0 KOTOPbIM OyJieT CTPOUThCS
rpaduK.
[17151 HaCTPOMKU OCell BBIMIOJIHUTE CJIeYIOLe 1eHCTBHUS:
1. U3 BhINazaroiero CriMcka BpIoepuTe 1oJie st ocu X.

2. U3 BbImajaromiero Crvcka BeibepuTe 1mosie fijist ocu Y.

3. TlpoBepbTe oTOOpakeHre oceli Ha BUKETE.
12.3.2.2 Llar 2. HacTpoika Bu3yanusauum

Hactpotiika no3BossieT BbIOpaTh OJUH U3 ABYX CTHIIel rpaduka:
e JIVHUS;
e  KOJIOHKa.

[Tpu BeIOOpe cTHyis "JIMHUA" JOCTYITHA BO3MOKHOCTb HACTPOUTS [IOTIO/THUTE/IbHBIE TTapaMeTphI:



e BHerHuii BU/| TMHKYN Ha rpaduke:

JIMHEeWHBIMN;

CKPYTIJIeHHBIN;

[Iar ¢ HaudaJid,

IIar ¢ KoHIid.
e BkitoueHMe/BBIK/IIOUEHUE 0T06pa}KEHI/IH TOUEeK.

[Tpumeps! BU3yanu3auuu rpaduka rnpuBeeHbl Ha «Puc. 225».

NuHelinblii-Neredpga ceepxy @ Konouka-ereHpa cHuzy @
O-A 10

10 8

¢ V\_/'\_N\_/\/\_/\\_/\_/\_/\/V\_/\/\_ °
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4 2
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NuHeliHblii-CKpyrneHHbli-6bes neredgbl () NuHeiinbli-Lar ¢ Hayana-bes nerexgel (D
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Nuneiinbiii-Lar ¢ koHua-MNMoKasbiBaTb TOUKK ()
O A

10

e 1 . T hm,mil,rJL—x g gy TJHHH,”,,]”H,

6

4

2

15:35 15:40 1545 15:50 1555 16:00 16:05 16:10 16:15 16:20 16:25 16:30

Puc. 225 — Ilpumeps! BU3yanu3alui HaCTpoeK Bupkera "BpemenHoi psag”

CTek - HacTpolika OTBeuaeT 3a IPYNMNMPOBKY KOJOHOK WM JIMHUM. EciM Bbl HaCTPOWIM HECKOJIBKO
3arpoCoB [y1sl BUPKETa, TO /71 y00CTBa 0TOOpaskeH!sI Mbl MOKeTe YCTaHOBUTH iar CTek.

Eciv B mapaMeTpax pas3/iMUHBIX CEpPU 3alpOCOB HCIIO/B3YHOTCSI Pas3Hbld Habop Tiosed, TO 4YTOOBI
00beMHUTL UX HEOOXOJUMO BBECTH OJJMHAKOBOE Ha3BaHUe [is Kakaoro Asmac (mogpobHee cM. pa3zern
«JlobaBnienue 3anpoca»). [ 00beAvHEeHHs TT0JIeH Mpy BU3yanr3ali HeoOX0AUMO B TlapaMeTpax 0/10Ka
"Hactpoiika oceit" yka3aTb Amac.

[Tpumep oToOpakeHHsi C BK/IFOUEHHBIM M BBIK/TFOUEHHBIM CTEKOM IpHBeZieH Ha «Puc. 226».
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Puc. 226 — IIpumep BHu3yaiu3anu BU)KeTa CO CTEKOM

st HaCTPOWKM BH3yaM3aliuU BBITIOJTHUTE C/le[lytol1e AeCTBUS:

1.
2.

BribepuTe CTU/B: TUHUS WA KOJIOHKA.
ITpu HEOOXOIMMOCTH BK/TFOUHTE CTEK, YCTAHOBUB COOTBETCTBYIOIIHM (hiar.

Ecm BeIOpaH CTvb MMHUS, TO BbIDEpUTe ee TUIT: JIMHEHHBIN, CKPYT/IeHHBIH, 1Iar C Havyasa, 1iar
C KOHILJa.

[lpy HeoOXOAMMOCTM  BK/IHOUMTE OTOOpa)kKeHWe TOueK, BK/IIOUMB  COOTBETCTBYIOILUI
nepek/ryareb.

12.3.2.3 Lar 3. JlereHga

Hactpoiika oTBeuaerT 3a BbIOOp crmocoba oToOpakeHusi jereHApl Ha Trpaduke. Bribepute MecTo
oToOpakeHHUs JIereH/Ibl: CBEPXY, CHU3Y WM He 0TOOpa’kaTh.

12.3.3 KpyroBaa guarpamma

Bumker orobpa)kaeT TPYNMIMPOBKY IO BBIOPDAHHBIM I1apaMeTpaM C TIPOLIEHTHBIM PpacripejiesieHHeM.
IIpumep Bu3yanusaruu npusejeH Ha «Puc. 227».



BuaxeT ¢ pacnpeaeneHnemM oTKPbITBIX MHUUGAEHTOB Mo KpuTuuHocTH (Kpyrosoi)

[ EERE 73
114.28% 114.29%

— 571.43%

Puc. 227 — Bupker "Kpyrosasa guarpamma”
[Ipumep HacTpoek nprBesieH Ha «Puc. 228».

& Kpyrosaa guarpamma

> OcHoOBHble HACTPOHKHK

~ JereHpa -
Ceepxy CHuay CkpbITO

~ HacTpoilku BUsyanusayum _

OTobpaxaTe NPOLEHTEI

OTobpamaTts 3Ha4yeHus

~ HacTpolika ocei P

CrpaTerus obpaboTkn HEKOPPEKTHBLIX 3HAYEHWA
(® Wcnonb3oBaTs 3HAYEHWA NO-YMONHaHMo

NrHopwposaTts
MNone no ocn X (3

cnt

MonenoocnY (0

status

Puc. 228 — Bupxer "Kpyrosas quarpamma’. Hacrpoiiku

st HACTPOMKM BHELIHET0 BU/la BU/KETa BBIMIOJIHUATE C/IeIyIOLIre JelCTBUS:

1. B G6soke "HacTpoiika oceil" yKa)KuTe CIeAyIolue JaHHbIE:



e BbiOepuTe cTpareruto 00pabOTKM HEKOPPEKTHBIX 3HAYeHWi: WrHOPUPOBaTh WU
UCITI0/Ib30BaTh 110 YMO/TYaHHIO;

e U3 BBINA/IAIOIIIETO CITUCKA BbIOEpHUTE T10JIe /17151 OCH X;
e U3 BBINA/AMOLIEr0 CIIMCKA BbIOEPUTE T0JIe /ISt OCH Y.

2. B 6noke "HacTtpoiika Bu3yanu3anuu' npy HeoOXOAMMOCTH BK/IIOUMTe OTOOpakeHHe Clie/lyIOLrX
Jl@HHBIX:

e  TIPOLIEHTHI 110 BHIOPAHHBIM ITOJISIM;
e 3HAUEHMS 110 BEIOPAHHBIM ITOJISIM.
3. B 6s0ke "Jlerenja" BoIOEpUTE MECTO PACIIOIOMKEHHS JIETEH/IBI.

IIpuMeuaHue: 3HaueHUs T10JIeM, KOTOPbIe JOCTYMHBI /i1 BbIOOpA MPH HacTpolike B Groke "HacTpoiika
oceii", popMHpYIOTCS Ha OCHOBe JIJaHHBIX, YKa3aHHbIX B 3arpoce (rogpobHee cM. pasgen «[lobaBneHue

3anpoca).

BapuaHTbI HacTpoeK BU3yaIu3aliy puBeZieHbl Ha «Puc. 229».

OTobpamaTe NPOLEHTHI OTobpamaTe BCE
7.46% — 0.75% 5 7460 0.5 0.75%
f40% = Wy S746% — g S oo
7.46% o 119. 574. — 81l

0.7... 0.5 ..
.. g1l
S 11.94% S B119.
7.46% — : 0.75% 57.46% — : 0.5 0.75%
7.46% ' 11.94% 5 7.46% - 811.94%
= =
OTobpaxaTe 3HaYeHWA OTob6paxaTb HU4Yero

= =

Puc. 229 — IIpumepsl BU3yanusanui HacTpoek Bupkera "Kpyrosasa auarpamma’”



12.3.4 Tab6nuuya

Bumker oTobpaxkaeT BbIOpaHHbBIE [TOKa3aTe/Id B TAOJMUHOM BapuaHTe. [IpuMep BU3yalIu3aliiy [pUBeeH
Ha «Puc. 230».

Tabnuua ¢ Ton-5 aKTUBOB (MNK rpynM aKTUBOB) MO OTKPLITEIM UHLWGEHTaM
HaumeHoBauue akTHBa Konuuecteo
DESKTOP-ADO2 2
DESKTOP-ADO3 1
DESKTOP-ADO4 2
DESKTOP-ADOS 1

DESKTOP-ADO9 1

Puc. 230 — Buppker "Taoauna"

[Tpumep 6/10ka "HacTpotiku" nipuBesieH Ha «Puc. 231».

B Tabnuua

> OCHOBHbIe HACTPOWKH

)

~ HacTpolKK KONOHOK

key date

label Nata

CrpynnUpoBaTh 3HaYEHWA

b

key go_goroutines

label KonuuyecTeo NoOTOKOB

CrpynnupoBaTh 3HayeHna

+ [obasuTb

CtpaTerua obpaboTku HEKOPPEKTHBIX 3HAYEHWIA
{® Vicnonb3oBaTh 3HAYEHWA NO-YMONYaHMO

WrHopwpoBaTh

Puc. 231 — Bumpker "Tab6una". HacTpoiiku
st HACTPOMKM BHELIHEr 0 BH/la BU/KETa BBIMIOJIHUATE C/IeIyIOLYe JelCTBUS:

- HobaswTb

1. [lns moGaBieHUst KOJIOHOK B TaO/MUIy HOKMUTE KHOTIKY . JobaBbTe HeoOXOAMMOE

KOJIM4YeCTBO KOJIOHOK.

2. B mone "key" u3 BbINazaoIero Crvcka BbIOepUTe MoJie WM ajrdac U3 Habopa mosiel 3arpoca,
3HaueHUs1 KOTOpOro Oy yT 0ToOpaXkaThCsl B KOJIOHKE.



3. B mone "label" ykaxkuTe HaumMeHOBaHHMe KOJIOHKH, KOTOPOe OyzieT 0TOOpa)kaThCsi B BUZKETE.

4. Tlpu HeobOxoaumocTu ycraHoBuTe (iar "CrpynmupoBath 3HaueHusi' [yt 00BeJUHEHUs
pe3y/bTaToB 3arpoca 1Mo BbIOpaHHOMY TI0JTO B OZIHY SIUEHKY TaOJTULIbI.

5. Bribepure cTpaTeruto 06pab0OTKH HEKOPPEKTHBIX 3HAU€HWM: UTHOPUPOBATh WM MCIIO/Ib30BaTh 110
YMOJ/TYaHHIO.

IIpumMeuaHue: 3HaueHHUsl T0Jield, KOTOpble JOCTYITHBI i BbiOOpa MpU HAaCTPOMKe KOJOHOK TaOJHII,
dbopMHUpYIOTCS Ha OCHOBe JAHHBIX, yKa3aHHbIX B 3ampoce (mogpobHee cm. pasgen «JobaBneHue

3ampoca).

[IpuMepe! BU3yanu3aLid HaCTPOeK NpuBeZieHbl Ha «Puc. 232».

3HayeHUA CrpynnupoBaHbl Bes rpynnupoBKkn

Hara KonuyecTBo NnoToKoB Hara KonuyecTBo NnoToKoB
2024-04-05T08:09:07+03:00 2024-04-05T08:09:07+03:00 34
2024-04-05T08:10:07+03:00 34 2024-04-05T08:10:07+03:00 34
2024-04-05T08:11:07+03:00 2024-04-05T08:11:07+03:00 34
2024-04-05T08:12:07+03:00 2024-04-05T08:12:07+03:00 35
2024-04-05T08:13:07+03:00 * 2024-04-05T08:13:07+03:00 35

2024-04-05T08:14:07+03:00 34 2024-04-05T08:14:07+03:00 34

2024-04-05T08:15:07+03:00 35 2024-04-05T08:15:07+03:00 35
2024-04-05T08:16:07+03:00 34 2024-04-05T08:16:07+03:00 34

2024-04-05T08:17:07+03:00 49 2024-04-05T08:17:07+03:00 49

v

Puc. 232 — Ilpumeps! BU3yaiM3al{ii HacTpoeK Bupkera "Tadmna’

12.3.5 TekcT

IIpumeuaHue: JaHHBIM TUM BUKETa He MO/JeP)KUBAeT CepHI0 3allpOCOB.
BumkeT oToOpa)kaeT TeKCT, YKa3aHHBIH 10/Tb30BaTe/IEM.

[Iprmep Bu3yanusaumu npusejeH Ha «Puc. 233».

L

ExepHeBHanA npoeepka (@
MamATra npu paboTe ¢ pabo4Yrm CTONOM:

1. CHayana npoeepb NOTOK CODBLITUIA,

2. 3aTeM BLIABM YTpo3bl.

3. CocTtasb TON -5 yrpos no KPUTHYHOCTKH

4. Co3pail n pacneyaTai oTYeT.

5. CeRxmch No TenedoHy C pyKosogMTenem no Homepy 0571
6. Jonoxu ob yrposax.

Puc. 233 — Bumpxer "Tekcr"

IIpumep HacTpoeK MnpuBeseH Ha «Puc. 234».



Aa Tekct

v OCHOBHBIE HACTPOWKMH

MokasblBaTk 3aroNoBoK
3aronogok

ExepnHeBHan npoBepka

Onucanune

BupxeT ona onucaHva exenHeBHbIX NpoBepoK

~ TexeT
KoHTeHT
MamaTka npu paboTe ¢ paboynm cTonom:
1. CHavana nposepb NOTOK COBLITWA.
2. 3aTeM BLIABM YT pO3bl.
3. CocTaBb ToM -5 yrpo3 Mo KPUTUYHOCTH
4. Cosgan m pacnedartai oT4eT.
5. CeBAxMCE No TenedoHy C PYKOBOOWTENEM NO HOMERY

0511
6. Qonoxw ob yrposax.

Puc. 234 — Buppxer "Tekcr". HacTpoiiku
st HacTpoiiky BUpKeTa B O10Ke "TekcT" yKakuTe He00X0quMyt0 NH(GOPMALHIO.

12.3.6 T'ucTtorpamma

BumpkeT oTobpa)kaeT cTo/0UaTyr0 JUarpaMMy C FPYNIMPOBKOM 10 KOTMYECTBY 3HAUeHWI rapaMeTpa OT
BbIODAHHOTO WMCTOYHHWKA 3a OIpe/le/ieHHbI Tepruo/;, BpeMeHU. [Ipumep BHEIIHETO BHUJA TpPUBEJeH
Ha «Puc. 235».

BugkeT ¢ pacnpegeneHnemM oTKPbITbIX MHLWOEHTOB N0 KPUTUYHOCTH
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Puc. 235 — Bupker "I'ucrorpamma’”

HaCTPOﬁKa BHeIIIHEro Br/a BUI>KeTd BK/IFOUAET B cebs dlegyromye maru:

[Iar 1. Hactpoiika oceit asisi oTobpakeHus rpaduka.
[lar 2. Hactpoiika BU3yanu3alyy pe3yabTaToB 3anpoca.

[lar 3. Hactpoiika ereHpl.

IIpumep HacTpoeK MnpuBesieH Ha «Puc. 236x».
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Puc. 236 — Bupker "I'ucrorpamma’”. Hactpoiiku

12.3.6.1 LlUar 1. HacTpoiika oceii

IIpuMeuaHue: 3HaUeHHUs 10/, KOTOPbIe [JOCTYITHBI /ISl BBIOOpA TP HACTPOMKe Ii1ara, hOpMUDPYOTCS
Ha OCHOBe JIaHHBIX, yKa3aHHBIX B 3ampoce (ToapobHee cM. pa3zen «/lobaByieHue 3arpocay).

Hacrpoiika rno3BossieT BbIOpaTh 3HaueHus1 Tosiel Asisi ocu X ¥ 71t ocu Y, TI0 KOTOPBIM OYZieT CTPOUTHCS
rpaduK.

st HaCTpPOWKM OCeld BBITIOIHUTE CJIeAYoIue 1elCTBUS:

1.
2.

W3 BhITIaZiato1IIero CriMcka BeibepuTe rosie Ajist ocu X.

Ecrm Bel XOTHTe 3a/aTb KOHKPETHBIM Juama3oH 1Mo ocku X, 10 KOTopoMmy OyayT
BH3ya/IM3MpOBaThCsl pe3y/bTaThl 3arnpoca, TO YycTaHoBuTe (aar "KacTomHbIM [Juana3oH".
[TosiBATCSA MOJIS 1711 HACTPOUKY /iMaria3oHa:

+ [OobaeuTte
e HAXMHUTE KHOIIKY ;

e  YKAXUTE /IMalla30H B COOTBETCTBYIOILIEM I10JI€;

e ec/u Bbl XOTUTE WCII0/Ib30BaTh 3HAUeHUsl, He BXOZsIIMe B [uara3oH, TO yCTaHOBUTE
COOTBETCTBYHOIIUM ¢ar.

3. U3 BbImajaroiiiero crvcka BeibepuTe rosie st ocu Y.

4. TIpoBepbTe oToOpakeHHe oceli Ha BUKETe.



12.3.6.2 LlUar 2. HacTpoiika Busyanusauum

Hacrpoiika ro3BosisieT BbIOpaTh C1eAyolye rapameTphbl:
e CTW/Ib AXarpaMMBbIL: JIMHUS U KOJIOHKA;
e  BK/IFOUUTh WIH BBIK/IIOUUTH CTEK;
e BBIOpATb L[BETOBYIO CXEMY JHUarpaMMbl.
[Tpu BeIOOpe cTryis "JIMHUA" JOCTYITHA BO3MOKHOCTb HACTPOUTH [IOTIO/THUTE/IbHBIE TTapaMeTphI:
e BHellHuii BUA TMHUY Ha AUarpamMme:
e JTMHEWHLIN;
e  CKDYIJIEHHBIH;
e LlIAT C Hayasa;
e IIar C KOHLIA.
e Bk/roueHMe/BBIK/TFOUEHME OTOOpa’KeHUsT TOUEK.

[Tpumeps! BU3yanu3auuu rpaduka rnpuBefeHbl Ha «Puc. 237».

KonoHka JIMHKUA

[
w

[
ra

Mictporpamma-LiBeToBan cxema NuHusa - War ¢ koHua

10

w

ra

[ =T N

8 7 9

e 7 @l 0 1 2 3 4 5 ] 7 8 9 10 53 73

Puc. 237 — IIpumepsl Bu3yau3alMi HacCTpoeK BupKera "I'mcrarpamma .

CTrek - HacTpolika OTBeuaeT 3a IPYNMNMPOBKY KOJOHOK WM JIMHUM. EcmM Bbl HaCTPOWIM HECKOJIBKO
3arpoCoB 15l BUPKETa, TO /71 y00CTBa 0TOOpaskeH!sI Mbl MOKeTe YCTaHOBUTH iar CTek.

Ecmu B mapamerpax pasiMuHBIX CEPUM 3alpOCOB HCIIO/Bb3YHOTCA pa3Hbli HAOOp TOJed, TO UTOOBI
00beIMHUTL UX HEOOXOJUMO BBECTH OJJMHAKOBOE Ha3BaHWe [is Kakaoro Asmac (mogpobHee cM. pa3zern
«JobaBnenue 3amnpocar). s o0berHeHus TI0/1el Npy BU3yaau3alui Heo0X0AuMo B TlapaMeTpax 0/10Ka

~

"Hactpotrika oceii" yka3aTb Auac.

[Tpumep oToOpa’keHUsi C BKJIFOUeHHBIM U BBIK/TFOUeHHBIM CTeKOM TpHuBe/ieH Ha «Puc. 238».



BBIKNKOYEHHBIN CTEK BKNKOUYEHHBIR CTEK
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Puc. 238 — IIpumepsl BU3yanu3anyy BH/pKeTa CO CTEKOM
1151 HaCTPOMKM BU3yaIM3aliu BBITOJHUATE C/IeyoIIye JeUCTBUS:
1. BoibepuTe CTH/IB: JIMHUS UK KOJIOHKA.

2. TIpu HeoOXOAUMOCTH BK/TFOUMTE CTEK, YCTAHOBUB COOTBETCTBYIOIIMIA (iar.

3. Ewm BbiOpaH CTWIb JIMHUS, TO BbIOEpUTE ee TUIL: JIMHEWHbIM, CKPYTJIeHHbIH, Iar ¢ Havasa, Iiar

C KOHIIA.

4. BribepuTe 1[BETOBYIO CXEMY.

12.3.6.3 LlUar 3. JlereHga

Hacrpoiika oTBeuaer 3a BbIOOp crocoba oOTOOpakeHWs JjiereHAbl Ha rpaduke. Bwibepute MecTo

oToOpakeHUsI JIereH/Ibl: CBePXY, CHU3Y WM He 0TOOpa)kaTh.

12.3.7 MeTpuka

Bumket orobpakaeT TpeH/ M3MeHeHHs BLIDDAHHOTO TT0Ka3aTeisi 3a Iepuo, BpeMeHH. [Ipyumep BHeITHero

BU/la TIpUBeieH Ha «Puc. 239».

KonwyecTBO HOBBIX NPOWILECTBUA

3560151

Puc. 239 — Bupker "Metpuka"

[Iprmep HacTpoek rnpuBezieH Ha «Puc. 240».



~7  MeTpwrka

> OCHOBHBIE HACTPOIKK
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Puc. 240 — Bumpxer "Metpuka". HacTpoiiku

st HaCTPOWKM BUKeTa BBITIOJTHUTE C/IeyrOoII1e 1elCTBUS:
1. B 610ke "HacTpoiKu METPUKHU" YKa)KUTe CJIeAyIOL[He JaHHbIe:

e B mosie "Vcriosib30BaTh 3HaUe€HWe U3 OIS BbIOEpUTe T0Jie, 3HaUeHHe U3 KOToporo Oyaer
HCTI0/Ib30BaThCS MPH MO/ICUETe METPUKH;

e B mose "Cepus C JaHHBIMU" U3 BBITIAJAIOIIIEro CIIHMCKa BLIOEpUTe 3ampoc.
2. B 6noke "HacTpoiiku TpeHja" YKaXUTe CIeAyIoIie JaHHbIe:
e i 0TOOpa’keHUs TPeH/ja Ha BU/I)KeTe YCTaHOBUTE COOTBETCTBYIOIIUM ciar;

e UIA W3MEHEeHWs HampaBjieHHs1 0TOOpakeHWsI TpeHZa ycraHoBwTe duar "VIHBepTUPOBAThH
TpeHy";

e B mosisix "Tlone co 3HaueHusmu" U "Cepusi ¢ JaHHBIMH" BbIOEpUTe 3arpoc U TI0Je,
3HaueHWe M3 KOTOpOro OyJeT HCI0/b30BaThbCsl MJIsi OTOOpa)keHWs UMCIeHHOM uacTu
MeTPHKY;

e B mose "Cepuss [Jjii TIPOTHO3UPOBaHUs'" BbIOEpUTe 3arpoc, IO KOTopoMy OyneT
0TOOpa)kaThCst U3MeHeHNe TPeH/a.



IIpumeuaHue: 3HaUeHUs TI0/IeH, KOTOPBIe AOCTYIIHBI [l BbIOOpa Tpy HacTpoiike B 0/iokax "HacTpoiiku
metpuku" U "Hactpoiiku TpeHza", GOpMHUPYIOTCS Ha OCHOBe /IaHHBIX YKa3aHHBIX B 3arpoce (1ogpobHee
cMm. paszen «/lobaBieHue 3ampocar).

IIpumepsl BU3yanu3alvuu BUAKeTa MpUBeeHbl Ha «Puc. 241».

MeTpuKa c TpeHaom MeTpuka - MHBepTUPOBaHHLIN TPEHS, MeTpuka
3771 374 37

Puc. 241 — IIpumepsl BU3yaiu3alMi HacCTpPoeK BupKeTa "MeTpuka"

12.3.8 WU306paxeHue
BI/I,Z[)KET 0T06pa>KEIET 1/1306pa>KeHHe, 3drpy’>kKeHHOe€ I10/Ib30BaTe/IeM.

[Ipumep BHelIHero BU/a rpezcrasieH Ha «Puc. 242».

M3o6paxeHne

Mnartdopma
Papap

Fnossss auw-c shdesaianur

[ L [T ]

Puc. 242 — Bupxer "Vi3o6paxenue"

[Iprmep HacTpoek rpvBesieH Ha «Puc. 243».
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Puc. 243 — Buppxer "V3o0pakenue". Hacrpoiiku

st HaCTPOWKM BUPKeTa BBITIOJTHUTE C/IeyIolI1e 1elCTBUS:
1. BbibepuTe COOTBETCTBHE CTOPOH: BIUCATh U300pa’kKeHUe UM PACTSHYTh U300paXkeHue.

2. 3arpy3ure wu300pakeHWe C TIOMOLIbIO CTAaHAAPTHOTO MeXaHW3Ma BbiOOpa U 3arpy3Ku

1300pakeHus Ha CaliT.

12.4 KonupoBaHue Buaxeta

Bbl MOXXeTe cKOMMpoOBaTh MapameTpbl BHJPKeTa U IepefaTbh WX JAPYroMy I10/1b30BaTel0 WM CO3/aTh

HOBBIN BU/KET HAa OCHOBE CYIIeCTBYIOLLETO.

EcTh HeCKoJIbKO CrIoco60B /1/1s1 KOTTMPOBAHUS TTapaMeTpPOB:

e Cmnocod 1. B KOHCTPYKTOpe BH/PKETOB Ha)KMHUTE KHOIIKY @ Hacrpoiiku Bumpkera OyayT

ckorupoBaHkl B Oydep obmeHa.

e Cmnocob 2. [Tepeiigute B paszen AAMUHHCTpUpOBaHue — Pabouue cTosibl, BRIOEPUTE BUDKET,

Ha)KMHUTE KHOTIKY ~ U W3 BBINA/IAIOIIEro CIMcKa BbiOepuTe MyHKT KonupoBaTh HACTPOUKH.

e Cmnocod 3. Ilepeiizure B pa3jesn AZMHHHUCTPUpPOBaHHe — OTUeTbl, BBIOEPUTE BUKET,

Ha)KMHUTE KHOTIKY ~ U W3 BBINA/IAIOIIEro CIMcKa BbiOepuTe MyHKT KonupoBaTh HACTPOUKH.



[nst Toro 4TOOBI IPUMEHUTH CKOTIMPOBAHHBIE HACTPOWKH OTKPOWTE KOHCTPYKTOP BHU/PKETOB W HAKMUTE

KHOIIKY E

12.5 [pepnycraHOBKU

[TpesycTaHOBKHM MCIO/MB3YIOTCS A/1s1 OBICTPOM HACTPOWKY BHKETOB Ha OCHOBe I1ab/IoHa.
Bb1 MoxkeTe 100aBUTE COOCTBEeHHBIE 111a0/I0HBI HACTPOEK BU/PKETOB B CIIMCOK IPeyCTaHOBOK.

[na co3gaHus BUKeTa C MOMOIIBIO MPeAyCTaHOBKM OTKPOMTE KOHCTPYKTOP BH/PKETOB U Ha)KMHTe

KHOIIKY [E]

B orkpeiBiiemcs okHe "TIpemyctaHoBku" (cMm. «Puc. 244») BbiOepuTe TIPeAyCTAaHOBKY U HaXKMUTE
KHOTIKY /.

MpeaycTaHOBKMK X
labnmya Tl
McTorpamMma v ]ﬁ[
MeTpuka v @
BpemerHoi pag v I
Kpyroeasa guarpaMma v I
TekcT v ]ﬁ[

Puc. 244 — OkHo "IlpeaycraHoBku"

s co3panust mpeAyCTaHOBKY BBITIOJTHUTE CleyOIIue JeCTBUS:

1. HactpoiTe 3anpochl 1 BU3yaau3alvio BUKeTa.

2. Haxwmure KHonKy[E]H B OTKphIBLIeMcs OkHe "IlpemyctaHoBKu" (cM. «Puc. 244») Haxmure
KHOIKY C03aTh HOBYIO.

3. B oTKpbIBILIEMCS] OKHe YKa)KUTe Ha3BaHUe Npe/lyCTaHOBKHU.

4. Haxwmure kHONKy Co3aarh.



13. OTyeThl
13.1 OO06wwme gaHHble

Ilnardopma Papap nosBosisier (GopMUpPOBaTh OTYEThl, KOTOPble TPEJOCTAaB/SAIOT Har/sifiHble JaHHbIE,
4yT0OBI TOMOYb BaM OLIEHUTH 3(p(HeKTUBHOCTH ¥ TTPOU3BOAUTETBHOCTD T/IaT(HOPMBI.

OtobpakeHre HHPOPMALX BBITOTHSETCS C TIOMOILLBIO C/IEAYIOLIUX THIIOB BUKETOB:
e BpeMeHHOMU psiji;
e KpyroBas AvarpamMma;
e Tab/MIIA;
e  TEKCT;
e THUCTOTPAMMa;
e  MeTpUKa;
e H300pakeHue.

Ho,qpo6Hee 0 KX OM THUIIE BUPKETA Bbl MOXXETE€ O3HAKOMUTLCA B pa3jesie «KOHCTDYKTOP BUIPKETOB».

Pabota c oTyeTaMu BK/TIOUAIOT B Ce0sI C/ie[yIOII[1e ITPOL[eCChI:

1. «Co3gaHue oTyeTa».

«KOHCTPYKTOpD OTYeTa».

«HacTpolika pacnycaHusi reHepaliy 0TUeTa».

«/AIMIIOpPT OTUETOBY».

«IKCIIOPT OTYETOBY».

2
3
4. «HacTpolika 1paB /I0CTyIIa K OTUYeTY».
5
6
7

«Y garneHue oTyeTar.

B pasgene « ADXUB OTUETOB» BBITIOHSETCS Pab0Ta C apXMBOM CreHepHPOBAHHBIX OTUETOB.

HOna  paboTel C oTyeTaMW TepeliiiTe B  HOBBIM  UHTepdeMc W  OTKpOWTe  pa3szen
ApvuHucrpupoBanue — Otuetsl (CM. «Puc. 245»).
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Puc. 245 — Pa3gen "Otuerbl”

B pa3zene orobpakaetcs cieaytoiiasi UHGOpMaLys:
o Ha3BaHue - HauMeHOBaHUe OTUYETa;
e Co3/aHo - ZiaTa ¥ BpeMs CO3/IaHKs OTUETa;

. HpaBI/I]IO reHepdalyu - paciinCaHue ABTOMAaTHUeCKOI reHepaly oTyeTd.

13.2 Co3paHue oTyeTa

[TeperiguTe B pa3gen AgMUHUCTpHpPOBaHue — OTueThbl U HAXXMUTE KHONKY Co37aTh.

OTtkpoetcsi okHO "Co34ath oTueT” (cM. «Puc. 246»).

Co3paTtb OTUYET X

HaseaHune

ExemecayHeln oTyeT

Puc. 246 — OkHo "Co3aaTtb oTuet"

BeInosiHuTE B OKHe Criefiyrolye JeuCcTBUs:
1. B nose "HasBaHue" yKakuTe Ha3BaHUe OTUeTa.
2. Haxwmure kHOmnky Co3parb.

3. Bygner co3zaH oTueT U Npor30KM/eT repexo/; B KOHCTPYKTOP oTueTa (cM. «Puc. 247»).
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Puc. 247 — Crpanuna "KoHcTpyKTop oTyera”

13.3 KOHCTpPYKTOp oT4yeTa

HpnMeanne: npu HaCTpOﬁKe 0TUeTa BCe U3MEHEHHA aBTOMAaTUUeCKH COXPaHAIOTCA.

Hactpotika oTtueta BbeIo/siHsAeTCA Ha cTpaHuiie "KoHcTpykTop oTueta" (cm. «Puc. 248»).
p o YKTOD
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4. Cospait v pacnevatai oTYeT. 1 working_customer

5. CBRXMCh No TenepoHy © PyKOBOAUTENEM MO HOM

6. [lonoxw of yrposax.

Crp. 1

Puc. 248 — UnTepdeiic crpannnsl "KoHcTpykTop oTuera”



CTpaHHLly MOXXHO OTKPBITh CIeYIOIIUMH CIIOCO0aMu:

e TIEpeliTH B pa3zes AAMHHHCTPUpPOBaHHe — OTueTbl, BbIOpaTb HYXHBIM OTYET U3 CIHMCKA |

Ha)KaTb KHOIKY 4 B COOTBETCTBYIOILIEH CTPOKE;

e BBINOJIHUTH TIPOLieCC co3aaHus otueta. [Tocsie co3ganus otyera crpanunia "KoHCTpykTop oTyera”
OTKPOEeTCS aBTOMaTUUeCKH.

BremHuii BUj oTueTa (hOpMHpPYeTCsl B 3aBUCMMOCTH OT BbICTaBJ/IEHHOM T0/Ib30BaTe/ieM KOH(UTypaluu

HaCTPOEeK CTpAHHUL] OTYeTa U BUI>KETOB.

KOHCTPYKTOp COCTOUT U3 CeyIOLUX 0/I0KOB:

e TJIAHEJIb ﬂEﬁCTBHﬁ, rge pacriojsiaratoTCda 3/IEMEHTBI YIIDaBJ/IEHUWA,

e pabouasi 06/1aCTh, T/le PacIio/iararoTCsl CTPAHUIIBI OTUETa, Ha KOTOPBIX OTOOPa’KaroTCsl BU/KETHI;

. HaCTpOf/‘IKa CTpdHUL], I'l€ BBITIO/IHAETCA HaCTpOﬁKa BHEIIHEro B4 CTPAHUL] OTUETA.

IMTanenb AecTBUM

bsok pacrionaraetcst BBepxy KOHCTPYKTOpa (CM. «Puc. 249»).

Puc. 249 — Crpanuna "KoHcrpykTop otuera". Biiok "Ilanens feiicrBuii’

Hasan [ O Q @) @ 100% v

v

Ha nanenu AEﬁCTBHﬁ AOCTYIIHBI Cj/ieJyrore 3/7ieMeHThI YIIPpAB/IEHUA:

Knonka

Hazan

R
B
Ny

100% ~

Pabouas o0/1acTh

[HeiicTBue

BO3BpallleHHe K CITMCKY OTYETOB

yAajieHre oTyeTa

HACTpOIKa pacIivcaHusi reHepaliy OTYeTOB

HaCTpOﬁKa IpaB A0CTYyIla To/Ib30BaTesiel K oTUeTy

9KCITOPT OTYeTa B Qaiin ¢popmara .pdf

MPOCMOTP CITHUCKAa CreHepUPOBaHHBIX 110 PACIMCAHHIO OTYETOB

M3MeHeHHe MaciuTaba 0TOOpaKeHHsl CTPAHUL] OTUETA

[Tpumep BHelHero Bu/a 6/10Ka rpuBeieH Ha «Puc. 250».
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Puc. 250 — Ctpanuna "Koncrpykrop otuera”. Biiok "Padouas od1acts"

B paboueii obnactu JOCTYNHBI CIeAYOLHe 3/IeMeHThI YIIPaBIeHMsI:

Knonka [HeiicTBUe

E[ yAajleHre CTPaHULIbl U3 OTUeTa

JobaBsieHre CTPaHULIbI B OTUET

Q repeMeriieHrie CTpaHuLpl BHU3. [locsie aeHcTBHSL TeKyllas CTpaHMLi@ TIOMeHsSIeTCs
MeCTaMH CO CJielyoILel CTpaHuLlel

ﬁ repemMellieHrie CTpaHHULI BBepx. Ilocse neHcTBHSL TeKyljas CTpPaHHWIA TTOMEHSIeTCs
MeCTaMH C TIpeJbIAyIIel CTpaHuLIei

HPI/I HaBe/leHMHW KypCOpa Ha BU/DKET CTAHOBATCA AJOCTYIIHBI C/IeAYIOIHE 3/IEMEHThI YIIPpaB/I€HWA:

Knonka JeiicTBUe

JOCTYI K CJIeIyOLIMM JIeMCTBUSIM HaJl BUZPKETOM:
- PpelakTUpOBaHUe;
- yjaneHue;
- KONHMPOBaHWE HaCTPOeK.

R‘h HW3MeHeHHe pa3Mepa BU/DKeTa

HacTtpoiika crpaHmuiy

biok cocrout u3 ABYX BKJ/IaJIOK:



HacTpoWKu — HaCTPOWKM CTPaHUL] OTYeTa, BK/IIOUAOLIHe B cest:

OcHOBHOe — HaCTpoMKa Nepro/ia U rpaBuiia reHepalju HAMMeHOBaHUS 0TYeTa;
BepxHuii KOJIOHTUTY/T — HACTPOMKA TEKCTa ¥ N300pa)kKeH!s Ha BePXHEM KOJIOHTUTY/JIe;

HwkHUl KOMOHTUTYJT — HACTPOMKA TeKCTa, HyMepaLdy CTPaHUI] U 0TOOpa)keHUsl AaThl Ha
HIDKHEM KOJIOHTHUTY/JIE;

CTwiv — HaCTpoMKa UCIO/b3yeMbIX IPUGTOB.

BI/I/:DKETBI — CIIMCOK [OOCTYIIHBIX THIIOB BHI>KETOB, KOTOpPbI€é MO>XHO I,£[06EIBI/ITI) Ha CTpaHHLY

oTyeTa.

HaCTpOﬁKa 0TU€Ta COCTOUT U3 CJIeAYIOLIMX ITPOLeCCOB:

1

2.

4.

o

. JobaBneHue CTpaHUIIBL.

Bri60op nieproia popMUpPOBaHUS JaHHBIX BU/PKETOB.
HacTpoiika HaMeHOBaHUs OTUeTa B MOMEHT reHepaLyu.

Hactpotiika cTpaHwuil, KOTOpasi BKJIFOYaeT B ceOst:

HaCTPOVKY BepXHero KOJIOHTUTY/Ia;
HaCTPOWKY HWKHEro KOJIOHTUTYJIa;

HACTPOMKY CTWJISI LLIPUQTOB.

Hactpotika BUPKETOB, KOTOpasi BK/IFOUAeT B CeOs:

nobaByieHre BU/KeTa Ha CTPaHMIly OTUYeTa;
pelakTUpPOBaHUe BUJKETa;

KOTMPOBaHHe HaCTPOeK BUKETa;
rM3MeHeHre pa3Mepa BU/KeTa;

r3MeHeHre Pacro/I0KeHUs BUDKeTa;

yaneHue BUKeTa.

6. lV3meHeHue MOpsKa CTPaHULI.

7. Y [janeHue CTpaHULIBL.

13.3.1 Jo6aBneHue cTpaHuLbl

Ha cTpaHuijax MOKHO PacCroJIOXKUTh BUPKETBI /1151 OTOOpaXKeHHsT JaHHBIX.

[obapyieHre CTpaHUL] B OTUET BBITIOHSETCS C/iely0IIUM 00pa3om:
+ [No6GaBuTk cTpaHuLy
(] €C/I1 B 0TUeTe HeT CTPAaHUL, TO HAXKMHUTE KHOIIKY 5

+
e €C/Ih B OTUETE yXKe €CTh CTPAHULIbI, TO HAX)KMHUTE KHOIIKY .

ITobaBbTe HEOOXOIUMOE KOJIMUECTBO CTPAHUI] B OTUET.



13.3.2 Bblioop nepuoga chopmupoBaHUAa AaHHbIX BUAKETOB

Bri6op nepuoza dhopmMupoBaHUs JTAHHBIX BU/[)KETOB BBITIO/THSIETCS B 0/10Ke
Hactpouiku — OcHoBHoOe (cM. «Puc. 251»).

HacTtpoiku BuaxeTsl
~ OCHOBHOE _
Mepwog
MocnegHwe 30 MUHYT B
BbiCTpbIA PUNBTPR BpemMeHHOW gManazoH
> Texkywue ot *
> MuHyTBI now-30m =
> Yacbl Ao
now B
> Oumn
MoppepxweaeTca dopmat gatel w3 Grafana
> Mecaua

Puc. 251 — Bei6op mepuoja ¢popMuUpOBaHMS JAHHBIX BU/KETOB

st HaCTPOWKM Mepro/ia BIMOTHUTE C/lelytolre AeUCTBUS:

1. B nose Ilepuop Ha)XMUTE KHOIKY 8 . OTKpoeTcsi OKHO BbIDOpa BpPEMEHHOrO JMara3oHa
(cm. «Puc. 251»).
2. Broibepure nepuo/. [JoCTyIiHbIe 3HAUEHUS:
e TeKylue: MUHYTa, Yac, JieHb, MecsL], Fof;

e TIOC/Ie[JHYE: MUHYTBI, Yachbl, Mecslia, To/a;

e [epuo/i MOXKHO yKa3aTb BPYUYHYIO B COOTBETCTBYHOIIUX mossix. [logaep>xuBaetcst opmar
nat u3 Grafana.

3. Haxwmure KHONKy IIpyMeHHUTb.

13.3.3 HacTpoiika HauMeHOBaHUs OT4YeTa B MOMEHT reHepauuu

BbI MO>keTe HaCTPOUTH paciivcaHue TeHepalyu otdeTa (rmogpobHee cM. paszgen «HacTpoiika pacrvcaHus

reHepalyy 0TyeTa»).

B momeHT refepalyd, OTYETY IMPHUCBAWBAETCAd HAWMMEHOBdAHHWE B COOTBETCTBHMM C HACTPOEHHBIM
MMpaBHJIOM.

HacTtpoiika ripaBuia BoinosiHsieTcs: B 6/10ke HacTpoiiku — OcHoBHoe. B mosie "Macka [/1s1 TeHeparyu
Ha3BaHUS" YKa)KUTe He0OXOAUMYI0 MacKy (cM. «Puc. 252»).



HacTpoikn BupxeTkl

~ OCcHOBHOE o
MNepwog,
MNocnegHuwe 30 MUHYT B

Macka ona reHepalWK HassaHua (D

#ENAME##, #8DAYEE, ##MONTH##, #8YE)

Puc. 252 — HacTpoiika MacKH /i/isi reHepaluy Ha3BaHUs

HocTynHble 3HaUeHUS:
e ##NAME## - Ha3BaHHWe OTUETa;
o ##ID## - UIeHTU(PUKATOP OTUeTa;
o ##MINUTE## - MUHyTa B MOMEHT reHepaluu;
e ##HOUR## - yaC B MOMEHT reHepaLuu;
e ##DAY## - IeHb B MOMEHT TeHepal[iH;
e ##MONTH## - MeCSI] B MOMEHT TeHepal[iH;

e ##YEAR## - TOJ] B MOMEHT TeHepaLiH.

13.3.4 HacTpoWKa cTpaHuy,
13.3.4.1 HacTpoiika BepXHero KOJIOHTUTyna

HPI/I HeO6XOAHMOCTH Bbl MOXeTe€ HACTPOUTb OTO6pa}KE‘HI/Ie 3dI'0/IOBKa H I/I306pa}KEHI/Ie B BEpXHEM
KOJIOHTUTY/JIE.

Hacrpoiika BeimosHsieTcst B 6710ke HacTpoiiku — BepxHuii KoIoHTHTYII (CM. «Puc. 253»).
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Puc. 253 — Hacrpoiika BepxHero KOJIOHTHTYJIa

'Z[IISI HaCTpOﬁKH BEpXHEro KOJIOHTHUTY/JId BBIIIOJIHHUTE C/IeAYHOoIIe I,I[(-Z‘I‘/'ICTBI/IHZ

1. [Ona oToOpakeHHsi BepXHero KOJIOHTUTY/Ma ycTraHOBUTe ¢uiar "Tloka3biBaTh BepXHUHN

KOJIOHTUTYJT".

2. ,Z[J'IH OTO6pa}KeHI/IH BEPXHEro KOJIOHTHUTYJ/Ia Hd BCe€X CTPpdaHHLAX OT4Ye€Ta YCTdHOBHUTE (bnar

"[Toka3biBaTh Ha BCeX CTpaHuLiax".

3. B mnone "3arosnoBok" yKakuTe 3arojI0OBOK OTUeTa.

4. B mone "M300pakenre" 3arpy3ute n3o0pakeHre C TIOMOIIBbIO CTaH/JapPTHOTO MeXaHH3Ma BbIOOpa

¥ 3arpy3Ku U300pakeHHs Ha CauT.

13.3.4.2 HacTtpoiika HWKHero KONOHTUTyNa

'Z[J'IH MHOIOCTPAHUYHBIX OTUETOB BbI MOXXKE€T€ HACTPDOUTH OTO6pa)KEHI/Ie HyMepallih CTpAdHUL], AdTbl U

TeKCTd B HDKHEM KOJIOHTHUTYJIE.

Hactpotika BeimosHsieTcst B 6yioke HacTpoiiku — HwKHMI KOTOHTUTYJ (CM. «Puc. 254»).

(]
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Puc. 254 — HacTpoliKa HIKHero KOJIOHTHTYJIa

[1711 HaCTPOMKY HW)KHEr0 KOJIOHTUTYJIa BBIIIOJIHUTE C/leflyIOLiye AeliCTBUS:
1. [ns oToOpaskeHUsl HYDKHETO KOJIOHTUTYIa ycTaHoBuTe (yar "Tlokas3piBaTh HY)KHUM KOJIOHTUTY .

2. s oToOpakeHWs HWKHETO KOJIOHTUTYJla Ha TIepBOM CTpaHHWIle OT4yeTa ycTraHoBWTe (hsar

"[Toka3bIBaTh Ha MepBOM CTpaHULie".
3. [lnsa orobpakeHHWst HyMepaluy CTpaHul] yctaHoBuTe (iar "[Toka3aTh HOMep CTPaHHIIbI".
4. [nst oToOpakeHus1 JaThl reHepaljiy oTyeTa ycraHoBuTe ¢uiar "TToka3biBaTh Aaty".

5. B mose "TekcT" yKakuTe HeOOXOJUMBIN TEKCT.
13.3.4.3 HacTtpoiika ctunsa wpudra

BbI MOXKeTe HaCTpOUTBb CTWIb 1IpU(Ta, 0TOOpa)kaeMblii B BU)KeTax.
Hactpotiika BeirosHsieTcs B 6y10ke HacTpoiiku — Ctuiu.

[ns Beibopa ctuns mpudTa B mosie "Vcnonb3yembid mIpU@T' U3 BbIMAJAroOIlero Chucka Bbibepure
HIpUQT.

[Ipu HeoOXOAMMOCTU BbI MOXKeTe 3arpy3uTb COOCTBeHHbI CTWIb wpudTa. [ 3TOr0 HaKMHUTe
KHOTKY 3arpy3uThb U YKaKUTe MyTh K (aiily co CTuIeM Lpudra.

13.3.5 HacTpoika BUgKeToB

[anHble, dhopMHUpyeMble [jisi OTU€Ta, OTOOpa’KarTCsI C TOMOIIBIO BUKETOB. HacTpoiika BHIKETOB
BKJTIOUAT B Ce0s1 Cie/IyrOIIHe TIPOIIeCChI:

1. [/lobGaBneHue BUKeTa Ha CTPAHUI[Y OTUeETa.
2. PepaktvpoBaHue BUIKeTa.

3. KomnupoBaHue HaCTpoeK BUKETa.



4. VIsMeHeHHe pacIiojiIOXKeH!s BUJKeTa.
5. H3meHeHue pa3mepa BU/KeTa

6. YpasneHue BUIKeTa.
13.3.5.1 [o6GaBneHue BugXeTa

[obapyieHre BU/pKeTa Ha CTPaHULLY OTYeTa BBITIOJHSETCS U3 BKIaJKu Bumpkersl (cM. «Puc. 255»).

p,oﬁaannem.lﬁ BUOXKeT HacTpoiku Bumxetsl
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Puc. 255 — Ctpanuna "KoHcrpykTop otuera”. Bkiaaka "Bumpkersr”
[nst mo6GaBnieHyst BU/KeTa Ha CTPAHULLy OTUeTa BBITIOHUTE C/le/IyOLHe AeHCTBYS:
1. HaBeguTe Kypcop MBI Ha HY>KHbIN BUKeT U 3axxmuTe JIKM.

2. TlepetaimuTe BH/PKET Ha CTpPAHHUIy oTyeTa. MecTo, Ha KOTOPOM MOXKHO PAacCIiOIOXKUTb BUKET,
OyzieT Mo/ICBeUEHO.

3. Ornyctute JIKM.

4. JlobaBbTe HeOOXOAUMOE KOJTMUEeCTBO BHUPKETOB B OTYET.
13.3.5.2 PepakTtnpoBaHue Bumxerta
[Inist pelak TMHPOBAHUSI BU/I)KETA BBITIOIHUTE C/IeIyIOLIHe AeHCTBUS:

1. TlepeiiguTe Ha cTpanuily "KoHCTpPyKTOp oTueTa" 1 BEIOEPUTE BUKET.

2. Haxmure KHOTIKY ° U U3 BbIlIaJlato1llero Crucka BBI6EPI/ITE MMYHKT PEAaKTHPOBaTb.



3. BeimosHWTE HACTPOWKY BHKeTa B KOHCTpyKTOpe (mozapoOHee cM. pasgen «KoHCTpyKTOp
BUIDKETOB).

13.3.5.3 KonupoBaHue HaCTPOEeK BUAXeta

151 KonIMpoBaHUs HaCTPOEK BU/KeTa BBITIOJHUTE C/ielyIoLIe [1eHCTBUS:

1. TlepetiguTe Ha cTpanuily "KoHCTpyKTOp oTueTa" ¥ BhIOEpUTE BH/KET.

2. HaxmuTe KHOTIKY ° U W3 BBINAJAIOIIEro Criucka BbibepuTe MyHKT KonupoBaTh HAaCTPOWKH.

3. 3areMm Bbl MOJKeTe MepejaTb HACTPOMKU JPYrOMY MOJIb30BaTe0, WU CO3/laTh HOBBIA BHUKET Ha
OCHOBe CKOITMPOBAHHOTIO.

YToOkI IMPUMEHUTDL CKOIMMPOBAHHLIE HaCTPOﬁKH HEO6XO,Z[I/IMO HaudThb I1ponecC peaAdKTHUPOBAHUSA BUPKETA.

[ns TipUMeHeHHsI CKOMWPOBAHHBIX HACTPOEK Ha)KMUTE KHOIIKY E B KOHCTPYKTOpE BU/KETOB
(moapobHee cM. pasgen « KOHCTPYKTOD BUDKETOB»).

13.3.5.4 W3meHeHue pacnosioXXeHUusa Bugxxeta

,Z[J'IH HU3MEHEHUS DACIIOTIOKEHHWA BUXKETA BBITIOJIHUTE C/IeAyrolne AeﬁCTBHHZ

1. TlepeliguTe Ha cTpaHully "KOHCTpYKTOp OTUeTa" U HaBeAUTe KypPCOP MBIIIM Ha HY>KHBIN BU/DKET.

Kypcop MbIIii MPUMET CIeAYIOLUH BUI: = .
2. 3axmure JIKM u nepemMerjaiite MbIILIKY B HY’KHOM HarnpaB/IeHUH.

3. Ornycrtute JIKM nocie nepemertjeHus.
13.3.5.5 W3meHeHue pa3mepa Bugxerta
[ n3meHeHNs pa3Mepa BUKeTa BbIIIOJIHUTE C/IeIyIOLue 1elCTBUS:
[MepeiiguTe Ha cTpanully "KoHCTpYKTOp oTueTa" 1 BHIOEPUTE BUKET.

Ha)XMHTe 1 y/iep>KUBaiiTe KHOMKY ' B IPABOM HIDKHEM YI/Ty BUJDKETa.

[TepemelijaiiTe MBIIKY B Hy’KHOM HarpaB/IeHUM.

Eal A

OTnycTuTe KHOIIKY I10C/Ie IepeMeleHusl.
13.3.5.6 YpaneHue BupXxeta

L[J'IH yYAa/leHHd BU)KETa CO CTPAHULBI OTUETA BBITIO/IHHUTE C/ieyrolire ,IIEI‘/JICTBI/ISII

1. TlepeiiguTe Ha cTpaHuLy "KoHCTpyKTOp OTUeTa" U BbibepuTe BUIKeT.
2. HaxmuTe KHOTIKY ° U W3 BBINAJAIOIIEro CIIMCcKa BbIOepUTe MyHKT Y Ja/IUTh.
3. TlopTBepauTe yAaneHue B OTKPHIBILIEMCS OKHe. BupkeT OyzieT yaneH co CTpaHULbI OTYeTa.

13.3.6 W3meHeHUue nopagKka cTpaHuy,

Ecmu Yy Bac MHOFOCTp&HH‘-IHbeI OTYeT, TO MpU H606XO,ELI/IMOCTI/I BbI MOXXeTe U3MEHUTH ITOPAIO0K CTPaHHUL].



15151 mepeMeltieHUs] CTPAHULIbI BHU3, BHIOEPHUTEe HY)KHYIO CTPAHULY U HOKMHUTE KHOMKY G . BoiOpaHHast
CTpaHuL|a IOMEeHsIeTCSI MeCTaMU CO C/IelyIoler CTpaHuLeH.

[17151 mepeMeltieHHs CTPaHULIbI BBEPX, BbIOepHUTe HY)XKHYIO CTPAHHLY ¥ HOXKMHUTE KHOTIKY ﬁ BriOpanHast
CTpaHuL|a IOMEeHsIeTCsl MeCTaMH C NpeAblAylier CTpaHuLen.

13.3.7 YpaneHune cTtpaHuubl
55t yaaneHusi CTpaHULIBI U3 OTUETa, BEIOEPUTE HY)KHYIO CTPAaHHLy U HOKMHUTE KHOIIKY @

13.4 Hacrtpoiika pacnucaHus reHepauum oTyeta

Pabora c reHepauHeﬁ OTUETOB I10 PaCIIMCAHUIO TMPOXOAUT 110 CJIeAYHOIeEMY CLIEHAPHUIO:
1. Hacrpoliika pacnvcaHusi TeHepaljui OT4eTa M0/ib30BaTeeM.
2. ABTOomMartuyeckasi reHepalus 0TyeTa o pacrucaHrio C COXpaHEHWEM OTUETOB B apXUB.
3. TIpocMmoTp apXuBa I0/Ib30BATe/IEM U SKCITOPT BLIOPAHHBIX OTUETOB B BH/E (ai/ioB.

151 HaCTPOMKU pacriuCaHusl FeHepalju OT4YeTa BhIMIOJTHUTE CeyroIIue JeiCTBUS:

1. HactpoiiTe oTueT U HaXKMUTE KHOIIKY . Otkpoetcst okHO "TlnanupoBuuK" (cM. «Puc. 256»).

NMnaHMpoBLLHK X

Cron BolpaxeHue

*O_"l‘]***

Puc. 256 — OxHo "Il1aHupoBIUK"
2. Ykaxure B OKHe Cron BbIpa)keHHe.
3. Haxwmure kHonky CoxpaHuThb. byzeT co3zaHa 3ajaya IylaHUpOBIIUKA.

[na ypaneHwst 3ajaud TJIAHUPOBIIMKA HEOOXOAWMO BBIOpaTh OTUYET, [JIi KOTOPOTO HACTPOEHO
pacCriicaHue, HaXKaTb KHOIIKY M B OTKPBIBHIEMCA OKHE Ha>KaTh KHOIIKY YI[HJII/ITB 3ajauy.
13.4.1 T[lpocMOTp UCTOPUMN reHepaLm oTyeTa

Hnst mpocMoTpa apxuBa IO OT4YeTy IiepeliguTe Ha cTpaHully "KOHCTpPyKTOp oOTueTa" W Ha)XKMUTe

KHOTIKY @ Otkpoetcst 0kHO "Criucok otyeToB" (cM. «Puc. 257»).



Cnucok oTuéToB X

HaseaHwne CospaH OeicTBua
OTyvet 1 11.04.2024 13:26:44
OTueT 1 11.04.2024 13:26:44
OtuyeT 1 11.04.2024 13:26:44
OTueT 1 11.04.2024 13:26:44
OtueT 1 11.04.2024 13:26:44

MocmMoTpeTh Gonblue

Puc. 257 — OkHo " Cnucok oT4eToB"
B okHe oToOpa)kaeTcs cienyroijasi iHGopMarus:
o HasBaHue - Ha3BaHUeE OTUETA;

e Co31aH - faTa ¥ BpeMs reHepaljdy oTyeTa.

[71s1 3KCriopTa oTueTa Ha)KMHUTEe KHOTIKY @

Ins mpocMoTpa WCTOPUM TeHepalMd 10 BCeM OTueTaM HaxkmuTe KHOMKy [Tocmorpers
Oostbie (TI0pOOHEee CM. pa3ziesn «ADXHB OTYETOBY ).

13.5 HacTpoiika npaB gocTtyna K otyeTty

[Teperigute Ha crpaHuuy "KOHCTPYKTOp oOTyeTa" M HaKMWTE KHOIKY Q2 OTKpoeTCcsi OKHO
"PenaktrpoBanue nipaB” (cM. «Puc. 258»).

PepakTupoBaHue npas P

Mons3oBaTenwn

user X

[pynnel nons3oBaTenen

inventorization ®X  test x

Puc. 258 — OxHo "PeaakTHpoBaHue npas"

HacTtpoiiTe npaBa 0CTyna OAHUM U3 CIeAyIOLIUX C10CO00B:

e B mosie "TTosb30BaTesnn" M3 BBIMAJAMOIETO CIMCKA BbIOEpUTE TIOb30BaTesiel, KOTOphIM Oyzer
JIOCTYTIEH OTYeT;

e B mose "I'pymnrisl 1osib30BaTe el W3 BBINAJAIOIIET0 CITHMCKAa BbIOEPUTE TPYMITLI I10/Ib30BaTesIeH,
KOTOpBIM Oy/leT ZIOCTyTIeH OTueT.



13.6

MmnopT oTueToB

7151 UMIIOpTa OTUETOB BBIMIOJIHUTE CJIeAYIOLMe 1eCTBHUS:

A LW

13.7

[TepeiiauTe B pa3znesn AAMUHUCTPUPOBaHUe — OTueThl.
Haxxmute kHOnky IMnopTupoBars.
B oTKpBbIBLIEMCS OKHe YKa)KUTe IIyTh K apXUBY C OTUETaMH.

Haxxmute KHONKY OTKPBITH.

JKCMNopT OTYETOB

BbInomHUTL 3KCIIOPT OTYETOB MOXXHO ABYMSA criocobamu:

9KCIopT B daiin popmara .pdf;

SKCIIOPT B dPXMB.

Cnoco6 1. 3kcnopt B ¢aiin ¢popmara .pdf

1.

2.
3.
4.

I[TepeliguTe Ha cTtpanuuy "KoHcTpyKTOp oTueTa".

HaCTpOﬁTe OTUET U HAXKMUTE KHOIIKY @
B OTKPBLIBIIEMCS OKHE YKaXKUTE IIyTh AJId COXPAHEHUA OTUEeTd.

Oruet OyzeT coxpaHeH B (aiin ¢popmara .pdf.

Cnoco6 2. JKCopT B apXuB

[nst sKcropTa OAHOTO WM HECKOJbKHMX OTYeTOB B apxuB (opmara .zip BHITIOJHUTE ClleAyHolie

JleACTBHUS:

1.

2
3
4.
5

[TepeiipuTe B pa3nen AgMUHUCTPpUPOBaHue — OTueTsl.
YcraHoBuTe (h1ary HaNpOTHUB HY>KHBIX OTUETOB.
HaxmuTe KHOIKY JKCIIOPTHPOBATh.

Bynet chopMrpoBaH apXuB C 0TYUeTaMU B (popmare .zip.

HaxxmuTe KHOIIKY Ckauarthb U YKaXUTE IyTh AJid COXPAHEHUA dPXHBd.

,Z[J'IH 3KCIIOpTa BCeEX OTUETOB, 0T06pa)KEIEMbIX B Ta6n1/1ue, Ha>KMHUTE KHOIIKY BKCHOPTI/IPOBaTb BcCe.

13.8 YpaneHue otyeta

Y maneHue oT4eTa MO>KHO BBITIO/THUTh CJIe/IVIOIIMMU CITOCOOaMHU:

N3 koHcTpykTOpa oTueToB. Ilepelijute Ha cTpaHuly "KOHCTpyKTOp oOTyeTa" W Ha)KMUTe

KHOIIKY E HO,EI"TBEP,E[I/ITE yAad/ieHre B OTKPbIBIIEMCA OKHeE.

W3 Ttabmuiel "Otuetwl”. Ilepefizute B pasgen AgMUHHCTpUpPOBaHHe — OT4YeThl, BbIOEpHTE

Hy)KHbIﬁ OTYET U3 CIIMCKAd U HAXKMHUTE KHOIIKY E B COOTBETCTBYIOLHEﬁ CTPOKeE;

MaccoBoe yAa/ieHrhe OTYETOB:



e riepeliuTe B pa3zen AAMHUHHCTpUpOBaHHe — OTueTbl, yCcTaHOBUTe (hjlard HArpOTHB
HY’>KHBIX OTUETOB U HOXXMUTE KHOIIKY Y Aa/IUTh.

e NJId yAd/IeHUA BCeX OTUETOB, OTO6Pa)Ka€MbIX B Ta6JII/II_Ie, HaXXMHTE KHOIIKY YI[HJII/ITB Bce.

13.9 ApxuB OTUETOB

OtueTsl, creHepyupOBaHHbIE 110 PaCMMCaHUIO, TTOMEIAt0TCsl B apXuB (11opobHee cM. paszen «Hacrpoiika
pacnucaHys reHepaiyy otyetar). [l mpocMoTpa MUCTOPUM reHepaljuy 110 BCeM OTYeTaM IepeijuTe B
paszien AAMUHMCTPUPOBaHHe — APXHUB 0TUeTOB (CM. «Puc. 259»).

zF'RE;EE“’ 172.30.254.64 v ApXMB OTYETOB ;i @ admin ~

I~ .
ApXxuB OTYETOB
Q OTuér
® |l [Oara cospanms
=] HaseaHue CospaH [eiicTBUA
B Otuer 1 11.04.2024 13:22:56
OTtyet 1 11.04.2024 13:22:56
2
OTtuet 1 11.04.2024 13:22:56
OTyeT 1 11.04.2024 13:22:56
#l N
OTtuet 1 11.04.2024 13:22:56

© 1 20 / cTpanmua

Puc. 259 — Pa3pen "ApxuB 0TueTOB"
B pasgesne orobpaxkaeTcst ciiezyroiasi “HGOPMaLHst:
o HasBaHue - Ha3BaHUe OTUETa;
o CosgaH - faTa ¥ Bpems reHepalMy OTyeTa.
[nst popmMupoBaHusi ClMCKa OTYETOB BBITIOJTHUTE CrieIyIOIIUe 1eHCTBUS:
1. B mone "Otuer" U3 BBINA/JAIOIIEr0 CIIUCKA BEIOEPUTE OTUET.
2. BeibepuTe HarpaBieHHe COPTUPOBKH:
e | - OT HIOC/IEJHETO K IIepBOMY,
e 1 - 0T I1epBOro K ocjiegHeMy.
[l 3KCIiopTa 0TUeTOB BBINOJIHUTE C/IeAYIOLLMe NelCTBUS:

1. OTmeTbTe OTUeThl, KOTOpble HEOOXOAMMO SKCIIOPTUPOBATh, YCTAHOBUB (h/1ar B COOTBETCTBYIOLIEH
CTpOKe.

2. HaxmuTe KHOMKY @

3. B OTKpBIBIIEMCSI OKHE YKaKWTe MyThb JJ11 COXPaHEeHUsI OTUYETOB.



14. CooOLeHus

ITnardopma Pagap noanepkuBaeT 0OMeH COOOIIeHUM MeXKAY T10/Ib30BaTeIsIMU T1/1aT(GOPMBI.

Hampvimep, mipu wu3MeHeHMHM UWH(OpMalud 00 WHIUAEHTaX WM aKTUBAaX MOXXHO HamMcaTh
orBeTcTBeHHOMY. CO0O00II[eHUs,, OTMpaB/eHHble TOA00HBIM 00pa3oM, OTOOpakaroTCsi B pasfesie
Coo0uenusn. [JocTyrHa BO3MOXXHOCTb HaITMUCaTh APYroMy T0/Ib30BaTei0, U3 JaHHOTO pa3jesa.

Pabora c coo01eHHsMH BK/TIOYaeT B ce0si CieyIOIIye MpOL{eCChl:

e «Cosganue cooOIeHNs»;

e «IIpocMOTp COODILIEHUS»;

e «OTtBeT Ha cOOOIIeHNEY);

e  «OTMeTUTBL COODIIeHNS IPOYNTAHHBIMU»;

e «OTMETUTH NIPOUYMTAHHbIE COO6H_IeHI/IH KdK HeIrmpo4MnTaHHbIEe»,;

e  «IJKCIIOPT COOOIIEHUN»;

o «YpameHue COOOIICHUN.

s paboThI € COOOIEHUSIMU HA)KMUTE Ha HaUMEHOBaHWE YUeTHOH 3alluCH B TIPaBOM BEpXHEM YTy U
BbIOepuTe MyHKT Coobienusi. OTkpoetcst crpanuiia "Coobiienus” (cMm. «Puc. 260»).

g Danie® 1723024921 v | CoobuieHus TNAUEH3MA aKTUBHa A0: 2025-08-16 | (@ [okymewtauma | @ admin v
()
CoobueHusn
Q
o) Hosbie coobuennn MpoymTanHsie Mcxoaawmne
[}

cB W lpounTaTe BCE Yaanute BCe | JKCNOPTWUPOBATL B C5V Beibpawo: 0 [
[arta cozpaHua OT koro Tema AxTHB WHunpeHT TN MHUMAEHTa

14:29:21 13.12.2024 admin from asset alert VAZBUMOCTe NepenonHedus bydepa... YA3BUMOCTE NepenonHedl @ T

1 20/ cTpaHuua
HH
H
@

Puc. 260 — Paspgen "Coobmenus"

IIpumeuaHue: eciu ecmb HeNpPOYUMAHHble COOOWeHUsl, MO psA0OM C y4emHOU 3anuchbio NOSEUMCS
uHoukamop ®.

CooObr1ieHust B pa3/iesie pa3zieieHbl 10 CIeAyIOUM BK/IaJKaM:
e HoBsle co001eHNA — CTTMCOK HOBBIX COO0IIIeHN;
o IIpounTaHHBIe — CITUCOK MTPOYUTAHHBIX COOOITIEHNH;
e Hcxopsinue — CIIMCOK UCXOZSAIINUX COOOIIeHHH.

Ha Bkagkax orobpaskaeTcs cieaytoiriasi “HhOOpMarvs:

e [laTa co3jaHusA — [iaTa U BpeMsl CO3/jaHusI COOOILeHNST;



e Ot koro/Komy — azipecaHT/azipecat COOOIIeHUST;
o Tema — Tema coobuieHus;

e AKTHB — HaVIMEHOBaHWE AaKTHWBA, TPU W3MeHeHWH HWH(OPMAIMd O KOTOPOM OBIZIO CO37jaHO
coobienue. ITo cchlike OTKPOeTCs CTPaHUIja MPOCMOTPA aKTHBa;

o HMuHumjaeHT — HaMeHOBaHUe WHILU/IeHTa, TIPYU 3MeHeHUH UH(OPMaL[ii 0 KOTOPOM ObIZI0 CO3/jaHO
coobenue. ITo cchlyike OTKPOETCs CTPAaHML[a MPOCMOTPA UHIUIEHTA;

e Tun HHIU/IE€HTa — HaMME@HOBadHHe THIId MHIUJEHTA. ITo cceinke OTKPOETCA CTPpaHUIld IIPOCMOTPAa
THUIla UHIKMAEHTA.

14.1 Co3pgaHue cooouieHuns

1. Haxwmute kHonky HoBoe coo6menue. OTkpoeTcst okHO "HoBoe coobirienue" (cM. «Puc. 261»)

HoBoe cooblLeHue X

Komy

userf

Tema

Tema coobleHuns

CoobleHue

TekcT coobuweHns

OTmeHa OTnpaBnTb

Puc. 261 — Okno "HoBoe coo0ienue"

2. YKaxuTe B OKHe CJ/IeflyIOLIy0 MH(POPMaLUIO:
o B mnosie Komy 13 BbINa/aro1ijero Crmcka BpiOepuTe azpecara coobreHus;
o B rose Tema ykakurte Temy cOOO1[eHNS;
o Briosie Cool1ieHHe yKakKUTe TeKCT COODIIIeHus..

3. Haxmure KkHONKy OTHpaBHUTb.

14.2 TIpocMOTp coooLeHUsA

1. B CTpoKe HYKHOrO COOGIIeHHs HOKMUTe KHOMKY &, OTKpoeTcst okHO "TIpocMOTp coobijeHus”
(cm. «Puc. 262»).



MpocmoTp coobu,eHun X

OT Koro admin
Komy admin
Tema from asset
CoobuweHne from asset

Puc. 262 — Okno "IIpocmoTp coofiyeHust"

2. Eom coobieHre 66110 MPpocMOTpeHO U3 BKIaAku "HoBble cooOIieHus", TO OHO CMEHHUT CTaTycC
Ha "TIPOYUTAHO" U aBTOMAaTUUeCKy IepeMeCcTUThCS Ha COOTBETCTBYIOLLYIO BK/IaJKY.

14.3 OTBeT Ha coobLleHne

1. Orkpoiite coobieHure Ha TpocMoTp (M. «Puc. 262») u HaxkmuTe KHOMIKY OTBeTHTh. OTKpOETCS
okHO "HoBoe coobirienue" (cm. «Puc. 261»).

2. YKaxkuTe B OKHe He0OXOJUMYI0 MH(POPMALIMIO U HAXKMUTEe KHOTIKY OTHpaBUTh.

14.4 OTMeTUTb COOOLWEeHUA NPOYNTAHHBLIMU

[eiicTBure BBITIONMHSETCS Ha BKIazike HoBbIe coo01eHuUs.
YtobObl OTMETUTH BCE HOBBIE COOOIIIEHNsT TIPOUMTAaHHBIMU, Ha)KMUTe KHOTIKY IIpounTaTth Bce.

YToOBI OTMETUTh KOHKDETHBbIE COOOIIeHHSI TPOUYMTAHHBIMH, YCTAaHOBUTE HY)KHbIe ()lard U HaKMHUTe
KHOTIKY IIpounTaTh BHIOpAHHBIE.

14.5 OTMeTUTb NPOYNTaAHHbIE COOOLEHUA KaK
Henpo4yntTaHHble

,Z[EI‘/JICTBI/IE BBITIOJ/IHAETCA Ha BKJ/IdJIKe HPO'-[I/ITHHHBIE.

YToOBI OTMETUTH BCE MMPpOYNTAHHbIE COO6H.[€HI/I$I He MPOUYNTaHHBIMH, HOXKMHUTE KHOIIKY ITomeTuTs BCE
HeNMpoO4YuTAHHBIM.

YToObI OTMETHUTH KOHKpeTHbIEe COOOIeHHsT HeMTPOUNTAHHBIMM, YCTAaHOBUTE HY’>KHbIE (lard U HaKMHUTE
KHOTIKY [IoMeTHTh BHIOpaHHBIE KAaK HENPOUNTAHHBIE.

14.6 JKcnopT coooLeHni
[TepeliguTe Ha HY)KHYIO BK/Ia/IKy.
HakmuTe Ha KHOMIKY DKCIIOPTHPOBATH B CSV.

Bynet chopmrpoBaH JOKyMeHT B popMaTe .CSV.

EalE A

HaxxmuTe kHOnKy CKauaTh U yKa)KUTe MyThb /I COXpaHeHus ¢aiina.



14.7 YpaneHue cOOOLLEHUIA

[nis1 ynaneHusi COoOILIeHUsT HAKMUTEe KHOTIKY | B COOTBETCTBYIOIILIEH CTPOKE.
[nis1 ynaneHue Bcex COOOLeHHI ¢ BbIOpaHHOMN BK/IaJIKU HAKMHUTEe KHOTIKY Y AQ/IMTh BCe.

[y ynaneHus KOHKPETHBIX COOOIIeHUH, yCTaHOBUTE HYKHbIe (pylard M HOKMHUTE KHOTIKY Y Ja/IUTh.



15. NMpodmnb nonb3oBartens

B pasgesne nosib30Bartento JOCTYIHBI CIeAYIOLIUe eHCTBUS:

o «l/3mMeHenue uHdopMali O CBOEU YUETHOM 3allUCU»;

o «M3MeHeHUe 11apoJisi»;

o «JlogxnroueHre ayTeHTU(MHUKATOpA»;

o «BrnIX0 M3 BCexX ceccuii»;

e «IIpocMOTp >XypHaia W3MEHEeHUN quTHOﬁ 3aITnCH»;

o «Hactpoiika onosemnieHuii»;

o «IIpoCMOTp UCTOPUHU JEHCTBUH B IJIaTGOPME».

511 mepexozia B mpodu/ib TIO/Tb30BaTe Il HA)KMUTe Ha HAaMMeHOBaHWe YUeTHOW 3alTiCU B TIPAaBOM BepXHEM
yriy u Beibepute niyHKT IIpodman. OTkpoetcs ctpanuiia "TIpoduns"” (cM. «Puc. 263»).

Nuuensun aictvera po: 2025-03-23 | O [lokymerTauun

Mpoguns
@
Wudopmauua o nons3osatene
=]
user
8 Email user@host.iu
» vma Bacunuin
amnmn Wearion
@
i o
Pony cluster_manager_access  correlator R reports R incidentR  offine_access  incident type_R  scan_results R uma_authorization  apikeys.C  software_compliance_checks_R
& users

HacTpoikn onoeeLLeHHA

L O T —————
Oy T ———
VYBEAOMNATL NPH CPaGATLIBAHAK NPABIAN KOPPENALUM

VBE[OMNRTL NPH ABTOMATUNECKOH GCTAHORKE MPABUN KOPPERALIMM

MoucK No MCTOpUK feicTBUI

v [ <
Cepemc CywHocTs KeM HameHeH DencTene CHCTemMHO® 1D cywHocTH |D CBA3AHHON CYLUHOCTH fetann Aata coanasna

PMU 'fﬁ;’:‘s rme.entiies logmule_go WameHenie fla 922364¢5-4545-4471-b9b8.., - TokasaTh aeTank 14:23:25 17.03.2025
o ecordsmeentiies ogmuiego Vaweneine fa 0120109a-8719- ad55-Bfe - 12:3:40 17.03.2025

Puc. 263 — Pa3gen "IIpodpuns"

Wudopmarys B pa3zerne oToOpa)kaeTcsi B C/eAyIOMIUX 0/I0Kax:

° HHd)OpMaIII/IH 0 MoJIb30BaTe/ie — B O/I0Ke OTO6pa>KaI-OTC$I MnepCcoHa/IbHbIE JdHHbIE IMOJ/Ib30BaTe/IA:

JIOTWH [i/151 BXOZA B I71aTQOpPMY;
- aZipec 3/eKTPOHHOM MOYTHI;

- WMs [I0JIb30BaTe/1s;

- (pamuMA 1osib30BaTe/Is;

- 4acoBOM IOSC;

— CIIMCOK pOJ'IEfI, KOTOPpbI€ Ha3HAYEHBI I10J/Ib30BATEJIIO;



—  CIMCOK T'PYTII, B KOTOPKIe 100aB/ieH Mo/b30BaTellb.
o Hacrpoiika onoBemeHuii — B 0/10Ke BHITO/THSIETCS HACTPOIKa OTIOBeLLeHNH;

e Tlonck mo ucropum elcTBUMN — B O/I0Ke BBITIOTHSIETCS TIOUCK M TIPOCMOTP UCTOPUU AEWCTBUN B
riaTdhopme.

15.1 W3meHeHune uHhopmaLumm o cBoen y4eTHOI 3anmucu

1. TlepeliguTe B Ipoduib 1M0OIb30BaTEJIS.

2. Haxwvure kHorky Hacrpoiiku yuerHoM 3amucu. Otkpoercsi ¢opma "VI3MeHeHHe YuyeTHOU
3anucu’” (cM. «Puc. 264»).

I3MeHeHVe yMETHOM 3allnci

user@host.ru
Bacunwii

WeaHos

Puc. 264 — ®opma "Vi3MeHeHHe yueTHOH 3anucu”

3. YkaxuTe B OKHe CJ/ieZIyIOL[y0 UH(POPMaLUIO:
o B nosne E-mail u3menure azipec 3/1eKTPOHHOM MOYTBI;
e B nonsx ma u @amuiusa u3MeHUTe COOTBETCTBYIOIIME JaHHbIe T10/Ib30BaTe/Isl.

4. Haxmure KHONKY COXpaHUTB.

15.2 l3meHeHue naponsa

1. TlepeliguTe B Mpo@usib MOJIb30BaTES.

2. Haxmure kHONKy HacTpolku ydeTHO# 3amucu U nepeiiute B pasgen Ilapoas. OTKpoeTcs
tdopma "Cwmena napossi” (cM. «Puc. 265»).

CMmeHa napong

Puc. 265 — ®opma "Cmena naponasa"”

3. YkaxuTe B OKHe CJ/ieIyIOL[y0 UH(POpMaIUIO:



o B none [Tapoab yKakuTe TeKyILIMi [1apoJib;
o B nonsx Hoebik naposb U [ToaTBep)kAeHUe AP0/ YKa)KUTe HOBBIM M1apoJib.

4. Haxmure KHONKY COXpaHUTB.

15.3 lMopgknouveHue ayteHTUdUKaTopa

1. TlepetliguTe B Ipoduib 1M0OIb30BaTE/IS.

2. Haxmurte kHONKY HacTpoMKHM y4eTHOW 3amMcCH U TiepeiiiuTe B pa3jen AyTeHTH(HKATOP.
Otkpoetcsi hopMa "CmeHa naposisi” (cM. «Puc. 266»).

AyTeHTVOVKATOP * OBsatentHbie

1. ¥cranoeuTe <a href="https://freeotp.github.io/" target="_blank">FreeOTP</a> nnn Google Authenticator. 06a npunoxeHus
AocTynHel Ha <a href="https://play.google.com">Google Play</a> u 8 Apple App Store.

o FreeOQTP
o Google Authenticator

2. OTKpoiTe NpuoXkeHve 1 NpockaHupyiTe Gapkog, Nbo BBeAWTE KO,

Unable to scan?
3. BBeauTe 04HOPAa30BbLIA KO, BeIAAHHEIR NPUAOKEHWEM, U HAXMUTE COXPAHUTL ANA 3aBepLUEHMS YCTaHOBKM.

Provide a Device Name to help you manage your OTP devices.

Puc. 266 — ®opma "AyrenTudukarop”
3. Brinonnure HWHCTPYKLWIO, YKa3aHHYIO Ha (bopMe.

4. Haxmure KHONKY COXpaHUTB.

15.4 Bbixoa U3 Bcex ceccui

1. TlepeiinuTe B po¢ub MOIb30BaTEIS.



2. Haxwmure kHONKYy HacTpoMKH y4eTHOM 3amMcH U
crpanuia "Ceccun” (cM. «Puc. 267»).

Ceccum
IP Hauata MocnegHwid qoctyn
172.30.253.1 Mar 18, 2025, 3:41:16 PM Mar 18, 2025, 4:57:54 PM
172.30.253.1 Mar 18, 2025, 4:20:45 PM Mar 18, 2025, 4:55:46 PM

BbliAiTK 13 Bcex ceccnii

neperiaute B pasgen Ceccun.

WcTekaer KnneHTbl

Mar 19, 2025, 1:41:16 AM radar-ui
account

Mar 19, 2025, 2:20:45 AM radar-ui

Puc. 267 — Crpanuna "Ceccun"

3. HaxmuTe KHONKY BbIMTH M3 BCeX CeCCUM.

15.5 MpocmoTp XypHasia UBMEHEHUN YYETHOW 3annucu

1. TlepeiinuTe B po¢ub Mob30BaTesl.

2. Haxwmure kHonKy HacTpoiiku yueTHOH 3amucu U miepeiiute B pasfen XKypHan

ctpanuua "Jlor yuetHol 3anucu” (cM. «Puc. 268»).

Jlor y4yeTHoOI 3anmcu

fata CobbiTve IP KnweHt fletann

Mar 18, 2025, 4:23:37 PM ogout 172.30.254.1

Mar 18, 2025, 4:20:45 PM ogin 172.30.253.1 radar-ui auth_method = openid-connect , username = admin
Mar 18, 2025, 4:05:46 PM ogin 172.30.254.1 radar-ui auth_method = openid-connect , username = admin
Mar 18, 2025, 4:05:45 PM ogin 172.30.254.1 radar-ui auth_method = openid-connect , username = admin
Mar 18, 2025, 4:05:36 PM ogin 172.30.254.1 account auth_method = openid-connect , username = admin
Mar 18, 2025, 3:41:16 PM ogin 172.30.2531 radar-ui auth_method = openid-connect , username = admin
Mar 18, 2025, 10:42:03 AM ogout 172.30.253.1

Mar 18, 2025, 10:41:29 AM ogin 172.30.253.1 radar-ui auth_method = openid-connect , username = admin
Mar 18, 2025, 10:39:52 AM ogout 172.30.253.1

Mar 18, 2025, 10:39:28 AM ogin 172.30.253.1 radar-ui auth_method = openid-connect , username = admin

Puc. 268 — Ctpanuna "Jlor yueTHoii 3anucu”

Ha cTpanuiie oTobpaxkaeTcst cyieyroiasi UHpOPMaLyst:

e JlaTa — sata v Bpemsi COOBITHS;

e Co0bITHE — TUII COOBITUS;

e [P - IP-aapec, c KOTOPOTO BBITIOJTHEHO COOBITHE;

o KiameHT — HaUMeHOBaHUe CepBHUCa,

e [leTaysmm — fieTaju COOBITHSI.

15.6 HacTpoiika onoBeLleHU

1. TlepeiinuTe B po¢ub MoIb30BaTeIS.

2. B Osoke HacTpoiika omnoBeIleHHi BK/TIOUNTE/BLIK/IIOUMTE  YBEJOM/IEHUS O

COOBITHSX:

Otkpoetcs

OTtkpoetcs

CIeAYIOIINX



e U3MeHeHWe WHLU/EeHTOB;

e U3MeHeHHe aKTUBOB;

e Tipou3omuia "cpaboTka" rMpaBuIa KOPPesIsLug;
.

IMMPOMN30111/Ia aBTOMdTHUYeCKdss OCTAHOBKA IMPaBHWJ/id KOPPeJIALIWH.

3. Haxwmute kHONKY COXpaHUTD.

15.7

[Tpumep 6510ka [Touck Mo ucTopum JeiicTBUi NpUBeieH Ha «Puc. 269».

Monck no MCTopuK AeAcTBMn

OuabTpb  +
Copruposka

v

T Dava cospaun x

MpocmoTp ncrtopumn gencrenim B nnarcgopme

Cepamc CywHoeTs KeM usmeHeH fedcTane CHcTemHoe 1D eyuyHoeTM 1D CBA3AHHOR CYUHOCTH Letann Data cospanma

Cruddy records.cruddy.entities.user user focords.cruddy.actions gy afeiDa74-82ed-4e95-87ch- 11:57:16 18.03.2025
PMLY '_E'EIJE’“* rme.entities logmule_go Wsmerenie La 9a2364c5-45a5-4471-b0ba... - Mokasats geran 14:23:25 17.03.2025
PML 'P,‘CIZS"G‘”" entities.logmule_go E— ma 01ad109a-B7f9-4d58-8fe1- 12:39:40 17.03.2025
ML OunLTp NoToKa WaeHetie fla 197192dd-2270-41e1-90ch- 12:39:40 17.03.2025
PMLY Kniou Tabnumore caucka E— ma 2090a360-218G-4fb6-b8h9-.. [—— 12:39:4017.03.2025
PML| T::: rme.entities logmule_go | _ Cospanve Na 07ad109a-B7f3-4d58-8fe1- 12:21:35 17.03.2025
PMLY Dunrp noToka WameHerie fa £97192dd-a270-41e1-90ch-. 12:21:35 17.03.2025
ML Kitou Tabnuusoro crucka Hsmenerme Na 229da3c0-2f9c-47b6-bBbI-. - 12:21:35 17.03.2025
PML ’i“g:s rme.gntities.logmule_go HameHetme na 48731067~ AdE6-43db-Be? Mokasats perany 12:16:16 17.03.2025
PhLY recorss e entiies ogmule go Cosaanve fa 4873106 7-4d86-43db-B6e2 MokasaTh perani 12:16:01 17.03.2025

L] e

3 4 5 8 7 162 > 10/ cTpatiua

Puc. 269 — byiok "ITonck 1o ucropuu AedcTBHil"

B 6s10ke oToOpakaeTcs crieyromas HHGOpMarLusi:

CepBuc — HaMMeHOBaHWe CePBHCa, B KOTOPOM ObI/I0 BBITIOJTHEHO /IeHCTBHE;
CyIHOCTh — HaMEeHOBaHUe CYITHOCTH, HaJl KOTOPOU OBIIO BBITIOJTHEHO [1eHCTBUE;

KeM n3MeHeH — JIOTMH 10/1b30BaTeIsl, BbINO/HUBLIEro JeiicTBre. Eciiu nmonb3oBaresnb He yKasaH,
TO ZielicTBUe ObLJIO BBIMOJIHEHO T1aT(hOpMON;

JelicTBHe — ONMCaHKe BbINIOJTHEHHOTO JelCTBYS;

CucremMHoe — NpU3HaK, BbINOIHEHO /U JelcTBUe raatdopmoii: [a, Her;

ID cymHOCTH — WeHTH(UKATOP CYIIHOCTH, HaJl KOTOPOM ObIIO BHITIONTHEHO /IeCTBUE;
ID cBsI3aHHOM CYyIIHOCTH — U/IeHTU(UKATOP CBSI3aHHOW CYLIHOCTH;

,Z[aTa CO3aHUA — /1dTa XU BpeMsA CO3/IdHHsA 3allCHh O BBITIOJITHEHHOM ,I[el‘/’ICTBI/II/I.

ITo xHoTMKe [leTai MO)XHO ITOCMOTpPeTh 1Mo/IpoOHY 0 MH(pOpMaryio o AeicTBuu (cM. «Puc. 270»).



lNMokasaTb geTtanu X

id": "afefea74-82ed-4e95-87cb-811562172263",
"incident notifications": true,
"service asset notifications”: true,

"rules results notifications”: false,

"rules disabling notifications™: false

Puc. 270 — Okno "Iloka3aTh getanu"



16. NHTerpauuu
16.1 RT Protect EDR

16.1.1 OO6wume cBeaeHUA
16.1.1.1 XapakTepuCTUKN CUCTEMbI

HaumvenoBanue cucremsnl — RT Protect Endpoint Detection and Response (ganee RT Protect EDR).
Ha3naueHnue cucreMbl — OOHapy>KeHHe Lie/ieHarpaB/ieHHbIX aTakK U CJIOKHBIX YTPO3.

Pa3zpaboTtunk cucrembl — AO «PT-MHpopmarmonHass 6e€30macHOCTb» — OpraHU3alusl IPSMOro
ynpasjeHus ['ocygapcTBeHHOM Kopriopaliuu «Pocrex».

Cair — PT-MludbopmarrioHHag 6e30macHoCTb.

Bo3MoxxHOCTH, TIpeiocTaB/isieMble UHTerpaLiiei:
e  BBITNOJIHEHUE aKTUBHBIX [IeCTBUM Ha aKTUBax;
o umnopt aktuBoB U3 RT Protect EDR B Ilnardgopmy Pagap;
e CHUHXPOHHM3aLYs UHLMJEHTOB.

Hactporika naTerpanuu ¢ cuctemor RT Protect EDR nipuBefieHa B pa3jene «Hacrporika nHTterpaiuu RT
Protect EDR».

[Tprembl paboThI C MHTETpalHel nprBeeHbI B pa3zese «Pabora ¢ uaTerparmeid RT Protect EDR».

16.1.1.2 AKTUBHbIE AelcTBUsA

Cuctema RT Protect EDR no3BosisieT BBINOJNHATH — y/aqeHHble [IeWCTBUSI Ha aKTUBe /ISl
rpeJ0TBpalLl{eHUs] paclpoCTpaHeHus MOTeHJMa/IbHbIX YIPO3.

B paMKax vHTerparyy akTHBHBIMU JIeHCTBUSMU SIBJISTIOTCS 111a0/10Hb1 KoMaHz, Ayt OC Windows u Linux.

Haripumep, a1 3aBepiieHMsi Mpoljecca Mo ero HeHTU(HUKATopy, OyAyT HCIO/IBb30BaHbI CleyIOLIHe
KOMaH/Ibl:

e Linux:
# kill -9 {{ .pid }}
e Windows:
# taskkill /PID {{ .pid }} /T /F
[TepeueHb AeiiCTBUI JOCTYMHBIX B UHTETPAL[MU 110 YMOTUaHUIO:

e 3aBepumTh mponecc mo PID — Oyzer 3aBepieH TporiecC Mo WAeHTU(UKATOPYy Tpoliecca Ha
aKTuBe;

e 3a0/I0KHpPOBaTh MOPT — COOTBETCTBYIOIIMN IMOPT OyzeT 3ab/J0KUPOBaH Ha IPUEM/OTIPABKY
Co0011[eHNH;

e 3absiokupoBaTth Bxojsmuii Tpaduk ¢ IP — 6yget 3ab/0kupoBaH TpahyK C COOTBETCTBYIOIIIErO
IP-agpeca;


https://rt-ib.ru/

e Bx/IHOUMTH M30/ALMI0 AKTHBA — COOTBETCTBYIOIIMM aKTHB OyJeT W30/IMpPOBaH B JIOKAJTbHOM
ceTy;

¢ BpIK/II0OUYUTH HU30/IAUI0 dKTUBA — M30/IA1K1A dKTHBaA 6y,£[ET CHATA,

e Bx/IIOUMTB 3aLMTY — BKJ/IFOUWUTE BCTpoeHHbIe B cucTemy RT Protect EDR cpencTBa 3allnThl Ha
BbIOpAaHHOM aKTHBE;

e BBIK/JIHOUUTD 3aIUMTY — OTK/IFOUUTh BCTpoeHHbIe B cucTteMy RT Protect EDR cpezcTBa 3allUThI
Ha BLIOPAHHOM aKTHBe.

[elicTBUE HaJl aKTUBOM MOXKET OBITh BBITOJIHEHO C/IEAYIOIIMMU CIIOCOOaMU:
e aBTOMAaTHYECKH, [0 pe3yJ/ibTaTaM CPabOTKHU MpaBHia KOPPEe/SLUHY;
e BPYUHYIO, [IPM aHa/U3e aKTUBa, HA KOTOPOM BbISIB/IeHbl MHLIW/I€HTHI.

YmpaBieHue akTHBHBIMU eHCTBUS BBITIOHsIeTCs B pasziesie «EDR meficTBUs».

16.1.1.3 CuHXpOHU3aUUA NHLUUOEHTOB U aKTUBOB

[Ipy CHMHXpPOHM3ALMKM WHLWJEHTOB BBINO/HsAETCS 0OMeH uH(OpManueldl 00 HWHIMAEHTaX HAa aKTHBaX
MEXy CUCTEMaMH CO C/IeIyIOIIUMH 0COOEHHOCTSIMHU:

e I Ha3HAUEHWS WHI[U/IEHTOB B Ka)XKJOW CHUCTEME I0JDKEH OBITh I0JIb30BaTe/b, UMEIOIIUN TIpaBa
Ha paboTy C MHI[U/IEHTaMU;

e [PV BO3HUKHOBEHUM KOH(IMKTOB IIPU CHHXPOHU3aLuK npuoputeT otAaercs IInargopme Pajap;
e Tipu yzanenun uHuuzAeHToB U3 Ilnardopmser Pagap ects fBa BapuaHTa Beibopa:

o ypamuTh Takxke U B RT Protect EDR;

e  OTK/IIOUMTb CUHXPOHM3ALUI0 MHLU/IeHTa U Y[a/IUTh TOJIBKO B IJ1aTdopMe.

e TIPM HAIMYMM BEPXHEYDOBHEBOM CHCTeMbl, CHHXDOHHU3alysi Oy/leT BBIIOMHATHCA IO
Leriouke BepxneypoBHeBas cucrema — Ilnardopma Pagap — RT Protect EDR;

e 7S BBITIOJIHEHWS CUHXPOHM3ALMU HeOoOXOAUMO HACTPOUThL  IEePUOJUUYECKYI0  3ajauy
cuHXpoHM3almu (cM. pasfen «Illar 2. HacTpotika 3aiaui CHUHXDOHU3ALIUK aKTUBOBY).

16.1.1.4 TapameTpbl TUNa nHTerpauumn RT Protect EDR

715 mpocMoTpa napaMeTpoB TUIA UHTerpaLuu nepeiiute B pasgen Ilapamerpsl — TUnbl HHTerpanui
U HOXMUTE KHOIIKY © 3 ctpoke ¢ HauMeHoBaHueM RT Protect EDR. OTkpoetcs ¢opma mpocmoTpa
riapaMeTpoB TUIIa UHTerpaLjuu.

Wndopmarys Ha popme oToOpakaeTcst Ha CIeYIOIUX BK/IaJKaxX:

e HMuterpamumn. Ha BKiagke oToOpaXkaeTcsi CIMCOK CBSI3aHHBIX UHTerpaiuit (cMm. «Puc. 271»);



g;‘:;:ﬁa 172.30.252105 ~ | Tunbl MHTEerpauuin NuueHsna akTueHa go: 2026-04-30 @ [fokymentauns | @ admin

< Tun UHTerpauum

WHTerpaymum 3apgaun uHTErpaumn KomaHasl MHTerpauvmn Jorn BbINONEHHbIX AEACTBUA
c
Ha3seaHue uHTerpauumn Cratyc
RT Protect EDR Ha 172.30.250.150 @ AxtvsHo

1 20 / cTpaHunya

Puc. 271 — IIpocmotp Tuna unrerpanuu RT Protect EDR. Bkiaaka "VHTerpanuu”

3asaum uHTerpanum. Ilpumep BKiasku npusefieH Ha «Puc. 272».

NAHFEO

PAmap.  172.30.252105 v | Tunbl UHTErpayuin INnueHsuA akTueHa fo: 2026-04-30 | (@ Jokymentaums | ® admin v

< Tun uHTerpayuu

WHTer payuu 3apaun uHTer payumn KomaHgbl MHTerpayum forw BbINONEHHbIX AeRCTBUA
c
3apava uHTerpauuu HassaHue Cron CocTonHue
CUHXPOHHU3aLMA aKTUBOB CuxpoHu3aluus akTea *oxxxx () AKTUBHO

1 20/ cTpanuua

Puc. 272 — IIpocmotp Tuna unrerpapuu RT Protect EDR. Bknajgka "3agaun uHTerpamum”

Ha Bkmagke orobpakaeTrcs vHGbOpMaIUs O TePUOANUECKUX 3ajjauaX, BBIMOHSEMBIX B paMKax
BCEX CBSI3aHHBIX WHTerparjuii:

e 3ajaua — TUI MepruoNUeCcKOon 3a/iauu;

o Ha3BaHue — HavMeHOBaHUe MepUOANUeCKON 3a/lauu;

e Cron — CRON-BbIpa)keHHe, ONUChIBatoIIiee MepruogUYHOCTD 3a/laun;
e CocrosiHMe — COCTOsIHUE 33/laui: AKTUBHO, HeakTHBHO.

Komanps! uaTerpamuu. [IpumMep Bkiagku nprsesieH Ha «Puc. 273».



g;‘ﬂﬂﬁo 172.30.252105 ~ | Tunbl UHTErpawui JNuueHsus akTueHa go:  2026-04-30 ® [okymeHtauma | @ admin v

]

< Tun WHTerpayunm
Q
® MHTerpauumn 3apaun uHTerpauynn KomaHabl UHTEerpayum Jloru BbINONEHHLIX AEACTBURA

c

=6}

WuTerpauyus Ckpunt Cratyc
[}

RT Protect EDR Ha 172.30.250.150 BK/IOYMTb U3ONALIAIO aKTUBA @ AxtueHo
A 5 4 b an oEn 1 4 N

RT Protect EDR Ha 172.30.250.150 3abnokmposats nopt @ Axrueno
= RT Protect EDR va 172.30.250.150 BbiK/HOUMT U30MALMIO aKTHBA @ AxueHo
i RT Protect EDR wva 172.30.250.150 BKMIOUMTS 3aLUTY @ Axrueno
@ RT Protect EDR Ha 172.30.250.150 BbiK/HOUMTb 3aLMTY @ Axrveno

Puc. 273 — IIpocmotp Tuna unrerpauuu RT Protect EDR. Bkiagka "Komanjbl uHTerpanum”

Ha Bk/aske oToOpakaeTcss uHbopMalys 00 aKTHBHBIX [eHCTBUSAX, CO3/aHHBIX B paMKax
WHTerparui:

. I/IHTEFpaHI/IH — HaMMeHOBdHKWE MHTerpaniuu, 4id KOTOpOﬁ HCIIOJ/IHAETCA KOMaH/4d,
. CKpI/Il'[T — HalMMeHOBdHKMe KOMAaH/bI;

o Crartyc — cocTosiHUe KoMaH/ibl: AKTUBHO, HeakTUBHO.

o Jloru BBINOJ/IHEHHBIX JeHMCTBUM. [IprMep BKaku rpuBesieH Ha «Puc. 274».

t TANTEC 172.30.252105 v | Tunbl MHTErpayuii NuueH3ns akTeHa fo: 2026-04-30 | @ fokymentaums |
@
< Twvn uHTerpayum
Q
o WHTerpayumn 3apaun nHTerpayum KoMaHab! uHTerpayum Jlorv BbINONEHHBIX AeNCTBUIA
(e
c
AKTUB WnTerpayus Komanpa MapameTpsbl BbinonHeHo
@
WIN-EDR-AGENT RT Protect EDR Ha... 3abnokuposaTb BXOARWMWA... ip: 199.0.0.1 15:10:28 21.03.2025 ©
% 5
WIN-EDR-AGENT RT Protect EDR Ha... 3a610KMPOBATH MOPT port: 16000 15:10:18 21.03.2025 ©
S
WIN-EDR-AGENT RT Protect EDR Ha... 3abnokupoBaTh BXOAALWMIA... ip: 123.123.123.123 15:08:03 21.03.2025 ©
i
WIN-EDR-AGENT RT Protect EDR Ha... 3abnoknpoBaTh BXOARWMWA... ip: 199.0.0.1 13:56:55 21.03.2025 ©
@
WIN-EDR-AGENT RT Protect EDR Ha... 3abnokupoBartb NopT port: 16000 13:56:50 21.03.2025 ©

Puc. 274 — IIpocmotp Tuna unrerpauuu RT Protect EDR. Bkiagka "JIoru BbIno/IHeHHbIX AeHCTBUI "

Ha Bky1afike oToOpaskaeTcsi )KypHasI BBIITOJTHEHHBIX JedCTBUM:
e AKTHB — HallMeHOBaHHe aKTHBa, HA KOTOPOM BBITIOJIHEHO /IefiCTBUE;

e MHWHTerpamusi — HavMeHOBaHWe WHTerpaljii, B paMKaX KOTOPOW ObLJIO BBITIOJTHEHO
JleHCTBUE;

o KomaHpa — HauMeHOBaHUe BLITIOJTHEHHOTO [IefCTBUS;
o Ilapamerpsl — uHpOPMaLKs O TTapaMeTpax BbIIIOJIHEHHOTO /1eHCTBUS.

st IPOCMOTpa pe3y/IbTaTa BBINOTHEHHs! IeHCTBHS HaKMUTe KHOMKY <& B COOTBETCTBYIOIEH CTpOKe.
OTtkpoeTcsi okHO "Pe3ynbrat” (cMm. «Puc. 275»).



PesynbTar

Koa Bozepata: 1

ERROR: The process "432" not found.

Puc. 275 — OkHo "Pe3yabTaTr”

16.1.2 EDR peiictBus

O MexaHM3Me aKTMBHBIX [eWCTBUM, AOCTYNHbIX B paMkax uHTerpaiyu RT Protect EDR, moxHO

O03HAKOMUTBECSA B pa3iesie «».

EDR feiicTBUSI MOTYT HaXOAUTLCS B C/IEIYIOIIUX COCTOSTHUSIX:

e AKTHBHO — /Ie}/iCTBHE CTAaHOBUTCS JOCTYITHBIM ITPU HACTPOMKe MpaBU/ KOPPesLMU U Ipy paboTte

Hall aKTUBaMU;

o HeakTuBHo — fielicTBue [00aB/ieHO B I1aTGOPMy, HO He MOXKeT OBITh HCTI0/Ib30BaHO.

Pab6ora c EDR fieiicTBUsAMU BK/TFOUAEeT B Ce0sI CIeyIOL[He TTPOL[eCChI:

1. «Coszganue EDR neiicTBUs».

«IIpocmotp EDR neiicTBUs».

«PenaktrupoBandre EDR nelicTBus».

«JIybmposanue EDR feficTBus».

«IKcropT EDR nelicTBU».

«mvmopt EDR neficTBUN».

2
3
4
5. «U3meHeHue cratyca EDR gericTBUS».
6
7
8

«Y panenne EDR gercTBUi».

Inst pabotel ¢ EDR pgeiictBusimu niepeligute B pa3ges Ilapamerpsl — EDR pelictBust (cM. «Puc. 276»).

252,105

Q Cofurus

@ Wrungenre

Gl AKTHERI

B Coorsercrese MO

# Koppensrop

i Napa

OcHOBHbIE NapaMETPbI

OneselenIs MO 3918PK.

HepHbii cndcoK 1D Anary...

tokossia sansun
ViHrerpauvi
EDR pefcTBHA

Thne! wTerpaui

B AGMHHICTDHPOBSHHE

| EDR peiicena

EDR pevicTEna

v | comars

Haumenosarme aeiictens

3asepluTs NPoUscE o PID

. o

Bxonswmi Tpaddnk c IP

[1] 16 crpamaua

IKENOPTHPORATE BCE 3

Craryc

Col
Aicrvano
AxTveno
Axtveno
AKTHEHO

AKTHBHD

6660888

AkTiBHD

HeakTveo

FKENOPTHEOBATE B G5V MWNORTIPOBATE

Cosnano

12:30:56 13.03.2025

12:30:57 13.03.2025

12:26:08 13.03.2025

12:58:15 25.03.2025

12:58:15 25.03.2025

12:58:15 25.03.2025

12:58:15 25.08.2025

12:30:56 13.03.2025

Puc. 276 — Pa3gen "EDR peiictBus"

Nuuersnn akTvEsa fo: 2026-04-30

OBHoBnEHD

13:35:20 18.03.2025

15:15:29 27.03.2025

10:56:22 31.03.2025

12:58:15 25.03.2025

12:58:15 25.03.2025

12:56:15 25.03.2025

12:58:15 25.03.2025

13:56:33 31.03.2025

© fosyenrauws | (B) admin ~

Bubpan: 0 O
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16.1.2.1 CospgaHue EDR peiictBus

1. Haxkmure kHonKy Co3aarb. OTKpoetcs hopma Co3panue aeiictBusa EDR (cMm. «Puc. 277»).

< CospaHue pgericteus EDR ] Ypanurs | \ Ay6nuposars

Tvn WHTErpaumMm

RT Protect EDR

HanmeHoBaHWe geicTema *

3aBepwuThb npouecc no PID - Ay6nb

[NepemeHHble *

Yuncno PID npouecca pid - +

KomaHapi Linux *

kill -9 {{ .pid }} -+

KomaHpapsl Windows *

taskkill /PID {{ .pid }} /T /F s
HeakTnsHo

Puc. 277 — ®opma "Co3ganue jeiicteusa EDR"

2. Ykaxure Ha opMe C/ieAyIOL[y0 UHPOPMaLUIO:
e B mojie TUN WHTErpaluM W3 BhHITIA/IAONIETO CIHMCKAa BbIOepuTe 3Hauenuwe "RT Protect
EDR";
o B1iosie HaumeHoBaHMe ieliCTBUA YKa)KUTe HauMeHoBaHue EDR peiicTBus;

e B Osoke moneii [lepemenHbIe f06aBbTe HeoOXOAWMOE KONHMUECTBO MapaMeTpoB, IIO
KOTODPBbIM Oy/1eT BLITIOJTHEHO JieiCTBUe:

e Ha)XXKMUTe KHOIIKY +;
e B osie [IepemeHHasi BbIOepUTe TUII TapaMeTpa: CTPOKa, YMCJ/I0, JIOTUIeCKUH;

o B mnosie Ha3BaHne mapamerpa yKaKuTe Ha3BaHHe rapamMeTpa /ijisi 0TOOpakeHHsl B
nnatdopme;
e B nosie imMa mapamMerpa yKakuTe HavMeHOBaHMe mnapametrpa. [To yka3aHHOMY

3HauyeHHIo OYyAyT BBIOMHATLCS KoMaH/bl st OC Linux 1 Windows.

e B Onoke moneii Komangpl Linux v Komanaer Windows fo6aBeTe Heobxoqumoe
KonmuuectBo KomaHz, Aasi OC Linux v Windows. KomaHgpl OyAayT HCTHIOMHATBCS B
33laHHOM mopsiike. [l W3MeHeHUs] TIOpsiiKa WCIIOJIHEHUS KOMaH7, MCIO/Ib3yiTe
KHOIIKU T, |;

e 75 aKTWBALMU felicTBUs B rmosie CTaTyc yCTaHOBUTE TepeK/ouaTe/ib B TOJIOKEeHUe
"BkoueH".

3. Haxmure KHONKy COXpaHHMTb.



16.1.2.2 TMpocmoTp EDR pgeiicTBuA

Hnst mpocmotpa uHbopMaii 06 EDR gefcTBUM Ha)KMHUTE KHOIKY © s CTPOKe HY)KHOT'O [1eliCTBUSI.
Otkpoertcsi hopma "TIpocmotp feticteusi EDR".

Wudopmanys Ha popme pasziesieHa 10 TpeM BK/IaJKaM:

OcHoBHBbIe HAaCTPOMKHU — HH(popMalus o napametpax EDR felicTus;
CeBsi3aHHbIe HHTerpanuu — nHhopmarusi 00 MHTerpaLusix, B KOTOPBIX 3a/IeliCTBOBAHO /|eICTBHE;

JIoru BbINO/IHEHHBIX JJeMCTBUI — )KypHa/ BbINoHeHus getictBust EDR.

OcCHOBHbBIe HACTPOHUKH

[Tpumep BK/1agku "OCHOBHbIE HACTPOWKU'" TIpHBe/ieH Ha «Puc. 278».

< MpocmoTp peictena EDR —_— I

CEASEHHBIE UHTErpaUMM  JTOMW BLINONEHHLIX ABACTEMI

Tun wiTerpauymm

HaumesoBanme necTams *

MNepemerHbie

Komanap Linux

Komanap! Windows

AKTHE

Puc. 278 — ®opma "IlpocmoTp petictBust EDR". Bkiagaka "OcHOBHbIE HACTPOHKH "

Ha Bkmagke oTobpaxkaeTcs ciiefiyroriasi HHPOpMaLusi:

Tun uHTerpanuM — HavMeHOBaHUe TUIa UHTerpalji, K KOTOPOl OTHOCUTCS [leliCTBUE;
HaumeHnoBaHue fieiictBusi —Ha3BaHue EDR jelicTBus B miatdopme;

Ilepemennbie — vHpopmauusa o mnapamerpax EDR pgeiictBusi: Tun nepemenHor, HasBanue
nenictBus, Ims felicTBus;

Komangp! Linux — criucok komasg aist OC Linux;
Komanap1 Windows — criicok komasz aisi OC Windows;

Nudopmanus o coctosHuu EDR gelictBusi: AKTHBHO, HeakTMBHO.

CBsa3aHHbIe HHTerpanuu

[Tpumep Bk/1agku "CBsi3aHHbIE MHTerpal[My’" TIpyMBefieH Ha «Puc. 279».



< MpocmoTtp gencteua EDR I Yaanuts ] ‘ Ly6nuposath ‘

OCHOBHbIE HACTPOMKKW CBsi3aHHble UHTEerpauumn Jloru BbINONEHHbIX OerCTBUiA
c
WHTerpauna Cratyc
RT Protect EDR () AKTUBHO
‘ 1 ‘ 10 / cTpaHvua

Puc. 279 — ®opma "IIpocmotp AeiictBusa EDR". Bkiaaka "CBsi3aHHbIe HHTerpanun'"

Ha BKmagke oToOpakaeTcsl CIIMCOK WHTErparjyi, B KOTOPLIX HCHob3yercs EDR meficTBue, a Takxke
COCTOSIHHe WHTerpaLjuu.

JIoru BBINO/ITHEHHBIX AeHCTBHI

[Tpumep Bk/1aaKy "JIory BeIOHEHHBIX JeUCTBUU' nipuBefieH Ha «Puc. 280».

¢« [MMpocmoTtp geiicteua EDR Yaanume | | OyGnuposar
OCHOBHble HBCTPORKM  CasBaHHble uMTErpaLUn  Tlori BeInonesHsix ASACTEMR
.
v c @
Awrne Napamerpet Bbinonneno Kewm binonsien Wirerpaunn Komanga fara crapra Koa sosspata
IN-EDR-AGENT port: 16000 1511018 21.03.2025 ! e RT Protect EDR Ha 172.30.250.150 3a6noxupoRaTS NopT 15:10:00 21.03.2025 0
VIN-EDR-AGEN port: 16000 13156:50 21.03.2025 RT Protect EDR Ha 172.30.250.150 386M0KUPOBATS NOD! 13:56:39 21.03.2025 0 @
MN-EDR- AGENT port: 16000 12:30:31 21.03.2025 N RT Protect EDR ua 172.30.250.15C 3aGnoKpORaTS Nop 12:30:18 21.03.2025 0
port: 16000 12:17:49 21.03.2025 "‘_" "‘"7 P RT Protect EDR na 172.30.250.150 2BnoxmpoBaTs Nop! 12:17:38 21.03.2025 0
MIN-EDR-AGENT port; 16000 10:35:54 20.03,2025 'H'_ A RT Protect EDR Ha 172.30.250.150 6NOKMPOBATE NOPT 10:35:36 20.03,2025 0
VIN-EDR- AGEN port: 23123123 12:32:01 18.03.2025 admin RT Protect EDR ua 172 5 nop 12:31:56 19.03.2025 1 ®
WIN-EDR-AGENT port: 23123123 12:20:57 18.03.2025 RT Protect EDR Ha 172.30.2: ati, nopr 12:29:52 19.03.2025 1
IN-EDR-AGEN port: 3212312312312 17:13:1317.03.2025 admin RT Protect EDR Ha 172.30.250.15€ 3a6N0KHPOBATS NOD! 17:13:04 17.03.2025 1 @
IN-EDR-AGENT port: 3123123123 13:44:16 17.03.2025 admin RT Protect EDR ua 172.30.250.15C 336NOKMNOBATS NOT 13:44:11 17.03.2025 1
WIN-EDR-AGEN port: 13123123123213 13:32:59 17.03.2025 admin RT Protect EDR ka 172.30.250.150 336NOKAPOBATS NOP 13:32:56 17.03.2025 1 @

]2 > toscmoane
Puc. 280 — ®opma "IIpocmoTp pefictBus EDR". Bkiaaka "JIoru BbINo/IHEHHBIX AeHCTBHI"
Ha Bknagke oTobpaxkaeTcs ciieiyroiiasi MHGpopMarusi:
¢ AKTHB — HauMeHOBaHHe dKTHWBd, Ha KOTOPDOM BBITIOJTHEHO EDR ﬂel‘;ICTBHe;
o Tlapamerpsl — vH(OpMaL[Ys O TapaMeTpax BbIMIOJTHEHHOTO JeNCTBUS;
e Bpbimo/siHeHO — AaTa U BpeMs BbITIOJTHEHUA AEﬁCTBHH;

e Kem BbmmosHeHO0 — nH(OpMaLys 00 MHULATOPE BBIIOJHEHUS AeHCTBUS, HarlpuMep, MPaBUIO0
KOppeJIsiLiUM WU 10/1b30BaTe/lb;

e HHTerpamus — HauMeHOBaHUEe UHTETPAI[UM, B paMKax KOTOPOU ObLIO BLITIOTHEHO JIeHCTBUE;
o Komanpaa — HaumeHoBaHue EDR peiicTBus;
e JlaTa crapTa — /jaTa ¥ BpeMsl 3ayCKa UCTIOJIHEHUS 1€l CTBUS;
o Kopj Bo3Bpara — OTBeT, [MOTy4YeHHbIM MPY BBINOIHEHUN [eUCTBUS:
e 0 - ycrelHsblii OTBET;

o 1- IMMPH BBIITOJITHEHHNN AEﬁCTBHH BO3HMKJ/TH OLLIUOKH.



[nst npocMOTpa pe3y/ibTaTa BbITIOJIHEHUS 1eWCTBUSI HAXKMUTE KHOIKY ©OF COOTBETCTBYHOLLIEUN CTPOKe.
16.1.2.3 PepaktupoBaHue EDR peiicTBus

OTtkpeiTe EDR zieiicTBHe Ha peZJaKTHPOBaHKEe MOYKHO JIByMsI Criocobamu:

o Ha ryiaBHOl cTpaHU1le pa3ziesia HAKMUTe KHOTIKY ﬁ? B cTpoKe Hy>kHoro EDR peiicTBus.

e [Ilepeiizure Ha ¢opmy 1ipocMoTpa Heobxoaumoro EDR — gelicTBHST W HaXMHUTe
KHOITKY Pe/laKTUPOBAaTh.

Hnst penaktupoBanust EDR fieiicTBYsL BBITIOHUTE CIeAYOIIUE 1elCTBUS:
1. Ortkpoiite EDR peiicTBue Ha pe[JakTUDOBaHUE.
2. BHecuTe HeoOXOAUMbBIE U3MEHEHHS.

3. Haxmure KHONKy COXpaHHMTb.
16.1.2.4 [Ayo6nupoBaHue EDR pgeiictBus

1. Ortkpotite EDR gelicTBue Ha MpoCMOTP.

2. Haxwmure kHomnky dyosmupoBarb. Ortkpoercsi okHO "JlybnupoBath — gefictee EDR"
(cm. «Puc. 281»).

Oy6nupoeaTtb peiicteue EDR X

HanmeHoBaHWe OercTBUA

3aBepwunTh Npouecc no PID - OQybns

‘ CépocuTsb ‘

[y6nupoeatb

Puc. 281 — OkHo " [Iy6upoBats aeiicrBue EDR"

3. HPI/I HEO6XOAI/IMOCTI/I HN3MeHHuTe HaMeHOBdHHe AEﬁCTBHH U HAXKMUTE KHOIIKY HyﬁflI/IPOBaTB.

4. bypget co3gano HoBoe EDR JielicTBUe Ha OCHOBe CYI1[eCTBYIOILIErO.
16.1.2.5 W3meHeHue cTtatyca EDR peiictBus

Ons usmeHenusi crtatryca EDR jgeiictBus B rpade "Craryc" ycTaHOBUTE TiepeK/ouaTesib B
COOTBETCTBYIOLLIee T10JI0JKeHUe.

HpnMeanne: eciu 'y EDR Oelicmeus ecmb C83aHHble AKMUGBHbIe cywHocmu, Hanpumep npdaeusio
Koppe/iayuu uau akmue, mo usmeHumb cmamyc Oelicmeus 6yaem Hé/b34.

16.1.2.6 3OkcnopT EDR pgelicTBuiA

Ona  maccoBoro 3kcriopta EDR  feiicTBUM  yCTaHOBUTe  HyXHble (¢Gard U HaXMUTe
KHOIKY JKcnopTupoBathb. byzer chopmupoBas apxus ¢ EDR fielictBusiMu B hopmare . zip.

Hns skcriopta Bcex EDR pelicTBul Ha)kKMUTe KHOMKY JKCIOPTHPOBATh BCe.



[nsa maccoBoro skcnopra EDR geiictBuii B ¢opmat CSV Haxmure KHOMNKY JKCIOPTHPOBATH
BbIOpaHHBIE B CSV.

[Ins sxcniopra Bcex EDR feiictBuii B popmar CSV HaKMUTe KHONKY JKCIOPTHPOBATh B CSV.
16.1.2.7 Wmnopt EDR pgeiictBuin

1. Haxwmwure kHOTIKY IMNIOpTUPOBATH.
2. B oTKpbIBIIEMCSI OKHe YKakuTe MyThb K apxuBy ¢ EDR nerictBusimu.

3. Haxmure KHONKY OTKPBITS.
16.1.2.8 YpaneHue EDR peiictBuii

IIpumeuaHnue: 015 KoppekmHoll pabombl uHmezpayuil He pekomeHOyemcs yoaasimb EDR Oelicmaus,
YCMAHOB/eHHble NO YMOAUAHUIO.

[nsa ypanenust EDR felicTBHUS HOXXMUTE KHOIIKY ]i[ B COOTBETCTBYIOLLIEH CTPOKE.
[nst maccoBoro yaanenusi EDR pelicTBUl ycTaHOBUTe Hy)XKHble (ylark U HOKMUTE KHOTIKY Y Ja/IUTh.

Hnst ynanenue Bcex EDR felicTBUI HA)KMUTe KHOTIKY Y AQ/IUTH BCe.

16.1.3 HacrTtpoiika niterpauuu RT Protect EDR

IInatdopma Papgap no3BossieT HAaCTPOUTb HECKOJbKO He3aBHUCHMMbIX WHTerpauui ¢ cucremoit RT
Protect EDR. Harpumep, ec/ii UCI0/1b3yeTCsl HECKOJIBKO YIIpaBistolux cepsepoB cucremsl RT Protect
EDR c pasHbIM CIHMCKOM TOJUYMHEHHbIX aKTUBOB, TO [J/s1 KaXK/0Tr0 YMpaB/sIOLIero cepBepa HY)KHO
CO3/aTh K3eMIlISIpP UHTerpaLyy C COOTBETCTBYIOLMMY HACTPOUKaMHU.

Bce pelicTBusi Ha UHTerpaLUMsiMU BbITIOMHSIOTCS B pa3zene Ilapamerpsl — MHTerpamuu.
[Tepen BeimoHeHveM HacTpokiky uHTerpauuu ¢ RT Protect EDR BeinonHuTe ciiefyromye geucTBUs:

1. AxtuBupyiite Tun uHterpaiyy RT Protect EDR. ITogpo6Hee cM. pasgen « TUTbI MHTerpaIvii».

2. Hactpotite EDR geiictBusi. [TogpobHee cm. pa3zpen «EDR meiicTBys».

I[Mpouecc HacTpoiiku uHTerpauyu ¢ RT Protect EDR BkmtouaeT B cebst ciieiyroLifye IIaru:

o «Ilar 1. Co3ganue 3k3emmsgpa uHterpauuu ¢ RT Protect EDR»;

e «lIIlar 2. HacTpoiika 3a/1auy CUHXPOHU3AL[UU aKTUBOB»;

e «lIIlar 3. HacTpoiika akTUBHBIX JIECTBUM JI/Is1 UHTETrpaLlin»;

e «Illar 4. AKTHUBaLUs UHTErpaliin».

16.1.3.1 Lar 1. Co3gaHue ak3emMmnnapa nHrerpauuu c RT Protect EDR

1. Tlepeligute B pa3gen [lapamerpnl — WMHTerpanum.

2. Haxwmure kHorky Co3aarb. OTKpoeTcsi 0KHO "Co3faHue uHTerpatuu’ (cm. «Puc. 282»).



< Co3pgaHue uHTerpauuu

HassaHwe uHTerpaumm *

RT Protect EDR ¢ ynpaenstowmm cepeepom Ha <IP-agpec cepeepa>

() Cratyc

Tun wHTErpaymmn *

RT Protect EDR
Appec APl cepeepa *
172.30.250.150

TokeH ayTeHTUdUKaL UK

NorwuH *

admin

MNapons *

admin
MNopr *

443
Vicnonb3oBaTh 3afjaHue CUHXPOHWU3aLMN
«©

lcnonssoBaTh akTMBHbIE OeCTBUA MHTErpauum

«©

Cbpocutb | MpoeepuTh

Cbpocutb

MposepuTb

Puc. 282 — Co3panne unrerpanuu ¢ RT Protect EDR

3. YkaxuTe B OKHe CJ/ieIyIOL[y0 UH(POPMaLUIO:

Ha3panue HHTErpalm — YKa)KUTE€ HAUMEHOBAHWE MHTEeTr'palivuu;

Tun MHTerpanuu — U3 BbITIA/AIONIEro Crivcka Bbibepute 3HaueHue "RT Protect EDR".
[Tosist popMBbI aBTOMATHUECKU U3MEHSITCS [/IsI HACTPOWKHK BBIOPAaHHOT'O TUITa UHTETPalil;

Appec API cepBepa — ykaxurte [P-agpec, Ha koTopoM pacrnosiaraetcss API cepsep RT
Protect EDR;

ToxkeH ayTeHTU(PUKALIUM — YKa)KUTe TOKeH, rostyueHHbIN B cucteme RT Protect EDR;
JIoruH — ykakure jIoruH AJis gocryna Kk API cepsepy;

ITaposs — ykaxkute 1iaposis a1 gocryrna K API cepsepy;

ITopT — yKaxkuTe MopT, 110 KOTOPOMY BbINOJIHAETCA NoAK/Ir0ueHre K API cepsepy;

HNcnonb3oBarh 3ajjaHMe CHHXPOHM3AIUM — YCTAaHOBUTe Tiepek/rouaresb B
1oJioXKeHYsi BK/TrOUeH /ijiss akTUBALIUK TepuoJuUYeCcKUX 3a/jlad CUHXPOHU3al[ii aKTUBOB U
VHI[U/IEHTOB;

Hcnonb30BaTh aKTHBHbIE JeHCTBUS HHTErpalUM — YCTAaHOBWUTE TiepeK/ouaTe/lb B
MoJIOKeHUsI BK/TIOUeH /ijif  aKTWUBAl[dd  BO3MOKHOCTA  HCIIO/Ib30BaHUSI  aKTUBHBIX
JIeCTBUMN.

4. Haxwmure KHOTKYy IIpoBepuTh. By/ieT Bbino/iHeHa rpoBepka noak/ouyenus: K API cepsepy.



5. Haxmurte xHorKy CoxpaHutb. CoxpaHeHWe UWHTerpanyu OyZeT [OCTYIHO TOMbKO TIOC/e
yCIIeLHOU NpoBepKU coeiiHeHus ¢ API cepsepom.

16.1.3.2 Llar 2. HacTpoiika 3aga4yum CUHXPOHU3AL NN aKTUBOB

1. OTKpoiiTe UHTerpaluio Ha pe/lakTUPOBaHUe (KHOMKa 24 ).

2. Tlepeiiaute Ha BKIaAKY "3amaun uHTerpatuu” (cM. «Puc. 283»).

E g:g;;? 17230252105 ~ | WHTerpauun MuuerauA akTama o: 2026-04-30 | O flokymewtaums | @ admin

G Pabouwii cTon

< RT Protect EDR Ha 172.30.250.150 vaanur |

Q Cobeimus

@ Voo OCHOBHbIE HACTPOMKW 337V WHTErpaLi  KOMAHALI MHTErpaLMA  J10rw BLINONeHHLIX AACTBURA
(o] e .

[loBaswT 3agasy Bubparo: 0 O
o Akiest ~

3apava wHTerpaum Hassanwe Cron Cocvonuue
Coorsercrsie 10 ~

CHHXPOHMIELUR BKTHEOR CHXpOHMaLIUR aKTEa MGk @ Acusio & W

# Koppenstop ~
10 f £TpaKiua

3 VICTOUHAKA ~

MeTpbi ~

@ AOMVHACTPHDOBaHNE  ~
Puc. 283 — Hacrpoiika uHTerpanuu. 3ajaui HHTerpanuu

3. Haxwmwure kHOTIKY [lo6aBuTB 3agauy. OTKpoeTcsi okHO "[Jo6aBuTh 3aauy” (cM. «Puc. 284»).

Aob6aeuTb 3apgavy X

HazgaHue *

CHHXPOHW3aLUA aKTUBOB KaXfpble 5 MUHYT

Cron *

*;5****

() CocTosiHue

3afada uHTerpagmm *

CHHXpOHWU3aLKA aKTUBOB

Puc. 284 — OkHo "Io6aBuTh 3afauy”

4. YKaxkuTe B OKHE C/IeJYIOIIYI0 MH(POPMALHIO:
o Ha3BaHue — ykaxuTe Ha3BaHHe TTepUOJNUECKON 3a/iaul;

e Cron — ykaxxute CRON-BbIpakeHre, onuchIBarolljee NMepuoguvYHOCTh 3ajaud. I[lofckasy
1o CRON-BbIpa)KeHUSIM CM. Ha CauTe;

o CocrosiHHe — BK/IIOUMTE BBINIOJIHEHWE 3a/laud CUHXPOHMU3alLMM AaKTUBOB, YCTaHOBUB
TepeK/rouaresib B 110/10keHue "BkiroueH";


https://crontab.guru/

e 3apaua WHTerpanyMM — U3 BBINNAZAIOIIEr0 CIUCKAa BbiOepuTe 3azauy "CHHXpPOHU3ALUs
aKTUBOB".

5. Haxmute KkHONKy CoXpaHHUTh.

6. JKypHas BbINIOJTHEHUS 3a[jauid MOXXKHO [TIOCMOTpPETh B paszesie AJMUHNCTpUpoBaHue — Kiacrep
— BKagka IlnaHupoBIMK 3aay.

16.1.3.3 LUar 3. HacTpoiika akTUBHbIX EVUCTBUW A1 UHTerpauun

1. OTkpoWTe UHTErpaLio Ha pelakTUpOBaHue (KHOIIKa & ).

2. Tlepeiipute Ha BKIaAKy "Komanzabl uHTerpaumu” (cm. «Puc. 285»).

E t::;;su 17230252105 | MHTerpaumu NMuenzaR akTHEHA A0 2026-04-30 | ® Poxymewrauwa | (@) admin v

@ PaGouwii con

< RT Protect EDR | vaanam
Q CobbiTina

@ Viuwiaenms OCHOBHbIE HACTDORKM  330aNV MHTErpaUMM  KOMaHObI WHTErpaumn 107 BEINOMEHHLIX ASACTEMWi
@ W -
- Bubpaso: 0 (¥
of KTHBLI ~

Cxpunt Crarye
B Coorsercraue M0 -
AKTUEHO

# Koppenarop ~
AKTBHO
X VicToummKi -
AKTUEHO.
AKTUBHO
@ AQMMHMCTDHDOBaHME  ~ BhIkiouM T 3aury AxTvEHo

AKTHEHO

aenBnnnns

AkTUEHO

10/ eTpanaya

Puc. 285 — Hacrpoiika uaTerpanuu. KomaHabl MHTerpanuu

3. B rpade CraTyc BK/IIOUHTE HEOOXOJUMbIE ZIEHCTBUS, KOTOPbIE OYAyT AOCTYITHBI TP BbISBJIEHUN
VHL[U/IEHTOB Ha aKTUBax.

16.1.3.4 LlUar 4. AKTuBauusa uHTerpayumn

YroObl MO MHTErpal[du BBIMOJHANIOCH B3auMo/ieiicTBre ¢ cucteMor RT Protect EDR, ee HeoO6Xogumo
aKTUBUPOBATh.

[ akTMBaLMU MHTerpauuu nepeiigure B pasgen Ilapamerpeslr — MHTerpanmu 1 B KosnoHke CraTyc
yCTaHOBUTE IepeK/IroyaTeb B [10/10KeHue "BkiroueH".
16.1.4 Pao6ota c nHTerpaumuen RT Protect EDR

[Tocne Hactpoiiku uHTerpauuu c RT Protect EDR B maTdopme CTaHyT [AOCTYIHBI CAeAyHOILIMe
BO3MOYXHOCTH:

e «PaboTa C npaBUIaMU KODPDEeJISILIUU»:

e HACTPOWKA AaKTHUBHBIX JEWCTBHM, KOTOpble HeOOXOJWUMO BBIMOJIHUTH MpH 'cpaboTke"
1paBu/a;

e TIPOCMOTP A00aBIE€HHBIX B MPABU/IO KOPPEJISLIN aKTUBHBIX [IeCTBHA.

e «Hacrpotika ripaBuia KOppesiiu. ,Z[O6&BJ'I€HI/IE dKTHBHBIX AEﬁCTBHﬁ

1. HaunwuTe mpoliecc co3aHust/pelakTHPOBaHUSI TTPaBU/ia KOPPeJIsLUY.

IIpumeuaHue: ¢yHKYuu no Hacmpolike akmueHbix Oelicmeutl 0OCMynHbl, KaK U Npu co30aHuu ¢
noMowbio 8U3yaabHO20 KOHCMpyKmMopa, mak u 6e3 He2o.



@

2. Tlepenpure Ha BkiaaKy MHrterpanuu (cMm. «Puc. 286»).

v | Mpaeuna koppenauMu TiueHaA aKTHaHa Ao: 2026-04-30 | © Aokymentauws | () admin v

< Windows - CucTeMHble XXYpHanbl 6b1IM OUMLLEHbI  Yaamms

OcHoBHOE  HACTPOHKA QMNETPOB MOTOKa  HacTpodka anepra  HACTPolika rpynnepa  KOWCTPYKTOP yonoswid  [leAcTBMR  MWTerpauuu  TecTuposakide

Coanats YAanuTL BCe | 3 KCNOPTUPORATL BCE 3 FKCMOPTHROBATE B C5Y  MNOPTHPROBATE Bulbpaso: 0 C
OencTeme Craryc Cospako OBHosneHo

36MOKMPOBETL NOPT @ Acveio 10:23:21 19.03.2025 10:23:48 19.03.2025 2l

3a6NOKVPOBATE BXOAALUY

pagdiK ¢ IP @ Axruens 12:01:02 12.03.2025 12:01:03 19.03.2025 ¢ o

1 10/ cTpannua

Puc. 286 — Koncrpykrop npaBu/ia kKoppeasanuu. Bknagaka "WUxrerpanun”

3. Haxwmure kHomky Co3patb. OTkpoetcsi okHO "[eiictBusi uHTrerpauuu’ (cm. «Puc. 287» -
«Puc. 288»).

JencTBnA MHTErpayuu P4
Henctene

3abnokuMpoBaTts NopT

Mopt Crtparerus

16000 -+ M3 coBbITMIA TAKCOHOMWI [NepBbiA

Puc. 287 — HacTpoiika JieiiCTBHsA MHTerpaLjuH ¢ JON0THUTE/IbHBIMH NTapaMeTpaMu

HAeicTBUA UHTErpaLuu %

Henctene

BIKNHOYUTE M30ONALWIO aKTWBAE

Puc. 288 — HacTpolika AeliCTBUs HHTerpanuy 0e3 JOMOJTHUTE/TbHBIX IapaMeTpPOB

4. B OTKpbIBIIIEMCSI OKHe BbibepuTe [ieficTBHeE.

5. B 3aBucumocT OT BbIOpaHHOTrO JeiCcTBUS 1ot ¢hopmbl OyAyT aBTOMaTUUeCKU W3MeHEeHbI AJist
HaCTPOMKU [eUCTBUS:

e [lna peiictBuii 3aBepith mponecc mo PID, 3a6i0kupoBaTh mOPT, 3a0/10KUPOBATh
Bxojsamumii Tpadpuk c IP ykakure cjiefyroiiiyie CBeIeHUs:

e B T1iosie [lapamMeTp yKaKuTe COOTBETCTBYIOIIUM TlapaMeTp: HWAeHTUPUKaTOp
niporiecca, mopt unu IP-aapec. [Ipu He0OXOAUMOCTH MOKHO BBIOpAaTh IMapaMeTp U3
rnosied TakCOHOMUM. [l 3TOro ycraHoBUTe mepektouaTesns W3  mosied



TAaKCOHOMMH B 10Ji0KeHHe "BkiatoueH" u B mosie [lapameTp v3 Bbeinazarollero
CTIKCKa BbIOepuUTe 1oJie CoObITHS;

e B mose Crtparerus BbIOepUTe CTpaTerwi0 Tepefaur COOBITHI B IpaBuUJIe:

rnepenaBaTb TOJIEKO I1€pBOe coObITHE B HWHTerpaliuro Uin rnocjiegHee;

e HaXMHUTe KHONKY COXPaHUTb.

5151 pelicTBUI He TPeOYIOIIUX [JOTIOTHUTETbHBIX HACTPOEK, Ha)KMUTe KHOMKY COXpaHUTb.

6. AkTuBHUpYHTe H0b6aBeHHOe AelicTBue. s 3Toro B rpade CTaTyc yCTaHOBUTE MepeK/roUaTe/b B
nosoykenue "BxiroueH".

7. JlobaBbTe HEOOXOUMOE KOJTUUECTBO aKTUBHBIX JIEMCTBUH.

8. 3aBepluuTe MpoLecc Cco3jaHus/peJakKTUPOBaHus MpaBuia KOPPeJIsLyu.
MpocMoTp AecTBUIA NHTErpaumm

16.1.4.1.1

[nsi mpocMoTpa A00aBreHHBIX B IPAaBUIO JIeHCTBHN MHTErpalji OTKPOWTE ero Ha IPOCMOTpP U
niepeiiuTe Ha BKIaJKy "MHrerpanuun” (cm. «Puc. 289»).

< Windows - CucTtemMHble XYpHanbl 6binn o4nLLeHbl

OcHoeHoe

VMUMREHTSl  PesynetaTol  WHTer

Cospate YpanuT ece

AeicTane

BroKMpoBaThL Nop:

10/ crpanua

a3491b6f-16a1-43e4-ab22-9ecc9as530f
2025-03-18 14:15:00
2025-03-19 12:02:08
BuayanbHbIi KOHCTPYKTEP

Vindowrs - CHCTEMHbIE Mank! hini DuMALEx
MPaBHno AETEKTURYET OUMCTKY KyPHANOB WINdows.
Het

Het

Het

Het

Het

Tlor MIMEHEHMA  TIOT MpaBMNA  MeTpyku

3kcnopTHpoBaTs sce

Cratyc
@ navero
@ Aaveno

FKCNOPTUPOBaTE B csv  MMNopTUpOBaTS
Coagato
10:23:21 19.03.2025

12:01:02 19.03.2025

€ oo [[—

Buparo: 0 O
‘O6HOBNEHO
10:23:48 19.03.2025 P @

12:01:03 19.03.2025 o

Puc. 289 - Ilpocmotp npaBuia koppensaiuu. Bknagka "Warerpanun”

Ha BKk/1asike oToOpaskaetcs cienytoiias MHGopmanys:

e JleiicTBHe — HaUMeHOBaHUe JIeNCTBYS;

e Craryc — cocTosgHUe feicTBusi: AKTUBHO, HeakTHBHO;

o Co3pgaHo — faTa v BpeMms j00aB/ieHNs eHCTBYS B IIPABU/IO KOPPeJISILNY;

e OOHOB/IeHO — /1aTa ¥ BpeMs U3MeHeHUs! TH(pOPMAIUy O /IeHiCTBUU B TIPaBH/ie KOPPeJISILvK.

o Pabora c akTUBaMU»:

BBITIO/THEHNE aKTUBHBIX ,E[EI\/’ICTBI/II\/‘I 110 CBA3aHHBIM MHTErpallvsAM;

MMPOCMOTP >KYPHdJ/Ia BBITTOJTHEHHBIX I,qu‘;ICTBI/II‘/JI Ha aKTHBe.

OTkpoiiTe akTUB Ha MpocMoTp (cM. «Puc. 290»).

«IIpocMoTp CBsizei ¢ HWHTEerpaiusaM1 U )XyYpPHaJ/ld BBIITO/THEHHBIX AEﬁCTBHﬁ



« WIN-EDR-AGENT Pegairuposas | | 1 flobasums s rpynny

OcHoeHoe CeTesble UHTepdeichl

172.30.250.161 HazsaHme P MAC

Ethernetd 172.30.250.161

Microsaft Windows Server 2022 Standard Evaluation - 64 bit

group MporpammHoe obecneyeHne
WN aKTHEA Host ArenT RT Protect EDR, Bepews - 2.0178.2678
aCronoXenre httpe://172.30.250.150/api/agent/1/ Microsoft Edge, sepcus - 134.0.3124.5
Microscft Edge, Bepcun - 134.0.3124.66
IokasaTh Gonblle

He npoussepeno

AnnapatHoe oBecneyexne

fa
Her memory , Capacity: 16 GB, PartNumber: , SerialNumber: , Manufacturer: , CenfiguredClockSpeed:
. Wramubi pocTyn & WkTepser uepes Proxy processor , name: Intel(R) Xeon(R) Gald 5120 CPU @ 2,20GHz, manufacturer: , caption: , numberOfCores: 8, addressWidth:

OnucaHne
https://172.30.250.150/api/agent/1/

WHuMpeHTs!

CpounocTs Hassanve Cratye Cospano

0.94 Windows - CHCTEMHbIE Xy pH BoiM ouMLIeH: Hoebiit 15:00:59 21.03.2025
10/ cTpaHaua
CBA3SH C MHTErpaynaAMK
WHTerpauma THN MHTErPaLK URI Rencreme

DR ua 172.30.250.15 RT Protect EDR https://172.30.250.150/api/agant{ 1/

Jlorv BBINONEHHBIX AEACTEUA
.

A4 (S
Komanaa NapameTpsi BoINONHEHD KeM BLINONHeH WHTerpauma
AAWUA Tpagouk ¢ IP ie: 199.0.0.1 15:10:28 21.03.2025 Nindows - CUETeMHbIE XypHans! Bbin ouMLersl | RT Protect EDR Ha
3abnokupoBaTts NOpT port: 16000 15:10:18 21.03.2025 Windows - CuCTeMHbIe )ypHanbl Bbinit oudiiensl  RT Protect EDR Ha 1
3abnokupaeats BxopAWKA Tpadouk ¢ IP ip: 123.123.123.123 15:08:03 21.03.2025 admin T EDR H:

2 3 4 > 10/cTpaHiua

Puc. 290 — ITpocmoTp aKTHUBa

[Tpu nHTerpanuu ¢ cucremor RT Protect EDR npu aHanm3e akTuBa [JOCTYIeH NMPOCMOTP C/eAyroLen
JIOTIONTHUTETbHOW MH(bOpMaLvu:

e bBnok CBsi3u ¢ HHTerpaUAMH — IIPOCMOTP UH(POPMALIMU O CBSI3aHHBIX UHTErpaLusix:
e WHTerpaiusa — HaMeHOBaHWe UHTerpaLyy;
e Twun uHTerpauuu — HaMMeHOBaHUe TUIa UHTerpaljuy;
e URL - URL agpec API cepsepa.
e bsiok Jlory BbINOJ/IHEHHBIX JeMCTBUI — IPOCMOTP )KypHasia BbITIOJIHEHHbIX /1eiCTBUM Ha aKTHBeE:
o KomaHpa — HaiMeHOBaHMe BbITIOJIHEHHOTO [J1eHCTBYS;
o ITapamerpsl — UH(OPMaLMS O TTapaMeTpax BhIMOJIHEHHOTO AeiCTBYUS;
o BpImosiHeHO — JjaTa ¥ BpeMsi BbITIOIHEHHsI [IeVCTBUS;

e Kem BbpmosiHeHo — wH(pOpMaLusi 00 WHHULIMATOpe BBINOJHEHUs! AeHCTBUS, HarpyMep
NIPaBU/I0 KOPPeJISILUY WK M0/Ib30BaTeb;

e HWuTerpamusi — HavMeHOBaHWEe WHTETpallii, B paMKaX KOTOPOW ObLJIO BBITIOJTHEHO
JleliCTBUE;

e AKTHB — HalMeHOBaHUe dKTHWBd, Ha KOTOPDOM BBITIOJTHEHO AeﬁCTBHe;

L ,Z[aTa CTApPTa — [dTa U BpeM4 3allyCKd UCIIO/THEeHUA ,ELEf/JICTBI/IH;



o Kopa Bo3BpaTa — 0TBeT, M0JIyYeHHbIN MPU BITIOJIHEHWUH [|eHCTBUS:
e (- ycneuHbii OTBET;
e 1 — mpu BBITIOJTHEHNY /IeHCTBHSI BOHUK/IA OIIMOKH.

[nst mpocMoTpa pe3y/ibTaTa BbITIOJIHEHUS 1eMCTBUSI HAXKMUTE KHOITKY OF COOTBETCTBYHOIIIEM CTPOKe.
16.1.4.1.2 BbIno/IHeHNE aKTUBHbIX AEACTBUIA HA aKTUBe

1. Ortkpoiire akTVB Ha IpocMoTp (cM. «Puc. 290»).

2. B 6noke CBsi3¥ ¢ WHTerpanusMH HAKMHTEe KHOIKY BoimonmHuth pgericrBHe. OTKPOETCS OKHO
"BrimonHuTsk geiictBue” (cM. «Puc. 291»).

Boinonuutb geincreme X

WHTerpauns

RT Protect EDR Ha 172.30.250.150

AKTWBHbIE OEACTBUA

3abnokupoBaTs NopT

Mopt *

BbINONHWUTL

Puc. 291 — OxHo "BbinoaHuTs AelicTeue"

3. BbInonHNUTe B OKHe C/leyrolue JeUCTBUs:
e B 1osie MIHTerpanys Beibepute Heobxoaumyto uHTerparuio ¢ RT Protect EDR;

e B rosie AKTUBHbIE AeMCTBHSA M3 BbITA/Al0IIero CIucka BbiOepuTe [elicTBUe, KOTOpOe
Heo0X0/IMMO BBITIO/HUTG. [1osist popMbl OyyT aBTOMaTHUeCKd U3MeHEeHbI /ISl HaCTPOMKU
BbIODAHHOTO JIMCTBUS;

e TpU HeOOXOAMMOCTH YKa)KUTe [IOTIO/THUTE/IbHbIe TlapaMeTphl, HarlpuMep UAeHTHU(PUKATOD
ripouecca, IP-azpec v nopr;

e HaXMHUTE KHOIKY BbINOMHUTS.
e Pabora c MHLIMAEHTaMI» — IPOCMOTP >KypHasia BbITOJHEHHBIX JelCTBUM 110 UHIUJEHTY;

e «IIpocMOTp >KypHaJIa BBIMOJHEHUS JeHCTBUM 0 MHTETrPaL[in».

16.1.4.2 PabGoTa c npaBusiaMmun Koppenauum

16.1.4.2.1 HacrTpoiika npaBuna koppenayuun. flo6aBneHne akTUBHbIX [eNCTBUN

9. HaunwuTe nporijecc co3jaHus/peJakTUpOBaHus IpaBU/ia KOPPesIALUHn.



IIpumeuanue: ¢yHkyuu no Hacmpolike akmueHblx Oelicmeuil 0OCMynHbl, KK U Npu co30aHUU C
NOMOWbIO 8U3YANLHO20 KOHCMPYKMopa, mak u 6e3 Hezo.

10. [TepeiiguTe Ha BKnagkKy IHTerpamuu (cMm. «Puc. 286»).

v | Mpasuna koppenau1m Tinuenaun akTneea ao: 2026-04-30 | © Aoxymewrauws | (Q) admin v

« Windows - CUCTeMHbIe XypHanbl GbiNM 04HLLEHbI B Yasmms

o Ocoeroe  HacTpoiika punsTpos noToka HacTpoitka anepra  Hactpoia rpynnepa  KoWcTpyktop ycnoswin  [ledicTens  MwTerpaunn  TecTuposakne

- Cogan Ypanurs ece | 3 SenopTupoeaTh Bce 3 BxcnopTMpoBaTE B sV AMnopTHpOBATH, Bubpaso: 0 C
LeficTane Crarye Cospano ObHoaneHo
Jnokuposars nopr @ wavero 102321 19.03.2025 10123:48 19.03.2025 o @
3aBnoKVpORATS BXORALMIA TPaddVK C IP @ Acvene 12:01:02 18.03.2025 12:01:03 19.03.2025 )

1 10/ epannua

@

Puc. 286 — Koncrpykrop npaBuia koppeasanuu. Bknagka "WUxrerpanun”
11. Haxxmure kHonky Co3patb. OTkpoercs okHO "[leiictBusi uHTerpauuu’” (cM. «Puc. 287» -
«Puc. 288»).
JeiAcTBNA MHTerpayum X

Henctene

3abnokupoBaTts nopT

MopT Crtparterus

16000 -+ M3 cobbITMIn TaKCOHOMUK MNepBblA

Puc. 287 — Hacrpoiika /ieficTBHs HHTerpaIjuH C JI0NO/THUTe/IbHBIMH IIapaMeTpaMu

JAencTBUA MHTErpayumu x

Henctene

BIKNHOYWTE M30NALWMIO aKTUBEA

Puc. 288 — HacTpolika AeliCTBHUS HHTerpanuy 0e3 JOMOJTHUTE/TbHBIX IapaMeTPOB

12. B oTKpHIBIIIEMCS] OKHE BbIOEpHTe /1eiiCTBHeE.

13. B 3aBUCMMOCTH OT BBIOpPAHHOTO AEWCTBUS 10/ (GOPMBI OyAyT aBTOMaTWUUECKH W3MEHEHbBI /IS
HaCTPOWKU JIeNCTBUS:

e [lna petictBuii 3aBepmmTh mponecc mo PID, 3a6okupoBars mopt, 3a0/I0KHPOBATh
Bxosauui Tpadgduk c IP ykaxuTe ciepyroliye CBe/leHHUs:



e B nosie ITapameTp yKaKuTe COOTBETCTBYIOLMI MapaMeTp: WJeHTU(UKaTOp
niporiecca, mopt unu IP-agpec. [Tpu He0OXOAMMOCTH MOKHO BBIOpaTh IMapaMeTp U3
MoJied TakCOHOMUM. [Ing  3TOro ycraHoBuTe mnepek/mouaTess W3 mosien
TAaKCOHOMMM B TT0/10keHHe "BkiioueH" v B mnosie IlapameTp 13 BbINaAaroLiero
CTIMCKa BeIOEpUTE T10J1€ COOBITHS;

e B mone Crparerms BbibepuTe CTpaTerwt0 Tiepefiauyl COOBITHM B IpaBUJIE:
riepeZiaBaTh TOJBKO MepBoe COObITHE B UHTETPALIUIO WUITU TIOCTIeTHEE;

e HaxMuTe KHOMNKY COXpaHHTh.

e [lng  pelicTBUMI  He  TpeOyIOIMX  [JOTMOJHUTENBHBIX  HACTPOEK,  Ha)KMHUTe
KHOTNIKy COXpaHHUTh.

14. AkTuBHUpYy#iTe fnobaBneHHOe AeticTBue. [st aToro B rpadge CTaTyc yCTaHOBUTE MEPEK/IoUaTe b B
rojiokeHuve "BkitoueH".

15. [TobaBbTe HEOOXOAUMOE KOJIMUECTBO aKTUBHBIX JEMCTBHM.

16. 3aBepiuTe MpoLECC CO3aHus/peaKTUPOBaHUs MPaBUia KOPPeJIsILUU.
16.1.4.2.2 MpocMoOTp AeicTBUII NHTErpaymm

Ons mpocMoTpa Ao00aBleHHBIX B TPABU/IO /I€HCTBUN WMHTErpaljid OTKPOWTE ero Ha IMPOCMOTP U
nepeliute Ha BKiagKy "MHrerpanuun” (cm. «Puc. 289»).

< Windows - CHCTEMHbIE XYpPHanbl GbINM OYNLLEHbI @ e

OcHoBHO®

[ a3491b61-46a1-43ed-ab22-9ecacaas530f
2N 2025-03-18 1411500
Usnaae 2025-03-19 12:02:08
THn npaguna BH3YANLHLIA KOHCTPYKTOP
W SMCTEMHBIE Hank! GBI QHMLEs
MpaBino AeTeKTUBYeT OUMETkY SypHanos Windows.
PeTpocnexTheHoe: Her

Her

Her

Het

Het

Muuunentsl  Pesynetatol  Weterpausw  Mlor wamewewdd  Nornpasana  MeTpuk

Coaarte YAANUTE BCe 3KCMopTHRORATE BCE IMCNOPTUPOBATE B C5%  MIMNOPTHPOBETE Beigparo: 0 C

Aeitcrane Cratye Cospato ‘O6HoBneHo
3a670KMPOBATE NOP @D Actuero 10:23:21 19.03.2025 10:23:48 19.03.2025 2 0]
ATh BXONALIMA TAGOUK ¢ IF @ AxtueHo 12:01:02 19.03.2025 12:01:03 19.03.2025 "
10/ eTpanuua

Puc. 289 - IlpocmoTp npaBu/ia koppenasiuu. Bknagka "Uarerpanuun”

Ha Bkagke otobpaxkaeTcs ciiefiyroriasi MHQOpMarus:
e [leiicTBHe — HaIMEHOBaHUe /1eHCTBUS;
e Crraryc — cocTtosiHue jelcTBUsS: AKTUBHO, HeakTMBHO;
e Co3paHo — faTa v BpeMs JobaB/ieHUs elCTBYS B TIPABUJIO KOPPEJISLIH;

e OOHOB/IEHO — /]aTa ¥ BPeMsi U3MeHeHHs1 MHPOPMaL[1K O IefiCTBUU B TIpaBUIe KOPPeJISLUU.



16.1.4.3 Pab6oTta c akTuBamu

16.1.4.3.1

OTKpoliTe aKTUB Ha MPOCMOTP (cM. «Puc. 290»).

< WIN-EDR-AGENT

OcHoeHoe
172.30.250.161

QDN
Microsaft Windows Server 2022 Standard Evaluation - 64 bit
Jroup

Tun akTHea Host

htps://172.30.250.150/apifagent/1f

He npouseepeno

. Wamubi pocTyn & WkTepser uepes Proxy

Onucanue
hitps://172.30.250.150/api/agent(1/

UHUMpeHTs!
CpounocTs Hassanve
0.94 Windows - CHCTEMHbIE JyPHANE! Bl OUMILEH
10/ cTparuua
CBA3H C NHTErpaLuaMI
HHTerpauma THN HHTErPaLHK
DR wa 1 50.1 RT Protect EDR
Jlorv BBINONEHHBIX AEACTEUA
.
v
Komanpa NapameTpol BuinonHeHo
3a6ROKUPCBATL BXORAUMHA TPagOUK p: 199.0.0.1 15:10:28 21.03.2025
aBNOKUPOBATE NOPT port: 16000 15:70:18 21.03.2025
3abnokupoBaTe ARWMA Tpadduk C IP ip: 123.123.123.123 15:08:03 21.03.2025
2 3 4 > 10/cTpaHmua

CeTesble UHTepdecsl

Haseaume

Ethernetd

MporpammHoe obecneyeHne

ArenT RT Protect EDR, Bepews - 2.0.178.2678

Microsoft Edge, sepcun - 134.0.3124.5

Microsaft Edge, Bepcus - 134.0.3124.66

lokasaTe Gonslle

AnnapaTtHoe obecneyeHne

MpocMOTp cBA3eil C UHTErpauuaMm N XXypHasa BbIMO/IHEHHbIX AeACTBUIA

Hanucars oTeeTcTBEHHOMY

PepakTHpoBaTL ™) [loGaeuTs B rpynny

P MAC

172.30.250.161

memory , Capacity: 16 GB, PartNumber: , SerialNumber: , Manufacturer: , CenfiguredClockSpeed:

processor , name: Intel(R) Xeon(R) Gold 5120 CPU @ 2.20GHz, manufacturer: , caption: , numberOfCores: 8, addresswidth:

Crarye

HoBbiit

URI

hitps://172.30.250.150/api/agent/ 1]

KemM BbinonHeH

METEMHBIE XypHa.

admin

Puc. 290 — ITpocmoTp aKTHUBa

c @
Cospano

15:09:59 21.03.2025

RencTame

Q
@

WTerpauma

[Ipu nHTerpanuu c cucremor RT Protect EDR npu ananmse akTuBa [JOCTYIeH NPOCMOTP C/ieyroLen

JIOTI0/IHUTe/TbHOM UH(OpMaLK:

o bsiok CBsi3M C HHTerpaMAMH — IPOCMOTP UH(OPMALIMU O CBS3aHHBIX UHTETpaLlysX:

. I/IHTEI‘pEl].[I/Iﬂ — HaMMEeHOBaHKWe MHTer'paliiu;

e Tumn HHTErpanuu — HAMME€HOBaHNWE THUIld MHTErpaljiu;

o URL - URL azpec API ceps

epa.

e bok JIoru BeIMO/THEHHbIX ﬂeﬁCTBﬂﬁ — [MPOCMOTP >KYPHdJ/Ia BBITTO/ITHEHHBIX IAEI‘/JICTBI/Ii/JI Ha dKTHBe:

. KOMaH]I[a — HaMMEeHOBdHHeEe BbITIOJTHEHHOI'O AEﬁCTBHH;

o Ilapamerpsl — uHpOpMaLKs O TapaMeTpax BbIIOJHEHHOT'O /1efCTBUS;

e BpInosHeHo — [aTa ¥ BpeMs BbITIO/JTHEHHWA ,ZLEI\/JICTBI/IH;

e Kem BbmmosHeHo — nH(popMaLusi 00 WHULMATOpPE BBINIOJHEHUS IeHCTBUS,

TIPaBU/IO KOPPEJISIIMU WX TI0/Th30BaTe b,

HarpumMep



e MHWHTerpamusi — HavMeHOBaHWEe WHTErpaljii, B paMKaX KOTOpPOW ObLJIO BBITIOJTHEHO
JleHCTBUE;

e AKTHB — HauMeHOBaHUe aKTHBa, Ha KOTOPOM BBITIOJIHEHO [leliCTBUeE;
o JlaTa craprta — JjaTa ¥ BpeMs 3arycKa UCIIO/IHeHUs 1eCTBUS;
o Kop Bo3Bpara — oTBeT, 1o/1yueHHbIH MTPU BLITIOJTHEHUU JeCTBUSI:

e 0 — ycreliHblili OTBET;

e 1 — mpu BBITIOJTHEHWH /IeHCTBUSI BOSHUK/IM OLLIMOKH.

[nst npocMoTpa pe3y/ibTaTa BbITIOJIHEHUS 1eWCTBUSI HAXKMUTE KHOIKY ©OF COOTBETCTBYHOLLIEUN CTPOKe.
16.1.4.3.2 BbINnosiIHeHNEe aKTUBHbIX AEeACTBUIA HA aKTUBe

4. OTKpoliTe akTUB Ha MpocMOTp (cM. «Puc. 290»).

5. B 6sioke CBfI3M ¢ MHTerpanusiMi Ha)KMUTe KHOTKY BoImostHUTH JeiictBue. OTKPOETCs OKHO
"BoinonHuTh AelictBre” (cM. «Puc. 291»).

BbinonHnutb gencrteme X

WMHTerpaunn

RT Protect EDR Ha 172.30.250.150

AKTUBHbIE OEACTBUA

3abnokupoeaTtb NopT

MopT *

BbINONHUTL

Puc. 291 — OxHo "BbInoaHuTH AeiicTBHE"

6. BrinonHUTe B OKHE ClieyIoLue 1edCTBUS:
o B 1osie MHTerpanus Boibepure Heobxoaumyto uHterpaiuio ¢ RT Protect EDR;

e B Tosie AKTHBHbIE JeHCTBHA 13 BbINA/AIOLIEr0 CIMCKa BbIOEpUTE [elCTBHE, KOTOPOe
HeoOX0oZAMMO BBIIOMHUTG. [10/1s1 hopMbI OyAyT aBTOMaTHUeCKU U3MeHeHbI /ISl HACTPOUKU
BbIODAHHOTO JIENCTBUS;

e TpU HeOOXOAMMOCTU YKa)KUTe [IOTIO/THUATE/IbHBbIE TIapaMeTphl, HallpuMep UAEeHTH(MHUKATOD
nipouecca, IP-agpec vnu nopr;

e HaXMHNTE KHOIIKY BBINO/THUTD.
16.1.4.4 PabGoTa Cc MUHUuaeHTamMu

OTKpouTe MHLUAEHT Ha MpocMOTp (cM. «Puc. 292»).
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Puc. 292 — ITpocmoTp MHIM/EHTA

ITpu unTerparmu ¢ cucremoid RT Protect EDR nipu aHamm3e vHIM/eHTa B 6/10ke JIOrM BBIMO/THEHHBIX
AelicTBHMI [JOCTyTIeH NMPOCMOTP CJ/ieAyIolllel AOMo/HHUTeTIbHON UH(OpMaLUK:

o KomaHpa — HaiMeHOBaHMe BBITIOJIHEHHOT'O [1eHCTBYS;

o Tlapamerpsl — vH(OpMaLMs O TapaMeTpax BbIMOJTHEHHOTO JeCTBUS;
e AKTHB — HavMeHOBaHMe aKTHBa, Ha KOTOPOM BBITIOJIHEHO /IeMCTBUE;

e JlaTa crapTa — /jaTa ¥ BpeMsl 3arycKa UCTIO/IHEHUS [1eiCTBUS;

e BpImo/siHeHO — JjaTa ¥ BpeMsi BbITIOJIHEHHsI [IeNCTBUS;

e Kem BbInmosiHeHo — nH(MOpMaLysi 00 WHULMATOPEe BBITIOHEHUS [elCTBUs, HAlpUMep MPaBHJIO
KOppeJIsiLiU1 WU 10/1b30BaTe/b;

e HHTerpamus — HauMeHOBaHUe UHTETPAI[UM, B paMKax KOTOPOI ObL/IO BHITIOTHEHO JIeHCTBUE;
o Kopa Bo3BpaTa — 0TBeT, M0J/IyYeHHbIW MTPU BINIOJIHEHWUH [|eMCTBUS:

e 0 — ycreliHbli OTBET;

e 1 — 1pu BBITIOJIHEHUH /IeHCTBYSI BO3HUKIIM OILINOKH.

,Z[J'IH MPOCMOTPa pe3yJ/ibTdaTa BbITIOJITHEHUA ,E[eﬁCTBI/IH Ha>XMHUTE KHOIIKY @ B COOTBETCTBy}OLL[ef/i CTDOKe.
16.1.4.5 T[pocmoTp XypHana BbINO/IHEHMA AECTBUI NO NHTErpauum

Onst mpocMoTpa >KypHaja BBIMOJIHEHUS [EeUCTBUM TI0 5K3eMIUISIDY HWHTerpaluu Tepeujutre B
pa3zen Ilapamerpbl — WHTerpamuM, OTKpOWTe WMHTETrpaljui0 Ha MPOCMOTP U TepeluTe Ha BK/IAAKY
"Jlory BBITIOTHEHHBIX AeUcTBUI" (CM. «Puc. 293»).
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Puc. 293 — IIpocmotp uHTerpanuu. Bkiaaka "JIoru BbINo/IHEHHBIX AeHCTBUI"

Ha Bks1afike oTobpaskaetcs cienytoiast HHGopmarys:
e AKTHB — HauMeHOBaHUe aKTHBa, Ha KOTOPOM BBITIOJIHEHO [/lefiCTBUE;
o KomaHpa — HauMeHOBaHUe BLITIOJTHEHHOTO JIeNCTBYS;
o ITapamerpsl — UH(OPMaILMS O TTapaMeTPax BBIMOTHEHHOTO AeiCTBYUS;
e BpInosiHeHo — JjaTa ¥ BpeMsi BbITIOJIHEHHsI [IeNCTBUS;

e Kem BbInmosHeH0 — WH(OpMaIusi 00 WHULIMATOPE BBLITIOJTHEHUS IeHACTBHS], HAlpUMep TPaBUJIO
KODPeJISILIUU UK TI0/1b30BaTelb;

e HHTerpamus — HauMeHOBaHYe UHTETPallM, B paMKax KOTOPOI ObLIO BHITIOTHEHO JIeCTBUE;
o JlaTa crapTa — /jaTa ¥ BpeMsl 3arycKa UCTIO/IHeHUS [1eCTBUS;
o Kopa Bo3BpaTa — 0TBeT, 1M0J/y4eHHbIN MPU BITIOJIHEHWUH [eHCTBUS:

e (0 — ycreliHbiii OTBET;

e 1 — 1pu BBITIOJIHEHUH /IeHCTBYS BO3HUKIIM OILIMOKH.

HHH MPOCMOTPa pe3yJ/ibTdaTa BbITIOJITHEHUA AEﬁCTBHH Ha>XMHUTE KHOIIKY @ B COOTBETCTBy}OH_IEﬁ CTPOKEe.

16.2 Kaspersky Security Center

16.2.1 XapakTepucTUKU CUCTEMbI
HaumeHnoBaHnue cucrembl — Kaspersky Security Center (ganee KSC).

Ha3HaueHMe cHMCTeMbl — YyHHBepCajbHas KOHCOJIb 1|eHTPAa/JM30BaHHOIO YIIPaBJeHUs pa3IMuHbIMU
pelleHusiIMY, TPOAYKTaMH M CepBHUCAaMH, KOTOphle obecrieynBarOT WH(POPMAIMOHHYIO 0e30macHOCTb
KopriopaTuBHOM M T-UH(pacTPyKTypHI.

Pa3zpaboTumk cucremsl — AO «JIlabopaTtopus Kacmiepckoro».

Car — Security Center | JTabopatopus Kacepckoro.

Bo3MoxHOCTH, npeaocCTraB/isieMbIe HHTerpauHeﬁ:


https://www.kaspersky.ru/small-to-medium-business-security/security-center?ysclid=m9wgfmqaid300610283

(] CHHXPOHHM3alHs dKTUBOB;
e MCIIO/JIb30BaHHE CepBHUCa Sonar OJIsT  CKaHUMPOBAHHKWA aKTHBOB. Ncnonb3oBaHue cepBuCa
BBITIOJ/IHAETCA B COOTBETCTBUH C ITapaMeTpPaMH, YKa3daHHBIMHU [JIA 3K3eMIL/IsApa MHTEerpaliyu.
16.2.2 HacTpoiika nHterpauum

[Tepes BbIOMHEHWEM HACTPOMKH WHTerpanyy aktvBupyite tun uHTerpauyu KSC. ITlogpobGhee cwm.
pasgen « UMbl UHTerpanum».

IMponecc HacTpoiiku uHTerparuu ¢ KSC Bk/touaeT B cebsi ciefyroliiye maru:

o «lllar 1. Co3ganue 3k3emmsgpa uHterpannu ¢ KSCx»;

e «Hlar 2. Co3gaHue 3ajjauy 110 CUHXPOHM3ALUH aKTHBOBY;

o «IIlar 3. AKTUBalMs 3K3eMIigpa uurerpaiuu ¢ KSC.

16.2.2.1 Lar 1. Co3gaHue ak3emMmnnsapa nHrerpauyum c KSC

1. Tlepeligute B pa3gen Ilapamerpnl — MHTerpanum.

2. Haxwmurte kHOTIKY Co37aTh. OTKpoeTcsi okHO "Co3aanue uHTerpatuu” (cMm. «Puc. 294»).

< CospaHue MHTerpaymm Copocuts | Mposeputs |
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CbpocuTtb [MpoBepuTb ‘

Puc. 294 — Co3panue uaterpanuu ¢ KSC

3. YkaxuTe B OKHe CJ/IeIyIOL[y0 UH(POpMaIUIO:

o Ha3Banue HUHTEerpalm — YKaKUTe HaMMeHOBaHHe WHTerpaliiu;



e Tun mHTErpanym — 13 BbINAZAIOIIET0 CMCKa BbibepuTe 3HaueHue "Kaspersky Security
Center". Tlons ¢opMbl aBTOMAaTUYeCKM W3MEHSATCS /JI1 HAaCTPOWKM BLIOPAHHOTO THUIIA
VIHTerpaLuy;

e Apnpec cepBepa — ykaxkute IP-aznpec, Ha koTopoMm pa3BepHyT API cepep KSC;

e HWmsa mosb3oBaTesisi — YKaKUTE MM MoJib3oBaress Ay goctyna K API cepepy KSC.
YbemuTech, uTO T0JIb30BaTe b 00/1ajaeT He0OX0AUMbIM HAOOPOM TpaB AJisl BLITIOJTHEHHS
3arnipocoB K API cepsepy KSC;

o TIlaposb — yKa)kuTe TIapoJIb TIOIb30BaTes;

e [lomeH — mpy HEOOXOAWMOCTH YKa)kKWTe [JOMeH, B KOTOpoMm pacrosnaraetcss API cepsep
KSC.

4. Haxwmure kHorky IIpoBepurb. byjer Bbio/HeHa npoBepka Iogk/oueHuss K APl cepsepy.
ITocne ycremHo npoBepku coefuvHeHust ¢ API cepBepoM cCTaHeT [OCTYIIHO COXpaHeHHe
3K3eMIlIsIpa UHTerpaLjiu.

5. Haxmute kHONKy COXpaHUTh.

16.2.2.2 Llar 2. Co3gaHue 3aga4yum No CUHXPOHU3aLUN aKTUBOB

1. OtkpoiTe 3K3eMIIIp UHTerpaLy Ha peJlakTUpOBaHue (KHOIKa 24 ).

2. Tlepeiiaute Ha BKIaAKy "3amaud uHTerpanuu” (cM. «Puc. 295»).

w,r,‘zﬂ[\f," 172.30.254.60 ~ | WHTerpauum JnLeHsun aKTBHa fo: 2026-02-07 |  ® [okymeHTaums | @ admin v
)
< WHTerpaymsa c KSC Ypanuts [o6asuTs 3agady
Q
o OCHOBHbIe HaCTPOMKU 3apaun uHTerpaymu KomaHgpel MHTerpauun Jloru BeINOMEHHbIX eNCTBUH
‘ [Hobasuntb 3agavy Yaanutb sce BbibpaHo: 0
c
3apava uHTerpauun HasBsanue Cron CocTosiHue
CUHXPOHN3ALMA aKTUBOB CUHXPOHW3aLMA aKTMBOB 01 xxx* @ Axtvero Qo w
22N B
‘ 1 ‘ 50/ cTpaHuua
we
FS
i
@

Puc. 295 — Hacrpoiika unterpanuu. Bkiagaka "3afaun uHTerpanuu"”

3. Haxwmure kHOTKy [lo6aBuTh 3agauy. OTKpoeTcsi oKHO "[]o6aBuTh 3a7auy” (cM. «Puc. 296»).
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CHUHXPOHM3aLUS aKTUBOB

Cron *

01 **x*
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Puc. 296 — OkHo "/Io6aBuTh 3agauy"”

4. YKaxuTe B OKHe CJIeAyIOLIyt0 MH(GOPMALUIO:
o Ha3BaHnue — yKaKnTe Ha3BaHUe NIePUOJUYECKOM 3a/laul;

e Cron - ykaxxute CRON-BbIpakeHue, ONUCHIBaroLlee epuojgUudHoOCTs 3azauu. [lozgckasy
1o CRON-BbIpa)keHUSIM CM. Ha CAUTe;

e CocrosiHHe — BK/IIOUMTE BBIMIOJIHEHWE 3a/laud CUHXPOHMU3aLlMM AaKTHWBOB, YCTaHOBUB
repeK/rouaresib B roJsioykeHue "BkitoueH";

e 3ajauya WHTErpanyMM — U3 BBINAZAIOIIETO CIHCKa BbIOepuTe 3ajauy '"CHUHXPOHU3AIUSA
AKTUBOB'".

5. Haxmute KHONKy CoOXpaHHUTh.

6. 2KypHas BbINO/IHeHUS 3a/ja4uM MOKHO [I0OCMOTpeTh B paszesie AgMuHUCTpUpoBanue — Kiacrep
- BK/1azka IlymaHMpoBIMK 3ajay.

16.2.2.3 Llar 3. AKTUBauusa aKksemnasipa uHterpauyum c KSC

YToOBI MO 3K3eMIUISIPY WHTETPALUX BBITIONHSIOCH B3anMoelicTere ¢ cuctemoii KSC, ee Heobxoaumo
aKTUBUPOBATh.

[na aktvBaumy WHTerpauuy neperngure B pasgen Ilapamerper — WMHTerpanum 1 B KojoHke Crartyc
YCTaHOBUTe MepeK/rYaTesib B I10/10)KeHue "Bkirouen".
16.2.3 Pab6oTa c uHterpauueii

B xome paboTel uHTerpaiuu Oy/leT BBINOJHATHCS CKAHUPOBAHHWE AKTWUBOB B COOTBETCTBUU C
rapaMeTpamMH NepUoINYeCcKOl 3a/1aum:

1. 3aHYCKaeTC${ nepuoanyecCkKasd 3aaava.


https://crontab.guru/

2. TInardopma Pagap 3anpammBaer y KSC nnbopmaruio 06 areHTax (akTUBax).
3. Undopmauus 06 aktrBax g00aB/sieTcs B TaTGopmy.
4. Ha dbopme rpocMoTpa aKTHBa MOSB/ISIETCS IOTIOTHUTE/IbHAS HH()OpMAI[Us:

e HaMMeHOBaHWe 3K3eMILIsipa WHTerpalyud, B paMKax KOTOpPOW MO/yuyeHbl cBefieHUe 00
aKTHBe;

e HauvMeHOBaHUe areHTa B cucteMe KSC, Ha 0CHOBaHMM KOTOPOT'O CO3/laH aKTHUB;
e  CChLJIKA JJIsi MPOCMOTpAa areHTa HemocpeACcTBeHHO B cucteMe KSC.

[Onst mpocMoTpa >KypHaja BBIOTHEHUS [JeHMCTBUM 110 KOHKPETHOM WHTerpalvu mepenure B
pasgen Ilapamerpnl — WHTerpamum, OTKpONTe WHTErpaljui0 Ha MPOCMOTP (KHOMKa @) u nepenauTe
Ha BK/Ia/Ky "JIOrY BBITIOJIHEHHBIX 1eUCTBUM".

16.3 Active Directory

16.3.1 XapakTepuCcTUKN CUCTEMbI
HaumeHoBaHue cuctembl — Active Directory (zanee AD).

Ha3naueHue cucTeMbl — CTy)kba KaTasoroB oT Microsoft, ripeHa3HaueHHasi AJisi LIeHTPaIM30BaHHOTO
XpaHeHus1 tHOpMaLMK O T10/1b30BaTesIX, KOMIbIOTePax, CeTeBbIX YCTPOMCTBAX U pecypcax KOMIaHUH.

Pa3paboTumk cucremsl — Microsoft.

Caiur — O01ume cBeieHUs 0 JOMeHHBIX ciyyk0ax Active Directory | Microsoft Learn.

BO3MO)KHOCTI/I, npeaocCTraB/sieMble HHTEFpauHEﬁI
e TIO/Iy4Ye€HHe I/IHQ)OpMaLII/II/I 0 KOMITBHOTE€pdX U CeTEBBIX yCTpOﬁCTBaX oT AD,

e  UMIIOPT MOJIy4YeHHON UH(OPMALUU B aKTUBBI.

16.3.2 HacTpoiika uHTerpayumn

[lepes BbITIOTHEHHWEM HACTPOMKM MHTerpaliid aKTUBUPYWTe TUN uWHTerpauuu Active Directory.
[MogpobHee cM. pa3fen « TUIbI HHTerpaLuii».

I[Tpouecc HacTpo¥ku nHTerpauyu ¢ AD BK/rouaet B ceOst CieAyroIye [1ary:

o «llar 1. Co3zaHue 3K3eMIuisipa uHTerpamu ¢ AD».

o «Hlar 2. Co3paHue 3ajjauy 10 CUHXPOHU3ALUH aKTHBOBY.

e «Illar 3. AKTUBALMS 3K3eMILIgpa UHTerpauuu ¢ AD».

16.3.2.1 LUlar 1. Co3gaHue 3Kk3emnnapa nHrerpauyum c AD

1. Tlepeligute B pa3gen [lapamerpnl — WMHTerpanum.

2. Haxwmure kHOTKy Co3aarb. OTKpoeTcst OKHO "Co3ganue uaterpauuu’ (cm. «Puc. 297»).


https://learn.microsoft.com/ru-ru/windows-server/identity/ad-ds/get-started/virtual-dc/active-directory-domain-services-overview
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Puc. 297 — Co3panue unterpanuu c KSC

3. YKaxuTe B OKHe CJ/leflyIOLy0 UH(POPMaLIO:

o Ha3pauue HHTEerpalum — YKaKUTe€ HaMMEHOBdHHEe WHTeTrpaliiu;

e Tun uHTerpanuu — 13 BBINA/AIOIETO CMHCKA BbiOepuTe 3HaueHue "Active Directory".

ITons (bOprI dBTOMdATHUYECKHU U3MEHATCA /14 HaCTpOﬁKH BBI6paHHOFO THUIIAa UHTETpalliu;

e Appec AD KonTpoJIepa — ykaxkuTe IP-apec cepBepa, Ha KOTOPOM yCTaHOBJ/IEHa POJib
Active Directory Domain Services (AD DS) u KoTopblii OTBeuaeT 3a yIpaBJieHUe
6e3omacHOCTbIO U MH(pOpMaLMell O T0JIb30BaTessiX, KOMITbIOTepax, TPyImnax W ApYyrux
CYLJHOCTHX B Ipefenax goMeHa AD;



e TlopT — yKaxuTe NOPT A/151 TOAK/IFOUEHUS K CepBepY;

e Wcnonb3oBaTh 3alluIlieHHOe COeAWHEHHEe — BK/IIOUWTE IIepeK/ouaTesb  ecId
HeoOX0/IMMO HCIO/b30BaTh MPoTokoa LDAPS, uHaue OyZeT MCIO/Ib30BaThCs TTPOTOKOI
LDAP;

e JloMeH — yKakuTe JOMeH, B KOTOPOM pacrioyiaraetcss AD KOHTpoJuiep;

o JloruH /11 NOAK/IIOUEHHUSA — YKa)KWTe JIOTHUH I10/1b30BareJis [/1s1 ITOAK/II0UeHUs K CepBepy
AD xoHTposnnepa;

o Tlaposib /sl MOAK/TIOYEHHUsI — YKa)KUTE MapoJib T0JTh30BaTes;

o Ilonb3oBarenbckuit punbTp — ykaxxure LDAP ¢unbTtp fAns yTOuHeHHs TlapaMeTpoOB
BBIOOPKU CYIITHOCTel U3 fiepeBa JIOMeHa;

e Cmucok DN pgns ckanupoBaHus — ykaxure crnucok Distinguished Name (DN) ans
ckanvpoBanusi. DN mipezicTaBiisier co00M yHUKa/IbHBINA WIeHTUPHUKATOP 3amucy (entry) B
vepapxyuyecKoil CTPYKType KaTajiora U OIMChIBaeT MyTh K 00BEKTY B /lepeBe, I/ie KaK/bli
ypPOBeHb — 3TO OT/e/IbHbI KOMITOHEHT;

e Ilouck B l"J'Iyﬁl/IHy — BKJ/IFOUMTE II€peK/Ir04daTe/b eC/Iu H806X0,Z[I/IMO BBITIOJ/IHATH IIOHUCK B
nogaepeBse, MHaue MMOMCK 6y,qu BBITIOJ/IHATECA HA OJHOM YPOBHE Me€papXuu,

e Cpoxk ycrapeBaHUsi AKTHUBOB (JHM)— YKaKWATe KOJWYECTBO JHEW, IO WCTeYeHUU
KOTOpBIX OyAyT WrHOPDUPOBAaTbCSl OOBLEKTHI, TOC/Ae[HEe HW3MeHeHHe Iapamerpa
lastLogon KOTOpbIX, ObUIO TOKE YKa3aHHOTO KoyuecTBa JHel. Ecim  ykaszaHo
3HaueHue 0, TO MOJIMTUKA yCTapeBaHUs He IPUMEHSIeTCs.

4. Haxwmure kHoNKy IIpoBeputb. byzeT Bbillo/iHeHa IpoBepka IMOJK/IKOYeHHUss K cepBepy AD
KoHTposylepa. [locne ycnemHoOW TpOBEPKHM COeAWHEHUsI C CepBepOM CTaHeT [JJOCTYITHO
COXpaHeHue 3K3eMIUIsipa UHTerpaLyu.

5. Haxmute KHONKY CoXpaHHUTh.

16.3.2.2 Llar 2. Co3gaHue 3aiayv NOo CUHXPOHU3ALUN aKTUBOB

1. OTKpoWiTe MHTErpaL1io Ha pelaKTUpoBaHue (KHOIIKA 74 ).

2. Tlepeiiaute Ha BKIaAKY "3amaud uHTerpaiuu” (cM. «Puc. 298»).

z,’,‘::;s" 172.30.249.40 ~ | WHTerpauum JuueHsus akTveHa fo: 2028-01-12 | @ [okymenTaums |

¢ TecT AD

OCHOBHbIE HACTPOMKIA 3apaun UHTErpaLum J10r i BLINONHEHHbIX AEACTBUA

| [lo6aBunTb 3afady YnanuTs Bce BbibpaHo: 0 C

3apaya nHTerpaLn HassaHne Cron CocTosiHWe

CUHXPOHW3ALIUA AKTUBOB CHHXPOHU3aLMA H[S X xxx @ AxktusHo o W

50 / cTpaHvua

Puc. 298 — Hacrpolika nHTerpanuu. Bkiajka "3ajgauu uHTerpanuun”



3. Haxkmure kHOTIKY [lo6aBuTh 3agauy. OTkpoetcst okHO "[JobaBuTh 3amauy” (cm. «Puc. 299»).

[o6aeuTtb 3agauy X

HazBaHWe *

CUHXPOHM3aUMA aKTUBOB

Cron *

01#**

D CocTofiHKe

3afada nHrerpaymm *

CUHXPOHM3aUMNA aKkTMBOB

Puc. 299 — OkHo "[Io0aBuTh 3agauy"”

4. YKaxuTe B OKHe CJIeyIOLyt0 MH(GOPMALUIO:
o Ha3BaHue — yKa)KuTe Ha3BaHUe TIePUOIUUECKON 3a/laul;

e Cron — ykaxute CRON-BbIpakeHre, ONMUCHIBAOLee MePUOAUYHOCTh 3ajauu. [loackasy
110 CRON-BbIpa)keHUSIM CM. Ha CaUTe;

o CocTosiHMe — BK/IIOUUTE BBINIOJIHEHNWe 3aJaud CUHXPOHH3AaLMM aKTUBOB, YCTaHOBUB
TepeK/rouaresib B 110/10keHue "BkiroueH";

e 3ajaya WHTErpanyM — U3 BBINAZAMOIIETO CIHCKA BbIOepuTe 3ajauy ''CHUHXPOHHU3AI[USI
aKTUBOB".

5. Haxmute KHONKy CoOXpaHHUTh.

6. JKypHasl BbIIIOJIHEHUSI 33@4d MOXKHO TIOCMOTpeTb B pasjene AJAMHMHHUCTPUpPOBaHUE —
Knacrep - Bkiajka IlnaHUpOBIMK 3aja4.

16.3.2.3 Llar 3. AKTuBauus aKsemMmnasipa nHrerpayum ¢ AD

YToOBbI MO 3K3eMIUIIPY MHTETPALMH BBITIOHS/IOCH B3auMogelcTBrue ¢ cucremoir AD, ee Heo6Xogumo
aKTUBHPOBATh.


https://crontab.guru/

[na  akTMBalMM WHTerpanu nepeiute B pasgen Ilapamerpnl — MHTerpanuum U B KOJIOHKe
Craryc ycTaHOBUTe Iepek/rouaTesib B [10/10kKeHue "BxitoueH".

16.3.3 PaboTa c nHTerpaumei

B xonae pa6OTbI HWHTerpauumnu 6y,qu BBITIOJTHATBECA CKAHHPOBAHHME dKTHMBOB B COOTBETCTBHUH C
napamMeTpaMu HEPPIO,E[I/I‘—IECKOIZ 3aJa4ud U HaCTpOﬁKaMH 3K3eMIl/Idpa UHTerparnun:

1. 3amnyckaetcs lepyoAuydeckas 3ajayva.

2. TIlnardopma Papap 3anpaimmBaer y AD uHdbopmaluio o KOMITbIOTEPaX U CeTeBbIX YCTPOMCTBAX.
3arnpoc BBITIOJHSETCS B COOTBETCTBUM C T10/Tb30BaTeIbCKUM (DHUIBTPOM TI0 BCeM yKazaHHbIM DN
JUIsI CKAHUPOBaHMSI.

3. Wudopmarys 06 y3/1ax UMIOPTUPYETCS B aKTUBBI M1aTHOPMbL. UIMITOPTHUPYIOTCS TOJTBKO T€ Y3/IbI,
KOTODbI€ TIOMNaJu MoJ, MOJUTHKY yCTapeBaHUsl.

4. Ha ¢dopme npocmoTpa akTHBa B Tabmiie CBS3M ¢ HHTErpaLUsAMHU TIOSIB/ISIETCS OTIO/THUTETbHAST
vHopMaLys:

e HaWMeHOBaHHWe 3K3eMIlIsipa WHTerpaliu, B paMKaxX KOTOpPOH TO/iydeHbl CBefieHUe 00
aKTHUBe;

e HowMmep SID cymHocTd U3 AD, Ha OCHOBaHUM KOTOPOTr'O CO3/laH aKTUB;
e JlaTa U BpeMms Moc/aeHel CHHXPOHU3aLUU akTUBOB ¢ AD;

e TIPU3HAK YCTapeBaHUs CBeJIeHUN 00 aKTHBe, 0TOOpaXKaeTcs B CIydae, eC/Ii TIPU OUepeIHOM
CUHXPOHM3AIUH, aKTUB He ObL1 HakzeT B AD.

Hnst mpocMOTpa >KypHa/ja BbITIO/THEHUSI [JeWCTBMM 110 KOHKPEeTHOM WHTerpaluu mepenuTe B
pasgen Ilapamerpbl — WHTerpanum, OTKpOMTe WHTerpaljui0 Ha MPOCMOTP (KHOIKa @) u nepenuTe
Ha BK/1a/IKy "JIOrY BBITIOJIHEHHBIX 1eUCTBUM".
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