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1. O0OLee onucaHue npouecca
noaKn4YeHNA NCTOYHUKOB

PykoBOACTBO MO NOAKMOYEHMIO UCTOYHUKOB COAEPXKUT PEKOMEHAALMM U NHCTPYKLMK 1151 HACTPOKK
MnaTtdopmbl Pagap ans npuema cobbITUiA B NTACCUBHOM M aKTUBHOM PeXmnmax, HaCTpOonKn
WNCTOYHMKOB, HACTPOWKI NOT-KONSEKTOPA, a Takke 06paboTkn cobbITUIA, BKOYast hnnbsTpaLmo n

oborauleHue.

BHUMAHMUE! Nepen BHeceHMeM uaMmeHeHU B KOHUrypaunoHHbie painbl He 3abyabTe

caenaTtb UX pe3epBHYHO KOMUio.

1.1. NaccuBHbLIN cOOp

B Mnatcdopme Pagap npucytcTByeT BOIMOXHOCTb NpruemMa cobbITUN OT UCTOYHUKOB B MNACCUBHOM
pexume. [Insa atoro Heobxoaumo B Beb-uHTepdeice Mnatdopmbl Pagap HacTpouTb Npuem cobbITHIA:
BKIMIOUYUTb NOAAEPKMBAEMbIE NCTOYHUKN UM CO34aTb M HACTPOUTL HOBbIE MCTOYHMKKN, KOTOPbIE CMOTYT
CaMOCTOSATENbHO OTNPAaBnATb AaHHble. [logpobHoe onvcaHne BKOYEHUS U CO30aHNe UCTOYHUKOB
AaHo B pasgene «PaboTa ¢ naccnBHbIMU UCTOYHUKAMW COBLITUI»

1.2. AKTUBHBbIN cOOp

[ns opraHusauum akTuBHoro céopa HeobxoaAMMo 1cnonb3oBaTh Jor-konnektop. OH NpefHasHadYeH Ans
opraHusauum cbopa cobbITUIN OT aKTUBOB, HE UMEIOLLIMX BO3MOXHOCTM CAMOCTOSTENbHON OTMNpaBKM
[AaHHbIX B CTOPOHHME cucTembl. NMogpo6GHOe onncaHve HaCTPOKK Nor-KonsiekTopa A4aHo B pasgene
«PyKOBOACTBO MO HACTPOMKE NOr-KonnekTopa. AKTUBHBIE UCTOYHUKM COBBLITUM».

1.3. MNpouecc noaknoYeHUs1 TMNOBOro NCTOYHUKA

lMogkntoveHe TMMOBOrO NCTOYHMKA OCYyLLEeCTBIAETCA B TpU 3Tana:

1. Hactporika NMnaTtdcopmbl Pagap Ha npuem cobbiTuiA NyTeM BKAKOYEHUST HEOOXO4MMOrO MCTOYHMKA
B Beb-nHTepdence Mnarcopmbl Pagap. MNocne BkntoveHns ncrovHuka Mnarcdopma Pagap
roToBa K npuemy cobbITUi B MACCMBHOM pexunme. [NoapobHee 0 BKMHOYEHUN TUMOBBIX MCTOYHMKOB

B pa3gene «PaboTa ¢ NacCUBHBLIMU UCTOYHUKAMU COBLITUN».

2. HacTporika nor-konnektopa, ecriv HeobxogMmo opraHn3oBaTh akTUBHbIV COOp U peann3oBaTb
LLenoYKy No nepecobinke cobblTnii Mexay ABYyMs 1 6onee nor-kornnekropamu. lNMogpobHas
HacTpoWKa Nnor-kosnekTopa onmcaHa B «PyKOBOACTBO MO HACTPOMKE NOr-konnekTopa. AKTUBHbIE

UCTOYHUKN CODLITUIA»

3. Hactporka uctouHuka. Hactpoika npon3BogmuTCcs COrmacHo pekoMeHaaunsiM Npon3BoanTens unm

B COOTBETCTBUM C pasaesiom ¢ onncaHnemM noaaepXkmBaemMbiX MCTOYHUKOB UX HACTROWKM.

AKTHBHBIH 00| ( | TTaccHBHBIH c00)

Hactpollka ICTOYHNIEA COOBITIII

TlaccHBHEIR cOop

¥ ) 4

[NepechLIKa COOBITHI

., BxroueHIe HCTOYHIIKA Ha
Hacrpomca JIOT-KOIIIIGKTOpa ‘ r‘

IInatdopme

PucyHok 1 - [lobaBneHne TMNOBOro NCTOYHMKA
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1.4. NMpouecc nogknYeHNUs1 HETUNOBOIro UCTOYHUKA

MogkntoveHne HETUNOBOIO MCTOYHMKA OCYLLECTBIIAETCA B NATb 3TANOB!

1. Hactporika Mnartdopmbl Pagap Ha npyemM cobbITUI MyTeM CO34aHNsi HOBOTO MAacCUBHOMO
NCTOYHMKa cobbITui B BeG-MHTepdence Mnatdgopmbl Pagap. MNocne BKNOYEHNSA MCTOYHMKA
Mnartdopma Pagap rotoBa k npvemy cobbITUI B NaCCUBHOM pexume. MNoapobHee o co3gaHunm

HOBbIX UCTOYHMKOB B pasgerne «PaboTta ¢ naccuBHbLIMY UCTOYHMKAMY COBBLITUN»
2. Hactponka Jlor-konnektopa, ecrnv Heobxo4MmMo opraHM3oBaTh akTUBHbIN COOp UM peanuaoBaTb
LLenoYKy No nepechbinke cobbiTnii Mexay AByMs 1 6onee Jlor-konnektopamu. MNMogpobHas

HacTpowuka Jlor-konnekropa onncaHa B "PykOBOACTBO NO HACTPOMKE NOr-Konrekropa. AKTUBHbIE

MUCTOYHUKN CODbLITUIA"

3. Hactporka uctouHumka. Hactpoika npon3BogmuTCcs COrnmacHo pekoMeHaaumnsiM Npon3BoanTens unm

B COOTBETCTBUM C pPasaesiom ¢ onncaHnemM nNoaaepXkKMBaeMbiX MICTOYHUKOB U UX HACTPOWKM.

4. CosgaHue npasun pasbopa ans cobbiTUI ¢ HOBOro UCTOYHKMKA. NoapobHee B pasnene rnpo.

chopmartel npaeun pasdopa

5. CosgaHve npasun Hopmanuaauum ansa cobbiTU ¢ HOBOro MCToYHMKA. NogpobHee B pasgene
«Pa3paboTtka npaeun pasbopa n HopManuaauum cobbITuin»

7 ™ - =
ARTHEHEIH cOop | ITaccHEHEH cOo;

-
>

HacTpo#ika HCTOUHHKA COOBITHH

TTaccHeHEIE cOop

e ™\

TlepechiTRa cOORITHE =
. HacTpoiika HOBOTO HCTOYHHKA

” Ha [Tatdopue

HacTpo#HEa T0T-KOUIeKTopa

Cosnanne HOpMATH3aTOPa ‘: Cosganme mapcepa

‘ OopaboTra coOBTHE (

_‘ TTepeHacTpofika HCTOYHHKA Ha
>
‘ TLaathopme

PucyHok 2 - lobaBneHne HETUNOBOrO CTOYHUKA

1.5. lNpoBepka nonyyeHUss AaHHbIX OT UCTOYHUKOB

BbINnonHUTE NpoBepPKy NOCTyNarLMX AaHHbIX MOXHO B BeO-nHTepderice Mnatdopmbl Pagap B

pasgene «MHUMAeHTbl» — «[IPOCMOTP COBLITUIA», BbICTABUB HEOGXOAMMbIE BPEMEHHbIE (OUITBTPbI.

2. PaboTta ¢ naccuBHbLIMU UCTOUYHUKAMM
cCoObLITUM

Bce pencrteus no ynpaeneHnto naccMBHbIMU NCTOYHMKaMK B BeG-nHTepdelice NMnatdopmbl Pagap
BbIMOIMHAOTCS B pasaene «AOQMUHUCTPUPOBaHNE» -> «CTOUYHUKU» -> «YTpaBneHne UCTOYHUKaMU» (CM.
PUCYHOK 3).
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¥n pa BAeHWEe NMCTOYHKaMK YnpaeneHHe MCTOMHWKAMN

MeTouHuKkn Mpasuna pazGopa Mpaeuna HOPManK3auuK MNpaexna o6 paboTki Grok natTepHs

Y CunuxposmampoBarts  Jlo6aBWTh HOBbIN MCTOMHWK #%s Kapra npaenn o6pa6otkn

HA3BAHWE THN BEHAOP nopT NPOTOKON BKNHIYEH «

Microsoft-Windows-Eventlog Eventlog Microsoft 1514 TCP .j AKTMBHO
Microsoft-Windows-DNS DNS Microsoft 1516 UDP .:l AKTMBHO
Microsoft-Windows-WEC WEC Microsoft 1524 TCP lj AKTWEHO
Cisco-NetFlow NetFlow Cisco 2162 TCP HeakTtueHo
Microsoft-5QL-Server1 SQLServer Microsoft 1519 TCP HeaktueHo
Microscft-Windows-115 115 Microsoft 1522 TCP HeakTtueHo
Linux-Debian Linux Debian 2671 UDpP HeaktueHo
UserGate-UTM Firewall Usergate 2545 TCP HeaktueHo
Dlink-xstack Switch D-link 2773 TCP HeaktueHo

PucyHok 3 - YnpasneHue nctodHukamm

BHVMAHWE! 3a cbop 1 otnpaBky cobbiTui oTBeYaeT cnyxba rsyslog, pacnonoxeHHas Ha
MacTep-HoAe, B Criyyae YCTaHOBKM Ha OOMH CepBep, Unn Ha Hoge GanaHCMpoBLLMKa, B Cyvae
pacnpegerneHHon ycTaHoBKN. Y6eautech, 4To aTa cnyxba BKMoyeHa, B NPOTUBHOM Criyyae
cobbiTus B Mnatcdopmy Pagap noctynats He byayT.

2.1. BknroyeHue/BbIKNOYeHUe NacCUBHbIX
WCTOYHUKOB N UX CUHXpOoHU3auusa {#onoff source}

,D,ﬂﬂ BKIHOYEHNS/BBIKITHOYEHNSA NCTOYHMKOB HEOBXOAMMO BbINOMHUTL crnepywwme 0EenNCTBuS:

1. BeibpaTb MCTOYHMK 1 NPOBEPUTL €ro TekyLUmMi cTaTyc paboTel B ctonbue BKITKOYEH: cuHui coH
KHOMKM-NepeknioyaTens u Haanucb AKTUBHO MOKa3bIBaoT, YTO MCTOYHUK BKIHOYEH, 6enbii hOH U

Hagnuck He akTUBHO, UYTO BbIKMOYEH (CM. PUCYHOK 4).

O AKTUBHO

He akTMBHO

PucyHok 4 - CtaTyc paboTbl UICTOYHMKA

2. BKnounTb/BbIKITOYNTL BCE HEOOXOAMMbIE UCTOYHUKM. BKINIOYEHNE 1 BbIKMHOYEHNE UCTOYHUKA
OCYLLECTBINAETCA HaXXaTneM Ha KHOMKYy-nepekn4arerb.
3. BbinonHutb CUHXPOHM3aLUNO NCTOYHUKOB, 4YTOObl BHECEHHbIE U3MEHEHUS BCTYynuIiin B CUIy, Ha>kaB

KHOMKY CMHXPOHM3UPOBAaTb (CM. PUCYHOK 5).

BaxHo! Heobxoanmo CUHXPOHN3NPOBATL MCTOYHMKM NOCIE KaXXa0ro N3MeHeHs
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ynpaBﬂEHMe MCTOYHMKamMIA

MeTounmin Mpaewnna pasGopa Mpaeuna HopManKW3aLnuK Mpaewna obpaboTkn Grok natTepHbl

Y CuuxponumzvmpoBate [lo6aBWTL HOBLIA MCTOUHNK

PucyHok 5 - KHonkun ynpaBneHnsa MCTo4HMKaMm

Mocne BbINONHEHUS BbilenepeyvncrneHHblx aercteun MnaTtdgopma Pagap rotosa k npuemMy cobbiTui
OT BKIMHOUYEHHbBIX UICTOYHMKOB B MACCUBHOM PEXUME.

2.2. JKCNOPT, UMNOPT U yaaneHne UCTOYHUKa

KHonkn ynpaBneHnsa NcToyHmMkamm (CM. pUCYHOK 5) No3BONSAIOT:

e JKcrnopTupoBaTth BbibpaHHbIE UCTOYHUKM B dhann apxusa dopmara ZIP.
® AMnopTupoBaTb UCTOYHMKM U3 dharna apxmea opmaTta ZIP.

e Ypanatb Bbl6paHHbIe NCTOYHUKN.

BaxHo! HeOGXOﬂ,VIMO CUHXPOHMN3NpPOBATb NCTOYHUKN NOCIIE KaXXOoro usSMeHeHuA

2.3. 3aBegeHUe HOBOro NacCCUMBHOIO MCTOYHMKA

[1nsa 3aBeaeHMs HOBOrO NacCMBHOMO MCTOYHMKA:

1. Haxatb kHomnky [106aBUTb HOBbIM MCTOYHUK B BEPXHEWN YAaCTU CTPaHULbI «YNpaBneHme
UCTOYHMKaMM» (CM. puUCyHku 1,3).
2. 3anonHuTb opmy (CM. pUCyHOK 6). PaclumdpoBka nonern hopmbl AaHa B CrieayoLemM pasaene

«OnucaHue nonet ghopMbi».

3. MNpwu HeobxoanMOCTM NPOBEPUTL paboTy BbIOpaHHbLIX Mapcepa u HopmanuaaTopa B NpaBon YacTu
hopMbl, NOACTaBUB CbipOe COObLITME OT UCTOYHMKA W 3aMyCTUB NPOBEPKY. Pe3ynbTaThl NPOBEPKM

NOSIBATCS BO BCMNJIbIBAIOLLEM OKHE.
4. CoxpaHuTb AaHHble, HaxkaB KHOMKY COXpaHUTb B HUXKHEW eBon YyacTu popmbl. [1ns Bbixoga u3

dopmbl 6€3 coXxpaHeHUs1 AaHHbIX HAXXMUTE KHOMKY OTMEeHUTb.
5. BKMOYNTb HOBbIM UCTOYHUK.

6. CUHXPOHN3NPOBATL NCTOYHUKMN.
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Job6aBneHne NCTOYHMKA

WMCTOUHMEK Mpaewuna pazbopa Mpaewna HopManuzaumm MNpaewna o6paboTkn

Hazeauve Celpoe cobeiTve

HazeaHwe

Tun

BiSpaHHeIi Nnapcep AnA NpoEepkM
Tun

Benpop

- BrIGPaHHEIR HOPMAW3aTop AR NPOESPKK
BeHaop

Mopt

Mopt

Mpaewina 4na rsyslog

MpoTokon

dopmat

0

Mpaeuna ana termite
Tin COOBWEHNT  1icrasoft windows
Mapcep

generic_json %

Hopmanwzatop

microsoft_windows b4

Hacogori noAc Europe/Moscow
Koavpoexa coBeiTiA uti-g

Arperaums

BrifepuTe NONA ANA arperaLum
- E=3

PucyHok 6 - dopma gobaBneHns HOBOro TUMa UCTOYHUKA

2.4. OnncaHue noneun cpopmbl co3gaHus/

Jo6aBneHmne MCToYHNKaMK

peaakTupoBaHusa naccuBHoro ncrtouHuka {#fields}

HasBaHue — HavMeHoBaHWe Tuna nctodHvka (npumep: «Linux Debian»)

Tun — TN uctovHuka (Mpumep: «Linux»)

BeHAop — Npou3BoauUTESNlb CUCTEMbI, KOTOPAst BLICTYNAET B Ka4ecTBe MCToYHKKA (Mpumep: «Debian»)
MopT — HeobxoauMo ykasaTb oauH M3 cBOBOAHbLIX MOPTOB, KOTOPLIV ByAEeT UCMOoNb30BaTbCs A

OoTnpaBky cobbITMSA C HOBOrO UCTOYHUKA (+- arnanasoH 6000-8000)

O6nacTtb Mpaeuna ans rsyslog:

e [Tone MpoTokon — NpOTOKOS, MO KOTOpoMy ByayT NpUHUMATLCS COObITUSA. BO3MOXHbIE dhopmaThl:

o TCP,
o PTCP (Plain TCP),
o UDP.

e [lone ®opmat — npasurna npuema n oopaboTku cobbITUs. Bo3amMoxHble hopmaThl:

o RAW — He n3mMeHATb BXoasiee cobbiTne

o RAW-JSON — oboratutb coobLieHre AOMONMHUTENBHON TEXHUYECKOW HGOpMaLIMen 1

ynakoBaTb B NaKeT jSoNn
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o JSON-JSON — oboraTuTb CyLLECTBYIOLLYIO CTPYKTYPY jSON AONONHUTENBHBLIMU MOMASMU C
TEeXHUYEeCKOoN nHopmaLmen

O6nacTb MpaBuna gna termite:

e Tun coobLeHnsa — yKkasbiBaeTCs TUM COObITMSA U3 MpaBuKia HopManuaalun.

e [Mapcep — ykasbiBaeTcs npaBuno pasbopa AaHHOro Tuna cobbITui.

e Hopmanusatop — yKasblBaeTCs NpaBuio HopmManusauum.

e YacoBou nosic — ykasbiBaeTcs Heobxoammasi BpeMeHHas 3oHa (npumep: «Europe/Moscows).

e KoaupoBka coGbITUI — yKkasblBaeTcs Heobxoanmasi koguposka (npumep: «utf-8»).

e Arperauusi — Nno3BOJiSIET BbIMOMHUTL arperaumio OAHOTUMHBIX COObITUIA. Heobxoanmo ykasaTb
nons, KoTopble MOryT MeHATbCS. PaclumdpoBka nonen onsa arperaunm gaHa B pasgene
«OnucaHne nonen HopManuaaLum».

2.5. NameHeHMe napamMeTpoOB NAaCCUMBHOIO UCTOYHUKA

,D,J'IH N3MEHEHUA NaHHbIX 00 UCTOYHUKE HeO6XO,D,VIMO BbIMNOJTHATL Crieayrwme 0EenNCTBuS:

1. HaxaTb KHOMKy pegakTupoBaHus L#_KHoMKa [NA pefakTMpoBaHusiB CTPOKe BbIbpaHHOro
UCTOYHMKA.

2. BHecTn Heobxoanmble n3mMeHeHnst B hopMy pefakTUpOBaHNS MCTOYHMKA (CM. PUCYHOK 7).

3. CoxpaHuTb JaHHble, HaxaB KHOMNKy CoxpaHUTb B HXKHEN NieBOM YacTu oopmbl. [Ang Bbixoda 13
dopmbl 6e3 coxpaHeHWs1 faHHbIX HaXxaTb KHOMKY OTMEeHUTb.

4. CUHXPOHN3NPOBATb UCTOYHUKM HaXKaB KHOMKY CUMHXPOHU3upoBaTb Ha Bknagke "McTouHmkn".
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I13meHeHWe MCTOMHWKA ¥NpaEneHne MCTOYHHKaMK

McTouHMEK Mpaewna pazbopa Mpaewna HopMmannauum Mpaewna obpaboTkn

HazeaHue

| Microsoft-Windows-Eventlog |

Tun

Eventlog |

Benpop

Microsoft |

Mopt

| 1514 |

Mpaeuna ana rsyslog

MpoTokon TCp

LL3

©OPMAT  jgo - JSOM

Ak

Mpaewna gna termite
Tun coobieHuns microsoft_windows
Mapcep

generic_json X
HopmanusaTop

micrasoft_windows x

HACOBOW MOAC  Ey\rona Miascow
Koavpoeka coBuitta .z o

Arperauma

BeIGepKTe NONA ANA arperalun

o | o

PucyHok 7 - ®opma pegakTnpoBaHusi TUna MCTOYHMKa

3. Cnucok nogaepxmuBaemMbIX MICTOYHUKOB

[aHHbIV pasgen cooepX T NepedeHb CUCTEM, KOTopble MOryT ObiTh nogkntoyeHsl k Mnatdopme Pagap
B KaueCTBe NCTOYHUKOB COObITUI


af://n141

3.0.1. OnepauuoOHHbIE CUCTEMbI

HanmeHoBaHue
Astra Linux
CentOS Linux
Debian Linux
Fedora Linux
IBM AIX

Microsoft Windows

Microsoft Windows Server

Microsoft Windows Event Forwarding

Oracle Solaris

Red Hat Enterprise Linux (RHEL)

SUSE Linux Enterprise

Ubuntu Linux

Bepcus MpumeyvaHue

7,8

8,9,10

30, 31

7.1,7.2

XP, 7+

2003, 2008+

7+, 2008+

10, 11

6,7,8

11.3,12

16.04+

3.0.2. PeweHus Endpoint Security

HanmeHoBaHue
FireEye HX

Kaspersky Security Center

Kaspersky Web Traffic Security

McAfee ePolicy Orchestrator
PaloAlto Traps

Symantec Endpoint Protection

Bepcus MpumeyaHue

10, 11

5.9,5.10

14

3.0.3. Pewenus Network Security

HaumeHoBaHue
Barracuda Firewall
Bluecoat Proxysg

Checkpoint NGFW

Cisco ASA

Bepcus MpumeyaHue

6,7

77,80 log export(syslog)
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HanmeHoBaHue Bepcus MpumeyaHne
Cisco Firepower
Cisco snort

Citrix ADC (Netscaler)

Fortinet Fortigate 5,6

McAfee Web Gateway,

nGate Firewall

OPSEC LEA

PaloAlto NGFW 7,8

pfSense Firewall

Radware DefencePro

SecurityCode Continent 3.7,3.9
SecurityCode Continent IDS

Suricata IDS

Trend Micro TippingPoint

Usergate UTM Firewall 6

CKAOMY HT

3.0.4. PeweHus Application Security

HanmeHoBaHue Bepcusa MpumeyvaHue

F5 BIG-IP 15

3.0.5. CeTteBble ycTpoucTBa

HanmeHoBaHue Bepcus MpumeyaHue
Cisco I0S

Cisco Netflow

D-link xStack

Huawei Switch

Infoblox Trinzic
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3.0.6. Cucremsbl ynpaBrneHusa 6azamMmu gaHHbIX

HanmeHoBaHue Bepcus
Microsoft SQL Server 2014+
PostgreSQL 9+

Oracle Database

Oracle MySQL

Oracle NetListener

MpumeyaHune

3.0.7. CucremMbl 3aWnTbl NIEKTPOHHOMN MOYTDI

HanmeHoBaHue Bepcus
FortiSandbox
IBM Postfix

Kaspersky Secure Mail Gateway

Microsoft Exchange Server

SEPPmail Secure Email 9

2013/2016/2019

MpumeyaHue

3.0.8. Cucrtembl KOHTPONS NPUBUNErMPOBaHHOIO AOCTyna

HanmeHoBaHue Bepcusa

CyberArk PAM

RSA SecurlD

SearchIinform DLP

SmartLine DeviceLock DLP 8x
Solar Dozor 7.9

Staffcop Enterprise

3.0.9. UHdpacTpyKTypHbIe CUCTEMDI

HanmeHoBaHue Bepcus
Dell IDRAC

HAProxy

ISC Bind DNS 9

Linux NFS Server

MpumeyaHue

MpumeyaHue
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HanmeHoBaHue Bepcus MpumeyaHue

Microsoft DNS 2008+
Microsoft DHCP 2008+
vGate

VMware ESXi

VMware vCenter

3.0.10. Web-cepBepbl

HanmeHoBaHue Bepcus MpumeyaHue

Apache HTTP server

Apache Tomcat
Lighttpd
Microsoft IIS

Nginx

3.0.11. Proxy-cepBepbl

HanmeHoBaHue Bepcus MpumeyaHue
Squid 3.5+

Solar WebProxy, 3.8.x

3.0.12. Apyroe

HanmeHoBaHue Bepcusa MpumevaHue

Confident Dallaslock 8.0-K

Linux Auditd

Microsoft Sysmon

4. OnepaunoOHHbIe CUCTEMbI
4.1. Microsoft Windows 7+/2008+ {#win}
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4.1.1. Hactponka UCTOYHUKA

1. Co3paHue yyeTHoM 3anucu anga cbopa cobbITui.

o Ecnu McToYHMK HaxoamuTcst B JOMEHE, TO Ha KOHTpornepe JoMeHa HeobxoanMo co3naTb
yyeTHyto 3anuck 1 fobaBuTb ee B rpynny Event Log Readers.

0 ECnu MCTOYHMK HE HaxXoOUTCHA B AOMEHE, TO HEOBXOANMO CO3AaThb JNTOKaNbHYH YYETHYHO
3annchk C aHanornyHelM Habopom npas.
[Mpouecc co3paHns y4eTHOM 3anucu npuBeadeH B pasgene CosdaHue y4yemmHou 3arnucu

Microsoft Windows.

2. Ipwv ncnonb30BaHUN MEXCETEBOIO 3KpaHa Ha y3ne, HeobXxoaMMO caenaTb NPaBuMIo ANs
BXOOSALLNX COEANHEHUN.

HacTpolika paclunpeHHoro ayauta npeactaeneHa B pasaene Hacmpolika pacliupeHHbIx

nonumuk ayouma Windows.

4.1.2. BknoveHue nucrovHuka B Nnarcgpopme Pagap {#turnwin}

Ona nugpopmauyunn! BknodeHne nctovHuka B Mnatdgopme Pagap nogpobHO npeactaBneHo B pasgene
YnpaeneHue ucmoyHukamu 8 lTnamdgpopme Padap — BkioYeHUE/8bIKIIOYEeHUE UCMOYHUKO8 U UX

CUHXPOHU3aUUs.

1. 3angute B Beb-koHconb MnaTtdopmbl Papgap, nepentn B pasgen «/CcTouHmKkn» — «YnpaBneHue
NCTOYHMKaMU».

2. Hangute B cnucke focTynHbIX NCToUHMKOB «Microsoft-Windows-Eventlog» n BknounTb ero.

3. Haxxmute Ha kHomKy «CUHXPOHU3NPOBAaTb».

4.1.3. HacTtpowka konnekropa co6bitun {#lcwin}

Onsa nugopmauuu! MNpumep KOHPUrypaunmoHHOro anrna ¢ HaCTPOWKOW JaHHOMO UCTOYHUKA

npeacTaBreH B pasaene [Ipumep KoHguaypauuoHHo20 ¢hatia noe-konnekmopa. bonee nogpobHas

MHGOpMaLMs O HAaCTPOKax ror-konnekTopa npeacTaBneHa B pasgene Pykogodcmeo no Hacmpolke

J10e-KoJ1/ieKmaopa.

1. B koHpurypaumoHHbIn cann nor-konnekropa (config.yaml) Heobxoaumo nobasuthb input
komnoHeHTa Eventlog. Mprmep HAaCTPOMKU MO YMOMYaHMI0 MOXHO HaWTV B JOKYMEHTaLuu:

Pykosodcmeo no Hacmpolike noe-konnekmopa — KomnoHeHm Eventlog.

OCHOBHbIE NapameTpbl, KOTOpble HEOOXOAUMO yKa3aTb:

channel: ['<Ha3BaHWe XypHana, KOTOPbIA HYXHO cobupaTb>']

Hanpumep:

channel: ['Security', 'System']

3anonHuTb BKNagky remote, no criegytoLemMy npuHLmuny:
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enabled: true (BkayeHue ypaneHHoro cbopa)

user: <"username B OTKPbLITOM WUAM 3awuppoBaHHOM Buae'> (MM nonb3oBaTens C
npaBaMn Ha 4YTeHWe XypHana cobbiTuin)

password: <"password B OTKpbITOM WAM 3awmbppoBaHHOM Buae'> (maponb
nosb3oBaTena)

domain: <"pomeH nonb3oBaTtena'> (ecnu mawvHa He B AomeHe - ".")
remote_servers: [<"ip-aapec yaaneHHoro y3na'">] (aapec/cnucok aapecos
cepBepoB Ana cbopa cobbiTuin)

auth_method: <"meToa aBTopu3laumm'> (BbIOPATb OAUH U3 AOCTYMHbIX METOAOB
aBTopu3aumm: Negotiate, Kerberos, NTLM)

2. lMocne HacTpoyikn KOMMNOHeHTa cbopa cobbITui (input) - HEOOXOAMMO HACTPOUTE KOMMOHEHT
oTnpasku cobbITui (output). B kayecTBe KOMNOHEHTa OTNPaBKN COBLITUI AN JAHHOTO UCTOYHMKA
npeaycMOTPEHO UCMoNb3oBaHMe oTnpaskK no npotokony TCP. MNpumep HACTPOVKM NO YMONYaHUIO
MOXHO HaTU B AOKYMeHTaLmu: Pykoeodcmeo 1o Hacmpouke /10e-konnekmopa, KomnoHeHm

omnpasku cobbimut rno npomokosy TCP.

OcCHOBHblE napamMeTpbl, KOTOPbIE Heobxoanmo yKasaTb:

target_host: <"ip aapec wnn wums yapaneHHoro y3na'> (aapec nnathopmbsl Paaap)
port: <"nopTt"> (CcTaHAAPTHbLIM MOPT ANS AAHHOIO MCTOYHMKA 1514)

3. [lanee HeobxoaMMo BKIOYMUTL KOMMNOHEHTLI cbopa (collectors) n otnpaeku (senders). Mpumep

HaCTPOWMKM MO YMOMYaHUIO MOXHO HanTu B Pyko8o0cmeo 10 Hacmpouke J102-KoieKkmopa —

BkrtoyeHue KoMrioHeHmos.

OcHOBHble napamMeTpbl, KOTOPbIE HY>KHO YKa3aTb Nnpwu BKIMKOYEHUN KOMMOHEHTOB c6opa:

collectors:

event_log:

- <<: *<"id komnoHeHTa cbopa"> (ID KoMnoHeHTa cbopa, KOTOpbLIM yKa3biBaiu Mpu
06bABNEHMM KOMMOHeHTa cbopa)

OcHOBHble napamMeTpbl, KOTOpPbIe HYXXHO yKa3aTb Npu BKIMKOYEHNN KOMMOHEHTOB OTNpPaBKK:

senders:
tcp:
- <<: *<"id komnoHeHTa oTnpaBku'> (ID KOMMNOHEHTA OTMPaBKWU, KOTOPLIA YyKa3biBaIU

npu 06bSABNEHUM KOMMOHEHTA OTI'IpaBKM)

4. MNocne 4yero HeoBXoANMO NPOM3BECTU HACTPONKY MapLLPYTMU3aLun CobbITUN.
[Mpumep HACTPONKM NO YMONYaHMIO MOXHO HanTu B Pyko8odcmeo 10 Hacmpouke fi0e-

Konnekmopa — Mapwpymu3sayusi cobbimud.

OcCHOBHblE napamMeTpbl, KOTOPbIE HY>XHO YKa3aTb npu HaCTpOVIKe MapuipyTa:
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route_1: &route_1
collector_id:

- <"id komnoHeHTa cbopa'>
sender_id:

- <"id KomMnoHeHTa oTnpaBku'">
5. lNMocne Hy>XHO BKNOYMTL MapLUpyT B pasgene routers. [Npumep BKAOYEHUS MapLupyTa:

routers:

- <<: *<Ha3BaHue MmapuwpyTa> (Hanpumep - <<: *route_1)

4.2. Co3paHue yuyetHou 3anucu Microsoft Windows.
{#create_account}

4.2.1. CozpaHue y4eTHOM 3anucum

[ns cosnaHnsa y4eTHoI 3anncy HeobXoaMMO BbINOMHUTL CreayoLne AeincTBuUs:

1. B naHenu ynpaenenust Windows oTkpbITb koHconb Computer Management (YnpasneHue
KOMMbIOTEPOM).

2. B koHCOnNM oTKpbITh pasgen:

System Tools (CnyxebHble nporpammbl) — Local Users and Groups (JlokanbHble nonb3oBaTenu
n rpynnbl) — Users (Monb3osatenu).

3. B koHTekcTHOM MeHio pasaena Users (Monb3osatenu) Beibpatsb dyHkumio New User (HoBbin
nonb3oBaTenb) A48 co3aaHnsi HOBOro Nonb3oBaTens (CM. pUCYHOK 8).

New User...
View >

Refresh
Export List...

Help

PucyHok 8 - Beibop hyHKLUMM CO30aHNSA HOBOIO NOSb30BaTESs.

4. B otkpbiBemcs okHe New User (HoBbI nonb3oBaTernb) BBECTU crieqytoline AaHHble (CM.
pucyHok 9):

o B none Name (Mms) BBECTM MMS HOBOIO NOSfb30BaTENS.

o YctaHoBUTL Naporsb B nore Password (Mapornb) u nogteepamnTh ero B none Confirm
Password (MoatesepauThb).

o [pu Heo6XOQUMOCTHY BbICTABUTb HACTPOMKM B MyHKTaX:

o User cannot change password (3anpetutb CMeHy napons nonb3oBaTenem).
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o Password never expires (Cpok A4eNACTBMS Napons HeorpaHuyeH).
5. [Anga co3gaHua nonb3oBaTtens ¢ 3agaHHbIMU NapameTpamm HaxaTb kKHornky Create (Cosgathb - cm.

pUCyHOK 9).

New User ? X
User name: siem
Full name:
Description: SIEM event reader
Password: SRssRRRIRIRIINNN
Confirm password: I I I Iy

User must change password at next logon
[[] User cannot change password
[v] Password never expires
[] Account is disabled

Help Create Close

PucyHok 9 - BBog AaHHbIX HOBOrO MOSb30BaTensi.

4.2.2. lNNpepocTaBneHne nonb3oBaTesio Npas AocTyna K
XypHany coobITumn

Ons pobaeneHns nonb3oBatens B rpynny Event Log Readers (c npaBom goctyna K >ypHanam
cobbITMIN) HEOBXOAMMO BbINOMHUTL CreayoLlme 4eNCTBUS:

1. B koHconu Computer Management (YnpasrneHne KOMMbTEPOM) OTKPbITb pasgen:

System Tools (CnyxebHble nporpammbl) — Local Users and Groups (JlokanbHble nonb3oBaTteni

n rpynnel) — Groups (Mpynnbl)

2. BbibpaTtb B cnvcke rpynny Event Log Readers (UuTtatenu xypHana cobbituin) (cM. pucyHok 10).
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N @ Performance i E-.-enl Log Readers Members of this group can read e...
& Device Manager % Guests Guests have the same access as m...
v 23 Storage * Hyper-V Administrators Members of this group have com...
3 ﬁ, Windows Server Backug % IIS_IUSRS Built-in group used by Internet Inf...
= Disk Management &E Network Configuration Operators Members in this group can have s...
> Ty Services and Applications * Performance Log Users Members of this group may sche...
3&- Performance Monitor Users Members of this group can acces...
ﬁ Power Users Power Users are included for back...
& Print Operators Members can administer printers ...
@ RDS Endpoint Servers Servers in this group run virtual m...
&% RDS Management Servers Servers in this group can perform ...
*: RDS Remote Access Servers Servers in this group enable users ...
& Remote Desktop Users Members in this group are grante...
& Remote Management Users Members of this group can acces...
aﬁ Replicator Supports file replication in a dom...
&: Storage Replica Admini ] Members of this group have com...
iﬁ Systern Managed Accounts Group Members of this group are mana...
&: Users Users are prevented from making ...
iﬁ; KLAdmins KLAdmins
&: KLOperators KLOperators
&/ SQLRUserGroupSQLEXPRESS SQLRUserGroupSQLEXPRESS
*: SQLServer20055QLBrowserUserSPGRSERVER  Members in the group have the re...
< >

PucyHok 10 - Bbi6op rpynnbl Event Log Readers ansi BKMoYeHNs y4eTHON 3anmncu.

3. OTKpbITb MPABOW KHOMKOW MbILLN KOHTEKCTHOE MeHHo rpynnbl Event Log Readers (YuTtatenu
XXypHana cobbiTuin) 1 BeibpaTe nyHKT Add To Group (Jo6asuTs B rpynny). OTkpoeTcs okHo Event
Log Readers Properties (CBoiictsa: YnTtaTtenu xypHana cobbiTuii) (CM. pucyHok 11).

4. Inst no6aBneHus nonb3oBartens B rpynmny:

o Haxatb kHomky Add ([JoGaBuTb).
o B oTkpbiBLIEMCS okHe Select Users (Bbibop: Monb3oBatenu) BbibpaTh B crivicke
nonb3oBaTens, Co3naHHOro paHee, U 406aBUTbL ero B rpynny, Haxas kHonky OK.
5. ins coxpaHeHusi BBeAeHHbIX HacTpoek B okHe Event Log Readers Properties (CsolicTBa:

YuTatenu xxypHana cobbiTuin) HaxkaTb kHonky OK (cm. pucyHok 11).



-~
X

Event Log Readers Properties

General
% Event Log Readers
Description: Members of this group can read event logs from local
machine
Members:
?,:: siem
Changes to a user’s group membership
Remove are not effective until the next time the
user logs on.

OK || Cancel || Aoply |  Hep

PucyHok 11 - lo6asneHue nonb3oBatens B rpynny Event Log Readers.

BHeceHHble N3MeHeHNs! BCTynawT B nencreme npu cnegywuiem Bxoge HoOBOro nosib3oBaTtesna B

cuctemy.

4.3. HacTtpomnka pacluMpeHHbIX NONIUTUK ayauTa
Windows {#audit}

[nsi HACTPOWIKM MOMNUTMK ayanTa Ha KOHTpOrfepax AoOMeHa UCMOMb3yHTCsA rPynnoBble MOMMTUKK
[lOMeHa, KOTopble He0BX0AMMO CKOH(UIYPUPOBaTL B COOTBETCTBUW C NPEACTABNEHHOW UHCTPYKLMEN:

B rpynnoBoi nonuTuke, NPUMEHSIEMON ANt KOHTPOIEPOB AOMEHA, HEOOXOAMMO BKITHOUUTbL MOMUTUKY
MCMomnb30BaHWs pacLUMpeHHON koHdurypaumm nonutukn ayauta «Audit: Force audit policy
subcategory settings (Windows Vista or later) (AyauT: npyHyauTensHo nepeonpeaensieT napaMmeTpbl
KaTeropuu nonuTukM ayauTa napamerpamu nogkateropum nonutukm ayguta (Windows Visa unm

cnegyoLume Bepcun))s.
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[JaHHyto nonnTmKy Heobxoaumo BktouMTb B pasgene «Computer Configuration (Kondurypaums
komnbtoTepa)» — «Windows Settings (KoHdurypauus Windows)» — «Security Settings (Mapametpsl
6e3onacHocTn)» — «Local Policies (JlokanbHble nonuTukm)» — «Security Options (MapameTpsl
©6e3onacHocTn)» (CM. pucyHok 12).
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PucyHok 12 - [obasneHune Audit: Force audit policy subcategory settings

[ns akTmBauumn ayguta ons KOHTPonnepoB AOMeHa HeoBXoarMO HACTPOUTL FPYNMOBYO NOMUTUKY,
KOTOpas pacnpocTpaHsaeTcs Ha KoHTelrHep cogepxatumi DC (KoHTponnepbl AOMeHa), B COOTBETCTBUM C
Tabnuuen 1. (cMm. pucyHok 13).

B Pepaxtop ynpasnenns rpynnossimm nomrikanun

oaitn  fleiictene  Bun  Cnpasxa

9| 2ml= [ e

L5/ Momvmia Default Domain Policy [WIN-R2166 SUFDPE.PFR.RU]
5 5 Kondwrypawsn KounsioTepa
B ] Nomman
B[] Kordwrypause nporpass:
B ] Kordwrypawses Windows

Fm | Cobbimus ayanra |
AYAMT NDOSEDRI Y<ETrHs0! ABHHBIX He HacTpoesa
5 AyamT Cryxel NDOSEDKH NOAMMHHOCTH Kerberos He HacTpoeto
| AyauT onepawssi ¢ Biunear crywbiol Kerberos He HACTpOEHD
4 AyauT npyrix cofermiai BXDA YHETHBIX 3anceil He HacTpoeno

® ] Nommia paspewerss nnen
2] Curiapyst (sanyox/saseouerae)
8 3; MapaneTpe: Gesonacsocmn
Bl MonuTiec y4eTHaix Sanicei
2§ Noxansisie nomariea
B Nommaca aynima
kS i Hazxauersie Npas none3osaTens
& [J Naparetpe: Gesonacwocti
B Hyoean cofemal
B (g Tpynns!  orpammenron A0CTyron
B [ Cucrersse cnysbol
B (g Peectp
= ,_a NonTva NposaaHoi ceth (TIEEE 302.3)
& [ Bpanarayzp Windows B pewosse nossiwertiol Besonacor
-] MOAMTIN ANCNETHEDS TWKa CETeR
@ faf Nomsmsar Gecnposoanedt cew (TEEE §02.11)
B ] NOAMTHKM OTKPBITOrD KIOSa
] Nommiecs Orpaanessoro 1anoNs308a-64A NPOTPaMM
B (] 3awmva goctyna K cetn
B ] Momamiacs yIDaBnesen NDUNONEHAM!
& & Nommean [P-besonacsocty wa “Cya katanoros Actvy
B ] Kon@urypawsen pacuvpersioi NOMTIEM YauTa
=8 Monmau ayaura

CBORCTBA: AYANT NPOBEPKN YHETHBI FANNLD

|

B

_% Ay QAT NDOBEDKH JHETHBIX SAHHLI

¥ HacTpowms cremyoume cofibmn aymiTa:
¥ Venex
¥ Omas

:_: [ Ayawt gocTyna K rofansHem ofbextan
B JlQoSnamrwmw

Omvena

o1

Mpiaaerume.

(ADMY b2

7] Kowdwrypacses Windows
& (54 MapaneTpe! NBHEAH YRpasneHis
Kordwar ypaws nonsosatens

|

PucyHok 13 - AameHeHne nonuTuk ayguTta.



Tabnuua 1 -- Monutukm ayguta OC Windows 2008/2012

Tun
Monutuka ayauTa .

coObITUN
AyauT NpoBepKM yYeTHbIX AaHHbIX (Account Logon—Audit Credential Yenex un
Validation) OTkas
AyauT cnyx6bl npoBepku nognuHHocTn Kerberos (Account Logon—Audit Yenex un
Kerberos Authentication Service) OTKkas
AyauT onepaumii ¢ bunetamu cnyx6bbl Kerberos (Account Logon—Audit Yenex n
Kerberos Service Ticket Operations) OTkas

AyauT opyrux cobbiTuii BXxofa yyeTHblx 3anucein (Account Logon—Audit Other Yecnex n

Account Logon Events) OTkas
AyauT ynpaeneHusi rpynnamu npunoxeHni(Account Management—Audit Yenex n
Application Group Management) Otka3s
AyouT ynpaeneHust y4eTHbIMI 3anmcamm KoMnbioTepoB (Account Ycnex n
Management—Audit Computer Account Management) Otkas
AyouT ynpasneHus rpynnamuv pacnpocTtpaHeHus (Account Ycnex u
Management—Audit Distribution Group Management) OTkas
AyanT gpyrmx cobbiTuUi ynpaeneHns y4eTHbiMu 3anmcamm (Account Ycnex u
Management—Audit Other Account Management Events) OTkas
AyauT ynpasneHus rpynnamu 6esonacHoctv (Account Management—Audit Ycnex v
Security Group Management) OTkas
AyauT ynpasneHus y4eTHbIMK 3anucsimm (Account Management—Audit User Ycnex v
Account Management) OTkas
. . , - He
AyaunT aktBHocTn DPAPI(Detailed Tracking—Audit DPAPI Activity)
dukcupyroTca

. . . . Ycnex n

AyauT co3paHnus npoueccos (Detailed Tracking—Audit Process Creation) o
TKa3
Ayout 3aBepLueHus npoueccos (Detailed Tracking—Audit Process Ycnex u
Termination) OTkas
. . . ) He
AyaunTt cobbiTuin RPC (Detailed Tracking—Audit RPC Events)
dukcupyroTca

AyauT noapobHom pennuvkaumm cryxbbl katanoros (DS Access—Audit Detailed He

Directory Service Replication) dumkcupytoTes
Ayout poctyna k cnyx6e karanoros (DS Access—Audit Directory Service Ycnex u
Access) OTtkas

AyauT nameHeHusi cnyx6bl katanoros (DS Access—Audit Directory Service Ycnex n

Changes) OTkas



Monutuka ayauta

AyouT pennukaumm cnyx6bl katanoros (DS Access—Audit Directory Service
Replication)

AyamT 6nokmpoBkmM yyeTHbIx 3anucen (Logon/Logoff—Audit Account Lockout)

AyauT paclumpeHHoro pexuma IPsec (Logon/Logoff—Audit IPsec Extended
Mode)

AyaunT ocHoBHoro pexuma IPsec (Logon/Logoff—Audit IPsec Main Mode)

Ayout BeicTporo pexuma IPsec (Logon/Logoff—Audit IPsec Quick Mode)

AyauT BbIxogda u3 cuctemsl (Logon/Logoff—Audit Logoff)

AyaouT Bxoga B cuctemy (Logon/Logoff—Audit Logon)

AyaouT cepepa nonutuku cet (Logon/Logoff—Audit Network Policy Server)

AyauT gpyrux cobbituii Bxoga/seixoaa (Logon/Logoff—Audit Other
Logon/Logoff Events)

AyauT cneunanbHoro Bxoaa (Logon/Logoff—Audit Special Logon)

AyouT cobbITui, co3gaBaeMbix npunoxeHnamu(Object Access— Audit
Application Generated)

AyauT cBefieHuin 06 obLuem annosom pecypce (Object Access— Audit
Detailed File Share)

Ayaut obuero dpannosoro pecypca (Object Access— Audit File Share)

AyouT chbannoson cuctembl (Object Access— Audit File System)

AyauT nogknodenust punsrpaumm (Object Access— Audit Filtering Platform
Connection)

AyauT oTbpacbiBaHusi nakeToB dunstpaumm (Object Access— Audit Filtering
Platform Packet Drop)

AyauT paboTtbl ¢ auckpuntopamu(Object Access— Audit Handle
Manipulation)

AyaounT obbekToB sigpa (Object Access— Audit Kernel Object)

Tun

cobbITUN

He
dukcupyroTca

Ycnex u
OTkas

He
dukcupyroTca

He
dukcupyrotca

He
dukcupyroTca

Ycnex

Ycnex un
OTkas

He
dukcupyroTca

Ycnex u
OTkas

Ycnex n
OTkas

He
dukcupyroTca

He
dukcupyrotca

Yecnex n
OTkas

Yecnex n
OTkas

He
dukcupyrotcs

He
dmkempyroTcs

He
dumkempyroTcs

He
dmkenpyroTcs



Monutuka ayauta

AyouT opyrux cobbituii goctyna k oovektam(Object Access— Audit Other
Object Access Events)

AyaouT peectpa (Object Access — Audit Registry)

AyouT grcneTtyepa yveTHbIx 3anvcen 6esonacHocTn (Object Access — Audit
SAM)

AyauT nameHeHusi nonutukmn ayauta (Policy Change— Audit Policy Change)

AyauT U3MEHEHUsI MONUTUKK NpoBepkn nognuHHocTy (Policy Change—Audit
Audit Authorization Policy Change)

AyauT naMeHeHust nonutukn asTopmsauum (Policy Change—Audit
Authorization Policy Change)

AyouT nameHenus nonutuku dounetpauum (Policy Change—Audit Filtering
Platform Policy Change)

AyauT U3MEHEHUst MONUTUKKM Ha ypoBHe npasun MPSSVC (Policy
Change—Audit MPSSVC Rule-Level Policy Change)

AyauT opyrux cobbituii usmeHenns nonutukn (Policy Change—Audit Other
Policy Change Events)

AyauT 1Cronb3oBaHWs NPUBUMErUIA, 3aTparvBatoLLmMx KOHUAEeHUManbHble
AaHHble (Privilege Use—Audit Sensitive Privilege Use)

AyauT 1CMorb30BaHWs NPUBUMETUI, HE 3aTparnBatoLLMX KOHUAEHUManbHble
AaHHble (Privilege Use—Audit Non-Sensitive Privilege Use)

AyaouT gpainsepa IPsec (System—Audit IPsec Driver)

AyauT opyrux cucteMHbix cobbiTuin (System—Audit Other System Events)

AyauT nameHeHusi coctosiHust 6esonacHoctu (System—Audit Security State
Change)

AyauT paclumperus cucteMbl 6esonacHoctu (System—Audit Security System

Extension)

AyauT LenocTHocTn cuctembl (System—Audit System Integrity)

Tun

cobbITUN
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4.4. Microsoft Windows Event Forwardig (WEC)

{#wec}
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4.4.1. Hactponka WEC BHe oomeHa

4.4.1.1. Hactponka nepecbisikn CO6bITUN, MUHULMNPOBAHHON COOPLLNKOM

Mepepn HacTporikon HeobxoaMMO:

® paspelnTb Mexay MCTOYHMKOM 1 COOopLLMKOM ceTeBoe B3aunmoagenctame no noptam 5985/TCP un
5986/TCP;

® Ha ucTovHuke fobasuTb «Network Service» 1 ncnonb3yemoro nons3oBatens B «Local Computer
Policy/Computer Configuration/Windows Settings/Security Settings/Local Policy/User Rights
Assignment/Manage auditing and security log»;

"=

Manage auditing and security log Properties X
Local Secunty Setting Explain

} Manage audting and security log
= o

Administrators
NETWORK SERVICE
WIN-2CSJOOGASUP\reader

Add User or Group... Remove
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® BbIKIOYUTb Ha UCTOUHVKKE 1 cHopLymke npoBepky noanuHHocT NTLM B «Local Computer
Policy/Computer Configuration/Windows Settings/Security Settings/Local Policy/Security
Option»(onunoHarbHo);

® Ha UCTOYHMKe Ao6aBuTb «Network Service» n ucnonb3yemoro nonb3osatens B rpynny «Event Log
Readers»;

® yCTaHOBUTb NocrnegHue oOHOBMEHUS AN ONepaLMOHHON CUCTEMbI U Nepe3arpysunTb (MCNpaBnsoT
n3BecTHble npobnemsbl ¢ WinRM u .Net).


af://n803
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4.4.1.1.1. HacTpoika UCTOYHMKA COOLITUN

1. OTKPbITb KOMaHAHYH CTPOKY C NpaBaMu agMUHUCTPaToOpa CUCTEMbI U B HEW NOCNefoBaTeNbHO

BbINONMHNTbL criegyouine KoMmaHabl:

winrm gqc -q
wecutil qc /q

winrm set winrm/config/client @{TrustedHosts='

"ip_aapec_cbopumka"}

2. Cospgatb y4eTHyI0 3anucb 1 4obaBuTb ee B rpynny «YutaTenu xxypHana coObITUin».

4.4.1.1.2. Hactpoika c6opLimka coobIiTUM

1. OTKpbITb KOMaHAHYH CTPOKY C NpaBamMy agMMHUCTPaTOpa CUCTEMEI U B HEN NOCIe[oBaTenbHO

BbINONMHUTL criegytouime KoMmaHabl:

winrm gqc -q
wecutil gc /q

winrm set winrm/config/client @{TrustedHosts="1ip_aapec_ncrtouHmnka"}

2. 3ainTtn B «[pocMoTp cOOLITUIM» 1 CO3AaThb NOAMMUCKY:

o HaxaTtb npaBow KHOMKOWM Mo NyHKTY «[Moanucku» n BoibpaTb «Co3gaTe NOANUCKY».

@] Npocmorp cobemmit
©aiin  [eiicrene By Cnpasca
I

v Hactpansaenmie npeacTasnesmn
v g Kyprans Windows
[s] Npwnomenme
[s] Besonacwocrs
[ ] Yeramoexa
5] Cucressa
[ ] Neperanpasnermsie cobemus
T Kyprane: npunoocesni u crywt
Gl Moanmnexn
OTepeiTe COXparenHBIi XypHan...

Cosaats mac npeac

HMnopT HACTPAMEAEMOrD NPEACTARNEHIA
Cozaate nognucxy...

Bug »
O6nosums

Cnpasxa »
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- B OTKpbIBWEMCA OKHe BBeCTU UMA NOANUCKWU, Bbl6paTb

[T Cocromnwe Tun Wexoamue | | Moannexn

= Omepeims coxpanenmbiil xypran...
¥ Cosaams nacTpansaemoe NpeacTasnenme. .
Wnnopr nacTpansaemorc npeactasnenma
Cosgams nognmcxy...
Bia
G Obuosnte
n Cnpasxa

KOHEYHbI XypHan ana noay4dyaembiX

COBbITUIA U TUM NOAMUCKU «UHULMMPOBAHO COOPWMKOM» U HaxaTb «BblbpaTb KOMMbOTEPbI» .
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CBolcTEE NOANWCKN

Mma nognuckm: ||

OnucaHue

KoHe4Hsli #ypHan: Mepenanpaenedybie cobbmna

Tun NoANKMCEK W MCXOAHBIE KOMNBHITEDRI

®) VHuynnposato cBoplapmkom Buibpate KoMNBHOTEREL.,

IroT KOMMNBHOTED CEAZSBIEAETCA € MCHOAHEIMK KOMNBHOTEDAMK M NPEA0CTABNAET NOANNCKY.

() MHMLMMPOBAHO MCKXOAHBIN KOMMBHOTEPOM

MCXI:I,CI,HbIE KOMNOBHTEREI B Eblﬁ'pEHHblx rpgynnax gosHbl BeITe HACTROEHBI C NOMOLLBHD NOAWTHEN KK
NOKANBHOW KDHEIJMF_',TF]ELI,MH Ha YCTAHOBANEHWE CBA3K C JAaHHBIM KOMOBHOTEROM W NOAYHEHWE NOINNCEN,

CoBupaemble coBeiTua: <GUNETP HE HACTPOEH> Beibpate cobeimus...

¥yeTHan 3anuce NoNE30EATENA I:".'I,IZIJ'IXHE WMETE 40CTYN 4NA HTEHWA K H[DHANamM MCI'EI'-IHMKE:I:

¥ueTHan zannce EOMMOBHOTERS

ameHeHne }"HETHEIﬁ FANUCH KK HEFI'FIDﬁKE A0NONHWTENBHBIX N3QaMETDOE ,ﬂ,DI'IOJ'IHHTEﬂbHO...
OTmena
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- HaxaTb «/l06aBUTb [JOMEHHbII KOMMbIOTEP» .
>

-4 KomnemoTepel

Komnetotepe (0):

ma JoBaenTe JOMEHHEBIA KOMMBHITER...

QK OTreHa

PucyHok 17

- BBeCcTn IP-aapec uanm DNS-MMA UCTOYHMKA U HaXaTb «OK».



BriBop: "KomneroTep” >

Brifepute an ofbexTa:

| "KorneoTep” | Tunbl o6 beKToB. ..

B cnemyiouiem mecTe:
[WORKGROUP || Pasmewerme..

Beemate wmera Brifvpastsi: 00 beKTOE (NpUMEeDbI):
15216815020 NpoBEpWUTE WMEHa

HononHuTensHo. . oK Omaexa
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- HaxaTb «BblbpaTb CO6LITUA», HACTPOUTb GUABLTP ANS 3anpoca HeobXxoAMMbIX COBbLITUA ”
HaxXaTb «OK».

TneTp 3anpoca >
DuneTp XML
Aara: NioBoe Bpems e

¥posere cobeimua: Kputnueckoe Mpegynpexaetne [ | MNogpoBroct

Chunbra CeegeHunsA

@ Mo xyprany HypHanel cobemui: II'Ipunn:aKEHue,Ean:nnamarrb,Cu <

() Mo wnctournky  MeTounnku coBeimuii: I

BintoueHmne nnn nonodeHne kogoe cobemri, Beegute kogel coBRITUA MAK guanasoHel
KO40E, Pasdenan ux 3anateinin, Jna WCKAHYeHWA yCNoBWA BEEANTE IHAK MUHYC. Hanpumep:
1,3,5-99,-76

<Bre Kogel coBbITUA>

Kateropua sagaqwm: -
Knroueebie cnoea: =
MonesceaTens: |<Bce MoAb30EATENN> |
Komneroteps: |< Bce koMmnbroTEpEI> |
CuncTiTe
Orwenn
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- HaxaTb «JOMNOJIHNTENbHO» U BH6paTb «OﬂpeAEHEHHHﬁ NnoJib30BaTeNib», OCTAJibHble
napaMmeTpbl OCTABUTb MO YMOJYaAHUIO.



ﬂ,DI‘IDJ’IHMTEﬂbeIE napamMeTpel NOANUCKA

Y¥ueTHaA 3annce NoONE3CEATENR:

BriGpaHHBIe yYETHEIE 3aNWMCK 40HBEI MMETE ACCTYN ANA HTEHWA K NPOTOKCAEM NCTOYHKMKS
() YueTHan 3annck KOMABIOTERE
(@) OnpeaensHHbIi NoABI0EATENE

SRV-DEMO-1Yreader MonezoBaTens W Napoab..

ONTHMU3ALKMA 40CTABKK COBRITHA:

(® OBkiuHan

O YmeHeLwEHHEA NpomyckHIA cnocoBHoCTE

() ¥meHbLUIEHHAR 33aepKKa

MpoTokon: HTTR e MopT: 5085

O
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- HaxaTb «[lonb30BaTe/ib U Maposib», BHECTU y4yeTHble AAaHHbleé Nosb30BaTensd, CO34AaHHOMO
Ha cepBepe-UCToYHUKe CO6bITMﬁ, N 3aTeM COXPaHUTb WU3MeHeHUA.

3. MNocne co3gaHusa nognucKkn NPOBEPUTL €€ CTaTyC, HaXKaB Mo Hel NpPaBoK KHOMKOW 1 BbIOpaB
«COCTOSIHVE BbIMONTHEHUS».

-4 CocToanue BeinonHenna nognuckn - Test-Cl b

CocToAHKe NoaMnACKR:

AKTMEHBIA - : HET 40NCAHWTENEHOMD COCTOAHWMA,
Wexoatele komnetoTeper seera 1, 1 AkTHBEHAA
CocToaHwe KomnetoTep OTenounTE
@ Axrveneii  192.168.150.20
[192.168.150.20] - AKTMBHBIA - : HET J0NOAHWTENBHOMD COCTOAHKMA,
JaKpeITe
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4. MpoBepuTb NOCTYMNMNEHNE COObITUN B YKa3aHHLIN B NOAMMUCKE >XypHar.




4.4.1.2. HacTtponKa nepecbIfiKu COObITUA, UHULMUPOBAHHON UCTOYHUKOM

Mepen HacTpoliko HeobxoaMMo paspeLllnTb Ha dhariepBorie coopLUMKa ceTeBoe B3aumMmoaencTemne no
nopty 5986/tcp.
Takke He0OXOAMMO BbIMYCTUTb U YCTAHOBUTL CePTUMKATLI MPOBEPKN MOASIMHHOCTU KITMEHTA U

cepBepa B COOTBETCTBUKM CO clefyrwmnmMmmn TpeﬁOBaHVIFIMVI:

e cepTuduKaT NPOBEPKU NOAMNHHOCTM cepBepa AOMKeEH ObiTb YCTAHOBMEH Ha KOMMNbIOTEPEe
c6opLyMKa COBbITUIA B NIMYHOM XpaHWUIULLE NIOKanbHOTO KOMMbIOTEPA, CyObeKT 3Toro ceptudukara

[OOIMKEH COOTBETCTBOBATL MOTHOMY JOMEHHOMY MMEHM COOpLLMKA;

e cepTuduKaT NPOBEPKM NOANUHHOCTY KNMEHTa AOMKEH ObiTb YCTAHOBIIEH HA KOMMbIOTEPAX
WCTOYHMKA COBLITUI B NIMYHOM XpaHUMULLE FOKarbHOIO KOMMbOTEPA, CyObEKT 3TOro

CemechKaTa OOIMKeH COOTBETCTBOBATL NOJIHOMY JOMEHHOMY UMEHUN NCTOYHUKA,;

e cepTuduKaT yaoCTOBEPSIOLLErO LeHTpa A0MKeH ObITb YCTAHOBIEH Ha BCEX KOMMbIOTEPaX B
«[loBepEeHHbIe KOPHEBbIE LIEHTPbI CEPTUMDMUKALIMM»; €CN CepPTUMUKAT KITMEHTA BbldaH LIEHTPOM
cepTuduKkaunm, OTIMYHBIM OT OOQHOTO 13 COOPLLMKOB COBLITUIA, 3TN KOPHEBBLIE U MPOMEXKYTOUHbIE
cepTudmKaTbl Takke AOMKHbI ObITb YCTAHOBIEHbI HA COOPLUMKE CODLITUIA;

® MpoBepUTb Y cepTudukaTa NPOBEPKM NMOAMMHHOCTY KINMeHTa Hanmune paspeLleHns Ha YteHme
nns nonb3oBatens NETWORK SERVICE:

KOHCO/Ib YMpaB/ieHnss cepTuhmnkaTamm\npaBon KHOMKOW Mo cepTudukaTy\ynpasneHue

3aKPpbITbIMKA KJ1HOYaMU

® ecnu cepTudMKaT KIMeHTa Obif BblAaH MPOMEXYTOUHbIM LIEHTPOM CepTudmKaumnm, a cOopLLmK
pabotaet Windows 2012 unu 6onee nosgHen Bepcum, HEOGXOAUMO HACTPOUTL CIeayHLLMiA
pasgen peecrpa:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Schannel\
ClientAuthTrustMode (DWORD) = 2

[MpoBepUTL COCTOSAAHME OT3bIBa CEPTUPUKATOB MOXKHO Criegytowmum obpasom:
certutil -verify -urlfetch <nyTb mo tdamna ceptudukaTa>
4.4.1.2.1. HacTpoWka UCTOYHMKA COOLITUN

1. OTKpbITb KOMaHAHYIO CTPOKY C NpaBamMy agMUHUCTPATOpPa CUCTEMbI U B HEW BbIMOMHUTb
crneyoLLyro KomaHay:
winrm qc —-q

2. OTKpbITb peAakTop fokanbHOW rpynnoBon nonutuky (gpedit.msc) u nepentun B pasgen: MNonutuka
nokarnbHoro komrnbtoTepa\KoHdurypaums komnototepa\AgMUHUCTpaTUBHBIE WabnoHb\Windows
KomnoHeHTbI\lNepeckinika cobbIThiA.
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=] Pegaxtap nokansHoii rpynnosoii noauTku

®aiin  feicrane  Bug  Cnpseka

e | @R EH®E T

Monuritka " NokansHelii komnskotep" | ——
v {8 Konhurypauua komnssotepa
= Kowdurypauma nporpan
= Kondurypauma Windows
v [ AgunHnctpaTisbie Wwabnok:
v [ Komnonents! Windows

H1o6Bl NPOCMOTPET ONHCAHUE Cocroanne Cocroanne Kommentapuii

3NEMENTS, BRIACANTE Ero. HacTpouTs Hcnois308aHMe pecypcos cepsepa nepecsiki Binouena Her

HacTpowTe KOHEYHBI AMCNETYED NOANMCKI Brntouena Her

Exploit Guard & Jawwmrike Windows
Intemet Explorer

MDM

Netheeting

OneDrive

e B

RSS-kamans!

SmartScreen 3awprhiks Windows
Windows Hello gnn Gusreca
Windows Ink Workspace

Windows Messenger

Windows PowerShell

Ananwz crabunsnocrn Windows
AnTusupycHas nporpamma "SawmtHine W
Besonacocts Windows

Buomerpua

Bsoa Tekcra

Beerue xyprana cobermuii
BupTyanusauns cpeAcTs BsanmopeiicTena
BcTpoenan cnpaska

Tamkersi paBiosero crona
Tonocosbie dyrkumm

Jncnervep okon paBiodero crona
NloasnTs komnonenTst 8 Windows 10
Jomawksa rpynna

3anyck NPK NEPSOM BKNKHEHIN KOMNED
3aykosanucs

Wctopua daiincs

Kanenaaps Windows

Kamepa

Kapral

KoHguaeHunansHocTe npunoxenua
Marazun

Haiitn

OBmen cooblyeHmann

OnmumizaLma aocTaskn

Oruersl 06 owwmbkax Windows
Mapamerpei exoas Windows
Mapamerpei 3asepiuenin pabote!
Mapamerpe npeaenTaumm
Meperiockan onepaupontia cicrema

|67 - - - - - - - N - - - - - - - - . . O O 6 6 6 6 6 O 6 O

Mepeceinka cobeimuii
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3. OTKpbITb ANEMEHT «HacTponTb KOHEYHbIV ANCNETYEP NOAMUCKM», BKIOYNUTL €r0 N HaXaTb KHOMKY
«[lNokasatb».



A HactpouTe KoHEYHEIR ANCMETUED NOANKMCKA O ot

E} HacTpouTe KoHEYHE A AWCNIETHER NOANMMCKK
Mpeawpaywmi NnapameTp

() He zaaamo KonmenTapui:
(® BratoueHo

() Crentouero

TpeBosanus k Bepeun: He Hiuzke Windows Vista

MapameTpei: Cnpaexa:

3TOT NapamMeTp NoAWTHEN NO3BCAAET HACTPOWTE 34pEC CEpBEDA,
MHTEpEAN 0BHOBNEHNA W LEEHTP, EbIAZFOLLMA CepTUgUKaAT ana
KOHEYHOIC AWCTETHERA MOANMCKH,

SubscriptionManagers | Mokasate...

Ecnan 3ToT napameTp NoAMTHEM BEAKIYEH, MCXOAHBIR KOMMNBHOTERD
MOXHO HACTPOWTE Ha NOAKAKIYEHHE K ONPELENEHHOMY
NCAHOMY ACMEHHOMY WMeHN nnn IP-agpecy Ana sanpoca
CEBEAEHWIA O NOANNCKE,

Mpwu ncnonssosadum npotokena HTTPS npumenserca
CNESYHOLLMA CUHTAKCKMC:

Server=https.//<nonnoe gomerHoe nma

chopwmeas 5886 wsman/SubscriptionManager/WEC, Refresh= <
WHTEpERN 0BHOBNEHNA B ceryHpaxs |ssuerCA=<oTnedaTtor
cepTUdKMKaTa NPOBERKN NOANUHHOCTI KAnedTa>. [pn
vcnonezoeanun npotokona HTTP ykaseieaerca nopt 3983,

Ecnu 3ToT napameTp oTKAKIYEH WKW HE HACTPOEH, KOMMBHITED
cBbopwpka coBeITU HE YKA3EIEAETCA,

o | [Comen ]
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4. B OTKpbIBLLEMCS OKHE BBECTM CrNeAyoLMi napameTp n HaxaTb «OK»:

Server=https://<FQDN
cbopumka>:5986/wsman/SubscriptionManager/wWEC,Refresh=60,IssuerCA=<0Tne4yaTokK

ceptupukata CA>

5. B OTKpbITON KOMaHAHOWM CTPOKe C MpaBaMy agMUHUCTPATOpa CUCTEMbI BbINOSHUTE CIeaYyHoLLYHO
KomaHay:

gpupdate /force
4.4.1.2.2. HacTtpoika coopLymka coobITUn

1. OTKpPbITb KOMaHAHYH CTPOKY C NpaBaMu agMUHUCTPaTopa CUCTEMbI U B HEW NOCNefoBaTeNbHO
BbIMOMHUTL CrieaytoLne KoMaHabl:

winrm gc -q
wecutil qc /q
winrm set winrm/config/service/auth @{Certificate="true”}

2. BBecTu ykazaHHyto HuxXe KoMaHay 1 NnpoBepuTb, 4To napametpy «AllowUnencrypted» B
pasgenax «Service» u «Client» npuceoeHo 3HayeHue «falsex:

winrm get winrm/config


af://n902

Ecnn NMPUCBOEHO 3HaYeHune «true», To BBECTU crieayoLlme KomaHabl:

winrm set winrm/config/service @{ATlowUnencrypted="false"}
winrm set winrm/config/client @{AllowUnencrypted="false"}

. MpoBepuTb HacTpowiku npocnywmnsatens WinRM:
winrm e winrm/config/1istener

Ecnu B BbiBoge koMaHabl «Transport=HTTP» n «Port=5985», To Heo6Xx0aMMO BbINOMHUTb
nepekntodeHne Ha HTTPS n 5986.

. BoinonHutb nepekntoyeHne npocnywmsatens WinRM Ha HTTPS, BBeas nocnegoBaTensHO
crnepfyloLime KoMaHabl:

winrm delete winrm/config/Listener?Address=*+Transport=HTTP

winrm create winrm/config/Listener?Address=*+Transport=HTTPS @{Hostname="
<FQDN cbopumka>"; CertificateThumbprint="<0Tneuyatok cepTudMkaTa nNPOBEPKMU
noA/IMHHOCTM cepBepa>"}

. Co3pgatb nokanbHOro nonb3osatens n 4obaesuTb ero B NOKalbHYO rpynny agMMHUCTPATOpPOB.

. Co3paTb conocTaBrieHne cepTudmkaTa, KOTopbIi MPUCYTCTBYET B JOBEPEHHbIX KOPHEBbLIX LIEHTPax
cepTudmMKaLmm KOMMbOTEPa UK MPOMEXYTOYHbIX LIEHTPaxX cepTudmKkaLmm, ¢ cCos3gaHHbIM paHee

nornb3oBarternem:

winrm create winrm/config/service/certmapping?Issuer=<0Tne4yaTok cepTupmkaTa
CA>+Subject=*+URI=* @{UserName="<username>";Password="<password>"}

. npOBepVITb npocnywwmuearernb U ConocTaBlieHne CepTI/ICbI/IKaTOB MOXHO criegyLwnmyn KomaHaamu:

o C knueHTa:

winrm get winrm/config -r:https://<NonHoe_nmsa_cbopumka>:5986 -
a:certificate -certificate:”<0TneyaTok cepTudmkaTa NPoOBEPKU MOAJMHHOCTMU
KnneHTa>"

o C cepsepa:

winrm enum winrm/config/service/certmapping

8. 3ainTtn B «[MpocMoTp coObITUI» 1 CO3AaTb NOAMMUCKY:

o HaxaTtb npaBow KHOMKOWM Mo NyHKTY «lMoanucku» n BeibpaTb «Co3gaTte NOANUCKY».



@] Npocmorp cobummin
Dain  [Jeicrene Bug
| nm @m
B Npocmotp cobermmii (Noxanseeii)
v Hactpausaenmie npeacTasnesis
v L Xyprane Windows
5] Npmnomenme
5] besonacwocrs
[ ] Yeramomxa
[s] Cucressa
[ ] Nepexanpaenestsie cobemma
£ Kyprans npancocennii n cryxt
.4 Nogrmckn

Cnpaeia

Cozaarte mac

W Cocroamme Tun

OTipeite CoXpanerpiil xypHan...

Coxaate nognwcxy...
Bua
O6rosute

Cnpaexa
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- B OTKpbiBWEMCA OKHe BBeCTU UMA NOAMNUCKWU, Bbl6paTb KOHEYHbI XypHan Aana noay4daembiX

npeact

VIMNOPT HACTPAMEAEMOrD NPEACTABNEHIA

Wicxogree

Aencrann
Moanucen

& Omxpeims coxpanesmbnil xypan...

¥ Cosaams HacTpanEaemOe NPEACTABARHME. .
MIMNOPT HACTPEHESEMOrD NPEACTARNEHNA
Co3aame nognmcxy...
Bua

0 Ofuosnte

ﬂ Cnpasxa

Cob6LITUI M TuUN NnoANMUCKU «AHUUMMPOBAHO MCXOAHbIM KOMMNbHTEPOM» U HAXATb <<Bbl6paTb

rpynnbl KOMMbIOTEPOB> .

__2 Ceoictea nognuckw - Test-5]

ra nognucem:

OnncaHne:

KoHeuHeIA #ypHan:

[res i

MepenanpasnedHele cobemuA

Tun NognKUckKd U NCHoAHBIE KOMNBHOTEDRI

MHuumMmpoeaHo cBopLnMKom

BelBpaTte KOMOBITEPEL...

IroT KOMAOBHTED CEASLIBEAETCA C MCXOAHBIMK KOMNOBHITEDAMK M NPEACCTIENAET NOANMCKY.

(®) MHWLMUPOBAHO MCXOAHBIM KOMMBHOTEPOM

BriBpate rpynnel KOMMBHOTEPOE. ..

MG{D,D,H blE KOMNBHITEDEI B E-I:IIGFI'EHHI:III rpynnax 4onxHel BEITh HACTPOEHBI C NOMOLWBHY NOANTHEN LKW
NOKANBHOW KOH{I)MI'!,’F}ELI,MH Ha3 YCTAHOBAEHWE CEA3N C AaHHBIM KOMMNBHOTEZOM W NOAYHEHWE NOANKMCKK.

CoBupaemele coBeitua:

Hacrpoiika gononHUTeNBHBIX NapaMETPOE:
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- Haxatb <<ﬂ,06aBI/ITb He J0MEHHbIN KOMMbHOTEP» .

BriBpaTte cobbITUA...

JononHWTENBHOD...

(o] 4 CtmeHa




:_-'1 [pynnel KoMNEOTEROR

Komnetotepe (0):

[ra

BrnwodeHn

JoBaenTe 40MEHHBIA KOMMBHITED..

JoBaBnTe HE AOMEHHEIR KOMMEHITER. .

BeifepuTe yeHTpel cepTHgUKaLMK, MCNOAEIYEMEIE LA NPOBEPKN NOATUHHOCTH

KOMNBHITEROE, HE BXOJALLNY B JOMEH:

Koy ebigan Kem ebigan Cpok gefcTen [JoBaenTe cepTdMKaTEL.,
Yaanute cepTudmkaTsl
< >
oK Ornaena
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- B OTKpbIBWIEMCS OKHe BBECTU WUMA MCTOYHMKA COOBLITUA M HaxaTb «OK».
He gomenHblid komneroTep po

Beeaute DMS-umeHa cgHOro MAW HECKONBKWY KOMMBHITEROE, HE

EXOAALLMX B AomMeH. MOXHO MCNoNE30EATE NOACTAHOBOYHBIE 3HAKH,
Hanpumep, "*.mydomain.com”.

BeecTti umeHa KOMOBHITEQROE:
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- HaxaTb «[06aBUTb CepTUPUKATbI».

CTrena



L4 Tpynnel KoMABKTERDE W

Komnetoteps (1):

[SI:! Binrovern JoBaenTe AOMEHHEIR KOMMBMITER. .
srv-demo-ksc BrnroueH -
JoBaBnTe HE JOMEHHEI KOMIEIOTER. .

Yaanute

WeckniouuTe

BrifepuTe LeHTpel cepTgMKALNK, MCNOABIYEMBIE 408 NPOBEPKN NOATMHHOCTH
KOMMEBHOTEPOE, HE BXOAALLMY B ADMEH:

Koy ebigan Kem BEIgEH Cpok gefcTEN JoBaenTe cepTudMKaTEL..
¥aanuTe cepTudnKaTel
< >
oK OTmena
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- B OTKPbIBWEMCS OKHe BbibpaTb CepTUPUKAT LEHTpa CepTUDMKALMUM, BbINYCTUBLWENO
cepTUbMKaTbLl NPOBEPKU MOAJMHHOCTM KIMEHTA U cepeBepa, U HaxaTb «OK».

UenTpel cepTudmkaumi x

BrifepiTe 0AWH WNW HECKONBKD USHTROE CepTHhMKALAM, KoTopkle ByayT
WCMONE30BATECA ANA NPOBEMKM NOAMMHHOCTI MCKOOHEIX KOMNBHITEDOE.

KoMy BelAEH Kemeel... HasHade... [MoHaTH..  Cpok ae. ™

[IMicrosoft Windows... Micresof... Mogmmc...  OToyTer.. 3112.2.,

SRV-DEMO-1-CA SRV-DE... v 07092,
@www.verisign.mm... Class 3... nMpoeep... OTcyTeT... 251002,
@F‘.Dnt Agency Root Ag... <Bce:= OrcyTor... 01.01.2.
@'I.l'eriSign VeriSign ... MNpoeep... VeriSign 17.07.2..
@VeriSign Class 3Pri... Class 3... 3Sawmwe... Verisign... 03012, w
£ >

OTHeHa MpocMoTp cepTHdKaTa
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- [Job6aBUTb Npy HEObBXOAMMOCTU ApYyrve WCTOYHUKWU COBLITUA M CcepTuhMKaThl LEHTPOB
cepTUbMKauMM U HaxaTb «OK».



d [pynne! KoMNBHOTEROE w

Komnetotepe (1):

s BrnroyeHn JoGaenTe JoMEHHBIA KOMMOBHITED..
srv-demo-ksc BrnroueH "
JoBaENTE HE JOMEHHEIA KOMMBIOTER. ..

Yaanute

WecknrouuTs

BelBepuTe LEHTPEI CEpTHgMKALNKY, MCNOAEIYEMBIE LA NPOBEPKH NOATUHHOCTH
KOMMEHITEPOE, HE BXOAALLMY B ADMEH:

Komy ebigan Kem ebigan Cpok geficTen JoBaenTe cepTdNKATEL.,

SRV-DEMO-... SRV-DEMO-1-.. 07.09.2027
Yaanute cepTudnkatel

QK | Orraena
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- HaxaTb «BblbpaTb CO6LITUA», HACTPOUTb GUALTP AN 3anpoca HeobXxoAMMbIX COBbLITUA ”
HaXaTb «OK».



TneTp 3anpoca >
Dunetp XML
Aara: NoBoe Bpems W

¥posere cobeimua: Kputnyeckoe Mpegynpexaetne [ | MNoagpoBHocti

Chunbea CeegeHnA

(® Mo xypHany Kypranel cobeiThii: ||_||CIMﬂD)KEHME,EE-DI‘IECHDCTb,CH -

() Mo wnctounnky  MeTounuku coBeimuii: |

BinroueHne mnn noniodeHne kogoe cobemri, Beegute kogel coBRITUA MAK gUuanasoHel
KO40E, pasgenan ux 3anateini, Jna MoknoueHina yoIoBnA BEEANTE 3HAK MuHyc. Hanpumep:
1,3,5-99,-76

<Bre Kogel coBbITMA>

KETEFDPHH JaaaHem

Knroyeskle cnoea:

-
Monb3oeatens: |{Ece None30BaTENN> |
Komnerotepe:: |< Bce komneroTEpBI> |

Clunctnte
Ormens
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- HaxaTb «JOMNOJIHNTEJIbHO» , Bbl6paTb NPOTOKON «HTTPS» M COXPAHUTb WU3MEHeHUs.

JonocnHUTENEHEIE NApaMETPEI MOANHCKN
ONTUMW3aUNMA 40CTABKW COBRITHIL

(® OBbiunan

() ¥MeHBLUEHHEA NPONYCKHAA cNocoBHOCTE

() YmeEHBLIEHHAR 33 EpHKa

MpoTokom HTTPS w

O
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9. MNocne co3gaHusa NoanNMCcKN NPOBEPUTL €€ CTaTyC, HaXkaB Mo HeW NpPaBoW KHOMKOW 1 BbiOpaB
«CocTosiHue BbINoNHeHUs». [JomKeH NoABUTLCSA UCTOYHUK COObITUI C COCTOSIHUEM «AKTUBHbIN».



-1 CocToAHWE BEINCAHEHWA NOANWCKM - Test-5l o

CocToAHKE NoAnACER:

AKTHBHBIN - : HET AONOAHWTENBHOMD COCTOAHKMA,

WecxoaHeie komnetoteper cero 1, 1 AkTHEHAA

CocToaHKe KomneroTep

@AKTH EHEIR  srv-demo-ksc

[sre-demo-ksc] - AKTMBHBIH - | HET A0noAHWTENBHOTD COCTOAHKMA,

3aKpeITe
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10. NpoBepuTb B KOHEYHOM XypHare cOopLiuKa NocTynneHme cobbITU ¢ UCTOYHKKA. B cnyyae
HEeMocCTyNeHNs1 COObITUIA NPOCMOTPETL CrieyoLLmMe XXypHarnbl COObITUI NCTOYHUKA U cOopLLMKa
Ha NpegMeT HanMuus oLMBOoK:

Microsoft-windows-windows Remote Management/Operational
Microsoft-windows-Eventlog-ForwardingPlugin/Operational
Microsoft-windows-CAPI2/Operational
Microsoft-windows-EventCollector/Operational

4.4.2. Hactpouka nepecbinku cobbiTun Ha WEC B somMeHe €
MCNONIb30BaHMEM rpynnoBbIX NONUTUK

[JaHHasi IHCTPYKUWMS NPYMEHSIETCA B ClyYae, eCrin cepBepbl-UcTouHMKM 1 cepeep WEC pacnonoxeHs! B
ofiHOM goMeHe. Mcnonb3ayercst Metos c6opa, MHULMMPOBAHHbIA UCTOYHUKOM.

4.4.2.1. Hactpouka cepsepa WEC

Ons Hactponku cepeepa WEC Heobxogmmo:

1. OTKPbITb KOMaHZHYIO CTPOKY.
2. 3anyctutb cnyx0y yaaneHHoro ynpaeneHus Windows: winrm qc -q.
3. 3anyctute cnyx6y cbopymka cobbituii Windows: wecutil gc /q.

CepBep-cbopLymK HaCTPOEH.


af://n973
af://n975

4.4.2.2. Hactpomnka nognucku ¢ TunomMm «MHUMUMNPOBaAHO NUCTOYHUKOM»

[ns HacTporikn nognuckn Ha cepeepe WEC Heobxoammo:

1. OTKpbITb NaHenb ynpasnexHus Windows.

2. BblbpaTb «Administrative Tools» — «Event Viewer».

3. B neBon YacTu okHa BblbpaTh «Subscriptions».

4. B rmaBHOM MeHI0 BbIGpaTh «Action» — «Create Subscription...».

5. B oTkpbIBLUEMCS OKHE B none «Subscription name» BBegnTe Ha3BaHWe NOAMNUCKM.

Subscription Properties

Subscription name:

Description:

Destination log: Forwarded Events ~
Subscription type and source computers
() Collector initiated

This computer contacts the selected source computers and provides the subscription.

(® Source computer initiated Select Computer Groups...

Source computers in the selected groups must be configured through policy or
local configuration to contact this computer and receive the subscription.

Events to collect: <filter not configured> Select Events... -
Configure advanced settings: Advanced...
Cancel
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6. B packpbiBatoLiemcsi cnucke «Destination log» BbibpaTh «Forwarded Events».
7. B 6noke napametpoB «Subscription type and source computers» BblbpaTbe BapuaHT «Source
computer initiated».
8. Haxartb kHonky «Select Computers...»
9. B oTkpbIBLLEMCS OKHE HaxaTb kHomky «Add Domain Computers...».
10. B oTkpbIBLIEMCS OkHe B none «Enter the object name to select» BBeCTV Msi kKOMMbIOTEPA U
HaxaTb kHonky «Check Names».
11. HaxaTb kHomnKy «OK».,
12. B okHe «Computer Groups» HaxaTb KHOMKy «OK».
13. B okHe «Subscription Properties» HaxaTb kHonky «Select Events...».


af://n985

< Cwery Filter Xk

Filter  ¥paL
{ Logged: Any time v ]
[ Event level: Critical Warning [ ] Verbose l
Error [] Information
® By log Event logs: IAppIicatiDn,Securitjr,Setup,S}rstem,Fumarded [

-

() By source  Event sources: I

Includes/Excludes Event |Ds: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first. For example 1,3,3-99,-76

|<AII Event IDs>

Task category: I -
Keywords: I -

E

l, User: |<AII Users= |
Computer(s): |<AII Computers=> |

[

Clear
Cancel
e T
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14. B OTKpbIBLLEMCS OKHE HACTPOUTb PUIBTP COOLITUI U HaXaTb KHOMKY «OK».,
15. B okHe «Subscription Properties» Haxatb kHonky «Advanced...».

Event Delivery Optimization:
(O Normal
(O Minimize Bandwidth
® Minimize Latency

Protocal: HTTP e Port: 5085

Cancel
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16. B oTkpbIBLLEMCS OKHe B Brioke napameTtpoB «Event Delivery Optimization» BelbpaTb BapnaHT
«Minimize Latency».
17. HaxaTb KHOmMKy «OK».

18. CHoBa HaxaTb KHOMKY «OK».,



4.4.2.3. HacTtpouka rpynnoBon NOSIMTUKU AN MEXCeTeBOro aKpaHMpoBaHus

,D,J'Iﬂ HaCTpOIZKI/I prl‘ll‘lOBOI;I NONMUTUKN ONA MEeXCEeTEBOIro 3KpaHMpPOBaHNA Ha KOHTpOriiepe AJOMeHa

Heobxoanmo:

1. OTkpbITb NaHenb ynpaenexHus Windows.
2. BbibpaTb «Administrative Tools» — «Group Policy Management».
3. B neBoit yacTu okHa BbIOpaTh rpynnoByto MOMUTUKY U HAXaTb NPaByt KHOMKY MbILLV.
4. B BbinagatoLlem cnucke HaxaTb «Edit...».
OTkpoeTcs okHo «Group Policy Management Editor».

5. B neBoit yactu okHa BbiGpaThk y3en «</msa nonutuku> Policy» — «Computer Configuration» —
«Policies» — «Windows Settings» — «Security Settings» — «Windows Firewall with Advanced
Security» — «Windows Firewall with Advanced Security» — «Inbound Rules».

6. B rmaBHOM MeHI0 BbiGpaTh «Action» — «New Rule».

OTKpOGTCﬂ MacTep co3gaHuda npasuna and HoOBOro BXoAadulero noakr4vYeHns.

ﬂ Mew Inbound Rule Wizard X
Rule Type o
Select the type of firewall rule to create.
Steps:
& Rule Type What type of ule would you like to create’?
@ Predefined Rules
@ Action ) Program
Rule that controls connections for a program.
O Port
Rule that contrals connections for a TCP or UDP port.
(@ Predefined:
Windows Remate Management w
P Rule that controls connections for a Windows experence.
! () Custom
¥ Custom nule.
i
1
=
f
< Back MNext > Cancel
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7. Ha nepeowm Lware BbiGpaTh BapuaHT «Predefined».
8. B packpbiBatoLemcsi cnncke BbibpaTth «Windows Remote Management» 1 HaxaTb KHOTMKY
«Next».


af://n1033

ﬂ Mew Inbound Rule Wizard
Predefined Rules
Select the rules to be created for this experence.
Steps:
@ Rule Type Which rules would you lilke to create?
@ Predefined Rules The following rules define netwark connectivity requirements for the selected predefined group.
Aci Rules that are checked will be created. i a rule already exists and is checked. the contents of
o 1on the existing rule will be overwritten.
Fules:
Name Rule Exists Profile Desc
Windows Remote Management (HTTP-In) No Public InboL
Windows Remote Management (HTTP-In) No Domain, Priv...  Inbol
o
I
i
| £ >
£
f
< Back Mext > Cancel
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9. Ha criegyrowem ware HaxaTb KHOMKY «Next».

0 Mew Inbound Rule Wizard
Action

Specify the action to be taken when a connection matches the conditions specified in the nule.

Steps:
@ FRule Type
@ Predefined Rules

What action should be taken when a connection matches the specified condttions?

) (@ Allow the connection
e This includes connections that are protected with IPsec as well as those are not.

() Allow the connection if it is secure

Rule node.

A () Block the connection

<o

This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security

Cancel

(]
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10. Ha cnenytoluem wware Bbibpatb BapuaHT «Allow the connection» n HaxaTb KHOMKY «Finish».

11. B neBoW Yactu okHa BbiGpaTh y3en «<Wmsi nonutukn> Policy» — «Computer Configuration» —

«Policies» — «Windows Settings» — «Security Settings» — «System Services».

12. B npaBoi YyacTu okHa BblbpaTb «Windows Firewall».

=/ Group Policy Management Editor
File Action View Help
e nHXE= H=

=
Service Name

~ i Computer Configuration Startup Permission
! ?PIIC'e; X @VMwareAlias Manager an... Mot Defined Mot Defined
- ;’5&‘;“ S::;f”g‘ {3 YMuware CAF AMOP Com... Not Defined  Not Defined
w o indows ngs - .
. AVM CAF M .. Mot Defined Mot Defined
— Mame Resolution Policy m ware anageme © ne © ne
- . @VMware Snapshot Provider Mot Defined Mot Defined
|| Scripts (Startup/Shutdown) ) '
. @VMware Tools Mot Defined Mot Defined
= Deployed Printers . .
- i Security Settings @\u‘nlume Shadow Copy Mot Defined Mot Defined
E'C:I Account Policies @Walleﬁewi(e Not Defined Mot Defined
j Local Policies @Wmdowsﬁ\udio Mot Defined Mot Defined
j Event Log @Wmdows Audio Endpoint.. Mot Defined Mot Defined
"4 Restricted Groups @Wmdows Biometric Service Mot Defined Mot Defined
A System Services @Wmdows Camera Frame... NotDefined Mot Defined
"4 Registry @Wmdnws Connect Mow - ... Not Defined Mot Defined
‘4 File System @Wmdows Connection Ma... Mot Defined Mot Defined
ﬂJ Wired Network (IEEE 802.3) Policies @Wmdows Defender Metw... Mot Defined Mot Defined
1 Windows Firewall with Advanced Security @Wmdows Defender Service Mot Defined Mot Defined
:J Network List Manager Policies @Wmdows Driver Foundati... Mot Defined Mot Defined
ca] Wireless Network ([EEE 802.11) Policies {3 Windows Encryption Prov... Not Defined Mot Defined
| Public Key Policies mW\ndowsEerrRe - . .
- . - r porting .. Mot Defined Mot Defined
‘J ioft\ll.uare. Resctrlct\or; :oll.lcles @Wmdows Event Collector Mot Defined Mot Defined
| App |cat.|on o.n.tm 2 m.es . @Wmdows Event Log Mot Defined Mot Defined
\g IP Security Policies on Active Directory (M5 T—" Mot Defined Mot Defined
| Advanced Audit Policy Configuration : e = . = = . =
@Wmdnws Font Cache Serv... Mot Defined Mot Defined
ulli Policy-based QoS m i X X
| Administrative Templates: Policy definitions (4DM A Windows Image Acquisiti... Mot Defined  Not Defined
= Preferences @Wmdowslnslder Service Mot Defined Mot Defined
v &, User Configuration @Wmdows Installer Mot Defined Mot Defined
| Policies @Wmdows License Manage... Mot Defined Mot Defined
< @Wmdnws Management In... Mot Defined Mot Defined
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13. B rmaBHOM MeHI0 BbIOpaTh «Action» — «Properties».

14. B oTKpbIBLUEMCS OKHE ycTaHOBUTL donaxok «Define this policy setting».

15. BoibpaTb aBTOMaTUYECKNI PEXMM 3amnycka Cryxobl.

| T

Securty Paolicy Setting

;in' Windows Firewall
b

Define this policy setting

Windows Firewall Properties

Select service startup mode:

(@) Automatic
() Manual
; (") Disabled
Edit Security...
g
! Carcel Aoply
i
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16. HaxxaTb KHOMKy «OK».

MpynnoBasi nonuTMKa HacTpoeHa.

4.4.2.4. Hactponka rpynnoBoM NONMUTUKKU Ans y4eTHon 3anucu CepBepa
C6opwmka

[lns HacTpoWKK rpynnoBoi NONUTUKK AN ydeTHon 3anuck «Network Service» Ha koHTponnepe

JomeHa Heobxoanmo:

1. OTkpbITb NaHenb ynpaeneHusa Windows.
2. Bbibpatb «Administrative Tools» — «Group Policy Management»
3. B neBolt yacTu okHa BbIGpAaTL rPynnoByto MOMUTUKY U HaXaTb MPaByto KHOMKY MbILLN.
4. B BbinagatoLeM cnucke HaxaTb «Edit...».
OTkpoeTcs okHo «Group Policy Management Editor».

5. B neBo 4acTu okHa B KOHTEKCTHOM MeHI0 y3na «<Mms nonutukm> Policy» — «Computer
Configuration» — «Policies» — «Windows Settings» — «Security Settings» — «Restricted
Groups» BbIbpaTth y3en «Add Group».

6. B oTkpbIBLUEMCS OKHE B none «Group» BBecTn «Event Log Readers» u Haxatb kHOMKy «OK».

7. B oTkpbIBLUEMCS OKHe cripaBa oT nonsi «kMembers of this groupbl» Haxatb kHorky «Add...».

Event Log readers Properties ? >
Corfigure Membership for Event Log readers...
Members of this group:
< This group should contain no members:
Remove
This group is @ member of
< The groups to which this group belongs Add.
should not be modified:
Remove
QK Cancel Apphy
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8. B oTkpbiBLLEMCS OKHe B none «Members of this group» BBectn «Network Service» n HaxaTb
KHOMKY «OKs»,

9. Haxatb kHomKy «OK».

[pynnoBas nonuTvka HacTpoeHa.


af://n1086

4.4.2.5. Hactpouka rpynnoson nonutuku ans cepsepa WEC

[ns HacTpoku rpynnoBow nonuTtukm ans cepeepa WEC Ha KOHTponnepe AoMeHa Heobxoaumo:

1. OTKpbITb NaHenb ynpasnexHus Windows.

. Beibpatb «Administrative Tools» — «Group Policy Management»

2
3. B neBor yacTtu okHa Bbl6paTb rpynnoByto NOJIMTUKY N HaXaTb NpPaByr KHOMKY MbILLN.
4

. B Bbinapatowem cnncke HaxaTb «Edit...».

OTkpoeTcs okHo «Group Policy Management Editor».

5. B neBoit Yactu okHa BbiGpaTh y3en «</msa nonutuku> Policy» — «Computer Configuration» —
«Policies» — «Administrative Templates...» — «Windows Components» — «Event

Forwarding».

6. BbibpaTb napametp «Configure target Subscription Manager».

= Group Policy Management Editor
File Action View Help
e a@l = Em v

| Edge Ul ~
| Event Forwardin
| Event Log Servic
| Event Logging

Setting
1iz] Configure forwarder resource usage
#i Configure target Subscription Manager
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7. B rmaBHOM MeHto BbiOpaTh «Action» — «Edit».

State Comment
Mot configured No
Mot configured No

A Configure target Subscription Manager

E} Configure target Subscription Manager

Previous Setting

() Mot Configured Comment:
(®) Enabled
() Disabled
orimiiEia At least Windows Vista
Opticns: Help:

SubscripticnManagers

Show...

This policy setting allows you to configure the server address,
refresh interval, and issuer certificate authority (CA) of a target
Subscription Manager.

If you enable this policy setting, you can configure the Source
Computer to contact a specific FGDM (Fully Cualified Domain
Mame] or IP Address and request subscription specifics.

Use the following syntax when using the HTTPS protocol:
Server=https://<FODN of the
collector=:5886/wsman/SubscriptionManager/WEC Refresh=<Re
fresh interval in seconds» |ssuerCA=<Thumb print of the client
authentication certificate> . When using the HTTP protocol, use
port 5985.

If you disable or do not configure this policy setting, the Event
Collector computer will not be specified.
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8. B oTKkpbIBLUEMCS OKHE BblbpaTb BapuaHT «Enabled».

9. HaxaTb kHomKy «Show».

10. B oTkpbiBLLEMCS OKHE BBeCcTM UMs cepeepa WEC B doopmate FQDN, B 3aBUCMMOCTM OT
NCMonb3yeMoro NpoTokona:

o ecnu ucnoneadyetcsa npotokon HTTP:
Server=http://<Mma cepBepa WEC>:5985/wsman/SubscriptionManager/wWEC
0 ecnu ucnonb3yetcsa npotokon HTTPS:
Server=https://<Mmsa cepBepa WEC>:5986/wsman/SubscriptionManager/wWEC
11. HaxaTtb kHomKy «OK».
12. CHoBa HaxaTb KHOMKy «OK»
13. BbibpaTtb napameTp «Configure forwarder resource usages».

14. B rmaBHOM MeHto BblbpaTtb «Action» — «Edit».

A Configure forwarder resource usage O *
] E‘ Configure forwarder resource usage e T Next Sefting
I () Mot Configured Comment:
5 (@) Enabled
() Disabled
Supported on: | At jeast Windows Vista
Cpticns: Help:
The maximurm forwarding rate ( events/sec ) allowed This pelicy setting controls resource usage for the forwarder
for the forwarder: {source computer) by controlling the events/per second sent to
the Event Collector.
1000 =
If you enable this policy setting, you can control the volume of
events sent to the Event Collector by the source computer. This
may be required in high volume envirenments.
If you disable or do not configure this policy setting, forwarder
resource usage is not specified.
This setting applies across all subscriptions for the forwarder
{source computer].
PucyHok 45

15. B OTKpbIBLLEMCS OKHE BbIOpaTb BapuaHT «Bkro4eHo».

16. B none «The maximum forwarding rate (events/sec) allowed for the forwarder» BBectu
MaKkcuMMaribHoe YMcro cobbITUi, NnepeaaBaemMbIxX 3a CEKYHAY.

CpegHee 41cno cobbITUi, CoxpaHsiemoe 3a CyTKu B xypHane 6esonacHocTu OC (Security), MOXHO
y3HaTb BbinornHue B Windows PowerShell komaHay:



(Get-WinEvent -FilterXML "<QueryList><Query><Select Path='Security's>*
[System[TimeCreated[timediff() @SystemTime )<=86400000]]]</Select></Query>
</QueryList>").count.count’

17. HaxaTb kHomnKy «OK».

18. B neBoi YacTu okHa BbibpaTh y3en «</msi nonutukn> Policy» — «Computer Configuration» —
«Policies» — «Windows Settings» — «Security Settings» — «System Services».

19. Bbibpatb «Windows Remote Management (WS-Management)».

v i l.’:.orgprt.er Configuration @Windows Driver Foundation - User-mode Driver Framew... Mot Defined Mot Defined
v L.D I;ism Setti E@Windnws Encryption Provider Host Service Mot Defined Mot Defined
TI D, are |!'195 @Windows Error Reporting Service Mot Defined Mot Defined

v [ | Windows Settings _ ) )

o . @Wmdows Event Collector Mot Defined Mot Defined
|| Mame Resolution Pc @ i ] ]
| Scripts (Startup/Shu W!ndows Et.rent Log Mot Def!ned Mot Def!ned
= Deployed Printers @Wmduws Firewall Mot Defined Mot Defined

v i Security Settings @Windows Font Cache Service Mot Defined Mot Defined
=1 . Windows Image Acquisition (WIA) Mot Defined Mot Defined
i Account Policies
j Local Policies @Windowslnsider Service Mot Defined Mot Defined
j Event Log @Windowslnstaller Mot Defined Mot Defined
|4, Restricted Groug @Windnws License Manager Service Mot Defined Mot Defined
[, Systemn Services @Windows Management Instrurmentation Mot Defined Mot Defined
|4 Registry @Windows Mobile Hotspot Service Mot Defined  Not Defined
["a File System @Windows Modules Installer Mot Defined Mot Defined
o Wired Netwark ( @Winduws Presentation Foundation Font Cache 3.0.0.0 Mot Defined Mot Defined
- indows Push Motifications System Service ot Define ot Define
[ Windows Firewa Windows Push Notif System § Not Defined  Not Defined
| Network List Ma || &% windows Push Notifications User Service_438¢5f11 Mot Defined Mot Defined
5@ ere!ess NEhN_Dr. ndows Remote Management (W5-Management) Mot Defined Mot Defined
= z”fh': KE;PD'F' 3 Windows Search Not Defined Not Defined
- ; I_a': E‘é”d {3 Windows Time Mot Defined Mot Defined
@I lppspe'cc;ri't:"poﬁz {3 Windows Update Not Defined  Not Defined
= . in eb Pro uto-Discovery Service ot ine ot ine
5 Advanced Audit @W' HTTP Web Proxy Auto-Di ry Servi Mot Defined Mot Defined

L N [ S PR T I '

PucyHok 46

20. B rmaBHOM MeHI0 BbIOpaTh «Action» — «Properties».
2. B oTKpbIBLLUEMCSH OKHE ycTaHoBUTL donaxok «Define this policy setting».
22. BbibpaTb aBTOMaTMYECKUIA PEXUM 3anycKa Cnyxobl.

Windows Remote Management (W5-Management) Pr... ? =
Securty Paolicy Setting

Windows Remote Management (W5-Management)

ra -
(L11] |
"

Define this policy setting

Select service startup mode:

! (@) Automatic
Jr () Manual
(" Disabled
f
f Edit Security...

3 coce | | rony

Blmt Thedim ~ e BTt Timfim
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23. Haxatb kHomky «OK».

MpynnoBasi NoNMTUKa HacTpoeHa.

4.4.2.6. NoarotoBka chopBapaepoB K oTrpaBKe

J[Ina noarotoBkM HEOBXOAMMO:

1. OTKpPbITb KOMa@HAHYO CTPOKY.

2. BeinonHWTb B MHTEpderice koMaHOHOW CTPOKK komaHay gpupdate /force (ana obHOBNEHUS

rpynnoBbIX NONMTUK Ha hopBapaepax).

3. Mepesanyck cnyx6bl «Cnyxba yaaneHHoro ynpaeneHust Windows (WS-Management)»

(«Windows Remote Management (WS-Management)».
4.4.2.7. Co3paHue rpynnoBoun NONMUTUKMU.

[ns HaCcTPOWKM rpynnoBOK NOMUTUKM HA KOHTPOsSiepe AoOMeHa HeobXxoanmo:

1. OTkpbITb NaHenb ynpaenexHns Windows.
2. Bbibpatb «Administrative Tools» — «Group Policy Management».

3. B neBolt YyacTu okHa BblbpaTh 0GLEKT, AN KOTOPOro HYXKHO cO3AaTh rPYNMoBYO MOMUTHKY.

|5 Group Policy Management
|5 File Action View Window Help

om0 XE | e

- O

X

b4

Ui, Group Policy Management wec

v 25 Domains

v i\ Forest: demo.local Linked Group Policy Objects Group Policy Inhertance  Delegation

v 3 demo.local Link Order GPO
i/ Default Domain Policy 1 sBnew
> [2] Domain Controllers
S| wec
» [5 Gro Create a GPO in this domain, and Link it here...
WM [ink an Existing GPO...

3 St i
_— & Star Block Inheritance
> i@ Sites
% Group Poli Group Policy Update...
[+ Group Poli

Group Policy Modeling Wizard...

New Organizational Unit

View >
New Window from Here

Delete

Rename
Refresh

Enforced
Yes

Link Enabled
Yes

Properties

Create a GPO in this dc Help
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4. B rmaBHOM MeHI0 BblbpaTb «Action» — «Create a GPO in this domain, and Link it here...».

5. B oTKpbIBLLUEMCS OKHE B none «/IMsa» BBECTU UMS FPYNNOBON MOMUTUKMA.
6. HaxxaTb kHonKy «OK».

lpynnosas nonuTtuka cosgaHa.
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4.4.2.8. PelueHne BO3HUKHOBEHUSI BO3MOXHbIX Npooriem

B cnyyae Bo3HUKHOBEHUsI Npobnem ¢ HacTporkon WEC - xypHanbl ¢ olunmbkaMmy MOXHO HaiTu B Event
Viewer, B pasgene «Applications and Services Logs» — «Microsoft» — «Windows» — «Eventlog-
ForwardingPlugin» — «Operational».

Ecnu B xXypHane cneaytowas owmbka:

The forwarder is having a problem communicating with subscription manager at
address http://<FQDN_of_WEC_Server>:5985/wsman/SubscriptionManager/WEC. Error
code is 2150859027 and Error Message is <f:WSManFault xmlns:f="
http://schemas.microsoft.com/wbem/wsman/1/wsmanfault " Code="2150859027"
Machine="demo-server2012.demo.local"><f:Message>The wWinRM client sent a request
to an HTTP server and got a response saying the requested HTTP URL was not
available. This is usually returned by a HTTP server that does not support the
wS-Management protocol. </f:Message></f:WSManFault>.

Ha WEC cepBepe HeobXxoammo BbINOMHUTL CeayoLme KoMaHabl:

netsh http delete urlacl url=http://+:5985/wsman/

netsh http add urlacl url=http://+:5985/wsman/ sddl1=D: (A;;GX;;;S-1-5-80-
569256582-2953403351-2909559716-1301513147-412116970) (A; ;GX;;;S-1-5-80-
4059739203-877974739-1245631912-527174227-2996563517)

Mocne Yero nepesanycTuTb cryby «Cnyxba yaaneHHoro ynpaeneHust Windows (WS-Management)»
(«Windows Remote Management (WS-Management)» Ha cepBepe WEC v komnbloTepe-cdopBapaepe.

4.5. IBM AIX {#aix}

[ns HacTponku nctovHuka IBM AlX Server Ha otnpaBky cobbiTuii B NMnaTtdopmy Pagap BbinonHuTe
cnegyoLwime waru:

1. MNopgkntounTech K Ballemy yCTPOMCTBY MOA nosib3oBaTtenem root.
2. OTkponTte pann /etc/syslog.conf

3. YT0oObI NepeHanpaBuTb XXypHanbl ayTeHTUdUKaLMmM - 4obaBbTe B dhann criegytoLyo CTPOKY:

auth.info @@<I1P_address-nor-konnekTtopa>/
3anucb gormkHa pasgensaTtb auth.info n ykasaHHbivi IP-agpec.

Hanpumep:
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#it###

begin

/etc/syslog.conf

mail.debug

/var/adm/maillogmail.none

/var/adm/maillogauth.notice

/var/adm/authloglpr.debug

/var/adm/1pd-errskern.debug
/var/adm/messages*.emerg;*.alert;*.crit;*.warning;*.err;*.notice;*.info
/var/adm/messagesauth.info @@IP_address-nor-konnektopa >
H##H##H#

end

/etc/syslog.conf

4. CoxpaHuTe 1 3akpouTe chann.
5. Nepesanyctute cnyxoby syslog komaHaomn:
refresh -s syslogd

6. Ha mawuHe c nor-konnekTopom aobaBbTe n3amMeHeHust B oann koHdgurypauum ansa céopa
cobbITMI OT UCTOYHUKA 1 oTnpaBku ux B Mnatdopmy Paaap:

o pob6aBuTb KOMNOHEHT cbopa cobbIThi

udp_input_ibm_aix: & udp_input_ibm_aix
id: "udp_input_ibm_aix"
host: "0.0.0.0"
port: 514
sock_buf_size: 0
format: "json"
Tog_level: "INFO"

0 pob6aBuTb KOMNOHEHT OTNpaBkM COOLITUI

tcp_output_ibm_aix: & tcp_output_ibm_aix

id: "tcp_output_ibm_aix"

target_host: "<ip aapec nnathopmbl Pagap/unu 6anaHcepa>"
port: 2641

sock_buf_size: 0

Tog_level: "INFO"

o ykasaTb foGaBneHHble KOMMNOHEHTLI cGopa v oTnpaBku B pasgens collectors n senders
COOTBETCTBEHHO

collectors:
udp_receiver:
- <<: *udp_input_ibm_aix

senders:
port: 48002
tcp:
- <<: *tcp_output_ibm_aix



0 [o06aBnTb MapLLPYT B3aMMOLENCTBUSA MEXAY KOMNOHEHTaMmn cbopa cobbITui
KOMMOHEHTaMu OTNpaBKy COObITUN

route_1_ibm_aix: &route_1_ibm_aix
collector_id:
- "udp_input_ibm_aix"
sender_id:
- "tcp_output_ibm_aix"

O BKIIHOYMTb MapLUpYT B pasaerne KoHUrypaumoHHoro gaiina routers

routers:
- <<: *route_1l_ibm_aix

7. MNepesanyctute cnyx0y nor-konnekTopa.
8. Bknountb nctoyHunk IBM-AIX B MnaTtdopme Pagap v HaxxmuTe KHOMKY «CUHXPOHU3NPOBATb».

9. NpoeepbTe noctynatLmne cobuiTua B Mnatdopme Papgap B pasgene «[1pocmMoTp cobbiTuins.

4.6. Unix/Linux {#linux}

4.6.1. HacTponka UCTOUYHUKA

[nsa HacTponkn nepecbinku cobbiTun Heobxoanumo HacTpoutb RSYSLOG. [Insa aToro nepenavte B
HaCTPOWKM KOHMIypaLMOHHOro danna rsyslog komaHaom:

nano /etc/rsyslog.conf

B koHurypaumoHHon canne gobasbTe CrieayoLLyo CTPOKY:

auth,authpriv.* @<aapec nor -KONNeKTopa> : <nopT>

Mocne BHeCEHNS M3MEHEHMI B KOH(UIYpaLMOHHBIN dhaiin rsyslog nepesarpysute cryxby komaHaoMm:
service rsyslog restart

I'IopT HeO6XO/J,VIMO BbI6VIpaTb B COOTBETCTBUN C TUMNOM OI'IepaLI,I/IOHHOVI cuctembl. Cnmcok

noaaepxmaaembix Linux/Unix OC n pacnpeaeneHne no noptam nNpeacTaBneHbl B Tadnuue 2.

Tabnuua 2 -- Pacnpegenenune nogaepxmeaembix OC Unix/Linux no noptam

MopT Tun OC oC
2631 Unix Solaris
2641 IBM AIX
2651 RHEL Linux
2661 CentOS Linux
2671 Debian Linux
2681 Ubuntu Linux

2686 Astra Linux
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MopT Tun OC ocC

2691 SUSE Linux
2711 Fedora Linux
2721 Oracle Linux

4.6.2. BknrovyeHune uctoyHuka B lNnarcgpopme Pagap

1. 3angute B Beb-koHconb MnaTdopmbl Pagap, neperignte B pasgen «/cTouHmKkuy», «YnpasneHve
NCTOYHUKaMM».

2. Hangute B cnucke AOCTYMNHbIX UCTOYHUKOB UCTOYHMK HAYMHAKOLWMINCS C «LinuX-» 1 BKMOYUTE TOT,
KOTOpbI HEOBXOAUMO NOAKIIYMTE

3. Haxxmute Ha kKHoMKy « CUHXPOHM3UPOBATb».

4.6.3. HacTpouka Konrnekropa coobITUM

1. B koHpurypaumoHHbIn cann nor-konnekropa (config.yaml) go6aseste input komnoHeHTa UDP.
OCHOBHbIE NapameTpbl, KOTOpble HEOOXOAUMO yKa3aTb:

0 host: <ip aapec nor-konnektopa> - agpec, Ha KOTOPOM 3anyLyeH KOnnekTop
O port: <mopT AnA npuema COoeAWHEeHW> - MOPT, Ha KOTOPbIN ByayT NPUHUMATLCS COObLITUS
2. [Nocne HacTpomnku KOMMoHeHTa cbopa cobbITui (input) HACTPONTE KOMMOHEHT OTNPaBKM COBLITUIA
(output).

B kauyecTBe KOMMNOHEHTa OTNPaBkM COOLITUI AN AaHHOTO UCTOYHMKA NPeayCMOTPEHO

ncnonb3oBaHue oTnpasku no npotokony UDP.

OCHOBHblEe NapameTphbl, KOTOpble HEOOXOAUMO yKa3aTb:

O target_host: <ip aapec wiu umsa yaaneHHoro ysna> - agpec lNnarcdopmbl Pagap
O port: <mopT> - CTaHAAPTHbLIA NOPT AN 4aHHOIO UCTOYHUKA

3. [anee BknounTe KOMMNOHEHThI cbopa (collectors) n otnpasku (senders).

OcHOBHble napamMeTpbl, KOTOPbIE HY>KHO YKa3aTb NMpwu BKIMKOYEHUN KOMMOHEHTOB c6opa:

collectors:
udp_reciever:
- <<: *<"id komnoHeHTa cbopa"> (ID KoMnoHeHTa cbopa, KOTOpbLIM yKa3biBaNiu
npu obbABNEHUN KOMMOHeHTa cbopa)

OcHOBHblE napamMeTpbl, KOTOpPbIe HYXXHO yKa3aTb Npu BKIMKOYEHNUN KOMMOHEHTOB OTMNpPaBKU:

senders:
udp:
- <<: *<"id komnoHeHTa oTnpaBku'> (ID KOMMNOHEHTA OTNPaBKM, KOTOPbIM
yKasblBanu npu obbABAEHUM KOMMOHEHTA OTMNpPaBKK)

4. MNocne 3TOro HaCTPONTE MapLLPYTU3ALMIO COOBITUN.

OcCHOBHblE NapaMeTpbl, KOTOPbIE HY)XHO YKasaTb MpuW HACTPolke MapLupyTa:
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route_1: &route_1l
collector_id:
- <"id komnoHeHTa cbopa'>
sender_id:
- <"id koMnoHeHTa oTnpaBku'>

5. Bknounte mapLipyT B pasgene routers:

routers:
- <<: *<Ha3BaHue MmapwpyTa> (Hanpumep - <<: *route_1)

5. PeweHus Network Security

5.1. MexxceteBon akpaH Cisco ASA {#ciscoasa}

5.1.1. HacTpounka ncCTo4yHuMKa

1. MoAaKnNYNTBECSA K KOHCONW YCTPONCTBA;
2. [Insa BKIOYEHMWS XXYPHANMPOBaHUS 1 3KCMOpTa COObITUI C YCTPONCTBA, BBEAUTE KOMaHAbI:

(config)# Togging enable
(config)# logging host <ums uHTeptherca> <IP-aapec KoanekTopa>

(config)# Togging trap <ypoBeHb normpoBaHua> (ykKasaTb OAMH U3 YPOBHEW BAXHOCTU
cobbiTuin: alerts, critical, debugging, emergencies, errors, informational,

notifications, warnings)

(config)# logging console <ypoBeHb norupoBaHuss> (yKasaTb OAUH U3 YPOBHEN BaAXHOCTMU
cobbiTun: alerts, critical, debugging, emergencies, errors, informational,

notifications, warnings)

(config)# logging asdm <ypoBeHb norupoBaHus> (ykasaTb OAUH U3 YPOBHEN BAXHOCTMU
cobbiTuin: alerts, critical, debugging, emergencies, errors, informational,

notifications, warnings)
(config)# logging device-id ipaddress <id ycTponcTtBa>

(config)# Togging timestamp

5.1.2. Bknro4yeHue ncrovHuka B lNnartdopme Papap

[na nugpopmauyuu! BrknodeHne uctovHuka B Mnatdopme Pagap npeacraeneHo B pasgene
YnpasneHue ucmoyHukamu 8 lMnamgbopme Padap, Bkrio4eHUE/8bIKTHOYEHUE 1000epKUBaeMbIX

UCMOYHUKO8 U UX CUHXpoHu3auyusa

1. 3anTu B Beb-KkoHconb MnaTtdopmbl Papgap, nepentn B pasgen «McTouHmku» - «YnpasneHme
NCTOYHUKaMU»;
2. Hawitu B cnucke JOCTYMHbIX UCTOYHNKOB (CisCO-ASA) 1 BKITHOYUTB €r0;

3. KnukHyTb Ha KHOMKY «CUHXPOHM3NPOBATL».
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5.1.3. HacTpowuka Konnekrtopa coobITUMN

Onsa nidopmauuu! MNpumep KOHPUrypaunmoHHOro anrna ¢ HaCTPOWKOW JaHHOMO UCTOYHUKA
npeacTaBreH B pasaene [Ipumep KoHguaypauuoHHo20 ¢hatia noe-konnekmopa. bonee nogpobHas
MHOpMaLMS O HaCTpoKKax for-konnekTopa npeacrasneHa B pasgene Pykogodcmeo 10 Hacmpouke

J10e-KoJli/iekKmopa

1. B KOHbUrypaumoHHbI cbavn nor-konnekropa (config.yaml) Heobxoanmo no6asuTh input

kommnoHeHTa UDP.

[MprMep HACTPOWKM NO YMOSYaHUIO MOXXHO HANTW B OKYMEHTauun: Pyko8odcmeo 1o Hacmpouke

roz-konnekmopa, KomnoHeHm UDP

OcHOBHbIE NapaMeTpbl, KOTOpble HEOOXOAUMO yKa3aTb:
host: "<ip aapec nor-konnektopa>" (agpec, Ha KOTOPOM 3anyueH KOMNeKTop)

port: <nopT ANs npuvema coeiuHeHuin> (NopT, Ha KOTOpbM ByAyT NpuUHUMATbLCA CObLITUSA,

eC/IM NpU HACTPOMKE MCTOYHMKA OCTaBWIM CTaHAAPTHbIA - 2520)

2. lNocne HacTpoVikn KOMMNOHeHTa cbopa cobbITuii (input) Heo6xoAMMO HAaCTPOUTb KOMMOHEHT

oTnpasku cobbITU (output).

B kayecTBe KOMMOHEHTa OTnpaBKu CcobbITHI Aana AaHHOro NCToYHUKa npeaycMoTpeHo

ncnornb3oBaHue oTnpasku no npotokony TCP.

MpviMep HACTPOWKM MO YMOMYaHMIO MOXHO HANTK B AOKYMeEHTauun: Pykosodcmeo o Hacmpouike

nioe-konnekmopa, KomnoHeHm omnpasku cobbimut rno npomokony TCP

OCHOBHbIE NapameTphbl, KOTOpble HEOOXOAUMO yKa3aThb:
target_host: <"ip aapec wnm wums ypaneHHoro y3na'"> (agpec MNnatdhopmbel Pasap)
port: <"nopTt"> (CTaHAApPTHbLIM NOPT ANS AAHHOMO UCTOYHMKA 2520)

3. [lanee HeoGxooMMOo BKIIOYNTb KOMMOHEHTLI cbopa (collectors) n otnpasku (senders).

[MprMep HaCTPOWMKM NO YMOSHYaHUIO MOXXHO HANTU B OKYMEHTauun: Pyko8odcmeo 1o Hacmpouke

J10e-Ko/iekmopa, BkriroyeHue KOMIOHEHMO8

OCHOBHbIE NapameTphbl, KOTOPbIE HY>KHO yKa3aTb Npw BKIIFOYEHUN KOMMOHEHTOB cbopa:
collectors:
udp_reciever:

- <<: *<"id komnoHeHTa cbopa"> (ID kKoMmnoHeHTa cbopa, KOTOPLIA yKa3sbiBanu npwu

0b6bABEHUM KOMMOHeHTa cbopa)

OCHOBHbIE NapameTpbl, KOTOPbIE HY>KHO YKa3aTb Npy BKIHOYEHUN KOMMOHEHTOB OTNPaBKU:
senders:

tcp:

- <<: *<"id komnoHeHTa oTnpaBku"> (ID KOMNOHEHTA OTMNPAaBKM, KOTOPbLIA YyKa3biBanu

npu 00BbAB/IEHUN KOMMOHEHTA OTI'IpaBKM)

4. MNocne yero HeO0BXOAMMO NMPOU3BECTU HACTPOIKY MapLLPYTMU3aLUN COOLITUIA.

[MprMep HACTPOWKM NO YMOSYaHUIO MOXXHO HANTW B OKYMEHTauun: Pyko8odcmeo 1o Hacmpouke

noe-konnekmopa, Mapwpymusauus cobbimut

OcCHOBHbIE NapaMeTpbl, KOTOPbIE HY)XHO yKa3aTb Npu HAacTpoiike MapLupyTa:

route_1: &route_1
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collector_id:
- <"id komnoHeHTa cbopa">
sender_id:
- <"id KoMnoHeHTa oTnpaBku'>
5. MNocne HyXHO BKMIOYNTL MapLUPYT B pa3gene routers. [Npumep BKIOYEHUS MapLupyTa:
routers:

- <<: *<Ha3BaHue MapuwpyTa> (Hanpumep - <<: *route_1)

5.2. NMporpammHbin komnnekc CKOMY HT {#skdpunt}

MHCTPYKLMA NO HACTPOWKe NporpaMmMHOro komnnekca «CucrteMa KOHTpOors AeNCTBMIA NOCTaBLLNKOB
NT-ycnyr «HoBble TexHonorumn» (CKAMY HT) ans otnpasku cobbiTuin B Mnatdopmy Papap:

1. 3angute B Beb-uHTEepdhenc cuctembl CKAMY HT noa y4eTHoM 3anucbio ¢ npaBaMu
agMuHUCTpaTopa CUCTEMBI.

2. Beibepute nocnenosarternbHO MyHKTbI MeHt0: «Cuctemar» -> «MHTterpaums ¢ SIEM»
3. B OTKpbIBLLEMCS OKHE BbIMOSTHUTE HACTPONKM:

o BbIbpaTb «BknoueHo» B none «PoyTuHrs;

© 3anonHuTb UMA xocTa unu IP-agpec nor-konnektopa B none «JomeHHoe umMs nnu 1P»;

© 3anornHUTb NOPT, OTKPbITLIN Ha NOr-KonneKkTope Ans npuema cobbITU OT AaHHOTO
NCTOYHMKA, B none «lMopT»;

o BblbpaTb npoTtokon B3anmogencTeus (TCP/UDP) B none «MpoTokon»;

o BbIGpaTb hopmaT oTrnpaBku cobbITUA B norne «Log format;

o BblbpaTb hopmaTt oTOOpakeHUss BpeMeHn B OTMpaBrsieMoM cobbiTum B none «dopmart
BPEMEHU»,;

0 HaxaTb «+» ans gobasneHus KoHdurypauum, a 3atem «MNpruMeHnTb» ANsi COXpaHeHNs

N3MEHeHNI (CM. PUCYHOK 49).
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PucyHok 49 - CoxpaHeHue HacTtpoviku CKOMY HT.

5.3. McAfee Web Gateway {#mawebgateway}

WNHcTpykums no HacTpoiike McAfee Web Gateway ans otnpasku co6biTuin B Mnatdopmy Pagap:

1. 3angnTe B MHTEPGENC CUCTEMBI NOA YHETHOWN 3aMMChio C NpaBamMu agMUHUCTPATopa CUCTEMBI.
2. 3angnte B MeHo «Policy», 3aTeM BbibepuTe Bknaaky «Rule Sets» n nyHKT meHto «Log Handler»
(cm. pucyHok 50).
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3.

11.

Packpoite cnucok «Default», BbiGepuTe «Access Log», B IpaBoi YacTu OKHa BbIAENUTE NpaBuUio

1 HaxxmuTe «Edit».

. B cekuum «Events» Haxmute «Add», a 3atem «Event».
. Beibepute «Syslog (Number, String)» n Haxmute «Parameters».

. Ons napametpa «1. Level (Number)» yctaHoB/TE 3HaYeHMe 6, YTO yKasblBaeT Ha YPOBEHb

norvpoBaHus «Informational». Ans HacTporikvu napametpa «2. Message (String)» HaxmuTte «Use
Property» u Boibepute «User-Defined.loglLine».

. Haxxmute nocneposatenbHo «OK» -> «OK» -> «Finish».
. MoBTopuTe aencteus n.n. 3-7 4ns apyrmx Habopos nNpasus.
. NMeperigute B meHio «Configuration», BeibepuTe Bknagky «File Editor».

. Pa3BepHu1TE CNMCOK C MEHeM COOTBETCTBYIOLLIErO YCTPOCTBA U BbibepuTte dhaiin rsyslog.conf.

HarguTe B hanine cnenyroLLyro CTPOKY:

*.info;mail.none;authpriv.none;cron.none /var/log/messages

[o6asbTe B Hee «daemon.!=info» cneaytowmm o6pasom:

* . info;daemon. !=info;mail.none;authpriv.none;cron.none -/var/log/messages

Takke Jo6aBbTe CrieayroLLyto CTPOKY Anst OTNPaBKM COOLITUI Ha Nor-konnekTop (@ - oTnpaska rno
npotokony UDP, @@ - otnpaska no npotokony TCP):

daemon.info @<ip-agpec nor-konnekTopa>:<nopT NOr-KoasekTopa>



W/IMM...E&AIE,E ‘ Web Gateway @ [—IJ & @ (L Sea..  [H save Changes ~

Dashboard Policy Configuration Accounts Troubleshooting

. F. .
Appliances File Editar |

= ME'\'EW?VC'UW o Edit - || 56 Discard Chanees...
- ozts
j e $FileGroup adm ;I
7] ospftid cont $umask 0026
| o=pfdconf # include config files in fetc/ravslogd
rezolv conf $hcludeConfig fete/teveloe d* conf

ripd conf
f HEE RULES 358

# Log all kernel messages to the console.

shimpd conf # Logeing much else clutters up the screen.

sockd conf Hern* Adev/console
zshd_config

[ sysctlconf # Log anything (except mail) of level info or higher

- # Don't log private authentication messages!

~| | zebraconf I * infordae mon 1=info;mail none;authpriv none;cron none | B/arflng;’messages
# The authpriv file has restricted access.

authpriv * Fvar/loe/zecure

# Log all the mail messages in one place.
mail * -fvar/log/maillog

# Log cron stuff
cron# Avarflogferon

# Evervbody eets emergency messages
*pmerg *

# Save news errors of level crit and higher in a special file.
LLICPREwE CF it Avar/log/spooler

# Save boot messages also to boot log
lacal? * Fvar/loe/boot log

daemon.info @17216111:514

# 4 begin forwarding rule

# The statement between the begin ... end define a SINGLE forwarding

# rule. They belone together, do NOT =plit them. If vou create multiple j
- Jil o ialee e Uimmde aloe eidecdo Lol

PucyHok 51 - PegaktupoBaHue rsyslog.sys.

12. HaxmuTe kHonky «Save Changes» ans coxpaHeHUst U3MeHeHWIA.

5.4. nGate Firewall {#ngate}

5.4.1. HacTpouka noaknyeHUa UICTOYHUKA nhGate

Mo ymonyaHuio normpoBaHme cobbiTuii ayTeHTUMKALMM 1 U3BMEHEHUE KOH(UIYPaLMIA COXPaHAETCS B
XypHan ng-admin.log no nytn /var/log/ngate/ng-admin/ .

[1ns HacTpOWVKKM NepechIfikv F0roB € NOMOLLBID rsyslog nepenaute B gupektopuio /etc/rsyslog.d/
1 oTKponTe dhann koHdurypaumm 50-ng-manual-fwd.conf . BakoMMeHTUpYTE cogepXnumoe n

BCTaBbLTE CreAyIoLLYI0 KOHCTPYKLMIO, MOCHe Yero nepesanyctute cnyxby rsyslog:

module(load="1imfile" PolTlingInterval="10")

input(type="1imfile"
reopenonTruncate="on"
File="/var/log/ngate/ng-admin/ng-admin.log"
Tag="ng-admin")

if $syslogtag == 'ng-admin' then @IP:PORT

& stop

5.4.2. HacTtpowku koHcurypauum log-collectora

# = nGate =

udp_input_2562: &udp_input_2562
id: "udp_input_2562"
host: "collector_1IP"
port: 2562
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sock_buf_size: 0
format: "json"

tcp_output_2562: &tcp_output_2562
id: "tcp_output_2562"
target_host: "platform_IP"
port: 2562
log_Tevel: "INFO"

senders:
port: 48002
log_level: "INFO"
tcp:
- <<: *tcp_output_2562
collectors:
log_level: "INFO"
udp_receiver:
- <<: *udp_input_2562
#
route_1: &route_1
collector_id:
- "udp_input_2562"
sender_id:
- "tcp_output_2562"
routers:
- <<: *route_l

5.5. pfSense Firewall {#pfsense}

5.5.1. HacTtponka nogkntoyeHnsa uctouyHmka Pfsense

[ns HacTpoiikv oTnpaBku cobbiTuii B Mnartdopmy Papap ot pfSense Firewall nepeingnte B Beb-
nHTepdeiic pfSense no agpecy Status > System Logs > Settings.

MpokpyTuTe cTpaHuuy BHM3 Ao Remote Logging Options.
BbinonHuTe HACTPOKY (CM. pUCYHOK 52):

1. BKMNOYMTb HACTPOKKY OTNpPaBKM f10roB

2. BbibpaTb UCTOYHUK.

3. BbibpaTb npoTokon.

4. YkasaTb afgpec X0CTa, Ha KoTopbI OyayT oTnpaenatbes noru. IP:PORT.
5. BbibpaTb, kakue norv Heobxoanmo OTNpaBnATh.

6. CoxpaHUTb HaCTPOWKMU.


af://n1496
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Remote Logging Options

Enable Remote Logging I Send log messages to remote syslog server L

Source Address

IP Protocol

Remote log servers

Remote Syslog Contents

I Default (any) v

This option will allow the logging daemon to bind to a single IP address, ber‘tham all IP addresses. If a single IP is picked, remote syslog servers
must all be of that IP type. To mix IPv4 and IPv6 remote syslog servers, bind to all interfaces.

NOTE: If an IP address cannot be located on the chosen interface, the daemon will bind to all addresses.

| pva -

This option is only used when a non-default address is chosen as the sn\h above. This option only expresses a preference; If an IP address of the
selected type is not found on the chosen interface, the other type will be tried

| 102.168.0.254:514 b Plport] IPLport]

[C] System Events 5

(] Firewall Events

[] DNS Events (Reselver/unbound, Forwarder/dnsmasg, filterdns)
[J DHCP Events (DHCP Daemon, DHCP Relay, DHCP Client)

] PPP Events (PPPoE WAN Client, L2ZTP WAN Client, PPTP WAN Client)
[ General Authentication Events

[ Captive Portal Events

] VPN Events (IPsec, OpenVPN, L2TP, PPPoE Server)

[ Gateway Monitor Events

[0 Routing Daemon Events (RADVD, UPnP, RIP, OSPF, BGP)

[0 Network Time Protocol Events (NTP Daemon, NTP Client)

[0 Wireless Events (hostapd)

Syslog sends UDP datagrams to port 514 on the specified remote syslog server, unless another port is specified. Be sure to set syslogd on the remote
server to accept syslog messages from pfSense

e
6

PucyHok 52 - Hactpoiika pfSense.

5.5.2. HacTpowku koHcurypauum log-collectora

# = pFsense

udp_input_515: &udp_input_515
id: "udp_input_515"
host: "172.30.254.166"

port: 515

sock_buf_size: 0
format: "json"

tcp_output_2561: &tcp_output_2561
id: "tcp_output_2561"
target_host: "172.30.254.67"
port: 2561

senders:

port: 48002
log_level: "INFO"

tcp:

- <<: *tcp_output_2561

collectors:

log_level: "INFO"
udp_receiver:

- <<: *udp_input_515

route_1: &route_1
collector_id:
- "udp_input_515"

sender_id:

- "tcp_output_2561"
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routers:
- <<: *route_l

5.6. Usergate UTM Firewall {#usergate}

MoakntoyeHne UserGate UTM Firewall B kauecTBe UcTouHMKa cobbituii anst Mnardopmbl Pagap

1. B Web-uHTepdeiice UserGate UTM nepengute B pasgen «HacTpoku» 1 BbIGEPUTE MYHKT
«XKypHanbl 1 0TYETbI» (CM. PUCYHOK 53)

oAl
II|I' UserGate [Jawbopa | AuarHoctuka u MOHUTOPUHE | XKypHanbl U OTYETI | Coctesoit mopran | M

#3 UserGate =
& Hacrpoiiku

s YNpaBieHWe YCTPOVCTBOM ~
@& AOMUHUCTpaTOpbI &
& Ceprucpukare Hacrpoiiku nntepdeiica
r &8 Cets
£ 30HbI Yacosoli nosic Europe/Moscow
8 WnTepdelice! SA3bIKk MHTepdbelica No yMonyaHuio Pycckuit
A Wniozsl
@ DHCP PexumM aBTOpU3aLmm Be6-KoHCONM Mo uMeHn 1 naponio
2 DNS Mpodunb SSL ans Beb-koHcoNM Default SSL profile (web console)
Y’ BupTyaribHbie MapuipyT1saTo| Mpodunb SSL ans cTpanu 6nokupos...  Default SSL profile
& weep =
4 Nonbsosatenu n ycTpoiictea HacTpouka EpeMeHi cephepa

PucyHok 53 - Hactpornka Usergate.

2. Bbibepute nyHKT «QKCMOPT XXYPHaNoB» U HaXMUTe KHOMKY «[Jo6aBnTb» (CM. pucyHok 54)

Jil" UserGate

v [ XKypHant
[7 XypHan coBerTuit
B ypHan seb-gocTyna
[ WypHan Tpacuka
o MypHan COB
E?\ HypHan ACY TN
[E1 Xypran urcnektiposarig SSH Example log export fip Hypran cobeituii, XXypHan COB, ... FIP
£ Wetopua noucka
| [l 3xenop xypranos
¥ oy OTYETH
&3 WabnoHsl forwarding_to_SIEM2 XKypran cobeituii, XKyptan COB, ... Syslog
&, MNpasuna oTUETOR
=% Co3EHHBIE OTHETHI

Nawbopp | AvarHoctnka u MoHuTopuHr |

JKCNOPT XXYPHANOB
© nobasnts

Ha3sanme T YKypHanbi Ans akCnopTa Tun cepsepa

Example log export ssh Kyphan cobeiTiid, 2KypHan COB, ... SSH

forwarding_to_SIEM Hypran cobbiTuii, XypHan COB, ... Syslog

PucyHok 54 - lob6aBneHmne akcnopTa XypHana.

3. B MeHto «CBoICTBa NpaBumia aKCrnopTa KypHanoB» (CM. PUCYHOK 55) BbINONHUTE HMKeyKa3aHHble
OencTBus:

o Bo Bknagke «O6Lune» (Bce OTAemnbHblE CroBa B Ha3BaHWUM HeoBXoAMMO nucaThb Yepes
HUKHEE MOAYEePKUBAHUE «_»):

®  YCTaHOBWTb YEKGOKC B CTOKE «BKrHoueHo»;
®  3anonHuTb CTPOKY «HassaHue».
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CBOHCTBa NpaBMIa SKCNOpTa JKYpHanos Q
e pr—p—

IBI{m(HeHo: 7 I
|Ha3BaHMe: forwarding_to_SIEM
OnucaHwe:

coemm, | o

PucyHok 55 - CBowicTBa npasua aKkcrnopTa XypHaros.

- BO BKJlajKe «YAaneHHbn cepBep» (CM. PUCYHOK 56):

B rpadpe «Tun cepBepa» YCTAHOBUTb 3HauyeHue «Syslog»;

B rpahe «aapec cepBepa» yKaTb ip-aApec /Oor-KoinekTopa;

yKa3zaTb MOPT AN OTNPaBKU COBBLITUN;

- B rpage «TpaHCNoOpT» YCTAHOBUTb 3HayeHue «UDP»;

- B rpatde «MNpOTOKOM» YCTAHOBUTb 3HayeHue «Syslog (RFC 5424)»;

- B rpadge «KpUTMYHOCTb» YCTAHOBUTb 3HAUYEHME «YBeAOMUTENbHAA»;

- B rpade «06beKT» YCTAHOBUTb 3HauyeHWe «CoobweHus nosib30BaTeNbCKUE»;

rpadbl «MMsi XoCTa» U «Ha3BaHWe NPUIOXEHUs» yKa3aTb 6e3 npobenos.

Mno-ymMonyaHuio **Mnathopmor Pajap** Ans UCTOYHMKA UserGate UTM BbigeneH nopTt 2545



CBOMCTBa NpPaBW/a SKCNOPTa XXypHanos i:')
oo w—

I Twn cepeepa: I—3 2.1

| Aapec cepsepa: 192.168.1.10 [-3.2.2

| Mopr: 2545 < }-3.2.3

| Tparcnopr: uDP |-3.2.4

I MpoTokon: Syslog (RFC 5424) |'3 . 2.5

| KpUTHYHOCT: YBeoMHTENbHARA |-3-2-6
ObbexT: Coo6LeHnn NobL30BaTeNnbCKne -3.2.7

I Wma xocTa: utmcore@turtesvereca >3 58

| HazBaH1e NPUNOXEHWA: utm-loganalyzer |

comm, | omen

PucyHok 56 - CBowicTBa yganeHHoro cepsepa.

- BO BKJaAKe «XypHasbl Ans 3kcnopTa» (CM. PUCYHOK 57) ycCTaHOBUTe 4ekbBOKCbl HanpoTus
XYPHaO0B :

- XypHan cobbiTui;

- XypHan COB;

- XypHan Tpaouka;

- XypHan Beb-pocTyna;

- BbICTABUTb AN1A BCeX XypHanoB ¢opMaT «JISON»;
- HaXaTb KHOMKY «COXPaHUTb».



CBoiCTBa NpaBHia SKCNOpPTa MYPHanNos 9
[ Y v s ecrre R

MHypHanb ®opMat
" Mypnan cobbiTuii JS0ON
~"  XKypwan COB JSON

HypHan ACY TN JSON

HypHan wHcnekTuposadua SSH JSON
~" KypHan Tpadmka JSON
+ Mypran seb-gocTyna JSON

==

PucyHok 57 - Beibop xypHanoB Ans akcnopra.

5.7. Citrix ADC (Netscaler) {#netscaler}

[laHHOe pyKOBOACTBO onuckiBaeT MexaHuam cbopa cobbituin Citrix ADC (Netscaler) n oTnpaBku nx B
Mnatdopmy Pagap. [Ins HacTporikn coopa CoObITUIA BbIMOMHATE LUaru:

1. Bongute Web-untepderic Citrix ADC (cM. pucyHok 58).

cirr|>'<._‘ ADC e [
- [

PucyHok 58 - Bxog B Web-uHtepgelic Citrix ADC.

2. Nepengute B pasgen Configuration > System > Auditing > Syslog (cm. pucyHok 59).
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Cifrix. ADC VPX (Freemium)

Dashboard Configuration Reporting Documentation Downloads

Q Search Menu System » Auditing ) Syslog Auditing > Policies

Favorites v Sys[og Audltlng

System > Policies @  Servers 1
Licenses

Settings

Diagnostics Q

High Availability > O NAME SERVER GLOBALLY BOUND?
NTP Servers D test_audit_policy log_collector e

Reports Total 1

Reporting Configs
Profiles

Partition >
Administration

User >
Administration

Authentication >

v

Nslog

Message
Actions

PucyHok 59 - lNepexoa k norrmpoBaHuio.

3. OTkponTe BKNagky Servers.

4. HaxxmuTe kHonky Add.

5. Ha ctpanuue Create Auditing Server 3anonHute Heobxoaumble Mnonsi, Bce (CM. pucyHok 60). He
3abyabTe yKkasaTb akTyarnbHbI agpec fnor KonnekTopa v BbIbpaHHbI MopT.



& Create Auditing Server

Auditing Type
SYSLOG

Mame

log_collector

Server

Server Type*

Server IP A4

IP Address*

Port

2871

Log Levels

@ ALL MOME CUSTOM

Log Facility™

LOCALOD '

Date Format®

‘ DDMMYYYY v ‘ @®

Time Zone

TCP Logging
@ ACL Logging

a User Configurable Log Messages

@ 2AppFlow Logging
@ Large Scale NAT Logging
a ALG messages Logging

Subscriber Logging

@ ons
a S5L Interception @

URL Filtering

@ Content Inspection Logging

Met Profile

e Add

Transport Type

TCP



Transport Profile

nstcp_default_tcp_lan e Add

Max Log Data Size To Hold

500

PucyHok 60 - Co3gaHue ayguTta.

6. Haxxmute kHonky Create.
7. Cospante syslog policy . [ns atoro nepeiguTe Ha Bknagky Policies n HaxmuTe kHonky Add.

8. Ha ctpanuue Create Auditing Syslog Policy 3anonHuTe nons (CM. pucyHok 61).

< Create Auditing Syslog Policy

Mame*

policyname {D

Auditing Type

SYSLOG

Expression Type

Classic Policy @ Advanced Policy

Server®

log_collector A ‘ Add ‘ ‘ Edit ‘

PucyHok 61 - 3anonHeHne nonen ayguTta.

BBeAMTE Ha3BaHWe MONUTUKU U BbibepuTe syslog cepBep, KOTOpbIA 6bin AobaBneH paHee
(n.n. 3-6)

9. Haxxmute kHonky Create.

HacTporka nctodHnka Ha aTom 3akoH4eHa. bornee getanbHyo nHopMaumio 0 napameTpax, a Takke o0
cnocobe HaCTPOWMKM UCTOYHMKA C MOMOLLbI0 KOMaHAHOW CTPOKM, MOXHO NPoYMTaTh B JOKYMEHTaLMY Ha

canTe BeHaopa.

Mbl pekomeHayeM HacTpamBaTb UCTOYHUK Yepes web-nHTepdelic n ucnonb3oBaTh yka3aHHbIe
napameTpbl KOHurypaumu. Mpun KOHUrypnpoBaHun Yepes KOMaHLHYH CPOKY UCMONb3yNTe TOYHO
Takue e napameTpbl. VIameHeHne noboro 13 HUX MOXET MOBMUATbL Ha KOPPEKTHOCTb PaboThbl NpaBun

pasbopa B NMnatdopme Pagap.

Mpumep KoHUrypaLMOHHOIo danna fnor Konnekropa:

cluster:


http://docs.pangeoradar.ru/events/reference/https://docs.citrix.com/en-us/citrix-adc/current-release/system/audit-logging.htm

url: "https://aapec_cepBepa"
api_key: "api_key"
controller:

port: 48000
metric_server:
port: 48005

secret_file: "/opt/pangeoradar/configs/logcollector/secret"
secret_storage: "/opt/pangeoradar/configs/logcollector/secret_storage"
api_server:

address: "server ip or address"

port: 8001

read_timeout: 60

write_timeout: 60

wait: 5

enable_tls: true

cert_file: "/opt/pangeoradar/certs/agent.crt"

key_file: "/opt/pangeoradar/certs/agent.key"

cert_key_pass: ""
require_client_cert: false
ca_file: "/opt/pangeoradar/certs/pgr.crt"
log_level: "INFO"

journal:
port: 48004
log_level: "INFO"
log_path: "/var/log/logcollector/journal.log"
rotation_size: 30
max_backups: 7
max_age: 7

tcp_input_citrix_adc: &tcp_input_citrix_adc

id: "tcp_input_citrix_adc"

host: "172.30.250.32"

port: 2871 # 34aecb MOXHO yKa3aTb J1oboM He3aHATHIM MOPT, He 3abyabTe ykKa3aTb ero
Xe B KOHOMUIypauum MCTOYHMKA

enable_tls: false

compression_enabled: false

connections_Tlimit: 10

format: "json"

log_level: "INFO"

tcp_output_citrix_adc: &tcp_output_citrix_adc
id: "tcp_output_citrix_adc"
target_host: "172.30.254.68"

port: 2870

senders:
port: 48001
tcp:

- <<: *tcp_output_citrix_adc

collectors:
log_level: "INFO"
tcp_receiver:
- <<: *tcp_input_citrix_adc



route_citrix_adc: &route_citrix_adc
collector_id:
- "tcp_input_citrix_adc"
sender_id:
- "tcp_output_citrix_adc"

routers:
- <<: *route_citrix_adc

Mpy HEOBXOAMMOCTN OTKPOMTE HY>KHbIE NOPThLI HA MEXCETEBOM 3KpaHe (MopTbl yKa3aHbl B charine
KOHurypauum).
MMepesanycTute cnyx0y nor Konnekropa.

MpoBepbTe Hannyne cobbiTui B MHTepderice NMnatdopmbl Pagap.

5.8. Checkpoint NGFW {#checkpoint}

HacTporiika c6opa cobbiTuin Checkpoint uepes log-export.

Ons HacTpoikm oTnpasku cobbiTnii ¢ Checkpoint firewall no syslog BeinonHuTe cneaytowme waru:

1. Mogkntoumnteck no ssh k nHctaHcy Checkpoint.
2. MNepekntountech B pexunm expert:
> expert
3. BeinonHuTe KOMaHay AN Co3AaHus KOHUIrypaLuum oTnpaBKu:

# cp_log_export add name <umsi KoHbOUrypauum> target-server <ip-aapec snor-

KonnekTtopa> target-port 2511 protocol tcp format <dopmaT cobbiTuii syslog>
4. 3anyctuTe KOHUrypaumo KOMaHLoM:

# cp_log_export restart name <ums KOHOUrypauuum>r

Ecnv B koHdUrypaumm 6bina gonyLieHa ownbka, To AN ee M3MEHEHUS BbIMOSIHUTE KOMaHAY:
# cp_log_export set name <uMma KOHOUrypauuu> [napameTpbl 3HAYeHUs]

5. Ha mawuHe ¢ nor-konnektopomM fobaBeTe n3MeHeHus B dhann koHdurypawumm ans cbopa
cobbITUI OT UCTOYHUKA M oTnpaBky ux B Mnatdopmy Paaap:

o pnob6aBuTb KoMNoHeEHT cbopa cobbITHIA:

tcp_input_checkpoint: & tcp_input_checkpoint
id: "tcp_input_checkpoint"
host: "0.0.0.0"
port: 2511
sock_buf_size: 0
format: "json"
Tog_level: "INFO"

o [no6aBuTb KOMMNOHEHT oTrnpaBku cobbITUIA:
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tcp_output_checkpoint: & tcp_output_checkpoint
id: "tcp_output_checkpoint "

target_host: "<ip aapec nnathopmbl Pagap/unu 6anaHcepa>"
port: 2511

sock_buf_size: 0

Tog_level: "INFO"

© ykasaTb AobaBreHHble KOMMNOHEHTbI cbopa 1 oTnpaBky B pasaens collectors u senders

COOTBETCTBEHHO!

collectors:
tcp_receiver:
- <<: *tcp_input_checkpoint

senders:
port: 48002
tcp:
- <<: *tcp_output_checkpoint

0 [o6aBnTb MapLLPYT B3aMMOLENCTBUSA MEXAY KOMMOHEHTaMmn cbopa cobbITui 1

KOMMOHEHTaMM OTNpPaBKU cobbITUIA:

route_1_checkpoint: &route_1_checkpoint
collector_id:
- "udp_input_checkpoint

sender_id:
- "tcp_output_checkpoint

O BK/OYMUTbL MapPLLPYT B pa3gene KoHUrypaumoHHoro daina routers:

routers:
- <<: *route_1_checkpoint

Mepe3anycTute cnyx06y nor-konnekTopa.
BkntounTte nctounnk Checkpoint B Mnatdopme Pagap 1 HaxmuTe KHOMKy « CUHXPOHM3MPOBaTb».
MpoBepbTe noctynarwme cobbiTus B Mnatdopme Papgap B paszgene «[pocmMoTp cobbiTuin».

5.9. Cisco snort {#snort}

5.9.1. HacTpowka rsyslog Ha cepBepe snort.

JlornpoBaHue snort BbINOMHAETCA B CUCTEMHbIN XXypHan syslog.
[ns otnpasku noros B MNMnaTtdopmy Pagap BbinonHute waru:

1. Cospaiite wabnoH ans rsyslog'a no nytm /etc/rsyslog.d/ . Hanpumep snort.conf
sudo nano /etc/rsyslog.d/snort.conf

Cogepxnmoe danna npefcraBneHo HUXe:
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If ($programname contains 'snort' and ($msg contains 'start' or $msg
contains 'Start' or $msg contains 'Stop' or $msg contains 'stop' or $msg
contains "ERROR' or $msg contains 'fail' or $msg contains 'Fail')) or ($msg
contains 'snort' and $msg contains 'exit') then @@x.x.x.x:515

If $msg contains 'Classification' and $programname contains 'snort' then
@@x.x.x.x:515

Foe BMECTO X.X.X.X HEOGXOAMMO yKa3aTb ip-afpec nor-konnekTopa v nopT nocne ABOETOYMS.

MepBas cTpodka kKoHGUrypaLmmn nossonset oTnpaensTs B Mnatdopmy Pagap cucteMHbie nory,
UCKItoYasi He MH(POPMAaTHBHbIE.

BTopas ctpouyka Bkntovaet nepecbinky aneptos B Mnatdgopmy Pagap.
2. Nepesanyctutb cnyxoby rsyslog.

systemct] restart rsyslog

5.9.2. HacTpowku koHcpurypaumm log-collectora

tcp_input_515: &tcp_input_515
id: "tcp_input4”
host: "0.0.0.0"
port: 515
sock_buf_size: 0
format: "json"

tcp_output_2517: &tcp_output_2517
id: "tcp_output_4"
target_host: "x.x.x.x"
port: 2517

senders:
port: 48002
log_level: "INFO"
tcp:
- <<: *tcp_output_2517

collectors:
tcp_receiver:
- <<: *tcp_input_515

route_2517: &route_2517
collector_id:
- "tcp_input_515"
sender_id:
- "tcp_output_2517"

routers:
- <<: *route_2517

BmecTo X.X.X.X He06Xx0AMMO TaKkke ykasaTb ip-agpec Nnor-konmnekropa v BelbpaHHbI paHee NopT Ans
tcp_input.

6. CucteMbl aHTUBUPYCHOM 3aLUUTDI
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6.1. O cobbiTUAX B Kaspersky Security Center
{#kaspersky}

B Kaspersky Security Center cyuiecTBytoT criegytoLiue Tunbl yBeAOMITEHWIA:

e  Obuwue cobbimus. AT cobbITUS BO3HUKAKOT BO BCEX yNpaBrnsemMbIix nporpammax "Jlabopartopun
Kacnepckoro". Hanpumep, obuiee cobbiTve BupycHas ataka. ObLimne cobbITus UMET CTPOro
onpefeneHHble CUHTaKCUC 1 cemaHTuKy. OBLLme coBbITUS UCMONb3YHTCS, HAaNpPUMep, B OTYETaxX U1
naHenu MOHUTOPUHra.

e Cneyucgpuyeckue cobbimus ynpaensembix npozpamm "[labopamopuu Kacrnepckozo". Kaxpgas

ynpaensiemas nporpamma "fllaboparopun Kacnepckoro" nmeet cob6CTBEHHbIN HABOP COBLITUIA.

Kaxxgoe cobbiTve nMmeeT COBCTBEHHbIV YPOBEHb BaXXHOCTU. B 3aBUCMMOCTHM OT yCrioBui
BO3HMKHOBEHMS, COObITMIO MOTYT ObITb NMPUCBOEHbI PA3NMYHbIE YPOBHU BaXKHOCTMU.

CyLiecTByeT YeTbipe YPOBHSI BAXKHOCTU COBBITUIA:

e Kpumuueckoe cobbimue - cobbITUE, YKa3blBaloLLlee Ha BO3HUKHOBEHUE KPUTUYECKOWN Npodnemsl,
KOTOpasi MOXXET NPMBECTU K NOTEpPE AaHHbIX, C60t0 B paboTe nnmn KpUTUYECKOn oLmobKe.

o  Omka3 (byHKUUOHUPOBaHUs — CODbITUE, yKa3blBatOLLee HAa BO3HNUKHOBEHME CEPLE3HOM NPOBEMBI,
owmbkm unu cbos, npomsoLLeaLlero Bo Bpems paboTbl NporpaMmbl UM BbINMOMHEHNS MPOLUEaypbI.

e [IpedynpexdeHue - cobbITUe, He 00s13aTeNnbHO ABMAIOLLEECS Cepbe3HbIM, O4HaKO yKkasbiBatolLLlee
Ha BO3MOXHOE BO3HUMKHOBEHME Npobnembl B OyayLieM. Yaule Bcero cobbiTust OTHOCATCS K
MpenynpexaeHusim, ecriv nocre Nx BO3HMKHOBEHWSI paboTa nporpaMmMbl MOXET ObITb
BOCCTaHoBeHa 6e3 NoTepun AaHHbIX U YHKLMOHAMbHBIX BO3MOXHOCTEMN.

® /lHgbopmauuoHHoe coobuieHue - cobbITUe, BO3HMKAtOLWEE C LieNbio MHPOPMUPOBaHUSA 00
YCMEeLIHOM BbIMNONTHEHMW onepaLmmn, KOPPeKTHOM paboTe NporpamMmbl UK 3aBepLIEHUN

npoueaypsl.

[ns kaxgoro cobbITUs 3a4aHo BPeEMSst XpaHEHWS], KOTOPOE MOXHO NMOCMOTPETb UIN U3MEHUTL B
Kaspersky Security Center. HekoTopble cobbiTus He coxpaHsitoTcsi B 6ase aaHHbIx CepBepa
aOMWHUCTPUPOBAHMS MO YMOSYaHWUIO, MOCKOSBKY AN HUX YCTaHOBIIEHHOE BPEMS XPaHEHNSI PaBHO
Hynto. Bo BHELLHME CUCTEMBI MOXHO 3KCMOPTMPOBATL TOMBKO Te COObITUS, KOTOpblE XpaHATCs B 6ase

AdaHHbix CepBepa agMUHUCTPUPOBAHUS HE MEHEE OOHOTO AHS.

6.2. Kaspersky Security Center yepe3 Microsoft SQL
Server

6.2.1. Hactpounka nctouyHuka

1. Co3pgaHue yyeTHou 3anucu ang cbopa cobbITUi.

[ns cbopa cobbiTnii ¢ 6asbl faHHbIX Kaspersky Security Center HeobxoamMmo co3aath YHeTHYH
3anuck ¢ uneHcteoMm B ponu db_datareader gnsa 6a3bi KAV.

Mpouecc co3naHns y4eTHON 3anucy npuBeaeH B pasaene CozdaHue yyemHou 3anucu Microsoft
SQL Server.

2. MNpu NCnonb3oBaHUN MEXCETEBOIO 3KpaHa Ha y3ne HeobxoauMo caenatb NpaBuIio A5 BXOASLMNX
coeguHeHnn.
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6.2.2. BknroyeHue uctoyHuka Ha lNnarcgpopme Pagap

BkntoyeHune nctovHuka B Nnarcopme Papgap npeacraBneHo B pasgene YopaeneHue

ucmoyHukamu 8 Nnamagbopme, BkroyeHue/8biknrodeHue noddepxusaembix UCMOYHUKO8 U UX

CUHXPOHU3aUUsI

1. 3anTu B BeG-koHCcOMb Mnartdopmbl Pagap, nepelitn B pasgen «/ICTOUHUKM», «YNpaBneHne
NCTOYHMKaMU»;
2. Haiitu B cnicke fOCTYMHBIX NCTOYHMKOB «Kaspersky-SecurityCenter-db» v BkntounTh ero;

3. KnukHyTb Ha KHOMKY «CUHXPOHN3MPOBATb».

6.2.3. HacTtpouka konnekropa cobbiTnmn

Mprmep KoHUrypaLumMoHHoro dawna ¢ HaCTPOMKOWN AaHHOIO UCTOYHMKA NPEACTaBNeH B pasgene
[Npumep KoHghueypayUoHHO20 ¢halisia noe-kormnekmopa. bonee nogpobHast nHdopmaums o
HaCTpoWKax fnor-konnekrTopa npeacraeneHa B pasgene Pykogodcmeo no Hacmpouke Jioe-

Kosiriekmopa

1. B koHpUrypaumoHHbIn thain nor-konnekropa (config.yaml) Heobxoaumo fno6asuThb input
komnoHeHTa ODBC.

MpviMep HACTPOWKM MO YMOMYaHMIO MOXHO HAlTK B AOKYMeHTauun: Pykosodcmeo o Hacmpouike

noe-konnekmopa, KomnoHeHm ODBC

OcCHOBHble napamMeTpbl, KOTOpble Heobxoammo YKasaTb:

connection_string: "Driver={ODBC Driver 17 for SQL Server};Server=<ip-

aapec>;Port=1433;patabase=KAV;UID=<username>;PWD=<passwords>;"

Ctpoka c sql 3anpocom k 6a3e npeactaeneHa B pasgene SQL sanpoc ana KSC.

2. Nocne HacTponKM KOMMoHeHTa cbopa cobbiTui (input) - HeOBXOAMMO HACTPOUTL KOMMOHEHT

oTnpaBku cobbiTuii (output).

B kayecTBe KOMMNOHEHTa OTNPaBkM COOLITUI AN AAaHHOTO UCTOYHMKA NPeayCMOTPEHO

ncnonb3oBaHue oTnpasku no npotokony TCP.

[MprMep HACTPOWMKM NO YMOSYaHUIO MOXXHO HANTW B OKYMEHTauUun: Pyko8o0cmeo 1o Hacmpouke

Jfo2-Kornekmopa, KomnoHeHm omnpasku cobbimudi no npomokosny TCP

OCHOBHblEe NapameTphbl, KOTOpble HEOOXOAUMO yKa3aTb:
target_host: <"ip aapec wium ums ypaneHHoro y3na'"> (agpec **Mnnatdopmbl Pagap**)
port: <"nopTt"> (CTaHAApTHbLIM NOPT ANS AAHHOMO UCTOYHMKA 2604)

3. [lanee HeobxooMMo BKIIOUUTL KOMMOHEHTLI cbopa (collectors) n otnpasku (senders).

[MprMep HACTPOWMKM NO YMOMYaHUIO MOXXHO HANTW B OKYMEHTauUun: Pyko8o0cmeo 1o Hacmpouke

[10e-Kosniekmopa, BkrirovyeHue KOMIOHEHMO8

OcHOBHbIe NapaMeTpbl, KOTOPbIE HYXXHO YKa3aTb Npy BKITHOYEHUM KOMMOHEHTOB cbopa:
collectors:
odbc:

- <<: *<"id komnoHeHTa cbopa"> (ID kKoMnoHeHTa cbopa, KOTOpPbLIM yKa3biBanu npwu

0b6bsABEHUM KOMMOHeHTa cbopa)
OcHOBHbIE NapaMeTpbl, KOTOPbIE HYXXHO yKa3aTb NpW BKMTHOYEHUM KOMIMOHEHTOB OTNPaBKM:

senders:
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tcp:

- <<: *<"id komnoHeHTa oTnpaBkM"> (ID KOMNOHEHTA OTMNPaBKM, KOTOPbLIA YyKa3biBanu
npy 06bABMEHMM KOMMOHEHTA OTNPaBKW)

4. Mocne Yero He06XoAMMO NPOU3BECTM HACTPOWKY MapLUpyTU3aLmMm cobbITUR.

[MprMep HaCTPOWMKM NO YMOMYaHNIO MOXHO HaNTW B JOKYMeHTauuun: Pykoeo0cmeo 10 Hacmpouke

Jno2-kornekmopa, Mapwpymu3sayus cobbimud

OcHOBHbIe NapaMeTpbl, KOTOPbIE HY>XHO YKa3aTb Npy HACTPOWKe MapLupyTa:
route_1: &route_1
collector_id:
- <"id komnoHeHTa cbopa'>
sender_id:
- <"id koMmnoHeHTa oTnpaBku'>
5. MNocne HyXHO BKMoYNTb MapLUpYT B pa3gene routers. Npumep BKOYEHMSA MapLupyTa:

routers:

- <<:!: *<Ha3BaHue MmapuwpyTa> (Hanpumep - <<: *route_l)

6.2.4. Co3pgaHue yuyetHom 3anucu Microsoft SQL Server
{#create_account}

CospgaHue nmeHn Bxoaa Ha cepBep

HacTtpoliky cepBepa He06X0AMMO BbINOMHATL OT MMEHM YYETHOWN 3anuncu, MMetoLLEen npaea fioKanbHOro
agmuHucTpatopa OC Windows. [nisi co3gaHus AaHHOW YYETHOM 3anmMcu HEOBXOAUMO BhIMOMHUTL

crnegyoLme oencTeus:

1. B meHto Myck oTKpbITb cpeay paspabotkm MS SQL Management Studio (Oucnetyep

KoHdpurypauum SQL Server).
2. B okHe Connect to Server (CoeguHeHne ¢ cepBepoM) MOOKITHOUMUTCS K 9K3eMnnsipy HeobxoamMmon

6a3bl gaHHbIX (B) ¢ npaBamun agMuHUCTpaTopa sa (CM. pUCyHOK 62).
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¥ Connect to Server X
SQL Server
Server type: Dad:ase Engine v‘.
Server name: PGRSERVER-AV\SQLEXPRESSO1 v
Authertication: 'SQL Server Authentication v|
Login: 3| v
Password:
(] Remember password

PucyHok 62 - MNogkntoveHue k aksemnnsapy B

3. Mogknitountes k aksemnnapy b. [Ina npegoctaBneHuns goctyna K aksemnnsapy b BbinonHWTb

cnegyoLlime 4encTBUs:

o B okHe Object Explorer (O6o3peBatens 06bekTOB) BbibpaHHoro sk3emnnspa b

(SQLEXPRESS) oTKpbITb KOHTEKCTHOE MEHI0 pasaena Logins (MmeHa ons Bxoga):

Security — Logins (BesonacHocTb — ViMeHa onsi Bxoga)

0 B KOHTEKCTHOM MeHIo BbibpaTb komaHay New Login (CosgaTb MMs 4ns BXOAA - CM. PUCYHOK

63).




Object Explorer

System Databases
" Database Snapshots
W Kav
W SS
= 0 Security

St Locio:
L New Login...

Filter

_essinglLogin®#
» ionLogin®®

Start PowerShell
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-EXPRESS

Refresh
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Connect ¥ ¥ = Y & » 1
= @ WSTEST3\SQLEXPRESS (SQL Server 14.0.1000 - sa) ¢
= ' Databases ;
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PucyHok 63 - [lepeBo katanoroB ak3emnnsapa b/

- B OTKpbiBwEMCA OKHe Login--New (Co3paHue uMMeHM Ans Bxoja) B paspene General
(0bume) BLINONHWUTL Cnepyklme HACTPoOUKM (CM. PUCYHOK 64):

- BBecTu umsA nonb3oBatensa (*radaruser®) B none Login Name (Mms ans Bxoaa) .

- YCTaHOBUTb naposib B nonax Password u Confirm Password (Maponb, MoaTBepxiaeHue

napons) .

- Mpwu HeobX0AUMOCTU BbICTABUTb HaCTpOI;IKI/I B MYHKTax:

- Enforce password policy (TpeboBaTb MCNONb30BaHME MONUTUKM Maposien) ;

- Enforce password expiration (3asaTb CPOK OKOHYAHWA AEeNCTBUA Naposns) .

- BblbpaTb pexum SQL Server authentication (MpoBepka noanMHHOCTM SQL Server).

- BblbpaTb *KAV* B KayecTBe B[l MO YMO/YaHMI B pacKpbiBawwemcs cnucke Default

Database (Ba3a AaHHbIX MO YMOJYAHWIK) .




Select a page
& Server Roles
& User Mapping
& Securables
K Status

Connection

Connection:
sa

Ready

B Login Properties - radaruser

Server:
WSTEST3\SQLEXPRESS

y¥ View connection properies

— O X
LT Scipt ~ @ Hebp
|.'..'.......... |
I.......l....... |
N Add
Mapped Credentials . Credential Provider

Remove
| Defou database: KAV "
Default language: 1Eﬂ¢€h dl

| Cancel

PucyHok 64 - CosgaHue HOBOro nonb3oBartens ak3emnnspa b

4. B pasgene Server Roles (Ponu cepeepa) npoBepuTb YTO NONb3oBaTenNto NpeaocTaBrieHa porb

public (cm. pucyHok 65).

Ecnu oHa He npegocrtaerfieHa, To NpegoCcTaBUTb NOJ1b30BATESO POJib public.

B Login Properties - radaruser

Selecta page

Connection

IT Scipt v @ Hep

Server role is used to grant server-wide security privileges to a user.

Server roles:

bulkadmin
dbcreator
diskadmin
processadmin
[publc ]
securityadmin
serveradmin
setupadmin
sysadmin

OOOCROO00

Server:
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PucyHok 65 - MNpegocTtaBneHne ponuv Ansi Co3gaBaeMoro nosnb3oBartens



5. B pasgene User Mapping (ConocTtasrneHus nons3osarernei) Ans CO34aHHOro nonb3oBartens
(radaruser) BbINOMHNUTL CrieaytoLLMe HaCTPOWKHA:

o B none User mapped to this login: (Monb3oBaTenu, conoctaBneHHbIe C 3TUM UMEHeM AN
BX0O4a:) NpeaocTaB1Tb pa3peLleHne Ha noaknoyeHne n YteHne k b KAV.

o B none Database role membership for: <ums B> (4neHcTBo B ponu 6a3bl AaHHbIX AMs:
<ums B[>) yctaHoBUTb Ans BblibpaHHon B ponb db_datareader (cM. pycyHok 66).

B Login - New - = X
Select a page . Script ~
& General o © tee
S Server Roles
s mappedtothisioon
K Securables Map Database User Default Schema
# S e
[0  master
O model
O msdb
O SS
[0  tempdb
Connection
Server: _ -
WSTEST3\SQLEXPRESS Database role membership for: KAV
gnned.ion: [[] db_accessadmin
. _ a
[C] db_ddladmin
[[] db_denydatareader
[[] db_denydatawriter
Progress [] db_owner
[] db_securityadmin
’ (4 public
Cancel

PucyHok 66 - Hactporka npas goctyna k b KAV

6. B pasgene Securables (3awmwaemble 06bekTbl) AN1S co3gaHHOro nonb3oaTens (radaruser)
yCTaHOBUTb AN BbibpaHHoro cepeepa CYB[ cnepytolime paspelueHms B obrnactn Permission
for: <ums cepeepa CYB[> (PaspelueHusi ansi: <ums cepsepa CYBO>):

o (Connect SQL (nodknroveHue SQL) (CM. pUCyHokK 67).




i Login - New _ 0 %
Select a page
K General
J Server Roles
& User Mapping
£ Securables
us Search
Type
Server "
Connection
Senver * Pemissions for WSTEST2\SQLEXPRESS:
WSTEST3\SQLEXPRESS SUTESSIONS 10U :
c I. . Emh-c‘-
sa ‘ Permission Grantor Grant With Grant Deny A
¥¥ View connection properties Mertrace O O 0O
Authenticate server D D D
Connect Any Datab... 0 0
Progress Control server O O 0
Ready Create any database O 0 O
Create availabiltv ar... m! M M v
< >
| Cance

PucyHok 67 - YcTaHOBKa pa3pelueHuns Ha nogknodeHue K b1
7. ns coxpaHeHnsi BBEAEHHbIX HACTPOEK A1 NOAKMYeHNs K ak3emnnapy B HaxaTb kHonky OK.

CospaHue nonb3oBartens B B[] KAV. Ansa npegocraBneHus goctyna k b1 KAV BbINnonHUTb
cnepylowme nencTBuN:

1. B okHe Object Explorer (O6o3peBatenb 06bekTOB) BbiGpaHHoro ak3emnnsipa b (SQLEXPRESS)
BbIOpaTh pasgen (CM. pucyHok 68):

Database — <Mwmsa B> — Security — Users

(basa gmaHHbIX — <Wmsi B> — Bbe3onacHocTb — [lonb3oBartenn).



Object Explorer v 1 x
Connect~ ¥ ¥ = Y &
B WSTEST3\SQLEXPRESS (SQL Server 14.0.1000 - sa)
= I Databases
I System Databases
I Database Snapshots
= W KAV
@ © Database Diagrams
# Tables
| Views
. External Resources
| Synonyms
= Programmability
' Service Broker
| Storage
Lo ™= '.'-'.ecur'g |
=
@ M Roles New User...
B Sche Filter »
o Asymr
# I Certif Policies 3
“ Symr Facets
o Alwa
' Datat Start PowerShell
# BN Secur Reports ,
W ss
| Security Refresh
. Server Objects
# " Replication
. PolyBase
. Management
[¢] XEvent Profiler

PucyHok 68 - ®yHKums co3gaHus nonb3oatens B b KAV

2. OTKpbITb KOHTEKCTHOE MeHI0 pasaena Users (Monb3oaTenu) u Boibpatb dyHkumo New User
(CospaTtb nonb3oBarens - CM. pUCyHoOK 68).

3. B oTkpbiBLIEMCS OkHe Database User - New (Monb3oBaTtenb 6a3bl AaHHbIX - Co3aath) B pasaene
General (O6wme) yctaHOBUTL criedytoLime napamMeTpbl (CM. PUCYHOK 69):

o B none User name (Vimsi nosib308amerisi) ycTaHOBUTL UMs nornb3oBaTtens (dbuser);

o B none Login name (Mms dnsa 8xo0a) ykasaTb CO34aHHOrO Bhille (CM. Lwar 3) nonb3oBarens
aksemnnspa B (radaruser).



W Database User - New — O X

J BExtended Properties
User name:
dbuser ]
Login name:
||adamser |

Default schema:

. as - ~ - -
B N P Sl S o B ! il I s rsnb pr? S o o -

PucyHok 69 - Peructpauua nonb3osatens B 51 KAV

4. B pasgene Membership (4neHcTBo) ycTaHOBUTL Ans nonb3osatens pornb db_datareader (cm.

pucyHok 70).
@ Database User - New - O X
LT Scipt v @ Help
Database role membership:
Role Members

[ db_accessadmin

| [[] db_backupoperator
” [ db_datareader |
db_datawrter
db_ddladmin
db_denydatareader
db_denydatawriter
db_owner
db_securityadmin

oooooa

-

PucyHok 70 - HasHayeHne ponu

5. [Ina coxpaHeHus Bcex BBEAEHHbIX HACTPOeK Npu co3gaHum nons3oatens B B KAV HaxaTb
kHonky OK.

MNpepnocTaBneHue yaaneHHOro ceteBoro goctyna. [insa yaaneHHoro 4ocTtyna K AaHHbIM,
Heo6X0AMMO HAaCTPOUTb JOCTYNHOCTb ANA BbiOpaHHOro aksemnnsipa B (SQLEXPRESS):

1. B meHto Myck Heobxoammo 3anyctutb SQL Server Configuration Manager (Oucnetyep
KoHdpurypauum SQL Server).
2. B naHenu gncnetyepa kKoHguUrypauum Bbibpatb cnyxby (cm. pucyHok 71):

SQL Server Network Configuration — Protocols for SQLEXPRESS
(CeteBas koHdurypaumsa SQL Server — lMpoTokonbl ansa SQLEXPRESS).

3. B oTkpbiBLLIEMCS CNpaBa cnvcke NPoTokoroB BblopaTk npotokon TCP/IP 1 B KOHTEKCTHOM MEHHO
NPOTOKOMa NepeBecTy NOAKMYEHME NO AaHHOMY MPOTOKOIY B PEXMM «BKMOYEHO», yCTaHOBMB
ctatyc Enabled (Bkrto4eHo - cM. pUcyHok 71).



Sql Server Configuration Manager .f
File Action View Help y
I 1
48 sQL Server Configuration Manager (Local) || protocol Name Status 1
o] SQL Server Services ] _ _|| ¥ Shared Memory  Enabled g

_E_ SQL Server Network Configuration (32bit . . 4 :

> 2 SQL Native Client 11.0 Configuration (324 L, TCP;’JP — ;
v. on '
&= Protocols for SQLEXPRESS s

> 8 SQL Native Client 11.0 Configuration i
!

{
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PucyHok 71 - MogkntoveHune no npotokony TCP/IP

4. B koHTEeKCTHOM MeHto npoTokona TCP/IP BeibpaTth dyHKumMio Properties (CeoncTaa).

5. B otkpbiBLUEMCS OkHe TCP/IP Properties (CeoiictBa TCP/IP) Ha Bknaake IP Adresses (IP-agpeca)

BblbpaTb Grok napameTtpoB /PAIl n BBecTu 3HavyeHue nopta B none TCP Port. Hanpumep: 1433

(cm. pucyHok 72).

6. HaxaTb kHonky OK gns coxpaHeHust HacTpoek JocTyna no npotokony TCP/IP.



ITCP!IP Properties I X
Protocol |IP Addresses
TCP Dynamic Ports 0 A
TCP Port
B ips
Active Yes
Enabled No
IP Address 2001:0:9d38:6abd:38e2:183e:53e"
TCP Dynamic Ports 0
TCP Port
B pe
Active Yes
Enabled No
IP Address fe80::38e2:183e:53e1:12e%2
TCP Dynamic Ports 0
TCP Port
B pan
TCP Dynamic Ports 52509
TCP Port 1433
v
Active
Indicates whether the selected IP Address is active.

S-S

Ca'u:d Apply

Help

PucyHok 72 - IpumMep HacTpoWkK NpoToKoNa Ans yaaneHHoro goctyna k B

7. ns npuMeHeHus ceTeBbIX HACTpoek Heobxoanmo nepesanyctutb cnyx0y MS SQL Server:

o B meHto Nyck BbibpaTh pasaen Servise (Cnyx6bl).

o B oTkpbiBeMcsi okHe Cryx6bl (Cryx6bl1) BeibpaTh cnyx0y SQL Server ¢ 3anyLeHHbIM

ak3emnnsipom b (SQLEXPRESS).

o Bbl6paTb dyHKuMio Restart the servise (Mepesanyctutsb cryx6y) (cM. pucyHok 73).
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PucyHok 73 - MNepesanyck cnyx6bl MS SQL Server

6.2.5. SQL 3anpoc ansa KSC {#sqlksc}

sql:

>
SELECT
events.event_id AS event_id,
events.nHostId AS host_id,
events.severity AS severity,
events.group_name AS group_name, event_type,
events.event_type_display_name AS event_name,
rise_time AS event_time,
events.descr AS description,
events.task_display_name AS task_name,
events.task_id AS task_id,
events.product_displ_version AS product_version,
events.parl,
events.par2,
events.par3,
events.par4,
events.par5,
events.par6,
events.par7,
events.par8,
events.product_name,
hosts_view.strDisplayName AS hostname,
dnsdomains.strName AS domain,
fgdns.wstrfgdn As fqdn,
CAST(((hosts.nIpAddress / 16777216) & 255) AS varchar(4)) +
CAST(((hosts.nIpAddress / 65536) & 255) AS varchar(4)) + '.'

+
+

CAST(((hosts.nIpAddress / 256) & 255) AS varchar(4)) + '.' +
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CAST(((hosts.nIpAddress) & 255) AS varchar(4)) AS 1ip_address,
hosts_view.nPlatformType AS platform_id,
hosts_view.tmLastInfoUpdate AS last_update,
hosts_view.nVvirusCount AS virus_count
FROM KAV.dbo.ev_event AS events
JOIN KAV.dbo.Hosts AS hosts ON hosts.nId = events.nHostId
JOIN KAV.dbo.v_hosts AS hosts_view ON hosts_view.nId = hosts.nId
JOIN KAV.dbo.v_hst_fgdns AS fqgdns ON fqgdns.nId = hosts.nId
RIGHT JOIN KAV.dbo.DnsDomains AS dnsdomains ON dnsdomains.nId =
hosts.nDnsDomain
WHERE events.event_type IN (
'FSEE_AKPLUGIN_CRITICAL_PATCHES_AVAILABLE',
' FSEE_AKPLUGIN_PEP_APPLICATION_AUDIT_DENIED',
'GNRL_EV_APP_LAUNCH_TESTED_DENIED',
'GNRL_EV_APPLICATION_LAUNCH_DENIED',
'GNRL_EV_ATTACK_DETECTED',
'GNRL_EV_DEVCTRL_DEV_PLUGGED",
'GNRL_EV_OBJECT_BLOCKED",
'GNRL_EV_OBJECT_CURED",
'"GNRL_EV_OBJECT_DELETED',
'"GNRL_EV_OBJECT_NOTCURED',
'GNRL_EV_OBJECT_QUARANTINED',
'GNRL_EV_PTOTECTION_LEVEL_CHANGED',
'"GNRL_EV_SUSPICIOUS_OBJECT_FOUND',
'GNRL_EV_VIRUS_FOUND',
'GNRL_EV_VIRUS_OUTBREAK',
' KLAUD_EV_ADMGROUP_CHANGED ',
'KLAUD_EV_SERVERCONNECT ',
'KLNAG_EV_INV_APP_INSTALLED',
'KLNAG_EV_INV_APP_UNINSTALLED",
"KLNAG_EV_INV_CMPTR_APP_INSTALLED'
'"KLPRCI_TaskState',
'KLSRV_EVENT_HOSTS_CONFLICT',
'KLSRV_EVENT_HOSTS_NEW_DETECTED',
'KLSRV_HOST_STATUS_CRITICAL',
'KLSRV_HOST_STATUS_WARNING',
"KLSRV_SEAMLESS_UPDATE_REGISTERED'
'KLSRV_UPD_BASES_UPDATED',
'000000d1",
'000000d3",
'000000d4 ",
'000000d5 ",
'000000d6",
'000000dd",
'000000de ",
'000000df",
'0000012fF",
'0000014d",
'0000014e",
'0000014f",
'00000192",
'00000193",
'000000cf"’

)

AND event_id > ?;



6.3. Kaspersky Security Center yepe3s MariaDB

Ons nogkntoveHus B kadecTBe UctodHuka Kaspersky Security Center, pabotatoLero Ha 6a3e JaHHbIX
MariaDB, HeobxoaMMOo BbINMONHUTb HECKOSBKO LLIAroB:

1. 3antn B CMD MariaDB

B MariaDB 103 (64)

i

Command Prompt (ManaDE 10.3 (...

- Database directory (ManaDB 10.3 (...

! Error log (MariaDB 10.3 {x64])
4D HeidisQl

! miy.ini {(MariaDB 10.3 (x64))

LEph T

MyS0L Client (MariaDE 10.3 (x64])

PucyHok 74 - 3anyck CMD MariaDB.

2. Beectu naponb ot B[] (naponb 3agaBancsa npu yctaHoBke MariaDB)

e = | . L i 1 TS LN N B L N 1

PucyHok 75 - Beog napons ot BJ.

3. Cozgatb nomnb3oBaTens ¢ npasamy yaaneHHoro NoAKNioYeHNs KomaHaou:

CREATE USER '<umsi nosb3oBaTens>'@'<ip-aapec nor-kossektopa>' IDENTIFIED BY
'<Naponb Monb3oBaTenss>';

Mpumep:
CREATE USER 'radar_reader'@'192.168.100.254" IDENTIFIED BY 'P@sswOrd';
4. Natb npaBa Ha YTeHue onpegeneHHbIX Tabnuy B 6a3e aHTUBMpYyca Kacnepckoro, Anst 9Toro

BBECTU CreaytoLme KOMaHAbl No odepeamn (MpeaBapuTenbHO 3aMeHNB <MMS nornb3oBaTens™>,<ip-
agpec nor-konnekropa> u <Maponk Nonb3oBarena> Ha faHHble, yKadaHHble B NMyHKTEe 3:
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GRANT SELECT ON KAV.ev_event TO '<umsa nonb3oBaTtensa>'@'<ip-aapec nor-
Konnektopa>' IDENTIFIED BY '<MNaponb Monb3oBaTtens>';

GRANT SELECT ON KAV.dnsdomains TO '<uma nonb3oBaTensa>'@'<ip-agpec nor-
KonnekTopa>' IDENTIFIED BY '<Maponb Monb3oBaTtensa>';

GRANT SELECT ON KAV.v_hst_fqdns TO '<uma nonb3oBaTtens>'@'<ip-agpec nor-
KonnekTopa>' IDENTIFIED BY '<MNaponb Monb3oBaTtens>';

GRANT SELECT ON KAV.hosts TO '<ums nonb3oBaTens>'@'<ip-aapec nor-
KonnekTopa>' IDENTIFIED BY '<MNaponb Monb3oBaTtens>';

GRANT SELECT ON KAV.v_hosts TO '<uma nonb3oBaTensa>'@'<ip-agpec nor-
KonnekTopa>' IDENTIFIED BY '<MNaponb Monb3oBaTtenss';

Mpumep:

GRANT SELECT ON KAV.ev_event TO 'radar_reader'@'192.168.100.254"'
IDENTIFIED BY 'P@sswOrd';

GRANT SELECT ON KAV.dnsdomains TO 'radar_reader'@'192.168.100.254"'
IDENTIFIED BY 'P@sswOrd';

GRANT SELECT ON KAV.v_hst_fqdns TO 'radar_reader'@'192.168.100.254"'
IDENTIFIED BY 'P@sswOrd';

GRANT SELECT ON KAV.hosts TO 'radar_reader'@'192.168.100.254"'
IDENTIFIED BY 'P@sswOrd';

GRANT SELECT ON KAV.v_hosts TO 'radar_reader'@'192.168.100.254"'
IDENTIFIED BY 'P@sswOrd';

5. 3aintn B Web-uHtepdeiic NMnatdopmbl Pagap no nytn "Knactep" -> "Yanbl" -> Bbibpats "ip-
aZpec Ballero nor-konnekropa" ->

B pasgene Cekpetbl AreHTa HaxaTb "[JobaButs"
o YkasaTtb "HasBaHue cekpeTa" n ykasaTb ero "3HayeHne cekperta" ang "MimeHu
nonb3oBatens"
Mpumep:
"HasBaHue cekpeta" - User_DB , "3Ha4yeHune cekpeTa" - radar_reader
o YkasaTtb "HasBaHue cekpeTa" n ykasaTb ero "3HayeHue cekpeta" ans "lMapons
nons3osartensa”
Mpumep:
"HasBaHue cekpeta" - User_DB_pwd , "3HayeHune cekpeta" - P@sswOrd
6. YkasaTb B KOHpUrypaLmMoHHOM dhaiine fnor-Konnekrtopa AaHHble CEKPETOB B hopmaTte

{{.User_DB}} - anst nonb3oBatens u {{.User_DB_pwd}} ans napons, B cTpoke
"connection_string"

Mpumep:

connection_string: "server=192.168.100.253;port=3306;driver={MySQL ODBC
8.0 Unicode Driver};database=kav;user={{.User_DB}};password=
{{.User_bpB_pwd}};"



7. MepesanycTuTb CepBUC JTOr-KonsekTopa.

6.4. Kaspersky Security Center yepe3 Syslog

6.4.1. Hactpowka Kaspersky Security Center ansa akcnopra
cob6biTun B NMnatdopmy Pagap

Bbl MOXeTe BKMIOYMTL aBTOMaTUYECKUIA 9KCNopT cobbiTuii B Kaspersky Security Center.

Tonbko 0bLme cobbITisi MOTYT ObITb 3KCMOPTMPOBAHBI OT yNpaBnsieMbix nporpamm B popmatax CEF un
LEEF. Cneumnduyeckme cobbiTvsi NporpaMm He MOryT ObITb 9KCMOPTUPOBaHbI OT YNpaBnseMbiX
nporpamm B popmatax CEF n LEEF. Ecnn Heobxoanmo aKkcnopT1poBaTh COObITUS yrpaBnsieMbiX
nporpamMm uUnuv Nornb30BaTeNbCKUn HAbop COBLITUIM, KOTOPBIN HACTPOEH C MOMOLLLbIO NOMUTUK

ynpaensieMbIx NPOrpamMmM, UCrornb3ynTe akcnopT cobbiTuin B hopmate Syslog.
YToObI BKIHOYMTL aBTOMATUYECKUI SKCMOPT OOLLMX COObITUN:
1. B nepeBe koHconu Kaspersky Security Center Bbibepute y3en ¢ umeHem Cepepa
aOMUHUCTPUPOBAHKS, COObITUS KOTOPOro HEOBXOAMMO 3KCMOPTUPOBATD.

2. B pabouen obnactu BeibpaHHoro Cepeepa agMUHUCTPUPOBAHNSA NepenanTe Ha 3aknagky
CobbITus.

3. Haxmute Ha cTpenky psgoM Co CCbinkor HacTponTb napameTpbl yBeAOMIEHUI 1 AKCnopTa
COObITWIA 1 B pacKkpbIBalOLLIEMCS crnicke BbibepuTe nyHKT HacTpouTk akcnopT B SIEM-cuctemy.

OTKpOETCsi OKHO CBOWCTB COObITUI Ha pasaerne QKCNopT CObbITUIA.
4. B pasgene OkcrnopT cobbITUI YKaxUTe crieqytoLLme napameTpbl 3KkcnopTa:

o ABTOMAaTU4YECKM IKCMOPTUPOBATL CoObITUS B 6a3y SIEM-cuctemsl
o SIEM-cuctema
o Appec cepBepa SIEM-cuctemsl
o T[lopt cepepa SIEM-cuctembl
o [lpoTtokon
5. Ecnu Bbl BbiGpanu chopmart Syslog, Bbl LOMKHBI yKa3aTb:

o MakcumarnbHbIi pasMep coobLueHus B banTax

Ecnu Tpebyetcs BbINonNHUTL 3kcnopT B MnaTtdopmy Pagap cobbiTuiA, nponsoLuemnx nocne
onpeaeneHHon aaThl B NPOLUIIOM, HAXXMUTE Ha KHOMKY OKCMNOPTMPOBaTL apXuB U yKaxuTe Aaty,
Ha4yMHasA C KOTOpPOK ByAeT BbINOMHEH 3KCMOPT COBLITMIA. 10 yMONYaHMO 3KCNOPT COBLITUIA HAYMHAETCA
Ccpasy nocrie BKIYEHMS.

HaxmuTe Ha kHonky OK.
ABTOMaTUYECKMI SKCMOPT COOBITUI BKITHOYEH.

Mocne BKNOYEHMS aBTOMATMYECKOrO SKCnopTa cobbITUIN He0BX0AMMO BbIGpaTh, Kakme cobbiTust byayT

akcnopTtuposaTbes B Mnatdopmy Paaap.

6.4.2. Bbi6op cobbiTUM ana akcnopta B MNnatdcdopmy Pagap B
dopmare Syslog

Mocne BKNIOYEHUSA aBTOMATMYECKOro aKkcnopTa cobblTuin HeobXxoanMO BeIGpaTh, kKakne cobbliTua byayT
akcnopTtuposaTbcs B Mnatdopmy Paaap.
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Bbl MoxeTe HacTponTb 3KCnopT cobbiTuii B hopmate Syslog B Mnardopmy Pagap Ha ocHoBe ogHOro
13 CrneayoLmx yCroBuia:

e Bbibop 06LLmMx cobbITMI. Ecnv Bbl BbIOEPUTE IKCMIOPTUPYEMbIE COOLITUS B MONUTUKE, B CBOMCTBAX
cobbITMA nnu B cBoricTBax CepBepa agMnHUCTpupoBaHus, To B NMnaTtdopmy Pagap OyoyT
nepegaHbl BblopaHHble COObITUSA, KOTOPbIE NPOM3OLLIIN BO BCEX NporpamMmax, yrnpasrnsemMbiX
OaHHoW nonuTukon. Ecnn akcnoptupyemblie codbiTus 6binn BbIGpaHbl B NONUTUKE, BAM HE yAACTCA
nX nepeonpenenvTb Ans OTAeNbHOW NporpaMmmbl, ynpasngaemMon 3Ton NoSIMTUKON.

e Bbibop cobbiTuin ansa ynpaensemomn nporpammbl. Ecnn Bbl BiGnpaeTe akcnoptupyemblie cobbiTus
Ons ynpaenseMon nporpaMMbl, YCTAHOBIIEHHOW Ha yrpaBrisieMblX YCTPoMcTBax, To B MnaTtdopmy

Papap OyayT nepefaHbl TONbKO COObITUS, KOTOPbIE MPOM3OLLIIM B 3TOW Nporpamme.

Ecnu Bbl XOTUTE BbINOMHUTL 3KCNOPT COOLITUN, NPON30LIEALLMX B OTAENBHON yNpaBnsaemon
nporpamMmme, yCTaHOBMEHHOM Ha yNpaBnsieMoOM YCTPOWCTBE, BbIOEpUTE AN NporpamMmmbl COObITUS Ans
akcrnopta. B criyyae, ecnv paHee akcnopTupyemble cobbiTus Gbiny BelbpaHbl B MONUTUKE, BaM He
yAoacTcs nepeonpenenvTb BolbpaHHble coBbITUA ANs OTAENbHON NPorpaMMbl, ynpaBnsieMon aTon
NOMNUTUKON.

YT06bI BbIGpaTh COOLITUS At OTAENBbHON YNpaBnseMoin NporpaMmbl;

1. B pepese koHconu Kaspersky Security Center Beibepute y3en Ynpaensemble yCTPOMCTBa 1
nepenauTe Ha 3aknagky YCTpoucTBaa.

2. OTKpOI1TE KOHTEKCTHOE MEHt0 TpebyeMoro yCTpoCTBa Mo NpaBoi KNnaeBuLle Mbiliv 1 Bbibepute
nyHkT CBoNCTBA.

3. B oTKpbIBLLEMCS OKHE CBOMCTB YCTPOWCTBA Bbibepute pasaen Nporpammei.

4. B nosiBMBLLEMCS CMMCKE MporpamMM BelibepuTe nporpammy, cobbiTusi KOTopon TpebyeTcs
3KCMOPTMPOBATb, U HAXMUTE Ha KHOMNKy CBOMCTBA.

5. B okHe cBONCTB nporpammbl Bbibepute pasaen Hactporika cobbITuiA.

6. B nosiBMBLUEMCS CIMCKE COOBITUI BbIGEPUTE OOHO UMM HECKOIbKO CODLITUI, KOTOpble TpebyeTcs
akcnopTtupoath B Mnatdopmy Pagap, 1 HaxxmuTe Ha kHonky CBoncTea.

7. B oTKpbIBLUEMCSI OKHE CBONCTB COObLITUI BblOEpuTE NapameTp dkcnopTuposaTth B SIEM-cuctemy
no npotokony Syslog, 4Tobbl OTMETUTb BbiGpaHHbIe cobbITUSA ANns akcnopTa B hopmarte Syslog.
BoikntounTe napametp dkcnopTupoBatk B SIEM-cuctemy no npotokony Syslog, 4Tobbl OTMEHUTL
BbIGOp cobbITUIA Ans aKkcrnopTa B hopmate Syslog.

8. Ecnu ceoncTBa cobbiTuS 3agaHbl B MONUTUKE, MOMNS 3TOTO OKHA HEAOCTYMHbI A4S
penakTpoBaHus.

9. Haxkmute Ha kHonky OK, 4ToObl COXpaHWUTb 3MEHEHUSI.

10. Haxxmute Ha kHonky OK B OkHE CBOWCTB NporpaMmbl U B OKHE CBONCTB YCTPOWCTBA.

Ecnu Bbl XOTUTE BbIMOMHWUTL 3KCTMOPT COBLITMI, MPOM30oLIEeALLNX BO BCEX NporpaMMax, yrnpaBnsiembixX
onpeaeneHHon NonMTUKON, BbIGEPUTE 3KCMOPTUPYEMbIE COOLITUS B MONUTUKe. B 3TOM criyyae Bbl He

MOXeTe BblOpaTb COObITUSI ANSA OTAENBHOW YNpaBnsaeMon NporpaMmbl.
Yto6bl BbIGpaTh 06Lme cobbiTns anga akcnopta B Mnatdopmy Pagap:

1. B nepeBe koHconu Kaspersky Security Center Bbibepute y3en MNonutuku.

2. OTKpONTE KOHTEKCTHOE MEHI0 TPebyeMOor NOAUTUKIN MO NPaBON KNaBuLLE MbILW U BblIGEpUTE NyHKT
CeolicTBa.

3. B oTKpbIBLLEMCS OKHE CBOMCTB NONUTUKK BbiOepuTe pasaen Hactpowika cobbiTui.

4. B nosiBuBLUEMCS CnNCKe COBLITUI BbIGEPUTE OOHO UMM HECKONBKO COOLITUI, KOTOpble TpebyeTcs
akcnopTtupoBath B NMnatcdopmy Papap, n HaxkmnTte Ha kHonky CBowicTBa.

5. Ecnu TpebyeTtcsa BbIGpaTb BCe COObITUS, HAXXMUTE Ha KHOMKY BbligenuTb Bee.



6. B oTKpbIBLLEMCS OKHE CBOMCTB CObObLITMI BbIGEPUTE NapameTp JkcnopTuposaTth B SIEM-cuctemy
no npotokony Syslog, 4ToGbl OTMETUTb BbiGpaHHbIe COOLITUS ANs kcnopTa B hopmarte Syslog.
CHumuTe donaxok dkcnoptuposats B SIEM-cuctemy no npotokony Syslog, 4Tobbl OTMEHUTD
BbIBOp COOLITUI AN aKkcrnopTa B doopmate Syslog.

7. Haxkmute Ha kHonky OK, 4ToObl COXpaHWUTb M3MEHEHUSI.

8. B OKHe CBONCTB MONMUTUKM HaxkMuTe Ha kKHonky OK.

6.5. HacTpownka Kaspersky Anti Targeted Attack ans
oTnpaBku cobbiTnn B NMnatdopmy Pagap

[Ons HacTpoiikm oTnpasku cobbiTnii Kaspersky Anti Targeted Attack B Mnarcopmy Pagap BbinonHute
warm;

1. 3angute B BeG-nHTEpdelic cuctembl Kaspersky Anti Targeted Attack nog y4eTHom 3anuceto ¢
npaBamu agMVHUCTpaTopa CUCTEMBI.

2. Bbibepute nocnegoBaTenbHO MNyHKTbI MeHL0: Settings -> SIEM system
3. B oTKpbIBLUEMCSI OKHE BbIMOMTHUTE HACTPOWKM:

O OTMETUTb Yek-00KC HanpoTmB «Activity log» n «Alerts;

O 3anonHuTb UMs xocTa unu IP-agpec nor-konnektopa B nomne «Host/IP»;

O 3anofHUTb NOPT, OTKPbITLIN Ha NOr-KOMNMeKTope Ans npuema cobbITUI OT AaHHOTO
WCTOYHMKA, B none «Port»;

o BblbpaTb npotokon B3aumogerictaust (TCP/UDP);

o 3anonHuTb ID ycTporcTea B none «Host ID»;

© BbIOpaTb MHTEpBan OTNPaBKU COOLITUI C MHCpOPMaLMEN O COCTOSHUN CUCTEMBbI;

0 ycTaHOBUTb Nepekntoyatens B Enable B none «TLS encryption» npu HeobxoanmocTu
LWndpoBaHMA OTNPaBKU COObITUN.

4. ins coxpaHeHUst 3MeHeHu Haxxmute «Apply» (CM. pucyHok 76).

Users

Kaspersky
@ Anti Targeted General seTings
Attack Platform Data to send

SIEM system Integration

Das d
Host/IP*

Date and time
Operation mode

KSN/HPSN and MOR Port* 2602 (%]
Reports

KPSN reputation database Protocol P v

Settings <

Notifications Host ID Katall Q

The server with this 1D will be shown as the so

& of the alert in the SIEM system log

SIEM system

Heartbeat 10 | minutes

Network settings
TLS encryption ® | Disabled

Passwords for archives

Licenze

PucyHok 76 - MNpumeHeHne HacTporku oTnpasku cobbiTuin Kaspersky Anti Targeted Attack.

6.6. Kaspersky Web Traffic Security {#kwts}

[aHHy0 MHCTPYKLMIO HEOBXOAMMO BbINONHUTE Ha KaxkaoMm y3ne knactepa KWTS.

Ons HacTpoiikm nctovHuka Kaspersky Web Traffic Security Ha otnpaBky cobbiTuiie Mnatdopmy
Papgap BbINnonHuTe cneaytoLlme waru:

1. MopkntoumTeck Kk ycTporncTay Kaspersky Web Traffic Security ¢ nomowsto nHtepderica
KOMaHAHOW CTPOKW NoA nonb3oBarenem root.
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. Co3panTte KoHUrypaumoHHbI dann ans rsyslog:
vim /etc/rsyslog.d/kwts_to_siem.conf
. HacTtpowTte otnpaBky cnegyroLmnx o6beKToB:

local0.*,locall.*,Tocal2.*,authpriv.*,local7.* @@<Ip-agpec nor-kKosieKkTopa>:
<port>

. Mepesanyctute cepsuc rsyslog:

service rsyslog restart

. Ha mawumHe ¢ nor-konnekropom gobasste n3amMeHeHus B dhann koHdurypaumm gnsi cbopa
COObITWIA OT UCTOMHUKA U oTnpaBku nx B Mnardopmy Pagap:

o pob6asntb KomnoHeHT cbopa cobbIThiA:

tcp_input_kwts: & tcp_input_kwts
id: "tcp_input_kwts"
host: "0.0.0.0"
port: <ykasaTb nopT>
sock_buf_size: 0
format: "json"
Tog_level: "INFO"

0 pfob6aBnTb KOMNOHEHT OTnpaBkM COObLITUI

tcp_output_kwts: & tcp_output_kwts

id: "tcp_output_kwts"

target_host: "<ip aapec nNnaTtdhopmbl Pagap/wnn banaHcepa>"
port: <yka3aTb nopT>

sock_buf_size: 0

Tog_Tlevel: "INFO"

0 ykasaTb foGaBrneHHble KOMMOHEHTLI cbopa 1 oTrpaBkuK B pasgens collectors n senders
COOTBETCTBEHHO:

collectors:
tcp_receiver:
- <<: *tcp_input_kwts

senders:
port: 48002
tcp:
- <<: *tcp_output_kwts

0 [06aBWTb MapLUpYT B3aUMOAENCTBUSA MeXAY KOMMNOHEHTaMu cGopa cobbITUiA 1
KOMMOHEHTaMW OTMNpaBKX COObITMIA:

route_1_kwts: &route_1_kwts
collector_id:
- "udp_input_kwts"
sender_id:
- "tcp_output_kwts"



O BKIMOYUTb MapLUPYT B pasgere KoHpurypaumoHHoro ganna routers:

routers:
- <<: *route_1_kwts

6. MNepesanyctute cnyxby nor-konnexkropa

7. Bknounte unu cosgante uctodHuk KWTS B Mnatdopme Pagap v Haxxmmute KHOMKY

«CUHXPOHU3MPOBATbL».

8. MNpoeepbTe noctynatLme cobuiTma B Mnatdopme Papap B pasgene «[1pocmMoTp cobbitumny.

6.7. FireEye HX {#fireeye}

[nsa HacTpowikn nctovHnka FireEye HX Ha otnpaBky cobbiTun B NMnatcdopmy Papap BoinonHute

cnenytouwne waru:

1. MoakntovmTeck K ycTponcTBy FireEye HX ¢ nomolbio MHTepdenca komMaHgHOM CTPOKM.

2. Y06kl aKTUBMPOBATbL PEXMM KOHUIypaLMmn, BBEAUTE NOOYEPEHO CreayroLLmMe KOMaHabl:

enable
configure terminal

3. UT06bI 406aBUTL HAa3Ha4YeHWe yaaneHHoro cepeepa CUCTEMHOIO XXypHana, BBeauTe criegyomne
KOMaHAbl:

Togging <IP_address nor-konnektopa> trap none
logging <IP_address nor-konnektopa> trap override class cef priority info

4. Ytobbl COXpaHUTb U3MEHEHWSI BBEOMTE CMNEeaYHOLLYI0 KOMaHAy:
write mem

5. Ha mawwuHe ¢ nor-konnektopomM fobaBbTe n3MeHeHus B hann koHdurypaumm ans cbopa

cobbITMI OT UCTOYHUKA 1 oTnpaBku ux B Mnatdopmy Paaap:

o pobaBuTb KoMnoHeHT cbopa cobbiTui

udp_input_FireEye: & udp_input_FireEye
id: "udp_input_FireEye"
host: "0.0.0.0"
port: 514
sock_buf_size: 0
format: "json"
Tog_level: "INFO"

o pno6aBuTb KOMMOHEHT OTNpaBKn COObITUINA

tcp_output_FireEye: & tcp_output_FireEye

id: "tcp_output_FireEye"

target_host: "<ip aapec nnatdhopmbl Pagap/unu 6anaHcepa>"
port: 4560

sock_buf_size: 0

Tog_level: "INFO"
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© ykasaTb AobaBreHHble KOMMNOHEHTbI cbopa 1 oTnpaBku B pasaensl collectors n senders
COOTBETCTBEHHO

collectors:
udp_receiver:
- <<: *udp_input_FireEye

senders:
port: 48002
tcp:
- <<: *tcp_output_FireEye

0 [o6aBnTb MapLLPYT B3aMMOLENCTBUA MEXAY KOMMNOHEHTamMmn cbopa cobbITui
KOMMOHEHTaMu OTNpaBky COObITUI

route_1_FireEye: &route_l_FireEye
collector_id:
- "udp_input_FireEye"
sender_id:
- "tcp_output_FireEye"

O BKIHOYMTb MapLUpYT B pasaerne KoHUrypaumoHHoro gaiina routers

routers:
- <<: *route_l_FireEye

6. MNepesanyctuTte cnyx0y nor-konnexkTopa.
7. Bkntounte ncrtovHuk FireEye-HX B Mnatdopme Pagap v HaxmuTte KHOMKY « CUHXPOHM3NPOBATL».

8. MNpoeepbTe noctynatLmne cobuiTua B Mnatdopme Papgap B pasgene «[1pocmMoTp cobbiTuins.

7. CeTeBble ycTpOUCTBA.
7.1. Cisco 10S. System logging. {#ciscoios}

7.1.1. HacTtpounka ncrtouyHmka

1. MNogKounTBCA K KOHCOMN YCTPOUCTBA;

2. [Inqa BkNOYEHUSA NOrMPOBaHUS BCEX MOMbITOK MNOAKMIOYEHNS K YCTPONCTBY, BBEAUTE KOMaHAb!:
(config)# service timestamps log datetime localtime show-timezone year
(config)# Togging userinfo
(config)# login on-failure Tog
(config)# login on-success Tog

3. nsa BKNOYEHWS NOrMPOBaHUS U3MEHEHMUI KOHPUIypaLmMm, BBEAUTE KOMaHAbI:

(config)# archive
(config-archive)# log config
(config-archive-log-cfg)# Togging enable

(config-archive-log-cfg)# notify syslog
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(config-archive-Tog-cfg)# hidekeys
4., Insi oTnpaBKX COObITUI Ha KOMMEKTOP, BBEAUTE KOMaHAbI:
(config)# logging facility locals

(config)# logging host <IP-agpec kKonnekTopa> transport tcp port <mnopTt

KonnekTopa> (MopT mo ymon4yaHuw 2523)

7.1.2. BknrovyeHne uctouyHuka Ha lNnardopme Papgap

BkritoyeHune nctovHvka Ha Nnatdgopme Papgap npencrasneHo B pasgene YipaeneHue
ucmoyHukamu 8 lNnamaghopme, BrrirouyeHue/8biknroveHUe noddepxusaemMbix UCMOYHUKO8 U UX

CUHXPOHU3aUUsI

1. 3anTtu B Beb-koHconb MnaTtdgopmbl Pagap, nepentn B pasgen «McTouHmku», «YnpasneHue

NCTOYHUKaMU»;
2. Hantu B cnncke goctynHeix nctodHukoB (Cisco-I0Sswitch) n Bkntountb ero;

3. KnnkHyTb Ha KHOMKY «CUHXPOHN3MPOBATb».

7.1.3. HacTpouka Konrnekropa coobITUN

Mprmep KoHUrypaLumoHHoro dana ¢ HaCTPOMKOW AaHHOIO UCTOYHMKA NPeACTaBneH B pasgene

[Npumep KoHGhueypauuoHHo20 hauna s1oe-konnekmopa. bonee nogpobHasa nHdopmauns o
HacTpoKKax nor-konnekTopa npeacTaeneHa B pasgene Pyko8odcmeo no Hacmpolike /ioe-

Kosiriekmopa

1. B koHhurypaumoHHbIn cann nor-konnekropa (config.yaml) Heobxoaumo nobasuThb input

komnoHeHTa TCP.

[MprMep HaCTPOWMKM NO YMOMYaHNIO MOXHO HaNTW B JOKYMeHTauuun: Pykoeo0dcmeo 10 Hacmpouke

noe-konnekmopa, KomnoHeHm TCP

OcHOBHbIe NapaMeTpbl, KOTOpble HEOOXOAUMO YKa3aTb:
target_host: <"ip aapec wnm wums ypaneHHoro y3na'"> (aapec nnathopmbsl Paaap)
port: <"nopTt"> (CTaHAAPTHLIN NMOPT ANA AAHHOIO UCTOYHUKA 2523)

2. Mocne HacTpovikn KOMNOHeHTa cbopa cobbITuii (input) - HEOBXOAMMO HACTPOUTEL KOMMOHEHT

oTnpasku cobbiTui (output).

B kayecTBe KOMMNOHEHTa OTNPaBkM COOLITUI AN AaHHOTO UCTOYHMKA NpeayCMOTPEHO

ncnonb3oBaHue oTnpasku no npotokony TCP.

[MprMep HACTPOWMKM NO YMOSYaHUIO MOXXHO HANTW B OKYMEHTaUun: Pyko8o0cmeo 1o Hacmpouke

noz-konnekmopa, KomnoHeHm omnpasku cobbimuti no npomokosny TCP

OcHOBHbIE NapaMeTpbl, KOTOpble HEOOXOANMO yKa3aTb:
target_host: <"ip aapec wim wums ypaneHHoro y3na'"> (agpec nnathopmbsl Pasap)
port: <"nopTt"> (CTaHAApTHbLIM NOPT ANS AAHHOMO UCTOYHMKA 2523)

3. [lanee HeobxooMMOo BKIHOUMUTL KOMMOHEHTLI cbopa (collectors) n otnpasku (senders).

[MprMep HaCTPOWMKM NO YMOMYaHMIO MOXHO HaNTW B JOKYMeHTauuun: Pykoeo0cmeo 10 Hacmpouke

[102-KoNIeKmopa, Bkrio4eHUe KOMIOHEH MO8

OcCHOBHbIe NapaMeTpbl, KOTOPbIE HYXXHO YKa3aTb Npy BKITHOYEHUM KOMMOHEHTOB cbopa:
collectors:

tcp_receiver:
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- <<: *<"id komnoHeHTa cbopa"> (ID kKoMnoHeHTa cbopa, KOTOpbLIN yKa3biBanu npwu

06bsBIEHUM KOMMOHeHTa cbopa)

OcCHOBHblE NapaMeTpbl, KOTOPbIE HYXXHO yKa3aTb NpY BKTHOYEHUN KOMIMOHEHTOB OTNPABKMU:
senders:

tcp:

- <<: *<"id komnoHeHTa oTnpaBku"> (ID KOMMNOHEHTA OTMNPaBKM, KOTOPbLIN yKa3biBanu

npu o6bABMEHUN KOMMNOHEHTA OTNpPaBKMW)
4. MNocne 4yero HeobXxoANMO NPOM3BECTU HACTPONKY MapLLPYTMU3aLUN COObITUIA.

MprMep HACTPOMKU MO YMOSYaHMI0 MOXHO HaWTV B OKYMeHTauun: Pykoeodcmeo 1o Hacmpolike

Jnoe-konnekmopa, Mapwpymusauus cobbimuu

OCHOBHbIE NapameTphbl, KOTOPbIE HYXKHO yKa3aTb NpW HAaCTPONKe MapLupyTa:
route_1: &route_1
collector_id:
- <"id KkomnoHeHTa cbopa'>
sender_id:
- <"id KoMMoHeHTa oTnpaBKK'>
5. lNocrne Hy>XHO BKNIOYMTL MapLupyT B pasgene routers. Npumep BKAKYEHUS MapLupyTa:
routers:

- <<: *<Ha3BaHWe MapuwpyTa> (Hanpumep - <<: *route_1)

7.2. Cisco 10S. Netflow v5. {#netflow}

7.2.1. HacTponka nctouyHmka

1. MoAKMIYMTLCS K KOHCOMNW YCTPOWCTBA;

2. [Ins BKNtOYMEHNUs 3KCnopTa cTaTUCTUKN ceTeBoro Tpaduka no npoTtokony NetFlow BeeauTe

KOMaHAbl:

(config)# ip-flow-export destination <IP-agpec KonnekTopa> <mopT KoasnekTopa> (no

yMonyaHuw 2162)

(config)# ip flow-export version 5

(config)# interface <uHTepdelic, c KoToporo Heobxoammo cobupaTb CTATUCTUKY>
(config)# ip flow ingress

(config)# ip flow egress

7.2.2. BknrovyeHune uctovyHuka B lNnarcdopme Pagap

BkritoyeHune uctovHuka B Nnardopme Pagap npeacrasneHo B pasgene YnpasneHue
ucmoyHukamu 8 lNnamagbopme, BrriroyeHue/8biknrodyeHuUe noddepxusaemMbix UCMOYHUKO8 U UX

CUHXPOHU3aUUsI

1. 3anTtu B Beb-koHconb MnaTtdopmbl Pagap, nepentn B pasgen «McTouHmku», «YnpasneHue

WNCTOYHUKaMMW»;
2. Haintu B cnncke gocTtynHbix nctodHukoB (Cisco-NetFlow) u BkntounTh ero;

3. KnukHYTb Ha KHOMKY «CUHXPOHM3NPOBATbY.
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7.2

.3. HacTpowka konnekropa coobITUMn

Mpumep KoHUrypaumMoHHOro dparnna ¢ HaCTPONKON JaHHOIMo NCTOYHMKA NPeaCcTaBneH B pasgene

[Npumep KoHghueypayuoHHo20 halna s1oe-konnekmopa. bonee nogpobHasa nHdopmauus o
HacTpolKax for-konnekTopa npeacraeneHa B pasgene Pykogodcmeo no Hacmpouke oe-

Kornnekmopa

1.

4.

B KoHdurypaumoHHbli dain nor-konnekropa (config.yaml) Heobxognmo fobasuTh input

komrnoHeHTa NetFlow.

[MprMep HACTPOWKM NO YMOSYaHUIO MOXXHO HANTW B OKYMEHTauun: Pyko8odcmeo 1o Hacmpouke

rio2-konnekmopa, KomnoHeHm NetFlow

OcHOBHbIE NapaMeTpbl, KOTOpble HEOOXOAUMO yKa3aTb:
host: "<ip aapec nor-konnektopa>" (aZpec Ha KOTOPOM 3amnyleH KOJIIeKTOop)

port: <nopT ANs npuvema coeguHeHuin> (NopT, HAa KOTOpbM ByAyT NpuUHUMATbLCA CObLITUSA,

€C/IM NpU HACTPOMKE MCTOYHMKA OCTaBWIM CTaHAAPTHbIA - 2162)

. lMocne HacTpolikn KOMNoHeHTa coopa cobbITui (input) - HEOBXOAMMO HACTPOUTE KOMMOHEHT

oTnpasku cobbITUA (output).

B kayecTBe KOMMOHEHTa OTnpaBKu CcobbITHI Aana AaHHOro NCToYHUKa npeaycMoTpeHo

ncnornb3oBaHue oTnpasku no npotokony TCP.

MpviMep HACTPOWKM MO YMOMYaHMIO MOXHO HANTK B AOKYMeEHTauun: Pykosodcmeo o Hacmpouike

nioe-konnekmopa, KomnoHeHm omnpasku cobbimut rno npomokony TCP

OCHOBHbIE NapameTphbl, KOTOpble HEOOXOAUMO yKa3aThb:
target_host: <"ip aapec wnm wums ypaneHHoro y3na'> (agpec MNnathopmsl Pasap)

port: <"nopT"> (CTaHAApPTHbLIM NOPT ANS AAHHOMO UCTOYHMKA 2162)

. Danee HeobxoOnMo BKMOYMTL KOMMOHEHTLI cbopa (collectors) n otnpaeku (senders).

[MprMep HaCTPOWMKM NO YMOSHYaHUIO MOXXHO HANTU B OKYMEHTauun: Pyko8odcmeo 1o Hacmpouke

J10e-Ko/iekmopa, BkriroyeHue KOMIOHEHMO8

OCHOBHbIE NapameTphbl, KOTOPbIE HYXKHO yKa3aTb Npw BKIIKOYEHUN KOMMOHEHTOB cbopa:
collectors:
nf_receiver:

- <<: *<"id komnoHeHTa cbopa"> (ID kKoMmnoHeHTa cbopa, KOTOPLIA yKa3sbiBanu npwu

0b6bABEHUM KOMMOHeHTa cbopa)

OCHOBHbIE NapameTpbl, KOTOPbIE HY>KHO yKa3aTb Npu BKIKOYEHUN KOMMOHEHTOB OTNPaBKU:
senders:

tcp:

- <<: *<"id komnoHeHTa oTnpaBku"> (ID KOMNOHEHTA OTMNPAaBKM, KOTOPbLIA YyKa3biBanu

npu 00BbAB/IEHUN KOMMOHEHTA OTI'IpaBKIA)

Mocne Yyero HeobxoaAMMO NPOM3BECTM HACTPONKY MapLLpyTU3aLMN COBbITUIA.

[MprMep HACTPOWKM NO YMOMYaHNIO MOXXHO HANTW B OKYMEHTauun: Pyko8o0cmeo 1o Hacmpouke

noe-konnekmopa, Mapwpymusauus cobbimut

OcCHOBHbIE NapaMeTpbl, KOTOPbIE HY)XHO yKka3aTb Npu HAacTpoiike MapLupyTa:

route_1: &route_1
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collector_id:
- <"id komnoHeHTa cbopa">
sender_id:
- <"id komnoHeHTa oTnpaBKW'>
5. lNocne Hy>XHO BKNIOYMTL MapLupyT B pasgene routers. [Npumep BKAKYEHUS MapLupyTa:
routers:

- <<: *<Ha3BaHWe mapuwpyTa> (Hanpumep - <<: *route_1)

7.3. D-link xStack {#dlinkxstack}

Ons HacTpoinku D-link xStack Ha oTnpaBky cobbiTuin B Mnatdgopmy Pagap BeinonHute cregyoume
warm:

1. B Beb-uHTepdeiice (Web-based User Interface) D-link Nexus nepeiigute no nyTu:
Administration > System Log > System Log Host

2. Otkpoiite System Log Server unu System Log Server-Add

3. YcTaHoBUTE crneayoLme 3Ha4YeHNs B Kakaom nore (CM. pucyHok 77):

o B none Index yctaHoBuUTe 3Ha4eHue 1. Ecrnv yCTPONCTBO yKe HAaCTPOEHO Ha OTMNpaBky Ha
Opyrue cepeepbl, TO BbibepuTe cBOOOAHbIN Krtod B AnanasoHe (1-4).

o B none Server IP ykaxuTe <ip-agpec nor-konnekropa>

o B none Severity yctaHoBuTe 3Ha4eHne ALL

o B none Facility yctaHoBuTe 3HaueHue 4 (security/authorization messages)

o B none UDP Port ykaxute <Homep-nopta> (no ymonyaHuto 514)

o B none Status yctaHoBuTte Enabled

o HaxmuTe kHomky Apply

Configure System Log Server-Add
Index(1-4) 1

Server I[P 00.00

Severity ALL v
Locall v

UDP Port(S14 or 6000-65535) 514

Status Disahled w

Show All System Log Servers

PucyHok 77 - lpumMep okHa HacTpownku fo6aBneHns oTnpaBku CobbITUIA.

4. B koHUrypaumoHHoM chaine nor-konnekropa 4obBsTe HACTPOKMKY ANs NOfyvYeHus cobbITui oT
MCTOoYHUKa 1 oTnpaBku ux B Mnartdopmy Pagap

HHARHHHHH AR AR HRHHHHH AR AR AR H R AR AR AR HRH ARG AR AR R AR AR AR AR A AR AR AR
YacTb HACTPOWKM NOr-KonnekTopa
HHARHHHHH AR AR A RH R RH AR AR AR H R AR AR AR HRH AR AR AR AR R AR AR AR AR A AR AR AR
# Tak Kak B 3M nyHKTe 6bi1 BbibpaH wabsoH oTnpaBku no UDP, NO3TOMY HACTpoOMKa
Ha JIOr-KO/NleKTope COOTBEeTCTBYEeT NpoTokKony UDP
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udp_input: & udp_input
id: "udp_input"
host: "0.0.0.0"
port: 514
sock_buf_size: 0
format: "json"
log_level: "INFO"

tcp_output: & tcp_output
id: "tcp_output"

target_host: "<ip aapec Nnatdopmbl Pagap>"
port: 2773

sock_buf_size: 0

log_level: "INFO"

collectors:
udp_receiver:
- <<: *udp_input

senders:
port: 48002
tcp:
- <<: *tcp_output

route_1: &route_1l
collector_id:
- "udp_input"
sender_id:
- "tcp_output"”
routers:
- <<! *route_l

5. B Mnatdopme Pagap skntounte «Tun VctouHnka» «Dlink xStack» 1 HaXxmuTe KHOMKY
«CUHXPOHU3MpPOBaTb»

6. MNpoeepbTe npuxoasiume cobbiTns B Mnartdopme Pagap.

7.4. KommyTtaTtopbl Huawei {#huawei}

B pasgene onncaHa HacTpoiika nctoyHukoB Huawei S Series Switch , Huawei AR Series Router,
Huawei USG Series Firewall.

[na HacTPOMKM BbINOMHUTE Laru:

1. Bongute B nHtepdenc komaHaHoun ctpoku (CLI) mappytusatopa Huawei cepum AR,
koMmmyTaTopa Huawei cepum S unu mexceteBoro akpaHa cepun USG.

2. BBeguTe KomMaHAy Ans AOCTyNa K CUCTEMHOMY NPEACTaBMNEHMIO:
system-view

3. Beegute komaHgy, YToObl BKIHOYUTL MHAPOPMALNOHHBIN LEHTP:

info-center enable

4. BeeguTe kOMaHay Ans oTnpaBky COO6LLEHNN MHGOPMALMOHHOIO YPOBHS Ha KaHar rno
YMOMNYaHuio:
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info-center source default channel loghost Tog Tlevel informational debug state

off trap state off

5. lNpoBepbTe UCXoaHy KoHdUrypaumo MapLupyTusatopa Huawei cepun AR, kommyTaTtopa Huawei
cepum S nnmn MexceTeBoro akpaHa cepumn USG, BBeguTte komaHay:

display channel Tloghost

6. BBeguTe komaHay, 4Tobbl HacTpouThb |P-agpec nor-konnekTopa B Ka4ecTBe XOCTa XXypHana Ans
BaLlero koMMmyTaTopa:

info-center loghost <IP-address Tlog-collector> facility <local>

Moe:
<IP-agpec> — 3710 IP-agpec nor-konnektopa

<local> — cpefcTBO CMCTEMHOIO XypHana, Hanpumep, local0

Hanpuwmep,

info-center loghost <IP-address Tlog-collector> facility localO
7. Beegute komaHay, YToObl BbINTU U3 KOHUTYpaLIUKA:

quit
8. CucrtemMbl 3aWUTbI INIEKTPOHHOU NOYTbI
8.1. FortiSandbox {#fortisandbox}

Ons HacTponkm FortiSandbox Ha otnpaBky cobbiTuii B MnaTtdopmy Pagap BbinonHuTe cregytoLlime
waru;

1. 3angute B BEG-UHTEpPhEnc cucTeMbl Mo YHETHOW 3aNMChio C NpaBaMy agMUHUCTpaTopa
CUCTEMBI.

2. Belbepute nocnegoBaTenbHO MyHKTbI MeHH: «Log&Reports» -> «Log Servers» (CM. pucyHok 78).

€28 Fortisandbox 1000F £ LogServers ReguarMode > Bv (D
What are you looking for? Q + CreateNew | [ Egit | B Delete
@ Dashboard

Name Server Type Server Address Port Statu
e FortiView >

0s5IM Syslog UDP 10. 223 514 Enabl
& Network > Pangeo_SIEM Syslog UDP 10. 208 516 Enabl

£ System >
P Virtual Machine >
B Scan Policy >
fo Scaninput >
(B File Detection >
@ Network Alerts >

% URL Detection >

[l Log &Report v
All Events
System Events
VM Events
Job Events
Notification Events

Local Log
Diagnostic Logs
Summary Report

Report Center
PucyHok 78 - Beibop noros.

3. Haxxmute «Create New» 1 B OTKPbIBLLEMCS OKHE BHECUTE CneaytoLime HaCTPONKU:

O 3anonHuTb Ha3BaHue B none «Namey,
© BblbpaTb NPOTOKON B3aUMOAENCTBUS 1 chopMaT OTNpaBKu COObITUI B none «Typex;
o 3anonHutb IP-agpec nor-konnekropa B none «Log Server Address»;
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© 3anosHUTb NMOPT, OTKPbITBIV Ha NOr-KOMMEKTOPe AN NpMeMa CobbITUIn OT AaHHOro
NCTOYHMKA, B none «Port»;

O [ns BKMOYEHMs oTNpaBku Belbpatb «Enablex» B none «Statusy;

o BbIGpaTh YPOBEHbL NMOTMPOBaHUS OTMNPABASIEMbIX COObITUI, MPOCTaBMB YEKGOKCHI HANPOTHB
cooTBeTCTBYHOLWMX nornei «Alert Logs», «Critical Logs» 1 T.n.

4. Haxxmute «OK» onsi coxpaHeHns U3MEHEHWU (CM. pUCyHOK 79).

€3 FortiSandbox 1000F 2 LogServers RegilarMode > B~ (D~
What are you looking for? Q. EditRemote Log Server

@ Dashboard
Name:

Type: Syslog UDP v

e Fortiview >

& Network >
& Log Server Address: @ 208
System >
Port:
5 Virtual Machine > 516
By Scan Folicy N Status: @Enable O Disable
M Scaninput > | | BAlertlogs
B File Detection 5 ([ Include Jobs with Clean Rating
Q@ NetworkAlerts > Critieal Logs
Error Logs
S URL Detection >
‘Warning Logs
Wil Log & Report >
1 b= Information Logs
All Events DebugLogs
System Events Cancel
VM Events
Job Events
Notification Events

Local Log
Diagnostic Logs
Summary Report

Report Center
PucyHok 79 - CoxpaHeHne N3MeHEHUIA.

8.2. Microsoft Exchange Server {#mes}

[JaHHoe pykOBOACTBO onucbIBaeT MexaHu3m cbopa cobbituii MS Exchange sepcuii 2013/2016/2019 n
otnpasku nx B NMnatdopmy Papap.

Mpegnonaraertcs, YTo AN aHanm3a v koppensuum ByayT cobupartbes creayowme aHHble:

e OWA(IIS) logs.

e SMTP protocol logs

e Message tracking logs

e Exchange CosmosQueue Logs (Audit logs)

8.2.1. HacTpowka coopa OWA (lIS) logs

Pacnonoxexue no ymonvanuto: C:\inetpub\logs\LogFiles\W3SVC1; C:\inetpub\logs\LogFiles\W3SVC2

Mocne pa3BepTbiBaHUSA Exchange Ha4YMHaET nNucaTtb 3TW F10rM aBTOMaTUYECKM U B BONbLUNMHCTBE
Cry4yaeB HUKaKUX OOMONMHUTESNbHbIX HACTPOEK 3TOro Tuna MCTOYHUKA He Tpe6yeT0ﬂ.

8.2.2. HacTtpownka SMTP protocol logs

Pacnonoxexue no ymonyanuto: C:\Program Files\Microsoft\Exchange
Server\V15\TransportRoles\Logs\FrontEnd\ProtocolLog

BkntoyeHune BegeHus xypHana npotokona SMTP ¢ nomoubto LieHTpa agMuHucTprpoBanust Exchange

1. OTkpowiTe koHconb Exchange Administration Center.
2. Mepengute Bo Bknaaky Mail Flow > Receive Connectors (cm. pucyHok 80).
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] Enterprise  Office 365

Exchange admin center

recipients

permissions

compliance management
organization

protection

mail flow

mobile

public folders
unified messaging
SETVErs

hybrid

tools

PucyHok 80 - Bknagka "

rules delivery reports  accepted domains email address policies

receive connectors

Select server: | ADDNSExch.pgtest.org

+/s@g -
NAME

Client Proxy ADDNSEXCH
Default ADDNSEXCH

Default Frontend ADDNSEXCH
Outbound Proxy Frontend ADDNSEXCH

Mail Flow".

3. BblGepuTe HyXHbI KOHHEKTOP 1 HaxmMuTe Edit.

4. MNepenanTe BO BKI

agky General

A | STATUS

ROLE

Enabled HubTransport
Enabled HubTransport
Enabled FrontendTransport
Enabled FrontendTransport

5. B none Protocol logging level list BbiGepute Verbose (cm. pucyHok 81).

] CEnterprise  Office 365

Exchange admin center

recipients

permissions

compliance management

Selectserver: | ADDNSExch pgtest.org

+ﬁs

crganization

pprotection e il
Client Frantend ADDNSEXCH Enabled

Client Proxy ADDNSEXCH Enabled
[ pefaut: ADDNSEXCH Enabled

mable Default Frontend ADDNSEXCH Enabled
public folders Outbound Proxy Frontend ADDNSEXCH Enabled

unified messaging
servers
hybrid

trnle

ROLE

FrontendTransport
HubTransport
HubTransport
FrontendTransport

FrontendTransport

PucyHok 81 - HacTponka napameTpoB NIOrMpoBaHus.

6. CoxpaHunTe N3MeHeHus, HaxxaB KHOMKy Save.

rules delivery reports accepted domains email address policies Eeceive connectors Isend cannectors
T—

send connectors

Client Frontend ADDNSEXCH Enabled FrontendTransport s

L=
1z
Ve
Ve

(2 Exchange Receive Connector - Intemet Explorer

Default ADDNSEXCH

» general v
ersion:

security [Version 15.1 (Build 1034.26)

Connector status:
[ Enable

scoping

Protocol logging level

O None

Maximum receive message size (MB):

3

v]

8.2.3. Hactpownka Message tracking logs

PacnonoxeHue no ymondanuio: C:\Program Files\Microsoft Exchange

Server\V15\TransportRoles\Logs\MessageTracking

HaCTp0|7||<a OoTCnexunBaHnaA COO6LIJ,eHI/IIZ Ha cepBepax NoYTOBbIX ALLMKOB C NOMOLLIbHO Ll,eHTpa

agMuHucTpupoBaHust Exchange

1. OTkponTe KoHconb Exchange Administration Center.

2. MNepengute B pasgen Servers,BbibepuTe NOYTOBLIN CEPBEP, KOTOPBIN HY>KHO HACTPOUTb, U

HaxxmuTe kHonky Edit (cm. pucyHok 82).

J Choose Verbose to
the SMTP conversa
between e-mail ser


af://n2340

r] Enterprise  Office 365

Exchange admin center

recipients servers databases database availability groups virtual directories  certificates
permissions
compliance management L B

—
NAME & | SERVER ROLES VERSION

organization
ADDNSEXCH Mailbox Version 15.1 (Build 1034.26) ADDNSEXCH

protection

Mailbox

mail flow Version 15.1 (Build 1034.2
Standard
Licensed

mabile

public folders

unified messaging

PucyHok 82 - Bbibop no4ToBOro cepeepa.

3. Ha cTpaHuue cBOWCTB cepBepa knukHuTe Ha Transport logs. B pasgene Message tracking log
N3MEeHUTE crieaytoLme napameTpbl (CM. pucyHok 83):

o Enable message tracking log. YTobbl OTKNIOUNTE OTCNEXMBaHNE COOBLLEHUIA Ha cepBepe,
cCHUMUTE hrnaxkok. YToObl BKMOUNTL OTCrEXMBaHNE COOOLLEHNIA Ha CepBepE, YCTaHOBUTE
3TOT GONIaXKOK.

o Message tracking log path. YkasaHHoe 3Ha4YeHWe JOMKHO HaXOAMTbCS Ha FTIOKaIbHOM
cepsepe Exchange Server. Ecnu nanka He cyliectsyeT, oHa ByAeT co3faHa nocrne Haxatus
kHonkn CoxpaHuTb.

ADDNSEXCH

general

Message tracking lo
databases and database ? S

T ™ Enable message tracking log
availability groups

Message tracking log path:

POP3 |'xchange Server\W 15\ TransportRoles\Logs\MessageTracking
[haP4

unified messaging Connectivity log

DNS lookups ™ Enable connectivity log

Connectivity log path:
|xchange Server\V 15\ TransportRoles\Logs\Hub\Connectivity

transport limits

*» transport logs

Outlook Anywhere

Protocol log
Send protocol log path:

|C:\Program Files\Microsoft\Exchange Server\V1 5\TransportRDIe|

Receive protocol log path:
|C:\Pr‘ogram Files\Microsoft\Exchange Server\V1 5\Trﬁn5portRDIe|

Save Cancel

PucyHok 83 - HacTpornka nornposaHusi.

4., CoxpaHuTe N3MEHEHMS, HaXkaB KHOMKY Save.



8.2.4. Hactpownka Exchange CosmosQueue Logs (Audit logs)

Pacnonoxenue: C:\Program Files\Microsoft\Exchange Server\V15\Logging\CosmosQueue

Mocne pa3BepTbiBaHUSA Exchange Ha4YMHaAET nNucaTtb 3TW f10rM aBTOMaTUYECKM U B BONbLUNMHCTBE
Cly4aeB HUKaKUX OOMONMHUTENbHbIX HACTPOEK 3TOro Tuna MCTOYHUKA HE Tpe6yeTcsl.

8.2.5. HacTpowuka nor-konnekropa

MpeanoyTUTenbHLIM cnocobom cbopa AaHHbIX ABMSETCS YCTaHOBKA NOT KOSeKTopa Ha cepBepax
Exchange, nockonbky B JaHHOM crly4ae He NpuAeTCs OTKpbIBaTb CETEBOW AOCTYN K KaTanoram ¢
noramu. I'lo BO3MOXHOCTU MCMONb3YNTE TOMbKO 3TOT CNOCO6 Kak Hanbonee 6e3onacHbIn.

AnbTEpHATUBHBIN CNOCO6 - OTKPbITL CETEBOW AOCTYN K KaTanoram C floraMmu 1 HaCTPOUTb yAaneHHbIN

ror KonnekTop Ans cbopa AaHHbIX U3 CETEBOW LUapbl.
lMepebiti criocob:

1. YcTaHoBuTe nor-konnektop Ha Exchange cepsep cornmacHo MHCTPYKLUK.

2. HactponTe nor-konnektop. NprmMep kKoHUrypaumoHHoro daina npueeaeH Huke. Yoeautecs,
4TO hannbl OroB HAXOAATCA MO MyTSAM, YKa3aHHbIM B NOr konnektope. [na npumepa npusegeHsbl
CTaHAapTHbIE NYTU K Nloram, HO eCrnv agMUHUCTPATOP U3MEHWIN MECTOHaxoxXaeHve annos,
ucnpasbTe NyTU B doanne KoHurypauum.

3. lNpn HeOBXOAMMOCTUN OTKPONTE HEOBXOAMMbIE NOPTHI HA MEXCETEBOM 3KpaHe (MOopThbl yKa3aHbl B
danne koHpUrypauun).

4, 3anyctuTe cnyx06y nor-konnekropa.

5. MNpoBepbTe Hanuumne cobbituin B MHTepdence MnaTtdgopmbl Pagap.

Mpumep dhanna koHUrypaumm:

B gaHHoM npmMmepe ykasaHbl J'IOI'VIH/I'IapOJ'Ib B OTKPbITOM BUAe OnA HarmagHoCTn, HO eCTb BO3MOXHOCTb
MaCKMpOBaTb y4€THble JaHHbIE B cbaﬁne KOHd)I/IpraLI,I/IVI C NMOMOLLbI 3alNLLEHHOro XpaHunmiia (cm.

MHCTPYKLMIO K J1OT KOSIEKTOpY).

Tlicense_path: "C:/Program Files/Log Collector//pgr-agent.lic"
cluster:

url: "https://aapec_cepBepa"

api_key: "api_key"
controller:

port: 48000
metric_server:
port: 48005

secret_file: "C:/Program Files/Log Collector/secret"
secret_storage: "C:/Program Files/Log Collector/secret_storage"
api_server:

address: "server ip or address"

port: 8080

read_timeout: 60

write_timeout: 60

wait: 5

enable_tls: false

cert_file: "C:/Program Files/Log Collector/certs/server.crt"

key_file: "C:/Program Files/Log Collector/certs/server.key"

cert_key_pass: ""
require_client_cert: false


af://n2363
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ca_file: "C:/Program Files/Log Collector/certs/ca.crt"
log_Tevel: "WARN"
journal:
port: 48004
log_Tevel: "INFO"
log_path: "C:/Program Files/Log Collector/journal.log"
rotation_size: 30
max_backups: 7
max_age: 7

owa_logs: &owa_logs
id: "owa_logs"
poll_interval: 1
files: ["C:\\\\inetpub\\Togs\\LogFiles"]

using_regexp: true
regexp_starting_dir: "c://inetpub/Togs/LogFiles/"
regexp_expression: ".Tog$"

dir_check_interval: 2
read_from_Tlast: true

enable_watcher: true
log_level: "INFO"
format: "json"
encoding:

change_to_utf8: false

original_encoding: "cpl251"
filters:

blacklist:

— A"

smtp_logs: &smtp_logs

id: "smtp_logs"

poll_interval: 1

files: ["C:\\\\Program\ Files\\Microsoft\\Exchange\
Server\\V15\\TransportRoles\\Logs\\FrontEnd\\ProtocolLog"]

using_regexp: true

regexp_starting_dir: "c://Program Files/Microsoft/Exchange
Server/V15/TransportRoles/Logs/FrontEnd/ProtocolLog/"

regexp_expression: ".LOGS$"

dir_check_interval: 2
read_from_Tlast: true

enable_watcher: true
log_level: "INFO"
format: "json"
encoding:

change_to_utf8: false

original_encoding: "cpl251"
filters:

bTacklist:

— A"



message_tracking: &message_tracking

id: "message_tracking"

poll_interval: 1

files: ["C:\\\\Program\ Files\\Microsoft\\Exchange\
Server\\V15\\TransportRoles\\Logs\\MessageTracking"]

using_regexp: true

regexp_starting_dir: "C://Program Files/Microsoft/Exchange
Server/V15/TransportRoles/Logs/MessageTracking"

regexp_expression: ".LOGS$"

dir_check_interval: 2
read_from_Tlast: true

enable_watcher: true
log_level: "INFO"
format: "json"
encoding:

change_to_utf8: false

original_encoding: "cpl251"
filters:

bTacklist:

— A#"

audit_log: &audit_log

id: "audit_Tog"

poll_interval: 1

files: ["C:\\\\Program\ Files\\Microsoft\\Exchange\
Server\\V15\\Logging\\CosmosQueue"]

using_regexp: true

regexp_starting_dir: "C://Program Files/Microsoft/Exchange
Server/v15/Logging/CosmosQueue”

regexp_expression: ".LOGS$"

dir_check_interval: 2
read_from_Tlast: true

enable_watcher: true
log_level: "INFO"
format: "json"
encoding:
change_to_utf8: false
original_encoding: "cpl251"
filters:

blacklist:
- IIA#II

tcp_output_owa: &tcp_output_owa
id: "tcp_output_owa"
target_host: "pangeo_server_address"
port: 1530
tcp_output_smtp: &tcp_output_smtp
id: "tcp_output_smtp"



target_host: "pangeo_server_address"
port: 1531
tcp_output_message_tracking: &tcp_output_message_tracking
id: "tcp_output_message_tracking"
target_host: "pangeo_server_address"
port: 1532
tcp_output_audit_log: &tcp_output_audit_log
id: "tcp_output_audit_log"
target_host: "pangeo_server_address"

port: 1533

senders:
port: 48002
tcp:

- <<: *tcp_output_owa

- <<: *tcp_output_smtp

- <<: *tcp_output_message_tracking

- <<: *tcp_output_audit_Tlog

collectors:

event_log:

- <<: *eventlog_collector
files:

- <<: *owa_logs

- <<: *smtp_logs

- <<: *message_tracking

- <<: *audit_log

route_owa_logs: &route_owa_logs
collector_id:
- "owa_logs"
sender_id:
- "tcp_output_owa"
route_smtp_logs: &route_smtp_Tlogs
collector_id:
- "smtp_logs"
sender_id:
- "tcp_output_smtp"
route_message_tracking: &route_message_tracking
collector_id:
- "message_tracking"
sender_id:
- "tcp_output_message_tracking"
route_audit_log: &route_audit_Tlog
collector_id:
- "audit_Tog"
sender_id:
- "tcp_output_audit_log"
routers:
- <<: *route_owa_logs
- <<: *route_smtp_logs
- <<: *route_message_tracking
- <<: *route_audit_Tlog

Bmopol criocob:

1. OTkpoWTe ceTeBoOW AOCTYN K KaTanoram ¢ rioramu.



2. CospaiiTe nonb3oBaTens ¢ npaBamu JOCTYMa K 3TUM KaTanoram no ceTu.

3. Ha yganeHHom nor-konnekTope HacTpomnTe dain KoHdurypauum (npyMep KOHMUrypaumoHHOro
charna nor konnektopa Ans cbopa noros no npoTokony smb npueeneH Huxe). O6patute
BHUMaHWE, YTO NMYTU K floram Hy>XHO ByaeT nponucaTtb KOPPEKTHO, B COOTBETCTBUM C UX
pacnonoXeHneM B BalLEeV cucteme.

4. MNpoBepbTe AOCTYNHOCTL HEOBXOAMMbIX a4PECOB U NOPTOB, B Cllyvae HEQOCTYNHOCTU OTKPOMTE UX
Ha MEXCETEBOM 3KpaHe.

5. MepesanycTuTe cnyx0y nor-konnekropa

6. MNpoBepbTe Hannumne cobbiTuin B MHTepdence MnaTtdgopmbl Papgap.

Mpumep darina KoHUrypaumm nor Konnektopa ans cbopa noros no NpoTokosy smb:

B naHHOM npumMepe ykasaHbl NorMH/naporb B OTKPLITOM BUAE AMNs HArMSAHOCTH, HO €CTb BO3MOXHOCTb
MackupoBaTb Y4YeTHble JaHHble B (hairie KOHGUrypaLmuy ¢ NOMOLLbH 3aLUMLLEHHOTO XpaHunuLLa (cMm.
WHCTPYKLIMIO K FTOr-KOINMEKTOPY).

Tlicense_path: "C:/Program Files/Log Collector//pgr-agent.lic"
cluster:

url: "https://aapec_cepBepa"

api_key: "api_key"
controller:

port: 48000
metric_server:
port: 48005

secret_file: "C:/Program Files/Log Collector/secret"
secret_storage: "C:/Program Files/Log Collector/secret_storage"
api_server:
address: "server ip or address"
port: 8080
read_timeout: 60
write_timeout: 60
wait: 5
enable_tls: false
cert_file: "C:/Program Files/Log Collector/certs/server.crt"
key_file: "C:/Program Files/Log Collector/certs/server.key"
cert_key_pass: ""
require_client_cert: false
ca_file: "C:/Program Files/Log Collector/certs/ca.crt"
log_level: "WARN"
journal:
port: 48004
log_level: "INFO"
log_path: "C:/Program Files/Log Collector/journal.log"
rotation_size: 30
max_backups: 7
max_age: 7

smb_owa_Tlogs: &smb_owa_logs
id: "smb_owa_logs"
remote_servers: ["<ip aapec yamaneHHoro y3na>", "<umA ypaneHHoro ysna>'"]
port: 445
share: "<nyTb Kk obuwemy pecypcy>"
domain: "."
user: "user"

password: "password"



poll_interval: 1
files: [ "<nyTb kK obuwemy pecypcy>\\LogFiles" ]
using_regexp: true
regexp_starting_dir: "<nyTb K obuemy pecypcy>/LogFiles"
regexp_expression: ".Tog$"
dir_check_interval: 2
read_from_last: true
enable_watcher: true
format: "json"
log_level: "INFO"

filters:

bTacklist:

— UAHE

smb_smtp_logs: &smb_smtp_Tlogs
id: "smb_smtp_logs"
remote_servers: ["<ip aapec ypaneHHoro ysna>", "<uma yaaneHHoro ysna>"]
port: 445
share: "<nyTb kK obuemy pecypcy>"
domain: "."
user: "user"

password: "password"

poll_interval: 1

files: [ "<nyTb k obuemy pecypcy>\\Logs\\FrontEnd\\ProtocolLog" ]
using_regexp: true

regexp_starting_dir: "<nyTb Kk obuwemy pecypcy>/Logs/FrontEnd/ProtocolLog/
regexp_expression: ".LOGS$"

dir_check_interval: 2
read_from_last: true
enable_watcher: true
format: "json"
log_level: "INFO"

filters:

blacklist:

- A#"

smb_message_tracking: &smb_message_tracking
id: "smb_message_tracking"
remote_servers: ["<ip aapec yamaneHHoro y3na>", "<uma ypaneHHoro ysna>'"]
port: 445
share: "<nyTb kK obuwemy pecypcy>"
domain: "."
user: "user"

password: "password"

poll_interval: 1

files: [ "<nyTb k obuemy pecypcy>\\Logs\\MessageTracking" ]
using_regexp: true

regexp_starting_dir: "<nyTb K obuemy pecypcy>/Logs/MessageTracking"
regexp_expression: ".LOGS$"

dir_check_interval: 2

read_from_last: true

enable_watcher: true



format: "json"
log_Tevel: "INFO"
filters:
blacklist:
— A#"

smb_audit_Tog: &smb_audit_Tlog
id: "smb_audit_log"
remote_servers: ["<ip aapec yamaneHHoro y3na>", "<umA ypaneHHoro ysna>'"]
port: 445
share: "<nyTb Kk obuwemy pecypcy>"
domain: "."
user: "user"

password: "password"

poll_interval: 1
files: [ "<nyTb k obuwemy pecypcy>\\Logging\\CosmosQueue" ]
using_regexp: true
regexp_starting_dir: "<nyTb K obuemy pecypcy>/Logging/CosmosQueue"
regexp_expression: ".LOGS$"
dir_check_interval: 2
read_from_last: true
enable_watcher: true
format: "json"
log_level: "INFO"

filters:

blacklist:

— A"

tcp_output_owa: &tcp_output_owa
id: "tcp_output_owa"
target_host: "pangeo_server_address"
port: 1530

tcp_output_smtp: &tcp_output_smtp
id: "tcp_output_smtp"
target_host: "pangeo_server_address"
port: 1531

tcp_output_message_tracking: &tcp_output_message_tracking
id: "tcp_output_message_tracking"
target_host: "pangeo_server_address"
port: 1532

tcp_output_audit_log: &tcp_output_audit_log
id: "tcp_output_audit_log"
target_host: "pangeo_server_address"

port: 1533

senders:
port: 48002
tcp:

- <<: *tcp_output_owa

- <<: *tcp_output_smtp

- <<: *tcp_output_message_tracking

- <<: *tcp_output_audit_Tlog
collectors:



smb:
- <<: *smb_owa_logs
- <<: *smb_smtp_logs
- <<: *smb_message_tracking
- <<: *smb_audit_log

route_owa_logs: &route_owa_logs
collector_id:
- "owa_Tlogs"
sender_id:
- "tcp_output_owa"
route_smtp_logs: &route_smtp_logs
collector_id:
- "smtp_logs"
sender_id:
- "tcp_output_smtp"
route_message_tracking: &route_message_tracking
collector_id:
- "message_tracking"
sender_id:
- "tcp_output_message_tracking"
route_audit_log: &route_audit_Tlog
collector_id:
- "audit_Tog"
sender_id:
- "tcp_output_audit_log"
routers:
- <<: *route_owa_logs
- <<: *route_smtp_logs
- <<: *route_message_tracking
- <<: *route_audit_Tlog

8.3. Kaspersky Secure Mail Gateway {#ksmg}

[JaHHOe pykoBOACTBO ONMCLIBAET MexaHuam cbopa cobbituin Kaspersky Secure Mail Gateway u
otnpasku nx B NMnatdcopmy Papap.

8.3.1. NoakntoueHume K yanam knactepa Kaspersky Secure Mail
Gateway no npotokony SSH

[nsa Havyana creHepupyinTe kntov SSH.

OTKpoliTe TepMUHAN ¥ BbINOMHUTE KOMaHAY:

$ ssh-keygen -t rsa

Ha koHconb OyaeT BbiBeOeH creayroLwnin amanor:

Enter file in which to save the key (/home/user/.ssh/id_rsa):

HaxmuTe Ha knasuwy Enter. [Janee cuctema npeasioxkuT BBECTY KOAOBYIO dopasy Anst

JOMONHUTENbHOM 3aLLnTbl SSH-nogkno4YeHns

Enter passphrase (empty for no passphrase):


af://n2401
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OTOT War MOXXHO NponycTUTb. [1pn OTBETE Ha STOT U CrieayoLWMin BONPOC NPOCTO HAXMUTE KIaBuLLy
Enter.

Mocne aToro kntou 6yneT C034aH, a Ha KOHCOIb 6yp,eT BblBEOEHO crieayrLulee coobLeHue:

Your identification has been saved in /home/user/.ssh/id_rsa.
Your public key has been saved in /home/user/.ssh/id_rsa.pub.
The key fingerprint is:
476:b2:a8:7f:08:b4:c0:af:81:25:7e:21:48:01:0e:98 user@localhost

The key's randomart image 1is:

+--[ RSA 2048]----+
|+.0.

| o0E

|oo

lo.+..

|

|

|

|

| .+.+.. S . |
.+ 0 + |
|

|

|

[...
| .o
|

|

[anee BbINONMHUTE B TEpMUHANe KomaHay:
$ cat ~/.ssh/id_rsa.pub
Ha koHconb OyaeT BbiBeaeH kntov. CkonvpynTte ero.

[anee Hy>XHO 3arpy3unTb OTKpbITbIN KNtod SSH Yepes Beb-nHTepdenc nporpammel. B okHe BeD-
nHtepdenca Kaspersky Secure Mail Gateway BeibepuTe pasgen Settings — Application access —
SSH access (cm. pucyHok 84).

ceneral SSH access
FBJ Personal accounts i) Add SSH public key to get access to the server
External services Description Key data

Kaspersky
Secure Mail
Gateway

Logs and events

Monitoring

Dashboard .
Application access

Rules i i
Single Sign-On login

User lists -
Local administrator

Nodes
SSH access

Events S
Built-in MTA
Backup

Message queue

Reports

Accounts

Settings




PucyHok 84 - 3arpy3ka OTKpbITOro Krtoya.

HaxmuTe Ha kHonky Add key. OTtkpoeTcsi okHo Add an SSH public key (cm. prcyHok 85).

Add an SSH public key

(i) At least 1024-bit RSA public keys can be uploaded only.

Description

ksmg_console

Key data

[%5)
w
=
E

|

|

I

|

|

S A —"

Add Cancel l

PucyHok 85 - [lobaBneHne OTKpbITOro Kikoya.

B none Description BBeaunTe nobyto MHdopMauumio o 3arpyxaemom kntode SSH. B none Key Data
CKOMUpPYITE CreHepupOoBaHHbI paHee OTKPbITbIN kntod SSH. HaxxmuTe Ha kHonky Add.

OTkpbIThIN KN4 SSH 6yanet nobasneH. AomuHucTpatop Kaspersky Secure Mail Gateway cmoxet
NnoaKn4YnTLCS K NtoboMy y3ny Knactepa npy HanM4yMm COOTBETCTBYHOLLIETO 3aKPbITOro Kitoda SSH.



MpoTecTnpynTe nogknioveHne (NpmBegeH NpuMep KoMaHabl, 4N NOAKMNIOYEHWS K Ballen KOHConu;
BBEOUTE MyTb K BalleMmy KIovy 1 NpaBuiibHbI agpec cepeepa):

# ssh -vvv -i .ssh/ksmg_rsa root@your-ksmg-ip-address

8.3.2. Hactpouka akcnopta cobbiTun B chopmaTte CEF

YTto6bl HACTPOUTL 3KCNOPT cobbITUIA B hopmaTe CEF:

MoakntounTech K KOHCONW yNpaBneHust BUPTyanbHoW MawimHon Kaspersky Secure Mail Gateway noa

YYETHOW 3anucbio root, ncnonbays 3akpbIThiv kv SSH. Bel BoriaeTe B pexxum Technical Support
Mode.

BHecuTe cneaytowime nameHeHns B oarn ¢ napameTpamm aKkcrnopTa cobbiTuin
/opt/kaspersky/ksmg/share/templates/core_settings/event_logger.json.template.

Ecnu Bbl xoTute BbiGpaTh kateroputo (facility) ans syslog, B kotopyto ByayT skcnopTupoBaTbCs
cobbITUs, B Groke siemSettings ykaxxute ogHo 13 crnedyowmux s3HadeHnin napametpa facility:

Auth.
Authpriv.
cron.
Daemon.
Ftp.
Lpr.
Mail.
News .
Syslog.
User.
vucp.
Localo.
Locall.
Local2.
Local3.
Local4.
Locals.
Localé6.
Local7.

PekomeHpayeTcsi ykasaTb Takyto kateroputo (facility) ans syslog, kotopas He ucnonb3yercs Apyrumu
nporpammamMm Ha cepsepe. 1o yMonyaHuo ycTaHOBMNEeHO 3HaveHune local2.
YcTtaHoBUTe 3Ha4YeHWe napameTtpa enabled paBHbIM true.

3apaiiTe ypoBeHb AeTanvaaumm aKenopTa, yCTaHOBMB OAHO 13 CriedyoLLMX 3Ha4YeH I napameTpa
logLevel:

e Error - aKkcnopT CoBbITUI, CBA3AHHbIX C BO3HUKHOBEHUEM OLUMOOK.
e |nfo - akcnopT Bcex CoObITUA.

Mpumep:


af://n2427

"siemSettings":
{
"enabled": true,
"facility": "Local2",
"logLevel": "Info",

}

Takxe B hanne
/opt/kaspersky/ksmg/share/templates/core_settings/event_logger.json.template
noctaebTe nNpoben B criegytoLen cTpoke (CM. pUcyHok 86).

"siemSettings":

i

"logLeve
"formatting":

i

"prefix":

;0| AD Kaspersky Lab|%PRODUCT®%|%VERSIONY|%ID%|%SNAMES:|%SSEVERITY 5| ™,

PucyHok 86 - PegaktupoBaHue gaina kKoHurypaumm.

310 HeobxoagMMo caenaTb Ans KOPPEKTHOIo napcuHra Bcex Jioros. I'Ipo6nema 3aKr4yaeTcd B

cnenywowem: (bopmaT CEF, B KOTOPOM nepecbuiakTcA Noru, BollmndaanT cnefywmnmm 06pa30M:

CEF:Version|Device Vendor|Device Product|Device Version|Signature

ID|Name|Severity|Extension

Ho KSMG oTtnpaBnsieT 4actb noroB 6e3 obszarensHoro nons Extension. MNpoben pewaet aty
npobremy 1 Bce noru napcatcs NpaBUmbHO.

B chanine /etc/rsyslog.conf nameHuTe CTpoky
*_.info;mail.none;authpriv.none;cron.none;1ocal0.none;Tocall.none /var/log/messages
Ha

*_.info;mail.none;authpriv.none;cron.none;local0.none;Tocall.none;<kaTeropus (facility),

BblbpaHHasa Ha ware 2>.none /var/log/messages

[ob6aBbTe B havin /etc/rsyslog.conf crnegymoLlyto CTPOKY:

<kaTeropus (facility), BbibpaHHas Ha ware 2>.* -/var/log/ksmg-cef-messages
Cospante cpann /var/log/ksmg-cef-messages m HacTponTe npasa gOCTyna K Hemy. [Inga atoro

BbIMNONTHUTE KOMaHObl:

touch /var/log/ksmg-cef-messages
chown root:klusers /var/log/ksmg-cef-messages
chmod 640 /var/log/ksmg-cef-messages

HacTtpoiTte npaBuna poTtauum hansioB ¢ 3KCNOPTUPOBaHHbIMKU COBbITUSIMK. [Ina aToro fobasbTe B

gann /etc/logrotate.d/ksmg-syslog cregyroLime CTPOKM:



/var/log/ksmg-cef-messages

size 500M

rotate 10

notifempty

sharedscripts

postrotate

/Jusr/bin/systemctl kill -s HUP rsyslog.service >/dev/null 2>&1 || true
endscript

MepesanycTtute cnyx0y rsyslog . [1na 3T0ro BbINOAHUTE KOMaHAY:
service rsyslog restart

B BebG-nHTephelice nporpammbl B pasgene MNMapametpbl — XKypHanbl 1 cobbiTnua — CobbITUsi BHECUTE
N3MeHeHue B 3HayeHne noboro napamerpa n HaxXmuTe Ha KHorky CoxpaHuTb.

370 HEOBXOAMMO AN CMHXPOHM3aLMM NapamMeTpoB MexXay y3namu Knacrepa u npumMeHeHus
N3MEHEHUI, BHECEHHbIX B KOH(PUIypaumoHHbI cbain. MNMocne aToro Bbl MOXETE BEPHYTb UCXOOHOE
3HaYyeHve N3MEHEHHOro napameTpa.

OkecnopT cobbiTun B hopmate CEF ByaeT HacTpoeH.

8.3.3. Hactpowka nyonukauum cobbitun Kaspersky Secure Mail
Gateway B lNnaTtdcopmy Pagap

BbINOMHMTE MHCTPYKUMIO HKE Ha KaXdoM Yyarie Kractepa, CoBbITUS C KOTOPOro Bbl XOTUTE

nybnukosatb B Mnartdopmy Pagap.

MoaxnounTeCh K KOHCONM yNpaBneHust BUPTyarnbHoW MalumHoi Kaspersky Secure Mail Gateway noa
YYETHOW 3anuchto root, Ncrnonb3ays 3akpbIThil ko SSH. Bel Boaete B pexxum Technical Support
Mode.

Ykaxunte agpec u nopT nogkrnoveHus k cepsepy ¢ SIEM-cuctemoin. [1na atoro gobasbTe B KOHEL,
anna /etc/rsyslog.conf cnegyoLine CTPOKU:

$workbirectory /var/1ib/rsyslog

$ActionQueueFileName ForwardToSIEM

$ActionQueueMaxDiskSpace 1g

$ActionQueueSaveonShutdown on

$ActionQueueType LinkedList

$ActionResumeRetryCount -1

<kaTeropua (facility)>.* @@<IP-aapec sor KoJiiekTopa>:<nopT(TCP)>

lMepen BHeceHeM n3MeHeHunin B panin /etc/rsyslog.conf pekoMmeHayeTcs coenatb ero pes3epBHyto
Komuio.

Mepesanyctute cnyx0y rsyslog . [ns 3TOro BeINOMHUTE KOMaHAy:

service rsyslog restart

Mybnnkaums cobbITUA HAaCTpOeHa.
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8.3.4. HacTpowuka nor-konneKkropa Ha npuemMm coobITUn ot
Kaspersky Secure Mail Gateway

Mpumep KoHUrypaLmoHHoro arina nor Konnekropa:

cluster:
url: "https://aapec_cepBepa"
api_key: "api_key"
controller:

port: 48000
metric_server:
port: 48005

secret_file: "/opt/pangeoradar/configs/logcollector/secret"
secret_storage: "/opt/pangeoradar/configs/logcollector/secret_storage"
api_server:

address: "server ip or address"

port: 8001

read_timeout: 60

write_timeout: 60

wait: 5

enable_tls: true

cert_file: "/opt/pangeoradar/certs/agent.crt"

key_file: "/opt/pangeoradar/certs/agent.key"

cert_key_pass: ""
require_client_cert: false
ca_file: "/opt/pangeoradar/certs/pgr.crt"

log_level: "INFO"

journal:
port: 48004
log_Tevel: "INFO"
log_path: "/var/log/logcollector/journal.log"
rotation_size: 30
max_backups: 7
max_age: 7

tcp_input_ksmg: &tcp_input_ksmg

id: "tcp_input_ksmg"

host: "collector ip or address"”

port: 2609 # 3apanTe NbON He3aHATLIM NOPT, He 3abyabTe yka3aTb €ro B KOHOUI
tdanne rsyslog Ha cepBepe KSMG

enable_tls: false

compression_enabled: false

connections_Tlimit: 10

format: "raw
log_level: "INFO"

tcp_output_ksmg: &tcp_output_ksmg
id: "tcp_output_ksmg"
target_host: "Pangeo server ip"
port: 2608

senders:
port: 48001
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tcp:
- <<: *tcp_output_ksmg

collectors:
log_Tevel: "INFO"
tcp_receiver:
- <<: *tcp_input_ksmg

route_ksmg: &route_ksmg
collector_id:
- "tcp_input_ksmg"
sender_id:
- "tcp_output_ksmg"

routers:
- <<: *route_ksmg

Mpn HeobxoaMMOCTN OTKpOKMTE HEOBX0oaUMbIE MOPThI HA MEXCETEBOM 3KpaHe (NOpThl yKasaHbl B dhavine

KOHcpurypauwmu).
[MepesanyctuTe cnyx6 nor-konnekropa.

MpoBepbTe Hannuune cobbiTuii B MHTepderice NMnatdopmbl Pagap.

8.4. IBM Postfix {#postfix}

HacTpoiika otnpasku cobbiTuin Postfix MTA ocyLuecTBRsSieTCs ¢ MOMOLLbIO rsyslog.

[Ons Toro, 4To6bl HACTPOUTL OTMNPaBKY cobbITUIA Postfix ¢ nomoLLbto rsyslog, HE06X0AMMO BbINOMHUTL
cnepylole oencTeus:
1. MopgkntounTbes no SSH k yany ¢ yctaHoBneHHbIM Postfix MTA.
2. OTkpbITb pann /etc/rsyslog.conf.
3. Jo6aBuTb CTPOKY:
mail.*@<IP address>:<Port>
rae - agpec konnektopa codbiTuin SIEM.
4. CoxpaHuTb dainn;

5. Nepesanyctutb cnyxoby rsyslog nnm nepesarpysuntb ee HaCTPONKU:

# systemct]l restart rsyslog
# systemctl reload rsyslog

Mpu HeobxoamMMocTH, B KOHGUrypaLmMoHHoM dhaine Postfix /etc/postfix/main.cf MoXHO ykasaTb
HecTaHOapTHoe 3HadeHue napameTpa syslog_facility (naoeHTMduKaTopa NCTOYHMKA COOLITUN - NO
ymMonyaHuto mail), 3aTeM nepesanycTuTb cnyx0y Postfix u BHeCTU HOBOe 3HayeHWe B haiin

koHdpurypaumm rsyslog.conf.

B cBoto ovepenb, HacTporka KoHUrypaunmoHHoro channa konnektopa cobbitun SIEM asnsertcs

CTaHAapTHOM AN TUNOBOIO UCTOYHKUKA COBbITUIA Syslog:

udp_input: &udp_input
id: "udp_input"
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host: "0.0.0.0"
port: 514
sock_buf_size: 0
format: "json"
log_Tevel: "INFO"

tcp_output: &tcp_output
id: "tcp_output"
target_host: "<log_collector_ip>"
port: <log_source_port>
sock_buf_size: 0
log_level: "INFO"
ssl_enable: false
require_cert: false
ss1_compression: false
batch_mode_enable: false

collectors:
udp_receiver:
- <<: *udp_input

senders:
port: 48002
tcp:
- <<: *tcp_output

route_1: &route_1
collector_id:
- "udp_input"
sender_id:
- "tcp_output"”

routers:
- <<: *route_l

9. UHppacTpyKTypHbIE CUCTEMDI
9.1. vGate {#vgate}

9.1.1. HacTtpouka nogkno4YeHMsa UCTo4yHuka vGate

MepengnTe B HACTPOWMKM U CHaYana BKM4YMTe OTrnpaBKy cobbiTuii B Syslog.
[nsa atoro BbIbepuTe:

Hactponiku>Aygut>HacTtpoiku cbopa coobLieHunn.

Bbi6epute 4ekboKebl - BkntounTb ayaut cobbiTuid 1 oTnpaska B Syslog.

Haxmunte OK.
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® Kowcons ynpaenenun vGate for Hyper-¥ — a x
ynp Yp

@ - c

3awMLLaEmble CEPEEPEI KﬂHdJHWpaLl,HH o

PasgepTeiBatme
Cepsep asTOpH3aU MK

BupTyansHele MalnHe! HacTpofiku coegurerua ¢ cepsepom asTopnzauun (127.0.0.1)

KpaHnnnLa AaHHBIX
— 06uian yueTHas sannuch
BupTyaneHble cet . . "
[arbie 0BLLE YHETHOI 33NHCK 4NA B33UMOAEHCTENA C CEpEg) yper-V

BupTyaneHbie KommyTaTopo! o
Ayaur ‘-—_

Hactpoiikk cBopa coofiuienmii ayauta

CeTesble 3janTephb!

Tpynner obvextos

FK Hactpoiiki cBopa cooueHuii FK Hacrpeiika ysegonnenni o coBuimuax no npotokony Syslog
MonwTkkn BesonackocTn
MeTkn BezonacHoCTH % HacTpodiku apxneaunn Gasel ayauTa E Hacrpoiika ysegonnenni ¢ cobeimuax no npotokony SMTP
=
¥ueTHbIE 3aNMCK
Hactpoiikn renepaumnn coBeimuii Hactpoiika a K =

Ayt CrMCoK reHeppyemesx cobemii; acnocT

Kop cobbitua  Coctosue Tun A VinenaTs

134219777 Ayaw, Syslog € Ownfixa

134219782 AyauT, Syslog 3 Oumbra

134219790 AyauT, Syslog €0 Ownfika

134219792 AyauT, Syslog €0 Ownfika

PucyHok 87 - HacTtpoiika otnpasku cobbiTuin B Syslog.

[ins oTnpaBky MOXHO BKITHOYUTb BCE YBEOOMIIEHMS UMK TONMbKO HeoOXoaMMble. [1ns BKMOYEHUS BCEX
yBEOOMIEHMUI BblAENUTE UX C MOMOLLIbI0 kKOMBUHauun knasui Ctrl+A n Bbibepute noboi 4ekbokc,
nocne 4yero oyayT nobasneHbl Bce COObITUS (CM. pUCYHOK 88).

Ayaur
Hacrpoiikn cGopa cooblleHni ayguTa

Hactpoiikn cBopa coobuieHni FZ HacTpoiika yeegomnedni o cobemsx no np

Hacrpoiikn apxmeaunn Basel ayguTa E Hacrpoiika yeegomneHnid o cobeimanx no np
HacTpoiikn rerepayumn cobeimui .
CrUCOK reHeprpyemeix coBbmuis CTPoKa NoMCKa: | Fe |

TErQpWA Onncanmne cobeimua «| # VEmenuts
| BriknkoqeH @ Owmbika LlenocTHOCTE Owmbika cnyxbbl KOHTPONA Len...
134219782 Bulkno4eH €3 Owwmbka LlenocTHOCTE OTMEHE M3MEHEHWI daina %l...
|:| 134219790 BomwnwodeH ﬁ Owmbka LlenocTHocTb Mpy NoACHETE KOHTPONBHOM CY. ..
|:| 134219791 BeinodeH @ Owmbka LlenocTHocTe MNPy NpOBEPKE LUENOCTHOCTH BHP. ..
D 134219792 BoknmoyeH @ Owmbika LlenocTHOCTE Mp1 NpoBEpKE UENOCTHOCTH da. ..
|:| 134219796 BowcnodeH ia Owmbika LlenocTHOCTE MpK NOACHETE KOHTPONLHOMA CY. ..
|:| 134219797 BoinwodeH ﬁ Owmbika LlenocTHocTb Mp1 NpoBepKe LENOCTHOCTKH TOC. ..
|:| 134219799  BewcnrodeH ia Owmbika LlenocTHocTe P11 OTNOKEHHOA NPOBEPKE LIEM. ..
[] 134219800 BeikmoyeH @ Owmfika LlenocTHOCTE OTKNOHEHWE MIMEHEHWA daiina ...
|:| 134219306 BowcnmoydeH @ Owubka LlenocTHOCTE MpK NpoBepKe UENOCTHOCTH Wa. ..
|:| 1342193807 BownwoqeH ﬁ Owmbka LlenocTHocTb Mpy NoACHETE KOHTPONBHOM CY...
|:| 134219310 BewnmouveH 8 Owmbka LlenoctHocTe Mp1 pac4eTe KOHTPONEHEIX C¥M. ..
D 134222042 BoiknkodeH @ Owmfika BupTyaneHeE MalwMHel Onepaums Beina sabnokKposaH. ..
|:| 134222043 BowcnrodeH @ Owmbka BMpTYankHEIE MalkHel Onepaus Beina 3abnokKposaH. ..
1 .y
*] [+

BrnrodeHo: 3, BeiknrodeHo: 1540,

‘I‘Ipmet—urrh || OTMeHa

PucyHok 88 - [lobaBneHne Bcex yBe4OMIEHUN.

Mocne Toro Kak Bbl BKITHOYUIM BO3MOXHOCTb OTNPaBKu cobbITUIA, Heobxoaumo ykasaTb agpec log-

collector'a n nopr.



[ns atoro BbIbepuTe:
HacTtpownku>Ayaut>HacTpoiika yBeoMNeHUn 0 COBbITUSIX NO npoTokony Syslog.
BbibepuTe yekboKc - BknounTb OTNpaBKy yBEAOMEHUI

B none "Cepeep" ykaxuTe agpec log-collector'a. B none "MopT" ykaxuTe nopt log-collector'a.

® Koncons ynpaenenma vGate for Hyper-V

—_— -
TecToBbli pesknm ¥ = @

3aWMLaeMble CEPBEpE KUHdJMWDaLIHH

Pazseproisanne
Cepsep asTopUzanum

BupTyanbHele MawmHel Hactpoiikn cogannenna ¢ cepeepom astopuzagmn (127.0.0.1)

XpaHuAmMLLE AaHHBR
Obupas yuernan sannce

BuptyansHeie cetn o . "
Januble oBLyeil yuetHol 3anuck 4na B3aumogeiicTens ¢ cepeepamu Hyper-V

=
CeTeebie aganTeps! ﬁ Ayant ﬁ_*
2%  Hacrpoiikn cbopa coobyennii ayauTa
o
=2

BupTyansHele KomMmyTaTopel

Ipynnel obbekToB
Hacrpoiikn cbopa coobuieqni

[FK HacTpodika yeeaomnennii o cobermnax ne npotekony Syslog
Monutukn GesonacHocTn

MeTkn GesonacHocTn Hacrpoiikn apxusaunn Basel ayauta ,@ HacTpoiixa yeeaomnenmii o coBermuax no npotokony SMTP

YueTHble 3anucK

H#ﬂ&n oTnpaekn coobuernii Syslog *

llononHKTenbHbIE HACTPOHKIN ¥ BrnouuTs oTnpasky v

o Hactpoiikn cetn, salmiiaemenx no, . ropuii BesonacHocTk
A TapameTpe! 4715 OTNPAEKH YESAOMNEHMI:
Cepep: [172.30.254. 165
MopT: I 515

PucyHok 89 - Hactponka agpeca v nopra.
9.1.2. Hactpownku koHdurypauum log-collectora

# = vGate =

udp_input_515: &udp_input_515
id: "udp_input_515"
host: "172.30.254.166"
port: 515
sock_buf_size: 0
format: "json"

tcp_output_2745: &tcp_output_2745
id: "tcp_output_2745"
target_host: "172.30.254.67"
port: 2745

senders:
port: 48002
log_level: "INFO"
tcp:
- <<: *tcp_output_2745
collectors:
log_level: "INFO"
udp_receiver:
- <<: *udp_input_515

route_1: &route_1
collector_id:
- "udp_input_515"
sender_id:
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- "tcp_output_2745"
F —
routers:
- <<:!: *route_l

9.2. ISC Bind DNS {#bind}

9.2.1. HacTtpowka noruposaHusa bind

B cdann /etc/bind/named.conf gobaBbTe cneayoLime CTpoKu

logging {
channel named {
file "/var/log/named/named.log" versions 10 size 20M;
severity info;
print-time yes;
print-category yes;
print-severity yes;

e

channel security {
file "/var/log/named/security.log" versions 10 size 20M;
severity info;
print-time yes;
print-severity yes;

15

channel dnssec {
file "/var/Tog/named/dnssec.Tog" versions 10 size 20M;
severity info;
print-time yes;
print-severity yes;

e

channel resolver {
file "/var/log/named/resolver.log" versions 10 size 20M;
severity info;
print-time yes;
print-severity yes;

15

channel query_log {
file "/var/Tog/named/query.Tlog" versions 10 size 80M;
severity info;
print-time yes;
print-severity yes;

Ie

channel query_error {
file "/var/log/named/query_errors.log" versions 10 size 20M;
severity info;
print-time yes;
print-severity yes;

e
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channel Tlame_servers {
file "/var/Tog/named/lame-servers.log" versions 10 size 20M;
severity info;
print-time yes;
print-severity yes;

Ie

channel capacity {
file "/var/log/named/capacity.log" versions 10 size 20M;
severity info;
print-time yes;
print-severity yes;

e

channel database {
file "/var/Tog/named/database.log" versions 10 size 20Mm;
severity info;
print-time yes;
print-severity yes;

Te

channel update {

file "/var/log/named/update.log" versions 10 size 10M;
severity info;
print-time yes;

print-severity yes;

};

category default { default_syslog; named; };
category general { default_syslog; named; };
category security { security; };

category queries { query_Tlog; };

category query-errors { query_error; };

category lame-servers { lame_servers; };

category dnssec { dnssec; };

category edns-disabled { default_syslog; resolver; };
category config { default_syslog; named; };
category resolver { resolver; };

category cname { resolver; };

category spill { capacity; };

category rate-limit { capacity; };

category database { database; };

category client { default_syslog; named; };
category network { default_syslog; named; };
category unmatched { named; };

category delegation-only { named; };

category update { default_syslog; update; };
category update-security { default_syslog; update; };

18

Nanee Heo6Xxoa¥MO COXPaHUTb, BbINTU U NPOBEPUTL KOHGUrypaLmio.

sudo named-checkconf /etc/bind/named.conf.options



Hanee co3gatb ANpeKTOpuIo rae ByayT XpaHUTCS XypHanbl U HyXHble darinbl Nog HUX, 3a4aTtb
HeobxoauMble paspeLLeHns 1 Bragenbles, nepesanyctuTb cepeuc Bind9.

mkdir -p /var/log/named

touch /var/log/named/named.log

touch /var/log/named/security.log
touch /var/Tog/named/dnssec.log

touch /var/log/named/resolver.log
touch /var/log/named/query.log

touch /var/log/named/query_errors.log
touch /var/log/named/lame-servers.log
touch /var/log/named/capacity.log
touch /var/log/named/database.log
touch /var/log/named/update.log

chown bind:bind /var/log/named

chown bind:bind /var/log/named/*.log
chmod 640 /var/log/named/*.log
service bind9 restart

OT0 NO3BONUT Ha4YaTb OTCrnexuBaHue noros bind.

9.2.2. HacTtpowka rsyslog Ha cepBepe bind

CospanTte wabnoH Ans rsyslog'a no nytn /etc/rsyslog.d/ . Hanpumep bind.conf
sudo nano /etc/rsyslog.d/bind.conf
Copepxmmoe haina npeactaBneHo HUXKE:

moduTe(load="imfile" PollingInterval="10")

input(type="1imfile"
reopenonTruncate="on"
File="/var/Tog/named/capacity.log"
Tag="tag_dns_Tlog")
input(type="1imfile"
reopenonTruncate="on"
File="/var/log/named/dnssec.log"
Tag="tag_dns_log")
input(type="imfile"
reopenonTruncate="on"
File="/var/Tog/named/named.Tog"
Tag="tag_dns_Tlog")
input(type="1imfile"
reopenonTruncate="on"
File="/var/Tog/named/query.log"
Tag="tag_dns_log")
input(type="1imfile"
reopenonTruncate="on"
File="/var/Tog/named/security.log"
Tag="tag_dns_Tlog")
input(type="1imfile"
reopenonTruncate="on"
File="/var/Tog/named/database.log"
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Tag="tag_dns_Tog")

input(type="imfile"
reopenonTruncate="on"
File="/var/log/named/lame-servers.log"
Tag="tag_dns_log")

input(type="imfile"
reopenonTruncate="on"
File="/var/log/named/query_errors.log"
Tag="tag_dns_Tlog")

input(type="1imfile"
reopenonTruncate="on"
File="/var/Tog/named/resolver.log"
Tag="tag_dns_Tlog")

input(type="1imfile"
reopenonTruncate="on"
File="/var/Tog/named/update.log"
Tag="tag_dns_log")

if $syslogtag == 'tag_dns_Tlog' then @x.x.x.x:2800

& stop

loe BMecTo X.X.X.X YKaXXute ip-ap,pec JIOr-KonneKkTopa 1 nopT nocrne ABOETO4UA.

Mepesanyctute cnyxoy rsyslog.

systemct] restart rsyslog

9.2.3. HacTtpowku koHdurypauum log-collectora

udp_input_2800: &udp_input_2800
id: "udp_input_2800"
host: "192.168.1.100"
port: 2800
sock_buf_size: 0
format: "json"

tcp_output_2800: &tcp_output_2800
id: "tcp_output_2800"
target_host: "192.168.1.200"
port: 2800

senders:
port: 48002
Tog_level: "INFO"
tcp:
- <<: *tcp_output_2800

collectors:
udp_receiver:
- <<: *udp_input_2800

route_1: &route_1l
collector_id:
- "udp_input_2800"
sender_id:
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- "tcp_output_2800"

routers:
- <<: *route_l

BMecTo X.X.X.X yKaxuTe ip-agpec nor-konnekropa u BbiGpaHHbIi paHee nopT ans tcp_input.

9.3. Dell IDRAC {#idrac}

9.3.1. BknroueHue ayauta IDRAC

1. Bongute B Chasis Management Controller Ul . BbibepuTe Server Overview > Properties >
Status.

Dell TechCenter | Support | About | Log Out

[EUTON  Setup  Power | Troubleshooting  Update

PowerEdge M1000e

rool, Administrator Status  WWN/MAC
B O Servers Status & 0o 2
Slof Name Model Health Power State Service Tag
S PowerEdge M830 V] on —
Launch: [iDRAC] (.Remote Console
S PowerEdge M630 V] On T
2 Launch: (JDRAC] (.Remote Console|
i C— PowerEdge M630 [V] on —
’ Launch: (iDRAC/ (.Remote.Console
e —— PowerEdge M630 V] On —
- Launch: JDRAC) |.Remote Console
e PowerEdge M830 V] on et ]

PucyHok 90 - Beibop HacTpoek.

2. Haxxmute Ha kHonky IDRAC gnsi cepBepoB, Ha KOTOPbIX Bbl XOTUTE BKIHOYNTL JIOMMPOBaHME.

Chassis Management Controller Dell TechCenter | Support | About | Log Oy

LETTU TSN Setup  Power  Troubleshooting  Update

PowerEdge M1000e

root, Administrator status  WWNMAC
Bl Chassis Overview = 2
Chassis Controller SeNerS S[atUS & C -
= Server Overview
1 o Siot  Name Model Health Power State Service Tag
g b T PowerEdge M630 V] on [ ]
4k Launch: IE?Rr\C | _Remote Console
- — PowerEdge M630 V] on ]
[ 6 b 2
2 Launch: || iDRAC) | Remote Console;
B — PowerEdge M630 V] on E—
L)
Launch: || IDRAC | || Remote Console
T ——— PowerEdge M630 V] on P
4
Launch: || IDRAC) | Remate Console|
| comm——— PowerEdge MG30 V] o E—

PucyHok 91 - Beibop cepBepoB.

3. Bbibepute Server > Logs > Settings. Ha ctpaHuue Settings otmeTbTe ranodykon Enable the
Remote Syslog Settings , 3atem BBeguTe IP nor-konnekropa B none Syslog Server n BbibpaHHbIN

HoMep nopTa Ans nogknodeHust B none Port Number.
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Integrated Dell Remote
Ac r8

Enterprise Support | Dell TechCenter | About | Logout

System Logs
PowerEdge M630

Logs Settings Log

B_Ovenview Remote Syslog Settings ®9e

Power / Thermal
Virtual Console
Alerts

Setup
Troubleshooting
Licenses

IDRAC Settings
Hardware
Storage Port Number =
Host OS

Remote Sysiog Settings

09 Enabled v

Syslog Server3

e D

PucyHok 92 - HacTporika napaMeTpoB NOrMmMpoBaHUS.

4. BelbepuTte Server > Alerts > Bkntounte Alerts n Alert Filter B 3aBMcMMOCTI OT Balmnx
TpeboBaHun.

Integrated Dell Remote
A C ler 8 Enterprise Support | Dell TechCenter | About | Logout

System SNMP and Email Setti Aert Recurrence Redfish Event seftings
PowerEdge ME30
cmc root , Admin

Alerts

Cance! Apply
User Authenbcation 2 p
Update and Roliback
er Profie

v v v

v v C4
Hardware ¥ Configuration ¥ Work Note ¥ Critica

Ca Apply

PucyHok 93 - Beibop anepTos.

5. UyTb Hwxe Bo Bknagke Alerts and Remote System Log Configuration > oTMmeTbTe ranovkamm
Remote System Log ans cosgaHus HeobxoanMbIX anepTos.

Enterprise Support | Dell TechCenter | About | L

Alerts SNMP and Emadl Settings Alert Recurrence Redfish Event seftings
Powert dge ME30
cmc root , Admin
a App
B Overview
Alerts and Remote System Log Configuration & Backite T
Power | Thermal
Page {
Virtual Console
3 PMI Aser em E
Severty v v
(7] ’ v v
1 L v v
Q * ’ v
Q 4 v v
L] v ’ v
! v v B
L% v v v
9 v 0 At v
age { » A

PucyHok 94 - CosgaHue anepTos.

floBTOPUTE CO3AaHME anepToB HA BCexX CTpaHuuax.



9.3.2. [lo6aBneHMe HOBOW KOHUrypaumm B KONNEKTop

MpuBeneHHbIe HACTPOIiKK C onucaHnem Ans fobasneHus B config.yaml Huke:

tcp_input_3: &tcp_input_3

id: "tcp_input_3"

host: "<IP-aapec nnatdopmbi>"

port: 999

sock_buf_size: 0

format: "json"

encoding:
change_to_utf8: true
original_encoding: "cpl251"

B kauecTBe nopTa Aana noaknto4YeHnq Heobxoammo YyKasaTb nopT, BblﬁpaHHbIVI Ha ware 3.

9.4. Linux NFS Server {#Infs}

[laHHOe pyKOBOACTBO onuckIBaeT MexaHn3m cbopa cobbituin Linux NFS server n otnpaBku Ux B
Mnatdopmy Pagap.

9.4.1. Hactpouka xypHanupoBaHua NFS

Bce HacTpoWiku, nepeyncrneHHble HUKe, AOMKHbI OCYLLeCTBNATLCSA C MpaBaMu agMuHUCTparTopa
(root). Ecniv Bbl paboTtaeTe nog HeNpMBUIErMPOBaHHBIM NMOMb30BaTENEM, UCMONb3yNTEe KOMaHay
sudo. Mpumep KoHUrypauum NnpuBeaeH anst cepsepa nog ynpaeneHmem OC Debian. Ecnu Bbl
ncnonb3yete Apyron AnctTpnbyTmne Linux, To pacnonoxeHue arinoB 1 HaCTPOMKN MOFYT HEMHOTO

OTNIMYaTbCs, B TAKOM Cryvae obpaTuTech k JOKYMEHTaLun kK CBoemMy AUCTPUOYTUBY

1. OTkpovite chanin /etc/default/nfs-kernel-server
# nano /etc/default/nfs-kernel-server
1 nobaBbTe CreaytoLLyto CTPOKY:
RPCNFSDOPTS="--syslog"
Ecnu napametp RPCNFSDOPTS y3ke npucyTCTBYET, TO MPOCTO HY>XHO A06aBUTbL KoY --Syslog
2. OTkponTte pann /etc/idmapd.conf
# nano /etc/idmapd.conf
n onsa nepemeHHon Verbosity BBegnTe 3HaveHve 4.
Verbosity = 4
3. BeinonHute cneayoLLyto KoMaHay:
# rpcdebug -m nfsd -s all
4. Nepesanyctute cnyxoy nfs-kernel-server
# systemct]l restart nfs-kernel-server.service
5. OTkpoiiTe dain /etc/rsyslog.conf
# nano /etc/rsyslog.conf
n nobaBbTe B KOHEL, harina cneayoLLyro CTPOKY:

:msg,contains, "'nfsd" @@172.30.250.32:4570


af://n2565
af://n2569
af://n2571

6. Mepesanyctute cnyxoy rsyslog

# systemct]l restart rsyslog.service

9.4.2. KoHhurypaums nor Kkonrnekropa

Mpumep KoOHUrypaLMOHHOIo danna for Konnekropa:

Tlicense_path: "C:/Program Files/Log Collector//pgr-agent.lic"
cluster:

url: "https://aapec_Pagap_MacTep"

api_key: "api_key"
controller:

port: 48000
metric_server:
port: 48005

secret_file: "C:/Program Files/Log Collector/secret"
secret_storage: "C:/Program Files/Log Collector/secret_storage"
api_server:
address: "ip-aapec nor konnekTtopa"
port: 8080
read_timeout: 60
write_timeout: 60
wait: 5
enable_tls: false
cert_file: "C:/Program Files/Log Collector/certs/agent.crt"
key_file: "C:/Program Files/Log Collector/certs/agent.key"
cert_key_pass: ""
require_client_cert: false
ca_file: "C:/Program Files/Log Collector/certs/pgr.crt"
log_level: "WARN"
journal:
port: 48004
log_level: "INFO"
log_path: "C:/Program Files/Log Collector/journal.log'
rotation_size: 30

max_backups: 7
max_age: 7

tcp_input_Tinux_nfs: &tcp_input_linux_nfs
id: "tcp_input_linux_nfs"
host: "ip-aapec nor konnektopa"
port: 4570
enable_tls: false
compression_enabled: false
connections_Tlimit: 10
format: "json"
log_level: "INFO"

tcp_output_Tinux_nfs: &tcp_output_Tinux_nfs
id: "tcp_output_Tinux_nfs"
target_host: "ip-aapec 6anaHcepa"
port: 4570

senders:
port: 48002
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tcp:
- <<: *tcp_output_Tlinux_nfs

collectors:
tcp_receiver:
- <<: *tcp_input_Tinux_nfs

route_linux_nfs: &route_linux_nfs
collector_id:
- "tcp_input_Tinux_nfs"
sender_id:
- "tcp_output_linux_nfs"

routers:
- <<: *route_Tlinux_nfs

9.5. Microsoft DNS {#msdns}

[ns nonyyeHus cobbiTuii 3anpocoB u otBeToB DNS cepBepa He0OX0oAMMO BKITHUMTL XKYpPHaN OTNagku,
MO YMOMYaHMIO OH BbIKIHOYEH.

[nsa atoro otkporite ocHacTky DNS cepBepa, fanee nepengute B ero ceoncTea. B ceorictBax DNS
cepBepa BbiOepuTe "BepeHue KypHana otnagku”.

WDMNS - ceoiicTea ? X
MHTEpdheRCk CepBep Nepecbinky JononHKWTensHo KopHEBRIE CChINKKM
Benerwe ®ypHana oTnaaku AypHan cobeImuia HabnkneHme

B uenax oTnagky Bol MOKETE 3aNMCbiBaTe BXOAAWME M MCXOQALLME
nakeTel DMS-cepeepa B xypHan. MNo yMond4aH|iD XyYPHan He BeQeToA.

3aMWcbIBaTE NAKETLl B HMYPHAN ANA oTnagku

HanpaeneHKe QEMHEHWA NEKETS: TPaHCMOPTHEIA NPOTOKON:

WcxonAawme BeibepHTE 1. UDP BeIBEpUTE

BxoQALLMe x07A Gbl 0gHo 2. TCP ¥0TA Gl 08MH

Conep#MMoE NAKeTa: Tin NaKeToE:

3anpockl MU Nepegaqn 3anpoc BeIGEpUTE

OBHOENEHMA BbilepuTe OTHIMK %074 Bl oauH
¥0TA Bkl 0gHO

YEEOOMNEHWA A

Apyrie napaMeTpol:

3EHOCMTE EX0AAWME OTEETHLIE NaKETEl DEZ COOTBETCTEMI B MypHaN
[ 1NoapofHocTs

|:| DUneTp NaKkeToB no IP-agpecam DUNLTP...

Main ¥ypHana

MMa 1 NyTe K dainy: | C:\DNS_logs'dns_logs. bt

MakcMansHeIR pasmep (BairT): | 500000000
OTMeHa MpHUMEHKMTE Cnpaeka

PucyHok 95 - BegeHue xxypHana oTnagku.

OTmeTbTE YekBOKChI (CM. pUCYHOK 95) 1 HaxkmuTe KHonky "OK".
B none "Umsa v nyTb K channy" ykaxnte Baw dann, kyaga DNS cepBep Oyaet cozgasatb cobbITUS.

Haxxmute kHonky "MpumeHnTb".
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9.5.1. Hactpowku Logcollectora

9.5.1.1. CueHapui, Koraa nor-KonsieKTop pasBeépHyT Ha TOM e XOCTe rae u
cam DNS cepsep.

cluster:
url: "https://192.168.1.200:9000/cm/api/agent/"
api_key: "bacle342-f819-1a9f-5a16-c925b8b407b7"

controller:
port: 48000

metric_server:
port: 48005

secret_file: "cC:\\Program Files\\Log Collector\\secret"
secret_storage: "C:\\Program Files\\Log Collector\\secret.storage"
api_server:

address: "192.168.1.100"

port: 8080

read_timeout: 60

write_timeout: 60

wait: 5

enable_tls: false

cert_file: "certs/server.crt"

key_file: "certs/server.key"

cert_key_pass: ""

require_client_cert: true

ca_file: "certs/pgr.crt"

log_level: "INFO"
journal:

port: 48004

log_level: "INFO"

log_path: "C:/Program Files/Log Collector/journal.log

rotation_size: 30

max_backups: 7
max_age: 7

win_dns: &win_dns
id: "win_dns"
poll_interval: 1
files: ["C:\\\\DNS_logs\\dns_logs.txt"]
using_regexp: false
regexp_starting_dir: "c://DNS_logs/"
regexp_expression: ".txt"
dir_check_interval: 2
read_from_last: true
enable_watcher: true
log_level: "INFO"
format: "json"
encoding:
change_to_utf8: false
original_encoding: "cpl251"
filters:
bTlackTlist: ["AM.*", "AD.*" ] "AL.*" ] "A\\s+.*"]
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win_dns_out: &win_dns_out
id: "win_dns_out"
target_host: "192.168.1.200"

port: 1516

senders:
port: 48002
tcp:

- <<: *win_dns_out

collectors:
files:

- <<: *win_dns

route_1: &route_1
collector_id:
- "win_dns"
sender_id:
- "win_dns_out"

routers:
- <<: *route_l

9.5.1.2. CueHapui, Korga nor-konnekrtop 3abupaet coobbitna ¢ DNS cepBepa
no SMB.

cluster:
url: "https://192.168.1.200:9000/cm/api/agent/"
api_key: "57dbc2b0-41e8-0f55-95d8-1c19c2e44347"

controller:
port: 48000

metric_server:
port: 48005

secret_file: "cC:\\Program Files\\Log Collector\\secret"
secret_storage: "C:\\Program Files\\Log Collector\\secret.storage"
api_server:

address: "192.168.1.100"

port: 8080

read_timeout: 60

write_timeout: 60

wait: 5

enable_tls: false

cert_file: "certs/server.crt"

key_file: "certs/server.key"

cert_key_pass: ""
require_client_cert: true
ca_file: "certs/pgr.crt"
log_level: "INFO"

journal:
port: 48004
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log_level: "INFO"
log_path: "cC:\\Program Files\\Log Collector\\journal.log
rotation_size: 30

max_backups: 7
max_age: 7

smb_colTlector_out: &smb_collector_out
id: "smb_collector_out"
target_host: "192.168.1.200"
port: 1516

smb_collector: &smb_collector
id: "smb_collector"
remote_servers: ["192.168.1.2"]

port: 445
share: "\\\\192.168.88.1.2\\DNS_1logs"
domain: "."

user: "logcoll"
password: "1"
poll_interval: 5

files: ["dns_logs.txt"]
using_regexp: false
regexp_starting_dir: "."

regexp_expression: ".(?:txt|Tog)$"
dir_check_interval: 5

read_from_last: true

format: "json"

log_level: "INFO"

filters:

blacklist: ["AM.*", "AD.*", "AL.*", "A\\s+.*"]

senders:
port: 48002
log_level: "INFO"
tcp:
- <<: *smb_collector_out

collectors:
log_level: "INFO"
smb:
- <<: *smb_collector

route_1: &route_1
collector_id:
- "smb_collector"
sender_id:
- "smb_collector_out"

routers:
- <<: *route_l

10. Cuctembl ynpaBneHus 6aszamu
AaHHbIX


af://n2616
af://n2617

10.1. Microsoft SQL Server Audit Windows Event Log
{#mssql}

MonyyeHune cobbiTuii ¢ Microsoft SQL Server BoamMoXHO peanuaoBaTtb ABYMS criocobamu:

e yepes cobbiTnst Windows events;
e yepe3 ODBC konnekrtop.

10.1.1. HacTtpownka nony4eHus cobbiTum Yepes windows
events.

BkntoueHune ayouta MS SQL Server:

1. 3anyctute Microsoft SQL Server Management Studio.
2. B okHe nopgkntoveHns k 6ase AaHHbIX YKaXKWUTe Ha3BaHWe aK3emmnnspa u BBeauTe YYeTHble AaHHble
(cm. pucyHok 96).

oW Connect to Server X

SQL Server

Server type: Database Engine v

Server name: |SRV—DEMD-KSCRSGLEXPRESS ~ |

Authentication: SQAL Server Authentication v
Login- |sa v ‘
Password: B |

[ | Remember password

Connect Cancel Help Options ==

PucyHok 96 - MNMogkntoveHue k 6ase gaHHbIX

3. B naHenu Object explorer nepeinaunTe Bo Bknagky Security — Audits. Mo npaBomy LYKy MbILLK
BblbepuTe onumto New Audit... (cMm. pucyHok 97).
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Object Explorer v o X

Connect~ ¥ *¥ ¢ M.

= & SRV-DEMO-KSC\SQLEXPRESS (SQL Server 13.0.5026
Databases
= ™ Security

Logins

Ex

Server Roles

Ex

Credentials

) New Audit...

0 B

y Filter b

Sel
Re Reports 4

52

Start PowerShell

H

Ex

H

Po Refresh
Management

¥l XEvent Profiler

H B

PucyHok 97 - CosgaHue ayguta

3. B oTkpbiBlweiics Bknaake Create Audit ykaxkunte HasBaHue ayauTa B none Audit name. B
kauectBe Audit destination BeibepuTe Application Log, HaxxmuTe OK (cM. pucyHok 98).



Lsg Create Audit

Iﬁ' Ready
Select a page

M General
K Filter

Connection

¢¥ SRV-DEMO-KSC\SQLEXPRESS
[sal

View connection properties

Progress

Ready

PucyHok 98 - Hactporka ayguta

4. B nanenu Object explorer nepenaute Bo Bknagky Security — Server Audit Specification. Mo

— (] X
IT Script ~ | @ Help
Audit name: |Audit_sq|_server1
Queue delay (in 1000 =
milliseconds):
On Audit Log
Continue
Failure: O
() Fail operation
O Shut down server
Audit destination: Application Log v
es  [2147483647 -
e 0 = 1B TB
OK Cancel Help

npaBoMy Lenyky mbiy Bbibepute onumto New Server Audit Specification... (cM. pucyHok 99).



Object Explorer v I X

Connect~ T * Y C’; A

= B SRV-DEMO-KSC\SQLEXPRESS (SQL Server 13.0.5026
Databases
= = Security

Logins

&

Server Roles

&

Credentials
Audits

BH B

Server Audit Snecifications
New Server Audit Specification...

il

Filter »

&

Se

Re
Pd Reports »

Start PowerShell

H B

M Refresh
XEvent Profiler

&

PucyHok 99 - CosgaHue cneumndukaumm aygmuta

5. B otkpbiBLLUEeiicsa Bknagke Create Server Audit Specification ykaxuTe HasBaHWe cneumdmkaumm
ayauTta B norie Name. B none Audit BbibepuTe paHee co3gaHHbI ayauT U3 BbinagatoLero
cnucka. B none Actions Belbepute Tunbl cOObITU AN oTcnexusaHus, Haxxmmute OK (CM. pucyHokK
100).



Iﬁ Ready
Select a page
M General

Connection

¢¥ SRV-DEMO-KSC\SQLEXPRESS
[sa]

View connection properties

Progress

Ready

LT Script ~ @ Help

Name: Audit_Specification_1

Audit:

Actions:

Audit Action Type

Object... Object ... A

»1
0z
a3
04
0%
06
o7
08
09
10
11
12
13
14

SCHEMA_OBJECT_ACCESS_GR...

e

DATABASE_ROLE_MEMBER_C...

e

SERVER_ROLE_MEMBER_CHA...

At

BACKUP_RESTORE_GROUP

AUDIT_CHANGE_GROUP

DBCC_GROUP

DATABASE_OBJECT_PERMISSI...

SCHEMA_OBJECT_PERMISSION...

DATABASE_PRINCIPAL_IMPERS...

DATABASE_PRINCIPAL_CHANG...

LOGIN_CHANGE_PASSWORD_...

DATABASE_OWNERSHIP_CHAN...

DATABASE_OBJECT_OWNERS...

SCHEMA_OBJECT_OWNERSHIP...

oK

Cancel Help

PucyHok 100 - Hactporika cneundukauumn ayamta

Co3zgaHue y4eTHol 3anmcu windows:

1. B naHenu ynpaeneHust Windows oTkpoiTe koHconb Computer Management (YnpasneHue

KOMMbIOTEPOM).

2. B koHconwu oTkpownTe pasgen System Tools (CnyxebHble nporpammbl) — Local Users and Groups

(NokankHble nonb3oBatenu 1 rpynnel) — Users (Monb3oBatenu).

3. B koHTekcTHOM MeHio pasaena Users (Monb3osatenu) BeibepuTte dyHkumio New User (HoBblI

nosnb3oBaTenb) A48 co3aaHnsi HOBOro nosnb3oBartensd (CM. pucyHok 101).

New User...
View >

Refresh
Export List...

Help

PucyHok 101 - Co3gaHue nonb3oBatens

4. B oTkpbIBLIemcs okHe New User (HoBbI nonb3oBaTenb) BBEAUTE CrieayoLme AeHHbIe (CM.

purcyHok 102):

o B none Name (Mmga) BBECTM MMSA HOBOrO Norb3oBaTens.

o B none Password (Maporib) ycTaHoBUTE Naposib 1 noaTeepanTs ero B none Confirm

Password (MoateepauTsb).



Mpn HEOGXOAMMOCTU BbICTABUTL HACTPOMKM B NMyHKTAX:

o User cannot change password (3anpetutb CMeHy napons norb3oBaTeniem).
o Password never expires (Cpok 4eNACTBNS Napons HeorpaHuyeH).

o [1ns co3gaHus nonb3oBaTensi ¢ 3agaHHbIMU napamMeTpamMmmn Haxatb KHOMKY Create.

New User

User name:

Full name:

Description:

Password:

Confirm password:

Help

?

X

Liem

SIEM event reader

SRR RBRREREN

SRR RRRRRRRRN

User must change password at next logon
[] User cannot change password
[v] Password never expires
[[] Account is disabled

PucyHok 102 - HacTponka napameTpoB nornb3oBaTers

npe,D,OCTaBJ'IeHI/Ie nonb3oBartesnto npaB A0CTyna K XXypHany CcobbITUIA:

1. B koHconu Computer Management (YnpaBneHue KOMMNbOTEPOM) OTKpoITe pasgen System Tools
(CnyxebHble nporpammbl) — Local Users and Groups (JlokanbHble nonb3oBaTenu 1 rpynnbl) —

Groups (Mpynnel).

2. Bbibepute B cnucke rpynny Event Log Readers (MuTatenu xypHana cobbiTui).

3. OTKpoWiTe NPaBoOM KHOMKOWM MbILLX KOHTEKCTHOE MeHto rpynrbl Event Log Readers (YutaTenu
XypHana cobbiTuin) 1 BeibepuTe nyHkT Add To Group (Jo6aButs B rpynny). OTKpoeTcs OKHO
Event Log Readers Properties (CoicTBa: Yutatenu xxypHana cobbITui).

4. Ina nobaeneHus nonb3oBaTtens B rpynny:

o Haxartb kHonky Add (JobaBuTb).

o B oTkpbiBLLIEMCS OKHe Select Users (BbiGop: Monb3oBatenu) BbibpaTh B CNMCKe paHee

€030aHHOro norb3oBaTens U 4o6aBuUTb ero B rpynny, Haxas kHormky OK.

5. [ina coxpaHeHusi BBeAeHHbIX HacTpoek B okHe Event Log Readers Properties (CgolicTBa:

Yutatenm xypHana cobbiTun) HaxmmTe kHomky OK.




[obaeneHne HOBOW KOHMrypaLmm B KONNeKkTop:

Mepepnadva cobeiTuin B Mnatdopmy Papgap ocywectensetcs yepes eventlog_collector. Huxe
npuBeaeHb! HACTPOMKM € onucaHuem ans fobasneHus B config.yaml:

eventlog_collector: &eventlog_collector
id: "eventlog_collector"
channel: ['Application']
query: "*[System[Provider[@Name='Umsa 3k3emnnapa Cysa>']1]1]"
batch_size: 31
timeout: 3
poll_interval: 1
read_from_last: false
resolve_sid: false
log_Tevel: "INFO"
worker_count: 1
remote:
enabled: true
user: "<user_name>"
password: "<password>"
domain: "."
remote_servers: ["<IP-aapec cepBepa c CYBA>"]
auth_method: "Negotiate"
encoding:
change_to_utf8: true
original_encoding: "cpl251"

B kauecTBe AaHHbIX A5 NOAKITHYeHNa He06X0ANMMO UCMNONb30BaTh CO34aHHYI0 paHee y4EeTHYI0
3anuncob.

B none query Mbl yKadbiBaeM 3anpoc Ana nonyvyeHus COBbITUI TOMNBKO OT HacTpanBaeMoro
MCTOYHUKaA.

10.1.2. HacTtpowka nony4eHusi coobiTun yepes odbc konnekrop.

BkntoueHune ayguta MS SQL Server:

1. 3anycTtute Microsoft SQL Server Management Studio.
2. B okHe NOAOKITH4YEeHUA K base OaHHbIX YKaXXUTe Ha3BaHue 3K3eMniapa 1 BBEOUTE y4ETHbIe JaHHbIe
(cm. pucyHok 103).
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=R Connect to Server X

SQL Server

Server type: Database Engine v

Server name: |SRV—DEMI}KSCRSQLEXPRESS ~ |

Authentication: SQL Server Authentication B
Login: |sa v ‘
Password: . |

[ | Remember password

Connect Cancel Help Options ==

PucyHok 103 - MNogkntoyeHre k 6ase AaHHbIX

3. B naHenu Object explorer nepeingnTe Bo Bknaaky Security — Audits. Mo npaBomy LeNyKy Mbilu
BblbepuTe onumto New Audit... (cM. pucyHok 104).



Object Explorer v o X

Connect~ ¥ *¥ ¢ M.

= & SRV-DEMO-KSC\SQLEXPRESS (SQL Server 13.0.5026
Databases
= ™ Security

Logins

Ex

Server Roles

Ex

Credentials

) New Audit...

0 B

y Filter b

Sel
Re Reports 4

52

Start PowerShell

H

Ex

H

Po Refresh
Management

¥l XEvent Profiler

H B

PucyHok 104 - Co3gaHue ayguTa

3. B oTkpbiBlweiics Bknagke Create Audit ykaxunte HasBaHue ayauTa B none Audit name. B
kauectBe Audit destination BeibepuTe Application Log, HaxxmuTe OK (cm. pucyHok 105).



Lsg Create Audit _ 0O X

Iﬁ' Ready

Select a page LT Script ~ | @ Help
General
z Filter Audit name: |Audit_sq|_server1 _
Queue delay (in 1000 =
milliseconds):
On Audit Log
Continue
Failure: O
() Fail operation
O Shut down server
Audit destination: Application Log v
Connection Number of files: |2147483647 =
?¥ SRV-DEMO-KSC\SQLEXPRESS Maximum file 0 = ME GE =5
[sa] : o o -

View connection properties

Progress

Ready

OK Cancel Help

PucyHok 105 - Hactpoiika ayauTa

4. B nanenu Object explorer nepenaute Bo Bknagky Security — Server Audit Specification. Mo
npaBoMy Lenyky mbiun Bbibepute onumto New Server Audit Specification... (cM. pucyHok 106).



Object Explorer v I X

Connect~ T * Y C’; A

= B SRV-DEMO-KSC\SQLEXPRESS (SQL Server 13.0.5026
Databases
= = Security

Logins

&

Server Roles

&

Credentials
Audits

BH B

Server Audit Snecifications
New Server Audit Specification...

il

Filter »

&

Se

Re
Pd Reports »

Start PowerShell

H B

M Refresh
XEvent Profiler

&

PucyHok 106 - CosgaHue cneumdukaumm aygura

5. B otkpbiBLUEeiicsa Bknaake Create Server Audit Specification ykaxkuTe HasBaHWe crieumdmkaumm
ayauTta B norie Name. B none Audit BbibepuTe paHee co3gaHHbI ayauT U3 BbinagatoLero
cnucka. B none Actions Belbepute Tunbl cOObITU AN oTcnexusaHus, Haxxmmute OK (CM. pucyHokK
107).



Ifl Ready

Select a page LT Script ~ @ Help
o Name: Audit_Specification_1
Audit: v
Actions:
Audit Action Type Object... Object .. A
p01 | SCHEMA_OBJECT_ACCESS GR... v b
02 | DATABASE_ROLE_MEMBER_C... v b
03 |SERVER_ROLE_MEMBER_CHA... v b
04 |BACKUP_RESTORE_GROUP hd b
05 |AUDIT_CHANGE_GROUP b e
Connection 06 |DBCC_GROUP v v
?i. SRV-DEMO-KSC\SQLEXPRESS 07 |DATABASE_OBJECT_PERMISSI.. | v b
[sa] (8 |SCHEMA_OBJECT PERMISSION... | v v
09 | DATABASE_PRINCIPAL_IMPERS... v b
10 |DATABASE_PRINCIPAL_CHANG... | v b
View connection properties 11 |LOGIN_CHANGE_PASSWORD ... |v b
12 | DATABASE_OWNERSHIP_CHAN... b
REgruss 13 | DATABASE_OBJECT OWNERS... v v
Ready 14 | SCHEMA_OBJECT_OWNERSHIP... S v
< >
oK Cancel Help

PucyHok 107 - Hactporka cneundukauumn ayamta

Ycranoeka ODBC gpaviBepa:

1. C ocbmuymansHoro cavita ckadante ODBC Driver for SQL Server.
2. YcTaHOBWUTE CKayaHHbIV ApaiBep Ha cepBep C KOMSIEKTOPOM.

[obaBneHne HOBOW KOH(UIypaLMmn B KOSINIEKTOP:

Mepenaya cobeiTuin B Mnatdopmy Papgap ocywectensetcs Yepes odbc_collector. Huxe npueeaeHsi
HacTpoWiKkM ¢ onucaHnem ans gobaeneHus B config.yaml:

odbc_collector: &odbc_collector
id: "odbc_collector"
poll_interval: 5
read_from_last: true
connection_string: "server=IP-aapec cepBepa C CYBJ;port=1433;driver={0ODBC
Driver 18 for sSQL Server};database=master;Encrypt=0Optional;UID=<user_name>;PWD=
<Password>"
sql: >
SELECT
CAST(DATEDIFF_BIG(ns, '1970-01-01 00:00:00.0000000', event_time) AS
BIGINT) as epoch,
event_time,
action_id,
succeeded,
session_id,
class_type,



session_server_principal_name,
server_principal_name,
server_principal_sid,
database_principal_name,
target_server_principal_name,
target_server_principal_sid,
target_database_principal_name,
server_instance_name,
database_name,
schema_name,
object_name,
statement,
additional_information,
transaction_id
FROM fn_get_audit_file ('C:\Program Files\Microsoft SQL
Server\MSSQL13.SQLEXPRESS\MSSQL\DATA\*.sqlaudit', default, default)
WHERE CAST(DATEDIFF_BIG(ns, '1970-01-01 00:00:00.0000000', event_time) AS
BIGINT) > ?;
bookmark_field: "epoch"

B none connection_string ykaxuTe:

e |P-agpec cepepa c CYB[]
e [lopT Ans NOAKMOYeHUs kK 6ase AaHHbIX
e HasBaHuve gpansepa

MpumeyaHue: HasgaHue apaiBepa MOXHO y3HaTb, 3anyctnus Administrative Tools — ODBC Data
Sources (64-bit) Bo Bknagke Drivers (none Name)

; ODBC Data Source Administrator (64-bit) X

User DSN System DSN File DSN Drivers Tracing Connection Pooling  About

ODBC Drivers that are installed on your system:

Name Version Company File Date
(0]0): e TR R GTRCTRICENTETS 2018.181.02.01  Microsoft Comporation  MSODBCSQL18.DLL  26.10.2022
SQL Server 10.00.17763.01 Microsoft Comporation SQLSRV32.DLL 15.09.2018

~ An ODBC driver allows ODBC-enabled programs to get information from ODBC data sources. To install
D; new drivers, use the driver's setup program.

. R
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e HasBaHue 6a3bl JaHHbIX

e YyeTHble AaHHbIe AN NoaknYeHus Kk b

B pasgene ¢ SQL 3anpocom Heobxoanmo ykasaTb NyTb K darinam ¢ cobbITusiMm ayguTta.



Mpumep:
C:\Program Files\Microsoft SQL Server\MSSQL13.SQLEXPRESS\MSSQL\DATA\*.sqlaudit

B naHHOM cnyyae konnekTop 6yaer unTtaTb Bce HaWaeHHble dannbl ayamTa no agpecy C:\Program
Files\Microsoft SQL Server\MSSQL13.SQLEXPRESS\MSSQL\DATA\

10.2. PostgreSQL {#postgre}

[nsa HacTpowku norposaHus cobbitnin n3 b PostrgreSQL BeinonHuTe warw:

1. B koMaHOHON CTpOKe cepBepa BbIMOMAHUTE KOMaHAy
psql -U <username> -c 'SHOW config_file'

Ha BbIxoge GygeT ykasaH nyTb K KOHUrypaumoHHOMY dhanny:
/var/app/data/postgresql.conf

2. B koHmrypaumoHHbIi cpain postgresql.conf (no nyTn n3 npeabigyLue komaHabl) obaBeTe

CTPOKMU:

log_destination = 'syslog'
logging_collector = off
syslog_facility = 'LOCALO'
syslog_ident = 'postgres'
syslog_sequence_numbers = on
syslog_split_messages = off
client_min_messages = 1log
Tog_min_messages = info
log_min_error_statement = info
log_checkpoints = off
Tog_connections = on
Tlog_disconnections = on
Tog_duration = off
log_error_verbosity = default
Tog_hostname = on

Tog_line_prefix = 'pgmessage: %m %a %u %d %r %i %e '
log_statement = 'mod'
Tc_messages = 'en_US.UTF-8'

MepesanycTtute cnyx0by postgresql

3. Hactpoite Rsyslog ans oTnpaBku cooBLLEHWNIA HA KOMNEKTOP:

nano /etc/rsyslog.d/10-pgsql.conf
if $programname == 'postgres' then @@rsysTog:4000

Mepesanyctute rsyslog
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10.2.1. Hactponka ODBC PostgreSQL

1. B koHGwMrypaumoHHom panne /var/app/data/postgresql.conf HacTponTe TMn NOrMpoBaHus

(csvlog) n Bkntounte logging_collector.

Tog\_destination = 'csvlog'
Togging\_collector = on
client\_min\_messages = Tog
Tog\_min\_messages = info
Tog\_min\_error\_statement = info
Tog\_checkpoints = off
Tog\_connections = on
Tog\_disconnections = on
Tog\_duration = off
Tog\_error\_verbosity = default
Tog\_hostname = on
Tog\_line\_prefix = 'pgmessage: %m %a %u %d %r %i %e
Tog\_statement = 'mod'
Tc\_messages = 'en\_US.UTF-8'

Mepesanyctute cnyxBy postgresql

2. CospanTte B Hy)XHow B[] Tabnuuy ans xpaHeHus noros.

CREATE TABLE postgres_log
(
log_time timestamp(3) with time zone,
user_name text,
database_name text,
process_id integer,
connection_from text,
session_id text,
session_line_num bigint,
command_tag text,
session_start_time timestamp with time zone,
virtual_transaction_id text,
transaction_id bigint,
error_severity text,
sgl_state_code text,
message text,
detail text,
hint text,
internal_query text,
internal_query_pos integer,
context text,
query text,
query_pos integer,
Jocation text,
application_name text,
PRIMARY KEY (session_id, session_Tine_num)

DE

3. NprmMep koMaHAbl 4N NepeHoca AaHHbIX U3 nor-gparvina B Tabnuuy:
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COPY postgres_log FROM '/var/app/data/pg_Tlog/postgresql-2020-09-
01_000000.csv' WITH csv;

MonopobHee o nepeHoce onucaHo B Pykoeoactee PostgreSQL

4. Ckavavite n yctaHoBuTe apansep ODBC ang PostgreSQL Ha cepep NXLog.

MpoBepbTe Hanuuve ApansBepa 1 ero HasBaHWe, OHO NPUrOANTCSA NPU HACTPONKe
ConnectionString 8 ODBC-moayne NXLog

; AgpannncTpatop nerodduka gadderx ODBC (64-pazpagnan sepoua) >
TpaccwpoBka Myn coeouHERME O nporparme
MNonesoeaTenscrmi DSH CucTembei DSN Painoseit DSN Opaiteepe

¥oTaHoBNEHHBIE opafeepel QDBC:

Mran Bepcun COprarnzawn 2
Oracle ininstantclient_19_8 He nomeyeHo He nomeyeHo
Oracle in CraClient12Home1 15.00.00.00 Oracle Corporation
Cracle in CraClient18Home 1 18.00.00.00 Cracle Comporation
PostgreSGL ANSI 12.02.00.00 Postgre 5QL Global Development Grou
Postgre SGL ANSI{xE4) 12.02.00.00 Postgre SQL Global Development Grou
Postgre SGL Unicode 12.02.00.00 Postgre SQL Global Development Grou
Postgre SAL Unicode{(x64) 12.02.00.00 Postare SQL Global Development Grou
S0L Server 10001836201 Microsoft Corporation

]
£ >

Dpaiteep ODBC noseonaeT nporparmmara ODBC nonyyate cBS0eHWA M3 MCTOYHMKOE OaHHE
QODBC. OH ycTaHEENWEAETCA C NOMOLLED NPOrpaMMel YCTAHOBKM.

ES

Ometa MpMeHn T Cnpaeka

PucyHok 109 - Hactporika ODBC

10.2.2. HacTtponka ODBC-moayns NXLog

Ctpoka gnss ODBC-nogkntoveHus:

<Input postgres>

Module im\_odbc

ConnectionString Driver={PostgreSQL UNICODE(x64)};Server=<IP or hostname>;Port=
<PostgresSQL port num>;Database=Database\_name;UID=Username;PwWD=password;

Driver - ums gparisepa ODBC 13 n.5 — PostgreSQL ODBC Driver(UNICODE) unu PostgreSQL ODBC
Driver(ANSI).

Server - ums cepsepa PostgreSQL.

Port - nopt, ucnonb3yemblin Ans nogknodeHus k cepsepy PostgreSQL (default 5432).

Database - nms 6a3bl AaHHbIX PostgreSQL.

Uid n Pwd - Uid (ngeHTudmkaTop nonb3osartens) u Pwd (naponb) AN NOAKMYeHNs.

10.3. Oracle Database {#oracle}

HacTpoiika ncrtouHuka Oracle Database Ha otnpaBky cobbiTuid ¢ nomolubio Oracle Audit.


http://docs.pangeoradar.ru/events/reference/https://postgrespro.ru/docs/postgrespro/10/runtime-config-logging#RUNTIME-CONFIG-LOGGING-CSVLO
http://docs.pangeoradar.ru/events/reference/https://www.postgresql.org/ftp/odbc/versions/msi
af://n2793
af://n2797

HacTpoKrKy MCTOYHMKA HYXXHO BbINOSTHATL OT UMEHM YHETHOW 3anunucu root, nogaepXxmsatoLLen B
HacTpavBaemoM ak3emnnsape CYB[ ponb sysadmin ¢ npusunernsimu sysdba u sysoper:

1. Moakntountech ¢ NoMoLLbio sqlplus fokanbHO, BbIMOMHUB KOMaHAY:
sqlplus / as sysdba
2. BbinonHute komaHay:

alter session set "_ORACLE_SCRIPT"=true
3. MNpoBepbTe NnapameTpbl ayanTa KOMaHOou:
show parameter audit
4. BbinonHuTe KOMaHgy YCTaHOBKM XypHana ayauta OS:
ALTER SYSTEM SET audit_trail=0S SCOPE=SPFILE;
5. Beikntounte CYB[] komaHao:
Shutdown
6. Bkntounte CYB[] komaHaon:
Startup
7. MNposepbTe napameTpbl ayanTa KOMaHOom:

show parameter audit

Y6enutech, uto audit_trail npuHsan sHadeHune OS.
3anuwunTte 3Ha4veHne audit_file_dest, oHO NOHAOAOBUTCS NPU HACTPOKKE OTNPABKN COOBLLIEHWIA

and napametpa File.
8. BbinonHute komaHay:
ALTER SYSTEM SET audit_sys_operations=true SCOPE=SPFILE;
9. YcTaHoBUTE BaXXHOCTb COObLITUIA KOMaHOO0MN:
alter system set audit_syslog_level='Tlocal5.info' scope=spfile sid="*";
10. BbinonHute KomaHay
ALTER SYSTEM SET audit_trail=DB, EXTENDED SCOPE=SPFILE;

11. BeinonHuTe nocnepoBaTenbHO KOMaHObI:

Shutdown
Startup
show parameter audit

Ha BbIxoae OOmKHbI NOSABUTLCS coobLeHus (cM. pucyHok 108).

audit_file dest string /u02/app/oracle/audit/ORCLCDB

audit sys operations boolean TRUE

audit syslog level string LOCALS.INFO
audit trail string 0s

unified audit sga queue size integer 1048576

PucyHok 110 - BeiBog coobLueHuin

12. loHacTpolTe NnapaMeTpbl ayguTa:



AUDIT ALTER SYSTEM BY ACCESS;

AUDIT DELETE ON SYS.AUD$ BY ACCESS;

AUDIT DELETE ON SYS.FGA_LOGS$ BY ACCESS;
AUDIT EXECUTE ON SYS.DBMS_FGA BY ACCESS;
AUDIT INSERT ON SYS.AUD$ BY ACCESS;

AUDIT INSERT ON SYS.FGA_LOGS$ BY ACCESS;
AUDIT SELECT ON SYS.DBA_USERS BY ACCESS;
AUDIT SELECT ON SYS.LINK$ BY ACCESS;

AUDIT SELECT ON SYS.USER_DB_LINKS BY ACCESS;
AUDIT SELECT ON SYS.USER_HISTORY$ BY ACCESS;
AUDIT SYSTEM AUDIT BY ACCESS;

AUDIT TABLE BY ACCESS;

AUDIT UPDATE ON SYS.AUD$ BY ACCESS;

AUDIT UPDATE ON SYS.FGA_LOGS$ BY ACCESS;

13. Ans otnpaBku cobbiTuii Yepes Rsyslog
© co3ganTe cavin c koHdUrypaumen ans rsyslog:
nano /etc/rsyslog.d/oracle_audit.conf

O HacTpowuTe YTeHue 13 canna:

input(type="1imfile" File="<3HaueHne audit_file_dest wu3 n.7>.xml"
PersistStateInterval="100"

Tag="oracle_audit_trail:"

Severity="1info"

Facility="1ocal5"

startmsg.regex="<AuditRecord>"

)

Tocal5.* @@<ip-address nor-konnektopa>:2770

© nepesanycTute cepsuc rsyslog

sudo service rsyslog restart

10.4. Oracle MySQL {#mysql}

Ons HacTpoikm nctodHmka Oracle MySQL BbinonHute cneaytoLwme warm:

1. YcTtaHoBuTe Moaynb ayauTta MariaDB, nocnegoBaTenbHO BbIMNOMTHUMB KOMaHAbI:

wget http://mirror.mephi.ru/mariadb/mariadb-10.1.45/bintar-Tinux-
x86_64/mariadb-10.1.45-1inux-x86_64.tar.gz

sudo tar -xzf mariadb-10.5.5-1inux-x86_64.tar.gz

sudo install mariadb-10.1.45-1inux-x86_64/1ib/plugin/server_audit.so
/usr/1ib/mysql/plugin

sudo install mariadb-10.5.5-1inux-x86_64/1ib/plugin/server_audit.so
/usr/1ib/mysql/plugin

Sudo mysql

INSTALL PLUGIN server_audit SONAME 'server_audit.so';

SHOW PLUGINS;

Set Global server_audit_logging=on;

EXIT;

2. HacTpoitte ayauT, nocnenoBaTenbHO BbIMONHUB KOMaHbI:
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sudo nano /etc/mysql/mysql.conf.d/mysqld.cnf

JlobaBnsieM HAaCTPOMKM

plugin-load=server_audit=server_audit.so

server_audit_logging=on
server_audit_events=connect,query,table,query_ddl,query_dml,query_dcl
server_audit_output_type = SYSLOG

server_audit_syslog_facility = LOG_SYSLOG

server_audit_file_path = /var/log/mysql/audit.log

3. NepesanycTtute cepsuc MySQL:
service mysql restart

4. 3anyctute koHcornb MySQL ¢ npaBamu cynepnonb3oBaTens:
# mysqgl -u root -p

Bbl moxeTe NPOCMOTPETb 3HAa4YEeHNA NapaMeTpoB MoAyNA ayanTa, BbIiNMONTHMB KOMaHAY

SHOW VARIABLES LIKE '%audit%';
EXIT;

Pesynesrat: Moaynb ayamTa HacTpoeH.
Nanee Heobxoaumo HacTpouTb rsyslogd. Ons atoro:
1. Cospaiite dain ¢ koHdpurypaumen ans rsyslog:
sudo nano /etc/rsyslog.d/20-mysql.conf

2. 3anuwinTe B CO3aaHHbIN hann criegytoLme 3HayeHus:

template (name="radar" type="string"
string="<%PRI%>%TIMESTAMP: : :date-rfc3339% %HOSTNAME%
%syslogtag®%$.suffix®¥¥msg:::sp-if-no-1st-sp%%msg%")

:syslogtag, contains, "mysql" @@<ip-adsress Jlor-konnektopa>:4005;radar

3. Nepesanyctute cnyxo6y rsyslog:

sudo service rsyslog restart

10.5. Orcale NetListener {#netlistener}

Ons HacTpoiikm nctovHuka Oracle Netlistener BbINOMHWUTE criedytollme Lwarm:

1. 3anyctute LSNRCTL komaHgon:
LSNRCTL

2. OnpepgenuTe 3k3eMnnsp ncnonsdyemon cnyxoeul Oracle NetlListener komanzoi:
show current_listener

3. lNocne BbINOMHEHNS1 KOMaHAbl 0TOOpasnTcsa ums ak3emnnsipa CYB[,.

4. [insi cMeHbl UCNOMNb3yeMOoro 3K3eMMsipa UCMonb3yeTcst KoMaHaa:
set current_listener.

5. lNMpoBepkTe cTaTyC XypHanMpoBaHus:
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show log_status

6. Ecnu ans napametpa log_status ykasaHo OFF, BknouuTte xypHanmpoBaHue:
set log_status on save_config reload

7. nsa otnpaskun cobbITUI Yepes rsyslog, y3HalTe nyTb K nor-gpannam KoMmaHaom:
show Tog_directory
OH noHapobuTcs Ans crepyroLwero atana HacTpolikv B napametpe File.

8. CospanTe KoHdUrypaunoHHbIi dain ans rsyslog:
sudo nano /etc/rsyslog.d/oracle_netlistener.conf

9. HacTtponTte uteHue us cdanna:

moduTe(load="imfile" mode="inotify") #PollingInterval="10") #mode="1inotify")
input(type="1imfile"

File="/<napameTtp File u3 n.4 >/log.xml"

PersistStateInterval="100"

Tag="oracle_netlistener:"

Severity="1info"

Facility="1local3"

readMode="2"

)local3.* @@<Ip-address nor-konnekTopa>:2771

10. MNepesanyctuTe cepsuc rsyslog:

sudo service rsyslog restart

11. WEB-cepBepbI
11.1. Apache HTTP server {#apachehttp}

[ns oTnpaBku cobbITUiA CTAaHAAPTHOIO NOrMPOBaHUS UCTOYHMKA Apache-http-server BeINOMHNUTE Liaru:

1. MpoBepebTe B haitne, pacnonoXxXeHHOM rno nytn /etc/apache2/apache2.conf, Hanuune 3anucu

LogLevel info.

MoopepxmBaembli ypoBEHb KOppeKTHOM 06paboTkm cobbiTuin Mnatdopmon Paaap -
ypOBEHb warn,
npu HeoBXOAUMOCTU MOXKHO U3MEHUTb HA LogLevel warn.

2. MNMocne BHeceHWst uameHeHui B hann /etc/apache2/apache2.conf obHoBuTe cepBuUc apache,
0715 3TOro BbINonHUTE KoMaHay systemctl reload apache2.service

N NpOBeEpbLTE COCTOsIHME CepBMca KOMaHaon systemct] status apache2.service.

3. Nanee cospanTte dhaiin apache2.conf ¢ HacTpoiikamu oTnpaBKku cobbITUin Yepes rSyslog B

Mnardopmy Papgap no nytm /etc/rsyslog.d/ co cnegyrolwmm cogepX Xnumbim:

# Apache2 Togs

input(type="imfile"
File="/var/log/apache2/access.log"
Tag="apache2-accessTlog"
Severity="warn"


af://n2918
af://n2919

Facility="1ocal2")

input(type="imfile"
File="/var/log/apache2/error.log"
Tag="apache2-errorlog"
Severity="warn"
Facility="local3")

local2,local3.* @@<collector_ip>:2830

4. MepesanycTuTe rSyslog komaHaow

systemct] restart rsyslog
1 NpoBepbTe cocTosiHMe rSyslog komaHaon systemctl status rsyslog.

5. B kOH(MrypaumoHHbIv dhann nor-konnekropa gobasbte cTaHA4apTHYIO HACTPOKKY tcp-input/tcp-

output 3KBMBANEHTHYIO HIKEYKa3aHHOW HAaCTPOWKE:

tcp_input: &tcp_input
id: "tcp_input"
host: "0.0.0.0"
port: 2830
sock_buf_size: 0
format: "json"
log_level: "INFO"

tcp_output: &tcp_output
id: "tcp_output”
target_host: "<Ip-aapec-NnaTtdhopmbi-Pagap>"
port: 2830

collectors:
tcp_receiver:
- <<: *tcp_input

senders:
port: 48003
tcp:
- <<: *tcp_output

route_1: &route_1l
collector_id:
- "tcp_input"
sender_id:
- "tcp_output"”

routers:
- <<: *route_l

6. MepesanycTuTe CepBuC NOr-KosnekTopa ANs NPUHATAS U3MEHEHMWIA.

7. MpoBepbTe Hanmume cobbiTun B rpadmyeckomM uHtepdpence NMnardpopmbl Pagap yepes Bknagky
lMpocmomp cobbimud.

11.2. Apache Tomcat {#tomcat}
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Apache Tomcat - aTo cny6a, KoTopasi MOXET MCMONb30BaTbCS B CMEAYOLLMX CLIEHAPUSIX:

® B KayecTBe CaMOCTOSTENbHOro Beb-cepBepa;
e B KayecTBe KoHTelHepa cepsreToB BmecTe ¢ Glassfish, JBoss;
e B KayecTBe cepBepa KOHTEHTA, B cBsi3ke ¢ Apache HTTP Server.

Mo ymonuanuio, Apache Tomcat BbINOMHSET XXypHanMpoBaHue ¢ NoMoLLbio obpaboTymka
java.util.logging, napameTpbl KOTOPOro 3agaHbl B hanne
${catalina.base}/conf/logging.properties (3gecb ${catalina.base } - 310 gUpeKTOpUS, B
KoTopyto ycTtaHoerneH Tomcat). Ecnv ncnonb3ytotcst ctTaHaapTHbIE HACTPOWNKKW, pacnpeaeneHme
cobbiTur Tomcat nponcxoguT NO HECKONbKUM hannam, B 3aBUCMMOCTM OT Tuna:

e catalina.out u catalina.$(date).log - for KOHTENHEpPa CEPBETOB, OCHOBHbIE COBLITUS,
npousoLlealune ¢ sapom Tomceat;

e Tocalhost.$(date).log - nor cobbiTu NokaneHOro ak3emnnsapa Tomcat, B KOTOpbIN, Kak
npaBuro, COXPaHSATCA OCHOBHbIE BHYTPEHHME OLLMOKN;

e TJocalhost_access_log.$(date).txt -KypHan 3anpocoB (access |0g), SKBUBANEHTHbIN
XypHany cnyx6bl httpd (napameTpbl JocTyna onpegensiotcs B daiine
${catalina.base}/conf/server.xml) ;

® xypHanbl manager.$(date).log u host-manager.$(date).log ->xypHanbl paboTbl Be6-

NPUNoXeHWn, PyHKLMOHNPYOLLIMX B cocTaBe Tomcat.

Mepepnayy >xxypHanoB Apache Tomcat konnektopy MnaTdopmbl Pagap MoxHO opraHu3oBaTth ¢
nomoLLbto crnyx6bl RSyslog. ns nonyyeHus cobbiTuin Tomcat HeobxoAnMMO HacCTPOUTb OTMNPaBKY

COOEepPXMMOro XypHarnoB catalina.out n Tocalhost_access_Tog*.txt.

Mpeanonoxum, 4To oTnNpaska XypHanoB GyaeT BbINOSHATCS C Ucrnofb3oBaHueMm facility
"local1","local2". NepemeHHas ${catalina.base} B Hawem npumMepe ByoeT MMeTb 3HaYeHne
/opt/tomcat/ . [lns HAaCTPOWKM OTMNpaBKM COOLITUI, B AnpekTopun /etc/rsyslog.d/ cospgante

dain tomcat.conf co cneayoWwyM coaepKUMbIM:

# Apache Tomcat logs

input(type="1imfile"
File="/opt/tomcat/Togs/Tocalhost_access_log*.txt"
Tag="catalina-access"
Severity="1info"
Facility="Tocall™)

input(type="1imfile"
File="/opt/tomcat/Togs/catalina.out"
Tag="catalina-out"
Severity="1info"
Facility="1ocal2")

locall,local2.* @@<collector_ip>:<collector_port>

BaxHo: BMecTo <collector_ip> Heobxoaumo ykasaTtb agpec XocTa C yCTaHOBNEHHbIM
konnektopom Mnardopmbl Pagap, a BMecto <collector_port> - ceTeBon nopT 4ns npvema
CcoBbITUIM OT UCTOYHMKA. [1Ba cumBoOna '@@' o3Ha4aloT, YTO oTNpaBka OyaeT Npons3BoauTLCS NO

npotokony TCP.



BaxHo: B crniyvae, ecnu Tomcat 3anyLueH n3-nog BblgeneHHo! y4eTHON 3anucuy, Heobxoaumo
npeaocTaBUTb COOTBETCTBYHOLME NpaBa Ha YTeHWe Ang Katarnora ¢ XXypHanamu. B npotusHom
cnyyae, cnyxba rsyslog coobwmT 06 owmbke YTeHust darna. Takke, B KoHdUrypaumm Tomcat
ansa annos XypHanoB AOMKHO ObITb 3ag4aH0 KoppekTHoe 3HaveHne UMASK (0022).

Pa36op napameTpoB:

e Type - 3agaeT Ha3BaHWe Moayns,

e File - 3agaeT abcontoTHLIN NyTh 40 KypHanoe Tomcat;

e Tag - ngeHTudmrkaTop ANs XypHanoBs, KoTopble ByayT oTnpasnsaTecs Konnektopy SIEM;
e Severity - 3aaeT BaXHOCTb OTMPaBrsieMblX COOBLLEHNI;

e Facility - 3agaet ngeHTUdMKaTOp NSt UCTOYHMKA COOLITUIA Ha cepBepe.

Mocne HacTpoliku chaiina tomcat.conf, cnegyet npoBepuTb cogepxumoe anna rsyslog.conf. Ans
moayns imfile gomkHa 6bITb 3agaHa YacToTa onpoca XXypHarioB, a caMm MoZyrb AOKeH ObITb
3arpyxeH:

moduTe(load="imfile" PollingInterval="10")

Mocne BHeceHUs1 UIBMEHEHUIA, cnenyet nepesarpy3ntb CJ'Iy)K6y rsyslog M NPpOBEPUTb pedynbraT.

# 12. systemct]l stop rsyslog
# 13. systemct]l start rsyslog

KoHdpurypaums konnektopa noros Mnatdopmbl Pagap 4ns npyema cobbITuin JOMKHA UMETb
HaCTPOWKM, 9KBMBANEHTHbIE CrieayoLnMm:

tcp_input: &tcp_input
id: "tcp_input"
host: "0.0.0.0"
port: 514
sock_buf_size: 0
format: "json"
log_level: "INFO"

tcp_output: &tcp_output
id: "tcp_output"
target_host: "<log_collector_ip>"
port: <log_source_port>
sock_buf_size: 0
log_level: "INFO"
ssl_enable: false
require_cert: false
ss1_compression: false
batch_mode_enable: false

collectors:
tcp_receiver:
- <<: *tcp_input

senders:
port: 48003
tcp:
- <<: *tcp_output



route_1: &route_1
collector_id:
- "tcp_input"
sender_id:

- "tcp_output"

routers:

- <<: *route_l

L] L]
Nginx {#nginx}
Ons nogknioyeHve Beb-cepBepa Nginx B kKa4ecTBe UCTOYHMKA COBbITUI BbINOMHUTE LLArn:

1. Ana HacTpovikn BHeLLHero Beb-cepBepa Nginx Ha oTnpasky cobbituii B Mnatdopmy Papap
HeobxoaMMo NpoBepuTh haln ¢ HacTporkamu no Nyt /etc/nginx/nginx.conf u cann

HaCTpOWKM No Nyt /opt/pangeoradar/configs/nginx.conf.

2. B HacTtponke /*/*/*nginx.conf Bnone # Logging Setting OOMKHbI ObITb YKa3aHbl NyTn Ang
perucTpaumm cobbiTuin Access.log unw Error.log. Ecnv none ¢ AaHHbIMU NapameTpamu
OTCYTCTBYET, TO JaHHY0 KOHCTPYKLMIO [06aBbTE BPYUHYHO.

##

1. Logging Settings

##
access_log /var/log/nginx/access.log;
error_log /var/log/nginx/error.log;

3. MNpoBepbTe B (hanine /etc/rsyslog.conf Hanmnymne nona # Include all config files in
/etc/rsyslog.d/ . Ecnu oHo oTCyTCTBYET, TO f06aBbTE CrieaytoLlee 3HaYeHne:

1. Include all config files in
/etc/rsyslog.d/

$Includeconfig /etc/rsyslog.d/*.conf

4. Cospante gpann /etc/rsyslog.d/nginx.conf co cneaytowmm CoaepXnmMbIM:;
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input(type="imfile"
File="/var/log/nginx/access.log"
Tag="nginx-access"
Severity="1info"
Facility="1ocal0")

input(type="1imfile"
File="/var/log/nginx/error.log"
Tag="nginx-error"
Severity="warn"
Facility="1ocall")

local0,locall.* @@<Ip-aapec nor-konnekTopa>:2960

Yepes @ 3agaetcs oTnpaska rno npotokony «UDP» ¢ ykazaHneM agpeca MaluuHbl € 1or-
KOMMNEKTOPOM N HEOOXOANUMbIM NMOPTOM AJ1St OTNPAaBKMU.

Yyepes @@ 3agaeTcsa oTnpaska no npotokony «TCP» ¢ ykasaHneM agpeca MalunHbI € fior-
KONMMNEKTOPOM 1 HEOBXOAUMbBIM MOPTOM AJ1S1 OTNPABKU

LLlabnoHbl:

ans ornpasku no TCP

local0,locall.* @@<Ip-aapec JOr-koasieKkTopa>:<nopT-JIor-KojlekTopa>

ons otnpasku no UDP

local0,locall.* @<Ip-aapec nor-konsekTopas>:<nopT-S0or-KojnekTopa>

5. Ha mawwHe ¢ nor-konnekTopomMm AobaBbTe HACTPOVKY ANS NonyyYeHnUs COObITUA OT NCTOYHMKA U
otnpasku ux B Mnarcdopmy Pagap

HAtH# R RRAA AR R R H R A H R AR R R R A H R A RS
YacTb HACTPOWKM NOr-KonanekTopa
HHARHHHHH AR AR AR AR AR AR AR AR H R AR AR AR AR ARG AR AR AR AR AR AR A AR AR AR

1. Tak KaKk B 4M nyHKTe ObIs1 BbIOpaH
wabrnoH ornpasku no TCP, noatomy
HaCTpPOMKa Ha NOr-KossieKkTope
cooTBeTcTBYeT npotokony TCP

tcp_input: &tcp_input
id: " tcp_input"
host: "0.0.0.0"
port: 2960
sock_buf_size: 0
format: "json"
log_level: "INFO"

tcp_output: & tcp_output
id: " tcp_output"
target_host: "<ip aapec Mnatdopmbl Pagap>"
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port: 2960
sock_buf_size: 0
Tog_Tevel: "INFO"

senders:
port: 48002
tcp:
- <<: * tcp_output
collectors:
tcp_receiver:
- <<: *tcp_input

route_1: &route_1
collector_id:
- "tcp_input"
sender_id:
- "tcp_output"
routers:
- <<:! *route_l

6. B NMnatdopme Pagap BkntounTe «Tun Mctounnka» «Nginx-Web-server» n HaxmuTte KHOMKy
«CUHXPOHN3MPOBATLY.
7. TMpoBepbTe npuxogsawmne cobbiTvs B «[TpocMoTp cOBbITUM».

2. Cucrtembl KOHTpONA
NnpUBUNErMpoBaHHOro AocTyna

2.1. NoaknroyeHue nctoyHuka Solar Dozor
{#solardozor}

Solar Dozor - npoaykT knacca DLP (Data Leak Prevention) poccuiickoi komnaHumn Poctenekom-
Conap. HacTporiku nogkntoveHms NCTodHnKka Tectuposanuck ¢ Mnatdgopmon Pagap sepcun 3.5.1 1
Solar Dozor 7.9.0-760, yctaHoBReHHbIM nog ynpasneHuem Red Hat Enterprise Linux 7.9.

,D,J'Iﬂ HaCTpOVIKVI HeO6XOJJ,VIMO BbIMOJTHUTb Warn N3 NHCTPYKUUN HNXE.

2.1.1. Hactpoika otnpaBku ¢ ucnonn3osaHmem Rsyslog

2.1.1.1. Peructpauusa nenctBum nonb3oBaTterien B Be6-nHtepcence
CUCTeMbl

B BebG-nHTEphelice npoaykTa nepengnte Ha Bknagky "Cuctema" > "KoHdurypaumsa" > "PaclumpeHHble
HacTponku" > "UnTepdeiic" > "Bebcepsep (webserver.conf)".

YcTaHoBUTE criegytoLLme napameTpbi:
e 3anucb xypHarnos fenctauii B syslog B dpopmate CEF (action-cef).

CoxpaHuTte 1 NnpuMeHnTEe HaCcTPOMKM (CM. pucyHok 111).

¥ 3anuch XypHanos NeACTBWIA B syslog B hopmarte CEF
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PucyHok 111 - BkntoyeHune 3anucuy B XXypHarbl

[aHHasa HacTpolika obecneynBaeT 3anncb AeNCTBUIN Nonb3oBaTernen B Be0-MHTepgence cuctemsl B
CUCTEeMHbIN XXypHan /var/log/messages B cpopmate CEF.

Kak npaeuno, Beb-uHtepdeic Solar Dozor (cnyxba “webserver”) pasmelliaetcs Ha y3ne DLP-
cucteMmbl ¢ ponbto “MacTtep-cepep”. [1ns HacTporikm nepeckbinki nora B SIEM-cnctemy cnegyet

nobaeBuTtb B /etc/rsyslog.conf mactep-cepBepa crnegyroLine CTpoKu:

$ActionQueueFileName SIEMForwarder

$ActionQueuemMaxDiskSpace 1g

$ActionQueueSaveonShutdown on

$ActionQueueType LinkedList

$ActionResumeRetryCount -1

if $msg contains 'CEF' then @@<pangeo-log-collector-ip>:<port>

2.1.1.2. Peructpaums cobbitum B xxypHan Rsyslog

[nsa BKNOYEeHUs permctpauumn cobbiTuii nepenante B pasgen Beb-uHtepgenca "Cucrema” >
"KoHdpurypaumsa" > "PaclumpeHHble HacTponku" > “CobblTnst n HunaeHTbl” > “CepBUC XpaHeHus 1

WHAOeKcauum cobbiTui 1 MHUMAEHTOB (settings.json)”.
YcTaHoBuUTe cnegyoLlme napameTpbl (CM. pucyHok 112):

e KypHanupoBaTb B syslog peructpauuio cobbituin (syslog-events-config) - BkntoyeHo;
e XypHanupoBaTb B Syslog nameHeHue ctaTtyca cobbiTuii 1 MHUMOEHTOB (Syslog-events-change);
e KypHanuposaTb B syslog B chopmate CEF (syslog-events-cef).

“/  JKypHanupoBaTL B SYSLOE PETMCTPaLMIO COBLITUA  syslog g @ BuinioyeHo © BrnioueHo

# ypHanupoBaTh B SySLOg M3MEHEHME CTATYCa COGLITHA N MHUMAEHTOB

® Xypuanuposarts B syslog B thopmate CEF

PucyHok 112 - BkntoyeHne pernctpauum cobbiTum

CoxpaHuTte 1 NPUMEHNTE HACTPOVKN.

2.1.1.3. XXypHanupoBaHue eNUCTBUU Hag COOOLLEeHMAMMU

[N BKMOYEHWS XKypHanNMpoBaHus AencTBU Hag coobLueHnsiMm B BeG-nHTepderice npoaykTa
nepengnte Ha Bknagky "Cuctema" > "KoHdurypaumsa" > "PaclumpeHHble HacTponkn" > “ObpaboTka
coobLeHunin” > “Cepsuc dounstpauum coobiennii (mailfilter.edn)”.

YcTaHoBWTeE crieaytoLLme napameTpsbi:

e KypHanupoBaTb onepauumn Hag coobLieHnamu B dain (message-log-file);

e lcnonb3oBatb bopmat CEF npu XypHanupoBaHuUmn onepauunin Hag coobLieHnamu.

CoxpaHuTte 1 NpUMMeHUTE HaCTPOMKM (CM. pucyHok 113).

B JypHanupoBaTh onepauMu Haf coo6LeHUAMH B haiin?

¥ Wcnonssosats thopmat CEF npu xypHANMpoOBaHWA Onepaumi Hap, coo6LIeHUAMM?

PucyHok 113 - BkntoyeHue xXypHanmpoBaHusi Hag coobLeHnamm
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B cnyyae akTvBaumu gaHHbIX HACTPOEK Ha BCeX y3nax ¢ poribio “@unstp noytosoro notoka” (mailfilter)
OyneT co3faH dain, cogepxallnii 3anmucu AeicTBUiA Hag COOBLLEHNSAMY -
/opt/dozor/var/log/message-stat.log.

Heobxogumo obecneunTs nepenady cogepxumoro cpanna B SIEM-cuctemy. [1ns atoro cosgarite daiin
KoHpurypauwmm syslog (npumep) - /etc/rsyslog.d/04-send_dozor_mail.conf:

moduTe(load="imfile" PollingInterval="10")

input(type="imfile"
reopenonTruncate="on"
File="/opt/dozor/var/log/message-stat.log"
Tag="solar-dozor-mail"

)

$template rawSmap,"<%¥PRI%>%TIMESTAMP% %HOSTNAMEX% %syslogtagX%msg¥%\n"
if $msg contains 'CEF' then @@<pangeo-log-collector-ip>:<port>;rawSmap

3[ecb - 3TO aApec JIOr-KommneKkTopa, a - Homep nopTa, NpeaHa3Ha4YeHHOro As npuema cobbITUM.

OTtnpaBka 6ygeT BbINONHATLCA Mo npoTtokony TCP.

2.1.1.4. HacTpouKa poTtauum xXypHana AeuCTBUA Haf COOOLEeHNAMN

[ns npenoTepalleHns nepenosiHEHUst AMCKOBOrO NPOCTPaHCTBa HacTponTe koHdurypauumio logrotate.
HacTpolika BbINonHsieTcst Ha Bcex yanax Solar Dozor ¢ ponbto “®OunbTp NoYToBOro notoka”.

Cospgante chann /etc/logrotate.d/smap-maillog co crnegyowmmM COAEPKUMBIM:

/opt/dozor/var/log/message-stat.log {
weekTy
rotate 4
missingok
notifempty
nomail
compress
create 0644 dozor dozor
minsize 50M

BbinonHnTe npoBepky ycrnosusi logrotate ¢ NOMOLLbIO KOMaHAbI:
logrotate -df /etc/logrotate.d/smap-maillog
3anyck poTaumm Bpy4YHYHO BbINOMHAETCA crieaytoLlen KoMaHaon:

logrotate -f /etc/Togrotate.d/smap-maillog

2.1.2. NMpumep koHurypaumm PANGEO-LOG-COLLECTOR

tcp_input3: &dozor_input
id: "dozor_input"
host: "0.0.0.0"
port: 516
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sock_buf_size: 0
format: "json"
buf_size: 16384
log_level: "INFO"

tcp_output3: &dozor_output
id: "dozor_output"
target_host: "192.168.2.124"
port: 2593
sock_buf_size: 0
log_level: "INFO"

collectors:
tcp_receiver:
- <<: *dozor_input

senders:
port: 48003
tcp:
- <<: *dozor_output

route_1: &route_1
collector_id:
- "dozor_input"
sender_id:
- "dozor_output"

routers:
- <<: *route_l

2.2. Staffcop Enterprise {#staffcop}

2.2.1. BknroyeHue cucremHom nonutukm Syslog-koHHekTop

BkntoyeHne gaHHOM NOMUTUKM NO3BOSISIET BbIBOAUTL MHGOPMALMIO NMOMaBLUYO Nog NOMUTUKY B
CUCTEMHbIN XypHan - /var/log/syslog.

1. Mepenaunte BO BKkNaaky «@unbmpsl - [Nonumuku - CucmeMHble noaumuku» (CM. pucyHok 114),
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[lonck - umMa unn copgep>xnmoe un

A PEKTUBHOCTL
BesonacHocTb
AOMUHUCTPUPOBaAHMUE
[MonuTrkK
[TonUTUKN NPOAYKTUBHOCTU
[MonuTtukn 6e3onacHocTU

CucrteMHble NonuTUKK

®
. R

PDF

E PacnosHaBaHue TekcTa

PucyHok 114 - CuctemMHble NONUTUKN.

2. Mo neBomy LLENYKy MbILWK Mo Nosnto Sys/og-KoHHeKmMop OTKPoWTe pedaKTUPOBaHMe NMONUTUKMA.
3. Bo Bknagke @uibmp 3apaiite Heobxoaumble NapameTpbl A5 COObITUI, KOTOPbIE Bbl XOTUTE

BUAETb B cuctemMe (CM. pucyHok 115).




Syslog koHHeKkTOp

Yg CeoiictBa dunsTp

X KoHcTpykTop @\ CRoXHbI 3anpoc # Kop cunstpa

@ v [owuck - KnioyeBoe croso [ ) B [ounck - AreHT: KomnbioTep ® + CpaGorasiume nonuTuku: Kareropusi: incident x

Tun cobbiTns L §|
AreHT

Monb3osarens

Mpunoxexve

Canr

CeTeBasi aKTUBHOCTb

daiin

YctpoicTeo

PucyHok 115 - lNapameTpbl 4nsi COObITUIA.

4. Bo Bknagke Ceolicmea OTMETLTE ranodkon NyHKTbl [Tonumuka akmusHa, @opmam nozos: CEF.

5. HpVIMeHI/ITe TOJNbKO K HOBbIM I KO BCEM NpeabiayLinm cobbITUAM, COXpaHUTe naMeHeHnA (cm.

pucyHok 116).

Syslog KoHHekTOp

”9 CsoiicTea duneTp

HasBaHve Syslog koHHekTop

Onucarve

¥ MMonuTuka akTMBHA

© [MponomxuUTL BLINONHEHUE
@ [pyMEeHUTL K HOBbIM COBLITUAM

@ [MpyMeHNTL KO BCEM COBLITUSM (MOXET 3aHSATb ANUTeNbLHOE BPeMsl)

®opmar noros: CEF

CoxpaHuTb

PucyHok 116 - CoxpaHeHne U3MeHEeHN.

BbibpaHHble cobbITvs pa3 B 5 MMHYT ByayT nomewiaTtbes B xXypHan /var/log/syslog.

2.2.2. HacTtpowuka rsyslog

Ha cepeepe StaffCop BbinonHute cneaytowme KOMaHabl:

1. MNpoBepLTe HaNM4uMe 1 akTMBHOCTb CRyX0ObI rsyslog:
service rsyslog status

Mo ymonuaHuto cnyx6a JosmkHa ObITb YCTaHOBMEHA U 3anyLleHa

.service - System Logging Service

loaded (/lib/systemd/system/rsyslog.service; enabled; vendor preset: enabled)
: active (running) since Fri 2023-03-03 ©9:39:13 MSK; 1 weeks 3 days ago
: man:rsyslogd(8)

http://www.rsyslog.com/doc/
Main PID: 14748 (rsyslogd)
Tasks: 4 (limit: 4659)
CGroup: /system.slice/rsyslog.service
L14748 /usr/sbin/rsyslogd -n

OtmeHa
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PucyHok 117

2. Cospganite 1 OTKPOWTE ANs peAaKTMPOBaHUSA KOHUIYpaUMOHHbIA dann 50-siem.conf
nano /etc/rsyslog.d/50-siem.conf

3. MponuwnTte B dharn cneayroLme HaCTPOMKK (3aMeHMB ip-agpec 13 npumepa Ha agpec
Mnardopmbl Pagap):
If $programname==’staffcop’ then @@10.10.10.10:514

4. MepesanycTtute cnyx0y rsyslog

service rsyslog restart

2.2.3. Jo6aBneHne HOBOM KOHdUrypauum B KONNEKToOp

MpriBefeHHble HACTPOIiKK C onucaHnem Ans nobaeneHust B config.yaml Hike:

tcp_input: &tcp_input
id: "tcp_input"
host: "0.0.0.0"
port: 514
sock_buf_size: 0
format: "json"
tcp_output: &tcp_output
id: "tcp_output_3"
target_host: "10.10.10.10"
port: 2512

B none target host Heob6xoAMMO yKa3aTb ip-agapec Bawwewn nnatgopmbl.

3. Proxy-cepBepbl

3.1. NMoaknroyeHne uctouyHuka Solar webProxy
{#solar}

Solar webProxy - npoaykT knacca SWG (Secure Web Gateway) poccuiickoi komnaHum Poctenekom-
Conap.

Onsa HaCTpOﬁKM Heo6X0AMMO BbINOSTHUTL HECKOSBKO LLIAroB (4ONOMHUTENBHO npoueaypa HaCTpOVIKVI
ornucaHa B PyKOBOACTBE MO YCTaHOBKE N HACTROMKE).

3.1.1. HacTtpoukKa xXypHanupoBaHusa cnyxobl Be6-nHTepcenca
nonb3oBaTens (smap-play-server)

[aHHasi HacTpolka NO3BONSAET XXypHaANMpoBaTh 4ENCTBUSA afMUHUCTPATOPOB B BED-UHTEpderice
cuctembl Solar webProxy. CobbiTvs No ymonyaHuio coxpaHsiotes B dann /var/log/messages Ha

y3ne c ponbto "Cepsep ynpasneHus".

Mpumep cobbiTui:
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Mar 29 11:59:48 swpOl-main java: webserver: admin@/192.168.11.2: get filter hosts
[swpOl-filter.test.lab,swp0l-reverse.test.lab]

Mar 29 12:00:06 swpOl-main java: webserver: admin@/192.168.11.2: get Tist of all
categories

Mar 29 12:00:06 swpOl-main java: webserver: admin@/192.168.11.2: Action: 'read
layer'; Layer: 'BckpbiTue HTTPS'

Mar 29 12:00:10 swpOl-main java: webserver: admin@/192.168.11.2: get 1list of all
categories

Mar 29 12:00:22 swpOl-main java: webserver: admin@/192.168.11.2: get 1list of all
categories

1. B BeG-nHTEperice npogykTa nepengute B pasgen "Cucrema" > "OCHOBHbIE HACTPOMKKN" >
"XypHanuposaHue" > "Cepsep Beb-uHTepdenca" n yctaHosute dnaxok "YKypHanmpoatb
AencTBusi nonb3oBartenen B syslog". 3atem coxpaHuTe 1 NpUMeHUTE KOHUIypaLmio (CM. pUCYHOK
118).

Cepsep Be6-MHTEpGERCa

¥ JypHanupoBaTb AeACTBMA NoNL30BaTened Bsyslog  audit

YpOBeHb JKypHANMPOBaHKUA

PucyHok 118 - >)KypHanvupoBaHue geNCcTBUiA Nonb3oBaTtenei

2. Nanee otpenaktupynte pann /etc/rsyslog.conf, fo6aBuB B HErO CriedyoLLy0 CTPOKY (B
KayecTBe pasgenutensa mexagy local0.* u /var/log/messages HeoGXOOAMMO MCMOMb30BaTh
cumBon Tabynsaumm):

local0.* /var/log/messages

3. 3atem, onsa otnpasku cobbiTui B Mnatdopmy Pagap, Ha yane ¢ ponbto "Cepsep ynpasneHus”
cosganTe chann KoHdurypaumu:

/etc/rsyslog.d/03-send_skvt_master.conf

CO CreayoL M COAEPXKUMbIM:

module(load="1imfile" PollingInterval="10")
input(type="imfile"
reopenonTruncate="on"
File="/var/log/messages"

)

if $programname == 'java' and $msg contains 'webserver' then @@<pangeo-Tog-
collector>:<port>

30eCb - 9TO afpec Nor-KonnekTopa, a - Homep nopTa, NPeAHas3Ha4YeHHOro ANs nprema CobbITUN.
OTnpaBka ByaeT BbINONHATLCA Mo npoTokony TCP.

4. Mocne KOpPEKTUPOBKM HacTpoek rsyslog nepesarpyauTe crnyxoy, BoIMOMHWUB CNEaYOLLYHO
KoMaHay:

# systemct]l restart rsyslog



3.1.2. HacTtpouka XXypHanupoBaHusi Beb6-3anpocos
nonb3oBartenen npokcu (skvt-wizor)

[na Bbibopa popmaTta 3anmcu XXypHanos nepenante B pasgen Hactpoek “Cuctema” > “PaclumpeHHble
HacTponkn” > “OunsTpaums 1 KaMpoBaHue Tpaduka”, 3aTeM BbibepuTe cekuuto "dunsrpauus u
aHanu3 Tpadmka nonb3oBatenei” > "dopmatsl 3anvcu B syslog" (cM. pucyHok 119).

MopmaThl 33MMCK B SysLOE

B 3anuce #ypHana (dopmart access-log)

B 3anuce wypHana (gopmar SIEM)  siem

# 3anuce npeotpazosaHnA IP-agpeca MCToOYHKMKA (hopmaT SIEM)

PucyHok 119 - ®opmatsl 3anvcu B syslog

Mpumep cobbiTui:

Mar 29 15:24:11 swpOl-filter java: [acc-domain:TEST.LAB] [acc-groups:] [acc-
ip:192.168.2.70] [acc-name:da] [acc-port:51380] [bytes-in:3147] [bytes-out:781]
[fTt-categories:21004] [f1t-codes:11,0,0,0,0] [flt-policy:3aBepuweHne obpaboTku
nonntukn] [flt-rules:BckpbiBaTb HTTPS no ymonyaHuio,lepexon K cnow Icap
Request,MNepexoa K cCnow 3anpeT AOCTyna K cawTam,lepexon K cnow Icap
Response,Nepexos K c/ow 3aBeplieHne o6paboTku nonutukm] [flt-status:200] [flt-
time:125] [reg-hostname:safebrowsing.googleapis.com] [req-method:GET] [req-
pathname:/v4/threatListUpdates:fetch] [req-protocol:https] [reg-
query:$ct=application/x-
protobuf&key=AIzaSyC7jsptDS3am4tPx4r3nxis7IMjBc5Dovo&$httpMethod=POST&$req=ChUKE
25hdmNsawvudClhdXRvLwzmb3gaJwgFEAEAGWONCAUQBhgBIgMWMDEWARC3nRAaAhgFyU6KeiICIAIOA
RONCAEQARObCgOIARAGGAEiAZAWMTABENWDDBOCGAUYX1EZIgIgAigBGi cCIAXABGhsSKDQYDEAYYASIDM
DAXMAEQ8_0LGgIYBVB30G4iAiACKAEaJwgHEAEaAGWONCACQBhgBIgMWMDEWARC81AwaAhgFLhmniCICI
AI0AROTCAkQAROZCgOICRAGGAE1AZAWMTABECAAAhgF-13fQCICIAIOAQ==] [req-referer:] [req-
time:2023-03-29T12:24:11.471z] [res-datatype:application/x-protobuf] [res-
ip:108.177.14.95] [traf-mode:forward] [x-virus-id:] [reqg-port:443] [flt-reason:]
Mar 28 11:35:59 swpOl-filter java: [acc-domain:] [acc-groups:] [acc-
1p:192.168.2.70] [acc-name:] [acc-port:55073] [bytes-in:0] [bytes-out:0] [f1t-
categories:] [flt-codes:0] [flt-policy:policy.xm1] [flt-rules:] [flt-status:407]
[fTt-time:1] [req-hostname:secure.eicar.org] [reg-method:CONNECT] [req-pathname:]
[reg-protocol:https] [req-query:] [req-referer:] [req-time:2023-03-
28T08:35:59.3997] [res-datatype:application/skvt-unchecked] [res-ip:] [traf-
mode:forward] [x-virus-id:] [req-port:443] [flt-reason:]

Onsa naterpauun ¢ Mnatdopmon Pagap HeobxoamMmo akTnBmMpoBaThb onuuun "3anuck xXypHana

(dbopmart SIEM)" n "3anuce npeobpasoBanHus |IP-agpeca nctodHuka (dpopmat SIEM)".
Mocne BbIGOpa ONUUI COXPaHNTE U MPUMEHUTE KOHUTypaLnIO.

Mo ymonyaHuio 3annck cobbiTU NponucxoguT B /var/log/messages , 0gHaKO NPeanoyTUTENbHO
HaCTPOUTb XXypHanupoBaHue B oTAeNbHbIM dhann. [Ansa 3Toro BbINONHUTE crieayolmne eNCTBUS Ha
y3nax ¢ ponbto "®unetp HTTP-Tpaduka" n "ObpaTtHbin npokcu-cepsep™

1. Cosgante pann /var/log/skvt.Tlog:
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# touch /var/log/skvt.Tog
2. OrpaHunybTe JocTyn K dhanny:

# chmod 600 /var/log/skvt.Tlog

3.1.3. OTknoyeHune 3anucu cobbiTMM B /var/log/messages wm
3anucb coObITUM B OTAENbHbLIN (hanna XypHana -
/var/log/skvt.1og

BbinonHuTe HacTponKy nepeHanpaBnenns cobbitun B pavin /var/log/skvt.log . [Ina atoro BHecuTe

B chann /etc/rsyslog.conf COOTBETCTBYLLYIO KOHDUTYPALMIO.
Tak kak cobbITusa OyayT 3anuceiBaTbes B dpann /var/log/skvt.log, oTknounTe ayonMpoBaHme B

/var/log/messages (onepartop stop):

$template rawSkvt,"%syslogtag¥% %msg%\n"

localO.* /var/log/skvt.log;
rawskvt
& stop
*.info;mail.none;authpriv.none;cron.none /var/log/messages

lMocne BHECEHHbIX U3MEHEHUI dharn KOHUIrypaumm coxpaHnte, 3atem nepesanyctute cnyxoy

rsyslog:

# systemct]l restart rsyslog

3.1.4. Hactpouka potauum

Potaumto cbana /var/log/skvt.log MOXHO HAacTpouTb C NOMOLbIO logrotate . [Ans aToro

cosgante ann
/etc/logrotate.d/skvt

CO criegywwmnm coaepXXmmbim:

/var/log/skvt.log {
weekTy
rotate 4
missingok
notifempty
nomail
compress
create 0600 dozor dozor
minsize 10M

MpoBepky ycnosust logrotate BbIMNOMHUTE C MOMOLLbIO KOMaHAbI:
logrotate -df /etc/logrotate.d/skvt
3anyck poTaumm Bpy4YHYHO BbINOMHAETCS crieaytoLlen KoMmaHaon

logrotate -f /etc/logrotate.d/skvt
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3.1.5. OTnpaBka co6biTK B lNnatdopmy Papgap

[ns otnpaeku cobbiTui B NMnatdopmy Pagap cosnarite dpain koHpurypaumm
/etc/rsyslog.d/03-send_skvt.conf

CO CINeayoLLMM COAePXUMbIM:

moduTe(load="imfile" PollingInterval="10")
input(type="imfile"
reopenonTruncate="on"
File="/var/Tog/skvt.Tog"
Tag="skvt_wizor_Tlog"

)
if $syslogtag == 'skvt_wizor_log' then @@<pangeo-Tlog-collector>:<port>
& stop

lMocne BHECEHHbIX UBMEHEHUI CoXpaHnUTe dain KoHUrypaumm, 3atem nepesanyctute cnyxoy
rsyslog:

# systemct]l restart rsyslog

3.1.6. NMpumep koHcpurypaumm PANGEO-LOG-COLLECTOR

tcp_input: &wp_input
id: "wp_input"
host: "0.0.0.0"
port: <port>
sock_buf_size: 0
format: "json"
buf_size: 16384
log_level: "INFO"

tcp_output: &wp_output
id: "wp_output"
target_host: "<radar-balancer-fqdn>"
port: 2592
sock_buf_size: 0
log_level: "INFO"

collectors:
tcp_receiver:

- <<: *wp_input

senders:
port: 48003
tcp:
- <<:!: *wp_output

route_1: &route_1
collector_id:
- "wp_input"
sender_id:
- "wp_output"
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routers:
- <<: *route_l

4. ipyroe

4.1. OC Windows. YTunura Sysmon {#sysmon}

06 yTunure

Sysmon (System Monitor) - yTunuta, KoTopas no3sonseT nony4nTb 6onee nonHble CBEAEeHUS O
cobbiTuax Windows.

Ccebinika Ha pecypc Microsoft ons nogpo6Horo nayyeHus.

[nsa 3anycka yTunuTbl Heo6XoAMMOo, YTOObl HA MaLUWHE, Ha KOTOPOW NaHNpyeTcs c6op cobbITUIA, BbIno
pacnonoxeHo ABa daina: ain-ycTaHoBLLMK C paclumpeHmem .bat unu .exe u caiin koHpuUrypaumm ¢
pactumpeHmem .xml. [Ans ygobcTea paboTbl pekoMeHOyeTCs pacnofoXuTb 3TV dalinbl B O4HOW narke.

AKTyasbHYH BEPCUIO YTUMUTBI MOXHO ckayaTb ¢ odhmumansHoro pecypca Microsoft

4.1.1. Hactponka UCTOYHUKA

1. YcTaHoBuMTe 1 HacTpownTe yTunuTy Sysmon:
o HaxmuTte MNMyck+S Ha knaBnaType
o Baegwute B cTpoke noucka cmd n Haxmute Enter

o [lepenauTe B nanky, rae nexat ann-ycTaHOBLUMK U harin KOHUrypaumm ¢ NOMOLLbH

KOMaHzbl
cd <directory>
Mpumep: C:\Windows\system32> cd c:\Sysmon

O YcTaHoBMTE yTUNUTY SySmMon € NOMOLLbIO KOMaHAbl sysmon.exe -i <configfile>
Mpumep: C:\Windows>sysmon.exe -i sysmon.xml

2. Mocne ycneluHo yctaHoBku B MpocMoTtpe cobbituin Windows (Event Viewer) nosiButcst HoBbIi
xypHan (Channel) Microsoft-Windows-Sysmon/Operational.

4.1.2. BknrovyeHune uctoyHuka B lNnarcdopme Pagap

Mpouecc BktoyeHns nctovHvka B Mnardopme Pagap He OTnMYaeTcs OT BKIIYEHUSA UCTOYHMKE B

4.1.3. HacTpouka Konsnekropa coobITUin

MpoLecc HaCTPOWKK NOr-KOnekTopa OTNNYaeTCst OT HACTPOVIKM KonnekTopa cobbituii ansa Microsoft

Windows TornbKo HacTPOWMKOW XypHanoB Anst copa cobbITUiA.

[ns otnpasku cobbITuR XypHana Sysmon B Mnatdopmy Pagap Heo6XxoaMMo BHECTUN U3MEHEHUE B
dhainn koHdurypaumu nor-konnekTopa. B pasgene eventlog_collector Heob6xoanmMo ykasaTb B CTpoke
channel nvena Bcex xxypHanoB, cobbITUst KOTOPLIX HYXHO oTnpasuTb B Mnatdopmy Pagap, yepes

3ansaTyto.
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NMpumep: channel: ['Security', 'Microsoft-windows-Sysmon/Operational"']

4.2. UHcTpyKumsa no Hactpounke VipNet ana otnpaBku
coobiTun B NnaTtdopmy Pagap

4.2.1. OTnpaBka cob6biTun B popmare syslog + CEF

YTto6bl HacTpouTb Nepeaady aaHHbix B Mnatdgopmy Pagap B dopmate CEF, BinonHuTe criegyowme
nencTeus:

1. MopkntoumTeck K koHconu VipNet Coordinator n npognTe aBTopm3aLmio ¢ NOSTHOMOYUAMMU
agMuHUCTpaTopa.

user: user
password: 11111111

BXOA B pexuM agMUHUCTpaTopa
enabled (unu en)
password: 11111111

2. Onpepenute naeHtudmkatop MCO, KOTOPbIV COAEPKMTCA B NpUrniaLlleHn KOMaHOHOW CTPOKM B
cocTaBe
umenu yana (Hanpumep, XF1000-270E033A, raoe 270E033A — nageHTtndukatop MCJ).

3. laHHas HacTpolka paboTtaeT Torbko B AeMoHe iplircfg.
o OcrtaHoBuTte paboty aemoHa iplircfg komangon: iplir stop (unm ip sto)

o OTkpoiite caiin koHdurypaumu iplir.conf ons peaaktMpoBaHus komaHgow: iplir config

(nrm ip co)

o 3apgariTe napaMeTpbl SKCNopTa XXypHana B cekumm [misc]:

cef_enabled= vyes.

cef_ip = ip-aapec nor-konnektopa.

cef_port = 514 (unu nwbon Apyromn, KOTOpbIN ByAeT UCNONb30BaTbCH B
UCTOYHUKE) .

JononHuTenbHbIV napameTp:
cef_format = ips, wam xf
o 3apavite napameTpbl debug B cekuun [debug]

[debug]:
debuglevel = 3
debuglogfile = syslog:daemon.debug

Cekuus debuglevel moxet nmetb napametpbl oT -1 8o 4 (B ctapbix cuctemax VipNet
Coordinator Bepcum 3.x 4o 5-ro).

UeM BbilLE YpOBeHb AeTanusaumu, Tem 6onee nogpobHasi MHpopmaL st BbIBOAMTCA B
XKypHar. 3HavyeHve napameTpa -1 BbIKIOYaET BEAEHME XKypHana (Npy 3TOM HekoTopble
Ba)KHble CUCTEMHbIE COBLITUSI MO-NPEexXHEMY OyayT BbIBOAUTLCS B XXypHar).


af://n3225
af://n3226

Cekuums debuglogfile — nctounnk MHdOpMaLmm, BbIBOOUMOW B XXypHan, B doopmare:
syslog:<facility.level>, rge: facility — npouecc, hopmumpytoLmii nHcpopmaLmo.
BoamoxHble 3HadeHus: auth, authpriv, cron, daemon, ftp, kern, Ipr, mail, mark, news,
security, syslog, user, uucp, local0, local1, local2, local3, local4, local5, local6, local7.
level — ypoBeHb Ba)XHOCTU MHOPMaLUN.

BoamoxHble 3Ha4eHus: emerg, panic, alert, crit, err, error, warn, warning, notice, info,
debug, none.

3HaueHve napameTpa debuglogfile no ymonyanuio — syslog:daemon.debug

3HaueHune napametpa debuglogfile = syslog:syslog.debug npu 3anycke nepesanuceiBaet
BCe apyrue fobasneHHble napametpbl debuglogfile

CoxpaHuTe N3MEHEHWs1 U 3aKpoiiTe KOH(UIypaumoHHbIi dain iplir.conf. Ans satoro
HaxxmuTe codeTaHue knasuw Ctrl+0, ganee knasuwy Enter n covetanune knasuw Ctri+X.

J[omkHO NosiBUTBLCS coobLLEeHME:

Verifying new configuration
<I_CFG> Command: iplir config - iplir.conf has been edited successfully

B cnyyae owmnbkm nosBuTcs cooblleHre Tuna:

Vverifying new configuration

/tmp/vipnet/user/iplir.conf/, 1line 151: invalid ‘/debuglogfile/’ value
error: verification of on configuration has been failed/

<I_CFG> Command:iplir config
incorrect configuration, please try again Roll back the changes are
restore the previous version file [Yes/No]:

Mpwn BBOAE Yes (nnu Y) Bo3BpallaeT npeablayLnin yCnewHo coXpaHeHHbIN KOHQUT.
Mpwn BBOAEe No (Mnm N) Bo3BpaLLaeT TONbKO YTO M3MEHEHHbIN KOHAUT (C OLUMOKOW).
3anycTuTe aemoH iplircfg komaHgoi: iplir start (unu ip sta)

MpoBepbTe HacTpoliku cepsuca iplir 6e3 ero ocTaHOBKY:

Iplir show config (unau ip sh co)

Cospgaiite paspeluarolee ncxogsiiee npaBuo Nor-KonnekTopa KoMaHgom:

firewall Tlocal add src @local dst [IP-aapec nor-konnektopa] udp dport

514 pass

Hanpumep:

firewall Tocal add src @local dst 192.168.0.2 udp dport 514 pass
3apanTe napameTp OTNpaBkn cobbITUIA HA afpec Nor-konnekTopa KOMaHOoMn:

machine set loghost [IP-aapec nor-konnektopal

CuHTakcuc - machine set Toghost {<IP-agpec> | local | null}

<|P-agpec> — |IP-agpec yganeHHOro ceTeBoro y3na, Ha KOTOpbIi AOMKeH OTAPaBNATbLCS
CUCTEMHBIN XXypHarn (yaaneHHoe NpoTOKONMpOoBaHue).

local — cuctemHnIn >xypHan xpaHuTcst Ha camoM ViPNet Coordinator HW (nokansHoe
NPOTOKONMPOBaHME).



null — BbIKMIOYEHME NPOTOKONMPOBAHNS.
o [lepesanyctuTe cnyx0y nor-konnekropa.

o Bkntouute nctounuk VipNet B "MictouHukn" -> "YnpasneHuun VctouHMkammn" n Haxmmre
KHOMKY "CUHXpOHM3MpoBaTh".

o [lpoBepsbte pesynbrat B Mnatdopme Pagap / MNMpocmoTp cobbiTuin. [omKkHbI NOSBUTLCS
coObITHS.

4.2.2. Hactpounka ans ror-KonneKkropa Ha nosiy4yeHve u
otnpaBKy cobbiTun ot VipNet Coordinator

udp_input_vipnet: &udp_input_vipnet
id: "udp_input_vipnet"
host: "0.0.0.0"
port: 514
sock_buf_size: 0
format: "JSON"
Tog_Tlevel: "INFO"

udp_output_vipnet: &udp_output_vipnet

id: "udp_output_vipnet"
target_host: "<ip-aapec Mnatdopmbl Pagap>"

port: 2211
batch_mode_enable: false
batch_flush_interval: 5
batch_fTush_Timit: 200
ss1_compression: false
require_cert: false
ssl_enable: false
cert_file: "client-cert.pem'

key_file: "client-key.pem"
cert_key_pass: ""
ca_file: "ca.pem"

Tog_Tlevel: "INFO"

senders:
port: 48002
udp:
- <<: *udp_output_vipnet

collectors:
Tog_Tlevel: "INFO"
udp_receiver:
- <<: *udp_input_vipnet

route_1_vipnet: &route_1_vipnet
collector_id:
- "udp_input_vipnet"
sender_id:
- "udp_output_vipnet"

routers:
- <<: *route_l_vipnet
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4.3. NMogknovyeHne HOBbIX UICTOYHUKOB, He
noanepxuBaembix Nnartdopmon Papap

1. HeobxoomMmo KNukHyTb Ha pasgen “MIcTouHmnkn”, “YnpaBsneHne NctodHnkamm”,
2. B none “0o06aBnTb HOBbIA NCTOYHUK” HACTPOUTb HOBbIN UCTOYHNUK:

o B nons “Haseanue”, “Tun", “BeHgop” HeobxoaMmo ykasaTb COOTBETCTBYHOLLNE 3HAYEHUS ANS
nobaBnsiemMom cUcTeMbl.

o B none “lMNopT” HeobxoanMmo ykasaTb O4UH 13 CBOBOAHbLIX MOPTOB, Kyaa byayT oTnpaBnsTLCA
COoObITUSA C HOBOro UCTOYHMKA (+- ananasoH 6000-8000).

o B none “input_type” HeobxoaMMo ykasaTb NPOTOKOIT, N0 KOTOPOMY ByAyT OTNpaBnATLCS
cobbITuS.

o B none “template_format” Heobxoammo BbIGpaTb 0AMH U3 WabnoHoB hopMaToB, B KOTOPbIX
OyoyT npuxoanTb COObLITUS.

o B none “message_type” Heobxoonmo ykasaTtb MaeHTUdrKaTop coobLLEeHNN HOBON CUCTEMBI.

o B none “parsers” obsi3aTensHO HeobxoauMo ykasatb “common”.

o B none “normalizer” oba3aTtensHo HeobxoamnMo ykasaTb “passthrough”

3. lNocne gobaBneHns HOBOrO UCTOYHMKA ero HeobX0AUMO BKIHOUUTL, MOCHE Yero HaxkaTb Ha KHOMKY

“CnHXpOHM3MpOBaTL”.

Ecnwn Bce HaCTPOEHO NnpaBUIibHO, TO B MHOEKCE €rrors AormKHbl Ha4aTb NOABNATLCA cobbiTnsa ¢
0o06aBnNeHHOro NCTOYHUKA.

4.4. No6aBneHne UFW B KayecTBe UCTOYHUKA

1. MpoBepuTtb cTtatyc UFW:

$ sudo ufw status
Status: active

2. B crniyyae ero HeakTMBHOCTM BKIOYNTb:
$ sudo ufw enable

3. BknounTb normpoBaHne 1 BbidpaTtb ero ypoBeHb (MOXHO Takke npaButb B /etc/ufw/ufw.conf ):

$ sudo ufw Togging on
$ sudo ufw logging low | medium | high | full

4. [o6aBnTb B KOHDUrYpaLMOHHbIV dhaiin rsyslog'a cTpoky:
:msg,contains,"[UFW " @<ip-agpec KonnekTopa>:<nopT>
5. Mepe3anyctutb cnyxoby rsyslog.

$ sudo systemctl restart rsyslog.service

4.5. Linux Auditd {#auditd}

MopkntodeHune Linux Auditd B kayecTBe UCTOYHMKA cobbiTuin MnaTdopmbl Pagap. B kavecTse
npumepa mcnonb3yeTcs BUpTyanbHas MalimHa Ha Debian 12.

1. nga yctanoBku auditd B «<KomaHgHol cTpoke Linux» (aanee - TepMuHan) BbINOMAHUTE
CrneayoLLyto KoMaHay:
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apt-get install auditd audispd-plugins
2. [lanee Hy>XHO HacTPOUTb KOH(UIrypaLMOoHHbIN dain auditd. [ina atoro Heo6xoaMMO:
o OTkpblTb pann auditd.conf, BbINOAHMB KOMaHAY:
nano /etc/audit/auditd.conf

o B oTKpbIBLLEMCS (hansie 3aMeHUTb BCE COAEPKUMOE Ha COAEPKUMOE:

local_events = yes

write_logs = yes

log_file = /var/log/audit/audit.log
Tog_group = adm

Tog_format = ENRICHED

flush = INCREMENTAL_ASYNC

freq = 50

max_log_file = 8

num_logs = 5

priority_boost = 4

disp_gos = lossy

dispatcher = /sbin/audispd
name_format = NUMERIC

##name = mydomain
max_Tlog_file_action = ROTATE
space_left = 75

space_left_action = SYSLOG
verify_email = yes

action_mail_acct = root

50
admin_space_left_action = SUSPEND
disk_full_action SUSPEND
disk_error_action = SUSPEND
use_libwrap = yes

##tcp_listen_port = 60
tcp_Tlisten_queue 5
tcp_max_per_addr = 1
##tcp_client_ports = 1024-65535
tcp_client_max_idle = 0

admin_space_left

enable_krb5 = no

krb5_principal = auditd
##krb5_key_file = /etc/audit/audit.key
distribute_network = no

3. Janee cosnanTe «daiin ¢ npaBunamMmu paclumpeHHoro ayauta» extended.rules n gobasbTe Tyaa
crieqyoLve npasuna:

o CosgaHue harina c npaBunaMy pacLUMpeHHOro ayamTta
nano /etc/audit/rules.d/extended.rules
o Coaepxvmoe ganna c npaBunamMmm pacluMpeHHoro ayguTa:
=i
--reset-1lost
-a never,exit -F arch=b64 -S execve -F exe=/usr/sbin/crond

-a never,exit -F arch=b64 -S execve -F exe=/1ib/systemd/systemd-logind
-a never,filesystem -F fstype=tracefs



-a never,filesystem -F fstype=debugfs

-a exclude,never -F msgtype=BPRM_FCAPS

## kernel modules

-a always,exit -F arch=b64 -s finit_module,init_module,delete_module -F

auid!=unset

-a always,exit -F arch=b64 -s finit_module,init_module,delete_module -F

auid!=unset

-a always,exit -F arch=b64 -S socket -F a0=2
-a always,exit -F arch=b32 -S socket -F a0=2

-a always,exit -F arch=b64 -S socket -F a0=0xa

-a always,exit -F arch=b32 -S socket -F a0=0Oxa
-a always,exit -F arch=b64 -S socket -F a0=0x11

-a always,exit -F arch=b32 -S socket -F a0=0x11

-a always,exit -F arch=b64 -S execve,execveat -F auid=unset -F euid>=0 -

F euid<1000

-a always,exit -F arch=b32 -S execve,execveat -F auid=unset -F euid>=0 -

F euid<1000

## Tlisten

-a always,exit -F arch=b64 -S Tisten
-a always,exit -F arch=b32 -S Tisten

## process UID/GID

-a always,exit -F arch=b64 -S setuid,setgid,setreuid,setregid
-a always,exit -F arch=b32 -S setuid,setgid,setreuid,setregid

## process tracing

-a always,exit -F arch=b64 -S ptrace

-a always,exit -F arch=b32 -S ptrace

## capabilities

#-a always,exit -F arch=b64 -S capset

#-a always,exit -F arch=b32 -S capset

ACLs and file attributes

always,exit -F arch=b64 -S
always,exit -F arch=b32 -sS

time
exit,always -F arch=b64 -S
exit,always -F arch=b32 -S

hostname
always,exit -F arch=b64 -S

always,exit -F arch=b32 -s

pam

setxattr,fsetxattr,lsetxattr
setxattr,fsetxattr,lsetxattr

adjtimex,settimeofday,clock_settime
adjtimex,settimeofday,clock_settime

sethostname, setdomainname
sethostname, setdomainname

always,exit -F dir=/etc/pam.d -F perm=wa -F

always,exit -F dir=/etc/security -F perm=wa -F

passwd

always,exit -F path=/etc/passwd -F auid!=unset -F auid>=1000 -F perm=r
always,exit -F path=/etc/group -F auid!=unset -F auid>=1000 -F perm=r



always,exit
always,exit
always,exit
always,exit
always,exit

CcoD

always,exit
always,exit
always,exit
always,exit
always,exit

pki
always,exit

audit
always,exit
always,exit

init
always,exit
always,exit
network
always,exit
always,exit
always,exit
always,exit
always,exit
always,exit

-F
-F
-F
-F
-F

-F
-F
-F
-F
-F

-F
-F

-F
-F

-F
-F
-F
-F
-F
-F

Togin defaults

always,exit
always,exit

profiles

always,exit
always,exit
always,exit
always,exit

-F
-F

-F
-F
-F
-F

path=/etc/shadow -F perm=r -F auid!=unset

path=/etc/passwd -F perm=wa
path=/etc/group -F perm=wa

path=/etc/shadow -F perm=wa
path=/etc/gshadow -F perm=wa

path=/etc/sssd/sssd.conf -F perm=wa
path=/etc/nsswitch.conf -F perm=wa
path=/etc/krb5.conf -F perm=wa
path=/etc/krb5.conf.d -F perm=wa
path=/etc/krb5.keytab -F perm=wa

path=/etc/pki/ca-trust -F perm=wa

path=/etc/1ibaudit.conf -F perm=wa
dir=/etc/audit -F perm=wa

path=/etc/fstab -F perm=wa
dir=/etc/sysconfig -F perm=wa

path=/etc/issue -F perm=wa
path=/etc/issue.net -F perm=wa
path=/etc/hosts -F perm=wa
path=/etc/hostname -F perm=wa
path=/etc/resolv.conf -F perm=wa
dir=/etc/NetworkManager -F perm=wa

path=/etc/login.defs -F perm=wa
path=/etc/securetty -F perm=wa

path=/etc/bashrc -F perm=wa
path=/etc/profile -F perm=wa
path=/etc/profile.d -F perm=wa
path=/etc/skel -F perm=wa

pac kage management

always,exit
always,exit
always,exit

mail
always,exit
always,exit

ntp
always,exit

syslog
always,exit

-F
-F
-F

-F
-F

path=/etc/yum.conf -F perm=wa
dir=/etc/yum -F perm=wa
dir=/etc/yum.repos.d -F perm=wa

path=/etc/postfix -F perm=wa
path=/etc/aliases -F perm=wa

path=/etc/ntp.conf -F perm=wa

path=/etc/rsyslog.conf -F perm=wa



always,exit

kernel

always,exit
always,exit
always,exit

Togrotate
always,exit
always,exit

-F
-F
-F

-F
-F

path=/etc/rsyslog.d -F perm=wa

path=/etc/sysctl.conf -F perm=wa
path=/etc/sysctl.d -F perm=wa
path=/etc/modprobe.d -F perm=wa

path=/etc/logrotate.conf -F perm=wa
path=/etc/logrotate.d -F perm=wa

mandatory access control
always,exit -F path=/etc/selinux/config -F perm=wa

ssh
always,exit

1d.so
always,exit
always,exit

sudo

always,exit
always,exit
always,exit
always,exit
always,exit
always,exit

scheduler

always,exit
always,exit
always,exit
always,exit
always,exit
always,exit

boot
always,exit

bin

always,exit
always,exit
always,exit
always,exit
always,exit
always,exit
always,exit

Tib

always,exit
always,exit
always,exit
always,exit

-F
-F

-F
-F
-F
-F
-F
-F

-F
-F

-F
-F
-F

-F
-F
-F
-F
-F

-F

-F
-F
-F
-F

path=/etc/ssh -F perm=wa

path=/etc/1d.so.conf -F perm=wa
path=/etc/1d.so.conf.d -F perm=wa

path=/etc/sudoers.
path=/etc/sudoers
path=/etc/sudoers.
path=/etc/sudoers
path=/etc/sudo.conf -F perm=wa

d -F perm=r
-F perm=r
d -F perm=wa
-F perm=wa

path=/etc/sudo-ldap.conf -F perm=wa

path=/etc/cron.allow -F perm=wa
path=/etc/cron.deny -F perm=wa
path=/etc/cron.d -F perm=wa

path=/etc/cron.daily -F perm=wa
path=/etc/cron.hourly -F perm=wa

path=/etc/cron.monthly -F perm=wa

dir=/boot -F perm=wa

dir=/bin -F perm=wa
dir=/usr/bin -F perm=wa
dir=/sbin -F perm=wa
dir=/usr/sbin -F perm=wa
dir=/usr/local/bin -F perm=wa
dir=/usr/Tocal/sbin -F perm=wa
dir=/usr/Tibexec -F perm=wa

dir=/1ib64 -F perm=wa
dir=/usr/1ib64 -F perm=wa
dir=/1ib -F perm=wa
dir=/usr/1ib -F perm=wa



## log
-a always,exit -F dir=/var/log -F perm=r -F euid>=1000
-a always,exit -F dir=/var/log -F perm=wa -F auid!=unset

## spool
-a always,exit -F path=/var/spool/cron -F perm=wa
-a always,exit -F path=/var/spool/anacron -F perm=wa

## www
-a always,exit -F path=/var/www -F perm=wa

## home
-a always,exit -F dir=/home -F perm=r -F auid!=unset
-a always,exit -F dir=/home -F perm=wa -F auid!=unset

## root
-a always,exit -F dir=/root -F perm=r -F auid!=unset
-a always,exit -F dir=/root -F perm=wa -F auid!=unset

## Finalize rules
-e 1

4. Nanee HacTponTe nnaruH syslog ans 3anucu noros auditd B syslog.
o Ortkporite cann syslog.conf
nano /etc/audisp/plugins.d/syslog.conf

o 3ameHuTe copepxunmoe hanna CoaepXKUMbIM;

This file controls the configuration of the syslog plugin.

It simply takes events and writes them to syslog. The
arguments provided can be the default priority that you

want the events written with. And optionally, you can give

a second argument indicating the facility that you want events
Togged to. valid options are LOG_LOCALO through 7, LOG_AUTH,
LOG_AUTHPRIV, LOG_DAEMON, LOG_SYSLOG, and LOG_USER.

HFOH OB H H W R

active = yes
direction = out

path = builtin_sysTog
type builtin

args LOG_LOCALG
format = string

5. MepesanycTute cepeuc auditd komaHgom:
service auditd restart

6. anee nobaBbTe HACTPOVIKY B KOHDUIYpaLMOHHBIN daiin rsyslog.conf ana akcnopTa cobbITui ¢
CUCTEMBI Ha NOTr-KONMeKTop:

o Ortkpoiite caiin rsyslog.conf
nano /etc/rsyslog.conf

o BcraBbTe cneayoLyto CTPOKY B KOHUe dharina, ykasbias ip-agpec 1 nopt



Tocal6.* @<ip-aapec_nor-KoasieKTopas> : <BblAe/IeHHbIN_NopT>

[Ins otnpaekm no UDP-coeguHeHuto Heobxoammo ykasbiBaTb 1 cumBon «commercial at»/
«cobadvkn» @ nepepq Ip-agpecom, ansa TCP-coegnHeHns Heobxoanmo ykasbiBaTb 2 cumBona @@/

Mpumep:
ona - UDP  #local6.* @192.168.100.101:2674
nna - TCP #local6.* @@192.168.100.101:2674

7. Mocne BbINOMHEHUSI BCEX BblLLEYKa3aHHbIX MyHKTOB NepesanycTtute cepBuc rsyslog, koMaHaom:
service rsyslog restart

8. MNpoBepbTe Hanm4ume noctynawLmx cobbiTuin B Web-nHtepdeiice NMnatdopmebl Pagap B
pasgene «[pocMoTp coObITUIA.

4.6. Confident Dallaslock {#dallas}

HacTpoiika nony4eHusi cobbituin ot DallasLock B Mnatdopmy Pagap.

4.6.1. BknioyeHue ayguta DallasLock:

1. B o6onouke agmuHucTpatopa DallasLock nepeingute Ha Bknagky MapameTtpbl 6e3onacHocTy —
AyouT.

2. HanauTe nyHKT Bbirpyska KypHarnoB, KIYKHUTE NpaBo KHOMKOW MbILWK BbiBpas nyHKT CBoncTBa
(cm. pucyHok 120).

(®) Dallas Lock 8.0.710.0-K [Administrator]
YyeTHble 3anucu MNapameTpit BesonacHocTk Kowtpoae pecypcoe  CKH XKypHansl
Ea % 2 - ) Ceoiicrea...
. Ql p % t-’ ng B Q otnosums
Bxoa [Ayawt| MNpaea OYynCTKa OCTAaTONHOW KOHTpoAb  Bhokupyembie M30AMpoBaHHbIe
nonk3oBarenen WHQOpMaL K UEeNOCTHOCTH PaClUMpPeHus npoyeccs:
| Kareropuu Nleiictena
Mapamerp 3HaueHune
S XypHan BxoaoB B cucTemy Bxn.
. KypHan pecypcoe Bxa.
XypHan ynpaenenus nonutukamu GezonacHoctu Bin.
& XypHan ynpasnesns yueTHLIMU 3anNucamm Bin,
= OKypHan newarn Bobika.
¥ XypHan 3anycxa/3asepieHna NpoLeccos Bxa.

Ll DukcMpoBaTL B XypHane BXOAOB HenpaeuabHbIe naponu Her
£13aH0cHTb B XypHAN MCXOAALLME MNONLITKM BXOAA Ha yAan.. Her
# 3aHocnTe B XypHan cobbitna 3anycka n octaHoekm OC  Her
€ 3aHocuTts B XypHan cobbiTua 3anycka u ocTaHoBKU MOA... fla

E)Ayaur ycrpoiicre Bxa.
DAyam cODBITUHA 3a4mnCTKn Bka.
EdAyaut poctyna: 3aHocuTe B XypHane! ownbkun OC Boika.

£ Ayamt aoctyna/zanycka: Becv ayauT cucTeMHbIX NoNb30... Bia.
& Meuarats/peaakTmposars wramn Her
ix2 Co3aaeark TeHeBLIe KONMK PacneyarsiBaemsix A0KyMeH... Her
£)MaxcumansHoe kon-BO 3anucei Cooficrea... 20000, 20000, 20000....

i MNepuoanueckan apxusaums Xypr Obrosuts He ucnonsayerca

PucyHok 120 - Aygur.

3. B cBoWicTBax OTMETLTE ranoykomn MyHKT DKCnopT xkypHanos B SIEM cuctemy. Ykaxute agpec
cepBepa C for-konnekTopom 1 BelbepuTe NopT ANs NoAKMNoYeHns. 3agante gopmar 1 KOAMPOBKY
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BbIrpy3Kkn (CM. pucyHoK 121).
[MepeyeHb XXypHanoB ANs NOrMpoBaHusi BbioepuTe B COOTBETCTBUN C TpeboBaHnsaMM
MHOPMAaLIMOHHON 6e3onacHoOCTH.

Beirpyzka >xxypHancs

SKCNOPT XYPHAN0B B XypHan cobbiruit Windows

V| IKCNOPT XypHanos 8 SIEM ancremy

Cepsep | 10.10.10.10 ' Nopr | 2672
©OopMaT BLIrPY3KM: Syslog v

KoamposKa Bolrpy3Km: CP-1251 v

XypHan sxonos

XypHan ynp. y4.3anncaMm
XypHan pecypcoB
XypHan neuaru

XXypHan ynp. noONMTHKaMM
XypHan npoueccoe
XypHan nakerog M3
XypHan coeguHennn M3
Xypuan cobomuin OC
Xypuan Tpadmxa

XKypHan KOHTPONA NPUAOKEHHH
JXypHan pe3epeHOro KONWpPOoBaHHA

Mepwopn Buirpy3ku XypHanos: 10 cekyHa ™

M TANIANIANJAS

YCTaHoBuTh BCe CHAaTh BCE

OK Otrmena

PucyHok 121 - Beibop xypHarnos.




4.6.2. lo6aBneHne HOBOW KOHUrypaumm B KONnNeKTop:

MpuBeneHHbIe HACTPOIiKK C onucaHnem ans fobasneHus B config.yaml Huke:

tcp_input_2: &tcp_input_2

id: "tcp_input_2"

host: "172.30.254.69"

port: 2672

sock_buf_size: 0

format: "json"

encoding:
change_to_utf8: true
original_encoding: "cpl251"

B kauecTBe nopTta Ansl NOAKIMIOYEHNS YKaXUTe BblOpaHHbI paHee B CBOMCTBAX BbIMPY3KU

)XypHanos.

5. OnucaHume

Paspnen «[lMpaBuna o6paboTkn cobbITUI» COAEPKMT onMcaHme aTanoB 06paboTkm cobbIThi 1
pekoMeHaLmMmn No HaCTpowike NpaBun Ansa ux obpadotkn. OnucaHbl o1 Hopmanusayuu. OnMcaHsbl

crieyuarnsHble QyHKYUU 018 pabomal ¢ noasamMu HopManusayuu Ansa AONOMHUTENbHON 06paboTkm
cobbiTun npsimo B Beb-nHTepdence Mnartdcgpopmbl Pagap.

I'Inachopma Pa.qap NO3BOJIAET KaK co3aBaTb HOBbl€ MOJfIb30BaTENIbCKMUE NpaBuna pa36opa n
HOpManun3auunn CcobbITUIA, TakK U penakTnpoBaTtb CyulecTByrolmne

B pamkax ycrnyru no TeXHU4ecKon nogaepxke MoryT 6biTb pa3paboTaHbl npaBuna pasbopa cobbiTui

AN UCTOYHUKOB, He BXOASLLIMX B CTaHAAPTHBI nakeT noctaBku. Cpok paspaboTku oT 1 paboyero gHs.

MnaTtdopma Pagap rapaHTupyetr 06paboTky 1 aHanu3 cobbiTui B pexxume, 6rmskom K peansHoMy

BPEMEHM.

Mnatdopma Pagap obecneunBaet 06paboTky MynbTUA3BIYHLIX CODBITUIA.

5.1. 9tanbl 06paboTKM cooObLITUA

CobbiTue, noctynueluee B NMnartdopmy Pagap, npoxogut cnegyroLime atansl 06paboTku:

e COop - nony4yeHne cobbITMS OT LENEBON CUCTEMbI/NOT-KONNEKTOPa, COXPaHEHME Ha ANCK B raw-
dopmaTe unu gobasreHne B ovepenb.

e dunbTpaumsa - BbiaeneHe cobbiTuii, yAOBNETBOPSAOLLNX YCIOBUSAM NpaBun ounstpauuu.

e OnpeaeneHue TuNa - onpeaerneHve Tuna cUCTeMbl OT KOTOPOW NOCTYNUIo cobbiTne Ans Bbibopa
npaBusbHbIX NpaBui pa3dopa 1 HopManusauuun. OnpeaenexHve Tuna MOXeT ObiTb CTAaTUYECKUM
(3apaeTtca B KOHUrypaumoHHOM danne) n AuHaMmmnyecknm (C NOMOLLIbIO CreunansHoro npasuna).

e Pa3sbop - pasbrneHne HeobpaboTaHHOro TekcTa cobbITUS Ha oparMeHTbl NOMNE3HbIX AaHHbIX.

e Hopmanusauus - npuBefeHNe BCEX AaHHbIX, COAepXKallnxcs B COObITUM, K eAuHOM hopme
npencraenexHvs. Ha gaHHOM aTtane Takke NpoMCXoauT KaTteropusawms coobITUN.

e OGorauweHue - nobasneHne B HopmanuaoBaHHOe CobbITMe AOMNOMHUTENBHON NHGOPMaLMK,
none3Hon Ans BbISIBMEHWS 1 paccrnefoBaHUs MHLUUOEHTOB.

e Koppensiuusa - conoctaBrneHve JaHHbIX U3 OAHOMO UMM HECKOMNbKNUX COBBITUI C AONOMHUTENBHOWN
MHopMaLIMEN C LIENbHO BbISIBNIEHUS MHUMAEHTA MHCOPMaLMOHHOM 6e3onacHoCTH.
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6. OnucaHue 3tanoB pa3bopa

6.1. NMpoBepka aTanoB NapcuHra

B 0CHOBHOM, BCE MCTOYHMKU MOCbINaT cobbiTus B hopmate RAW-JSON. MNpwu pazdope cobbIThi B
3TOM popmaTte HeobXxoaMMo B Ka4ecTBe NepPBOro atana mucnonb3oBaTtb napcep JSON, a notoMm oguH 13
OOCTYMHbIX B CUCTEME, B 3aBUCUMOCTM OT TMNa AaHHbIX B UCXOOHOM COBbITUM.

Mnatdopma Pagap nossonset 6e3 pyyHor HaCTpokn pa3brpaTtb CneayLlmne CTpyKTypUpPOBaHHbIE

TUNbl AaHHbIX:

e XML
e Syslog
e CEF
JSON
e CSV

Mpu ncnonb3oBaHMM HECKOMBKMX 3TanoB pa3bopa cobbITuiA B KaXA0M AOMOMHUTENBHO CO30,aBaeMOM
napcepe HeobxoaMMo ykasbiBaTh B nose «Llenb» Ty nepemMeHHyto, 3Ha4eHne KoTopor HeobXoaMMOo
pasobpaTb.

6.1.1. JSON

Cblpoe cobbITue:

{"rs_collector_hostname":"v-stand-
09","rs_relay_fqdn":"172.30.254.106","rs_relay_ip":"172.30.254.106","rs_collecto
r_ts":"2021-11-18T11:52:54.446148+03:00","_rs_module":"2613-Kaspersky-
SecurityCenter-db-host-
activity","fqgdn":"WINSRVO02.demo.local","ip_address":"192.168.100.100","Tast_info
_update":"2021-11-
18708:18:49.000000+00:00","Tast_net_agent_connected":null,"last_update":null,"la
st_visible":"2021-09-

23710:06:28.000000+00:00","nId":43, "nLastRtpState":0,"nStatus":0,"rs_agent_fqdn"
:"log-collector","rs_agent_ip":"172.30.254.106","rs_agent_ts":"2021-11-
18T11:52:54.4389503+03:00", "wstrDisplayName": "WINSRV02","wstrbnsbDomain'":"demo.To
cal"}

Pesynbrat 06paboTku npeacTaBneH Ha pucyHke 122.

test_the_stages

{'rs_collector_hostname""v-stand-09","rs_relay_fqdn":*172.30.254.106"."rs_relay_ip""172.30.254.106" "rs_collector_ts""2021-11-18T11:52:54.446148+03:00","_rs_module""2613-Kaspersky-SecurityCenter-db-host-
activity","fqdn""WINSRVO2.demo Jocal"."ip_address":"192.168.100.100", "last_info_update™:"2021-11-18T08:18:49.000000+00:00","last_net_agent_connected"null"last_update" null"last_visible":"2021-09-
23T10:06:28.000000+00:00","nld":43,"nLastRtpState "0, "nStatus":0."rs_agent_fqdn":"log-collector","rs_agent_ip":"172.30.254.106","rs_agent_ts":"2021-11-18T11:52:54, 03+03:00","wstrD " WINSRV02","wstrDnsD: ""demo.local’}

Pesynbrat nposepku:

11:52:54.426145-03:00"
"2613-Kaspersky-SecurityCenter-db-nost-activity”,

Kowerpykrop  Ceipoe
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PucyHok 122 - PesynstaT o6paboTkm atana JSON

Pesynbrat 06paboTkn B TEKCTOBOM BUAE:

{
"rs_collector_hostname": "v-stand-09",
"rs_relay_fqdn": "172.30.254.106",
"rs_relay_ip": "172.30.254.106",
"rs_collector_ts": "2021-11-18T11:52:54.446148+03:00",
"__rs_module": "2613-Kaspersky-SecurityCenter-db-host-activity",
"fqdn": "WINSRVO2.demo.local",
"ip_address": "192.168.100.100",
"last_info_update": "2021-11-18T08:18:49.000000+00:00",
"last_net_agent_connected": null,
"last_update": null,
"last_visible": "2021-09-23710:06:28.000000+00:00",
"nid": 43,
"nLastRtpState": 0,
"nstatus": 0,
"rs_agent_fqdn": "Tog-collector",
"rs_agent_ip": "172.30.254.106",
"rs_agent_ts": "2021-11-18T11:52:54.4389503+03:00",
"wstrDisplayName": "WINSRV02",
"wstrbnsbomain": "demo.local"

}

6.1.2. CEF_NONSTRICT

Cbipoe cobbiTne

CEF:1|IP Flow|IP Flow|9|flow|NetFlow Event|Unknown| eventId=13252253246
start=1623223861208 end=1623223861272 proto=TCP in=1098
categoryBehavior=/Communicate categoryDeviceGroup=/Network Equipment
catdt=Network Monitoring categoryOutcome=/Attempt categoryoObject=/Host
art=1623224462176 rt=1623223873000 deviceDirection=0 src=172.0.218.2
sourcezoneURI=/A11 Zones/ArcSight System/Private Address Space Zones/RFC1918:
10.0.0.0-10.255.255.255 spt=8787 dst=172.0.18.108 destinationzoneURI=/AT]l
zones/ArcSight System/Private Address Space Zones/RFC1918: 10.0.0.0-
10.255.255.255 dpt=53445 fileType=NAT Source IPv4 Address: fileHash=NAT Source
Port: oldFileType=NAT Destination IPv4 Address: oldFileHash=NAT Destination Port:
cs1=172.0.245.1 cs4=13 cs5=26 cnl=9 cn3=0 cslLabel=nexthop cs2Label=src_as
cs3Label=dst_as cs4Label=src_mask cs5Label=dst_mask cs6Label=tcp_flags descr
cnlLabel=in_pkts cn2Label=out_pkts cn3Label=tcp_flags ahost=arcsight-test
agt=172.0.6.96 agentzoneURI=/A11 zZones/ArcSight System/Private Address Space
zZones/RFC1918: 10.0.0.0-10.255.255.255 amac=34-B3-54-BC-66-C6 av=7.14.0.8241.0
atz=Europe/Moscow at=cisco_netflow dvchost=arcsight-test dvc=172.0.255.245
devicezoneURI=/A1T zones/ArcSight System/Private Address Space zZones/RFC1918:
10.0.0.0-10.255.255.255 dtz=Europe/Moscow geid=0 _cefver=1.0
ad.flow__sampler__id=0 ad.vendor__51=0 ad.DevicePort=61673
ad.interface__output__snmp=312 ad.src__tos=0 ad.pkthdr__uptime=444691076
ad.pkthdr__seq=787165105 ad.pkthdr__source__id=517 ad.pkthdr__count=32
ad.interface__input__snmp=153 aid=3hughqHkBABCBSUTnxz60xA\\=\\=

Pe3yanaT 06pa6OTKI/I B TEKCTOBOM BUae:
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"rs_collector_hostname": "radar-balancer-01",
"rs_relay_fqgdn": "arcsight-test",
"rs_relay_ip": "172.0.0.96",
"rs_collector_ts": "2021-06-097T10:41:02.253872+03:00",
"__rs_module": "3500-Arcsight-Smartconnector-Netflow-cef",
"cef_version": 1,

"vendor": "IP Flow",

"product": "IP Flow",

"version": "9",

"signature": "flow",

"name": "NetFlow Event",

"severity": "Unknown",

"eventId": "13252253246",

"start": "1623223861208",

"end": "1623223861272",

"proto": "TCP",

"in": "1098",

"categoryBehavior": "/Communicate",
"categoryDeviceGroup": "/Network Equipment",
"catdt": "Network Monitoring",
"categoryOutcome": "/Attempt",
"categoryobject": "/Host",

"art": "1623224462176",

"rt": "1623223873000",

"deviceDirection": "0",

"src": "172.0.218.2",

"sourcezoneURI": "/AT1 zZones/ArcSight System/Private Address Space
zZones/RFC1918: 10.0.0.0-10.255.255.255",

"spt": "8787",

"dst": "172.0.18.108",

"destinationzoneURI": "/AT11 Zones/ArcSight System/Private Address Space
zZones/RFC1918: 10.0.0.0-10.255.255.255",

"dpt": "53445",

"fileType": "NAT Source IPv4 Address:",

"fileHash": "NAT Source Port:",

"oldFileType": "NAT Destination IPv4 Address:",

"oldFileHash": "NAT Destination Port:",

"ahost": "arcsight-test",

"agt": "172.0.6.96",

"agentzoneURI": "/All Zones/ArcSight System/Private Address Space

Zones/RFC1918: 10.0.0.0-10.255.255.255",
"amac": "34-B3-54-BC-66-C6",
"av'": "7.14.0.8241.0",

"atz": "Europe/Moscow",

"at": "cisco_netflow",

"dvchost": "arcsight-test",

"dvc": "172.0.255.245",

"devicezoneURI": "/Al1l Zones/ArcSight System/Private Address Space
zZones/RFC1918: 10.0.0.0-10.255.255.255",

"dtz": "Europe/Moscow",

"geid": "0",

"_cefver": "1.0",
"ad.flow__sampler__id": "0",
"ad.vendor__51": "0",




"ad.DevicePort": "61673",
"ad.interface__output__snmp": "312",
"ad.src__tos": "0",
"ad.pkthdr__uptime": "444691076",
"ad.pkthdr__seq": "787165105",
"ad.pkthdr__source__id": "517",
"ad.pkthdr__count": "32",
"ad.interface__input__snmp": "153",
"aid": "3hughqHkBABCBSUTnxz60xA=="",
"nexthop": "172.0.245.1",
"src_mask": "13",

"dst_mask": "26",

"in_pkts": "9",

"tcp_flags": "0"

6.1.3. CEF

Chblpoe cobbiTue

CEF:0|InfoTeCS|IDS|2.4.3-371989|1:2023753:2|ET SCAN MS Terminal Server Traffic on
Non-standard Port|2|cat=1 cnl1=348158796 cnlLabel=EventID cnt=1 csl=attempted-
recon cslLabel=IDSClass cs2=emerging-scan cs2Label=IDSGroup cs3= cs3Label=CVEID
cs4= cs4Label=ExternalRef cs5= cs5Label=IDSTags deviceExternalId=341000778
deviceFacility=Signature dmac=00:1c:58:8b:46:00 dpt=54321 dst=62.33.180.235
proto=TCP rt=May 31 2021 19:36:57.181 YEKT smac=84:78:ac:34:5e:a2 spt=2324
src=95.142.121.19

Pesynsrat 06paboTku npeacTaBneH Ha pyucyHke 123:

test_the_stages

CER0]InfoTeCS|IDS|2.4.2-371989[1:2023753:2/ET SCAN
cs3Label=IDSTags deviceExtemalld=341000778 deviceFacili

rerminal Server Traffic on Non-standard Portj2|cat=1 cn1=348158796 cnlLabel=EventiD cnt=1 cs=attempted-recon cs1label=IDSClass cs!
i dmac=00:1c:56:8b:46:00 dpt=54321 dst=62.33.180.235 proto=TCP rt=May 31 2021 19:36:57.181 YEKT smac=8478:

erging-scan cs2lzbel=IDS Group cs3= cs3Label=CVEID csd= csdlabel=ExternalRef cs5=
=2324 51¢=95.142,121.19

Pesynbrar nposepki:

 on Non-standard Port”,

KOHCTpyKkTop  Chipoe

e

PucyHok 123 - PesynbraT o6paboTkm atana CEF

Pesynbrat 06paboTkn B TEKCTOBOM BUAE:

"cef_version": 0,
"vendor": "InfoTecs",
"product": "IDS",


af://n3457

"version": "2.4.3-371989",
"signature": "1:2023753:2",

"name": "ET SCAN MS Terminal Server Traffic on Non-standard Port",
"severity": "2",

"cat": "1",

"cnt": "1",

"deviceExternalIid": "341000778",

"deviceFacility": "Signature",

"dmac": "00:1c:58:8b:46:00",

"dpt": "54321",

"dst": "62.33.180.235",

"proto": "TCP",

"rt": "May 31 2021 19:36:57.181 YEKT",
"smac": "84:78:ac:34:5e:a2",

"spt": "2324",

"src": "95.142.121.19",

"EventID": "348158796",

"IDSClass": "attempted-recon",

"IDSGroup": "emerging-scan",
"CVEID": "",
"ExternalrRef": "",
"IDSTags": ""
}
6.1.4. XML

Chblpoe cobbITueE:

<AuditRecord><Audit_Type>1</Audit_Type><Session_Id>250388</Session_Id>
<StatementId>1</StatementId><EntryId>1</EntryId><Extended_Timestamp>2020-08-
25T19:57:32.604660z</Extended_Timestamp><DB_User>RADAR</DB_User>
<0S_User>oracle</0S_User><Userhost>805cd2dc9016</Userhost>
<0S_Process>1313</0S_Process><Terminal>pts/0</Terminal>
<Instance_Number>0</Instance_Number><Action>100</Action>
<TransactionId>12001300EE070000</TransactionId><Returncode>0</Returncode>
<Comment_Text>Authenticated by: DATABASE</Comment_Text><Priv_Used>5</Priv_Used>
<DBID>2722566360</DBID><Current_User>RADAR</Current_User>\\n</AuditRecord>

Pesynbrat 06paboTkm npeacTaBneH Ha pucyHke 124:


af://n3465

test_the_stages

<AuditRecord> < Audit_Type>1</Audit_Type><Session_ld>»250388 </Session_|d > <Statementld > 1 </Statementld > <Entryld>1</Entryld > <Extended_Timestamp>2020-08-

25T19:57:32.604660Z < /Extended_Timestamp><DB_User>RADAR </DB_User><0S5_User>oracle</05_Users <Userhost>805cd2dc8015</Userhost» <OS5_Process>1313</05_Process>
<Terminal» pts/0</Terminal> <Instance_Number>0</Instance_Number> <Action> 100 </Action> <Transactionld > 12001300EE070000 </Transactionld » <Returncode>0 </Returncode >
<Comment_Text>Authenticated by: DATABASE</Comment_Text> <Priv_Used>5</Priv_Used> <DBID> 2722566360 </DBID> <Current_User>RADAR </Current_User>\\n</AuditRecord >

PesynuTaT nposepku:

{

"AuditRecord”
"Audit_Tyoe
"Session_Id"
"StatementT
"EntryId": "1",
"Extended_Timestamp”: "2028-88-25T19:57:32.6846601",
"DB_User”: "RADAR",
"05_User”: "oracle”,
"Userhost": "885cd2dcI0ls”,
"05_Process": "1313",
"Terminal”: "pts/@",

"250388",
CH

"Instance_Number®: "@",

"Action”: “l@e",

"TransactionId”: "12@@13@8EE@70208",
"Returncode"

“Comment_Te: Authenticated by: DATABASE",

"Priv_Used” .
"DBID": "2722566360",
"Current_User™: "RADAR"

KoHcTtpykrop Cblpoe

+ Jlo6aEwTs napcep Nposepurs  Coxpanute  YaanuTo

PucyHok 124 - PeaynetaTt o6pabotkm atana XML

Pesynbrat 06paboTkn B TEKCTOBOM BUAE:

"AuditRecord": {
"Audit_Type": "1",
"Session_1d": "250388",
"StatementId": "1",
"Entryzd": "1",
"Extended_Timestamp": "2020-08-25T19:57:32.604660z",
"DB_User": "RADAR",
"0S_User": "oracle",
"Userhost": "805cd2dc9016",
"0S_Process": "1313",
"Terminal": "pts/0",
"Instance_Number": "0",
"Action": "100",
"TransactionId": "12001300EE070000",
"Returncode": "0",
"Comment_Text": "Authenticated by: DATABASE",
"Priv_Used": "5",
"DBID": "2722566360",
"Current_User": "RADAR"



6.1.5. CSV

Chblpoe cobbITue:

"-1","domain618\\user286","10.10.200.10", "POST", "2619","500", "host333.domain66.n
et","/path5","DENIED","","1557410124","2019-05-09 13:55:24","https","Streaming

Media","","","Minimal Risk","BTock URLs whose Category Is in Category Blocklist
for Default Groups","403","10.10.23.19","","Blocked by URL
filtering","other","","Google Update/1.3.33.23;winhttp\

Hactporika atana pasbopa npencrasrneHa Ha pucyHke 125 n pucyHke 126:

Tun

csv

PazpenuTens

BKDEHM pPOBaHWME CUMBONOE

\
h

KaBbiukw

MponyckaTs Nepeyo CTpoKy

PucyHok 125 - Hactponka atana pastopa CSV

Mons

user id

username

source ip

hittp_action
server_to_client_bytes
client to_server_bytes
requested_host
requested path
result

virus
request_timestamp_epoch
request_timestamp
uri_scheme

category

media_type
application_type
reputation

last_rule

hitp status_code
dlient ip

location

block reason
user_agent_product
user_agent version

user_agent_comment

PucyHok 126 - Hactporka atana pastopa CSV

PesynbraT pasbopa npencrasBneH Ha pucyHke 127:

@

a*

" o owm o owm om oW om o m om o om o® o= o oW o= o= o= om o= o= om =

-


af://n3473

PezynkTaT npoBepku:

i
"user_id": "-1",
"username”: "domainsish\\user2ss",
"source_ip”: "18.18,288.12",
"http_action™: “POST",
"server_to_client_bytes": "2819",
"client_to_server_bytes": "sea",
"requested_hest": "host333.domaings.net”,
"reguested_path": "/paths”,
"result™: "DENIED",
"wirus®: "7,
"request_timestamp_spoch™: "1557418124",
"request_timestamp": "2@219-85-289 13:55:247,
"uri_scheme™: "https",
"category”: "Streaming Media®,
"media_type®: "V,
"application_type": "",
"reputation”: "Minimal Risk"™,
"last_rule”: "Block URLs Whose Category Is in Category Blocklist for Default Groups”,
"http_status_code": “"483",
"client_ip”: "18.18.23.13",
"location™: ™",
"block_reascn™: "Blocked by URL filtering”,
"user_agent_product™: "other”,
"user_agent_version": ""
"user_agent_comment": "Google Update/1.3.33.23;winhttpin"

PucyHok 127 - Pesynetat 0b6paboTtku atana CSV

Pe3yanaT pa36opa B TEKCTOBOM Buae:

"user_id": "-1",

"username": "domain618\\user286",
"source_ip": "10.10.200.10",
"http_action": "POST",
"server_to_client_bytes": "2619",
"client_to_server_bytes": "500",
"requested_host": "host333.domain66.net",
"requested_path": "/path5",

"result": "DENIED",

"virus": "",

"request_timestamp_epoch": "1557410124",
"request_timestamp": "2019-05-09 13:55:24",
"uri_scheme": "https",

"category": "Streaming Media",

nwn

"media_type": )

"application_type": "",

"reputation": "Minimal Risk",

"last_rule": "Block URLs Whose Category Is in Category Blocklist for Default
Groups",

"http_status_code": "403",

"client_ip": "10.10.23.19",

"location": "",

"block_reason": "Blocked by URL filtering",

"user_agent_product": "Other",

"user_agent_version": ,
"user_agent_comment": "Google Update/1.3.33.23;winhttp\n"



6.1.6. GROK

[nsa paboTbl napcepa HeobXxoanMMO 3aBanMaMpoBaTh (MPOBEPUTL) MATTEPH U B Cry4vae ycrnexa
[06aBUTb ero Ans MCNonb30BaHUSA, HaXaB Ha 3eMeHbl NACKK PASOM C CUHEN KHOMKOW
«Banuanposatb».

Chblpoe cobbiTue

<86>v-demo-checkpoint sshd[13236]: Accepted password for admin from 192.168.200.2

port 1091 ssh2

GROK-natTepH:

<?>%{DATA:application_name}\s+%{WORD:service}.*?\s+%{DATA:attempt}\s+for\s+%

{USERNAME : username}\s+from\s+%{IPORHOST: from_host}\s+port\s+%
{BASEIONUM: source_port}\s+%{DATA:transport}$

Pesynbrat 06paboTku npeacTaBneH Ha pucyHke 128:

test_the_stages

<86>v-demo-checkpoint sshd[132361: Accepted password for admin from 192.168.200.2 port 1091 ssh2

Pesynurat nposepkit:

5

grok

MatrepHe!
GROK narreph Crpoka ann pazbiopa
4

<?>%{DATA:pplication_name]\s+36\WORD:service) *2\s + %{DATA pt\s+for\s+6{USERN. amef\s+from\s+36{BORHOST:from_hosti\s+port\s+3{BASEIONUM source_port}\s+S6{DATAtransport}S

PucyHok 128 - PeaynbraT 06paboTkm atana GROK

Pesynbrat 06paboTkn B TEKCTOBOM BUAE:

{
"application_name": "v-demo-checkpoint",
"service": "sshd",
"attempt": "Accepted password",
"username": "admin",
"from_host": "192.168.200.2",
"source_port": "1091",
"transport": "ssh2"

}

7. Pa3paboTka npaBun pa3boopa u
HOopManu3auum coobITUN

7.1. Co3paHue npaBun pa3bopa {#createparser}


af://n3486
af://n3498
af://n3499

YnpasneHve npasunamu pasbopa ocyLecTBnsieTcs B pasgene «/ICTOYHuKM» — «YnpasneHve
ncTodHMKamux». [anee BblopaTb BkNaaky «paBuna pasbopax, Nocne Yero oTKpoeTcs cTpaHmua
ynpaeneHusi npasunamMmu pasbopa (cM. pucyHok 129).

Yn paBnaeHne NCTOYHMKaMK Ynpasnenme ncrounmkamm

WeTousnkmn Mpaewna pabopa Mpasuna HOpMann3auum Mpaewna o6paboTkn Grok NaTrepHel

master - fobaenexve npaeuna | Hassawwe Bpyuryr = E

OnyBNMKOBAHHBIE YepHOBHKN CHcTEMHBIE

HOMEK 1o nasEanme mm

HA3BAHWE

publiced_template_client

=]

PucyHok 129 - CtpaHuua ynpaeneHusi npasunamm pasbopa
B pasgene npucyTcTBYeT TPy BKNAAKW:

e OnybnukoBaHHbIEe - NpaBuna, co3faHHbIe Nonb3oBaTenemM n onybnukosaHHble Ha Mnatdgopme
Papap.

e YepHOBUKM - MpaBura, Co3aaHHbIe NONb3oBaTenem, Ho He onybnrkoBaHHble Ha MnaTdopme
Papap. Takue npasuna 6yayt npumeHatbcs Mnatdgopmon Pagap Tonbko nocne nx nyénukaumm.

e CucTteMHble - NpaBuna, kotopble nocraensatTcs ¢ Mnarcgopmon Pagap v HepocTynHble AN
penakTMpoBaHus.

[nsa ony6nvkoBaHHbIX 1 HEONYONMKOBaHHbLIX NpaBusl pa3bopa AOCTYMNHbI 06LmMe QYHKLNN:

e Okcriopmuposame - NO3BONSAET SKCNOPTUPOBATL BblOpaHHbIe NpaBuna pasbopa B avin apxmea
dopmara ZIP.

e JIiMnopmuposams - NO3BONISIET UMMNOPTMPOBATL NpaBuna pasbopa 13 darina apxmea gopmaTta
ZIP.

e YOanums - ynansieT BolbOpaHHble NpaBuna pasdopa.

Ha kaxxgon Bknagke ¢ npasunamMmu pa36opa OO0CTyrneH NoncK npaswuia no ero HaMnMeHoBaHUIO.

1. Inga co3pgaHusa HOBOro nNpaBmna pas3bopa HeobXoaMMO ykasaTb Ha3BaHue B none «JobaeneHue
npaBwuna» U HaxaTb Ha «+», MOCIe Yero oTKpoeTcs hopMa co3faHus npasuna pasdopa (cm.
pucyHok 130).



N3meHeHne npaBuna pasbopa BepHyTbea k cnvcky npaewn pasbopa

test

Cuipoe cobuiTue

KoHcTpykTop Cblipoe

=+ [lo6aeuTs napcep Mpoeepute CoxpaHuTe YaanuTte

Tun

json

4

PucyHok 130 - OkHO co3gaHusa npasunia pasbopa

2. PaccmoTpumMm npouecc co3fgaHusa napcepa Ha npumepe cobbiTvi oT npogykta Micro Focus

ArcSight SmartConnector.
Tun npopykTa: ceTeBoe 060pynoBaHme

Chblipoe cobbiTue:



{"rs_collector_hostname":"radar-balancer-01","rs_relay_fqdn":"arcsight-
test","rs_relay_ip":"172.0.0.96","rs_collector_ts":"2021-06-
09710:41:02.253872+03:00","_rs_module":"3500-Arcsight-Smartconnector-
Netflow-cef","message":"CEF:1|IP Flow|IP Flow|9|flow|NetFlow Event]|Unknown|
eventId=13252253246 start=1623223861208 end=1623223861272 proto=TCP in=1098
categoryBehavior=\/Communicate categoryDeviceGroup=\/Network Equipment
catdt=Network Monitoring categoryoOutcome=\/Attempt categoryObject=\/Host
art=1623224462176 rt=1623223873000 deviceDirection=0 src=172.0.218.2
sourcezoneURI=\/A11 zones\/ArcSight System\/Private Address Space
zones\/RFC1918: 10.0.0.0-10.255.255.255 spt=8787 dst=172.0.18.108
destinationzoneURI=\/A11 zZones\/ArcSight System\/Private Address Space
zones\/RFC1918: 10.0.0.0-10.255.255.255 dpt=53445 fileType=NAT Source IPv4
Address: fileHash=NAT Source Port: oldFileType=NAT Destination IPv4 Address:
oldFileHash=NAT Destination Port: csl1=172.0.245.1 cs4=13 cs5=26 cnl=9 cn3=0
cslLabel=nexthop cs2Label=src_as cs3Label=dst_as cs4lLabel=src_mask
cs5Label=dst_mask cs6Label=tcp_flags descr cnlLabel=in_pkts
cn2Label=out_pkts cn3Label=tcp_flags ahost=arcsight-test agt=172.0.6.96
agentzoneURI=\/A11 zones\/ArcSight System\/Private Address Space
zones\/RFC1918: 10.0.0.0-10.255.255.255 amac=34-B3-54-BC-66-C6
av=7.14.0.8241.0 atz=Europe\/Moscow at=cisco_netflow dvchost=arcsight-test
dvc=172.0.255.245 devicezoneURI=\/Al1 zones\/ArcSight System\/Private
Address Space zones\/RFC1918: 10.0.0.0-10.255.255.255 dtz=Europe\/Moscow
geid=0 _cefver=1.0 ad.flow__sampler__id=0 ad.vendor__51=0
ad.DevicePort=61673 ad.interface__output__snmp=312 ad.src__tos=0
ad.pkthdr__uptime=444691076 ad.pkthdr__seq=787165105
ad.pkthdr__source__id=517 ad.pkthdr__count=32 ad.interface__input__snmp=153
aid=3hughqHkBABCBSUTnxz60xA\\=\\="}

O6paTtnte BHUMaHWe, YTO Cbipoe cobbiTue npeactaeneHo B opmarte JSON.
Mnatdopma Pagap nogaepxusaet paboTy ¢ COObITUAMM, CoAepKalUMMN KUPUITNLLY.

3.. Cblpoe cobbITve He06X0AMMO BCTaBUTb B COOTBETCTBYHOLLEE Mose.

4. Bo Bknagke «Tun» HYXHO yKasaTb «jSON».
5. lNocne HaxaTtus kHonku «[poBepuTb» Nonyvaem pesynsrat pazobpaHHoro J[SON cobbitus (cm.
pucyHok 131).



test

{"rs_collector_hostname":"radar-balancer-01","rs_relay_fqdn":"arcsight-test","rs_relay_ip™:"172.0.0.96","rs_collector_ts":"2021-06-
09T10:41:02.253872+03:00","_rs_module":"3500-Arcsight-Smartconnector-Netflow-cef”,"message”:"CEF:1|IP Flow|IP Flow|9|flow|MNetFlow
Event|Unknown| eventld=13252253246 start=1623223861208 end=1623223861272 proto=TCP in=1098 categoryBehavior=\/Communicate
categoryDeviceGroup="/Network Equipment catdt=MNetwork Monitoring categoryQutcome =\/Attempt categoryObject=\/Host
art=1623224462176 rt=1623223873000 deviceDirection=0 src=172.0.218.2 sgurceZoneURI=\/All Zones\/ArcSight System"/Private Address
Space Zones\/RFC1918: 10.0.0.0-10.255.255.255 spt=8787 dst=172.0.18.108 destinationZoneURI=\/All Zonas\/ArcSight System'/Private
Address Space Zones\/RFC1918: 10.0.0.0-10.255.255.255 dpt=53445 fileType=NAT Source IPv4 Address: fileHash=MNAT Source Port:
oldFileType=NAT Destination IPvd Address: gldFileHash=NAT Destination Port: cs1=172.0.245.1 cs4=13 cs5=26 cn1=9 cn3=0
cs1label=nexthop cs2label=src_as cs3label=dst_as csdlabel=src_mask cs5Label=dst_mask csbLabel=tcp_flags descr cnllabel=in_pkis

cnlZlabel=out_pkts cn3label=tcp_flags ahost=arcsight-test agt=172.0.6.96 agentZoneURI="/All Zones\/ArcSight System'/Private Address
Space Zonesy/RFC1918: 10.0.0.0-10.255.255.255 amac=34-B3-54-BC-66-C6 av=7.14.0.8241.0 atz=Europe'/Moscow at=cisco_netflow
dvchost=arcsight-test dve=172.0.255.245 deviceZoneURI=\/All Zones'/ArcSight System/Private Address Space Zones\VRFC1918: 10.0.0.0-
10.255.255.255 dtz=FEurope\/Moscow geid=0 _cefVer=1.0 ad.flow_sampler_id=0 ad.wvendor__51=0 ad.DevicePort=61673
ad.interface__output__snmp=312 ad.src__tos=0 ad.pkthdr_uptime=444691076 ad.pkthdr__seq=787165105 ad.pkthdr__source__id=517
ad.pkthdr__count=32 ad.interface__input__snmp=153 aid=3hughgHkBABCBESulnxzb0xAW=\\="}

Pesynbtat nposepku:

i
"rs_collector_hostname™: "radar-balancer-81",
"rz_relay_fgdn": "arcsight-test"”,
"rs_relay_ip": "172.8.8.96",
"rs_collector_ts": "2821-956-09T10:41:92.253872+83:08",
"_ rs_module": "358@-Arcsight-Smartconnector-Netflow-cef™,
"message"”: "CEF:1|IP Flow|IP Flow|2|flow|MetFlow Event|Unknown| eventId=13252253246 start=1623223851208 end=1623223861272 proto=T(
i
4 3
KoHeTpykTop Crlpoe
=+ [oBasuTe napcep Mpoeeputs  CoXpaHWTe  YEanWTbh
Tun

PucyHok 131 - PeaynbtaT pazobpaHHOro cobbitus

6. Kak BngHo 13 pesynsrarta, 0gHOro atana pasbopa HegoCcTaToudHO, MOTOMY YTO OCHOBHasi
NHOpMaLMsa JaHHOTO COObITUS HAaXOAMTCS B MONe «Message».

7. B kayecTBe BTOpPOro atana pasbopa Heobxoammo mcnonb3oBath atan CEF. [Inga atoro cnegyet
HaxxaTb Ha KHonky «[lo6aBuTb Napcep» 1 BolbpaTh «cef_nonstrict» (3TOT aTan ucnonb3yetcsa Ans
pa3bopa dopmarta CEF Bepcuu 1).

8. Oanee B none «Llenb» BToporo atana pasbopa Hy»XHO yka3aTb Ha3BaHWe Morisi, KOTOpoe
HeobxoavMo pa3obpaTk, B Criydae paccmaTprBaemMoro npMMepa - 310 none «message» (CM.
puycyHok 132).

KoHeTpykTop Cripoe
Tun
Tun

Ar

cef_nonstrict

Lens

message

PucyHok 132 - [lo6aBneHue BTOporo atana pasbopa



9. NpoBepsiem paboTocnocobHOCTL 3TanoB npaewusa pasbopa HaxxaTnem Ha KHorKy «[1poBepuTb».

10. Pe3yJ'IbTaTOM NpoOBEPKM NpaBuna OOIMKEH ObITb BbIBO, MOJTHOCTbIO pa306paHHoro cobbITus:

{

"rs_collector_hostname": "radar-balancer-01",
"rs_relay_fqdn": "arcsight-test",

"rs_relay_ip": "172.0.0.96",

"rs_collector_ts": "2021-06-09T710:41:02.253872+03:00",

"__rs_module": "3500-Arcsight-Smartconnector-Netflow-cef",
"cef_version": 1,
"vendor": "IP Flow",
"product": "IP Flow",
"version": "9",
"signature": "flow",
"name": "NetFlow Event",
"severity": "Unknown",

"eventId": "13252253246",

"start": "1623223861208",

"end": "1623223861272",

"proto": "TCP",

"in": "1098",

"categoryBehavior": "/Communicate",
"categoryDeviceGroup": "/Network Equipment",
"catdt": "Network Monitoring",
"categoryOutcome": "/Attempt",
"categoryoObject": "/Host",

"art": "1623224462176",

"rt": "1623223873000",

"deviceDirection": "0",

"src": "172.0.218.2",

"sourcezoneURI": "/Al11l zones/ArcSight System/Private Address Space
zZones/RFC1918: 10.0.0.0-10.255.255.255",

"spt": "8787",

"dst": "172.0.18.108",

"destinationzoneURI": "/AT11l Zones/ArcSight System/Private Address Space
Zones/RFC1918: 10.0.0.0-10.255.255.255",

"dpt": "53445",

"fileType": "NAT Source IPv4 Address:",

"fileHash": "NAT Source Port:",

"oldFileType": "NAT Destination IPv4 Address:",

"oldFileHash": "NAT Destination Port:",

"ahost": "arcsight-test",

"agt": "172.0.6.96",

"agentzoneURI": "/Al1l zZones/ArcSight System/Private Address Space

Zones/RFC1918: 10.0.0.0-10.255.255.255",

"amac": "34-B3-54-BC-66-C6",
"av': "7.14.0.8241.0",

atz": "Europe/Moscow",
"at": "cisco_netflow",
"dvchost": "arcsight-test",
"dvc": "172.0.255.245",

"devicezoneURI": "/Al1l Zones/ArcSight System/Private Address Space

Zones/RFC1918: 10.0.0.0-10.255.255.255",

"dtz": "Europe/Moscow",
llge.idll: |l0|l’



"_cefver": "1.0",
"ad.flow__sampler__id": "0",
"ad.vendor__51": "0",
"ad.DevicePort": "61673",
"ad.interface__output__snmp": "312",
"ad.src__tos": "0",
"ad.pkthdr__uptime": "444691076",
"ad.pkthdr__seq": "787165105",
"ad.pkthdr__source__id": "517",
"ad.pkthdr__count": "32",
"ad.interface__input__snmp": "153",
"aid": "3hughqHkBABCBSUTnxz60xA==",
"nexthop": "172.0.245.1",

"src_mask": "13",
"dst_mask": "26",
ll_in_pktsll: II9II’

"tcp_flags™: "0"

11. MNocne ycneLHom NpoBepkn aTanoB pa3bopa He0BXoAMMO HaxaTb KHOMKY «CoxpaHUTb» O5s
COXpaHeHMUs1 NpaBuna 1 criefdoM HaxaTb KHOMKy «Ony6nukoBaTb» A5is NocneayoLwero ero
MCNonb30BaHus.

OnucaHune 1 npumepbl UCMNOSb30BaHMst BO3MOXHbIX 3TanoB pa3bopa cobbITui

npeactaelieHbl B AOKYMEHTALIMK MO ONMUCaHWUIO 3TanoB pasbopa

7.2. Co3paHue npaBun HopMmanusauum

YnpasneHve npasunaMm HopManm3aumm ocyLLecTBnseTca B pasgene «cTouHnkn» — «YnpasneHue
ncTtovHnkamu». lanee Bbibpath Bkragky «l1paBuna Hopmanu3aauumn», nocrne Yero OTKPOETCS CTpaHuLa
co3[aHus, pegakTMpoBaHUsS 1 MPOCMOTpa NpaBun HopManuaaumm (CM. pucyHok 133).

¥n paBneHne NCTOYHUKaMK YnpaeneHue MCTOUHMKAMM

WcTounmkn Mpaswna pas6opa Mpasuna HopManu3alua Mpaewna oBpaboTku Grok naTrepHsi

4

master [JobaeneHwe npasmna  Haszeanwe Bpyuryro =

Onyé Yep CHcTemHbIe

HDHEK 16 nesEano mm

Het aaHHeX AnA 0ToOpaxeHua

PucyHok 133 - CTpaHuLua ynpaBneHus npasunaMmv HopManmaaumm
B pasgene npucyTcTBYeT Tpy BKNAAKW:

e Onyb6nukoBaHHbIE - NpaBuma, Co3gaHHbIe Nonb3oBaTeneM u onybnukoBaHHeble Ha Mnatdgopme
Papap.

e YepHOBUKM - MpaBura, Co3aaHHbIe NONb30BaTENeM, HO He onybnrkoBaHHble Ha MnaTdopme
Papap. Takue npasuna 6yayt npumeHsaTees Mnatdgopmon Pagap Tonbko nocne nx nyénukaumm.

e CuctemHble - NnpaBuna, kotopble nocraenstoTcs ¢ Mnatdgopmon Pagap v HegocTynHble Ans
pedakTMpoBaHus.

Ons OI'Iy6]'II/IKOBaHHbIX n HeOI'Iy6J'II/IKOBaHHbIX npasunn HopmManusaumn OOCTYMNHbI obuwme beHKLI,VIVIZ


http://docs.pangeoradar.ru/events/processing_rules/parsing_stages
af://n3560

e Oxcriopmuposame - MO3BONSET IKCNOPTUPOBATL BbiGpaHHbIE NpaBuna HopManu3aumm B dann
apxuBa ¢opmata ZIP.

® /JIvMrnopmupogams - NO3BOSISIET UMNOPTMPOBATL NpaBuia HopManu3auumn n3 anna apxmsea
dopmarta ZIP.

e YOanumes - ygansieT BblbOpaHHble NpaBuia HopManusawumm.,
Ha kaxxgon Bknagke ¢ npaBuramMmu HopmManusauum 40CTyNneH NOUCK NpaBunia no ero HaMMeHOBaHMH.

1. lnga co3pgaHus HOBOrO NpaBmna HopManu3aumm HeobXoaMMO yKkasaTb Ha3BaHue B Mnorne
"[lo6aBneHne npaBmna" 1 HaxaTtb Ha “+”, Nocrne 4Yero OTKPOETCA OKHO CO3AaHus npaBuna
HopMarnu3aumm, n3obpaxeHHoe Ha pucyHke 134;

arcsight_for_test

Cripoe cobeiTue

KoHcTpyktop Cripoe

=+ [o6asuTe HopManusartop Mposepute  CoXpaHWTe  ¥aanuib

root Moka3ats / CKpeITe

Jo6aBUTE HECTPOWKY

Tun cobeimua

arcsight_for_test

Toneko paz6op: Boikn

Mona Tabanykl NnpocmoTpa

NobaeuTtk HOBOE NoOne

Bribepute none.. +

HeT aaHHbIx

PucyHok 134 - OkHO co3gaHus npaBuia Hopmanusauum

> B KayecTBe Ha3BaHUA MpaBuia HopMasnM3aumMm HeobXoAMMO YKa3blBaTb YHUKANbHbIV
MAEHTUPUKATOP CoobueHns ANA AAHHOrO WCTOYHUKA, B C/lydae C MPUMEpOM:
**arcsight_for_test**

2. B none ans cbiporo cobbiTvs Heo6xo4MMO BCTaBUTb pa3obpaHHoe cobbITue (CM. pasgen
pesynbTaT co3aaHusa npaesuna pasbopa).

3. Mocne co3aaHus npasunia, BHYTPU HEro aBToOMaTUYeCcKn Co3aaeTcs HopmanusaTtop root.yam|



http://docs.pangeoradar.ru/events/processing_rules/#createparse

root.yaml - chavin cogepxuT geknapaumm npeobpasoBaHnii, o6LWLUX Ans Bcex cobbITUM
AaHHou cucteMbl. [MpeobpasoBaHus, ykazaHHble B 3TOM harne NpUMEHSIIOTCS KO BCEM
COBbITMAM CUCTEMBI, NPOLIEALLMM CTaauo napcuHra. Kak npaBuno oHu cogepxat
KnaccudukaTop UCTOYHMKA M JaHHble, coaepKallmecs B 3aronoBke cobbiTust [laHHbIN
HopmManusaTtop paspabaTtbiBaeTca O4MH Ha CUCTEMY.

4., Ins po6asneHns nons HopManmaaLmm Hy>kHo BO Bknaake "[obasutb HoBoe norne" BolbpaTh
HeobxoayMoe norne v HaxaTb Ha "+", B pe3dynbkrarte Yyero B HopManuaartop obaButcst BbibpaHHoe
nore, kak n3obpaxeHo Ha pucyHke 135. MoXHO MCMnonb3oBaTh Kak NPegHaCTPOEHHbIE CUCTEMHbIE
nons Hopmanusauun, Tak n 4obaBnsaTb NONb30BaTENbCKME MONS;

Mona Tabauubl npocmotpa

JobasuTs HoBOR MoONe

@timestamp X -+

@timestamp

A 3HaueHve 1z Noaa pa36opa CDI.“II(CHpOBaH HOg ZHa4eHWe

PucyHok 135 - [lobaBneHve nons Hopmanusauum

> B none **"3HauyeHne M3 nons pasbopa"** HyKXHO yKa3biBaTb OAHO M3 pa306paHHbIX
nonem, Takum obpa3oMm B nose Hopmanusauum byaeT 3anMcaHO 3HayeHue nons M3 pasbopa.
Takxe B [JaHHOE MOJie MOXHO 3anuchiBaTb CrneuuanbHble GYHKUUW Ans paboTbl C nonsmu
(Huxe 6yaeT npeacTaBNAEHO OMMCAHME HEKOTOPbIX M3 HUX) ;

>

ekl

> B none ®UKCUPOBAHHOE 3HAYeHMe"** HyXHO yKa3biBaTb MPOM3BOJIbHbLIA Habop CUMBOJIOB
COOTBETCTBYWWMIA TUMNY AAHHOIO MNOAA HOpMaM3auuu.

>

> OnMcaHuMe ¥ TuMbl MoJIe HOopManu3auuu npeacTaB/ieHbl B pa3aene [OnucaHue nonen

Hopmanu3saumn] Chttp://docs.pangeoradar.ru/events/processing_rules/scheme)

5. Ncxoas us atoro, B AaHHOM dhainie HopManusaumm MOXHO MCMNoMb30BaTh Nons, N3obpaxKeHHble
Ha PUCYHKaXx HUXeE;



Tun cofbmia

arcsight_for_test
Jofaerm: MapLIpYTHIALMED CoGLITHA
Tonbko pasGop: Bawn

Mons Tabawuk! npocmeTpa

NoSaeuTk HOBOS NONe

Bribepute none.. v+

event.logsourcevendor

A 3nauenwe vz nona pazbopa DUKCMPOBAHHOE 3HaYeHne
o - i-
o microfocus
E
@timestamp
A 3rauenwe vz nona paztopa DUKCMPOBEHHOR 2HEUSHNE
. - L]
epoch_to_timestamp(milliseconds_to_epoch(rt))
event.logsource.product
A 3rauenwe vz nona paztopa DUKCMPOBEHHOR 2HEUSHNE
L . i
@ arcsight
Es
event.logsource.name
A 3nauenwe vz nona pazbopa DUKCMPOBAHHOE 3HaYeHne
[ ]

Microfocus ArcSight Smartconnector



PucyHok 136 - Monst Hopmanuaauum ans "root.yaml"

ohserver.event.id

A 3rausHwe vz nonA pazbopa DUKCMPOEIHHOE SHEUEHKE
L]
eventld
“
observerhostip
A 3raueHwe vz nons pazbopa DUKCMPOEIHHOE 3HAUEHKE
[}
[chve]
P
ohserverhosthostname
A 3nauskwe vz nonA pazbopa DUKCMPOEIHHOE 3HEYEHKE
[ ]
clvchost
P
reportchain.collector.hosthostname
A 3rausHwe vz nonA pazbopa DUKCMPOEIHHOE 3HEYUEHKE
[ ]
[r=_collector_hostname]
P
reportchain.collector.timestamp
A 3nauskwe vz nonA pazbopa DUKCMPOEIHHOE 3HEYEHKE
7 [ ]
e rs_collector_ts
reportchain.relay.hostip
A 3rausHwe vz nonA pazbopa DUKCMPOEIHHOE SHEUEHKE
. []
[rs_relay_ip]
&
event.timestamp
£ IHaueHwe 1z nonA pazfiopa DUKCMPOEIHHOE 3HAUEHKE
: . [}
epoch_to_timestamp(milliseconds_to_epoch{rt))

PucyHok 137 - MNMons Hopmanuaauuu ans "root.yaml”

6. Nocne fobasneHns HeobxoauMbIX ANS HOpManuaaL My Nonem - Hy>KHO HaXaTb Ha KHOMKY
"MNpoBepuTs" ANS NPOBEPKK, YTO BO BCE MO HOpManusaumm 3anucanncb HyXHble AaHHbIe.
PesynbraTt npoBepkn n3obpaxeH Ha pucyHke 138;



PezynbTat npoeepku:

{
"event": {
“uuid": "257acbLSfed2433casTdaalasifbeef",
"logsource": {
"name": "Microfocus ArcSight Smartconnector”,
"product": "arcsight",
"yendor": "microfocus"
1
"timestamp": "2821-26-85T87:31:13+22:28"
s
"raw”: null,
"Etimestamp": “"2221-286-89T87:31:13+28:88",
“gbserver": {
“eyent": {
“ig": "l3252253248"
s
“host": |
“hostname": [
"arcsight-test”
1.
"ip"y [
"172.@,255, 245"
]
1
}J
"reportchain”: {
“collector”: {
“host": {
"hostname": [
"radar-balancer-a1"
]
}.‘l
“timestamp”: "2821-86-89T16:41:82.253872+63 88"
}.‘l
“relay": {
"host": {
"ip" [
"172.8.8.96"
]
1
¥
h
b

PucyHok 138 - PesynstaT npoBepku HopManusaumm

7. Mocne HacTpolnkn Hopmanusartopa root.yaml, Heo6xoaMMo NepenTn k Co3aaHn HopmManuaaTopa
Ans onpegeneHHoro Tuna cobbITuiA OT 4aHHOTO UCTOYHKKA, B criydae ¢ npumepoM - ato Netflow;

8. insa aToro B none psAoM ¢ kHonkon "[Jo6aBnTb HOpManu3aTop" HYXXHO BBECTU NMS
HOpMarnu3artopa 1 HaxaTb Ha kHorky "+ [106aBWUTb HOpManm3aTtop", Kak M306paxeHo Ha PUCYHKe
139;

arcsight_test_flow + [ofaeuTe Hopuanu3aTop

PucyHok 139 - [lo6aBneHne HOBOro Hopmanuaaropa

9. lanee Heobxoanmo AobaBuTb MapLUpyTU3aLMIO 415 JaHHOro HopManusaTtopa. 9To Aenaertcs Ansi
TOro, 4TOObI HEe Bce CODObITUSI OT JAHHOIO UCTOYHMKA HOPManM3oBanuch No JaHHOMY "cLeHaputo



HopManu3aumn®, a TonbKo Te, KOTOPbIE HYXHb;

10. Ons atoro Heobxoaumo B none "MapLpyTudaums cobbiTus" BBECTU YCNOBUS HOpManu3auum no
OaHHOMY CcLeHapuio. B kauecTBe nepeMeHHbIX B YCIOBUM HY>XHO UCMOMNb30BaTh NOns
pa3obpaHHoro cobbiTusA. 3anofHeHHOEe None MapLpyTusaumm n3obpaxeHo Ha pucyHke 140;

EfCSig'Tt_tESl_ne‘[‘ﬂDw Mowazame / CRpkITe 9ﬁ signature == "flow' and version =="9"

B Ypanwms
A ofiasum. HacTpoWKy

Tun cobwmua

arcsight_for_test

MapLIpyTH3aLKMA codBITUA

signature == "flow' and version =="9

Toaeko pazGop: Brkn

PucyHok 140 - MappyTtusauusi cobbitus

> Takum obpa3om, BCe COObITUS, KOTOpble MOAXOAAT MOA YC/OBUE:
__signature == 'flow' and version == '9'__

6yayT HOpPManM30BaHbl MO AAaHHOMY (aiay HopMasM3aumu

11. Ana 6onee rmbkom, NOHATHOM M NpaBUIIbHOM HOpManu3auum B JaHHOM dhanne Hopmanuaauum

NCMNOonb3yTCA cneumarnbHble YHKLMKU, KOTOopble NOAPOOHO onucaHbl B pasaene CreyuasbHble
hyHKYuUU Ons pabomekl ¢ NOAgMU HopManu3ayuu.

12. Tarke B gaHHOM (harine HopManu3sauumn UCnomnb3yrTCa AOMONHUTENbHbIE HACTPOWKKM, OnucaHue
KOTOpPbIX NPEeACTaBMNEHbI HUXE;

dyHkuusa Tapping (Mone "Hactpoiika™)

K coxaneHwto, nornanHbl, NOCTynatLLMe OT KIMEHTOB, MHoraa MoryT ObiTb
HenpeackasyeMbIMu.

Takum 06pa3om, cyLecTByeT BO3MOXHOCTb BbINoSHeHUs koga Python B kayecTBe aTana
npegBapuTensHon o6paboTku.

Co06bITe JOCTYMHO C NOMOLLbIO NepeMeHHo fine.

Mpumep ncnons3osaHusA:

tcp_flags = line.parsed['tcp']
Tine.parsed['flow_tags'] =
[
f"tcp_{flag}"
for flag in
("syn", "fin", "rst", "psh", "ack", "cwr", "ecn", "urg")
if tcp_flags.get(flag, False)


http://docs.pangeoradar.ru/events/processing_rules/spec_functions_termite

B pesynbraTe BbINOMHEHUS] J@HHOW HACTPOVKK, B HOpMasnv3aLum MOXHO UCMOoNb30BaThb

none "flow_tags"

NPEAYNPEXOEHUE!

Mcnonb3oBaHne aHHOro MexaHm3ama MOXET cKka3aTbCH Ha npon3BoanTEerIbHOCTU U

ckopocTu paboTbl 06paboTymMkoB COOLITUIA.

13. Takum obpasom, Tabnuua npocmoTpa (dyHkuma lookup) ans gaHHoro daiina Hopmanusauum

npegcrasneHa Ha pucyHke 141;

Mona TabaWLsl NpocMoTpa

AoBaEUTE HOBYHD C2KLIHY

NoBaBUTE HOBOE COOTEETCTEME

tep_flags

0 [ "Nothing"]

1 [°FINT
2 SN
4 [ "RST
8 [ "PSHY
16 [ "ACK"]

24 [ "ACK", "PSHT]

32 [ "URG"

direction_id

0 connection_inbound

1 connection_outbound

PucyHok 141 - Tabnuubl npocmoTpa

Knroy

]

]

]

]

]

]

]

]

]

3HaueHve

[ ]

[ ]

14. JononHuTenbHasa HacTpolka HopManu3aTopa usobpaxeHa Ha pucyHke 142;

arcsight_test_netflow

W Yo

HacTpoiika

if 'in" in line.parsed:

line.parsed[in_bytes]=int(line.parsed['in'])

elif 'out’ in lina.parsed:

line.parsed['out_bytes]=int(line.parsed['ocutT)

Tun cobbITuA

arcsight_for_test

MapLUpYTH3aLMA COBLITUR

signature == flow' and version =="'%’

Mowrazate / CkpeiTe 28] qg signature == 'flow" and version == "9"

PucyHok 142 - [lononHuTenbHasa HacTporka HopManmsaTtopa



> JlaHHas HacTporka Heobxoauma ANns TOro 4Tobbl B pa3obpaHHOM COGLITUM HANTU none

"in" u/nnn "out" u npuceouTb UX B HoBble mona "in\out_bytes" B dopmaTe uenbix

yucen.

15. MNonga Hopmanusaunm ncnonb3yemMble B JaHHOM doanre HopMmanuaaumm npeacrasneHbl Ha

PUCYHKaX HUXe;

event.logsource subsystem

A 3nausnne vz nons pazbopa DUKCHPOB3HHOE IHAYUEHME

communication

event.application.name

A 3nausnne vz nons pazbopa DUKCMPOBAHHOE 3HaUEHNE
smartconnector
Ea
action
A 3navenve w2 nonn pazbopa DHKCUPOBAHHOE 3HaYSHKE
connect

event.category

A 3naussve vz nons pazfopa DUKCMDOBIHHOE ZHAUEHE

connection

event.description

A\ 3Haueswe vz nonr pazBopa DUKCMPOB3HHOE 3HAUERNE

A connection was observed

event.severity

A\ 3Haueswe vz nonr pazBopa DUKCMPOB3HHOE 3HAUERNE

0

PucyHok 143 - Monst Hopmanuaauum Ans Hopmanusatopa "arcsight_test_flow.yaml"

L]

L]

L]



event.session.flags

A\ 3nauedwe vz nons pazfopa

lookup('tcp_flags', tep_flags:int, [ 'Unknown tcp flag!

)

eventpackets.received

A\ ZHauenme vz nonn pazbopa

in_pkts:int

eventpackets.sent

A 3nauenve 1z nona pazbopa

out_pktszint

event.bytes.received

A 3rauenve 1z nona pazbopa

in_bytes

event.bytes.sent

A\ 3nauedwe vz nons pazfopa

out_bytes

event.session.duration

A\ 3nauedwe vz nons pazfopa

endzint - startzint

PucyHok 144 - Monst Hopmanusauum Ans Hopmanusatopa "arcsight_test_flow.yam!"

THKCH DOB3HHOE SHaYSHME

KK DOB3HHOE 3HaYeHM2

DUKCHPOBAHHOE 3HaYeHKE

DUKCUPOBaHHOE 3HaYeHKe

THKCH DOB3HHOE SHaYSHME

THKCH DOB3HHOE SHaYSHME

L]

]

]



event.session.starttime

A 3mauswve vz nona pazdopa

epoch_to_timestampimilliseconds_to_epoch{start))

event.application. protacol

A 2Hayenve 1z nona pazbopa

aptional{prate, app)

intiztor.hostip

A\ 3Hausnve vz nona pazbopa

[src]

initiztor.host.hostname

A 2Hausnve 1z nona pazbopa

shost

initiztor.socket.port

A 3wauskve vz nona paziopa

sptint

PucyHok 145 - MNMons Hopmanuaauuu Ans HopmanuaaTopa "arcsight_test_flow.yaml"

target.host.ip

A 3navenwe vz nonn pazbopa

[dlst]

event.session.endtime

A\ 3nauenus 1z nons pazBopa

epoch_to_timestamp(milliseconds_to_epoch(end))

target.socket. port

A\ 3nauenus 1z nons pazBopa

dptzint

event.subcategory

A\ 3nauenus 1z nons pazBopa

cond{deviceDirection in ['0°, '17],
lookup(*direction_icl’, deviceDirection) ,

devicelirection)

PucyHok 146 - MNonst Hopmanuaauum Ans HopMmanusatopa "arcsight_test_flow.yam!"

'CDI-"IKCHFIOEIEIHHOE JHa4eHWe

DUKCUPOBaHHOE 3HAYSHME

@HKCHPGEEHHGE JHAYSHWe

DUKCUPOBaHHOE 3HAYEHME

@HKCHPGEEHHGE JHAYSHWe

DHKCMPOBAHHGOE 3H3YEeHWe

DIKCH DOB3HHOE 3Ha3YSHHME

DIKCH DOB3HHOE 3Ha3YSHHME

DIKCH DOB3HHOE 3Ha3YSHHME

u

]

u

]

u



16. Nocne gobaBneHns HeoOxooMMbIX 415t HOpManuaaumm Nonen, HacTPoeK u Tabnuuy, NpocmoTpa -
HY>KHO HaXkaTb Ha KHoMKy "lMNposepuTb" ANs NpoBEpKM, YTO BO BCE MOMS HOpManusauum

3anucarnuncb Hy>XHble JaHHbIE,;

Pe3ynbsTaTt NpoBepKu:

{
"event": {
"uuid": "283f402ba7a04a3786ca8a52el19be872",
"application": {
"name": "smartconnector",
"protocol": "TCP"
B
"bytes": {
"received": 1098
B
"category": "connection",
"description": "A connection was observed",
"logsource": {
"application": "flow",
"name": "Microfocus ArcSight Smartconnector",
"product": "arcsight",
"subsystem": "communication",
"vendor": "microfocus"
be
"packets": {
"received": 9
ke
"session": {
"duration": 64,
"endtime": "2021-06-09T07:31:01.272000+00:00",
"flags": [
"Unknown tcp flag"
P
"starttime": "2021-06-09T07:31:01.208000+00:00"
be
"severity": 0,
"subcategory": "connection_inbound",
"timestamp": "2021-06-09T07:31:13+00:00"
b
"raw": null,
"@timestamp": "2021-06-09T07:31:13+00:00",
"action": "connect",
"initiator": {
"host": {
"ip": [
"172.0.218.2"
1
B
"socket": {
"port": 8787
}
be

"observer": {
"event": {



"id": "13252253246"
B
"host": {
"hostname": [
"arcsight-test"
A e
"ip": [
"172.0.255.245"

3
B
"reportchain": {
"collector": {
"timestamp": "2021-06-09T10:41:02.253872+03:00"

be
"relay": {
"host": {
"ipt: [
"172.0.0.96"
1
}
}
b
"target":
"host":
"ip":
"172.0.18.108"
1
be
"socket": {
"port": 53445
3
b
3

17. Nocne HacTpoWKM OCHOBHOIO HopmanusaTtopa arcsight_test_netflow.yaml, Heobxognmo nepentu

K co3faHuio HopManuaaTtopa no ymonyanuo parsed_only.yaml;

parsed_only.yaml - dainn ncnonb3syeTcsi Kak «<HopManuaaTop no ymonyaHuio». Ons
coObITUI NpoLleaLlnX Yepes 3TOT HopManuaaTop Co3aaeTcs cneumanmampoBaHHbIX NHOEKC
B ElasticSearch, cogepalumin HopmanusoBaHHble AaHHble. [laHHbI HopManuaaTop
pa3pabaTbiBaeTca oauH Ha cuctemy. B Hero nonagatoT cobbITHS, KOTOPbIE HE NPOLLN HU MO

OZHOV 13 MapLIpyTM3aLuid B ApYrux Hopmanusaropax

18. [insi ero coszgaHus, B Nofe Ha3BaHWs HopManuaartopa HyHo BBecTu "parsed_only" n HaxaTb Ha

kHOMKy "+ [JoGaBuTb HopMmanuaaTop';

19. Mocne yero, B MapLupyTU3auum cobbiTvs ykasatb "fallback” n knukHyTb Ha kHOMKy "Tonbko
pa3bop" 4yTo6bI OHa nepeluna B ctatyc "Bkn", kak n3obpaxeHo Ha pucyHke 147;



parsed_only Mokazams / Cxpere | P2 0 fallback

 oseoun vacpoiey |
Tun cobbITUA

arcsight_for_test

MapLpyTH33UMA CoBsmuA

fallback

Toneko pazbop: Brn

Mona Tabnauukl npocMoTpa

NoBaenTs HOBDE NONe

BribepuTe none.. +

eventlogsource.subsystem

A 3HaueHve uz nons pazdopa DUKCMPOEAHHOE ZHAUEHMWE

]

parsed

PucyHok 147 - NobaBneHve HopmanuaaTtopa "parsed_only.yaml"

20. B paHHOM HOopManusaTope He TpebyeTca aobaBneHust nonen Hopmanusauun. B aBTomatnyecku
co3aaHHble nons Heobxoaumo ykasatb "parsed" B none "®ukcrMpoBaHHOe 3HaYeHue";
21. lNocne - HyXHO eLLe pa3 NPOBECTU NPOBEPKY HOpManusaumu, Haxas Ha kHorky "lpoBepuTs"”,

€CI OLLUMOKK OTCYTCTBYIOT U B pe3yrbTaTte NMPOBEPKN OXUAaeMbI pesynbTaT MOXHO NepenTu K
COXpaHEeHMW0 HopManM3aTopa;

22. insa aT0ro He06Xx0ANMO HaxkaTb KHOMKY "CoxpaHuTb" 1 criegom kHonky "Onybnvkposats”;
23. MNMocne yero B pasgene "lMpaBuna Hopmanusaumm" Bo Bknagke "OnybnukoBaHHbIEe" OMMKEH

NOABUTLCA pa3pa60TaHHb||7| HOpManuna3artop. OT0 3HAUUT, 4YTO Tenepb ero MOXHo NCnosib3oBaTthb.

7.3. TectupoBaHue npaBun pa3dopa n Hopmanusauum
COObITUMN

TecTupoBaHue npasun pasbopa 1 HopManu3auuy ocyLLEeCcTBNseTC B pasgerne «/ICTOUHuKn» —
«YnpaeneHne nctouHMkamm». [lanee Bolopatb Bknaaky «lpaBuna o6paboTkm», nocrne 4Yero OTKpoeTcs
CTpaHuLua TeCTUPOBaHUS NpaBun (CM. pucyHok 148).


af://n3685

TECTHPOBaHme pipeline YnpaeneHue MCTOMHUKAMM

HeTouHmEm Mpaswnna paséopa Mpasuna HOPMANM3aLKK Mpaswnna o6paboTen Grok natTepHsl

Chipoe cobeitue

BriBpanHelid napcep ANA NpoBEpKM

L3

BriBpanHei HOPMANWMZaTOR ANA NPOBEDKM

PucyHok 148 - CTpaHuLa TeCTMpOBaHKs NpaBur pa3bopa u Hopmanmusauum
B none Crkipoe cobbimue ckonnpymTe Cbipoe CobbITUE, MONMYyYEeHHOE OT UCTOYHKMKA.

B nonax BeibpaHHbIl napcep 0515 nposepku n BuibpaHHbIU Hopmanu3amop 01151 IPo8epKuU BbiIbepuTe,
COOTBETCTBEHHO, NpaBuo pa3bopa 1 NpaBuo Hopmanusauum.

[anee HaxxMunTe KHOMKY 3anyCcTUTb NPOBEPKY, NOCIIe YEro OTKPOETCS OKHO C pe3yfisTatamMu NpoBepKM
(cm. pucyHok 149).

PesynbTat npoBepky X

Pezynetar paboTel napcepa

"error": "'Version
Ownbrw paboTel Nnapcepa }

PezynwTat paboTel HOpManWzaTopa

Owwnbkwn paboTel HOpMmannzaTopa 1

PucyHok 149 - PesdynbraT NnpoBepKku Npasun

8. OnucaHune nonen Hopmanusauumm

Mone Tun AaHHbIX O6sa3aTtenbHO OnucaHue

@timestamp datetime_iso Oa BpemeHHas meTka

action keyword Ja [leicTBUS, BbINOMHEHHbIE UHNLIMATOPOM
event.anomaly.description text Het OnucaHvie aHomanuu
event.anomaly.name text Het HassaHvie aHomanuu
event.application.category [keyword] Het KaTteropus npunoxeHus

o Tvin KOHTEHTA, Ha KOTOPOE CCbiNnaeTcs
event.application.content-type keyword Het
npunoxexue, Hanpumep PNG

event.application.description keyword Het [lononHuTenbHOe onvcaHne NPUNoXeHus


af://n3695

Mone

event.application.name

event.application.protocol

event.application.target

event.application.vendor
event.application.version

event.auth.key.length

event.auth.method.description

event.auth.method.id

event.auth.method.name

event.auth.protocol.name

event.auth.protocol.version

event.blacklist

event.bytes.received

event.bytes.sent

event.bytes.total

event.category

event.context.raw

event.correlation.id

event.correlation.sequence
event.correlation.total
event.description

event.dns.answer.host.fqdn

event.dns.answer.host.hostname

event.dns.answer.host.ip
event.dns.answer.original

event.dns.id

event.dns.query.host.fqdn

event.dns.query.host.hostname

event.dns.query.host.ip

event.dns.query.original

event.dns.ttl

Tun gaHHbIX

keyword

keyword

keyword

keyword
keyword

integer

text

keyword

keyword

keyword

keyword

blacklist

integer

integer

integer

keyword

raw_text

keyword

integer
integer
text
[domain]
[domain]
[ip]
keyword

keyword

[domain]

[domain]

[ip]

keyword

integer

O6sa3aTtenbHO

Het

Het

Het

Het
Het

Het

Het

Het

Het

Het

Het

Het

Het

Het

Het

Oa

Het

Het

Het
Het
Oa

Het
Het
Het
Het

Het

Het

Het

Het

Het

Het

OnucaHune

HavmeHoBaHue npunoxexust Hanpuvep Web
Browsing, Amazon Base, Microsoft Azure
Base

HaumeHoBaHWe npoTokona NpuKnagHoro
ypoBHsi, Hanpumep FTP, WebDAYV, Telnet

Tun uenu, c KoTopor paboTaeT NpUNoxeHve
URL, Resource

MpoussoauTesnb NPUNOXEHNS
Bepcusi npunoxenus
[nuHa kntoya ayTeHTudmKaumm

OnucaHve MeToAa, UCMonb3yemoro Ans
ayTeHTudukayum RDP, Network
Authentication, Command Line, Web-Client

MpeHTudmkatop metoga ayteHTMdUkaumm

HanmeHoBaHve MeTofda ayTeHTUdMUKaLMK,
Hanpumep keyboard-interactive, public key,
service, batch

HaumeHoBaHWe MeToaa ayTeHTUdMKaLMK,
Hanpumep, SSH, NTML, Kerberos
(AuthenticationPackageName in Windows)

Bepcus npoTokona ayteHTudmkaumm
YepHbI cnncok

KonnyectBo nony4eHHbIx 6aiT B pamkax
ceccuun, Uenb -> NHnuynatop

KonnuyectBo oTnpaBneHHbix 6aiT B pamkax
ceccun, NHuumnatop -> Lenb

O6Lee kONMYecTBO GalT, OTNPABMEHHbIX B
pamkax ceccum

Kateropusi B pamkax npunoxeHus/nogcuctemMbl
KoHTekcT cobbITus

VaeHTndukaTop ceccun, NO3BONSAOLLNIA
cBsi3aThb COObLITUS

KonuyecTtBo nocnegoBaTtenbHbIX CECCUI
Konuuectso ceccuii

TekcToBOE OnucaHue cobbITUs

FQDN-ums Ha koTopoe nonyyeH DNS-otBeT
Hostname Ha koTopbivi nonyyeH DNS-oTBeT
IP appec Ha koTopbIn nonydeH DNS-otBeT
OpwuruHanbeHbii DNS-oTBeT
MpeHtndumkarop DNS-3anpoca

FQDN-ums 3anpawmBaemoe B pamkax DNS-
3anpoca

Hostname, 3anpawvBaembii B pamkax DNS-
3anpoca

IP-agpec, 3anpawmBaemsbiin B pamkax DNS-
3anpoca

OpuruHaneHbIi DNS-3anpoc

DNS time to live (Bpemsi un3Hu)



Mone

event.dns.type

event.endtime
event.eventlist
event.file.hash.md5
event.file.hash.sha1l
event.file.hash.sha256
event.flow.id
event.finding.id
event.finding.name
event.http.protocol.name
event.http.protocol.version
event.logsource.application
event.logsource.host
event.logsource.input
event.logsource.language
event.logsource.name
event.logsource.product
event.logsource.subsystem

event.logsource.vendor

event.packet.payload.printable

event.packet.payload.raw

event.packet.raw

event.packets.received

event.packets.sent

event.packets.total

event.result.analysis_output
event.result.description
event.result.id
event.result.incident_identifier
event.result.mitigation
event.result.name
event.result.risk_impact
event.result.solution

event.result.synopsis

event.service.name

event.session.duration

event.session.endtime

Tun gaHHbIX

keyword

datetime_iso
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword

keyword

text

raw_text

raw_text

integer

integer

integer

text
text
keyword
keyword
text
keyword
text
text

text

keyword

integer

datetime_iso

O6sa3aTtenbHO

Het
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Het
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Het
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Het
Het
Het
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Oa

Het
Het
Het
Oa

Oa

Oa

Oa

Het

Het

Het

Het

Het

Het
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Het
Het
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Het
Het
Het

Het

Het

Het
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OnucaHune

Tun DNS-3anucu https://www.iana.org/assign

ments/dns-parameters/dns-parameters.xhtm

l#dns-parameters-4

Bpems 3aBepLueHUsi cobObITUSI

Cnucok cobbiTui

MD5-xeww darina

SHA1-xew cpaiina

SHA256-xeww hanna

MneHtudgpukatop Flow

ID aptedbakTa

HasBaHwue aptedakTa

HanmeHoBaHne HTTP-npotokona (HTTP)
Bepcus HTTP-npoTtokona

MpunoxeHne nopoausLuee cobbiTve
XOCT UCTOYHMKA COBbITUS

Input uctouHuka cobbITus

A3bIK UCTOYHMKA COObLITUS
HanmeHoBaHue UCToYHMKa COBbITUS
HanmeHoBaHWe npoaykTa UCTOYHUKA
HanmeHoBaHWe noacucTeMbl UCTOYHUKA
HanmeHoBaHWe BeHAOpa NCTOYHMKA

YenoBekountaemble AaHHbIE U3 MONE3HON
Harpysku

[laHHble NoNe3How Harpy3skm
Cbipble AaHHblE U3 NakeTa

KonnyectBo nakeToB, Nosly4YeHHbIX B pamkax
ceccun, Uenb -> NHnunatop

KonnyectBo nakeToB, OTNpaBneHHbIX B paMmkax
ceccun, NHmumatop -> Lenb

KonunuecTtBo nakeTos, nepenaHHbIX B paMKax
ceccun

Pesynbrat aHanusa
OnwucaHue pesynsrata
ID pesynbrata

MaeHTudukaTop nHUMAEeHTa peaynsTaTa

HavnmeHoBaHve pesynbraTta

Pelexve
Kpatkoe nanoxexue

Cepsuc, nepeatoLmnii cobbiTue, Hanpumep
HTTP

[nvTtensHOCTbL ceccum (B cekyHaax)

Bpems okoH4YaHus ceccum


https://www.iana.org/assignments/dns-parameters/dns-parameters.xhtml#dns-parameters-4

Mone
event.session.flags
event.session.id

event.session.starttime

event.severity

event.socket.protocol

event.subcategory
event.timestamp
event.tls.fingerprint
event.tls.issuerdn
event.tls.not-after
event.tls.not-before
event.tls.sni
event.tls.subject
event.uuid
event.worker.host

event.worker.ip

initiator.antivirus.scan.endtime

initiator.antivirus.scan.starttime

initiator.antivirus.scan.type

initiator.command.executed
initiator.command.info
initiator.command.path.original
initiator.command.type
initiator.file.hash.md5
initiator.file.hash.sha1

initiator.file.hash.sha256

initiator.geoip

initiator.host.fqdn
initiator.host.hostname

initiator.host.ip

initiator.http.method

initiator.http.user-agent
initiator.interface.mac
initiator.interface.name
initiator.nat.ip
initiator.nat.port

initiator.process.command

Tun gaHHbIX
[keyword]
keyword

datetime_iso

float

keyword

keyword
datetime_iso
keyword
text
datetime_iso
datetime_iso
domain

text
keyword
keyword

keyword

datetime_iso

datetime_iso

keyword

text

keyword
keyword
keyword
keyword
keyword

keyword

geo

[domain]
[domain]
[ip]

keyword

user_agent
mac
keyword

ip

port

text

O6sa3aTtenbHO
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Oa
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Onucaxue

TCP-cbnaru okoH4aHus ceccum
WpeHTtndumkartop ceccun
Bpemsi Hayana ceccum

Severity cobbITWsi, Nony4Yaemoe 13 3aronoBka
Syslog, no ymonyaxuto: 0

MpoTokon TpaHCMOPTHOTO YPOBHS, Hanpumep,
TCP, UDP

Mogakarteropusi cobbITus

Bpemsi, B KOTOPOE MPOM30LLo cobbiTue
TLS Certificate Fingerprint

TLS Certificate Issuer DN

TLS Certificate date validation

TLS Certificate date validation

TLS Certificate SNI

TLS Certificate Subject

UUID cobbitus

BpeMFI OKOHYaHUA aHTUBUPYCHOTO
CKaHupoBaHus

BpeMﬂ Ha4varna aHTUBMPYCHOIo CKaHMpOBaHUA

Tun aHTVBMPYCHOTO CKaHMPOBaHWS, HanNpuvep:
On-Access, Schedule Scan, Quick Scan,
Custom Scan...

BbinonHeHHas komaHaa

MHopmaumsa o komaHae

Tun KOHMaHAb!
MD5-xew darina
SHA1-xew cpavina
SHA256-xeww danna

[anHble GeolP (aBTomaTuyecku
NpOCTaBnsATCA NOACUCTEMON 06paboTkn
cobbITuin)

FQDN uHuumnatopa
Hostname uHuunatopa
IP nHnumaTopa

https://wiki.squid-cache.org/SquidFaqg/SquidL

ogs#Request_methods

HTTP User Agent

MAC-agpec nHuumnatopa

Mms nHTepdeiica nHnumartopa
NAT IP-agpec

NAT nopt

BbinonHeHHas koMaHaa


https://wiki.squid-cache.org/SquidFaq/SquidLogs#Request_methods

Mone Tun gaHHbIX 0O6sa3aTenbHO OnucaHue

initiator.process.guid keyword Het GUID-npouecca

initiator.process.id keyword Het ID-npouecca

initiator.process.hash.impash keyword Het impash-npouecca

initiator.process.hash.md5 keyword Het md5-npouecca

initiator.process.hash.sha1l keyword Het sha1-npouecca

initiator.process.hash.sha256 keyword Het sha256-npouecca

initiator.process.parent.id keyword Het

initiator.process.hash.path.original keyword Het

initiator.process.path.drive keyword Het A H% KOTOpOM 3anylieH npouect C: \
(ceTeBoWn kartarnor)

initiator.process.path.extension keyword Het PaclumpeHue 3anyLieHHoro daiina
MonHbIN NyTb A0 3anyLleHHoro danna e.g.

initiator.process.path.full path Het C:\Windows\System32\service.exe,
\radarservices\company\secret.txt

initiator.process.path.name keyword Het Mms npouecca, Hanpumep: service, secret

initiator.process.path.original keyword Het OpurnHanbHoe Ums npouecca

initiator.process.path.path path Het KaTanor B KOTOPOM 3anyLLeH NpoLecc

initiator.process.working-directory path Het Pabouui katanor npouecca

initiator.registry.path.original keyword Het

initiator.session.id keyword Het Logon-ceccm ?BmaHHaﬂ © MRMLAETOPON
(Windows: SubjectLogonlID)

initiator.shell.name keyword Het HaseaHnwe shell

initiator.shell.version keyword Het Bepcus shell

initiator.socket.port port Het MopT nHuumaropa

initiator.user domain keyword Her [loMeH, KOTOPOMY MPUHaANEXWT NOMNb30BaTeNb-
vHULMaTop

initiator.user.group.id keyword Het ID rpynnbl nonb3oBaTtens-mHuypuaTopa

initiator.user.group.name keyword Het Mms rpynnbl nonb3oBaTens-nHuumaTopa

initiator.user.id keyword Het ID nonb3oBatensi, Hanpumep SID unu UID

initiator.user.name keyword Het Mms nonb3oBatens-uHuumuatopa

initiator.user.privileges.code [keyword] Het

initiator.user.privileges.description [keyword] Het

initiator.user.privileges.name [keyword] Het

initiator.user.privileges.original [keyword] Het

initiator.user.subcategory text Het

initiator.vpn.host.ip [ip] Het IP agpec, HazHaveHHbIN VPN-cepBepom

observer.blacklist blacklist Het

observer.event.id keyword Het ID-cobbiTna

observer.event.type keyword Het Tun cobbiTnst Windows Channel

observer file.hash.md5 keyword Het MD5-xeww cparna

observer file.hash.sha1 keyword Het SHA1-xeww caiina

observer file.hash.sha256 keyword Het SHA256-xeL ¢haina

observer.socket.port port Het MopT o63epBepa

observer.host.fqdn [domain] Het FQDN o63epBepa


http://docs.pangeoradar.ru/events/processing_rules/file://///radarservices/company/secret.tx

Mone
observer.host.hostname

observer.host.ip

observer.interface.in.mac

observer.interface.in.name

observer.interface.out.mac

observer.interface.out.name

observer.rule.category

observer.rule.id

observer.rule.metadata.affected-
product

observer.rule.metadata.attack-target

observer.rule.metadata.deployment

observer.rule.metadata.malware-family

observer.rule.name

observer.rule.original

observer.rule.threshold.count

observer.rule.threshold.seconds
observer.rule.threshold.track
observer.rule.threshold.type
observer.zone.in.name
observer.zone.out.name
outcome.description

outcome.name

outcome.original

raw

executed.description

reaction.executed.name

reaction.executed.original

reaction.executed.reason

reaction.executed.user.domain
reaction.executed.user.id
reaction.executed.user.name

reaction.requested.description

Tun gaHHbIX
[domain]

[ip]

keyword

keyword

keyword

keyword

keyword

[keyword]

keyword

keyword

text

integer

integer
keyword
keyword
keyword
keyword
text

keyword

keyword

raw_text

text

keyword

keyword

keyword

keyword
keyword
keyword

text
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OnucaHune
Hostname o63epeepa
IP 063epBepa

MAC-agpec nHTepdeiica, Ha KOTopbIi
nonyyeHo cobbiTne

Mms nHTepdeiica, Ha KOTOpbIV NONyYeHO
cobbITne

MAC-agpec nHTepdeiica, ¢ KOToporo
oTnpaeneHo cobbiTve

Mms nHTepdeiica, ¢ kKoToporo oTnpasrieHo
cobbiTne

Kateropus npasuna, Hanpumep B Suricata
"Potentially Bad Traffic", "Misc Attack"

ID npaBwna, N0 KOTOPOMY CreHepupoBanocb
co6bITue, Hanpumep: Suricata SID, Firewall rule
1D

[MpunoxeHue, nogBep>xeHHOE aTake

Tun atakyemon uenu
Tun pa3sepTbiBaHUS

CeMelicTBO BPEAOHOCHOTO KOAa,
obHapyx1uBaemoe nNpaBuiom

HaunmeHoBaHwe npasuna
VcxoaHbIn TekcT npaBuna

CpaboTaBLUniA NOPOT MO KONUYecTBY Ans
npasuna

CpaboTaBLuuit Mopor no BpeMeH Asis npasuna

Mms ceTeBoli 30HbI (inbound)

Mms ceTeBoli 30HbI (Outbound)

OnwcaHve pesynbrara

HopmanusosaHHoe npeacTasneHve pesynsrata

BeHpaop-cneunduyHoe npeacrasneHme ans
pesynsTata

M3HavanbHoe cobbiTe
OnvcaHuve peakuun Ha cobbiTue

HopmanusoBaHHOe NpeacTaBneHne peakumm Ha
cobbiTne

BeHzop-cneumduyHoe npeacrasneHmne
peakuumn Ha cobbITve

OnucaHve NPUYNHBbI NPUMEHEHUSA yKaaaHHoﬂ
peakunn Ha cobbiTne

[omeH nonb3oBartens
ID nonb3oBatens
JlormH nonb3oBaTtens

OnucaHune Tpebyemoii peakumu



Mone Tun gaHHbIX 0O6sa3aTenbHO OnucaHue

HopmanusoBaHHoe npeacTaBneHune Tpebyemoi

reaction.requested.name keyword Het
peakuum
. o BeHzop-cneumduyHoe npeacrasneHmne
reaction.requested.original keyword Het .
TpeByemol peakuuu
reaction.requested.reason keyword Het OnucaHune npuynH Tpebyemon peakumm
. . FQDN mopyns MnaTtdopmbl Pagap,
reportchain.collector.host.fqdn [domain] Oa Y bop P
nomnyyYunBLLIEro cobbiTve
. . Hostname moaynsa Mnatdopmbl Pagap,
reportchain.collector.host.hostname [domain] Het v
nomny4u1BLLEro cobbiTue
. . . IP moayns NMnardopmbl Pagap, nony4ymsLuero
reportchain.collector.host.ip [ip] Het
cobbiTne
. . . . Bpems nonyyexusi cobbitusi Mnatdgopmont
reportchain.collector.timestamp datetime_iso Oa
Papap
reportchain.relay.host.fqdn [domain] Het FQDN xocTa, oTnpaBuBLUero cobbiTue no syslog
. . Hostname xocTa, oTnpaBuBLLErO COBLITME NO
reportchain.relay.host.hostname [domain] Het
syslog
reportchain.relay.host.ip [ip] Het IP xocTa, oTnpaeuBLLero cobeitue no syslog
. ) ) , OTmeTKa BPEMEHU MOMyYeHVsi COBbITUSI XOCTOM
reportchain.relay.timestamp datetime_iso Het
¢ NxLog (BpemeHHasi oTMeTKa areHTa)
tags [keyword] Het Tarn
target.auth.encryption keyword Het Ticket Encryption Type
target.access_mask.original keyword Het
target.auth.options.name keyword Het Ticket Options
target.auth.options.original keyword Het
Mpouecc, BbINOMHSIOWMIA ayTEHTUMKALNIO
target.auth.process.name keyword Het sshd, Schannel, Advapi (LogonProcessName
in Windows)
target.auth.service.domain keyword Het
target.auth.service.id keyword Het
. HanmeHoBaHwue cepBuca B Kerberos Realm,
target.auth.service.name keyword Het
KoTopomy 6bin oTnpaeneH TGT-3anpoc
target.command.executed text Het BbinonHeHHas komMaHaa
target.command.path.original keyword Het MyTb A0 3anyLLeHHOro npolecca
target.config.changes.description [keyword] Het Tun usmMeHeHuit B KOHUrypaLmm
target.config.changes.id [keyword] Het ID usmMeHeHuit B KoHUrypaumm
target.database.name keyword Het Hassanve B[]
target.email.file.drive [path] Het WHdopmauums o email-attave
target.email.file.extention [keyword] Het WNHdopmaLuus o email-attave
target.email.file.fullname [keyword] Het WHdopmauus o email-attave
target.email.file.name [keyword] Het WHdopmauus o email-attave
target.email.file.path [path] Het WHdopmauus o email-attave
target.email.receivers [keyword] Het Email-agpeca nonyyarenu nucbma
target.email.sender keyword Het Email-agpec otnpasutens
target.email.subject text Het Tema nucbma
target.email.url.full [keyword] Het URL B nucbme

target.email.url.host.fqdn [domain] Het URL B nuceme



Mone
target.email.url.host.hostname
target.email.url.host.ip
target.file.content-type
target.file.drive
target.file.extension
target.file.fullname
target.file.hash.md5
target.file.hash.sha1
target.file.hash.sha256
target.file.name
target.file.path

target.file.size

target.host.geoip

target.group.domain
target.group.id

target.group.name
target.host.fqdn
target.host.hostname
target.host.ip
target.http.content-type
target.http.redirect.host.fqdn
target.http.redirect.host.hostname

target.http.redirect.host.ip

target.http.redirect.path

target.http.redirect.port
target.http.redirect.protocol
target.http.referer.host.fqdn
target.http.referer.host.hostname

target.http.referer.host.ip

target.http.referer.path

target.http.referer.port

target.http.referer.protocol

target.http.status.code

target.http.status.description

target.http.status.name

target.http.url.host.fqdn

target.http.url.host.hostname

Tun gaHHbIX
[domain]
[ip]

text

path
keyword
keyword
keyword
keyword
keyword
keyword
path

integer

geo

keyword
keyword
keyword
[domain]
[domain]
[ip]

keyword
[domain]
[domain]
[ip]

[text]

[port]
[keyword]
[domain]
[domain]
[ip]

[text]

[port]

[keyword]

integer

text

keyword

[domain]

[domain]

O6sa3aTtenbHO
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Onucaxue

URL B nncbme

URL B nucbme
Content-Type daina
[nck, Ha KOTOpPOM HaxoauTcs dhaiin
Paclupenve danna
MonHoe nmsa danna
MD5-xew danna
SHAT-xeww daiina
SHA256-xeLwu daiina

Wwvs dpanna

MonHbIn NyTh Ao daiina
Pa3mvep daina (B Gaiitax)

[aHHble GeolP (aBTomaTtuyecku
NPOCTaBMsATCA NoACUCTEMON 06paboTKM
CcoBbITUIA)

[omeH rpynnbl

ID rpynnbl

Mms rpynnel

FQDN xocta

Hostname

IP-agpec xocta

Content type oTBeTa, Hanpumep, text/html
Host part of the redirected URL

Host part of the redirected URL

Host part of the redirected URL

Path of the redirected URL http://hostname.tl
d:port/path

Port of the redirected URL

Protocol of the redirected URL (http or https)
Host part of the referer URL

Host part of the referer URL

Host part of the referer URL

Path of the referer URL http://hostname.tld:p
ort/path

Port of the referer URL
Protocol of the referer URL (http or https)

https://wiki.squid-cache.org/SquidFaqg/SquidL
0gs#HTTP_status _codes

https://wiki.squid-cache.org/SquidFag/SquidL
0gs#HTTP_status _codes

https://wiki.squid-cache.org/SquidFaq/SquidL
0gs#HTTP_status _codes

Host part of the targeted URL

Host part of the targeted URL


https://wiki.squid-cache.org/SquidFaq/SquidLogs#HTTP_status_codes
https://wiki.squid-cache.org/SquidFaq/SquidLogs#HTTP_status_codes
https://wiki.squid-cache.org/SquidFaq/SquidLogs#HTTP_status_codes

Mone

target.http.url.host.ip

target.http.url.path

target.http.url.port
target.http.url.protocol
target.interface.mac
target.interface.name
target.nat.ip

target.nat.port

target.object.attribute.name

target.object.attribute.value

target.object.domain

target.object.id
target.object.name

target.object.type

target.object.server

target.object.handle.id
target.permissons.granted.name
target.permissons.granted.original
target.permissons.requested.description
target.permissons.requested.name

target.permissons.requested.original

target.policy.category.description

target.policy.category.id

target.policy.changes.description

target.policy.changes.id

target.policy.subcategory.description

target.policy.subcategory.id

target.process.args
target.process.command
target.process.guid
target.process.hash.impash
target.process.hash.md5
target.process.hash.sha1l
target.process.hash.sha256

target.process.id

Tun gaHHbIX
[ip]
[text]

[port]
[keyword]
mac
keyword
ip

port

keyword

text

keyword

keyword
keyword

keyword

keyword

keyword

[keyword]
[keyword]
[keyword]
[keyword]

[keyword]

text

keyword

[text]

[keyword]

text

keyword

keyword
text

keyword
keyword
keyword
keyword
keyword

keyword

O6sa3aTtenbHO
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OnucaHue
Host part of the targeted URL

Path of the targeted URL http://hostname.tld:
port/path

Port of the targeted URL

Protocol of the targeted URL (http or https)
MAC-agpec uHTepdpeiica

Mms nHTepdeiica

NAT IP-agpec

NAT nopt

ATpnbyT 06BEKTA, KOTOPbLIN ObIn
MoaudmumpoBaH

3HaueHwue aTpubyTa

[omeH o6bekTa, KOTOopbI Obin
MoamduumposaH

ID o6bekTa, KoTopbIi Gbl MoaUMULMPOBaH
Mmsi o6bekTa, KoTopeblii 6bin MoanduLmpoBaH
Knacc o6bekTa, koTopblii 6bin MogndVLpoBaH

CepBep 06bekTa, KOTopbIi Gbin
moaudmumposaH

https://docs.microsoft.com/en-us/windows/s
ecurity/threat-protection/auditing/event-4719

https://docs.microsoft.com/en-us/windows/s
ecurity/threat-protection/auditing/event-4719

https://docs.microsoft.com/en-us/windows/s
ecurity/threat-protection/auditing/event-4719

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4719

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4719

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4719

AprymeHThbI
BbinornHeHHas komaHga
GUID npouecca
impash-xew caiina
MD5-xew darnna
SHAT-xeww daiina
SHA256-xeww hanna

ID npouecca


https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4719
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4719
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4719
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4719
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4719
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4719

Mone

target.process.integrity.description

target.process.integrity.id

target.process.integrity.id-hex

target.process.integrity.name

target.process.path.drive

target.process.path.extension

target.process.path.full

target.process.path.name
target.process.path.original
target.process.path.path

target.process.path.file.internal.name

target.process.privileges.code

target.process.privileges.description

target.process.privileges.original

target.process.privileges.description

target.process.working-directory

target.registry.path.original

target.instance.name

target.rule.action

target.rule.chain

target.rule.dst-addresses

target.rule.dst-ports

target.rule.id

target.rule.name

target.rule.profiles

target.rule.src-addresses

target.rule.src-ports

target.rule.status

target.service.name

Tun gaHHbIX

keyword

keyword

keyword

keyword

keyword

keyword

path

keyword
text
path

keyword

keyword

[keyword]

[keyword]

[keyword]

path

keyword

keyword

keyword

keyword

[keyword]

[keyword]

keyword

keyword

[keyword]

[keyword]

[keyword]

keyword

keyword

O6sa3aTtenbHO
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OnucaHue

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4688

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4688

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4688

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4688

[vck Ha koTopom 3anyLeH npouecc C:, \
(ceTeBow katanor)

PacluvpeHue 3anyLeHHoro danna

MonHbIN NyTb A0 3anyLleHHoro danna e.g.
C:\Windows\System32\service.exe,
\radarservices\company\secret.txt

Wmsi npouecca, Hanpumep: service, secret
OpvirHansHoe Mms npolecca

Katanor, B KOTOpoM 3anyLyeH npoLecc
Wwvs dpanna

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4688

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4688

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4688

https://docs.microsoft.com/en-us/windows/s
ecurity/threat-protection/auditing/event-4688

https://docs.microsoft.com/en-us/windows/s
ecurity/threat-protection/auditing/event-4688

[leiicTBue, BbINOMHEHHOE Ha MEXCETEBOM
akpaHe: allow, bypass, deny, log only,
discard/reject

Windows: inbound unu outbound, Linux:
Lenoyka iptables

IP-agpec B NpaBuie MEXCETEBOTO dkpaHa
MopT B NpaBune MeXceTeBOro akpaHa

https://docs.microsoft.com/en-us/windows/s
ecurity/threat-protection/auditing/event-4946

https://docs.microsoft.com/en-us/windows/s
ecurity/threat-protection/auditing/event-4946

https://docs.microsoft.com/en-us/windows/s

ecurity/threat-protection/auditing/event-4946

IP-agpec UCTOYHVKa B NpaBuie MEXCETEBOTO
aKpaHa

MopT UCTOYHMKA B NpaBiirie MEeXCETEBOro
aKkpaHa

MH,C[I/IKaTOp aKTUBHOCTW Npasuna

HassaHwve cepsuca


https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4688
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4688
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4688
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4688
http://docs.pangeoradar.ru/events/processing_rules/file://///radarservices/company/secret.tx
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4688
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4688
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4688
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4688
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4688
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4946
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4946
https://docs.microsoft.com/en-us/windows/security/threat-protection/auditing/event-4946

Mone

target.path.original

target.service.start_type.new.description

target.service.start_type.new.name

target.service.start_type.new.original

target.service.start_type.old.description

target.service.start_type.old.name
target.service.start_type.old.original
target.service.status.name
target.service.status.original
target.service.type.description
target.service.type.name
target.service.type.original
target.session.id
target.share.local_path.original
target.share.relative_name.original
target.share.remote_path.original
target.shell.name
target.shell.version
target.syscall.id
target.syscall.name
target.task.args
target.task.auth.method.name
target.task.command
target.task.description
target.task.name
target.task.privileges.name
target.task.privileges.original
target.task.status.name
target.task.status.original
target.task.status.visibility.original
target.task.status.working-directory

target.socket.port

target.threat.category

target.threat.confidence
target.threat.content-type
target.threat.description
target.threat.detection_delta
target.threat.origin.name
target.threat.origin.original
target.threat.severity

target.threat.status.original

Tun gaHHbIX
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
keyword
text
keyword
keyword
keyword
keyword
keyword
keyword
keyword

port

keyword

keyword
keyword
text
integer
keyword
keyword
keyword

keyword

O6sa3aTtenbHO
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OnucaHune

ID ceccum (Windows: TargetLogonlID)

Bepcusi shell

syscall id

CVCTEMHBIN BbI30OB
ApryMeHTbI BbINOSTHEHNUS!

MeTopg ayTeHamdmkauum

OnvcaHve

MmMs cuctemHoro Bbi3oBa

Pabouas gupektopus
Mopt

Kateropus yrposbl, Hanpumep: Potentially
Unwanted Software

YpoBeHb [OBepysi pe3ynbTaTy [eTeKTUPOBaHuS
Content type yrpoasbl: data, file, packet, url
OnwucaHue yrposbl

OKHO pearvpoBaHus

YpoBeHb yrposbl



Mone Tun gaHHbIX 0O6sa3aTenbHO OnucaHue

HavnmeHoBaHwe yrpo3bl

target.threat.name keyword Het PUAWIN32/FustionCore
target.user.category text Het Kateropus nons3oarencs
target.user.delegations [keyword] Het Windows: AllowedToDelegateTo
target.user.description keyword Het OnucaHne nonb3oBarens
target.user.domain keyword Het [lomeH nonb3oBartens
target.user.group.id keyword Het ID rpynnsl nonb3oBarens
target.user.group.name keyword Het Mms rpynnel nons3osatens
target.home.path.original keyword Het MyTb kK AOMALLHEN AUPPEKTOPUK
target.user.id keyword Het ID nonb3osatens, Hanpumep, SID unn UID
target.user.id-history [keyword] Het Windows: SidHistory
target.user.name keyword Het Mmsi nonb3osatens
target.user.primary-group keyword Het Windows: PrimaryGroupld
target.user.privileges.code [keyword] Het

target.user.privileges.description [keyword] Het

target.user.privileges.name [keyword] Het

target.user.privileges.original [keyword] Het

target.user.spn.delegators [keyword] Het

target.user.spn.names [keyword] Het

target.user.subcategory text Het

target.user.uac.attribute.new-value keyword Het

target.user.uac.attribute.old-value keyword Het

target.user.uac.status [keyword] Het

9. OnucaHue cneumanbHbIX (PyHKLUN

B cnyyae Heob6xoaMMoCTM 4ONONHUTENBHOW 06paboTkM AaHHbIX Nepes NpoLeccoM HopManuaauum
MOXHO BOCMONb30BaTLCS PYHKUMAMM 1 onepaTopamMu, MO3BONAIOLLMMU BbINOMHATL CIOXHbIE
onepaLmn NpsiMo Ha CTpaHULEe HACTPOVKK NpaBuna HopmManusaumn. 3T onepawLmm KOMIUIUPYTCS

HernocpeacTBeHHo B GanT-koge Python.

[nsi KOPPEKTHOrO pacno3HaBaHWs NOTMYECKOTO BblpaXKeHWs! UCMOMNb3yTe NEPEHOC | U onucbiBanTe
BbIpa)k€HWE C HOBOI CTPOKM.

Mo ymonuyaHuio Bce nonsi, KOTopble ykasblBaoT Npu paboTe ¢ hyHKLUSAMK 1 orepaTtopaMmn B paMkax
,EI,OI'IOJ'IHI/ITeJ'IbHOIZ 06pa6OTKI/I OaHHbIX, ABNAKTCA obsas3aTenbHbIMU. O,D,HaKO B NOCTYyNnawLWmnX OaHHbIX
YKa3aHHble Nnona nHorga MoryT He NpucyTcTBOBaThb. M 4TOObI HE BO3HMKANO OLIJVI6KVI, MOXXHO NMOMETUTb
3TN Nona Kak H806ﬂ3aTeJ'Ibele, OTMEeTUB 3TO B HaCTpOI7IKe npasuna HopmManumsauum nnum ,D,OGaBVIB B
onucaHve yHkuum cTpoky "required: false". B Takom cnydae, none 6ynet o6pabotaHo 1 BelBEAEHO

nanee, eciimh OHO NPUCYTCTBYET BO BXOAALLUMX OAaHHbIX.

9.1. CTpokoBble PyHKLUMU


af://n5614
af://n5618

9.1.1. NMpeo6pa3zoBaHue K HMKHemy perncTpy (lower)

lMpeobpasoBaHre Nonsa unu onpeaeneHHon CTPOKM K HUXKHEMY PErvCTpy.
Wcnonb3oBaHne dyHkumn: lower(string), roe string — ctpoka, npeobpadyemas K HUXXHEMY permcTpy.

Mpumep:

my_section.my_field:
field: lower(hostname)

9.1.2. NNpeobpa3oBaHue K BepxHeMy peructpy (upper)

MpeobpasoBaHWe Mosst UM onpeaerieHHOoM CTPOKU K BEPXHEMY PEFUCTPY.

Mcnonb3oBaHue dyHKuun: upper(string), roe string — ctpoka, npeobpasyemas kK BepxHemy
perucTpy.
Mpumep:

my_section.my_field:
field: upper(software_name)

9.1.3. YoaneHue aneMeHTOB U3 CTPOKU (strip)

(DyHKLI,VIﬂ y6|/|paeT M3 CTPOKKM BCEe 3rieMeHTbI, YKa3aHHble nepe4vncrieHnem B Heobs3aTenbHOM nepesom

aprymeHTe. Ecnm ykasaH TONbKo OAMH (BTOPON) apryMeHT, To ByayT yaarneHbl TOoNbKo Nnpobers!.

Wcnonb3oBaHue dyHkuuu: strip("strip_chars", string), roe string — ctpoka, 13 kotopoi HeobxoamMmo
y6paTb nepeyncrieHHble cumonbl strip_chars.
I'Ipmmep Mcnonb3oBaHNA dDyHKLI,I/IVI ONnA yoganeHud I'Ip06eJ'IOBZ

section.stripped_field:
field: strip(messy_string)

I'Ipwmep ncnonb3oBaHUA (*)yHKLI,I/WI OnAa yoganeHund 3anaTon:

section.stripped_field_comma:
field: strip(",", messy_comma_string)

anMep ncnonb3oBaHUA (*)yHKLIMVI Ona yaaneHusa pasnnyHbiX 3HakoB NpennHaHnaA:

section.stripped_field_multiple_possible:
field: strip(",\'.", messy_multiple_possible_string)

9.1.4. Pa36ueHune ctpokum (split)

dyHKUMS pa3fensieT CTPOKy Mo ykazaHHOMY pasfenuTento U Bo3BpallaeT eé B BUAe cnycka.

WNcnonb3oBaHue dyHkuuu: split(string, separator)[index], roe string — cTtpoka, koTopyto
HeobxoanMo npeobpasoBaTh, separator — pasgenutens, a index — nHaekc Tpebyemoro anemeHTa
(nonyckaeTcs Mcnonb3oBaHWe oTpuLaTenbHoro nHaekca kak B Python). [0], [1] v T.4. — nepBbIl,
BTOPOW U T.A. 3NIeMEHTbI C Ha4ana CTPoku, [-1] — NepBbIn ANEMEHT C KOHLLa CTPOKM.

Mpumep:


af://n5619
af://n5623
af://n5627
af://n5635

section.proto_name:
field: split(http.protocol, '/')[0]

I'Ipmmep ncnonb3oBaHUA (*)yHKLI,I/IVI OnA BbIBOOA 3rieMeHTa nepBoro ¢ KoHua:

section.other_proto_name:
field: split(http.other_name, ',')[-1]

9.1.5. NMpoBepka no perynsipHomy BblpaxxeHuto (match)

dyHKUMS BO3BpaLLaET true, ecrnv CTpoka COOTBETCTBYET 3aaHHOMY PETYNSPHOMY BbIPaXXeHUIO.

Ncnonb3oBaHne dyHkuun: match('regular_expression’, string), roe string — ctpoka, koTopyto
H906XOJJ,I/IMO NnpoBEPUTb Ha COOTBETCTBUE, regular_expression — perynapHoe BblpaXeHue.
Mpumep:

section.is_expected_code:
required: false
field: match('(1..]2..]418)"', str(http.status))

Moppo6GHee npo required: false moxHo NpounTaTh B Havane pasgena.

9.1.6. 3ameHa cTpoku (replace)

DYHKLMSA BLINOMHSET 3aMeHY B CTPOKE, BO3BpaLLlas HOBYK CTPOKY C NPOBeAeHHOW 3aMeHON.

Wcnonb3oBaHue dyHkuuu: replace(string, old_value, new_value), rae string — ctpoka, B koTopoi
Heobxoammo npoussecTn 3ameHy, old_value — 3ameHsiemoe 3HayeHve, new_value — HoBoe
3HayeHve.

Mpumep 3ameHbl HEMeLKOro HanmMcaHus crnoea "benutzer" Ha aHrnuinckmn "user':

section.user_info:
field: replace(line.full_user_name, 'benutzer', 'user')

9.2. llornyeckue onepartopbl

MHdUKCHbIE onepaTopbl Takke OOCTYMNHbI BHYTpY HopmanuadatopoB YAML. B atom pasgene 4OCTynHbI

nouTn Bce onepatopbl Python.

Jlornyeckue onepatopbl Bo3BpallatoT true vnu false B 3aBUCMMOCTY OT BblpaXeHusl.

9.2.1. ornyeckoe HE (not)

Onepatop not Bo3Bpawyaet true, ecnv none He COOTBETCTBYET 3aAaHHOMY 3Ha4YeHU, NHaye false.

Mpumep:

section.is_not_using_firefox:
field: not browser_name == 'Firefox'


af://n5641
af://n5646
af://n5650
af://n5653

9.2.2. PaBeHcTBO (==

OnepaTtop == Bo3BpallaeT true, ecnu oba onepaHaa pasHbl, nHade false.

Mpumep:

section.is_using_firefox:
field: software_name == 'Firefox'

9.2.3. HepaBeHcTBO (!=)
Onepatop != Bo3BpallaeT true, ecnv oba onepaHaa pasnuyHel, nHave false.

Mpumep:

section.is_not_1_3:
field: version != 1.3

9.2.4. bonble (>)
Onepatop > Bo3BpallaeT true, ecnu oguH onepaxg 6onblue gpyroro, nHadve false.

Mpumep:

section.is_newer_than_1_0:
field: version > 1.0

9.2.5. bonbLle nnu paBHo (>=)
Onepatop >= Bo3BpallaeT true, ecrnv oauH onepaxg 6onbLue unv paeeH apyromy, nHade false.

Mpumep:

section.is_at_least_1_0:
field: version >= 1.0

9.2.6. MeHbLe

Onepartop < Bo3BpallaeT true, ecnu oavH onepaHa MeHbLue Apyroro, Hade false.

Mpumep:

section.is_prior_to_1_0:
field: version < 1.0

9.2.7. MeHbLle UNu paBHO

Onepatop <= Bo3BpallaeT true, ecnv oauH onepaHa MeHbLUE UK paBeH apyromy, nHadve false.

Mpumep:
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section.is_prior_or_1_0:
field: version <= 1.0

9.2.8. Jlornyeckoe U (and)

OnepaTop and o6beamHsieT ycrnoBust Mexay coboii. Ecrnv Bce BbipaxeHus oLeHBatOTCS Kak true, To
BO3BpaLlaeTcs true, ecnu xots 661 ogHo — false, To BosBpalaertcs false.

Wcnonb3oBaHue onepatopa: bool_expr_1 and bool_expr_2, roe bool_expr — norvnyeckoe
BblpaxkeHue. [lonyckaeTcsa ncnonb3oBaHne 6onee aByx NOrMYECKUX BbIPaXKEHWUNA.
Mpumep:

section.is_firefox_and_windows:
field: browser_name == 'Firefox' and os_name == 'Windows'

9.2.9. llornyeckoe UJIU (or)

Onepatop or Bo3BpaLLaeT 3HavyeHne true, ecnu xots 6bl 0QHO U3 BbIpaXXEHUI OLIEHMBAETCA Kak true,
B UHoM cnyyae — false.

Wcnonb3oBaHue onepatopa: bool_expr_1 or bool_expr_2, roe bool_expr — nornyeckoe BblpaxeHue.
[onyckaeTcsa ncnonb3oBaHune 6ornee AByX NOrMYECKMX BbIPAXKEHUN.
Mpumep:

section.is_firefox_or_windows:
field: browser_name == 'Firefox' or os_name == 'Windows'

9.2.10. NMpoBepka Hanu4ua anemeHTa (in)

Onepatop in NpoBepsieT BXOXAEHWE dfieMeHTa B MaccuB 3HaYeHni. PyHKUMS Takke paboTaeT Ans
NPOBEPKN BXOXIAEHUS NMOACTPOKM B CTPOKY.

Wcnonb3oeaHue onepaTopa: variable in (value_1, value_2, value_3), raoe variable — nepemetrHas,
value — 3HayeHue.
Mpumep:

section.is_firefox:

field: |
'Firefox' in http.user_agent

BaxHo! |/|CI'IOJ'Ib3yI7ITe nepeHocC | O1A KOPPEKTHOro pacno3HaBaHUA NOrM4eCcKoro Bblpa>keHnsa

9.3. ApudmeTuyeckue onepaTopbl

9.3.1. YMHOXeHwue (*)

Onepartop * yMHOXaeT ABa onepaHaa.

Mpumep:

section.total_cpu_freq:
field: cpu_number * frequency
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9.3.2. leneHue (/)
Onepartop / oenut nepebii onepaHg Ha BTOPOW.
Mpumep:

section.division:
field: first_value / second_value

9.3.3. CnoxeHue (+)
Onepatop + cymmunpyet fiBa onepaHaa.
Mpumep:

section.sum:
field: first_value + second_value

9.3.4. BblunTtaHue (-)
OnepaTop - BbluMTaET U3 NEPBOro ornepaHAa BTOPOR onepaHa.
Mpumep:

section.difference:
field: first_value - second_value

9.4. YCnoBHble KOHCTPYKUUN

9.4.1. cond

dyHkumst cond paboTtaeT kak onepatop if/else. Ecnv ykasaHHoe B nepBoM aprymMeHTe forndeckoe

BbIpa)keHWe OLleHMBaeTCs Kak true, To BbIBOAMTCS BTOpoi apryMeHT; ecnu false - Tpetuii.

Wcnonb3oBaHue dyHkumn: cond(bool_expr, ‘3HaveHune, ecnu ucTuHa', ‘3HaveHue, ecnv Noxe'), rae
bool_expr — noruuyeckoe BbipaxeHne
Mpumep:

section.browser_hint:
field: |
cond(browser_name == 'Firefox', 'Firefox detected',
'Oother browser detected')

BaxHo! Vicnonb3yinTe nepeHoc | Ans KOPPEKTHOIO pacno3HaBaHMs NIOrMYECKOrO BblpaXKeHNs

CDyHKLI,VI}O cond MOXHO UCMonb3oBaTb Kak nepekn4arernb U onucbiBaTb bornee crnoxHble crnyyaun.

Ncnonb3oBaHnue dyHkuun: cond(bool_expr, ‘3HauyeHune, ecnu nctuna’, another_bool_expr,
'3HaveHue, ecnu UCTUHA', '3HaYeHUe no ymonyaHuio'), rae bool_expr — rnoruyeckoe BbipaxeHue.
Mpumep:
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section.firewall_status: |

cond(type == 'utm', 'Suspicious activity was detected',
action == 'close', '"A connection was closed',
action == 'start', 'A connection was started',

'A connection was allowed')

BaxHo! Vicnonb3ayinTe nepeHoc | Ans KOPPEKTHOTO pacno3HaBaHMs NIOrMYECKOTo BblpaXKeHNs

Mpumep 6e3 ykasaHWsi 3HaYEHNs1 MO YMOSTHaHMIO;

reason.type: |
cond(action == 'reset', 'flow/reset',
action == 'deny', 'flow/deny')
required: false

BaxHo! |/|CI'IOJ'Ib3yI7ITe nepeHocC | Ona KOPPEKTHOro pacno3HaBaHUA NOrM4eCcKoro Bblpa>keHnsa

Ecnu 3HayeHre No ymonyaHuio OTCYTCTBYET, Nore nponyckaeTcs. B atom crniyyae Heobxoanmo
OTMETUTb B hopMe HACTPOWKM NpaBuna HopMmanmsauum pSaoM ¢ COOTBETCTBYHOLLIMM MOMEM, YTO OHO
Heobsi3aTensHoe unu Jo6asuThb B nose Beoda "required: false", nHave Gyget owmbka.

Ecnu none siBnsieTca Heobs3aTernbHbIM, @ YCIOBUE CCbINIAETCSl HA BXOAHYHO NMEPEMEHHYI0, KOTopast
OTCYTCTBYET, YCroBUe OyOeT cUMTaTbCs JTIOXKHbIM.

Ecnu ycnoeue UCTUHHO, HO B 3HAY€HWM OTCYTCTBYET Nosie BBOAA, 3TO none OyaeT yaaneHo 13 BbiBoaa.

Moapo6Hee npo ucnonb3yemblil B npumepe required: false moxHo npounTath B Hauane pasgena.

9.4.2. optional

®yHKUMS NPOBEPSIET, MPUCYTCTBYHOT SN BCE YKa3aHHbIE MNOSIs, ECIM HET — BO3BpaLLaeT 3HauYeHue no

ymonyanuto (unu false).

Mpumep:

outcome:
field: |
cond(optional(tcp.rst, false), 'failed',
optional(tcp.fin, false), 'success',
'pending')

BaxHo! Vicnonb3yinTe nepeHoc | Ans KOPPEKTHOrO pacno3HaBaHMs NIOrMYECKOTO BblpaXeHNs

Ecnu BbipaxeHns OTHOCATCH K HECKOMbKMM MOMsiM, BCE OHW AOIMKHbBI MpUcyTcTBOBaTh. CneayoLwuin
npumep BepHET NaN, ecrnv a, b unu ¢ He NPUCYTCTBYIOT B MpoaHanM3npoBaHHbIX AaHHbIX. "NaN"
yKa3blBaeTCsl, €CNY AaHHble OTCYTCTBYIOT, HE CYLLIECTBYHOT.

Mpumep:

sum:
field: optional(a + b + ¢, float('nan'))

9.5. lNounck gaHHbIX
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MaccuBbl, KOTOpbIE UCMOMb3YIOTCS B HECKOMNbKMX HOpManu3aTopax, pasmelyatorcs B lookups.yaml.
370 cneumanbHbIV haln, cCoaepXaLlmin ToNbKo rnobanbHble NONCKOBbLIE 3anpochkl, 4OCTYMNHbIE B

KakoM HopmanusaTope.

Heobxoammo y6eanTbesl, YTO Kaxkablili MaccMB UMEET YHUKaNbHOe UMSI.

9.5.1. lookup {#lookup}

®yHkums lookup paboTaeT kak NoMCK 3Ha4YeHMIt Mo knovy. 3Ha4YeHuWs], coaepKallmecs B MaccuBax,
OOCTYIMHbI TOMbKO C MOMOLLbIO 3TON (DYHKLIMN.
Honyctum, B "Tabnuuax npocmoTpa" onpefeneH criedyoLmin Maccus ¢ Ha3BaHneM "protos™:

Tookup:
protos:
0: NotSecureProtocol
1: SecureProtocol
2: VerySecureProtocol
3: Telnet

Torga ecTb BO3MOXHOCTb MOMYyYMTb AOCTYM K 3TUM 3HaYeHUsiM crneayowmum obpasom, rae protocol_id

SABNSAETCS nonemM coobITus:

section.field:
field: lookup('protos', proto_id)

Ecnu kntoy He coaepxuTcs B CnoBape, aHanus3 3aBepLuntcst Heygaden. Ytobbl n3bexarb 3T0ro, MOXHO
yKa3aTb BO3BpallaeMoe 3HayeHue Mo yMOMYaHWIo Ha Criydan, eCnu Koy He HangeH.

B npumepe, ecnu proto_id He siBnsieTcs AONyCTUMbIM KMHOYOM B protos, 6yaeT Bo3BpalleHo 3HadYeHue
"Unknown protocol":

section.field:
field: lookup('protos', proto_id, 'Unknown protocol')

9.5.2. exists

dyHKUMS exists npoBepsieT, UMeeT N rnose nonesHoe 3HadeHune: He null, He NycTyto cTpoky u He "-".
Bosepawaert true vnu false.

Mpumep:

section.user_data.is_user_set:
field: exists(line.app.data.user)

Mprmep rcnonb3oBaHUs PYHKLMK exists B codeTaHuu ¢ dyHKumel cond:

section.system.app_name:
field: cond(exists(line.app.name), line.app.name, "unknown application")

9.6. Npeobpa3oBaHMe TMNa AaHHbIX
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9.6.1. CTtpokoBbIn chopmar (str)

[MpeobpasoBaHne 3Ha4YeHUS MOt B CTPOKOBbLIN dhopmar.

Wcnonb3oBaHue dyHkumm: variable::str, roe variable — nepemenHas.
Mpumep:

section.field_that_is_a_string:
field: field_that_is_a_int::str

9.6.2. ®opmar uenoro 4ymcna (int)

lMpeobpasoBaHne 3Ha4YeHUs nons B popmar Lenoro vymicna.

Wcnonb3oBaHue dyHkumm: variable::int, roe variable — nepemenHas.
Mpumep:

section.field_that_is_a_int:
field: field_that_is_a_string::int

9.6.3. ®opmart uncna c nnasarwien Toukon (float)

lMpeobpasoBaHne 3Ha4YeHUNA Nons B hopmart Yncna ¢ nraBatoLLen TOHKON.

Wcnonb3oBaHue dyHkumm: variable::float, rne variable — nepemenHas.
Mpumep:

section.field_that_is_a_fTloat:
field: field_that_is_a_int::float

9.7. ®YHKUMN NPOBEPKU KOPPEKTHOro npeactaBrieHUNA
AdHHbIX
9.7.1. NMpoBepka IP-appeca (is_ip)

d)yHKLI.VIFI ana onpegenexHus, ABndeTcd N npenocTtaBrieHHaaA CTpoKa AonyCTUMbIM agpecomM [Pv4 unn
[Pv6.

Mpumep:

section.is_valid_ip:
field: is_ip(string)

9.7.2. NpoBepka nmeHn xocta (is_hostname)

d)yHKLI,VIFI ana onpegenexHunsa, ABndaeTcd nu npegocrtaBrieHHaa CTpoKa AonyCTUMbIM MUMEHEM XOCTa. OHa
He OormkHa ObITb I'IyCTOI7I N cogepxaTtb TOYKU.

Mpumep:

section.is_valid_hostname:
field: is_hostname(string)
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9.7.3. NMpoBepka aomeHHoro umenwu (is_fqdn)

DyHKLMA AN onpefeneHns, SBgeTcsa N npegocTaBneHHas CTpoka KOpPeKTHbIM JOMEHHbLIM UMEHeEM.
[oMeHHOe MMsI [OSMKHO coaepKaTb XOTS Obl 0QHY TOYKY, METKM MeXAY TOYKaMm He JOSMKHbI OblTb
nycTbiMU. 3TO He JoMmKeH ObITb IP-agpec. [JoMeHHOE MMSI MOXET 3aKaH4YMBaTbCSl TOYKON.,

Mpumep:

section.is_valid_fqgdn:
field: is_fqgdn(string)

9.8. ®yHKUMM Ana paboTbl CO BpeMEeHHbIMU
OTMeTKamMu

9.8.1. NpuBeneHue k ISO 8601 (parse_timestamp)

DyHKUMS BLINOMHSET Nepebop BCEX YKa3aHHbIX B KAYeCTBE apryMeHTOB (DOPMaToB BPEMEHHOW
OTMETKM U NblTaeTcs pazobpatb CTpoky my_ts. PyHkuus nepebupaeT dopmMaTbl BDEMEHHOW OTMETKM
[0 Tex nop, noka MeTka BpeMeHu He BydeT npoaHanuapoBaHa 1 Bo3BpalleHa B BUAE CTPOKMN B
dopmare ISO 8601.

dopmatbl AOMKHbI ObITb CTPOKOBLIMU KOHCTaHTaMu. [Jonyctumble oopmaTsl: «iso8601» 1 Bce

[AVPEKTUBbI CUHTAKCUYECKOro aHanmaa, noaaepxusaemole dpyHkumeir Python strptime.

Wcnonb3oBaHue dyHkumn: parse_timestamp(my_ts, format1[, format2, format3...]), rnpe my_ts —
oTmeTka BpemeHu, format — dpopmaT BpemeHHo OTMETKM.

Mpumep:

"@timestamp":
field: parse_timestamp(

date + + time,
"%m/%d /%Y BL:HM:%S %p',
"%Y/%m/%d",

'is08601'

)

BaxHo! CuHTaKcnyeckumin aHanm3 BpeMeHHbIX METOK C NoMoLLbio hyHKUMKM parse_timestamp
[O0BOMbHO MeAneHHbIN. PekomeHayeTcs ona cosganust BpemeHHon metkm 1ISO 8601 B nepsyto
ovepenb MCMonb30BaTh NPOCTblE CTPOKOBbLIE ONepaLumu, 1, TOMbKO B Criyvyae HEBO3MOXHOCTH
3TOro, UCMomnb30BaTb YyHKLMIO parse_timestamp.

9.8.2. NpusepeHue k Unix time (timestamp_to_epoch)

DyHKUMS NPUHMMAET BpeMeHHY MeTKy ISO 1 npeobpasyeT ee B CekyHAbl, Ha4YMHasi C BpEMEHHOMN
METKM 3MOoXu, B BUAE YnCra C nnaBatoLen Toukon. Ecnn B HeobpaboTaHHOM CTPOKe XXypHana
npucytcTeyeT tzinfo (MHdopmMaumsi o cmeLleHn BpemeHn oT Bpemern UTC, o nepexone Ha neTHee
BPEMS 1 NMPOY), TO 3TO 3Ha4YEeHNe ByaeT NCNONb30BaTLCA ANs NIoKanM3auum OTMETKN BPEMEHMN Nepes
npeobpasoBaHueM.

Wcnonb3oBaHue dyHkuun: timestamp_to_epoch(my_ts), rne my_ts — oTmeTka BpemeHw.
Mpumep:
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section.since_epoch:
field: timestamp_to_epoch(ts)

9.8.3. NMpuBeneHue k UTC (epoch_to_timestamp)

DYHKUMSA NPYHMMAET BPEMEHHYIO METKY 3MOXM B CEKYHAAX M NpeobpasyeT ee BO BPEMEHHYIO METKY
UTC.

Wcnonb3oBaHue dpyHkuun: epoch_to_timestamp(my_epoch)
Mpumep:

section.date:
field: epoch_to_timestamp(epoch)

9.9. ®yHKUMM ANA AONONMHUTENbHOU HOpManu3aumum

9.9.1. Hopmanusauusa User Agent (normalize_http_user_agent)

dyHKUMa obpallaeTtcs k cTpoke User agent n nponssoauT €€ AononHuTemNbHbI pa3éop no
cnenywoLMM Nonsim:

e full — conepxummoe ctpokm User Agent

® name — Ha3BaHue bpay3epa

® 0S — CEeMeNCTBO 1 BEPCUs ornepaLMoHHON CUCTEMbI
e device — ycTpoiicTBO

e major — maxopHas Bepcus bpaysepa

°* minor — MMHOpHas Bepcusi bpaysepa

Wcnonb3oBaHue dyHkumn: normalize_http_user_agent(string), roe string — ctpoka, koTopyto
Heobxoammo npeobpasoBathb.

Mpumep ncnonb3oBaHUSA YHKLUN.

CobbiTue:

{"src_ip":"10.10.10.10", "dst_ip":"20.20.20.20", "cs_user_agent":"Mozilla/5.0
(X11; Linux x86_64;rv:60.0) Gecko/20100101 Firefox/60.0"}

Hopmanusatop:

section.user_agent:
field: normalize_http_user_agent(cs_user_agent)

Pesynbrart:
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"section": {

"user-agent": {

"device": "other",

"full": "Mozilla/5.0 (X11; Linux x86_64;rv:60.0) Gecko/20100101 Firefox/60.0",
"major": 60,

"minor": O,
"name": "Firefox",
"os": "Linux"

3

9.9.2. Hopmanusauusa MAC-agpeca (normalize_mac_address)

dyHKUMS nMeeT oauH obsi3atenbHbi apryMmeHT (MAC-agpec) 1 Heobsa3aTenbHbI — BTOPOA —
aprymeHT. BTopon apryMeHT uMeeT NorMyeckuin Tun 4aHHbIX 1 No ymon4yaHuto true. 3tot aprymeHT
onpegensiet nosegeHne B cryvae HesepHoro MAC-agpeca (Mo ymon4aHuio CTpokKa XypHana
oTnpasnsietcs B Index Error).

MopopepxuBatoTcs cnegyowme dopmarhbl:

e AA-BB-CC-DD-EE-FF
e AAA.BBB.CCC.DDD
e AAA:BBB:CCC:DDD
e AAA-BBB-CCC-DDD
e AAABBBCCCDDD

Ecnun MAC-agpec gencteuteneH, yHKLUUS npeobpasyeT ero B CTaHAapTHbIN hopmaT
AA:BB:CC:DD:11:22.

Hanpumep, MAC-agpec bopmata FF-BA-CD-1D-32-11 cyHKumst npeobpasyet B hopmat
FF:BA:CD:1D:32:11.

Ecnun MAC-agpec HegelcTBUTENEH, a BTOPOW apryMeHT true (no ymonuyaHuio), ctpoka dyaet
oTnpasrneHa B Index Error. Ecnu BTopown aprymeHT False, To 6yget Bo3BpallieHa nyctasi CTpoka, a ans
cobbITust event.anomaly.malformed_mac_address 6ynet 3agaHa HopmanusoBaHHasi cTpoka
XypHana.

Wcnonb3osaHue dyHkumu: normalize_mac_address(mac_address)

Mpumep 06paboTkm cobbiTua ¢ gencreutensHbiM MAC-agpecom 1 6e3 ykazaHusi BTOPOro aprymeHTa.
CobbiTue:

{"src_ip":"10.10.10.10", "mac_address":"AA-BB-CC-DD-EE-FF"}
HopmanusaTtop:

section.client_mac:
field: normalize_mac_address(mac_address)

Pesynbrar:

"section": {
"client_mac": "AA:BB:CC:DD:EE:FF"
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Mpumep 06paboTkm cobbiTus ¢ HegencTBuTenbHbIM MAC-agpecom u false B kauecTBe BTOpOro

aprymeHTa.

section.client_mac:
field: normalize_mac_address("AA:BB:CC", false)

Pesynbrar:

"event": {
"anomaly": {
"malformed_mac_address": [
"AA:BB:CC"

I
"section": {

nn

"client_mac":

9.9.3. Hopmanusauusa gaHHbIX no xocty (normalize_host)

DyHKLMA NpegHasHadYeHa 4nst KOPPEKTHOrO hopMUpOBaHNA MHAopMaumm o xocTe. MNMpuHUMaeT Ha
BXO[, psig, nonen n Bo3epalyaet B Buge cnoeaps ¢ tpems kntovamu: IP, FQDN, Hostname, rge IP —
maccuB IP-agpecos, FQDN — maccuB OMEHHbIX MMeH, Hosthame — maccuB MMeH XOCTOB.

Wcnonb3osaHue dyHkummn: normalize_host(field1 [, field2, field3, ..., fieldN]), rae field — none.
Mpumep:

target.host:

field: normalize_host('127.0.0.1',"'1t-mail','Tt-mail.domain',"'"',"'10.0.0.2")
Pesynbrar:
"target": {
"host": {

"fqdn": ["Tt-mail.domain"],
"hostname": ["Tt-mail"],
"ip": ["10.0.0.2","127.0.0.1"]

3
3

9.9.4. Hopmanusauusa gaHHbix URL (normalize_url)

dyHKUMA pa3breaeT URL-agpec Ha cocTaBnstolmMe 1 BO3BpaLlaeT B BUAe crioBapsi. Bropoi aprymeHT
ABMAETCs HeobA3aTenbHbIM, B Crly4ae ero OTCYTCTBUA 3HaYEHMEM MO YMOMYaHuio SBMSAETCA nycTas

cTpoka.

Mpumep ncnonb3oBaHnsA OYHKLNN:
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url:
field: normalize_url(field, type)

Mpumep pesynerata:

"url": {
'protocol': 'http',
'host': {'hostname': ['pangeoradar.ru'], "ip': [], 'fqdn': []1},
'path': '/",
'params': "'

]

'username': s

L}

'password’: s

'port': 80,

'query': '',

'fragment': '',

'original': 'https://pangeoradar.ru/',

'source-type': 'something',

Mne:

e protocol — npoTokon

e host — cTpyktypa {'hostname": [], 'ip": [], 'fgdn'": [1}, B koTopyto nepenaetcsa Hostname, IP unu
FQDN

e path — nytb

® params — napametpbl

e username — vMs nonb3oBaTens

e password — naponb

® port — nopt

e query — 3anpoc

e fragment — dparmeHT cTpaHuLpbl

e original — opuruHaneHbin URL, nepeaaHHbIin B hyHKLMIO

® source-type — TuM UCTOYHUKA

CobbiTHe:

{"src_ip":"10.10.10.10", "url1":"http://user:pass@NetLoc:80/path;parameters?
query=argument#fragment"}

HopmanusaTtop:

field: normalize_url(data['url'], 'url')

Pesynbrar

"target": {

"http": {

"url": {

"fragment": "fragment",

"host": {"fqdn": [], "hostname": ["netloc"], "ip": []1},
"original": "http://user:pass@etLoc:80/path;parameters?
query=argument#fragment",



"params": "parameters",
"password": "pass",
"path": "/path",

"port": 80,

"protocol": "http",
"query": "query=argument",
"source-type": "",
"username": "user"

N

9.9.5. Hopmanusauus gaHHbix Windows SID
(normalize_ windows _sid)

dyHkUMs npuHMmaeT ogHo none (Windows SID) B kauecTBe BXOAHbIX AaHHbIX 1 BO3BPaLLL@eT crnoeapb ¢
Tpems knoyamu: category, subcategory n desc, roe category — kateropusi, subcategory —
nogkarteropus n desc — onucaxue.

Mpumep ncnonb3oBaHUs PYHKLMK:

initiator.user.id_details:
field: normalize_windows_sid(SubjectUsersid)

target.user.id_details:
field: normalize_windows_sid(TargetUsersid)

Mpumep pesynsraTa:

"initiator" : {
"user" : {
"id_details" : {
"category" : "builtin_system_account",
"subcategory" : "builtin_anonymous_account",
"desc" : "ANONYMOUS LOGON"
}
}
3

Mepen ncnonb3oBaHUeM 3Tol yHKLMKM B "Tabnuuax npocmoTtpa’ HeobxoaMmMo onucatb MaccuB

«windows_sids». OH JOMmKeH NpefocTaBuUTb 3anucu Assi Cryvyaes:

1. sid paBeH cTpoke,
2. sid HaunHaeTcs ¢ NoACTPOKY,
3. sid HauMHaeTcs ¢ NOACTPOKM U 3aKaHYMBAETCS APYroi NOACTPOKOW,

4. sid HaunHaeTcsa ¢ NOACTPOKN M He 3aKaHYMBaETCS OPYro NoACTPOKON.

Mpumep lookup, koTOpbIN OXBaTbiBaeT Bce 4 BapuaHTa crnyyaeB. byaeT B3ATO nepBoe coBnaaeHue:

Tookup:
windows_sids:
- "sid": "s-1-5-7"
"match_type": equal


af://n5888

"category": builtin_system_account
"subcategory": builtin_anonymous_account
"desc": ANONYMOUS LOGON
- "sjd": "s-1-5-111-"
"match_type": start
"category": builtin_system_account
"subcategory": builtin_virtual_sshd_account
"desc": TBD
- "sid": "s-1-5-21-"
"match_type": start_end
"ends":
- "end": "-500"
"category": standard_account
"subcategory": builtin_virtual_sshd_account
"desc": TBD
- "end": "-501"
"category": standard_account
"subcategory": builtin_guest_account
"desc": TBD
- "not_end": "$"
"category": standard_account
"subcategory": standard_account
"desc": TBD

Mpumep pesynbrata, ecnu lookup 6e3 3anucei:

"initiator" : {
"user" : {
"jd_details" : {
"category" : "undefined_account_type",
"subcategory" : "undefined_account_type",
"desc" : "undefined_account_type"
3
}
}

9.10. lononHuTenbHble PYHKLUU

9.10.1. Tapping

dyHKUKMS, KOTOpasi NToMoraeT obpabaTbiBaTh CIOXHbIE HEMPOrHO3UPYEMbIE AaHHbIE Ha dTane
npeaBapuTernbHor 06paboTku.

Mpumep ncnonb3oBaHUs PYHKLMK:

tap: |
tcp_flags = line.parsed['tcp']
Tine.parsed['flow_tags'] = [
f'"tcp_{flag}"
for flag 1in

("Syn", n_F_inn’ rst , "pSh", "aCk", "CWF‘", ||ecn||’ "ur'g")

if tcp_flags.get(flag, False)


af://n5908
af://n5909
af://n5913

10. O6oraweHue coobITUN

B kauecTtBe UcTo4HMKOB oboraweHns cobbituin B Mnatcgopme Pagap ncnonb3ytoTcsa cneayoLwme Tunbl

oboratleHuin:

e GeolP

e DNS

Threat Intelligence
e RVS

Lookups

10.1. Hactpounka GeolP ob6oraweHus

GeolP oboraweHune pabotaeT Ha ocHoBe 6as3bl |IP-agpecoB Geolite ot MaxMind's.

1. Ansa paboTbl Heobxoammo nony4unTe 6a3y Geolite2-City.mmdb n nonoxuTs ee Ha ak3emnnsap
mopynst o6pabotku cobbituii.(https://dev.maxmind.com/geoip/geolite2-free-geolocation-data?

lang=en)
2. lanee B koHGuUrypauum Termite B pasgene Knactep - YnpasneHue koHdurypaumen - Termite -
GeolP (cm. pucyHok 150) BkntounTb GeolP (True) n ykasaTb nyTb k chariny GeolP oboralleHus:

Ynpasnenue koHdurypaumeii

Yanel cueTembl Cepucal KOH®UIYpaUMOHHbIE Gaiinsl CKpMRTS  APIKMIOUH  YUETHbie 3aNuCH ANR C60DA AaHHbIX  TDAHCNOPTAI MAarMpOBLIMK 33834 Ypasnenue KOHOUIypaUMeE  Ynpasaerme

CMWCOK CBOWCTE KOHOWTYPALIMA GEOIP

[n0BaALHBI KNKOY 3ETOPH3ALMH 33MPOCOB Ha CapBice Geolp oborauterve - nyTs 40 $aiina
cerberus

Jvarflib/geoip/Geolite2-City.mmdb
AZIpECa 3AEKTPOHHG NOUTE! ANA YBEAOMASHUA O
SHELLITATHOM U3MEHEH I KOHOMTYPaLH CHCTEMb!
BaiounTs Geolp

ABpECa MEKTPOHHOI MOUTE! AR YESAOMACHIS O
LITATHOM WSMEHEHIM KOHDUTYBaUNHN CHCTEMBI )

[l false
Beaver
Cerberus

ClusterAgent

cm
NEPEONPEAENEHWNE MAPAMETPOE ¥Y3/10B

Cruddy

DatasApi Yaen: m 172.30.254.93 | LogCollector 172.30.254.51

DNS

Elastic WA napameTpa: +

PucyHok 150 - Hactponka GeolP o6oralieHus

3. Nanee HeobxoanMo nepesanycTuTb cepBuc pangeoradar-termite.

B pesynbrate, cobbiTvs gomkHbl oborawatscst GeolP nHdopmaumen, kak n3obpaxeHo Ha PUCYHKe
151.


af://n5913
af://n5926
http://docs.pangeoradar.ru/events/enrichment/https://dev.maxmind.com/geoip/geolite2-free-geolocation-data?lang=e

initiator.host.gecip.city @eamMm*%k [null]

initiator.host.geocip.continent QM=% ["North America"]
initiator.host.gecip.country QM* [ "United States” ]
initiator.host.gecip.iso @Qaem*x ['Us’)
initiator.host.gecip.key QMmM*k ["66.249.64.137"]
initiator.host.gecip.location m [[-97.822, 37.751]]
initiator.host.gecip.timezone @A M=%k ["America/Chicaga” ]
initiator.host.hostname @am%k [
initiator.host.internal QMm% fals=

initiator.host.ip @AMk ["66.249.64.137"]
initiator.network.node. host.hostname m 1]

initiator.process.id Qe Mm%k 13353
initiator.socket.port @M%k 22758

PucyHok 151 - O6oraweHHoe GeolP cobbiTne

10.2. Hactpounka DNS ob6oraweHus

DNS ob6oralleHne moxeT paboTaTb kak oT .csv darina ¢ 6asot FQDN n IP-agpecos, Tak 1 nonyyasi
nHdpopmaumto ot DNS cepepa. MoxHO ncnonb3oBatb 0b6a cnocoba eguHOBPEMEHHO.

10.2.1. DNS oborauieHue no cetun

[ns oprannzauum pabotbl DNS oboralieHus B koHurypaumm Termite B pasgene Knacrep -
YnpaeneHune koHdurypaumen - Termite - DNS (cMm. pucyHok 152) HacTpouTb NepeyeHb JOMEHOB 1
BKkMounTh oboratwleHmne DNS (True). [ins oboralleHns B nokanbHom cetu Bkntounts DNS nokanbHo

(True) n ykasaTb nepeyeHb fokanbHbix cetent 1 DNS cepsepos.


af://n5942
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YnpasneHnue koH$urypaumven

Yanul cucTeMs Cepecs

CNUCOK CBOMCTB KOHOUIYPALIMIA

cerberus

Beaver
Cerberus
ClusterAgent
Cm

Cruddy
DatasApi

DNS

Elastic
ESExporter
EventAnt
FlowBalancer
Grafana
KafkaExporter
Kafka

Karaken

Kb

KevCloak

PucyHok 152 - Hactporika DNS oboraweHns

KOHPHIYPAUMOHHbIE Qaiinsl

TAGEaMs Hellf KNFOY GBTOPU3ALM 3aNPOCOE Ha CepBIce

ARPECa 3MIGKTROHHO NONTH! A7 YBGAOMICHUR ©
BHEWITATHOM VaVIEHEHII KOHOMTYPaLIM ChCTEM sl

Aapeca 3neKTPOHHOI NOUTS! 417 YEEAOMASHUS O
LUTATHOM MZMEHEHNN KOHOUTYPaLIMIA CHCTEMI

APILKAQUM  YueTHble 3aNNCH ANA CEOPA AGHHEIX  TRaHCrOpTEl TA3KMDOBLIK 33334
DNS

CrMcoKk NOKaNLHEIX ACMEHOE

dummy.dummy.dummy

example.example

Brnwouute DNS

e

DNS nokansHo

™

Crncok NoKaNbHbIX ceTel

10.1.101.0/24

Cvcok nokaneHsix DNS cepsepos

10.1.101.5

Ynpagnerue KoHGuIYDauMe  Ynpasnekue My

TH

f

TH

[loBasuTs

¥

Yaanute

B pesynbrate, cobbiTusa aormkHbl oborawatecst DNS nHdopmaumen, kak nsobpaxxeHo Ha pucyHke 153.

initiator.host.fgdn

initiator.host.hostname

initiator.host.internal

initiator.hostip

initiator.network.node. host.hostname

initiator.process.id

initiator.socket.port

PucyHok 153 - O6oraweHHoe DNS cobbiTne

@ am*k
@eMm*k [ test3”
@Qem*k false
@ am*k
o (
@aem*k 13353

@Qem*x 22758

]

[ "test3.demo.local” ]

[ "192.168.1.100" ]

10.3. HacTtpowka Threat Intelligence o6oraiweHus

Threat Intelligence oboraiieHne pabotaet Ha ocHoBe 6a3 yrpo3 6e3onacHOCTH, NonyYyaemblx

MnaTtdopmon Papgap pasnuyHbIX NOCTaBLLNKOB.

Onsa npocmotpa 6a3bl Threat Intelligence Heobxogumo B nHTepderice Mnatdopmbl Pagap nepeiitu B

pasgen “PenyTtauunoHHbie cnuckn”. Pasgen nsobpaxeH Ha pucyHke 154,


af://n5950

PenyTauuoHHble cnncku

fowew-URL  IP  SSLxow  Xow daiinos

Cuctemnsie  Mons3osarensckue

w aomen

PucyHok 154 - PenyTaumMOHHbIE CANCKN

Tl oboraieHne No3BONAET HAMNOMHATL AOMONHUTENBbHOM MHpOPMaLMEN COObITUSA, COAepXKaLLNE:
HOomen-URL, IP - agpec, SSL xaww, Xaw ¢annos 13 6asbl yrpos.

[nsa pabotbl Tl - o6oraweHns Heobxoammo B KoHdurypauumn Termite B pasgene Knactep -
YnpaBsneHune koHdurypauuen - Termite - Threatintel (cm. pucyHok 155) BknounTb oboraiieHve
Threatintel (True) n ykasatb nyTb Kk dpanny Treatintel.

YnpaBneHue KoHpUrypaLunei

Y3nbl CHCTEMBL Cepencsl KOHBUrYPaLNOHHBIE BaiiALI CrpHNTLI APl ka0 uM Y4eTHbIE 3aNKCU ANA CBODA AaHHBIX TpaHcnopTbl MA3HMPOBLUAK 33834 YnpasaeHue KoHOUrypaumeit
CMNUCOK CBOMCTB KOHOUIYPALIUIA THREATINTEL
FAGBans eIl K10 ABTOPUSALMY 33MPOCOB Ha Cepaice Oberawenve Threatintel - nyTe a0 gaiina
cerberus
Jthreatdb

AGpeca 37KTPOHHOM NOUTS! ANR YEEAOMACHUR O
BHELUTATHOM VM3MEHEHIN KOHGUTYPALIAN CUCTEMbI
BrounTs Threatintel

AApeca 37eKTPOHHOM NOUTE ANR YEEAOMAGHUA O

LUTATHOLA USMEHEHAN KOHOITY PR CHCTEL e
Beaver

Cerberus

ClusterAgent

Cm

NEPEONPEAENEHWE MAPAMETPOB Y3108
Crueldy

DatasApi Yaen: m 172.30.254.93 | LogCollector 172.30.254.51

DNS

Elastic Vi napametpa N
ESExporter

EventAnt

FlowBalancer

Grafana

PucyHok 155 - Hactpoiika Threatintel oboraweHus

Ypasnetie uy

B pesynbrare, cobbiTusa oomkHbl oborawatscs Tl nHgopmaumnen, kak n3obpakeHo Ha pucyHke 156.



initiator.blacklist.ip.category QQM*k [ "compromisad-host" ]

initiater.blacklist.ip.confidence @0 Mmk [33]
initiator.blacklist.ip.ip @amk ["119.236.128.231" ]
initiator.blacklist.ip.port @am%k [nul]
initiator.blacklist.ip.protocol @am* ["tep']
initiater.blacklist.ip.provider @0 Mmk [ "alienvault" ]
initiator.blacklist.ip.threat @ e Mm%k [ "compromised-host" ]
initiator.host.fgdn aQm*x [
initiater.host.hostname Qm*x 1]
initiator.host.internal QM*k false

initiator.host.ip @ e Mm%k [ "119.236.128.231" ]
initiator.network.node.host.hostname o 1

initiator.process.id @eMmM*k 13353
initiater.socket.port QM=% 22758

PucyHok 156 - OboraweHHoe Tl cobbiTne

10.4. HacTtpouka RVS oboraweHus

RVS oborawieHne paboTaeT Ha OCHOBE TabMNMYHbIX CMICKOB.

1. Ons HacTporikn RVS oboralieHns Heobxoanmo B TabrMYyHOM CNCKe CO34aTb KOSEKLMI0

(Bpy4HyIO UNK cneumanbHbIMU CpeacTeamMm Ans oGoralleHus).

PaboTta ¢ nHTepdericom TabnmyHbIX CNMCKOB NpeacTaBneHa B pykosodcmee o pabome ¢ RVS

(mabnuyHble CruckKu) ;

2. [anee, B CO3OaHHOW KOMMekuum, Heobxoaumo Ao6aBuTb JOKYMEHT, MPUMEP KOTOPOro n3obpaxeH
Ha pucyHke 157.

asset_info Uermp ynpasnenwn > Mpaouna koppensumt > Tabnmansie cnncn > ferann

F— |

WHAEKCH!

_id_

DOBABNEHWE JOKYMEHTOB:

p— -+
AOKYMEHTBI:

{"mame": "192.168.200.3", "ip": ["192.168200.3" ] "fqdn’: [}, “mac’; [ 00:0c:29:b@7a11" |, "groups’: [ "Paboune cranumn’ 1} .

PucyHok 157 - TabnuyHble cnucku

CO3JaHHbI LOKYMEHT B json topmaTe:


af://n5961
http://docs.pangeoradar.ru/user/flow_correlator

"name": "192.168.200.3",
"ip": [
"192.168.200.3"
P
"fadn": [1,
"mac": [
"00:0c:29:b9:7a:11"
I e
"groups": [
"Paboune cTaHuun"

3. B koHpurypaumm Termite B pasgene Knactep - YnpasneHue koHdurypauuen - Termite - RVS (cm.

pucyHok 158) BkntounTtb oborawieHme RVS (True).

YnpaeneHuve koHpUrypaumei

Yanel cucTems Cepavicel KOHQMTYDAUWOHHEIE Gafinsl  CKDWNTSI  APIKAIONM  YueTHbIE 33nWCH ANA €60DA A3HHEX  TRAHCNOpTH MAarMpOBLIMK 33834 YTIPaBAeHNe KOHOUTYpaLMeil

CMWCOK CBOWMCTB KOHOUIYPALLMA RVS

3a8e/iCTEOBATL XPAHIANILE SHAYEHHT

- [

Pasiiep XpaHWMO# KOMTEKUA & NaMAT & ME

TnOBanbHsIlf KTi0Y SBTOPU3ALIM 3aTPOCOS Ha CepBIce
cerberus

Aapeca 31eKTPOHHON NOUTE! ANA YBEAOMIEHWA O
BHEITATHOM W3MEHEHUM KOHOUTYPALIAN CHCTE MBI

AGPECa 31GKTROHHOH IOUTHl AT YBEADWISHIA ©
LITATHOM VBMEHEHHI KOHGUTYALINA CHCTEMbI

Beaver

Mannur o6oraleHma
Cerberus

ClusterAgent

Mannuur x
cm
Cruddy
DatasApi ~

TnoBanekbiid MannuHr

DNS
Elastic false
ESExporter
EventAnt OtkntounTs oBRzaTensHyo nposepky TLS npu coeanHenny k BJ

FlowBalancer

KafkaExporter

XpaHnawe aHaveHvii iHTepEan oBHoRNHNT
Kafka

Karaken

Kb

PucyHok 158 - Hactporka RVS ob6oraweHns

Ins oboraueHnss 3anofiHUTb MonA:

- 3aJencTBOBaTb XPaHWIUIE 3HAYEeHUN: true
- MannuHr (npumep) :

2162-Cisco-NetFlow: # Ha3BaHuMe mcTtoyHumka (event.logsource.input)
asset_info: # Ha3BaHMe Konnekuuu
- enrich_from: # HacTpolka nNpoBepKM COBMNAAEHMA MOJSEN KONJIEeKUUU U
HOPMAZIN30BAHHOI0 CObLITUA
collection_field: ip # none B Ko/nnekuum, cCOMocCTaB/IsEMOe C MOJemM B
HOPMASIN30BAHHOM CObbLITUM
normalized_field: initiator.host.ip # none B HOpMan“3oOBaHHOM
CcobbITUM, CONOCTABNSIEMOE C MOJIEM KOJIIEKLMUMU
- enrich_to: # HacTpoika oboraueHus nonem M3 KOJJIEKUMM B MONS
HopManu3auuu

Ynpasnetine myr



collection_field: mac # copepxumoe nons B KOMIEKUUU
normalized_field: initiator.interface.mac # uenesoe none B
HOPMA/IM30BAHHOM CObbLITUM

- rnobanbHbit mMannuHr: false
- OTKIWYUTb 06A3aTenbHyw NpoBepKy TLS nNpu coeauHeHuu K Bh: true

XpaHunuue 3HayeHun uHTepBan obHoBneHwi: 60

Mcnonb3oBaTb TLS wmppoBaHue: true

Pesynbrart o6oraleHHOoro TabnuyHbIM CNMCKOM COObITUSA NpeacTaBrieH Ha pucyHke 159.

initiator.host.internal e am*x falze

initiator.host.ip @eM*k ["192.168.2003"]
initiator.interface.mac Qaem*k ["00:0c29b%Ta11"]
initiator.socket.port @aMm*k 50040
observer.hostfgdn Qem*x 1

PucyHok 159 - OboraweHHoe RVS cobbiTne

10.5. Lookup oGoraweHue

Lookup oboraLleHvie NpoUCXoaunT Ha aTane HopManu3auum cobbITUi.

Onucanne Lookup npeacraeneHo B pasgene CrneyuansHbie ghyHKyuuU 018 pabomabl ¢ nonsamu

HopManusayuu.

11. dunbTpaumsa coobbITUN

Mnatdopma Pagap nogaepxunsaeT unsTpaumnio BXOAALWMX COObITUI Ha ABYX 3Tanax:

1. dunbTpaums Ha aTtane cbopa Nnor-KonnekTopom;
2. dunbTpauunsa Ha atane NPUHATMSA cobbITUA Mogynem o6paboTkm cobbITUN.

11.1. PunbTpaumsa Ha atane c6opa Nor-KoneKTopom

dunsTpauuto Ha atane cbopa nor-konnekTopoM MOXHO pasbuTb Ha ABa Tuna:

11.1.1. dunbTpaumsa CTPYKTYPUPOBaAHHbIX AAaHHbIX

I'IpmmeHmma Ana Taknx TUNoB MCTOYHUKOB, KakK:

WMI
Event log
ODBC

e ETW

dunsTpaunst B KOMNOHEHTax cbopa Co CTPYKTYpUpOBaHHbLIMK AaHHbIMU paboTaeT kak blacklist n
HacTpamBaeTcs Npu onncaHum UCTOYHKUKA, B cekuun filters.

Mpumep unsTpaumm, ncknyawmnin céop cobbiTuii ¢ yposHem Information:

filters:
created:

event_id:


af://n5981
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af://n5994

qualifiers: "'

LI}

record_id:
process_id: ''
thread_id: "'

version:

L]

computer_name:

msg:
Tevel_text: 'Information'
task_text: "'
opcode_text:

[

channel_text: "'
provider_text: "'

11.1.2. dunbTpaumsa HECTPYKTYPUPOBAHHbIX AAaHHbIX

CDVIJ'IprbI MOXHO YKa3daTb ONnA KaXO0ro KonnekTtopa ¢ HECTPYKTYPUPOBaAHHbIMU JAaHHbIMMW.

dunbTpbl cogepxat benbivi cnncok (whitelist) n yepHbIn cnncok (blacklist) ¢ maccrBoM perynspHbIx
BbIpaXXeHUN.

Bce perynsipHble BbipaxeHusi NpoBepSA0TCA nepes 3anyckoM npunoxeHus. CHayana nposepseTcs
©enbIn Cn1cok, a 3aTeM YEpPHbIN.

dunsTpauns No perynspHbIM BbIPAXKEHUSIM MOXET ObITb BKMOYEHA B I0GOM KomnnekTope ¢

HECTPYKTYPVPOBaHHBIMU AAHHBLIMU.

Bkntoyaetca nytem no6asneHus cekuuu filters. B naHHOM cekumm ykasbiBaloTcs ABa MaccuBa —
whitelist, blacklist.

Bce cobbiTus cHavana npoxoasT unbsTpbl ykasaHHble B whitelist, T.k. ero npuopuTert Bbilwe. 3atem
cobbITHSA NpoBepsitoTcs punbTpamu, ykasaHHbiMu B blacklist.

Whitelist — cobbITusi, KOTOpble COOTBETCTBYIOT PErynsipHOMY BblpaXKeHto, MonagatoT B o4epeb Ha
OTnpaBky.

Blacklist — cobbITusi, KOTOpblE COOTBETCTBYIOT PErYNSIPHOMY BbIpaXKeHMI0, BIIOKMPYHOTCS U He
nonagarT B o4epelb Ha OTMpaBky.

Mpumep unsTpaLmm ANg HECTPYKTYPUPOBAHHbLIX JAHHbIX:
filters:
whitelist:
- "Alocalhost.*$"

blacklist:
- "A.*[0-9]%"

11.2. dunbTpauma Ha atane NPUHATUA COOLITUN
MoAynem o6paboTku cobbITUN

dunbTpaunsa Ha JaHHOM 3Tane ocyLlecTBnseTcd Yepes pann /etc/termite/processors.py

Briok npeaBaputenbHon cmneTpaumm - 3To npoctas dpyHkumsa Python, koTopasi npyHUMaeT cbipoe
cobbITVe 1 onpefeneHHoe yCrnoBue, B Ka4eCTBe BXOAHbIX AaHHbIX, M BO3BpaLL@eT fiornyeckoe
3HayeHue.

3HayeHue False npuBogunT K NPOMyCKy CbIPOro CoGbITUS.


af://n6008
af://n6019

Mpumep ncnonb3oBaHUsl, MO KOTOPOMY, ECIN B CbIpOM COBLITUM NPUCYTCTBYET crnoBo "irrelevant” -

cobbiTne nponyckarteca.

@prefilter('drop-irrelevant')
def drop_irrelevant(raw):
return 'irrelevant' not in raw

11.3. HacTtpouka comnesrpaumm noctynarowmx coobITUN

Mpu nony4eHnn coobLLEHNIA OT BHELLHUX UCTOYHUKOB MOXHO HAacTpOUTb OUMETPaLIMI0 MOCTYNaLWmnX
CcoObITUI.

[nsa HacTporkn dunsTpaumm HeobXoaMMO BbINOMHUTL CneayoLme 4eNCTBUS:

1. MoakntounTbes no SSH k yany obpaboTku cobbiTuii (Worker) NMnaTtdopmbl Pagap.
2. OTKpbITb Ha pegakTnpoBaHue dainn:

nano /opt/pangeoradar/termite2/venv/1ib/python3.7/site-
packages/termite_spu/prefilters/prefilters.py

3. Job6aBuTb B kOHeL, charina cneayoLLyio 3anuchb:

@prefilter('<uma>")

“def drop_demo_user(raw: str):’

"rrname" : " <kmou>"

“return not in raw’

roe:

© <UMS> - yHUKanbHoe umsa unstpa.
O <KJ/IHOY> - CTPOKA M3 COCTaBa CbIPbIX AaHHbIX COObITHS, MO HANUYUIO KOTOPOW ByaeT
nponcxoanTb unsTpaumus NoCTynatLWwmx coObITUN.

4. CoxpaHuTb N3MeHeHus B hanre.
5. OTkpbITb hann pipelines.yaml:
nano /opt/pangeoradar/configs/termite/pipelines.yam]

6. HanTtn B charine pasgen HacTpoek MCTOYHMKA, YbM NOCTYNatLLmMe coodLeHNs HeobXxoanmo
hunbTpoBaTh, U 406aBMTL B 3TOT pa3den crieayroLLyto 3anuchb:;

prefilters: ['<uma>'],
rae. <ums> - UM PUnLTPa, 3agaHHoe Ha ware 3.

7. CoxpaHUTb 3MeHeHWs B doaine.

[nsa npoBepkun paboTbl unsTpaLmMm NOCTyNarLLmnX CoobLLEHMI - NepenTn B BEG-MHTepdelic
MnaTtdopmbl Papgap B pasaen "MpocmoTp cobbITun" 1 ybeantbes, 4To ykasaHHble 418 hunstpauum
cobbITusa He noctynatoT B NMnartdopmy Pagap.

12. Arperaumusi coobITUMN

12.1. HacTpouka arperaumm coobITUA


af://n6025
af://n6057
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B Mnatdopme Pagap npeagycmoTpeHa BO3MOXHOCTb arperauumn cobbiTmin. HactponTb arperaumio
MOXHO NGO Npu co3gaHnmM HOBOIrO MCTOYHMKA COBbITUI, MO0 NpY pegakTupoBaHUM NapameTpoB
paHee 3aBeaeHHoro B MnaTtdopme Pagap nctovHmKa.

[ns HacTponku arperaLum Heo6xoauMO BbIMOMHUTE CrieayoLLme AeAcTBUs (Ha npuMepe
penakTMpoBaHus):

1. B BeG-nHTepderice NMnatdopmbl Pagap 3antn B nogpasgen "VctouHukn” -> "YnpasneHve
ncTovHnkamn" -> Bknagka "ctouHmnkn".

2. B TekyLleM cnucke NCTOYHMKOB COBBITUI BbIOpaTb MHTEPECYIOLWNIA U HaXaTb KHOMKY
pefakTUpOBaHst Anst AaHHOTO UCTOYHMKA e KHomka ONS pefakTpoBaHus.

3. B hopme pepakTMpoBaHus UCTouHMKa B obnactu napameTtpos NMpaBuna gna termite gns
napametpa "Arperayma’ BolopaTh B packpbIiBalOLLEMCS CMMCKE OQHO UM NOCnenoBaTenbHO
HEeCKONbKO Mornen, KOTopble He JOMKHbI MEHATLCS, U MO KOTOPbIM ByAET NPONCXOAUTL arperaums
COObITWI Ha JaHHOM UCTOYHUKE (CM. pucyHok 160). PaclundpoBka nonen ons arperaummy gaHa B
pasgene «OnucaHne nonen HopMmanusauum».,

4. Ina coxpaHeHnsi BBEAEHHbIX M3MEHEHU HaxkaTb KHOMKY CoXpaHUTb.

5. CMHXPOHN3MPOBATb UCTOYHMKU, HaXaB KHOMKY CUMHXPOHU3MpPOBAaThb Ha Bknazake "cTouHnkun".

Hassanue

‘ Microsoft-Windows-Eventlog ‘

Tvn

‘ Eventlog ‘

BeHaop

‘ Microsoft ‘

Mopr

‘ 1514 ‘

Mpasuna ans rsyslog

Mpotokon  1ep

“

Popmat 5N -» JSON

L3

Mpasuna ana termite
Tun coobuterns microsoft_windows
MNapcep

generic_json %X
Hopmanmnzatop

microsoft_ windows x

Yacosoli nosac Europe/Moscow

Koanposka cobbitua ¢ o

Arperauws

event.anomaly.name X event.auth.method.description ¥ event.auth.protocol.name X

CoxpaHuTtb OTMeHUTL

PucyHok 160 - HacTporika arperaumm cobbitui

12.2. NMpocmoTp pe3ynLTaToB arperaumm coobITUN

[nsi npocMoTpa pe3ynsTaToB arperaumm cobbITUn HEOBXOAUMO BbINOSHUTL CrieaytoLime AeNCTBUS:
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1. B BeG-nHTepderice Mnatdopmbl Pagap 3antn B pasgen "lMpocmoTtp cobbitnin'.

2. 3apatb BpeMeHHon nHTepean B norne Bpems.

3. BBecTu nnu BeiGpaTh B pacKpbIBAOLLIEMCS CMMCKE HYXHbIN MHAEKC B none UHOekc.

4. OBHOBUTL JaHHbIE Ha 3KPaHe COrMacHO 3aAaHHbIM NapaMeTpam HaxaB |y OGHOBUTS [aHHble.

5. B neBoit yactu akpaHa B obnactui "focTynHble nons" Haitu none grouped_occur_count u
HaxaTb . [lo6aBneHne napamertpa.

Mone grouped_occur_count fo6aButcs B o6nactb "BbliGpaHHble nons". KonoHka nons
grouped_occur_count fo6aBuTcsi B TabGNMYHbBINA CIMCOK COBObLITUI (CM. pyucyHOK 161). B aaHHOM
KOMNOHKEe 0TODOpaXkaeTcst KONMYeCTBO arpermpoBaHHbIX COBLITUINA.

Bpems Wnpexc

2022-01-14 20:45:06 ~ 2022-02-14 21:36:06 E =

3anpoc ana nowcka

[ o] oo o | = JERRRERY |

Bbi6paHHbie nona 14 anBapa 2022, 20:45:06.000 - 14 pespana 2022, 21:36:06.000, c pasbuekoii  apto *
t__index
200000
# grouped_occur_count
160000
[octynHbie nonsa

. 120000
t _id

# _score 80000
t _type
40000
® @timestamp I III I I I
o —AEmununln Ll

action

Konuuecrso

16 a 24 Fine Pes 22 08 den
epoch @timestamp no 12 yacam

*

error

*

eventauth key length Bpemn grouped_occur_count _index
< _9rouped.oceurcount

eventauth.method.d...

event.auth.method.id 4 14 ausaps 2022, 20:45:11.572 @ errors-3.14.0-3.11.0-2022.01.14-000001

event.auth.protocol » 14 ansapa 2022, 20:45:18.999 parsed_microsoft parsed.parsed.parsed-3.14.0-3.11.0-2022.01.20-000001

eventauth protocol.... » 14 ausapn 2022, 20:45:49.006 parsed_microsoft parsed parsed.parsed-3.14.0-3.11.0-2022.01.20-000001

event.category
» 14 ausapn 2022, 20:45:56.662 normalized_microsoftwindows.os.system_operation-3.14.0-3.11.0-2022.01.14-000001

event.correlation.id

4 14 anBapa 2022, 20:45:56.805 parsed_microsoft parsed.parsed.parsed-3.14.0-3.11.0-2022.01.14-000001

event.description

PucyHok 161 - OTobpaxkeHne arpernpoBaHHbIX COObITUI B TaGNMYHOM CrnCKe COObITUI B pa3aene
"MpocmMoTp cobbiTnn"

13. PykoBoacCcTBO NO HacTpouke nor-
Konnekrtopa. AKTUBHbIE UCTOYHUKMU
COObLITUMN

13.1. Papap nor-konnekrop. OnucaHwue.

Papgap nor-konnektop (RADAR LOG-COLLECTOR), aanee nor-konnekrop, NpeaHasHayeH ans
opraHmM3aLmm akTMBHOro cbopa coObITUIA OT aKkTUBOB, HE UMEOLLIMX BO3MOXHOCTI OTMNPaBKN AaHHbLIX B
CTOPOHHME CUCTEMBI. J1or-KONNeKTop NO3BOMSIET OPraHN30BaTh PasnnyHble cxeMbl cbopa cobbITUI OT

nobbIX aKTUBOB, Y4aCTBYHOLLMX B CETEBOM B3aNMOLAENCTBUN, CO3AAOLLMX XKYPHarbl COObITUIA.
OCHOBHbI€ (PYHKLUMU:

e c0Oop, nokarnbHO ¥ yAanéHHO Mo pasnmnyHbIM NPOTOKOoMaMm;
e OTnpaBka CoObITWIA B Apyre CUCTEMBI;

e obpaboTka cobbITUIN Nepes oTNpaBKow;
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® epecbinika cobbITUI B 3alLMPOBaAHHOM BMAE U CO CXaTUEM;
® OTnpaBkKa Nno pacnucaHuio;

® HakornneHne cobbITUI NpK paspbiBe COEAVMHEHS 1 OTNpaBKa Nocre BOCCTaHOBIEHNS.
MopaepxvBaeMble onepauMoHHbIe CUCTEMbBI CrieAYHLUX CEMENCTB:

e Windows Vista, Windows 7, Windows 8, Windows 10, Windows 11;

e Windows Server 2008, Windows Server 2011, Windows Server 2016, Windows Server 2019,
Windows Server 2022;

e Linux Debian;

e Linux CentOS;

e Linux RedHat.

MNopaepxvBaeMble cnoco6bl U MPOTOKOSbI OTNPaBKMY:

e TCP;

e SSL/TLS;

e UDP;

e Kafka;

e 3anucb B fokanbHbIN hann.

C6op cobbITUN

1. NNokanbHbIN:

o Event Tracing for Windows (ETW);
File Read;
Windows Event Log;

[e]

(o]

o Pesynekratel pabotsl ckpunta (Python/CMD/PowerShell/Bash/Perl).
2. YaanéHHbIn:

o Windows Event Log via RPC;
o WMI;
o ODBCG;
o File via SMB;
o File via SSH;
o File via FTP;
o File via SFTP;
o File via HTTP(S);
o Checkpoint OPSEC LEA.
3. MNaccuBHbIN:

o TCP;

o UDP;

o Netflow v5, v9;
o Syslog;

o SNMP Trap;

o HTTP.

13.2. OCHOBHbI€ XapaKTEepPUCTUKHU

I'IporpaMMHoe obecneyeHne JNior-KonnekKkTop obecneuynBaet pelleHne nepevncneHHbIX HuxXe
OCHOBHbIX 3a4au.

e cbop/npuem cobbITui;
e obpaboTka cobbITUIA;
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e oTnpaBka cobbiTun;
® BpeMeHHOe XpaHeHue CobbITUN.

C6op/npuem cobbimuli MOXET OCYLLECTBNATLCS B NIOOOM U3 TPEX PEXMMOB;

¢ JlokanbHbIN. J1Or-kOnneKkTop yCcTaHaBMBAETCS B CUCTEME B BUAE areHTa, NPOM3BOAUT YTEHNE
darnnos etw, eventlog, wmi, nonyyeHve pesynstaTtoB BbiNnonHeHus ckpunToBs (bash, perl, python,
PowerShell) n nx otnpaeky B NMnatdopmy Pagap (n1Mbo B NpOMEXYTOUHbIN areHT).

e [MaccuBHbIN. Jlor-konnekTop ocyLLecTBNAET Npuem cobbimuli OT CUCTEM, KOTOPbIE MOTYT
CaMOCTOATENbHO OTNPAaBNATb AaHHbIE.

® YnaneHHbIN/akKTUBHbIW. J10r-KONnekTop ycTaHaBnMBaeTCs Ha BblAENEHHbIV cepBep U
OCYLLECTBNAET yAaneHHbIn c6op cobbimuil NO pasnuMYHbIM NPOTOKONam. Takke MOXET ObiTb
YCTaHOBIIEH HA KOHEYHOM UCMOYHUKE cobbIimuli, N OCYLLIECTBNATL COOP HE TONbKO C 3TOro
ucmoyHuka cobbimudi, HO 1 ¢ Apyrnx cuctem. B atom cnyvae HeobxoamMmo npeaycMoTpeTb
OOMoNHUTENbHbIE pecypcbl Anst paboTkl Nor-Konnekropa.

O6paboTka cobbITUI NO3BONSIET 060raTUTh COOLITUSA AOMONTHUTENBbHOM TEXHNYECKON NHOpMaLeENn,
N3MEHUTb hopMaT 1 KOQUPOBKY Nepen nx OTNPaBKON.

OTnpaBKa co6bITUI MOXET OCYLLECTBNATLCA NOCPEACTBOM UX OAHOBPEMEHHON Nepeaayv B
MnaTtdopmy Pagap v HECKOMBbKO BHELLIHUX CUCTEM B 3alUMPOBaAHHOM BUAE CO CXaTUEM.

Mpun oTnpaBke cOObITUI BO3MOXHA MapKMPOBKa COObLITUI KONNEKTOPOM. [laHHaa MapkMpoBKa MOXET
ObITb MCMONb30BaHa AN1A ONpefeneHns, OT Kakoro KonnektTopa (Mnv TepputopuarnsHO pacnpeaeneHHomn

nroLaaKku) NocTynumo cobbIThe.

BpeMeHHOe xpaHeHue cobbITUM NpeaoTBpaLLaeT NoTepto cobbimuli Npy paspbiBe COEAMHEHUS,

Hakannmeasa cobbimus Ansa ux nocnep,yrom,eﬁ OTnpaBKu nocrie BOCCTaHOBIIEHNA COeONHEHUA.

C y4éTHOM 3anncbo/6e3 y4ETHOM 3anucu. JTor-konnekTop MMeeT BO3MOXHOCTb cbopa coBbITUIA Kak
C MUCMNOMb30BaHNEM yKa3aHHON CNy>XeBHONM y4eTHOW 3anvcuy AN 4oCTyna K cobbiTusaMm, Tak 1 6e3
YYETHOW 3anucu (ons TpaHCNOPTOB, rAe 3TO TEXHNUYECKM BO3MOXHO).

13.3. ApxutekTtypa

nOF-KOJ'IJ'IeKTOp MMeeT KOMMOHEHTHYH apXUTEKTYPY U BKIMKOYaET B cebs cregywwime nporpaMmmHble

KOMIMNOHeHMabI.

e KoHTtponnep (controller)— ocyliecTensieT ynpasneHue BCeMn KOMNOHEHTaMM Nor-KornekTopa

e KoMnoHeHT c6opa meTpuk (metric_server)— ocywecTtensier cbop ctaTuctukm no pabore nor-
KornnekTopa

e KomnoHeHT APl ynpaBneHus (api_server)— npegoctaBnser BO3MOXHOCTb yAaneHHoro
yNpaBreHust Nor-KonnekTopom 1 MOHUTOPUHIa

e KoMnoHeHT xypHanupoBaHua (journal)— ocyliecTensietT BegeHue xypHana paboTbl for-
KornnekTopa

e KomnoHeHTbl c6opa/npuema cobbiTui (inputs) — ocyLlecTBnsAT cbop cobbITHI

e KomnoHeHTbl OTNpaBKu cOObITUM (OUtPUtS) — OCYLLECTBASIOT ONpaBKy cobbITUN

YnpaBreHne HacTponKaMm Nor-KomnneKkTopa U ero KOMMOHEHMO8 MOXET OCYLLECTBNATLCH Kak Yepes
OCHOBHOW KOH(UrypaLMoHHbIA dalin Ha cepBepe, rae yCTaHOBIEH 3K3eMMISp NOor-KonnekTopa, Tak 1
LileHTpanun3oBaHo, n3 Beb-nHTepderica NMnartdopmbl Pagap YnpasneHvie Nor-Konnekropom.

13.4. YcTaHOBKa nor-kornseKkropa

ApxuB harina yCcTaHOBKM NOr-KonnekTopa HaxogmTcs B IMYHOM KabMHETE 3akas4vmka Ha canTe
portal.pangeoradar.ru.
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13.4.1. TpeboBaHMA K TEXHUYECKOMY M NMpOrpaMMHOMY
obecne4vyeHuo

MuHuMmanbHble TpeboBaHMs K pecypcam:

e 4 Core
e 4 GB RAM
e 60 GBHDD

MuHUManbHble TpeGoBaHusA K pecypcam Mpu yCTaHOBKE B CUCTEME C HACTPOEHHbLIM CEPBUCOM
Windows Event Collector:

e 4 Core
e 8 GB RAM
e 500 GBHDD

BaxHo! TpeboBaHus kK 06beMy AUCKOBOro NPOCTpaHCTBa NpeacTaBreHbl 6e3 yveta

NPOMEXYTOYHOIoO XpaHEeHUA.

[nsi HopManbHOro PYHKLMOHMPOBaHKS NOr-KornekTopa TpebyeTcsl ycTaHoBKa Ha BblAeNeHHbIe
pecypcbl OAHON U3 HKENEPEUNCIIEHHBIX ONEPALIMOHHBLIX CUCTEM, ABMSIOLLMXCS CPeaon
(hYHKLMOHMPOBAHUS NOr-KornekTopa:

e Windows Vista, Windows 10, Windows 11;

e Windows Server 2008, Windows Server 2011, Windows Server 2016, Windows Server 2019,
Windows Server 2022;

e Linux Debian;

e Linux CentOS;

e Linux RedHat.

Ha npuBegeHHbIX Bbille MUHUMAarbHbIX TPEOOBaHUSAX K pecypcaM Nor-KonnekTop obecneynBaeT
0bpaboTky notoka 5000 cobbITUN B CEKyHAY.

13.4.2. Bo3aMOXHble CXeMbl pa3BepTbiBaHUA

e YCTaHOBKa Ha MCTOYHMKE AN OpraHu3aumm nokaneHoro cbopa cobbimudl ¢ MOCNeAyoLLe
nepegadver B Nnardopmy Pagap nnu B NPOMEXYTOYHbIV F10r-KOMMEKTOp.
e YcTaHOBKa Ha BblAENEeHHbIN cepBep A5 opraHnsauum yaaneHHoro cobopa v nepechbinkm cobsimudl.

e YcTaHoBKa LIENMOYKM JTOr-KOmnfekTopoB Ond nepenavun cobbimull B 3aLIJI/I(prBaHHOM Buae.

13.4.3. YcTaHOBKa rfor-Kkonnekropa Ha pa3numyHbix OC

BaxHo! YcTaHOBKa nor-konnekropa oCyLLeCTBASETCA Nog y4eTHOM 3anucbto C npaBamMmu

agMuHuCTparopa.

I'Iepe,u, yCTaHOBKOVI Heobxoanmo CKOonupoBaTb Ha LerneBy CUCTEMY apXuB C JJ,I/ICTpI/I6yTI/IBOM,

3alMmLLeHHbIN naponem. Naponb nepegaeTcst oTAeNbHO OT apxumBa.

13.4.3.1. YcTtaHoBka B OC Windows

PasapxvBupoBaTh nanky ¢ AUCTprGYTUBOM B KOpHeBoW pasaen aucka C. Mpu BbINOMHEHUM pacnakoBKu
HY>XHO ByaeT BBECTU Naporib OT apxmBea.

Mocne pacnakoBKu B nanke OOJMKHbI ObITb cregywwme CbaVIJ'IbI:

e |og-collector.exe (AucTpunbyTMB Nor-konnekTopa)
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e config.yaml (dpain koHurypaumm ¢ MMHUManeHO HEO6XOAMMbBIMW ANSt MOAKIYEHNS
HacTporkamu)
e example.yaml (npumep obLuero daina koHbuUrypaumm)

Heobxoammo 3anycTuTb TepMUHAn OT UMEHWU adMUHUCTpAaTOpa U NepeinTun B pasaen, Kyaa

npeaBapuTteribHO Obina pacnakoBaHa nanka c /JMCTpM6yTMBOM Nnor-konnekrtopa.

cd c:\log-collector

BbIinonHuTb YCTaHOBKY C NMOMOLL b0 KOMaHAbl:

log-collector-<Bepcus penusa>-<TUN apXUTEKTYpP>.exe winsvc

[aHHasi KoMaHZa ycTaHOBUT for-konnekTop B kavecTse cepauca OC.

3anyck cepsuca

net start PangeoRadarLogCollector

OcraHoBKka cepBuca

net stop PangeoRadarLogCollector

Takke MOXHO BbIMOSTHUTL 3anyck/OCTaHOBKY/nepe3anyck cepuca u3 ocHactkm «CepBuChI»

e L S S TS B 3T DVEL S ST T,

L4 Services - O
File Action View Help
e | S Ed= BHE renp

& Services (Local) Mame Description Status Startup Type  Log On As

{Ch Network Connectivity Assis...  Provides Dir.., Manual (Trig...  Local Syste...
E;}J";Netwnrk List Service Idenitifies th... Running  Manual Local Service
Q Mebwork Location Awareness  Collects an...  Running  Automatic Metwork 5.

l,‘f'i': Metwork Setup Service The Metwoar... Manual (Trig... Local Syste...
2k Mebwork Store Interface Ser...  This service .. Running  Automatic Local Service
2 OFfline Files The Offline ... Disabled Local Syste...
£ OpenVPN Interactive Service  Allows Ope..  Running  Automatic Local Syste...
f.‘} Optimize drives Helps the ¢... Maniual Lacal Syste...

angeo Radar Log Collector.., -
d'}.‘; Perfermance Counter DLL ... Enabl <t ial Local Service
d}; Performance Logs & Alerts Perfo Stop 1al Local Service
E;!';Phone Service Manz Pause 13l (Trig...  Local Service
l,‘fﬂ': Plug and Play Enakl Resume 1al Local Syste...
l,"'.:"-:?‘l Portable Device Enumerator... Enfor Restart 1al (Trg...  Local Syste...
Gk Power Manz matic Local Syste...
{:ﬁ, Print Spocler This = All Tasks ? matic Local Syste...
d}‘, Printer Extensions and Motif... This Refrech 1al Local Syste...
Zh Problem Reports and Soluti...  This 12l Local Syste...
£h Program Compatibility Assi... This s Froperties matic Local Syste...
EJ Cuzlity Windows Audio Vid... Quali Help al Local Service
Lk Radic Management Service  Radic e el Local Service

PucyHok 162 - YnpaeneHue cnyx6om nor-konnektop B ocHacTke «CepBuchbI»

Ecnv npm 3anycke/nepesanycke cepBuca BbIBOOAWUTCSA oLwMbKa, NPUYMHY crieadyeT onpeaensiTs
NMPOCMOTPOM 3anunCcen B XXypHane HeyaauvHblx 3anyckoB ror-konnektopa logcollector.crash.log B
narke, U3 KOTopoii Gbina BbINoONHeHa yCTaHOBKa cepBuca.



KoHdurypauvoHHsbii dpaiin nor-konnekropa config.yaml Haxogutca B nanke, otkyna 6bina

BbIMNOJTHEHA yCTaHOBKa cepBuca.

13.4.3.2. YctaHoBka B OC Linux Debian

[Mepen ycTaHOBKOW NOr-KOMNneKkTopa HeooXoanMo YCTaHOBUTb yTUIUTY unixodbc komaHoon:
apt install unixodbc

Mpu HeoBXOQUMOCTH YCTPaHUTL NPOBNEMbl YCTaHOBKU KOMaHAOM:
apt --fix-broken install

[ns BbINOMHEHMS YCTAaHOBKN HEOBXOAMMO pacnakoBbiBaTb apXuB C AUCTPUOYTUBAMUN KOMaHOOM:

openss1 enc -aes-256-cbc -d -in Tog-collector-<Bepcusa penusa>-<tun
apxuTekTyp>.tar.gz.enc | tar xz

[anee BbINONHUTbL YCTAHOBKY KOMaHAOM

dpkg -iRrR ./
[MpoBepka cocTosAHUA cepBuUca

systemct] status pangeoradar-logcollector
Mepe3anyck cepBuca

systemct] restart pangeoradar-logcollector

13.5. OCHOBHbI€ HacTPOWKMN ror-Konnekropa

BaxHo! [1ns ycneLHoro 3anycka Nor-konnekropa Heob6XxoAMMo BbINOSTHUTbL OCHOBHbIE
HacTpoWKK B KOHpUrypaumoHHom daiine config.yaml

13.5.1. HacTpouka ueHTpann3oBaHHOro ynpaBrneHus

Jlor-konnekTop MOXeT ynpaBnsaTbCcs Yepes dhann KoHUrypaunum HenocpeacTBEHHO Ha cepBepe, rae OH

pasBepHyT, N1 LeHTpann3oBaHHO u3 Beb-nHTepdenca MNMnarcgpopmbl Pagap.

[nsa nogknioveHus aksemnnsipa k NMnarcdopme Papgap onsa ynpaenenns ns nHrepdeinca, Heobxoammo

[00aBuTb B (hain KoHpUrypauum cnegyroLine QUPEKTUBDI:

# LleHTpann3oBaHHOEe YynpaB/ieHue

cluster:
url: "http://<ip aapec NMnatdopmbl Pagap>:9000/cm/api/agent/"
api_key: "<API koy>"

roe:
<API knrou> - kntod goctyna K API, creHeprpoBaHHbI B BeG-nHTepderice Mnatdopmbl Pagap
("ApmuHucTpupoBaHue'->"Knactep"->"API kntoun"->"global_api_key").
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Bonee nogpobHoe onvcaHne No HACTPOWKE LeHTPannM3oBaHHOMO yNpaBrieHns NPUBEAEHO B

YnpaeneHne Nor-konnekTopom.

13.5.2. HacTpouka KoHTponnepa

[Ina HacTPOMKM KOHTponnepa Heobxoanmo 4o6aBnTb B KOHPUIypaLMOHHbIV dhan crnegytoLimne

OVNPEKTUBBI:

controller:
# MOPT KOMMNOHEeHTa, obA3aTesibHbI NapameTp
port: 48000

13.5.3. HacTpomnka kOMnoHeHTa cbopa MeTpuUK

[ns HacTponkn cbopa METPUK U CTATUCTUKN HEOOXOAMMO [00aBUTL B KOH(UIypaLMOHHBIN dhainn
cnepywoLine OUPEKTUBbI:

metric_server:
# MopT KOMMOHEeHTa, obA3aTeNnbHb NapameTp
port: 48005
Tog_level: "ERROR"

13.5.4. HacTtponka pasmelieHus 3alMLEeHHOro XxpaHmnuiia

3awuiieHHoe XpaHunuuie ncnonbldyeTca ana XxpaHeHna 4yBCTBUTENbHbIX AAHHbIX, KOTOPble HE

OOJXHbI XPaHUTbCA B OTKPbITOM BUAeE.

[nsa HacTporkn pasmeLleHns Heobxoammo 4ob6aBnTb B KOHUIypaLMOoHHbIV dhainn crnegytoLimne

OVNPEKTUBbI:

# MNyTb K amny C CekpeTom

secret_file: "C:\\log-collector\\secret"

# MyTb K XpaHWAUWY CeKpeToB

secret_storage: "C:\\log-collector\\secret.storage"

[nsa cosgaHus CeKpeTa ncnornb3dyeTcda KomaHaa:

# <nyTb>log-collector secrets set <k/w4y> <3HayeHuwe> --config <nyTb Ao
KOHOUIrypaunoHHoro thanna>

roe:
<rympb> - NyTb [0 KaTarora, B KOTOPOM HaxoA4MTCS UCMOMHSIEMbI dbaiin nor-konnektopa
<K/IH0Y> - UMS1 3HAYEHNS

<3Ha4yeHuUe> - flaHHble, KOTOPbIE HYXKHO CKPbITb B KOHDUIypaLoHHOM daiine

lMocne cosgaHusa cekpeTa ero MoXHO NoAcTaBUTb B BUAE KOHCTPYKUmn - {{.knwu}} , BMecTo nobon

CTPOKYM B KOH(UIypaLmoHHOM dpaiine. Takum 06pa3om, Bce yYeTHbIE AaHHbIe MOTYT BbiTb CKPbITI.

MpumMep co3aaHns CEKPETOB U UCMONMb30BAHNSA UX B KOHDUIYpaLMOHHOM dhaiine:

log-collector secrets set user User --config /etc/log-collector/config.yaml
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Tog-collector secrets set user_password $ecure_P@sswOrd --config /etc/log-
collector/config.yaml

MpvMep ncnonb3oBaHUs B KOHUIypaLMOHHOM daiine:

ssh_collector: &ssh_collector
# YHUKaANbHbIA UAEHTUDMKATOP KOMMNOHEHTa, OoTobpaxaeTcs B XypHanax U MeTpuKax.
# 06si3aTeNbHbIN NapameTp
id: "ssh_collector"
# VMMA nonb3oBaTens AnsA yAANIEHHOro MOAK/WYeHUs, obsizaTenbHbli napameTp\
user: "{{.user}}"
# CNUCOK XOCTOB A/ MOAK/KYEHUA, 06A3aTenbHbli napameTp
remote_servers: ["<ip aapec ymaneHHoro y3na>", "<umA ypaneHHoro ysna>'"]
# NopTt ans noaknwdyenusa (default: 22)
port: 22
# NyTb K damny c ssh knwyamu, obsa3aTenbHbI NnapameTp
rsa: "./ssh"
# Naponb OoT awna c Kaw4yamu
password: "{{.user_password}}"
# KomaHza Ans BbINOJSIHEHUA Mo ssh, obsa3aTenbHb NapameTp
command: "tail -F -n +$$$1ine$$$ /var/log/sshfile.txt"
# ECAM ycTaHoBNeHO - dann byaeT yMTaTbCA C NOC/AeAHEN NO3UUMM B CrelyllleM TUKe
# nnn nocne nepesanycka
read_from_last: true
# WHTepBan MexAay BbiNOJIHEHMEM KoMaHa (B CeKyHAax)
ticker: 30
# oopmaT oTnpaBkU coobueHua - kak ecTtb(raw), c oboraweHuem(json)

format: "raw

# YpoBeHb JIOFMPOBAHMA, €C/IM He yKa3aH WUCMNOJib3yeTCss YPOBEHb KOMMOHEeHTa
XypHaIMpoBaHusa

log_level: "INFO"

[nsa npocMmoTpa co3aaHHbIX KNoYen NCnonb3yeTcst KomaHaa:
# <nyTb>log-collector secrets list --config <nyTb A0 KOH(GUIrypauMoHHOrodamna>
roe:

<fymp> - NyTb [0 KaTanora, B KOTOPOM HaxoOMTCsl MCNOMHAEMbIN bann nor-konnekropa

[ns yoaneHua knoyen ncnonb3yeTcs KomaHaa:

<nyTb>log-collector secrets remove <knw4y> - -config <nNyTb A0 KOHOUIYypaLMOHHOIO
thanna>

roe:
<mymb> - NyTb [0 KaTarora, B KOTOPOM HaxOAMTCS UCTIONHAEMbIN paiin nor-konnekropa
<KITIOY> - UMS 3HAYEHNS, KOTOPOE HYXXHO yaanuThb.

BaxHo! [MponucbiBaTh Koy B harine KoHpurypaumm Hy>KHO B KaBbl4Kax, Kak B MpMMepe Bbille
"{{.knrou}}", nHa4e Npu 3anycke NPUNOXeHNA ynageT C OLUMOKOM 13-3a TOro YTO HE CMOXET
npounTaTbh ann koHgpurypauumn. CooTBeTcTByloLLee coobLleHne ByaeT B )KypHarne HeyaayHbIX
3anyckoB Jlor-konnektopa logcollector.crash.log.



13.5.5. HacTtpowuka API

APl HeobxoaMMO Ans yoaneHHOro ynpasneHus 3K3eMNsipoM For-KONnekTopa, NonyvyeHnst XxypHana
cobbimut paboTbl nor-konnekTopa u cbopa cratuctmku. [na Hactponkn pabotel APl Heobxogmmo
[00aBUTb B KOHUIYPaALMOHHbIV halin criegyoLme AMpeKTUBhbI:

api_server:

# ip aapec, Ha KoTopom byaem cnywaTb http cepsep

address: "<BHewHun ip aapec cepBepa, HA KOTOPOM YCTAHOBJIEH JIOr-KojnekTop>"

# nopT, Ha KoTopoM byaem cnywaTb http cepsep, obs3aTenbHbi NapameTp

port: 8080

# TanmayT uTeHua (monydyeHue 3anpoca), obs3aTesnbHbI MapameTp

read_timeout: 60

# TammayT 3anucu (oTnpaBka 3anpoca), obsa3aTenbHbli napameTp

write_timeout: 60

# Bpems OXMAAHUSA OKOHYAHWS 06paboTkM 3ampoca Npu MONYyYEeHUW CUFHaNa Ha OCTAHOBKY
NpUIoXeHUs

# 06s13aTeNbHbIN NapameTp

wait: 5

# BknveHue https (3awmuweHHoe coeauHeHue)

enable_tls: false

# NyTb ans tdamna ceptudnkatoB, ecnn enable_tls: false napameTp He obsi3aTesnbHbIN

cert_file: "certs/server.crt"

# NyTb ans damna knw4ven, ecnm enable_tls: false napameTp He obsizaTesnbHbIN

key_file: "certs/server.key"

# Maponb Ans pacwnhpoBkM damna Kwyen, ecnm He yKasaH cyuMTaem, 4YTo ¢hann He
3awndpoBaH

cert_key_pass: ""

# BKJ/IOYEHME NPOBEPKM KIMEHTCKOro cepTudukaTa, obs3aTesbHblii mapameTp

require_client_cert: true

# MyTb LO KOpPHEBOro cepTudmkaTa, obs3aTeNbHbd napameTp

ca_file: "certs/ca.crt"

# YpoBeHb JIOFMPOBaHUA, €C/IM He YKa3aH UCMONb3YyeTCs YKAa3aHHbI B KOMMOHEHTe
XypHaIMpoBaHusa

log_level: "INFO"

13.5.6. HacTpouka xxypHanmpoBaHuA

B XYpHan nor-konnekrtopa 3anncbiBakoTCA BCE cobbimus, npouncxoadaiwine B KOMrnoHeHmax nor-
KOJNeKTopa C YypOBHEM JTOrMpoBaHNA, YKasaHHbIM O5A KaXaoro KoMrnoHeHma. Ecnn YpoBeHb
NorMpoBaHnA He yKa3aH ana KOHKPETHOro KOMrnoHeHma, 1o normpoBaHune nponcxoanT C ypoOBHEM,
BbICTaBITIEHHbIM B KOMIMOHEHMe XypHanunposaHus.

BaxHo! YposeHb normposaHma DEBUG vcnonb3yeTcs TOnbKo Ans OTnagky paboThbl
KOMMOHeHmMos8. B NpoOMbILLNEHHON 3KCNyaTaumMm peKoMeHayeTcst ucnonb3oatb ypoBeHb INFO.

journal:

# MOPT KOMMNOHEHTa, 0b6sA3aTenbHbIN NapameTp

port: 48004

# YpoBeHb JIOrMPOBAHMA MO YMOMYAHWUIO. BO3MOXHble 3HayeHusa - DEBUG, INFO, WARN,
ERROR.

# 06A3aTenbHbIN MapameTp

log_level: "INFO"

# NyTb K hamny xypHana, oba3aTenbHblA napameTp
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log_path: "c:\\log-collector\\journal.log"

# Mopor poTauuu Gawna NoroB, yKa3sbiBaeTcs B Merabamtax, obs3aTenbHbli napameTp

rotation_size: 30

# Mopor KonuyecTBa (GaMNoOB MCTOPUWU, €CAN He yKas3aHo ¢anibl yaanaTbCs He b6yayT

max_backups: 7

# MakcuManbHOE€ KOJIMYEeCTBO AHeN AN XpaHeHMs cTapbix (GanioB XypHana Ha OCHOBe
MEeTKU BpeMeHu

# ECNM He yKa3aHo, tannbl yaanatbca He 6yayT (B AHAX).

max_age: 7

13.6. dunbTpauma coobITUN

13.6.1. CTpyKTYypUpOBaHHbIE AaHHbIE

dunsTpaunst B KomnoHeHmax cbopa co CTPYKTypuMpOBaHHbIMK AaHHbIMU paboTaeT kak blacklist n

npuMeHuMMma K konnektopam wmi, eventlog, odbc, etw.

13.6.2. HecTpyKkTypupoBaHHble AaHHbIe

PUNLTPLI MOXHO YKa3aTb ANs KaX40ro KonnekTtopa ¢ HeCTPYKTYPUPOBaHHbIMU AaHHbIMU. PUNETPbI
copepxart benbiii cnncok (whitelist) n yepHbin cnncok (blacklist) c maccuBom perynsipHbix
BblpaXxeHU. Bce perynsipHble BolpaXkeHUsl NpoBepSOTCS Nepes, 3anyckom npunoxeHusi. CHavana
nposepsieTcs 6enblii CIUCOK, a 3aTEM YEpPHbIA.

dunsTpauns No perynspHbIM BbIPAXKEHUSIM MOXET ObITb BKMOYEHA B I06OM KomnrnekTope ¢
HECTPYKTYPMPOBaHHbIMU AaHHbIMUK (kpome odbc, wmi, etw, eventlog). BkntoyaeTcsi nyTem fobasneHus
cekuwnum filters. B naHHol cekuum ykasbiBatotcs ABa maccuBa — whitelist, blacklist. Bce cobbitus
cHavana npoxoaaT unbstpbl ykasaHHble B whitelist, T.k. ero npuoputeT Bbilwe. 3aTeM cobbITUSA
nposepsitoTcs punsTpamu, ykasanHbiMu B blacklist.

Whitelist — cobbITusi, kKOTOpblE COOTBETCTBYHOT PErYNSPHOMY BbIPAXKEHUIO,

nonagatoT B o4epesb Ha OTrpaBky.

Blacklist — cobbITusI, KOTOpblE COOTBETCTBYIOT PETYNSAPHOMY BbIPaXXEHUIO,

GrOKMPYIOTCS U He MonajatoT B 04epesb Ha OTMPaBKy.

ssh_collector: &ssh_collector
# YHI/IKa}'IbeII7I I/ID,EHTVICDVIKaTOp KOMMNOHEeHTa, 0To6pa>|<aeTc;| B XypHanaX U MeTpUuKax.
# 0bs3zaTenbHbLIN MapameTp
id: "ssh_collector"
# WMs nonb3oBaTensa ANA YAANEHHOrO MNOAK/YEHUs, obsi3aTesnbHb napameTp
user: "user"
# CnMCOK XOCTOB AJ/1 MOAK/OYEHUs, obA3aTeNbHbIA napamMeTp

remote_servers: ["<ip aapec yapaneHHoro ysna>", "<uma yaaneHHoro ysna>"]
# MNopT ans noaknwdveHnsa (default: 22)

port: 22

# MyTb K Ganny c ssh knwdamm, obsi3aTeNbHbI NapameTp

rsa: "./ssh"

# Maponb OoT dawmna c Kawvyamu

password: "password"

# KomaHza Ansa BbiMONHEeHUs no ssh, obs3aTenbHb napameTp

command: "tail -F -n +$$$1ine$$$ /var/log/sshfile.txt"

# ECNU ycCcTaHoBNeHO - ¢ann byaeT uMTaTbCA C NOCAeAHEN NO3MUMM B CJIeAyHUEeM TUKe
# nnn nocne nepesanycka

read_from_last: true

# WHTepBan MexAay BbINOJIHEHMEM KoMaHAa (B CeKyHAax)
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ticker: 30
# oopmaT OTnNpaBKU coobueHna - kak ecTb(raw), c oboraueHuem(json)

n 1]

format: "raw
# YpoBeHb JIOFMPOBAHMA, €C/IM He yKa3aH UCNOJib3yeTCs YpPOBEHb KOMMOHEeHTa

XypPHaIMpoBaHusa
log_level: "INFO"

filters:
whitelist:
- "Alocalhost.*§"
blackTist:
- "A.*[0-9]%"

13.7. HacTpounka oyepeamn otnpaBKkU COObLITUN

[MpumeHnMO K KommoHeHmam oTnpaku cobbituin TCP n KAFKA

# MakcumanbHoe KOoNM4yecTBO coobueHun B bydepe
queue_length_limit: 1500

# MakcumanbHOe BpeMs XM3HU cobbiTuin B ouvepean (B CeKyHAaAX)
queue_time_limit: 300

13.8. dopmaTt oTnpaBKMN AaHHbIX

MprMeHNM KO BCEM HECTPYKTYPUPOBAHHBLIM KOMIOHEHMaM cbopa cobbiTui (kpome eventlog, wmi,
odbc, etw)

# oopmaT oTnpaBkM coobueHua - kak ecTtb(raw), c oboraweHuem(json)

format: "raw

raw - faHHble OTNPaBNATCS B TOM BUAE, B KOTOPOM NMPULLINA
json - npuwepluve faHHble oboralLaoTcs JOMOSNHUTENBHON TEXHUYECKON MHGopMaLmen 1

YyNaKkoBbIBalOTCA B NakeT jSOﬂ

13.9. KogupoBka

[JaHHas cekuys No3BOMSET M3MEHWUTL KOOMPOBKY BXOAALLMX AaHHbIX. ECnn He ykasbiBaTb
original_encoding, nor-konnekTop cam nomnbiTaeTcs ONpeaeniTs KOOUPOBKY.

# ONUUKU CMeHbl KOAMPOBKMU

encoding:
# Mcnonb3oBaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoaupoBKa oOpuruHana
original_encoding: "cpl251"

13.10. OnucaHue xpaHuUnuLia NPUroXKeHUs

XpaHunuue knroven 3HadeHun B channosoi cucteme OC (LevelDB). Mcnonb3yeTcs Ans xpaHeHus
CCbINok 1 bycepmsauum cobbiTuii. He npeaycMoTpeHO CTOPOHHEE pefaKTMPOBaHNME.

Manka ¢ dpannammn xpaHunuia (.storage) pacnonaraercs B paboyen AMpekTopum nor-konnekropa.


af://n6358
af://n6361
af://n6366
af://n6369
af://n6371

13.11. KoMnoHeHTbI Nor-konsfiekropa

Kaxgbin KOMNOHEHT cOopa 1 OTNpaBKM MOXET MMETb OAMH 1 Bonee 3Kk3eMnnApoB B daiine
KOHUrypaumm.

BaxHo! [pn HacTpowke He NCnonb3oBaTh NOBTOPSOLLMXCA Ha3BaHWU HACTPOEK KOMMOHEHTOB,
CCbIFIOK Ha HUX U YHUKaNbHbIX MOEHTU(MKaATOPOB.

Mpumep:

# Ha3BaHWe KOHOUIypauuM KOMMNOHEHTA M CChUIKA Ha Hero Ansa 3anycka
<HaUMeHOBaHWE HACTPOMKWU KOMMOHEHTa>: &<yHWKasibHas CCbliKa Ha HACTPONKY>
# YHUKANbHbIW UAEHTUOUKATOP KOMMOHEHTA, oTobpaxaeTcs B slorax M MeTpuKax.
0b6si3aTeNbHbLIA NapameTp

id: "<yHuKanbHbIM MaeHTUbUKaTOpP>"

13.11.1. KomnoHeHTbI c6opa cobbiTum (inputs)
[nsa BknoveHUs koMnoHeHTa cbopa HeobxoamMmo [o6aBUTL B dharin KOHUrypaumm ero HacTPONKK.

13.11.1.1. KomnoHeHT Eventlog {#eventlog}
BaxHo! PaboTtaeT Tonbko Ha OC Windows.

Mo3BONSET BLINOMHWUTL NOKaNbHbIA UK yaaneHHbI c6op cobbiTuii Windows.

MpyMep HACTPOEK MO YMOSYaHUIO:

# Ha3BaHWe KOHOMIypauum KOMMOHEHTA W CCblJIKa HAa Hero Ana 3anycka
eventlog_collector: &eventlog_collector

# YHUKaNbHbIA UAEHTUDUKATOP KOMMOHEHTA, OoTobpaxaeTcs B XypHanax U MeTpuKax.

# 06s13aTeNbHbIN NapameTp

id: "eventlog_collector"

# Wma kaHana (Security, Application, System, ForwardedEvents)

# Mcnonb3yeTcsa eC/M He yKa3aH nyTb K danny

channel: ['Security']

# 3anpoc onuChIBAWWWUIMA TUM MOSy4YaeMoro cobbiTus. MoxeT ObiTb B (opmaTe

# XPath 1.0 unan CTpyKTYpUPOBAHHLIM XML 3anpoc. Ecnu XPath coaepxut 6onee 20
napamMeTposB,

# cnepyeT MCnofb30BaTb CTPYKTYPUPOBAHHLIA XML 3anpoc.

# UTOObl MONYyYMTb BCe MapameTpbl yKaxuTe
query: "*"

# TMONHBIA NYTb K hamny XypHanoB COb6bITUN

# NopnepxuBaemble GopmaThl: .evt, .evtx, .etl
file: ""

# Pa3mep 3anpoca

batch_size: 50

# TammayT 3anpoca B CeKyHAax

timeout: 5

# WHTepBan MexAy 3amnyCKoM 3amnpoca B CeKyHAax
poll_interval: 30

# UTeHWe C nocrefHer COXPaHEHHOW MO3MuUUK
read_from_last: true

# KoHBepTuMpoBaTb SID B uUMs

resolve_sid: false
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# tdopmaT oTnpaBku coobueHna - kak ectb(raw), c oboraweHuem(json)
format: "raw"
# YpOBeHb NIOrMpOBaHUA. EC/AM He yKa3aH UCMNoNb3yeTCA YpPOBEHb KOMMOHEeHTa
XyPHaNnMpoBaHus
log_Tevel: "INFO"
# KONMYECTBO napannenbHbiXx BopkepoB (no ymonyaHuw 1), 2 u bonee noseonsdeTr
pacnapannenutb cbop cobbiTui
worker_count: 1
# MapameTpbl YAANIEHHOrO MOAK/YEHUS
remote:
# BK/YEHMWE YAANEHHOrO COeAVHEeHUs
enabled: false
# WMa nonb3oBaTensa, obasartenbHO ecnan enabled: true
user: ""
# Naponb nonb3oBaTens, obs3aTenbHo ecnn enabled: true
password:

nwn

# [JoMeH nosb3oBaTens
domain: "."
# AApec yhaneHHOro cepBepa
remote_servers: ["<ip aapec ypaneHHoro ysna>", "<uma ypaneHHoro ysna>"]
# LNOCTynHble MeToAbl aBTopu3auum: Negotiate, Kerberos, NTLM
auth_method: "Negotiate"
# ounbTpauMs MO MOJIAM COObITUS, perynsipHble BbipAXeHUA
filters:
# Bpewms
# dopmaT 2020-08-13 10:02:55.9689259 +0000 UTC
created: "'
# Yncnosble QUIBLTPbI
# Npumep ans uucnoBbiX ¢unbTpoB - AC[5-9]\d|\d{3,})$

(]

event_id:
T

qualifiers:
record_id:

[

L]

process_id:
thread_id: "'
version: "'

# CTpoKOBble (GUALTPSI

# npumep: DESKTOP-IDCMV6G
computer_name: "'

msg:
# BO3MOXHble 3HauyeHus: Information, warning, Error

L]

Tevel_text:
# MNpumep: Service State Event
task_text: "'

# MNpumep: ServiceShutdown
opcode_text: "'

# Mpumep: System
channel_text: "'
# Mpumep: System

provider_text:

# BO3MOXHO MNpUMEHeHue OnuMi CMEHI KOANPOBKUA



13.11.1.2. KomnoHeHT MS-EVENG6

mseven6: &msevenb6
# Ha3BaHWsA MoAynsA, oTobpaxaeTcsa B /Orax M METpUKax, YHUKasbHbIA 0b6si3aTesbHbIN
napameTp
id: "test_mseven6"
# CNUCOK WCTOYHUKOB AnA cbopa cobbiTui
sources:
# ALpec ypaneHHOro cepBepa, C KOTOporo b6yayT cobupaTbca cobbiTus
host: "192.168.56.6"
# pomeH
domain: ""
# WmA nonb3oBaTens
user: "user"
# Maponb nonb3oBaTens
password: "0000"
# CNNCOK KaHasnoB
channel: ["Application"]
# 3anpoc onuchiBaOWWMA TWUMN MNONYy4YaeMoro cCobbiTuA. €CTb BO3MOXHOCTb YKa3aTb
# XPath 1.0 wnn CTPYKTYpUpPOBAHHBIM XML 3anpoc. Ecau XPath coaepxuT 6onee 20
napameTpoB, cneayeT
# MCNonb3oBaTb CTPYKTYPUPOBAHHBIM XML 3anpoc. UTobbl NOAyyYMTb BCE NapameTpbl
yKaxuTe

nyn

query:
# Pa3mep 3anpoca
batch_size: 20
# WHTepBan MexAy 3anyckom 3anpoca B cekyHaax (default: 1)
poll_interval: 1
# YTeHne C nocneaHen coxpaHeHHon nosuuum, (default: false)
read_from_last: true
# ypoBeHb NOrMPOBaHUA, €C/M He yKa3aH WCNoNb3yeTCs YPOBEHb MOAYJIS
XypHaIMpoBaHusa
log_level: "DEBUG"
# nyTb ans 3anycka python (nyuywe mcnonb3oBaTb venv, co3paeTcsa KomaHaon make
msevené6venv)
python_path: "./bin/mseven6venv/bin/python"
# nopT AnA B3auMoAenCcTBUA C python cepBMCOM-NPOCAONKOMN
python_service_port: 9999
# ounbTpaLMa No nonsaMm CobbiTUsA, perynspHble BbipaxeHus (H6A3KAMCT)
filters:
# Bpewms
# dopmaT 2020-08-13 10:02:55.9689259 +0000 UTC
created: "'
# UncnoBble QUALTPbI
# Mpumep ans uucnoBbiX ¢tunbTpoB - AC[5-9]\d|\d{3,})$

(]

event_id:

T

qualifiers:
record_id:

(]

(]

process_id:
thread_id: "'
version: "'

# CTpoKOBble (GUIbTPbI

# npumep: DESKTOP-IDCMV6G

L]

computer_name:


af://n6385

msg: "'
# BO3MOXHble 3HayeHusa: Information, warning, Error
level_text: "'
# Npumep: Service State Event
task_text: "'
# MNpumep: ServiceShutdown
opcode_text: "'
# Mpumep: System
channel_text: "'
# Mpumep: System
provider_text: 'System'
# OnuMM CMeHbl KOAUPOBKMU
encoding:
# Wcnonb3oBaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KOAMpOBKA opuruHana
original_encoding: "cpl251"

13.11.1.3. KomnoHeHT ODBC {#0dbc}

Mo3BonsieT ocyLecTBNATbL cO0p cobbITUIA U3 Ba3 AaHHbLIX

odbc_collector: &odbc_collector

# YHUKANbHbIN WAEHTUPUKATOP KOMMOHEHTA, OoTobpaxaeTcs B XypHanax WMMeTpUKax.

# 06a3aTenbHbLIN NapameTp

id: "odbc_collector"

# VMHTepBan Mexay 3anyCKoM 3anpoca B CeKyHAax

poll_interval: 5

# UTeHne C nocriefHerl COXPaHEHHOW MO3MLUK

read_from_last: true

# CTpoKka noak/w4yeHus, obs3aTenbHbIA NnapameTp

connection_string: "server=<ip aapec yAaJeHHOro y3na> WIN <uUMs YAAJIeHHOro
y3na>;port=<nopT>;driver=<Ha3BaHve apaviBepa>;database=<Ha3BaHue 6a3bl AaHHbIX>;Uid=
<nonb30BaTesb>; Pwd=<naponb>"

# SQL 3anpoc, obs3aTesnbHbIi NnapameTp

sql: >

SELECT id, name, dsc
FROM test WHERE id > 7;

# Mone, KoTopoe byaeT UCMONb30BATbLCA KAK 3aKNaAKa Ans COXPaHEeHUs Mo3uuumu,
obsizaTenbHbLIM MapameTp

# Mone [OKHO ObITb LEeN0YUCSTEHHbIM

# NMone AonXHO 6bITb yKasaHo B onepaTtope SELECT

bookmark_field: "id"

MpyMepbl CTPOK NOAKMHYEHUS

PostgreSQL:
Driver={PostgreSQL};Server=IP
address;Port=5432;Database=myDataBase;Uid=myUsername;Pwd=myPassword;

MSSQL

Driver={ODBC Driver 17 for SQL
Server};Server=myServerAddress;Database=myDataBase;UID=myUsername;PWD=myPassw
ord;Driver={ODBC Driver 17 for SQL
Server};Server=myServerAddress;Database=myDataBase;Trusted_Connection=yes;
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Oracle:
Driver={Oracle ODBC Driver};UID=Kotzwinkle;PWD=whatever;DBQ=instl_alias;DBA=W;

13.11.1.4. KomnoHeHT WMI

BaxxHo! PaboTtaet Tonbko Ha OC Windows

wmi_colTlector: &wmi_collector
# YHUKANbHbIN UAEHTUDMKATOP KOMMOHEHTa, OoTobpaxaeTcs B XypHanax U MeTpuKax.
# 06s3aTenbHbLI nNapameTp
id: "wmi_collector"
# WHTepBan MexAy 3amnyCKoM 3anpoca B CeKyHAax
poll_interval: 5
# CNMCOK CepBepoB K KOTOPbIM yWAaeT wmi 3anpoc, obs3aTenbHbi napameTp
remote_servers:
- "lTocalhost"
- "umAa ypaneHHoro ysna"
- "ip aapec yaaneHHoro ysna"
# WM nonb3oBaTensd, 06A3aTeNbHO €C/IM 3TO He JIoKabHbIM cbop
# Ins cbopa B momeHe "domain\\user"
user: "user"
# Maponb nonb3oBaTens, 06A3aTeNbHO €C/IM 3TO He JIoKasbHbIA cbop
password: ""
# UTeHne C nocnegHel COXPaHEHHOW Mno3uuun
read_from_last: true
# YpoBeHb JIOFMPOBaHMA, €C/IM He yKa3aH UCMNOJib3yeTCs YpPOBEHb KOMMNOHEHTa
XypHaIMpoBaHua
log_level: "INFO"
# N3MeHeHWe KOAMPOBKU BXOAAUEro CObbITMA, MOXeT 6biTb nponucaHa y /wboro
KoJsisieKkTopa
encoding:
# BK/IOYEHME U3MEHEHUSA KOAMPOBKMU
change_to_utf8: false
# opurMHanbHas KOAMPOBKA COOLITUA, €C/M OCTABUTb NYCTbiM, MPOM3OMAET MOMbITKA
onpeaenuTb KOAWPOBKY
# HeT 100% rapaHTuu onpeaeneHus
original_encoding: "cpl251"
# CobupaTb COOLITUA HAYMHAA C 3aA4AHHOMO MOMEHTA
start_from_date: "2022-03-24T00:00:00+03:00"
# CNUCOK XypHasNoB, M3 KOTOpbiX cobupawTcs cobbitua (Application, System u T.m.).
ECAM nNyCcTOM WM He yKa3aH, cobupawTcs Bce cobbiTus
logfiles: ["Application"]
# BAIKAUCT GUALTPbLI NO MONAM COBLITUS, UCMNONb3YHTCSA PerynspHble BblpaXeHus
wmi_filters:
# UYncnosble nons
category:

(]

T

event_code:
event_identifier: "'
event_type: "'

record_number:
# CTpoKoBble nosnf

computer_name:

T

message:

L]

source_name:
type:
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user:
time_generated: "'
time_written: "'

# BO3MOXHO MNpUMEHeHue OMUWUIN CMeHbI KOANPOBKU

13.11.1.5. KomnoHeHT ETW

BaxHo! PaboTtaet Tonbko Ha OC Windows

etw_collector: &etw_collector

# Wms npoBamaepa wan GUID

# oopmaT GUID ponxeH 6biTb "{9E814AAD-3204-11D2-9A82-006008A869391}"

id: "etw_collector"

provider: "{A68CA8B7-004F-D7B6-A698-07E2DEOF1F5D}"

kernel_args: [ "ALPC", "CSWITCH", "DBGPRINT", "DISK_FILE_IO", "DISK_IO",
"DISK_IO_INIT", "DISPATCHER", "DPC", "DRIVER", "FILE_IO", "FILE_IO_INIT",
"IMAGE_LOAD", "INTERRUPT", "MEMORY_HARD_FAULTS", "MEMORY_PAGE_FAULTS",
"NETWORK_TCPIP", "NO_SYSCONFIG", "PROCESS", "PROCESS_COUNTERS", "PROFILE",
"REGISTRY", "SPLIT_IO", "SYSTEMCALL", "THREAD", "VAMAP", "VIRTUAL_ALLOC" ]

provider_level: "Information"

# YpOBeHb NornpoBaHnAa, ecnm He yKa3aH UCMNOJIb3yeTCA YypOoBeHb KOMMOHEHTa
XypHanMpoBaHus

log_Tevel: "INFO"

# BO3MOXHO NpUMeHeHue onuuM CMeHI KOANPOBKU

13.11.1.6. KomnoHeHT OPSEC LEA

BaxHo! PaboTtaet Tonbko Ha OC Linux

opsec_lea_collector: &opsec_lea_collector
# YHUKaNbHbIA UAEHTUDUKATOP KOMMOHEHTA, OoTobpaxaeTcs B XypHasnax M MeTpuKax.
# 06s13aTeNbHbLIN NapameTp
id: "opsec_Tlea_collector"
# OupekTopus pacnosioxeHus yTunutel lea_client
exec_path: "opsec"
# MepuoANYHOCTb MPOBEPKU HANMUUA HOBbLIX 3anuMcCen B XypHanax
poll_interval: 5
# CoxpaHeHMe MO3ULMM MOC/efHEero 4YTeHusa U3 xypHana (CoxpaHeHue Ha AUCK),
BO30OHOB/MIEHNE YTEHUA C MNocC/ieAHen COXPAHEHHOM NO3ULMUM.
read_from_last: false
# CepBep ans cbopa cobbiTUR.
remote_server: "<ip aapec wau vMms ypaneHHoro ysna>"
# MopT Ana ayTeHTUdMKaLmn.
auth_port: 18184
# AyTeHTupukauma ana OPSEC
auth_type: "sslca"
# MapameTpbl aBTOpPMU3aLUK
opsec_sic_name: "CN=lea_logger,O=vmfw..ktz7qd"
opsec_sslca_file: "/home/lea/lea_client/opsec.pl2"
opsec_entity_sic_name: "cn=cp_mgmt,o=vmfw..ktz7qd"
opsec_sic_policy_file: ""
# Ha3BaHue cobupaemoro xypHana.
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log_filename: "fw.log"

# oopmaT OTNpaBKU coobueHna - kak ecTb(raw), c oboraueHuem(json)

format: "raw"

# YpoBeHb NIOrMPOBAHUSA, €C/IM He YKA3aH WUCMNOo/b3yeTCs YpPOBEeHb KOMMOHEHTa
XYPHanMpoBaHus

log_level: "INFO"

13.11.1.7. KomnoHeHT SSH

ssh_collector: &ssh_collector
# YHUKANbHbIA UAEHTUDMKATOP KOMMOHEHTA, OoTobpaxaeTcs B XypHasnax U MeTpuKax.
# 06s13aTeNbHbLIN NapameTp
id: "ssh_collector"
# WMs nonb3oBaTens AN YAAJNIEHHOrO MOAK/WYEHUs, o0bA3aTesbHblA napamMeTp
user: "user"

# CnNCoOK XOCTOB A/ NOAKNKWYEeHUs , obs3aTesbHbIN napameTp

remote_servers: ["<ip aapec yaaneHHoro y3na>", "<uma ypaneHHoro ysna>'"]
# MNopT ansa noaknwdvennsa (default: 22)

port: 22

# NyTb K tdamny c ssh knwuyamu, obA3aTenbHbi napameTp

rsa: "./ssh"

# Maponb oT hamna cC Kjw4yamu
password: ""

# KomaHaa Ans BbiNOJIHEHUA Mo ssh, obA3aTenbHbIA napameTp

command: "tail -F -n +$$$1ine$$$ /var/log/sshfile.txt"

# ECNU yCTaHOBMEHO - ¢ann byaeT uMTaTbCA C NOCAeAHEN NO3MUMM B CJIeAylleM TUKe
AN nocne nepesanycka

read_from_last: true

# WHTepBan Mexay BbiNoJHEHMEM KomaHa (B ceKyHAaax)

ticker: 30

# dopmaT OTnpaBKM coobueHus - Kak ecTb(raw), c oboraueHuem(json)

format: "raw"

# YpoBeHb NIOrMPOBAHUA, €C/AIM He YKAa3aH UCNoSb3yeTCs YpPOBEHb KOMMNOHEHTa
XYPHaNMpoBaHus

log_level: "INFO"

# BO3MOXHO NPUMEHEeHMEe ONuUA CMEeHbl KOAMPOBKU

13.11.1.8. KomnoHeHT SMB

smb_colTlector: &smb_collector
# YHUKaNbHbIA UAEHTUDMKATOP KOMMOHEHTA, OoTobpaxaeTcs B XypHasiax M MeTpuKax.
# 06s13aTeNbHbLIN NapameTp
id: "smb_collector"
# CNUCOK XOCTOB AJ1A MOAK/KYEHUA, 0b6A3aTenbHbd napameTp
remote_servers: ["<ip aapec yaaneHHoro y3na>", "<uma ypaneHHoro ysna>'"]
# NopT noaknw4eHus
port: 445
# SMB share. sharename ponxeH cooTBeTcBoBaTb (opmaTy <share>" uam “\\\\
<server>\\<share>", obs3aTenbHbIN napameTp
share: "<nyTb kK obuwemy pecypcy>"
# [lomeH
domain: "."
# NTLMv2 nonb3oBaTesb, 0b6si3aTeNbHbIA napameTp
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user: "user"
# NTLMv2 naponb(unu hash), obsa3aTenbHblr napameTp
password: "password"
# HacTpolku ayTeHTudbukauum kerberos
kerberos:
# BkNwYeHWe aBTopulauum kerberos
enabled: false
# uma uenesoro cepsuca (service principal name)
target_spn: "pdc
# kerberos realm
realm: "TEST.TEST"
# nyTb BO KoHowrypauum kerberos
config_path: "assets/krb5/krb5.conf"
# VMHTepBan MexAay 3anyCKOM CKaHMpOBaHMA (alloB B CeKyHAAX

poll_interval: 5
# Cnucok tamnoB ANA 4TeHus, obA3aTeNbHbA napameTp
files: [ "smbfile.txt" ]
# ECNM yCTAHOB/IEHO - WCMOSIb30BATb PerysisipHoe BbipaXeHue Ans noucka (hansios
using_regexp: true
# HauyanbHbIM KaTanor Ana fnoucka ¢amnnos
regexp_starting_dir: "."
# PerynsipHoe BblpaxeHue AnA noucka hannos
regexp_expression: ".(?:txt|Tog)$"
# WHTepBan npoBepku thamnos (B CeKyHAax) B AepeBe KaTa/loros
dir_check_interval: 5
# ECNM ycTaHOBNeHO - dann byaeT ynTaTbCA C NOC/AeAHEN NO3UuMM B CrelyllleM TUKe
# WnM nocse nepesanycka
read_from_last: true
# oopmaT oTnpaBKU coobueHna - kak ecTtb(raw), c oboraweHuem(json)
format: "raw"
# YpoBeHb JIOrMPOBAHMA, €C/IM He yKa3aH UCNOJib3yeTCs YpPOBEHb KOMMNOHEeHTa
XYPHaNMpoBaHuUs

log_level: "INFO"

# BO3MOXHO MNpUMEHeHue onuuM CMeHsbI KOANPOBKUA

13.11.1.9. KomnoHeHT FTP

ftp_collector: &ftp_collector
# YHUKANbHbIA UAEHTUPUKATOP KOMMOHEHTA, OoTobpaxaeTcs B XypHanax U MeTpuKax.
# 06s13aTeNbHbBIN NapameTp
id: "ftp_collector"
# CNUCOK XOCTOB [AJ1A MOAKJYEHUA, 0b6s3aTeNbHbA napameTp
remote_servers: ["<ip aapec yaaneHHoro ysna>", "<uma yaaneHHoro ysna>"]
# MopTt ans ftp 3anpocoB, obsa3aTenbHbLIM NapameTp
port: 21
# ftp nonb3oBaTenb, obA3aTeNbHbIN NapamMeTp
user: ""
# ftp naponb, obsA3aTesnbHbIN NapameTp
password: ""
# WHTepBan MexAy CKaHMpoBaHWeM danna B CeKyHAax
poll_interval: 5
# Cnucok damnoB pna 4yTeHus, obs3aTesbHbIM NapameTp
files: ["ftpfile.txt"]
# ECNM YyCTaHOB/IEHO - WCMNONIb30BATb PerysspHoe BbipaxeHue ANS Moucka hannos
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using_regexp: true
# HauyanbHbIM KaTanor AN noucka ¢hannos
regexp_starting_dir: "."
# PerynsipHoe BblpaxeHue AN NMoucCKa (hannos
regexp_expression: ".(?:txt|Tog)$" #"A.*\_logs$"
# WHTepBan npoBepku tdamnos (B CeKyHAax) B AepeBe KaTaloros
dir_check_interval: 5
# ECNU ycTaHoBNeHo - damn byaeT uMTaTbCA C NOCAeAHEN NO3uMUMM B CJIeAyHUEeM TUKe
# nnn nocne nepesanycka
read_from_last: true
# oopmaT OTNpaBKU coobueHna - kKak ecTb(raw), c oboraueHuem(json)
format: "raw"
# YpoBeHb NIOrMPOBAHUA, €C/IM He YKAa3aH UCNoNb3yeTCs YpPOBEHb KOMMNOHEHTa
XypHaIMpoBaHusa

log_level: "INFO"

# BO3MOXHO NpuUMeHeHue OMUUN CMeHbI KOANPOBKUA

13.11.1.10. KomnoHeHT SFTP

sttp_collector: &sftp_collector

# YHUKANbHbIA UAEHTUDMKATOP KOMMOHEHTA, OoTobpaxaeTcs B XypHasnax M MeTpuKax.

# 06s13aTeNbHbLIN NapameTp

id: "sftp_collector"

# CNUCOK XOCTOB AJ1A MOAK/KYEHUA, 0b6A3aTenbHbl napameTp

remote_servers: ["<ip aapec yamaneHHoro y3na>'", "<uma ypaneHHoro ysna>'"]

# MopT ans sftp 3anpocoB, oba3aTesnbHbLIM NapameTp

port: 22

# MNonb3oBaTenb ssh, obA3aTenbHbi napameTp

user: "user"

# Maponb ssh, obs3aTenbHbLIA NapameTp

password: "password"

# WHTepBan MexAy CKaHMpoBaHMeM dainna B CeKyHAax

poll_interval: 5

# Cnucok dannoB Ans 4TeHus, obsa3aTesibHbIM napameTp

files: ["sftptest.txt"]

# ECNM YyCTAHOB/IEHO - WCMNOMIb30BaTb peryssapHoe BbipaxeHue Ans noucka (hansios

using_regexp: false

# HayanbHbI KaTanor Ans noucka dannos

regexp_starting_dir: "upload"

# PerynsipHoe BblpaxeHue AN Moucka (hannos

regexp_expression: ".(?:txt|Tog)$" #"A.*_logs$"

# WHTepBan npoBepku tamnos (B CeKyHAAx) B AepeBe KaTa/loroB

dir_check_interval: 5

# ECNU yCcTaHoOBNeHO - damn 6yaeT uMTaTbCA C NOCAeAHEN NO3uMUMM MPU CIIeAyllleM TUKe
AN Mocie nepesanycka

read_from_last: true

# dopMaT oTnpaBKkM coobueHus - kak ecTtb(raw), c oboraweHuem(json)

format: "raw"

# YpoBeHb JIOTMPOBaAHWUS, €C/NN He YKa3aH WCMNoJib3yeTCsA YPOBEeHb KOMMNOHEeHTa
XyPHaNnMpoBaHus

log_level: "INFO"

# BO3MOXHO NpuUMeHeHue OMUWUIN CMeHbI KOAUPOBKU
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13.11.1.11. KomnoHeHT NetFlow {#netflow}

netflow_input: &netflow_input
# YHUKANbHbIN WAEHTUPUKATOP KOMMOHEHTA, oTobpaxaeTcs B XypHanax U MeTpuKax.
# 06A3aTeNbHbLIN NapameTp
id: "netflow_input"
# XocT Ha Kakom 3anyctutcsa cepBep (default: Tocalhost)
host: "<ip aapec nor-konnektopa>"
# MopT Ha Kakom 3anycTtutcsa cepBep (obA3aTenbHoe)
port: 2162
# Pa3mep bydepa coobueHun (ecnu He 3agaHo To bepeTcs M3 SO_RCVBUF)
sock_buf_size: 0
# oopmaT OTNpaBKU coobueHna - kak ecTb(raw), c oboraueHuem(json)
format: "raw"
# YpoBeHb COObWEHUA B norax, MOryT ObiTb 3HauyeHus - DEBUG, INFO, WARN, ERROR
log_level: "INFO"

# BO3MOXHO MNpPUMEHeHue onuunk CMeHI KOANPOBKUA

13.11.1.12. KomnoHeHT TCP {#tcp}

tcp_input: &tcp_input\

# YHUKANbHbIA UAEHTUPUKATOP KOMMOHEHTA, OTOobpaxaeTcs B XypHanax U MeTpuKax.

# 06s13aTeNbHbBIN NapameTp

id: "tcp_input"

# XOCT Ha KakoM 3amnycTuTcsa cepBep

host: "<ip aapec nor-konnektopa>"

# MOPT Ha KaKOM 3anyCcTUTCA cepBep

port: <nopT Ana npuema CoeavHEeHUn>

# Bk/4YeHMe TLS COeAMHEHUs Ha cepBepe

enable_tls: false

# ®ann c npuBaTHbIM Kaw4yoMm (obA3aTenbHoe none npu BKJIKWYEHHOM TLS)

key_file: "certs/server.key"

# dann c cepTuUdMKATOM AO/IKHO ObITb MOANUCAHHBLIM cepTudukaTom CA (obs3aTenbHoe
nosie nNpu BKJYEHHOM TLS)

cert_file: "certs/server.crt"

# ®ann c naponem ecau cepTUOUKAT NOAMUCHIBANCA C Maposiem

cert_key_pass: ""

# dann c ceptudmkaTom CA (0obsasaTenbHoe nosie Npu BK/WYEHHOM TLS)

ca_file: "certs/ca.crt"

# TMpoBepsATb NN CepTUPUKATbHI KAMEHTa

require_client_cert: false

# HyxHa Nnu pacnakoBka Tefa 3amnpoca, OXUAAETCsA, YTO KJMEHT ynakoBas Tesjo 3anpoca
B apxuB (default: false)

compression_enabled: false

# KONMYeCcTBO COEAMHEHWN, KOTOopble MOXeT MPUHATbL CepBep

connections_limit: 10

# dopMaT oTnpaBKWM coobueHus - kak ecTb(raw), c oboraweHuem(json)

format: "raw"

# YpoBeHb NIOFMPOBAHMA, €C/IM He yKa3aH UCNOJib3yeTCs YpPOBEHb KOMMNOHEHTa
XypHaIMpoBaHusa

log_level: "INFO"

# BO3MOXHO NpUMeHeHue OonuuM CMeHI KOANPOBKU
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13.11.1.13. KomnoHeHT UDP {#udp}

udp_input: &udp_input
# YHVWKQNbHbIA MAEHTUDMKATOP KOMMOHEHTa, OTobpaxaeTcs B XypHanax U MeTpuKax.
# 06A3aTeNbHbLIN NapameTp
id: "udp_input"
# XOCT Ha KakoOM 3anycTUTCs cepBep
host: "<ip aampec nor-konnektopa>"
# MOpPT Ha KAKOM 3anycTUTCA cepBep
port: <nopT ANs nNpuvemMa COeAUHEHUN>
# Pa3mep bydepa coobuweHun (ecnu HeszajaHHo To bepeTcs M3 SO_RCVBUF)
sock_buf_size: 0
# topmaT oTnpaBKU coobueHna - kak ecTtb(raw), c oboraueHuem(json)
format: "raw"
# YpOBeHb JIOTMPOBAHUA, €C/N He YKa3aH UCMNoSb3yeTCs YPOBEHb KOMMOHEHTa
XypPHa/IMPOBaAHMUSA
log_level: "INFO"

# BO3MOXHO NpuUMeHeHue OMUWUIN CMEeHbI KOANPOBKU

13.11.1.14. KomnoHeHT HTTP npnemHuk

http_input: &http_input

# YHUKANbHbIN UAEHTUPUKATOP KOMMOHEHTA, oTobpaxaeTcs B XypHanax U MeTpuKax.

# 06A3aTeNbHbLIN NapameTp

id: "http_input"

# XocT Ha kKakom 3anyctutcsa cepBep (default: Tocalhost)

host: "<ip aapec nor-konnektopa>"

# MopT Ha KakoM 3anycTtutcsa cepsep (obs3aTenbHoe)

port: <mnopT Ana npuvema CoeivHEeHUn>

# BKJWYeHWe TLS coeamHeHusa Ha cepsBepe (default: false)

enable_tl1s: false

# ®amn c npuBaTHbIM Kw4voMm (obsizaTenbHoe none npu BKAKYEHHOM TLS)

key_file: "certs/server.key"

# ®ann c cepTUOMKATOM AO/KHO ObITb MOANUCAHHBIM cepTudukaTom CA (obs3aTenbHoe
nosie nNpu KJl4YeHHOM TLS)

cert_file: "certs/server.crt"

# ®amn c naponem ecau cepTUOUKAT MNOAMUCHIBANCS C Maposiem

cert_key_pass: ""

# oamn c ceptudmnkatom CA (obAa3aTesbHoe nose nNpu BKAYEHHOM TLS)

ca_file: "certs/ca.crt"

# MpoBepsATb N1 ceptudmnkatol knneHta (default: false)

require_client_cert: false

# KONMMYeCTBO COEAMHEHWUN, KOTOpble MOXET MPUHATb CepBep

connections_Tlimit: 10

# tdopmaT oTnpaBkU coobueHna - kak ecTtb(raw), c oboraweHuem(json)

format: "raw"

# YpoBeHb JIOrMPOBAHMA, €C/IM He yKa3aH UCNOJib3yeTCs YypPOBEHb KOMMOHEeHTa
XypPHaIMpoBaHus

log_level: "INFO"

# BO3MOXHO NpUMeEHeHue onuuM CMeHI KOANPOBKU
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13.11.1.15. KomnoHeHT HTTP c6opmk

http_collector: &http_collector\

# YHUKaNbHbIN UAEHTUPUKATOP KOMMOHEHTA, oTobpaxaeTcs B XypHanax U MeTpuKax.

# 06A3aTeNbHbLIN NapameTp

id: "http_collector"

# ypaneHHoin agpec ansa Bbi3oBoB http (obA3aTenbHoe)

remote_server: "<ip aapec waM ums ypaneHHoro ysna>"

# ypaneHHon nopt (default: 80)

port: <mopT Ha WeNneBOM cCUCTeme>

# UMA nonb3oBaTens Ana 6a3oBoM aBTOpM3auUUKM, €CAU MycToe, CYMTAEeM, 4YTOo
aBTOpM3aumUsa BbIKIOYEHA

basic_auth_user: ""
# Maponb Ansa 6a3oBoK aBTOpM3aALUK
basic_auth_password: ""

# OrpaHuyeHvMe Mo BpPEeMEeHW ANs 3anpocoB, CAeNaHHbiX http-kKAMEeHTOM B CeKyHAaX
(default: 10)\

timeout: 10

# ECAM ycTaHOBNeHO - byaeT ucnonb3oBaTbCsA tls KAMEHT

enable_tl1s: false

# NyTb K .key danny, obszatenbHo ecnn enable_tls: true

key_file: "certs/server.key"

# NyTb K .crt damny, obAsaTenbHo ecnu enable_tls: true

cert_file: "certs/server.crt"

# Maponb Kk thamny cepTudukaTos

cert_key_pass: ""

# MyTb K Ganny c HabopoM KOpHEBbIX LEHTPOB cepTudmnkaumm, obsizaTesbHO

ecnn enable_tls: true

ca_file: "certs/ca.crt"

# Wma danna ana nonydveHus no http

file: "httptest.txt"

# ECAW yCTaHOBJIEHO - (ann byaeT uMTaTbCs C NocC/iefHen Mo3uuuu B Clejyluem Tuke
unn nocne nepesanycka (default: false)

read_from_last: true

# VMHTepBan mexay http-Bbi30BaMu B CeKyHAAX

poll_interval: 5

# oopmaT oTnpaBkU coobueHna - kak ecTtb(raw), c oborauweHuem(json)

format: "raw"

# YpoBeHb JIOFMPOBaAHMA, €C/IM He yKa3aH UCNOJib3yeTCs YypPOBEHb KOMMNOHEeHTa
XypPHaIMpoBaHus

log_level: "INFO"

# BO3MOXHO NpUMeHeHune onuun CMeHsI KOANPOBKU

13.11.1.16. KomnoHeHT File

file_input: &file_input
# YHUKANbHbIA UAEHTUPUKATOP KOMMOHEHTA, OTobpaxaeTcs B XypHanax U MeTpuKax.
# 06s13aTeNbHbBIN NapameTp
id: "file_input"
# WHTepBan Mexay YTeHusMu damna, B CEKyHAAX)
poll_interval: 5
# Cnucok ¢amnoB ANA YTeHus
files: ["logfile.txt"]
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# Mcnonb3oBaTb regexp AN noucka (Gannos
using_regexp: false

# HayanbHbIA KaTanor Ans noucka damnos
regexp_starting_dir: "."

# regexp Ana noucka hawnnos

regexp_expression: "A.*_logs$"

# VMHTepBan noucka (GanmnoB B CeKyHAax, B AepeBe KaTalioros

dir_check_interval: 5

# Ecnu ycTaHoBneHo - damn b6yaeT uMTaTbCA C NOC/AeHer No3vMuMM B CJIeAYHWEM TUKe
UAn nocne nepesanycka\

read_from_last: true

# Co3paet file watchers ans Bcex ¢annos

enable_watcher: true

# dopMaT oTnpaBKM coobueHus - kak ecTtb(raw), c oboraweHuem(json)

format: "raw"

# YpoBeHb NIOFMPOBAHMA, €C/IM He yKa3aH UCMNOJib3yeTCs YpPOBEHb KOMMNOHEHTa
XypHaIMpoBaHusa

log_level: "INFO"

# BO3MOXHO NpuUMeHeHue OMUUN CMeHbI KOANPOBKU

13.11.1.17. KomnoHeHT External Command

external_command_input: &external_command_input
# YHUKaNbHbIN UAEHTUPUKATOP KOMMOHEHTA, oTobpaxaeTcs B XypHanax U MeTpuKax.
# 06A3aTeNbHbLIN NapameTp
id: "external_command_input"
# VHTepBan MexAy BbiINOJHEHUSAMU KOMaHA,
poll_interval: 5
# KomaHpa bash/cmd
command: "<koMaHAa BbIMOJIHEHMS CKpunTa>"
# oopmaT oTnpaBkU coobueHua - kak ectb(raw), c oboraweHuem(json)
format: "raw"
# YpoBeHb NIOFMPOBAHMA, €C/IM He yKa3aH UCNOJib3yeTCs YpPOBEHb KOMMNOHEeHTa
XypHaIMpoBaHusa

log_level: "INFO"

# BO3MOXHO npuMmeHeHune OHuMﬁ CMeHbl KOAUPOBKU

13.11.1.18. KomnoHeHT SNMP Trap

snmp_trap: &snmp_trap
# YHUKANbHbIN UAEHTUPUKATOP KOMMOHEHTA, OoTobpaxaeTcs B XypHanax U MeTpuKax.
# 06s3aTenbHbLIN napameTp
id: "snmp_trap"
# Aapecc snmp MeHeaxepa
host: "<ip aampec nor-konnektopa>"
# NMopT Ana 3anycka snmp MeHepxepa
port: 162
# MpUHUMATb TONBKO ayTeHTUhUUMpPOBaAHHbe SNMP v3 Traps
allow_authenticated_only: false
# Cnucok aupekTopun C .mib danmnamu ana koHeepTauuu oid
# Ecnu He ykasaHbl, oid byayT nepepaBaTbCsi B CbipOM BuAe
mib_dirs:
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- dirl
- dir2
- dir3
# MapameTpbl 6e30MacHOCTU
# MeTozbl ayTeHTUOUKALUN. BO3MOXHbIE 3HAYEHMUA:
# - MD5
# - SHA
auth_proto: "SHA"
# MeTonbl wndpoBaHuA. MoAAepXMBaeTCA TONbKO DES.
encrypt_proto: "DES"
# WMa SNMP nonb3oBaTens
user_name: "user"
# Maponb ayTeHTUhUKauuM. Ucnonb3yeTcs C MD5 wmnm SHA
authentication_passphrase: "user_pass"
# Maponb wndppoBaHma ana DES
privacy_passphrase: "priv_user_pass"
# Wcnonb3yeTcs B SNMPV3 And uaeHTUOUKALMM CYWHOCTEN.
authoritative_engine_id: "880000009fe71969bdd782bbc691c06b524d70324abe96c0755"
# oopmaT OTNpaBKU coobueHna - kak ecTb(raw), c oboraueHuem(json)
format: "raw"
# YpOBEeHb JIOrMPOBAHUA, €C/IM He YKa3aH UCNOoNb3yeTCA YPOBEHb KOMMOHEHTA
XypPHannpoBaHus
log_level: "INFO"

# BO3MOXHO NpuMeHeHue OMUUN CMeHbI KOANPOBKU

13.11.2. KomnoHeHTLI oTNpaBKku cobbITUK (outputs)

[nsa BKNIOYEHUSA KOMMOHEHTa OTNPaBKM COOLITUIN HeobXxoauMo Jo6aBuTbL B haiin KoHdurypawumm ero
HaCTPOWKM.

13.11.2.1. KomnoHeHT oTnpaBku cobbiTui no npotokony TCP {#tcp_send}

lMosBonsieT oTNpaenATb AaHHble no npotokony TCP. Takke eCTb BO3MOXHOCTb OTNPaBKu B
3awmndpoBaHHOM BUAeE, CO CxKaTMEM, C HAacTporikon bydepursauun.

tcp_output: &tcp_output

# YHUKANbHbIA UAEHTUDMKATOP KOMMOHEHTA, OTobpaxaeTcs B XypHasnax M MeTpuKax.

# 06s13aTeNbHbLIN NapameTp

id: "tcp_output"

# Aapec Kyha OTNpaBnATb CobbITUA, 0b6s3aTeNbHbIM nNapameTp

target_host: "<ip aapec wau umsa ypaneHHoro ysna>"

# MOpT KyAa OTNpaBnATb CoObbITMA, 0b6s3aTeNbHbIA NapameTp

port: <mopT Ha LeNeBOM cucTeme>

# Bkaw4veHue batch pexuma

batch_mode_enable: false

# Nepuol OTNpaBKM NakeTa B CEKYHYHAAX Npu BKAwYeHHOM batch pexume

batch_flush_interval: 5

# KonnyecTBO COODWEHUN, KOTOpble NonaayT B NaKeT Npu BKAYeHHOM batch pexume

batch_flush_1imit: 500

# BKJWYEHWEe CxaTwus, BKJKWYEHME MNpU BbIKJKWYEHHOM batch pexuve owyTumo 3amepnseT
oTnpaBKy

ss1_compression: false

# BKJIlOYEHMe MpOBepKM cepTudpukaTa

require_cert: false
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# Bkaw4veHue ssT\

ss1_enable: false

# NyTb ans tdamna ceptudnkatos, ecnm enable_tls: false napameTp He obsi3aTesnbHbIN
cert_file: "client-cert.pem"

# NyTb Ans tdamna knwdven, ecnm enable_tls: false napameTp He obsi3aTesnbHbIN
key_file: "client-key.pem"

# Maponb Ana pacwippoBKWU (harna Kw4Yen, ec/ivM He yKa3aH cuumTaem, 4To (Gann He
3awndpoBaH

cert_key_pass: ""

# MyTb AO KOpHeBOro ceptudukaTta, ecnm enable_tls: false He obs3aTenbHbIN
napameTp

ca_file: "ca.pem"

# ypoBeHb NOrMPOBAHMA, €C/IM He yKa3aH UCNONb3yeTCs YpPOBEHb KOMMOHEHTa
XypPHaIMpoBaHus

log_level: "INFO"

# MakcumanbHoOe KONM4yecTBO coobueHuin B bydepe

#queue_Tength_Timit: 1500

# MakCcuManbHoe BpemMs XU3HW COObITUMA B o4vyepeinu. B CeKyHAAX

#queue_time_limit: 300

13.11.2.2. KOMNOHeHT oTnpaBku cobbiTun no npotokony UDP

Mo3BonsieT oTnpaBnaTb AaHHble Mo npoTtokony UDP.

udp_output: &udp_output

# YHUKANbHbIN UAEHTUPUKATOP KOMMOHEHTa, oTobpaxaeTcs B XypHanax U MeTpuKax.

# 06A3aTeNbHbLIN NapameTp

id: "udp_output"

# Appec Kypa OoTnpaBnAaTb COObITUA

target_host: "<ip aapec wau ums ypaneHHoro y3sna>"

# MopT, HA KOTOPLIN OTMNPABAATb COOLITUA. 0bBsA3aTenbHbIM NapameTp

port: <mopT Ha LeNeBOM cUcTeme>

# Pa3mep bydepa Ans OTNpaBKM, €CAW He yKa3aH WU paBeH HyJ MCNoNb3yeTcs
CUCTEeMHOe 3HauyeHue

sock_buf_size: 0

# YpoBeHb NIOrMPOBAHUSA, €C/IM He YKAa3aH UCMNOoSb3yeTCs YpPOBEHb KOMMNOHEHTa
XypHaIMpoBaHus

log_level: "INFO"

13.11.2.3. KomnoHeHT oTnpaBku cobbitun B KAFKA

Mo3BonsieT oTnpaBnaTh AaHHble B KAFKA.

kafka_output: &kafka_output
# YHUKANbHbIN UAEHTUPUKATOP KOMMOHEHTA, oTobpaxaeTcs B XypHanax U MeTpuKax.
# 06A3aTeNbHbLIN NapameTp
id: "kafka_output"
# BkyeHne npoBepku ceptudmkata (default: false)
require_cert: false
# BknwdveHne ss1 (default: false)
ssl_enable: false
# NMyTb ans danmna ceptudmkaToB, ecnm ssl_enable: false napameTp He 06a3aTesNbHbIN
cert_file: "certs/server.crt"
# NyTb ans tdamna knwdven, ecnm ssl_enable: false napameTp He obs3aTesnbHbIN
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key_file: "certs/server.key"

# Naponb Ana pacwmdpoBKM damna KawYen, ecnum He ykasaH cuyMTaem, 4To damn He
3awndpoBaH

cert_key_pass: ""

# MyTb A0 KOpHeEBOro ceptutdmkaTta, ecnnm ssl_enable: false napameTp He
0bA3aTenNbHbIN

ca_file: "certs/ca.crt"

# TammayTy OTNpaBKM COObLITUA B CEKyHAAX, 06A3aTesnbHbiM nmapameTp

timeout: 10

# TonNWK B KOTOpPLIN mMonageT cobbiTue, 0b6s3aTenbHbI NapameTp

topic: "<HaummeHOBaHMe Tonuka>"

# YpoOBeHb JIOrMPOBAHMA, €C/IM He yKa3aH UCMNOJib3yeTCs YypPOBEHb KOMMOHEHTa
XypPHaIMpoBaHus

log_level: "INFO"

# Kafka 6pokepbl, obsa3aTenbHbM napameTp

brokers:

- "<ip aapec unu uma yaaneHHoro ysna>:9092"

# MakcumanbHOe KOoNM4yecTBO coobueHuin B bydepe

#queue_length_Timit: 1500

# MakcumanbHOe BpeMsi XM3HU CobbiTuA B ovepean (B cCeKyHAax)

#queue_time_Timit: 300

13.11.2.4. KOMNOHEHT 3anMcu CoObITUM B NOKanbHbIN chann

lMo3BonsieT 3anucatb BXoasLwme cobbiTUsi B NOKanbHbIA doains.

out_file: &out_file

# YHUKANbHbIA UAEHTUPUKATOP KOMMOHEHTA, OTobpaxaeTcs B XypHanax U MeTpuKax.

# 06s13aTeNbHbBIN NapameTp

id: "file_output”

# NyTb Ao damna kyaa O6yayT 3anuchiBaTbCs cobbITMA, 0bs3aTesnbHbIM MapameTp

file: "ouput_file.txt"

# Mopor poTauun B MerabamTax, €CNuM yKa3aH HOMb WA He yKa3aH COBCEM poTauus He
npoUCXoanT

rotation_size: 10

# YpoBeHb JIOrMPOBAHMA, €C/IM He yKa3aH UCNOJib3yeTCs YpPOBEHb KOMMOHEHTa
XypPHaIMpoBaHuUs

log_level: "INFO"

13.12. BknroyeHne KOMNoHeHTOB {#0n_components}

[ns Toro, 4ToObI BKIOYUTL KOMIOHEHMbI cbopa unu oTnpasky, Heobxoaumo [o6aBUTbL UX B pasgenax
HacTpoek collectors ansa komnoHeHmos cbopa nnu senders ans KOMMIOHEHMoe8 OTNPaBKA B

KOHcpurypaumoHHom cpanrne Jlor-konnekropa.

13.12.1. BknioyeHue KoMmnoHeHTOB cbopa (collectors)

B pasgene collectors HeoGxoaumo nponucaTtb creaytoLiMe HacTPONKK (NpuMep AN KOMIoOHeHma
cbopa eventlog):
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collectors:

# YpoBeHb NIOrMPOBaHUA, €C/IM He yKa3aH WCMNOoNb3yeTCs YPOBEHb JIOrMPOBaHUSA
KOMMNOHEHTA XypHa/NMpPOBaHUA\

log_level: "INFO"

# eventlog konnekTop, paboTaeT Tonbko Ha windows vista u cTapuwe
event_log:
- <<: *eventlog_collector

13.12.2. BknioyeHue KOMNOHEHTOB oTnpaBku (senders)

B pasgene senders HeobxoamMmo nponucaTth crieaytoLye HacTponkm (MpuMep Ans KOMIOHeHma
oTtnpasku no TCP):

senders:

# MOPT KOMMNOHEHTa, 0b6sA3aTenbHbIN napameTp

port: 48002

# YpoBeHb NIOrMPOBAHUA, €C/IM He YKAa3aH UCNOoNb3yeTCs YPOBEHb JIOrMPOBaHUS
KOMMOHEHTA XYPHa/IMPOBAHUA

log_level: "INFO"

# OTnpaBka no npoTokony tcp

tcp:

- <<: *tcp_output

13.13. MapuwpyTtusauus coonitum {#event_route}

[ns opraHM3auuy MapLipyTM3aumnm Heo6XxoaMMO BbINOMHUTL CrieayoLle AeiicTBUS NS CBA3bIBaHNSA
KOMMOHEHmMOoe cbopa U KOMIMOHEHIMO8 OTMNPaBKU:

1. HacTponTb MapLupyTbl B3anMogencTBmA Mexay KoMnoHeHmamu cbopa cobbiTuin 1
KOMMOHeHmMamu OTNPaBKN COBbITUIA.

Mprmep HacTpoWkM MapLupyTa:

route_1: &route_1
collector_id:

- "eventlog_collector"

- "tcp_input"
sender_id:

- "tcp_output"

2. Bknountb MapLupyT B pasgene KoHurypaumoHHoro gpanna routers.

MprMep BKMHOYEHMS MapLUpyTa:

routers:
- <<: *route_1l

BaxHo! KOMI'IOHeHmbI, ncnosrb3dyemMble B MapLlipyTax, obsi3aTernbHO AOOJTKHbI ObITb BKIOYEHbI B
pasgenax collectors n senders 1 HacTpoeHbI.

13.14. UHcTpyKuma no HacTpomnke AppLocker
{#applocker}
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1. MpoBepwuTb cTaTyChbl 1 NPV HEOBXOAMMOCTM 3anycTuTb crybbl Application Management un

Application Identity.

2. 3aiitn B secpol.msc -> Application Control Policies -> AppLocker -> Configure rule

enforcement.
a Local Secunty Policy
File Action View Help
o nm Hm Applocker Properties
i Security Settings B2 Erforoemert  Advanced
» [ fccount Policies B Which edtons of Windows support AppLocker?
» @ Local Policies Specy whather AoplLockes rulss ars srforced for aach rule
> [ Windows Fivewal wth Advanced Sect| | Configure RueEnforcement || <
] Metwaork Lizt Manager Policies Forthe Aop polcy ko be i
» 5 Public Key Policies Idenity servics must be nning. R
» [ Software Restriction Policies b2l Corfigured
~ on Control Policies Use the enforcement settings for sach e collection tof
apm“ enforced or audited. I nie enforcement has not been © LG
~ L7 Applocker by dofank,
» 8 Executable Rules nck or rie:
5 [ Windows Installer Rules
5 [ Script Rules B} Corfigure rue erforcement i =] Carfigured
» [ Packsged spp Rules B More sboui nds erd i Bt ondy
s WP kwﬁvPoli:i:swLocalcbmnw]
~ [ Advanced Audit Policy Configuration =
w [ System Budit Policies - Local Grea e
B Account Logon [@] Executable Fuss £ Corfigured
» B Accownt Management Rudes: § Bkt oy
» [ Detailed Tracking Enforcement configurod: Fuies ore audted '
5 3 D5 Access
= Logenil [B] Windows instaler Fides Eackaged spp Fules:
» 5 Legen/Logeff
5 5 Object Access Rudes: 3 B Corigured
s [ Policy Change Erforcement configured: Fules are sudted rerpee
5 H Privilege Use @) St Fues )
'f-i Rudes: 29
» (8 Global Object Access Auditing Erboecement configursd: Fules ara sadiad
[P] Packaged sco Fules
Al configured: Fules are sudied R o
T -
I
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3. Bkntountb Bce Habopbl NpaBun v BbiCTaBUTb TUN paboTbl «Audit only», kpome npasun Tuna
«Executable rules» (enforce - gnsa nonyyeHuns cobbitusa 8004).



Applocker Properties *
Enforcement  Advanced

Speciy whether ApplLocker nies are enforced for each nue
collection.

Erecitable ndes:
kA Corfigured

Enforce nes ~|

Windows Installer rules:
B4 Configured

| Audt only v]

Script nues:
b Configured

Mare abait rule erfoncement
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4. HanonHutb Habopsbl npaBunamu. «Automatically Generate Rules» - aBTomatunyecku, «Create
New Rule» - Bpy4Hyto.

T Local Security Policy - O
File Action Yiew Help

| nml = Hm

E Security Settings Acticn  User Narne Condition  Exceptions
» g Aecount Policies {5 Deny Everyone Program Files (85); INTERNET EXPLOR...  Publisher
> g Local Policies (SiDary Everyone Prograrn Files: INTERNET EXPLORER sig.  Publicher

y ] Windows Firewall with Advanced Sec

4 . ] .
o List Mansger Policies (. Dery  Everyone Pragram Files (x35): MICROSOFT & WIN... Publisher

, _,IJ.. Public qu . ﬂ Allcrw E\r:rqu: B Al fibes located i the Windows folder Path
» 7 Software Restriction Policies # Allow BUILTIN Administrators Al files ) Path
w 7] Apphcation Control Palicies - Deny Everyone Al fibes located in the Program Files fol...  Path
~ [ Applocker
["= Executable Rules

3 [ Windows Installer Rules

» [0 Seript Rubes

» BE Packaged app Fules Create Mew Rule...
» 3 P Secwity Policies on Local Compute
» ] Advanced Audit Policy Configurats F“'-lt Default Rubes

Expaort List...
View ¥

Arrange leons *
Line up leons

Help

£ >

Autormatically generate rules (recommended)
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- ABTOMaTUYECKHU.

YKa3saTb nonb3oBaTena win rpynny ﬂOﬂbBOBaTEHEﬁ, Ha KOro 6yAeT NPUMEHATbCA
npaBuio, a TaKXe yKa3aTb NyTb, KOTOpHﬁ BK/O4aeT ¢aﬁnu AnAa aHanumsa.

Autornatically Generate Executable Rules *

Folder and Permissions

This wizard helps you create groups of AppLocker rules by analyzing the files within a
folder that you select.

User or security group that the rules will apply to:
|vaune | Select...

Eolder that contains the files to be analyzed:

|C:'1ngram Files] l Browse...

Mame to identify this set of rules:
|Fmgram Files l

More about these settings

< Previous Create Cance|
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YKaszaTb, Kak bOyayT aHanu3upoBaTbCs Gaisbl: Mo cepTudUKaTy, MO X3Wy UAM Mo

nyTu.



Automatically Generate Executable Rules

Rule Preferences

Select the type of rules that you want to create. You should only create file hash rules
when necessary. A file hash rule must be revised every time that the file is updated and
a large number of file hash rules might affect system performance.
(® Create publisher rules for files that are digitally signed

If a file is not signed, create the following type of rule:

{®) File hash: Rules are created using a file's hash

() Path: Rules are created wsing file's path
() Create file hash rules for all files
Reduce the number of rules created by grouping similar files

More about rule preferences

< Previous et > Cancel
PucyHok 167
MpoBepuTb NpPaBUIO U HaxaTb «Createx».
Automatically Generate Executable Rules
Review Rules
The folder analysis is complete and the following rules will be added to the policy.
Rule Type Rules Files.
Publisher 2 29
File Hash 1} 0
Total 2 o
Fa Review files that were analyzed
__[ View rules that will be automatically created
Click Create to close the wizard and create the rules.
[« Previous . Mext > | Create Cance|
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- BpYYHYyW.




Creste Evecutable Rules
E Before You Begin

Thas wazard helps you create an Applocker rule. A nule is based on file attributes, such as the
file path or the software publisher contained in the file's digital signature.

Befere continuing, confiren that the following steps are cormplete:

Excepticns

= Install the spplications you want te create the rules for on this computer,
Mame + Back up your existing rules.
= Review the Applocker documentation.

To contimee, click Met,

[ Skip this page by default

< Previous Hext > Create Cancel
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YkaszaTb gencteue (paspewnTb WM 3anpeTuTb 3anyck) W nonb3osaTtens (rpynny
nonb3oBaTesien), Ha KOro MPUMEHUTCSH NpaBuo.

Create Executable Rules

Permissions

Befare You Begin Select the action to use and the wser or group that this rule should apply to. An

m allow action permits affected files to run, while a deny action prevents affected
files frarm runnRing.

Conditions
Publisher
Excepti
. S Action:
ame D Nlnu
@) Dery
User or groug:
Everyone Select.

More about rule permissions

« Previows et = Create . Cance|
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BbibpaTb TWUM MPOBEPKM Gamna: no ceptudukaTty, aAubo no nyTu, nubo no xswy.

Create Executable Rules b4

[iff] Conditions

Before You Begin

Select the bype of pnimary condition that you would like to create.

(®) Pyblisher

Select this option if the application you want to create the rule for is signed by the
software publisher.

() Path
Create a rube for a specific file or folder path. If you select a folder, all files in the
folder will be affected by the rule.

() File hash
Select this cption if you want to create a rule for an application that is not signed.

Maore about rule conditions

< Previous Create Cance|
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B 3aBMCUMOCTM OT Tuna nposepku (annos AobaeuTb ycnosue (nyThb, nnbo xaw, nunbo
cepTudukar) .



Creste Executable Rules
Path
Before You Begin . .
L Select the file or folder path that this rule should affect. I you specify a folder path, all files
Permissions undemesth that path will be sffected by the rule.
Conditions
i
Exceptions s
S | %PROGRAMFILES3, |
More about path rules and path variables
: < Previous Hext = Lreate Cance]
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Mpu HeobxoaMMoCTM A006aBUTbL MCK/YEHME M3 MpaBuia.

Creste Evecutable Rules

ﬁ Exceptions

Before You Begin . . !

o To add an exception, select the type of exception and then click Add. Exceptions are
Pesrnissions optional and allow you to exlude files that would normally be incheded in the rule. To
Condtions continue configuring this rule without sddng an exception, click Met.

SPROGRAMFILESS\"
Add exception:
| Publizher ~
Exceptions:
Exception Type Agdd...
Edit
Remove

[ <trevous | [ tioa> ][ cremte || conce
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lobaBnTb uMs npaBuia N HaxaTb «Create».

Creste Executable Rules

Mame and Description
Before You Begin . :
e Eriter a name to sdentify this rule.
Permissions
Canditions
Path Hame:
Exceptions | HPROGRAMFILES\* |

TN oo (Optiona)

| < Brevious

] [ G ][ e
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5. anIMeHI/ITb NoNMMTUKY, 3anyCcTuB B KOMaHOHOW KOHCOIMMK:

gpupdate /force

6. NpoBepuTb Hanuune cobbiTuin AppLocker: EventViewer.msc -> Application and Service Log ->

Microsoft -> Windows -> AppLocker

B Fotrt apores
B s e b
4| 5 m Hm

i Bt Worerns fLocal) -
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N - - [r= e o T Seurte Eoed @ Tath Cotegoy
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ol Hardsaare Ermmes (] inbereustain b2 134734 gl e BT Maag
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] Koy Munsgurrant Sarice L2 Il 134737 Sppl i Lt
~ I Moweh () ndoerestacn b33 133732 Applucier W01 Moy
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7. 0o6aBnTb B KOHUIYpaLMOHHBIN dhaiin nor-konnekropa kaHan coéopa cobbiTuin AppLocker un

nepesanyctuTb for-konnekTop (Ha npumepe Linux).

$ vi /opt/pangeoradar/configs/logcollector/config.yaml

channel: ["Security", "System", "windows PowersShell", "Microsoft-windows-
AppLocker/EXE and DLL", "Microsoft-windows-AppLocker/MSI and Script"]

$ systemct]l restart pangeoradar-logcollector-agent.service

14. YnpaBneHue nor-KonrieKTopom n3 Beod-
uHtepdenca MNnarcgpopmeul Pagap

YnpaBrneHune aKk3eMnnspamMmu nor-KonnekTopa, Kotopble Bbiny HacTpOeHbl ANS LeHTpannu3oBaHHOMo
ynpaeneHus ¢ NoOMOLLbo AnpekTuBbl cluster B koHdUrypaLumMoHHOM dhaiine, oCyLLecTBRsSIeTCs B
nHTepdence NMnatdgopmbl Pagap B pasgene «<KAgMuHUcTpupoBaHue» — «Knactep» Ha Bknagke
«Y3nbl cucteMbi» NyHKT «lMpoBepka» (CM. pucyHok 176).

¥n paBaeHNe HoOAaMWU

¥3nbl cHcTEMBI Cepemchl KondurypaunoHHbie dainb CrpUNTLI APl knroum YueTHble 3:

Kapta knacrepa
BpyuHyio ¥ E
lnoGanbHble HACTPOWKMK

¥3nbl 172.30.254.65 Hactpoiiku

s

pluto

PucyHok 176 - YnpasneHue ysnamu

Heobxoammo BbIbpaTh HYXXHBbIN y3en 1 HaxaTb KHomKy «HacTponka» (cM. pucyHok 177).
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172.30.254.160 HacTtposixm

logcollector (remote)

172.30.254165 HacTpolku

logcollector (remote)

172.30.2541 2? HacTpoiku

logcollector (remote)

PucyHok 177 - Hactporika yana

OTKpoeTcsa cTpaHuLa ynpasrneHus y3riomM (CM. pucyHok 178)

VYnpasneHue xoctom - 172.30.254.165 VnpasneHue HofaMu > Vnpasnex

YMNPABNEHWE ATEHTOM

CTATYC CEOPLMKK K BCE CEPBMCbI 3AWWWEHHOE
OTNPABUTENHK MNOOKNOYEHME

°
.

CEKPETbI ATEHTA

B XpaHUNUILE CEKPETOR HET AaHHBIX.

PucyHok 178 - YnpaBneHune nor-KkonmnekTopom
Ha ctpaHuue YnpaBneHue nor-konmnekTopoM AOCTYMNHbI creayowne AencTBus:

e (OcTaHoOBKa U 3anyck KOMMNOHEHTOB cbopa 1 oTnpaBku

e [lepesarnyck Bcex CepB1CoOB

e 3arpyska 1 pegaktupoBaHmue KOHUrypaumoHHoOro garn yaaneHHoro for-konnekropa
e CoxpaHeHue KOHUrypaLMoHHOro dhans Ha yaaneHHbIN for-KonmnekTop

[ns 3arpy3ku KoHdUrypaumoHHoro daina Heobxoanmo HaxaTb KHOMKY «3arpy3uTb» (CM. PUCYHOK
179)



KOH®UIYPALUWUA ATEHTA

3arpysntb

PucyHok 179 - 3arpyska KoHuMrypaumMoHHoOro davna yaaneHHoro for-Kkonnekropa

Mocne HaxaTusi KHOMKK 3arpy3nTb NOSIBUTCS BO3MOXXHOCTb PEAaKTUPOBaHNS KOH(UIypaLMOHHOIO
danna Ha yaaneHHOM fior-konnekTope (cm. pucyHok 180).

KOHPMIYPALLMA ATEHTA

PucyHok 180 - 3arpy»keHHbI KOHUIypaLuMoHHbIA darin yaaneHHoro for-konnekropa

lMocne BHECEHUSA UBMEHEHUI B KOHAUIYpPaLMOHHbBIN haiin ero Heobxoanmo 3arpy3nTb Ha Jor-
KOMMNEKTOP C MOMOLLbIO HaXXaTus KHOMKN «CoxpaHuTb» (CM. pucyHok 181).
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CoxpaHutb | 3arpysuTb

PucyHok 181 - lNMpouecc 3arpy3ku KoHurypaLMoHHoro darina yaaneHHoro for-konnekropa

Mocne 4ero HeobxoAMMO nepesanycTTb BCE CEPBUCHI yAANEHHOIO NTOr-KONNekTopa, HaXxas Ha KHOMKY
«lMepe3anyck» (CM. pucyHok 178).

15. NMpumep kKoHUrypaumoHHoro cpanna
rior-KonrneKkropa
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# OCHOBHble HACTPOWKU #
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# LleHTpann3oBaHHoOe ynpas/ieHue

cluster:
url: "http://<ip aapec Nnatdopmsl Pagap>:9000/cm/api/agent/"
api_key: "<knou API>"

# NyTb A0 (anna NuMueH3uu
1license_path: "./pgr-agent.lic"

# obasaTenbHas cekuus

controller:
# nopT mMoaynsa, obs3aTenbHbIM napameTp
port: 48000

# obazaTenbHaa cekuus

metric_server:
# nopT moayns, obs3aTenbHbI napameTp
port: 48005
Tog_level: "ERROR"

# nyTb K danny c cekpeTom
secret_file: "secret"

# NyTb K XpaHUAWWY CeKpeToB
secret_storage: "secret.storage"

# obaA3aTenbHaa cekuus
api_server:
# XOCT Ha kKoTopom byaem cnywaTb http cepsep
address: ""
# nopT Ha KoTopom byaem cnywaTb http cepeep, obs3aTenbHbi napameTp
port: 8080

# TanmmayT uTeHus(nonyyeHue 3anpoca), obs3aTeNbHbIi NapameTp
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read_timeout: 60

# TammayT 3anucu(oTnpaBka 3anpoca), obsa3aTenbHbli napameTp

write_timeout: 60

# BpeMs OXMAAHUSA OKOHYAHWA 06paboTKM 3ampoca Npu MOJyYeHUW CUrHaNa Ha OCTAHOBKY
NpUNoXeHns, obAa3aTenbHbI napameTp

wait: 5

# Bkw4YeHne https

enable_tls: false

# nyTb ana damna ceptudukaTtoB, ecnm enable_tls: false napameTp He obA3aTeNbHbIN

cert_file: "certs/server.crt"

# nyTb ans tdamna knwdven, ecnm enable_tls: false napameTp He obs3aTesnbHbIN

key_file: "certs/server.key"

# naponb Ana pacwuvppoBKWM (hanna Kw4Yen, ecsiM He yKa3aH cuMTaeMm 4To (ann He
3awndpoBaH

cert_key_pass: ""

# BKJIOYEHME MPOBEPKU KJIMEHTCKOro cepTudmkaTa, obs3aTeNbHbI napameTp

require_client_cert: true

# NyTb LO KOpPHEBOro cepTudmkaTa, obs3aTeNbHbM napameTp

ca_file: "certs/ca.crt"

# ypoBeHb JIOrMPOBAHMA, €C/IM He yKa3aH UCMNOJb3YyeTCs YKa3aHHbIA B MoAy/e
XypPHaMpoBaHus

log_level: "ERROR"

# obasaTenbHaa cekuus
journal:

# nopT moayna, obs3aTenbHbIi NapameTp

port: 48003

# NledoNTHbIA YpPOBEHb JIOrMPOBAHUA. BO3MOXHble 3HayeHus - DEBUG, INFO, WARN, ERROR.
0b6si3aTeNbHbBIA NapameTp

log_Tevel: "WARN"

# nyTb K tdamny noros, obA3aTesnbHbIN NapameTp

log_path: "journal.log"

# nopor poTauuu ¢arna Noroe, ykasbiBaeTcs B MerabanTax, obs3aTesibHbl napameTp

rotation_size: 10

# nopor konuyecTtBa (GaNNOB UCTOPUWU, €C/AN He yKa3aHo Gansbl yaanAaTbCs He byayT

max_backups: 10

# MakcuManbHOEe KOJIMYECTBO AHEN ANA XpPaHeHUs cTapbix (GanioB XypHasia Ha OCHOBe
METKU BPEMEHW, eC/M He yKa3aHo ¢hannbl yaanaTbCas He b6yayT

max_age: 28 #in days

# outputs kafka
kafka: &kafka

# Ha3BaHWs MOAYNns, oTobpaxaeTcs B /Orax U MeTpUKax, YHUKaNbHbIN 0b6si3aTenbHbIN
napameTp

id: "kafkal"

# BKlYeHMe npoBepku cepTutdmkata (default: false)

require_cert: false

# BknwdveHne ss1 (default: false)

ssl_enable: false

# nyTb Ansa tdamna ceptudukatoB, ecnm ssl_enable: false napameTp He obs3aTesnbHbIN

cert_file: "certs/server.crt"

# nyTb Ans oawna knawden, ecnn ssl_enable: false napameTp He 06A3aTenbHbIN

key_file: "certs/server.key"

# naponb Ana pacwippoBKWU (hanna KawyYen, ecsiM He yKa3aH cuMTaem 4To (ann He
3awndpoBaH



cert_key_pass:
# NyTb A0 KOpHeBOro ceptudmkaTta, ecnm ssl_enable: false napameTp He
0b6A3aTenNbHbIN
ca_file: "certs/ca.crt"
# TanMmayTy OTnpaBKM CObObITUA B CeKyHAax, obs3aTeNbHb napameTp
timeout: 10
# TONMWK B KOTOPLIN MomnageT cobbiTue, ob6s3aTenbHb NapameTp
topic: "foo"
# ypoBeHb JIOrMPOBAHMA, €C/IM He yKa3aH UCMNOJib3yeTCs YpPOBEHb MOAYNS
XypHaMpoBaHus
log_level: "DEBUG"
# kafka 6bpokepbl, obs3aTenbHbI NapameTp
brokers:
- "Tocalhost:19092"
- "Tocalhost:29092"
- "localhost:39092"
# MakcumanbHOe KONN4yecTBO coobuleHun B bydepe
#queue_Tlength_Timit: 3
# MakcumManbHoe Bpems XU3HWU CObbITUMA B ouvyepenu. B CeKyHAAX
#queue_time_Timit: 3

# BbiBOA B (hann
out_file: &out_file

# Ha3BaHWs MOAYNs, oTobpaxaeTcs B NOrax U MeTpuKax, YHUKaNbHbIN 0b6si3aTenbHbIN
napameTp

id: "file_outputs"

# nyTb Ao tamna Kyaa 6yayT 3anuchiBaTbCs cobbITMA, obsi3aTenbHbI MapameTp

file: "test_file.txt"

# nopor poTauuu B MerabaWTax, eC/nuM yKasaH HOMb WA He yKa3aH COBCEM poTauus He
nponcxoant (default: 0)

rotation_size: 0

# ypoBeHb NOrMPOBAHUA, €C/IM He yKa3aH UCMNONb3yeTCs YPOBEHb MOAYNS
XypHaIMpoBaHus

log_level: "INFO"

# oTnpaBka no npoTokony udp
udp_sender: &udp_sender

# Ha3BaHMA MoAyns, oTobpaxaeTcs B norax M MeTpuKax, YHWUKaNbHbIM 0b6si3aTenbHbIN
napameTp

id: "udp_sender"

# appec Kypaa oTnpaBnaTb cobbitua (default: "0.0.0.0™)

target_host: "0.0.0.0"

# NopT, HA KOTOPLIN OTMNPABAATb COOLITUA KyAa OTNPaBAATb COObITUS, 06si3aTesNbHbIN
napameTp

port: 15483

# pasmep bydepa Ans oTNpaBKM, €CAU He yKa3aH WU paBeH HYJl0 MCNoNb3yeTcs
cuctemHoe 3HaveHue (default: 0)

sock_buf_size: 0

# ypoBeHb NOrMPOBaHUSA, €C/M He yKa3aH WCNONb3yeTCs YPOBEHb MOAY/IS
XypHaIMpoBaHusa

log_level: "INFO"

# outputs tcp
tcp_sender: &tcp_sender



# Ha3BaHMA Moayna, oTobpaxaeTcsa B Jlorax M MeTpuUKax, YHUKabHbI 0b6si3aTesnbHbIN
napameTp

id: "tcp_sender"

# appec Kypa oTnpaBnATb cobbiTuA, obA3aTenbHbin napametp (default: "0.0.0.0")

target_host: "0.0.0.0"

# nopT KyAa OTNpaBnATb CobbITMA, 0b6s3aTenbHbIA napameTp

port: 15481

# BknwdveHne batch pexuma (default: false)

batch_mode_enable: false

# nepuvol OTNPaBKW MakeTa B CEKYHYHAAX NpU BKAYeHHoOM batch pexume (default: 5)

batch_flush_interval: 5

# KOMM4yecTBO COObWEHUN KOTOopble MonaayT B MaKeT Mnpu BKAKWYEHHOM batch pexume
(default: 500)

batch_flush_Timit: 500

# BK/OYEHME CXATWs, BKJKYEHMEe Mpu BbikJYeHHOM batch pexume owyTumo 3ameapnsieT
otnpaBky (default: false)

ss1_compression: false

# BkwYeHne npoBepku ceptudmnkata (default: false)

require_cert: false

# Bkw4veHne ss1 (default: false)

ss1_enable: false

# nyTb ans tdamna ceptudmnkatos, ecnn enable_tls: false napameTp He obsi3aTesnbHbIN

cert_file: "certs/server.crt"

# nyTb ans damna knwdven, ecnu enable_tls: false napameTp He obsi3aTesnbHbIN

key_file: "certs/server.key"

# naponb Ans pacundpoBKM danna KawYen, ecnm He ykKa3aH CYMTaem 4YTo ¢hann He
3awndpoBaH

cert_key_pass: ""

# nyTb AO KOpHeBoro ceptudukaTta, ecnm enable_tls: false He obs3aTenbHbIN
napameTp

ca_file: "certs/ca.crt"

# ypoBeHb NOrMPOBaHMA, €C/IM He yKa3aH UCMNONb3yeTCs YpPOBEHb MOAYNS
XypHaIMpoBaHus

log_level: "DEBUG"

# MakcuManbHOe KONM4yecTBO coobueHuin B bydepe

#queue_length_Timit: 3

# MaKCcuManbHOoe BpemMs XU3HW CObbITUA B ouvyepeau. B CeKyHAAX

#queue_time_Tlimit: 3

event_log_settings: &event_log

# Ha3BaHWA MOAYNs, oTobpaxaeTcs B /Orax U MeTpUKax, YHUKaNbHbIN 0b6si3aTenbHbIN
napameTp

id: "test_event_log"

# WMA KaHana, UCNonb3yeTCs eC/M He yKasaH NyTb K danny

channel: ['Application']

# 3anpoc OnNUChIBAWMIN TUM NOSY4YaemMoro CobbiTUA. eCTb BO3MOXHOCTb yKa3aTb

# XPath 1.0 unn CTpyKTYpUPOBAHHLIM XML 3anpoc. Ecnu XPath coaepxut 6onee 20
napameTpoB, cneayeTt

# MCnoNb30BaTb CTPYKTYPUPOBAHHBLIM XML 3anpoc. UTobbl NOAy4ynTb BCE mapameTpbl
yKaxuTte "*"
query:
# MNoONHbLIM NYTb K Nor danny
# MNoppepxuBaemble hopmaThl: .evt, .evtx, .etl
file:
# Pa3mep 3anpoca

"o



batch_size: 31
# TalmayT 3anpoca B CeKyHAax
timeout: 3
# WHTepBan MexAay 3anyckom 3anpoca B cekyHaax (default: 1)
poll_interval: 1
# YTeHne C nocneaHen coxpaHeHHon nosuuum, (default: false)
read_from_last: false
# KoHBepTMpoBaTb SID B wMA.
resolve_sid: true
# ypoBeHb NOrMPOBAaHMA, €C/IM He yKa3aH UCMNONb3yeTCs YPOBEHb MOAYIS
XypPHaIMpoBaHus
log_level: "INFO"
# KONMYeCTBO napannenbHbiX BopkepoB (No ymonyanuw 1)
worker_count: 1
# MapameTpbl YAAJIEHHOrO MOAK/YEHUS
remote:
# BK/YEHWE YAANEHHOrO0 COeAVMHEeHUs
enabled: false
# WMAa nonb3oBaTensa, obasartenbHo ecnan enabled: true
user: ""
# Naponb nosnb3oBaTens, obssatenbHo ecnn enabled: true
password: ""
# JlomeH nonb3oBaTens
domain: ""
# Ajpec yjaneHHOro cepsepa
remote_servers: ["Tocalhost"]
# LNOCTyMHble MeToApl aBTopu3auum: Negotiate, Kerberos, NTLM
auth_method: "Negotiate"
# ounbTpauMa no nonsaMm cobbiTUsA, perynspHble BbipaxeHus
filters:
# Bpewms
# dopmaT 2020-08-13 10:02:55.9689259 +0000 UTC
created: "'
# UncnoBble QUILTPbI
# Mpumep ans uucnoBbix ¢tunbTpoB - AC[5-9]\d|\d{3,})$

(]

event_id:

(]

qualifiers:

L}

record_id:
process_id: ''
thread_id: "'
version: "'

# CTpoKOBble (GUALTPSI

# npumep: DESKTOP-IDCMV6G
computer_name: "'
msg:

# BO3MOXHble 3HauyeHusi: Information, warning, Error

(]

Tevel_text:
# Mpumep: Service State Event
task_text:
# MNpumep: ServiceShutdown

T

[

opcode_text:
# Mpumep: System
channel_text: "'
# Mpumep: System

provider_text: 'System'



# OnuMM CMeHbl KOAUPOBKMU

encoding:
# Wcnonb3oBaTb KOAUPOBKY B UTF-8
change_to_utf8: false
# KOoAMpOBKA opuruHana
original_encoding: "cpl251"

# postgres sql connection string example
# Driver={PostgresQL};Server=IP
address;Port=5432;Database=myDataBase;Uid=myUsername;Pwd=myPassword;
# mssql connection string example
# Driver={ODBC Driver 17 for SQL
Server};Server=myServerAddress;Database=myDataBase;UID=myUsername;PwD=myPassword
)
# Driver={ODBC Driver 17 for sSQL
Server};Server=myServerAddress;Database=myDataBase;Trusted_Connection=yes;
# Oracle
# DRIVER={Oracle ODBC Driver};UID=Kotzwinkle;PwD=whatever;DBQ=instl_alias;DBA=W;
odbctest: &odbctest
# Ha3BaHWA MOAYNs, OoTobpaxaeTcs B /lorax M MeTpUKax, YHUKaNbHbIM 06s3aTenbHbIN
napameTp
id: "odbc_test"
# KaTeropumss K KOTOPOM OTHOCUTCA AAHHbIM input
categories: "file"
# VHTepBan MexAay 3anyckom 3anpoca B cekyHaax (default: 1)
poll_interval: 1
# UTeHne c nocneaHen coxpaHeHHon no3uumm (default: false)
read_from_last: false
# CTpoka noakwyeHus, obs3aTenbHbI napameTp
connection_string: "server=localhost;port=3306;driver=MysSQL ODBC 8.0
Driver;database=pangeo;user=root;password=example;"
# SQL 3anpoc, obsA3aTesibHbI NapaMeTp
sql: >
SELECT id, message
FROM pangeo.logs_table WHERE 1id > ?;
# Mone, KoTopoe byAaeT UCMONb30BATHLCA KAK 3aKNaAKa Ans COXPaHEHUs Mo3uuumu,
obA3aTenbHLIN NapameTp
# Mone AOKHO ObITb LEeN0YUCSIEHHbIM
# Mone [ONXHO 6GbITb yKa3aHo B onepaTope SELECT
bookmark_field: "id"
# ONUUKU CMeHbl KOAUPOBKM
encoding:
# Wcnonb30BaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoAupoBKa opuruHana
original_encoding: "cpl251"

wmi_settings: &wmi_settings

# Ha3BaHWs MOAYNs, oTobpaxaeTcs B /Orax U MeTpUKax, YHUKaNbHbIM 0b6si3aTenbHbIN
napameTp

id: "test_wmi"

# WHTepBan MexAay 3anyckoMm 3anpoca B cekyHaax (default: 1)

poll_interval: 1

# CNUCOK CepBepoB K KOTOPbIM yWaeT wmi 3anpoc, obs3aTenbHbii napameTp

remote_servers:



- "localhost"
# WM nonb3oBaTens, obs3aTeNlbHO €C/IM 3TO He JIoKalbHbI cbop
user:
# MNaponb nonb3oBaTensd, 06A3aTeNbHO €C/IM 3TO He JIoKaslbHbIA cbop
password:
# YTeHne C nocneaHen coxpaHeHHon nosuuum, (default: false)
read_from_last: false
# ypoBeHb NIOFMPOBAHMA, €C/IM He yKa3aH UCMONb3yeTCs YpPOBEHb MOAYS
XypHaIMpoBaHusa
log_level: "DEBUG"
# N3MeHeHWe KOAMPOBKU BXOAAUEro cobbTMA, MOXeT 6biTb nponucaHa y swboro
KossiekTopa
encoding:
# BK/OYEHME U3MEHEHUS KOAMPOBKMU
change_to_utf8: false
# opurvHanbHas KOAMPOBKA COOLITUS, €C/N OCTaBUTb MyCTbiM, MPOM3OMAET NOMbITKA
onpeaennTb KOAWPOBKY
# HeT 100% rapaHTuu onpeaeneHus
original_encoding: "cpl251"
# CobupaTb CObBLITUA HAuMHAA C 3aAaHHOMO MOMEHTA
start_from_date: "2022-03-24700:00:00+03:00"
# CNUCOK XypHasNoB, M3 KOTOpbIX cobupawTcsa cobbitua (Application, System u T.m.).
ECnvM nycToOM WM He yKasaH, cobupawTcs Bce cobbiTua
logfiles: ["Application"]
# 6N3KAUCT GUABLTPbLI NO MONMAM COBLITUS, WUCMNONb3YKHTCSA PerynspHble BblpaXeHua -
https://wiki.andersenlab.com/pages/viewpage.action?pageld=153062062
wmi_filters:
# yncnosble nons
category: 'O+'
event_code: "'
event_identifier:

(]

event_type:
record_number: "'
# CTpoOKOBble nons

computer_name:

(]

message:
L]

source_name:

type: "'
user:

time_generated:

L]

time_written:

etw_settings: &etw
# Provider name or guid.
# GUID should be in format "{9E814AAD-3204-11D2-9A82-006008A86939}".
id: "etwl"
provider: "windows Kernel Trace"
kernel_args: [ "ALPC", "CSWITCH", "DBGPRINT", "DISK_FILE_IO", "DISK_IO",
"DISK_IO_INIT", "DISPATCHER",
"DPC", "DRIVER", "FILE_IO", "FILE_IO_INIT", "IMAGE_LOAD",
"INTERRUPT", "MEMORY_HARD_FAULTS",
"MEMORY_PAGE_FAULTS", "NETWORK_TCPIP", '"NO_SYSCONFIG",
"PROCESS", "PROCESS_COUNTERS",
"PROFILE", "REGISTRY", "SPLIT_IO", "SYSTEMCALL", "THREAD",
"VAMAP", "VIRTUAL_ALLOC" ]



provider_level: "Critical"
log_Tevel: "DEBUG"
# OnuMM CMeHbl KOAMPOBKMU
encoding:
# Mcnonb3oBaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoAMpOBKA opuruHana
original_encoding: "cpl251"

opsec_lea: &opsec_lea
id: "opsec_lea"
# [MpeKkTOpua pacnonoxeHus yTunutbl lea_client.
exec_path: "/pangeo_radar/opsec"
agent_addr: "127.0.0.1"
agent_port: 48181
# NepuoaMYHOCTb MPOBEPKM HANIMYMS HOBbIX 3anNMCEn B XypHanax.
poll_interval: 1
# CoxpaHeHMe MO3MUMU MOC/EefHero 4YTeHus M3 xypHana (CoxpaHeHue Ha AMCK),
BO306HOB/MIEHME YTEHUs C MNoclejHen
# COXpaHeHHOW NO3ULUK.
read_from_last: false
# CepBep ana cbopa cobbiTui.
remote_server: "192.168.1.254"
# MopT Ansa ayTeHTUdMKaumm.
auth_port: 18184
# AyTeHTupukauma ansa OPSEC.
auth_type: "sslca"
# MapameTpbl aBTOpPU3ALUN.
opsec_sic_name: "CN=SyslogClient,O=sms.local.gc95e2"
opsec_sslca_file: "/home/user/opsec.pl2"
opsec_entity_sic_name: "CN=cp_mgmt,O=sms.Tlocal.gc95e2"
opsec_sic_policy_file: ""
# Ha3BaHuMe cobupaemMoro xypHana.
log_filename: "fw.log"
log_level: "DEBUG"
# dopmaT oTnpaBkuM coobueHus - kak ecTb(raw), c oboraweHuem(json)
format: "json"

sshtest: &sshtest

# Ha3BaHWs MoAynsA, oTobpaxaeTcsa B /lorax M METpUKax, YHUKasbHbIA 0b6si3aTesbHbINA
napameTp

id: "sshtest"

# vMsi nonb3oBaTensa ANA YAANEHHOrO MNOAK/YEHUs, obsi3aTesbHbIA MapameTp

user: "anduser"

# CNUCOK XOCTOB ANIA MOAK/KYEHUsS, 0b6A3aTenbHbM napameTp

remote_servers: ["127.0.0.1"]

# nopTt ansa noaknwdveHnsa (default: 22)

port: 22

# nyTb K tamny c ssh knwyamu, oba3aTenbHb napameTp

rsa: "~/.ssh/id_rsa"

# naponb oT hamna c Kaw4yamu

password: ""
# KomaHza Ans BbINOJIHEHUA MO ssh, obA3aTenbHbIA napameTp
command: "tail -F -n +$$%$1ine$$$ /opt/pangeo/test.log"



# ecnu ycTaHoBneHO - dann byaeT 4yMTATbCA C NOC/AEAHEN MO3UUMU B CriefyllleM TuKe
unu nocne nepesanycka (default: false)
read_from_last: false
# VHTepBan MexAy BbiNOJHEHWEM KoMaHA (B ceKyHAax)
ticker: 30
# ypoBeHb NIOrMPOBAHUA, €C/IM He YKa3aH UCNoNb3yeTCs YpPOBEHb MOAY/S
XypHaMpoBaHus
log_Tevel: "DEBUG"
# tdopmaT oTnpaBku coobueHua - kak ectb(raw), c oboraweHuem(json)
format: "json"
# OnuMM CMeHbl KOAMPOBKMU
encoding:
# WCnonb30BaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoAMpOBKA opuruHana
original_encoding: "cpl251"

smb: &smb

# HaszBaHMA Moaynsi, oTobpaxaeTcs B florax U MeTPUKAx, YHUKaNbHbIA 06A3aTenbHbil
napameTp

id: "smb1l"

# apapeca noakfwyeHus, obs3aTeNbHbIi napameTp

remote_servers: ["pdc.pangeo.test"]

# nopTt noaknwdveHus (default: 445)

port: 445

# SMB share. sharename ponxeH cooTBeTcBOBaTb dopmaTy <share>" wunu "\\<servers\
<share>", obs3aTenbHbLIN NapameTp

share: "\\\\pdc.pangeo.test\\access"

# pomeH

domain: "pangeo.test"

# uMa nonb3oBaTens, obA3aTeNbHbIA NapameTp

user: "testl"

# naponb, ob6s3aTeNbHbIN NapameTp

password: "lgaz2wsx"

# HacTponku ayTeHTudbukauum kerberos

kerberos:
# BkAYeHMe aBTopu3auumm kerberos
enabled: false
# vms ueneBoro cepBuca (service principal name)
target_spn: "pdc
# kerberos realm
realm: "PANGEO.TEST"
# nyTb A0 KoHburypaumm kerberos
config_path: "assets/krb5/krb5.conf"

# VHTepBan MexAy 3anyCKOM CKaHMpoBaHua tannoB B cekyHaax (default: 1)
poll_interval: 1

# cnucok GannoB AN YTeHWUs, 06A3aTesNbHbI mapameTp

files: [ "hello.txt" ]

# eC/NM YyCTAHOBJ/IEHO - MCMO/Mb30BATh peryssipHoe BbipaxeHue ANs noucka hannos
using_regexp: false
# HavyaNbHbLIM KaTasor Ans noucka hannos

non

regexp_starting_dir:



# perynsipHoe BblpaxeHue Ana noucka damnnos

regexp_expression: "Ahellol.txt$"

# vHTepBan npoBepku damnoB (B cekyHaax) B aepeBe KaTanoroB (default: 2)
dir_check_interval: 2

# ecnu ycTaHoBneHo - damn byaeT yMTaTbCA C NOC/AEAHEN NO3UUMM B CleAyileM TUke
WAN nocne nepesanycka
read_from_last: true
# ypoBeHb JIOrMPOBAHMA, €C/IM He yKa3aH UCMNOJib3yeTCs YpPOBEHb MOAYNS
XypPHaIMpoBaHus
log_level: "DEBUG"
# tdopmaT oTnpaBkU coobueHna - kak ecTtb(raw), c oboraweHuem(json)
format: "json"
# ONUUKM CMeHbl KOAUPOBKM
encoding:
# Mcnonb30BaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoAMpOBKA opuruHana
original_encoding: "cpl251"

ftptest: &ftptest
# Ha3BaHWA MOAYNs, oTobpaxaeTcs B /Orax W MeTpUKax, YHUKaNbHbIM 0b6si3aTenbHbIN
napameTp
id: "ftptest”
# apapeca ana ftp 3anpocos, obAa3aTenbHb napameTp
remote_servers: ["Tocalhost"]
# nopt ana ftp 3anpocoB, ob6A3aTeNbHbIn MapameTp
port: 21
# ftp nonb3oBaTenb, obA3aTeNbHbIM NapaMeTp
user: "testuser"
# ftp naponb, obs3aTenbHbIi NapameTp
password: "testpass"

# WHTepBan MexAy CKaHupoBaHuem damna B cekyHaax (default: 1)
poll_interval: 1

# cnucok tamnoB ANA 4yTeHus, obA3aTenbHbA napameTp

files: ["apache_logs"]

# ecnn yCcTaHOB/MIEHO - UCNOJIb30BATb PErysspHoOe BbipaxeHue AN Moucka ¢hannos
using_regexp: true

# HayaNbHbLIM KaTanor Ajasa noucka hannos

regexp_starting_dir: "."

# perynspHoe BblpaxeHue AN NoUCKa (hannos

regexp_expression: "A.*_logs$"

# uHTepBan npoBepku tamnoB (B cekyHaax) B AepeBe kaTanoros (default: 2)
dir_check_interval: 2

# ecnu ycTaHoBneHO - Gann byaeT 4yMTATbCA C NOC/AEAHEN MO3UUMU B CJieAyllleM TUuKe
MK nocne nepesanycka
read_from_last: true

# ypoBeHb NOrMPOBaHUA, €C/M He yKa3aH WCMNoNb3yeTCs YPOBEHb MOAY/IS
XypHanupoBaHus

log_level: "DEBUG"

# topmaT oTnpaBKU coobueHna - kak ecTb(raw), c oboraueHuem(json)



format: "json"

# ONUUKU CMeHbl KOAUPOBKM

encoding:
# WCNoNb30BaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoaupoBKa opuruHana
original_encoding: "cpl251"

sftptest: &sftptest
# Ha3BaHWs MoAynsA, oTobpaxaeTcsa B /Orax M MeTpUKax, YHUKasbHbI 0b6si3aTesbHbIN
napameTp
id: "sftptest"
# appeca ansa sftp 3anpocoB, ob6A3aTenbHbIM napameTp
remote_servers: ["localhost"]
# nopt ans sftp 3anpocoB, 0b6A3aTeNbHbIM NapameTp
port: 22
# nonb3oBaTenb ssh, obA3aTenbHbi napameTp
user: "foo"
# naponb ssh, obs3aTenbHbLIA NapameTp
password: "pass"

# WHTepBan MexAy CKaHupoBaHuem tdamna B cekyHaax (default: 1)
poll_interval: 1

# cnucok GannoB AN YTeHWUs, 06A3aTesNbHbI mapameTp

files: ["/upload/apache_logs"]

# eCcnn yCTAHOBJIEHO - WCMONb30BaTb PEryfsipHoe BblpaxeHue ANs noucka ¢anios
using_regexp: true

# HayanbHbLIM KaTaNor Ajas noucka hannos

regexp_starting_dir: "upload"

# perynsipHoe BblpaxeHue Ana noucka damnnos

regexp_expression: "A.*_logs$"

# nHTepBan npoBepku tamnos (B cekyHaax) B aAepeBe kaTtanoros (default: 2)
dir_check_interval: 2

# ecnu ycTaHoBneHo - damn byaeT yMTaTbCA C NOC/AEAHEN NO3UUWMM B CleAylleM TUke
UM nocse nepesanycka
read_from_last: true
# ypoBeHb JIOrMPOBaHMA, €C/IM He yKa3aH UCMNOJb3yeTCs YpPOBEHb MOAYNS
XypHanMpoBaHus
log_level: "DEBUG"
# dGopmaT oTnpaBKuM coobueHus - kak ecTtb(raw), c oboraweHuem(json)
format: "json"
# ONUUKU CMeHbl KOAUPOBKMU
encoding:
# WcCnonb30BaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoAMpOBKA opuruHana
original_encoding: "cpl251"

nf_receiver: &nftest

# Ha3BaHMA MoAyns, oTobpaxaeTcs B norax M MeTpuKax, YHWUKaNbHbIM 0b6si3aTeNbHbIN
napameTp

id: "netflow"

# XoCcT Ha Kakom 3anyctutcsa cepBep (default: Tocalhost)



host: "Tocalhost"

# MoOpT Ha KakoMm 3anycTtutcs cepBep (obs3aTesnbHoe)

port: 15487

# YpoBeHb COObWEHUn B norax, MOryT ObiTb 3HauyeHus - DEBUG, INFO, WARN, ERROR
log_Tevel: "INFO"

# Pa3mep bydepa coobuweHun (ecnu He 3agaHo To bepeTcs M3 SO_RCVBUF)
sock_buf_size: 0

tcp_receiver: &tcptest
# Ha3BaHWs MOAYNs, oTobpaxaeTcs B NOrax U MeTpuKax, YHUKaNbHbIM 0b6si3aTenbHbIN
napameTp
id: "tcp"
# XocT Ha Kakom 3anyctutcsa cepBep (default: Tocalhost)
host: "Tocalhost"
# MopT Ha Kakom 3anyctutcsa cepBep (obA3aTenbHoe)
port: 15486
# YpoBeHb COObUEHUn B norax, MOryT 6biTb 3HauyeHusa - DEBUG, INFO, WARN, ERROR
log_level: "INFO"
# BkoyeHne TLS coeaumHeHuss Ha cepBepe (default: false)
enable_tls: false
# ®ann c npuBaTHbLIM Kalvom (0bsa3aTenbHoe Mosie Npu BKWYEHHOM TLS)
key_file: "certs/server.key"
# oamn c cepTUDUKATOM AOJIKHO ObITb NMOAMUCAHHBIM cepTudukaTom CA (obsizaTenbHoe
nosie Npu BKJOYEHHOM TLS)
cert_file: "certs/server.crt"
# ®ann Cc naposem ecau cepTuPUKAT MOANUCHIBANCA C Maposiem
cert_key_pass: ""
# oann c ceptudmkatom CA (obAa3aTesbHoe nose nNpu BKAYEHHOM TLS)
ca_file: "certs/ca.crt"
# MNpoBepsATb N1 cepTudnkatol knneHta (default: false)
require_client_cert: false
#HyXHa Ny pacnakoBka Tena 3anpoca, OXMAAETCA, YTO KJAMEHT ymnakoBas Teno 3anpoca
B apxuB (default: false)
compression_enabled: false
# KONMYeCTBO COEAMHEHWUNA KOTOpble MOXET MPUHATb CepBep
connections_limit: 10
# tdopmaT oTnpaBkU coobueHna - kak ecTtb(raw), c oboraweHuem(json)
format: "json"
# ONUUKM CMeHbl KOAUPOBKMU
encoding:
# Mcnonb3oBaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoAMpOBKA opuruHana
original_encoding: "cpl251"

http_receiver: &httptest

# Ha3BaHWA MOAYNS, oTobpaxaeTcs B Jlorax W MeTpUKax, YHUKaNbHbIM 06s3aTenbHbIN
napameTp

id: "http"

# XocT Ha Kakom 3anyctutca cepBep (default: Tocalhost)

host: "Tocalhost"

# MopT Ha KakoMm 3anycTtutcsa cepBep (obA3aTenbHoe)

port: 15484

# YpoBeHb COObWEHUn B norax, MOryT ObiTb 3HayeHus - DEBUG, INFO, WARN, ERROR

log_level: "INFO"



# BkYeHue TLS coeamHeHus Ha cepBepe (default: false)

enable_tls: false

# d®ann Cc npuMBaTHbLIM Kl4voMm (0bA3aTenbHoOe MoJsie Npu BK/WYEHHOM TLS)

key_file: "certs/server.key"

# dann c cepTUOMKATOM AOJDKHO ObITb MOAMUCAHHbLIM cepTudukaTom CA (obsi3aTenbHoe
none npu BKJIKWYEHHOM TLS)

cert_file: "certs/server.crt"

# dann c naposem ecnum cepTUPUKAT MOANUCHIBANCA C Maposiem

cert_key_pass: ""
# dann c ceptudmkaTom CA (0basaTenbHoe nosie NpU BK/WYEHHOM TLS)
ca_file: "certs/ca.crt"
# MNpoBepsATb Nn ceptudmnkatol knneHta (default: false)
require_client_cert: false
# KONMYeCTBO COEAMHEHUN KOTOpble MOXET MPUHATb CepBep
connections_Tlimit: 10
# (GopmaT oTnpaBKM coobueHus - Kak ectb(raw), c oboraueHuem(json)
format: "json"
# ONUUKU CMeHbl KOAUPOBKM
encoding:

# Mcnonb3oBaTb KOAMPOBKY B UTF-8

change_to_utf8: false

# KOoAMpOBKA opuruHana

original_encoding: "cpl251"

udp_receiver: &udptest
# Ha3BaHuA Moayna, oTobpaxaeTcsa B slorax U MeTpUKax, YHUKabHbI 0b6si3aTesNbHbIN
napameTp
id: "udp"
# XocT Ha kakom 3anyctutcsa cepBep (default: Tocalhost)
host: "localhost"
# MopT Ha Kakom 3anyctutca cepsep (oba3aTenbHoe)
port: 15485
# YpoBeHb Co0bweHul B florax, MOryT 6biTb 3HayeHus - DEBUG, INFO, WARN, ERROR
log_level: "INFO"
# Pa3mep bythepa coobueHun (ecnm HesaaaHHble To bepeTcsa M3 SO_RCVBUF)
sock_buf_size: 0
# tdopmaT oTnpaBku coobueHna - kak ectb(raw), c oboraweHuem(json)
format: "json"
# ONUUKM CMeHbl KOAUPOBKMU
encoding:
# Mcnonb3oBaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoAMpOBKA opuruHana
original_encoding: "cpl251"

http_collector: &httpcollector

# Ha3BaHWA MOAYNs, oTobpaxaeTcs B Jlorax W MeTpUKax, YHUKaNbHbIM 06si3aTenbHbIN
napameTp

id: "http"

# ynaneHHbli aapec ana Bbi3oBOB http (obA3aTenbHoe)

remote_server: "localhost"

# ynaneHHoln nopTt (default: 80)

port: 80

# vmA nonb3oBaTens Ans 6a3oBon aBTOpM3auUMM, €CAU MyCToe, CYMTAEM YTO
aBTOpM3aumMsa BbIK/IOYEHA



basic_auth_user:
# naponb Ans 6a30BOM aBTOpM3aALUK
basic_auth_password: ""
# OorpaHuyYeHue No BpeMeHW Ajas 3anpoCOB, CAeaHHbiX http-KJMEeHTOM B CeKyHAax
(default: 10)
timeout: 10
# ypoBeHb NOrMPOBAHUA, €C/IM He yKa3aH UCMNONb3yeTCs YpPOBEHb MOAYNS
XypPHaIMpoBaHus
log_level: "INFO"
# ecnu ycTaHoBfeHO - byaeT ucnonb3oBaTbCsA tls KAMEHT
enable_tls: false
# nyTb Kk .key tdawvny, obszaTenbHo ecnm enable_tls: true
key_file: "certs/server.key"
# nyTb K .crt tdawny, obssaTenbHo ecnm enable_tls: true
cert_file: "certs/server.crt"
# naponb K Ganny cepTudnKaToB
cert_key_pass: ""
# nyTb K (Ganny c HabopoM KOpHEBbIX LLEHTPOB cepTudmkauum, obs3aTesbHO ecau
enable_tls: true
ca_file: "certs/ca.crt"
# vms damna ansa nonydeHusa no http
file: ""
# ecnu ycTaHoBneHO - ¢ann byaeT 4yMTATbCA C NOCAEAHEN MNO3UUMU B CJIeAyllleM TUuKe
unu nocne nepesanycka (default: false)
read_from_last: false
# vHTepBan mexay http-Bbi3oBamMum B cekyHaax (default: 3)
poll_interval: 3
# dopmaT oTnpaBKuM coobueHus - kak ecTtb(raw), c oboraweHuem(json)
format: "json"
# ONUUKU CMeHbl KOAUPOBKM
encoding:
# Wcnonb30BaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoAMpoOBKa opuruHana
original_encoding: "cpl251"

file_settings: &filetest

# Ha3BaHWs MOAYNs, oTobpaxaeTcs B /Orax U MeTpUKax, YHUKaNbHbIN 0b6si3aTenbHbIN
napameTp

id: "filetest"

# WHTepBan Mexay uvTeHuamm damna, B cekyHaax (default: 1)

poll_interval: 1

# cnucok GamnoB ANA 4YTeHUs

files: ["./assets/apache_logs"]

# UCnonb30BaTb regexp Ans noucka dannos
using_regexp: false

# HayaNbHbLIM KaTasor AnA noucka hannos
regexp_starting_dir: "."

# regexp ana noucka dannos

regexp_expression: "A.*_logs$"

# vHTepBan noucka ¢hannoB B cekyHaax, B gepeBe KaTtanoroB (default: 2)
dir_check_interval: 2

# ecnu ycTaHoBneHo - dawn byaeT uMTaTbCA C NOC/AEAHEN NO3ULWMM B ClelylleM Tuke

U1 nocine nepesanycka



read_from_last: true

# co3paeTt file watchers ans Bcex dannos
enable_watcher: true
# ypoBeHb NOrMPOBaHUA, €C/M He yKa3aH WCNoNb3yeTCs YPOBEHb MOAY/IS
XypHaIMpoBaHusa
log_level: "DEBUG"
# topmaT oTnpaBKU coobueHna - kak ecTb(raw), c oboraueHuem(json)
format: "json"
# ONUUKU CMeHbl KOAUPOBKM
encoding:
# Wcnonb3oBaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoaupoBKa opuruHana
original_encoding: "cpl251"

external_command: &ectest
# Ha3BaHWs MOAYNns, oTobpaxaeTcs B NOrax U MeTpuKax, YHUKaNbHbIM 0b6si3aTenbHbIN
napameTp
id: "ectest"
# WHTepBan Mexnay BbiNONAHeHUAMM KomaHa (default: 1)
poll_interval: 1
# komaHpa bash/cmd
command: "bash ./assets/bash/shortloop.sh"
# ypoBeHb JIOrMPOBaHMA, €C/IM He yKa3aH UCMNONb3yeTCs YPOBEHb MOAYNS
XypHaMpoBaHusa
log_Tevel: "DEBUG"
# ONUUU CMeHbl KOAUPOBKMU
encoding:
# Mcnonb3oBaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoAMpOBKA opuruHana
original_encoding: "cpl251"
# tdopmaT oTnpaBku coobueHna - kak ectb(raw), c oboraweHuem(json)
format: "json"

snmptraptest: &snmptraptest
# Ha3BaHWs MOAYNs, oTobpaxaeTcs B /Orax U MeTpUKax, YHUKaNbHbIN 0b6si3aTenbHbIN
napameTp
id: "snmptraptest"
# ypoBeHb JIOFMPOBaHMA, €C/IM He yKa3aH UCMONb3yeTCs YpPOBEHb MOAYS
XypHanupoBaHus
log_level: "INFO"
# ajapecc snmp MeHeaxepa
host: "localhost"
# nopT Ana 3anycka snmp MeHezpxepa
port: 22
# MPUHUMATb TONIbKO AYTEeHTUDUUMPOBAHHbIe SNMP v3 Traps
allow_authenticated_only: false
# cnucok aupekTopun Cc .mib dannamum ana kKoHeepTauuu oid
# ecnu He ykasaHbl, oid byayT nepepaBaTbCs B CbipOM BuAe
mib_dirs:
- dirl
- dir2
- dir3



# MNapameTpbl 6e30NacHOCTM
# MeTOAbl ayTEeHTUGMKALMM. BO3MOXHble 3HAYEHUSA:

# - MD5
# - SHA
auth_proto: ""

# meTozbl wnhpoBaHUA. MOAAEPXMBAETCA TONbKO DES.
encrypt_proto: ""
# MMA SNMP nosnb3oBaTens
user_name: ""
# Maponb ayTeHTUPMKaUUM. UCnonb3yeTca C MD5 unm SHA
authentication_passphrase: ""
# Maponb wndppoBaHma ana DES
privacy_passphrase: ""
# Mcnonb3yeTca B SNMPV3 Ans MAEHTUGMKALUWM CYWHOCTEN.
authoritative_engine_id: ""
# OnuMM CMeHbl KOAUPOBKMU
encoding:

# MCnonb30BaTb KOAMPOBKY B UTF-8

change_to_utf8: false

# KoampoBKa opuruHana

original_encoding: "cpl251"
# tdopmaT oTnpaBku coobueHua - kak ecTtb(raw), c oboraweHuem(json)

format: "json"

# konnekTop Ans cbopa cobbiITUM No nNpoTokony MS-EVEN6 c Windows Vista u Bblue
mseven6: &msevenb6

# Ha3BaHWA MOAYNS, OoTobpaxaeTcs B /lorax U MeTpUKax, YHUKaNbHbIM 06s3aTenbHbIN
napameTp

id: "test_mseven6"

# CNUCOK WMCTOYHWKOB ANsA cbopa cobbITUN

sources:

# ALpec yAaneHHOro cepBepa, C KOTOporo byayT cobupaTbcss cobbiTus
host: "192.168.56.6"
# pomeH
domain: ""

# WMs nonb3oBaTens

user: "user"

# Naponb nonb3oBaTens

password: "0000"

# CNNCOK KaHaJsioB

channel: ["Application"]

# 3anpocC OnuUChIBAWMI TWUM MNOSYy4YaeMoro CobbiTUA. eCTb BO3MOXHOCTb yKa3aTb

# XPath 1.0 wnu CTpYKTYpUpPOBAHHBLIM XML 3anpoc. Ecnau XPath copepxuT 6onee 20
napameTpoB, cneayeTt

# MUCNONMb30BATb CTPYKTYPUPOBAHHLIM XML 3anpoc. YTobbl Nofy4yMTb BCE MapameTpbl
ykaxuTte "*"

query: "*"
# Pa3mep 3anpoca
batch_size: 20
# VHTepBan Mexay 3anyckom 3anpoca B cekyHaax (default: 1)
poll_interval: 1
# YTeHne C nocnepHen coxpaHeHHon no3uuum, (default: false)

read_from_Tlast: true



# ypoBeHb NIOrMPOBAHUA, €C/IM He YKAa3aH MUCNoNb3yeTCs YpPOBEHb MOAY/s
XypHaIMpoBaHus
log_level: "DEBUG"
# nyTb ans 3anycka python (nydywe ucnonb3oBaTb venv, co3jgaeTcs komaHaou make
msevené6venv)
python_path: "./bin/mseven6venv/bin/python"
# nopT ANS B3aUMOAENCTBUA C python cepBMCOM-NPOCIONKOM
python_service_port: 9999
# ounbTpauMs no nonsMm cobbiTuA, perynspHbie BbipaxeHus (6n3kAMCT)
filters:
# Bpewms
# dopmaT 2020-08-13 10:02:55.9689259 +0000 UTC
created: "'
# Yncnosble QUIBLTPLI
# Npumep ans uucnoBbiX ¢unbTpoB - AC[5-9]\d|\d{3,})$
event_id: "'

L]

qualifiers:
record_id: "'
process_id:

thread_id: "'

L]

version:
# CTpOKOBble (GUIbTPbI

# npumep: DESKTOP-IDCMV6G
computer_name: "'
msg:
# BO3MOXHble 3HauyeHus: Information, warning, Error

L]

Tevel_text:
# MNpumep: Service State Event
task_text: "'

# Npumep: ServiceShutdown
opcode_text:
# Mpumep: System

[

L]

channel_text:
# Mpumep: System
provider_text: 'System'

# OnuMM CMeHbl KOAMPOBKMU

encoding:
# Mcnonb30BaTb KOAMPOBKY B UTF-8
change_to_utf8: false
# KoAMpOBKA opuruHana
original_encoding: "cpl251"

# obsizaTenbHas cekuus
# CNUCOK BCeX 3anyljeHblX WUHMNYTOB
collectors:

log_level: "DEBUG"

# opsec_lea konnekTop

opsec_lea:

- <<: *opsec_lea

# etw KonnekTop, paboTaeT Tonbko Ha windows
# etw:
# - <<: *etw

# 4yTeHMe W3 nokanbHoro damna
# files:
# - <<: *filetest



3+

3+

H*

3+
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+H*

H

3+

#
#
#

# KONnekTop BbINOJHAWWUA CTOPOHHEN KOMAHAOM
external_command:
- <<:!: *ectest
# wmi KonnekTop, paboTaeT Tosbko Ha windows
wmi :
- <<: *wmi_settings
# event_log konnektop, paboTaeT Tonbko Ha windows vista u cTapuwe
event_log:
- <<: *event_log
# odbc konnekTop
odbc:
- <<: *odbctest
# ssh konnekTop
ssh:
- <<: *sshtest
# smb konnekTop
smb:
- <<: *smb
# ftp konnekTop
ftp:
- <<: *ftptest
# sftp konnekTop
sftp:
- <<: *sftptest
# tCp KONEKTOp, MAaCCUBHLIA MpUem
tcp_receiver:
- <<: *tcptest
# udp KoONMeKkTop, MacCCUBHLIA MpUem
udp_receiver:
- <<: *udptest
# netflow konnekTop, MacCUBHbLIM Mpuem
nf_receiver:
- <<: *nftest
# http KonnekTop, MACCUBHBLIN Npuem
http_receiver:
- <<: *httptest
# http KonnekTop, YyAANeHHbIn cbop Cob6LITUM
http_collector:
- <<: *httpcollector
# snmp trap KoNnekTop, MacCCUBHbIA MNpuem
snmp_trap:
- <<: *snmptraptest
# KonnekTop Ans cbopa cobbiITUM No NpoTokKony MS-EVEN6 c Windows Vista u Bblue
# msevenb6:
# - <<: *mseven6
TECTOBbI KOJIJIEKTOP, KaxAblh nepuol BpemeHu ticker reHepupyeT coobijeHue
test_loop:
# Ha3BaHMA MoOAyNs, oTobpaxaeTcs B norax M MeTpuKax, YHUKaNbHbIM 06s3aTenbHbI

napameTp

#

#
#
#

- id: "Toop_input_1"
# nepuoj reHepaumMum CooOWeEHUN B CeKyHAaX
ticker: 1
Tog_Tlevel: "DEBUG"
categories_rules:
# CNUCOK KaTeropum AONycTUMbIX B input



- web

database
Tog
file

# obasaTenbHas cekuus
senders:
# nopT mMoaynsa, obs3aTenbHbI napameTp
port: 48001
# ypoBeHb NOrMPOBaHUA, €C/IM He YyKa3aH UCMNONb3yeTCs YPOBEHb JIOFMPOBAHMA MOAYNA
XypPHaIMpoBaHus
log_level: "INFO"
# oTnpaBka B XypHan
# stdout:
# # Ha3BaHuA moaynsa, oTobpaxaeTcs B slorax M MeTpuKax, YHUKaNbHbI 06a3aTesNbHbIN
napameTp
# - id: "stdout"
Tog_Tlevel: "DEBUG"
3anucb B Gann
out_fiTe:

oTnpaBka B kafka
kafka:
- <<: *kafka
oTnpaBKa No npoTokony tcp
tcp:
- <<: *tcp_sender

#
#
#
# - <<: *out_file
#
#
#
#

# oTnpaBka no npoTokony udp
# udp:
# - <<: *udp_sender

HtH##RRAA AR R R
# routes #
HA#HRH R HH AR AR AR A
# HacTpovka MapwpyToB
# 0bA3aTenbHaa cekuums
route_1: &route_1l
collector_id:
- "opsec_lea"
sender_id:
- "tcp_sender"

# BKJIOYEHWE MapupyTOB
# 0bsizaTenbHas cekuus
routers:

- <<: *route_l
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