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1. O6wue cBegeHun o «Mnarcpopme Pagap»

Cnenyau3MpoBaHHoe TporpaMMHoe oOecneyeHue «Ilnardpopma Papap» (mamee — CIIO
PAJIAP, Ilnardopma Papap, ninardopma) siBisieTCss TIPOrpaMMHBIM CPeICTBOM 0011lero Ha3HaueHUsl CO
BCTPOEHHBIMU CPeJICTBAMU  3all[UThl OT HECAHKIIMOHUPOBAHHOTO [JIOCTyNa K wuHboOpMaluu, He
cofiep>Kallieil CBefieHusl, COCTABJISIFOLIME TOCy/JapCTBEHHYIO TaliHY, W MpejHa3HaueHo [jisi aBTOMAaTH3al|uu
TIpo1ieccoB cOopa, 06pabOTKU U KOPPeJSIU COObITHI MHPOPMaIMOHHOM Oe3omacHocTy (fanee — UB) ¢
1eJ/IbI0 BBISIB/IEHUS] MHI[U/IEHTOB Y OpPraHU3aly pearpoBaHus Ha HUX.

[Tnatdopma obecrieurBaeT pelieHre CIeAYIOMINX 3a/ay:
e cbop uHbopmarum 00 aKTHBaX, UX yUeT U yIpaB/IeHHe 3anucsiMu 00 aKTHBaX;
e cbop cobwiTuii IB OT aKTUBOB W/W/TK OT YCTaHOB/IEHHOTO Ha akTuBax [10;
e aBTOMaTHuecKasi 00paboTKa MOCTYNMUBIIMX COOBITHI (HOpMasr3alus, oboralieHue);
e 3arpy3sKa U aHaju3 pe3y/bTaTOB pabOThl CKAHEPOB YSI3BUMOCTeNH;
e KOppeJIsiLiusi COOBITHM, CO3/jaHKe 3amuceld 00 MHLIMEHTaX U yIipaBjieHre UMU;
e aBTOMAaTM3MPOBaHHbIN KOHTPOJIb pearpoBaHus Ha MHLIWJEHThI, KOHTPOJ/Ib YCTPaHeHus;
e TIONyuYeHHe, 0OHOBJIEHNE U UCTI0/b30BaHUe MH(opMaLu 006 yrpo3ax;
e pyuHOU aHanu3 cobbiTuii VIb mpu paccieoBaHUy MHIU/IEHTOB;
e (opMHpOBaHHE OTUETOB, B TOM UKCJ/Ie B rpaduueckoM BHe (pabouure CTOJIbI).

CIIO PAJAP umeer ceptudukar coorBerctBusi ®CTOK Poccum Ne 4210 ot 05 despans 2020 r.
(nepeodopmiien 22 mapta 2022 r.), CPOK A€WCTBUS: MSATh JIeT.



2.
2.1

OGpaboTKa COObITUM

O6wue ceBegeHus

O6pabotka cobwituii b B I1natdopme Pagap cocToUT U3 CeyIOIIUX ITAIlOB:

COop coObITHI.

OTar, Ha KOTOPOM COOMPArOTCsl COOBITUSI OT UICTOUHUKA OJJHUM K3 METO/IOB COOpa: aKTUBHBIM WJ/IH
MaCCUBHBIM.

3a stan otBeyaet cepBuc Pangeoradar-Logcollector (ganee nor-kosnekTop).

[Togpo6Hee o paboTe 1 HACTPOMKe JIOT-KOJIJIEKTOPA CM. pa3zien «JIor-KoJiieKTop».

Pa306op coObITHIA.
[Tpeo6Gpa3oBaHue BXOSAIIEro COOBITHS Ha Taphl «Kimtou-3HaueHre» COTJlacHO MpaBuiaM pa3dopa.

[TogpobHee o paboTe ¢ mpaBUIaMu pa3bopa cM. paszen «IIpaBusia pazbopar.

HopMmau3anusi coObITHIA.

[Tepeaua mosyueHHBIX Ha 3Tarie pa3dopa mapbl «Kirou-3HaueHWe» B TaKCOHOMHIO, COTJIACHO
npaBuiaM pa3bopa. HacTpoiika TaKCOHOMUM BBITIONHSETCS B pa3zesne «I1o/si coObITHs».

[Tosst TAKCOHOMMH TI0 YMOJ/TUAHHIO TIPUBe/IeHbI B paszesie VIcTouHUKH — I10/isi COOBITHS».
Oo0oraienue COOBITHH.

HamonHeHue HOpManu30BaHHBIX COOBITHH /IOTIONTHUTEILHOW WHGOpMaLyel (HampuMmep, Teo ip,
dns, Tab/MYHbIe CMIUCKY U T.[.) COTIACHO TIpaBU/IaM 00OTallleHusl.

[TogpobHee o paboTe c mpaBWIamMu oboraltieHus: M. paszesn «OboraiieHe».
Koppensaunusi cOObITHIA.

[Tporiecc oOHapy>KeHUs1 WHIUIEHTOB MH(OPMAIMOHHON 0e30MacHOCTH MyTeM aHajM3a TOTOKa
HOpPMaJIM30BaHHBIX COOBITHI COT/IACHO TTPABU/IaM KOPPEeJISLIUH.

KoppesnisiTop BbISIB/ISIET TIOC/Ie/JOBATETLHOCTH B TIOTOKE COOBITHH, OT(OUIBTPOBAHHBIX C TTIOMOIIBIO
(bUMbTPOB MOTOKA COOBITHH U y/IOB/IETBOPSIFOIIUX YC/IOBHSIM, OTTMCAHHBIM B TTPAaBUJIe KOPPEJISALIUH.

Pe3ysibTaToM paboThl KOppensTopa siBiseTcss "cpaboTka' mpaBuia KOppessiuK, Ha OCHOBaHUM
KOTOPOU MOXXeT ObITh CO3/IaH UHLIMZEHT U MPOBe/IeH aHa/T!3.

Cxema 00pabOTKM M KOppessiiiuy COOLITHM TIpuBe/ileHa B pasjene «CxeMa 006pabOTKU U KOppPeJsn

COOBITUT.

2.2

Cxema o6paboTKU U Koppensunum coobiTui

CxemMa B3aUMOZENCTBUS TIO/ICUCTEM, OTBeuaroIux 3a cObop, 06pabOTKy U KOPpEeNSIUi0 COOBITHIA

rpvBezieHa Ha «Puc. 1».
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Puc. 1 — Cxema 00paGoTKH U KOppe/IALMH COOBITHIA

[TpuHIun paboTsr:

1.

Hcrounnku codbiTuii Ub — 310 /1000 aKTWB, yCTPOKMCTBO, TPOTPaMMHOe obecrieueHue B
MH(PaCTPyKType OpraHu3aliii, KOTOPOe MOKET CO3/jaBaTh KypPHAasIbl pabOTHI.

Log-Collector (nor-konnekTop) ocyujecTBisier c60p coOBITHIA OT HUCTOYHUKOB. COOp MoKer
BBITIOJTHSATHCS IBYMSI CII0OCOOaMu:

e AKTHBHBIN cOOp — JIOT-KOJI/IEKTOP 0OpalljaeTcst K MCTOUHHMKY [i/1si cOopa coOBITH;
o [laccuBHBINM COOP — UCTOUHUK CAMOCTOSITE/TLHO OTIIPAB/IsieT COOBITHS B JIOT-KOJUIEKTOP.

Log-proxy o6pabaTtbiBaeT rosiyueHHbIe COOBITHSI U ONITUMU3UPYET WX i/1s1 ObICTPOIA TIepechi/iKi B
cepuc Kafka.

Kafka nanpassisieT mosyueHHbIH MOTOK coObITHI B 06paboTurk Termit.



5. Termit obpabaTeiBaeT COOBITHSI COT/IaCHO TpaBW/IaM pa3bopa M pacrpefensieT WX I0 TpeM
TOTHUKAaM:

e Error — B xo7ie pa3bopa coObITHSI BO3HHK/IM OIIMOKK U ero He YAaa0Ch pa3o0pars;
e Parsed — cobbiTHe pa3oOpaHo Ha napsl «Kimou-3HaueHue»;

e Normalized — nonyueHHble napbl «Karou-3HaueHHe» TIOATOTOB/EHbI [/ Tiepefaud B
TaKCOHOMUIO.

6. Tomuku Error, Parsed u Normalized Bo3Bpamjatorcs B Kafka. IIpu 3tom Tomuk Normalized
JIOTIOJTHUTEJTBHO TIPOXOIUT TIpoLielypy oborairenus cepercoM Enricher.

7. BanancupoBuuk Beaver 3abupaer Bce Tormku u3 cepsuca Kafka m nampaBnser ux B 6a3y
naHHbix OpenSearch. IIpu 3ToM Beaver o MeTKaM BpeMeHU pacK/iafiblBaeT COOBITHS B
uHaekcsl OpenSearch.

8. banancuposiuk FlowBalancer paboraer napasiesHO Beaver u 3abupaet u3
cepuca Kafka tomeko cobwitusi u3 Tormka Normalized. 3artem ¢uibTpyer uX coryiacHO
¢bunbTpaM MOTOKAa COOBITHH U ec/id COObITHe TIOAXOAUT T0J YCIOBHE, TO OHO TepechliaeTcsl B
KoppensTop (cepsuc Logmule).

9. Logmule ocyiiecTBisieT KOppesisiliui0 COOBITHUI COTJIACHO TMpaBWIaM KOppPeJSUH. Pe3ysbTaThl
Koppesisituu Bo3Bpaitatotcs B cepsuc Kafka.

10. banancuposuwk FlowBalancer 3abvpaer  pe3ysibTaThl  KOppeasiiiud W 4epe3  IIeHTP
yripaByieHusi AP oHu otnpaB/sitoTcs B 6a3y JaHHBIX M1aTQOPMBI.

2.3 NCTOUYHUKU

2.3.1 OnucaHve

IIpumeuanue: mepes; paboOTOM C pa3/lesioM O03HAKOMbTECh CO pasfenioM «Cxema 00pabOTKM M
KODDEJISIUHA COOBITH».

Hcrounnku cobbituit b — 5T0 /m000M aKTWB, YCTPOWCTBO, TMpOrpaMMHOe obecrieueHue B
WHGPACTPYKType OpraHr3al[iy, KOTOPOe MOXKET CO3/]aBaTh )KYPHa/Ibl pabOTHI.

B H]IaT(l)OPMe Pa,uap HNCTOUYHHUKU Ae/IATCA Ha TUIIOBbIE MU HETUIIOBBIE!:

e TumnoBble — HNCTOYHUKH, CBeAEHHSA O KOTOPbLIX HACTPOEHLI B I'IJIEITCl)OpMe Mo yMOJ/T4YdHHIO. Co
CITMCKOM THUIIOBBIX UCTOUHHWKOB MO>XHO O3HAKOMUTLCA B pa3jeJie «IlepeuyeHb MOJ1ePKUBAEMBIX

HCTOYHHUKOB».

e HerunoBble — WCTOYHMKM, CBeleHMS O KOTOPbIX HeoOXoAauMo mA00aBUTh B TuiaTdopmy
CaMOCTOSITEJTBHO.

7151t KOppeKTHOM 00pabOTKM [JaHHBIX, MOCTYMAIOLMX OT UCTOYHHKOB, K&XKJbII UCTOYHUK B TiaTopme
o0saziaeT yHUKaabHBEIM HOMepoM. Homep ncrounnka — 31o Message ID (YHUKa/mbHBIN WIEeHTH(PUKATOD
coo011leHus1), KOTOPbIA TPUXOAWUT OT JIOT-KOJIJIEKTOpa, M T0 KOTOPOMY BCe COOBITHSI OT J@HHOTO
WCTOYHMKA OyAyT TIOMeIIaThCsl B OAMH TOMUK [ijis JanbHelield 06paboTku. O6bIUHO, HOMep UCTOYHHUKA
WJIeHTHUYeH MOPTY, KOTOPbIM He00X0AWMO OTKDLITh B TUIaTdopMe [jisi TipreMa COOBITHI OT UCTOUHHKA.

,Z[J'IH HCTOYHHUKOB MO>XHO BbI6paTb OOHWH N3 OIBYX criocoboB Hp006pa3OBaHI/IH JAaHHBIX:



e RAW-JSON - cepsuc Log-proxy oO6epHeT BXOJMAIIMN TIOTOK COOBITHM B TIepEMEHHYIO json U
JIOTIOJIHUT TeXHWYeCKol nHpopMarueid;

e JSON-JSON - cepBuc Log-proxy [OMO/JHUT BXOASAIIUA ITOTOK COOBITUH [OTIOJTHUTETbHBIMU
TO/ISIMU C TeXHUUeCKOoW nH(opMaljrel.

ITogpobHee o pabote cepeuca Log-proxy cMoTpute paszen «Hactpoiika cepBuca Log-proxy».

1711 KaXK/I0TO0 MCTOYHUKA MOKHO HAaCTPOUTH om0 He coxpaHSTh chipoe cOObITHE:

e (M OMLMS BK/FOUEHa, TO ChbIpoe COOBITHE He OyZieT COXPaHSAThCS B TTOTOKe TIPH Tepejade OT JiOoT -
KOJJIEKTOpA B T/IaTGopMy;

e eCJIU OMLUS BBIKJFOUEHA, TO KaXK/0€ ChIpoe COObITHe Oy/IeT COXpPaHEeHO B MOTOKe IS AabHenIei
06paboTKu.

Pabora ¢ ncrounrkamu cobeituii 1B BKItouaeT B cebsi cieyrolijyie MpoLiecchl:

1. «Bx/IOUeHHe UCTOUHUKA».

«JTobaBieHre UCTOUHUKAY.

«PejakTUpOBaHKE UCTOUYHHKAY.

«/IMIIOPT MCTOYHUKOB».

2
3
4., «IKCHOPT UCTOYHUKOBY.
5
6

«Y a/leHue UCTOUHUKOBY.

[Inst paboThI € MCTOUHMKAMU TiepeliguTe B pa3fes icrounnku — WcrouHuku (cM. «Puc. 2»).
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Puc. 2 — Pazden "HUcmouHuku'

B paszene orobpakaetcs cieaytoiijasi iHGOpMarys:
o Homep ucrouHnka — yHUKanbHbIi HOMep HCTOYHMKA B T1aTdopMe;
o HaumeHoBaHHe — HaMeHOBaHNe UCTOUHUKA;
e BeHjop — HavMeHOBaHMe MOCTaBIIMKa HCTOYHUKA;
e Tun HCTOYHHMKA — HAUMEHOBAaHUe CUCTeMbl, K KOTOPOW OTHOCUTCSI UCTOUHUK

e He coxpaHaTb CbIpoe COObITHE — OII[US, HE COXPaHATh ChIpble COOBITHSI /i1 Aa/bHEHIIen
00paboTKu: fa, HET;



2.3.2

®opmar — dhopmat rpeobpa30BaHMs BXOASIIETO TOTOKA COOBITHIA;

KOHTpOJIb MHHHUMAJ/IBHBIX HOCTyr[J'leHPIﬁ— OTIIPABJIATE JIM OINOBeIeHUA IMpU JOCTH>XKeHUN
nopora MUMHUMaJIbHBIX l'IOCTyrIJIEHI/Iﬁ COOBITHIA: A4, HeT,

ITopor MUHHUMAa/IBHBIX NOCTYI/IEHUH — MIOPOT MUHMMAJIbHBIX TOCTYIUJIEHWH, TIPU [OCTHXKEHUH
KOTODPBIX OYAYT OTIPAaBSTLCS YBeJOMJIEHUST;

KoHTp0/1b MakCHUMa/JbHbIX NOCTYIJIEHMH — OTIIPaB/ATH JIA OMOBELeHUsl TMPU JOCTH)KEeHUH
1opora MakCHMaJIbHBIX TIOCTYTIIEHUH COObITUM: /1a, HeT;

ITopor MakcUMa/IbHBIX NOCTYIVIEHMH — MOPOT MAKCUMAa/IbHBIX MOCTYIIJIEHUH, TIPU JOCTY)KEHUU
KOTOPBIX OYZyT OTHPAB/STHCS YBEJOM/IEHUST;

IIpaBu/I0 aKTHBHO — AKTUBHO JIU 6€3yC/IOBHO MCITOJTHSIEMOE TPaBHUIIO [I/Ist UCTOUHUKA: /i, HET;

Ilo/1HOe HAaMMeHOBaHMe — HAUMEeHOBaHUe U HOMEp MCTOYHHKA.

BkiroueHUe UCTOUYHUKA

s Toro, uToOBbl MCTOUHUK ObUT BK/IFOUEH, a UMEHHO TOTOK COOBITHMM OT MCTOYHMKA oOpabaTbIBasicst
Ilnatdopmoii Pagap, 10/DKHBI OBITE COOMIOIEHBI CIIeAYIOLME YCIOBUS:

1.

VcTOoyHMK HACTpPOEeH Ha OTMPaBKy COOBITHM B JIOT-KOJUIEKTOP. K onucaHWi0 HACTPOEK TUIIOBBIX
HMCTOYHUKOB MOJXKHO TIepelTH 10 COOTBeTCTBYIOIIMM CChlIKaM U3 pasgena «[lepeueHb
N0/1/1eP)KMBAaeMbIX UCTOYHUKOBY.

B cnayuae wucrosb30BaHus T/1aTGOPMBI B peXXHMe MYJ/IbTHAPEHIHOCTH, HACTPOEeHa repechlTKa
coObITHH (CM. pa3zen «BK/IroUueHre epechbUlKy COOBITHI uepe3 cepBrC [,og-proxy»).

VcTouHuk no0aB/ieH W HaCTpOeH uepe3 Beb-uHTepdeic maatdopmbl (cM. paszgen «llobaBieHue
VICTOUHUKA»).

7151 “CTOUHMKA HaCTPOEeHbI U OIMy0/IMKOBaHbI poduin coopa (cM. pasgen «[Ipoduau cbopar).

[l MICTOUHWKA HacTpOeHbI Oe3yC/IOBHBIE W YC/IOBHBIE TIpaBwsia pa3bopa (cM. pasgen «[IpaBusa
pasbopa»).

171 MCTOUHMKA HaCTPOeHbI TipaBusia oboraieHus (cM. pas3zen «OborarieHue»).
[TapameTp ucrouHuka IIpaBu/10 aKTUBHO yCTaHOBJIEH B COCTOsIHUE "BK/toueH".

Ony06/sMKoBaHBl ~ BCe  W3MEHEHWs, BHECeHHble B  HCTOYHMKMA  (Hakata  KHOIKa
CHUHXPOHU3UPOBATh).

KoppekTHocTh paboThl mpaBui pa3bopa U oboraiieHHss MOXKHO TIPOBEPUTH C TIOMOIIBbI0 MeXaHH3Ma
«OT/na1Ka UICTOYHUKOBY.

HHH IMPOBEPKH Ha/IMUM MOTOKA COOBITHI OT UCTOYHHUKA BBLITIOTHUTE crneayroiiye AEﬁCTBHH:

1.

2.

[MepeiiauTe B pa3nes AAMHHUCTPUPOBaHHe — MOHUTOPHUHI U OTKPOiTe pabounii cros IToTok
COOBITHH.

HalijuTte TONMK C COOTBETCTBYKOIIMM HOMepoM (B mpumepe 1514) u ymoCTOBepbTeCh, UTO
TIOSIBUJICSI TIOTOK COOBITHM OT MCTOYHMKA (CM. «Puc. 3» - «Puc. 5»).
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2.3.3

Puc. 5 — IIpoBepka moToka co6piTui 0T HcTOUHMKA. YacTs 3

Job6aBneHne NCTOUHUKA

1. Haxwmwure kHornky Co3aarb. OTKpoeTcsi okHO Co3/jaHue HCTOYHUKA (CM. «Puc. 6»).
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¢ Co3paHue UCTOYHMKA e

HaumeHoBaHue *

Microsoft-Defender

HoMmep UcToYHKKa *

151 -+
BeHpop *
Microsoft
Tun UcTovHKUKa *
Endpoint Security
dopmat *
json-json
He coxpaHaTk cbipoe cobbiThe
KOHTPONb MUHUMENBHBIX NOCTYNNEHWR
Mopor MUHUMAaNBHBIX NOCTYNNEHNA
0 -+
KOHTpOoNb MakCUMansHbIX MOCTYMNEHNIA
Mopor MakcHMansHbIX NOCTYNAeHUA
0 -+

Mpasuno akTUBHO

Puc. 6 — ®opma "Co3paHue HCTOUYHHKA"

2. Ykaxwure Ha opme MH(DOPMALIHIO 00 UCTOUHHKE:
o HaumeHoBaHHe — yKa)XnTe HaMMeHOBaHHe NCTOYHUKA;
o Homep ucrouHnKa — yKa)kuTe YHUKa/IbHbIN HOMep UCTOYHUKA;
e BeHjop — yKa)kuTe NocTaBI{Ka UCTOUHUKA,;
e THN HCTOYHHKA — YKa)KUTE TUI UICTOYHHKA;

e @opmaTr— Wu3 BHINAJAIONIETO CIHMCKa BbIOepuTe (opmar TmpeoOpa3oBaHUs ITOTOKA
cobprTii: RAW-JSON wnmu JSON-JSON;

e He coxpaHATh cbIpoe COOBbITHE — TP HEOOXOAMMOCTH OTK/TIOUMTE COXPAHEHHE ChIPBIX
COOBITHI OT JAHHOTO UCTOYHUKA;

o Hactpoiika oroBelieHui 0 MOCTYMal0LLeM MOTOKe COOBITHIA:

¢} KOHTpOJ’[b MMHHHUMAJ/IBHBIX HOCTyl'[J'lEHPIﬁ — BKJ/IOUE€HHE OTIIPaBKH OIIOBEIeHUA
MpHU AOCT>KE€HWKW MUHHUMAJ/IBHOT'O ITOpOora HOCTyTIJ'IEHI/Iﬁ COGBITHﬁ;

o Ilopor MHMHMMAIbHBIX TMOCTYIUIEHHM — YKaXWTe TOPOr MWHHUMAaJIbHBIX
MOCTYTIJIEHUH, MPH [JOCTHMXKEHUU KOTOPOT'0 HY>KHO OTIPaB/IsiTh OTOBeLeH!s;

o KOHTpPo/Ib MaKCMMa/bHBIX MOCTYIVIBHUH — BK/IIOUEHHE OTIPaBK{ OIMOBeILeHHs
TP TOCTH)KeHUH MaKCUMaJIbHOTO TIOPOTa MOCTYTI/IEHUH COOBITH;



o HOpOl" MdKCHUMaJ/JIbHBIX l'[OCTyrlJ'lEHI/Iﬁ — YKaXWTe TIIOpOor MdKCHUMaJ/IbHbIX
HOCTYHJ'IEHI/If/’I, MpU JOCTHMXXKEHHUH KOTOPOI'0 HY>KHO OTITPABJ/IATH OITOBEIlIeHMA.

. HpaBI/IJIO dKTHBHO — BK/IIOUHTE 6E3YCJ'IOBHO HCIIOJIHAeMOe TIpaBUJ/IO AJid HCTOYHHKA.

IIpumeuaHue: 0e3yC/IOBHO WCIIOMHsSEMOe TIPAaBU/IO [/ UCTOYHMKA [JO/DKHO OBITH CO3[jaHO U
HACTPOEeHO B pazzene «IIpaBuia pazbopa».

3. Haxxmute kHONKY COXpaHUTh.

4. Haxwmurte KHONKY CHHXPOHU3UPOBATh.

2.3.4 PepakTtnpoBaHue NCTOUHUKA

B cTpoKe HY>KHOTO UICTOYHUKA HA)KMUTE KHOTIKY 73
BHecuTe HeOOX0JUMbIe U3MEHEHUS.

Haxmute kHONKy COXpaHMUTh.

o Lo

Ha rnaBHOM cTpaHulie pa3zesa HaKMUTe KHONKY CHHXPOHU3UPOBATh.

2.3.5 JKCNOPT NCTOYHUKOB

[Ons  MaccoBoro  9KCIoOpTa  WCTOYHUKOB ~ YCTAaHOBUTE  HY)KHble  (iari U HaKMUTe
KHOIKY JKCHOPTUPOBaTh. byeT chopMrpoBaH apxvB C UCTOYHMKaMH B ¢opMmare .Zip.

7151 3KcriopTa Bcex UCTOUHUKOB H&KMUTE KHOTIKY JKCIIOPTHPOBATh BCe.

5151 sKcriopTa UCTOUHUKOB B (hopMaT CSV HaXkmMuTe KHOTIKY JKCIIOPTHPOBATH B CSV.

2.3.6 MMnopT NCTOYHUKOB
Haxxmute kHOonky IMnopTupoBars.
B OTKPBIBIIEMCSH OKHE YKaXKUTE IMIYTh K dpXKUBY C UICTOYHUKAMU.

Haxxmute KHOINKY OTKPBITB.

H Lo

YT0oOBI BCE U3MEHEHHS BCTYIINJ/IK B CUJTY HAXKMHUTE KHOIIKY CI/IHXPOHI/BI/IPOBHTB.

2.3.7 YaaneHne UCTOYHUNKOB

IIpumeuanue: 015 koppekmHoll pabombi Ilnamgopmbl Padap He pekomeHOyemcst yoansimb UCMOUHUKU,
YCMAHo8/1eHHble NO YMOAUAHUIO.

HHH yAa/leHNd HCTOUHHUKA HAXKMUTE KHOIIKY IE B COOTBETCTByI-OU_[eﬁ CTPOKe.
,Z[J'IH MaCCOBOI'o ya/ieHUAA NCTOYHUKOB YCTAHOBUTE HY>KHbIE (1)]181"1/1 N HOXKMHUTE KHOIIKY yanII/ITb.
'HJ'IH yAanieHne BCeX UCTOUHHUKOB HAXKMHUTE KHOIIKY Y,E[HJII/ITB BcCe.

YTo6bI BCe U3MeHeHHs BCTYTW/IN B CUTYy H&KMUTe KHOTIKY CHHXPOHH3UPOBATh.

24 OTnagka UCTOYHUKOB

Ilnardopma Papap mo3BosisieT KOMIUIEKCHO TIpOBepUTh paboTy mpaBui pa3bopa M oborarmeHus,
HACTPOEHHBIX [I/11 HCTOYHHKA COOBITHIA.

,Z[J'IH BBITIO/THEHHS TIDOBEPKHU BBITIOJIHHUTE C/IelyHOIIe AEﬁCTBHHI



1. Tlepeiigute B pa3znen UcrouHuku — OT/1afKa MCTOUHUKOB (CM. «Puc. 7»).

E ‘L‘;g;ﬁ° 17230254154 v | OTnapKa UCTOYHUKA NMyeH3us akTvBHa Ao: 2025-08-20 D fokymentaumn |

@ Pabouwi cTon

UCTOYHUKMN

Q Cobbitus
@ WHuMpeHTs! v
CobbiTve Ansa TecTMpoBaHua
ol AkTuebl v UeTosmi
B Coorsercraue NO v 4008 1C-Enterprise-8
# Koppenstop v Cuipoe cobbiTne
26/2023 2:39:42 PM pgr-1c-00 {\'Event\":{\"Level\"\'Information’,\"Date\"\"2023-07-
ationName\"\"BackgroundJob\" \"ApplicationPresentation\" nd job\",\"Event\"\"_S$Data$_.Update\"\"EventPresentation\"\"Data.
000000-0000-0000-0000
NCTONHUKIA nstant. MocnepMee obGHoBNeHKe
2 tted\",\"TransactionID\"\"7/26/2023
4998-a301-
Npasuna pasbopa 4
Grok naTTepHbl BrnounTts oborauiexue

rons cobbiTus

O6orawenne
i Napamerps: v

® AQMUHMCTDUDOBaHUME v

Puc. 7 — Pasgen "Ot1nagka uCTOUHHKA"

2. B mosie UCTOYHHUK U3 BBINAJAIOIET0 CITHMCKA BhIOEPUTE UCTOUHHUK. ByneT mpoBepsAThcs paboTta
BCeX TIpaBU/I pa300pa, HACTPOEHHBIX ZIJisi BLIOPAHHOTO UCTOUHHUKA.

3. B mone Cepipoe coObITHE yKa)KUTe TIPUMED CHIPOTO COOBITHS, KOTOpOe OyZeT MPUXOAUThH OT
WCTOUHMKA (CM. pa3zien «I1o/iyueHre ChIDOr0 COOBITHSI» ).

4. Ecmu BO BpeMsi TIPOBEPKM He0OXOAMMO TPUMEHHTh TpaBuia oOoraijeHusi, TO YCTaHOBHUTE
COOTBETCTBYIOLM (ar.

5. Haxmwute kHOIKy TecTMpOBaTh.

6. MexaHU3M MMPUMEHHUT K COOBITHUIO OT MCTOYHMKA BCe HACTPOEHHBIE [jIs Hero mpaBuia pa3bopa u
oboratreHus!.

[Tpumep pe3y/bTaTa NpoBe/jeHUs1 TECTUPOBAHUS MpUBeZieH Ha «Puc. 8».



PesynbtaT 06paboTku ul COBbITHE HOPMANW30BaHO

TakcoHoMuA TecToBoe 3HaYeHUe
@timestamp 2023-07-26T14:39:42+03:00
action nocnegHee oBHOBNEHVE [oCTYNa

event.application.na

BackgroundJob
me
event.category Data_Update
event.input.source 4008 1C-Enterprise-8
event.logsource.inp smb

ut

event.logsource.na

1C:Enterprise 8

YAVAVAVAVAVAVAVAVAVEAVAVAVAVAVAVAVAVAVAVAVAVAVA

target.task.id 2934007
target.task.status.n Committed
ame

target.threat.id 3

cobbITUE HOPManU3oBaHo

MpaBuna pas6opa

Mpaewno

Bes ycnosHoe: 1c-enterprise-8_root
1c-enterprise-8_session
1c-enterprise-8_job

1c-enterprise-8_data

MpaBuna oboralenun

Mpaewno

DNS observer.host

DNS event.dns.answer.host
DNS event.dns.query.host

1c-enterprise-8_data_subcategory

Co3spaHo

2024-11-07T12:46:09.952031Z

2024-11-08T10:49:24.664182Z

2024-11-08T11:02:02.356265Z

2024-11-07T14:33:35.527615Z

CoszpaHo

2024-11-10T17:11:33.576804<Z

2024-11-05T11:20:03.411252Z

2024-11-05T11:57:37.638846Z

2024-11-22T09:54:21.8738062Z

O6HoBNEHO

2024-11-21T06:55:30.500537Z

2024-11-22T09:46:25.573883Z

2024-11-08T11:17:11.875953Z

2024-11-22T09:54:53.769243Z

O6HoeneHo

2024-11-11T07:53:36.253701Z

2024-11-06T14:30:47.69027Z

2024-11-06T14:31:21.762353Z

2024-11-22T10:05:31.950935Z

Puc. 8 — IIpumep pe3y/bTaTa NpoBe/eHUs TeCTHPOBAHUA

Pe3ynbTaT NpoBeZieHNs1 TECTUPOBAHUS COZIEPXKUT CIeAYHOLYI0 HH(OPMALMIO:

CocTofHue

BknroveHo

BknroueHo

BknroyeHo

BknroueHo

CocTosAHue

BkntoyeHo

BknoyeHo

BxkntoyeHo

BrntodeHo

e Undopmauyro o coctosiHnu pazdopa cobbiTHs. MOXKeT MpUHUMATh CIeAyIoIIye 3HaUeHus:

o CoObITHe HOPMAU30BAHO — O3HAUaeT, UTO COObITHE ObUIO yCIlemHo rmpeobpa3oBaHO Ha

napsl «Kou-3HaueHue»,
(TakcoHOMMIO);

KOTODbIE ObLIH YCIIelIHO T1iepeddaHbl B I10JIA COOBITUS

o coObITHe pa300paHo — O3HauaeT, uTo COOBITHe OBUIO YyCHelHO IpeoOpa3oBaHO Ha

MapsbIl «KJ'I[O‘-I-BH&'{EHI/IE», HO OHU He ObUIH rnepegaHbl B TAKCOHOMMUIO,



o coObITHe He pa300paHO — O3HAuaeT, uTO COOBITHE He yZaaoCh IpeoOpa3oBaTh Ha
napel «Kimrou-3HaueHue», MCIo/Ib3Yst TeKYIIHe IpaBuIa.

e bsiok Pe3ysibTaT 00padoTKHU COZep)XKUT MHGMOPMAILIHMIO O TI0JyUeHHBIX Tlapax "Kitou-3HaueHve" B
pe3ysibTaTe pa3bopa coObITHS:

o TakcoHoMHsI — HaMMeHOBaHMe I10JIs C06bITI/IH, B KOTOpOe 6y,£[€T IMMOJCTaBJ/IEHO 3HAYEHUE,

o TecroBoe 3HaueHHe — 3HaueHNe, KOTOpoe Oy/JeT MO/CTaB/IeHO B pe3y/bTaTe UCIIOTHeHUs
TpaBuIL.

e bnok IlpaBuina Pa3bopa coiep>KUT CITUCOK CO3JaHHBIX TIpaBW/ pa3bopa [y BbIOpPAHHOTO
HCTOYHHUKA:

o [IIpaBmio — HauMeHOBaHMe NpaBusia pa3bopa;
ITpumeuanue: "KupHbiM" mipudTOM OyZeT BbiAeneHO cpaboTasiiee MpaBuso pasdopa.
o Co3aaHo — fiaTa ¥ BpeMsl CO3/laHus TipaBu/a pa3bopa;
o OOHoOBI/IeHO — /laTa ¥ BpeMs U3MeHeHHsI THpopMaluy o rpaBuse pa3bopa;
o CocrosiHHe — TeKylljee COCTOsIHHe TIpaBu/ia pa3bopa: BK/IFOUEHO, BHIK/TIOUEHO.

e bnok IIpaBuia OO0orameHus COAEP)XUT CITUCOK CO3JAHHBIX TIpaBWI OOOTaIlleHusl ISt
BbIOpAHHOT'0 MCTOYHHKA:

o IIpaBuio — HaMeHOBaHMe MpaBusia oborareHus

IIpumeuaHnue: ec1u npasuno obozaujeHue nonaao 8 CNUCOK, MO CUUMAemcsi, Ymo OHO
6bL10 NPUMEHEHO.

o Co3paaHo — JaTa v BpeMsi CO3/laHusI TTpaBuiia 00OoTalleHusT;
o OOHOBJ/IeHO — JjaTa ¥ BpeMsi U3MeHeHHs1 TH(OPMaI|H O IpaBu/ie 000Tall|eHusT;
o CocTosiHHe — TeKyIl[ee COCTOsTHHe TTpaBU/ia 000TallleHus: BKJTFOUeHO, BBIK/IIOUEHO.

Pe3ynbTaThl TIPOBEPKU COOBITHS, KOTOPOe ObI0 HOPMaM30BaHO, MOYKHO CKOMUpPOBaTh Kak JSON. [lns
3TOT0 HAXKMHTe KHOTKY [F .

[Tpumep pe3y/ibTaTOB TeCTUPOBaHUS, CKOMMPOBAHHBIX B jSON:



{"@timestamp":"2023-07-26T14:39:42+03:00", "action":"nocyenHee OBOHOBJIEHUE

nocrymna","event": {"application":{"name":"BackgroundJob"}, "category":"Data Update","
input":{"source":"4008 1C-Enterprise-
8"}, "logsource": {"input":"smb", "name":"1C:Enterprise

8", "product":"ERP", "vendor":"1C"}, "session":{"id":"34"}, "severity":7, "subcategory":

"OBOTAIIEHME if \"gmocTtyn\" in Data => \"access\", else \"other\"","uuid":"c9a7cb96-
9c0c-43a5-9240-42e1e2902b%e"},"1d":"c9%9a7¢cb96-9c0c-43a5-9240-
42e1e2902b%e", "initiator": {"command": {"executed" : "BHIIOJHUTEL

obuoryieHue" }, "host": {"hostname":""}, "user": {"id":"00000000-0000-0000-0000~-
000000000000", "name":""}}, "observer":{"host":{"hostname" :"pgr-1c-
00"}},"raw":"{\"Message\":\"<7> 7/26/2023 2:39:42 PM pgr-1c-00

{N\\"Event\\\": {\\\"LeveI\\\":\\\"Information\\\", \\\"Date\\\":\\\"2023-07-
26T14:39:42\\\",\\\"2pplicationName\\\":\\\"BackgroundJob\\\", \\\"2ApplicationPresen
tation\\\":\\\"Background

Job\\\N", \\\"Event\\\":\\\" s$Data$ .Update\\\",\\\"EventPresentation\\\":\\\"Data.
Change\\\", \\\"User\\\":\\\"00000000-0000-0000-0000-

000000000000\\\", \\\"UserName\\\": \\\"\\\", \\\"Computer\\\" : \\\"\\\", \\\"Metadata\\
\":\\\"Koucraura.llocnenueeObuosneHneJocTyna\\\", \\\"MetadataPresentation\\\":\\\"Co

nstant. [locnenHee OOHOBJIEHME
nocryna\\\", \\\"Comment\\\":null, \\\"Data\\\":\\\"something KomaHIa : BEIIOJIHUTH
obuossenme\\\", \\\"DataPresentation\\\":\\\"\\\", \\\"TransactionStatus\\\":\\\"Comm
itted\\\",\\\"TransactionID\\\":\\\"7/26/2023 2:39:42 PM

(2934007)\\\",\\\"Connection\\\":\\\"3\\\", \\\"Session\\\":\\\"34\\\", \\\"ServerNam
NN NN, NN Por E NN s NN NN, N\ "SyncPorE NN\ s NNN"ONNN" 1 3\", \"a\":\"a7e42e2
0-03a1-4998-a301-

c97£fa77cbe73\",\"a_c\":\"\",\"a src ip\":\"172.30.250.141\",\"a_src_o\":\"445\",\"a

_src_r\":\"smb\",\"a src t\":[],\"a ts\":\"2024-10-

21T12:41:44.993Z\"}", "reportchain":{"collector":{"host":{"ip":"172.30.250.141"},"t1
mestamp":"2024-10-21T12:41:44+03:00"},"reciever":{"timestamp":"2024-12-
17T18:23:42+03:00"}},"target":{"host":{"hostname":""}, "socket": {"port":""}, "task":{
"id": ,"status": {"name" :"Committed"}}, "threat":{"id":"3"}}}

2.5 NMpaBuna pasdopa

2.5.1 OnucaHuve

IIpuBuia pa3dopa omnpezessiFOT MMapaMeTpbl 3TaroB pa3bopa W HOpPMajM3alMi BbIOPAHHOTO CHIPOTO
COOBITUSI OT KOHKPETHOTO MCTOUHHKA.

ITpaBusio pa3bopa MokeT ObITH 6€3yC/IOBHO TIPUMEHSIEMBIM U OOBIYHBIM.

BE3YCJIOBHO npuMmeHsgemMoe nmpaBuio 6y,£[€T MMPpUMEHATBCA OJId BCeX CO6BITI/II>i, KOTODbIE€ TTOCTYIAKOT OT
HCTOYHHMKA. Be3YCJ'IOBHO MMpuUMeHsieMoe TIpdBUJIO OIS UCTOYHUKA MOXXET OBITh TOJILKO OJHO.

I[TpaBusio pa3bopa COCTOMUT U3 [IBYX UacTei:

e [Ilporeaypa pa3bopa — mapamerphl MpeoOpa3oBaHUs BXOASIET0 COObITHSI Ha mapbl «Kimou-
3HaueHHe»;

e [Ilporesypa HOpMa/mu3aluu — TIapaMeTpbl mepeaaun monydeHHbIX map «Kirou-3HaueHue» B
TakCcOHOMUIO. MHdbopmaiuss o pabote c rmonssMu coObITUS (TaKCOHOMUEH) TIpUBe/ieHa B
pazzesne «Ilonst cCOObITHUSI».




[nsi MakcManbHOU 3¢ ($eKTUBHOCTH MCMOMb30BaHUs M1aT(OPMbI PEKOMEHYeTCsl HaCTPOUTh TpaBH/Ia
pa3zbopa AJist KayKI0To UCTOUHHKA, COOBITHSI OT KOTOPBIX OyayT 00pabaThiBaThCs MIaTGOPMOH.

PaboTa ¢ mpaBuIaMu pa3bopa BK/ItOUaeT B Ce0s1 C/ieIyIoIIue TpOoIiecChl:
1. /lobGaBneHue mpaBuia pa3bopa.
2. PepakTupoBaHUe TipaBusa pa3bop.

3. YpmaneHue ripaBuia pa3bopa.

HOns pabotel c mpaBuaamMu pas3bopa mepeiigute B paszgen Mcrounumku — IIpaBuia pa3dopa
(cm. «Puc. 9»).

172.30.254154 ~ | paBuna pasGopa JIALeH3MA aKTHBHE go:  2025-08-20 @© [okymertauns |

@
Mpaewna pas6opa
Q
. S
v spate YpanuTs sce BoiGparo: 0 C B

@ | =

Haumenosanne Be3sycnosHo npumMeHsemoe Npasuno pasbopa HeTounnk BxoyuTL NpaBuno Co3paHo OGHoBneHo
=+

1c-enterprise-8_data Het 4008 1C-Enterprise-8 fa 17:33:35 07.11.2024 12:54:53 22.11.2024 o u
B 1c-enterprise-8_job Het 4008 1C-Enterprise-8 [a 14:02:02 08.11.2024 14:17:11 08.11.2024 & m
# 1c-enterprise-8_root Na 4008 1C-Enterprise-8 fa 15:46:09 07.11.2024 09:55:30 21.11.2024 o o

1c-enterprise-8_session Het 4008 1C-Enterprise-8 fa 13:49:24 08.11.2024 12:46:25 22.11.2024 o m

ansible_nodes_json Het 1616 Ansible_RedHat_Infrastructure Her 12:54:07 18.11.2024 12:44:22 20.11.2024 & m
1)

ansible_nodes_unreachable Het 1616 Ansible_RedHat_Infrastructure Het 15:41:06 13.11.2024 12:48:42 20.11.2024 & m
@ ansible_notification Het 1616 Ansible_RedHat_Infrastructure Her 09:25:43 14.11.2024 14:13:23 19.11.2024 o m

ansible_playbook Het 1616 Ansible_RedHat_Infrastructure Het 16:32:59 08.11.2024 17:00:25 08.11.2024 o m

ansible_root Aa 1616 Ansible_RedHat_Infrastructure fa 14:45:42 08.11.2024 16:00:50 20.11.2024 & m

apache-access-log Het 2830 Apache-Http-Server Oa 14:23:45 22.10.2024 13:29:49 28.10.2024 & o

2 3 4 5 6 7 - 44 > 10/ cTpanmua

Puc. 9 — Pa3gen "IIpaBusa pa3gopa"

B pazgesne orobpaxkaeTcst ciiezyroiasi “HGOPMAaLHst:
o HaumeHoBaHHe — HaMeHOBaHMe TIpaBU/Ia pa3dopa;

e bBe3ycioBHO mpuMeHsieMoe TPABHJIO — SIBISIETCS JIM TIPAaBU/IO 0€3yC/IOBHO TIPUMEHSIEBIM [IIsI
HMCTOYHMKA: Ja, HeT;

e MHcrouHuK — HaMeHOBaHHWe UCTOYHHKA, K COOBITUSIM OT KOTOPBIX TIPUMEHSIETCS TIPAaBUIIO;
e Bx/ouMTH MPaBUIIO — HUCTIOB3YETCS JIU MPABUIIO it pa3bopa COObITHIA: g, HeT;
e Co3paHo0 — faTa ¥ BpeMsi CO3/JjaHUsI IPaBU/Ia;

o OOHOB/IEHO — /]aTa ¥ BpeMsi U3MeHeHHs1 TH(POPMAaL[|H O IpaBuie.

2.5.2 [lo6aBneHne npaBuna

Onst co3manust mpaBuia pa3bopa Hakmute KHOMKY Co3pgarh. HauHercst mporiecc co3JaHusi MpaBUIIa,
KOTOPBIM COCTOUT U3 CIEAYIOIIUX IIIaroB:

e «lIlar 1. OcHOBHELIE HACTPOUKU»;

e «lIIar 2. HacTpoiika yci0oBUi UILTPALUN»;

e «IIIar 3. HacTpoiika rapaMeTpoB IIpolieAypsl pazdbopa»;

o «llar 4. HacTtpoiika napamMeTpOB IPoLeIyPbl HOPMaJIH3aLuN»;




o «lllar 5. TecTupoBaHue IIpaBU/Ia»;

o «lllar 6. BkiroueHue rpaBuia».

[Tpumep dopmbl co3manus rpaBuia pa3dopa npuBegeH Ha «Puc. 10».

¢ Cospanve npaeuna pas6opa Copocnts | Tec

HavmeHosaHKe *

Tb CoxpaHuTb

Tc-enterprise-8_job

MeTouHMK *

4008 1C-Enterprise-8

Cbipoe cobbiTue *

{"Message":"<7> 7/26/2023 2:40:49 PM pgr-1c-00 {\"Event\":{\"Level\"\"Information\",\"Date\"\"2023-07-

26T14:40:49\" \"ApplicationName\"\"BackgroundJob\",\"ApplicationPresentation\":\'"Background job\"\"Event\"\"_$Job$_.Start\" \"EventPresentation\":\"Background job.
Start\"\"User\"\"ad1db191-f680-42fd-8465-ab078a9f6f2f\",\"UserName\"\"Agmunnctpatop\",\"Computer\":\"pgr-1c-
00V"\"Metadata\"\"\"\"MetadataPresentation\":\"\",\"Comment\":null,\"Data\":\"O6HoBNeHne uHaekca MNMNAO\"\"DataPresentation\":\"\" \"TransactionStatus\"\"No
Transaction\"\"TransactionID\"\"\", \"Connection\":\"3\"\"Session\"\"40\"\"ServerName\"\"\" \"Port\"\"\"\"SyncPort\"\"O\"}}","a":"a7e4 2e20-03a1-4998-a301-
c97fa77che73""a_c":"""a_src_ip":"172.30.250.141" "a_src_o":"445" "a_src_r""smb","a_src_t":[],"a_ts":"2024-10-21T12:41:44.993Z"}

BesycnoBHO NpUMeHAeMOE NpaBuno pasbopa

Ycnosusa dunbTpauum B + [obaeuTb | [ = TecTuposaTb
Mone MapameTpbl
job_type paeHo Job (Bes yueTa perucrpa) €] T o)
MpaBuna pas6opa a B + [o6asuTb I [ = TecTupoBatb
MexaHuam Mone MapameTpbl
GROK natTepH Level %{DATA:Level} @ T o]
MpaBuna HopManusauum [ B + [obaeuTb I [ = TecTuposaTb
TakcoHOMUA Mpaeuno TecToBoe 3HayeHUe ObasaTenbHo
event.category CTpoka execution @
event.subcategory Crpoka task o
initiator.command.executed Mone pasbopa command W

(:) BKoYNT Npaemno

Puc. 10 — dopma co3jaHus npaBuia pasdopa
2.5.2.1 LWar 1. OCHOBHbI€ HACTPOWKK

[TprMep OCHOBHBIX HAaCTPOEK IpaBusia pa3bopa rpuBeeH Ha «Puc. 11».



HaumeHoBaHKe *

1c-enterprise-8_root

MCTOYHMK *

4008 1C-Enterprise-8

Chblpoe cobbIThe *

{"Message":"<7> 7/26/2023 2:39:42 PM pgr-1c-00 {\'"Event\":{\"Level\":\"Information\",\"Date\"\"2023-07-

26T14:39:42\"\"ApplicationName\":\"BackgroundJob\" \"ApplicationPresentation\":\"Background job\" \"Event\"\"_$Data$_Update\" \"EventPresentation\"\"Data.
Change\" \"User\"\"00000000-0000-0000-0000-

000000000000V \"UserName\"\"\"\"Computer\"\"\"\'"Metadata\":\"KoHcTaHTa.MocnegHeeObHosneHreJocTyna\",\"MetadataPresentation\":\"Constant. MocnegHee
obHosneHue gocTynal',\"Comment\":null,\"Data\"\"something KomaHpa: BeINnonHUTL

obHoeneHue\" \'DataPresentation\"\"\",\"TransactionStatus\"\"Committed\" \" TransactionID\":\"7/26/2023 2:39:42 PM

(2934007)\" \"Connection\"\"3\" \"Session\"\"34\" \"ServerName\"\"\" \"Port\"\"\" \"SyncPort\"\"O\"}}" "a":"a7e42e20-03a1-4998-a301-
c97fa77cbe73""a_c":"""a_src_ip":"172.30.250.141","a_src_o":"445""a_src_r":"smb","a_src_t":[],"a_ts":"2024-10-21T12:41:44.993Z"}

D BesycnoBHo npumeHsemMoe npasuno pasbopa
Puc. 11 — dopma co3panus npaBusia pa3oopa. OCHOBHBbIE HACTPOUKH

BrimonHuTe cinefyouye 1eiCcTBUs:
1. B none HaumeHoBaHMe yKa)KUTe HallMeHOBaHUe IpaBUia.

2. B mnone MCTOYHHUK 13 BBITIAZAIOIIET0 CIIMCKA BbIOEPUTE UCTOUHHK, ChIPbIe COOBITHUSI OT KOTOPOTO
OyZyT IPOXOAUTH MPOLeCCh pa3bopa U HOPMa3aLuH.

3. B nosie Ceipoe codbiTHe (CM. pasgen «IlosiyueHre ChIDOTO COOBITHS») YKaXKUTE TIPUMEpP ChIPOTO
CoOBITHSI, KOTOPOe OyZIeT NMPUXOAUTE OT UCTOUHHKA.

4. Ecmu npaBwio A0/DKHO 0e3yc/IOBHO TIPUMEHSITHCS /IJisi BLIODAHHOTO MCTOYHUKA, TO YCTAaHOBUTE
COOTBETCTBYIOLLIMI TlepeK/ItouaTesib B MosokeHe BKiioueH.

2.5.2.2 Lar 2. HacTtpoiika ycnosuin counbTpauum

[Tpumep 6s10ka Y cs1oBusA (pUABTPALIMU TIPHBeZieH Ha «Puc. 12».

Yenosus punbTpaLum 3 B + [obaeutb I = TecTupoBaTb
Mone MapameTpbl
job_type pasHo Data (Besyueta perucrtpa) @ N
action Kniou-3HaueHne  Pasgenurens Mapbl KMOY-3HaueHWe: 1 PasgenuTens cTPoK: — 9KPaHWPOBaHWE 3HaUeHWi: ® t ]

Puc. 12 — ®opma co3aanus npaeuia. baok "YcioBusa punbTpanun"

B 610ke oTobpaskaercsi ciefyroias HHGpopMaLys:
o TIlone — HaMeHOBaHUe TI0JIsI, TT0 KOTOPOMY OyZieT MPUMEeHSITbCS PUBTP;
o TITapamerpsI — rcrionb3yeMasi QyHKIMSI CPaBHEHUs U ee TIapaMeTphl;
e UHdopmanys o TeCTUPOBaHUHY YCIOBHH, ITPeJCTaBIeHHAs B BU/|e CIIeLIaTbHBIX CUMBOJIOB:
e ' — yC/I0BMe IPUMEHHMO;
e X — yC/IOBHE PUMEHUTH HEBO3MOIKHO;
« (@ — tecTupoBaHue He BBINOIHANOCE.

[TogpobHee 0 mexaHu3Me TecTrpoBaHusi cM. «Lllar 5. TecTrpoBaHUe MpaBUsIa».




YcioBusi hunbTpaluu 3afar0TCs OAHOM U3 cieytouXx GyHKIUI CpaBHeHUS:

GROK IlaTtTepH — GuibTparys OyJeT BBIMOMHATLCS COTIAacHO 3aaHHOMY « GROK maTTepH»;

IIpoBepUTH PAaBEHCTBO BhIPa)XKeHUH — Oy/1eT BBITOJHATHCS CPaBHEHUE 3HAUEHUs T10J1s1 COOBITHS,
C YKa3aHHbIM B yCJIOBUSIX (PUIbTPALIK;

IIpoBepuTh Ha/IMuMe 3HAUEHHA — Oy/IeT TIPOBEPSTHCS Ha/MuKe 3HaueHus1 (oTamuHoe oT "0") B
T10JIe COOBITUSA;

IIpoBepuTh Ha/MMUKe B MaccuBe — OyZleT MPOBEPATHCS HalWyye 3HaueHUs B 11osie COOBITUS U3
yKa3aHHOTO MacCHBa 3HayeHWM B yC/IOBUAX (QuibTpaljuu. IIpoBepka BBIMOJHSETCS /10 ME€PBOT0
BXOJK/JeHUsI 3HAUeHUsI B MaCCUB;

ITouCK MOACTPOKH B CTPOKe — Oy/1eT MPOBEPSTCS Ha/lMuMe yKa3aHHOTO 3HAUeHUs B MOZACTPOKE
T10J151 COOBITHS.

Knwu-3HaueHue — GwibTpalyss OyJeT BBIMOJHATBCI COTJIACHO 3a/laHHBIM — TapaMeTpaM
MexaHM3Ma «K/rou 3HaueHue»;

dyHkuusa mnpeodpa3oBanusa — GuiabTpauus OyJeT BBIMOMHATBCS COTVIACHO — 3a/laHHBIM
rapaMeTpam MexaHH3Ma «DYHKIUS MpeoOpa3oBaHuUsI».

HononnurensHo, fis ¢yHkyuii cpaBHeHuss GROK Ilarreph v Kimou-3HaueHue MOXKHO HaCTPOUTh
C/lefiyroliye rapameTpsbl:

[MTpedukc (cM. pa3gen «MexaHu3m paboThl mpedukca»);

I'pynma pe3ynbTara (CM. pasgen «MexaHu3m paboThbl QYHKIMK TPYIITUPOBKU» ).

Hnst GyHKLMM CpaBHeHUSs! IOCTYMHbBI C/IeAYIOIe HaCTPOMKU:

0e3 yuera perucrpa — ecyii (GyHKLMS BK/IIOUEHa, TO TIPY BBIMOJIHEHUH (DYHKI[UM CDaBHEHUsI He
OyZieT YUMTBIBAaTbCS PETUCTD;

mon

JU1S1 KaK/10M (PYHKLIMKA MOYKHO BK/TFOUMTH OTPHIIAHMe: "He paBHO'", "He CyllleCcTByeT".

Co3gaHHble yC/10BUsT (PUIBTPALIMK MOXKHO CKOTIMPOBATh, a 3aTeM MPUMEHHUTh B PyrOM MpaBuJie:

[} — cKONMPOBATh YCIOBUS (PH/ILTPALIHN;

E— BCTdBUTb CKOIIMPDOBAHHbIE YCJ/IOBUSA (1)I/I]IpraL[I/II/I. CKOHI/IPOBaHHbIe ycdj10BuUs Q)H]IBTPEILII/II/I
MOYKHO BCTaBUTh TOJILKO B 0/I0K Y C/1I0BHA (lmm,Tpamm.

B mpaBusio MoxkeT ObITh 100aB/IeHO HECKOIBKO YCIOBUM (U/IbTPALUU. Y CJIOBUSI OYAYT UCIIOMHATHCS TI0
MOPSJKY.

17111 u3MeHeHuUsl IOPsi/iIKa UCTIO/IHEHUS YCI0BUM (PUIbTPALiUU UCTIONb3YHTe KHOMKY | / T.

Buumanme! Ecau He cpabomano kakoe-mo u3 ycnoeuil ¢uabmpayuil (npu mecmuposaHuu nosyyeH
aae * ), 00b6asneHHbIX 8 NPABUIO, MO NPABUAO UCNOAHAMBCS He Gydem.

Inst no6aBneHyst yCI0BUA GUIBTPALIMY BBITIOIHUTE C/IeYIOIIHe 1eHCTBUS:

1. B 06soke YcnoBusa ¢uiabTpanuu HaxMuTe KHOMKY JJo6aButh. OTKpoercsi okHO "/]o6aBUTH

ycnoBue puabtpauuu” (cm. «Puc. 13»).



Hdo6aBuTb ycnoeue punsTpayum x

Mone cobbITKA *

job_type
DyHKUNS CpaBHeHnA *

MPOBEPUTE PABEHCTBO BbIPaXKEHUI

6es yyeTta perucrtpa oTpuLlaHe

3HaveHue

Job

Puc. 13 — OkHo "[lo6aBuTh yciioBue punbrpanuu’

2. BbInosHUTe B OKHE C/ieyrolue JeUCTBUs:

e Tlose coObITHA — U3 BbIITaZldatoiero CriicCka BLI6epI/ITe I1ojie CO6LITI/IH, 10 KOTOpOMY 6y,£[€T
BBITIO/THATBCSA (l)I/I]'IpraL[I/IH;

e DyHKIUS CPAaBHEHHUs — U3 BbINAZAIONIET0 CITMCKA BbibepuTe (YHKIMIO CpaBHeHus. B
3aBUCUMOCTH OT BbIOpaHHOW (YHKUMM CpPaBHEHHUs, YKaXWUTe [OTOIHUTE/TbHYIO
r“H(opMaluo:

o GROK IlarTepH:
o B noJie IlarTepH ykaxure Tesjo GROK mnarrepHa;

e B nosie IIpedukc ykaxkute rperKc, KOTOPbIN OyeT UCIIO/Ib30BaThCS ISt
TMOJIyYMBLLIMXCS 3HAUEHU;

e B nosie I'pynna pe3ynbTaToOB YKa)KWUTe TPYIIy pe3y/bTaTOB, K KOTOPOM
Oy/leT OTHOCUTCS TIOJTYUMBILHI pe3y/bTaT paboThl YCIOBUH.

o IlpoBepuTb paBeHCTBO BbipakeHUH. B rosie 3HaueHne yKa)KuTe 3HaueHue ToJs, 1o
KOTOpPOMY Oy/leT BBIMOHATECS (PYHKI[USI CDaBHEHUSI:

e eC/M 3HaueHWe, MpHILe/iIee B Tose, OyJeT paBHO yKa3aHHOMY B YC/IOBUH
¢bunbTpaLyy, To yc/I0BUe IPUMEHUTCS;

e B O0DOpaTHOM Ciiyyae ycioBHe (HUIbTPALK IPUMEHEHO He OyzerT.

o [IlpoBepuTh Hamuuue 3HaueHusi. J[IOMOJIHUTENBHBIX [JeNCTBUN He TpeOyeTcs.
®ynK1Ms Oy1eT MpoBepsTh UTO B MPHUILIE/IIEM TT0Jie IPUCYTCTBYeT 3HaUeHue:

e eC/IM 3HaUeHHUe B I0JIe eCTh, TO yC/IOBHe PUMEHUTCS;
e B oOpaTHOM Ciyuae ycioBue (puibTpalii IpUMeHeHo He Oyzer.

o IlpoBepuTh HamMume B MaccrBe. DyHKLMS CpaBHEeHHs Oy/ieT IPOBEPSATH 3HAUEHMS],
npullefie B TOje, C YKa3aHHbIM MaccuBoM. [locsie mepBOro BXOXeHHs



@)

@)

3HaueHUsT B MacCUB, ycjaoBue (uabTpariiu OyeT BbINOIHEHO. BrIMomHUTE

cienyrolve JerCTBUS:

B 1ojie 3HayeHue HaxxmuTe KHOMNKY Co3parb. [losBurca rmone s
yKa3aHUs 3HaUeHUs;

co3/laliTe MacCHMB 3HAUeHWM A00aBUB U yKa3aB HeoOXOAWMOE KOJMUeCTBO
TI0JTeH.

[Touck mozcTpoku B CcTpoke. B mose 3HayeHHWe yKa)kuTe 3HaueHHe IOJCTPOKU
T0J1s1, TIO KOTOPOMY Oy/1eT BBITTOTHATHCS (PYHKLIVS CDABHEHMST:

eCJ/Id 3HaueHHe, yKa3aHHOe B yC/IOBUM (DUIbTPALIWU, SBJSETCS YacThio (WU
MOJIHOCTBKO PaBHO) TIpUIIeJIIeMy TeKCTOBOMY IIOJI0, TO YC/JIOBHe
TIPUMEHUTCS;

B 00paTHOM c/iy4ae ycaoBHe GUIbTPALUy IIPUMeHeHO He Oyer.

Kinrou-3Hauenue. 3anosHuTe caeAyroLye roJs:

Paanenn'renb Iapbl K/INY-3HAYEHHE — YKAKHUTE CHMMBOJI, KOTOprﬁ 6y,q€T
SABJIATBHCA pa3fe/InTesIeM BHYTPU ITapbl K/IFOU-3HAUEHUE,

Pa3fenurennb CTPOK — YKaXWTe CHUMBOJ, KOTOpBIA OyjeT sBISTbCS
paszienuresieM CTPOK;

BKPHHI/IPOBHHI/IE 3HAUEeHHH — YKaXUTE crocob SKPdHHUPOBAHUA 3Ha‘-IeHHﬁ;

IMpedukc — ykakuTe mpeduKC, KOTOPLIM Oy/eT HCIOIb30BaThCS /ISt
TMOJIyYMBLLIMXCS 3HAUEHU;

I'pynna pe3y/ibTaToOB — YKa)KUTe TPYIITy pe3yabTaToB, K KOTOPOU Oyzer
OTHOCHUTCS TIO/TyYHBIIMNA Pe3y/bTaT paboThl YCIOBUI

dyHkius npeobpazoBaHus. Ha [JaHHBIE MOMEHT JOCTYITHA TOJBKO (DYHKIHsS
HEX to Text, KoTopasi UCMOb3yeTCs /s peoOpa30BaHUs 1IeCTHAALIATePUUHOM

CTDOKHU B TEKCT.

[Tpu HeobxogUMOCTH BK/IHOUMTe HacTpouky Be3 ydera perucrpa u OTpunanme,

yCTaHOBMB COOTBETCTBYHOIIME (h/1ary.

3. Haxmure KkHONKy COXpaHHMTb.

2.5.2.3 Llar 3. HacTtpoiika napamMeTpoB npouenypbl paséopa

[Tpumep 6s10ka IIpaBuIa pa3dopa npuBezieH Ha «Puc. 14».

Mpasunna pas6opa

Mexanusm

GROK narTeps

json

GROK narTeps

GROK natrepH

GROK natrepu

GROK narTeps

GROK natrepH

Mone

Napawmerpbi

»<%{NUMBER:prio}>\s+(? <date> %{DATANs + % (HOUR): %{MINUTE}:%(SECOND}\s+ %{WORDH\s+ %({HOS TNAME hostname}s +{%{DATA:_}:%(GREEDYDATA:message}} L@

* \S%HIWORD:job_type)\$_. %{WORD:job_status} L@

%{WORD:_} \s+%{GREEDYDATA:MetadataPresentation} L@

(.*s+)7%{GREEDYDATA:command}$ Tpynna peaynsrata: group_1 @

“\(%{NUMBER:TransactionlD}U$  Tpynna pesynstata: group_1 A

“%{GREEDYDATA.parsed_messag

Puc. 14 — ®opma co3panus npasuia. biok "IIpaBusia pa3éopa"



B 6s10ke oToOpakaeTcs crieayrorias HHPOpMarus:

e MexaHHu3M — HCIIO/b3yEeMbIM MeXaHu3M pa3bopa (mozpobHee 0 MexaHM3Max pa3dbopa CM. paszen
«MexaHu3MbI pa3bopar);

o Ilosie — HaiMeHOBaHUe TIO/ISI, K KOTOPOMY TIPUMeHsIeTCsl MexaHU3M pa30opa;
o Ilapametpsl — mapameTpbl MexaHU3Ma pa3bopa;

e UHdopmalss o TecTMpOBaHMHW TpoLieAyp pa3bopa, MpejcTaB/ieHHass B BUJE CrelraabHbIX
CUMBOJIOB:

e ' —IpaBUJIO NPUMEHUMO;
e X —MpaBWIO MPUMEHUTb HEBO3MOJKHO;
. @- TeCTUPOBaHUe He BBINOJIHAIOCH.
[TogpoGHee 0 MmexaHu3Me TecTupoBaHus cM. «IIlar 5. TecTupoBaHUe MpaBU/Ia».

[ononmHuTenbHO, [Ji Ka)KZAOro MexaHu3ma pa3bopa, 3a uckmoyeHneM PyHKIHMHM mnpeodpa3oBaHMs,
MO>KHO HaCTPOUTH C/ie/lyIOIlHe rapameTphbl:

e Tlpedukc (cM. pa3gen «MexaHu3M paboThel IIpedrKca);

e ['pymma pe3ynbraTa (cM. pa3zen «MexaHu3M paboThI QYHKIUM TPYTIITUDOBKU» ).

Co3paHHbIe TIpoLieypbl pa36opa MO>KHO CKOTTMPOBATh, a 3aTeéM IMPUMEHHUTH B [PYTOM IpaBUIe:
« [ - ckomupoBaTk mapaMeTphl NpoLeAypsI pa3topa;

o [E- BcraBuTh CKOMMpOBAHHBIE MapaMeTpbI MPOLEAYPhI pa3bopa. CKOMMPOBAHHBIE MapaMeTpbI
pa3bopa MOXXHO BCTaBUTh TOJILKO B O/10k IIpaBusia pa3oopa.

715t u3MeHeHus1 MOpsiIka UCTIO/THEHUS TPorieyp pa3bopa UCIosb3yiiTe KHOMKY | / 1.

B mpaBwio moxer ObITh [00aBreHO HeCKONbKO TMpoueayp pasbopa. Ilpoueaypbl pa3bopa OyayT
UCTIONHATBCSL TI0 TOpsiIKy. Ecmu Bce 3asaHHbIe TIporieqypbl pa3bopa ObUTH yCHENHO TpUMeHeHbI
(mosmyueH ¢iar ~ TIpU TECTUPOBaHWM) TOrja COObITHE OyJeT CUUTaThCs pPa300paHHBIM U TIOMAZIET B
COOTBETCTBYIOIIMN "TOIUK'".

[MTpoueaypsl pa3bopa MO)KHO CrPYNIUPOBATh. /s 3TOro HE0OXOJMMO BBICTABUTH MOC/I0BAaTETbHOCTh
TdaK, YTOOBI NMpUMEHEHHWE MEXdHWU3MOB p8360pa Ha OJHO KW TOXe II10/1e¢ IIJI0 IT0C/1eA0BATE€/IbHO
(cm. «Puc. 15»).

EIVHCTBEHHBIM [IONIyCTUMBIM MEXaHW3MOM, KOTOPbIi MOJXKeT [JaTb OTPHULATe/bHbIM pe3y/bTar
TecTupoBanusi (mosyueH (iar ) W TpU 9TOM TpaBWwiIo pasbopa OyAeT CUMTaTbCs  YCIIEIIHO
npuMeHeHHBIM — 3T0 GROK-ITartepH. [Ipu 3TOM 0/mKHO OBITE CObs0zieHo ycnoBue: GROK-ITarTepHbI
Ha KOHKPEeTHOe TI0JIe JI0JDKHBI ObITh CTPYNMUpPOBaHbI (CM. «Puc. 15»).



B aToM ciyyae KaXKablii MeXaHU3M pa360pa LOMKEH Moy4uTb NOMOXKUTENbHbIN pe3ynbTar:

MNpaeuna pasdopa ] NobasuTs ‘ = Tectuposats
Mexaruam MNone MapameTpst

GROK nartep %{NUMBER:prio} »\s +(? <date> %{DATAN s+ %{HOUR}: %(MINUTE}:%{SECOND}\s + % (WORD}\s+ %{HOSTNAME:hostnameHs+{%{DATA:_}:%{GREEDYDATA:message}} v ] |
json v Tty m
GROK natTepH Event 2 \$%{WORD:job_typeH$_ %{WORD:job_status} v O 1 |
GROK nartepH ;’:?'ad"”‘P'”’c"““‘ %{WORD:_} \s + %{GREEDYDATA:MetadataPresentation} v R |
GROK nattepH Data (-*:\s+)?%{GREEDYDATA:command}$ v SO |
GROK nartepH M(%{NUMBER:TransactionID}\)$ v L m
GROK natTepH “%{GREEDYDATA:parsed_message}$ v Tt o |
B aToM cny4yae AOCTaTOYHO UcMofiHEeHUA oaHoro GROK naTtTepHa Ha none Message:

MNpaeuna pas6opa el No6asuTL ‘ ‘ = Tectnposatb ‘
Mexarmam None Mapametpo

GROK natTep Message <%{NUMBER:prio} >\s +(? <date> %{DATANs+%{HOUR}: %{MINUTE}:%{SECOND}\s + % (WORD}\s+%{HOSTNAME hostname}\s+{%{DATA:_}:%{GREEDYDATA: message}} 4 ]
GROK natTep Message % {GREEDYDATA:parsed_message}$ v -
json message o PR
GROK narrepH Event “\$%{WORD:job_typeNS$_. %{WORD:job_status} v e m
GROK nartepk MetadataPresentall o wORD: ) \s+ %{GREEDYDATAMetadataPresentation v LN |
GROK narTepH Data (-*:\s+)?%{GREEDYDATA:command}$ v IO 2 - |
GROK nartepH TransactionlD A(%{NUMBER: Transactien|D}\)$ v + @

Puc. 15 — IIpumep rpynnupoBKH MexaHu3Ma pa3dopa Ha KOHKPeTHoe IoJie

Inst mobaBneHus ipoLieiypbl pa3dopa BBITIONHUTE C/leIyOLHe AeHCTBYS:

1. B Osoke IIpaBuia pa3dopa HaxkmuTe KHOTKY JJo6aBuTh. OTKpoeTcsi oKHO "[I00aBUTH TIPaBU/IO
pa3bopa" (cMm. «Puc. 16»).

[do6aeutb npasuno pasbopa X

[Mone cobbITUA *

Event

MexaHusm pazbopa *

GROK naTtTepH

[MaTTepH

" \$%{WORD:job_type\$_. %{WORD:job_status}

Mpeduke

Mpynna pesynsTara

Puc. 16 — [lo6aBienune npaBuia pasdopa. Mexanusm "GROK-narrepH"

2. B OTKPBIBIIEMCA OKHE BBITIOJIHHUTE C/IeAYHOlIre AEﬁCTBHHZ

e Tlose coObITHSA — 13 BBIMAAIOIIETO CITHMCKA BbIOepUTe T0/ie COOBITHS, K KOTOpOMY Oyzer
BBITIOJTHATHCSI MEXaHW3M pa30opa;



e Mexanu3M pa30dopa — U3 BBINA/IAIOIIEr0 CIHMCKAa BbIOEPUTE MeXaHW3M, KOTOPbIH OymeT
NIPUMEHSThCS /11 pa3bopa BhIOpaHHOTO ToJil. B 3aBUCMMOCTH OT BBIOPAHHOTO
MeXaHU3Ma, YKa)KUTe [TOTIOTHATE/IbHYI0 HH(MOPMALIUIO:

¢ «GROK mnattepn»;

e «CEF»;

o «Kirou 3HaueHUe»;

e «SYSLOGv»;
e «JSON»;

o «DyHKIMS Tpeobpa3oBaHUsI».

IlpumeuaHue: B 0CHOBHOM, 8Ce UCMOUHUKU NnocblLiarom cobbimusi 8 popmame RAW-
JSON. Ilpu paszbope cobbimuli 8 a3mom ¢popmame HeobXoOuMo @ Kauecmee nepeotl
npoyedypbl pasbopa ucnonbzoeamb MexaHusm «JSON», a nomom nawbble U3
docmynHbIX 8 niameopme, 8 3agucumMocmu om mund OaHHbIX 8 UCXOOHOM CObbIMUU.

3. Haxwmute kHONKYy COXpaHHUTh.
2.5.2.4 LWar 4. Hactpoiika napameTpoB npoueAypbl HOpMaUu3auum

Ha paHHOM »3Tame BBbITIO/IHSIETCSI HACTpPOMKAa IlapaMeTpOB Tiepefjaud TosiydyeHHbIX map «Kirou-
3HaueHHue» B TAKCOHOMUIO.

ITpumep 6/10ka IlpaBu/Ia HOpMa/IU3aLMuU TIPUBeieH Ha «Puc. 17».

Mpasuna HopManusauuu =] B + [obaBuTb | 0 TecTnposaTb

TakcoHOMMA MNpasuno TecToBOE 3HayeHne Ob6nzaTtencHo

dyHKUMA NpeobpasoBaHnA  VsmMeHeHne BpeMeHn B HeoBXoanMbIii dopmat
@timestamp . 2024-11-07T17:52:00+03:00 v mj
®opmatbl gat [ "%Y-%m-%d %H:%M:%S"] TNone pasbopa timestamp

event.logsource.application Mone pasbopa process_name ansible v o
event.logsource.name Crpoka infrastructure infrastructure s of
event.logsource.vendor Ctpoka redhat redhat v |mf
event.execution.process.id  Tone pasGopa pid 2178 s of
initiator.user.name MNone pasbopa username root g 0]

initiator.object.name MNone pasbopa module o]
Puc. 17 — ®opma co3panus npasuia. biok "IIpaBuia Hopmanusanun"

B 6s10ke oTobpakaeTcs ciiefiyroiiasi MHQpopMarLusi:

e TakcoHoOMHs — HaMMeHOBaHHE M0/ COOBITHS, B KOTOpoe Oy/leT TIO/JCTaB/AeHO 3HAueHHe.
Uudopmaiysi o pabote ¢ monasiMu cOObITHSI (TaKCOHOMMUEH) TpUBejeHa B pasgene «[loss
COOBITHSIY;

o [IlIpaBuno - mnapameTphbl TpoLeAypbl HOpManu3aluu. Ilpoliefypa HOpManu3alUd MOXKET
WCI0/Ib30BaTh C/efylolue MeToAbl Tiepefauu (rofctaHoBKW) mapel «Kimou-3HaueHue» B
TaKCOHOMUIO:



o «DyHKIMU Mpeobpa3oBaHUs»;

o «CTtpoka»;
o «[lose pasbopa.

e TecroBoe 3HaueHHe — 3HaUeHHe, KOTOPOe Oy/ieT MOACTaB/IeHO B TAKCOHOMHIO. [laHHOe 3HaueHue
otobparkaeTcsi TIoC/ie TIPOBe/ieHus TIPOLIeyPbl TeCTUPOBaHUSI TTPAaBUJIa;

e OO0s3aTe/IbHO — SBJSETCA JIM TI07le  00s3aTe/IbHbIM K  3arlO/IHEHUI0 TPH  BBIOJTHEHUU
HOpPMa/M3aluu: Aa HeT. I[Ipu3HaK 00s3aTeNbHOCTH OTOOPaKAETCA C TOMOILIBIO CIeAYIOIIUX
¢naros:

o ' —r110/1e 00sI3aTe/ILHO /115 3aII0/IHEeHNS;
o — 110J1e He 00g3aTe/IbHO.
Co3paHHbIe TIpoLielypbl HOPMa/IHU3al[ii MOXKHO CKOITHPOBATh, a 3aTeM IMPUMEHHTD B JPYTrOM TpaBHJIe:
« [ — cKonMpoBaTh MapamMeTphl MPOLeAYPbl HOPMa/IA3aLH;

o [El— BcraBuTh CKOMMpPOBaHHbIE TMapaMeTpbl MpOLAYPbl HOpMaau3aiyy. CKOIMHPOBAHHbIE
rapaMeTpbl HOpMaJTU3al[ii MOYKHO BCTaBUTh TOJIBKO B 0s10K IIpaBu/ia HOpMaiu3anuu.

[y mobaBsieHUs TIpOLielypbl HOPMAaTU3al[UK BHITIOSTHUATE C/IeIyOIre 1eHCTBUS:

1. B 6soke IIpaBuia HopMa/M3amuu HaxkMuTe KHOTKY [lo6aButh. OTKpoercsi okHO "/06aBUTH
rpaBu/I0 HopManusauuu" (cM. «Puc. 18»).

[ o6aBuTb NpaBUNO HOpManusayum X

Mone TakcoHOMKK *

@timestamp

QObsaszarensHo

MeTon NoacTaHOBKK *

QyHKUMA Npecbpa3oBaHuA

DYHKLUMA HOpManu3ayum *

M3ameHeHWe BpeMeH B Heobxoaumeln dopmaTt

Mone pasbopa *

Date

dopmaTtel gaTt *

%Y-%m-%dT %H: %M:%S +

Puc. 18 — [lo6aB/ienne npapuia HopMaausanuu. Mero nojcraHoBky " OyHKius npeodpaszoBanus"



2. B OoTKpbIBIIEMCSI OKHE BBITIOJIHUTE CAeAYIOLINe [1eHCTBUS:

e Ilosie TAKCOHOMHUM — U3 BBITIA/IAIOIIETO CITMCKA BbIOEpUTE T10/1e TAKCOHOMUH, Ha KOTOPOe
OyzieT BBINTO/THATHCS MEXaHU3M HOPMaJTU3al|iu;

e Ewm 3amonHeHve BBHIOpDAHHOTO TIOMS TAaKCOHOMMU [O/DKHO ObITh 00si3aTeNbHBIM, TO
ycraHoBute ¢uiar O06si3aTe/1bHO;

e Metoa MOACTAaHOBKM — U3 BBINA/AIOIIEr0 CITMCKa BbIOepUTe Croco0 TMOZACTaHOBKH IMap
"Kitou-3HaueHre" B TAKCOHOMMIO. B 3aBHCHMOCTH OT BbIOpAaHHOT'O MeXaHW3Ma, YKaKHUTe
JIOTIOJTHUTEJTbHYI0 UH(OPMaLUIO:

o «DYHKIMH ITpeoOpa30BaHMsI»;

o «CTtpoka»;
o «[lose pasbopa.

3. Haxmure KHONKy COXpaHHMTb.
2.5.2.5 LWar 5. TectupoBaHue npasuna

@OyHKIOUS TeCTUPOBAHUS TI03BOJISIET TIPOBEPUTH KOPPEKTHOCTb CO3JaHHBIX TMporenyp pasbopa u
HOPMaJIM3aL{iH, a TaKKe YC/I0BUM ¢unbTpanyi. OHa HarvsiIHO eMOHCTPUpYeT Ipeobpa3oBaHye CHIPOro
cobbiTUs Ha napsl "Kitou-3HaueHue".

Onst atoro B Osokax YcnoBuss Punbrpanuu, [IpaBuna Pa3oopa v IIpaBusia Hopmanusanuu ectb
kHorka TectupoBaTb. MexaHU3M TeCTUPOBaHUS SIBJISIETCS L|eHTPa/JM30BaHHBIM, I[103TOMY He KMeeT
3HaueHMs 13 Kakoro 6710ka oH OyeT 3amyijeH. [Ipoliecc TecTUpOBaHKUS TOC/Iel0BATEIBHO TPUMEHUT BCe
rapaMeTphbl MpaBU/Ia U BbIACT pe3y/bTaThl B COOTBeTCTBYROmMe 610Ku. locsie yero B 6/10kax cTaHeT
pocrynHa kKHorka ITokasaTs pe3y/bTarhl.

[TockonbKy ©0e3yC/I0BHO TIPUMEHsSIEMOe TIPaBU/IO BBITTOJIHSETCS B TEPBYIO OuYepeb, TO W MpH
TECTHPOBAaHUM TPaBUJI, KOTOPbIE He SIB/ISIFOTCS 0e3yC/IOBHBIMM, 3TO Oy/eT yuuThiBaThCs. [Ipy mpocMoTpe
pe3yJIbTaTOB y TaKuX MpaBui OyneT otobpakeHa wHpopmaluu o pabore "Be3yc/ioBHO MPUMEHSIEMOTO
ripaBusia pa3bopa".

2.5.25.1 TecTupoBaHue ycsoBus

[Tpu mpocMoTpe pe3y/bTaTOB TeCTUPOBaHUS YCI0BUM (uabTpalvv, WHGopMals OyjeT pasjesneHa Io
C/1eyIOIIMM BK/IaJiKaM:

e "Cripoe cobbiTHe" — uH(pOpMaIus o napax Kiawu-3HaueHue npuxosiiasi OT ChIPOro COOBITHS;

e "Be3yc/ioBHO mMpuMeHsieMoe TpaBWIO pa3bopa" (TOMbKO [yiss He 0e3yC/IOBHO TpPHUMeHsSIeMbIX
npaBua) — wuHpopMmauuss o0 mnapax Kinwu-3HayeHne copMUPOBaHHBIX TMOC/Ie  CpPabOTKU
0e3yC/I0BHO IPUMEHSIeMOT0 TTpaBusIa pa3bopa /1t JaHHOTO UCTOYHHKA;

e '"Tlonsa Tekyijero ycioBusi QuasTpauuu” — wuHbopManusa o mnapax Kirou-3HaueHue
c(hOpMHPOBaHHBIX 10C/Ie IPUMEHEeHUs yCJI0BUM (PUIbTPALIUU.

[Ipumep pe3y/bTaTOB TeCTUPOBaHUS YCI0BUM (PUIbTPALIMY NIpHUBeZieH Ha «Puc. 19».



Mons ycnoeuii unsTpaumia

Coipoe cobbiTue

Kmoy

Message

a

als

message
milliseconds
nodes_node_answer
nodes__node_name
pid

process_name
timestamp

username

Yenoeus dpunsTpauumn

Mone MNapameTpsl

de_nam  cywecTsyer

2.5.2.5.2

[Tpu ipocMoTpe pe3ysbTaToB paboThI Tporieyp pa3bopa, nHpopmMarus OyaeT paszesieHa 1o CaeJyroLuum

BKJ/Ia/IKaM:

Be3yCNOBHO MpHiMeHAENOe Pasitno pasbopa

CROBUA DUABTRALM

3HaveHne

2024-11-15 12:15:15,690 p=1350 u=root n=ansible | node1 | FAILED! % {“changed": false,"msg": “src (or content) is required"}
4647c673-232a-4919-9bf7-8d04e6d921a2
2024-11-18T09:11:42.920.920417451+00:00

node1 | FAILED! = {"changed": false,"msg": "src (or content) is required”}
620

FAILED! # {"changed": false,"msg™: "src (or content) is required"}

node1

1350

ansible

2024-11-15 12:15:15

root

Puc. 19 — Ilpumep pe3y/IbTaTOB TeCTUPOBaHUA YCJI0BUH punbTpanuu

TecTupoBaHue npoueaypbl pasdoopa

e "CnbIpoe cobbITHe" — MH(pOpMaIs 0 mapax Kiou-3HaueHue Npuxosiiasi OT ChIPOro COOBITHS;

"Be3yc/IoOBHO TIpUMeHsieMoe MpaBWiIo pa3dopa” (TOMBKO A1 He 0e3yC/I0BHO TPUMEHSEMbBIX
npaBui) — wuHpopmaims o mnapax Kimrou-3HaueHue c)OpMUPOBAHHBIX MOC/Ie TIPUMEHEeHHs
0e3yC/IOBHO UCTIOTHAEMOr0 TIpaBr/a pa3bopa /ijist JaHHOTO UCTOUHHKA,;

"l[lons Tekyuiero yciaoBus ¢uabTpaguu” — uHboOpMaLus O

chOpMHPOBaHHBIX T0C/Ie TPUMEHEeHUs yC/I0BUM (PUIbTPALIUU.

napax Kiwu-3Hauenue

[Tpumep pe3ynbTaTOB TeCTUPOBAHKS TIPOLIeAYP pa3bopa npuBe/ieH Ha «Puc. 20».

MNons pas6opa cobbITHR

Chiooe coGbITHE

process_name

timestamp

usemame

MNpaeuna pasGopa

Mexanuam Mone

GROK narteps

jsan nsible_facts

GROK natTeps insitie_facts

GROK naTTepn

B23YCNOENG NDVMEHAEMOE NDABHAC PaIGEDa

EKVLLEE NPABIND PAIGORA

Inauenne

2024-11-15 12+15:15,690 p=1350 u=root n=ansible | node1 | FAILED! = {"changed™ false,'msg™ "src for contentl is required

2094-11-18T0%: 20417451+00:00

MlapameTput

{7<status>SUCCESS|UNREACHABLEY (7 sdalimiler=\s + = | )\s+ (GREEDYDATA nsble_facis)

(FAIPVE)|xaPya))

pathlis+5%{GREEDYDATAreason} Mpedmke: warning

Puc. 20 — IIpumep pe3y/IbTaTOB TeCTUPOBaHUSA NMpoLeAyp pa3dopa

POMIie+[7<part>%{POSINT}) s+ %{GREEDYDATATeas0n} Mpeduie: unrsachable



2.5.2.5.3 TecTupoBaHue npoueaypbl HopMmasiusayumn

B 6/10Ke TIOKa3bIBaeTCst pe3ysbTaT MpuMeHeHus 0e3yC/I0BHO MpUMeHsieMoro TpaBuia pa3bopa. [Toatomy
uHbopmalusa B 670ke OygeT oToOpaXkaTbCsl TOJBKO /i1 TIPABUJI, KOTOpbIe He SIBJSIFOTCS 0e3yC/I0BHO
VCITOJ/THSIEMBIMHU.

ITpu ToTIBITKe TECTUPOBaTh 6€3yC/I0BHO UCIIOHSIEMOe TPaBU/I0 OYAYT BBIZAHBI ITyCThie 3HaUeHHsl.

[Tpumep TecTrpoBaHUs MpoLielypbl HOpMaiu3aLyy NpuBesieH Ha «Puc. 21».

BesycnoeHo npuMeHsiemMoe npaeuno pasbopa

TakcoHoMuA TecToBoe 3HayeHHe
target.host.hostname v-stand-05
@timestamp

event.logsource.application audispd
event.logsource.name 0s
event.logsource.product linux
event.timestamp

event.logsource.vendor unix

event.severity

Puc. 21 — Ilpumep pe3y/IbTaTOB TeCTUPOBAHMSA NpPoLelyp HOpMa/IM3al[uu

B 6s10ke oToOpakaeTcs ciieyromas HHPOpMaLus:
e TakcoHOMHSA — HAUMEHOBAHUE TI0JIsI COOBITHS, B KOTOPOE Oy/1eT MO/ICTaB/IEHO 3HAUEHHE;

e TecroBoe 3HaueHHe — 3HaueHHe, KOTOpOe OyZeT IIO/ICTABI€HO B pe3y/bTaTe WCIIOTHEHUs
ripaBUIa.

2.5.2.6 LWWar 6. BknoueHue npasuna

ITocne HaCTPOMKH BCEX MAapaMeTPOB U JOCTH)KEHUSI HEOOXOMMBIX Pe3y/IbTaTOB TECTUPOBAHUS BK/TFOUHTE
rpaBwio. [ljig 3TOr0 yCTaHOBUTe Iepek/royaTeb BK/IOUMTH NpaBHI/IO B TI0JI0JKeHWe "BK/IIOUeH', a 3a
TeM Ha)XMuTe KHOIKY COXpaHHTh.

ITocne HacTpOWKM BCceX HeOOXOAMMBIX TIPAaBUI [Jii HWCTOYHMKA DPEKOMEH/YeTCs BBIMOJHUTh

nipoueaypy «OT/1ajKa ICTOUHUKOBY.

2.5.3 PepakTupoBaHue npasuna pasoopa

B cTpoke Hy>KHOT0 IIpaBU/Ia HAXKMUTE KHOIIKY 24 .
BHecrTe HEOOXOMMbIe H3MeHEeHMsI.

BrInosHuTe TeCTUpOBaHue MpaBUIa.

H W

[Tocne focTKeHrs HeOOXOIUMBIX Pe3y/bTaTOB, HOKMHTe KHOMKY COXpaHHMTh.

25.4 YpaneHune npasBuna pasoopa

Ilpumeuanue: 0151 KoppekmHol pabombi Ilnamgpopmbl Padap He pekomeHdyemcsi yoaasimb npasuid
pasbopa, ycmaHogneHHble N0 YMOAUAHUIO.



[ns ypanenus npaBuia HAKMUATE KHOTIKY | B COOTBETCTBYIOLL[eH CTPOKe.
[1711 MaccoBoro y/jajieHusi MpaBu/l YyCTaHOBUTE HY>KHbIe (y1arv U HA)KMUTe KHOTIKY Y Ja/IMTh.

s ynaneHue Bcex npaBu/l HAXKMUTe KHOIIKY Y AQ/IUTH BCe.
2.6 O6GorawieHue

2.6.1 OnucaHve

O0orameHue COOBITHH — 3TO TPOLECC 3arlO/HeHUs T0JiIel HOPMAalM30BaHHBIX COOBITHIA COTJIACHO
rpaBuiaM oboraireHusl.

B ITnaTdopme Pagap npasuia MOTyT ObITh HACTPOEHBI I10 C/IEAYIOLIMM THIAM 000Tall[eHus:

e «DNS ob6orarienue». HamosHeHre coOBITUM [OTOJTHUTEILHON HHGOpPMAalLel Ha OCHOBe JAHHBIX
DNS-cepgepa;

e «GeolP-oboramienue». [lobaBneHre uHpoOpMaluu 0 reorpaduyeckoM MECTOMOI0KeHuU [P-
a/IpecoB, HAaIIpUMep, O CTPaHe U rOPOJie PacIioyIOKeHNsT;

e «Ob6oramenwue 1o TabMYHOMY CrMCKY». HarosHeHHe cOObITHH OTIOTHUTETbHOM MH(pOpMaLyei
Ha OCHOBe JIaHHBIX TaOJIMUHBIX CIIMCKOB, 00aB/IeHHBIX B T/IaT()OpMY;

e «OOborarieHre 10 CIpPaBOYHMKY». HarojHeHHe COOBITHH AOMOJHUTENbHON WHbopMalueld Ha

OCHOBE€ [JdaHHBIX JIOKA/IbHBIX CIIPABOYHHKOB;

e «OborarieHre 10 J0Ka/JIbHOMY aapecy». OboraieHue gaHHbIX 00 IP-azpece: BXOAWT M OH B
JIOKa/IbHYIO CETh WM HeT.

[ToTok coObITHii TIepes 0O6pabOTKOV TIpefBapyTeNbHO (DUALTPYETCS C TIOMOIIBIO YCIOBHMA. Y CIOBHS
HaCTpauBarOTCs [/ KaXX/0ro MpaBuJa.

Ilnardopma Papap no3BossieT [OTMO/HATh COOBITHE TeraMu npy "cpaboTKe" mMpaBWia OOOTraIleHusl.
Teru ciy>kaT A1 OTCIAE€KUBaHWsS CpabOTaBIIMX TMpaBWI oOOOraieHus MpPH TPOCMOTPE W aHaIu3e
COOBITHH, TIPH MOCTPOEHUH pabouuX CTOJIOB, a TaK)Ke€ MOTYT WCIOJB30BAThCS /1T HACTPOUKM TIPABUIT
KOppeJISALUHU.

[TpaBuna oboraiieHusi WCIIOMHSIOTCS B OIpeJesieHHOM Tmopsigke. [locsefoBaTelbHOCTh WCTIOTHEHUS
TIpaBU/I 00OTaIleH!s BBITIAUT CIeAYIOMM 00pa3oM:

1. TlpaBwsia oOoraiieHusi WCIIOJHSIFOTCS TOJMBKO Ha TIOTOKE HOPMAa/M30BAHHBIX COOBITUH OT
HMCTOYHUKOB.

2. BeiOuparoTcs Bce rpaBuia oboraiijeHusi, KOTOpbIe MOAXOAST AJisi UCTOUHUKOB, OT KOTOPBIX UJET
[OTOK COOBITHH.

3. [Jns Kaxzaoro mpaBwia (GUIBTPYETCS TIOTOK COOBITUM IO YCIOBUSM (WIbTPALUM, 3a/laHHBIX B
rpaBUJIax.

4. Ecm He cpaboTano Kakoe-TO W3 YC/IOBUH (pUIbTpaLiuii, [00aB/eHHBIX B MPABU/IO, TO TMPABUIIO
WCTIONTHSATLCS He OyieT.

5. HcnonHsAroTca BCe IpaBW/a II0 KOHKPETHbIM MCTOYHUKAM B cilefyrouieM mnopszake: DNS-
oboramenue — GeolP-oboramenue — ITo Tabimunomy cnucky — ITo cnpaBouHuky — Ilo
JIOKa/IbHOMY ajipecy.



6. 3arem NMPUMEHSATCA YC/I0BYs, 3daJdHHbIE B ITPABU/IaX, HAIIPDUMED, BbICTAB/IEHHE TET'OB.

[Tnardopma Pazmap mocraBnisieTcsi ¢ HaOOpoM TIpaBW/I oborarieHusi, HeoOXOAUMBIX AJisi paboThl. IIpu
HE0OXO/IMMOCTH Bbl MOKETe HACTPOUTH CBOM TPaBU/Ia 000TaIlieHrsi HOPMaTM30BAHHBIX COOBITUH.

Pabora ¢ npaBusiamu oboraiieHst BK/IIOUaeT B cebs crie[yroIIue MpoLieCChl:
1. Co3panue npaBuia.
2. PepakTvpoBaHMe TpaBUIa.

3. YpaneHus mpaBuia

Ons  pabotel c mpaBwiamu oboramieHuss Tmiepeiiute B paszen Mcrounuku — OforameHue
(cM. «Puc. 22»).

‘D;E;E" 172.30.254.154 O6orauieHue NuueHaun akTuBHa fo:  2025-08-20 @© fokymetauma | @ admin

® O6oraweHue

Q

o v 03MaTE Ypanuts sce Beifpako: 0 O @
HaumeHoBaHue npasuna BKMIOYMTE NPaBKUNo HcTouHuKKH Twun oboraweHus Terw

“ severity_ksc_db na 2604 Kaspersky-SecurityCenter-db Mo CNPaBoUHUKY severity & m

& severity_priority Het 2520 Cisco-ASA Mo cpaBoHHIKY severity S o

* http_cods_mcafee_wgt Het 2610 McAfee-Web-Gateway Mo cNpaBoYHUKY http ¢
severity_cef Jat] 2301 bastion_ueba 2610 McAfee-Web-Gateway Mo cpaBoyHYKy severity &

i block_reason_mcafee_wgt fa 2610 McAfee-Web-Gateway Mo CNPaBoUHIKY o o

@ user_account_uac_flags Oa 1514 Microsoft-Windows-Eventiog Mo cnpaeouHmky ¢ o

2604 Kaspersky-SecurityCenter-db
ksc_product_name Her Mo cnpasosHmky
2605 Kaspersky-Security-Center-syslog

)
=

< 1 z 10 / cTpamnya
Puc. 22 — Pazpen "OGoramenue"

B pa3zene orobpakaetcs cieaytoiiasi “HGOpMaIvis:
o HaumeHoBaHMe NpaBWIa — HaMMeHOBaHUe TpaBuIa B MHTepdelice MaaTdopMmbI;
e Bx/ouUMTH MpPaBUIIO — UCTIOB3YETCS JIU MPABUJIO Zjist oOoraieHusi COOBITHI: /13, HET;
e HcTouHMKM — CITMCOK UCTOYHHUKOB, TIOTOK COOBITHI OT KOTOPBHIX 00pabaThiBaeTCs MPABUIOM;
e Twun oborameHus: — TUMN 000TaIleH!s], UCIT0/Tb3yEeMbIH ITPABUIOM;

e Term — cricoxK Teros.

2.6.2 Co3pgaHue npasuna

Inst co3manus paBuia oboraileHys: HaxxmuTe KHOMKY Co3gaTb. HauHeTcst mpoljecc co3/jaHust MpaBUiIa,
KOTOPBIM COCTOUT U3 CIAYIOIIUX IIIaroB:

e «lIlar 1. OcHOBHEIE HACTPOUKU»;

e «lIIIar. 2 Hacrpoiika yciaoBull hWILTpALUN»;

e «IIIar 3. HacTpolika mapamMeTpoB oOoraieHus».

[Tpumep dopmbl co3manus rpaBrIa oborarieHus prBesieH Ha Puc. 23.



< CospaHue npaeuna QuncTUTL

HaumeHoBaHwe npaeuna *

DNS observer.host

Tern
DNS % +

MeTouHmkn

c BknrounTe npaewio

o]
®

Ycnosusa punbTpasmum 3 B + [obasuTs

Mone MapameTpbl

event.log
source.pr  paBHO windows @
oduct

Tun oBoraweHus *

DNS

MapameTpbl o6oraleHns

Mone TakcoHomum FQDN *

observer.host.fqdn

Mone TakcoHomMuu [P *

observer.host.ip

MNone TakcoHomMuu HOSTNAME *

observer.host.hostname

Puc. 23 — dopma co3aHus NIPaBUJIA 000raleHUs

2.6.2.1 LUar 1. OCHOBHbIE HACTPOIKN

1. B none HaumeHoBaHHe NpaBu/id YKAXKUTE HAMMEHOBAHKE TTPaBUJIA.

2. B mnosie Teru no6aBbTe Terw, KOTOpble OyAyT XapakTepu3upoBaTh npaBuio. [Inardopma Pajgap
T03BOJIsIeT UCIO/Ib30BaTh OHU U Te )Ke Teru B pa3HbIX MpaBUIax.

3. B mose WCTOYHHKHM W3 BBIMA/AIOIIEr0 CMKWCKA BbIOEPUTE HCTOYHWKHM, HOPMAaM30BAHHBIE
COOBITHS OT KOTOPBIX OyyT TIPOXOAUTE MPOLiecC 0boraleHus JaHHbIM TIPaBUIOM.

4. [Ons Ttoro, uToOBI TIPAaBUIO YYYyBCTBOBAJO B TIpoljecce oboraieHusi COOBITHH, YCTaHOBUTe
repek/royare/ib BK/IIOUMTH IPaBUiIo B I10/10)KeHHe "BK/IHOUeH".

2.6.2.2 Llar. 2 HacTtpoiika ycnosuin counbTpauum

Ha aHHOM 11are HacTpauBaeTcsi PUIbTPALUs TIOTOKA COOBITHIM 110 3a[JaHHBIM yCJIOBUSIM.
YcnoBus punbTpaLu 3afar0TCs OAHOW U3 CieyroX GyHKLMI CpaBHEHUS:

o IlpoBepuTH paBeHCTBO BBIPA)KEHUH — OY/IeT BBITIOMHATHCS CPaBHEHHe 3HAUeHUsI 107151 COOBITHS,
C yKa3aHHbIM B YC/I0BUSIX (PUIbTPALIUY;

o IIpoBepurh Ha/MuMe 3HaUYeHUsi — OyJeT MPOBEPATLCS Ha/lMuue 3HaueHus (oTiuuHOoe oT "0") B
T10JIe COOBITUS;



o TIlpoBeputh Ha/IMuMe B MaccuBe — Oy/IeT MMPOBEPSATHCS Ha/luuve 3HaYeHUs B T10jie COOBITHS U3
yKa3aHHOT0 MacCuBa 3HauyeHWM B yC/IOBUSX (QuuibTpaluu. IIpoBepka BBINO/IHSETCS [0 epBOrO
BXOJK/JJ€HUsI 3HAUeHUsI B MaCCUB;

e TloMCK MOACTPOKH B CTPOKe — Oy/eT MPOBEPATCS HaIWuKe yKa3aHHOrO 3HAUeHHUsS B MOZCTPOKe
[10J11 COOBITHS.

Hnst dyHKLMM cpaBHeHUs IOCTYMHbBI C/IeAYIOIe HaCTPOMKU:

e 0e3 yuera perucrpa — eciu (pyHKIMSI BK/IIOUEHa, TO MPU BbINOJHEHWU (QYHKLMMA CpaBHEHUs He
Oy/leT yUUTHIBaTbCSI PETUCTD;
e Ui KaXKA0M (QyHKIIMM MOKHO BK/TFOUUTH OTPULIAHUe: "He paBHO', "He CylijecTByeT".
Co3paHHbIe yCa0BUs GUIBTPAL[MM MOXKHO CKOMMPOBATh, a 3aTeM IPUMEHUTh B PYTOM IpaBUJie:
« [ — ckomupoBats ycoBus GUILTPALMY;

. E — BCTABUTBb CKOIMMPOBAHHBIE YC/IOBUSA d)H]IBTpaL[I/II/I.

B npaBunio MoxkeT ObITh [00aB/IeHO HECKOBKO YCI0BUM (GUIbTPAL[UK. Y C/I0BUS OyAyT UCTIOMHATHCS T10
nopsfKy (cMm. «Puc. 24»).

Ycnoeua puneTpauumn g B
Mone MapameTpsbl
event.logsource.product paesHo windows (Bes yyeTa peructpa) @ oo

elastic_key cyliecTeyeT @ ' !

Puc. 24 — TlopsoK UCIO/THEHHA YC/I0BHi GuIbTpanun

Buumanue! Eciu He cpabomano kakoe-mo u3 ycaosull ¢puabmpayuli, 006aeneHHbIX 8 Nnpasuao, mo
Nnpasui0 ucnoHAmMbCs He 6ydem.

[nst u3MeHeHUs OPsi/IKa UCTIOTHEHUST yC/IOBUM (PUIbTPALIMU UCTIONb3YyHTe KHOTIKU | / 1.
Hnst nobaBneHust ycioBuid (GUIbTpaLMy BEITIOTHUTE CIeyIOIIue JeCTBUS:

1. B 6noke YcnoBusi (puabTpanuu Haxxmute KHOTKY JJo6aButhb. OTKpoercss okHO "[lo6aBUTH
ycioBue GuabTpaiuu” (cMm. «Puc. 25»).



[o6asutb ycnoesue opunbTpaumn X

Mone cobbiTna *

event.logsource.product

OYHKUKMA cpaBHeHua *

MpOoBEepPUTL PABEHCTBO BbipaKeHWIA

He3 y4eTa perncrpa oTpuLaHue

3HaveHne

windows

Puc. 25 — OkHo "[lo6aBuTh yciioBue puabTpanuu”

2. BbInosHUTe B OKHE C/ieyrolue JeUCTBUs:

e Tlose coObITHA — U3 BbIITaZldatoiero CriicCka BbI6epI/ITe [moJjie CO6I:ITI/IH, 10 KOTOpOMY 6y,£[€T
BBITIO/THATBCSA (l)I/I]'IpraL[I/IH;

e DyHKIUS CPAaBHEHHUs — U3 BbINAZAIOIIET0 CIMCKA BbibepuTe (YHKIMIO CpaBHeHus. B
3aBUCUMOCTH OT BBIOpaHHOW (YHKUUM CpPAaBHEHUS, YKa)KUTe [OTOJHUTETHHYIO
rMH(bOpMaLIUIO:

e a5 ¢yHKUuvY IIpoBepuTh paBeHCTBO BbIPAXKeHHH B 10jie 3HaUYeHHe YKaKUTe
3HaYeHue I10JIsA, TI0 KOTOPOMY Oy/1eT BBITIOTHATHCS (DYHKLIWS

e NUIA CI)YHKL[I/II/I HPOBEPI/ITL Hd/IMUHue B MdCCHUBe AO6aBBTe MdCCHUB U YKaXXHUTe
COOTBETCTBYIOLIHE 3HAUEHUWI;

e 115 ¢yHKUuM IToucK moACTPOKHM B CTPOKe B I0J/le 3HaUeHHe YKa)KUTe 3HaueHHe
TO/ICTPOKH 10711, TI0 KOTOPOMY Oy/1eT BBITIOHATLCS (QYHKLIMS;

e TIpU HeOOXOJUMOCTH BK/IFOUMTE HAcTpoiliku be3 yuera perucrpa u OTpuijanue,
yCTaHOBHB COOTBETCTBYHOIIIMeE (h/iary.

3. Haxmure KHONKy COXpaHHUTb.
2.6.2.3 LUar 3. HacTpoiika napameTpoB o6oraiweHus

1. B mnone Tunm o6oraimeHus U3 BbINIAZAIOIIEr0 CIKUCKA BbiOepUTe Crocob, KOTopelidi Oyner
TIPUMEHSIThCS Jj1s1 oboraiijeHusi COObITHY Mpy cpaboTKe MpaBUIa.

2. B 3aBucumoctH OT BbiOpaHHOTO Thma oboramjeHusi Oyzaer chopmupoBath 6510k ITapamerpsr
oborameHusi. YKaXuTe B O/IOKe COOTBETCTBYIOLIME TapaMeTpbl B 3aBUCHMOCTH OT THIA
oborarieHus:

e «DNS oborarjeHue»;




o «GeolP-oborartesue»;

e «OO6oraireHue 110 TabJTUYHOMY CITUCKY»;

e «OborareHue 1o CripaBOYHUKY»;

° «O601"aHleHI/I€ 110 JIOKA/JIbHOMY aJpecy».

3. Haxmute kHONKY COXpaHUTh.

2.6.3 PepakTupoBaHue npasuna

1. B cTpoKe HY)KHOTO TIpaBu/a o0oraieH!si HAKMUTEe KHOTIKY & .
2. BHecuTe HeoOXOAMMbIE U3MEHEHMS.

3. Haxmure KHONKy COXpaHHMTb.

2.6.4 YpaneHue npaBuna

,Z[J'IH YAa/leHHs MPpaBUJ/ld HAXKMUTE KHOIIKY Ii[ B COOTBETCTByIOH_[eI‘;I CTPOKE.
,Z[J'IH MaCCOBOI'0 ya/ieHUd I1paBUJI, YyCTAHOBUTE COOTBETCTBYHOLIIME cbnam N HOOKMHUTE KHOIIKY YJI[HJII/ITB.

,Z[J'IH yAa/ieHrne BCeX IpaBU/I HOXKMHUTE KHOIIKY Y;[ann'rb BCe.

2.7 GROK nartepHbl

2.7.1 OnucaHve

GROK narrepHbI — 3TO MMEHOBaHHbIe peryJsipHble BbIpakKeHusl, KOTOpPble I03BOJISIOT I10/1b30BaTe/sIM
COTIOCTaB/IATh KOHKPeTHBIe 11ab/10HbI B TeKcTe. C X MOMOIIBI0 MOXKHO OBICTPO WIeHTU(UIIUPOBATh U
W3BJ/IeKaTh TI0JI1 W3 TIOCTYMAMIUX COOBITHN 0e3 HeoOXOAMMOCTU TIHCATh CJIOKHBbIE PpeTyJsipHbIe
BbIpa)KeHUS C HYJIA.

GROK mnarTepHbl SIBJSIOTCS OJHUM W3 MEXAHHM3MOB pa3bopa COOBLITHH, WCIO/Bb3yeMbIX B TMpaBH/IaX
pa3bopa (rogpobHee cM. pa3zgen « GROK matreph»).

B ITnardopme Pagap GROK narrepHsl [ie/iiTCSl HA CUCTEMHBIE Y T10J/Ib30BaTe/IbCKUe.
[Tonb3oBarensckriit GROK naTTepH COCTOUT U3 YHUKAIBHOTO K/I0Ua U HEMOCPeJ,CTBEHHO NaTTepHa.
Krou vcrnone3yercst st ugeHTrdrkauu GROK naTTepHOB Npy KCI0/Tb30BaHUM B TIpaBUJIax pa3dopa.

Ina xknaccubukaiuy W ynpoujeHuss pabotel, mosnb3oBarenbckhe GROK maTTepHbI TOMEIAIOTCS B
[PYIIIIBL.

Pabora c monb3oBaTenbckumu GROK maTrepHamu BK/rouaeT B cebst Cie/IyroIye MpoLecchl:
o Ympasnenue rpynnamu GROK;
o Ympasnenue narrepHamu GROK.

Crmucok GROK naTTepHOB, ucronb3dyeMbix B Ilnargopme Pagap no ymonuaHuto, NpyuBe/ieH B pasjesie
«Cucremuble GROK naTTepHEI».




2.7.2 Mpynnbl GROK

[ns yrnpoleHust yripasjeHUss U Karajorusauuu Iojb3oBarebckux GROK marTepHOB HCIIO/b3YHOTCS
rpymmsl GROK.

Pab6ora c rpyrmamu GROK BkitouaeT B cebst cieiyroliye mpoLecch:

1. «Co3gaHue rpynIibl HaTTEPHOBY.

«PelakTUpOBaHKe TPYHIbLI HATTEPHOBY.

«/IMIIOPT I'PVIIII ITIaTTEPHOB».

2.
3.
4. «DKCOOPT IPYMI HAaTTEePHOB».
5.

«¥Y pajieHye rpynnbl HaTTEPHOBY.

Inst pabote ¢ rpynmamu GROK mnepeiigure B pa3zen icrounuku — I'pynnbel GROK (cm. «Puc. 26»).

E tg:;:{:’ 172.30.249120 ~ Tpynnsi GROK NAerswn akTHana fo: 2027-10-05 | O fokymewtauns | (Q) admin v

@ Pabouwi cTon

Fpynnbi GROK

Q Cobbirus

.
o ¥ | Coanams VhanuTs sce SKCNOPTMPCBATL BCe  DKENOPTUPOBATL B €SV MMNopTuposars Bubpanc: 0 O B
D UHyMaeHTSI v L1

HanmMeHoBaHHe rpynnel
) AkTUBbI v
Group2 2 m

@ Cooteercreue N0 v Username

# Koppenatop ~ HOBas rpynna P

10/ cTpaHnua

GHHUKIA ~
i MapameTpel ~

& AQMUHUCTPUROBAHME v
Puc. 26 — Paspen "I'pynnel GROK"
2.7.2.1 Co3pgaHue rpynnbl NnaTTepHoOB

1. Haxmure kHOonKy Co3gaTrb. OTKpoeTcsi dopma "Co3zmaHue rpyrbl matrepHa” (cm. «Puc. 27»).

¢ CospgaHue rpynnbl naTTepHa OumcTiT,

HaumeHoBaHue rpynmbl *

Puc. 27 — ®opma "Co3paHue rpynnsl narrepHa’

2. B none HaumeHoBaHue rpynibl yKa)KUTe Ha3BaHUe TPYIIIILL.

3. Haxmure KHONKy COXpaHHUTb.

2.7.2.2 PepaKktnpoBaHue rpynnbl NnatTrepHoOB

1. HakmuTe KHOTIKY 78" CTPOKe HY>KHOU I'PYIIIIbI TaTTEPHOB.
2. BaecuTe HeoOX0AMMbIe U3MEHEHMUS.

3. Haxmure kHONKy COXpaHHMTb.
2.7.2.3 WmnopT rpynn narTepHoOB

1. Haxwmwure kHONKY VIMopTHpOBaTh.



2. B OTKpbIBIIEMCSI yKaXKUTe ITyTh K apXUBY C I'PyNIIaMy NTaTTEPHOB.

3. Haxmure KHONKY OTKpPBITS.
2.7.2.4 3kcnopTt rpynn naTrepHoB

[ns  sKcriopTta KOHKDETHBIX TPYII [aTTePHOB, YCTaHOBUTE HY)XHble (iari U HaKMUTe
KHOMKY JKCIOPTHPOBATh.

[ 3KcriopTa Bcex rpyI NaTTepHOB HAXKMUTE KHOIKY JKCIIOPTHPOBATh BCe.

Byzner cdopmupoBaH apxuB C rpymnmnamu NnaTTepHOB B ¢opMare .zip. B OTKpbIBIIEMCS OKHE Ha)KMUTe
KHOMKY CKauaTb U yKa)KUTe My Th [1JI1 COXPaHeH!s apXuBa.

2.7.2.5 YpaneHue rpynnbl NnaTTepHOB

[ns ypaneHus Tpymiibl NaTTEPHOB HAXKMUTE KHOIIKY | B COOTBETCTBYHOILIEH CTPOKE.
[ns ypaneHue Bcex TPyl MaTTePHOB HAXKMUTE KHOTIKY Y AA/IMTh Bce.

,Z[J'Iﬂ yAa/leHHs KOHKDETHBIX I'PYIII MMATTEPHOB YCTAHOBUTE HY>XHbIE (bJ'IaI"I/I U HAXKMHTE KHOIIKY yan’II/ITb.

2.7.3 MatTepHbl GROK

ITnardopma Pagap rmo3possieT co3atk cBoii HA0op GROK maTTepHOB [i/1s1 KCITO/Ib30BAHMS UX B TIPaBU/IaX
pa3bopa.

Pabora ¢ GROK mnarrepHamMu BK/TtOUaeT B ce0si Cie/IyroIiie MpoLiecchl:

1. «Co3ganve GROK narrepHa».

2. «PepaktupoBanue GROK matTepHa».

«AxktuBaumg GROK narrepHa».

«3Ikcrmopt GROK naTTepHOB».

3
4. «/mnopt GROK naTTepHOB».
5
6

«Y nanenne GROK naTTepHOB».

HOns pabotel ¢ GROK marrepHamu miepeidiaure B paszgen Ucrounuku — Ilarrepusi GROK
(cm. «Puc. 28»).

E z;‘:ﬁ‘;ﬁ“ 172.30.249120 v | MMaTTepHbl GROK JueHsna akTueHa Ao:  2027-10-05 |  ©® JlokymeHtauma | @ admin v

@ Pabouwnin cton

MaTtTepHbl GROK

Q CobbiTus

'
o u Y ‘ CospaTb ‘ Ypanute Bce OKCNOPTUPOBATL BCe  SKCMOPTUPOBaTL B ¢SV MIMMopTUpoBaTh BeipaHo: 0 C o)
HUMAEHTb! v

Mpynna Koy AKTUBHO

) AxkTUBbI v
HoBas rpynna SOME () o w

[@ Coorsetcteue M0 v HoBasd rpynna SOME2

5]

# Koppenstop v Group2 SOME3

Username User_Grok
3 McTouHukmn ~

10 / cTpaHuua
4 NapameTpbl ~

& AOMUHMCTPUpOBaHUE ~

Puc. 28 — Paspen "Ilarrepasl GROK"



2.7.3.1 Co3paHue GROK narrepHa
1. Haxxmure kHonKy Co3aarb. OTKpoetcs ¢popma "Co3zanue rarrepia GROK" (cMm. «Puc. 29»).

¢ CospaHue naTTepHa GROK OuncTHTh

Koy *

User_Grok

Mpynna *

Username

NatTepH

USER %{USERNAME}

AKTUBHO

Puc. 29 — ®opma "Co3panue narrepsa GROK"

2. YkKaxuTe B OKHe CJIe[IyIOL[y0 UH(POPMaLUIO:

o B mnosle Kawu ykaxurte yHuKasibHOe HauMeHoBaHWe GROK marrepHa. /[laHHOe
HavMeHOBaHUe Oy/eT SIBAATHCS KJIFOUOM TP J00aB/IeHNH MaTTepHa B MpaBUiIo pa3bopa;

e B mosie I'pynna u3 BeinajaroLero crucka Beibepure rpymmny GROK;
o B1iose IlaTTepH ykaxurte Tesjo GROK mnarrepHa;

e maa aktuBauuu GROK mnatrepHa B mnosle AKTHMBHO W3MEHWTE COOTBETCTBYIOLLUN
TepeK/royaresib Ha COCTosiHUe "BKiroueH".

3. Haxmure KkHONKy COXpaHHTb.

2.7.3.2 PepaktnpoBaHme GROK nartepHa

1. Haxmure KHONIKY 74 B cTpoke Hy>xHOro GROK marrepHa.
2. Baecute HeoOX0OAMMbIe U3MEHEHMUS.

3. Haxmure KkHONKy COXpaHHMTb.
2.7.3.3 AxtuBauua GROK nartepHa

Yrtobbl HCIIO/B30BaTh TOMb30BaTenbckuii GROK marrepH mnpw HacTpoiike TmpaBwia pa3bopa, ero
HeoOXOZMMO aKTUBHUPOBATb.

HOnst aktuBaiuu GROK martepHOB B rpade AKTMBHO M3MeHUTe COOTBETCTBYHOIIME TepeK/touaTeiM Ha
coctossHUe "BKioueH".

2.7.3.4 Wmnopt GROK natrepHOB

1. Haxmure kHONKYy IMnopTupoBars.
2. B otkpsiBuiemcs ykaxuTe nmyTh K apxuBy ¢ GROK naTtrepHamu.

3. Haxmure KHONKY OTKpPBITH.



2.7.3.5 3Ikcnopt GROK narrepHoB

Onsa  skcnopta kKoHkpeTHbIXx GROK marrepHOB, ycTaHOBUTE HY)KHble (ardk W HaXMHUTe
KHOIIKY JKCIOPTHPOBATh.

Hns skcriopra Bcex GROK naTrTepHOB HOXKMUTE KHONKY JKCIIOPTUPOBATH BCe.

byner chopmupoBan apxuB ¢ GROK narrepHamu B dopmaTe .zip. B OTKpBIBIIEMCSI OKHe Ha)KMHTe
KHOMNKY CKauaThb U yKaKUTe MYThb [JIs1 COXpPaHEeHUs1 apXuBa.

2.7.3.6 YpaneHue GROK natrepHoB
Hns ypanenvuss GROK mnarTepHa Ha)KMUTe KHOMKY IE B COOTBETCTBYHOII[el CTPOKe.

Hns ypanenve Bcex GROK marTepHOB Ha)KMUTe KHOITKY Y Aa/IMTh BCe.

Ons ynanenusi koHKpeTHbix GROK marTepHOB yCTaHOBUTe HY)KHble ¢lard U Ha)XXKMUTe KHOTKY
Y 1auTh.

2.7.4 CuctemHble GROK nattepHbl

B paspgesne npuBesieH cniucok ucronb3yeMbix B ITnaTgopme Pagap GROK naTtTepHOB 10 yMO/TYaHUIO.

2.74.1 OcHoBHble (General)

Ne  IlaTTepH Tun peau3anuu
1 USERNAME [a-zA-Z0-9. -]+

2 | USER %{USERNAME}

3 INT (?:[+-172(?:[0-9]+))

4 BASE10NUM (?<!1[0-9.+-1)(?>[+-1?2(?:(?:[0-9]+(?:\.[0-9]+)?) [ (?:\.[0-9]+)))
5  NUMBER (?:%{BASE10NUM} )

6 BASE16NUM (?<![0-9A-Fa-f])(?:[+-]1?(?:0x)?(?:[0-9A-Fa-f]+))

\b(?<![0-9A-Fa-T.])(?2:[+-]12(?2:0x)?2(?:(?:[0-9A-Fa-T]+(?:\.[0-9A-

7 | BASEIGFLOAT | o £1+)2)|(2:\.[0-9A-Fa-f]+)))\b

8 | POSINT \b(?:[1-9]1[0-9]*)\b
9  NONNEGINT \b(?:[0-9]+)\b

10 | WORD \b\w+\b

11 | NOTSPACE \S+

12 SPACE \s*

13 DATA Lx?



ITarTepn

Tun peamsanuu

14

GREEDYDATA

*

15

QUOTEDSTRING

(2>(2<INN) (22" (22ANL | [ANNT] )+ (22 (22NN [ [N ]+)+0) |1 (7>
(NN IMNTTH) )T T))

16

UUID

[A-Fa-f0-9]{8}-(?:[A-Fa-f0-9]{4}-){3}[A-Fa-f0-9]{12}

2.74.2

NokanbHas ceTb (Networking)

IIarTepn

Tun peanmusanuun

MAC

(?:%{CISCOMAC} | %{WINDOWSMAC} | %{COMMONMAC} )

CISCOMAC

(2:(?:[A-Fa-f0-9]1{4}\.){2}[A-Fa-f0-9]{4})

WINDOWSMAC

(?:(?:[A-Fa-f0-9]{2}-){5}[A-Fa-f0-9]{2})

COMMONMAC

(?:(?:[A-Fa-f0-9]{2}:){5}[A-Fa-f0-9]{2})

IPV6

((([0-9A-Fa-f1{1,4}:){73([0-9A-Fa-f]{1,4}[:)) | (([0-9A-Fa-
£1{1,4}:){6}(:[0-9A-Fa-f]{1,4}|((25[0-5]|2[0-4]\d|1\d\d]|[1-
9]12\d) (\.(25[0-5]|2[0-4]\d|21\d\d|[1-97?\d)){3})|:)) | (([O-9A-Fa-
F1{1,4}:){5}(((:[0-9A-Fa-f]{1,4}){1,2})|:((25[0-5]|2[0-
41\d|1\d\d | [1-9]7\d) (\. (25[0-5]|2[0-4]\d |1\d\d | [1-
9]12\d)){3})1:)) I (([0-9A-Fa-f]{1,4}:){4}(((:[0-9A-Fa-
F1{1,43){1,33) [ ((:[0-9A-Fa-f]{1,4})?:((25[0-5]|2[0-

41\d|1\d\d | [1-9]?\d) (\. (25[0-5] | 2[0-4]\d | 1\d\d | [1-
9]1?2\d)){3}))1:)) I (([0-9A-Fa-f]{1,4}:){3}(((:[0-9A-Fa-
F1{1,4}){1,4})[((:[0-9A-Fa-f]{1,4}){0,2}:((25[0-5]|2[0-
4]\d|2\d\d | [1-9]?\d) (\.(25[0-5]|2[0-4]\d|1\d\d]|[1-
9]12\d)){33}))[:)) [ (([0-9A-Fa-f]{1,4}:){2}(((:[0-9A-Fa-
F1{1,4}){1,5})[((:[0-9A-Fa-f]{1,4}){0,3}:((25[0-5]|2[0-
41\d|21\d\d | [1-9]?\d) (\. (25[0-5] | 2[0-4]\d | 1\d\d | [1-
9]1?2\d)){3}))1:)) I (([0-9A-Fa-f]{1,4}:){1}(((:[0-9A-Fa-
F1{1,4}3){1,63)[((:[0-9A-Fa-f]{1,4}){0,4}:((25[0-5]|2[0-
47\d|2\d\d | [1-9]?\d) (\.(25[0-5]|2[0-4]\d|1\d\d]|[1-

91?2\d)){33)) 1)) 1 (:(((:[0-9A-Fa-f]{1,4}){1,7})|((:[0-9A-Fa-
£1{1,4}){0,5}: ((25[0-5]|2[0-4]\d|1\d\d]|[1-9]2\d) (\. (25[0O-
5][2[0-4]\d|2\d\d|[1-97?\d)){3}))[:))) (%.+)?

IPV4

(?<1[0-9])(?:(?:25[0-5][2[0-4][0-9]|[0-1]7[0-91{1,2})[.]1(?:25[0-
5]12[0-4][0-9]|[06-1]?[0-9]{1,2})[.](?:25[0-5]|2[0-4][6-9]|[0O-
1]7[0-971{1,2})[.1(?:25[0-5]|2[0-4][0-9]|[0-1]?[0-
91{1,2}))(?![0-9])

1P

(7:%{IPV6Y} | %{IPV4})

HOSTNAME

\b(?:[0-9A-Za-z][0-9A-Za-z-]{0,62})(?:\.(?:[0-9A-Za-z][0-9A-Za-
z-1{0,62}))*(\.?|\b)

HOST

%{HOSTNAME}

10

IPORHOST

(?:%{HOSTNAME} |%{IP})

11

HOSTPORT

%{IPORHOST} : %{POSINT}




Tun peanusanuu

(? :%{UNIXPATH} | %{WINPATH})
(2>/(?>[\w_%!$@: ., -]+|\\.)*)+
(?:/dev/(pts|tty([pg])?)(\w+)?/2(?:[0-9]+))
(?>[A-Za-z]+: | \\) (2 \\[M\\2*]*)+
[A-Za-z]+(\+[A-Za-z+]+)?

%{IPORHOST}(?: :%{POSINT:port})?
(2:/[A-Za-20-9%.+1* " (){},~:;=0#%_\-]*)+
\?[A-Za-20-9%.+!*' | (){},~@#%&/=:;_2\-\[\]]*

%{URIPATH} (?:%{URIPARAM})?

%{URIPROTO}://(?:%{USER}(?::[7@]*)?@)?(?:%{URIHOST})?(?:%{URIPAT
HPARAM} ) ?

2.7.4.3 Nyt (Paths)
Ne ITarTepn
1 PATH
2 UNIXPATH
3 TTY
4 WINPATH
5 URIPROTO
6 URIHOST
7 URIPATH
8 URIPARAM
9 URIPATHPARAM
10 URI
2.74.4

Mecsubl (Months)

ITpumep Hanmcanusa: January, Feb, 3, 03, 12, December.

ITarTepn

MONTH

MONTHNUM

MONTHNUM2

MONTHDAY

2.7.4.5 [Hu (Days)

Tun peanusanuu

\b(?:Jan(?:uary)?|Feb(?:ruary)?|Mar(?:ch)?|Apr(?:1i1l)?|May|Jun(?:
e)?|Jul(?:y)?|Aug(?:ust)?|Sep(?:tember)?|0ct(?:0ber)?|Nov(?:emb
er)?|Dec(?:ember)?)\b

(2:07[1-9]|1[0-2])

(2:0[1-97]1[0-2])

(7:(?:0[1-9]) [ (?:[12][0-9]) | (?:3[01])|[1-9])

IIpumep HanucaHusi: Monday, Tue, Thu U T.J.

1

ITaTTepHn

MONTH

Tun peanusanyu

(?:Mon(?:day)?|Tue(?:sday)?|Wed(?:nesday)?|Thu(?:rsday)?|Fri(?:d
ay)?|Sat(?:urday)?|Sun(?:day)?)



2.74.6 Topbl (Years)
Ne ITarTepn

1 YEAR

2 HOUR

3 MINUTE

4 SECOND

5 TIME

6 DATE_US

7 DATE_EU

8 1SO8601_TIMEZONE
9 ISO8601_SECOND

10 TIMESTAMP_ISO8601
11 DATE

12 DATESTAMP

13 TZ

14 | DATESTAMP_RFC822
15 DATESTAMP_RFC2822
16 | DATESTAMP_OTHER
17 | DATESTAMP_EVENTLOG
2.74.7

Ne ITaTTepHn

1 SYSLOGTIMESTAMP
2 PROG

3 SYSLOGPROG

Tun peanusanuu

(?2>\d\d) {1, 2}

(?:2[0123]|[01]?[0-9])

(?:[0-5][0-9])

(?:(?:[0-5]7[0-971160)(?:[:.,]1[0-91+)?)

(?1<[0-97)%{HOUR} : %{MINUTE}(?: :%{SECOND})(?![0-9])

%{MONTHNUM} [/ - ]%{MONTHDAY} [/ - ]%{YEAR}

%{MONTHDAY}[ . /- ]%{MONTHNUM}[ . /- ]%{YEAR}

(?:Z]|[*+-]1%{HOUR}(?::?%{MINUTE}))

(?:%{SECOND} | 60)

%{YEAR} -%{MONTHNUM} -%{MONTHDAY} [T
1%{HOUR} : ?%{MINUTE} (?: : ?%{SECOND} ) ?%{1508601_TIMEZONE}?

%{DATE_US} | %{DATE_EU}

%{DATE}[- ]%{TIME}

(?:[PMCE][SD]T|UTC)

%{DAY} %{MONTH} %{MONTHDAY} %{YEAR} %{TIME} %{TZ}

%{DAY}, %{MONTHDAY} %{MONTH} %{YEAR} %{TIME}
%{1S08601_TIMEZONE}

%{DAY} %{MONTH} %{MONTHDAY} %{TIME} %{TZ} %{YEAR}

%{YEAR}%{MONTHNUM2}%{MONTHDAY }%{HOUR}%{MINUTE }%{SECOND}

Aatbl Syslog (Syslog Dates)

Tun peanusanuu
%{MONTH} +%{MONTHDAY} %{TIME}
(?:[\w._/%-1+)

%{PROG:program}(?:\[%{POSINT:pid}\])?



Ne ITarTepn Tun peanmusanuu

4 SYSLOGHOST %{IPORHOST}

<%{NONNEGINT:facility}.%{NONNEGINT:priority}>

5 | SYSLOGFACILITY HTTPDATE %{MONTHDAY}/%{MONTH}/%{YEAR} :%{TIME} %{INT}

2.7.4.8 Kpartuaiiwme nytu (Shortcuts)

Ne IlarTepn Tun peanusanuu

1 QS %{QUOTEDSTRING}
2.74.9 ®opmartbl XypHanoB (Log formats)

No IIarTepn Tun peanmusanuu

%{SYSLOGTIMESTAMP:timestamp} (?:%{SYSLOGFACILITY}
) ?%{SYSLOGHOST :logsource} %{SYSLOGPROG}:

%{IPORHOST:clientip} %{USER:ident} %{USER:auth}
\[%{HTTPDATE: timestamp}\] "(?:%{WORD:verb}
2 COMMONAPACHELOG %{NOTSPACE:request}(?:
HTTP/%{NUMBER:httpversion})?|%{DATA:rawrequest})"
%{NUMBER:response} (?:%{NUMBER:bytes}|-)

1 SYSLOGBASE

3 COMBINEDAPACHELOG | %{COMMONAPACHELOG} %{QS:referrer} %{QS:agent}
2.7.4.10 YpoBHM XypHanupoBaHus (Log Levels)

Ne ITarTepn Tun peanusanuu

([Aa]lert|ALERT|[Tt]race|TRACE|[Dd]ebug|DEBUG|[Nn]Jotice|NOTICE]| [
Iilnfo|INFO|[Ww]arn?(?:ing)? |WARN?(?:ING)?|[Ee]rr?(?:0or)?|ERR?(
?:0R)?|[Cc]rit?(?:1cal)?|CRIT?(?:ICAL)?|[Ff]latal|FATAL|[Ss]ever
e | SEVERE | EMERG(?:ENCY)? | [Ee]merg(?:ency)?)

1 LOGLEVEL

2.8 Mona co6biTUA

Buumanue! I[Tocie 3anycka ITnamgopmbt Padap ¢ 60eeom pedcume, u3meHeHue noseli cobbimuil
nompebyem nepeuHoekcayuu ecetl 6a3bl OAHHbIX cmpykmypbl XpaHeHus. KpaliHe He pekomeHOyemcs
MeHsimb HACMPOeHHble Napamempbl noiell cobbimutl, ecau naamgopma pabomaem 8 60e8om pedxcume.

ITnardopma Pagap 1o3BosisieT ynpaB/sTh MOJISAMA COOLITHS (TAKCOHOMMHM ), UCTIO/Ib3YEeMBIX B Tpolieccax
pa3bopa ¥ HopMasM3aLUHn.

ManmnuHr — 3To KdpTa roJiei HOPMaJ/IM30BaHHOT'O WJIN paCllaplIeHHOr o COOBITHSL.

CnMcok Tpe/lyCTaHOBJIEHHBIX T10JIeld, WCMO/Ib3yeMbIX IpA HOpPMalu3alid, TIpuUBeJleH B pasjesie
Uctrounuku — Ilossa coObITHA .

B TakcoHOMMM (MaNMnUHT M0/1e) UCMO/b3YyeTCsl 3 TUMA MOJIeH:
e datetime — i rosiel XpaHeHUs] BpeEMeHUY;

e keyword — Bce OCTa/IbHEIE T10J14;



e (Qgroup — /i1 BepxHe-ypOBHEeBbIX MoJieli B nepapxuu. Hampumep, mosie event siBAsSieTCS TPYMIION,
cofepxkaieu nmossi event.id, event.alert, event.anomaly.

I[Tose cOOBITHSI MOJKET MPUHA/IEXKATD K CIeAYIOLM 11a0b/I0HaM:
e Pa3zobpaHo;
o HopmanusoaHo;
e OmmbKa.
Pabora c monsiMu cOOBITHIA BK/TFOUaeT B ce0st CieAyroIye MpoLiecchl:

1. «IIpocmOoTp moJsi COOBITUSLY.

«Co3zanue 1oJist CoObITH».

«PeakTpOBaHUe I10/151 COOBITHSI».

2
3
4. «O0beauHeHue 11016l COOLITHS B TPYIIIbI».
5

«¥Y nazeHue moJsi COOBITUS.

i1 paboThI ¢ mosisiMy coObITHS TiepeliauTe B pasjen Vicrounnku — Iloss codbrtus (cM. «Puc. 30»).

‘;‘:;:E’ 17230254132 | [lons coBbITMA © basasarni | (D) admin

@ MNons co6biTua
Q
® v | | ec c
Mone Tun WWaGnoH ‘Pazobpako’  LaGnoH Wa6nok "OWHBKa"  HassaHue OnKcane [LononHUTENbHaR HHGOPMAUKA  Co3RAHO OGHoENEHD
. keyword Her fa Her 10:57:46 12.02.2024  10:57:46 12.02.2024 @ & @
B action_new_1 keyword Her Her fa NeicTeue Mone & koTopom Tectoroe none AnA wabnoka. 16:18:22 13.00.2024 | 16:18:2213.09.2024 @ & O
# astic_key keyword La it fa 10:57:46 12.02.2024 | 10:57:46 12.02.2024 @ & @
keyword na Her fa 1812:2012.02.2024  18:12:311202.2024 @ & @
keyword Het fa Her 10:57:46 12.02.2024 | 10:57:46 12.02.2024 © & @
b keyword Het fa Her 10:57:46 12022024 10:57:46 12.02.2024 @ @ @
@ keyword Het Aa Her 10:57:46 12.02.2024  10:57 @ o @
keyword Her Oa Her 10:57:46 12022024 10:57:46 12022024 ® & @
keyword Her la Her 10:57:46 12.02.2024 1 12022024 @ &
t.application.deseriptior keyword Her la Her 10:57:46 12.02.2024  10:57:46 12.02.2024 © &
[+ 3 4 5 & 7 - 63 > 10/crpawua

Puc. 30 — Pasgen "Ilos coObiTusa"

B pa3zene orobpakaetcs cieaytoiasi “HGOPMAIHS O TTOJISIX COOBITHS:
o Tlone — yHUKaJIbHBIM KJTHOU T10J151, UCII0/Ib3yEeMbIN MPY HOpMa/iv3aluy;
e Twun — Tun nosst: datetime, keyword, group;
o IIla6/0oH "Pa3o0paHo" — mpu3HaK NPUHA/JIeKHOCTH 110151 K 111ab/10Hy "Pa3obpaHo";
o IIla6soH "Hopmanu3oBaHo" — MpU3HaK MTPUHA/|IE)KHOCTH T10J1A K 111ab/ioHy "Hopmanu3oBaHo';
e IITa6si0H "OmmbéKa" — pU3HAK MPUHAZJIEXKHOCTH MO/ K 111ab0Hy "Ombka';
o Ha3Banue — HavMeHOBaHUe M0J1S;
e Omnucanue — onvcaHue oJsi;
e [lomosiHMTe/IbHasA HH(OPMaLHsI — [JOTIO/THUTe/TbHbIe CBe/IeHUs O T10JI€;
o Co3gaHo — jaTta ¥ Bpems CO3/,aHus I10J1s;

e OO0HOB/IeHO — /]aTa ¥ BpeMsi 0OHOB/IEHHsI TIOJISI.



ITpu paboTe Haj, 3aMMCAMU TaOIUIIBI JOCTYITHBI C/IEAYIOIIE 3/IEMEHThI YTIPaBIeHuUS:

Knonka HeiicTBue

©@ TIPOCMOTP TIOJISI COBBITHST

Cﬁ' peJakTUpoBaHue HH(OPMALIUH O TIoJie COOBITHS
]ﬁ[ yJajieHue 11011 CoObITHS

2.8.1 MpocmoTp nonsi coobITUA
OTKpBITH 110716 COOBITHSL Ha TIPOCMOTP MOYKHO JBYMSI CII0COOaMu:
e HaXXMHTE KHOIIKY @;

e 10 cchinke B rpade "Tone".

OTtkpoeTcst hopMa ITpocMOTpa MoJjst COOBITHS (CM. «Puc. 31»).

z DARTEC  172.30.254138 ~ | [onsa co6bITnA © basasHanni | @ admin
@ -~
encteune

.
Q action_new_1
®

CospnaHo 13.09.2024 16:18:22
B O6HoBNEHO 13.09.2024 16:18:22

Mone action_new_1
&)

™n keyword
# [ononHuTencHas TecToBOE None ANA WabnoHa oLWMBKK

UHpopmaLma

LWa6noH “Owubka” Oa
) LLabnoH “PasobpaHo” Het

LWa6noH “HopMan1aoBaHo” Het
©

HassaHue [lencTeue

OnvcaHue lMone B KOTOPOM YkasbIBaeTcs Ae/CTBE, BbINO/IHEHHOE B COBLITUM

MyTb nons action_new_1

Poputensckue nons [ouepHue nons Mcnonb3oBakve B HopMan1saTopax

Mone LLla6non "HopmannsoeaHo”  Llla6noH “Pa3so6paHo” Llla6noH “"Owmnbka”
action_new_1 Het Het JaE]

Puc. 31 — ®opma "TIpocMoTp moJisi coObITHA"

[Tomumo o0111eli nHMOpPMALIUK O TI0J1e COOBITUS Ha (hOpMe 0TOOpaXkaeTcsi cieyrolast MH(GopMarys:

e UHdopmauusi o pogutensckoMm rosie. ITo ccbulke TPOM30i/eT TMepexof K IPOCMOTPY
POJUTENBCKOTO TOJIS;

e UHdopmaiusa o gouepHux mosisx. 1o ccbiike Tpou3oiijieT mepexof K MPOCMOTPY AO4YepHero
TOJIsE;

o Undopmanys 06 MCTI0IE30BaHKY 1107151 B HOPMaIM3aTopax.



2.8.2 CospgaHue nonsi coobITUA

1. Hakmute kHonky Co3paTtb. OTKpoetcs popma "Co3ganue mons cobbrtus” (cm. Puc. 32).

< Co3pgaHve nons cobbiTUA OuncTHTE

Mone *

action_new

Tvn

keyword

HassaHwve

HencTere

OnucaHue

Mone B KOTOPOM YKa3sbIBaETCA AERCTBME, BLINONHEHHOE B COBLITM

[ononHutensbHas WHhopMauus

TecToBoe none ans WabnoHa oWnBKK

(:) La6noH “PasobpaHo”
La6noH “HopmanusosaHo”

LabnoH “Owwubka”
Puc. 32 — ®opma "Co3jganue mosist coobITHs"

2. Ykaxure Ha ¢opMme CJieyIOLIyI0 HH(HOPMALUIO:

o B 1ione [Tosie yKa)kuTe yHUKAJIbHBIM K/THOU 10711, [loMmyCcKaeTcsi yKa3blBaTh K/IH0U TOJIBKO Ha
AHTJIMHACKOM sI3bIKe. YKa3aHHbIM KJTHOU [JO/DKeH ObITh YHUKAIBHBIM B paMKaX TUIaT(hOPMBI;

e B 1osie Ty 13 BBIMAZJAMOIIETO CITHUCKA BBIOEPUTE THI OIS,

e B none Ha3BaHue ykakuTe Ha3BaHUe T0JIsL;

e B nose OnucaHue yKaxuTe orucaHue moJis;

e B T1IO/E Jlono/IHUTEe/IbHAsA HH(OPMaIUA YKa)XKUTe 10MO/IHUTe/IbHbIe CBeJieHUsI O M0JIe;

®  YKdXUTE MpHUHAAJ/IEI)KHOCTD 110JI1d K H_Ia6]IOHaM, BK/IFOUHMB COOTBETCTBYIOLHE
repek/aryaTesim.

3. Haxmure KkHONKy COXpaHHMTb.

2.8.3 PepakTupoBaHue noss coobITUA

1. BribepuTe U3 crivcka HeobxXoUMOe 110Jie U HaXKMUTEe KHOTIKY 24 .
2. BHecuTe HeoOXOAMMbBIE U3MEHEHMS.

3. Haxmure KkHONKy COXpaHHMTb.



2.8.4 OObBbeauHeHue noseii coobITUSA B rPyNNbl

[Tonst coObITUSA MOXKHO O0BEVHUTH B TPYMIILI C TTOMOLBIO THMA group. O0beArHeHNe BBITIONHSIETCS 110
CJ/leiyIOoLeM NIPUHLUITY:

1. Cospaercs nose, HarpuMmep test.

2. Tlosro mpucBavBaeTCs TUIT group.

3. 3aTeM Co37aeTcs 1oJjie, HarlpuMep test . [HavveHoBaHWe ao4vepHero nons].
4

Ilone test aBTOMaTMYeCKH Ha3HauaeTCs POAWTE/IbCKHM I10J1EM, a CO3JaHHOE - JOUYepHHUM.

2.8.5 YpaneHue nons coobITUA

s yaneHust nosst HAXKMUTE KHOIKY | B COOTBETCTBYHOLL[e} CTPOKEe.
[lns1 yjaneHue Bcex 3anvceil HOKMUTE KHOIIKY Y Aa/IUTh BCe.

55t yaaneHusi KOHKPETHBIX 3arvceid TaO/IUIbl yCTaHOBUTE Hy)KHbIe (lard U Ha)KMUTe KHOTIKY Y AQ/IUTh.

2.9 CnpaBoOYHble MaTepuanbl

2.9.1 NMony4yeHne cbiporo coobLITUSA

CrbIpoe co0bITHE — 3TO COOBITHE, ITOCTYNHBILEe 0T UCTOUHUKA B cepBuc KAFKA U elrje He mipoiefiiiee
nipouieaypy pa3bopa.

ITpumep ChIPOro COOBITHA MOKHO TIO/TyUUTh CJIeYIOLIAM CIIOCOO0M:

1. TlycTuTe MOTOK COOBITHI OT HY>KHOTO UCTOYHUKA.

2. Tlepetigute B pa3zesn IIpocMoOTp COOBITHIA.

3. TIpu HeoOXOAUMOCTH MPUMeHUTE PUIBTP /IJIsT IOKa3a COOBITHI OT HY)KHOTO MCTOUHHKA.
4. B none raw OyieT cofiep>KaThCsi CbIPOe COOBITHE.
5

HOnsa ymobctBa chipoe cOOBITHE W3 TOJIS Faw TIPOAYOIMpPOBAaHO Cpa3y mof, rpadukoM TOTOKa
COOBITHS U €CTb BO3MOKHOCTh CKOITUPOBATh €T0 10 COOTBETCTBYIOIIeH KHOMKe (CM. «Puc. 33»).



60

40

20

: | n

2024 Des Map Anp Maia Wion Wion Asr Cen Oxr Hos [ex

CobbiTus: 83, nokasaHo 1- 20

B Coprvposka ¢ Habop noneit & BuiBpaTh HECKONMbKO

_id: aeabe771-2739-4a77-b089-94442235b25¢ | CobbITE HOPMANU30BaHO

{"rs_collector_hostname":"v-stand-38","rs_relay_fqdn":"openvpn.pgr.local""rs_relay_ip":"172.30.253.104" "rs_collector_ts":"2024-09-05T14:33:20.865987+03:00","_rs_module":"1514-
microsoft_windows_eventlog","rs_collector_hostname":"v-stand-09","rs_relay_fqdn":"172.30.254.108","rs_relay_ip":" "2021-10-18T11:29:00.701341+03:00","_rs_module":"1514-
Microsoft-Windows- Event\og""Eookmark""\uOO3cBookmarkL|5t\u003e\r\n \u003cBookmark Channe\ 'Security' Recordld='7165587"
IsCurrent="true'/\u003e\r\n\u003c/BookmarkList\u003e""Channel":"Security","ChannelText":"Security","EventID":5142,"EventTime":"2024-09-
05T08:28:36.6214546Z","EventType":"""ExecutionProcessID":4,"Hostname":"demo-server2012.demo.local""IDText™:"""Keywords":null,"Level Text":"Information","Msg":"A network share object was
added.\r\n\t\r\nSubject:\r\n\tSecurity ID:\t\tS-1-5-18\r\n\tAccount Name:\t\tDEMO-SERVER2012$\r\n\tAccount Domain:\t\tDEMO\r\n\tLogon ID:\t\t0x3E7\r\n\r\nShare Information:t\r\n\tShare

’\\\PC$\r\n\tShare Path:\t\f‘,”OpcodeText“:“Info“,“Opcode\/alue"-(),"ProvwderText":“Mlcrosof‘ Windo

""W\IPC$","SourceName":"Microsoft-Windows- Security-

Auditing ‘Sub]eciDomamName“ “DEMO“‘Sub ectLogonId“ “O><3e7""Sub ectUserName"; "DEMO SERVER2012$","SubjectUserSi -1-5-18","SubscribedChannel":""," TaskText":"File

™ "UserData":"","Version":0,"XML":"\u003cEvent xmins="http://schemas.microsoft.com/win/2004/08/events/event\u003e\u003cSystem\u003e\u003cProvider
Name="Microsoft-Windows-Security-Auditing' Guld (54849625 5478-4994-A5BA-
3E3B0328C30D}'/\u003e\u003cEventiD\u003e5142\u003c/EventiD\u003€\u003cVersion\u003e0\u003c/Version\u00 3e\u003cLevel\u003e0\u003c/Level\u003e\u003cTask\u003e12808\u003c/Task\u003
e\u003¢cOpcode\u003e0\u003c/Opcode\u003e\u003cKeywords\u003e0x8020000000000000\u003¢/Keywords\u003€\u003cTimeCreated SystemTime="
18T08:28:36.621454600Z'/\u003e\u003cEventRecordID\u003e7165587\u003c/EventRecord|D\u003e\u003cCorrelation/\u003e\u003cE xecution ProcessID="4'
ThreadID="232'/\u003€\u003cChannel\u003eSecurity\u003c/Channel\u003e\u003cComputer\u003edemo-
server2012.demo.local\u003c/Computer\u003e\u003cSecurity/\u003e\u003c/System\u003e\u003cEventData\u003e\u003cData Name="SubjectUserSid'\u003eS-1-5-18\u003c/Data\u003e\u003cData

Puc. 33 — ITo/iyueHue CbIporo coObITHA

2.9.2 MexaHnsmbl paséopa

[auHbIA pa3fen MCIob3yeTcst KakK CIIpaBOYHBIA Marepuan 1o pabore B pasgene WICTOYHHKH —
IIpaBuia pa3bopa.

B Ilnardopme Pajap /s BLINO/IHEHUsT TIPOLiAyphl pa3dopa COObITHH, MOCTYMAIOIIUX OT UCTOUHUKOB,
VCTIO/IBb3YIOTCS C/IelyIoIe MeXaHU3Mbl:

¢ «GROK mnarrepH»;

[ ] ((CEF))

o «KJIrOU 3HayeHUue»

e «SYSLOG»
e «XML»
e «JSON»

o «®DVyHKLUMSA Mpeobpa3oBaHU» .

2.9.2.1 GROK nattepH

GROK mnatTepHbI — 3TO UMEHOBaHHbIe peryJsipHble BbIpDa)KeHUS, KOTOPbIe TTO3BOJISIOT M0/Ib30BaTe/IsIM
COTIOCTaB/IATh KOHKPEeTHBIe I1a0/IoHbI B TeKCTe. C X MOMOIIBI0 MOXKHO OBICTPO MIEHTU(UIMPOBATh U
W3BJIeKaTh IO/l W3 TIOCTYTAIIUX COObITHI 0e3 HeoOXOAMMOCTH THCATh CIOXKHBIE peryJssipHble
BBIPa)KEHUS C HYJIS.



B Ilnardopme Papap GROK marTepHbI /1eATCS Ha CUCTeMHbIe U T0/ib30BaTenbckue. [TogpobHee cm.
paszgen « GROK naTTepHbI».

GROK mnarrepH mipeacraBiser coboii 1mabnoH. Cuntakcuc 1mabmoHoB GROK, mpu ucrosib30BaHUM
C/Ie 1y OLLHM:
%{SYNTAX: SEMANTIC}
re
e SYNTAX — MM MTaTTepHa, KOTOPBIi OyZeT MpUMeHeH;

e SEMANTIC —uMs 00beKTa (110J1e, TpyIIa), K KOTOpOMY Oy/ieT TpUMeHeH MaTTepH.

[TprMep HaCTPONKM JaHHOT'O0 MeXaHW3Ma NpuBeZieH Ha «Puc. 34».

[o6aeuTb NpaBunio pasbopa X

Mone cobbiTua *

Event

MexaHuam pasbopa *

GROK natTepH

MatTepH

*\$%{WORD:job_typeN\$_.%{WORD:job_status}

Mpedpuke

Mpynna pesynbTara

Puc. 34 — [To6aB/ienre npaBuwia pa3dopa. Mexanu3sm "GROK narrepH"

[Ona nactporiku MmexaHusma B nose Ilarrepn ykaxure GROK mnarrepH. [nsg  ucnonb3oBaHUs
10Jib30BaTenbCKUX W cucteMHbix GROK maTTepHOB BBeauTe CUMBOJI {, OTKPOETCS CIMCOK K/HoUeid
noggepxkuBaeMbix GROK marrepHoB. CHavana OyAyT BbIBefeHBI TI0/Ib30BaTe/bCKUE, a 3aTeM —
CUCTEMHBIe.

IIpumep paboThbr:

Cripoe cobbiTHE:



{"Message":"<7> 7/26/2023 2:39:42 PM pgr-1c-00
{\"Event\": {\"Level\":\"Information\", \"Date\":\"2023-07-
26T14:39:42\",\"ApplicationName\":\"BackgroundJob\", \"ApplicationPresentation\":\
"Background job\",\"Event\":\" $Data$ .Update\",\"EventPresentation\":\"Data.
Change\",\"User\":\"00000000-0000-0000-0000—-

000000000000\™, \"UserName\":\"\", \"Computer\":\"\", \"Metadata\":\"Koucranra.llocmue
nueeO6HoBNenuelocTtyna\", \"MetadataPresentation\":\"Constant. IlocnenHee OOHOBJICHME

nocrymna\", \"Comment\":null, \"Data\":\"something KomaHIa : BEIIOJIHUTE
obunoBsieHre\", \"DataPresentation\":\"\", \"TransactionStatus\":\"Committed\", \"Tran
sactionID\":\"7/26/2023 2:39:42 PM

(2934007)\",\"Connection\":\"3\",\"Session\":\"34\",\"ServerName\":\"\", \"Port\":
\"\",\"SyncPort\":\"O\"}}","a":"a7e42e20-03a1-4998-a301-

c97fa7lcbe73","a c":"","a src ip":"172.30.250.141","a src o":"445","a src r":"smb
","a src t":[],"a ts":"2024-10-21T12:41:44.9932"}

[Tone ceiporo cobbITHsA, K KOTOpoMy Oyzaet mpumeHeH GROK marTepH:

\"Event\":\" $Data$ .Update\"

[Mpumensiembiii GROK marTepH:

~ \$%{WORD:job_ type}\$ .%{WORD:job status}

Pe3ynbraT paboThl npuBeseH Ha «Puc. 35».

Date 2023-07-26T14:39:42
— Event - $Data$_Update

EventPresentation Data. Change

job_status Update

job_type Data

MNpaBuna pas6opa [ B + [o6asuTb | ’ = TecTupoBaTb

MexaHuam Mone MNapameTpbl

json message v (R ]
—— GROK natTepH Event ~\$%{WORD:job_type\$_.%{WORD:job_status} s (U]

Puc. 35 — IIpumep padotsl Mexanu3ma "GROK narrepH”

29.2.2 CEF

O6umit ¢popmar cobeithii (Common Event Format (CEF )) — 3To pacmvpsieMblii TeKCTOBBINM (opmar,

rpelHa3HAueHHBIA /IJIs1 TIOAIeP>KKU HeCKOJbKUX TUIIOB YCTPOMCTB, Tipejsaras Haubosiee akTyaabHYHO

VH(pOpMaLIO.

CuHTaKCHC COOOIeHM COKpallieH st paboTel ¢ HopMmanu3arueid ESM. CEF crierjuaibHO ompeziensier
CUHTaKCHUC I 3alMcel JKypHasla, COZeprKalljuX CTaHJapTHBIM 3aro/IOBOK Y paclllipeHHe TepeMeHHOU,
otdopMaTrpoBaHHbIe Kak napsl "Kitou-3HaueHne". @opmar CEF moxkeT MCnonb30BaThCs C JIOKATbHBIMU

YCTPOMCTBAMH M C TTOCTABIIMKaMH 00/TaYHBIX YCIIYT.



I[Tpu KCMO/TB30BaHNU JJAHHOTO MeXaHU3Ma TMPU CO3/JaHUU MPaBU/I pa3bopa JAOMOTHUTETBHBIX HACTPOEK He
Tpebyercsi.

2.9.2.3 Koy 3HaueHue

Hannbplii MexanusM OyzeT pa3buparh MpuIe/iiee moje Ha rnapbl "Kirou-3HaueHue" B COOTBETCTBUM C
3a/laHHbIMU [TapaMeTpaMH.

[Ipumep HaCTpOMKY JAHHOTO MexXaHu3Ma NpuBesieH Ha «Puc. 36».

[o6aeuTk npaeuno pasbopa X
Mone cobblTuA *
action

MexaHu3m pasbopa *

Knoy-3HauyeHue

PasgenuTens napbl KNKOY-3Ha4YeHUe

Paspenutens CTPOK

JKpaHMPOBaHWE 3HaYEHWIA

Monsa 3HaYeHWi

a -+ b
b -+ 7
Mpedukc

Mpynna pesynsTara

Puc. 36 — [To6aB/ienne npaBuia pa3dopa. Mexauusm "Kirou-3Hauenue"

st HacTpoiiku MexaHu3Ma pa3bopa "Kiou-3HaueHune" yKa3biBaeTcs ciefiyroiiasi MHGOopMalusi:

e Pa3penmurens mnapsl "Kirou-3HaueHue" — yKa)KuTe CHUMBOJI, KOTODbI OyZeT sIBJSITHCS
paszenurtesiem napsl "Kntou-3nauenuve". Harprimep:

[Ipuxonamwaa napa "Kmou-3HaueHue":
HaH . "1"

Paspenuresnb nape "="

PesynabTaT:

a=1




o Pazpenurens CTPOK — YKaXUTe CHUMBOJI, KOTOpPbI OyJeT SBAATBCS Ppasfie/uTeneM CTPOK.
Harpumep:

[Mpuxonsaumye napsl Knou-3HadeHue:
HaH.HlH Hb".HZH

Pazspmenurens cTpok ", "
PesynbTatT:

a=1,b=2

IIpuMeuaHue: ec/M OCTaBUTH T10Jie TIYCThIM, TO B KauecTBe pa3jeNuTesis CTPOK OyneT
HCII0/Ib30BaThCA "TIEPEHOC CTPOKU'.

e JKpaHUpPOBaHHe 3HAYeHUW — YKa)KUTe CHMBOJI, KOTODBIM OyJeT CTOSThb Iepe] KaKAbIM
3HaueHUEM B Mape U MocJie Hero;

o Ilonsa 3HaueHmit. 3a/iaeTcst MOC/Ie{0BaTe/bHBIN CIMCOK, 110 KOTOPOMY OyAyT repeornpesensiTbCs
"kmroun" u3 napsl "Kirou-3Hauenue". Harprmep:

[Ipuxonamme napsl Kiou-3HadeHMUe:
HaH:"l" Hb":"2"

[ToJig 3HAUEHUN:
value 1
value 2
value 3

PesyabTaT:
value 1=1
value 2=2

value 3 - noJse nOpuMMeHeHO He OydeT, TakK KaKk OpuMuIo BCero nee nape "Kiou-
3HaueHue"

ITpumep paboThl MexaHH3Ma pa30opa npuBeieH Ha «Puc. 37».

Pazpenutens napbi Paspenutenb CTPoK
GPOCNName CN={31B2F340-016D-11D2-945F-00C0AFBIB4F 3},CN=Policies,CN=System, DC=domain, DC=local
Hostname srv-app-2.domain.local
gpo_name {31B2F340-0180-11D2-945F-00C04FB384F9
keyl CN
objects CN=Policies, CN=System, DC=domain, DC=local

value_1 {31B2F340-016D-11D2-845F-00C04FBGBAFY
value_2 Palicies.
value_3 System
value_d domain

Mona 3Ha4eHwi
Mpaewnna pasGopa

Mexanusm Mone MapameTpsi

«m o
Kniou-sHavenie GPOCNName naps! = eTpok: sHauenmit: policy Mona snavenmi [ “valuz_1°, "value 2", "value 3", “value_4"] ]
GROK natTepH GPOCNName ?<key 1>CN|DC)=2%{DATA:gpo_name}, %{GREEDYDATA:objects} 1

Puc. 37 — IIpumep pa6oTsl MexaHu3Ma pasdopa "Kirou-3Hauenue"

29.24 CSV

MexaHu3M HCIIOJ/Ib3YETCA B C/iydde, eC/IF B I10J1€ CbIPOIro COOBITUS B/IOXKEHBI JAdHHbIE B Q)opMaTe CSV.

Mexanu3m paboTaeT 1 HaCTPaMBaeTCsl AHATIOTUUHO MeXaHH3MYy «KUItoU 3HaueHue».




29.25 SYSLOG

Eciin uctounukom cobwituii siBnsiercst «OC cemetictBa Unix», TO ¢ Haubosiblieid BepOSTHOCTBIO COOBITHS

OyAyT )KypHa/TUPOBATbCsI OJHOW U3 CJIEAIYIOIIUX CyXO:
e rsyslog;
e syslog-ng;
e auditd.

Ecmm ucnonb3yroTes JaHHbIe MeXaHW3MbI >KYPHAJUPOBAHUs, TO i pa3bopa COOBITHI PeKOMeH[yeTCs
ucroas3oBath MexadusM SYSLOG.

[nst co3panust paBujia pa3bopa, ¢ UCIOb30BaHKEM JJaHHOTO MeXaHW3Ma, JOTI0/THUTeTbHBIX HACTPOEK He
TpebyeTcs.

[Tpumep ceiporo cobeitust ot OC Linux:

{"a src ip":"172.30.249.201","a src o":"2671","a c":"","a src t":[""],"a src r":
", "a ts":"2024-09-25T10:09:51.088.088144459+00:00","a":"alal795a-6a18-4345-
9020-77723a724d38", "Message":"<22>Sep 18 16:55:01 v-stand-05 audispd:
node=172.30.254.95 type=EXECVE msg=audit (1663937111.702:73702361) : argc=5
a0=\"ps\" al=\"-o\" a2=\"rss=\" a3=\"-p\" a4=\"1736\""}

[TpumMep ycrmemrHoro TIpPUMeHEHUs MexaHW3Ma pa3bopa, MPUMEHEeHHOro K 100 Message ChIpOro
CoOBITHS, TIPUBE/IEHO Ha «Puc. 38».

Cbipoe cobbiTue Tekyuyee npasuno pasbopa
Knioy 3HaueHne
Message <22>Sep 18 16:55:01 v-stand-05 audispd: node=172.30.254.95 type=EXECVE msg=audit(1663937111.702:73702361): argc=5 a0="ps" a1="-0" a2="rss="a3="-p" a4="1736"
RFC 3164
a ala1795a-6a18-4345-9020-77723a724d38
ac
a_src_ip 172.30.249.201
a_src_o 2671
a_src_r
a_src_t_1
a_ts 2024-09-25T10:09:51.088.088144459+00:00
application audispd
category 2
date 2024-09-18T16:55:01.000Z
host v-stand-05
importance 6
message node=172.30.254.95 type=EXECVE msg=audit(1663937111.702:73702361): argc=5 a0="ps" a1="-0" a2="rss="a3="-p" a4="1736"
Mpasuna pas6opa a B + [lo6aBuTb | [ = TecTupoBaTh
MexaHusm Mone MNapameTpbl
SYSLOG Message v o]

Puc. 38 — ITpumep paGombt mexanHuzma pazéopa "SYSLOG"



29.26 XML

MexaHH3M UCITOb3YeTCs B C/Tydae, eC/Id B T10J1e ChIPOro COOLITHS BI0XKeHO X ML-BbIpaykeHHe.

[Tpu KCMo/TB30BaHNUU JAHHOTO MeXaHW3Ma TPU CO3/JaHUU MTPaBU/I pa3bopa JAOMOTHUTETbHBIX HACTPOEK He
Tpebyercsi.

Oco06eHHOCTBIO JJaHHOIO0 MeXaHMW3Ma SIB/IsieTcss To, uTo XML MOXXeT ObITh BIOXKEHHBIH, TO eCTh B K/IIOU
MOJKET OBITh BJIO’KEH KJ/THOU, B KOTOPBIN TaK)Ke BIOXKEH KJTHOU.

Pe3ysibTaTOM NpUMeHeHUsT JaHHOTO MeXaHu3Ma Oy/eT K/TtoU CeyIoLero BU/ja:

"Knw4y nepBoro ypoBHA"___"Knaw4y BTOporo ypoBHA"__ "Knaw4y n-ypoBHsa'"="3HaueHune"

[Tpumep coOBITHS CO BIO>KEHHBIMHU K/TFOUAMHU:

{"a src ip":"172.30.249.201","a src o":"1217","a c":"","a src t":[""],"a src r":"",
"a ts":"2024-09-13T14:09:12.731.731790640+00:00", "a":"fdflc240-ecfe-4d76-9%ac9-
0d2c315b744c", "Message" :"{\"AccountDomain\":\"IMG-

WIN2019\", \"AccountName\":\"Administrator\", \"Bookmark\":\"\", \"Channel\":\"Securit
v\",\"ChannelText\":\"Security\",\"ClientAddress\":\"172.30.253.104\",\"ClientName\
":\"DESKTOP-

FISFBMT\", \"EventData\":\"\", \"EventDataErr\":null, \"EventID\":4778, \"EventTime\":\
"2024-08-

14T10:07:28.86689z\", \"EventType\":\"AUDIT SUCCESS\", \"ExecutionProcessID\":620,\"H
ostname\":\"img-
win2019\",\"IDText\":\"\", \"Keywords\":null, \"KeywordsRaw\":\"0x8020000000000000\",
\"Level\":0,\"LevelText\":\"Information\", \"LogonID\":\"0x000000000004b543\", \"Msg\
":\"\",\"OpcodeText\":\"Info\", \"OpcodeValue\":0, \"ProviderText\":\"\", \"PublisherH
andleErr\":null,\"Qualifiers\":0,\"RecordID\":17728, \"RenderedFieldsErr\":null, \"Se
ssionName\":\"RDP-Tcp#1\", \"SourceName\":\"Microsoft-Windows-Security-

Auditing\", \"SubscribedChannel\":\"Security\", \"TaskText\":\"\", \"TaskValue\":12551
,\"ThreadID\":680, \"User\":\"\",\"UserData\":\"\",\"Version\":0, \"XML\" :\"\\u003cEv
ent
xmlns=\\\"http:\/\/schemas.microsoft.com\/win\/2004\/08\/events\/event\\\"\\u003e\\
u003cSystem\\u003e\\u003cProvider Name=\\\"Microsoft-Windows-Security-Auditing\\\"
Guid=\\\"54849625-5478-4994-a5ba-
3e3b0328c30d\\\"\/\\u003e\\u003cEventID\\u003e4778\\u003c\/EventID\\u003e\\u003cVer
sion\\u003e0\\u003c\/Version\\u003e\\u003cLevel\\u003e0\\u003c\/Level\\u003e\\ul003c
Task\\u003e12551\\u003c\/Task\\u003e\\u003cOpcode\\u003e0\\u003c\/Opcode\\u003e\\ul
03cKeywords\\u003e0x8020000000000000\\u003c\/Keywords\\u003e\\u003cTimeCreated
SystemTime=\\\"2024-08-
14T10:07:28.866890+00:00\\\"\/\\u003e\\u003cEventRecordID\\u003e17728\\u003c\/Event
RecordID\\u003e\\u0O03cCorrelation ActivityID=\\\"ee7f716d-ee30-0003-9971-
7fee30eeda0I\\\"\/\\u003e\\u003cExecution ProcessID=\\\"620\\\"
ThreadID=\\\"680\\\"\/\\u003e\\u003cChannel\\u003eSecurity\\u003c\/Channel\\u003e\\
u003cComputer\\u003eimg-
win2019\\u003c\/Computer\\u003e\\u003cSecurity\/\\u003e\\u003c\/System\\u003e\\u003
cEventData\\u003e\\u003cDhata
Name=\\\"AccountName\\\"\\u003eAdministrator\\u003c\/Data\\u003e\\u003cDhata
Name=\\\"AccountDomain\\\"\\u003eIMG-WIN2019\\u003c\/Data\\u003e\\u003cDhata
Name=\\\"LogonID\\\"\\u003e0x000000000004b543\\u003c\/Data\\u003e\\u003cDhata
Name=\\\"SessionName\\\"\\u003eRDP-Tcp#1\\u003c\/Data\\u003e\\u003cDhata
Name=\\\"ClientName\\\"\\u003eDESKTOP-FJ5FBMT\\u003c\/Data\\u003e\\u003cDhata
Name=\\\"ClientAddress\\\"\\u003e172.30.253.104\\u003c\/Data\\u003e\\u003c\/EventDa
£a\\u003e\\u003c\/Event\\u003e\", \"XMLErr\":null}"}




[Tpumep ycremHOro NMpUMeHeHHs MexaHW3Ma pa3bopa, mpumeHeHHOro K rosito XML, ripuBezeHo Ha
«Puc. 39».

Event__EventData__Data__10__Name DisplayName
Event__EventData__Data__10_value %%1793
Event__EventData__Data__11__Name UserPrincipalName

Event__EventData__Data__11_value =

Event__EventData__Data__12__Name HomeDirectory
Event__EventData__Data__12__value %%1793
Event__EventData__Data__13_Name HomePath
Event__EventData__Data__13_value %%1793
Event__EventData__Data__14__Name ScriptPath
| | |
Knwouy1l Knwoy2 Knwdn

Puc. 39 — IIpumep paGoTsl Mexanu3ma pasdopa "XML"

29.2.7 JSON

B oCHOBHOM, BCce MCTOYHMKHM MOCHUIAIOT COObITHsS B opmaTte RAW-JSON. Ilpu pa3bope coObiTHii B
5ToM (opMaTe HeoOXOJMMO B KaueCTBe [1ePBOT0 3Tara MCIo/b3oBaTh MexaHusMm JSON, a notom mobbie
13 JIOCTYIIHBIX B T/IaT(opMe, B 3aBUCUMOCTH OT THTIA JJAHHBIX B UCXOAHOM COOBITHH.

OO6bIUHO BCe ChIpble COOBITHS TIOMeIIATCs B rosie Message.

IIpumeuaHue: 0151 NPOCMOMPA HAUMEHOBAHUS NO/Sl, 8 KOMOPOe npuxooum cbipoe cobbimue, 3anycmume
MexaHu3M mecmupoeaHusi U 8 pe3yAbmamax npocmompa nepetioume Ha ek1adKy "Cbipoe cobbimue'.
Hatioume napy "Kntou-3HaueHue", 8 komopoli 3HaueHuem Oyoem 5815imbCsl Cbipoe cobbimue.

[Ipumep HaCTPOMKY JAHHOTO MexaHu3Ma NpuBesieH Ha «Puc. 40».

[o6asuTb npasuno paséopa X

Mone cobbiTKA *

Message

MexaHun3am pazbopa *

json

Mpeduke

Mpynna pesynbTaTa

Puc. 40 — [To6aBsienne npaBwia pa3dopa. Mexanusm pasoopa "JSON"



715t HacTpoliKK MexaHu3Ma pa30dopa yKakuTe CaeAyloliye 3HaueHus:
e B 1osie ITosie COOBITHA YKa)KUTE T1071e, B KOTOPOE TIPUIILIO ChIpOe COOBITHE;

e B 1o/ie MexaHu3Mm pa3bopa BeiOepuTe 3HaueHue "json".
2.9.2.8 dDyHKUMA NpeodGpa3oBaHuA

[Mopep>kuBaeTcst GyHKIMS TipeoOpa3oBaHus HEX to Text KoTopas Ipu pa3bope coObITHsS TIpeobpa3yeT
UHCJ/IOBOE TPE/ICTAB/IEHHE TI0C/IeJ0BAaTeIbHOCTH HOMEPOB ¥ CUMBOJIOB B TEKCTOBOE.

[TpyMep HaCTPONKM JaHHOT'O0 MeXaHW3Ma NpuBeZieH Ha «Puc. 41».

[ o6aBuTb NpaBuno pasbopa X
Mone cobblTua *
proctitle

MexaHuam pazbopa *

DYHKUKWA NpeocbpasoBaHnA

3HavyeHune

HEX to Text

Puc. 41 — [To6aB/ienre npaBuia pa3dopa. Mexanu3m pasoopa "@yHkuus npeodpazosanus”

[Tpumep ceiporo cobeitusi ¢ HEX nipeacraBieHueM:

{"a_src ip":"172.30.249.201","a src o":"2671","a c":"","a src t":[""],"a src r":
"M, "a ts":"2024-12-04T12:12:06.382.382328581+00:00", "a":"8b3beadb-c7bc-48£2-
9pbf1-d2012ed9dl7e", "Message" :"Dec 4 12:50:40 v-stand-05 audispd:
node=172.30.254.95 type=PROCTITLE msg=audit (1733305840.550:51886) :
proctitle=757365726D6F64002D61002D470076696C61696E73007261766573"}

| Vi (S
e KJIIOY MoJis — proctitle;
e 3HaueHHMe nosisi — 757365726D6F64002D61002D470076696C61696E73007261766573.

[Tpumep ycrieliHoro NpuMeHeHus npaBusia pa3bopa npusesieH Ha «Puc. 42».

Koy 3HayeHue

message node=172.30.254.95 type=PROCTITLE msg=audit(1733305840.550:51886): proctitle=757365726D6F64002D61002D470076696C61696E73007261766573
msg audit(1733305840.550:51886):

node 172.30.254.95

procr‘itle usermod -a -G vilains raves

Puc. 42 — TIpuMep yCHeniHOro BbINOTHeHUsI MeXaHu3Ma pa3bopa " DyHkuusa npeodpazoBanus”



2.9.3
[Mpeduxkc

nobaBnsieT B

rmoje

MexaHu3m pa6oTbl npedukca

pa300paHHOTO COOBITHUSI  COOTBETCTBYIOIIYH)  /IOTIOJTHUTETbHYIO

uHbopmanyio. TIpedHKChl MOXKHO HCIO/Ib30BaTh [Ji OJHO3HAYHOW HAeHTHU(HKaIU cpaboTaBIiiero

MexaHu3Ma pa3zbopa. Hampumep:

1. HauanbHble ycioBusi (cM. «Puc. 43»):

e Mexanu3m pa3zdopa — GROK IlarrepH;
e TIlosie — Message;
o TIlapamerp — "%{GREEDYDATA:parsed message}$.

Mpaeuna pazbopa [E] LloBaeuTh = TecTuposaTb
MexaHuam MNone NapameTpbl
GROK nattepH Event *\$%{WORD:job_type\$_ %{WORD:job_status} v T4 |
MetadataPresentati o | e R N " 4 o
GROK nattepH or %{WORD:_}.\s+%{GREEDYDATA:MetadataPresentation} v +
GROK natrepH Data (.*:\s+)?%{GREEDYDATA:command}$ - T m
GROK nattepH TransactionlD F\(%{NUMBER:TransactionID}\)$ v T4 |
GROK nattepH Message *%{GREEDYDATA:parsed_message}$ - t o

Puc. 43 — Haua/ibHBIE YC/IOBUA MeXxaHu3Ma pa3dopa

2. Pe3synbraToM paboTbl 3TOrO MexaHM3Ma SIB/IsSeTCS Toje parsed message. [y mpocMmoTpa

HaXMUTe Ha KHOMNKY TectupoBarb, a 3areM KHOMNKY Iloka3aTh pe3y/bTaThbl, Tepeiiure Ha
BK/1aZIKy "Tekyiijee rpaBuio pa3bopa" U HalauTe HY)KHOe rosie (cM. «Puc. 44»).

date 7/26/2023 2:39:42 PM
hostname par-1¢-00
job_status Update
job_type Data
(“Level"Information”, "Date":"2023-07-26T14:39:42" "ApplicationName” JroundJob”, ApplicationPresentation™:" User";"00000000-0000-0000-0000~
message 000000000000", "UserName™:","Computer”:™,"Matadata”"KacTanTa. Ml s something Komarna: BeinonuTs
ofiHoenewne”, DataPresentation”:™,"TransactionStatus™"Committed"," Tra 126/2023 2:39:42 PM (2934007)",

parsed_message

nt™:{"Level":"Information'
000-000000000000","Us

3 2:39:42 PM pgr-1c-00 {"E 23-07-26T14:39:42","ApplicationName™:"Background.Job","ApplicationPresentation”:"Background job","Event":"_$Data$_Update", "EventPresentation":"Data.

:*00000000-0000-0000 “Computer':** "Metadata": "KoxcTanTa. NocnegreeO6HoeneHneJocTyna","MetadataPresentation™."Constant. Mocneaxee oGHOBNEHWE
nment*null,“Data"*something Kosmaraa: BeinonHuT new taPresentation’: “TransactionStatus*:“Committed" “Transaction|D":*7/26/2023 2:39:42 PM

07)","Connection™"3","Session"™:"34","ServerName":"", "Port":™,"SyncPort":"07}}

Puc. 44 — Pe3ynbTaT paboTsl MexaHu3Ma pa3dopa

3. [Jomyctum, Ham HeoOXOJUMO [aHHOe TIO/ie BBIAEIUTh W OJHO3HAYHO OIpeZeNsTh Kak
TIOJTyYMBIIIeeCss B pe3yJibTaTe pabOThl KOHKPETHOro MexaHu3Ma paszbopa. [Inisi 3Toro pobaBinsiem
eMy ripeuKc. [17151 3TOTO BBITIOHUTE CJIeAYIOIUe AeHCTBUS:

a. B 670ke ITpaBusia pa3dopa HOXKMHTE 10 HY)KHOMY MeXaHH3MY B CIIHCKe.

b. B orkpeiBieMcs OkHe B rmojie IIpeukc ykaxxute NpeuKC /sl JAHHOTO MeXaHW3Ma
(cm. «Puc. 45»).



dobaBuTb npasuno pasbopa X
Mone cobbITUA *
Message

MexaHuam paszbopa *

GROK natTtepH

naTTepH

7%{GREEDYDATA:parsed_message}$

[Mpedukc

new

Fpynna pesynsTara

Puc. 45 — [Tlo6aB/ienne npedukca

c. Haxxmute kHOIKy CoXpaHHTB.

4. Haxmvure Ha KHOMKYy TecTtupoBaTbh, a 3areM KHONKY Iloka3aThb pe3y/bTaThl, nepeinuTe Ha
BK/azKy "Tekyiee rpaBuio pa3bopa". Terepb Hy)HOe rosie OyeT UMeTb COOTBETCTBYIOIIUMA
nipeukc (cM. «Puc. 46»).

date 7/26/2023 2:39:42 PM

hostname pgr-1¢-00

job_status Update

job_type Data

ation™"Data. Change”,"User™:"00000000-0000-0000-0000

nt":null,“Data":"something Komakaa: Beinonsurs
SyncPort™"0"}

{"Level""Information”,"Date™"2023
message 000000000000","UserNama"

26T14:38:42","ApplicationName™:"Back licationPresentation":"Background job","Event".
data’:"KomeTanta. M 1 sentation™:"Constarn
7)","Connection™:"3" "Session":"34", "¢

Background job","Event":"_$Data$_Update",'EventPresentation"-"Data.
. . icn""Constant. NocneaHes aGHOBREHHE
new_parsed_message

Puc. 46 — PesysibTaT Jo0aB/ienus npeukca B MexaHu3M pa3dopa

29.4 MexaHusMm padboTbl YHKLUU rPYNNUPOBKN

PesynpraToM paboThl (GyHKLIWM TPYIIMPOBKU SIBSIETCS CO3[jaHHe HOBOM TiepeMeHHOM. Kitouom st
riepeMeHHOM Oy/ieT sSIBJSITbCS HaMeHOBaHWe TPYMIbI, a 3HaueHue Oy/ieT BK/IHOUaTh pe3y/bTaTbl paboThI

nen

nipaBu/I pa3bopa. Pe3ynbTaTel paboThI ITpaBM/ia OyAyT repeurncieHs! uepes ";".

ITaHHy0 (YHKIMIO HeJlb3s1 UCII0/Ib30BaTh /1J11 HOPpMaIu3aiuy COObITHH. DYHKIMS MCII0/b3YHOTCS TOJIBKO
IS TIoC/ieytorreid 06paboTKU JaHHbIX.

[Tpumep paboThI:

Heob6xoauMo crpynmnupoBaTth pe3y/ibTaThl paboThl creAyromux npaBuit: (cM. «Tabm. 1»).



Taba. 1 — PesyabTarsl padoTsl paBuiI pa3dopa, KOTopble HE00X0AMMO CrPYNIIHPOBATh

Pesynbrar
Mexanusm | Ilone ITapameTpsbl Pe3ysnbTat (Kiou) (3uaucke)
GROK Data (.*:\s+)?%{GREEDYDATA: command}$ | command BeimoHuTh
MaTTepH 0OHOB/IEHNE
GROK . *\ (0 . : .
— TransactionID N (%{NUMBER:TransactionID}\)$ | TransactionID 2934007

1. B 6soke IIpaBuia pa3dopa Ha)KMHUTe 10 HAMMEHOBAHHUIO HY)KHOTO MeXaHu3Ma (cM. «Puc. 47»).

I'Ipasmna pa360pa [ + [obasutb l = TecTupoBaTb
MexaHusm Mone MapameTpebl

GROK natTepH Event *\$%{WORD:job_type\$_. %{WORD:job_status} v r LW
GROK naTTep MetadataPresental o (WORD:_}\s+%{GREEDYDATAMetadataPresentation - Py m
GROK natTepH Data (*\s+)?%{GREEDYDATA:command}$ Tpynna pesynsTata: group_1 v R
GROK naTTepH TransactionID #\(%{NUMBER:TransactionID}\)$ Tpynna pesynetara: group_1 v Ty @
GROK natTepH Message ~%{GREEDYDATA:parsed_message}$ v 0 oW

Puc. 47 — IIpaBuna pa3dopa, pe3y/1bTaTbl KOTOPBIX He00X0UMO 00beJMHUTD B rPyNIy

2. B otkpeBlleMCcs OKHe B 1oje I'pynma pe3yjbTara yKaKUTe HauMeHOBaHWe TPYIIIbI
(cM. «Puc. 48») n HaxkmuTe KHONIKY COXpaHHUTh.

Jo6aeuTe Nnpaesuno pas6opa X
Mone cobbiTus *
TransactionlD

MexaHuam pasbopa *

GROK nattepH

natTepH

F\(%{NUMBER:TransactionID}\)$

Mpedukc

Mpynna pesynbTara

group_]

Puc. 48 — [lo0aB/ieHne rpymnmnel pe3yabTaTa

3. YKaxkuTe Tpymmy pesynabTaTa [jii HYXXHBIX NpaBun pa3bopa. B rpade Ilapamerpsi Oyger
oTobpakeHa MHOPMAIUs O TPyMmax pe3ynbrara (cM. «Puc. 47»).



4. Haxmvure Ha KHONKY TecTtupoBarbh, a 3areM KHONKY IlokasaTh pe3y/ibTaThl, nepenjure Ha
BKIaKy "Tekyiee rpaBuio pa3bopa". Byger co3maHa HOBasi iepeMeHHasi, 3HaUeHHeM KOTODOM
OyzeT SBNATHCS MepedyeHb pe3y/IbTaToB paboThl mpaBuil (cM. «Puc. 49»).

TransactionlD 2934007

command BbINoNHUTL 0BHOBNEHWE

date 7/26/2023 2:39:42 PM

group_1 Object: {“TranlsactionlD":2934007,”command“:"BbmonHMTb obHoBNeHWe"}
|

hostname pgr-1c-00

job_status Update

job_type Data

Puc. 49 — PesysnbTat pa6ors! GyHKIUY IPyNIHPOBKH

2.9.5 MexaHu3Mbl HOpManusayum

[auHbIA pa3fen MCIob3yeTcsl KakK CIIpaBOYHBIA Marepuan rmo pabore B pasgene WICTOYHHKH —
IIpaBuia pa3bopa.

B Inardopme Papap a1 Tnepefaud TOJMyueHHBIX Ha 3Tame pas3bopa map "Kmtou-3HaueHue" B
TaKCOHOMHMIO, MOT'YT UCIO/Ib30BaThCsl CJIeyIOL1e MeTO/Ibl MTO0/ICTAHOBKHU:

o «DyHKIUM Pe0OPa30BaHMUs»;
e «CTpoKa»;

e «Ilone pa3bopa».
2951 ®yHKUUM npeobpasoBaHuA

IManHbIf criocob 1o3BosisieT MPUMEHUTH K 1o/ (rape"Kirou-3HaueHne"), KoTopoe OyzieT Tiepe/jaBaThCst
B TaKCOHOMUIO, BbIOpaHHOE TIpeoOpa3oBaHue.

[TpumeHuTH Tpeobpa3oBaHue K BELIOPaHHOMY TTOJIF0 MOXKHO eIMHOXK/IbI B pAMKax IpaBusia pa3dopa.
B ninatdopme pasap nozep>KuBarOTCs Cieyrome GyHKLA TpeoOpa3oBaHUs:

e «l/I3MeHeHHe BpeMeHHU B HeOOXOAUMBIH (hopMaT»;

o «IlepeBoj TEKCTA B HYYKHUU DETUCTD»;

o «JleKoJUpOBaHUE CTPOKU 13 base64»;

o «/lekogrpoBaHue cTpoku 13 HEX»;

o «Math. CnoxeHue»;

o «Math. Brrunranue»;

o «CKJIeiKa CTPDOKU».




29.5.1.1 WN3meHeHMe BpeMeHM B HeoGXxoauMmbIi chopmart

ManHbIi criocob 1mo3BossieT 3a/1aTh MepeyeHb (HOPMaTOB BpeMeHH, B KOTOpPbIe OyZieT peoOpa30BhIBATHCS
3HaueHHe BIOPAHHOTO TIOJIS TIPH MO/ICTAHOBKE B TAKCOHOMHUIO.

ITpu peanu3zanuu criocoba OyJeT BBITIOMHATLCS TOMbITKA Mpeobpa3oBaTh BpeMsi, B YKa3aHHBIM (opmar.
[Tocne mepBoro ycreurHoro mpeobpa3oBaHusi MPOLIECC CYMTALTCS BHITIOTHEHHBIM.

Ecnv HU ofivH 13 3aflaHHBIX (hOPMATOB BpeMeHU He cpaboTaeT, To Oy/eT Mo/JCTaBlIeHO TeKyIlee BpeMs
06paboTKy B hopMarte 10 yMOTUAHHIO.

[Ipumep HaCTPOMKY JAHHOTO MexXaHu3Ma NpuBesieH Ha «Puc. 50».

do6aBuUTb NpaBuno HopManusauum X

Mone TakcoHOMUK *

@timestamp

0ObnAsaTensHo

MeTof NoAcTaHoBKMN *

dyHKUKMA NnpeocbpasoeaHMa

GyYHKUKWA HOopManu3aynn *

M3meHeHWe BpemeHn B Heobxoaumelid dopmat

Mone pasbopa *

Date

®dopmatel pat *

%Y-%m-%dT %H:%M:%S +

Puc. 50 — Metoj, nogcranoBky " @yHkuus npeodpasosanus” . @yHKyus npeodpasoanus "Vi3MeHeHHe BPEMEHHU B HE00X0JUMbIH
¢opmat”

[y HacTpoliky criocoba rpeobpa3oBaHus YKaKUTe CIeAYIOIIHe JaHHbIe:

e Ilone pa3bopa— ykaxwure rmosie (TIOJydeHHOe Ha 3Tarie pa3bopa), 3HaueHHe KOTOpOro Oyzer
nepe/iaBaThCsl B TAKCOHOMHUIO;

o opmar jaT — 3a/aliTe NMoc/ieJoBaTeIbHbIA CITUCOK (JOPMATOB ZiaT U BpEMeHM.

[epeueHb NoAep>KrBaeMbIX (HOPMaTOB AT NpYBeZieH B TabuLie:

dopmar Onucanue

%y CokpairieHHas 3anuch roga. [Ipumep: 2025-03-02 15:44:32 GMT+0300 6yzeT cOOTBETCTBOBATh 25.

%Y [MonHas 3amuck rogia. [Tpumep: 2025-03-02 15:44:32 GMT+0300 6ynet cootBeTcTBOBaTH 2025.

%b CokpalleHHasl 3arich Ha3BaHus Mecsta. [Ipumep: 2025-03-02 15:44:32 GMT+0300 6yzeT COOTBETCTBOBAaTh
0

Mar.



dopmar Onucanue

%B IMonHoe Ha3BaHKWe Mecsia. [Tpumep: 2025-03-02 15:44:32 GMT+0300 6yzet cooTBeTCTBOBaThH Mar.
%m IMonHas 3anuck Mecsita. [pumep: 2025-03-02 15:44:32 GMT+0300 6yzet cooTBeTcTBOBaTH 03.
%d IMonxas 3anuck gatel. [Tpumep: 2025-03-02 15:44:32 GMT+0300 6yget cootBeTcTBOBaTh 02.
%e CoxkpatreHHast 3anuch fathl. [Ipumep: 2025-03-02 15:44:32 GMT+0300 OyzeT cCOOTBETCTBOBATH 2.
%a CokpairjeHHast 3anMch Ha3BaHus AHs. [Tpumep: 2025-03-02 15:44:32 GMT+0300 6yeT COOTBETCTBOBATh
0
Sun.
%A TMonHas 3anuch Ha3BaHus AHs. [Tpumep: 2025-03-02 15:44:32 GMT+0300 6yzeTt cooTBeTcTBOBaThH Sunday.
%u KonvuecTBo AHell ¢ Hauasia Heflenu, HauUMHast ¢ IoHeenbHUKa. [Ipumep: 2025-03-02 15:44:32 GMT+0300
¢ Oy/leT COOTBETCTBOBATH 7.
Y%ow KonruecTBo AHell ¢ Hauasia Heflenu, HauMHast ¢ BockpeceHbs1. [Ipumep: 2025-03-02 15:44:32 GMT+0300
0 Oyzet cootBeTcTBOBaTH 0.
%W KomuuecTBo Hefienb ¢ Hauasa roza. [lpumep: 2025-03-02 15:44:32 GMT+0300 6yzet cooTBeTcTBOBaThH 09.
%j KomuuecTBo fHeli ¢ Hauasa roga. [Ipumep: 2025-03-02 15:44:32 GMT+0300 6yzaet cootBeTcTBOBaTH 061.
%D D OkeuBaneHT 3amucu popmara %m/%d/%y. [Tpumep: 2025-03-02 15:44:32 GMT+0300 6yget
¢ cootBeTcTBOBaTh 03/02/25.
%F OKBUBaJeHT 3anucu popmaTa %Y-%m-%d. [Tpumep: 2025-03-02 15:44:32 GMT+0300 6yger
¢ cootBeTcTBOBaTh 2025-03-02.
%H TTo/iHast 3aMmyCh KOJTMUECTBO YacoB € Havasia CyTok. ITpumep: 2025-03-02 15:44:32 GMT+0300 6yzet
? COOTBETCTBOBATH 15.
%I Yac BpeMeHHU CYTOK, B 12-uacoBom dopmare. [Tpumep: 2025-03-02 15:44:32 GMT+0300 byget
? cooTBeTCTBOBaTh 03.
%M IMosnHas 3anuck KosuyectBa MUHYT. [Ipumep: 2025-03-02 15:44:32 GMT+0300 6yzeTt cooTBeTCTBOBAaTh 44.
%S IMonHas 3anuck KonuyectBa cekyHz. [Ipumep: 2025-03-02 15:44:32 GMT+0300 6yzeT cooTBeTCTBOBaTH 32.
%s TTosiHast 3armuch KouuecTBa MWLIMCeKyH . [Tpumep: 2025-03-02 15:44:32.032 GMT+0300 6yzaet
? cooTBeTcTBOBaTh 032.
% JKBUBajIeHT 0003HaueHuss AM/PM, cBs3aHHBIM ¢ 12-uacoBbiM opmaTtoM BpemeHu. [Tpumep: 2025-03-02
P 15:44:32 GMT+0300 OyzeT cooTBeTCTBOBaTL PM.
%R OKBHBasieHT 3anucH ¢popmara %H: %M. IIpumep: 2025-03-02 15:44:32 GMT+0300 6yzeT COOTBETCTBOBATh
(1]
15:44.
KBUBaseHT 3anvicy ¢popmara %H:%M:%S. [Ipumep: -03- :44: + eT
%T 3 ¢dop %H:%M:%S. Tlpumep: 2025-03-02 15:44:32 GMT+0300 6yx
0 COOTBETCTBOBATh 15:44:32.
%r 12-yacogoti popmar jiokarbHOro BpeMenH. ITpumep: 2025-03-02 15:44:32 GMT+0300 6yget
? cootBeTcTBOBaTh 03:44:32 PM.
% CraHpapTHast MHTepIIpeTaLys JJOKalbHOM AaTel ¥ BpeMeHu. [Tpumep: 2025-03-02 15:44:32 GMT+0300 Oyget
0

CcooTBeTcTBOBATh Sun Mar 2 15:44:32 2025.

@®opwmar [+\|-]h[h][:mm] (T.e. TpebyeTcs pa3menutess (:), MEXAY YacaMyd ¥ MUHYTaMU C HaUa/IbHBIM
%0 HeoOs13aTe/TbHBIM HyJIEM, it aca). ITpumep: 2025-03-02 15:44:32 GMT+03:00 OyjeT COOTBETCTBOBATh
+03:00.



dopmar Onucanue

%z 3amuch -0430 o3HauaeT 4 yaca 30 munyT niepes, UTC cmeltenus, a 04 o3Hauaet 4 vaca nocie UTC
? CMeIIleHsI.

AG6peBraTypa WM Ha3BaHUE YaCOBOTO TI0sICa, B3STOE KAaK caMasl ITWHHas TI0C/Ie0BaTe/IbHOCT CHMBOJIOB,
%Z cofiep>KalLjasi TOJIbKO CUMBOJIBI OT A 710 Z, oT a 1o z. [Tpumep: 2025-03-02 15:44:32 MSK 6yzet
coorBeTcTBOBaTh MSK

2.9.5.1.2 TepeBop TEKCTA B HMKHUW perucTp
ITpu peamu3anuu criocoba Bce iepe/iaBaeMble 3HaUeHUs Oy 1y T 1TpeoOpa30BbIBAaThLCS B HYPKHUM PETrUCTp.

[TpyMep HaCTPOWKM JaHHOT'O0 MeXaHW3Ma NpuBeZieH Ha «Puc. 51».

[Oo6aBuTb NpaBuno HopManusauum X

Mone TakcoHoMUK *

action

ObnAsaTensHo

MeToq, noacTaHoBKM *

dyHKUKMA NnpeobpasoBaHMA

OYHKUWA HOpManuaaumm *

MepeBon TEKCTa B HUXHWIA pETUCTP

[Mone pasbopa *

job_status

Puc. 51 — Metoj nopcranoBku " DyHKiusa npeodpa3zosanus". @yHKius npeodpasoanus "IlepeBoj TeKcTa B HIDKHMI peructp”

st HacTpoMKM aHHOTO criocoba, B mosie [Tosie pa3dopa HeoOX0UMO yKa3ath Tojie (TI0/lydyeHHOe Ha
Tare pa3bopa), 3HaueHre KOTOpOro Oy/eT repe/jaBaThbCsl B TAKCOHOMMIO.

2.9.5.1.3 [OekogupoBaHue CTPOKU n3s base64

[Mpu peanu3aumu criocoba repejjaBaeMble 3HaueHHsl, KOTOpble ObLIM 3aKOJUPOBaHbI B Ipe/iCTaB/eHue
base64 OyAyT N€KOAUPOBAThCS U TIOACTAB/SITHCSA B COOTBETCTBYIOIIYIO TAKCOHOMMUIO.

ITprMep HaCTPOWKM JAHHOTO MexaHu3Ma MpuBefieH Ha «Puc. 52».



do6aBuUTb NpaBuno HopManusauum X

Mone TakcoHOMUK *

observer.event.type

0Obs3atenbHo

MeTof NoAcTaHOBKM *

DyHKUKWA NpeobpasosaHua

DyHKUMA HOpManM3auum *

[ekognpoeaHWe CTPokW 13 base64

Mone pasbopa *

Channel

Puc. 52 — Meroj, nogcranoBku " @yHkuus npeodpasosanus’. @yHkuus npeodpasosanus "JlekogupoBanue crpoku B base64"

[y HacTpOMKM JaHHOTO criocoba, B mosie IToste pa3dopa HeoOXoAMMO yKa3aTh Tojie (TTOo/lyueHHOe Ha
Tare pa3bopa), 3HaueHre KOTOpOro Oy/eT repejaBaTbCsl B TAKCOHOMMIO.

29.5.1.4 [ekoaupoBaHue CTpoku ns HEX

ITpu peamm3anmu criocoba repe/jaBaeMble 3HaueHHs], KOTOPble ObLTM 3aKOJUPOBAaHbI B Ipe/ICTaB/IeHUEe
HEX 6yayT 1eKoAupOoBaThCS U TIO/[CTAB/ISITHCS B COOTBETCTBYHOIYH0 TaKCOHOMMIO.

[Tprimep HaCTPOWKHU JAaHHOTO MeXaHW3Ma IpuBeJieH Ha «Puc. 53».

[do6aBuUTbL NpaBuno HopMmanusauum X

[Mone TakcoHOMMM *

initiator.command.type

0O6s3aTenbHo

MeTof NoACTaHOBKMN *

PyHKUMA NpeobpasosaHus

QyHKUMS HopManuaauum *

[exkoaupoeaHWe cTpoku M3 HEX

Mone pasbopa *

proctitle

Puc. 53 — MeTop nojcranoBku " @yHKuus npeodpa3oBanus’ . ®yHKyuA npeodpa3osanus "lekoaupoBanue crpoku uz HEX"



[l HaCTpOMKM JaHHOTO criocoba, B mosie IToste pa3dopa HeoOXOAMMO yKa3aTh Tojie (TTO/lyueHHOe Ha
Tare pa3bopa), 3HaueHHe KOTOPOro Oy/eT repesiaBaTbCsi B TAKCOHOMMIO.

2.9.5.1.5 Math. ChoxeHue

TaHHBIH CI10CO0 MO3BOJISIET BBITOJHUTh ApUMMETHUECKOe C/IOKEHUe 3HAUEHHWH [IBYX T0JIed ¥ [TOMECTHTh
pe3yJibTaT B TAKCOHOMMIO.

[Ipumep HaCTPOMKY JAHHOTO MeXaHu3Ma NpuBesieH Ha «Puc. 54».

[Oo6aBuTb NpaBuno HopManusawuum X

Mone TakcoHoMUK *

target.container.number

Obs3atenspHo

MeToq nogcTaHoBKM *

OyHKUKWA NpeobpasoeaHMa

DYHKUKWA HOpManuaauum *

Math. CnoxeHue

Mone pasbopa *

prio A

Session ™

Puc. 54 — Meroj nojcranoBku " @yHkuus npeodpasoBanus”. @yHknus npeodpa3opanus "Math. Ciioxenue"

Yrobbl HACTPOUTH 3TOT MeETO/l, HeOOXOJUMO yKa3aThb JBa T0Jisi pa30dopa, 3HAUeHUs KOTOPBIX OymayT
CK/1aJjbIBaThCs, a 3aTeM TTOMEIIaThCSl B TAKCOHOMMIO.

[Tpumep:
HaugaslpHEE YCJIOBUSA
"nmoje TaxcoHoMum": "target.container.number"
[Tona pazbopa "Knou-3HaueHue":
HprioH: "7",
"Session": "34",
PesyaeTar

target.container.number=41

2.9.5.1.6 Math. BbluntaHue

HaHHbIﬁ C110c00 1M03B0JISIeT BLITTOIHUTE apI/I(i)METI/I‘-IECKOG BbIUYMTaHUE 3HAUE€HHA OL4HOTIO I10JId U3 APYyroro
M TIOMECTUTL pe3yJ/ibTdT B TaAKCOHOMMUIO.

[Ipumep HaCTPOMKY JAHHOTO MeXaHu3Ma NpuBesieH Ha «Puc. 55».



[Oo6aBuUTbL NpaBuNo HopManusauum X

MMone TakcoHOMUK *

target.container.number

0O6s3aTenbHo

MeTof NoACcTaHOBKM *

DyHKUKMA NpeocbpasosaHus

QYHKUKWA HOpManuaauum *

Math. BelumutaHue

[Mone pasbopa *

prio J

Session ™

Puc. 55 — MeTop nojcranoBky " @yHKuMs npeodpa3oBanus’ . PyHkuusa npeodpa3osanus "Math. Beruntanue"

Yrobbl HaCTPOUTH 3TOT MeTOJl, HeOOXOJUMO yKa3aThb [Ba Tojs pa3bopa. 3HaueHHe BTOPOTO TIOJS U3
cnurcka OygeT BBIUMTATBCS W3 3HAUeHWs TepBOro, a pe3y/bTaT BbIUMTAHUS OyZeT TOMeIlleH B

TaKCOHOMHIO.
[Ipumep:
HauasipHEIE yCJIOBUA
"noye Taxconommm": "target.container.number"
[Tosia paszbopa "Kiwou-3HaueHume":
"prio": ll7ll,
"Session": "34",
PesyaeTar
target.container.number= -27

2.9.5.1.7 Ckneiika CTPOKuU

Eciu B ofHO 3HaueHue B pe3ysibTaTe pa3bopa ObLIo MOMeleHO B HeCKOJIBKO T0JIeH, To Tpu o0aBieHun
B TaKCOHOMUIO, X HEOOXOIUMO MpeiBapUTeTbHO 00HeAMHUTD (CKIIEUTD).

,Z[aHHBII‘/JI c1rioco0 mo3BoJiseT HaCTPOUTH C1I0co0 CK/1enBaHusl.

ITprmMep HaCTPOWKM JAaHHOTO MexaHu3Ma MpuBefieH Ha «Puc. 56».



do6aBuUTb NpaBuno HopManusauum

Mone TakcoHOMUK *

event.category

0Obs3atenspHo

MeTog nogcTaHoBKM *

OyHKUKWA NpeobpasoeaHMna

DYHKUKWA HOpManuaauum *

Cknerka CTpOKK

Paspenutens 06beNHEHHLIX CNOB *

[TonA pasbopa *

job_type —

job_status —

Puc. 56 — MeTop nojcraHoBKH " ®yHKIMs npeodpasoBanus’ . DyHKiusa npeodpa3osanus " CkielKa CTpoKu"

[Inist HacTpolKy criocoba BLIMOJTHUTE CJIeYIOLIHe 1eHCTBUS:

e Pa3penurenns 00BbeUHEHHBIX CJ/IOB — YKaKUTe CIOCO0, KOTOPBIM OyAayT 0OBeIuHSATHCS
3HaueHUsI TI071ell. ITO MOXKeT OBITh MPOM3BOJILHOE CJI0OBO UM CUMBOJL

e Ilons pasbopa. 3ajaeTcs mMOC/IeAOBaTe/IbHBIA CIMCOK TI0JIeM, 3HaueHWs KOTOPhIX OyayT

"cknenBaTbCs" pa3zenurenieM 00beJUHEHHBIX CJIOB.

[Tpumep:
HaugaspHEE YCJIOBUSA
"nmoje TaxkcoHoMum": "event.category"
"paznenuresb OOBeAMHEHHHX cjioB'": " ",
"mose pasbopa": "job type"
"mose pasbBopa": "job status"

Kiou-3HaueHue mnoJier paszbopa:
"job type":"Data"
"job status":"Update"
PesyneTar
event.category=Data Update

2.9.5.2 Crtpoka

[Haunbli crocob Oyzer mepejaBaTh B TaKCOHOMHIO TPOM3BOJIBHOE
KOHCTaHTHOMW CTPOKH.

[Ipumep HaCTPOMKY JAHHOTO MeXaHu3Ma NpuBesieH Ha «Puc. 57».

3HayeHue,

YKa3dHHOe B BHJE



do6aBuUTb NpaBuno HopManusauum X

Mone TakcoHoMUK *

event.logsource.vendor

ObnAsaTencHo

MeToq nogcTaHoBKM *

CTpoka

MpounsoneHas cTpoka *

1C

Puc. 57 — Metopa noacraHoBkH "CTtpoka"

[l HaCTPOWKK MeTo/ia TIOACTaHOBKK Heo6xonumo B rosie IIpou3Bo/ibHasA CTPOKA, yKa3aTh 3HaueHMe,
KoTopoe OyzieT nepeZjaBaThbCsl B TAKCOHOMHUIO.

[Ipumep:
HauaJsibHBEIE YCJIOBUS
"mojie TaxkconoMmu'": "event.logsource.vendor"
"mpousBoJibHaaA cTpoka": "Benmop 1C",
PesysaeTar

event.logsource.vendor=Bernnop 1C

2.9.5.3 Mone pasbopa

Hansblii crioco6 Oyaer mepesnaBaTh 3HAaueHWe BBIOPAHHOTO IIOJII B TaKCOHOMMIO 0e3 Kakoro-imbo
ripeobpa3oBanus. [IpMep HaCTPOMKY AAaHHOTO MeXaHW3Ma NpuBefieH Ha «Puc. 58».
do6aBuUTb NpaBuNo HopManusauum X

[Mone TakcoHOMMM *

target.task.id
0Obs3atenbHo

MeTof NoACcTaHOBKM *

[Mone pasbopa

[Mone pasbopa *

TransactionlD

Puc. 58 — Meroj nopcranoBku "Ilosie pa3dopa”



[t HaCTpOWKM MeTo/ia TIOACTaHOBKM Heobxonumo B mone IToste pa3dopa, ykaszars mose (To/ydeHHOe
Ha 3Tarie pa3bopa), 3HaueHHe KOTOPOro OyzeT repefaBaThCsl B TAKCOHOMHUIO.

HauaJsibHEIE yCJIOBUSA
"nmoje TaxcoHoMum": "target.task.id"
[Ioste paszbopa:
"xjou'": "TransactionID",
"3Hauenme": "2934007",
PesyneTar
target.task.id=2934007

2.9.6 MexaHn3mbl o6oraLeHus
2.9.6.1 DNS o6GoraweHune

DNS o6oramense — 3TO TMPOLECC HATIOJHEHUSI COOBITUI [TOMOHUTE/ILHONM MH(OpMAaI[iel Ha OCHOBE
DNS-3anuceti o fomeHax u IP-azgpecax.

ITpu TOCTYIJIeHUH COOBITHUH, B 3aBUCUMOCTH OT HWCTOYHMKA, MOXXET OBbITb, pa3Hasi KOMOWHaI[Us
3ar0/IHeHHBIX Tosiel. OboraieHre BbITOIHSAETCS TOIBKO Jjisi KOMOWHAI[MKU U3 Tpex moJei IP, hostname,
fqdn.

Bo3moxxHOCTb Mcronb3oBanuss DNS oboraiieHyst HacTpauBaeTcsl B pasjiesie AJMUHHUCTPHUPOBaHHE —
Knacrep - Bkjazka YnpaB/ieHue KoHurypaiued, rje B /JPeBOBHJHOM CITMCKe HY)KHO BbIOpaTh
Enrich — DNS u HacTpouTh c/iefyroliiye apaMeTphbl:

e Bximounth oboraienre ¢ DNS cepeepa;
o Ilpepnsarpyska u3 (aiina;
e Crniicok nokanbHbix DNS cepBepos.
[Tpumep napamerpoB DNS oborartieHusi, Ipy Co3/1laHUU TipaBusia oboraileHus:, puBefieH Ha «Puc. 59».

Tun oboraweHua *

DNS

MapameTpbl oboralweHus

Mone TakcoHoMun FQDN *

event.dns.answer.host.fqdn

Mone TakcoHomum IP *

event.dns.query.host.ip

Mone TakcoHomun HOSTNAME *

event.dns.query.host.hostname

Puc. 59 — ITapamerpsi DNS oboramienust
Inst DNS oborarieHust HaCTpauBarOTCS CIeYIOLINe TIOJIS:

o Ilone rakconomuu FQDN;

e Ilone TakcoHomuu IP;



e [Ilone rakconomuun HOSTNAME.

IIpunnun padorer: Eciv npu cpaboTke mpaBuia, XOTs Obl OfHO W3 BBIOPAHHBIX TOJIEHM 3arlOTHUTCS
3HaueHWeM/3HaueHUsIMH, TO CepBUC 00pabOTKM coObITHII TOMpoOyeT BOCCTaHOBUTH OCTaJIbHBIE TIOJIS.
IIppu 3TOM CcepBuC OygeT wucmosb3oBaTh DNS-cepBep, KOTOpBI  3ajj@eTcsi B pasjere
ApvuHuctpupoBanue — Kiiacrep — BK/Iajika YnpaB/eHHe KOH(UTypaljuei.

B ciyuasix, Korjja Bce TpPHW TIOJsi TaKCOHOMUHW 3ariOIHEeHbI, WM HA0OOpOT - MycCThble, oboraieHve
3aBeplIaeTcsl.

29.6.2 GeolP-o60raueHue

GeolP-o6oramenune — 3710 mpoijecc fobaBieHUss UHPOPMAMK O TeorpauueckoM MeCTOTOI0KeHUN
IP-ajpecoB, HarIpuMep, O CTpPaHe U rOpoJe pacroioKeHus, Biaajesblax [P-agpecos u Apyrom.

IInardopma Papap rosBossieT 3arpy3uTh CIUMCOK COOTBeTcTBUM [P-azpecoB wnu pAuarna3oHoB [P-
a/ipecoB TreorpayuecKuM JaHHBIM, YTOOBI 3aTeéM HCIO/b30BaTh 3Ty WHGOPMAaLUI0 MpU oboraijeHuu
COOBITHIA.

s pabotel GeolP-o6oraiieHust HE0OXO0AUMO BBIMIOTHUTE CJIeIyIOIINE 1eHCTBUS:

1. Tlomyuwnre 6a3y GeoLite2 Free Geolocation Data | MaxMind Developer Portal.

2. TlomectuTe ee Ha y3es 1aTQOPMbI, Ha KOTOPOM ycTaHoB/ieH cepBuc TERMIT.

3. Ilepeiizute B pasfgen ApaMuHUCTpUpoBaHMe — Kiactep —  BK/Jagka YmnpaB/ieHue
KOH(uUrypaunmeii.

4. B ppeBoBugHoM criucke nepeliaute Enrich — GeolP (cm. «Puc. 60»).

M 17230254154 ~ | Ynpasnenue KOHpUrypauved Nuuenans akTweHa Ao: 2025-08-20 | @ flosymentaun | @ admin
G PaGouni cron
Vansi cucTems: Ynparnasme koudurypaueit AP knioun YuOTHBIE 3ANHCH AN CBOPE AAHHGI MinanupoRLNC 33734 Crpuat VAPaRNEHIE MYNETUAPEHANOCTEIO
Q Cobsius 2
@ VHumpesTsl ~ Cnucok caoficTs KoHUTYpaLwii 3anucate kowpurypaumo  [eY
Geolp > BknounTe Geolp
> Cerberus
o Akt v > ClusterAgent EKni0uHTE Geolp WcTopua nameHeHWin
— o > cm
> Cruddy
# KoppensTop v HeT UaMEHEHU  CoanaHUe  CHCTEMHOS
> DatasApi
3 MCTOuHMKKN ~ > DNS HeT usmenenmi
~ Enrich 3
4 Mapamerpsi ~
- > Custom lMepeonpefeneHie napaMeTpoB yanos 10/ cTpaniua
AQMUHHCTPMOREME -
vaen
Patoume crons! SSeolp
master
OruéTe "
g Teessarpy ns gains
RS = Vihar napameTpa:
MOHHTOPUHT g5 By Geolp

MNonsaoeareny ¥ Npasa

Knactep ] > Rvs
PenyTaumoHHsie cncin

VcTouHikY 10C

NALEH3MA

Puc. 60 — Bkiarouenne GeolP-o6oramenus

5. Hacrporite criepyroiye napaMmeTpsl:
» B mnapametpe IIpeasarpyska u3 gaiiia ykaxuTe yTh K CKaueHHOM Oase;
e ycraHoBure napamerp Bkimounts Geolp B 3HaueHue true.

6. Haxmure KHOMKY 3anucatb KOHQUrypanuio.

[Tpumep napameTpoB GeolP-oboraiiieHus, pyu Co3/laHUM TIpaBUsia oboraitieHusi, puBeseH Ha «Puc. 61».


https://dev.maxmind.com/geoip/geolite2-free-geolocation-data/?lang=en

Tun oboralieHns *

GEOIP

MapameTpbl o6oralieHns

Mone TakcoHomun IP agpeca *

target.host.geoip.country

MNone TakCOHOMWM CTPaHbI

target.host.geoip.country

MNone TakCOHOMWUK HaceNeHHoro NyHKTa

target.host.geoip.city

Mone TakcoOHOMWUW pernoHa

target.host.geoip.continent

Mone TakcoHOMUK iSO

target.nost.geoip.iso

MNone TakcoHoMUK location

target.host.geoip.location

Mone TakcoHoMUK timezone

target.host.geoip.timezone

Puc. 61 — ITapameTpsi GeoIP-oGoraieHus

s GeolP-ob6oraiiieHrst HACTPAUBAIOTCS CJIeAYIOIIHE TIOJIS:
e TITone Takconomum IP aapeca (obsi3aTesibHOE T1071€);
o Tlo/sie TAKCOHOMHM CTPAHBbI;
e Tlo/sie TAKCOHOMHM HACEIeHHOTO MYHKTA;
e [Ilosie TAKCOHOMUM PEeruoHa;
o Ilojie TAKCOHOMMH iSO;
e TIlose Takconomumu location;
o Tlose TakcOHOMHUM timezone.

Ipuaoun pa6orel: Eciv mpu mocTyriieHWd CoOBITHS, TIosie TaKCOHOMHMM I[P azipeca 3amosHsieTcst
3HaueHWeM, TO BBITIOJIHSETCSI TIOMCK JaHHOro IP B ckayanHol 6ase paHHbIX GeolP. Ilo pesysmbratam
TIOMCKa COOBITHE MOKeT ObITb 00OTal[eHO COOTBETCTBYIOIIMMHU JJAHHBIMU (CTpaHa, HaCe/leHHbIA MYHKT,
PErvoH U T.A.).

2.9.6.3 Oo6oraweHue No Tab/IMYHOMY CMUCKY

Tabmunbele criicku (Rapid Value Store), sSBASIOTCS BHAOM aKTHBHOTO XPaHW/IWINA -- aBTOMATHUECKU
W3MEHSIEMOT0, B 3aBUCUMOCTH OT yc/oBUi. PaboTa ¢ TabG/JMUHBIMU CITMUCKAaMH BBITTOJIHSETCS B pa3sziesie
Koppenstop — Tab/MuHbIe CIUCKH.

IInardopma Pasap 1mo3BoJisieT UCMIOMB30BaTh 3alMCH TaOIMUHBIX CITUCKOB /st 060Tall[eHus1 COOBITHH.



B03MOXXHOCTB MCITO/b30BaHMsI TaOMMYHBIX CITUCKOB AJIsi 0OorarieHust COOBITHI HaCTPauBaeTCs B paszese
AamunucrpupoBanue — Kiacrep — Bk/iajka Ympas/sieHHe KOH(Urypanuei, rje B JpeBOBUIHOM
crivcke HY>KHO BbIOpath Enrich — Rvs (cM. «Puc. 62»).

Ynpaenexue KoHpurypauwein

TiueHaun akTvBra go; 2025-08-20

© Nokymermauus | @ admin

a
Yane cHeTeMb! Ynpasnenve KoHdpurypausmed AP o
Q
o CnucoK ceoiicTa KoHMrypauuii
a T n0BaNkHSI KK ASTOPMSALYIH SANPOCOS Ha CEPBNGE cerberus
B

AApECa 3NEKTPOKHOM NONTS AN YBEAOMAGHIA O BHELITATHOM HIMEHEHIN
#* KOHOATYPALMM CHCTEMEI

APECa 3neKTDOHHOM NOTH ANA YBEAOMNEHUA O LUTATHOM USMEHEHIH

" KOKGUTYPaLUM CHETEMS!

> Beaver

> Cerberus

> ClusterAgent

> cm

> Cruddy

> DatasApi

> DNS

~ Enrich
> Custom
> Dns

> Geolp
~ Rvs

Bxnioumrs TaBNMuHEIR CMCKA

V4ETHEIE 3NHCH [NIA CBOPA AaHHGIX Mnanuposwk sapas Crpunet

Rvs > B/IlOUWTb TabnuuHbIe CrIMCKK

BRIOWMTE TABANMHEIE CTACKH

-

MNepeonpenenexue napamMeTpo. y3nos
YVaen:

master

Wias napameTpa:

Puc. 62 — Bkiouenue Rvs-o6ozaujenus

[Tpumep HaCTpOWKK TMapaMeTpoB oOOOraiieHuss 1o TabIuyHOMY

oborarrieHus, TipuBefieH Ha «Pwuc. 63».

MapameTpbl o6oraweHnn

TabnuuHbIA cNUCoK

host+name

Knioumn

[Mone TakcoOHOMWKW A KkoYa host *

event.dns.query.host.fgdn

[Mone TakcOHOMWUK ONA KKoda name *

event.dns.answer.host.hostname

3HaueHun

[Tone TakCcoHOMUK ANA 3Ha4YeHus count

target.threat.count

[Mone TakCOHOMWKW ONA 3HAYEHKUA ip

event.dns.answer.host.ip

[None TakcOHOMWUKW ONA 3HAYeHUA cidr

Puc. 63 — ITapamerpsi Rvs-o0oraimenus

YPaBNEHHE MYNSTHAPEHAHOCTEI

3anucaTs KoHGUrypaumo

VicTopWA M3MeHeHHit

~ 2024-11-2015:12:52

et wameneHi | Coaganme  CucTemmos

HeT uameHenni

1 10/ cTpanuua

CIIUCKY, IIpK CO34aHUU TIpaBUJId



171 HaCTpPOWKM TTapamMeTpoB 000TalleH s BBITIOJTHUTE C/IeIYIOIINe AeHCTBUS:

1. B mone Tad/mMuHBIM CHHMCOK W3 BBINAJAIOIIET0 CITHMCKA BbIOEpUTE TaO/MMUHBINA CrUCOK. ByzeT
copMUpPOBaH CITHMCOK M0/l TAKCOHOMUH 15l K/TFOUeld ¥ 3HaueHHi Tab/IMYHOTO CITHCKa.

2. B none/monsix Knwum ykakute KakKyr0 TaKCOHOMHUIO MCIIO/Ib30BaTh [ K/Itoueld TabIMuHOro
crnMcKa (13 Kmoueid opMUpYeTCsl YHUKaIbHbIN WIeHTHUGhHUKATOP 3alliCH TabJTMYHOTO CIIMCKA).

3. B none/monsix 3HaueHUs1 YKa)KUTe KaKyl TaKCOHOMUIO UCI0/Tb30BaTh [jisi 3HaUeHHH TabIMYHOTo
CIIMCKa.

ITpuHIUn padoThI:
1. CepBuc OyzeT poBepsiTh eCThb JIM 3HAUEHHS B MOJISIX K/TF0Ueld HOPMaIn30BaHHOTO COOBITHSI.

2. Ecnu 3HaueHMe B TI0JIe eCThb, TO CepBUC 00OpariaeTcs K TabJIMYHOMY CITUCKY | T10 KJTFOUY, KOTOPBIN
¢dbopmUpyeTcsi U3 YKa3aHHBIX 3HAUEHUM, TbITaeTCsl HAUTH COOTBETCTBYIOLYIO 3aIlUCh.

3. Ecium 3anmck HalzeHa, TO coObITHe oboraijaeTcsi 3HaYeHUsIMU, YKa3aHHBIMU B JAHHOMW 3aryCH.
2.9.6.4 Oo6GoraweHue No cnpaBOYHUKY

OoborariieHue 10 CIPaBOYHUKY — 3TO TPOIIECC HAIlOJTHEHUsI COObITUI [IOTIO/THUTETbHON MH(OopMaliei Ha
OCHOBeE [JaHHBIX JIOKA/IbHBIX CIIPAaBOYHUKOB.

[TpumMep HaCTPOMKH TlapamMeTpoB OOOrallieHus1 M0 CIPABOYHUKY, MPU CO3ZaHUM TipaBWia oborarreHus,
rpuBejieH Ha «Puc. 64».

Tun oBoraleHns *

Mo cnpaBoYHKKY

MapameTpbl oboraw,eHna t BcTasuTb Kak JSON
Mone TakcoHomMuKn Knroya *
initiator.antivirus.last.quick_scan.source
[one TakCOHOMMUK 3HaveHus *
initiator.antivirus.last.quick_scan.source
CnpaBoYHNK 3HaYEHWA
0 scan didn't run - +
1 user initiated - +
2 system initiated - +

Puc. 64 — ITapaMmeTphbI 060raieHus o CIPaBOYHUKY

[17151 HaCTpOMKY 1MapaMeTpoB 00OTalleH!sT BBITTOTHUTE CIeAYIOIIMe JeCTBHS:

1. BroibepuTe mosie TakCOHOMHUH, KoTopoe Oyger sBisTbcs Kmouom, 1o koropomy Oyzer
BBITIOJTHATHCS oboraijeHye.

2. Boibepute TONe TAKCOHOMHM, KOTOpoe OyJer sBisATbCS 3HaUeHHeM, KoTopoe Oyzer
oborataTbcs.



3. B Tabmie CpaBoYHUK 3HauYeHH# HaXMUTe KHOMKY C03/aTh 1 B COOTBETCTBYIOIIUX MOJISIX
ykakute Kmroun v 3HaueHus1, KOTopbiMu OyzieT oboraiijeHo coObITHe.

IInardopma Pasap ro3BosisieT BCTaBUTh CITPABOYHUK 3HaueHUit ¢ romotiisio JSON. [I7s1 3TOro HaXXMure
KHONKY BcraButh Kak JSON U B OTKpBIBIIEMCS OKHe YyKakUTe CIPaBOYHUK 3HAueHUud B
COOTBETCTBYHOIIIEM (hopMare.

IIpunoun padorsl: Eciii B 1osie TaKCOHOMUM KJTFOUa TIPU/ET 3HaueHWe, KOTOpOe eCTh B CIIPaBOUHUKE,
TOT'/Ia TI0J/le TAKCOHOMMU 3HadeHus1, OyieT o6oraiieH0 COOTBETCTBYIOIIMM 3HaUeHHeM K3 CIIPaBOUHUKaA.

IIpumep:
HauanbHble ycioBus:
e Ilose TakcOHOMMMU Kroua: initiator.antivirus.last.quick _scan.source;
e Ilose TakcOHOMMM 3HaueHUs: initiator.antivirus.last.quick_scan.source.

CripaBOYHUK 3HaUeHUM:

Kntou 3HaueHUe

0 scan didn't run
1 user initiated

2 system initiated

B ¢dopmate JSON:

[

"0": "scan didn't run",
"1": "user initiated",
"2": "system initiated"

[Tpumep oboratieHus:

e eCd/Hn Tpu nojyuyeHnumn HOPMaJ/IM30BAHHOT'O coOBITHS moJjie TadKCOHOMMWH

initiator.antivirus.last.quick_scan.source =1;
e TO TOJe initiator.antivirus.last.quick scan.source Oyger oboraijeHO 3HaueHHEM uSer
initiated.
2.9.6.5 Oo6oraweHne No NoKaNbHOMY agpecy

B mporjecce o6oraiijeHre 10 JOKaJbHOMY aZipecy TIPOBepsieTCsl sIBJISIeTCS /U TIPULLeAIINA B COOBITUN
aZipec JIoKabHbIM WU HeT.

B03MOXXHOCTE ~ WCIIO/IE30BaHWS ~ OOoOramieHuss 10  JIOKaJbHOMY  afpecy  HacTpauWBaeTcs B
pa3zesie AAMUHUCTPUpOBaHue — Kilactep —  BK/aZka YmpaBjieHHe KoOH(uUrypanueu, rje
JIPEBOBHU/IHOM CITHCKe HY>KHO BbiOpaTh Enrich — DNS u HacTpouTh ciefyroiifie rnapaMeTphbl:



o CIMCOK JIOKa/IbHBIX CETeH;
e CIMCOK /JIOKalbHbIX JOMEHOB.

[Tpumep HacTpOWKM TlapaMeTpoB oboraijeHusi TIO0 JIOKaJILHOMY afipecy, TIpM CO3[aHWU TIpaBU/IA
oborarteHus, IpuBeieH Ha PUCYHKe 1.

Tun cborauleHMs *

JlokanbHLIN appec

MapameTpbl oboraiieHus

[None TakcoHomuu IP agpeca *

target.host.ip

[None TakcoHomMMK JlokansHoW cetn *

event.dns.answer.host.fqdn

Puc. 65 — ITapameTpsl 000rameHus o J0KAILHOMY afpecy
171 HacTpOKY TTapaMeTpoB 000TallleH s BBITIOJTHUTE C/IeAYIOIINe AeHCTBUS:
1. BbibepuTe mome TakcoHomuu IP azgpeca.

2. Beibepure mosie [y yKa3aHUs pe3yJibTaTa OIepalydi: BXOJUT /M 3HaUeHWe U3 TI0JIs1 TAKCOHOMUU
IP ajpeca B JIOKa/IbHYIO CeTh.

IIpunoun padorsl: CepBrc OepeT 3HaueHue, TIpUIlie/IIee B 1oJie TaKCOHOMUM [P azpeca U cpaBHMBaeT
ero co cnuckoMm IP azpecoB B sokanbHOUM ceth. Eciv coBmazieHve HalileHO, TO T0Jie TaKCOHOMHH
JIOKasIbHOM ceTH oboraiijaeTcsi ”HopMaleld o ToMm, BXOAUT i [P-azpec B IOKaIbHYIO CETh.



3. Jlor-konnekrtop

3.1 O6wue ceBegeHus

Jlor-komiektop (RADAR LOG-COLLECTOR) npepHa3HaueH /s opraHu3anyy cbopa coObITUi OT
HCTOYHUKOB COObITHI UB. JIOr-KO/IeKTOp MO3BOJISIeT OPraHW30BaTh pa3/IMuHbIe CXeMbl cOOpa COOBITHH
OT /TI00BIX UICTOUHUKOB, YUaCTBYIOIIUX B CETEBOM B3aUMO/IEMICTBUN U CO3ZAIOIIUX >KYPHA/bl COOBITU.

OCHOBHBIE (QYHKI[UH JIOT-KOJIIEKTOPA:

e cOOp COOBITHIA, JTOKAJBHO U Y/JaNEéHHO;

e OTIpaBKa COOBITHI B IDyTHE CUCTEMBI;

e 00paboTka COOBITHI Mepesi OTIIPABKOM;

e TepechblIKa COObITHH B 3aIM(PpPOBAaHHOM BHUJIE U CO CKATUEM;

e HaKOIUIeHHWe COOBITHI MPU pa3pbIBe COeJUHEHHS U OTIPaBKa MOC/ie BOCCTaHOB/IEHHSI.
BapuaHTbI pa3BepThIBaHUS:

e YCTAaHOBKa Ha WCTOYHMKE /i1 OpraHM3alliy JIOKajbHOTO cbopa COOBITHI C TOC/efyroliei
nepesayveii B [Inargopmy Pagap v B NpoMe)XyTOUHBIH JIOT-KOJI/IEKTOD.

e YCTAHOBKA Ha BbI/Ie/IEHHBIM CepBep /ijis OpraHU3alliy y1aleHHOT0 cOopa U NepechlIKH COOBITHIA.
e  YCTaHOBKA L|€TIOYKHU JIOT-KOJUIEKTOPOB [i/1s1 TiepeJjau COOBITHI B 3alIUPPOBAHHOM BUJIE.
PaboTa c I0oT-KOJI/IEKTOPOM BK/THOUaeT B cebs cyieyrolifye MMpoLjecch:

1. «YcTaHOBKA JIOT-KOJIJIEKTODa».

2. «Hactpoiika J10r-KoJ/ieKTopar».

3. «Hactpoiika cepBuca Log-proxy».

3.2 YcTaHOBKa Nnor-koJsiyiekropa

3.2.1 CwucrtemHble TpeboBaHUsA
Pabota sor-kosieKTopa Bo3MokHa Ha ciieaytoinmx OC:
o Windows Vista, Windows 10, Windows 11;

o Windows Server 2008, Windows Server 2011, Windows Server 2016, Windows Server 2019,
Windows Server 2022;

¢ Linux Debian;

¢ Linux CentOS;
e Linux RedHat;
e Astra Linux.

BapuaHTbl KoHpUTrypaiui 000py/j0BaHus MpUBe/ieHbl B TabmuLe:



CPU (cores) RAM HDD (GB)
MuHHUMasbHBIe anmnapaTtHbie TpeOoBaHHs 4 4 50
Tpeboanust ripu yctaHoBke ¢ Windows Event Collector 4 8 500

Ha mnpuBeseHHBbIX BbIllle MHHHAMAIbHBIX TpPeOOBaHMSAX K pecypcaM, JIOr-KOJUIeKTOp obecreurBaeT
06paboTKy nmoToka 5000 coObITHI B CEKYHAY.

3.2.2 OC Windows

B HacTosiriem pa3ziesie mogpoOHO OMUcaHa TMpoljefypa yCTaHOBKM M 0OHOB/IeHUsT jor-KosutekTopa Ha OC
Windows.

3.2.2.1 YcTtaHOBKa

BaumaHue! YcmaHogka no02-KoaneKkmopa —ocywjecmensiemcss noo yuemHoll 3anuchbl0 C npasamu
aomuHucmpamopd.

Ilepex ~HauaOM YCTAaHOBKM HEOOXOJUMO TIOJYYMTh MSi-TIAKeT, KOTOPbIA HAXOAUTCA B
Karajsiore /opt/pangeoradar/repository/pangeoradar-logcollector/.

[y 3amycKa mpoliecca YCTaHOBKH 3alyCTUTe ToyiyueHHbIN (aiin. OTKpoeTcss MacTep YCTaHOBKM JIOT-
KoJiiekTopa (cM. «Puc. 66»).

ﬁ Log Collector Setup - pd

@ Welcome to the Log Collector Setup
Wizard

The Setup Wizard will install Log Collector on your computer.
Click Mext to continue or Cancel to exit the Setup Wizard.

Back Next Cancel

Puc. 66 — 3anyck ycranoBKu

17151 mepexo/ia K Hauany yCTaHOBKM Ha)KMUTe KHOMKY Next.



3.22.1.1 UWar 1. NyTb yCTaHOBKU

YKa)KuTe KaTasor, B KOTOPbIi He0OX0AMMO YCTaHOBUTH JIOT-KOJIJIEKTOP (M. «Puc. 67»).

ﬁ Log Collector Setup - x
Destination Folder
Click Mext to install to the default folder or click Change to choose another. @

Install Log Collector to:

‘C:kngram Files\Log Collector,

Back MNext Cancel

Puc. 67 — IlyTh yCTaHOBKH NPOrpaMMBbl

[lnst mepexofia K C/iefiytoleMy Liary HaXKMHUTe KHOTIKY Next.

3.2.2.1.2 Lar 2. KoHcurypauyua nogknroveHus K nnarcgopme

YKakuTe rapameTphl JJis MOAK/IIOUeHHs JIor-KoJiieKTopa K riatdopme (cM. «Puc. 68»).

#5 Log Collector Config X
Config values
Fill config values and click 'Next' button @
Master node IP ‘12}!_0_0_1
Master node API key ‘Duonuuon-uunn-uunn-uunu-uonuunnuunnu

Log-collector API IP ‘12;’_0,0_1

[«]update config

Back Next Cancel

Puc. 68 — ITapameTphl NOJK/IIOUEHHs K TIaTdopme



Ecnu ycraHOBKa JIOT-KOJJIEKTOpA yyKe BBINOJHSIACh, TO Ha JAHHOM Iare OyjeT oToOpakeHa IMpoluias
KOH(UTyparus.

[ns usmeHeHust KoHQuUrypauuy ycraHoBuTe ar Update config 1 ykaxxute ciiefiyroliye faHHbIe:

o B 1ione Master node IP ykaxure IP-agpec muardopmel wiu IP-agpec y31a Ha KOTOpPOM
pasBepHyTa pOJib master;

o B nosie Master node API key ykaxxuTe Baill Ktou API, KOTOpbIli MOYKHO MOJIyUdTb B pasjere
ApamunucTpupoBanue — Knacrep — Bkinagka API Kirouw;

e B mone Log-collector API IP ykaxxute IP-ampec cereBoro wuHTepdeiica, KOTOPbIi Oyger
VICTI0/Ib30BAaThCS JIOT-KOJ/UIEKTOPOM.

55t mepexo/ia K CeyroLeMy I1ary HaxXMUTe KHOTIKY Next.

3.2.2.1.3 Ular 3. 3aBepLueHMe yCTaHOBKU

Haxxmute kHonKy Install (cMm. «Puc. 69»).

ﬁ Log Collector Setup - *

Ready to install Log Collector @

Click Install to begin the installation. Click Back to review or change any of your installation
settings. Click Cancel to exit the wizard.

Back Install Cancel
| &

Puc. 69 — YcraHoBKa miatgopmsl

Haunetcs porjecc ycTaHOBKY J10r-KoJutekTopa (cM. «Puc. 70»).



ﬁ Log Collector Setup - x

Installing Log Collector

Please wait while the Setup Wizard installs Log Collector.

Status:

Back Next Cancel

Puc. 70 — IIponecc ycTaHOBKHU
[To 3aBepieHUIO TIPOLjecca YCTaHOBKU HaxkMuTe KHOMKY Finish (cM. «Puc. 71»).

ﬁ Log Collector Setup - X

@ Completed the Log Collector Setup
Wizard

Click the Finish button to exit the Setup Wizard.

Puc. 71 — 3aBepiieHHe yCTaHOBKU

Im
o

[§
o
1:]

3.2.2.14 LWar 4. YctaHOoBKa cepTtudukata ana APl Bsaumopgencreusa

[ns xoppekTHOU paboTel API B3auMoieficTBUS JI0T-KOJIeKTopa € myiaTgopmoii, Heo6xoaumMo 06aBUTh
cepTudUKaT MaaTQopmbl pgr.srt B 0BepeHHble CepTU(UKATHI [jisi YUeTHOM 3aluch KOMIIbIOTepa, Ha
KOTOPOM YCTaHOBJIEH JIOT-KOJI/IEKTOD:



1. Tlonyuute cepTudUKaT pgr.srt MO C/eAyroleMy NyTU: /opt/pangeoradar/certs.

2. TlomectuTe ero Ha HY)KHBI KOMITbIOTED, BBI30BUTE KOHTEKCTHOE MEHIO W BbibepuTe MYHKT
YcTraHoBUTH cepTH(UKAT.

3. Cneaysi MHCTPYKUMSIM MacTepa MUMIIOpTa CepTU(UKATOB, f00aBbTe cepTU(UKAT B JOBEpEHHbIE
(cm. «Puc. 72»).

re Wiy o
Select Certificate Stare X
This PC » Local Disk
| & &¢ Certificate Import Wizard Select the certificate store vou want to use,
Mame
] log-collects | Personal "
- il Trusted Root Certification Authorities
- Cartificate Store -
J log-callectq Cortificate st ; h | Enterprise Trust
B par eriiiicale stores are System areas Whe | Intermediate Certification Autharities

i1 | Trusted Publishers

frd 1 nkenichad Cartifirabac

windows can automatically select a cert| | € L
the certificate.

[ show physical stores
() Automatically select the certificat

(®) Flace all certificates in the Followir Cancel

Certificate store:

‘ ‘ Browse, .,

Bl

Puc. 72 — ViMniopt ceprudukata
3.2.2.1.5 Lar 5. 3anyck n OctaHOBKa J10r-KoJIJIeKTopa
Yepe3 cimykObI (cM. «Puc. 73»):
1. 3amycrtute npuioxkeHue Ciy»K0bl/Services.
2. HaiiguTe B cricke ciy»k0y nor-kosnekropa Pangeo Radar Log Collector Service.

3. Haxmure KHOMNKy 3amycTuTb/Start /51 3arycka Jior-Kosuiektopa wid OCTaHOBUTH/Stop /s
OCTaHOBKH.
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Puc. 73 — 3anyck/OcTaHoBKa C1yKO0BbI JIOr-KOJ/IEKTOpa

Yepes TepmuHa:
1. 3anycTtuTe TepMHHaI/KOMaHAHYIO CTPOKY.

2. TlepeiiguTe B KaTajaor C yCTaHOBJIEHHBIM JIOT-KOJIJIEKTOPOM:

# cd C:\Program Files\Log Collector

3. [ns 3amycka JIoT-KOJIJIEKTOpa YKaXKUTe C/IeyIOLIy0 KOMaHAY:

# main-windows-amd64.exe ctrl

4. [Ons octaHOBKH pabOoTHI JIOT-KOJUIEKTOPA UCIO/Ib3yWTe coueTaHWe KJIaBHII ctrl-c.

3.2.2.1.6 Llar 6. NpoBepKa padboTbl N1Or-Kos1eKTOpa

[Tpu nepBoM MOAKIHOYEHUU KOJIJIEKTOpa K TiatdopMe B pasjesnie AgMUHMCTpUpoBanue — Kiacrep —
BK/IaZIKa Y3JIbI MMOSIBUTCS y3es ¢ Windows-KO/IIEKTOpOM, KOTOpOMYy OyZieT MpHUCBOeHa pOJb agent.
ITaHHOMY Y371y He00X0AUMO JO00ABUTL POJIb agent win.

[Ipy HeoOXOAWMOCTH TIpOBepbTe JKypHan paboTel Jor-Ko/uiektopa. [las storo B pasfene
ApvunucrpupoBanue — Kiacrep — Bkafka Y3/IbI OTKPOWTE y3e/ C ponbio agent_win ¥ B OJi0Ke
Vudopmanus 06 arente Haxmute KHOTIKY IToka3aTs Jiorm.

[Tpu Ha/MuMK BKJTFOUEHHOTO JIOKAJBHOTO OpaHAMay’pa HeoOXOJUMO OTKDBITH TOPTHI /I MEXKCETEBOTO
B3auMOZeUCTBUSA (CM. pa3zen «MexceTeBoe B3aUMO/IeCTBUEY ).

BrbImoHHMTe HACTPOMKY JIOT-KOJ/UIEKTOpa Ha MPHEeM U OTIIPaBKy coObIThi (cM. pa3zen «HacTpoiika or-
KOJIJIEKTODa» ).

3.2.2.2 MepeycTaHoBKa n O6HOBNEHUNE

[Teper epeyCTaHOBKOU M/IM OOHOB/IEHHEM JIOT-KOJUIEKTOPA BBITIOJTHUTE CIeAYIOIINe eliCTBHS:



e B (iyuae OOHOBJ/IEHUs JIOT-KOJIJIEKTOpA, IIOJIyYdTe MSi-akeT C OOHOBJIEHHOW BepcHel Jior-
KOJIZTEKTOpa Yy  CIAy)KObI ~ TEXHMUECKOTO  COTMPOBOXKIAEHHS TI0  3J€KTPOHHOMY  afipecy
support(@pangeoradar.ru;

e B (C/Jyuyae IIepeyCTaHOBKU JIOT-KOJIJIEKTOpA, TIIOyYHUTe mMSi-akeT, KOTOPbIM HaXOAUTCS B
Karajore /opt/pangeoradar/repository/pangeoradar-logcollector/;

e (C/leslaliTe pe3epBHYIO Komwio rpoduieli cbopa (Ayi1 3TOr0 MOXKHO BBITIOJIHUTH  OMEpaLiyio
9KCITOpTa);

e y/a/uTe YCTaHOBJIEHHYIO BepCHIO JIor-KosuiekTopa uepe3 MexaHu3m OC Windows Y craHoBKa U
yAa/leHue nporpaMmm — Y Ja/IMTh.

3amycTuTe TMOAy4YeHHbIM mSsi-akeT W cjeflyiTe MHCTPYKLMSAM MacTepa yCTaHOBKa. [elicTBusi OyayT
aHaJIOTUYHbI C/IeAYHLMM LiaraMm Io ycraHoBke: «llar 1. TTyte ycraHoBku» - «Illar 3. 3aBepuieHue

CTAHOBKN».

ITpoBepbTe KOPPEKTHOCTh Tpoduieli cbopa mocine oOHOBeHUs. [Ipy HeOOXOAMMOCTU BBITIOTHUTE
VIMITOPT paHee COXpaHeHHBIX rpodueli coopa.

[nst ycrpaHeHus nipo6sieM, BO3HUKIINMX B XO/le YCTaHOBKH JIOT-KOJIEKTOPA, BOCIIOL3YHUTECh (YHKIMeH
BOCCTAHOBJ/IEHUSI LIeJIOCTHOCTU (haiisioB. [Ijisi 3TOr0 BOCIO/IB3YHTeCh PYHKLMEN Y CTaHOBKA U y/ja/eHHe
nporpamMmm — VI3mMeHuTh. OTKpPOETCs MacTep yCTAaHOBKHU JIOT-KOJ/IeKTopa (CM. «Puc. 74»).

73 Log Collector Setup — >
Change, repair, or remove installation
Select the operation you wish to perform. @

Change

Lets you change the way features are installed.

Repair
Repairs errors in the most recent installation by fixing missing and corrupt files,

shortcuts, and registry entries.

Remove

Removes Log Collector from your computer.

Back Next Cancel

Puc. 74 — OGHOB/IeHHe/TIepeyCTaHOBKA JIOT-KO/I/IeKTopa

Haxxmute kHomnKy Repair. HauHeTcs ripoijecc BoccTaHoB/ieHUs (CM. pucyHok 10).
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ﬁ Log Collector Setup - *

Repairing Log Collector

Please wait while the Setup Wizard repairs Log Collector.

Status:

Puc. 75 — BoccTaHoB/IeHHe LeJIOCTHOCTH (Daii/IoB JI0r-KOJ/L/IEKTOPa

3.2.3 OC Linux

B Hacrosiiem pa3szesie mogpo6bHO ornucaHa Mpoljeflypa yCTaHOBKM M 00HOB/IeHUs1 jior-KosutekTopa Ha OC
Linux.

3.2.3.1 ABTOMaTU4YeCcKas yCcTaHOBKa

Bo Bpemsi ycraHoBku Ilnardopmbl Pajgap Ha oJuH cepBep, JOr-KO/UIEKTOP aBTOMaTHUeCKu
yCTaHaB/IMBaeTCs Ha MJ1IaTGOpMy U MOJKIIIOYAeTCs M0 3aljUILleHHOMY ITPOTOKOJTY.

Bo Bpemsi pacmpefjesieHHON YCTaHOBKH, JIOT-KOJIJIEKTOD aBTOMAaTUuUeCKW yCTaHAB/IMBAeTCsl Ha y3/e C
po/bio agent.

[l TIDOBEPKM YCTaHOBKM JIOT-KOJ/IIeKTOpa B BeO uHTepdelice miaTgopmbl Tiepeiiiute B pasfen
AapmunucrpupoBanue — Kiacrep — Bk/iagka Y3iablu yjocTtoBepbTech uto cepBuc logcollector
paboTaeT B IITaTHOM pexkuMme (MHIUKaTOp — @ ).

I1711 yCTaHOBKHM JIOT-KOJIJIEKTOPA Ha BbIZIEJIEHHBIN y3€/1 BBIMIOTHUTE C/IeYOIUe [eHCTBUS:
1. obaBbTe y3es1 CO CeyIOLIMMU ITapaMeTpaMu:
o B osie Ha3BaHMe yKa)kuTe HAMMEHOBaHHUE y3/1a;

e B mnojsax Jlorus u [1aposb ykaxute [aHHble [Ji TOAK/IIOUEHUsS TNPHBUIETMPOBAHHOTO
T10JIb30BaTe/Is rO0t K y3/1y;

e B nosisx IP u ITopT ykaxkute IP-azipec u MopT MoJK/IFOUEHUsT K Y371y, Ha KOTOpOM OyzeT
YCTaHOBJIEH JIOT-KOJIJIEKTOP.

2. HaunéTcs mipouecc mob6aBieHUs y3/1a B K/acTep C YCTAaHOBKOM W HaCTPOWKOW HeoOXOAUMBIX
KOMITOHEHTOB.



3. Tlocse ycnemHoro fo6aBneHys y3aa eMy HeoOXoquMo 00aBUTh posib agent. I[Tocse mobaBieHUs
posii Ha (opMe MPOCMOTpa y3/1a MOSIBATCS CAeAyroiire O0KW [ yIpaB/lIeHHUs TlapamMeTpaMu
JIOT-KOJUIeKTOpa: YnpasieHue areHtoM, Cekperbl aredTta, indopmanuss 00 areHre
(cm. «Puc. 76»).

YnpaBneHue areHToM ‘ MepesanycTuTs ‘
Cratyc AKTUBEH

3aly1LLeHHOoe NOAKNKYeHe Oa

CBopuwnki 1 oTNpaBuTEny 3anycTuTh ‘ OCTaHOBUTb

YuyeTHas sanuck ANA NOAKIKOYEHUA

LogCollector_172.30.250.93

no6ankeHbIe

HazsaHne CeKpeTa

WIN_52_PASSWORD o]
INokaneHbie

HazsaHne CeKpeTa

SSH_97_READER_PASSWORD o}

Mudopmaymsa o6 areHTe

| MNokasaTb noru

Puc. 76 — ®opma npocmortpa y3i1a. b1oku ynpaB/ieHus: areHTOM

4. Tlo ycrtaHOBKM poJii agent Ha y3/ie OyzieT pa3BepHYT areHT cOopa. [IpoBepbTe rapaMeTphl areHTa
cbopa ¥ BBHITIOJIHUTE HACTPOMKY mpodwuneld cbopa Ha JaHHOM areHTe (cM. paszen «Hacrtpotika
JIOT-KOJIJIEKTODa» ).

5. Ha y3ne nor-kosiekTopa BbITIOJIHUTE KOMaHZY /I pa3pelleHus: B3auMoelcTBrs 1o nopty API
(nanpumep, 8080):

# ufw allow 8080

OToi1 )Ke KOMaH/[0W BBITIOJIHUTE OTKPBITHE TTOPTOB, HEOOXOAWMBIX /I/Isi TIpHeMa COOBITHI Ha JIoT-
KOJIJIEKTOpe.

6. IIpoBepuTh >XypHa/ Ha TIpeJMeT HaJWUYWs WM OTCYTCTBUS OWMOOK. [lnsi 3Toro Ha ¢opme
MIPOCMOTpaA y371a C posbio agent B 6/10ke MHpopmanusa 06 arente HaxxmuTe KHONKY ITokasaTb
soru. OTkpoetcst okHO ITpocmoTp J1oroB (cm. «Puc. 77»).
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Puc. 77 — OkHo "IIpocmortp JjioroB"

7. IlpoBepuTb Hamuuue cepTuukara pgr.crt gaaa  API-B3auMofelcTBus B Kartasore
/opt/pangeoradar/certs/. Ecim cepTU(QUKAT OTCYTCTBYeT, TO BBIIIOJHUTE ClefyoLue
JIeCTBUS:

e TIpU HeOOXOJUMOCTH CO37akiTe KaTasor AJisl XpaHeHus: cepTU(HKara:

# mkdir -p /opt/pangeoradar/certs/

e MOJIyuuTe cepTU(UKAT Jy1s AOCTyNa K y3i1y ¢ pojisto MASTER:

# echo | openssl s_client -servername <ip/fqdn agpec y3na c ponbi macTep>
-connect <ip/fgdn apgpec y3na ¢ ponbilo macTep>:443 | sed -ne '/-BEGIN
CERTIFICATE-/,/-END CERTIFICATE-/p' > /opt/pangeoradar/certs/pgr.crt

e BBITIOJIHATE YCTAaHOBKY cepTUdHKaTa:
# mkdir -p /usr/local/share/ca-certificates/pangeoradar

# cp /opt/pangeoradar/certs/pgr.crt /usr/local/share/ca-
certificates/pangeoradar/

# chmod 755 /usr/local/share/ca-certificates/pangeoradar
# chmod 644 /usr/local/share/ca-certificates/pangeoradar/pgr.crt
# update-ca-certificates

8. Ilpu Ha/Muuy BK/IHOYEHHOTO JIOKalbHOrO (alipBosijla OTKPOWMTe TIOPTHI [Jisi MEXCeTeBOro
B3auMOZeNCTBUs (CM. pa3zen «MekceTeBoe B3aMMO/IEHCTBUER ).

3.2.3.2 PyuyHasa ycTtaHOBKa, OOHOBJ/IEHME U NepeycTaHOBKa

Buumanme! Bce Oelicmeuss 6 pazdene ocywjecmeasiomcss noo yuemHoll 3anucbio C hpasamu
aomuHucmpamopad.

Ilo YMOJ/T4aHHIO JIOT-KOJIJIEKTOP 0OHOB/ISIETCSI aBTOMATHUECKU C 0OHOBJ/IEHHEM I'IJ'IaT(bOprI.

[Tepes, pyd4HOM yCTAaHOBKOW, OOHOBJIEHWEM WM TI€PEYCTaHOBKOHW JIOT-KOJJIEKTOPA BBITIOJTHUTE
cieiyrolye AedCTBUS:



e monyuuTe deb-maker Ansg Linux c Hy)XHOUM BepcHel JIOT-KOJUIEKTOPA Yy CIyKObl TeXHUYECKOTO
COTPOBOXKJEHHsI TI0 37IeKTPOHHOMY aZipecy support@pangeoradar.ru.

Haripumep, log-collector _amd64 <Homep Bepcumn>.deb;

e (C/leslaliTe pe3epBHYI0 KOmUiO Tmpodwuneld cbopa (Ijif 3TOr0 MOXKHO BBIMOJHUATE OIMEPALUI0
5KCIOpTa B COOTBETCTBYIOLEM paszerne).

BeinonnuTe criefyronye geUCcTBuUs:

1. TTocmoTpuTe Ha3BaHHEe yCTAaHOBJIEHHOI'O TlaKeTa JIOT-KOJ/IeKTOpa:

# dpkg -s | grep pangeoradar-logcollector

2. TIpoBepbTe 3amyliieH /i1 CEPBHUC JIOT-KOJIIEKTOPA:

# systemctl status pangeoradar-logcollector.service

Ecnu cepBuc umeer craryc active (running), TO OCTaHOBUTE CEPBUC:

# systemctl stop pangeoradar-logcollector.service

3. YpanuTe mpeAbIAYIIYIO BEPCUIO JIOT-KOJIEKTOpa:

# dpkg -r <Ha3BaHWe YCTaHOB/IEHHOro nakeTa /0l -KOJIeKTopa>

HpI/I BBITIOJITHEHUMHW KOMdHZbI Yy BdC 3dllpOCUT IIOATBEPXAEHHE BBITTIO/THAEMOMH ornepanuu,
BHHMATE/IbHO O3HAKOMbBTECH C JdHHBIM COO6H.[€HI/I€M.

Ecm Bce ykasaHo BepHO, BBeguTe Y.
4. IlposepbTe yjaseHue rakera:
# dpkg -s | grep pangeoradar-1l
5. YcTaHOBUTE HOBBIW MAKeT JIOT-KOJIJIEKTOpaA:

# dpkg -1 <HauMmeHOBaHVWe HOBOrO nakeTa /ol -KosiekTopa>.deb

6. Tlocie yCTaHOBKM TIpOBepbTe KOPPEKTHOCTh mpoduneli cbopa. Ilpu HeobxomumocTu
WUMITOPTUPYHTE aKTyasbHble PopuIu coopa.

7. BBbINOIHKTE TIepe3arpy3Ky CepBHCa JIOT-KOJ/UIeKTOpa:

# systemctl restart pangeoradar-logcollector.service

8. [y MpOBepKHU TMPaBUIBHOCTH YCTAaHOBKH TlaKeTa W MPaBWILHOCTH PabOThI CEpPBHCA BBITIOJTHUTE
cefyrolye KoMaH/bl:

# dpkg -s pangeoradar-log-collector
# systemctl status pangeoradar-logcollector.service
3.24 MexceTteBoe B3aumogencreme

B Ta6m/1ue HW)Ke TIpeACTaB/I€EHO MEXXCEeTeBOe B3aHMOAEﬁCTBHe JIOT-KOJI/IEKTOpa C HﬂaTQ)OPMOﬁ n
HCTOYHUKAMMU.

Tabu1. 2 — MexceTeBoe B3auMO/IeliCTBHE JIOT-KOJUIEKTOPA € IIaT¢OopMOii U HCTOYHHKAMHU

Hcxopamuii Bxogamuia IopThI Onucanue

Log-Collector Master 9009 B3aumogeiictBue c Mactepom
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Hcxopsamquii

Master

VICTOUHUKY COOBITHIH

Log-Collector

APM apgmunHMCTpaTopa

Log-Collector

3.25

Bxopgsamuii

Log-Collector

Log-Collector

VcTOUHUKY COOBITHIH

[P-agpec nor-kosnekropa

Log-proxy

IMopTel

8085/tcp,

22/tcp (Linux-Bepcus),
6677/tcp (Linux-Bepcus),
9100/tcp (Linux-Bepcus)

1500-5000/tcp,
500-5000/udp

22/tcp

135/tcp,

135/udp,

445/tcp

1433/tcp,
JvHaMU4yecKuii fuana3oH
rioptoB Microsoft RPC
(49152-65535/tcp)
22/tcp (Linux-Bepcus),
3389/tcp (Windows-
Bepcust), 3389/udp
(Windows-Bepcust)

1100/tcp
1100/udp

BknioueHue API B3aumogencTeus

Crenepupyiite ceptudukar agent.crt /s y3a ¢ posibto AGENT:

Onucanue

YI'IpaBJ'IEHI/IE KOJIJIEKTOPOM C
MacTepa 1 C60p CTaTUCTHUKH

IMaccuBHbBIN cOOp COOBITHI

AKTHUBHBIN COOp COOBITHI

AIMUHHCTpPUpPOBaHNe

OrtripaBKa COOBITHIA B
cepeuc Kafka

# openssl req -newkey rsa:4096 -nodes -keyout agent.key -x509 -days 365 -out
agent.crt -addext 'subjectAltName=IP:<log-collector's ip>"' -subj
'/C=RU/ST=RU/L=<location>/0=<organization>/0U=<department>/CN=<log-collector's
ip>/"!

'pe:

e log-collector's ip — [P-azsipecc s0r-Ko/1eKTOpa;

e location — pacrionoxeHve (Haripumep: Moscow);

. organization — HaMMEHOBdHKWE OPIrdHU3alllu;,

e department — HaMeHOBaHUe T0/Ipa3zie/eHusl.

ITpoBepbTe creHepUpPOBaHHBIN CepTHU(hUKAT:

# openssl x509 -in agent.crt -text

HPI/IMep BBITIO/THEHKS KOMdH/bI




————— BEGIN CERTIFICATE-----
MIIFtTCCA52gAwIBAgIUSg8zcrB09qojzqo8/0B+xzgkwvcwDQYJKoZIhvcNAQEL
BQAWWTELMAKGA1UEBhMCU1UXxCzAJBgNVBAgMA1JVMQ8wDQYDVQQHDAZNb3Njb3cx
CzAJBgNVBAOMA1REMQswCQYDVQQLDAJURDESMBAGA1IUEAWWJIMTAUMCAXL jI3MB4X]j3LBVFKkVIwsOUe8EVpGXNHTKdy4
DH3BMWMtRYAThWIVLITfZP7W19SDD1vC6Xiw00znmkp+nslFhmE7m+fWANIOE3XJR
Dv//0EraSbYHTdzEhOESssonLaGt2ICO7FPogqJAMp6rz7Q26xzLh1UOCWUGiai9s
fBCVG9gC3EKKRC2HOIoPd90opTsaBwIP1DXPX2W4U631V4B+Z0sy3hUCAWEAAaNL
MHMwWHQYDVROOBBYEFPfi3rgrI0eZ0DYi8SEy1x/Qa0@IMA8GA1IUdEQQIMAaHBAqQqQ
CRUWHwWYDVROjBBgwFOoAU9+LeuCsjR5NQNiILXITKXHIBr TQgwDwYDVROTAQH/BAUW
AwEB/zAPBgNVHREECDAGhwQKAAEbMAGGCSqGSIb3DQEBCWUAA4ICAQCFMNGOER9Q
+txzRY7B4daGMiE7jcUit+YanactTeivZLmND+6aCi/SUEEWU9fR+A82gMoOLhUb2
MAOir2uTOtwligvmTsRSABFSOaDI1EQXIgmp2fAq/BtorRDLNDSs8aCVzuh6awl/
M2tM21EDO01CutK1b9CLGNQQQgT3J0Xmmh32tLyb1Xyn3arrpHTn0JpUjeoj2b5R
wZC/TZ1lcgs3wWBN21fC4a2waVa/helC/1cJILSHON2z0eAgRjZz8zV4IYRpuldM3/
pdZctdbozN3L846n5jasmTNs4cDrcBmbkNVJI1EFaNo33hwo9NY//u®@9UPEh4q/G1i
RHRk5f7JxZ21G0d/VEUYZEY+yNM2wxwCJINLhvJ/0j4LaKVuD/TmnrK4QGIcdDDga7
ZVT2/1aV4pHthZDvOmosvLY40hXKi93aXsZxa8025qHQJIC8MQ852UKDvhsZ4Uvr f
kAGQxe9Mggcc0s/vngZMwQdMPzXVsjtUDaX5hDRUYBZmnrDZY7Yz1p2F43aqyC/A
a05np4q0SlsaHIZw3nSongpv+xIk97/jrPaaWBAFNASqBSVBSqCFhTSY309W4UZk
pI5HVbXdPOb1S2uEGQL50GNbMWVAFXj1gidmunXkZSzrKgkJPjMUg7q/+PoVzru
VPONAXWtryPrBp9yZcyFBdH1nKOB79uFRg==
————— END CERTIFICATE-----

HobaebTe ceprudukat Ha y3en c poibio AGENT win AGENT WIN:

1. CkornupyiiTe Teso cepTU(UKaTa.

2. B BebO wunTepdeiice miaTGopmbl IepelauTe B pasjen AgMUHHCTpUpoBaHue — Kiacrep —
BK/Ia/IKa Y UeTHBIE 3alUCH /1A cO0pa JaHHBIX.

3. [JobaBbTe yueTHYIO 3amuchb s cOopa JaHHBIX C TUMOM aBTopu3aiuy Ceprudukar, B mose
CepTudukaT yKaKuTe CKONMPOBaHHOE Telo cepTuduKata U B Toje TpaHcmopTel 100aBbTe
MPOTOKOJIBI Wi, rpc, ssh (cM. «Puc. 78»).



[06a8UTE yueTHyIo 3anuch

Hassanps ©

LogCollecter_main

T

Cepuguear
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Cepragukar

BEGIN CERTIFICATE-----
. JKOZINVENAQEL
BOAWWTELMAKGATLEERMCUILXC: IVMOBWDGYDVAQHD:
Nb3Njadex

c2h. QYDVGQLDA. ITAUMCAx
Lil3MBAX

Tpanenoprsl

wmixX rpeX  sshx

Puc. 78 — [lo6aB/ieHHe y4eTHOH 3anKCH /11 cO0pa JaHHBIX

4. Tleperiaute B pa3gesn AgMUHUCTpUpPoBaHue — Kiacrep — BK/ajka Y3/bl CHCTEMBI.

5. Ortkpoiite dopmy mpocmorpa y31a ¢ ponbio AGENT wiu AGENT WIN u nepelijute K
0/10Ky YripaB/ieHue areHToM (cM. «Puc. 79»).

Y3nbl cUCTEMbl JinueHsus akTueHa po:  2025-08-16 | G
A ® pangeoradar-termit-web.service [ENCHENS
ti @ pangeoradar-ti-updater.service B o =
toller ® pangeoradar-toller.service B OB 2
[0}
o BblﬁepnTe CKpUNT and yaanaeHHOro UCNnonHeHAa
B .

ith
YI'IPBBTIEHVIE areHTom

Cratye AxTvBEH

3aLUMILEHHOE NOAKMIOUEHE na

CBopuiyky v oTNpasuTen EEL 0l | OcTaHoBuMTE

Y4eTHas 3anuch ANA NOAKMKOYEHNUS

LogCollector_172.30.249.21-14 - CoxpanuTs

Fno6anbHble

HassaHue cekpeTa

test1 o

JokanbHble ‘ Ypanuts |

HaseaHue cekpeTa

Puc. 79 — ®opma npocmorpa y3iaa. biiok "YnpasieHue areHTom"



6. B 6/10ke YnpaB/ieHHe areHTOM BBITIOJTHUTE CIeAYIOIIHe JeiCTBUS:

e B TII0Jie YUeTHasA 3amuch /Jisi TOAK/IIOUEHHMA U3 BBINAJAOIIEr0 CIHUCKA BbIOEpUTe
YUETHYIO 3aITUCh i cOopa IaHHbIX;

e B rose COOPIIUKY U OTIPABUTE/IH TP HEOOXOAUMOCTH 3amyCTHUTe KOMITOHEHThI cbopa
Y OTIIPaBKU COOBITHM.

IIpumeuaHue: neped 3anycKkom, coomeemcmeylowjue KOMNOHeHmMbl cbopa u omnpasKku
cobbimuli 00/13CHbI ObIMb HACMPOEHbl 8 KOHU2YpayuoHHoM ¢haline no2-Koaiekmopad.

e HaxMmuTe KHOMKY Ilepe3anycTHTh.

3.3 HacTpoiika nor-konnekropa

3.3.1 OnucaHve

Hacrpoiika Jior-KosieKTopa 3ak/rodaeTcss B KOH(UrypupoBaHuu AreHTOB cOopa v ITpodmueit
cbopa 1o 0cobeHHOCTH UH(PPACTPYKTYPbI OPraHU3aLIH.

AreHT cOopa — 3TO KOMITOHEHT JIOT-KOJIJIEKTOpa, OTBEUAOII[|i 32 COOp COOBITHUI OT UCTOUHHUKOB. AT€HT
cbopa co3/jaeTcst aBTOMaTUUECKU TIPH Ha3HAUEHWH Y31y K/lacTepa COOTBETCTBYIOIIEH POJIH:

e agent — Ha y3se Oy/ieT ycTaHOB/IeHa Bepcus areHTa cbopa a1 OC Linux;
e agent win — Ha y3e OyieT ycTaHoB/ieHa Bepcus areHTa cbopa At OC Windows.

IIpumeuaHue: neped HAUA/10M HACMPOUKU /02-KO/AAeKmopa 0obasbme u ycmaHogume (packamume)
coomeemcmaytoujue poau Ha HyHCHbIX Y310aX.

B arenT cbopa BXoJAIT C/ie/lytolyie KOMITIOHEeHThI:

o KoHTposiep — o01ye napameTpsl yIipaB/eHUs JIOT-KO/VIEKTOPOM U HacCTPOMKa TIOBEe/IEHUS JIOT
KOJIJIEKTOpA TP IOCTH)KEHUH TIpejiesia 3aHATOr0 MeCTa Ha JINCKE;

o API Server — 1ipejocTas/isieT BO3MOXHOCTb Y/la/JIeHHOIO YIIpaB/ieHUsl JIOr-KOJIJIEKTOPOM U
MOHUTOPWHTa;

e C0op MeTpHK — OCYIIeCTB/IsIeT COOpP CTaTUCTHUKU 110 pPaboTe JIOr-KOJIIEKTOPa;
o JKypHanmpoBaHHUe — OCYII[eCTB/ISIET BeJleHHe )KyPHasia paboThI JIOT-KOJIEKTOpa.
YripaBneHve areHTaMu cOOpa OMUCAHO B pasziesie « AreHTbl cOopa».

IIpoduns coopa — 310 HAOOP HACTPOeK, OTBeuarol[uil 3a cOop cobbITHil 1B ¢ KOHKPETHBIX UICTOUHUKOB.
[TpyHIMIT HACTPOWKH JIOT-KOJIZIeKTOpa To/ipa3yMeBaeT 4UTO [jisi OJHOTO areHTa cOopa MOXXeT ObITh
HACTPOEHO TIPOM3BOJIbHOE KOJMUecTBO Tipodusieii cobopa. Heobxomumoe kosmdectBo mipodusieii cbopa
OTIpe/IeJISIeTCS] KOJTMUECTBOM UCTOUHHKOB, C KOTOPBIX Oy/1eT OCYIIeCTBISITHCS COOP.

B 3aBucumocTH ot TrMa cbopa cOOBITHIT KOMITOHEHT MOKeT paboTaTh B CIeAYIOMIMX PeXXUMaXx:

e AKTHBHBIN — JIOT-KOJ/UIEKTOp, COTJIaCHO HacTpoiikaMm Tmpoduns cbopa coObiTHii, Oyger
o0paIraTeCsi K UCTOUHUKY 71t cOopa COOBITHA;

o TlaccuMBHBIHM — HCTOUHHUK CaMOCTOSITEHEHO OTIIpaBJIsA€T COOBITHS B JIOT-KOJIJIEKTOP.

PexxuMbl paboTel Tipodusieli cObopa Takke OIpefeNsIOTCs M0 Crocoby CeTeBOro B3aUMOJEMCTBUS C
VCTOUHUKOM:



o JIoKanbHBIA — JIOT-KOJUIGKTOP PpacriojiaraeTcd Ha HWCTOYHHKE, 4 HWMEHHO JIOT-KOJIJIEKTOPD
YCTaHaB/IMBAETCA B CUCTeMe B B e areHTa U IIPpOU3BOJAUT UTEHNEe CI)aI‘/JIJIOB JKYPHAJ/IOB;

e YjaaneHHbIN — B3aUMOJENCTBHE MEX/Y JIOT-KOJ/IJIEKTOPOM Y UCTOUHUKOM BBITIOJIHSETCS T10 CETH.
JIor-Ko/iIeKTop yCTaHaB/IMBaeTCsl Ha BbiIeJIeHHBIM CepBep UM OCYIeCTBJIsSIeT y/ajieHHbIM cOop
cobbiTHi. Takke MOKeT OBbITb yCTaHOBJIEH Ha KOHEYHOM MCTOUHUKE COOBITHM, U OCYI[eCTB/ISTh
cbop He TOJIBKO C 3TOT0 UCTOYHHUKA COOBITUM, HO U C IPYTUX CUCTEM.

3a mapameTpbl cOopa IM0 pa3/IMUHBIM IIPOTOKOJAM M THIIAaM HCTOYHHKOB OTBEYAIOT MOJY/IH cOopa,
KOTOpbIe BXOJAT B cocTaB mpoduis coopa. B 3aBucumocty ot OC, Ha KOTOPOH (GYHKIMOHUPYET areHT
cbopa, Moep)XKMBAIOTCS CJIeAYIOIIE MOJY/IH cOopa:

Tabu1. 3 — IlepeueHs NojAep>KUBAaeMbIX MOJIyJ/Iel coopa

Ne Mopys coopa Windows Linux Onucanue
1 eventlog_input_local + - C6op cobbiTuii uepe3 Windows EventLog (Mexanusm RPC)
2 eventlog_input_remote + - C6op cobbiThii uepe3 Windows EventLog (Mexanusm RPC)
3 external_command_input + + BrirmonHenue BHeltHel KoMaHAbl B OC
4 file_input + + YreHue JIOKanbHOTO (hatina
5 ftp_input + + Urenue ¢aiina, focrynHoro yepe3 FTP
6 http_collector_input + + Yrenue ¢aiina, goctynHoro uepe3 HTTP/HTTPs
7 http_request_input + + ITpuém HTTP/HTTPs-3ampocoB
8 kafka_input _ + f:(eopl\:;(():HIiI;Ek(;:FHpaB]IHeT TMOJTy YaeMblIi TIOTOK COOBITHIA B
9 mseven6_input - + C6op cobbiTuii uepe3 Windows EventLog (Mexanusm RPC)
10 netflow (nf_input) + + ITpuem NetFlow Tpaduika

11 odbc_input + + UYrenue nanHbix u3 CYB/I (MySQL, Oracle, MS SQL,

PostgreSQL)
12 opsec_lea_input - + C6op cobbiTuii ¢ uctounukos Checkpoint
13 sftp_input + + Urenwue ¢aiina, gocrymHoro yepe3 SETP
14 smb_input + + Urtenue ¢atina, foctynHoro yepe3 SMB
15 snmp_input + + ITpuém SNMP Traps
16 | ssh (ssh_collector_input) + + BrimonHeHve BHelHel KoMaH/bI uepe3 SSH

17 | tcp_input + + ITpuém TCP Tpadrka



Ne Mopyss coopa Windows = Linux Onucanue
18 | udp_input + + ITpuém UDP Tpacdrika

19 | wmi_input + - C6op cobbITHIi uepe3 MexaHu3M WMI

ITocne cbopa u 06paboTKK coObITHI TIpoduieM cOopa, OHU OTIIPABJSIOTCS B Ouepelib Ha OTHpaBKy. B
3aBUCMMOCTH OT THIA [aHHbIX (CTPYKTYpPHUPOBaHHbIE/HECTPYKTYPUPOBAHHbIE), TIOyYaeMbIX OT
HCTOYHHMKA, K HAM MOXXHO NMPUMEHWTh GUILTP A hopMUpoBaHUsl ouepequ. PUIBTPbI WCOMB3YIOT
MeXaHU3M UepHbBIX U 0e/IbIX CIICKOB. [TogpobHee cM. paszen «PUabTparys».

YrnpasieHue npoduissMu coopa ornrcaHo B paszesie «IIpodwim c6opar.

3.3.2  AreHTbl coopa
Pabota c arenTamu cbopa BK/IrOUaeT B ce0Osi CieJyIOI[He MPOL[eCChI:

1. «IIpocMoTp aredTta cbopa».

2. «Hactpoiika aredra coopa».

3. «IlyOauKanusg u3sMeHeHU».

4. «/3MeHeHMe COCTOgHUSA TIpodusa coopar.

Inst paboTel ¢ areHTamu cbopa nepeiigure B pa3zen VictTouHuKH — AreHTbI coopa (cM. «Puc. 80»).

t:!:g;é" 172.30.254.97 v | AreHTbl c6opa NuueHaus akTveHa go: 2027-11-16 @© [Jokymentauna | @ admin

AreHTbl c6opa

7 3KCNOPTMPOBATS B CSY Buibparo:0 @&
Hasganne Bepcua Wma yana IP ysna
4000 master 172.30.254.97 @ &

4.0.0.0 LogCollector_10.30.254.22 10.30.254.17 @ &

4-EVO-716-3 LogCollector_172.30.254.96 172.30.254.96 @ &

‘ 1 ‘ 50/ cTpaHnua

it

Puc. 80 — Pa3gen "Arentsl coopa”

B pasgene orobpaxaeTcs ciiezyronasi iHGOPMaLus:
o Ha3BaHue — HaMeHOBaHHe areHTa c6opa;
e Bepcus — Bepcusi areHTa c60pa, yCTaHOBIEHHOTO Ha Y371€;
o Vms y3/1a — HaMMeHOBaHKe y371a, Ha KOTOPOM yYCTaHOBJIEH areHT cOopa;
o IP y31a — [P-azipec y371a, Ha KOTOPOM YCTaHOBJIEH areHT cbopa.
I[Tpu pabote Haz areHTaMu c6opa OCTYIIHBI CJIe/[yIOLIHe 3/IeMeHThI yIpaB/eHusI:

Knonka [HeiicTBUe

'(5)] MPOCMOTP MO0/ COOBITUSA



Kxonka HeiicTBue

ﬁ? peJakTHpOBaHUe UH(OPMALIMH O TI0JIe COOBITHS

3.3.2.1 MpocmoTp areHTa c6opa

OTKpBITh areHT cOOpa Ha MPOCMOTP MOXKHO ABYMSI CITIoco0aMu:
¢ HaMMTe KHOMKY & B CTPOKe Hy)KHOrO areHTa c6opa;
e Ha)KMHTe 0 cchliKe B rpade "Ha3BaHue'".

OtkpoeTtcs ¢opma pocMoTpa areHTa coopa (cm. «Puc. 81»).

AreHT c6opa Nuuerans akTvena fo:  2027-11-16

¢ AreHT c6opa Ha y3ne master (172.30.254.97)

OcHoeHoe

1D 16246c95-a21a-dde6-d490-db7782b0abd7  (F
4000
172.30.254.97

master

Mpodunu c6opa
. ;
9 * (Cosgan

@

e | Mmnopruposams " & 3KcnopTMposaTs ace Bubpano: 0 C'

Hassanve Tun moayna McTounuk Arewt cGopa Axtvsew  flata Data

@ kafka_input_111 kafka_input 2025-04-03 11:53:38  2025-04-1112:37:05 @ &

kafka_input 2025-04-10 14:21:31  2025-04-1112:37:05 @ &

tep.input [ o] 2025-04-11 12:37:05  2025-03-25 11:12:51  2025-04-1112:37:05 @ &

B 2 B 2

«© 2025-04-1112:37:05 ~ 2025-04-02 14:01:44  2025-04-1112:37:05 @ &

tep_input

CraTcTiKa NoyuYeHHbIX COBbITMIA CraTucTvKa OTnpaBeHHbIX cOBbITHIA

Puc. 81 — ®opma "TIpocmoTp areHTa coopa”

Ha ¢opme otobpaxkaeTcs ciiesiyronjasi ”HGOPMaLVs:
o byiok OcHOBHOeE — CO/IEP)KUT CJIeAYIOLIYI0 MH(POPMALUIO:
o HaumeHoBaHue areHTa cbopa;
o ID —upentudukaTop arenra cbopa;
o Bepcus — Bepcusi 10r-K0J/UIeKTOPa, yCTAHOBIEHHOT'O Ha Y3J1€;
o WM y3/1a — HaMMeHOBaHUe y3/1a, Ha KOTOPOM yCTaHOBJIEH areHT cOopa JIor-KoJIeKTopa;
o IP y3ma — IP-azpec y3/i1a, Ha KOTOPOM YCTaHOBJIEH JIOT-KOJIJIEKTOP.

o bnok ITpodunu céopa — copepxkut nHbopmarusi o mpodussix cbopa, HACTPOEHHBIX /IS JAHHOTO
areHTa coopa:

o Ha3BaHue — HanMeHOBaHue NTpoduss cOopa;

o Tun mopyas — Tvr Moaysisi cbopa, o KoTopomy pabotaet ipodusb co6opa;



o WcTOYHMK — HaMMEeHOBaHHe UCTOYHHKA, /11 KOTOPOTo HAaCTpOeH mpodu/b coopa;
o AreHT cOopa — HauMeHOBaHKe areHTa cOopa, Ha KOTOPOM YCTaHOBJ/IeH TTpodusib cOopa;
o AKTHBeH — COCTOsiHHe ITPodusi cOopa;

o /Jara nmy0suKanuMu — Jata U BpeMs TyO/mKaiuu uHbopMaliu o Tipodune cbopa B
raThopme;
o JlaTa co3gaHusA — /1aTa U BpeMsi Co3/jaHus rpodusst coopa;

o JlaTa o0HOB/IEHHMA — /]aTa U BpeMsi U3MeHeHus1 HH(opMaiuu o npoduse coopa.

Bnok CTaTHCTHMKA TMOJyYeHHBIX COOBITHH — COZIEP)KUT rpaduueckoe  IpeJCcTaBlIeHHe
KOJIMUeCTBa IMOyUYeHHbIX COOBITHI OT MCTOUYHHKOB 3a MEpHO/, BPEMEHHU IO KaXKAOMY MpOdUIio
cbopa;

Bnok CTaTHCTMKA OTHOPaB/I€HHBIX COOBITHHM — COZNEPXKUT rpaduueckoe TpeZCTaBIeHHe
KO/IMUEeCTBa OTIIPAB/IEHHBIX COObITUH B cepBuC Log-proxy 3a Mepvoji BpeMeHH IO KaXAOMY
nipocdustro cobopa.

3.3.2.2 Hacrtpoiika areHTa c6opa

[nst HaCcTpOMKKU areHTa cOopa HeoOXOAWMO OTKPBITH €ro Ha pelakKTUpOBaHWe, BHECTH HeoOXOoAuMbIe
V3MeHeHHUs1 U HaKaTb KHONKY COXpaHUTh.

OTKpbITh areHT cbopa Ha pelakTHPOBAHHE MOXKHO CIeAYIOLMMH criocobamu:

[Tepeiiaute B pa3zgen UCTOYHHUKU — AreHThI cOOpa U HAKMHUTE KHOIKY ﬁ? B CTPOKEe HYKHOI'O
areHra cbopa.

[MepeiinuTe Ha ¢opmy TmpocMoTpa areHta cbopa (cM. «Puc. 81»). W HaKMUTe KHOIIKY
PepakTupoBars.

Hactpoiika arenTa cOopa BBITIOTHSETCS B C/IeJyHOIIUX 0/I0Kax:

HacTpoiiku KOHTpO/UIepa — yrpaB/ieHde OOLMMM TlapaMeTpaMHM M HacTPOWKa TOBeJ|eHUsI JIOT
KOJIJIEKTOPA TPU JJOCTWKEHUH TpeJiesia 3aHATOr0 MecTa Ha [IUCKe;

HaCTPOﬁKH api_server - HaCTpOﬁKa YAa/JIEHHOI'O YIIPpABJ/IEHUSA JIOT-KOJ/IJIEKTOPOM;

Hacrpoiiku metric_server — HacTpoiiKa TapamMeTpoB cOopa CTaTMCTHKH TIO paboTe Jior-
KOJIJIEKTOPA;

HacTtpoiiku XxypHasia — HaCTPOMKa )KypHa/IMPOBaHUs pabOTHI JIOT-KOJI/IEKTOPA.

3.3.2.2.1 HacTpoWKku KOHTponepa

KOHTPOJIJIEP OTBe€UdeT 3a YIIpdBJ/IeHHME CEeKPeTaMH JIOr-KOJ/IJIEKTOPa W OTC/I€XKKWBAET HOTpEGJ’IHEMy}O

Harpysky Ha CHUCTeMY.

[Tpumep 6/10ka HacTpoKu KOHTpoOJIepa TIpuBeZieH Ha «Puc. 82».



23025497 ~ | OCHOBHbIe HACTPOWKM areHTa c6opa JWUEHIUA BKTUBKE A0 2027-11-16 | O flokymerTaums | @ admin

« OCHOBHbIe HACTPOIiKW areHTa c6opa Ha yane master (172.30.254.97) CopocuTs Coxpamums.

~ HacTpoiiku KoHTponnepa

MagT KoHTponnepa JIK * NyTe A0 ganna secret_file * MNyTe o paina secret_storage *

o] Jopt/pangeoradar/configs/logcollector/sacrat gs/log secret_storage

MopT wopyns oTnpasky * Topr mogyns oTnpaek

W

& MOHMTOPHHT 3AHATOO MECTa Ha AHCKE
BepHU NPEAen 33HATOrO MecTa Ha AMCKE (8 NpoLiekTax) MIPOUEHT 3aHATOD MECTa A1 BOCCTAHOBNEHIS PABCTEN MHTepsan nposepki MecTa ka avcke (8 cenyuaax)

95 -+ a5 -+ 60 -+

TIoBEAEHHE NPH AOCTHAEHIK BEPXHEND NpEAEna

turn_off

> HacTpoiiku api_server
> HacTpoiiku metric_server

> HacTpORKM XypHana

Puc. 82 — Hacrporika arenra coopa. Biiok "Hacrpoiiku KoHTposuiepa”

Ykaxkute B 6/10Ke MH(OpMAIMIO 0 KOHTPOJLIepe:
e Tlopt KouTposuiepa JIK — nopT KOHTpOJI/Iepa JIor-KoJjuiektopa. [lapameTp Hesib3s U3SMEHUTD;

e IlopT Moaynsi pUEMKH — TIOPT MOJYJI, Ha KOTOPBIM TIPUXOAAT COOBITHSI OT WCTOYHMKA.
ITapameTp Heb3s U3MEHUTD;

e IlopT Moay/si oTHpaBKH — TIOPT MOJYJ/S, C KOTOPOTO BBITMOHSAETCS OTIIPaBKa COOBLITHUH B
ninatdopmy. [TapameTp Hesb3si U3MEHUTB;

e IIyrb pgo secret_file — ykaxure nytb g0 daiiia ¢ cekperamu. IlospoOHee 0 cekpeTrax CM.
paszen «CeKpeThl»;

o IlyTb o secret_storage — yKa>kuTe MyTb [JO XPaHU/IUILA CEKPETOB;

o BepxHuil npejes 3aHATOr0 MecTa Ha JUcCKe (B MPOIEHTAX) — YKa)KUTe 3HAUEHUe 3aHSTOrOo

gucka B "%", mpU [JOCTW)KEHWH KOTOpOro OyZieT BBITIOJHEHa KOMaHZa, yKa3aHHas B
riojie IloBeaeHue Npy AOCTHIKEHUM BepXHero npejesa. 3HaueHue 10 yMo/yaHuro: "95";

e IIpoueHT 3aHATOr0 MecTa //Isi BOCCTAHOB/IEHUA PA0OTHI — YKa)KUTe 3HAUEHUE 3aHSTOrO AKUCKA
B "%", TIpU [OCTW)KeHUU KOTOporo OyjeT BOccTaHOBeHa paboTa areHTa cObopa. 3HaueHHe IO
ymMmonuanuto: "80";

o UVHTepBa/s NpoBepKH MecTa Ha JMCKe (B CEKyH/aX) — YKa)KUTe UHTepBa/ [POBEPKU MecTa Ha
JcKe (B ceKyH/iax). 3HaueHHe 1o ymonuanuto: "60";

o TIloBegeHne mpU JOCTWKEHHWH BepPXHEro mpejena — W3 BBINA/AIOIIETO CIHCKa BblOepuTe
JleliCTBHe, KOTOpOe HEeoOXOAMMO BBITIONIHUTL TPU JOCTIKEHWH TIpejiesia 3aHSATOr0 MecTa Ha
nucke. Bo3MokHbIe feliCcTBUS:

e turn_off — BBIK/FOUMTH areHT cOopa;

e skip — BKJIFOUUTB TIPOMYCK COOBITHM, TIPU KOTOPOM areHT cbopa OyzeT uuTaTb COOBITHS,
HO He OyZieT repechIaTh B IaTGOpMy.

OcobeHHOCTH pabOoTHI JIOT-KOJ/UIEKTOPA TIPH JOCTKEHUH TIpe/iesia MecTa Ha [JUCKe:



e AKTHMBHBINA COOp — KOT/Ia MECTO 3aKaHUMBAETCsI, JIOT-KOJUIEKTOP TIepecTaeT coOupaTb COOBITHS, HO
TIPO/I0/DKAeT UX OTMPaBKy B cepBuc Log-proxy, utoObl 0cBOOOJUTH MECTO;

e TIACCHBHBIM COOP — eC/IM UCTOYHHMK MOJKET TMPOZO/DKaTh paboTaTh B IITATHOM PEXXUMe, a JIOT-
KOJIJIEKTOP He JJOCTYIIeH, TO PEKOMEH/IyeTCsI OCTaHOBUTDb TpueM COObITHH (turn off), mpu 3TOM
JIOT-KOJIJIEKTOP TIPOJIO/DKUT UX OTIPaBKy B cepBuc Log-proxy, uto6bl 0CBOOOAUTL MECTO;

e TACCHBHBIN COOP — €C/TM UCTOUHUK He MOXKET HOPMasIbHO MPO/I0/DKATh PAab0TaTh U JIOT-KOJJIEKTOP
He ZIoCTyTieH. B 3ToM ciyuae Jjior-Ko/utekTop OyeT mpomnycKaTh COOBITHS (skip), HO TIPO/IOJDKUT
WX OTIIPAaBKY B cepBUC Log-proxy, uToObl 0CBOOOIUTH MECTO.

Takyke nmofo6Hasi iorvka OyeT paboTaTsk U B CJIEAYIOMINX C/TyUasiK:
e KOT/Ia eCThb MPO0JIEMBI C CEThIO U JIOT-KOJUIEKTOP He JIOCTYTIEH;

e KOTjja NMPUMEHSIOTCS HOBbIe MapaMmeTpbl KOH(MUTYpAL[UH JIOT-KOJ/UIEKTOpa, BO3MOKHA CHUTYal[us,
yto npodusm cbopa ecTb, a C areHToM cbopa ellje HeT COeMHEHUS;

e BOCCTAHOBJIEHHE CBSI3W C MCTOYHHMKOM, KOTJja Ha CTOPOHe MCTOYHHMKA Oosbliasg oyepeb W OHA
MacCOBO pasrpyskaeTcs 6e3 orpaHHUUTesIeH.

3.3.2.2.2 HacTpoWiku api_server
API Server oTBeuaeT 3a BO3MOYKHOCTb Y/Ia/IEHHOTO YIIpaB/ieHUst areHToM cbopa.

[Tpumep 6/10ka HacTpoliku api_server rpuBeZieHbl Ha «Puc. 83».

172.30.254.97 »+ | OCHOBHbI@ HaCTpO#KM areHTa c6opa NMueHanA akTUBH Ac: 2027-T1-18 D Rorymenrauws | (@) admin

< OCHOBHble HaCTPOWKK areHTa c6opa Ha yane master (172.30.254.97) CépockTs GOXpaHHTE

i@ HACTPOFKY

> HacTpoitki kouTponnepa

~ HacTpoiiku api_server
Appec API Servera * Topt APl Servera * TimeOut wTekua

& 172.30.254.97 60 +

TimeOut aanuew wait

" 60 + 5 +

s
Mapank K CEpTUDUKATY LWddposaHue TLS MyTs 00 Galina cepTHOUKATA

MyTe 40 Gaiina kncua TPEGYETCR KMEHTCKAA GEpTUdMKAT MyTs 40 Gaiing KOPHEBOTO CepTHMKaTa

Jopt/pangeoradar/carts/agent kay

YPoBEHb NOTUDOB2HUA

INFO

> HacTpoitkm metric_server

> HacTpoRku XypHana

Puc. 83 — Hacrpoiika arenra coopa. biiok "Hacrpoiiku api_server"

YxaxuTe B 6710ke nHbopmaiiro 06 API cepsepe:
e Apapec API cepBepa — yKaXkuTe ajipec CeTeBOro uHrepdetica, UCMOIB3yeMOro areHToM cbopa;

o Ilopt API cepBepa — nopt, 1o KOTopoMy BbeInonHsercs API-s3aumogericteue. IlapameTp Hesb3s
V3MEHUTb;

o TimeOut yTeHHUs — yKaxuTe MakCHMa/JbHOE BpeMsl 0>KW/IaHUsI TIOJTyYeHHs1 3a1poca B CeKyH/ax;

o TimeOut 3anKcH — yKa)KUTe MaKCUMa/IbHOe BPeMsl O)KM/IaHUs OTIPaBKHY 3arpoca B CeKYH/ax;



Oxxupganue (Wait) — yKakuTe BpeMsi OKAZaHUsI OKOHUaHUsI 00pabOTKH 3armpoca Tpy ToTyYeHr!
CUrHajia Ha OCTAHOBKY NPUJIOJKEHUS B CeKyH/ax;

IITudpoBanue TLS — npu HeoOXOAMMOCTH BK/TIOUMTE OIILMI0, KOTOpasi TI03BOJISIET BK/TFOUWTH
HCI0/Ib30BaHre TMpoTokosia Transport Layer Security (TLS) gnst obecrmeuenusi 6Ge3oracHoi
repejiauu [JaHHbBIX;

IIyte po ¢aiina ceprudukara — ykakute IMyTh A0 (dailyia cepTudurKaTa, UCIOIb3yeMOro MpU
TLS umdpoBanuy;

IIyrs po daiina kao4ya — yKaxuTe MyTb A0 (Qaila Kiatoueld, ucrosb3yembix npu TLS
mdpoBaHuy;

ITapons Kk ceprudukary — naposib A1 pacm@poBku (aiina kmoueil. Eciu mosie He 3ajaHo,
cuuTaeTcs, uTo ¢aiis He 3alIMPPOBaH;

Tpedyercss KIMeHTCKHI cepTHHUKAT — NIPYU HeOOXOJUMOCTH BK/TFOUMTE MIPOBEPKY KTMEHTCKOTO
ceptudUKara;

IIyte fo0 d¢aiia kKopHeBoro ceprudMkara— IyTb [0 KOpHeBoro ceptudukara. [lose
3ar0JIHSIeTCS TIPY BKJTFOUeHHOW TIPOBEpPKe KJIMEeHTCKOro cepTU(UKaTa;

YpoBeHb J/10THPOBaHMA — W3 BBINNAZAIOLIETO CIKMCKA BbIOEPUTE YPOBEHb >KYPHAIMPOBAHUS
paboter API cepBepa. Bo3MO)KHbIE 3HAUEHUSI:

e ERROR - 3anucbiBath coo01jeHust 00 ommoKax;

e WARN - 3amuchiBaTh TIpeAympeXxaaroiie cooOIeHNs, KOTOpble YKa3bIBAalOT Ha
TIOTeHLMa/IbHble MPO0JeMbl WM CHUTYallud, KOTOpble MOTYT TPUBECTH K OIIMOKaM B
Oyaywem;

e INFO - 3amuchiBaTh HWHGOPMALMOHHBIE COOOIEHHS, KOTOPbIe COOOIIAI0T 0 HOPMaTbHOM
(GYHKI[MOHUPOBAHUU TIPUIO’KEHUST;

e DEBUG - 3anuchIBaTh 0T/1a[J0UHYI0 UH(POPMaLHIO;
e TRACE - 3anucbiBaeT BClo HHGOPMaLMIo 0 paboTe CepBHUCa;

e ALL — 3anucbiBaTh BCe COOOIIEHMS.

3.3.2.2.3 HacTtpoWku metric_server

Metric_server OCyLlIeCTBJ/IAeT C60p CTaTUCTHUKH paGOTBI dI'€HTOB c60pa JIOT'-KOJIJIEKTODA.

[Tpumep 6s10ka HacTpoiiku metric_server ripuBejieHbl Ha «Puc. 84».

‘E:EIED 1723025497 ~ | OCHOBHbIe HaCTPOiiKu areHTa c6opa Nuyensns akTHeHa fo:  2027-11-18 @ HokymerTauma | @ admin v

< OCcHOBHbIe HAaCTPOIiKK areHTa c6opa Ha y3ne master (172.30.254.97) Chpocurs

> HacTpoiiku KoHTpoNnepa
> HacTpoikw api_server

~ HacTpoitku metric_server

MOpT C&pBepa MPEACCTABARIOWEND MeTpHKY TIK *

> HacTpoiiki )ypHana

Puc. 84 — Hacrpoiika arenra coopa. biiok "Hacrpoiiku metric_server"



B G6yoke otobpakaeTcst nuHbopMalys 00 UCIOMB3yeMOM TOpPTe CepBepa, MPeAOCTaB/ISIONIMM METPUKH
JIOT-KOJIJIEKTOPA.

IIpocMoOTp MeTpHK:

1. Tlepetigute B BebO-uHTepdeiic TUIaTGOPMBI  uYepe3  KOTOPBI  MOJKET  BBITTOJIHATHCS
L[eHTpa/In30BaHHOE yTpaB/ieHHe JIOT-KO/UIEKTOPOM.

2. Tlepeiizute B pasjen AAMMHHCTPUpPOBaHHe — MOHUTOPHUHI 1 U3 BbIMAZAlOIIEr0 CIMCKa
BbIOepHuTe pabounii ctos1 JIor KoJI/IeKTop.

[TepeueHb BUPKeTOB pabouero crosa JIor KoJIIEKTOpP IpuBefieH B JoKyMmeHTe «[lepeueHb
METPUK MOHHUTODHHTa».

3.3.2.2.4 HacTpoiku XypHana

KoMrioHeHT oTBeyaeT 3a BeJleHHe >XYPHaloB paboThl areHTa cOopa. IloaJep>KUBarOTCs ClieyroLe
YPOBHU )KYPHA/TMPOBaHUSI:

« ERROR - 3anucbiBath coo01eHMst 00 OInbOKax;

e  WARN - 3anuchiBaTh TIPeAyIIPeXK/arole cOo0IeHNs], KOTOPbIe YKa3bIBalOT Ha MOTEHI[Ha/IbHbIe
1po0JIeMbl UJTH CUTYaLIMH, KOTOPble MOTYT IPUBECTH K OIIMOKaM B Oyyiiem;

e INFO - 3amumcbiBaTh MH(OPMALIMOHHBIE COOOIIEHHUS, KOTOpble COOOI[AI0T O HOPMAa/bHOM
(GyHKI[MOHUPOBAHUU TIPUIO’KEHHST;

e DEBUG - 3anucbiBaTh OT/1a/I0UHY0 MHGOPMALUIO;
e TRACE - 3anuchiBaeT BCio HH(MOPMAaLMIO 0 paboTe cepBUCa;
e ALL - 3anuchIBaTh BCE COOOIIIEHUS.

[Tpumep 6s10ka HacTpoiKu >XypHasa rpuBeieHbl Ha «Puc. 85».

UANES 1723025497 « | OCHOBHbI@ HacTpoliky areHTa c6opa Tingenau axTusa ao; 2027-11-16 | @ Rosymenrauwa | (@) admin -

< OCHOBHbIe HAaCTPOIIKK areHTa cbopa Ha y3ne master (172.30.254.97) CopocuTs

> HacTpoin koHTponnepa
> HacTpoimon api_server
> HacTpoikn metric_server

~ HacTpo#ikn xypHana
Mopr nor-cepsepa * VpoBEHS AOTMpERAHIS MyTs o paiina wypHana

i INFO jvarfiogfiogeollectorfjournal.log

Paauep dafina xyprana KonuuecTso gainos wypHana [ RYGHHE XPBHEHWA MCTODYN, AHEH?

5 + 3 + 7 —4

Puc. 85 — Hacrpoiika arenra coopa. biok "Hacrpoiiku xypHaia"

Ykaxkure B G/10Ke C1eAyIOIyI0 HH(POPMALHUIO:
o Tloprt log_server — nopt cepBepa >xypHanupoBaHusi. [lapameTp Hesb3s1 U3MEHUTH;

e YpoBeHb JIOTHPOBAHUsA — OOIIMI ypOBEHb >XYPHA/IUPOBAHUS /i1 BCEX KOMIIOHEHTOB areHTa
cbopa;

o IlyTh o ¢aiina xxypHaia — nyThb [0 (aiina )KypHasa;

o Pasmep daiinia XypHana — rapaMeTp, KOTOpbIN oOrpejensieT MaKCUMa/bHbI pa3mep daiina
)KypHasia B Mera0aiiTax, Mpu JOCTH)KeHUU KOTOPOro Oy/ieT BbIMoJTHeHa POTaLMsl )KyPHAJIOB,;



e KosmuecTBo ¢aiisioB >XypHana— ropor KojauuyecTBa (halsioB >KypHasa, TPU AOCTHDKEHUH
KOTOporo OyZAyT yjaneHbl ycTapeBiuve (aiiibl )XypHana. Eciu mapamerp He ykasaH, TO (hailibl
yansiThCs He OyAyT;

e TI';iy0uHa XpaHeHUsI UCTOPHH, AHEN — YKKUTe MaKCHMa/lbHOe KOJTMUeCTBO JHEH /il XpaHeHUs
cTapbix (haiisioB xKypHana. OTcueT BefieTCsl TI0 MeTKe BpeMeHHU C03/jaHus (aiina >xypHana. Eciu
rapaMeTp He yKa3aH (aiisibl yAansaThCsa He OyayT.

3.3.2.3 Ny6nukauus n3ameHeHuw

YToObI HaCTPOIKK areHTa cOopa BCTYITWIN B CHITY, IX HE0OXOIMMO OIy0/IMKOBATh B T1aTopMe.
[Ty6/mmKaryio n3MeHeHUH MO>KHO BBITIOJTHUTE CIeAYIOIIMME CTIoCcobaMu:
Crnoco0 1:

1. Bowibepute areHTbl cOOpa, B KOTOpble ObUTM BHECeHbI HM3MeHeHHUs. [I/is1 3TOTO YCTaHOBUTe
COOTBETCTBYIOLIMe (hary.

2. Haxmure KHOTIKY Ony0/IMKOBaTh.
Crnoco0 2:
1. TlepeiiguTe Ha hopMy IpOCMOTpa areHrta cbopa.

2. Haxmure kHOTIKY Ony0/IMKOBaTh.

3.3.2.4 WN3meHeHue coCcTOSIHMA Npodmnsa coopa

[Tpodunb c6opa Ha BHIOPAHHOM areHTe MOKET HaXOJUTHCS B CIeAYIOIUX COCTOSIHUSIX:
e BkroueH — 110 ipouo c6opa BhIMOJHSIETCST COOP COOBITHI OT UCTOUYHUKA;

e BoikmoueH — npodune cbop AobapeH B maTGopMy, HO MO0 HEMy He BBITOJHSETCS COOp
COOBITUH.

N3menutsb coctositve npodusist coopa Ha areHTe MOXKHO CJ/IeAYIOIIMMHU CTIOCObaMu:
Cnoco0 1:

1. Ortkpoiite areHT c60pa Ha MMPOCMOTDP.

2. Tlepetigute k 60Ky ITpoduiu coopa.

3. B rpade AKTHBeH M3MeHHTe COCTOsIHME HY)KHOTO Mpo¢uis cOopa, yCTaHOBUB TepeK/toyaTesib B
COOTBeTCTBYIOLL|ee [10JI0JKeHHe.

Cmoco0 2:
1. Ortkpotite areHT c6opa Ha MPOCMOTP.

2. Tlepetigure k  Osoky Ilpodpmnm  cbopau  Boibepure mnpoduiu  cbopa, yCTaHOBUB
COOTBETCTBYOLLME (p1ary.

3. Ucronp3yliTe KHONKY BK/IHOUHTH/BBIK/IIOUHTS /11 M3MEHEHWs  COCTOSIHUS  BbIODAHHBIX
nipodusieii cbopa

Crmoco0 3:



1. Ortkpoiite areHT cbopa Ha MpocMOTP U TiepeliauTe K 610Ky ITpoduin coopa.

2. Orkpoiite mpodunb cbopa Ha TPOCMOTP, HaXaB MO cchinke B rpade HasBanme wim 1o
kHorke <& B Hy)XHOI1 CTpOKe.

3. Ha dopme rmpocmoTpa nipodusisi cbopa HAXXMHUTe KHOTIKY PelakTHpOBATh.
4. B mone AKTUBeH yCTaHOBUTE TlepeK/IroyaTesib B COOTBETCTBYIOLLIEE TI0/I0XKEeHUe.
5. Haxxmute kHONKY COXpaHUTh.

IToapo6Hee o paboTe ¢ mpodussimu cbopa cM. pasgen «[Ipodumu cbopar.

3.33 Mpodmnun céopa
Pabora ¢ mpodunssmu cobopa BK/IrOUaeT B ce0si C/ieyIoliie TIPOoIeCChl:

1. «Hactpoiika npodusg coopa».

«I[IpocmoTtp npodusig cbopar.

«PenakTUpOBaHUE HDOd)I/I]IH C6ODa».

«ImrmiopT nipodusieii cbopa.

2
3
4. «3kcropt npoduneii cbopar.
5
6

«¥Y nanenue npodunen coopar.

[nis pabotsi ¢ mpodusnsimu coopa niepeiiaute B paszen Ucrounnku — ITpoduam coopa (cMm. «Puc. 86»).

‘Uﬁ:ﬂfi’ 1723025497 ~ | Tpodmunm cGopa Tvuerann aktvena ao: 2027-11-16 | @ [lokymentaums | @ admin

Mpodunu cbopa

SkcnopTposaTs BCe | MnopThposaTs Bubpanc:0 O @

o v [ cospars

Hassarme Thn mopyns cTousmc Arewr céopa Axtunen Rarar a flara

msevens_input 1111 input_source 937a3a-2ch9-1bc3-51 Her 2025-04-1117:59:17  2025-04-1118:06:11 @

tep_input 2520 Cisco-ASA 16246c85-a21a-ddes-dA30 Bla 2025-04-11 12:37:05 2025-04-02 14:01:44 2025-04-1112:37:05 @
P tepinput_15 kafka_input 514 input_source_3 6246ca5-a21a-dde6-d430 Het - 2025-04-10 14:21:31 2025-04-1112:37.05 @

afka_inpu kafla_input 1111 test_input_source 16246: et - 2025-04-03 11:53:38 2025-04-1112:37.05 @

eventiog_input local Het 2025-04-1117:19:31 2025-04-11 17:48:32

eventlog_input_remole eventlog_inpul_remote source 0e666465-10ef-7342-24¢€ jic) 2025-04-11 17:48:32 2025-04-11 17:48:25 2025-04-1117:48:32 @

DR YYD
2 ®2 2 2 B8 3 &

> input tep_input TastinpUt_source 5c95-a21a-tde6-0480 fa 2025-04-11 12:37:05 2025-03-25 11:12:51 2025-04-1112:37:05 @

(1) [ 0rcmomma

v

Puc. 86 — Pa3gen "IIpoduu coopa’

B paszesne orobpakaeTcs ciiefyrorasi iHpopMarLus:
o Ha3BaHue — HauMeHOBaHue TIpodusst c6opa;
e Twun Mopyns — Tvr Moay/s cOopa, TIo KOTopomy paboTaet rpoduib c6opa;
e MWcTOUYHHK — HaUMEHOBaHUe UCTOYHHKA, /TSI KOTOPOro HaCTPOeH Mpodusib coopa;
e AreHT c0opa — HauMeHOBaHHe areHTa cOopa, Ha KOTOPOM yCTaHOBJIeH MPoGuIb cO0pa;
e AKTHBeH — cocTosiHUe npodusisi cOopa;
e JlaTa my0/iMKanmu — fiata ¥ Bpemst y0mmkanyy nHGopMaiuu o npoduse coopa B riaThopme;
o [laTa co3gaHus — JjaTa U BpeMsi co3/aHust poduss cbopa;

o JlaTa o0HOBJIEHHMSA — /laTa U BpeMsi M3MeHeHUst MHpopMaLyuy o ipodusie cOopa.



3.3.3.1 Hacrtpoiika npodmnsa coopa

Hactpoiika npodunst cbopa 3akarouaercs B KOHOUTYPHPOBAHHWM MOAY/S cOOpa, TI0 KOTOpOMY Oyzer
paboTaTh nMpodub.

Buaumanue! Moodyb c6opa donxiced noddepacueamb OC, Ha komopoll pabomaem azeHm cb6opa, uHaue
npo¢unb cbopa pabomamb He 6ydem. Coomgemcmeue Moodyaeli cbopa u OC npugedeHo 8
paszodene «Onucaxue».

[TopsoK AelicTBUM 1 HaCTPOMKHU Tipodus cbopa B o0IIieM ciyuae BBITISIAUT CIeyIOImKUM 06pa3om:

1. Haxwmwure kHorKy Co3parbk. OTKpoeTcs hopma "Co3zganue nmpodusisi cbopa” (cM. «Puc. 87»).

Pamar.  172.30.254.97 | Co3gaHue npoduns c6opa TMueHsus akTuera go: 2027-11-16 | @ [lokymertauus |

« CospgaHue npoduna c6opa CBpocuTs

6] HaseaHue AreHT cbopa Ha yane master (172.30.254.97)

_1531 Microsoft-Exchange-SMTP Bepcua areHTta c6opa: 4.0.0.0

B AreHT cbopa * Mopynb McTouHMK *

AreHT cbopa Ha yane master (172.30.254.97) 1531 Microsoft-Exchange-SMTP

#

Puc. 87 — ®opma "Co3janue npoduisa coopa”

2. C mnatdopmoii mocrapisieTcsi HAOOp 3apaHee TMOZATOTOBIEHHBIX Iab0HOB Tpodusieil cbopa.
[ITa6sioH BbIOMpaeTcs: B mose Mcnonb3oBaTh cymjecTBYRIui mabsioH. [Ipy Heob6xoauMocTu
Bbl MOXXeTe HAaCTPOUThb NMpoduib cbopa BpyuHylo. [I/1f1 3TOro ykakure Ha (hopme ciieflyioLyIO
VMH(OpMaLUIO:

o Ha3Banue — HauMeHoBaHue mpodussi cbopa ¢dopmMHUpyeTCs aBTOMaTHUECKH M3 ABYX
yacreii: <HaumeHoBaHue mopyns>_<HanmeHoBaHMWe ucTOYHMKa>. [Ipy HeoOXoAuMoOCTH
Bbl MOXKeTe yKa3aTb Ha3BaHUe CaMOCTOSTEJIbHO;

e AreHT cOopa— U3 BBINA/AIOIIEr0 CIHMCKAa BbIOepUTe areHT cbopa, Ha KOTOpoM Oygjer
(yHKL[MOHUPOBATh MPO(UIIB;

e MHMcTouHHK — W3 BBINAJAIOIIETO0 CIIHMCKA BbIOEPUTE MCTOYHMK, C KOTOPOro OyayT
cobupartbcst cobbITHS poduieM coopa;

e Mopysib c6opa —13 BbINa/JAOLIero Crycka BbibeprTe MoZly/b cOopa, 1o KoTopoMy Oyzer
paborate mipopwie cbopa. Ilonsi dopmbl OyAyT aBTOMaTHuecku CHOPMHUPOBAHBI [ist
HACTPOMKH BbIOpaHHOTO MOy (cM. «Puc. 88»).



< Cospanve npoduns c6opa CopocuTs

AkTUBEH  Ha3sBsaHie AreHT c6opa Ha yane master (172.30.254.97)

eventlog_input_local 1517 Microsoft-Windows-Hyper' Bepous arenta céopa: 4.0.00

AreHT cBopa * Moayns MCTOUHMK *
AreHT chopa Ha yane master (172.30.254.97) eventlog_input_local 1517 Microsoft-Windows-HyperV
ViMeHa xypHaoe ans cGopa * TMepek/toyaTes COXPaHEHUS NO3NLMM, NPU HaYane YTeHus
test X «©
DUALTP COBLITUNA Pasmep sanpoca
* 31 —+
VIHTepBan MexAy 3anyckoM 3anpoca B CeKyHaax KonnyecTso napannenbHbIX BOPKEPOs
—+ —+
YPOBEHb NOrMPOBAHNA MyTb A0 Gaina xypHana
WARN
TaiimayT 3anpoca B cexkyHaax YnTaTb TOMKO HOBbIE COBLITHRA
; ~+ @
OnpeaenaTs UMs nonbaosarens no SID TMpumepHbIi pasmep Gydepa cobbITiA
o« 1000 -+
MUHUMANbHbIA MHTEPBAN NEePenofKIKYEHIS (B MUHYTaX) MaKcuManbHb I MHTEPBan NEPENOAKIOYEHNS (B MIUHYTaX)
1 —+ 15 —+

HacTpoiiku KoaupoBKu
M3MeHsiTb KOAMPOBKY COBbITHI Ha UTF-8 VcxopHas koguposka dalina

BuiBop, B daiin
BK/IIOUAT BbIBOL, B daitn MyTb A0 BbIXOAHOTO daitna

«©

COXpaHUTL Kak WaBnoH

Puc. 88 — ®opma "Co3ganue npoduis coopa". Ilpumep HaCTPOeK MOAYJIsk

3. Hactpotite BbIOpaHHBIH MOAynb cOopa. HacTpoliky Mopy/iss MOXXHO YCJIOBHO TMOJ€MUTh Ha
crefyollye JeiCTBUS:

e HacTtpoiika OCHOBHBIX TMapaMeTpoB MOAYJisi (TTOAPOOHO OIMMCAHBI B COOTBETCTBYIOIIUX
pa3zenax Hwke). [Ipy HeOOXOAWMOCTH /1T YaCTH HAaCTPOEK Bbl MOJKETe HCIOJh30BaTh
cekpeThl (mosipoOHee cM. pa3zesn « CeKpeThi»):

o Hacrporika >xypHanupoBaHUs.
o Hacrpotiika KOAUPOBKH.
e Hacrpolika BbIBOZIa B (paiis.

4. Tlocne BbIOOpPa W HACTPOWKM MofyJis cbopa, CTaHET [JOCTyITHAa BO3MOXXHOCTh aKTUBHPOBATh
npodusib cbopa Ha BLIOpaHHOM areHTe. [I7is 3TOTO B T0/ie AKTHBEH YCTaHOBUTE TepeK/touaTe/lb
B T10J10)KeHue "BkioueH".

5. [na coxpaHeHUs: U3MeHeHUU Ha)kKMUTe KHOTIKY COXpaHHTh.

6. Omny0/mMKyiTe M3MeHeHUs Ha BbIOpaHHOM areHTe cbopa, 4TOObI M3MeHeHHs! BCTYIHIN B CHITY
(cMm. pasgen «I[lybnukaiys u3MeHeHU» ).




3.3.3.1.1 CekpeTbl

CekpeTsl JIOT-KOJ/UIEKTOpa — 3TO HeoOXofuMble A/t pabOThI/HACTPOMKM 3Ha4YeHMs, KOTOpble OyayT
3ammr(poBaHbI U BCTaB/IeHbI B HY)KHbIE MecTa B Tipodusie cOopa st COKPHITHS HH)OPMALIUH.

CexpeTb! OBbIBAIOT /IBYX BU/IOB:

e T'/100anbHBIE — [0 YMO/YaHUIO MTPUMEHSIIOTCS KO BCEM KOJIJIEKTOpaM AJis yAo06cTBa paboThl €
HUMHU;

e JIoKanbHbIE — rnepeorpenedaroT IdpdMETPhI r00anbHBIX CeKpeToB [Jid KOHKDPETHOI'O
3K3eMIl/Idpa JIOr-KOJIJIEKTOPa.

JIoKasibHBIE CEKPEThI BCET/la UMEIOT TIPUOPHUTET BhIllIe I7100abHbIX.

Co3aHue CeKpeToB [J0/DKHO BBITIONHATHCS uepe3 Beb-uHTepdeiic miaTdopmbl:
1. TlepeliguTe B pa3gen AaMUHMCTpUpOBaHue — Kiacrep — BK/Iajika Y3/bl.
2. OrtkpotiiTe (popMy rpocMoTpa y3/1a € posbio agent Uiy agent win.

3. B 6si0Ke cekpeThl areHTa Ha)kMuTe KHOTIKY Co3aaTh ceKpet (cM. «Puc. 89»).

no6anbHble | Yaanutb

Haszeanue cekKpeTa

test |}

NoKaneHble | Ynanutb |

HaseaHwe cekpeTa

test 1y

Puc. 89 — ®opma npocmotpa y3aa. biiok "CekpeTsl arenra”

4. Ortkpoertcsi okHO "Co3zaatb cekpeT"” (cMm. «Puc. 90»).

Cozgars cexper

Puc. 90 — Oxkno "Co3aartb cekper"



5. YKaxuTe B OKHe CJiefiyIOL[yI0 UH(POPMaIUIO:
o Brnone HasBaHue cekpera yKa)kuTe HaMeHOBaHUe CEKpeTa;
e B T1I0/Ie 3HAUEHHE CeKPeTa YKaKHTe JlaHHbIe, KOTOpbIe He00X0[uMO 3armdpoBarh;

e eciM HeoOXOJUMO TPUMEHWTh CEKpeT KO BCEM JIOT-KOJUIEKTOpaM, TO BKJIFOUHTE
napametp I'/100a/1bHBI.

Hcnonb3oBaHue ceKkperoB B mpoduie coopa: Ilpu HacTpoiike Mozy/asi npodusis cOopa, MOXKHO B
KauecTBe 3HaueHWs IlapameTpa yKa3aTb KOHKPeTHOe 3HaueHue WU CeKpeT. [l repek/toueHust Mexay
pe)xumaMy BBO/la MH(OPMaL[KU UCII0/Ib3yiTe COOTBETCTBYIOLMM Nepekstoyarenb (cM. «Puc. 91»).

DOPMAT COXPaHEHWNA COBLITUM B none HyHo BbibpaTb cekpeT ——— @D
Cnu1coK Gainoe ANA YTEHWA *
+
MHTepBan Mexay 3anyckoM 3anpoca B CeKyHaax * B none HyxHo ykasaTb 3HayeHne —
1 -+

Puc. 91 — Cnoco0bI yka3aHusi mapaMeTpoB MojyJisi chopa

3.3.3.1.2 )KypHanupoBaHue

[y GonbIIMHCTBA MOAy/el cOopa MOXXHO HACTPOUTh YPOBEHb >KypHA/IMPOBaHWS PabOThI MOAYJISL.
[Toamep>kuBarOTCs Cieiytollie YPOBHU »KyPHaA/IMPOBaHUS:

« ERROR - 3anuceiBath co001eHNst 00 OIMOKax;

e  WARN - 3anucbiBaTh TIpeynpeKAaroiire coo0IeHNs], KOTOpble YKa3bIBalOT Ha MOTeHIUaTbHbIe
1po0JIeMbl MJTH CUTYalLIMU, KOTOPbIe MOTYT IPUBECTH K OIIMOKaM B Oyayliiem;

e INFO - 3amumchiBaTh MH(OPMALIMOHHBIE COOOIIEHUS, KOTOpble COOOI[AIOT O HOPMAa/bHOM
(GyHKL[MOHUPOBAHUU TIPUIO’KEHHSI;

o DEBUG - 3anucbiBaTh OT/13/I0UHYI0 MHGOPMALUIO;
e TRACE - 3anuchiBaeT BCI0 HH(MOPMALIMIO 0 paboTe cepBHCa;
e ALL - 3anuchIBaTh BCE COOOIIEHUS.

HaCTPOﬁKa BBITIOJ/IHAETCA B IT0JIe YPOBEHB JIOTHUPOBAHUA.

3.3.3.1.3 dunbTpauyus

(DI/I]'Iprbl MPUMEHSAOTCH K C06paHHbIM COOBITUSIM OT MCTOUYHHKOB nepen (bOpMI/IpOBaHI/IEM ouepeayd Hd
OTIIPAaBKY. (DI/I]'IBTP npeacraBideT U3 cebs1 MaccuB peryjadapHbIX Bpra)KEHHﬁ, KOTOpbIE peaIn3yHT
MEXdHHU3M YEePHBIX U Oe/IbIX CITUCKOB:

e bBenbiii crucok — coOBITHS, KOTOPblE COOTBETCTBYIOT PETyJISIPHOMY BbIDa)KeHWIO, TOMaJaloT B
ouepe/ib Ha OTIPaBKY.

e UepHbIil CITUCOK — COOBITHS, KOTOPbIe COOTBETCTBYIOT PETY/ISIPHOMY BBID@KEHHIO, OIOKHPYIOTCS
Y He IOMaZIal0T B ouepe/ib Ha OTIIPABKY.

CHauasia ipoBepsieTcsi OebIi CITUCOK, a 3aTeM YePHBIH.



®unbTpel 3agatorcs B 6yioke Hacrpoiiku ¢unbTpanum (cM. «Puc. 92»).

HacTpoitkn dunsTpaumnn

YepHeIA cnvcok Benciin cnncok

"E[D-9]$" X MM* X ADEFX MLX X Ms+* X + "“ocalhost.*$" X +

Puc. 92 — ®dopma "Co3panue npoduis coopa". Biok HacTpoiiku GuibTpanuu

B 6s10Ke JOCTYTIHBI CIeJytolie HaCTPOUKHU:
e Besblit CMUCOK — YKa)KUTE MAaCCHB PETYJISIPHBIX BhIpaXKeHUH, (HOPMUPYIOIINA OesTbIi CITHCOK;
e UepHbIi CIMCOK — YKa)KUTe MaCCHB PeryJ/IipHbIX BbIpakeHUH, (POpPMUPYIOLIUI UepHbIN CITHUCOK.

B03MOXXHOCTE TIpUMeHeHHs] (HUIbTPa K KOMIIOHEHTy cOopa 00yc/aB/iMBaeTCsi TUIIOM COOMpaeMbIX
JAHHBIX: CTPYKTYPUPOBaHHbIe WM HECTPYKTypUpOBaHHble. Haripumep, [aHHBIe, coOupaeMbie OT
MCTOYHHMKOB wmi, eventlog, odbc, etw SIB/IsSItOTCSI CTPYKTYpHUPOBAaHHBIMM, @ OT OCTa/IbHbIX UCTOYHUKOB —
HeCTPYKTypHUpOBaHHbIE.

3.3.3.1.4 KopgupoBka cooupaemMbIX AaHHbIX

[Tpodunb cbopa MO3BOJISIET HACTPOUTH KOAWPOBKY JAHHBIX, COOMpaeMbIX OT MCTOYHUKOB. [Iji1 3TOTO B
rlapaMeTpax BeIOpaHHOTO MoAy/st cbopa rcronb3yercs: 6710k HacTpoiiku KogupoBKH (cM. «Puc. 93»).

HacTpolik1 KogupoBKHK

M3MeHAT KOAMPOBKY COBLITHI Ha UTF-8 McxopHan komMpoBKa daina

Puc. 93 — ®opma "Co3ganue npoduis coopa”. Biok "Hacrpoitku KogupoBKu"

B 6s10Ke JOCTYTIHBI ClejyIolIie HaCTPOUKHU:

o VicxopHas KOAUPOBKA — YKa)KUTe KOAWPOBKY COOBbITHI MCTOUHMKA. EC/ii 3HaueHMe He yKa3aHo,
TO Tipohrb cOopa MOTIBITAaeTCst OTpe/ieUTh KOAWPOBKY CaMOCTOSITE/IBHO;

e HN3mennth KoaupoBKy coObituii Ha UTF-8 — onmus, mo3Bosisitoiiass U3MEHUTh KOZMPOBKY
UCXOJHUKA B Ut 8.

3.3.3.1.5 3anucb noTtoka co6bITUi B thain

[ns npoduns cbopa MOKHO HACTPOUTH OTIPABKY I0JyYyaeMOro TOTOKAa COOBITHI B JIOKaIbHBIN (aiisl.

[ln1s1t aTOTO B MapameTpax BbIOpaHHOTO MOZyJ/1si cOopa ucronb3yercs 6710k BeiBog B daiin (cm. «Puc. 94»).
Beiopg B dpann

BkntounTs BolBOA B hann MyTe 00 BBIXOOHOrO hanna @ 3HaueHne

«©

Puc. 94 — ®opma "Co3ganue npoduisi coopa". Biok "BeiBoj B aiin"



B 6J10Ke [TOCTYITHBI CIeytOIIie HAaCTPOUKHU:
e TIlyTh Ao ¢aiina — ykaxure MyTh /10 JTOKaJBLHOTO (paiiia, B KOTOPBIN OyAyT BBIBOJUTHCS COOBITHS;

e BxounTh BBIBOJ B (haiis1 — OMIMs, TTO3BOJISIONIAS BKIFOUUTh BBIBOJL TTIOTOKA COOBITHI B (haii.

3.3.3.1.6 ®Popmar coxpaHeHUs1 COObITUI

Jlor-KoneKkTop TO3BO/IsIeT HACTPOUThL [l KOMIIOHEeHTOB cOopa ¢opmar coxpaHeHHs: CcOObITHM. [lyist
5TOTO B [TapaMeTpax KOMIIOHEHTOB cOopa ucrosb3yercs rnosie dopmar coxpaHeHHs COOBITHI, KOTOpOe
MOYKeT UMeTb C/IefIyIollie 3HaueHUs:

e Traw — [IaHHbIe COXPAHATCA B TOM BHU/J€, B KOTOPOM IIDHUIIIIA,

e json — mpwuilejlMe JaHHbIe 00OraIlarTCs [JOIOTHUTETHFHOM TeXHUUeCKOW HWH(opMaluen u
YTaKOBBIBAIOTCS B TIAKET jSOM.

IlaHHasi ~ HaCTpoWKa  TIpUMEHMMa  TOJILKO K  HECTPYKTYPUPOBAaHHBIM  JIaHHbIM  (KpoMme
eventlog_input, wmi_input, odbc_input, etw_input).

3.3.3.1.7 TMapameTpbl YTEHUA MHOTOCTPOUHbIX COObITUIA

B wmoapymu cbopa file_input, sftp_input, smb_input, ftp_input f06aBneHsl MapamMeTpbl UYTEHUS W3
cobbiTHii cnepyomux Gopmaror: RAW, JSON, XML (rio ymonuanuto RAW). IlapameTp HacTpaviBaeTcs
B niosie dopMat co0bITHH B (aiiax.

HPI/I 3TOM [JIdA 3TUX Mo,z[ynef/i MO>XHO HACTPOUTL ITapaMeTPbl UTEHHWA MHOT'OCTPOYHBIX COOBITHIA:

e Pa3penurens codbITHII B (haiisie /yisi MHOTOCTPOYHBIX COOBITHI. B 10716 yKa3bIBaeTCsi CUMBOJI
I pasfeneHuss coObiTvid. TloagepXuBarOTCs JiFOOble CTPOKM (OAWH U HECKOJIBKO CHMBOJIOB),
TaK)Xe TIoJ/iep>kuBatoTcs (dabinbl B He utf-8 kogupoeke. Eciiu riosie He ykasaHo, To daiinbl OyayT
YUTATbCS IOCTPOUHO.

. yna]’lHTb pa3je/jmTe/nb coObITHH. B mojie BK/IrOUaeTcs onuuyd, yaadjadroias pa3feanuTelb. HpI/I
BKJIFOUEHHOI OINHK CTPOKA pa3feyinTesid yad/JIdeTCd U3 TIPOUMTAdHHBIX COOBITHIA.

e OtcyrcTBHe pasjenuTens co0bITUH B (aiiyie, HCNOAB3YyeTCA [Jisi YTeHUsA COObITHH B
dopmaTax JSON u XML 06e3 siBHOro paspaenutens. Eciu ykasaH pasjenuresb, KoHel] (haiiia

1,1

He cuMTaeTcss KOHI[OM coObitus. T.e. Eciv ykaszaH ';' mpouMTaHbl OyAyT BCe COOBITHS 0
nocnegHero ';'. Octarok (haiina mocsie Hero uMTatbCsi He OyZer, T.K. COOBITHE TOJy4YaeTcs
HerosHOe. [[nst Toro, utoObl 3Toro u3bexarb, B JAHHOM TIOJie MOXXHO BKJTFOUWTH OTCYTCTBHE
pazzpenurens. Omnius TpUMeHNMa TOJIBKO /Jisi uTeHusi coObiThil B hopmarax JSON u XML 6e3
SIBHOTO pasjenuTesisd. [Ipyu BcexX APYruX COUETAHUSX TapaMmeTpoB (aiiibl OyAyT UMTaThCS Kak

RAW noCTpoYHO WY C yKa3aHHbIM pa3feiuTeseM.

ITpu WCIO/BL30BaHUM pa3/ie/IUTe/Isl aBTOMAaTUUYECKOe Orpejie/ieHHe KOAWPOBKM MOXXeT cpabaThIBaTh
HerpaBUIbHO U pa3jesieHne COObITHMH MO pasgenurtesito He Oyaer paborats. Ilostomy njisi ¢aitioB B
KOZIMPOBKe OTJMYHOW OT utf-8 He pekoMeHzyeTCss W3MEeHSITh KOJMPOBKY COOBITHH (CM. «KoaupoBKa
coOMpaeMbIX JAHHBIX» ).

3.3.3.1.8 Moaynb eventlog_input_local
Onucanmue: JTokanbHbIN cOop cobbituii uepe3 Windows EventLog no mexanusmy RPC.

IMoapep:xka OC: Tonbko Windows.



Ioapepxka puIbTpaLUu: HeT.
IMoanepXKKa HaCTPOHKHM KOAUPOBKH: €CTh.
IToaaep:xka BbIBOAA B (hailj1: eCThb.

I[Ipumep (hopMbI HACTPOMKH MOJYJIS:

< Co3spgaHue npodunsa céopa
AkTueeH  HasgaHue
eventlog_input_local 1530 Microsoft-Exchange-OWA

AreHT c6opa * Mopayns

AreHT cbopa Ha yane master (172.30.254.97) eventlog_input_local

TpUMeEpHbIit pasMep Bydepa coBbITHiA @ 3hauekue
-+

MaKcUMansHbIi WHTEPBaN NEPEnOAKMIOYEHUS (B MUHY Tax)
15 -+

TaiimayT 3anpoca B CekyHaax @ 31auenue
5 -+

Onpepensarb Ums nonbsosatens no SID

TMepekmovaTens CoXpaHeHs NOSULIMM, NMPU HaYane uTeHus

Pasmep sanpoca @ 31aueuue
31 -+

KonnuecTeo napannentbHsix BOPKEPoB @ 3auchue

1 -+

AreHT cbopa Ha y3ne master (172.30.254.97)

Bepcus areHTa cbopa: 4.0.0.0

WCTOYHUK *

1530 Microsoft-Exchange-OWA

MVHUMANBHbIA MHTEPBAN NEPENOAKIHOYEHUS (B MUHYTaX)

1

NyTb A0 daina xypHana

YuUTaTb TONLKO HOBbLIE COBLITUA

Wmena xypHanos ansa céopa *

OUNLTP CobbITMiA

WHTepBan Mexay 3anyCckom 3anpoca B CeKyHaax

YpoBeHL NOrMpoBaHUa

INFO

Puc. 95 — Ilpumep dopmbl ais moay s eventlog _input_local

ITapameTpbl MOAy /I

CEm

+

o TIpumepHbIii pa3mep Oydepa coObITHI — YKaXKUTe pa3mep Oydepa, KOTOPbIA UCIO/Ib3YyeTCs TTPH
MoJTyueHUH COOBITHH. 3HaueHre 1o ymosuanuto: 1000. [11s1 oripejeieHUst ONTUMAaIbHOTO pa3Mepa

Oydepa ucnonb3yercs cieayromas dopmysa: Pasmep 3anpoca * Koauuecmeo napanienbHbix
80pKepos, Tne pe3y/bTaT KOPPEKTUPYeTCs 10 OJpKalIiero 3HaueHWs, KPaTHOTO pe3y/bTaTamM

YMHO>XeHU;

e MuHUMa/NBHBIH MHTEPBAJ Mepeno/K/I0ueHus (B MUHYTaX) — YKaXUTe MUHUMAa/IbHOe BpeMs

0OXHWJaHHUA TIepernojgK/ItouYeHruss K HWCTOYHUKY B MHHYTAX (HPI/I HeOOCTYIMHOCTH I/ICTO‘-IHI/IKa).

3HaueHue 10 yMOJIYaHUIO: 1;

¢ MaxkcumaJabHbIH HHTEPBAJ/I NePEenoaAK/IIYeHusA (B MI/IHYTaX) — YKa&KHNTE MdKCUMdA/IbHOE BpeMs

O0XHWJaHHWA TIepernojgK/ItouYeHruss K HWCTOYHUKY B MHHYTAX (HPI/I HeOOCTYIMHOCTH I/ICTO‘-IHI/IKa).

3HaueHue 110 ymoyaHuro 15. MakcumanbHoe 3HaueHue: 30;

o IlyTh Ao ¢aiina KypHana — yKakuTe MyThb K (aiiny )KypHasa /st coopa COOBITHI OT NCTOUHUKA.

[Topep>xvBaemble pOpMarthl .evt, .evtx, .etl;

o TalimayT 3anpoca B CeKyH/ax — yKa)XuTe TaliMayT OTIpPaBKY 3arpoca B CeKyH/ax;



YuTaTh TO/JILKO HOBBIE COOBITHS — TP HEOOXOIUMOCTH BK/IIOUMTE OTIIUI0, KOTOpasi TI03BOJISIET
3abupaTh U3 KypHasia TOJIbKO HOBbIe COOBITHS;

OnpejensaTs UMA No/ib3oBaTess mo SID — nipyu HeOOXOJUMOCTH BK/TIOUUTE OIILIUIO, KOTOpast
M03BOJIsieT KOHBEPTUPOBATh 3HaueHus1 SID B iMeHa 1oJib30BaTereii;

VmeHa >XypHa/sioB AjiA cOopa — W3 BBIMQ/AIOIIEro CIHMCKa BbIOEPUTe OAWH WM HEeCKOJBbKO
KaHaJ/IoB, U3 KOTOPBLIX HY)KHO coOupaTh coObITHs. [To/ie yKasbiBaeTcsi B Cylydae, ec/id He yKa3aHO
ronie IlyThb g0 ¢aiiia )xypHasia. Bo3Mo)kHbie 3HaueHUs:

o Application;

o Microsoft-Windows-PowerShell/Operational;
o Security;

o System.

HEPEKJIIO‘-IHTEJIB COXpaHeéHUs II03UIIMH, IIpU HA4Yd/ieé 4YTE€HHUHA — I[IpU H606X0,I[I/IMOCTI/I
BK/IIOUHMTE OIILKI0, KOTOPad IMO3BOJIAET MPOAO/DKHUTE UTEHHE XKYDHasla C HOCHGAHEﬁ COXpaHeHHOﬁ
MOo3n1HKr 110CJ1€e repe3aryCckd,

®dunbTp COOBITHH — YKa)KUTe 3ampoc Aisi (GUabTpaluyd COOBITUN il UTeHWUs C TIOMOII[bIO
BbipakeHUs1 XPath. Bo3moykHbIe 3HaueHus:

o CTpyKTypupoBaHHbIM XML 3anpoc, Harpumep

<QueryList><Query><Select Path=\"Security\">*[System[(EventID=42) and
(Level=2)]]</Select></Query></QueryList>;

o ¥ - Bce mapameTpsl.
Pa3mep 3anpoca — yKa)kute KOJIMUeCTBO COOBITHH, 3arpy>KaeMbIX 3a OJIMH 3arpoc;

HHTepBan MeXAy 3amyCckoM 3amnpoca B CeKyHAAX — YKaKUTe WUHTepBas, yepe3 KOTOPbIM (aiin
(uny KaHam) MpoBepsieTCsl Ha Ha/lMure HOBbIX 3arucei Jora;

Ko/iMuecTBO Mapa/uie/IbHBIX BOPKEPOB — YKaKHATE KOJMUECTBO BOPKEPOB, KOTOpoe Oyjer
3a/1eMICTBOBAHO /1J1s1 00pabOTKH COOBITHI;

YpoBeHb JIOTMPOBaHUA — BLIOEPUTE YDPOBEHb >KyPHATUPOBAHUS MOY/JIST;

Hacrpoiiku ¢unbTpanuu (MCK/IOYeHUs1) COOBITHH — B 0JIOKe YKa3bIBalOTCS (WIBTPBI TI0
TIOJISIM COOBITUH C TIOMOIIBIO PEry/sSPHBIX BBIp@KEHWH. B 1aHHOM 0J/10Ke MOXKHO yKa3aThb IS
TroJiel cyiefyrolye TUIbl (PUIbTPOB:

o (I)I/I]IprbI M0 BpeMeHH, IpuMep: 2025-03-13 10:02:55.9689259 +0000 uTcC.
Vcrionb3yeTcs jist C/ie[yOLIMX TTOJIeH:

e Created;
o EventTime;

o UwucnoBele GuUAbTPLI, mpuMep: M ([5-9]\d|\d{3, })$. Wcnonb3yercs A/ CaeAyOLIUX
ToJiei:

o EventlD;

e Qualifiers;



e RecordID;

o ExecutionProcessID;
e ThreadlD;

e Version.

o CTpoKkoBble (QUILTPBI, TpUMep: DESKTOP-IDCMV6G. Mcronb3yeTrcs [Aas  CAefyroIux
TIOJIeN:

o Hostname;
e Msg.
o Bo03MOJKHBIE 3HaUEHUSA:
o IIpumep gnis mosnst LevelText: Information, Warning, Error;
o Ilpumep pyis nosnst TaskText: Service, State, Event;
o [IIpumep ass mosist OpcodeText: ServiceShutdown;
o IIpumep s mosigs ChannelText: System;

o IIpumep s moss ProviderTex: System.

3.3.3.1.9 Moaynb eventlog_input_remote

Onucanue: YaneHHblit coop coboituii uepes Windows EventLog o mexanusmy RPC.
IMoaaepxka OC: Tonbko Windows.

IToanepxka ¢punabTpanuu: Her.

IToanep)KKa HaCTPONKM KOAMPOBKH: €CTh.

IMoaaepxka BbIBo/a B (haid/1: eCTh.

IIpumep popMbI HACTPOUKH MOJYJISA:



< Co3spaHue npodunsa céopa

AkTuBeH  HassaHue

eventlog_input_remote_1530 Microsoft-Exchange-OV

AreHrt cbopa * Mogynb

AreHT c6opa Ha yane master (172.30.254.97) eventlog_input_remote

VIMeHa XypHanos Ans c6opa *
Anpec cepeepa ANA NOAKMKOYEHUS *
+
Pasmep sanpoca
31 —+
Konu4ecTBo napannesbHbIX BOPKEPOB @ 3uauenve
1 -+
MyTb po ¢aiina xypHana @ 3uauenve
YuTaTb TONLKO HOBbIE COBLITHA
MpuymepHbIi pasmep Bybdepa cobbiTnil @ 3nauekue
1000 -+
MaKCUMaTbHbI MHTEPBAN NEPENOAKMIIOYEHUSA (B MUHYTax)
15 —+
VIMA nonb3osatens *

BrnounTe ynanéHHoe NoAKnMoYeHue

AreHT cBopa Ha yane master (172.30.254.97)

Bepcwua arenta cbopa: 4.0.0.0

McToYHmK *

1530 Microsoft-Exchange-OWA

MepexnoyaTens COXpaHeHWA NO3ULKMK, NPY HaYane YTeHus

«©

DUALTP COBLITUIA

Q Q
# #
F F
3 3

WMHTepBan Mexay 3anyckoMm 3anpoca B CeKyHaax

YpoBEHb NOrMPOBaHUS

INFO

e e
g g
§ §
H H

TaimayT 3anpoca B cekyHaax

5 -+

OnpegenaTe MMA Nonb3oeatens no SID

MUHUMaNGHbIA MHTEPBaN NePenoaKIYeHNA (B MAHYTaX)

1

Napons * Hie

[lomeH Hie

@ @ @ Q)
¢ ¢ ¢ ¥
2 2 2 2
o o o [ ©
H + B

MeTop ayTeHTHOUKALMU

Negotiate

Puc. 96 — IIpumep dopmsbl st Mopyis eventlog_input_remote

ITapameTpsl MoayI:

e UVmeHa XypHa/ioB i cOopa — W3 BBINAJAIONIEr0 CIHCKAa BblOepUTe OJUH WM HECKOJIBKO
KaHaJIOB, U3 KOTOPBIX HY>KHO cobupath coObITHs. [Tosie yKa3biBaeTcs B Cydae, eC/i He yKa3aHo
nosie ITyTe Ao ¢aiiia )xypHana. Bo3MokHble 3HAUeHUS:

o Application;

o Microsoft-Windows-PowerShell/Operational;
o Security;

o System.

o Ilepexiouares CcOXpaHeHHs MO3WIUHM, TNPH Haya/le YTEHHS — TIPU HEoOXOAMMOCTH
BKJIFOUMTE OMLIMI0, KOTOpasi M03BOJIsieT MPOJO/DKUTE UTeHUe JKypHasa C Moc/ie[jHeld COXpaHeHHOU
MO3ULIMY TI0CJIe Tiepe3artycKa;

e A/pec cepBepa A5 MOJK/TIOYEHHS — YKa)KUTe a/[pec yaleHHOTO CepBepa;

e @®uabTp COOBITHII — YKa)KUTe 3arpoc s (QUABTPALMHM COOBITHI [/ UTEHUS] C TIOMOILIBIO
BbIpakeHUs1 XPath. Bo3mo)kHble 3HaueHUs:

o CTpyKTypupoBaHHbIM XML 3anpoc, Harpumep



<QueryList><Query><Select Path=\"Security\">*[System[(EventID=42) and
(Level=2)]]</Select></Query></QueryList>;

o ¥ - Bce mapamerpsl.
Pa3mep 3anpoca — yKa)kuTe KOJTMYeCTBO COOBITHH, 3arpy’KaeMbIX 3a OZIMH 3arpoc;

HMHTepBan MeX/y 3alyCKoOM 3amnpoca B CEKYHJaX — YKa)KUTe WHTepBas, uepe3 KOTOPbIA (aiin
(wnu KaHa) TPoBepsieTCsl Ha Ha/lnure HOBBIX 3arucel JIora;

KoimuecTBo mapa/uie/ibHBIX BOPKEPOB — YKaKWUTE KOJMUECTBO BOPKEPOB, KOTOpoe Oyzer
3a/1eficTBOBaHO A1 06paboTKU COOBITHIA;

IIyTh g0 dhaiiia XypHaia — YKaKuTe TyThb K ¢aiiny >KypHasa /st coopa COOBITHI OT HCTOUHUKA.
[MonnepsxviBaeMble (popmartsl .evt, .evtx, .etl;

TaﬁMHYT 3dlIpoCa B CEKYH/aX — YKAXKUTE TaﬁMHYT OTIIPABKH 3allpOCd B CEKYyHdX;

YuTaTh TO/IHLKO HOBBIE COOBITHSA — NIPYU HEOOXOAMMOCTH BKJ/IIOUMTE OILIUI0, KOTOpasi MO3BOJISET
3abupaTh U3 KypHasla TOJIbKO HOBbIe COOBITHS;

Onpeaenats uMsA mosib3oBarensa mo SID — npu HeoOXOAUMOCTH BKJIIOUHTE OIL[HIO, KOTOpast
T03BOJIsSIeT KOHBEPTHUPOBaTh 3HaueHHs SID B MeHa MoJib30BaTeJiei;

IIpumepHbIi pa3vep 0ydepa codbITHI — YKa)KuTe pa3mep Oydepa, KOTOPbIM UCI0/Ib3yeTCs TIPU
TIOJTyYeHUM COObITUH. 3HaueHue 110 ymouanuto: 1000. [I/1st orpeesieHys: ONTUMaTbHOTO pa3Mepa
Oydepa ucnonblyercs ciexnyrwoiias (opmyna: Pazmep 3anpoca * Koauuecmgo napanienbHbix
80pKepo8, Tle Pe3ysibTaT KOPPEeKTUPYeTCsl A0 OJvpKaiiiiero 3HayeHUWs, KpaTHOTO pe3y/bTaTaM
YMHO>XEHUS;

MuHuManbHBIM MHTEPBaJ NepenojK/IueHns (B MUHYTaX) — YKaKUTe MUHMMalbHOe BpeMsi
OXKM/IaHUSl TIepenojK/IUYeHUs] K MCTOUHUKY B MHUHYTax (IPU HEJOCTYITHOCTH HCTOYHMKA).
3HaueHue 10 yMOJYaHUIO: 1;

Makcuma/ibHbIil HHTEepPBaJl epenojK/II04eHus (B MUHYTaX) — YKa)KUTe MaKCUMabHOe BpeMsi
OXKM/IaHUSl TIeperojK/IUYeHUs] K MCTOUHUKY B MHUHYTax (IpU HEJOCTYITHOCTH HCTOYHMKA).
3HaueHue 110 ymoyaHuto 15. MakcumanbHoe 3HaueHue: 30;

YpoBeHb JIOTMPOBaHUA — BLIOEPUTE YDPOBEHb >KyPHATUPOBAHUS MOY/JIST;

l'[apaMeprl YAQJIEHHOr0 NOJAK/TIOUYE€HHUSA — YKIKUTE B CIeAYHOIIUX TMO0JIAX MMapaMeTpbl OJId
yAd/JIeHHOIO IOAK/TIIOYEHMA K CepBeEPY, YKa3aHHOMY B I10J1€ Aupec cepBepa AJid NOAK/THYEHHUA:

o BK/IWUUTH yja/néHHOe MOJAK/II0YeHHe — /11 JaHHOTO MOJYJIS1 y/la/leHHOe MOAK/IIoueHue
WCMO/b3YeTCs 110 yMo/uaHuto. [lapameTp Heb3s U3MEHUTb;

o HWwms nonb3oBaTens — yKaKUTe UM T0JIb30BaTesIs [j1s1 yAa/IeHHOTO MOAK/IIOUeHNs;

o [ITaposb — yKa)kuTe mapoJib 10Jib30BaTes;

o JIoMeH — yKa)KuTe I0MeH I0/Ib30BaTeJis;

o Merop ayreHTH(HKALMHU — BbIOEpHTE MeTOZ ayTeHTU(PUKaI[K. [JoCTyTHbIe 3HAaUeHUS:
o Negotiate,
o Kerberos,

o NTLM.



e Hacrtpoiiku ¢unbTpanuu (MCK/IHOYeHHs1) COObITHII — B 0JI0Ke YKa3bIBAalOTCSA (QUIBTPBI 10
TOJISIM COOBITUH C TIOMOIIBIO PEry/sSPHBIX BBIp@KeHWH. B maHHOM 0/10Ke MOXKHO yKa3aThb IS
roJieli cyieyrolye TUIbl GUILTPOB:

o q)I/IJ]prbI 10 BpeMeHH, IIpuMep: 2025-03-13 10:02:55.9689259 +0000 UTC.
Vcrionb3yeTcst Ajisi Cie [y OLIHX TTOJIei:

o Created;
o EventTime;

o UwucnoBbie GUALTPLI, mpuMmep: A ([5-9]\d|\d{3, })$. Wcnonb3yeTcs Ajis CAeAyIOIIUX
Triosiei:

o EventID;

e Qualifiers;

e RecordID;

¢ ExecutionProcessID;
e ThreadlD;

o Version.

o CrpokoBbie (GUABTPBI, TpUMep: DESKTOP-IDCMVEG. Kcronb3yeTcs [y ClaefyHOIuX
TI0JIeH:

¢ Hostname;
o Msg.
o Bo3MoxHbIe 3HaueHus:
o Ilpumep gns nons LevelText: Information, wWarning, Error;
o IIpumep ans mons TaskText: Service, State, Event;
o IIpumep ans monst OpcodeText: ServiceShutdown;
o Tlpumep gns monst ChannelText: System;

o Tlpumep s nons ProviderTex: System.

3.3.3.1.10 Mopaynb external_command_input
Omnucanue: BeimosiHeHre BHelllHeld KoMaH/bl B OC.
IMoapepxka OC: Windows, Linux.

IMoapepxka puUIbTPALUM: €CTh.

IToaaep:kKa HACTPONKH KOJUPOBKH: €CTh.
IToapep:xka BbIBoAA B (hailj1: eCTh.

IIpumep opMbI HACTPOUKHU MOJY/IA:



¢ CospaHune npodunsa coopa
AKTUBEH HassaHue

external_command_input_1515 Microsoft-Windows-DI

AreHT cbopa * Mogayne

ArexT cBopa Ha yane master (172.30.254.97) external_command_input

KomaHga bashfcmd *

YpoBeHb N10TMPoBaHNA

INFO

AreHT cBopa Ha yane master (172.30.254.97)

Bepcus areHta c6opa:  4.0.0.0

McTouHmk *

1515 Microsoft-Windows-DHCP

—+

MHTepBan Mex/ay 3amnycKoM 3anpoca B cekyHaax *

dopmaT coxpaHeHns cobblTui

json

Puc. 97 — IIpumep ¢dopmel fi1st Moy s external_command_input

ITapameTpsl Moay.I:

e Komanpa bash/cmd — ykaxute wucnonHsemyro KoMaHay B ¢opmate bash/cmd gas  OC
Linux/Windows cOOTBeTCTBEHHO;

e UVHTepBas MeXx/y 3allyCKOM 3ampoca B CEKYHAAX — YKaKUTe UHTepBal MeX[Y BbITIOJHEHUEM
KOMaH/ B CEKYH/aX;

e dopmMat coxpaHeHHUsI COOBITHI — BEIOEpHTE JopMaT COXpaHEHUS COOBITHI;

e YpoBeHBb JIOTUPOBAHUA — BEIOEPUTE YPOBEHb >KypHA/IMPOBAaHUSI MOAYJIS.

3.3.3.1.11 Mopayns file_input
Onmucanne: CO60p cOOBITHI U3 JIOKATBHOTO (aiisia.

[TpeaBaputesisHO  HeoOXoauMo — co3fmaTh  (aidn, w3 YTeHue,

Harnpumep /var/log/logcollector/test_logs. txt.

KoToporo  Oyzer  uatu

IMoaaepxka OC: Windows, Linux.
IMoapepxka ¢puabTPALUM: €CTh.
IToaaep)XKa HAaCTPOHKM KOAUPOBKHU: eCThb. HacTpoiika 6/10ka UMeeT ciefiyIoiie 0COOeHHOCTH:

e VicxopHas KOJUPOBKA — YKa)KUTe KOAWPOBKY COOBITHI MCTOUHMKA. EC/ii 3HaueHue He yKa3aHo,
TO npor/b cOopa MoIbITaeTCst ONpeseuTh KOAUPOBKY CaMOCTOSITE/IBLHO;

e HN3mennth KoaupoBKy coObituii Ha UTF-8 — onmus, mo3Bosisitoiiass U3MEHUTh KOZMPOBKY
MCXO/IHMKa B utf8;

o Pa3mep Oydepa ansa onpejeneHuss HCXOJHON KOAUPOBKH — YKaXKUTe pa3Mmep Oydepa, KOTOPBbIit
OyzieT UCITO/Ib30BaThCS 15 OTIpe/ie/IeHrs] KOAUPOBKH (B OaiTax).

IToapep:xka BbIBoAA B (hailj1: eCTh.

IIpumep opMbI HACTPOUKHU MOJY/IA:



¢ Cospanne npoduna cGopa Copocm,

AKTMBEH  Ha3ssaHue

file_input_2180 OpenVPN Bepcun aredta cBopa: 4.0.00

Arent cGopa * Moaynb MCTOMHMK *

Arent cbopa Ha yane master (172.30.254.97) file_input 2180 OpenVPN

DopMaT COXpaHeHMA coBbITHR (@ 3:aueive ] YRanaTe pa3neniTent coBeITHi
son «©
Cnucok daiinoe ANA YTEHKA Wcnons308aTh perynapHoe BuipaXeHWe ANA Nnoucka dainos
+
MHTepBan Mexay 3anyckoM 3anpoca B CeKyHaax * [@ 3:aucime ] MepeKkouaTens COXPaHEHMA MO3ULIVK, DY HAYanNe YTEHUA
-+ @
YpOBEHb NOrMpOBaHIA (@ 3:auciue ] PasgenuTens CobbiTHi B haine ANA MHOMOCTPONHbIX COGBITMA (@ 3:5ueime ]

INFO

OtcyTcTeme paspenvTens cobbiTuA B harine, NCNONb3YETCA ANA HTEHA CoBLITMIA B popmaTax JSON n XML Ges ABHOrO pasgenuTens  [MPeKTOPWA NOMCKA N0 PErynApHOMY BoiPaXeHHo (@ 3:uehie ]

Puc. 98 — IIpumep dopmsbl ais mopys file_input

IIapameTpbl MOAy/I:
o @dopmar coxpaHeHHUsI COOBITHII — BbIOepUTe opMaT COXpaHeHHsI COOBITU;
e Ypanare pa3jenuTeb COOBITHI — HACTPOLTe TTapaMeTPbl UYTeHUss MHOTOCTPOUHBIX COOBITHH;
e Cnucok (aiiyioB Jjisi YTEHUA — YKOKUTe TYTh K (aiiyiam )KypHasIoB;

e Hcnonb3oBarh pery/isipHoe BbIpakKeHHe i moucka ¢aiioB — Mpu  HeoOXOJUMOCTH
BKJTIOUHTE OTILIMIO, TI03BOJISIIOIIYIO HCIO/B30BaTh regexp (peryssipHble BhIDAKeHHsT) AJisi TIOUCKA
(alinioB )KypHaoB;

e /IUpeKTOpHUsI NOHCKA MO PeryjisApHOMY BBIPQKEHHIO — YKa)KUTe HayajabHbIM KaTasaor [jis
TOMCKa (paiiyoB;

e UVHTepBa/l MeXJy 3amyCKOM 3ampoca B CeKyHAAX — yKaXUTe HHTEpBa/l MeXAy UTeHHueM
(haiisioB, B CEKyH/ax;

o [Ilepexk/iouaTe/lb COXpaHEHHUsA TMO3UIHMH, NPH Haya/e 4UYTeHHS — TIPU HEoOXOJUMOCTH
BK/TFOUMTE OIL[MI0, KOTOpasi MO3BOJISIET MPO/IO/DKUTh UTeHHe )KypHasia C Toc/ieJHel COXpaHeHHOU
TMO3UL[MU T0CJIe Tepe3anycka;

e Pa3penurens coObITHII B (paiiyie JAjisi MHOTOCTPOYHBIX COOBITHI — HAaCTPOWTE TapaMeTphI
YTeHHsI MHOTOCTPOUHBIX COOBITHH;

e OtcyTrcTBHe pa3genuTessi coObITuH B (haiiyie, MCHOAB3YeTCs /Jisi YTE€HHs] COOBITHII B
¢popmaTrax JSON u XML 0e3 sABHOro pasjeuTe/Nsi — HACTPOWTe T[apaMeTpbl UTeHHs
MHOT'OCTPOUHBIX COOBITHIA;

e PerynsipHoe BbIpaXkeHHe Jjisi MOMcKa (ailjioB — YKa)KTe PerysipHOe BbIpaykeHHue [Jist TIOUCKa
(haiisioB >XypHasna;

e YuTaTh TOJHKO HOBbIE COOBITHSA — IPU HEOOXOJIUMOCTH BK/IFOUUTE OILHIO, KOTOPAsi TO3BOJISIET
3abupaTh U3 )KypHasia TOJBKO HOBbIe COOBITHS;



e OrtcrexuBarh nepenMeHoBaHue (aiIoB — NPy HeOOXOJVMMOCTH BK/IFOUUTE OIIIUI0, KOTOpast
TM03BOJIsIET UCI0/Ib30BaTh MOHUTOPHHI HavMeHOBaHUM Bcex (haitioB >XypHasoB C romoibto file
watchers;

e dopmart coObITHI B (haily1ax — HACTPOMTE TapaMeTphbl UTEHUsST MHOTOCTPOUHBIX COOBITHIA;

o VIHTepBa/1 MPOBepPKH AUPEKTOPHUHM HAa Ha/MYHe HOBBIX (ailyioB (B CeKYHAAX) — YKa)KUTe
WHTepBaJl TIOMCKa HOBBIX (hail/IoB B yKa3aHHBIX KaTajiorax. 3HaueHHe YKa3blBaeTCsl B CeKYH/aX;

e YpoBeHBb JIOTUPOBAHUA — BLIOEPUTE YPOBEHb >KypHA/IMPOBaHUSI MOAYJIS.

3.3.3.1.12 Mopaynsb ftp_input

Onucanme: Utenue daiina, mocryrnHoro uepe3 FTP cepmep. IIpenBapuTe/sibHO HEOOXOAWMO CO3/1aTh
datiin, 13 Kotoporo OyzeT UATH UTEHUE.

IMoaaepxka OC: Windows, Linux.
IMoapepxka ¢puIbTPALUM: €CTh.
IToaaep)XKa HaCTPOHKM KOJAUPOBKM: eCThb. HacTpoiika 6/10ka UMeeT ciefiyrolirie 0COOeHHOCTH:

e MHcxogHasa KoAMPOBKA — YKKUTE KOJUPOBKY COOBITHM MCTOUHMKA. EC/ii 3HaueHHWe He yKa3aHo,
TO TIpOGMIb cOOpa MOMBITAETCS OTIPe/IeIUTh KOJUPOBKY CaMOCTOSITe/TbHO;

e HN3mennth KoaupoBKy coObituii Ha UTF-8 — onius, mo3Bosisitoijass U3MEHUTh KOZMPOBKY
HMCXOJHMKA B utf8;

o Pa3mep Oydepa ansa onpejeneHuss HCXOJHON KOAUPOBKH — YKa)KUTe pa3mep Oydepa, KOTOPBIit
OyzeT UCIO/Ib30BaThCS Jj1s OTIpe/ie/ieHrsl KOAUPOBKY (B OaiiTax).

IToaepxka BbIBo/Ja B (haidi1: eCTh.

IIpumep opMbI HACTPOUKHU MOJY/IA:

« Cospanue npoduna c6opa cspocrs [
Actvaen  Hassanwe ArewT cfiopa e master (1
ftp_input 1512 Microsoft-Windows-DHCP Bepcun aredta coopa: 4.0.00
Arewt cBopa * Moayns VicTousin *
AreT cbopa Ha yane master (172.30.254.97) ftp_input 1512 Mierosoft-Windows-DHCP
LMPEKTOpUA NOHCKA N0 PErYNARHOMY BEIDEKEHD AfpEC AR NOAKMIONEHUA
Mopr ans nopkniouesvs * CEIMIY  Vicnonssosars perynApHoe SpaseHiss AR nonCKa Gainos
51 -+
PerynApHoe BbipaxeHIe AR Noucica fanos (EMIE  Uimepsan nposepis AMPEKTOPHM Ha HANNIME HOBLIX GAANOR (B CekyHAAY) [@ svuciie
80 —+
HUTaTE TOMEKO HOBEIE COBLITHA DOPMAT COXPAHEHUA COBLITUR
son
YBans pasaenuTent coBbITuit Cnucok HaRnoB ANR uTeHHR
PasfenuTans coBEITWRA B haine ANs MHOrOCTPOUHEIX COBBITHI COEEET®  dopmat cobbITHi B padnax * [@ 3-5usme ]
aaw
OTCyTETBUE PAsRENUTens coBbITWi B HaiNe, UCNONbIYETCA IR YTeHHA COBLITMA B dopMatax JSON u XML Ges ABHOID paspenuTens MEPEKTIONATEN COXPAHEHAR NOIALMA, TIPH HAYANE NTEHNA
VYpoBews norupaBanms CEIE  vivs nonsaosarens * (@ 3201 )
INFO
Mapons: (EITIID  VHTepsan MexAy 32MyckoM 3anpoca B CexyHaax CEnTm

1 —+

Puc. 99 - IIpumep dopmsbi asist moays ftp_input



IIapameTpbl MOAy/IA:

e JlupeKTOpHUsA NMOUCKA MO PeryJiipHOMY BBIPa)KeHUI0 — YKa)KWUTe KaTasior [jisl TOMCKa (aiilyioB
T10 PeryasipHOMY BbIpa&KeHUIO;

e Ajpec A/ NOAK/TIOYEHHs — YKa)KUTe azipeca JJist TIoJK/IrUeHus K ftp-cepeepy;
o IlopT /1 mOAK/TIOYEHHUsI — YKa)KUTe TIOPT /IS TTOIK/TF0UeHus K ftp-cepeepy;

e Wcnonb3oBaTh pery/ispHoe BbIPOKEHHE s TOMCKA (aiiioB — 1pu HEoOXOAUMOCTH
BKJTFOUMTE OIILIMIO, TI03BOJISIOIYIO0 MCIO/b30BaTh regexp (PeryssipHble BbIDKEHUS) /il TTOMCKa
(alisioB )KypHaoB;

o PerynsipHoe BbIpaxkeHHe [Jisi moucka ¢aiijioB — yKakuTe peryssipHOe BbIpaykeHue [jisl TIOUCKa
(atinoB KypHana;

e HuTepBan npoBepKHM AUPEKTOPUM Ha Ha/iMuhe HOBBIX (ailyioB (B CeKyHJaX) — yKaKuTe
VHTepBaJl TIOMCKa HOBBIX (hail/ioB B yKa3aHHbIX KaTajiorax. 3HaueHre YKa3bIBaeTcCsl B CEKYH/aX;

e YurtaTh TO/JHKO HOBbIE COOBITHSA — MPU HEOOXOAUMOCTU BKJ/IIOUUTE OIILIHMIO, KOTOPAsi TI03BOJISET
3abupaTh U3 )KypHasia TOJbKO HOBbIe COOBITHS;

e dopmMaT coxpaHeHHUsI COOBITHI — BEIOEpHTE opMaT COXpaHEHHS COOBITHH;
e Ypanare pa3jenuTe/ib COOBITHI — HACTPOLTE TTapaMeTPhl UTeHUsI MHOTOCTPOUHBIX COOBITUI;
e Cnucok (pai/ioB /JJjisi YTEHHUA — YKOKHUTE MyTh K (aiiiaM )KypHasIOB;

e Pazpenurens co0biTHH B (aiiyie AT MHOTOCTPOYHBIX COOBITHII — HAaCTPOKTe TMapaMeTphbI
YTeHHsI MHOTOCTPOUHBIX COOBITU;

e @opmar co0bITHH B (aiiyiax — HaCTPOKTe MapaMeTpbl UTEHUSI MHOTOCTPOYHBIX COOBITH;

e OtcyrcTBHe pa3genuTessi coObiTui B (haiiyie, MCHOAB3YeTCsl /JIsi YTEeHHs COOBITHII B
¢popmarax JSON u XML 0e3 sIBHOrO pa3je/MTe/si — HACTPOWTE TlapaMeTpbl UTEHUs
MHOT'OCTPOUHBIX COOBITHH;

e Ilepexk/souaTe/lb COXpaHeHHs TO3ULMHU, NPH Haya/e 4UYTeHUs — TIPU HeoOXOJUMOCTH
BK/TFOUMTE OIL[MI0, KOTOpasi MO3BOJISIET MPO/IO/DKUTh UTeHUe )KypHasia C Toc/ieJHel COXpaHeHHOU
MO3ULMM T0CJIe Mepe3anycka;

o Hwmsa mosib30BaTesis — yKaXXUTe UMs T10/Ib30BaTesIs [71s JOCTyTa K ftp-cepBepy;
o TITaponsb — ykaxuTe maposib [10/1b30BaTe/Is;

e HuTepBan Mex/y 3amyCcKoM 3ampoca B CeKYH/Jax — YKaKUTe HHTepBaJl MeXJy 4YTeHUeM
¢aiinoB. 3HaueHUe yKa3blBaeTCs B CeKYH/ax;

e YpoBeHBb JIOTHPOBaHHUA — BbIOEpHUTEe YPOBEHb >KypPHATMPOBAHUS MOZYIS.

3.3.3.1.13 Mopaynb http_collector_input

Omucanue: Urenne daiina, gocrymHoro uepe3 HTTP/HTTPs. IlpegBaputensHo HEOOXOAMMO CO37aTh
¢aiin, u3 KoToporo OyZeT UATH YTeHHe.

Ioapepxka OC: Windows, Linux.
IMoaaepxka pUIbTPALUH: €CTh.

HO]I[]I[EP)KKa HaCTPOﬁKI/I KOAUPOBKH: €CThb.



IToapep:xka BbIBoOAA B (hailj1: eCThb.

ITpumep ¢opMbI HACTPOHKH MOAYJIA:

< Co3spaHue npoduna cbopa Copocnrs | JSLERENY
AkTvBEH  Haseanue ArewT c6opa Ka yane master (172.
http_collector_input 1518 Microsoft-Windows-DNS Bopous aresra clops: 4.0.00
ArenT cbopa * Mogyne McTouHMK
Arent cBopa Ha yane master (172.30.254.97) http_collector_input 1516 Microsoft-Windows-DNS
YpanekHbIi agpec Ans BLi3oBos hitp * YaanekHbli nopt * (@ 31auchve ]
80 -+
BrioueHne/oTknioueHue TLS-coeauHeHns Ha cepeepe VIMa daiina A4ns nonydeHuA no hitp * (@ 3uzucine ]
YpOBEHb NOrMpOBAHIA MNepeknioyaTtens COXPaHEHWA NO3MLUK, NPU HAYaNe YTEHUsA
©
DOPMAT COXpaHEHNA CoBbITHIA (CEETT™®  ViMA nonb3osaTens AnA 633080 aBTOPU3ALNA (@ 3nzuchue ]
json
Mapons Ans 6as08oi aBTOPUIALMK MyTs po TLS cepTudnkara (@ 31auchne ]
MyTe po daina kmoya (CEIET®  Napons K cepTndmkaty (@ 3hauehme ]
MyTb A0 daiiNa KOPHEBOO CepTUdUKaTa (CEE™  TaliMayT BbINOAHEHS 3aNpoca (@ 3ucucime ]

fopt/pangeoradar/certs/pgr.crt 10 -+

MepUOANYHOCTE MPOBEPKIA HANWYMA HOBLIX 3aMMCEN B XypHanax * (@ 31auenve ]

Puc. 100 — ITpumep dopmsbi g moayas http_collector_input

ITapameTpsl Moay.I:

Y paneHHsbld appec Ais1 Bb130BoB http — ykakute azipec cepBepa s http 3anpocos;
Y paneHHbIN MOPT — YKa)kWTe MOPT cepBepa /st http 3arnpocos;

Bxrouenue/oTkmiouenne TLS-coequHeHHsi Ha cepBepe — IMPU HEOOXOAUMOCTH BK/IHOUUTE
Ucrnob3oBaHue TpoTokosia Transport Layer Security (TLS) ansi obecrieuenust Ge3oracHoM
repe/iauy JJaHHBIX;

Nma ¢aiina ana nosyueHuss mo http — ykaxure HaviMeHOBaHue (aiisia [jisi MOydyeHUs TI0
HTTP;

IlepeknouaTeslb COXpaHeHUs] MO3ULMHM, TPH Hayaje YTeHWs — TIpU HeOoOXOAMMOCTU
BKJ/IFQUMTE OMLMI0, KOTOpasi M03BOJIsieT MPOJO/DKUATE UTeHHe KypHasla C rocejHell coXxpaHeHHOU
TMO3UL[MU TI0CJIe Tepe3anycka;

dopmaT coxpaHeHHs COOBITUH — BbiOepuTe (hopMaT COXpaHeHUs COObITHI;

Hmsa mosib3oBaTe/is J/ii 0a30BOM aBTOPU3AlMM — YKA)KUTE MMs T10/Ib30BaTe/s /11 0a30BOM
aBTOpM3alMy Ha http cepepe. Ec/ii 3HaueHWe He yKa3aHO, TO CUUTAETCS, UTO aBTOPHU3aI[Us
BBIK/TIOUEHa;

ITaposb A1 6a30Boii aBTOPHU3ALMH — YKKHTE TIapOJIb MO/Ib30BaTelIs;

IIyts po TLS ceprudukara — ykaxute nyTb Jjs ¢aiina ceptudukara, UCMoOIb3yeMOro mpu
BK/IFOUeHHOM TLS coemvnenny;

IIyTs Ao daiina Kaw4ya — yKaKuTe MyTh /s (aiiia Karodeid, UCHO0/b3yeMbIX MPU BKIHOUEHHOM
TLS coenvHenuy;



o [Ilaponb K cepTu(uKaTy — yKaxuTe rnaposb K TLS ceptudukary;

o IlyTb po ¢aiia KopHeBoro cepTudukara — ykakure myTh 10 KODHEBOT0 cepTU(HKaTa;

o TaliMayT BBINOJTHEHHsI 3ampoca — YKOKWUTe OrpaHWuYeHHe BpeMeHH 0OpabOTKM 3ampocos,

caenaHHbIX http KMeHTOM. 3HaueHre yKa3bIBaeTCs B CEKYH/AX;

e IlepyoguYHOCTH NPOBEPKH HA/IMYUA HOBBIX 3aluced B )XypHa/lax — yKaXUTe WHTepBaj

MeXy uTeHreM (haiiyioB, B CeKyH/Iax;

e YpoBeHBb JIOTUPOBAHUA — BLIOEPUTE YPOBEHb >KypHA/IMPOBaHUSI MOAYJIS.

3.3.3.1.14 Mogaynsb http_request_input
Omnucanue: [Tpuém HTTP/HTTPs-3arpocos.
IMoaaepxka OC: Windows, Linux.
IMoaaepxka ¢puabTPALUM: €CTh.
IToaaep)kKKa HACTPONKH KOJUPOBKH: €CTh.
IToaaep:xka BeIBOAA B (haili1: eCThb.

IIpumep popMbI HACTPOMKH MOJYJIA:

¢ Cospauue npoduns c6opa

AxTuseH  HassaHue

http_request_input_
AreHT cbopa * Moaynb
http_request_input

MaKcuManbHOe YMCno MoAKNHOHEHMIA

0 -+
MopT ansa npocnywmBaHms *

1551 —+
YpoBeHb NOrNPoBaHMs

DEBUG

TLS

TpeByeTcA KNMEHTCKURA CepTuduKaT
BktoueHie/oTkloueHne TLS-coeuHeHns Ha cepeepe

MyTs Ao daiina Koua

fopt/pangeoradar/certs/server.key

WCTOYHKK *

®opmaT coxpaHeHus cobbITHin

json

BrrroueHVe/0TKNO YeHNe pacnakosKy Tena sanpoca

Afpec ans NnpocnylWwnBaHua CeTeBOro nHTepdeiica *

127.0.01

MyTb po Ganna KopHeBOro ceprvdnkaTta

Jopt/pangeoradar/certs/pgr.crt

MyTb go daina cepTupukara

Jopt/pangeoradar/certs/server.crt

Maponb K cepTuduKaTy

Puc. 101 — Ilpumep dopmsr gisa moayas http_request_input

IIapameTpbl MOAY/I:

e Makcuma/ibHOe YH (/10 MOAK/IIUeHHH — YKa)KUTe TMMUT COeIMHEeHUM C CepBepoM;

o ®dopmar coxpaHeHHUsI COObITHIT — BbIOeprTe opMaT coXpaHeHHs: COOBITHM;

o TlopT A/t IpoCayHIMBAaHMSA — YKa)XKUTe TIOPT CepBepa;

¢ BkaroueHHe/0TK/IIOUEHHE PAaCIIdKOBKH Te/ia 3amnpocd — TIIpu HEOGXO,E[I/IMOCTI/I
dBTOMdTHYE€CKYIO PACIIdKOBKY Te€JIa 3dal1pOCa,

BK/IFOUHTE



e Afpec A/1A NPOC/TyIIMBAHUSA CeTeBOro HHTepdeiica — yKaXUTe afpec cepBepa;
e YpoBeHBb JIOTMPOBaHHUSA — BbIOEpHUTEe YPOBEHb >KypPHATMPOBAHUS MOYJIST;

e« TLS. B 6/0Ke yKa3bIBarOTCsS MapaMeTphbl UCTOIb30BaHUs TIPOTOKOsa Transport Layer Security
(TLS) pnst obecrieuenust 6e30MacHOM Mepefauy JaHHbIX:

o Tpeodyercs KiueHTCKHH cepTUHKAT — ITPH HeOOXOAUMOCTH BK/IIOUHTE HEOOX0UMOCTh
WCII0JIb30BAHUS KJIMEHTCKOTO CepTHU(UKATa /ISt IOAK/IIOUEHUS K CEepBepY;

o Ilyrb o (aiisia KopHeBoro ceprudukarTa — yKakuTe MyTb JJ0 KODHEBOTO CcepTU(UKaTa;

o Bkiouenue/oTkmoueHue TLS-coeguHeHuss Ha cepBepe — TpU  He0OXOAUMOCTU
BKJIFOUUTE UCTIO/Ib30BaHue TpoTokona TLS;

o IDyts po daiina ceprudukara — ykaxuTe 1myTh A5 ¢aiina cepTudukara, UCIIOIb3yeMOro
rpu BK/IoueHHOM TLS coennnHenuy;

o IDIyte po daiina Kaw4Ya — yKaKUTe MyTh A1 (ailia Karodeid, UCTOMb3yeMbIX TPH
BK/ItOUeHHOM TLS coennHeHUH;

o ITapoab K cepTudukary — ykaxxute naposb K TLS ceptudukary.

3.3.3.1.15 Mopaynb kafka_input
Onucanmue: [Tpuém HTTP/HTTPs-3anpocos.
IMoaaepxka OC: Windows, Linux.
IMoapepxka ¢puIbTPALUM: HeT.
IToaaep)kKa HACTPONKH KOJUPOBKM: HeT.
IMoaaepxka BbIBO/ja B (haidi1: HeT.

IIpumep opMbI HACTPOUKHU MOJY/IA:

¢ Co3paHue npodpuna céopa Cépocuts
AkTMBEH  HasBaHue AreHT cBopa Ha yane LogCollector_172.30.254.96 (172.30.254.96)
kafka_input_ Bepcus areHta cbopa: 4.0.0.13

AreHT cbopa * Mogayns WcTouHmK *
AreHT cbopa Ha yane LogCollector. kafka_input

OpraHuyeHVe UTeHVs MoToKa Afpec Ans nofKoYeHns *
0 -+ 127.0.01

MopT AnA noaKoueHNs * Tormk *
9092 —+ termit_output_normalized

Offset HasBaHue rpynnbl notpeutenei
C nocnepHero pgr_kafka_collector

SSL MPONYCTUTL NPOBEPKY CepTUdUKaTa

PasMmep nakera YacToTa OTNPaBKM NakeTos (MANNKUCEKyHAbI)

5000 —+ 500 —+

CoXpaHu1Tb KaK LWwabnoH

Puc. 102 — ITpumep dopmsi anst moays kafka_input



IIapameTpbl MOAy/IA:

OrpaHuyeHHe UYTeHHs NOTOKA — yKa)KUTe OrpaHUYeHHe uTeHUs MoToka. [Tapamerp 0 — Ge3
OrpaHUYeHUl;

Appec A5 OAK/IIOYeHHs — YKaKUTe azipec /s nogxmouenus K cepprcy Kafka;

ITopT /151 MOAK/TIOUEHUS — YKa)KHTe MOopT AJ1s nojkmoueHus kK cepprcy Kafka;

Tonuk — yKa)kuTe 3arojioBOK, 110 KOTOPOMY Oy/leT BBITIOJTHATHCS UTeHue. []orycTUMble 3HaueHUs:
o termit output normalized — HOpMaJU30BaHHbIE COOBITHS;
o termit_output_parsing — pa3oOpaHHbIe COOBITHS;
o termit_output_error —Hepa3oOpaHHbIE COOBITHS;

Offset — BbiOepuTe M3 BBITIAJAIOILETO CIMCKA CITOCOO CMelleHus1 COOBITHIA: C CaMOro paHHero, C
TIOC/IeIHETO;

Ha3BaHue rpynmbl moTrpeduTesieid — yKakuTe TPYITy ToTpeOuTesiedl (consumer) B CepBHCe
KoTopast Oyzer untath coobienus u3 ceppuca Kafka;

SSL — npu HeoOXOAMMOCTH BKJTFOUHMTE HCIT0/Ib30BaHKe TIPOTOKoj1a SSL;

IIponycTute npoBepKy ceprudHKaTa — MPU HEOOXOAMMOCTH BK/IIOUWUTE OILMIO0, KOTOpas
TI03BOJISIET MIPOITYCTUTh MPOBEPKY cepTudrKaTa rpu obparrennu K cepeucy Kafka;

Pa3mep makerta — yKa)kuTe KOJIMYeCTBO COOBITHI, KOTOpOe OyeT repe/jaHo B OHOM IaKeTe;

YacroTa OTIIPABKHU IIdKE€TOB (MI/IJIJII/ICEKyHI[bI) — VKXKWUTE€ HHTEPBA/I OTIIPABKH IIdKETOB.
3HaueHUe YKa3bIBA€TCA B MUJUTUCEKYH/AX.

3.3.3.1.16 Moaynb mseven6_input

Onucanue: MoayJ/ib 715t cbopa cobwIThii 1o mpotokony MS-EVENG ¢ Windows Vista u Bbiiiie.

IMTopapepxka OC: Linux.

IMoapepxka ¢puabTPaLUM: HeT.

IToapep)kKa HACTPONKH KOJUPOBKM: €CTh.

IMoagep)kka BbIBo/a B (haidi1: eCThb.

IIpumep opMbI HACTPOUKH MOJY/ISA:



¢ CospaHue npodpuna céopa capociTs

AKTHBEH HaseaHve AreHT cbopa Ha yane LogCollector_172.30.254.96 (172.30.254.96)

msevend_input_ Bepcus arenTa c6opa: 4.0.0.13

AreuT cBopa * Mogyss MICTOUHMK *
AreHT cBopa Ha y3ne LogCollector_172.30.254.96 mseven6_input
IP aapec unu AOMeHHOE UMA ANA MOAKKoYeHHUS * Wmena xypHanos ans cGopa *
172.30.254.52 Security X
DunLTP CobLITNA Mepex/ioyaTens COXPaHEHMA NO3ULIMK, NPU HaYane YTeHns
. «©
Pasmep 3anpoca MHTepBan Mexay NOAKMOUEHUAMM K UCTOUHUKY B CeKyHaax
3 —+ -+
OTKNOYKTL peHaeprHr noneit Level Text, OpcodeText, TaskText VpoBeHb NOrUpoBaHIs
©
MyTb 40 MCMONHAEMOro daiina python s msevenBveny * YuTaTb TONLKO HOBbIE COBLITUA

Jopt/pangeoradar/bin/mseven6venv/bin/python

Yueno cobbITuil AN NepekiiodeHns KaHana VIHTEpBaN O4MCTKM K3LLa PeHAepuHra B cekyHaax @ 31auenue
0 -+
WHTEpBan MexX Ay 3anpocami B MUNIMCEKYHAaX @ 3hauenve [OomeH @ 3Hauetne
0 -+
Mms nonb3osatens * @ 3-auenve Maponb * @ 31auenue
reader P@sswOrd
TaiiMayT 3anpoca B MUNIUCEKYHAAX @ 3Hauenve
1000 -+

Puc. 103 — ITpumep dopmbI Asist MOAY/Is1 mseven6_input

ITapameTpbl MOAy/Is:

e IP appec wiu fAoMeHHOe UMSA /I MOAK/IIOUEHHUsI — YKa)KUTe ajipeC yJa/JeHHOro cepBepa, C
KOTOpOro OyayT cobuparthcsi COObITHS;

e UVmeHa XypHa/ioB i cOopa — W3 BBINAJAIONIEr0 CIHCKAa BblOepUTe OJUH WM HECKOJIBKO
KaHaJIOB, U3 KOTOPBIX HY)KHO cobupath coObITHs. [Tosie yKa3biBaeTcs B Cydae, eC/iM He yKa3aHo
nosie ITyTe Ao ¢aiiyia )xypHana. Bo3MokHble 3HAUeHUS:

o Application;

o Microsoft-Windows-PowerShell/Operational;
o Security;

o System.

e ®DuabTP COOBITHI — YKa)XWTe 3arpoc s (QUIbTpaluu COOBITUM [T UTeHUs] C TTOMOILBIO
BbIpaxeHus1 XPath. Bo3mo)xHbIe 3HaueHusI:

o CTpyKTypupoBaHHbIM XML 3anpoc, Harpumep

<QueryList><Query><Select Path=\"Security\">*[System[ (EventID=42) and
(Level=2)]]</Select></Query></QueryList>;

o * - BCe mapameTpsbl.



Ilepek/iouaTeslb COXPaHeHUs] MO3ULMHM, TPH Hayajle UYTEHHs — TIpU HeOOXOAMMOCTU
BKJTIOUMTE OMIIUI0, KOTOpasi TI03BOJISIET MPO/I0/DKUThH UTEHHE JKyPHasa C ToC/IeiHel COXpaHeHHOU
TIO3UL[UM TIOCJTe TIepe3aItycKa;

Pa3mep 3anpoca — yKa)kute KOJIMUeCTBO COOBITHH, 3arpy>KaeMbIX 3a OJIUH 3arpoc;

HHTepBan MeXxAy NOAK/IIYEHUSIMH K MCTOUHMKY B CEKYH/aX — YKOKUTE UHTepBald MeXAy
MO/IK/IIOUEHUSIMU K UCTOYHUKY;

Orkmouuth pengepunr mosied LevelText, OpcodeText, TaskText — rpu HeoOXOAMMOCTH
BKJIIQUHMTE OILMI0, KOTOpasi OTK/ItoUuT peHzepuHr nosieii LevelText, OpcodeText, TaskText;

Ilyte Ao ucnonHsiemoro ¢aiina python u3 mseven6venv — ykaxure IMyTh [0 UCIOTHSEMOTO
datina;

YuTaTh TO/JIHKO HOBBIE COOBITHS — MPYU HEOOXOAWMOCTH BK/IIOUKMTE OMLIMIO, KOTOpasi TI03BOJISIET
3abupaTh U3 KypHasla TOJIbKO HOBbIe COOBITHS;

Yucio coObITHI AJIA MIEPEK/TINYEHUA KdHdJ/Id — B (J/Iy4de, eC/IM YKa3daHO HECKOJ/IbBKO NCTOUHHUKOB
WM KdHaJ/IOB, OIILKMA CUYHTaAeT YHC/I0 COOBITUI U npu OOCTHXXEHUM YKa3daHHOI'0 3HAYE€HMH,
MepeK/JIIYaeTCAa Ha YTeHUEe C/IeJYIOILIero MCTOYHHUKA

I/IHTepBaJI OYMCTKH K3IlId PeHAEPHUHI'd B CEKYH/AAX — YKAXKUTE MHTEPBA/I OUHMCTKHU K31lld,

HHTepBan Mexay 3anpocaMy B MH/IJIMCEKYHJAX — YKa)KUTe MHTepBasl, yepe3 KOTOpPbIH (aiin
(wy KaHam) NpoBepsieTCsl Ha Ha/lMuve HOBbIX 3alucel Jiora;

Vims nmonib30BaTesis — YKaKUTe UMsI 110/1b30BaTeIsl /1S OCTYTa K y/ja/leHHOMY CepBepy;
ITaposb — yKakuTe NapoJib 10JIb30BaTe/is;

JloMeH — yKa)KnTe HalMeHOBaHue JoMeHa UCTOUHKKa;

TaliMayT 3anpoca B MWITHCEKYH/JaX — YKa)KUTe TaliMayT OTIPaBKM 3arpoca;
YpoBeHBb JIOrHpOBaHUsA — BbIOEPUTE YPOBEHb >KypHATMPOBAaHUSI MOAY/IS;

Hactpoiiku ¢unbTpanumu (MCK/IIOYeHHUs])) COOBITHH — B 0J/I0Ke YKa3bIBalOTCS (UIBTPBI TI0
TOJIIM COOBITHI C TIOMOIIbIO PETyJ/ISPHBIX BbIpaXKeHUH. B JaHHOM 6/10Ke MOXXHO yKa3aTb JJist
rioJieli cyieyroIIye TUIbl (GUILTPOB:

o ®umbTpel MO BpeMeHH, TpUMep: 2025-03-13 10:02:55.9689259 +0000 UTC.
Vcrionb3yeTcst Ajist Cie[yOLIHX TTOJIeH:

o Created;
o EventTime;

o UYwucnoBbie GUALTPLI, mpumep: A ([5-9]\d|\d{3, })$. Ucnonb3yercs A CaeAyOIIUX
T10JIeH:

o EventID;

e Qualifiers;

e RecordID;

o ExecutionProcessID;

e ThreadID;



e Version.

o CTpoKOBble (GWILTPBI, TPUMep: DESKTOP-IDCMV6G. Mcronb3yercsa [nAas  CAeIyHOINX
TIOJIeN:

¢ Hostname;
o Msg.
o Bo3MOXHbIe 3HaueHus:
o Tlpumep gns nons LevelText: Information, Warning, Error;
o IIpumep ans mossg TaskText: Service, State, Event;
o IIpumep ans mosst OpcodeText: ServiceShutdown;
o IIpumep ans mosigs ChannelText: System;

o [Ipumep g5 nosist ProviderTex: System.

3.3.3.1.17 Mopaynb nf_input
Onucanmue: [Ipuem NetFlow Tpaduka.
IMoaaepxka OC: Windows, Linux.
IMoapepxka puUIbTpPaLUM: eCThb.
IToanepXKKa HaCTPONKH KOAUPOBKH: €CTh.
IToaaep)kka BbIBo/ja B (haid/1: eCTh.

IIpumep opMbI HACTPOUKHU MOJY/IA:

¢ CospaHue npodunsa céopa CopocuTs

AKTUBEH HassaHve AreHT cbopa Ha yane LogCollector_172.30.254.96 (172.30.254.96)

nf_input_ Bepcuna arenTa c6opa: 4.0.0.13

AreHt cbopa * Mopgyns NcToYHMK *

AreHT cbopa Ha yane LogCollector nf_input

YpoBEHb NOrMpoBaH1a Afpec AnA NPOCNYIWMBaHNA CETEBOMO UHTepderica *
INFO 0.0.0.0

Pazmep Gydepa coobLueHii MopT Ans NoakMoYeHns *
0 -+ 15487 -+

Puc. 104 — ITpumep ¢opms ans moayas nf_input

ITapameTpbl MoAy.I:
e Ajpec ans NpoOCTyIIMBAaHUSA ceTeBOro nHTep@eiica — ykaxkute azipec Netflow cepsepa;

o Pa3mep Oydepa coobmenunii — ykakute pasmep Oydepa coobijennii. Eci mapameTp He 3a7aH,
To 3HaueHue Oepercsi u3 mapameTpa Netflow cepsepa SO_RCVBUF. 3HaueHne yKa3biBaeTcsi B
bairax;



o Tlopt a/ist moak/r0ueHus — ykakurte nopT Netflow cepsepa;

e YpoBeHBb JIOTHPOBAHHUA — BbIOEpPUTEe YPOBEHb >KypPHATMPOBAHUS MOYIS.

3.3.3.1.18 Moaynb odbc_input

Onucanue: Utenue gannbix u3 CYB (MySQL, Oracle, MS SQL, PostgreSQL).
Ioapepxka OC: Windows, Linux.

IMoaaepxka ¢puabTPaIUM: HeT.

IToanepKKa HACTPONKH KOAUPOBKH: €CTh.

IToaaep)xka BbIBo/a B (haid/1: eCTh.

I[Ipumep hopMbI HACTPOMKH MOJYJIS:

¢ CospgaHue npoduna c6opa CopocuTs
AkTuBeH  HassaHue AreHT cbopa Ha yane master (172.30.254.97)
odbe_input_2890 squid_proxy Bepcwun areHra c6opa: 4.0.0.0
AreHT cbopa * Mopaynb MicTouHMK *
AreHT cGopa Ha yane master (172.30.254.97) odbe_input 2890 squid_proxy
SQL 3anpoc * Mone, KOTOPOE ByAET UCMONL30BATLCS KaK 3aKNaaKa AMS COXPAHEHUS NO3ULMY =
true
MHTepBan Mexay 3arnyckom 3anpoca B cekyHzax * Mepek/ioyaTenk COXPaHEHMA MO3MUKM, MPU HaYane YTeHus *
-+ @
YpoBeHb NOrMpoBaHns

INFO

[aHHble 4nA NoaKIoYeHns

Cepeep Ana noakntoYeHns * @ 3HaueHve MopT ANA NOAKMOYEHUA * @ 3naueHne

-+
Cepeep Ans NoakNoYeHus * @ 3HaueHue Basza AaHHbIli ANs NOAKNOYEHNs * @ 3HaueHre
Maponb * @ 3HaueHue JlononHUTENbHbIE NapameTpbl NOAKKOYEHUS @ 3HaueHre
Wms nonbsosatens * @ 3HaueHue

Puc. 105 — ITpumep dopms asst Moayasi odbc_input

IIapameTpbl MOAy/I:
e SQL 3ampoc — ykaxxure SQL 3amnpoc k 6a3e JaHHBIX;

o Ilose, KoTOpOe OyJeT UCMOIB30BATHCA KAK 3aK/AajKa /ISl COXPaHEHHUs MO3ULMH — YKaKUTe
1oJie, KOTopoe OyJeT WCIOIb30BaThCS KaK 3aKjajika [jiss COXpaHeHWs To3uruu. [loe m0/DKHO
ObITh YKa3aHo B orniepatope SELECT sql-3arpoca;

e HuTepBan Mex/y 3alyCKOM 3ampoca B CeKyH/aX — yKa)KuTe WHTepBaJl, uepe3 KOTOpbIi Oyzer
BBITIOJTHATHCS] IPOBEPKA HOBBIX 3alvcel B )KypHasle. 3HaueHre YKa3bIBaeTCsl CeKYH/axX;

o Ilepek/iouaTeslb COXpaHeHUs TO3WLMH, MPH Hada/ie YTEHUs — TMpPU HeoOXOAMMOCTH
BK/TFOUMTE OIL[MI0, KOTOpAasi MO3BOJISIET MPO/IO/DKUTh UTeHHe )KypHasla C Toc/iejHel COXpaHeHHOU
TO3ULMM T10CJIe ITepe3anycka;



e YpoBeHB JIOTHPOBAHHUSA — BbIOEpPHUTEe YPOBEHb >KypPHATMPOBAHUS MOYJIS;

e [laHHbIe UIsi NOAK/IIOUeHHUsI. B 0/10Ke yKa3bIBalOTCS MapamMeTphl MOgKIIoueHus K B/1;:

o CepsBep 1 NOJK/TIOUEHHS — YKa)XUTe azpec cepsepa b/I;

o [IlopT p/sA NOJK/IIOYEHUSI — YKaXKuTe nopT cepeepa b/1;

o /[lpaiiBep A TOAK/IIOUEHUS —
Hanpumep MySQL ODBC 8.0 Driver;

YKa)KUTe JpaliBep [Jas1 TOAK/AoueHus K B/,

o ba3a JaHHBIX /I NOAK/IIUEeHHs — YKaKUTe HauMeHoBaHue B/1;

o Vims nosb30Baresis — yKakuTe UMs 1oJsib3oBaress b/;

o IIaposb — yKaxuTe 1apoJib 110J/1b30BaTe/is AJis oAK/I0ueHus K b/1;

¢} HOHOJIHI/ITEJII)HBIE napaMeTpbl MNOAK/JIHYEHUA — TIpU HEO6XO,E[I/IMOCTI/I YKaXUTE

AOINOJ/IHUTEJIbHBIE TTapdMeTDhI ITOAK/IFOYEHUS K B,Z[.

3.3.3.1.19 Mopaynb opsec_lea_input

Omucanue: Coop cobwiTHii ¢ nctounnkoB «Checkpoint Firewall (opsec)».

IMTopapepxxka OC: Linux.

IMoapepxka ¢puabTPALUM: HeT.

IToaaep)kKa HACTPOMKH KOJUPOBKM: HeT.

IToaaep)kka BbIBo/a B (haidi1: eCTh.

IIpumep opMbI HACTPOUKH MOJYJISA:

¢ Co3paHue npodunsa cbopa

AkTnBeH  HassaHne

opsec_lea_input_2511 Checkpoint-Firewall

AreHT c6opa *

AreHT cbopa Ha yane master

opsec_sslca_file *

opsec_sic_policy_file *

Appec 418 NPOCAYLWUBAHNS

127.0.01

Mepeknoyatens COXpaHeHus NosuuUKnK, Npu Havyane 4YTeHnsa

«©

MopT ons ayTeHTUdUKaLmn *

18184

Ha3BaHue cobu1paemMoro xypHana *

dopmaT coxpaHeHns cobbITHiA

json

opsec_sic_name *

Mopayns

opsec_lea_input

CbpocnTb

AreHT c6opa Ha y3ne master (172.30.254.97)

Bepcus areHTa c6opa:  4.0.0.0

MCTOYHKUK *

2511 Checkpoint-Firewall

opsec_entity_sic_hame *

[peKTopra pacnonoxeHnsa yTunutol lea_client *

/pangeo_radar/opsec

MopT ans NpocnylMBaHua

48181

AZlpec yaanéHHoro cepsepa *

AyTeHTndukaums gna OPSEC *

sslca

YpoBeHb NOrMpoBaHna

INFO

MeprognyHocTb NpoBEPKK HaNnU4msa HOBbIX 3anuceit B XKypHanax *

Puc. 106 — Ilpumep dopmsbr g1 moays opsec_lea_input

—+

-+



IIapameTpbl MOAy/IA:

o opsec_sslca_file — ykaxute mnyTb K (paliny, KOTOpBIA COAEpXXUT LM(PPOBOM CcepTUPUKAT
nipunoxxenust OPSEC;

e opsec_entity_sic_name — ykaxxuTe oduipaabHoe ums npuaoxkeHuss OPSEC, kotopoe siBasieTcst
TIOJTHBIM UMeHeM TPUJI0KeHHs], OTIpe/ie/IéHHBIM CepBEpOM;

e opsec_sic_policy_file — ykaxkure myTh K aiiny mosutuku SIC;

e JlupeKkTOopHusi pacno/iokeHusi yTwiuTbl lea_client — ykaxuTe m0OyTb K JUPEKTOPUU
pacriosio)keHust yTUuauTHI lea_client;

e Ajpec ansa npocaymuBaHus — ykaxxute [P-apec pacnionoxenust yTunuthl lea_client;
o IlopT A mpoC/IyIIMBAaHUSA — YKa)KWTe TOPT /151 TOJK/II0UeHus K yTunute lea_client;

o Ilepexk/iouaTe/lb COXpaHEHHUsA TO3UIHMH, NPH Haya/e 4UYTeHUs — TIPU HeoOXOJUMOCTH
BK/TFOUMTE OIL[MI0, KOTOpasi MO3BOJISIET MPOO/DKUTh UTEeHHUe )KypHasia C Toc/ieJHel COXpaHeHHOU
TMO3UL[MU T0CJIe Tepe3anycka;

e Appec yganénHoro cepBepa — ykaxure IP-agpec arenra cbopa;

e Ilopt ais ayTeHTH(UKALMU — YKA)KUTE TIOPT /IS ayTeHTHU(UKAIMY Ha areHTe cOopa;

e Ayrentuduxkanus st OPSEC — Boibepure criocob ayrentudukanmu ansi OPSEC: sslca, fwnl;
o Ha3BaHue co0upaemMoro XypHasia — yKaKUTe HaMMeHOBaHUe (aiisia )KypHasia;

o dopmart coxpaHeHHUsI COOBITHI — BbIOepUTe (OpMaT COXpaHEHUsT COOBITHIA;

. HepI/IO,l]I/I"IHOCTb MNpOBEPKH HA/IHYHUA HOBBIX 3anmuced B XKYPHd/IdAX — YKdAXKUTE HWHTEPBAJI
IMPOBEPKH HA/IMUKA HOBBIX 3anuceii B JKYPHdJIaX. 3HaueHue 3a4d€TCAd B CEKYH/AX;

e opsec_sic_name —ykaxxute DN cepBepa Checkpoint;

e YpoBeHBb JIOTHUPOBAHUA — BEIOEPUTE YPOBEHB >KyPHA/IMPOBAaHUSI MOAYJIS.

3.3.3.1.20 Mopaynsb sftp_input

Onucanue: Utenue ¢aiina, goctynHoro yepe3 SFTP.

IMoaaepxka OC: Windows, Linux.

IMoapepxka ¢puIbTPALUM: €CTh.

IToanep)XKa HaCTPOHKM KOAUPOBKM: ecThb. HacTpoiika 6/10ka uMeeT ciiefiyroiire 0CO6eHHOCTH:

e HcxogHasa KopMpoBKa — YKaXUTe KOAUPOBKY COOBITUM MCTOUHMKA. EC/ii 3HaueHMe He yKa3aHo,
TO nipohri/b cOopa MoIbITaeTCst ONpee/uTh KOAWPOBKY CaMOCTOSITE/IBLHO;

e MHN3mennth KoaupoBKy co0biTuii Ha UTF-8 — onius, Mo3Bosisitoiiass U3MEHWTb KOZMPOBKY
HCXOAHUKa B utf8;

o Pa3mep Oydepa ansa onpejeneHuss HCXOJHON KOAUPOBKH — YKa)KUTe pa3mep Oydepa, KOTOPBIiA
OyzieT UCITO/Ib30BaThCS Jj1s OTIpe/ie/IeHrs] KOAUPOBKY (B OaiiTax).

IToapep:xka BbIBoAA B (ailj1: eCTh.

IIpumep opMBI HACTPOMKHU MOAYJIA:



< Co3paHue npoduna céopa

AKTMBEH  Hassanue

sftp_input_

Bepcwn arewra céopa: 4.0.013

AreHT c6opa * Mogyne MCTouHHK *
Arew cBiopa wa yane LogCollector_172.30.254.86 (172.30.254.96) sftp_input

Napons (CEIMM  [vpexTooHR NOGKA Mo PEryARPHOMY BLIpaXEHHO [@ s.cuone )
p@ssword

Crucok damnos Ana uTermn * YAanaTh paspenuTens cobuTAR

Jhome/d kosachevftest txt X + [ @)

VicnonesosaTh perynapHoe Beipaxesne AR nonca Haiincs Paspenurens coBuITA B GaANe ANA MHOFOCTPOUHSIX COBLITHRA

©OpMAT COBLITYA B (painaX * (CEETI™  Gopmat coxparern CoBLTA
RAW json

Vinas nonbsosatens * [@ siccive B L
readar 1723025497 X +

Tlop™ AnR noaKMONeHMs * MHTEPRAR MARKAY SANYCHOM SADOC B CAKYHAX *
22 + 1 +

OTcyTCTBMe pasaenuTens cobbiTuil B diaiine, CMIONG3yeTCs ANA YTEHUA COBLITIA 8 hopMmaTax JSON u XML Ges sesoro paspenutens TlepexnIonaTent COXPaHEHMA NO3ULHM, NP HAYANe NTeHNs

VpaseHs noruposaHAR (EET  PerynapHos BspEXEHIE AN NOUCK BARNDE

INFO

CEIM  Hurars Tonsko Hossie cabemus

60 —+

MHTepean NpeBepKy AMPEKTODN Ha Ha/HMe HOBBIX GaRNOS (B CexyHaax)

Puc. 107 — Ilpumep ¢opmer ayia moayas sftp_input

ITapameTpsl MoayI:
o Ilaponb — ykakuTe mapoJib NoJib3oBaress ssh;

e /lupeKkTopus MOUCKA MO Pery/isipHOMY BBIPa)KEHHI0 — YKa)KUTe Karasor AJis rnoucka (aiinion
T0 peryasipHOMY BbIPaKeHUIO;

e Cnucok (annoB Jjisi UTEHUS — YKaKUTe CIUCOK (Daii/ioB KypHasoB;
e Ypanare pa3jenuTeb COOBITHI — HACTPOLTe TTapaMeTPbl YTeHUsI MHOTOCTPOUHBIX COOBITHH;

e MHcnonb3oBarh pery/isipHoe BbIpaKeHHe AasA moucka ¢aiioB — Mpu HEoOXOJUMOCTH
BKJIIQUMTE OTILIMIO, TI03BOJISIOLYIO MCII0/Ib30BaTh regexp (pery/sipHble BbIpa)KeHUs) AJisl TIOMCKa
(alinoB )KypHaoB;

e Pasgenurens coObiTHii B (aiijie JJIA MHOTOCTPOUHBIX COOBITHI — HACTPOMTE MapaMeTphbl
YTeHUs] MHOTOCTPOYHBIX COOBITHH;

e dopmat coObITHI B (pai/1ax — HACTPOMTE MapaMeTPhbl UTEHHUsST MHOTOCTPOUHBIX COOBITHIA;
e dopmMat coxpaHeHHUsI COOBITHI — BEIOEpUTE JOpMaAT COXpaHEHUS COOBITHI;

e Hwmsa nmosb30BaTesis — yKaXUTe UMs T10/Ib30BaTess ssh;

e Ajpec aisa NOAK/IIOYEHHs — YKaKuTe azipec sftp cepsepa;

o TlopT a/1si MOAK/IFOYEHHSA — YKa)KUTe TIOpT sftp cepBepa;

e HuTepBan Mex/y 3amycKoM 3ampoca B CeKYH/Jax — YKaKuTe HHTepBal MeXJy UTeHheM
¢aiinos, B ceKyHax;

e OtcyTrcTBHe pa3genuTessi coObITuH B (haiiyie, MCHOAB3YeTCs /Jisi YTE€HHs] COOBITHII B
dopmaTtax JSON um XML 0e3 sABHOro pa3sje/UTe/Nsi — HACTPOWTe T[MapaMeTpbl UTeHHs
MHOTOCTPOUHBIX COOBITHH;



e Ilepexk/iouaTe/lb COXpaHeHHUs TO3ULMH, NPH Haya/le UYTeHUs — TIPU HEoOXOJUMOCTH
BKJIIQUHMTE OTLIUI0, KOTOpasi M03BOJIsieT MPOAO/DKUATE UTeHHe XKypHasla C rocaefHel coXxpaHeHHOU
MO3ULIMM TI0CJIe Tiepe3aItycKa;

e PerynsipHoe BbIpakeHHe [JIsi MOMCKA (pail/IOB — YKa)KHUTe Pery/sipHOe BbIpa’keHHe /IJIsi TIOUCKa
(haiisioB >XypHasna;

o VIHTepBa/1 NMpPOBepPKH AUPEKTOPHUHM HAa Ha/MYHe HOBBIX (ailyioB (B CeKYHAAX) — YKaKUTe
WHTepBaJl TIOMCKa HOBBIX (hail/IoB B yKa3aHHBIX KaTajiorax. 3HaueHHe YKa3blBaeTCsl B CeKYH/aX;

e YuTaTh TOJIBKO HOBBIE COOBITHSA — TIPY HEOOXOAMMOCTH BK/IFOUUTE OIIMI0, KOTOpasi MO3BOJISeT
3abupaTh U3 KypHasia TOJIbKO HOBbIE COOBITHS;

e YpoBeHBb JIOTHPOBaHHUA — BbIOEpPHUTEe YPOBEHb >KypPHATMPOBAHUS MOYIS.

3.3.3.1.21 Mopaynb smb_input

Onucanue: Urenue aiina, focrynHoro uepe3 SMB.

IMoaaepxka OC: Windows, Linux.

IToanepxka ¢puIbTpaLUM: eCThb.

IToanep)xka HaCTPONKM KOAMPOBKH: ecTb. HacTpoiika 6/710Ka uMeeT ciieiyroliiye 0CO6eHHOCTH:

o VcxopHas KOAUPOBKA — YKaKUTe KOAWPOBKY COOBbITHI MCTOUHMKA. EC/ii 3HaueHe He yKas3aHo,
TO TIpohrb cOopa MOTIBITaeTCs OTpe/ieuTh KOAWPOBKY CaMOCTOSITE/IBHO;

e HN3mennth KoaupoBKy coObituii Ha UTF-8 — onmus, mo3Bosisitoijass U3MEHUTh KOZMPOBKY
HMCXOJHMKA B utf8;

o Pa3smep Oydepa /15 onpeaesieHUsi HCXOJHON KOJUPOBKH — YKakuTe pa3mep Oydepa, KOTOPBIi
OyzileT UCIO/Ib30BaThCS 15 OTpeie/IeHrsl KOAUPOBKH (B OaiTax).

IMoaaepxka BbIBo/a B (haid/1: eCTh.

IIpumep popMbI HACTPOUKHU MOJY/IA:

« Cospanue npoduna c6opa Ghpocurs
AxTHaRH Haasanne Ares chopa Ha LogColle 172.30. 1
— Bepewn aroura chopa: 40,013

ArenT c6opa Moyt MeTousik

Ha yane LogCallector 172.30,254.96 (172.30.254.96) smb_input

@opaT coBLTAA & GaAnaX CEPEN®Y P agpec anm nopmoszivn *
RAW 72.30.254 x +
Vin ceresait naniut (CEETE  Pasnenven coBemit B Gaiine [1R MHOTGSTPONHS COGMITA [@ 5000 1
shared
OTeyYTCTBHE pasaeniTens cabbiTull 8 GalNE, HCNONb3YETCA NA YTeHAR COBLITHA B GopMaTax JSOMN u XML Ge3 ABHOrO pasnenrend Nowen (@ 5.cueee ]
Vs nonesosaens * CEEEMY  Napons ey
reader
[IAPEKTODHA NOHCKA N0 PEryTADHOMY BLIPAXEHNO n o [@ 5000 1
ViHTepBan NPOREpKH AMPEKTOPWH Ha HANASHe HOBLIX GANOB (8 CelyHAAK] (CEETNT  UiraTe TOMLKo HOS6IE COBHITHR
60 —+
BOPIAT CEIPEHEHIA COBLITIA CEITNEY  Veanms pasgenens codemui
json «©
Crvcok $aiinos AnA dTeHR MepEKMIoUaTE NS COXPAHEHA NOIULMH, DN HAYBNE YTEHIS
testot x|+
MopT £7R nomKRICYENHA * CEETITD  Vcnonsaomars parynRpHOS BLPAKEHHE MR NOATKE DAANOS
445 —+
VirTepsan ey 3anycKom 3anpoca & cexyHaat CEEN®  vooeens norvpoaais [@ 50000 1
1 -+ INFO

Puc. 108 — IIpumep dopms gia moay/a smb_input



IIapameTpbl MOAy/IA:

dopmar co0bITHH B (aiiyiax — HaCTPOUTe MapaMeTpbl UTeHHSI MHOTOCTPOYHBIX COOBITHIA;
IP agpec pisa nogk/ouyeHus — ykaxxure aapec SMB cepsepa;

Msa cereBOil mamnKW — YKaKUTe MyTh K TMamnkam W (aiiiaM, OTKPBITBIM K CBOOOAHOMY
JOCTYIly Ha CepBepe, UCIMOb3yIOlleM TpoTokKos SMB. Jo/mkeH  COOTBETCTBOBATh
dbopmaty <share> wu \\<server>\<share>;

Pa3penmrens coObiTHM B (aiiie i MHOTOCTPOYHBIX COOBITHH — HACTPOHTE IlapaMeTpbl
YTEeHUsS] MHOTOCTPOYHBIX COOBITHH;

OtcyTcTBHe pasjenurensi coObiTHii B (aiyie, UCHOIb3yeTcsl JjIA UTEHHS COOBITHII B
¢popmarax JSON um XML 0e3 sABHOro pa3je/IMTe] A — HACTPOMTe IapaMeTpbl UTeHUs
MHOT'OCTPOUHBIX COOBITHIA;

JomMeH — ykaxxute fomeH SMB cepsepa;
Nms nonb3oBare/is — yKaKuTe UM I10/1b30BaTe s /1 NoAK/IoueHus K SMB cepsepy;
ITaposb — yKakuTe 1apoJib 1o/Ib30BaTess;

JupeKTOopUsa MOMCKA M0 pery/sipHOMY BBIPA)KeHHMIO — YKa)XKUTe KaTasor [/ roucka ¢aiiios
T0 perysipHOMY BbIPaKeHUIO;

PerynsipHoe BhIpa)keHHe /I MOUCKA (hai/IoB — yKa)XKUTe PeryJ/isipHoe BbhIpa)keHHe [I/isi TIOMCKa
(atinoB KypHana;

VHTepBan NmpoBepKH AMPEKTOPHM HAa Ha/IMuHe HOBbIX (pailyIoB (B CeKYH/Jax) — YKaKuTe
VHTEepBaJl IOWCKa HOBbIX (hali/IoB B yKa3aHHBIX KaTasorax. 3HauyeHHe yKa3blBaeTCsl B CeKyH/iax;

YuTaTh TO/ILKO HOBbIE COOBITHSA — MPU HEOOXOAMMOCTH BK/IIOUUTE OILIMIO, KOTOPasi TI03BOJISET
3abupaTh 13 )KypHasia TOJbKO HOBbIe COOBITHS;

dopmar coxpaHeHHUsA COOBITHI — BbIOepHTe (hOpMaT COXpaHeHUsT COOBITHIA;
Ypanare pa3penuresb COOBITHIT — HACTPOWTE MapamMeTpPhbl YTeHUSI MHOTOCTPOYHBIX COOBITHIA;
Cnucok ¢aiioB Jjisi UTEHUSA — YKaKUATEe CIUCOK (DaiiioB )KypHasoB;

Ilepek/iouaTeslb COXPAaHeHHUs MO3UIMH, TPH Haya/Jle UYTEHHs — TpU HeOoOXOAUMOCTU
BKJIIQUHMTE OTII[UI0, KOTOpasi T03BOJIsieT TIPOA0/DKUTE UTeHHe XKyPHasla C rocaejHel coXpaHeHHOM
TO3ULIUM TI0CJIe Tiepe3artycKa;

ITopT p1s moak/IOUeHUs — yKaxkuTe 1opt SMB cepsepa;

Viconb30BaTh pery/ispHOe BBIPOKEHHE I TMOMCKa (ailsioB — 1pu  HEoOXOAMMOCTH
BKJTFOUMTE OTILIMIO, TI03BOJISFOIYIO0 MCIO/b30BaTh regexp (peryssipHble BBIPKEHUs) /i TTOMCKa
(alinoB )KypHasoB;

HHTepBan MeXAy 3amyCKOM 3alpoca B CeKYHJAAX — YKaKUTe WHTepBal MeX[y 3alyCKoM
CKaHMpOBaHUs (paiiioB. 3HaUeHUe YKa3blBaeTcsl B CeKyHZaXx;

YpoBeHb JIOrHpoBaHus — BbibepUTe YPOBEHb >KypHa/IMPOBaHUSI MOAY/IS;

Hactpoiiku ayrenTudukanuu mo Kerberos. B 0/ioke yKa3biBalOTCSI  HACTPOWKH
ayTeHTU(urKauuu 1o kerberos:



o

Bxmounth ayreHTH(uKanmuio nmo Kerberos — npy HeoOX0AMMOCTH BK/TIOUHTE OIILHIO,
KOTOpasi 103B0JIsSleT UCII0/1b30BaTh /1 MOAK/I0UeHrs: K SMB cepBepy ayTeHTU(UKALMIO C
nomo1ieko kerberos;

Hms 11e/1eBOro cepBHca — yKaXKuTe UM LieJieBOro cepBuca (service principal name);

O6s1actb (realm) — ykakure o67acTb ceTH, HCToMb3yeMas kerberos. Ilapamerp
PerucTpo3aBUCHMbIN, OOBIYHO THUIIETCS B BEDXHEM DErvucTpe W COBMaJaeT C UMeHeM
JIOMeHa;

IlyTs po koHpurypanuu Kerberos — ykaxure nmyTh 10 KoHurypauuu kerberos;

3.3.3.1.22 Mopaynb snmp_traps_input

Omnucanue: [Tpuém SNMP Traps.

IMoaaepxka OC: Windows, Linux.

IToanepxka ¢puIbTpaLUM: eCThb.

IToaaep)XKa HaCTPOHKM KOAUPOBKM: eCTh. HacTpoiika 6/10ka UMeeT ciefyrolie 0COOeHHOCTH:

. I/ICXOJZ[HHH KOAHUPOBKA — YKAXKUTE KOAUDOBKY coObITHI McTOUHMKA. ECu 3HaueHne He YKd3dHO,

TO TIpOGMIb cOOpa MOMBITAETCS OTIPe/IeIUTh KOJUPOBKY CaMOCTOSITe/TbHO;

e HN3mennth KoaupoBKy coObituii Ha UTF-8 — onius, mo3Bosisitoijass U3MEHUTh KOZMPOBKY

HMCXOJHMKA B utf8;

o Pa3mep Oydepa ansa onpejeneHuss HCXOJHON KOAUPOBKH — YKa)KUTe pa3mep Oydepa, KOTOPBIit
OyzeT UCIO/Ib30BaThCS Jj1s OTIpe/ie/ieHrsl KOAUPOBKY (B OaiiTax).

IToaepxka BbIBo/Ja B (haidi1: eCTh.

IIpumep opMbI HACTPOUKHU MOJY/IA:

¢ CospaHve npodunsa cbopa CopocuTs
Aktuser  Hassanue
snmp_traps_input
Arent ciopa Moayns VcToumpk *
snmp_traps_input

1A SNMP nonssosarens (ET  YposeHs NOrMpoBaKKA [@ s:aieiie ]

snmp NFO
AfpeC ANs nPOCHyUMBaHMA CeTeBOrO HiTepdelica * CEZTIT  Nopr ans npocayuwmeakin [@ s.0ucie )

51M —+

TDHHUMATS TONLKO BYTEHTHOULMpOBaHHbIE SNMP v3 Traps CrMCok AMPEKTOpHIA ¢ Mib GaiNaMA ANA KOHBERTALMM oid. ECNU He YKa3akbi, Oid GYAYT NEpeNaBaTLCA B CLIDOM BHAS [@ 31c:00me )
DOPMAT CORPAHEHIA COBLITHIA (CEZTII  Napons ayTeHTAduKaLMN [® 3-auciue ]

json
Mapon WHOPOBaHWA AN% DES CEZE  authoritative_engine. id [@ 3ucucume )
MeTon ayTesTHdHKaLMH (CEEDTT  Metod WMOPOBaHHA (@ 31auenie ]

None

Puc. 109 — ITpumep dopmsI A5t MoAy/ s snmp_traps_input

ITapameTpbl MoAy.I1:

o HWwmsa SNMP nonb3oBarens — ykaxute uMsa SNMP nosib3oBareris;

e Appec ans MpoCIyHIMBaHUSA ceTeBOro nHTepdeiica — ykaxxure agpec SNMP cepsepa;

o Ilopt pns mpocaymmBanusa — ykaxxute opt SNMP cepsepa;



o Ilpuammare TO/BKO ayTreHTH(UIHpPoBaHHble SNMP v3 Traps — mnpu HeoOXOAMMOCTH
BKJIIOUMTe OIL[MI0, KOTOpasi BK/IFoUaeT NpreM TO/IbKO ayTeHTUdrLpoBaHHbIX SNMP v3 Traps;

e Cnucok aupektopuii ¢ .mib ¢aiiamu s kouBepranuu oid. Eciu He yka3assl, oid 0yayT

nepegaBaTbCd B CbIpDOM BHJE —

VKa)KUTe CIIUCOK JupeKTopuii c .mib daiinamu  gjs

KoHBepTauu oid. Eciu He yka3saHbl, oid OyyT niepe/iaBaThCsi B CBLIDOM BUJIE;

e dopmMat coxpaHeHHUsI COOBITHI — BbIOEpHTE hopMaT COXpaHEHUS COOBITHI;

o Tlaponb ayTeHTH(HUKAIUM — YKa)KUTe T1apoJib 1ob30Bareis. Vcronb3yetcss ¢ MD5 uiu SHA;

o Ilaponb mmdppoBanus Anas DES — ykaxxute naposs midpoanus s DES;

o authoritative_engine_id —
UeHTUDUKALIMY CYLITHOCTel;

YKaXXUTe [OBHUXKOK,

KOTOpbIM ucnonb3yercsi B SNMPv3  gna

e Meroj ayrenTHduKanuu — BeibepuTe Meto/ ayreHTUrKarmy Ha SNMP cepeepe: MD5, SHA;

e Mertoa umdpoBanus — Beibepute Meto/ mmdpoBanus. [ToaaepxkuBaetcs Tonbko DES;

e YpoBeHBb JIOTUPOBAHUA — BEIOEPUTE YPOBEHb >KypHA/IMPOBAaHUSI MOAYJIS.

3.3.3.1.23 Mopaynb ssh_collector_input

Omnucanue: BrinosiHeHre BHelllHel KoMaH bl uepe3 SSH.

IMoaaepxka OC: Windows, Linux.

IMoapepxka ¢puIbTPAILUM: €CTh.

IToapep)kKa HACTPOMKH KOJUPOBKM: €CTb.

IMoaaep)kka BbIBo/a B (haid/1: eCTh.

IIpumep opMbI HACTPOUKHU MOJY/IA:

¢ CospaHue npodunsa céopa
AxkTuBeH  HaseaHue
ssh_collector_input_

AreHt cbopa *

AreHT cbopa Ha y3ne LogCollector

MopT ANs NOAKMKOYEHNA

22

Mma nonb3osatens *

d.kosachev

MHTepBan Mex/y BbINONHEHNEM KOMaHA(B CexyH/ax)

1

Mapons k dainy c ssh kovamm

®opmart coxpaHeHus cobbITnia

json

Mopaynb

ssh_collector_input

—+
-+

MyTb K painy c ssh knoyamn *

C:/Users/user/.ssh/fid_rsa

AreHT cbopa Ha y3ne LogCollector 172.30.254.96 (172.30.254.96

Bepcus arewTta cbopa: 4.0.0.13

McTodHMK *

KomaHaa Ana BeinonHeHus no ssh * @ 3nauenve

Is -a

YpoBeHb N0rMpoBaHKA

INFO

ALpec Ans NoAKoYeHus *

172.30.254.97 X +

Puc. 110 — IIpumep dopmsr gia moay:s ssh_collector_input

ITapameTpbl MoAy.I:

. HOpT AJIA MMOAK/TIOYEHHUA — YKAKUTE TTOPT AJIA IMOAK/IFOUYEHUS K XOCTY;



o IlyTb K (aiiny c ssh kaouam — ykaxxute 1yTs K (aiiny c ssh kirouamuy;
o Hwms nonb3oBaTess — yKaKUTe UM 0/1b30BaTesIsl AJ1s1 YAa/IeHHOTO MOAK/II0UeHHSs;
o Komanpa 15 BeinosiHeHus no ssh — ykakure komaHzy /151 BbIIOJTHEHUs 110 ssh;

e UWHTepBanm MeX/y BbINO/JHeHHEM KOMaHJ (B CeKyHAAX)— YKaXUTe WHTEepBal MeXIy
BBITIOJTHEHMEM KOMaH/. 3HaueHre YKa3bIBaeTCs B CeKYH/aX;

o Tlaposs K ¢aiiny c ssh k1rouamu — ykaxute maposib OT (aiisia ¢ K/rouaMu;
e Afpec /1A MOJK/IFOYEHHs — YKa)KUTe CITHCOK XOCTOB /ISl TTO/IK/TFOUEeHNST;
o @dopmar coxpaHeHHUsI COOBITHI — BbIOepHUTe JopMaT COXpaHeHUs COOBITHIA;

e YpoBeHBb JIOTHPOBaHHUA — BbIOEpPUTE YPOBEHb >KypPHATMPOBAHUS MOYIS.

3.3.3.1.24 Mopaynb tcp_input
Onucanue: [Tpuém TCP Tpaduxka.
IMoaaepxka OC: Windows, Linux.
IMoaaepxka ¢pUAbTPAIUM: €CTh.
IToaaep)kKa HACTPOMKH KOAMPOBKMU: €CTh.
IToaaep)kka BbIBo/ja B (haidJ1: eCTh.

IIpumep opMbI HACTPOUKHU MOJY/ISA:

¢ CospaHue npodunsa cbopa CopocuTh
AKTUBEH Hassanne AreHT cbopa Ha y3ne LogCollector_172.30.254.96 (172.30.254.96)
tep_input_ Bepcun arenta cbopa: 4.0.0.13

AreHT cbopa * Mopaynb WcTounuk *
AreHT cbopa Ha y3ne LogCollector tep_input

BK/OYEHME/OTKMOUEHNE TLS-COBANHEHUS Ha cepBepe BKIIOUEHME/OTKIIOUEHHE PACMAKOBKW Tena 3anpoca

YpOBEHb NOrMpOoBaHNS MyTb Ao TLS cepTudnkara
INFO

MyTb fo daitna koya Maponb k cepTudukary

MopT ans NpocyLuMBaHus * Pasmep 6ydepa npuema B Gairax
45321 —+ 4096 —+

MyTb Ko daitna KopHeBsoro cepTudukaTa TpebyeTcs KMeHTCKWI cepTupukar
fopt/pangeoradar/certs/pgr.crt

MaKCMMansHOE YACO NOAKIOYEHNT AIPEC ANA NPOCAYLIMBAHKA CETEBOrO MHTEPGEHCa =
0 -+ 172.30.254.97

PopMaT COXpaHeHUsi CoBbITUiA

json
Puc. 111 — Ilpumep dopmsbl gj1a Moayasa tcp_input

ITapameTpbl MoAy./I1:

e Bxkiawuenune/orkinwouenne TLS-coepuHeHHusi Ha cepBepe — TPU HEOOXOAWMOCTH BK/HOUHTE
MCoJib30BaHue npotokosia TLS;



e BxiroueHHe/OTK/IIOUEHHE PAaCaKOBKHU Tejla 3ampoca — OILYs, KOTopasi BK/IF0UaeT PaclakoBKY
Tesa 3anpoca. O)KuzlaeTcsi, 9To TesIo 3ampoca yIakoBaHO B apXUB;

e IIyrb go TLS ceprudukara — ykaxurte nytb Jjis (aiina ceprudukara, UCI0Ib3yeMOro npu

BK/ItoueHHOM TLS coenvnenuy;

o Ilyth o (aiiia Ka0Ua — yKaKuTe IMyThb AJis (aiiia KIroueid, UCI0Mb3yeMbIX TIPU BK/IFOUeHHOM

TLS coennnHeHnuy;

o Tlapossb K cepTuduUKaTy — yKakute raposib K TLS ceptudukary;

o IlopT Ans pocaymIMBaHMA — YKa)XKUTe TIOPT CepBepa;

e Pa3smep Oydepa mpuema B OaiiTax — yKaxure pa3smep Oydepa cooOujeHMA. 3HaueHHe

yKa3bIBaeTcs B OaiTax;

o IlyTb po ¢aiina KopHeBoro ceprudukara — ykakure myTh 10 KODHEBOTO cepTH(HKarTa;

o Tpebdyercs KaMeHTCKHUH cepTHHUKAT — TpPU HEOOXOJUMOCTH BKJIHOUHMTE HeOOXOAWMOCTb

HCII0/Ib30BaHUA KIIMEHTCKOI'O CepTI/I(bI/IKaTa AU TIOAK/TIOYEHHUA K CEPBEDPY;

¢ MakcumaabHOe YHC/I0 HO,E[KJIIO‘IEHI/Iﬁ — YKaXUTE JIMMUT COG,Z[I/IHEHI/Iﬁ C cepBepowm;

e Ajpec ajsa npoc/IylIMBaHUs CeTeBOro HHTepdeiica — yKaKuTe aipec CepBepa;

e dopmMat coxpaHeHHUsI COOBITHI — BEIOEpHTE JopMaT COXpaHEHHUS COOBITHI;

e YpoBeHBb JIOTMPOBaHHUSA — BbIOEpPHUTE YPOBEHb >KypPHATMPOBAHUS MOIYJISL.

3.3.3.1.25 Moaynb udp_input
Onucanue: [Tpuém UDP tpacduika.
IMoaaepxka OC: Windows, Linux.
IMoapepxka puIbTPALUK: €CTh.
IMoaaep:KKa HACTPONKH KOJUPOBKH: €CTh.
IToaaepxka BbIBo/a B (haidii: eCTh.
IIpumep opMbI HACTPOUKH MOJY/ISA:

¢ Co3pgaHue npodpuns céopa

AkTBeH  Hassauve

udp_input_

AreHT cbopa * Mogyns

AreHT cbopa Ha y3ne LogCollector udp_input

Y1cno BopkepoB @ 3nauenve

-+
MopT ana npocnylwmeaHna *
15485

—+
YpoBeHb Nor1poBsaHus
INFO

Bpems HakonneHus nakeTa CobbITUA (B MUNUCEKYHAAX) @ 3Hauetue
—+

500

AreHT cBopa Ha y3ne LogCollector 172.30.254.96 (172.30.254.96)

Bepcus aredta cbopa: 4.0.0.13

CTOYHMK *

Afpec ANS NPOCAYLWMBAHUA CETEBOrO WHTepdelica *

0.0.0.0

Pasmep bydepa coobweHnin

0

dopmMaT coxpaHeHVs cobbITU

json

Puc. 112 — Ilpumep dopmsr gia moayasa udp_input

-+



IIapameTpbl MOAy/IA:

e Yuc/i0 BOPKEepOB — YKaXHUTEe KOJMUYECTBO BOPKEPOB, KOTOpOoe Oy[eT 3a/eiCTBOBAHO /ISt
006paboTKU COOBITHIA;

e Ajpec ajsa npoc/IyIIMBaHUs CeTeBOro HHTepdeiica — yKaKuTe aipec cepBepa;
o IlopT A/1s mMpoC/TyIIMBAHUSA — YKa)KUTe TTOPT CepBepa;

e Pa3mep Oydepa coobmeHuit — ykaxute pa3mep 0ydepa cooOiieHuii. 3HaueHHe yKa3bIBaeTCs B
baiirax;

e Bpems HakomieHHsi TmaKeTa CcoObITHMII (B MWUIMCEKYHAAX) — YKaKUTe WHTEPBa
(dbopMrpoBaHus TIaKeTa COOBITHIA;

o @dopmar coxpaHeHHUsI COOBITHI — BbIOepHUTe opMaT COXpaHeHUs COOBITHIA;

e YpoBeHBb JIOTHPOBaHHUSA — BbIOEpPHUTEe YPOBEHb >KypPHATMPOBAHUS MOJY/IS.

3.3.3.1.26 Mopaynb wmi_input
Omucanue: COop coObITHI uepe3 MexaHn3M WMI.
IToapepxka OC: Windows.
IMoanepxka puabTpanuu: Her.
IToanepXKKa HaCTPONKH KOAUPOBKH: €CTh.
IToaaep)kka BbIBo/a B (haidi1: eCTh.
IIpumep opMbI HACTPOUKH MOJYJISA:
¢ Cospanue npoduns cGopa

AxTveer  Ha3ssawne

Bepcwa arenra c6opa: 4.0.00
wmi_input P P

Arenr ciopa Mopyne UcTommpme

ArenT copa Ha yane master (172.30.254.97) wmi_input

182168.01 X  +

Vderia sypHanoB A 5opa CEIY  pasuep sanpoca 1@ 2hcveive
—+
FlEPEKNIHATENE COXPAHEHWR NOSULIM, 1Y HAYETE YTEHIS * VHTEPEAN MEXAY 3MYCKOM 38NDOCA B CEKYHAAX [® zauciine ]
© —+
CobHpaTs COBEITHA HAUIHAA C 33A3HHOTO MOMEHTA Mapons AN aBTORM3AWMA Ha YAANEHHOH CHCTEME (@ 31aueive ]
4-04-2025
[P —— CEIETTY  mars Tonsko HoBbe CoBbITIR
INFO o

HacTpoiku KogHpoBKU

Vi3MEHATS KOAWPOBKY COBBITMA Ha UTF-B VicxoaHan kopwpoeka daina (@ 31aue1me ]

Boigop, & daiin

BRIKYMTE EBISOL B darn MyTb A0 BEIXOAHOMO Baina (@ 5auerne ]

Puc. 113 — ITpumep opmsl Aj1s1 MoAy/ 1A wmi_input



IIapameTpbl MOAy/IA:

Apipec /15 IOAK/TIOYeHHs — YKa)KUTe aZipecC YAaJeHHOTO CepBepa;
HMs mosib30BaTeIs — YKaKUTE UM T10/Ib30BaTeIsl /1S Y/Ia/IeHHOTO TTOIK/TFOUeHUS];

HmeHa >XypHa/sioB AjiA cOopa — W3 BBINQ/AIOIIEro CIHMCKa BbIOEPUTe OJWH WM HEeCKOJBbKO
KaHaJ/IoB, U3 KOTOPBbIX HY>KHO coOupaTh coObITHs. [To/ie yKa3bIBaeTcsi B Cyiydae, ec/id He yKa3aHO
rioste IlyThb A0 ¢aitia )xypHasia. BoaMo)kHbie 3HaUeHUS:

o Application;
o Microsoft-Windows-PowerShell/Operational;
o Security;
o System.
Pa3mep 3anpoca — yKakute KOJIMUeCTBO COOBITHH, 3arpy’>KaeMbIX 3a OJIMH 3arpoc;

HEPEKJIIO‘IHTEJIB COXpaHeéHUs II03UIIMH, IIpU HA4Yd/ieé 4YTE€HHUHA — I[IpU H806X0,I[I/IMOCTI/I
BK/IIOUHUTE OIILKI0, KOTOPad IMO3BOJIAET MPOAO/DKHUTL UTEHHE XKYDHasla C HOCHEAHEﬁ COXpélHEHHOfI
MOo3n1HKr 110CJ1€e repe3aryCckd,

HHTepBan MeXAy 3amyckoM 3ampoca B CeKyHAAX — YKaXUTe WHTepBas, yepe3 KOTOPBIM (aiin
(wnu KaHam) TpOBepsieTCsl Ha Ha/lnure HOBBIX 3aMMcelt JIora;

CobupaTh CcoOBITHSI HaYMHAsA C 3aJaHHOT0 MOMEHTA — YKa)KUTe /1aTy W BpeMsi, C KOTOPOIro
HeoOXOZMMO HauaTb COOMPATh COOBITHS;

HHPOIIB AJIAd daBTOPHU3allMH Had y;[aJ'IEHHOI‘/’I CUCTEME — YKAXKHUTE I1dPOJIb I10J/Ib30BATEJIA;

YuTaTh TO/JIHKO HOBbIE COOBITHS — MPYU HEOOXOAMMOCTH BK/IIOUMTE OMLIMIO, KOTOpasi TI03BOJISIET
3abupaTh 13 )KypHasia TOJbKO HOBbIe COOBITHS;

YpoBeHBb JIOrMPOBaHUsA — BbIOEPUTE YPOBEHB >KypHATMPOBAaHUSI MOAY/IS;

Hactpoiiku ¢unbpTpanumu (UCK/IIOYeHUs]) COOBITHH — B 0J/I0Ke YKa3bIBalOTCS (UIBTPBI TI0
TOJISIM COOBITUI C TIOMOIIBIO PETYJISIPHBIX BhIpaKeHUH. B maHHOM 6710Ke MOXKHO yKa3aTb AJist
rioJieli cyieytolIye TUIbl (GUILTPOB:

o @uUILTpel 1O BpeMeHW, MpuUMep: 2025-03-13 10:02:55.9689259 +0000  UTC.
Ncnone3yetcs g ciefyronux nose:

e Created;
o EventTime;

o UYwucnoBbie GUALTPLI, mpumep: A ([5-9]\d|\d{3, })$. Ucnonb3yercs A CaeAyOLIUX
T10JIeH:

o EventID;

e Qualifiers;

e RecordID;

¢ ExecutionProcessID;

e ThreadID;



e Version.

o CrpokoBbie GUABTPBI, TpUMep: DESKTOP-IDCMV6EG. Kcronb3yeTcs [y ClaefyROLuX
TIOJIeN:

¢ Hostname;
o Msg.
o Bo03MOKHBIe 3HaUeHUS:
o [lpumep s nmosnst LevelText: Information, Warning, Error;
o IIpumep ans mossg TaskText: Service, State, Event;
o IIpumep ans mosiss OpcodeText: Serviceshutdown;
o [Ipumep gy nonst ChannelText: System;

o [Ipumep g5 nosist ProviderTex: System.
3.3.3.2 MpocmoTp npodmnsa coopa

OTKpbITb TTpoduIL c6opa Ha TPOCMOTP MOYKHO IBYMSI CITOCOOaMHU:
e Ha)XKMHUTE KHOIIKY © 3 CTPOKe HY>KHOTO TIpodusist c6opa;
e HaXMMHTe TI0 CCBUIKe B KOJIoHKe "Ha3BaHue'".

Otkpoercsi ¢opma mpocmoTpa areHTa cbopa. [lons ¢opmbl (opmupyroTCSI B 3aBUCHMOCTH  OT
BbIOpaHHOT0 MoAys cbopa.

Ha ¢opme npocmorpa mpodunss cbopa gocrymHo Tpu obmmx 610ka: CraTucruka, [TosrydeHHBIe
co0bITHA 1 OTnpaB/ieHHbIe COObITHSA (CM. «Puc. 114»).

MNpocmotp npoduna cGopa JIMUEHIMA BKTHBHE Ao:  2027-11-16 @ OokymenTauma | (,'CD admin

CratucTuka

65941
65941

2025-04-1412:45:51
2025-04-14 12:45:51

Cratyc npoduns chopa ® onine

KH NOCNBAHEND COBbITHA:

2] CTATYC NOAKTIOHEHIR K HCTOUHVKY: ® oniine

W MonyuenHsie cobbitnua OtnpasneHHbie cobbiTua

‘ 13 anpens 18:49
‘ . 50

Puc. 114 — ®dopma "TIpocmoTtp npoduns coopa”. Obime 0/10Ku

B o61qux 6710kax oTobpaXkaeTcs cieyrolas MHGpopMaLys:

e bBnok CTaTHCTHKA COAEPKUT CBOAHYIO MH(GOPMAIL[MI0 O TOTOKe COOBITHUH, COOpaHHBIX
npoduiem:

e OO011iee KOMMYECTBO TMOTyUeHHBIX COOBITHIA;

o O611ee KOMMYECTBO OTIPAB/IEHHbIX COOBITHI;



e JlaTa MOy4eHHs TIOCTeHETr0 COOBITHS;
e [laTa OTIpaBKH MOC/IEHETO COOBITHS;
e Craryc npodusis cbopa;

e CraTyC MOAK/IFOUEHHUS K UCTOUHHKY.

e byok CTarucTuKa TMOMYyYeHHBIX COOBITHIl — COZIEP)KUT Tpaduueckoe TipeCTaB/ieHHe
KOJIMYeCTBa TMOTyYeHHBIX COObITUM OT UICTOUHUKOB 3a Mepuo/i BpeMeHw;

e byok CTaTucTHKa OTHpPaB/IEHHBIX COOBITHI — COJEpXXUT Tpaduueckoe TIpeJCTaB/ieHUe
KOJIMUeCTBa OTIpaBJ/ieHHbIX COOBITHI B cepBrC Log-proxy 3a nmepuos BpeMeHH.

3.3.3.3 PepgaktTupoBaHue npocunsa céopa

OTKpbITh TTpoduIb cOopa Ha peJJakTUPOBaHKE MOYKHO CJIeAYIOIIMMHU CTIOCO0aMM:

o [lepetigute B pa3gen Uctounuku — IIpodumm cbopa u HaKMUTe KHOTIKY ﬁ? B CTPOKe HY>KHOI'O
ripocdusist cobopa.

o [lepetigure Ha hopMy rpocmoTpa Tipodusis cbopa U HAXKMUTE KHOTIKY PejakTHPOBATh.

Buecure HGO6XO,E[I/IMI)IE N3MEHEHWA U HAXKMUTE KHOTIKY COXpaHI/ITB.
3.3.3.4 3kcnopTt npochuneii coopa

Ons  maccoBoro 3Kcmopra Tmipoduiaeld cbopa yCTaHOBUTe HYy)XHble (ard W HaKMHTe
KHOTIKY DKCnopTupoBaTh. byjer chopmupoBaH apxuB c ripoduismu B popmare . zip.

[Inist 5KcriopTa Bcex nmpoduieid cbopa HAXKMUTe KHOTIKY DKCIIOPTHPOBATh BCe.
3.3.3.5 WmnopT npodhunen céopa

Haxxmute kHOonky AMnopTupoBars.
B OTKpBIBIIIEMCSI OKHe YKaXKUTe TyTh K apXUBY C mipodunsmu cbopa.

Haxxmute KHONKY OTKpPBITB.

H Lo

YT0oOBI BCE U3MEHEHHS BCTYIIWJ/IK B CUJTY HAXKMHUTE KHOIIKY CI/IHXPOHI/BI/IPOBHTB.

3.3.3.6 YpaneHue npodunen céopa

[nst ynanenus mpodussi coopa HOKMHUTE KHOTIKY | B COOTBETCTBYHOLL[EI CTPOKE.
st MaccoBoro yzaaneHusi npogusieit coopa yCTaHOBUTe Hy)KHbIe (lard M HA)KMHUTe KHOTIKY Y AQ/TUTh.
[nst ynanenue Bcex npocgusieii cbopa HAHKMUTE KHOTIKY Y Ja/IMTh BCe.

YroObI BCe M3MeHeHUs BCTYIWIN B CUJTy TiepeliauTte B pa3zen VictouHuku — AreHThI cOopa, BeiOepuTe
areHTbl cOOpa, Ha KOTOPBIX OBbLTM BBITIOJTHEHbI M3MeHeHUsI Y Ha)KMUTe KHOMKY Omny0/IMKoBaTh.



34 HacTtpoiika cepBuca Log-proxy

3.4.1 OnucaHve

Log-proxy — CepBHC, KOTODbIM OTBeuaeT 3a OBICTPYIO ME€pPeCchUIKY COOBITHIA, TPUIIEIIINX OT JIOT-
kosutektopa B cepeuc Kafka.

OCHOBHBIE XapaKTePUCTUKH CepBHUCa:

e HCMHO/B3yeTCs TOJNBKO OAWH TOPT A/ IpHeMa COOOLeHHM OT BCeX JIOr-KOJIeKTOpPOB (II0
ymosvanuio 1100);

e p€a/IM30BAHO CKdTHe NaHHBIX IIpU I1epejaye OT JIOr-KOJ/IJIEKTOPOB.

Hauwvnas ¢ Bepcuu 3.7.2 Ilnardopmbl Papap cepsuc Log-proxy ucrnosnb3yercsi B KauecTBe 3aMeHbI
cepBuca Rsyslog.

[Tpu BKIFOUEHHOM CepBHCe Bce COOBITHS OT Jior-KosiekTopa OyayT 3aBopaunBathcsi B websocket,
KOTOpPBIM paboTaeT 10 aHA/IOTMM C KOMITIOHEHTaMH OTITPABKH COOBITHH (CeKIus output), HO B OJWH TIOPT.
CobbITust OyayT OoTIpaBsSThCs 10 yKazaHHoMy URL u3 BkaroueHHbIX TCP/UDP KOMIOHEHTOB OTITPaBKH
cobbiTHi (cekus senders). K HopMaiv30BaHHBIM M Pa300paHHBIM COOBITHSM OyZeT A00aB/IATHCS TOJe C
COOTBETCTBYIOIIMM id, KOTOpBIN 3azaeTcsi B KoH(purypanmu cepBuca Log-proxy uepe3 BeG-uHTepdetic
r1aTGopMel (CM. pa3zesn «BkioyeHne riepecbUTKU COOBITHIT Yepe3 cepBUC L.og-proxy»).

3.4.2 BknroyeHune nepecbiNiKu coobITUN Yepe3 cepBuc Log-proxy

Ecmu Ilnardopma Pagap pabotaeT B 00bIuHOM HMH(ppacTpyKType, TO cepBUC Log-proxy BK/IIOUeH IO
YMOJ/TUaHUIO U He TpeOyeT [JOMOTHUTE/IbHBIX HACTPOEK.

Ecmm Ilnatdopma pagap pabotaer B MH(PACTPYKType MyJ/IbTUTEHAaHT WA MYJIbTHAPEHIHOCTb,
HeoOXOZMMO HaCTPOUTH MEPEChIIKY COOBITHI M3 TIOAUMHEHHBIX HHCTAHCOB.

1711 BK/TFOUeHUsI TIepechbUTKU COOBITHI uepe3 cepBUC Log-proxy BhINOTHUTE C/IeAYIOIINEe AelCTBUS:

1. B BeO-wHTepdetice miaThopMbl TepelauTe B pa3zen AAMHHUCTPUpoBaHue — Kiacrep —
BKJ/IaJiKa YTpaB/jieHHe KoOH(}Urypaiuem.

2. TlpoBepbTe HacTpoviku cepBuca Log-proxy. [Ins 5TOoro B [ApeBOBHJHOM CIIMCKe MapaMeTpOB
cepBucoB Bbibepute Logproxy (cMm. «Puc. 115»).
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Puc. 115 — Ynpagssienne koHduryparueii cepeuca Log-proxy

[Tpu HeOOXOIUMOCTH TTepeonpeiesTUTe CIeAYIOIIHe TTapaMeTph:

o IlopT mpuema cooOIieHHIT — ITapaMeTp OIpe/iesisieT TTOPT, KOTOPBINA CITyIIaeT CePBUC IS

riprema coo0ILeHnH OT Jior-KosiiekTopa. I1o yMmomuanuio 1100;

e Message ID npuema co0ObITHII BepXHeYPOBHEBOI KOPPe/IALUH — TlTapaMeTp OTpe/ieJisieT
uneaTudukaTop (id) coobiieHus, KOTOpoe OTIIPABJISETCS B Ouepelb HOPMaTM30BaHHBIX

cobbrTuii. [To ymouaHuto 9999;

e Message ID npuema pa3o0paHHBIX COOBITHI — TapaMeTp OrpeienseT UAeHTH(UKATOP
(id) coobmieHusi, KOTOpOe OTMpaB/sSeTCcsi B ouepedb pa3obpaHHbIX CoObITHH. Ilo

YMOJ/TYaHHIO

9998.

3. Bxkmouute mepecbulky coObITHH. [l 3TOr0 B [PEBOBUAHOM CIHMCKe TapaMeTpPOB CEPBHCOB
Boibepute FlowBalancer — Head u ycranoBute napametp Ilepecbuiath coOObITHSI B 3HaUeHUE
true (cm. «Puc. 116»).
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> Grafana

> KafkaExporter
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Puc. 116 — Ynpasnienue kondurypanueii ceppuca FlowBalancer




[Tpu Heo6XOUMOCTH TIepeoTIpeie/uTe CieyOLHe TTapaMeTphb:

Ip LogProxy — BHewnuii IP-agpec ceperca Log-proxy;
ITopt LogProxy — BHemHuii nopt ceparca Log-proxy;

ID cobObiTusi A1 HOpMaIM30BaHHBIX coObITHH LogProxy — wuzentudukarop (id)
HOPMaJTM30BaHHOT O coObITHS, TIpULIIEe/IIIIer0 oT cepBuca
(Logproxy.NormalizedMessageld);

ID cobbiTHs A pa3odpaHHbIX coObiTHi LogProxy — wuzeHtudukatop (id)
pa300paHHOT0 COOBITHS, TIPUIIIEIIIEr0 OT cepBHUca (Logproxy.ParsedMessageld).

4. Tlocne BHeCeHUs W3MeHEHUI Ha)KMUTe KHOMKY 3anucaTh KOH(QUrypanuio.

5. B pasgene Koppensitop — Ilepecbuika coObITHH CO3/jaliTe PUILTPHI /IS TIePEeCHUIKH COOBITHIA.

Buumanue! Heo6XoauMo HacTPOUTh (PUIBTPHI [JI8 MaKCUMa/IbHON (DUIbTpaliyd cOObITHH. Uem

Oosbiie cobbITH OyzZeT OoThUIBTPOBAHO, TEM MeHbIe OyZieT Harpy3ka Ha yCTPOHCTBO U TeM
OOMBIIMI TIOTOK CMOKET IPOUTH.

3.4.3 MapLpyTusauma coobITuid

Hactpotlika BbInosiHsieTcs: B KOHGUrypaluoHHoM daitnie ceprca Log-proxy — config. json.

Pacrnionioxkenue catina: opt/pangeoradar/configs/logproxy/config.json.

HeobxomyMo TmiepeoripefieiiTh TapaMeTpbl MapIIpyTH3aluu COOBITHH (CeKLUs router) cCeAyrmyuM

obpa3zom:

router:

{"log_collector_id":
{
"name" :"input_name",
"template":"template_name",
"broker":"URL KAFKA",
"topic": "topic_name"

}

'pe:

e log collector_ id—3HaueHue id OT JOT-KOJIIEKTOPA;

e name — HAaUMEHOBAaHHe UCTOUYHHUKA COOBITHIA;

e template — HauMeHoOBaHUe 11ab0Ha /17151 00pabOTKKM COOOIIEeHMIA;

e broker —IP-agpec u opt cepsuca Kafka;

e toOpic —HaUMEHOBaHHe TOIIUKa, B KOTOpBIﬁ 6y,qu BBITIO/THATBHCA 3dITHCh.

st BKmoueHus 11absioHa Ayt 06paboTky coobieHn HeoOX0ANMMO A00aBUTE CEKIUI0 templates:

templates:

{"template_name": "output_template"},

[ne:



e template name — HaMMeHOBaHUe I1ab0Ha /i1 00paboTKU CO0DILeHHiA, KOTOPOe YKa3biBaeTcs B
rapameTpax CeKI[UM router;

e output_template — pe3y/nbTUpYIOIasi CTPOKA, B KOTOPYIO HaZ0 MOJCTaBUTh 3HaueHWs OT JIOT-
KOJIJIEKTOpPa C COOTBETCTBYIOIIUM Tipeobpa3oBaHueM. B TapameTpe WCIOMB3YHOTCS C/IeAyIOLIMe
riepeMeHHbIe:

e  %FROMHOST - IP% — IP-afjpec 10r-KOJI/1IeKTOpa, OTIIPaBUBLLErO 3arpoc;
e %timegenerated:::date-rfc3339%— gara mpremMa cooOireHus B hoopmare rfc3339;
e %inputname% — UM UCTOUYHUKA U3 CEKL[UU router.

IIpumeuaHue: B HacTpoiiKax wIabsoHa [JOCTymeH [jiss BBOJA TOMBKO THUM JIAHHBIX jsSOon U
COOTBETCTRYIOIIlee TIpeobpa3oBaHue: json-json.

[IprMep HaCTpONKMU:

router:

{"1519":
{
"name": "1514-Microsoft-Windows-Eventlog",
"template": "json-json",
"broker": "127.0.0.1:9092",
"topic": "1514-Microsoft-Windows-Eventlog"
}

}

templates: {

"json-json":"{\"rs_relay_ip\":\"%FROMHOST -
IP%\",\"rs_collector_ts\":\"%timegenerated:::date-
rfc3339%\",\"__rs_module\":\"%inputname%\", %rawmsg:2:$:%",

}

3.4.4 HacTtpoiika XxypHanupoBaHus cepsuca Log-proxy

YpoBeHb fleTanu3alliu BeJieHUsl >KypHaroB paboTel ceperica Log-proxy (pangeoradar-logproxy.service)
HaCTpaMBaeTCs MapaMeTpoM loglevel TIpU 3amycke cepBrca. Bo3Mo)KHbIe 3HaUeHUSI:

e 0 —>KypHa/jMpoBaHHe OTKJ/IIOUEHO;
e 1 — BBIBOAUTH TOJBKO MH(OPMAL[MOHHBIE COODIIIEHMS;
e 2 — BBIBOJIUTb TOJIbKO NIPeAYTIPeXIeHNS;
e 3 — BBIBO/IUTh TOJILKO KPUTHYECKHE OLINOKHU;
e 4 — BBIBOAWTH UH(OPMAL[MOHHBIE COOOIIIeHHUS U TIPeyTIPeKIeHNS;
e 5 — BeIBOUTH HHPOPMAIMOHHBIE COOOIEHNSI K KpUTHUECKHEe OIINOKY;
e 6 — BBIBOUTH MPEAYNPEKIEHUS U KPUTHUECKHEe OIINOKHY;
e 7 — BBIBOJUTb BCe COOODIIIeHUS.
3HaueHMe 110 YMOTYaHHUIO: 3 — BBIBOJUTH TOTBKO KPUTUUYECKHE OIINOKH.

I[IpumeuaHue: aHA/I02UYHblE HACMPOUKU XHCYPHAAUPOBAHUS UCNO/AB3YIOMCS 8 napamempax 3anycka
cepguca Termite.



4. lNMopgknw4yeHUue NCTOYHUKOB

4.1 NMepeyeHb NnogaepxmBaeMbiX UICTOYHNKOB

ITaHHBIA pa3fiesl COAEpPXKUT TlepeueHb CUCTEM, KOTOpble MOTYT ObITh TOAK/IOUeHbl K IlaaTdopme
Pajap B KauecTBe MCTOUHUKOB COOBITHI

4.1.1 OnepaLOHHbIe CUCTEMBI

HaumeHoBaHue Bepcus
Alt Linux 10

Astra Linux 1.7.x,1.8
CentOS Linux 6,7,8,9
Debian Linux 8,9,10,12
Fedora Linux 30, 31
FreeBSD 13.2,14.0
IBM AIX 7.1,7.2
Linux Auditd

Microsoft Windows XP, 7+
Microsoft Windows Event Forwarding 7+, 2008+
Microsoft Windows Server 2003, 2008+
Red Hat Enterprise Linux (RHEL) 6,7,8
SUSE Linux Enterprise 11.3,12, 15
Ubuntu Linux 16.04+
Oracle Solaris 10, 11

4.1.2 PeweHusna Network Security
HaumenoBanue Bepcusa

Checkpoint Firewall (NGFW) 77, 80



HaumeHoBaHue Bepcus

Checkpoint Firewall (opsec) 77, 80

Cisco ASA

Fortinet FortiAnalyzer

Fortinet FortiSandbox

Fortinet FortiWeb

HAProxy 2+

Kaspersky Web Traffic Security

Microsoft Forefront TMG 2010+

McAfee Web Gateway

NGate CryptoPro VPNGate

OpenVPN

PaloAlto NGFW 7,8

PfSense Firewall Netgate

Snort 2.9+
Solar WebProxy 3.8.x
Squid Proxy 3.5+
Suricata

Usergate UTM Firewall 6
VipNet Coordinator 3+, 4+

Wireguard EdgeSecurity

Zeek (IDS Bro-ids)

Barracuda Firewall

Bluecoat Proxysg 6,7

Cisco Firepower



HaumeHoBaHue Bepcus
Fortinet Fortigate 5,6
OPSEC LEA

Radware DefencePro

SecurityCode Continent 3.7,3.9
SecurityCode Continent IDS

Suricata IDS

Trend Micro TippingPoint

4.1.3 PeweHunsa System Security
HaumeHoBaHue Bepcus
Confident Dallaslock 8.0-K
Kaspersky Anti Targeted Attack
Kaspersky Secure Mail Gateway 2.X
Papercut-NG
Sysmon Windows
bactuon CKAITY HT
Bactuon CKAITY HT mogyns UEBA

F5 BIG-IP 15

4.1.4  PeweHuns Endpoint Security

HaumenoBanue Bepcusa
ESET Security Management Center 10.x
FireEye HX

Kaspersky Security Center 10, 11

Microsoft Windows AppLocker



HaumeHoBaHue

Microsoft Windows Defender
Microsoft Windows Firewall

McAfee ePolicy Orchestrator
PaloAlto Traps

Symantec Endpoint Protection

4.1.5 CeTeBble yCTpOiCTBa
HaumeHoBaHue
Cisco Aironet
Cisco IOS Netflow
Cisco I0S Switch
Cisco I0S Router
Cisco Nexus Switch
Cisco SG200 Switch
D-link xStack
Eltex Switch
HP Switch
Huawei Switch
MikroTik Router
Ubiquiti Switch

Infoblox Trinzic

Bepcus

5.9,5.10

14

Bepcus

59

3064 (NS-OS 2.8.0)

Mikrotik-hEX-S, Mikrotik-hAP-ac2

4.1.6 CuctemMbl 3alUTbl 3/IEKTPOHHOW NOYTbI

HaumeHoBaHHe

IBM Postfix

Bepcus



HaumeHoBaHue

Microsoft Exchange Server. Audit

Microsoft Exchange Server. Message Tracking

Microsoft Exchange Server. OWA

Microsoft Exchange Server. SMTP

Zimbra

SEPPmail Secure Email

Bepcus

2013/2016/2019

2013/2016/2019

2013/2016/2019

2013/2016/2019

4.1.7 UHpacTpyKTYypHbIE CUCTEMbI

HaumeHoBaHHe

Citrix ADC (Netscaler)

Dell IDRAC

Freelpa

FreeRADIUS

Gitlab

ISC Bind DNS

Linux NFS Server

Microsoft Windows DNS

Microsoft Windows RDS-GW

Simon Kelley DNSmasq

Unbound_DNS

Microsoft DHCP

Citrix ADC (Netscaler)

Bepcus

4.9.10+

2008+

2008+



4.1.8 Cucrembl BUpTYyasiusayum

HaumeHoBaHue

KVM Hypervisor

Microsoft Windows HyperV

Proxmox

vGate

VMware ESXi

VMware vCenter

Bepcus

4.1

4.1.9 CwucTtembl ynpaBsieHUA 6a3aMu faHHbIX

HaunmeHoBaHue

Microsoft SQL Server. Event Log
Microsoft SQL Server. ODBC
Oracle Database. Audit

Oracle Database. NetListener
Oracle MySQL

PostgreSQL

4.1.10 Web-cepBepbl
HaumeHoBaHHe
Apache HTTP Server
Apache HTTP Server. Windows
Apache Tomcat
Mantis Bug Tracker
Microsoft Sharepoint

Nginx

Bepcus

2014+

2014+

9+

Bepcus

2019+



HaumeHoBaHue Bepcus
Lighttpd

Microsoft IIS

4.1.11 CwunctemMbl KOHTPO/A NPUBUMIErNPOBaHHOrO gocTtyna
HaumeHnoBaHue Bepcus
Solar Dozor 7.9
Staffcop Enterprise
CyberArk PAM
RSA SecurID
SearchInform DLP

SmartLine DeviceLock DLP 8x

4.2 OnepaunOHHbIEe CUCTEMbI

4.2.1 Alt Linux
42.1.1 OnucaHune

IInardopma Pagap nogaepxuBaeT cOop cobbiThii ¢ Bepcuu "AsbT Pabouas cranius 10.0" u Beillie.
17151 >KypHamMpoBaHusi COOBITUI UCTIOMB3YIOTCS CIelytolre CTyKObI:
e rsyslog - ciy»k0a >KypHa/MPOBaHUs sl OTTIPaBKU COOBITHI B T/1aThOpMYy;

e auditd- oTBewaeT 3a 3amMCh COOOLI[EHWI ayJUTa BbI3BAHHBIX aKTUBHOCTHIO MPHIOKEHUM WU
CUCTEMBI.

IIpumMeuaHue: no ymonuaHuro ynpasneHue xcypHanamu e OC ocywecmensiemcs cayxcbamu systemd-
journald u journalct.

B uyensx opeaHuzayuu 6e3onacHoli nepedauu OaHHbIX HA azeHm cbopa n02-Koalekmopda no
npomokony TCP, a makdce obecneueHusi 603MoxcHOCMU punbmpayuu coobujeHuli N0 UCMOUHUKAM U UX
co0epiHcuUMOMy npednazaemcsi ycmaHogums nakem rsyslog (cm. pazden «Hacmpotika cayxcobl rsyslog»).

XapakTtepucTuku ucrouHuka B [Inardopme Papap:

XapakTepucTHKa 3HaueHue
HasBanue Linux-Alt

Howmep (ITopT) 2692



XapakTepucTuka 3HaueHue

Bengop BaseAltSPO
Tun Linux
IIpodmns c6opa «Moayns tcp_input»

Hacrpoiika uCTOUHMKA BK/IIOUaeT B ceOst CyieIyroliie MpOoLeCchl:

1. «HacTpotika cinyK0bl rsyslog».

2. «Hactpoiika ciyk0s! auditd».

3. «BkawyeHHe UCTOYHUKA Ha rmaTd)opme».

4.2.1.2 Hactpoiika cnyxobl rsyslog

B ¢aiine /etc/systemd/journald.conf BK/IIOUNTE MepeChLIKY 3alMCH KYPHAZOB B sys1og:

Storage=none
ForwardToSyslog=yes
YcTaHoBuTe cnyxby rsyslog:

# apt-get install rsyslog-classic

B koHdurypauyvoHHoM aiisie /etc/rsyslog.d/00_common.conf YKaKUTe aZpec JOr-KoJieKTopa,
n00aBUB C/IeIyIOIIYI0 CTPOKY:

auth,authpriv.* @@<IP-agpec areHTa cbopa Nnor-kosnektopa>:port
'pe:
e <ip-agpec aredTa cbopa nor-konnexktopa> - [P-ampec areHTa cbopa JIOT-KOJIEKTOPA;

e port - TOPT, TI0O KOTOPOMY areHT cOopa JIoT-KoyijieKTopa OyZieT MpuHUMAaTh COObITHS. [lomkeH
COBIIAZIATh CO 3HAUeHWEM, YKa3aHHBIM B HACTPOMKAX COOTBETCTBYIOIIero mpodusis coopa.

Yrobel cayxba rsyslog IpUHUMaAa W OTMpaB/sjia MOTOK COObITUH OT Cy»kObI auditd, HeoOX0gUMO
co3parth (ann /etc/rsyslog.d/30-auditd.conf 1 yKa3aTb B HEM C/le[yIOLLMe TTapaMeTpbl:

module(load="imfile" mode="inotify" PollingInterval="10")
input(type="imfile" File="/var/log/audit/audit.log"
Severity="info"
Facility="localé")
local6.* @@<IP-agpec areHTa cbopa nor-koanekTopa>:port
I'me:

e <ip-agpec arenTta cbopa for-konnekTopa> - IP-afpec areHta cbopa J10r-KOJIeKTOPa;

e port - MOpPT, MO KOTOPOMY areHT cbopa Jor-Kosiekropa OyzeT MpuHUMaTh COObITHA. [Jo/mkeH
COBIaZiaTh CO 3HaUeHHeM, YKa3aHHbIM B HACTPOHKaX COOTBETCTBYIOILero podusisi coopa.

I[Tepe3anyctuTe Cyx0y:

# service rsyslogd restart



4.2.1.3 Hactpoiika cnyx6bl auditd

Cnyx0bI auditd m audispd-plugins yCTaHOBJIEHBI B CUCTEME TI0 YMOJTYaHHIO.

BbmonnuTe HacTpoiiky (aiina  /etc/audit/rules.d/extended.rules B  COOTBETCTBUM C
pekoMeH/lalusIMU pasfiena «HacTpoiika npaBu/l pacIlllpeHHOro ayiuTay.

B koHduryparmionHom gaiinie /etc/audit/plugins.d/syslog.conf yKaKuTe ClefyroLe apaMeTphl:

active = yes

direction = out

path = /sbin/audisp-syslog
type = always

args = LOG_LOCALG6

format = string

[Tepe3amnyctute Cayx0y.
4.2.1.4 Bknro4yeHue NCTOYHMKA Ha nnaTtdopme

[Tepefizure B BebO-wMHTepdeic TUIaTGOPMBbI M BBITIOJHHUTE [eHCTBHe «BK/IIOUeHHWEe WMCTOUHHMKA» /IS
ucrounuka Linux-Alt.

4.2.2 FreeBSD
42.2.1 OnucaHune

IInardopma Pagap nogzmep>kuBaeT cO0p COOBITHI CO C/IeAYIOIINX BEPCUI OMeparjiOHHON CUCTEMBI:
e FreeBSD 14.0-RELEASE;
e FreeBSD 13.2-RELEASE.

17151 >KypHamMpoBaHusi COOBITUI UCTIOMB3YIOTCS CIelytolre CTyKObI:
e syslog-ng - cayxba >KypHamMpOBaHUs [I/Isi OTIIPABKU COOBITHI B TUIaT(OPMY;

e auditd- oTBewaeT 3a 3amMCh COOOIIEHUI ayJUTa BbI3BAHHBIX AaKTMBHOCTHIO TIPUIOKEHWHA WA
CUCTEMBI.

IIpumeyanue: 110 yMmoa4yaHur yrpasiaeHue xypHaizamu B OC FreeBSD ocymecrsisercs
cyx00ii syslogd. OTrpaBKa JIoroB 3TOH C/1y»KO0M BO3MOXKHA TOJIBKO 110 poTokosy UDP.

B mnensx opraHusanuu 6e3omacHOW TiepefjauM  JAHHBIX Ha areHT cOopa JIOT-KOJ/UIeKTOpa TI0
npotokony TCP, a Takke obecrieueHUsi BO3MOYKHOCTH (pUIbTpaliud COOOIIeHHH 10 UCTOYHMKAM U UX
COZIep>)KUMOMY TIpe/I/IaraeTCsl YCTAaHOBUTh TakeT syslog-ng (cM. pa3zmen «Hactpoiika ciy0bl syslog-

ng»).

XapakTtepucTyuku uctouHuka B Ilnargopme Papap:

XapakTepucTuka 3HaueHUe
Ha3Banue FreeBSD
Howmep (ITopT) 2722

Benpop The-FreeBSD-Project



XapakTepucTuka 3HaueHue

Tun

(ON}

[Ipodums c6opa «Moayib tcp_input»

Hacrpoiika uCTOUHMKA BK/IFOUaeT B cest CyieIyrolie MPOLeCChl:

4.2.2.2

1.
2.
3.

«HacTpotika ciaysK0bl syslog-ng».

«HacTpotika ciay:k6s1 auditd».

«BxknroyeHre NCTOYHMKA Ha l'IJ'IaTCbODMe».

HacTpoiika cnyxo6bl syslog-ng

YcraHoBuTe Cy)K0y syslog-ng:

pkg install syslog-ng

Bxstrounte ciyx0y syslog-ng B cicTeMHOM KOHPUTrypariioHHOM (aiisie /etc/rc.conf:

syslog_ng_enable="YES"

HobaBpTe B KOHOUTypalMOHHBIA ailn  cIyKO0bl /usr/local/etc/syslog-ng.conf cieayroriye

CTPOKH:

destination lc_net { tcp("<ip-agpec areHTa cbopa nor-koanektopa>" port
log_fifo_size(1000)); };

filter f_devd { not match("devd" value(PROGRAM)); };

log { source(src); filter(f_devd); destination(lc_net); };

| Vi (S

Src- HWCTOUYHUK COOOIIeHui syslog, 1O yMO/MYaHUIO OMWCAaH B TI€PBBIX CTPOKax
KOH(UIypalMoOHHOM (aiinia /usr/local/etc/syslog-ng.conf;

lc net - yAaJieHHbIM XOCT, Ha KOTOPBIHM OYZyT OTHPaBAATLCS COOOIIEeHNS;
<ip-apgpec aredta cbopa nor-konnexktopa> - [P-aapec areHTa c6opa JIor-KOJIIeKTOPa;

port - TIOPT, TI0 KOTOPOMY areHT cOopa Jor-Ko/jieKTopa OyZieT mpuHUMaTh CoObITHS. [lomkeH
COBIA/IaTh CO 3HaUEHHEM, YKa3aHHBIM B HACTPOMKAX COOTBETCTBYIOILETO MPOodusi cOopa;

f_devd - GuIbTp, 3ampeIIaroIvi OTIIPABKy COOOILEHHM OT rpoijecca devd Ha areHT cbopa Jior-
KOJIJIEKTOPa;

value(PROGRAM) - yKasblBaeT Ha TO, 4TO devd gBasgeTca IpoueccoM. Takxke MOXHO
vcrionb3oBarh 3HaueHrne MESSAGE.

IIpumeuanue: 6o/iee MogpoOHOe oOIMUcaHKe HaCTPOUKH Syslog-ng mprBeieHO B pa3zesie «OrepalioHHbIe
cucTeMbl». TakKe MOXXHO HAaCTPOUTH MCK/TIOUEHHWe W3 JIOTUPOBaHUs JTIOObIX COO0IeHHH, B TOM UHCIIe C

MOMOIBIO PETrYJ/IAPDHBIX BbIDa}KGHI/II‘/JI.

[Tepe3zanyctute ciy»k0y syslog-ng:

# service syslog-ng restart && pgrep syslog


https://unix.stackexchange.com/questions/52860/how-to-exclude-given-lines-in-syslog-ng

4.2.2.3 Hactpoiika cnyx6bl auditd

3anycture cay>x0y auditd. [Ins aToro:

e BKJIIOUMTE CIYKOY B KOHGHUTYpaLMoHHOM (aiisie /etc/rc.conf

auditd_enable="YES"

e  BLIIIOJIHUTE KOMdHAY:

# service auditd start && pgrep auditd

Konduryparrionssle (aiiabl auditd pacrosnoykeHbl B AUPEKTOPUM /etc/security:

audit_class audit_control~ audit_user audit_warn auditdistd.conf~
audit_control audit_event audit_user~ auditdistd.conf

IIpumeuaHue: peKOMeH/yeTCs] BHOCUTh U3MEHEeHUs TObKO B C/eflytolie KOH(UTypaljMoHHbIe (Daiisib:

/etc/security/audit_control n /etc/security/audit_user. [ToxpobHee B
pykoBoicTBe auditd g FreeBSD.

Hactpotite KoH(MUTYpaLMOHHBIN (aii /etc/security/audit control ciemyrommmM obpa3om:

# $FreeBSD$

#

dir:/var/audit
dist:off
flags:lo,aa,ad, ap
minfree:5
naflags:1lo,aa
policy:cnt,argv
filesz:2M
expire-after:10M

I'pe:
e dir - IUPEKTOpUs, B KOTOPOU OYyZyT XpaHUTHCS (hakibr;

e dist - eId yCTaHOBJIEHA B ON WM yes, TO B AUPEKTOpUM /var/audit/dist OyayT co3/maBaThCs
JKeCTKHe CCBIJIKY Ha JKypHasIbl auditd,

e flags - yKa3biBaeT, Kakue cCOObITUs OyAyT JOrvpoBaThCsi (MOAPOOHBIM CIMUCOK (1aroB CM.
T10 CChLIKE);

e minfree - MMHUMAa/bHBIA TPOLEHT CBOOOAHOTO MecTa Ha JMCKe, HAa KOTODbIM COXPaHSIOTCS
J)KypHaJsibl auditd;

e naflags - OMONHUTE/bHBIE (Uiary AJisi COOBITUI, KOTOPBIe JIUIIeHbI aTPUOyTOB;

e policy - momuTHKa 06paboTKM (h1aroB U OCyIeCTB/IEHUS ay/INTa;

e filesz - MaKCUMaJIbHBIN pa3Mep (halina ayauTa, mocjie KOTOporo cpabaThiBaeT POTALHS;
e expire-after - pa3mep, IO JOCTU)KEHUU KOTOPOTo (aid/ibl ayAuTa Y aastoTCs.

HactpotiTe KoH(MUTYypaLMOHHBIN (aii /etc/security/audit user caefyromyM obpa3om:
root:1lo,ad:no

user:-fc,ad:+fw

I'me:


https://docs.freebsd.org/en/books/handbook/audit/
https://docs.freebsd.org/en/books/handbook/audit/

e  YKa)KuTe UM MOIb30BaTes;
e yepe3 /IBOETOYME YKAKUTe [IeMCTBUS, MOJJIeXKalle ayJUTY;

e TIOCJIE CJIEIYIOLLETO IBOETOUMS YKa)KUTe COOBITHS T0/Ib30BaTeIsl, KOTOPbIe He TO//IeXaT ayauTy.
Ecu B 3TOM CeKIUM yKa3aHo no, TO ayIUTY TI0//IeXaT BCe COOBITHSI.

B paHHOM mpumepe /1711 OJIb30BaTesis user GUKCUPYIOTCS HeyauHble TIOMBITKA CO3/iaHust (aiiyioB U BCe
a/IMUHUCTPATUBHbIE COOBITHS. YCIellIHbIe TIOMbITKK UYTeHWs GaiyIoB [ 3TOr0 TI0/b30BaTess He
dbukcupyroTcs. KonburypaldoHHsIi ¢aiin /etc/security/audit user OMUCAH IO CChUIKE.

Cay0a auditd pa3melljaeT >KypHaJbl B AWpeKTopud /var/audit. Cogepkumoe 3THX (haiiioB
3aumgpoBaHo. [Ipumep cofep>XUMOro JUpeKTOPUH:

-r--r----- 1 root audit 276K Nov 29 14:40
20231129112729.20231129114034

-r--r----- 1 root audit 57K Nov 29 14:48
20231129114118.20231129114856

-r--r----- 1 root audit 428K Nov 29 15:03
20231129114939.20231129120354

-r--r----- 1 root audit 191K Nov 29 15:11
20231129120446.20231129121153

-r--r----- 1 root audit 118K Nov 29 15:21
20231129121240.20231129122152

-r--r----- 1 root audit 190K Nov 29 15:29
20231129122235.20231129122958

-r--r----- 1 root audit 102K Nov 29 16:46
20231129123040.not_terminated

lrwxr-xr-x 1 root audit 40B Nov 29 15:30 current@ ->
/var/audit/20231129123040.not_terminated

I'ne daiin c pacimpenyeM .not terminated - 9TO TeKyLUM )XypHan auditd.

[ns paciirdpoBKY )KypHa/IOB UCMOb3yeTcs yTunuTa FreeBSD praudit:

# praudit -x1 20231129122235.20231129122958
'pe:
e x - mapametp, (hopmupyroiumii coobienre B xml-opmar;
e 1 -mapametp, (hOPMHUPYIOIINI BBIBOJ, KaXK/I0TO COOBITHS B OJJHY CTPOKY.
Takxke Bce coObITHs auditd B pealbkHOM BPeMEHH OTIIPaBJISIFOTCS Ha YCTPOMCTBO /dev/auditpipe.

[ToAroToBBTE CKPUMT aBTOMAaTUUECKOM mepeiaur coObIThil auditd B syslog-ng. [IpuMep ckpumnra:


https://www.opennet.ru/man.shtml?topic=audit_user&category=5&russian=1

#1/bin/sh

## NopknounTe dain, copepxawmini CUCTemMHble QYHKUMKU, HeobxoauMmble ANA 3anycka
CKpunTa u4epes rc
## https://man.freebsd.org/cgi/man.cgi?rc.subr(8)

/etc/rc.subr

## GYyHKUMA 3anycka pacwudpoBKM noruposaHusa auditd
audit2syslog_start()

{
¥

## OyHKUMA ocTaHoBa forupoBaHuma auditd
audit2syslog_stop()
{

$COMMAND -x1 /dev/auditpipe | logger ${audit2syslog_flags} &

PID="pgrep praudit"
kill -s HUP $PID
}

## 00bABNTE MepeMeHHble
NAME=audit2syslog
RCVAR=audit2syslog_enable
COMMAND=/usr/sbin/praudit

START_CMD=${name}_start
STOP_CMD=${name}_stop

## 3arpys3ute KoHourypauyuo ans audit2syslog us daina rc
load_rc_config $NAME

## BbINOMHUTE KOMaHAy rc
run_rc_command "$1"

[1711 aKTUBALIMY CKPUIITA B KOH(MUTYPAL[MOHHbIN (aiin /etc/rc.conf n00aBbTe C/IeAYIOIIME CTPOKH:
audit2syslog_enable="YES"
audit2syslog_flags="-t audit_trail -f"

[C'ne B yTWuTy logger MepefaroTcs CIeAyIoIe apaMeTphbl:
e t - yCTaHaBJIMBAET TeT /JIs1 COOOIIEeHUH;
e - HarpaBJIsIeT BCe COOBITHS B Syslog.
Hanee cobeIThst OyAyT repeaBaThCs Ha areHT cOopa JIOT-KOJIJIeKTOpa TOCPeICTBOM syslog-ng.

[Tpumep nora OC FreeBSD

<118>Nov 7 15:59:50 kernel: Nov 7 15:59:50 host-pgr-fbsd su[876]: ilya to root
on /dev/pts/0
<37>Nov 7 15:59:50 su[876]: ilya to root on /dev/pts/0

<78>Nov 7 16:00:00 /usr/sbin/cron[884]: (root) CMD (/usr/libexec/atrun)
<78>Nov 7 16:00:00 /usr/sbin/cron[882]: (root) CMD (newsyslog)

<78>Nov 7 16:00:00 /usr/sbin/cron[883]: (operator) CMD (/usr/libexec/save-
entropy)

<14>Nov 7 16:01:42 devd[473]: Processing event '!system=DEVFS subsystem=CDEV
type=DESTROY cdev=pts/2'
<78>Nov 7 16:05:00 /usr/sbin/cron[966]: (root) CMD (/usr/libexec/atrun)




[Tpumep siora auditd gas OC FreeBSD

<audit>

<record version="11" event="fcntl(2)" modifier="0" time=2023-11-20
12:39:12.000000 msec=" + 425 msec" ><argument arg-num="2" value="0x1" desc="cmd"
/><argument arg-num="1" value="0x1" desc="non-file: fd" /><subject audit-
uid="ilya" uid="root" gid="wheel" ruid="root" rgid="wheel" pid="9998" sid="9789"
tid="48612 172.30.250.1" /><return errval="success" retval="1" /></record>
<record version="11" event="fcntl(2)" modifier="0" time=2023-11-20
12:39:12.000000 msec=" + 425 msec" ><argument arg-num="2" value="0x3" desc="cmd"
/><argument arg-num="1" value="0x3" desc="non-file: fd" /><subject audit-
uid="ilya" uid="root" gid="wheel" ruid="root" rgid="wheel" pid="9998" sid="9789"
tid="48612 172.30.250.1" /><return errval="success" retval="6" /></record>
lrecord version="11" event="fcntl(2)" modifier="0" time=2023-11-20
12:39:12.000000 msec=" + 425 msec" ><argument arg-num="2" value="0x1" desc="cmd"
/><argument arg-num="1" value="0x1" desc="non-file: fd" /><subject audit-
uid="ilya" uid="root" gid="wheel" ruid="root" rgid="wheel" pid="9998" sid="9789"
tid="48612 172.30.250.1" /><return errval="success" retval="1" /></record>
lrecord version="11" event="fcntl(2)" modifier="0" time=2023-11-20
12:39:12.000000 msec=" + 425 msec" ><argument arg-num="2" value="0x3" desc="cmd"
/><argument arg-num="1" value="0x3" desc="non-file: fd" /><subject audit-
uid="ilya" uid="root" gid="wheel" ruid="root" rgid="wheel" pid="9998" sid="9789"
tid="48612 172.30.250.1" /><return errval="success" retval="6" /></record>

<?xml version='1.0' ?>
<audit>
</audit>

4.2.2.4 Bkn4yeHUe NCTOUYHMKA Ha nnaTtdpopme

[Mepefizute B BebO-wMHTepdelc TIaThOpPMbl W BBITIOJHHUTE [eHCTBUEe «BK/IHOUeHHWEe WCTOYHMKA» /ISt
rncrouHvka FreeBSD.

4.2.3 IBM AIX

IInardopma Pagap nogaepxuBaeT cO0p COOBITHI CO CIeAYIOIIUX BEPCUM OTepaliiOHHON CUCTEeMBI:

o AIX7.1;
o AIX7.2;
e AIX73.

XapakTepucTuky uctouHuka B Ilnardopme Papap:

XapakTepucTHKa 3HaueHue
Ha3panue IBM-AIX
Howmep (TTopT) 2641
Benpmop IBM
Tun AIX

IIpoduns c6opa «Moavibe udp_input»




[nsi HaCTpOWKM WMCTOYHMKA Ha OTNpaBKy coObrtuii B Ilnardgopmy Pajap BeimosHUTE Crefyromiye
JIeCTBUS:

1. TlopkmrounTech K BalleMy yCTPONCTBY MO/, ITOJIb30BaTesieM oot.
2. Ortkpoiite datin /etc/syslog.conf.

3. HactpoiiTe oTIpaBKy cOOBITHI Ha areHT cOopa Jior-KosuieKropa: auth.info @@<IP address
areHTa cbopa 0T -KoANekTopa>, TJe yKaKuTe cooTBeTCTBYro1 M IP-anpec. Harpumep:

HHHHH

begin

/etc/syslog.conf

mail.debug

/var/adm/maillogmail.none

/var/adm/maillogauth.notice

/var/adm/authloglpr.debug

/var/adm/1pd-errskern.debug
/var/adm/messages*.emerg;*.alert;*.crit;*.warning;*.err;*.notice;*.info
/var/adm/messages auth.info @@<IP_address areHTa cb6opa nor-konaektopa>
HHHH

end

/etc/syslog.conf

4. CoxpaHuTe U3MeHEeHMUS.

5. Ilepe3amyctute cayx0y syslog KOMaHZOM:

# refresh -s syslogd

6. Ilepefigute B BeO-uHTEpdetic M1aThOpMbI U BBITIOJHUTE AeHCTBHE « BK/IIOUeHHe UCTOUHUKA» [IJIst
ucrouduka IBM-AIX.

4.2.4 UFW u firewalld

[y monmyueHust coOBITHI C MexceTeBoro 3kpaHa uncomplicated firewall (UFW) mm firewalld
ero HeoOXOANMO TIOJIK/TFOUUTh KaK OT/[e/TbHbIN UCTOUHUK.

XapakTtepucTuku uctouHuka B Ilnargopme Papap:

XapaKkTepucTuka 3HaueHuUe

Ha3zBanue Uncomplicated-Firewall-UFW
Howmep (ITopT) 2673

Bengop Linux

Tun Firewall

IIpoduns c6opa «Moayb tcp_input»




Hactpotika UCTOUHMKA BK/TFOUAEeT B Ce0si CieIyFoIIre Mpo1ieCChl:

1. «Hactpotika firewalld».

2. «Hactpoiika UFW».

3. «BxkmoueHre MCTOUHHKA Ha HJ'IaT(bODMe».

4.24.1 Hacrtpoiika firewalld

ITo ymomuanuto firewalld ucnons3yetcs B cnefytomux OC:

e RHEL 7 u 60siee HOBbIe BepCuw;

CentOS 7 u 6osiee HOBbIe BEpCHH;

Fedora 18 u 6osiee HOBbIe BepCHUH;

SUSE 15 u 60/1ee HOBbIE BepCHH;

openSUSE 15 u 60J/1ee HOBbIe BepCHH.

4.24.1.1 HacTtpoiika gns rsyslog
3arnycTuTe CepBUC:
# service firewalld start
Br1OepuTe THIT TTepejauM JaHHBIX:
# firewall-cmd --set-log-denied=all | unicast | broadcast | multicast
I'ne:
e unicast —Iporecc OTIIPaBKU I1aKeTa OT OJHOr'0 XOCTa K APyroMy XOCTY;

e multicast — TpoIjecC OTMPaBKU TaKeTa OT OJHOTO XOCTa K HEKOTOPOW OrpaHWuUeHHOH TpyTiie
XOCTOB;

e broadcast — MpoLecC OTIPABKH MMaKeTa OT OZHOTO XOCTa KO BCEM XOCTaM B CETH.

[Tepe3amnyctuTe Cyx0y:

# service firewalld restart

Yrobbl )KypHaATMpOBaHWE TIAKeTOB ObUIO B OT/enbHOM (habine, co3paiite daiin /etc/rsyslog.d/10-
fw_log.conf U yKaKuTe ciiefyroiiee coaepKumMmoe:

:msg, contains, "_DROP" /var/log/firewalld.log

:msg, contains, "_REJECT" /var/log/firewalld.log

& stop

[ns OTIIPaBKU cobbiTHit firewalld Ha areHT cbopa JIOT-KOJIJIEKTOpa, co3paure
(aiin /etc/rsyslog.d/11-fw _lc.conf U yKaKuTe clefyrolllee COAep)KUMOe:



module(load="imfile" PollingInterval="5")
input(type="imfile"
reopenOnTruncate="on"
File="/var/log/firewalld.log"
Tag="firewalld"
ruleset="sendlc")
template(
name = "logtemplate"
type = "string"
string = "<%PRI%> %msg%\n"

ruleset(name="sendlc")
{
action(type = "omfwd"
Template = "logtemplate"
Target="<IP-agpec areHT cbopa nor-konnektopa>"
Port="<nopt>"
Protocol="tcp"
ResendLastMSGOnReconnect="on"
action.resumeRetryCount="100"
queue.type="linkedList"
queue.size="10000")
stop

}
I'ne:

e <IP-agpec areHTa cbopa nor-konnexktopa> - [P-ampec areHTa cbopa JIOT-KOJIEKTOPA;

e <ropT> - TIOPT, 1I0 KOTOPOMY areHT cOopa Jior-KoyjieKTopa OyZeT MpUHUMaTh CoOBITHS. [Jo/mkeH
COBIMA/aTh CO 3HaUeHHEeM, YKa3aHHBIM B HACTPOMKaxX COOTBETCTBYHOILEro rpodusisi coopa.
[Mepe3amnyctute cayx0y rsyslog:

# service rsyslog start

OTKpo#iTe COOTBETCTBYIOLIUM MOPT:

# firewall-cmd --permanent --add-port=<Homep nopTa>/tcp

4.2.4.1.2 HacTtpoika gnsa syslog-ng
HactpouTe nepeHaripaBieHre coOBITHI CTyKObI B (hatin /var/log/firewalld.

B mupekTopum /etc/syslog-ng/conf.d mobaBbTe aiin firewalld messages.conf cO CaeAyHOIIUMU
rmapaMeTpaMHu:

destination d_firewalld_net {
tep (
"<IP-agpec areHTa c6opa sior-konnektopa>"
port (<Homep nopTta>)
persist-name(d_firewalld_for_siem)

):

};
destination d_firewalld_file {
file(
"/var/log/firewalld.log"
);
};

filter f_firewalld {
message("/N.* REJECT:.*$")



};

log {
source(s_sys);
filter(f_firewalld);
destination(d_firewalld _file);

};

log {
source(s_sys);
filter(f_firewalld);
destination(d_firewalld_net);

};

I'me, ykaxkure ciefyroliye rnapameTpsl:
o B mnapamerpe destination d_firewalld net ykKaxure:
e <IP-agpec arexTta cbopa for-konnekTopa> - IP-agpec arenta cbopa Jior-KoJuieKTopa;

e <HOMep mopTa>- TOpPT, IO KOTOPOMY areHT cOopa JI0r-KoJ/uleKTopa OyZeT NMpUHUMAaThb
coObiThsi.  [lo/pkeH — COBMajaTh CO  3HAYeHWEM, YKa3aHHbBIM B HACTpPOMKax
COOTBeTCTBYHOIIIero npoguss cbopa.

e B mapamerpe destination d firewalld file yKauTe cCJeAy0OLUd MOyTh K Qailny:
/var/log/firewalld.log.

171 BKJTFOUEHHs OTITPABKU )KYPHAJIOB CITy>KO00M firewalld BBIMOJHUTE KOMaHLY:

# firewall-cmd --set-log-denied=all

[171s1 3aBepiIeHNst HACTPOUKK He0OX0AMMO Tepe3anyCcTuTh Cayxk0y firewalld u syslog-ng.
4.2.4.2 Hactpoiika UFW

4.24.2.1 HacTtpoliika rsyslog
[TpoBepbTe craTyc cnyx661 UFW:

# ufw status

Ecu He ciy>k6a He 3amylijeHa, TO BKTIOUUTE ee

# ufw enable

BkitrounTe >XypHaMpoBaHUe COOBITHIA:

# ufw logging low | medium | high | full
[ne:

e low— perucrpupyet Bce 3ab/0KMpOBaHHbIe MMaKeThbl, He COOTBETCTBYIOIME 3aZIldHHOU TIOJIUTHKE
(c orpaHuMyeHMeM CKOpOCTH), a TakKKe TIaKeTbl, COOTBETCTBYIOIMEe 3aperuCTpUpPOBaHHBIM
TipaBU/IaM;

e medium— Bce TO, 4YTO TpU 3HAUEHWU low, a TakkKe BCe pa3pelleHHble TaKeTbl, He
COOTBETCTBYIOIME 3aJlaHHOM TIO/IMTHUKE, BCe HEIOMyCTUMbIE TaKeThl, U BCe HOBble COeMHEeHMS.
Bce 3ammcy BeyTCs C OrpaHUYeHHeM CKOPOCTH;

e high — paboTaet Takxe Kak 1 medium. I1/iroc Bce rakeThl C OrpaHUYeHreM CKOPOCTH;



e full — TakXkKe Kak 4 high, HO 6e3 orpaHUUeHus1 CKODOCTH.
IIpuMeuaHue: peKOMeH/IyeTCsl MCII0/Ib30BaTh YPOBEHb JIOTMpOBaHus medium.

[Tepe3aryctuTte ciyx0y:

# ufw reload

B koHduryparmonHsiii gaiin /etc/rsyslog.conf mobaBbTe CTPOKY, yKa3aB IP-azpec arenta cbopa jor-
KOJI/IEKTOpa:

*:msg, contains, "[UFW " @@<IP-apgpec areHTa cbopa sor-KosjsiekTopa>:<Homep noprta>
I'me:
e <IP-ajpec aredTa cbopa for-konnektopa> - IP-agpec areHta cbopa J10r-KouIeKTOopa;

e <HOMEp nopTa> - MOPT, TI0 KOTOPOMY areHT cOopa JIor-Ko/IjieKTopa OyZieT MpUHUMAaTh COOBITHS.
Ilo/mkeH COBMajaTh CO 3HAUEHWEM, YKa3aHHbIM B HACTPOMKAaX COOTBETCTBYIOLIETO TPOGUIIS
cbopa.

[Tepe3anyctuTe ciyk0y )KypHanMpoBaHUSI:

# systemctl restart rsyslog

OTKpo#iTe COOTBETCTBYIOLLUM MOPT:

# ufw allow <Homep nopTa>

4.2.4.2.2 Hacrtpoiika syslog-ng

[Tepen HacTpOMKOM C/TyKOBI syslog-ng 3agaiTe GunbTp f ufw B Qaiine:
/etc/syslog-ng/conf.d/20-ufw.conf

[Tpumeuanue: B OC Astra Linux ¢uabTp co3AaH 1Mo yMOTYaHUIO.
Copepxxumoe daiina:

filter f_ufw {
message("/. *UFW. *$")
};

destination d_ufw {
file("/var/log/ufw.log");

1

log {
source(s_src);
filter(f_ufw);
destination(d_ufw);

1

[Ons  HacTpoMiku  CIyObl syslog-ng fobaBbTe B KOHOGUI'YpaLUMOHHBIA  (ailm  C1y»KObI
/usr/local/etc/syslog-ng.conf caeayroliiie napamMmeTpel.

B 60ke Destinations yKaKdTe MyTH It OTIIPAaBKU COOOIIeHui B areHT cOopa J10r-KoJIIeKTopa:

# Send the messages to an other host



#

destination d_net { tcp('"<ip areHTa cbopa sor-konnektopa>" port(<Homep nopTa>)

log_fifo_size( )); 3

destination d_ufw_net { tcp("<ip areHTa cbopa nor-kos/siekTopa, Ha KOTOPOM MOAK/IOYEH

ufw kak mncrto4yHmk>" port(<Homep nopta>) log_fifo_size( )); ),

e, ykakure ceayroliye rnapamMmeTpsbl:

o B mapamerpe destination d_net ykaxure:

o <IP-agpec areHta cbopa nor-konnexktopa> - IP-agpec arenra cbopa Jior-KosieKTopa,

Ha KotopoM nozkaoueHa «OC cemerictBa Unix» Kak UCTOYHUK;

o <HOmMep rnopTa> - MOPT, TI0 KOTOPOMY areHT cOopa Jor-kojuiekropa OyzeT NpUHUMAThb

cobbiTHs.  Jlo/DKeH  COBMaZaTh CO  3HAUe€HWEeM, yKa3aHHBIM
COOTBETCTBYHOIIIero npoduss cbopa.

o B mapametpe destination d_ufw_net ykaxure:

B  HaCTpOMKax

o <IP-agpec areHta cbopa nor-konnexktopa> - IP-agpec areHta cbopa Jior-KosieKTopa,

Ha KoTopoM nogkatoueH UFW Kak UCTOUHUK;

o <HOmMep rnopTa> - MOPT, TI0 KOTOPOMY areHT cOopa Jor-kojuieKtopa OyzeT TpUHUMATh

cobbiTus.  [lo/pkeH — COBMazaTh CO  3HaueHWeM,  yKa3aHHBIM
COOTBeTCTBYHOIIIero npoduss cbopa.

B 6si0ke Log path HacTpoliTe punbTp Asi )KypHanoB oT UFW:

log { source(s_src);

if {
filter(f_ufw);
destination(d_ufw_net);
} else {
destination(d_net);
};

};

[TpoBepbTe HacTporiku UFW, BBITIOIHUB CeyHOLIie KOMaH/bl:
# sudo ufw enable

# sudo ufw logging on

# sudo ufw logging low | medium | high | full
[Tepe3zanycrute ciy»0y syslog-ng:

# sudo service syslod-ng restart

4.2.4.3 Bknro4yeHne NCTOYHMKA Ha nnaTtdpopme

B  HaCTpoMKax

[epeiiguTe B BeO-uHTepdeic MmiaThopMbl U BBIIOJHUATE AeWCTBUe «BK/IOUeHHe HWCTOUHUKA» [JIs

ucroyHrka Uncomplicated-Firewall-UFW.



4.2.5 Windows

Ilnardopma Pagap noanep>kuBaeT cO0p cOObITHI CO cieAyroux Bepcuit Windows:
e  BepCUH JJIsl IepPCOHA/IbHBIX KOMITBIOTEPOB:
o Windows XP;
o Windows 7;
o Windows 8, 8.1;
o Windows 10;
o Windows 11.
e CepBepHble BEepCUU:
o Windows Server 2008;
o Windows Server 2012;
o Windows Server 2016;
o Windows Server 2019;
o Windows Server 2022.
17151 >KypHaIMPOBaHUs COOBITUI UCTIOMB3YIOTCS CIeIyIOIIe CEPBUCHI:
e Windows Eventlog - >xypHan cobeitiii Windows 7 1 rocieyroIyx BepCcHii;
¢ Windows XP Eventlog - xxypHan coobituii Windows XP;

e Windows Event Collector (WEC) - cepBep, KOTOpbIi Ha OCHOBaHMHU CO3/laBaeMbIX MOJIMMCOK Ha
COOBITHS TI0/Ty4aeT COOBITHS OT UCTOUHHMKOB U 00ecrieurBaeT UX JI0Ka/IbHOe XpaHeHHe.

4.2.5.1 Hactpoiika uctouHuka Windows Eventlog

XapakTrepuctuku uctounuka Windows Eventlog B Ilnardopme Papap:

XapakTepucTHKa 3HaueHue

HaszBanmue Microsoft-Windows-Eventlog
Howmep (TTopT) 1514

Benziop Microsoft

Tun Eventlog

«Mopvibe eventlog input local»
«Mopavyib eventlog input remote»

IMpoduns cbopa

Xapakrepuctuku ucrouHnka Windows XP Eventlog B ITnargopme Pajap:

XapakTepucTuka 3HaueHUe

Ha3Banue Microsoft-Windows-XP



XapakTepucTuka 3HaueHue

Howmep (ITopT) 1523
Bengop Microsoft
Tun XP

«Mogavyae eventlog input local»
«Mogaynas eventlog input _remote»

IIpodwuns cbopa

Hactpoiika uCTOYHMKA BKJTFOYAeT B ceOsi cie/lytoliiye MpoLecchl:

1. «Co3aHue yYeTHOM 3anucy s coopa COOBITUI.

2. «lIpegocTaBiaeHUe N0Jb30BaTeNI0 MPAB AOCTYIIA K JKYpHaIy COOBITUI».

3. «HacTpoiika paciivMpeHHbIX IOJAUTHK ayauTra Windows».

4. «BK/IHOUeHHe UCTOUYHUKA Ha IIaTdopme».

4.25.1.1 Co3gaHue yyeTHOW 3anucu gns coopa coobITUin
Co3pmaHue yueTHOM 3amucu Ayisi cbopa cOObITHIA UMeeT Ciiefiyolrie 0COOeHHOCTH:

e €C/IM UCTOUHHUK HAXOJUTCA B JIOMEHE, TO Ha KOHTPOJIJIEpE JOMEHA HeOGXO,Z[I/IMO CO34dThb YUYETHYIO
3dlMrChb U MpeaoCTaBUTb el IMpaBa JOCTYyIIA K XXyYpHa/Ty CO6LITHI>1;

e €CU/IM UCTOYHHUK He HaXOAUTCA B IOMEHe, TO HGOGXOAI/IMO CO344Th JIOKa/IbHYKO YUETHYIO 3allMChb C
dHA/IOTUYHBIM Ha60pOM Ipas.

Jnst co3panmst yueTHOM 3aryiCH BBITTOJTHUTE C/IeYyHOLue TeUCTBUS:
1. B nanenu ynpasneHust Windows 0TKpOiiTe KOHCO/Ib Y IpaB/ieHHe KOMIIbIOTepPOM.

2. Tlepetigute B pasgen: CayxeoHbie mporpammsbl — Local Users and Groups (/IokajibHbIe
no/ib3oBare/ i v rpynmnbl) — Users (ITonb3oBarTenn).

3. BrbizoBute KoHTeKcTHOe MeHIO W BbiOepuTe mNyHKT New User (HoBbIii mo/ib30BaTesb).
Otkpoetcst okHO "New User (HoBbili nosib3oBarens)” (cM. «Puc. 117»).



New User ? %

User name: siem

Full name: I

Description: [SIEM event reader
Password: loootottoooo.oo
Confirm password: IITTTTTITT I Y

[] User cannot change password
Password never expires
[[] Account is disabled

T

Create Close

Puc. 117 -- OkHo "New User (HoBbIi nosb3oBaresib)"

4. YKaxure Cyiefyroliue JaHHbIe:
e B nosne Name yKaKuTe UMsi HOBOT'O 110/1b30BaTeJIs;
e B nonsx Password u Confirm Password ykakute maposib;

e eI Bbl He XOTUTe, UTOOBI IO/Ib30BaTe/lb MOT W3MEHWTh TMapojib, TO YCTaHOBUTE
COOTBETCTBYIOLLIWH (h/ar;

e U1  BK/IKYEHUS] HeOrPaHWYEHHOrO0  CpOKa  [JIeMCTBUS  TapoJii  YCTaHOBUTE
COOTBETCTBYIOLIMH (h/1ar

5. Haxwmwute kHOnKy Co3paThb. OTKpOeTCsl CTpaHUL|a C OTYETOM.

4.25.1.2 T[pepocTaBneHue Nosib3oBaTesio NpaB A4OCTyNa K XXypHany co6bITuii

[lnst ipefiocTaB/ieHusI MO/Tb30BATeII0 1IPaB I0CTYMA K JKypHalIy COObITHH, ero HeobXoguMo J00aBUTH B
rpynny Event Log Readers.

[ns nobasnenus mosb3oBaresns B rpyrny Event Log Readers (c mpaBom fiocTyrma K KypHasiaMm COOBITHI)
He00X0/IMMO BBITIOTHUTE C/Ie/lytollre /1eHCTBUS:

1. B koHconu Computer Management (¥YTipaB/ieHe KOMIIbIOTEPOM) OTKPBITb pa3/en:

System Tools (Cry>kebHbie mporpammbl) — Local Users and Groups (JIokanbHbIe TIO/Ib30BaTeMN
v rpynmnbi) — Groups (I'pyrirbi)

2. Beibpats B criucke rpymny Event Log Readers (UutaTenu >xypHasa coObiTHii) (cM. «Puc. 118»).
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s 2@ XE = HED
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ék- RDS Remote Access Servers Servers in this group enable users ...
$~ Remote Desktop Users Members in this group are grante...
*: Remote Management Users Members of this group can acces...
&E Replicator Supports file replication in 2 dom...
ék Storage Replica Administrators Members of this group have com...
% System Managed Accounts Group Members of this group are mana...
*- Users Users are prevented from making ...
& KLAdmins KLAdmins
&% KLOperators KLOperators
%/ SQLRUserGroupSQLEXPRESS SQLRUserGroupSQLEXPRESS
' SQLServer20055QLBrowserUserSPGRSERVER ~ Members in the group have the re...
group
< >

Puc. 118 -- Boioop rpynmnei Event Log Readers /151 BK/IIOUeHHs YUeTHOM 3aMUCH.

OTKpBITh TIPaBOM KHOMKOM MbIIIM KOHTeKCTHOe MeHko rpyrbl Event Log Readers (Uurarenu
)KypHana cobeituii) 1 BeiOpaTh MyHKT Add To Group ([lo6aButk B rpyrmmy). OTKpoeTcss OKHO
Event Log Readers Properties (CoiictBa: UntaTenu )KypHaia cobbituii) (cM. «Puc. 119»).

[nst o6aBieHys TI0/Ib30BaTesIsl B TPYTITY:
e Haxarb kHOTIKy Add (Jo6aBUTH).

e B otkpeBiiemcs okHe Select Users (Bwibop: Ilosb30Bareny) BbIOpaTh B CIHCKe
TI0/Ib30BaTeJIsl, CO3[JaHHOTO paHee, U 100aBUTh ero B rpymily, HakaB KHOMKY OK.

[Onst coxpaHeHusi BBefleHHbIX HacTpoeK B okHe Event Log Readers Properties (CpoticTBa:
Yurarenu >xypHasaa cobbiTii) HaxkaTh KHOTIKY OK (cM. «Puc. 119»).



Event Log Readers Properties

General

% Event Log Readers

Description: Members of this group can read event logs from local
machine
Members:
A siem
Changes to a user’s group membership
Remove are not effective until the next time the

user logs on.

OK Cancel

Apply

Help

Puc. 119 -- [To6aBienne nosib3oBaTens B rpymnmny Event Log Readers.

BHeceHHBbIe H3MeHEHUS BCTYIIalOT B AeﬁCTBHe Ipu cjieJyroiem BXxoae HOBOr'o I10/Ib30BaTe/id B CUCTEMY.

4.2.5.1.3

,Z[J'IH HﬂCTpOﬁKH MO/IMTUK ayAWTa Ha KOHTPOJ/UIEpax JAOMEHAd HCIOJIb3YIOTCA T[PYIIIIOBBIE ITOJTMTUKH

JIOMeHa.

B rpymmoBoii mo/iMTHKe, MpUMeHsIeMOM /711 KOHTPOJIJIEPOB I0MeHa, BK/TFOUUTE TIOJIUTUKY UCIIO/Ib30BaAHUS
paciiMpeHHOM KoH¢uWrypauuu mosutuku ayauta «Audit: Force audit policy subcategory settings
(Windows Vista or later) (AyauT: NpyuHyJuUTeNbHO Tepeonpe/e/sieT mapaMeTpbl KaTeropyuy TMOJIUTUKU
ay/JiuTa napameTpaMu Mo/iKaTeropuu noauTuku ayauta (Windows Visa uam ciiefiyrolijye BepCcrm))».

[aHHy!O TIOMUTUKY HeoOXxoauMo BKMOUMTh B pasgene «Computer Configuration (Kondwuryparus
KoMmreioTepa)» — «Windows Settings (Kondurypauus Windows)» — «Security Settings (ITapameTpsi
6e3omacHoctn)» — «Local Policies (JlokampHble TOMUTUKHM)» — «Security Options (ITapameTpsr

6e3omacHocTh)» (cM. «Puc. 120»).

HacTpolika paclimMpeHHbIX nonutuk ayauta Windows

v & Kondurypawms komnuioTepa
KongMrypauma nporpaa
v [ Kowdurypauns Windows
Monwtics paspewsenus unen
L Cuenapwn (sanycx/sssepuwenne)
9 Paseepryrue npusreps
v T NMapamerpei Gesonacnoctn
2 Monumaxm yuera sanmcest
v 3 Noxansssie nonwtn
2 Nonvmiea ayanrs
4 Hasmauense npas nonssosatens
2 Mapamserpui Gesonacroctn
Bparamayrp Windows s pesae 6e

. DCOM: Orp:
DCOM:
o AYANT: 3yanT A0CTyNa FA0BANEHLD CHCTEMMbIX O6bexTOR

"a gocTyn o

P na sanycx e

. AyauT: syanT pEHACTIN 13 BoccTaNGE,
. AYAHT: HEMEANEHHOS CTIANOUEHHE CHCTEMBI, ECAM HEBOIMONNO BHECT
& Ayaur: pyn nosw

. AoCTyn K cemi: Pa3pewsiTs TPancAaMo SHONMMNOTD SID & ws
. Sasepusernte paBoTu: OwnCTra BIINA NOAKEUKM BHPTYAALHON NSMATH,

oA ancneryeps cnncea cered

Monwminem oTepemore Knmous

FlOAMTIKM OFPIMMNERNOFO HCROABYOESHIS NPOFP-
TlonuTurn ynpaenests npuAGennamm

8, Nonrwen P ™ P 5 xoun

pabore: patoTm cucTemn 6e3 &

7 BX0A & CHCTenry: npw cmapr-

i EXOA B CHCTEALY: SArOAOBOK Ana nonssoe

EXOA B CHCTEAY: KOMMUECTEO NPEABTYLLIX NOAKMONE

- i EXOA £ CHCTeNty: 06 ucre

. VANTEpaKTUEN®AT BXOA B CHCTEMY: He OTOBPAXATS NOCAEANEE WA NN
. VinrepaxTineiel £X03 B CHCTERTY: He TReBoBaTh Hawatna CTRL+ ALT+D

i EX0A & CHCTEMY: P ceeaernn o

v ) KoMGHIYPaLHA PACLIMDEHHORN NONKTIIN SYAHTS
v 18 Nonumien ayaura cncreas: - OBvext noxanswe
T Broa ywerwoit sanucu
7 Ynpaenenue yuensinamn 3anucaMIn
3 Noapobmoe oTcrexmeanme
7 Aoctyn k caywbe xarancroe (05)
3 Broa/esoon
3§ Aocryn k obvextans
35 Vismenenme nomumucs
T Wenonbsosanme npueinerwii
3 Cucrens
5 Ayant aocryna x enoBessmbin obvextam
ol QoS Ha ocHose noswmIeH
7 AAMIMUCTPATHEHSSE WABOHE

< >

v

i BXOA & CUCTENY: NIOPOTOBOE YHCNO nonw
. VNTEpaKTIENsal BXOR & CHCTEATY: NPEAEN NPOCTOR KOMNBIOTEPS
_. Visrepaktieneait £X04 & CHCTEMY: TeXCT COOBLIEHNA AN NONBICEATENE]
. VINTepaxTIo bt BXOR 8 CHCTEAY: TPEGORATS NPOBEPKI HA KOHTROARED
MnTepaxtuenesit £x04 & CHCTEy: TPEGORSTS CMSPT-KPTY
Knutent cerw Microsoft: ncnonssoears undpoeyio noanucs (eceras)
<. Knment cemn Microsoft: ncnonssosams uidposyro nognuce (< cornacm
- Knment cetn Microsoft: o1npasnats nesawwmdposanmsiit NAposs CTop
.. Koncons socc:

KMM BXOR AAMMHN
Awcret w qocTyn
. KOMTPOANED AOMENS: JANPETHTE HIMENEHE NAPONA YWETHBI JNHCER

2 Kowcons

|
cepeepa 323203 i
# nognuecw Ana LDAP-cepe

AoMena:

Aomens:

. KOMTPOMb yweTHbix 1aNHCETk BMPTYANHIAUMA CEOES 33NUCH & GIN W PEECTD HA OCHOBINWH PACNONGMEHM NON...
KONTPOAb yWeTHb0r 33NHCETE: BCE AAMUHHCTPITOPB PABOTIIOT B PEXMNAE OA0EPENIA JAMHHHCTPITOPOM

SDDU (Security Descriptor Definition Language)
SODL (Security Descriptor Definition Language)

He onpeaeneno
He onpeaeneno

| CeoiicTea: AysnT: NpIHyAMTENBHO NEPEONPEAENSET NAPA... ?

Napansep noxarsnoR 6230n300C™  O6aacsesn

Ay row
KATEr OOWA NOMMTIAGA 3y TA NADAMETDEWM NOSKATEr 0DV
nommeot aymTa (Windows Vista un Chegpouine Bepcus)

(® Beacouent

(O Omnosen

Omera

Bunoven
Omemouen

Puc. 120 -- lo6asenne Audit: Force audit policy subcategory settings




[ia akTUBaIMM ayJuTa AJii KOHTPOJUIEPOB [OMeHa HeOOXOJMMO HACTPOMTh TIPYMIIOBYIO TOJIUTHKY,
KOTOpasi paclpoCTpaHsieTcsi Ha KoHTelHep, copepxaiuii DC (KoHTposiiepsl 1oMeHa), B COOTBETCTBUM C
tabmned 1. (cM. «Puc. 121»).

H Pepaxtop ynpasnennn rpynnossium nonmTskanm

@afin  Jefictewe  Ba  Cnpaswa
|2 m= | HED

|2 Mommia Default Doman Pokcy [WIN-R21665UFDPE.PFR.RL] [ Donxaveropua | Cobemva ayaura |
= g KoMMryPaLIA KONNLKOTED3 5 AyanT nposepsor yweTre aars He HacTpoera
= MommTie 54 Ay cnysBi! NpoBEpKI NOAMNHOCTH Kerberos He HacTpoeHe
8 [ Kodwrypawse nporpass: S5 AYAMT ONEpaLSA ¢ BineTami oyl Kerberos He HACTPOSHD

= | Kondwrypawss Windows:

5% AyanT apyrioc cofiermiai BX00A y9RTHSX 3aruceR He macTpoeno
@ 7] Nommiea paspewesuen uren

=] Cuewapest (3anyox frasepuwersie)

S NapaneTpe: besonacocTn

3 Momiminas yusTHen: Sammcei CBORCT Ba: AYANT NPOBEDKN YHETHBOE AANNEIX x|

J Moxanseeie nomrinn

# (J Nommisca ayauta n""""lrb’“"""l

B § Hamauersie npas nonssosatens

& [l Napanetpe: fesonacocti j By3AT NDOBEDIM ¥HETHOO BHHBO
i Kypean cofema

A TPynne: € orparr-ennM 40T yNon
4 Cwcresesie crymbel
@ Peectp

W R AR

' Bafinosan orcrens ¥ HacpouTs cnemywowme colbmin BymTa:
F5” Momemism nposonwol cerw (JEEE 802.3) | Yenex

| Bpaamayzp Windows & pesase nossiuerHol Besonaco

| TIOMMTINGH QMCNeTIspa Cruscca CeTedh W Omas

st Momiervwn Gecnposoarod cemw (IEEE 802.11)
| Mot OTKPBITOND KMOUA
| MoniTieg: OrpaHMENHOMD HONOMLI0S3FIA NDOrPaNN
| Faura focTyna K ceTi
| MonTiest yIPaBEA MpHIOKEHItS
& 3 Nonuriea IP-Besonacocy ma "Criywba katanoros Actin
2 [ KoHdwrypaws pacumpesssi NOMMTISM 3yauTa
£ 1% Nonwriea ayanra

HEHEEE

# [ Noapobuoe orcreximane

@ [ Aocrym k cnywbe xatanoros (DS)
& A Bwoafecon

= ':1 [locTyn i ofmescran

& [ Wanerierse nomemiest

® 5 Wnomssosane npas

& [ Cucrema

@ [ AyauT aocTynak roSansHem oSbexTan
%yl QoS e oavose nomiect OK Onveria Mpwagrum
@ A wanos: norme (ADMX-be

= [ Hactpoia
8 ] Kondwrypaus Windows
# (3] MapaneTpst NEHEM YNPaBREHUA
2 & Komdwrypawsm nonssosatens
& [ Nommaas

@ (] Hactpoixa

‘ 2

Puc. 121 -- VI3MeHeHHe NOIUTUK ayAuTa.

Tabnwua 1 -- ITomtuku aygura OC Windows 2008/2012

ITomTHKa ayjuTa Tun cobbITHIt

Ayput nipoBepKH yueTHbIX JaHHBIX (Account Logon — Audit Credential Validation) Ycnex u OTka3

Aynur cnyx6s1 npoBepku nogyuHHOCTH Kerberos (Account Logon — Audit Kerberos Authentication

. Ycnex u OTKas
Service)

Aynut onepauuii ¢ 6uneramu cny>x6ni Kerberos (Account Logon — Audit Kerberos Service Ticket

. Ycnex 1 OTkas
Operations)

Ayput 1pyrux coObITHI BX0/ia yueTHbIX 3amuceit (Account Logon — Audit Other Account Logon

Ycnex u OtKas
Events)

Ayput ynipaBsieHust rpynnamMu nipuioxkeHui (Account Management — Audit Application Group

Ycnex u OtKas
Management)

AypuT ynpaB/ieHHs1 YU4eTHBIMH 3alMCSMU KOMITbIOTepOB (Account Management — Audit Computer

Ycnex n OTkas
Account Management)

Ayaut ynpaBieHus rpynmnaMu pacripoctpanenus (Account Management — Audit Distribution Group

Ycnex u OTka3
Management)



ITosuTHKa ayauTa
AyauT apyrux cOOBITHIA yTpaB/ieHHsl YUeTHbIMU 3anucsmu (Account Management — Audit Other
Account Management Events)

AypauT ynipaB/ieHust TpynmnamMu 6e3omacHoctd (Account Management — Audit Security Group
Management)

Ayput ynipaBsieHUsl yueTHbIMU 3anucsiMu (Account Management — Audit User Account Management)

Aypur aktuBHocTd DPAPI (Detailed Tracking — Audit DPAPI Activity)

Aynut co3panus npoueccoB (Detailed Tracking — Audit Process Creation)

Aypur 3aBepuenusi nporjeccoB (Detailed Tracking — Audit Process Termination)

Aypur cobeituii RPC (Detailed Tracking — Audit RPC Events)

Ayput nozipo6HOI perivKanyy ciy»0b1 KatanoroB (DS Access — Audit Detailed Directory Service

Replication)

Ayaut moctyma K ciy>k6e katanoroe (DS Access — Audit Directory Service Access)

Aypaut usmenenus cy>k0b1 KaTanoros (DS Access — Audit Directory Service Changes)

Aynur perkanuu ciyx0et katanoros (DS Access —» Audit Directory Service Replication)

Aynur 61okupoBku yuetHbix 3anmceit (Logon/Logoff — Audit Account Lockout)

Aypur pacummpenHoro pexxuma IPsec (Logon/Logoff — Audit IPsec Extended Mode)

Aypur ocHoBHoro pexxuma IPsec (Logon/Logoff — Audit IPsec Main Mode)

Ayput 6bicTporo pexxuma IPsec (Logon/Logoff — Audit IPsec Quick Mode)

Aynut Boixozia u3 cucrembl (Logon/Logoff — Audit Logoff)

Aypur Bxoga B cuctemy (Logon/Logoff — Audit Logon)

Aypur cepepa nonuTtrku cetu (Logon/Logoff — Audit Network Policy Server)

Aynur apyrux cobwituii Bxoza/seixoza (Logon/Logoff — Audit Other Logon/Logoff Events)

Aypur crieripansHoro Bxoga (Logon/Logoff — Audit Special Logon)

Aynaut cobwITuii, co3maBaemMbix rpuioxkeHusamu (Object Access — Audit Application Generated)

Aynut cBefieHuii 06 obiriem daiinosom pecypce (Object Access — Audit Detailed File Share)

Aynur obiero datinooro pecypca (Object Access — Audit File Share)

Aypur daiinosoit cucrems! (Object Access — Audit File System)

Tun co0bITHI

Ycnex u OTkas

Ycnex u OTkas

Ycnex u OTKas

He ¢ukcupyrorcs

Ycnex u OTkas

Ycnex n Otkas

He ¢ukcupyrorcs

He ¢ukcupyrorcs

Ycnex u Otkas

Ycnex u Otkas

He ¢ukcupytrorcs

Ycnex u OTKas

He dukcupytorcs

He dukcupytotcs

He ¢ukcupyrorcs

Ycnex

Ycnex u Otkas

He ¢ukcupytorcs

Ycnex u OTKas

Ycnex u OTKas

He ¢ukcupyrorcs

He ¢ukcupyrorcs

Ycrex u OTKas

Ycmex u OTKas



IMonuTHKa ayauTa

Aypur nopkmouenns puabtparpu (Object Access —» Audit Filtering Platform Connection)

Aynur otbpackiBanus aketoB ¢unbTparuu (Object Access — Audit Filtering Platform Packet Drop)
Aypur pabotsi ¢ guckpuntopamu(Object Access — Audit Handle Manipulation)

Aynur o6wvekToB sigpa (Object Access — Audit Kernel Object)

Aynur apyrux cobbiTuii goctyna Kk o6nekram(Object Access —» Audit Other Object Access Events)
Aynut peectpa (Object Access — Audit Registry)

Ayput nucnieTuepa yueTHbIX 3amvceii 6e3omacHoctu (Object Access — Audit SAM)

Aypaut usmeHenus rosutuku ayauta (Policy Change — Audit Policy Change)

AypuTt n3MeHeHus TTOJIMTUKH 1TpoBepKH noyimHHOCTH (Policy Change — Audit Audit Authorization
Policy Change)

Ayput m3meHenus osMTHKK aBropu3anuu (Policy Change — Audit Authorization Policy Change)

Aynut uameHenus nomutuku ¢unstparuu (Policy Change — Audit Filtering Platform Policy Change)

AyauT u3MeHeHUs MOJUTUKY Ha ypoBHe ripaBu1 MPSSVC (Policy Change — Audit MPSSVC Rule-
Level Policy Change)

Aypur fipyrux cobbrtuii usmenenvst nonutuku (Policy Change — Audit Other Policy Change Events)

AyauT UCIoIb30BaHUs TTPUBUIETHH, 3aTparMBaroinx KoHbuAeHIManbHbie gadHble (Privilege
Use - Audit Sensitive Privilege Use)

AynauT ucnosp30BaHus IPUBIIIETHH, He 3aTparrBaroiiux KoHbuAeHarbHble JaHHbIe (Privilege
Use - Audit Non-Sensitive Privilege Use)

Aynut gpatisepa IPsec (System — Audit [Psec Driver)

AyauT Ipyrux cucteMHbIX coObIThii (System — Audit Other System Events)

AypauT u3MeHeHHs COCTOsTHUS 6e3omacHocTH (System — Audit Security State Change)
Aynut paciuvpenus cuctemsl 6e3onacHocTu (System — Audit Security System Extension)

Ayput uenoctoctu cuctemsl (System — Audit System Integrity)

4.2.5.1.4 BkKnwyeHne UCTOYHUKA Ha NnaTcopme
[TepeiiguTe B BeO-uHTEpdeiic 11aTGOopMbl U BLITIOHUTE CIeAyIOIINe JeCTBUS:

1. Tlepetigute B pa3gen UcTouHuKH — VICTOUHHKH.

Tun co0bITHI

He dukcupyrorcs

He dukcupytorcs

He ¢ukcupyrorcs

He ¢ukcupyrorcs

He dukcupytorcs

Ycnex n Otkas

He ¢ukcupyrorcs

Ycrex ¥ oTKa3

Ycnex u Otkas

Ycnex u Otkas

He ¢ukcupytrorcs

Ycnex u OTKas

Ycnex u Otkas

Ycnex u Otkas

Ycnex u OTKas

He ¢ukcupyrorcs

He ¢ukcupytorcs

Ycnex u Otkas

Ycnex u OTKas

Ycnex u OTKas

2. Tlepeiigute B BeO-mHTep(etic m1aThopMbl U BBITIONMHUTE JelCTBHe « BKIoueHre NCTOUHUKA» IS

ncroyHrka Microsoft-Windows-Eventlog v Microsoft-Windows-XP.



4.2.5.2 Hactpoiika uctouHmka WEC

XapakTepucTyiku uctouHuka B Ilnargopme Papap:

XapakTepucTuka 3HaueHuUe

Ha3Banue Microsoft-Windows-WEC
Howmep (ITopT) 1524

Bengop Microsoft

Tun WEC

«Moayns eventlog input local»
«Mogavyias eventlog input remote»

IMpoduns cbopa

B 3aBHUCMMOCTH OT KOH(Uryparyyd CeTH HACTPOMKA MCTOUHHKA BBITIOJHSAETCS OJHUM U3 CJEeYIOIIUX
Crioco0oB:

o «Hactpoiika WEC BHe joMeHa»;

e «Hactpoiika WEC B loMeHe C UCII0J/JIb30BaHUeM I'PYIIIOBLIX HOJIUTUK.

4.25.2.1 Hactpoiika WEC BHe goMeHa
HacTpoiika nepecbuUIKH COOBITHI, HHUIIMUPOBAHHON COOPIIIMKOM
[Tepen HaCTPOWKOM HEOOXOAUMO:

e pa3peIIUTh MeX/1y UCTOUHHUKOM U COOPIIIMKOM CeTeBOe B3aumozelcTBue 1o noptam 5985/TCP u
5986/TCP;

e Ha ucToyHuKe J00aBuTh «Network Service» u ucnosnb3yemoro mnosb3oBaresisi B «Local Computer
Policy/Computer Configuration/Windows Settings/Security Settings/Local Policy/User Rights
Assignment/Manage auditing and security log»;

Manage auditing and security log Properties ? X
Local Security Setting  Explain

'gl Manage auditing and security log

Administrators
NETWORK SERVICE
WIN-2CSJOO0GASUP\reader

Add User or Group...

Puc. 122 — To6aenenue Network Service



BBIK/IFOUMTh Ha MCTOYHWKe W cOopuuke mpoBepky nogmuHHOocTh NTLM B «Local Computer
Policy/Computer Configuration/Windows Settings/Security Settings/Local Policy/Security
Option»(onLMoHaNbHO);

Ha UCTOYHHKe 7100aBuThH «Network Service» W HCIO/B3yeMOro ToJib30BarTesst B rpymy «Event
Log Readers»;

YCTaHOBUTD TIOC/IeHNE OOHOBJIEHUS [IJ1s1 OTIePallMOHHON CUCTEMBI U Iepe3arpy3uTh (MCIPaB/ISFOT
r3BecTHbIe pobsiembl ¢ WinRM u .Net).

Hacmpotika ucmoyHuka coobimuii:

1.

2.

OTKpBITH KOMaHJHYIO CTPOKY C IIpaBaMM aIMAHHCTPAaTOpa CUCTEeMbI U B HeW I0C/e[0BaTe/IbHO
BBITIO/THUTH CJIeIyIOLe KOMaH/bl:

winrm gc -q
wecutil qc /q

winrm set winrm/config/client @{TrustedHosts="ip_apgpec_co6opunka"}

Co3paTh yueTHY0 3amuch ¥ J00aBUTH ee B TPyIy «HYuTaTesu )KypHana COObITH».

Hacmpotika coopujuka cobbimuii:

1.

OTKPLITL KOMdHJAHYIO CTPOKY C IpaBaMW dJMHWHUCTPATOPA CUCTEMbI U B Heil moc/jie0BaTe/;ibHO
BBITIOJIHUTE C/ieAYHOIHe KOMaHbI:

winrm gc -q
wecutil qc /q

winrm set winrm/config/client @{TrustedHosts="ip_apgpec_uncTo4yHunka"}
3aiiti B «IIpoCMOTp COOBITHIN» U CO3/1aTh MTOATIHCKY:

e Haxxarb mpaBoii KHOTIKOM 110 IYHKTY «IloAmicku» u BIOpaTh «Co3aTh TOJTUCKY».

B Npocmorp cobummit - o X
Qaitn  [eicrene Bwg Cnpaexa
ol - n

v Hactpansaemeie npeacrasnesma =
Vs Cocrosmme Tun Ucroawe | | Moanmcen 2

OTxpoims Coxpanesnmbiil xypHan

v % Xyprans Windows
|| Npunowenne
|| Besonacrocre ¥ Coaaats HACTPaMEAEMOE NPEACTAENEHIE
! : Ycronosna Wmnopr HacTpansaemoro npeacrasnesms
] Cucrema
| | Nepernanpasnenmeie cobemma Cosaams noanucky
Kyprane: npunoxesnii n cryxb
s Noanmcxn

Orxpuite coxpanermsiil xypran

Bua »

3 Obwosums

Co3aate nacTpansaesmoe npeacTasnenne. H crpaeca

MMnopT nacTpansaesoro NpeacTasnenna
Cozgate noanmcxy..

Bua >
O6noeurs

Cnpaexa >
Rl

Puc. 123 — IIpocmotp cobbiTui. Co3/jaHue NoIUCKU

e B oTKkpeiBlIEMCS OKHe BBeCTU WMs TIOAMMCKH, BbIOpaTh KOHEUHBIA >KypHanl [ijis
MoJIyyaeMbIX COOBITUM Y TUM TOANUCKKA «VHUIMMPOBAHO COOPIUKOM» M HaXkaTb
«BbIOpaTh KOMIBIOTEPDI».



CeoncTea nognuckn

Mma nognuceun: ||

Onucanne:

KoHeuHbIi #ypHan: MepeHanpaeneHHbIe CoBbITUA

Tun NoANMCKM N MCXOAHBIE KOMMBHOTEDDI
BuiBpate KoMNBHITEREL.

® WMHuymnposaro cBopuymkom
3TOT KOMMNBHOTER CEASBIBAETCA C MCXOAHBIMW KOMMNEBFOTERAMMW 1M NPEA0CTABNAET NOANMCKY.

() MIHULMMPOBIHD MCKOAHBIM KOMMBHOTEPOM

MCXD,\'J,HbIE KOMNBHITEDEI B Eblﬁ-pEHHbIX rpynnax Jo#Hb BbITb HACTPOEHBI € NOMOLLBHY NOAWTHEN MK
NOK3NEHOH KCIH¢II.‘|I'_‘,"FIELI,I.‘|H Ha YCTAHOBMEHWE CEBAZKM C A3HHBIM KOMMBHTEQOM W NOTYHEHWE NOAMNCEN.

BriGpate cobemun..,

CobBupaemele cobbmna: < HANETR HE HACTPOEH>

YuyeTHan 3annce NoNE3CEATENA (40NXHE MMETE ACCTYN 4NA HTEHWA K #ypHANam WNCTOYHNEKR):

YuyeTHan 3annce KOMMBHITEDS

MameHeHne )“-lETHDﬁ 3anUcK nnK HECTpDﬁKE ADNONHWTENBHBIX NAPAMETDOE ﬂ.OI'IOJ'IHHTEJ'IbHO...
OTmeHa
Puc. 124 — CpoiicTBa MOJMHCKH
Haxatb «/100aBUTh JOMEHHBIN KOMIIBIOTED.
et

24 Komnerotepe

Komneroteps (0):

ras JoGaenTe AOMEHHEIA KOMNBHITER..,

Puc. 125 — [lo0aB/ieHHe KOMMeHTapHs

Bsectu IP-aapec wiu DNS-ums nctouHuka v Haxkatb «OK».




Beibop: "Komnetotep” it

BrifepuTe n ofbekTa:

|"Komnmeep" | Twnkl 0B bEKTOE...

B Cnegyloulem MeCcTe:

|WOHKGHOUP | e
BeemmTe vmeHa BeiBpactb obbekTos ([DpuMepsl):

152.168.150.20 MposepuTE MMeHa
LononHuTensHo. .. OK QmaeHa

Puc. 126 — 3anonHeHue cBefenuii 06 IP-aspece uiu DNS ucrounuka

e Haxarb «BpiOpaTh COOBITHSI», HACTPOUTH QUIIBTP /IS 3aITPOCAa HEOOXOJUMBIX COOBITHNA U

HaxXaTb «OK».
PuneTp 2@anpoca

DuneTp XML

Jara:

MoGoe Bpemna

Yposene cobemus; KpwTuueckoe Mpegynpexaerne [ ] MogpoBHocTw

Owmbra CBEgeHnA

® Mo HypHANY KypHane! cobeimnii: ||_|FIHJ'IDDKEHHE.EE-CII‘IECHCICTI:,CH -

(0 Mo wctounnky  Werounnkn cobemuii: | -

BrntodeHne nan ncknideHne Kogoe coBeimuil, BeeguTe kogel coBbimiil naKn gManasoHbl

KQA0E, FIES-,EI,E.I'IHR WX ZanNATeIMHA. ,ﬂ,.l'lﬂ WCEAHYHEHWA '_',"CHCIEHR EEEAWNTE ZHAK MHH'_',"C. HEI'IFIHMEFI:
1,3,5-98,-76

|<Bce KOAEl COBBITHEA>

Kateropua sagauqm: |

Knrtoueekle cnoea: |

MonezoBatens: |<Bce NoABZ0BATENN> |

Komnerotepor: |<Bce KOMMEHTEREI> |

Puc. 127 — ®unbTp 3anpoca

e Haxarp «/JomonHuTesibHO» W BbIOpaTh «OrpesieneHHbIN [10/1b30BaTesb», OCTasbHbIe

MMapaMeTpbl OCTaBUTH 110 YMOJ/IYaHHIO.



JoneaHUTeNBHBIE NaPaMETPLI NOAMMCKN

¥uYeTHan 3annce NoNBICEATENR

BriBpaHHBIE YUETHBIE 3ANMCKH A0NHKHEI MMETE ADCTYN ANA YTEHMA K NPOTOKONAM WCTOYHMKE
() Yuetnan sanuce KOMMBHITER
. OnpeaenenHblid Nnone3cBaTENE

SRV-DEMO-1\reader Monezoeatent M Napoe..

OnTrmnsaLma gocTaekn cobeimuii

(®) OBbiunan
() ¥MeHBLUEHHAR NPoMyCcKHaR cnocoBHoCTL

(") ¥YMmeHbLIeHHaR 33/EpHKa

MpoTokon: HTTP e

MopT
OTmenHa

Puc. 128 — [lonoHuTe/IbHBIE TapaMeTPhbl NOAIIUCKH

Haxxatb «Ilonb30Barens 1 MapoJjib», BHECTHU YUYE€THbIE JaHHbIE I10/Ib30BdT€/Id, CO34aHHOI'0O Ha
cepBepe-uCTOUHHKE CO6LITHI>1, " 3aTeM COXPAHUTb U3MEHEHUS.

[Tocne co3gaHusi TIOATTUCKY TIPOBEPUTL €€ CTaTyC, Ha)kaB MO Hel TpaBOW KHOTKOW W BhIOpaB
«CoCTOsIHME BBITIOJIHEHUS».

4 CoCToAHWE EBINCAHEHWA Nognuckn - Test-Cl

CoctoaHue NoANWUCEH:

AKTHEHBIN - : HET 40N0NHWTENEHOMO COCTOAHKA,
WMoxogHele komnetoTeper Beero 1, 1 AKTUMEHARA
CocToanue Komnetotep OTknHuYuTE
'ﬁ'AnnEHblﬁ 192.168.150.20
[192.168.130.20] - AxrmBnbii - : HET 4onNoAHWTENBHOMD COCTOAHKA,
JakpeITe

Puc. 129 — CocTosiHHE BBINOTHEHUS MOAMNCKHA
5. TIpoBepuTh MOCTYyIIIEHHE COOBITHI B YKa3aHHBIN B MTOJTIMCKE >KypHAJL.

HaCTPOﬁKa nepecbl/iKM COﬁblTﬂﬁ, I/[HI/II_[I/II/IPOBHHHOi/i HCTOYHHUKOM

Iepen HacTpoiikoii HeoOxoAMMO paspelnTb Ha (aliepBosie cOOpIMKa CeTeBOe B3aUMOZENCTBHE TI0
nopty 5986/tcp.



Takke HEOOXOJUMO BBIMTYCTUTH U YCTAaHOBUTH CePTHU(HUKATHI TPOBEPKH TIO/I/TMHHOCTH KJIeHTa U cepBepa
B COOTBETCTBHHM CO CJIeIyOLUMU TPeOOBaHUSIMU:

cepTUUKAT TPOBEPKU TIOJJIMHHOCTH CepBepa /JO0/DKeH OBbITh YCTaHOBJEH Ha KOMIIbIOTEpe
cOopivKa COOBITUH B JIMYHOM XPAHWIHWIIE JIOKATbHOIO KOMIIBIOTEpa, CyOBEKT 3TOro
cepTu(UKaTa AO/DKEH COOTBETCTBOBATh MOJTHOMY JOMEHHOMY MMEHH COOPIIVKA,;

cepTU(UKAT TPOBEPKU TOJAJMHHOCTH K/IMEHTa [JO/DKeH ObIThb yCTAHOB/IEH Ha KOMITbHOTEPAx
WCTOYHMKA COOBITUM B JIMUHOM XpaHW/IMILE JIOKAJIbHOTO KOMIIbIOTepa, CYOBEeKT 3TOro
ceptr(uUKaTa Jo/HKeH COOTBeTCTBOBATh MOJTHOMY IOMEHHOMY UMeHU UCTOUHUKA;

cepTU(UKaAT YAOCTOBEPSIOLIEro L[eHTpPa JO0/DKeH ObITb YCTAHOBIEH HAa BCEX KOMITbIOTEpax B
«[loBepeHHbIe KOpHEBble LIeHTPhbl CepTHU(UKALIUU»; eC/ii cepTU(hUKAT KIMeHTa BbllaH 1[eHTPOM
cepTr(UKaIMY, OTJIMUHBIM OT OJHOTO U3 COOPIIIMKOB COOBITHIA, 3TH KOPHEBBIE U TTPOMEXKYTOUHBIe
cepTU(UKATHI TaKXKe J0/DKHBI ObITh YCTAHOB/IEHBI Ha COOPIIMKE COOLITHH;

MPOBEpPUTH Yy cepTr(UKaTa MpoBepKU MOAJMHHOCTH K/IMEeHTa Halluue pa3pelleHys Ha YTeHue AJisi
nonb3oBatresis NETWORK SERVICE:

KoHconb ynpaBneHus cepTtudmkaTamm\npaBoli KHOMKOW nNo cepTudukaty\ynpasreHue
3aKpbITbIMU  K/Il0HaMK

ecsii cepTU(MUKAT KIWeHTa ObLT BbIJaH MPOMEXKYTOUHBIM L[EHTPOM CepTHUGHKAIMM, a COOPIIUK
paboraer Ha Windows 2012 unu Gosiee mo3aHel Bepcud, HEOOXOAUMO HACTPOUTH C/IAYIOIIUNA
paszesn peectpa:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\Schannel\
ClientAuthTrustMode (DWORD) = 2

[TpoBepUThL COCTOSIHME OT3bIBA CEPTU(PMKATOB MOXKHO C/IeYIOIIUM 00pa3oM:

certutil -verify -urlfetch <nyTb go daina ceptupmkaTta>

Hacmpotika ucmouHuka coobimuti

1. OTKpBITb KOMaHJHYI CTPOKY C MpaBaMd aJMUHMCTpaTOpa CUCTeMbl U B Hel BBIMIOJHUTh

CJ1eYIOLIYI0 KOMaHAYy:
winrm qc -q
OTKpBITh pelakTop JIOKaJbHOM TpPYyNIOBOM MNOMUTUKM (gpedit.msc) W MepeMTH B pasjen:

[MomuTtrika  JloKambHOTO — KommbioTepa\KoHdurypaiyss — KommbioTepa\A/IMUHUCTPATHBHBIE
maboap\Windows KommonenTei\[Tepechbiika COObITHI.



=/ Pegaktop nokansHoli rpynnosoii nonuTkA

Gaiin  [eiictene  Bug  Cnpaska
e a5 HE T

(= Monvmuka “NokaneHsii komnsoTep” " Mepecsinka cobemaii

~ 8 Kondurypauus komneretepa
= Kongurypaums nporpamia
I Kongurypaums Windows
v [ ABMMHUCTpaTHEHbIE WIZBAOHS!

v [ Komnonersi Windows
7 Exploit Guard & SauyuTrike Windows
| Internet Explorer
% MDM
I NetMesting
| OneDrive

47065 NpOCKOTpET: onucanne Cocrontne Coctontue Koumertapuii

IMEMEHTA, BEIAE/HTE Er. HecTponTs HCnobzosaRie PecypCoE CEpeepa Nepecslki Briouena Her

[i2] HacrpouTs komesbIit gncneraep nognuck Brniouena Her

7| RSS-kawanst

7] SmartSereen Jawwmrinea Windows

| Windows Hello gns Gusmeca

I Windows Ink Workspace

I Windows Messenger

] Windows PowerShell

7] Asanus eraBunshocTi Windows

] Anmveupycras nporpamua “Saugmie W
Besonacnocts Windows

I Bnomerpna

I Beoatercta

Beaenne skypHana coburmuii

BpTyannsaLma cpeacTs bsaumoaeicTEus

| Berpoennan cnpaexa

7| Tamwersi paouero crona

| Tenocoesie dynkum

] ueneruep okow pabouero crona

7] [loBaens komnowexTsl 8 Windows 10

] Jomawras rpynna

| 3anycx npu nepeow EXNKOUEHIN KoMMEI

7 3sykosanucs

I Meropua daiinos

] Kanesgaps Windows

7 Kauepa

1 Kapre:

KoH@uasnunankocTs npuncskenna

“ Marazun

I Haiimn
] OBmen cooBusermanm
7| OnmummseLa gocTaskw
| Oruersi o6 oumbrax Windows

7 Mapamerpe: exoaa Windows
71 Mapamerpel zasepLuenia pabote:

7| Mapamerpel npeseratym

7| Meperockan onepaLpoHHan CucTena
| Mepeceinka cobormuii

Puc. 130 — PeakTop JI0Ka/IbHOW IPYNIOBO# NMOJTMTHKHA

3. OTKpbITh 3/eMeHT «HacTpouTb KOHEeYHbId JucreTdyep MOANUCKW», BK/IIOUUTh €ro U HaXKaTb
KHOTIKY «IIokasatb».

A HacTpowTe KOHEMHEIR AMCNETHER NOANNCKN O X

E‘ HacTpouTh KOHEYHEIR AMCNETHED NOANKUCKM
MNpeabiaywnii napameTp

) He saaaHo KomMmeHTapWiA:
(® Brnroueno

() Crntouero

TpeGoBanua k Bepcil: | e e Windows Vista

MNapamerpes: Cnpaeka:

ItoT NAapamMeTp NOAWTUEN NO3B0NAET HACTDOWTE 34pEC CEPEEDA,
WHTEREAN 0BHOBAEHWA W LIEHTR, BolfatoLLmnii cepTdinkaT AnA
KOHEYHOTO AWCMETYERA NOAMKMCKH,

SubscriptionManagers | Mokasate...

Ecnm 3T0T napameTp NoSNTHER BINHOMEH, MCXO4HBIR KOMIBHOTER
MOMHO HACTPOUTE HA NOAKAHIYEHNE K ONpEENEHHOMY
NOAHCMY ACMEHHOMY UMeHn unu IP-agpecy ann sanpoca
cBEAEHM 0 NoANMCKE.

Mpw nenonbsoeadnm npotokona HTTPS npumeHaeTca
CNEAYHLLMIA CHHTaKCKC:

Server=https://<nonHoe goMeHHOE MMA
cBopuwnka»:3986/wsman/SubscriptionManager/WEC, Refresh=«<
WHTEpBAN 0BHOBNEHWA B CEKyHAAX™ IssuerCA= < oTnedator
CEPTUMKATA NPOBEPKM NOAIMHHOCTI KAnenTa>, Mpu
ucnonesceadun npotokona HTTP ykaseieaetca nopt 5983,

Ecnu 3ToT NapamMeTp oTKAKHEH WAKW HE HACTPOEH, KOMMLHITED
cBopwvka coBemuil HE yKa3bIBAETCA,

OK

Puc. 131 — HacTpouTh KOHEUHbIH JUCIIeTYep MOANNCKHI



4. B OTKpbIBLIEMCS OKHe BBeCTH CJIe[YIOIINK NTapaMeTp U HaxkaTb «OK»:

Server=https://<FQDN
cbopumka>:5986/wsman/SubscriptionManager/WEC, Refresh=60, IssuerCA=<0Tne4yaTokK
cepTudpnkaTta CA>

B OTKpbITOM KOMaHAHOW CTPOKEe C MpaBaMU aJMHUHUCTPATOPa CUCTEMbI BBIMOJHUTD CeAYIOLIYIO
KOMaHZy:

gpupdate /force

Hacmpolika coopujuka coobimuti

1.

OTKpBITb KOMdHJAHYIKO CTPOKY C MpdBdMH aJIMHWHHCTPATOPa CUCTEMBI U B He rnoc/jie0BaTe/IbHO
BBITIOJIHUTE C/ieAYyHoIHe KOMaH/bI:

winrm gc -q

wecutil gc /q

winrm set winrm/config/service/auth @{Certificate="true”}

BBecTn ykasaHHYIO HWKe KOMaHAy W MpoBeputh, uTo mnapameTpy «AllowUnencrypted» B
pa3zenax «Service» u «Client» mprucBoeHo 3HaueHue «false»:

winrm get winrm/config

Ecnuv niprcBoeHo 3HaueHue «true», TO BBECTU CJIeAYIOL1e KOMaH/bl:
winrm set winrm/config/service @{AllowUnencrypted="false"}

winrm set winrm/config/client @{AllowUnencrypted="false"}
[TpoBepuTth HacTpoliku npocayiurBareasi WinRM:
winrm e winrm/config/listener

Ecmu B BbiBoge kKoMmaHfbl «Transport=HTTP» u «Port=5985», TO HE0OXOAUMO BBITOJHUTh
nepekmovenre Ha HTTPS u 5986.

BeinonHuTe nepekiroueHue mnpocaymBarens WinRM na HTTPS, BBeas mnociefoBaTebHO
c/1eyrole KOMaH/bl:
winrm delete winrm/config/Listener?Address=*+Transport=HTTP

winrm create winrm/config/Listener?Address=*+Transport=HTTPS @{Hostname="<FQDN
cbopuwnka>"; CertificateThumbprint="<0Tne4yaTok cepTudmkaTa npoBepKHn
noanMHHocTn cepBepa>"}

CO3,I:LaTB JIOKa/IBHOT'O T10/Ib30BaTe/Isd U I,Z[OG(:[BI/ITB €ro B JIOKA/IbHYIO I'DYTIITY dAMHHHUCTPATOPOB.

Co3parb corocTaB/ieHHe cepTr(UKaTa, KOTOPBIM TPUCYTCTBYeT B JOBEDEHHBIX KOPHEBBIX
L[eHTpaX CepTU(UKALMKM KOMITbIOTepa WM TPOMEXYTOUYHBIX I[eHTpax cepTuduKaluu, C
CO3/laHHBIM paHee T0/Ib30BaTeIeM:

winrm create winrm/config/service/certmapping?Issuer=<0Tne4yaToK cepTudmkaTa
CA>+Subject=*+URI=* @{UserName="<username>";Password="<password>"}

HpOBepI/ITL MnpocjaymuBaTe/ib U COMOCTdB/IeEHHUE CepTI/I(bI/IKaTOB MO>XHO CJieJyHoINMHU KOMdHAdMH:

e C kymeHTa:

winrm get winrm/config -r:https://<NonHoe_umsa_cb6opumka>:5986 -
a:certificate -certificate:”<0TnedyaToK cepTudMKaTa MNPOBEPKM MNOA/IMHHOCTHN
KnneHta>"



o C cepsepa:
winrm enum winrm/config/service/certmapping

8. 3aiitu B «IIpocMOTp COOBITHII» U CO3AATh TIOATUCKY:

e Haatb npaBoli KHOMKOM M0 MyHKTY «ITogmucKu» U BeIOpaTh «C03/1aTh MOAMUCKY».

Bl Npocmorp cobummit - o x
Qaitn  [Jeiictene Bug  Cnpaexa

oo 2 B

v Hactpansaemvie npeacrasnesma
Vs Cocroamme Tun Woxogee | Noanucxn -

v g Xyprsans: Windows
&1 Npunoxenne 5 Orxpuime coxpanesmsil xypHan..
5] Besonacwocrs ¥ Cozaams nactpansaemoe npeacraenerme.

[] Yeranoena
: MMnopT HACTPEHB2EMOrO NPEACTAENEHNA
5] Cucrema

| | Neperanpasnenmsie cobumms Co3aame nognucxy

= Kyprane: npuaoxesil n cyxt Bua >
+ Noanmcxn
G Obmoswms
Orxpuite coxpanenmniil xypran.
Co3a3Te MACTPANEAEMOE NPEACTARNENNE. . ﬂ Cnpasca »

VIMNOPT HACTPANEAEMOrD NPEACTAEAEHUA

Cozaate noanmcxy...

B >
Obnoeunts

Cnpaexa >

Puc. 132 — ITpocmoTp cobbITHIA

e B oOTKpBIBIIEMCS OKHE BBECTM WMs TOJNWMCKUA, BbIOpaTh KOHEUHBIA J>KypHa/l [jist
T0JTyYaeMbIX COOBITHM W TWIT TIOJANMCKA «/HUIUUPOBAHO MCXOJHBIM KOMITBIOTEPOM» W
Ha)kaTh «BbIOpaTh IpyIIbl KOMIIBIOTEPOB».

:j Ceonctea nognnckn - Test-Sl W

A nognncen:

Onucanne:

KoHeuHblii xypHan: MepeHanpaeneHHele coBeiTna ne

Tun NeANUCKN W NCXTAHBIE KOMOBHOTER DI

(®) VHULMHPOBAHO MCXOAHBIM KOMMNBHOTEROM BeiBpate rpynnbl KOMABHOTEPOS...

MC)(O,JJ,HIJIE KOMNBHITEDEI B BblﬁpEHHbIX rpynnax 4oHel BEITE HACTPOEHEI C MOMOLLEH NOAWTHEN WK
NICKANEHOH KOHq)HI'ypELI,HH HE YCTAHOBNEHWE CEAZK C AAHHEBIM KOMMNBHOTEQOM W NOAYHEHNE NOAMNCKH,

CoBupaemele cobbimus: BriBpate coBhITHA... -

HECI'p-OﬁKE ACNCAHWTENBHBIX NapamMeTRoE JdononaHuTeneHo...

Puc. 133 — CpoiicTBa NOJMHCKHA

o Haxarb «/106aBUTH He JOMeHHbIN KOMITBIOTED».



«J [pynnel KOMNBHOTEROE

Komnetorepor (0):

Wras BrntodeHn JoBaBnTe JOMEHHEIR KOMMNBHOTED...

JoBaBnTe HE AOMEHHEIA KOMMBHITED..,

BeiGepuTe LEEHTPE CEpTUGNKALIMK, MCMNOALIYEMBIE ANA NPOBERKW NOANMHHOCTH
KOMMNBHITEQOE, HE BXOAALLIMY B AOMEH:

Kamy BblgaH Kem BblAaH Cpok AefcTEW JoGaenTe cepTdmKaTel..,

o

Puc. 134 — I'pynnsl KOMIbIOTEPOB

B OTKpBIBILIEMCSI OKHE BBECTH MMsI ICTOUHUKA COOBITHIA M HaKaTh «OK».

Beegute DMS-umeHa ogHoro WA HECKONBKWX KOMMNEBIOTEPOE, HE
BXOAALLMX B gomeH, MoxHO WCNonb306aTh NOACTAHOBOYHBIE IHAKK,

Hanpumep, "*.mydomain.com”,

Beecti nmena KOMMNBHITEQOE.

OTrmeHa
Haxatb «/100aBUTE CepTU(MHKATHI».
-4 Tpynnbl KOMMBIOTEROE >
KomneroTeps (1):
Wnas BrnroueHn JoBaBnTe JOMEHHBIA KOMIBHITER...
erv-demo-ksc BrnroueH .
JoBaenTe He AOMEHHEIN KOMNEHOTER...
Yaanute
Weknrounte
£ >

BriGepnTe LeHTpEI CEpTUDMKALNKM, MCNOALIYEMEIE 4NA NPOEEPKH NOAANHHOCT
KOMMBHOTEROE, HE BXOAALLMX B JOMEH:

Kowmy BblaaH Kem ebigan Cpok gefcTEN [JobasnTe cepTudmkaTol..

o

Puc. 135 — I'pynnsl KoMnboTepoB. JJo6aBienue ceprudukara



e B oTKpbIBIIEMCS OKHe BBIOpaTb CepTU(UKAT I|eHTpa CepTHU(UKALMH, BBITYCTHUBIIErO
cepTU(UKaTHI POBEPKU MOJTMHHOCTY K/IMeHTa U cepBepa, U HaxkaTb «OK».

LleHTpe! cepTrdmranmn >

BriBEpHTE OAMH MMM HECKONBKO LEHTPOE CEPTHDMKALMM, KoTopele DyayT
MCNONBE30BaTHCA ANA NPOBEPKK NOAMMHHOCT MCXOAHEIX KOMMBIOTEPOE.

KoMy BelAaH KeM Bhl... HasHaue... [MoHATH... Cpok e, ™

SIMicrosoft Windows... Microsof... Moammc... OteyTer.. 31122,

54 SRY-DEMO-1-CA SRV-DE...

_aJ'n".-x".N.verisign.cum... Class 3... Mpoeep... OTcyTcT... 25.10.2.
_EJRDDt Agency Root Ag... <Bcex OTtcyter... 0LO0LZ.
_EJ'I.-'eriSign VeriSign ... lMposep...  VeriSign 17.07.2..
_eJll'eriSign Class 3Pri... Class 3... 3awmwe... VeriSign... 08.01L.2.. w
< >

OTmeHa MpocMoTp cepTidMKaTa

Puc. 136 — IleHTpHI cepTHdHUKanuA

e JlobaBUTH TPU HEOOXOJUMOCTU [PYTMe€ WCTOYHUKH COOBITMH M CepTHUGhHUKAThl 1[€HTPOB
cepTudUKaluu U HakaTb «OK».

«J [pynne! kKoMNBROTERCE ol

Komnetotepe (1):

Mraa BrnroueHn JoBaenTe JOMEHHBIR KOMMEBHITER...
srv-demo-ksc Brntouen "
[JoBaBuTE HE AOMEHHEIR KOMMNEHOTED...

¥panute

HckntounTe

BeiBepuTe LeHTpEl CEPTUGUKALIAK, MCNOAEIYEMBIE 4NA NPOBERKN MNOATMHHDCTI
KOMMBHITEPOE, HE BXOAALLMY B JOMEH:

Kemy eelgaH Kem Bblgan Cpok gefcTen JoBaenTe cepTHdMKaTEL..

SRV-DEMQ-... SRV-DEMO-1-.. 07.09.2027
¥aanuTe cepTndmkaTel

0] 4 Otmena

Puc. 137 — I'pynnbsl KOMIbIOTEpOB

e Haxarb «BbiOpaTh COOBITHS», HACTPOUTb MUILTP /IS 3aTTPOCa HEOOXOUMBIX COOBITHIA U

HaxkaTb «OK».



GuneTp 3anpoca X
Dunetp XML
fara: Nioboe Bpema ~

Yposerb cobeimus: Kputnueckoe Mpeaynpexaenne [ MoapobHocti

Ownbka CeegeHua

@ Mo xyprany KypHane! cobemii: |I'Ipm'|oermaanna(Hoch,Cm =

O Mowctounnky  WcTounmnkm coBemuii: | -

BrnroueHne nam ncknrodeHne Kogos cobeimuid. Beegnte kogel coBeImuil inm gnanasoHel
KOAOEB, Pasaenan vx 3anAatbimMu. ,ﬂ,.l'lﬂ WCKNHOYERWA YCONOBWA BEEAWTE IHAK MWHYC. HEI'IFIMMEFI:
1,3,5-99,-76

|< Bee kogel coBriThii>

Kareropus 3agaqmn: |

Knroueseie cnosa: | -

Mone3sosarens: |<Bce nobL30BATENN> ‘

Komnetotepbr: |<Bce KOMMNEBHOTEPEI> ‘
Ounctute

Onuess

Puc. 138 — ®unbTp 3anpoca

e Haxarb «[lononmHuTebHO», BEIOpaTh MPOTOKOI « HTTPS» 1 cOXpaHUTh U3MeHeHMs.

JlonoAHUTENEHEIE MEPaMETPEI MOAMMCKN *
OnTUMNEaLMA OCTEEKN COBBITHI:

(® Ofbiunan

() ¥MEHBLUEHHEA NPONYCKHAA CNOCOBHOCTE

() ¥YmeHblUEHHEA 338epxKa

MpoTokon: HTTPS w

O

Puc. 139 — [lonoHuTe/IbHBIE IapaMeTPbl NOANIUCKH

9. Tlocne co3gaHust TIOANTUCKU TIPOBEPUTh €€ CTaTyC, HaKaB IO Hell TMpaBOl KHOIKOW W BBIOpaB
«CocTosiHUe BbITIO/IHEeHUS». [l0/DKeH TIOSIBUTHCSI ICTOUHUK COOBITHH C COCTOSIHUEM « AKTUBHBIN».

4 CocToAHWe BEINOAHEHMA Nognnckm - Test-51 >

CocToaHue noANUCKN:

AKTMEHBIN - : HET JONONHWTENBHOTD COCTOAHMA,

WcxoaHeie komnetoTeper: Bcero 1, 1 AkTueHan

CocToaHue Komnetotep

@ Aktveneii  srv-demo-ksc

[srv-demo-ksc] - AKTUBHBIA - : HET 4ONOAHWTENEHOD COCTOAHWA,

3akpbiTe

Puc. 140 — Cocrosinve BbINOTHEHUS MOJMUCKH



10. TIpoBepuTh B KOHEUHOM >KypHasie COOPIIMKA IOCTYIIeHHe COOBITHI C MCTOYHMKA. B ciydae

4.2.5.2.2

Microsoft-Windows-Windows Remote Management/Operational
Microsoft-Windows-Eventlog-ForwardingPlugin/Operational
Microsoft-Windows-CAPI2/0Operational

Microsoft-Windows-EventCollector/Operational

HeIOCTYTIJIeHUs] COOBITUI MMPOCMOTPETh CJIeYIOIIHe KYPHabl COOBITUN UCTOYHMKA U COOPIIHMKA
Ha MpeZMeT Haln4usl OIMOO0K:

HacTpoiika WEC B fomMeHe C UICNO/Mb30BaHUEM rpynnoBbIX NOIUTUK

[laHHas MHCTPYKLIMS NIPUMEHSIeTCS B C/Iyvae, ec/Id cepBepbl-UCTOUHUKU U cepBep WEC pacrionoyxeHbl B

0JITHOM JloMeHe. Vicrosib3yeTcst MeTos; cOopa, MHULIMMPOBAHHbIN KCTOUHUKOM.

Hacrpoiika cepsepa WEC

s HacTpotiku cepBepa WEC Heob6xouMo:

1. OTKpBITb KOMaHHYIO CTPOKY.

2. 3amycTtuthb CTy>KO0y yJaneHHoro yrpasiaeHus Windows: winrm qc —q.

3. 3amycture ciyk0y cbopiyka cobeituii Windows: wecutil qc /q.

CepBep-cOOPILMK HACTPOEH.

HaCTPOﬁKa MNOAIIMCKH C TUIIOM «I/IHI/IHI/II/IPOBaHO HCTOYHHUKOM»

[y HacTpoliky noAmicky Ha cepeepe WEC HeoOxoauMo:

@i & W N

OTKpBITh TIaHesb yrpaBaeHuss Windows.
Bribpatb «Administrative Tools» — «Event Viewer».
B neBoii uact 0okHa BbIOpaTh «Subscriptions».

B ryiaBHOM MeHI0 BbIOpaTh «Action» — «Create Subscription...».

Subscription Properties

X

B oTkpsiBLIEMCS OKHe B MoJe «Subscription name» BBeiUTe Ha3BaHWe MOAMUCKH.

Subscription name: |

Description:

Destinaticn log: Forwarded Events

Subscription type and source computers
(O Collector initiated

This computer contacts the selected source computers and provides the subscription.

(® Source computer initiated Select Computer Groups...
Source computers in the selected groups must be configured through policy or

local configuration to contact this computer and receive the subscription.

Events to collect: «filter not configured> Select Events..,

Configure advanced settings: Advanced...

Cancel

Puc. 141 — Create Subscription



6. B packpriBaromjemcs criucke «Destination log» Beibpats «Forwarded Events».

7. B 6noke mapamerpoB «Subscription type and source computers» BbIOpaThb BapuaHT «Source
computer initiated».

8. HaxaTth KHOTIKY «Select Computers...»
9. B oTkpbiBlIeMcsi OKHe Ha)KaTb KHOTKY «Add Domain Computers...».

10. B oTkpsiBiieMcsi okHe B Tiosie «Enter the object name to select» BBeCTM HWMs KOMIIbIOTepa U
HakaTb KHOTKY «Check Names».

11. Haxxatb KHONKY «OK».
12. B okne «Computer Groups» HakaTb KHOIKY «OK».

13. B okHe «Subscription Properties» HakaTh KHOTIKY «Select Events...».

1 Query Filter X ok
Filter  ¥pL

Logged: Any time ~
Event level: Critical Warning [ verbose

Error [ Information

@ Bylog Event logs: |App|icati0n,5ecurity,Setup,S)rstem,Forwarded [

(0 Bysource  Event sources: | -

Includes/Excludes Event IDs: Enter ID numbers and/or ID ranges separated by commas. To
exclude criteria, type a minus sign first, For example 1,3,5-99,-76

|<AII Event [Ds>

Task category: |

Keywords: | ~

User: |<AII Userss |

Computer(s): |<AII Computers» |

Clear

Puc. 142 — Query Filter

14. B OTKpPBIBIIEMCS] OKHe HACTPOUTh (PUIBTP COOBITHI U HaXkaTb KHOMKY «OK».

15. B okHe «Subscription Properties» Ha)kaTb KHOTIKY «Advanced...».

Event Delivery Optimization:
) MNormal
O Minimize Bandwidth

® Minimize Latency

Protocol: HTTP [ Port: 5985

Puc. 143 — Event Delivery Optimization



16. B otkpeiBiieMcs okHe B 6Ooke mapametpoB «Event Delivery Optimization» BeIOpaTbh BapuaHT
«Minimize Latency».

17. Haxxatb KHONIKY «OK».
18. CHOBa HaxkaTb KHOMKY «OK».
Hacrpoiika rpynnoBoH No/JIMTHKH /I/IS ME)XCeTeBOro 3)KpaHUPOBaHUA

Il11 HAaCTPOMKHU TPYIIOBOM TOMUTUKU [JII MEXKCEeTeBOr0 SKPAaHHUPOBAHMsSI Ha KOHTPOJUIEpe [JOMeHa
Heo0X0UMO:

1. OTKpbITh NaHesb yrpasiaeHyss Windows.
2. BeiOpatb «Administrative Tools» — «Group Policy Management».
3. B sieBo¥i yacTH OKHa BbIOpATh IPYMIIOBYIO MOJUTHKY U HAXKATh IMPABYIO KHOTIKY MBIILIH.
4. B BoinagaroiieM cnucke Haxatb «Edit...».
Otkpoetcsi okHO «Group Policy Management Editor».

5. B 7nieBoii uactu okHa BbiOpath y3en «<Wwms nmonmutuku> Policy» — «Computer Configuration» —
«Policies» — «Windows Settings» — «Security Settings» — «Windows Firewall with Advanced
Security» — «Windows Firewall with Advanced Security» — «Inbound Rules».

6. B riaBHOM MeHIO BBIOpaTh «Action» — «New Rule».

OTKpOeTCst MacTep CO3ZaHus TIPAaBHUJIA JI/Isl HOBOTO BXO/SIIIIETO TTO/IK/TFOUEHMSI.

@ New Inbound Rule Wizard 4
| Rule Type 5
Select the type of firewall nule to create.
Steps:
Fule Type What type of ule would you like to create?
Predefined Rules
@ Action O Program
Rule that controls connections for 2 program
O Port
Rule that controls connections for a TCP or UDP port
@ Predefined:
Windows Remate Management v
A Rule that controls connections for 2 Windows experence.
1 (O Custom

Custom nule.

P Cancel

Puc. 144 — Macrep co3paHusA NpaBuia i/Isi HOBOT0 BXO/IAILEro NMOAK/II0YeHNs

7. Ha nepBom 1iare BeiOpath BapuaHT «Predefined».

8. B packpeiBaromieMcsi crnimcke BbiOpath «Windows Remote Management» W HakaTb KHOTIKY
«Next».



ﬁ MNew Inbound Rule Wizard X

Predefined Rules

Select the rules to be created for this experience

Steps:

» Fule Type Which rules would you like to create?

» Predefined Rules The following nules define network connectivity requirements for the selected predefined group
» Action Rules that are checked will be created. i a nule already exists and is checked. the contents of

the exdsting rule will be ovenwritten

Rules:
Name Fule Exsts Profile Desc
Windows Remote Management {(HTTP-In} No Public Inbo|
Windows Remote Management (HTTP-In} Mo Domain, Priv...  Inboy
q
'
! < >
|

< Back Nexd > Cancel

Puc. 145 — Macrep co3aaHus npaBu/ia /I HOBOro Bxo/siero noaxkaouenus. Iar 1

9. Ha aegyroiem mare HaxkaTb KHOIKY «Next».

& New Inbound Rule Wizard *

Action C

Specify the action to be taken when a connection matches the conditions specified in the rule

Steps:
@ Fule Type What action should be taken when a connection matches the specified conditions?
@ Predefined Rules

(@ Allow the connection
& Action

This includes connections that are protected with [Psec as well as those are not.
(O Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

P () Block the connection

< Back Cancel

Puc. 146 — Macrep co3aHus npaBuiia /i HOBOro BXoasAiero nogxkarouenus. Ilar 2

10. Ha cnenytoiem 1are BeiOpaTh BapuaHT «Allow the connection» 1 Ha)kaTh KHOTIKY «Finish».

11. B neBoii yacti okHa BbIOpaTh y3en «<Wwms nomutuk> Policy» — «Computer Configuration» —
«Policies» — «Windows Settings» — «Security Settings» — «System Services».

12. B npaBoii yactu okHa BeiOpaTh «Windows Firewall».



=/ Group Policy Management Editor - o x
File Action View Help
e @ XE= HE
~ (& Computer Configuration || Service Name Startup Permission ~
vAE ”“";‘eéw . {3 YMuware Alias Manager an... Not Defined Mot Defined
- v: d“ ::2"95 {3 VMware CAF AMQP Com... Not Defined  Not Defined
-
— ncows Setings {EFVMware CAF Manageme... Not Defined  Not Defined
“ Name Resolution Pelicy 5 Vhare Smapshot Provider NotDefined  Not Defined
£ Scripts (Startup/Shutdown) ware Snapshot Provider Not Defined  Not Define
= 3 vMware Tools Mot Defined Mot Defined
1= Deployed Printers
2, Security Settings {3 Volume Shadow Copy Not Defined  Not Defined i
22 Account Policies [ WalletService Not Defined  Not Defined l
3 Local Policies {3 Windows Audio Not Defined Mot Defined
3 Eventlog {3 Windows Audio Endpoint... Not Defined ~Not Defined
A Restricted Groups {3 Windows Biometric Service Mot Defined Mot Defined
3 System Services {3 Windows Camera Frame .. Not Defined Mot Defined
A Registry {3 Windows Connect Now - .. Not Defined Not Defined
% File System {3 Windows Connection Ma... Mot Defined Mot Defined
4/ Wired Network (IEEE 802.3) Policies {3 Windows Defender Metw... Mot Defined Mot Defined
| Windows Firewall with Advanced Security {3 Windows Defender Service  Not Defined  Not Defined
| Network List Manager Policies {3 Windows Driver Foundati... Mot Defined  Not Defined
Zilf Wireless Netwaork (IEEE 802.11) Policies {3 Windows Encryption Prov... Not Defined Mot Defined
3 Public Key Policies {3 Windows Error Reporting ... Not Defined  Not Defined
1 Zﬂﬂ“‘_“”e_Re‘é”“‘”’l‘;“I“‘_‘“ {3 Windows Event Collector ~ Not Defined ot Defined
| Application Control Policies N
&, 1P Security Policies on Active Directory (MS B2 Windows Event Log ot Defined ot Defined
o } s ! Windows Firewall Not Defined  Not Defined
~ Advanced Audit Policy Configuration :
dl Policy-based Q05 {3} Windows Font Cache Serv... Not Defined Not Defined
“ Administrative Templates: Policy definitions (ADM £ Windows Image Acquisiti.. Mot Defined Nt Defined
| Breferences [ Windows Insider Service  Not Defined  Not Defined
v 4 User Configuration {3 Windows Installer Not Defined  Not Defined
3 Policies . || [ Windows License Manage... NotDefined  Not Defined
a 5 || Windows Management In... Not Defined ~Not Defined .

Puc. 147 — HacTpoWKa rpynmnoBbIX MOJTUTHK

13. B r;1aBHOM MeHI0 BbIOpaTh «Action» — «Properties».

14. B oTKpbIBIIEMCsI OKHe ycTaHOBUTB Guiaxkok «Define this policy setting».

15. BriOpaTh aBTOMAaTHUYeCKU PEXKUM 3aItycka CTyKOBbI.

Security Policy Setting

Windows Firewall Properties

aa. Windows Firewsall

Define this policy setting

Select service startup mode:

(@) Automatic
() Manual
: (") Disabled
;
Edit Security...
: e | [
i

Puc. 148 — Hacrpoviku Windows Firewall

16. Haxxatb KHONIKY «OK».

['pynnoBast mosMTHKa HaCTpOeHa.

HacTpoiika rpynmnoBo# nmo/IMTUKH /i yueTHou 3anucu CepBepa Coopiuka

1711 HaCTPOWKM TPYIINOBOM MOMUTHKY [/ yueTHOM 3anucu «Network Service» Ha KOHTposiepe joMeHa

HE0OX0IUMO:

1. OTKpbITh NaHesb ynpasiaeHyss Windows.



2. Beibpatb «Administrative Tools» — «Group Policy Management»
3. B sieBo#i yacTy OKHa BLIOpATh IPYTIIOBYIO MOJUTHKY M HAXKATh IMPABYIO KHOTIKY MBIILIH.
4. B Bbinagaroniem cnucke Haxatb «Edit...».

OTtkpoeTcst okHO «Group Policy Management Editor».

5. B neBoil yacTM OKHa B KOHTEKCTHOM MeHI0 y3na «<Wwms monutuku> Policy» — «Computer
Configuration» — «Policies» — «Windows Settings» — «Security Settings» — «Restricted
Groups» BbiOpath y3en «Add Group».

6. B otkpbiBileMcs okHe B mojie «Group» BBecTu «Event L.og Readers» u HakaTh KHOTIKY «OK».

7. B oTKphIBLIEMCS OKHe cripaBa oT 1ojist «Members of this groupsi» HaxxaTh KHOTIKY «Add...».

Event Log readers Properties ? X
Configure Membership for Event Log readers...

Members of this group:

<This group should contain no members:

This group is @ member of:

<The groups to which this group belongs Add.
should not be modified:

i
i
a
1]

QK Cancel Apphy

Puc. 149 - Event Log Readers Properties

8. B orkpniBiieMcsi okHe B mosie «Members of this group» BBectn «Network Service» u HakaTb
KHOMKY «OK».

9. Haxatb KHOIIKY «OK».

['pynnoBast nosMTHKa HaCTpOeHa.

Hacrpoiika rpynnoBou noJuTHKH /ijisi ceppepa WEC

17151 HaCTPOMKM TPYIITIOBO# MOMTHKY /17151 cepBepa WEC Ha KOHTposiepe joMeHa Heo6X0JuMo:
1. OTKpbITh NaHesb ynpasiaeHuss Windows.
2. Beibpatb «Administrative Tools» — «Group Policy Management»

3. B sieBo#i uacTy OKHa BbIOpATh rPYTIOBYIO MMOJUTHKY W HAXKATh IMPABYIO KHOTIKY MBIILIH.



4. B BbImajaroiieM criucke HaxaThb «Edit...».
Otkpoetcsi okHO «Group Policy Management Editor».

5. B neBoii uactu okHa BbiOpaTh y3en «<Vwms nomutuki> Policy» — «Computer Configuration» —
«Policies» - «Administrative Templates...» — «Windows Components» — «Event
Forwarding».

6. BriOpath mapametp «Configure target Subscription Manager».

= Group Policy Management Editor = O X
File Action View Help
e rm =z HEm T

| Edge Ul || Setting State Comment
-~ E"‘a"t Eorwsardm || Configure forwarder resource usage Mot configured Mo

- it

- Eventrog senic 3 Configure target Subscription Manager Net cenfigured Mo

_| Event Logging

Puc. 150 - Group Policy Management Editor

7. B rnaBHOM MeHIO BbIOpaTh «Action» — «Edit».

anfigure target Subscription Manager
Config get Subscription Manag O X

1 E} Cenfigure target Subscription Manager TofrisiTieT B

(O Not Configured ~ Comment:
(®) Enabled
() Disabled
Supported on: [ At |east Windows Vista
Options: Help:

This policy setting allows you to configure the server address,
refresh interval, and issuer certificate authority (CA) of a target
Subscription Manager,

SubkscripticnManagers Show...

If you enable this policy setting, you can configure the Source
Computer to contact a specific FOQDN (Fully Gualified Domain
Name) or [P Address and request subscription specifics.

Use the following syntax when using the HTTPS protocol:
Server=https://<FODN of the
collector=:5386/wsman/SubscriptionManager/WEC, Refresh=<Re
fresh interval in seconds>, IssuerCA=<Thumb print of the client
authentication certificate>, When using the HTTP protocol, use
port 5985.

If you disable or de not configure this pelicy setting, the Event
Collector computer will not be specified.

J Cancel Apply L

Puc. 151 — Hacrpoiika noanucu

8. B oTkpbiBILIeMcsi OKHe BbIOpaTh BapuaHT «Enabled».
9. Haxarb KHOMKY «Show».

10. B otkpeiBuieMcsi okHe BBecTu umsi cepepa WEC B ¢opmare FQDN, B 3aBUCMMOCTH OT
WCII0/Ib3yeMOr o IIPOTOKO/IA:

e ew UcnoJsb3dyercs nporokoa HTTP:

Server=http://<Wmsa cepBepa WEC>:5985/wsman/SubscriptionManager/WEC



e e ucnosb3yetrcsd nporokoa HTTPS:

Server=https://<ma cepBepa WEC>:5986/wsman/SubscriptionManager/WEC

11. Haxkatb KHOTIKY «OK».

12. CHoBa Ha)kaTb KHOMKY «OK».

13. Beibpats lapametp «Configure forwarder resource usage».

14. B rmaBHOM MeHI0 BbIOpaTh «Action» — «Edit».

15.
16.

17.
18.

19.

A Configure forwarder resource usage O X
9 9

E‘ Cenfigure forwarder rescurce usage Next Setting

1 () Mot Configured CEERE
5 (®) Enabled
() Disabled
Supported on: [t |east Windows Vista
Cpticns: Help:

This policy setting contrels resource usage for the forwarder
(source computer) by controlling the events/per second sent to
the Event Collector.

The maximum forwarding rate ( events/sec ) allowed
for the forwarder:

1000 =
If you enable this policy setting, you can control the velume of
events sent to the Event Collector by the seurce computer. This
may be required in high velume environments,

If you disable or do not configure this policy setting, ferwarder
resource usage is not specified.

This setting applies across all subscriptions for the forwarder
(source computer).

Puc. 152 — Configure forwarder resource usage

B oTKpbIBILIEMCSI OKHE BBIOPATh BADUAHT «BK/TFOUEHO».

B mnone «The maximum forwarding rate (events/sec) allowed for the forwarder» BBectu
MaKCHUMaJTbHO€e YHCJI0 COOBITHM, TIepe/ilaBaeMbIX 3a CEKYHIY.

CpegHee uuC/I0 COOBITHI, COXpaHsieMOe 3a CyTKM B >kypHaie Oe3oracHoct OC (Security),
MOJKHO y3HaTh BbIlosHUB B Windows PowerShell komangy:

(Get-WinEvent -FilterXML "<QuerylList><Query><Select
Path='Security'>*[System[TimeCreated[timediff() @SystemTime
)<=86400000]]]</Select></Query></QueryList>").count.count’

Haxatb KHOIKY «OK».

B nieBoit yacTu okHa BbIOpaTh y3en «<Vms mommtuku> Policy» — «Computer Configuration» —
«Policies» — «Windows Settings» — «Security Settings» — «System Services».

Bribpats «Windows Remote Management (WS-Management)».



~ i Computer Cenfiguration

- o @Windows Driver Foundation - User-mode Driver Framew... Mot Defined  Not Defined
v E'D“;Ioiware Settings &}Windows Encryption Provider Host Service Mot Defined Mot Defined
o - Windows Settinggs &}Windows Error Reporting Service Mot Defined Mot Defined
e Name Resolution Pe @Windows Event Cellector Mot Defined Mot Defined

_ Scripts (Startup/Shu ]%}Windows Event Log Mot Defined Mot Defined

a Deployed Printers &}Windows Firewall Mot Defined Mot Defined

v Fh Security Settings @Windows Font Cache Service Mot Defined Mot Defined
53 Account Policies &}WindowslmageAcquisition (WIA) Mot Defined Mot Defined

j Local Policies &}Windowslnsider Service Mot Defined Mot Defined

j Event Log @Windowslnstaller Mot Defined Mot Defined

4 Restricted Groug @Windows License Manager Service Mot Defined Mot Defined

4, System Services &}Windows Management Instrumentation Mot Defined Mot Defined

r_;. Registry @Windows Mobile Hotspot Service Mot Defined Mot Defined

4 File System @Windows Modules Installer Mot Defined Mot Defined

i';.',r Wired Metwork &}Windows Presentation Foundation Font Cache 3.0.0.0 Mot Defined Mot Defined

— Windows Firewa {3 Windows Push Notifications System Service Not Defined Mot Defined

| MNetworkListMa || #% \windows Push Notifications User Service_458¢5f11 Not Defined  Not Defined

=—“1I‘F Wireless Networ Windows Remote Management (W5-Management) Mot Defined Mot Defined

- Public Key Polici || g5 win dows Search Not Defined  Not Defined

| Software Restricl || gy i s Time Not Defined  Not Defined

® ﬁ;f;f;:g”piﬁ:i {{ Windows Update Not Defined  Not Defined

“ Advanced Audit E‘}}'}THH.T‘FP,“,‘I_Eb Iiroxy Auto-Discovery Service HUT: Eeﬁnec! NUT: Eeﬁned

Puc. 153 - Windows Remote Management (WS-Management)

20. B r;aBHOM MeHI0 BBIOpaTh «Action» — «Properties».

21. B oTKpbIBILIEMCSI OKHe ycTaHOBUTH (axkok «Define this policy setting».

22. BpiOpaTh aBTOMaTHUeCKUH PEXXUM 3aITyCKa CITy>KOBI.

’ Windows Remote Management (W5-Management) Pr... ?
Securty Policy Setting

i-.]a. Windows Remote Management (WS-Management)

Define this policy setting
Select service startup mode:
(®) Automatic
{1 Manual
(") Disabled

f Edit Security...

[ P T pp—— |

Cancel Apply

L) P o B — |

Puc. 154 — Windows Remote Management (WS-Management) Settings

23. Haxatb KHONIKY «OK».
['pyrninoBas oyMTrKa HaCTpoeHa.
IToaroroBka ¢opBap/iepoB K OTIpaBKe
171 IOArOTOBKY HEOOXO0JUMO:

1. OTKpBITb KOMaHJHYIO CTPOKY.

2. BoimonHuth B uHTepdelice KOMaHAHOW CTpoku KomaHzay gpupdate /force (asisi oOHOBeHHs
IPYIINOBLIX MOIUTHK Ha (hopBapzepax).



3. Tlepe3amyck cnyx6e1 «Cayxba ymanenHoro yripaeaeHuss Windows (WS-Management)»
(«Windows Remote Management (WS-Management)».

Co3paHne rpynoBoi NoJIMTHKHA

1711 HaCTPOWKM TPYTITIOBO# MMOJIMTUKY Ha KOHTPOJI/Iepe lIoMeHa HeoOX0[uMo:
1. OTKpsITh NaHenb ynpasyieHus: Windows.
2. Bribpatb «Administrative Tools» — «Group Policy Management».

3. B neBoii yacTy 0KHa BBIGPEITI: 06’LEKT, AJIs1 KOTOPOr'o HYy>KHO CO34aTh I'DYIITIOBYHO IMMOJIMTHUKY.

|3, Group Policy Management — m} X
# File Action View Window Help - & %
s 2m 0XEc| Hem
| & Group Policy Management . wece
v A F?r”t: demo.local Linked Group Policy Objects  Group Policy Inheritance Delegation
v 33 Domains ; -
v F3 demo.local Link Order GPO Enforced Link Enabled
;] Default Domain Policy 1 S new Yes Yes
2| Domain Controllers
| wec |
;t Gro Create a GPO in this domain, and Link it here...
-l Wi Link an Existing GPO...
s i Star Block Inheritance
» L8 Sites )
&% Group Poli Group Policy Update...
.+ Group Poli

Group Policy Modeling Wizard...

New Organizational Unit

View »
New Window from Here

Delete

Rename

Refresh

Properties

Create a GPO in this dc Help

Puc. 155 — Group Policy Management

4. B rnaBHOM MeHI0 BeIOpaTh «Action» — «Create a GPO in this domain, and Link it here...».
5. B otkpeiBlIemcs 0kHe B 1oJie «VMsi» BBeCTU UMSsI TPYIITIOBO# MOJIUTUKH.
6. HaxaTb KHOIKY «OK».

I'pynrioBast ommTUKa co3zjaHa.

PemieHe BO3HUKHOBEHHSI BO3MO)XXHBIX MP00/ieM

B ciyuae Bo3HUKHOBeHUs mpobsieM ¢ HacTpoikoli WEC — >KypHabl ¢ oMOKaMyu MOXKHO Haiitu B Event
Viewer, B pa3gene «Applications and Services Logs» — «Microsoft» — «Windows» — «Eventlog-
ForwardingPlugin» — «Operational».
Ecu B )XypHasie ciefiyrorniasi ormoka:

The forwarder is having a problem communicating with subscription manager at address

http://<FQDN_of_WEC_Server>:5985/wsman/SubscriptionManager/WEC. Error code is
2150859027 and Error Message is <f:WSManFault xmlns:f="
http://schemas.microsoft.com/wbem/wsman/1/wsmanfault " Code="2150859027"

Machine="demo-server2012.demo.local"><f:Message>The WinRM client sent a request to an
HTTP server and got a response saying the requested HTTP URL was not available. This
is wusually returned by a HTTP server that does not support the WS-Management

protocol. </f:Message></f:WSManFault>.



Ha WEC cepBepe He0O0X0JUMO BBITIOJTHUTD CI€YIOIHEe KOMaH/IbI:
# netsh http delete urlacl url=http://+:5985/wsman/

# netsh http add urlacl url=http://+:5985/wsman/ sddl=D:(A;;GX;;;S-1-5-80-569256582-
2953403351-2909559716-1301513147-412116970) (A; ;GX; ;;S-1-5-80-4059739203-877974739-
1245631912-527174227-2996563517)

[Tocne uero mepe3anyctuth cayx0y «Ciykba yganeHHoro ynpaBieHuss Windows (WS-Management)»
(«Windows Remote Management (WS-Management)» Ha cepeepe WEC 1 KoMribioTepe-popBapzepe.

4.2.5.2.3 BkloyeHe UCTOYHUKA Ha nnaTcopme
[Tepeiigute B BeO-uHTepdelic maaThopMbl U BBINIOIHUTE AelCTBUe «BK/IOUeHWe WCTOYHUKA» /ISt

ucroudrka Microsoft-Windows-WEC.

4.2.6 OC cemeinncTBa Unix
4.2.6.1 OnucaHuve

IIpumeuanue: HauuHasa c eepcuu 3.7.2 8 [Inamg¢opme Padap éce ucmoyHuku, Komopble S8A50Mcs
onepayuoHHbIMU cucmemamu cemeticmea Unix, 06se0uHeHbl 8 00uH ucmouHuk Linux-Unix.

Ilnardopma Pagap nogzaep>xuBaeT coop cobwithii co ciieaytrommx OC cemerictBa Unix:
e Astra Linux Special Edition 1.7 u BbIIe;
e Ubuntu 16.04, 18.04, 20.04, 22.04;
e« CentO0S6,7,8,9;
e Debian 8,9, 10, 12;
e Oracle Solaris 10, 11;
e Red Hat Enterprise Linux 6, 7, 8;
e SUSE Linux Enterprise Server 11.3, 12, 15;
e Fedora 30, 31.
17151 >KypHaTMPOBaHUsI COOBITHUH UCTIONB3YIOTCS C/IeIyIOLIHe CITyKObI:
e rsyslogum syslog-ng - cay»x0a >KypHa/JIMPOBaHUs /ISl OTTIPABKW COOBITUM B TUIaTHOPMY;

e auditd- oTBewaeT 3a 3amMCh COOOI[EHWI ayJUTa BbI3BAHHBIX aKTMBHOCTHIO TPUIOKEHWM WA
CUCTEMBI.

XapakTtepucTyuku uctouHuka B Ilnargopme Papap:

XapakTepucTHKa 3HaueHue
HasBanue Linux-Unix
Howmep (TTopT) 2671
Bengop Unix

Tun Linux



XapakTepucTuka 3HaueHue

«Mogayb tcp_input»
«Mogayne udp_input»

IMpoduns cbopa

IIpumeuaHue: eciu ucmoyHuk 6ydem omoaseamb 604bWOL NOMOK cobbimull, U ecau Makux UCMOYHUKO8
b6ydem MHO20, MO peKomeHOyemcsi nepedagamb cobbimuss no npomokoay UDP. Tak kak npu
ucnosnb3zoeaHuu npomokona TCP modcem obpazoeambcsi 6onbwiasi ouepedb HA azeHme cbopa no2-
koanekmopa. Ho npu ucnoab3oeaHuu npomokoaa UDP mo2ym npoucxodumb nomepu. [lns ebibopa
ONMUMA/IbHbIX HACMPOeK 0/15 8aulell cucmembl, peKOMeHOyemcsi 06pamumbcsi 8 CAyHcOy mexHUUecKo20
conpoegodcoeHus: ITnam¢opmbt Padap.

Hactpoiika uCTOYHMKA BKJTFOYAeT B ceOsi cie/lytoliiye MpoLecchl:
1. Hacrpoiika cy»KObl )KypHa/IiDOBaHMUSI.
2. Hacrpoiika ciy0s1 auditd.
3. TIpoBepka HaCTPOEHHOW KOH(UTypaL1K.
4. BxkiroueHre WCTOYHMKA Ha TiaTdopmMe.

IIpumeuanue: ece Oelicmeus npu HAcmMpolike UCMOYHUKA OOAXCHbI 8bINOAHSIMBCS OM  UMEHU
cynepnosib3oeames.

4.2.6.2 HacTpoliika cnyX6bl XypHanmpoBaHus

[nst oTripaBKu coObITHi cTaHAapTa syslog B Ilnardgopmy Pajgap Ha MCTOUHMKe HEOOXOAMMO HACTPOUTH
cy»k0y KypHa/MpOBAHUs U OTIPaBKy COOBITHIA.

B wmensx opraHusaiuy  0e30MacHOM TIepeflaud JIaHHBIX Ha areHT cOopa JIor-KoJuleKTopa TIo
npotokony TCP, a Takke obecrieueHWs] BO3MOYKHOCTH (pUbTpariu COOOIIIeHHH 10 UCTOYHWKAM U UX
CO/IeP’KUMOMY TIpe/I/laraeTcsi UCTI0Mb30BaTh C/IY»KOBI rsyslog WK syslog-ng.

CnyxObl peanu3yrOT MeXaHW3M LIeHTPa/M30BaHHOTO TPOTOKO/MpoBaHus cobObithii B OC cemelicTBa
Unix. Bce yactu cucrembl (BK/IHOYasi Siip0 U CUCTEMHbIe CTYKObI) MepefialoT MPOUCXO/SIINEe B HUX
coObITHsI Ccy>xOe >KypHa/iupoBaHus. B CBOro ouepesb, Cy)k0a >KypHa/JUpOBaHUS J00aB/sieT K Tey
CoObITHSI MHpOPMALHIO 0 8axcHocmu (severity), kameeopuu (facility), BpeMeHU MPOUCIIIECTBUS COOBITHS,
hostname wmu IP-agpec xocta, ums u PID cy»k0b1, creHepupOBaBIIiei JIor.

Cnyxba >XypHaJMpOBaHHWsl, COTJIaCHO HAacTpoiikam B (aitie KOHGUTypaluH, KiacCUQULMpYyeT Bce
COOBITHSI B HECKOJBKO BBIXOJHBIX TIOTOKOB, coryiacHO kameeopuu (facility) wu eascHocmu (severity).
Harmpumep, cobbiThsi sipa cucTeMbl OyAyT MMeTh KaTeropuio kern, a coObITHsSI TIOUTOBOTO cepBepa -
kareroputo mail. Ec/ii ypoBeHb Ba)KHOCTU He MIMeeT 3HaueHHsi, HO Heo0X0[uMo, 4To0bl B OJHOM (aiise
ObuTM CcOOpaHbl COOBITHS TOJBKO OIHOTO [IeMOHa, B aitie KOHMOUTYpaluu CIy>KObI »KypHA/TUPOBAHMSI
yKa3bIBaeTcsl 3amuch kern.* -/var/log/kern.log, rje * - mo0od ypoBeHb BaXHOCTU cOObITHSI. Ho
ec HeoOXO/IMMO, HalpyMep, COXpPaHATh B (aia coObITHsI OMIMOOK TOYTOBOTO CepBepa, YKa3bIBaeTCs
cTpoka mail.err /var/log/mail.err. Takum o00pa3oM, MOXXHO pacIipeJie/iuTh COOBITHSI pa3HBIX
KaTeropvii 1 ypoBHell BXKHOCTH T10 Pa3HbIM (paiinam.

[Mepen Havasiom paboThI C riaTopmoit MBI peKoMeH/lyeM BaM HaCTPOUTh
napameTpbl kamezopuu (facility) u eaxcHocmu (severity) coObITHS /711 ONTUMM3ALIMN TIEepe/IaBaeMoOro B
naar@opmy MoToKa.



[TopoOHee 0 MexaHW3Me T[eHTPATM30BaHHOTO MPOTOKOIUPOBAHMS COOBITHI Bbl MOYKETE 03HAKOMUTHCS B
COOTBETCTBYHOIIUX PYKOBOACTBax /s Bauer OC.

4.2.6.2.1 OnpepgeneHne NCNoib3yeMoin CNyXObl XXypHanIMpoBaHUs
Eciu ycranoBnena OC Astra Linux, Debian nimi Ubuntu, To BBINOTHUTE KOMaHAY:
# dpkg --list | grep syslog

Ecmu ALT Linux, CentOS umu Red Hat Enterprise Linux, To BbITIOJIHUTe KOMaH/AY:
# rpm -ga *syslog*

Ecmu SUSE Linux Enterprise Server, To BBITIOJTHUTE KOMaHAY:

# zypper search *syslog* --installed-only | grep 'i |'

Ha o9kpaH OyzeT BbIBeleHO Ha3BaHHE WCIO/Ib3yeMOH CyKObl. Ecau pe3ysnbTaT OT/IMYaeTcs
OT rsyslog WM syslog-ng, TO PEKOMEH/YETCS BLITTOJIHUTh YCTAHOBKY COOTBETCTBYIOILEH CITYKOBI.

4.2.6.2.2 HacTtpoliika rsyslog

Ecnu cimy»x6a He ycTaHOB/IEHa, TO BBl MOXKeTe ee YCTaHOBUTb. /ISl 3TOr0 BBINIOHUTE COOTBETCTBYIOLIYIO
KOMaHJYy:

OoC Komanpga

# apt-get update

JutsA cucteM Ha 6a3e deb (Debian / Ubuntu) # apt-get install rsyslog

a1 cuctem Ha Gase RPM (Red Hat / CentOS) # yum -y install rsyslog

HobaebTe cimyk0y rsyslog B aBTO3arpy3Ky U 3aIlyCTHTE:
# systemctl enable rsyslog

# systemctl start rsyslog

Konduryparmonsiii ~ @aiin  ciyk6bl /etc/rsyslog.conf Mo  yMOMUaHUIO UMeeT  CJieYHOLIYIO
CTPYKTYpY:

[TepBoM uzeT cekLys MOAYyJIeN:

e Moy BBOZA@ — MOXKHO pacCMaTpuBaTh Kak crocob cbopa wHbOpMalMyd W3 pa3IAyYHbBIX
HWCTOYHUKOB, HAUMHAKOTCS C 1im;

e Moaynu BbIBOIa — TIO3BOJISIFOT OTITPAB/IATH COOOIIeHus B (aid/ibl, TI0 CeTH WM B 0a3y JaHHBIX,
VMSs1 HAUMHAEeTCs Ha onm;

e Moaynmu ¢uibTpaLM — MO3BOSAIOT (HUIBTPOBATh MOCTYTIAOIIME COOOIIEHHsI TI0 Pa3/TMUHbIM
KpUTEepUsM, HAUWHAIOTCA C Tm;

. MO,ILYJ'II/I MapCrHra — TIpeAO0CTaB/IAOT PpAaCIIMPEHHbIE BO3MOXHOCTU [Jid CHUHTAKCHYECKOI'O
dHa/In3a COO6H_[€‘HI/I$I, HAUMHAKOTCA C pm.

Hanee uget cekius ro0anbHBIX AUPEKTHB:

e $ActionFileDefaultTemplate RSYSLOG_TraditionalFileFormat IpeAnucChIBaeT 3ariChbiBaTh
cobbITHs B hopmare <PRI> TIMESTAMP HOSTNAME TAG MSG;



e $RepeatedMsgReduction on MpeaAnMchBaeT 0TOpPAChIBATh JyO/IMKAThl COODIeHNH;
e $WorkDirectory /var/spool/rsyslog— 3a/laeT AUPEKTOPHIO it pabounx (aiiioB CayO0bl;

e $IncludeConfig /etc/rsyslog.d/*.conf — 3afaeT JUPEKTOPHUIO AOMOTHUTE/NbHBIX (ailioB
KOH(Urypaiuu.

JvpektuBbl $FileOwner, $FileGroup U NIpOYMe — YyCTaHAaB/IMBAIOT IIpaBa [OCTyIla, Biajesblia U
TPYIIIy 10 YMOJ/TUaHUIO /17151 Ior-(hali/ioB.

[nst HacTpOMKU TepechlIKA COOBITUH B areHT cbopa JIOr-KOJUleKTopa HeoOXOAWMO B KOHeI]
KOH(UTryparioHHOTo daiisia rsyslog.conf 106aBUTh C/EAYIONIYIO CTPOKY:

auth,authpriv.* @@<agpec areHTa cbopa nor-kKonnekTopa>:port
I'me:
e <ip-agpec areHTa cbopa nor-konnexktopa> - [P-ampec areHTa cbopa JIOT-KOJIEKTOPA;

e port - TMOPT, TI0O KOTOPOMY areHT cOopa JIor-Ko/ijieKTopa OyZieT MpUHUMAaTh COObITHS. Jlo/mKeH
COBIIAZIATh CO 3HAUeHWeM, YKa3aHHBIM B HACTPOMKAX COOTBETCTBYIOIIero mpodusis c6opa;

e (00 - yKa3pIBaeTCs B CIydae, ecy UCnob3yeTcs npoTokon TCP;

e (@ - yKasbIBaeTCs B C/Iyuae, eC/Id UCTI0/b3yeTcsi mpoTokon UDP.
[11s1 3aBepILieHHsT HAaCTPOWKK HeOOXOAMMO Iepe3aryCTUTh CTyXO0y rsyslog.
Hacrpoiika oTnipaBKH co0bITHIT OT C/Ty)k0b1 auditd

YTtobbl cmy>x0a rsyslog mpyHMMana M OTIpaB/isa TOTOK COOBITHI OT cmy»k0bl auditd, Heo6xomUMO
co3zarsk (aiin /etc/rsyslog.d/30-auditd.conf 1 yka3aThk B HeM cjiefiyioliie rmapamMmeTphbl:

module(load="imfile" mode="inotify" PollingInterval="10")
input(type="imfile" File="/var/log/audit/audit.log"
Severity="info"
Facility="local6")

local6.* @@<IP-agpec areHTa cbopa nor-kosnekTopa>:port

'pe:
e <ip-agpec aredTa cbopa nor-konnexktopa> - [P-ampec areHTa cbopa JIOT-KOJIEKTOPA;

e port - MOpPT, MO KOTOPOMY areHT cbopa Jior-Kosiekropa OyzeT MpuHUMaTh COObITHA. [Jo/mkeH
COBIaZiaTh CO 3HaYeHHeM, YKa3aHHbIM B HACTPOHKaX COOTBETCTBYIOILEro podusisi coopa;

e (0@ - yKasbIBaeTCs B C/lyyae, eCv UCIo/b3yercs rnpotokosn TCP;

e (@ -yKa3blBaeTcd B Cjlyyae, eCc/id UCIosb3yeTcs rnporokona UDP.
Hacrpoiika oTnipaBK# co0brThii oT c1y)x061 UFW 1 firewalld
Cny»xba rsyslog MOXKeT CaMOCTOSITEe/TbHO TiepefiaBaTh COOBITUS OT Cy0 firewalld u UFW.
[Tpy He06XOIUMOCTH BBl MOYKETe TIOAK/TIOUUTE CTY>KOBI KakK OT/Ie/TbHBINA NCTOUHUK.

OmnwrcaHue HaCTPOUKH Cy>K0 orucaHo B pa3zene «UFW u firewalld».




4.2.6.2.3 HacTtpoWika syslog-ng

Ecmm cy>x6a He ycTaHOB/IEHa, TO Bbl MOYKETe ee yCTaHOBHUTD. JI/Isi 3TOTO BBITIOTHUTE COOTBETCTBYIOLYIO
KOMaHZYy:

0C Komanpga

# apt-get update

Iuis1 cucteM Ha 6a3e deb (Debian / Ubuntu) # apt-get install syslog-ng

nns cucteM Ha 6ase RPM (Red Hat / CentOS) # yum -y install syslog-ng

HobasbTe cinyx0y syslog-ng B aBTO3arpy3Ky U 3aIlyCTUTE:
# systemctl enable syslog-ng
# systemctl start syslog-ng

B koHdwurypaiuonHom atine /etc/syslog-ng/syslog-ng.conf HacTpoWte cayx0Oy Ha cbop
HeoOX0UMBIX COOBITHM (TIpuMep (daiiia TIpuBesieH B pasjene «[IpuMep daiina KoHOUTYpaIUU CITy>KOBI

syslog-ng»).

B Hauane daiina yKaxxute Bepcri0 CTy>ObI (eC/T OHa He yKa3aHa) M BK/IFOUeHHbIe KOH(PUTypaLlMOHHbIe
(aiisib:

@version: 3.35
@include "scl.conf"

@include "/etc/syslog-ng/conf.d/*.conf"

B 6s10ke options ycTaHOBHTe Clefyoliye riobanbHbie epeMeHHbIe:

options {
flush_lines (0);
time_reopen (10);
log_fifo_size ( );
chain_hostnames (off);
use_dns (no);
dns-cache(no);
use_fqdn (no);
create_dirs (no);
keep_hostname (yes);
stats-freq(0);
mark-freq(0);

};

B 6510ke Sources YKaXKUTE NCTOYHUKH [10/TyU€HHA JIOTOB, HallpyMep:

source s_sys {
system();
internal();

};

B 6noke Destinations ykaxure MmyTH K (aiinam, cobrpaeMbIX )KypHaJIOB:



# cTaHOapTHble daiinbl XypHanosB.

#

destination d_auth { file("/var/log/auth.log"); };
destination d_auth { file("/var/log/auth.log"); };
destination d_daemon { file("/var/log/daemon.log"); };
destination d_kern { file("/var/log/kern.log"); };
destination d_lpr { file('"/var/log/lpr.log"); };
destination d_mail { file("/var/log/mail.log"); };
destination d_syslog { file("/var/log/syslog"); };
destination d_user { file("/var/log/user.log"); };
destination d_uucp { file("/var/log/uucp.log"); };

# XypHanbl, nocTynawwue OT MOYTOBLIX MOACUCTEM.

#

destination d_mailinfo { file("/var/log/mail.info"); };
destination d_mailwarn { file('"/var/log/mail.warn"); };
destination d_mailerr { file('"/var/log/mail.err"); };

# yHuMBepcanbHble ¢ainbl XypHasoB.

#

destination d_debug { file("/var/log/debug"); };
destination d_error { file("/var/log/error"); };
destination d_messages { file('"/var/log/messages"); };

# root's KOHCONb.
#
destination d_mlal { usertty("*"); };

# virtual KoHconb.
#
destination d_cons { file('"/dev/console"); };

# oTnTpaBKa coOO6UEeHNA B areHT c6opa /for-KosnekTopa
#

log_fifo_size( )): ),

destination d_net { tcp("<IP-agpec aredHta cbopa

nor-konnektopa>" port

I'ne, B mapametpe destination d_net ykKaxuTe ciaefyroljve JaHHbIe:

e <IP-ajpec areHTa cbopa for-konnektopa> - IP-afgpec areHta cbopa /10r-KoJeKTopa;

e port - TIOPT, TIO KOTOPOMY areHT cOopa JIoT-KoyijieKTopa OyzZieT mpuHUMaTh COObITHS. [lomkeH

COBIAZIATh CO 3HAUeHWEM, YKa3aHHBIM B HACTPOMKAX COOTBETCTBYIOIIero mpodusis coopa.

B 6soke Filters HacTpoiTe MpaBW/ia U YPOBHHU >KypHa/JMPOBaHUs, UTOObI yCTAaHOBUTH Kakue WMEHHO

coob1jeHust OyIyT OTIPaBIATECS. PEKOMEHYIOTCS C/le/Iyolie HaCTPONKH:

filter f_dbg { level(debug); };

filter f_info { level(info); };

filter f_notice { level(notice); };
filter f_warn { level(warn); };

filter f_err { level(err); };

filter f_crit { level(crit .. emerg); };

filter f_debug { level(debug) and not facility(auth, authpriv, news, mail); };

filter f_error { level(err .. emerg) ; };
filter f_messages { level(info,notice,warn) and

not facility(auth,authpriv,cron,daemon,mail, news); };



filter f_audit { program("audit"); };

filter f_auth { facility(auth, authpriv); };

filter f_daemon { facility(daemon) and not filter(f_debug); };

filter f_kern { facility(kern) and not filter(f_debug); };

filter f_1lpr { facility(lpr) and not filter(f_debug); };

filter f_local { facility(local®, locall, local3, local4, locals,
local6, local7) and not filter(f_debug); };

filter f_mail { facility(mail) and not filter(f_debug); };
filter f_syslog3 { not facility(auth, authpriv, mail) and not filter(f_debug); };
filter f_user { facility(user) and not filter(f_debug); };
filter f_uucp { facility(uucp) and not filter(f_debug); };

filter f_cnews { level(notice, err, crit) and facility(news); };
filter f_cother { level(debug, info, notice, warn) or facility(daemon, mail); };

filter f_console { level(warn .. emerg); };

B 6noke Log path yKakuTe MapIIpyTH3al[d0 TPHHSATOTO C/Ty>KOOH JIOrMpOBaHUsI TOTOKA COOBITHH
(6nok Source) B yka3aHHble aiinbl JjoroB (6/70Ka Destination) B COOTBETCTBUM C 3a/laHHBIMHU

bumbTpamu:

log { source(s_sys); filter(f_auth); destination(d_auth); };

log { source(s_sys); filter(f_daemon); destination(d_daemon); };
log { source(s_sys); filter(f_kern); destination(d_kern); };

log { source(s_sys); filter(f_lpr),; destination(d_1lpr); };

log { source(s_sys); filter(f_syslog3); destination(d_syslog); };
log { source(s_sys); filter(f_user); destination(d_user); };

log { source(s_sys); filter(f_uucp),; destination(d_uucp); };

log { source(s_sys); filter(f_mail); destination(d_mail); };

log { source(s_sys); filter(f_debug); destination(d_debug); };
log { source(s_sys); filter(f_error); destination(d_error); };
log { source(s_sys); filter(f_messages); destination(d_messages); };
log { source(s_sys); filter(f_console); destination(d_cons); };
log { source(s_sys); filter(f_crit); destination(d_mlal); };

# ANnA oTnpaBKW COOOWEHWI A Ha yAaneHHblh canTt
# ybeauTecb, UYTO CTPOKa HWXE He 3aKOMMEHTuUpoBaHa

log { source(s_sys); filter(f_auth); destination(d_net); };

Buumanue! ybedumecb, umo He  3AKOMMEHMUpPOBAHA  CMPOKA 1og { source(s_sys);
filter(f_auth), destination(d_net),; }

Jns 3a8epuwieHust Hacmpoliiku Heob6Xo0umo nepesanycmumsb cAyHcOy syslog-ng.
Hacrpoiika oTnipaBKH co0bITHIT OT CTyk0b1 auditd

[Ons  otrpaBKM coObITHii cobupaembix ciaykboii auditd Ha areHT cb6opa JOT-KO/JIEKTOpa, B
IUpeKTopum /etc/syslog-ng/conf.d mobaBbTe aiim audit messages.conf €O  CJIeAYIOIMMU
rapameTpaMu:



source s_audit {
file (/var/log/audit/audit.log persist-name (s_auditd_for_siem)
program_override("auditd"));

Y
destination d_auditd {

tep (
"<IP-agpec areHTa cbopa nor-konnekTtopa>"

port
persist-name(d_auditd_for_siem)
);

};

log {
source(s_audit); destination(d_auditd);
};

I'me, B mapametpe destination d_auditd ykaxuTe ciefyrolye riapameTphl:
e <IP-ajpec areHTa cbopa for-konnekTopa> - IP-agpec arenra cbopa J10r-KosieKTopa;

e port - TOPT, IO KOTOPOMY areHT cOopa JI0T-KoyijieKTopa OyZeT NMpuHUMAaTh CoObITHS. [lomKeH
COBIAIAaTh CO 3HAUEHHEM, YKa3aHHBIM B HACTPOMKAX COOTBETCTBYHOILETO Mpodusisi coopa.

HacTtpoiika oTnipaBKH co0bITHH 0T C1yk061 UFW  firewalld
Cnyxba syslog-ng MOXKeT CaMOCTOSITe/TbHO Tiepe/iaBaTh COOLITUSI OT CTY>KO firewalld u UFW.
[Tpu HeOOXOIUMOCTH BBl MOXKETE TMOAK/IIOUNTh CTY>KObI KaK OT/|e/TbHBIA UCTOUHUK.

OnucaHye HaCTPOWKY Cy>K0 ommcaHo B pa3gese « UFW u firewalld».

4.2.6.3 Hacrtpoliika cnyx6bl auditd

Cny0a auditd mpegHa3HaueHa /i1 MOHUTOPUHTA COOBITUH OTEparjMOHHOW CUCTEMBbI M 3alliCH UX B
)KyPHaJbI COOBITUH.

Hactpoiika cmy>k0pl BK/ItOUaeT B ce0si YCTAHOBKY W TIOJIK/IFOUEHHEe CTYy)KObI B KaueCTBe WMCTOYHHMKA
cobertuit gy Ilnargopmer Pagap.

Ecmm cny>x6a He ycTaHOB/IEHa, TO Bbl MOJKETe ee yCTaHOBUTD. [I/1s1 3TOTr0 BBITIOHHUTE COOTBETCTBYIOILYIO
KOMaHJy:

OC Komanpga

# sudo apt-get install auditd

I cucteM Ha 6a3e deb (Debian / Ubuntu) # sudo apt-get install audispd-plugins

# yum -y install auditd

It cucteM Ha 6a3e RPM (Red Hat / CentOS) # yum -y install audispd-plugins

4.2.6.3.1 HacTpoika KOHurypaumnoHHoro daiina cnyxobl auditd

Kondurypaimonssiii  daitn  cayxbel - /etc/audit/auditd.conf - comepXUT HWHPOPMALMIO O
KOH(Urypanuy, criequduunyto Aa1s ayaura. CTpykrypa (aiisa: oJHO K/IoueBoe C7I0BO KOH(QUrypaly B
Ka&X/10i1 CTPOKe, 3HaK paBeHCTBa, a 3aTeM Cjie/lyeT COOTBETCTBYHOL{asi MH(opMaLus 0 KOH(UrypaLyu.



Ecm y Bac OC Ha 6a3e deb (Debian / Ubuntu), To B /etc/audit/auditd.conf yKakuTe cjefyroliee
COZIep>KUMOe:

local_events = yes

write_logs = yes

log_file = /var/log/audit/audit.log
log_group = adm

log_format = ENRICHED

flush = INCREMENTAL_ASYNC

freq =

max_log_file =

num_logs =

priority_boost =

disp_gos = lossy

dispatcher = /sbin/audispd
name_format = NUMERIC

##name = mydomain

max_log_file action = ROTATE
space_left =

space_left_action = SYSLOG
verify_email = yes

action_mail acct = root
admin_space_left =
admin_space_left_action = SUSPEND
disk_full _action = SUSPEND
disk_error_action = SUSPEND
use_libwrap = yes

##tcp_listen_port = 60
tcp_listen_queue
tcp_max_per_addr
##tcp_client_ports = 1024-65535
tcp_client_max_idle =

enable_krb5 = no

krb5_principal = auditd

##krb5_key file = /etc/audit/audit.key
distribute_network = no

Ecm y Bac OC Ha 6a3e RPM (Red Hat / CentOS), To B /etc/audit/auditd.conf ykaxkute cnexyroiee
CoZiep>KUMOe:

local_events = yes

write_logs = yes

log_file = /var/log/audit/audit.log
log_group = adm

log_format = RAW

flush = INCREMENTAL_ASYNC

freq =

max_log_file =

num_logs =

priority_boost =

name_format = HOSTNAME
max_log_file_action = ROTATE
space_left =

space_left_action = SYSLOG
verify_email = yes
action_mail_acct = root
admin_space_left =
admin_space_left_action = SUSPEND
disk_full action = SUSPEND



disk_error_action = SUSPEND
use_libwrap = yes
##tcp_listen_port = 60
tcp_listen_queue =
tcp_max_per_addr =
##tcp_client_ports = 1024-65535
tcp_client_max_idle =
transport = TCP
krb5_principal = auditd
##krb5_key_file = /etc/audit/audit.key
distribute_network = no
g_depth =
overflow_action = SYSLOG
max_restarts =
plugin_dir = /etc/audit/plugins.d
end_of_event_timeout =

Onucanuve napamMeTpoB KOHQUrypalyoHHOro ¢aiina /etc/audit/auditd.conf npuBefeHO B paszere

«Ornmcanue napamerpoB daiiia auditd.conf».

4.2.6.3.2

HacTpoliika npaBun pacliMpeHHOro ayauTa

Ecm y Bac OC Ha 6a3e deb (Debian / Ubuntu), To co3gaiite ¢aiin C mpaBWiamMyd paclIMpeHHOTO

ayaurta /etc/audit/rules.d/extended.rules u Job6aBbTe TyJa CleqyOL[He ITPABUIA:

-i

--reset-lost
never,exit -F arch=b64 -S execve -F exe=/usr/sbin/crond
never,exit -F arch=b64 -S execve -F exe=/lib/systemd/systemd-logind

-a
-a
-a
-a
-a
-a

##
-a
-a
-a
-a
-a
-a
-a
-a
-a

##
-a
-a

##
-a
-a
##
-a
-a
H#H#

-a

never,filesystem -F fstype=tracefs
never,filesystem -F fstype=debugfs

exclude, never -F msgtype=BPRM_FCAPS
exclude,always -F msgtype=BPF

kernel modules

always,exit -F arch=b64 -S
always,exit -F arch=b64 -S
always,exit -F arch=b32 -S
always,exit -F arch=b64 -S
always,exit -F arch=b32 -S
always,exit -F arch=b64 -S
always,exit -F arch=b32 -S
always,exit -F arch=b64 -S
always,exit -F arch=b32 -S

listen
always,exit -F arch=b64 -S
always,exit -F arch=b32 -S

process UID/GID
always,exit -F arch=b64 -S
always,exit -F arch=b32 -S
process tracing
always,exit -F arch=b64 -S
always,exit -F arch=b32 -S
ACLs and file attributes

always,exit -F arch=b64 -S

finit_module,init_module,delete_module -F auid!=unset

socket -F a0f=

socket -F ab=

socket -F ab=

socket -F a0f=

socket -F a0f=

socket -F abf=

execve, execveat -F auid=unset -F euid>=0 -F euid<
execve, execveat -F auid=unset -F euid>=0 -F euid<
listen

listen

setuid, setgid, setreuid, setregid
setuid, setgid, setreuid, setregid

ptrace
ptrace

setxattr, fsetxattr,lsetxattr



##
-a
-a

H#H#
-a
-a

##
-a
-a

##
-a
-a
-a
-a
-a
-a
-a

##
-a
-a
-a
-a

##
-a
-a

##
-a

##
-a
-a
-a
-a
-a

##
-a
-a

##
-a
-a
-a
-a

##
-a

##
-a
-a

#H#
-a

##

always, exit

time
exit,always
exit,always

hostname
always, exit
always, exit

pam
always, exit
always, exit

passwd

always, exit
always, exit
always, exit
always, exit
always, exit
always, exit
always, exit

COoD

always, exit
always, exit
always, exit
always, exit

audit
always, exit
always, exit

init
always, exit

network

always, exit
always, exit
always, exit
always, exit
always, exit

-F
-F

-F
-F

-F
-F

-F
-F
-F
-F
-F
-F
-F

-F
-F
-F
-F

-F
-F

-F
-F
-F
-F
-F

login defaults

always, exit
always, exit

profiles

always, exit
always, exit
always, exit
always, exit

-F
-F

-F
-F
-F
-F

arch=b32 -S setxattr,fsetxattr,lsetxattr

arch=b64 -S
arch=b32 -S

arch=b64 -S
arch=b32 -S

sethostname, setdomainname
sethostname, setdomainname

dir=/etc/pam.d -F perm=wa
dir=/etc/security -F perm=wa

path=/etc/passwd -F auid!=unset -F auid>=
path=/etc/group -F auid!=unset -F auid>=
path=/etc/shadow -F perm=r -F auid!=unset
path=/etc/passwd -F perm=wa
path=/etc/group -F perm=wa
path=/etc/shadow -F perm=wa
path=/etc/gshadow -F perm=wa

path=/etc/nsswitch.conf -F perm=wa

path=/etc/krb -F perm=wa
path=/etc/krb -F perm=wa
path=/etc/krb -F perm=wa

path=/etc/libaudit.conf -F perm=wa
dir=/etc/audit -F perm=wa

path=/etc/fstab -F perm=wa

path=/etc/issue -F perm=wa
path=/etc/issue.net -F perm=wa
path=/etc/hosts -F perm=wa
path=/etc/hostname -F perm=wa
path=/etc/resolv.conf -F perm=wa

path=/etc/login.defs -F perm=wa
path=/etc/securetty -F perm=wa

path=/etc/bashrc -F perm=wa
path=/etc/profile -F perm=wa
path=/etc/profile.d -F perm=wa
path=/etc/skel -F perm=wa

package management
always,exit -F path=/etc/yum.conf -F perm=wa

mail

always,exit -F path=/etc/postfix -F perm=wa
always,exit -F path=/etc/aliases -F perm=wa

ntp

always,exit -F path=/etc/ntp.conf -F perm=wa

syslog

adjtimex, settimeofday, clock_settime
adjtimex, settimeofday,clock_settime

-F perm=r
-F perm=r



-a
-a

##
-a
-a
-a

##
-a
-a

##
-a

H#H#
-a

##
-a
-a

##
-a
-a
-a
-a
-a
-a

#H#
-a
-a
-a
-a
-a
-a

##
-a

##
-a
-a
-a
-a
-a
-a
-a

##
-a
-a
-a
-a

##
-a
-a

#H#
-a
-a

always, exit
always, exit

kernel

always, exit
always, exit
always, exit

logrotate
always, exit
always, exit

-F
-F

-F
-F
-F

-F
-F

path=/etc/rsyslog.conf -F perm=wa
path=/etc/rsyslog.d -F perm=wa

path=/etc/sysctl.conf -F perm=wa
path=/etc/sysctl.d -F perm=wa
path=/etc/modprobe.d -F perm=wa

path=/etc/logrotate.conf -F perm=wa
path=/etc/logrotate.d -F perm=wa

mandatory access control
always,exit -F path=/etc/selinux/config -F perm=wa

ssh
always, exit

1d.so
always, exit
always, exit

sudo

always, exit
always, exit
always, exit
always, exit
always, exit
always, exit

scheduler

always, exit
always, exit
always, exit
always, exit
always, exit
always, exit

boot
always, exit

bin

always, exit
always, exit
always, exit
always, exit
always, exit
always, exit
always, exit

1ib

always, exit
always, exit
always, exit
always, exit

log
always, exit
always, exit

spool
always, exit
always, exit

-F

-F
-F

-F
-F
-F
-F
-F
-F

-F
-F
-F
-F
-F
-F

-F
-F
-F
-F
-F
-F
-F

-F
-F
-F
-F

-F
-F

-F
-F

path=/etc/ssh -F perm=wa

path=/etc/1ld.so.conf -F perm=wa
path=/etc/1ld.so.conf.d -F perm=wa

path=/etc/sudoers.d -F perm=r

path=/etc/sudoers -F perm=r
path=/etc/sudoers.d -F perm=wa
path=/etc/sudoers -F perm=wa

path=/etc/sudo.conf -F perm=wa
path=/etc/sudo-ldap.conf -F perm=wa

path=/etc/cron.
path=/etc/cron.
path=/etc/cron.
path=/etc/cron.
path=/etc/cron.
path=/etc/cron.

allow -F perm=wa
deny -F perm=wa

d -F perm=wa

daily -F perm=wa
hourly -F perm=wa
monthly -F perm=wa

dir=/boot -F perm=wa

dir=/bin -F perm=wa
dir=/usr/bin -F perm=wa
dir=/sbin -F perm=wa
dir=/usr/sbin -F perm=wa
dir=/usr/local/bin -F perm=wa
dir=/usr/local/sbin -F perm=wa
dir=/usr/libexec -F perm=wa

dir=/1ib64 -F perm=wa
dir=/usr/1lib -F perm=wa
dir=/1ib -F perm=wa
dir=/usr/1lib -F perm=wa

dir=/var/log -F perm=r -F euid>=

dir=/var/log -F perm=wa -F auid!=unset

path=/var/spool/cron -F perm=wa
path=/var/spool/anacron -F perm=wa



H#H# www
-a always,exit -F path=/var/www -F perm=wa

## home
-a always,exit -F dir=/home -F perm=r -F auid!=unset
-a always,exit -F dir=/home -F perm=wa -F auid!=unset

## root
-a always,exit -F dir=/root -F perm=r -F auid!=unset
-a always,exit -F dir=/root -F perm=wa -F auid!=unset

## Finalize rules
-e 1

Ecmu y Bac OC Ha 6a3e RPM (Red Hat / CentOS), To B /etc/audit/rules.d/extended.rules momumo ripaBus
BbILlIe, YKa)KUTe C/ieflytolllee COAepP>KUMOe:

-1

--reset-lost

-a always, exclude -F msgtype=CRYPTO_KEY_USER
-a always, exclude -F msgtype=CRYPTO_SESSION
-a always,exclude -F msgtype=NETFILTER_CFG
-a always,exclude -F msgtype=SYSTEM_RUNLEVEL
-a always, exclude -F msgtype=BPF

-e 1

4.2.6.3.3 HacTtpoika nnarnHa syslog gna sanucu noros auditd

B ¢aiin /etc/audit/plugins.d/syslog.conf BHecuTe ciiefyrolire U3MeHeHUs:

[nsa Debian 10, CentOS, Fedora 1 Ubuntu:

This file controls the configuration of the syslog plugin.
It simply takes events and writes them to syslog. The

arguments provided can be the default priority that you

#

#

#

# want the events written with. And optionally, you can give

# a second argument indicating the facility that you want events
# logged to. Valid options are LOG_LOCAL® through 7, LOG_AUTH,

#

LOG_AUTHPRIV, LOG_DAEMON, LOG_SYSLOG, and LOG_USER.

active = yes
direction = out

path = builtin_syslog
type = builtin

args = LOG_LOCALG6

format = string



[ns Debian 11 u BbIie:

This file controls the configuration of the syslog plugin.

It simply takes events and writes them to syslog. The
arguments provided can be the default priority that you

want the events written with. And optionally, you can give

a second argument indicating the facility that you want events

logged to. VvValid options are LOG_LOCALO® through 7, LOG_AUTH,

* O = = H O H OH®

LOG_AUTHPRIV, LOG_DAEMON, LOG_SYSLOG, and LOG_USER.

active = yes

direction = out

path = /sbin/audisp-syslog
type = always

args LOG_LOCALG

format = string

4.2.6.4 Tlepe3anyck cnyxo

[Tocne HacTpoliKy KOoHUrypayu Jirboi c1yK0bl, eé HeoOX0AUMO TIepe3aryCTHTb.

Ecmu B OC ucnonb3yeTrcs cucteMa MHULMaMM3aLuy Upstart, TO BBIIIOJIHUTE KOMaH/AY:

# service <HasBaHMe cnyxob> restart

Ecmu System V, TO BBITIOJIHWTE KOMaHAY:

# /etc/init.d/<HazBaHune cnyxbbl> restart

4.2.6.5 Hactpoiika 6paHgmay3pa

Ecim ucnone3yetcst 6pamMayap, To He0OX0AUMO OTKPbITh TIopT 2671/TCP.
[J151 5TOr0 BBINIOJIHUTE C/IeAYIOLYH0 KOMaH/AY:

e eC/IM UCTIOJIb3yeTcst Cay»k0a firewalld:
# firewall-cmd --permanent --add-port=2671/tcp
e eC/IM UCTIOJIb3yeTcs Cay»K0a iptables:

# iptables -A OUTPUT -p tcp --dport 2661 -j ACCEPT

e ecm B Bameld OC wucnone3yercs SElinux, To 4ToObl NMPOBEPUTH aKTUBEH M OH BBITIOTHUTE
KOMaHAy

# getenforce



Ecnu 6w MosTyueH OTBeT Permissive, TO CIy>k0a OCTaHOB/IE€Ha; ecid Enforcing, To CIy»k0a 3amyIeHa
1 ee He0OXOIMMO HACTPOUTD C/IeIYIOIIUM 00pa3oM:

# semanage port -a -t syslogd_port_t -p tcp 2661
# ausearch -c 'audisp-remote' --raw | audit2allow -M my-audispremote

# semodule -X 300 -i my-audispremote.pp
ITpu HEOOXOAUMOCTH MOXKHO OTK/TFOUUTE CJTY>KOy KOMaH/J0M:
# setenforce 0

4.2.6.6 Bknro4yeHne NCTOYHMKA Ha nnaTtdopme

[Tepeiigute B BeO-uHTepdeic MmIaThopMbl W BBIIOJHUATE AeMCTBUe «BK/IOUeHHe HWCTOUHUKA» [JIs
rcroyHuka Unix/Linux.

4.2.6.7 Mpumep chaiina koHcpurypaumm cnyxosbl syslog-ng

ITpumep datina /etc/syslog-ng/syslog-ng.conf:
@version:
@include "scl.conf"

# Syslog-ng configuration file, compatible with default Debian syslogd
# installation.

# First, set some global options.
#options { chain_hostnames(off); flush_lines(0); use_dns(no); use_fqdn(no);

# dns_cache(no); owner("root"); group("adm"); perm(0640);
# stats_freq(0); bad_hostname("Agconfd$"); mark-freq(0);
#};

options {

flush_lines (0);
time_reopen (10);
log_fifo_size ( );
chain_hostnames (off);
use_dns (no);
dns-cache(no);
use_fqdn (no);
create_dirs (no);
keep_hostname (yes);
stats-freq(0);
mark-freq(0);

};

HtHHHH R HHHHHH AR HHAHS

# Sources

HitH R R HHHHHHHH

# This is the default behavior of sysklogd package

# Logs may come from unix stream, but not from another machine.

#

source s_sys {
system();
internal();

Y

# If you wish to get logs from remote machine you should uncomment
# this and comment the above source line.
#



#source s_net { tcp(ip(127.0.0.1) port(1000)); };

HAHHHH BB HHH AR HHH BB HAH S

# Destinations

HAHHHH BB HHH AR HHH BB HAH S

# First some standard logfile

#

destination d_auth { file("/var/log/auth.log"); };
#destination d_cron { file('"/var/log/cron.log"); };
destination d_daemon { file('"/var/log/daemon.log"); };
destination d_kern { file("/var/log/kern.log"); };
destination d_1lpr { file("/var/log/lpr.log"); };
destination d_mail { file("/var/log/mail.log"); };
destination d_syslog { file('"/var/log/syslog"); };
destination d_user { file("/var/log/user.log"); };
destination d_uucp { file("/var/log/uucp.log"); };

# This files are the log come from the mail subsystem.
#

destination d_mailinfo { file("/var/log/mail.info"); };
destination d_mailwarn { file('"/var/log/mail.warn"); };
destination d_mailerr { file("/var/log/mail.err"); };

# Logging for INN news system

#

#destination d_newscrit { file("/var/log/news/news.crit"); };
#destination d_newserr { file("/var/log/news/news.err"); },;
#destination d_newsnotice { file('"/var/log/news/news.notice"); };

# Some 'catch-all' logfiles.

#

destination d_debug { file("/var/log/debug"); };
destination d_error { file("/var/log/error"); };
destination d_messages { file('"/var/log/messages"); };

# The root's console.
#
destination d_mlal { usertty("*"); };

# Virtual console.
#
destination d_cons { file('"/dev/console"); };

# The named pipe /dev/xconsole is for the nsole' utility. To use it,
# you must invoke nsole' with the -file' option:

#
# $ xconsole -file /dev/xconsole [...]

#

#destination d_xconsole { pipe("/dev/xconsole"); };
# Send the messages to an other host

#

destination d_net { tcp("<IP-agpec areHta cbopa sor-kossiekTopa>" port
log_fifo_size( )): ),

# Debian only
#destination d_ppp { file("/var/log/ppp.log"); };

HtHHHH R HHHHHH AR HHAHS

# Filters

HitH R R HHHHHHHH

# Here's come the filter options. With this rules, we can set which
# message go where.

filter f_dbg { level(debug); };



filter
filter
filter
filter
filter

filter
filter
filter

filter
#filte
filter
filter
#filte
filter
filter
filter
filter

filter
#filte
filter
filter
filter

filter
filter

#filte
filter

f_info { level(info); };

f_notice { level(notice); };
f_warn { level(warn); };

f_err { level(err); };

f_crit { level(crit .. emerg); };

f_debug { level(debug) and not facility(auth, authpriv, news, mail); };
f_error { level(err .. emerg) ; };
f_messages { level(info,notice,warn) and

not facility(auth,authpriv,cron,daemon,mail, news); };

f_audit { program("audit"); 3},
r f_auth { facility(auth, authpriv) and not filter(f_debug) and not
(f_audit); 3%},
f_auth { facility(auth, authpriv); };
r f_cron { facility(cron) and not filter(f_debug); };
f_daemon { facility(daemon) and not filter(f_debug); };
f_kern { facility(kern) and not filter(f_debug); };
f_1lpr { facility(lpr) and not filter(f_debug); };
f_local { facility(local®, locall, local3, local4, locals,
local6, local7) and not filter(f_debug); };
f_mail { facility(mail) and not filter(f_debug); };
r f_news { facility(news) and not filter(f_debug); };
f_syslog3 { not facility(auth, authpriv, mail) and not filter(f_debug); };
f_user { facility(user) and not filter(f_debug); };
f_uucp { facility(uucp) and not filter(f_debug); };

f_cnews { level(notice, err, crit) and facility(news); };

f_cother { level(debug, info, notice, warn) or facility(daemon, mail); };
r f_ppp { facility(local2) and not filter(f_debug); };
f_console { level(warn .. emerg); };

HHBHBHBH IR R

# Log

paths

HHHBHHBHH R R R R

log {
#log {

log
log
log
log
log
log

e T Y e Y e R e Rn T

log

#log
#log
#log

#log
#log
#log
#log
#log

L T e Lo Ve Yo Yacn T e Y Yacn)

#log

log
log
log

log
log

e T e LT e

source(s_sys); filter(f_auth); destination(d_auth); };
source(s_sys); filter(f_cron); destination(d_cron); };
source(s_sys); filter(f_daemon); destination(d_daemon); };
source(s_sys); filter(f_kern); destination(d_kern); };
source(s_sys); filter(f_lpr); destination(d_lpr); };
source(s_sys); filter(f_syslog3); destination(d_syslog); };
source(s_sys); filter(f_user); destination(d_user); };
source(s_sys); filter(f_uucp); destination(d_uucp); };

source(s_sys); filter(f_mail); destination(d_mail); };

source(s_sys); filter(f_mail); filter(f_info); destination(d_mailinfo); };
source(s_sys); filter(f_mail); filter(f_warn); destination(d_mailwarn); };
source(s_sys); filter(f_mail); filter(f_err); destination(d_mailerr); };

source(s_sys); filter(f_news); filter(f_crit); destination(d_newscrit); };
source(s_sys); filter(f_news); filter(f_err); destination(d_newserr); };
source(s_sys); filter(f_news); filter(f_notice); destination(d_newsnotice); };
source(s_sys); filter(f_cnews); destination(d_console_all); };

source(s_sys); filter(f_cother); destination(d_console_all); };

source(s_sys); filter(f_ppp),; destination(d_ppp); };
source(s_sys); filter(f_debug); destination(d_debug); };
source(s_sys); filter(f_error); destination(d_error); };

source(s_sys); filter(f_messages); destination(d_messages); };

source(s_sys); filter(f_console); destination(d_cons); };
source(s_sys); filter(f_crit); destination(d_mlal); };



# All messages send to a remote site

#

log { source(s_sys); filter(f_auth); destination(d_net); };

HH#H

# Include all config files in /etc/syslog-ng/conf.d/

#H#

@include "/etc/syslog-ng/conf.d/*.conf"

4.2.6.8

[TepeueHb peKOMeH/[yeMbIX TlapaMeTPOB KOH(GUTyparvu NiprBe/ieH B Tabmiie:

KnoueBoe
CJI0BO

local_events

write_logs

log_file

log_group

log_format

flush

freq

max_log_file

num_logs

priority_boost

disp_qos

dispatcher

name_format

OnucaHue napameTtpoB chaina auditd.conf

Onucanue

[MapameTp onpeesnisieT, HEOOXOUMO JU CTy>X0Oe coOMpaTh JIOKaNIbHbIe
coObITHS

[TapameTp onpefersieT, HeoOXOAUMO JIK C/Iy’KOe 3arUChIBaTh >KYPHaJIbI

TMonHbeIi MyTh K (aiiny )XypHasa, B KOTOPOM OY/AyT XPaHUTLCS 3alUCH
ayjura

I'pynria, KoTopasi MPUMeHsIeTCsI K pa3pereHysM (aiiia KypHaia

®opmar xypHana. [lapameTrp oruchkiBaeT, Kak MHGOPMaLHs A0/DKHA
XpaHUTbHCS. [lOCTyTIHBIE 3HAUeHUS

- RAW - 3ammchk aygura OyayT XpaHUTBCSI TOUHO Tak, Kak ero OTIIPaBJisieT
0PO;

- NOLOG - 3armich ayAuTa XpaHUThCS He OyieT;

- ENRICHED - 3anuch ayaura Oy/JieT XpaHUThCsI C 0O0raijeHueM:
nobaBuTcs uHdopmanus o uid, gid, cUCTeMHBIX BbI30BaX, apXUTEKTYpe U
aZipece COKeTa Iiepes 3aMiChI0 COObITHS Ha [JUCK.

Koman/ia copoca JJaHHBIX Ha AUCK. [loMyCTUMbIe 3HAUeHUs:

- none

- incremental

- data

- sync

CKOJBbKO 3amucel ciefiyeT 3arucath Tepe/] BeIroiHeHrneM KoMaH/sI flush.
HoctyrHo Tonbko, ecu flush nmeer 3HaueHue incremental

MakcumarbHbii pasmep (aiina xxypHasa, B Merabaitax

KosmuecTBo coxpaHsieMbIX (haiiyioB KypHasia

HEO6XO,E[I/IMOE TOBbIIIIE€HKWE TIpUOPUTETa

[MoBeneHue CTy>KOBI IPU TIOTEPSIX MEXKAY CITY>KOOH U AWCTIETYEPOM.
[JonycTumble 3HaUeHUs

- lossy - 6/10kMpoBaTh CBSI3b;

- lossless - He 6/10KMpPOBaThH CBSI3b

JTo nporpaMma, KoTopast 3armycKaeTcst cy»x00# rpu 3armycke. OHa Oyzet
repe/iaBaTh KOMTHUU BCeX COOBITUM ay/IUTa Ha CTaH/apTHBINA BBOJ, 3TOTO
MIPUJIOKeHUs1. Y beinTeCh, UTO BhI JIOBepsieTe MPUI0KEHUI0, KOTOPOe Bbl
Jo0baBsieTe B 3Ty CTPOKY, MOCKOJILKY OHO 3aITyCKaeTcsi C IpaBaMu root
dopmaT HaMMeHOBaHUs y3/10B (node) KOMITLIOTEPOB, KOTOpbIE
J00aB/ISFOTCS B MOTOK COOBITUH ayauTa. JlomycTiMBle 3HAYeHHS:

- none - B COOBITHE ayiUTa He YKa3bIBAaeTCsI UMl KOMITbIOTEpa;

- hostname - yka3seIBaeTcsi UMsl, BO3BpaljaeMoe 3arpocom gethostname

- fqd - mosHOE JOMeHHOe MMsI KOMIIbIoTepa

Debian /
Ubuntu

yes

yes

/var/log/audi
t/audit.log

adm

ENRICHED

INCREMEN
TAL_ASYN
C

50

lossy

/sbin/audisp
d

NUMERIC

Red Hat /
CentOS

yes

yes

/var/log/audit/
audit.log

adm

RAW

INCREMEN
TAL_ASYN
C

50

rnapaMeTp He
YKa3bIBdeTCA

rnapaMeTp He
YKa3bIBdeTCA

HOSTNAME



KnroueBoe
CJIOBO

max_log_file_

action

space_left

space_left_act
ion

verify_email

action_mail a
cct

admin_space_
left

admin_space_
left_action

disk_full_acti
on

disk_error_act
ion

use_libwrap

tcp_listen_que
ue
tcp_max_per_
addr

tcp_client_ma
x_idle

enable_krb5

krb5_principa
1

Debian /

Onucanue
Ubuntu

- numeric - Toxxe yto u fqd, Ho rpu 3TOM onpegensiercs: [IP-azpec
KOMITbIOTEpa

- user - HaMMeHOBaHUe YUeTHOH 3aIMMCH I0JIb30BaTesIsi KOMITbIOTepa
[ToBeneHue ciysKObl IPU JOCTIDKEHUN MaKCUMaIbHOTO pa3Mepa ¢aiina
JKypHasa. [lonycTumble 3HAYeHUs:

- ignore - HUYero He fJieaTh;

- syslog - BbIjaTh Npefynpek/ieHre B CUCTEMHBIH >KypHaJT;

- suspend - TIPEKPATUTh 3alTUCh;

- rotate - mocjie0BaTeIbHO MEHATh >KyPHaJbl [l 3al1CH;

- keep_logs - aHasmornyen mapamerpy Rotate, 3a UCK/IFOueHrEM TOTO, UTO OH
He WCTI0/b3yeT napaMeTp num_logs. DTo npesoTBpallaeT repe3arich
JKYPHAJIOB ayJuTa

Ko/ruecTBO OCTaBLIMXCS Ha AUCKe MerabailT, Mpu JOCTHXKeHUH KOTOPBIX
ciyxba 6yzer TpeboBaTh BhIMOIHEHME MapameTpa space_left_action, 75
TIOCKOJIBKY B CHICTeMe HauWHAeT 3aKaHUMBAThCsl JICKOBOE IIPOCTPAHCTBO
[MoBeneHue Cy>KObI KOT/Ia B CUCTEME HAYasIo0 3aKaHYMBAThCS JUCKOBOE
MPOCTPAHCTBO. [lonyCcTUMble 3HAYeHMUsI:

- ignore - HAYero He JeyaTh;

- syslog - BbIIaTE MpeyTIpeKeHre B CUCTeMHBIN Ky pHaJT;

- email - oTmpaBUTH MpeAyIIpeXXIeHHe Ha aJjpec 3JIeKTPOHHOM MOYTHI,
yKasaHHbIH B rapameTpe action_mail_acct ¥ B ccTeMHbIH KypHaJ;

- exeC - BBIMIOJIHUThL CKPHIIT;

- suspend - MPeKpaTUThb 3alUCh KYPHA/IOB

- single - mepeBeCTH KOMITBIOTEP B O/JHOTIO/IE30BATE/TBCKHUN PEKUM

- halt - BEIK/TIOUNTE KOMITBIOTED.

ROTATE

SYSLOG

[MoBezeHue cay>XObI /151 TIPOBEPKHU a[jpeca 3/IeKTPOHHOM TIOUThI yes

Apipec 571eKTPOHHOM NOYUTHI UM auac. 3HaueHue 110 YMOTYaHHIO - root root

Ko/muecTBO OCTaBIIMXCS Ha AWCKe MerabaiT, TpH JOCTHKEHUH KOTOPBIX
ciyxba Oyzer TpeboBaTh BhiNoHeHUe napamerpa admin_space_left_action,
TOCKOJIBKY B CCTEMe HauWHAeT KPUTHUECKH He XBaTaTh JAUCKOBOTO
TIPOCTPAHCTBA

[ToBegenue CyKObI, KOT/Ia B CUCTEMe HaUWHAeT KDUTHUECKH He XBaTaTh
[TMCKOBOT'O MPOCTPAHCTBA. [lOMyCTUMbIe 3HAUEHHUS T€ JKe, UTO U [JJIsh
space_left_action

Kaxkoe fieiicTBHe ciefiyeT MpeArnpuHsITh, eC/u C1y»k0a 00Hapy»kuia uTo
[TUCK, Ha KOTOPBIM 3alMChIBAOTCS (haii/ibl )KypPHAJIOB, 3aIT0/IHEeH.
JorycTuMble 3HaUEHHUS Te JKe, uTo U yis space_left_action

Kakue fieficTBUs CieyeT MpeANpUHSTL MPY BO3HUKHOBEHUH OIIHUOKHU MPH
3anmucy COOBITHI ayIUTa Ha AUCK WK U3MEHEeHUH [T0C/IeZl0BaTeIbHOCTH
JKYPHAJIOB.

50

SUSPEND

SUSPEND

SUSPEND

HapaMeTp orpejienseT, cieayeT JId UCIO0JIb30BaTh tCp_wrappers Ajs

es
O6Hapy)KEHI/I$I MOTIBITOK TTOAK/TFIOUYEHNSA C pa3pelieHHbIX KOMITBIOTEPOB y

ITapameTp omnpefesisieT KOJMUYECTBO /A0MyCTUMbIX 0XKHZAFOIHX COeJUHEeHUN
B OUepesu

[MapameTp omnpe/iesisieT KOJMYeCTBO Pa3pellieHHbIX 0JHOBPEMEHHbBIX
TOJK/TFOUeHu ¢ ogHoro IP-azgpeca

ITapameTp ompefiesnisieT KOMAYECTBO CEKYH/I, B TeUeHHe KOTOPBIX JOIMyCTHMO
6e3/elicTBue K/MeHTa (He TIOCTYIAlT AaHHbIE), IPEX/e UeM CIyx0a
MOJIACT XKaJI00y /151 3aKPBITUS HEAKTUBHOTO TIOZK/IFOUeHus1. 3HaueHue 0
OTKJTFOUAET ITPOBEPKY.

[TapameTp ormpefesnsiet, UCIIO/b30BaTh 1 Kerberos 5 s ayTeHTHGUKAMN

no
Y W poBaHUS

OTo npuHIMMIA AJst 3TOro cepeepa. [1o ymomuaHuio ucnons3yetcs auditd.

auditd
YuuTbIBast 3TO 3HAUEHUE 110 YMOJIUAHHUIO, cepBep OyIeT UCKaTh KU C

Red Hat /
CentOS

ROTATE

75

SYSLOG

yes

root

50

SUSPEND

SUSPEND

SUSPEND

yes

rapameTp He
YKa3bIBaeTcst

auditd



KnroueBoe
CJIOBO

transport

distribute_net
work

q_depth

overflow_acti
on

max_restarts
plugin_dir

end_of_event
_timeout

4.3

Onucanue

nMeHeM Buzia Auditd/hostname@EXAMPLE.COM, xpaHsIuiics B
/etc/audit/audit.key, n1s ayreHTU(UKALIMY, Te UMsI XOCTa — 3TO UMSI XOCTa
cepBepa, Bo3Bpaijaemoe DNS

[Tporokon nepefaun gaHHbIX. Eci ycranosneHo 3naueHvie TCP, OyayT
WCTI0/b30BaThCs To/EKO TCP-coeariHeHNs B BUZle OTKPBITOrO TeKcTa. Ecau
ycTaHoB/ieHO 3HaueHre KRB5, st ayreHTHOMKALUK U lndpoBaHus OyeT
rcnonb3oBaThcs Kerberos 5

[TapameTp omnpe/esnsieT, UCIOIb3YeTCs JIM Pacrpe/je/ieHHast CeTb

[MTapameTp omnpe/iesisieT, HACKOJIbKO OO/BIION J0/MKHA ObITE BHYTPEHHSIS
ouepe b COOBITHH ayuTa

[MTapameTp omnpeJiessieT, KaKOe JelCTBUS HY>KHO MPeATPUHSTD Cy>K0e pr
TepernoiHeHNY BHyTpeHHel ouepesid. [JomycTUMble 3HAUEHUs Te >Ke, UTO U
nist space_left_action

[MTapameTp ompeJiesseT, CKOJILKO pa3 Cy>k06a MOXKET MOMbITaThCS
repe3anyCTUTh BBILEAINN U3 CTPOS T/IarMH

HapaMeTp onpezaesseT MyTb, 110 KOTOPOMY yCTAdHOBJIEHBI T1/Iar'MHbBI.

[TapameTp ompe/iesisieT KOJMYeCTBO CEKYH[, UCITO/b3yeMoe

616/ IMOTeUHBIMY TTPOLIeAyPaMHU T0/Ib30BaTe/TLCKOT0 IPOCTPAHCTBA
auparse() u yrunutamu aureport(8), ausearch(8) /st Toro, uToObI CUUTATH
COOBITHE 3aBepIIeHHBIM TTPY aHATH3e MMOTOKA >KypHasia COOBITHIA.

PeweHusa Network Security

Debian /
Ubuntu

rapameTp He
YKa3bIBaeTCS

no

rapameTp He
YKa3bIBaeTCS

rapaMeTp He
YKa3bIBaeTCs

rnapaMeTp He
YKa3bIBdA€TCA

rnapaMeTp He
YKa3bIBA€TCA

rnapaMeTp He
YKa3bIBA€TCA

Red Hat /
CentOS

tcp

no

1200

SYSLOG

10

/etc/audit/plug
ins.d

[lpu pabore mo mogkmoueHuto pemeHudd Network Security B KauecTBe MCTOYHMKA COOBITHIA
B IInardopmy Pasap BaM MoKeT NpUroguThCs CleAyroLas CripaBovyHast MH(OpMaLys:

o  «/ICTOUYHUKM»;

e «HacTtpolika J1I0r-Ko/IIeKTopa».

4.3.1

Checkpoint Firewall (NGFW)

XapakTtepucTyuku uctounuka B Ilnargopme Papap:

XapakTepuCcTHKa

HasBanue

Howmep (ITopT)

3HaueHue

Checkpoint-Firewall

2511

Benpop Checkpoint-Firewall
Tun Log-Exporter
IIpoduns cbopa «Moayb tcp_input»

HHH HaCTpOﬁKI/I HNCTOYHMKA BBITTOJ/IHUTE C/IeAyrolne IAEI‘/JICTBI/ISII

1. TMogkmrouuTech K KoHcomu Checkpoint Firewall.

2. TlepekatounTech B peXXUM expert:



> expert

3. Co3paiiTe KOHQUrypaLMiO OTIIPABKU >KypPHaJIOB:

# cp_log_export add name <uma KoHourypaumm> target-server <ip-agpec areHTa
cbopa nor-konnektopa> target-port <nopT, yKasaHHbii ¢ npodune cbopa> protocol
tcp format <dpopmaTt cobbiTuin syslog | cef>

4. 3arnycTuTte CO3ZlaHHYIO KOH(MUTypalUio:

# cp_log_export restart name <umsa KOHOUrypauuu>r

5. Ecmm B KoHburyparuu Obiia fomnyliijeHa oumbka, ToO U3MeHUTe ee:

# cp_log_export set name <uma KoHourypauumn> [napameTpbl 3HAYEHUSA]

6. Ilepefinute B BeO-uHTepdetic M1aThOpMbl U BBITIOJHUTE AeHCTBUE « BK/IIOUeHHe UCTOUHUKA» [IJIst
rcrounrka Checkpoint-Firewall.

4.3.2 Checkpoint Firewall (opsec)

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTuka 3HaueHUe

Ha3zBanue Checkpoint-Firewall-opsec
Howmep (ITopT) 2510

Benpop Checkpoint-Firewall

Tun opsec

IIpoduns c6opa «Mopyib opsec_lea input»

Buaumanue! /[1s Hacmpoliku cepeepa CheckPoint Heobxodum kauenm SmartConsole.

Buaumanme! /[11 npuema cobbimuii om ucmouruka Checkpoint-Firewall-OPSEC ucnosnb3yemcsi mo/bKo
azeHm cbopa noz-koanekmopa oas OC Linux.

Hactpoiika ucTouyHrKa BK/IFOYaeT B cebsi cefiytoliiye 1aru:
1. TloaroroBka o6bekToB B cucteme "CheckPoint".
2. Hacrpotika cepepa "CheckPoint".
3. BxsroueHMe UCTOYHMKA B IJIaTQOPMe.

IIar 1. IToaroroBka 06bexkToB B cucteMe CheckPoint

1. Boiingure B Beb-unTepdeiic cucremsl Checkpoint Firewall n otkpoiite okHo "Object Explorer"
(cm. «Puc. 156»).



x

ckPoint
SmartConsole

sala0

Q O All Time ~ | Log File: Latest Log File | Enter search query (Ctri+F) — e # New.., v

Found 120 results (1.1 sec.) Object Categories
& Network Objects

Taday, 14:55:16 &3 checkpoint-t.. 172.30.250.1 checkpoint-test... redirect (ICMF) redirect Traff... 4 Services

Today, 14:55:16 3 checkpoint-t., 172.30.250.1 checkpaint-test.. redirect (ICMP) redirect Traff.. =8 Applications/Categories

Today, 14:55:16 &3 checkpoint-t.. 17230.250.1 checkpoint-test... redirect (ICMP) redirect Traff.

2 VPN Communities

~ Today, 14:55:16 checkpoint-t... 172.30.250.1 checkpoint-test... redirect (ICMP) redirect Traff. 4o Data Fpes

Today, 14:55:16 & checkpointt. 172.30.250.1 checkpoint-test... redirect (ICMF] redirect Traf...
A2t Users

© Time Objects

8 UserCheck Interactions

@ Limit

Lo
MONTOR - SR &2 checkpoint.t.. 172.30.250.1 checkpoint-test... redirect (ICMF) redirect Traff.

Today, 14:55:16 &3 checkpoint-t., 17230.250.1 checkpoint-test.. redirect (ICMP) redirect Traff..
Today, 14:55:16 B3 checkpointt.. 172.30.250.1 checkpoint-test... redirect (ICMP) redirect Traff.

Today, 14:55:16 &3 checkpointt.. 17230.250.1 checkpoint-test... redirect (ICMP) redirect Traff,

Today, 14:52:32 O » &3 checkpoint-t..

Puc. 156 — ITepexoj B "Object Explorer”

2. B okuze "Object Explorer" nHaxmure kHomKy New u u3 Kateropun "Network Object" BbiOepuTe
nyHKT Host.... (cM. «Puc. 157»).

* All - # New...~ 12 adtions +  Q, Search...
Network...
[ Namd T Modifier Last Mod
= Categories Host...
PB #| System 20,01.2020 10:40
* & Network Objects (17) . Network Group...
0 System 20.01.2020 10:40
v %S 494 |
0 SEEEsE) FTIRT: [ I G " Gateways and SENVers » 2020 10:40
8 Anplications/ 7
D 2 Applications/Categories (7508) 8 Service » Network... —
= VPN Communities (2) - Custom Application/Site » Hast.., 2020 10:40
v o Data Types (62) LRt loT Discovery Service.., Group v 12020 10:40
v 4R Users (1) " VPN Community ' Address Range v 202010:40
v || © Time Objects (3) 7 Data ype ’ Dynamic Objects » |, 2020 10:40
. . User v w
v S UserCheck Interactions (13) 1 Wildcard Object... 2020 10:40
Server »
@ Limit 4) 1 Security Zone... 2020 10:40
1 Resource ' LSV Profile... 2020 10:40
-
2l me ' More »1.202010:40
Gt 1z UserCheck ' System 20.01.2020 10:40
- LSM Profil
[T rotie ' Systzm 20.01.2020 10:40
Limit...
FEH im System 20.01,2020 10:40
1 12seconds System 20.01.2020 10:40
X 1337x.0rg System 20.01.2020 10:40
& 6002 System 20.01.2020 10:40
B 1anai System 20.01.2020 10:40
¥ 1ClickWebSlideShow System 20.01.2020 10:40
8288 items
Close

Puc. 157 — Oxno "Object Explorer". Bei3oB okHa "New Host"

3. Otkpoetcs okHO "New Host" (cMm. «Puc. 158»).

; . pgr-agent
Enter Object Comment
"
General Machine
. % |17
Network Management IPvd address: #* [172.30.250.132 Resolve from name
.
NAT IPv6 address:
Advanced
Servers
Groups # Add Tag
OK Cancel

Puc. 158 — Okuo "New Host"



4. B okne "New Host" BbInosHUTE C/iegyrOLUe 1eUCTBUS:
e YKa)kuTe HAaUMEHOBaHUe X0CTa, HarpuMmep "pgr-agent";
o B osie IPv4 address ykaxure [P-azpec areHta cbopa JIor-KoJIIeEKTOPa;

o HaxwmuTe KHOTNKY OK. Xoct nosiButcs B okHe "Object Panel" B pa3zene Network Objects
— Hosts.

5. B okae "Object Explorer" Hakmute KHONKY New u u3 Kateropuu "Server" Bbibepute OPSEC
Application — Application (cM. «Puc. 159»).

Object Explorer

* All- # New..~ I3 Actions » Q@ Search..
= Network.. Tags  Modifier Last Modified
* Categories Host...
R 2 Network OhJE(tS I PB & Nebwork Graup. System 20.01.2020 10:40
" L System 20.01.2020 10:40
et F IRl Network Object ' System 20.01.2020 10:40
v || 38 Applications/Categories (7508) & i Service . cpstem 20012020 1020
# VPN Communities (2) = Custom Application/Site » system 20.01.2020 10:40
' | 4o Data Types (82) F IRl IoT Discovery Service.. System 20.01.2020 10:40
vk Users (1) 1 VPN Communiy ' System 20.01.2020 10:40
+ | © Time Objects (3) " DataType 4 System 20012020 10:40
+ [ & UserCheck Interactions (13) " User ' System 20.01.2020 10:40
@ Limit (1) 7 server ' Data Center * 012020 10:40
" Resouree 4 OPSEC Application Application..
2 Time 4 Identity Provider.. VP Group..
[T UserCheck ' LDAP Account Unit.. UFP Group...
& LSM Profile f \ore R o Group.,
FIRH Hmit... System 20.01.2020 10:40
o 12seconds System 20012020 10:40
¥ 133700rg System 20.01.2020 10:40
I 6002 System 20.01.2020 10:40
M tanat System 20012020 10:40
# 1ClickWebSlideShow System 20.01.2020 10:40
8888 items
Close

Puc. 159 — OkHo "Object Explorer". Bri3oB okna "OPSEC Application"

6. Otkpoetcsi okHO"OPSEC Application Properties” (cm. «Puc. 160»).

OPSEC Application Properties - pgr-log-collector ? *

General LEA Pemissions

Name: |DQHC| |

Comment: |

Color: |. Black V|

Host: |E_ pgr-agent v| MNew...

Application properties

Vendor: User defined b
Product: Wersion:
Activate...
Server Entities Client Entities

CJcve CJELA
CJure

CIAMON O5AM

Description: Log Export API

Secure Internal Communication

|Communication...| DN: |

OK Cmveta

Puc. 160 — Oxkno "OPSEC Application Properties"



7. B OKHe BBITIOJIHUTE C/IeAYIOIIUEe TeUCTBUS:
o B 1ojie Name yKaxuTe Ha3BaHUe CBOWCTBA, Haripumep "pgr-Ic";
o B mosie Host 13 BhIMazarolero CrivMcka BoibepuTe 3HaueHue "pgr-agent”;
e B T1abmuie Client Entities ycranoBure dmar "LEA";

e HaxmuTe Ha  KHOnKy Communication. Ortkpoercs okHO "Communication"
(cm. «Puc. 161»).

Communication >

The onedime password that you specify must also be used in the module
configuration.

COnedime password: | T |

Confim onetime password: |uu"n| |

Trust state: |Unin'rtialized |

Close

Puc. 161 — Oxuo "Communication"

e BBINOJIHWATE B OKHE CJIelyIOLue 1eHCTBUS:
e  YKa&XuTe U MOATBEepAUTe Napo/ib B COOTBETCTBYIOLMX MOJISIX;
e HaxMmuTe KHOTKY Initialize.
o HaxmuTe KHOTNKY OK u 3akpoiite okHo "OPSEC Application Properties".

8. OrTkpoliTe Ha pefakTHpPOBaHWe CO3JaHHOe paHee CBOUMCTBO pgr-lc (cM. «Puc. 162») s
kKonrpoBanus 1osist DN, Tak Kak OHO OyZieT MCIT0/Ib30BaThCsl TIPU HAaCTPOMKe Tipoduist cbopa.



OPSEC Application Properties - pgr-lc ? hd

General  |EA Permissions

Name: |I39F‘|C |

Comment: |

Calor: | B Black ~ |

Host: |_I;I_ par-agent v| New...

Application properties

Vendor: User defined ~
Product: Version:
Activate...
Server Entities Client Ertities
[Jcwe [JELA
[JurpP LEA
[CJAMON [C]5AM
CJcPmi
CJomi
CJuas

Secure Intemal Communication

Communication... DN:| N=pgric O=checkpointiest. oxcyyd |

Omrera

Puc. 162 — Oxno "OPSEC Application Properties". ITosie "DN" moc/ie HHUI[AA/IM3aLH
Haripumep:
CN=pgr-1c, O0=checkpoint-test..oxcyy9

9. Ony6muKyliTe BHeCeHHble U3MeHeHUsT HakaB KHOMKY Publish (cm. «Puc. 163»).

1 Discard | Session - @7 Publin

B saipts » [ Adions ~ {5 Monitor

Status Name Version Active Blades Hardware CPU Usage Recommer ded Updates Recommended Jumbo

L) B checkpoint-test 17230.250.131 R80.40 = B Openserver @ 2% 10updates Qailable Check_Point_R80_40_JUMBO_HF_Bundle T211_

suonepijep

Puc. 163 — Be6-unrepdeiic cucrems " Checkpoint Firewall". Kuonka "Publish”

ITar 2. Hactpoiika cepBepa "CheckPoint"

IIpu Hactpoiike mpodusis cbopa (cMm. pasgen «Mopaynb opsec lea input») nmotpebyercs ykKasaTb
3HaueHue DN cepsepa "CheckPoint".

Ero moxuHo mnonyuutb, nepeiifs no nytd C:\Program Files (x86)\CheckPoint \SmartConsole\
R80.40\PROGRAM u 3anyctuB npuwioxeHue GuiDBedit.exe.

Hanee nepetinute B BeTKy Table — Network Objects — network_objects u Bribepute B cTosibie Object
Name ums cepsepa "CheckPoint".



Otkpoercss Tabsmura obbekta. B cronbie Field Name HaiijuTe CTpPOKy Sic_name ¥ CKOMHpYHTe
3HaueHue u3 ctosbia Value (cM. «Puc. 164»).

@1 172.30.250.131 - Check Point Database Tool *
File View Objects Fields Search Queries Help
L
Tables Queriss Object Name Class Name Last Modify Time o
= Table ~ | | Bipgr-agent host_plain Tue Jul 09 15:43:43 2024
Administraters :he:kpomt-te;t gateway_ckp Thu Jul 04 11:40:50 2024
Anti-Malware AI\_DHCva_RE\ay_Agents_and_Ser..‘ multicast_address_range Meon Jan 20 09:39:54 2020
Desktop [E)AlLDHCPVE_ Servers multicast_address_range Mon Jan 20 09:39:55 2020
B Device Management [B)1Pv6_Link_Local_Hosts network Mon Jan 20 09:39:55 2020
Endpoint B DMZNet dynamic_object Men Jan 20 02:38:44 2020
~[E Global Properties [EInternalhet dynamic_object Men Jan 20 02:38:44 2020
Large Scale Manager [EyExtenalZone security_zone Mon Jan 20 09:38:44 2020
Managed Objects [EDMZZone security_zone Men Jan 20 09:39:44 2020
Network Objects [@LocalMachine dynamic_object Mon Jan 20 02:38:44 2020
network_objects [ LocalMachine All_interfaces dynamic_object Mon Jan 20 08:38:44 2020
sofaware_gw_types [ECPOShield dynamic_object Mon Jan 20 09:39%:44 2020
vs.slot_objects @ AuwiliaryNet dynamic_object Mon Jan 20 (2:39:44 2020
gf::rc \ntemaIZune security_zone Mon Jan 20 08:39:44 2020
’E‘ Policies © W\re\essZonE security_zone Mon Jan 20 09:39:44 2020 .
Field Name Type Value Valid Values Default Value Field description &
sam_purge_file_start_size unumber 100 O~uint_max 100 SAM File Size To Purge
sc_portal boolean false Management Portal
scrubbing_blade string not-installed {installed, not-installed} not-installed Threat Extraction
=d_reject_on_cluster fo boolean false Define the IPS connections during fail over ..
security_blades _topology made string topolagy table {routing_tables topolagy table} topolagy_table security_blades topalogy_mode
send_to_checkpoint boolean true true @5hare anonymous attack information wit...
series_type string 3_Blades_Basic {3_Blades_Basic,6_Blades_XTM,6_Blades_Po... 3_Blades_Basic Network Security Blades
session_interval unumber 10800 120~4000000000 10800 @The duration of a session
sic_identifier owned object gw_sic_identifier gw_sic_identifier sic_identifier
id_type string ip_addr {gw_name,serial_num lab,ip_addr} ip_addr id_type
id_value string id_value
icname ______________Jsting | en=cp mgmto=checkpointct | |SCNeme_______ |
slim_fw_hardware_type string @Embedded Security Gateway Hardware
Puc. 164 — ITonyuenue "DN" cepBepa "CheckPoint"
JT0 3HaueHue U siBsiercst DN cepBepa, Hanpumep:
ch=cp_mgmt, o=checkpoint-test..oxcyy9
v
BrinonHuTte HACTPOMUKY IOAK/TIOUEHH A, MEXKCETEBOI'O SdKPAHUPOBAHUA U J)KYPHA/IMPOBAHUSA:
v v v
1. Tlogkmountecb 1o SSH K cepBepy, TmepeliguTe B peXuUM expert U OTKpouTe aiin

$FWDIR/conf/fwopsec.conf Ha pefakKTUPOBaHUe:
> expert

# vi $FWDIR/conf/fwopsec.conf

YkaxuTe B (paiisie cyiefyrolyie HaCTPOUKU:
lea_server port 0

lea server auth_port 18184

lea server auth_type sslca

CoxpaHuTe U3MeHEeHUs 1 Tiepe3arnyCTUTe CepBUC:

# cpstop
# cpstart
Co3paiiTe mMpaBWIa MEXCETEBOTO SKPaHUPOBaHWs, pa3pelnaroiiyde TpadhuK 10 [OpTaM

TCP/18184 1 TCP/18210. ITo nmopty TCP/18210 npoucxo Ut nosiyueHue ceptrduKara c ceppepa
CheckPoint arenTom cb6opa sor-komnekropa. Ilo mopry TCP/18184 6yzner uatu tpadhduk B
HarpaBJieHHH OT areHTa cbopa or-kosutekropa K cepepy CheckPoint. ITociie HacTpo¥KH TpaBUI
HaxxmuTe KHOTKy Install Policy (cm. «Puc. 165»).



Standard

“
==X = Install Policy [ Actions = Y
- Access Control

L] Policy No. Name Source Destination VPN Services & Applications  Action Track Install On

1 send_logs2 EF checkpoint-test M pgragent * Any “ FW1_lea @ Accept B Log EH checkpoint-test
“ Fwi_ufp

6 NAT
- Threat Prevention
2 send_logs = pgragent €8 checkpoint-test * Any 4 FW1lea D aceept B oo CH checkpoint-test
N Pelicy “ FWl_ica_pull

i@ Exceptions 4 FWi_ufp

Puc. 165 — INosryuenne "DN" cepBepa "CheckPoint"

5. OTKpoiiTe MMONMTHKY Ha peflakTUpoBaHue U B ctosibie Track ycranoBure 3Hauenue "Log".
IIIar 3. Bk/iouyeHre HCTOYHHMKA B IyiaTgopme

HOnst ycranoBnenusi coequHennss SIC Mexxay areHTom cbopa mor-kosinekropa v cepepoM CheckPoint
HeoOX0/IMMO CKOTUpOBaTh cepTU(dUKaT paHee co3faHHOro obwvekta mpunoxeHuss OPSEC pgr-lc ¢
cepBepa Mpy MOMOIIM yTUINTEI opsec-tools Ay OC Linux.

YTunuTy HeoOX0/IMMO YCTaHOBUTH Ha Y3eJl, T/le PaciioyioykeH areHT cbopa JIor-KoJieKTopa.
[TonyuuTh YTUMUTY MOXHO TIO CCHUIKE.
[Tocsie yCTaHOBKY YTHINTHI BHITIOJIHUTE CJIeYIOIINE 1eHCTBUS:

1. Wmnoptupyiite cepTU(UKAT:

# ./opsec_pull cert -h <IP-agpec cepBepa> -n <Ha3BaHue npunoxeHnsas OPSEC> -p
<Maposnb pna BXxopa B npusioxeHue OPSEC>

2. Ceptudukat opsec.pl2 MOSIBUTCS B TeKYLel AUPEKTOPUH.

Buumanue! [Ipu nonbimke 8bINOAHUMb KOMAHOY MOXMcem 603HUKHYymb owubka -bash:
opsec_pull_cert: command not found uau -bash: ./opsec_pull_cert: No such file or directory.
OOHUM U3 803MOXMCHDBIX pewleHull, Modxcem bbimb, ycmaHoeka Heoocmarowjux bubauomex: # dpkg -
-add-architecture i386 # apt-get update # apt-get install libstdc++6:i386 libgccl:i386 libc6-i386
libpam-modules:i386

3. Tlepetigute B BeO-uHTepdelic maaThopMbl U BBITIOTHUTE JeiCTBHE «BK/IIOUeHNe UCTOUHUKA» [IJIst
ncrounuka Checkpoint-Firewall-opsec.

4.3.3 Cisco ASA

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapaKkTepucTuka 3HaueHUe
Ha3panue Cisco-ASA
Howmep (ITopT) 2520
Benpmop Cisco

Tun ASA

Ipoguns cbopa «Moaynb udp_input»



https://support.checkpoint.com/results/sk/sk63026

Baumanue! Bce komaHObl no Hacmpolike UCMOYHUKA —6bINOAHSIOMCS 6 pexcumMe 2100a/1bHOL
KOH(ueypayuu. /[na smoeo nepelidume 8 npusuie2upo8aHHblll pedxcum: eeedume enable u napoab
aomuHucmpamopda. B KoHconbHOU cmpoke 3HAK > psioOM C UMEHeM XOocmad CMeHUmcsi Ha #. 3amem
gsedume KomaHoy #configure terminal. B KOHCO/bHOU cMpOKe 3HAK # psI0OM C UMeHeM XOCmda CMeHUmcs
Ha (config)#.

17151 HACTPOMKU MCTOUHUMKA BBITIOJTHUTE C/IeIyIOLIUe NeCTBUS:

1. TlogkmouuTech K KOHCOMM YCTPOMCTBA U TIePeHIUTe B PEXXUM I'7100a/IbHOM KOH(PUTypariu.

2. Bk/roumnTe )XypHa/TMPOBaHHUe U SKCIIOPT COOBITHI C YCTPOWCTBA:

(config)# logging enable

(config)# logging host <uma uHTepdeica> <IP-agpec areHTa cbopa for-kKosnekTopa>
(config)# logging trap <ypoBeHb foOrupoBaHuMA> (ykKasaTb OAWH W3 YPOBHEN BaXHOCTU
cobbiTuin: alerts, critical, debugging, emergencies, errors, informational,
notifications, warnings)

(config)# logging console <ypoBeHb /0rupoBaHuUA> (ykKasaTb OAWH W3 YPOBHEW
BaXHOCTW cobbiTuin: alerts, critical, debugging, emergencies, errors,
informational, notifications, warnings)

(config)# logging asdm <ypoBeHb forvpoBaHuMA> (ykKasaTb OAWH W3 YPOBHEN BaXHOCTU
cobbiTuii: alerts, critical, debugging, emergencies, errors, informational,
notifications, warnings)

(config)# logging device-id ipaddress <id ycTpoicTBa>

(config)# logging timestamp

3. Tlepeiigute B BeO-uHTepdeiic 1aTdOpPMbI U BBITOJHUATE JeHCTBHe « BKIFOUeHre NCTOUHUKA» ISt
ncrouHrka Cisco-ASA.
4.3.4 Fortinet FortiAnalyzer
XapakTtepucTuku uctouHuka B Ilnargopme Papap:
XapakTepucTHKa 3HaueHue
Ha3Banue Fortinet-Fortianalyzer
Howmep (TTopT) 2572
Bengop Fortinet
Tun Analyzer
Ipoduns c6opa «Moayab udp input»

[1711 HaCTPOMKY MCTOUHKMKA BBITIOJIHUTE CIe[yIoLe 1eliCTBUS:

1. BoiiguTte B BeO-uHTepdelic CUCTeMBI 0] YUeTHOM 3aMMChi0 C TIpaBaMH aJMUHUCTPATOPA.

2. Tlepeiigute B pa3zen Advanced — Syslog Server (cm. «Puc. 166»).



€3 Dashboard + Create New [# Edit T Delete [ Test 4% Column Settings ~

@ Logging Topology O 4 Name IP or FQDN: Port

& All ADOMs O Pangeo_syslog_to_ 2« 18:2572
 Storage Info

< Network

& HA

& Admin ]
[B Certificates b
& Log Forwarding
[ Fetcher Management
i Event Log
[3 Task Monitor
K Advanced v
SNMP
Mail Server
Meta Fields
Device Log Settings

File Management

Advanced Settings

Puc. 166 — System Setting. Syslog Server

3. Haxwure kHomky Create New. OTkpoercss okHO "Create New Server Setting" (BHeILIHUN BUJ
okHa aHasioruueH okHy "Edit Syslog Server Setting" cm. «Puc. 167»).

Edit Syslog Server Settings

Name Pangeo_syslog_to
IP address (or FQDN]) (¢ 18
Syslog Server Port 2572

Puc. 167 — Okno "Edit Syslog Server Setting"

4. B OTKpBIBIIEMCS OKHE YKa)KUTe C/ie/lytoIlie HaCTPONKU:
e B 1osie Name yKakuTe Ha3BaHHe CepBepa;
o B osie IP-address (or FQDN) ykaxure IP-asipec areHta cbopa Jior-KoJ/uieKTopa;

o B miosie Syslog Server Port ykaxuTte TOpT, 10 KOTOPOMY areHT COOpa JIOr-KOJUIeKTopa
Oyzmer mpuHUMaTh COOBbITHSA. JlO/DKEH COBMA/laTh CO 3HaUeHHEM, YKa3aHHBIM B HaCTPOMKAX
COOTBeTCTBYHOLL[Ero rnpoguss coopa;

e HaxmuTe KHONKY OK.

5. [Ilepeiinure B pa3zgen Log Forwarding v HaxxmuTte KHOTIKy Create New. OtkpoeTcst okHO "Create
New Log Forwarding" (cm. «Puc. 168»).



Create New Log Forwarding

Name Forward to Pangeo

&l
Server Type FortiAnalyzer (® Syslog Commeon Event Format(CEF)

Server IP - = —

Server Port 2572

Reliable Connection OF

Log Forwarding Filters

Device Filters All FortiGates By

All FortiAnalyzers &
All FortiWebs L
All FortiSandboxes i}

Select Device 4
Log Filters OFF

Enable Exclusions OFF
Puc. 168 — Okno "Create New Log Forwarding"

6. B OTKpBIBIIEMCSI OKHE YKa)KUTe C/Ie[yHollle HaCTPOUKHU:
e B nose Name ykaxuTe HauMeHOBaHHe HaCTPOUKUY;
e B IoJIe Status yCTaHOBUTE Mepek/iroyaresib B ronoxeHue ON;

e« B mnone Remote Server Type BoiOepute TUIl (opMaTa OTIPAB/ISEMBIX >KypHA/IOB
(pekomenayeMoe 3HaueHue: "Syslog");

e B one Server IP ykaxute IP-aapec areHra cbopa /0r-KoJiiekTopa;

e B mosie Server Port ykaxuTe TOpPT, TI0 KOTOPOMY areHT cOopa Jjor-KoJ/uieKtopa Oyner
npuHUMaTh CoObITHS. [lO/DKeH COBMajaTh CO 3HAYeHWeM, yKa3aHHbIM B HAaCTPOMKax
COOTBETCTBYHOILI[Ero Mpodust coopa;

o B 0Osioke Device Filters g06aBbTe ycTpOICTBa, C KOTOPBIX OyyT TepechiiaTbCsl COOBITHS;
e HaxmuTe KHOIKY OK.

7. Tlepefizute B BeO-uHTepdetic 1aThopMbl U BBITIOJHUTE JeHCTBUE « BK/IIOUeHHe UCTOUHHUKA» [IIst
rncroyHuka Fortinet-Fortianalyzer.

4.3.5 Fortinet FortiSandbox

XapakTtepucTyuku uctouHuka B Ilnargopme Papap:

XapakTepucTHKa 3HaueHue
HasBanue Fortinet-Fortisandbox
Howmep (ITopT) 2574

Bengop Fortinet



XapakTepucTHKa 3HaueHue
Tun Sandbox

Ipoduns cbopa «Mogayae udp_input»

st HACTPOWKM UCTOYHKMKA BBITIO/THUTE C/Ie[IyIOLUe NeUCTBUS:

1. Boiigute B BeO-uHTepdeiic cucremsbl FortiSandbox rmos yueTHOW 3amuchio € TIpaBaMu
aZIMUHUCTpATOpa.

2. Ilepenpure B pa3zgen Log&Report — Log Servers (cm. «Puc. 169»).

€2 Fortisandbox 1000F 2 LogServers ReglarMode >_  Bv (D

What are you looking for Q + CreateNew =

@ Dashboard

L Name Server Type Server Address Port Statu
FortiView ossIM Syslog UDP 10. 223 514 Enabl

& Network Pangeo_SIEM Syslog UDP 0. 208 516 Enabl

& System

@ Virtual Machine
B Scan Policy
M ScanInput
B File Detection

@ Network Alerts

v v v v v v v

% URL Detection
|l Log & Report S

All Events

System Events

VM Events

Job Events

Notification Events

Local Log

Diagnostic Logs

Summary Report

Report Center

Puc. 169 — FortiSandbox. Pa3pgen "Hacrpoiika )xypHa/ioB"

3. Haxwure kHonKy Create New 1 B OTKphbIBLIeMCsSI OKHe (cM. «Puc. 170») ykaxkuTte ciefyroiue
HaCTPOMKU:

Edit Remote Log Server

Name: | ) SIE

Type: | Syslog UDP A
Log Server Address: E) 08

Port: | 516

Status: @ Enable O Disable

Alert Logs
[ Include Jobs with Clean Rating
Critical Logs
Error Logs
Warning Logs
Information Logs

Debug Logs

Puc. 170 — Oxno "Edit Remote Log Server"



B rosie Name ykaxuTe HauMeHOBaHUe CepBepa;
B 110/1e Type BbIOepHTe MTPOTOKO/ B3aUMO/IeHCTBUSI U (hopMaT OTIIPABKU COOBITHI;
B 1iosie Log Server Address ykaxute [P-agpec areHTa cO0pa JI0r-KOJIJIEKTOPA;

B 1iosie Port yka>kuTe 1opT, 110 KOTOPOMY areHT cbopa jior-kosieKtopa OyeT pUHAMAaTh
cobbiTus.  [lo/pkeH — COBMajaTh CO  3HAueHWeM, yKa3aHHBIM B HACTpOMKax
COOTBETCTBYHOLI[Ero rpoduss coopa;

B 11oJ1e Status BbiOeprTe 3HaueHue Enable;
BbIOEpUTE YPOBHU JIOTUPOBAHUSI, YCTAHOBHUB COOTBETCTBYIOLHUE (h/iary;

HakmuTe KHOIKy OK.

4. Tlepeligute B BeO-uHTEpdeC M1aT(HOPMbI M BBITIOJTHUTE [eHCTBUE « BKIFOUeHHe UCTOUHUKA» /IS
ucroyHvka Fortinet-Fortisandbox.

4.3.6

Fortinet FortiWeb

XapakTepucTuku uctouHuka B Ilnardopme Pagap:

XapakTepucTuka 3HaueHUe

HasBanue

Howmep (ITopT)

Bennop

Tun

ITpodwis cbopa

Fortinet-Fortisandbox

2574

Fortinet

Sandbox

«Mopayib udp_input»

,Z[J'IH HaCTpOﬁKH NCTOYHHMKA BBITTO/JIHUTE C/IeAyroline AEI;’ICTBHH:

1.

Boiinure B Beb-uHTepdeiic cucremsl Fortiweb u mepeiisute B pa3zznen Log&Report — Log
Policy —» SIEM Policy.

Haxmute kHOMKy Create New.

[Tpu co3aHUU TTOUTHUKU YKaXKUTe Cie/lyIole HaCTPOMKHU:

B 1ios1e Policy Type BriOepuTe 3HaueHne ArcsSight CEF;
B 1iosie IP Address(IPv4) ykaxkute IP-afipec areHTa cOopa JI0r-KO/IJIEKTOPA;

B nosie Port ykakurte TopT, 110 KOTOPOMY areHT cbopa Jsior-KosuieKTopa Oy/ieT mpuHUMaTh
cobbrTusi.  [lo/pkeH — COBMajaTth CO  3HAYeHWEM, YKasaHHbBIM B HACTpPOMKax
COOTBeTCTBYHOLL[Ero rnpoguss coopa;

HakxmuTe KHOIKy OK.

4. Tlepetigute B BeO-uHTepdetic 11aTGopMbl U BBIMOTHUTE [eHCTBHE «BK/IOUueHre UCTOUHUKa» /ISt
ncrounvka Fortinet-Fortiweb-WAF.



4.3.7 HAProxy

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTUKa 3HaueHue

Ha3sanue HAProxy

Howmep (TTopT) 3020

Bennop HAProxy

Tun Proxy

[Ipodums c6opa «Moayb tcp_input»

151 HaCTPONKU MCTOUHWKA BBITIOJTHUTE CIeIyIOIIe JeHCTBUS:
1. Ortkpoiite daiin /etc/haproxy/haproxy.cfg U BbIIOJHUTE C/IeAYIOLHe HACTPOUKMU:

e B CeKIUio global g00OaBbTe CTPOKY:

log /dev/log locall info

e B cekiuio default 1obaBbTe CeLyOI[He CTPOKU:
log global
mode http
option httplog

log-format "%ci:%cp %Ti:%fp %bi:%bp [%tr] %ft %b/%s %TR/%Tw/%TC/%Tr/%Ta
ST=%ST %B %CC %CS %tsc %ac/%fc/%bc/%sc/%rc %sq/%bgq URI=%HQ%{+Q}r"

2. Yrober cobweitusi  HAProxy coxpaHsimmch B aiin /var/log/haproxy.log, cUCTeMa
aBTOMATHUYeCKH co3zaeT ¢aiin /etc/rsyslog.d/49-haproxy.conf. Ecim dalin He ObIT Co3/1aH,
ero HeoOXOAMMO CO3/IaTh BPYYHYIO W HATIOJTHUTh CJIEIYIOIIAM COZePIXKUMBIM:

$AddUnixListenSocket /var/lib/haproxy/dev/log
:programname, startswith, "haproxy" {
/var/log/haproxy.log
stop

}

3. Uto6n1 cobbiTrss HAProxy oTnpaB/isiich Ha areHT cOopa JIor-KoJieKTopa, Heo6X0AuMOo CO3/aTh
daiin /etc/rsyslog.d/60-haproxy-siem.conf U BCTaBUTh C/eAyHOIIWe CTPOKU, yKa3aB IP-
azipec areHTa cbopa JIor-KoJiieKTopa U TopT, YKa3aHHbBIN B COOTBETCTBYIOIeM Tipodue coopa:

module(load="imfile" PollingInterval="5")
input(type="imfile"
reopenOnTruncate="on"
File="/var/log/haproxy.log"
Tag="haproxy"
ruleset="sendlc")
template(



name = "logtemplate"
type = "string"
string = "<%PRI%> %msg%\n"

ruleset(name="sendlc")
{
action(type = "omfwd"
Template = "logtemplate"
Target="<IP-agpec areHTa cbopa nor-kossexktopa>"
Port="<nopT, ykKa3aHHblii B npopune cobopa>"
Protocol="tcp"
ResendLastMSGOnReconnect="on"
action.resumeRetryCount="100"
queue.type="linkedList"
gqueue.size="10000")
stop

4. Tlepetigute B BeO-uHTepdetic 11aTGOPMBI U BBITOTHUTE [JeHCTBHE «BK/IIOUeHHe UCTOUHHUKA» JIJIst
ucrouHvka HAProxy.

4.3.8 Kaspersky Web Traffic Security

XapakTepucTyuku uctouHuka B Ilnargopme Papap:

XapakTepucTHKa 3HaueHue

Ha3Banue Kaspersky-Web-Traffic-Security
Howmep (ITopT) 2606

Benziop Kaspersky

Tun Proxy

Ipoguns cbopa «Moay/b tcp_input»

IlpumeuaHue: OaGHHYIO UHCMPYKYUIO HE0OXOOUMO 6bINOAHUMbL Ha Kajxcoom y3ne kaacmepa Kaspersky
Web Trdffic Security.

7151 HACTPOWKU MCTOUHUKA BBITIOJTHUTE C/Ie/1yIOIIUe eiCTBUS:

1. Tlogxmouutech K ycrpoiictBy Kaspersky Web Traffic Security ¢ momougsto uHTepdetica
KOMaH/JHOW CTPOKM M0/, M0/Ib30BaTesieM root.

2. Co3paiite KOHGUTYpaIMOHHBIN (haiis A5t Cy>KObI rsyslog:
vim /etc/rsyslog.d/kwts_to_siem.conf

3. Hacrpoiite OTIpPaBKYy C/eyOLUMX 00BEKTOB:

locale.*,locall.*,local2.*,authpriv.*,local7.* @@<Ip-agpec areHTa cbopa nor-
KonnekTopa>:<nopT, YKa3aHHbii B npopune cbopa>

4. CoxpaHHUTe U3MeHeHHUs 1 Tiepe3anycTuTe CIyk0y rsyslog.

# service rsyslog restart



5. Tlepetizute B BeO-mHTepGeC 1M1aThopMbl U BBITIONHUTE JeliCTBHe «BKIoueHre NCTOYHUKA» IS
ucrouynrka Kaspersky-Web-Traffic-Security.

4.3.9 McAfee Web Gateway

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTuka 3HaueHue

Ha3zBanwue Kaspersky-Web-Traffic-Security
Howmep (ITopT) 2606

Bengop Kaspersky

Tun Proxy

«Mogaysb tcp_input»
«Moavyib udp_input»

ITpodwis cbopa

17151 HACTPOMKU MCTOUHUKA BBITIOJTHUTE C/IeIyIOIIUe NeiCTBUS:
1. Botigute B uHTepdeiic crcTeMbl 10/l yUeTHOM 3aMuChi0 C TIpaBaMU a]MUHUCTpATOpa.

2. Tlepeiigute B pa3gesn Policy, 3atem BoibepuTte BK1agky «Rule Sets» u myHKT MeHto «Log Handler»
(cMm. «Puc. 171»).

I McAfee McAfee

= ] o e ‘
= I X & @ i i G .
Tempiate

i Rule Sets

d
[ Log Handier |

Puc. 171 — BeiGop /1oroB

o

Packpoiite criucok «Default», Boibepute «Access Log», B 1paBoii 4acTH OKHA BbI/|e/IMTe TPaBUIIO
1 HaxkmuTe KHorky Edit.

4. B cexuuu «Events» HaxxmuTte KHOTIKy Add, a 3atem Event.
5. Bribepure «Syslog (Number, String)» 1 HaxxMHUTe KHOTIKY Parameters.

6. [ns mapametrpa «l1. Level (Number)» ycraHoBuTe 3HaueHue 6, UTO yKa3biBaeT Ha YPOBEHb
norupoBanus «Informational». []ns HacTpoiiku nmapamerpa «2. Message (String)» Haxmute Use
Property u Boibepute «User-Defined.logLine».



7. Haxwmwute nocnenoBatenbHo KHOMKH OK — OK - Finish.
8. TloBropure feiicTBUS .11 3-7 [J1s APYTUX HAOOPOB TIPaBUII.
9. Ilepetigute B pa3gen Configuration u Beioepute BKIaaKy «File Editor».

10. Pa3BepHuTe CIMCOK C HMEHEM COOTBETCTBYIOIIIEr0 YCTPOWCTBAa W  BbiOepute  (aiin
rsyslog.conf (cM. «Puc. 172»).

r
| * 2N D @
W/’MCA'EGE" ‘ Web Gateway LIJ - ), Sea.. [ save Changes |~
Configuration

An Intel Company
Dashboard Policy Accounts Troubleshooting

fppliances | File Editor |

Editor
= 5 5
B i MWGE732¢Cloud . Edit = | 48 Discard Ohanges...l
| hosts
S e $FileGroup adm ;I
- oepfdeont fumask 0026
~|_| ospfdsonf # include confie files in fetefrsvsloe d
| regaly conf $lncludeGonfie fete/reyslog d/% conf
| ripdconf
Jui riphed conf A RULES
gl r<=loe conf # Log all kernel messages to the console.
~| | snmpdconf # Logeing much else clutters up the screen.
- | sockd conf Hhern ¥ Jdev/conzole
- || gshd_confie
77 sysctlcont # Log anwthing (except mail) of level infa or higher.

# Don't log private authentication messages!
zebraconf | * infoydaemon =info;mail hone;authpriv nonecron none | E}/ar/logfmessages
# The authpriv file has restricted access.
authpriv ¥ Svarflogfzecure

# Log all the mail messages in one place.
mail # ~#var/log/maillog

# Log cron stuff
cran# Avarfloefcron

# Evervbody eets emergency messages
*gmere

# Save news errorz of level crit and higher in a special file
uucp.news or it Fvarflog/zpooler

# Save boot meszages also to bootlog
local7* #var/log/boot log

daemon.info @17216111:514

# 3 begin forwarding rule 3B

# The statement between the begin . end define a SINGLE forwarding

# rule. They belong together, do NOT =plit them. If you create multiple LI
+ S5 lem e Vet dle denle

Li-.L1

Puc. 172 — PegaktupoBaHue rsyslog
11. Haiipure B datine ciefyronyt0 CTPOKY:
*.info;mail.none;authpriv.none;cron.none /var/log/messages

IobaBbTe B Hee mapameTp «daemon.!=info»:

*.info;daemon.!=info;mail.none;authpriv.none;cron.none -/var/log/messages

Takke fo6aBbTe C/IefYIOIIYIO CTPOKY A/ OTIIPaBKH COOBITUH Ha areHT cOopa JIor-KoJieKTopa
(@ - ornipaBka o nporokonny UDP, @@ - otnipaBka no npotokosy TCP):

daemon.info @<ip-agpec areHTa cbopa Nor-KoAneKTopa>:<nopT, YyKa3aHHbli B npoodune
cbopa>

12. Haxxmute kHONKYy Save Changes 111 coxpaHeHUst U3MeHeHUH.

13. TepeiiguTe B Beb-uHTepdeiic miaThopMbl U BHITIOTHUTE AelicTBUe «BK/IoueHre NCTOUHUKA» IS
ncrouHrka McAfee-Web-Gateway.

4.3.10 Microsoft Forefront TMG

XapakTtepucTyiku uctouHuka B Ilnargopme Papap:



XapakTepucTHKa 3HaueHue

Ha3zBanwue Microsoft-Forefront-Threat-Management-Gateway
Howmep (ITopT) 1540

Benpop Microsoft

Tun Firewall_Proxy

Ipoduns cbopa «Moaysb smb_input»

[1711 HaCTPOMKY MCTOYHMKA BBIMIOJIHUTE CIe[yIoLUe 1eliCTBUS:
1. Boiiaute B uHTepdeiic yrnpasnenus cucremoii Forefront TMG Management.

2. Ilepenpure B pa3gen Log & Reports u oTkpolite Bkiagky "Logging" (cm. «Puc. 173»).
~lsixd

File Action View Help
e rmEmala TdS A
I Microsoft Forefront Threat Management B ncrosclt
E @ Forefront TMG (WINREO3NGSLH) |~ Forefront Logs & Reports
£ Dashboard T Enterori
8 Monitoring hreat Management Gateway 2010 nterprise
' Firewall Policy ; )
Logging ' Reporti
@E Web Access Policy = = / Tasks ‘Hdp \
¢ E-Mail Policy Filter By | condition | value |
%/ Intrusion Prevention System Log Record Type  Equals Firewall or Web P... Logging Tasks
W Edit Filter
<4 Networking Log Time -
iﬁj System — @ Stop Query
1] EoceSEpars Time_~ Client IP Destination IP__| Destinatior.
<+ Update Center Log Time I = I — | — | Configure Logging
§ Troubleshooting IWBNB 23410PM 127001 127001 8080 | 4 Configure Firenal Logaing
11/29/2023 2:34:10PM  127.0.0.1 127.0.0.1 8080 7 Configure Web Proxy Logging
11/29/2023 2:34:10 PM  127.0.0.1 127.0.0.1 8080 ﬁ Configure Log Queue
11/29/2023 2:34:10PM  127.0.0.1 127.0.0.1 8080
@ View Log Status
Initiated Connection WIN-REO32N6TLH 11/ | A, Define Log Text Colors
Log type: Firewall service I.;! Save Filter Definitions
Status: The operation completed successfully, ’ )
Rule: [System] Allow HTTP/HTTPS from Forefront TMG to specified Mirosof S
Source: Local Host (172,30, 250. 101: 11989) 23 Copy Selected Results to
Destination: Internal (5-0003.a-msedge.net 204.79.197.203:443) Clipboard
Protocol: HTTPS 23 Copy Al Results to Clipboard
El Additional information
& Number of bytes sent: 0 Number of bytes received: 0
# Processing time: Oms Original Client IP: 172,30.250.101
Kl i = I

Puc. 173 — Forefront TMG. Pa3aen "Log & Reports”

3. B paboueii obsmactu cripaBa mepeiguTe Ha BKAaAKy "Task" u Hakmute kHONKy Configure
Firewall Logging. Otkpoetcsi okHo "Firewall Logging Properties" (cm. «Puc. 174»).



Firewall Logging Properties x|
] X

09 |Fields |
Log storage format:

" 5QL Server Express Database (on local server)

Mame: ISALOG_yyyymmdd_FWS_nnn.mdf Options, ..
" SQL Database Options... I
{* File

Format:

IW3C extended log file format ﬂ

Name: ISALOG_yyyymmdd_FWS_nnn.w3c Options... |
¥ Enable logging for this service

1f you are logging to a remote file or SQL database using a non-default
port, in the System Policy Editor, enable the appropriate Remote Logging
configuration groups.

oK Cancel £plyy

Puc. 174 — Oxkno "Firewall Logging Properties’

4. Ha Bknazke "Log" BbIOTHUTE CeAyIOLIMe [1eHCTBUS:
o Bosie Log storage format BribepuTe 3HaueHue "File";
« B mosie Format 13 BbIlazaroliero crivcka Beibepute 3HaueHue "W3C";

e HaxmuTe KHOTIKYy Options. OTKpoeTtcst okHO "Options" (cM. «Puc. 175»);
m x|
Store the log file in:

{* Logs folder
(in the Forefront TMG installation folder)

" This folder (enter the full path):

Browse. .. |

The spedfied folder must exist on each server in the array.
If the folder does not exist on a server, the service will not

start.
~Log file storage limits
[V Limit total size of log files (GB): |_3
[V Maintain free disk space (MB): 512
Maintain log storage limits by:

(¥ Deleting older log files as necessary
" Discarding new log entries
¥ Delete fies older than (days) 7

[V Compress log files

Puc. 175 — Firewall Logging Properties. Options



e B OKHe "Options" BBINOJHUTE CIeAYIOLMe JeHCTBUS:
o BT1ose Store the log file in BeiGepuTe KaTanor xpaHeHHs )KypHaJa;

o B Osoke Log file storage limits HacTpoiiTe HeOOXOJUMBIE JTUMUTBI /11 XPAHEHUS
(haiisia ¢ )KypHasiom;

o HaxmuTe KHOMNKY OK.
e HaxmuTe KHONKY OK.

5. Ha Bknazgke "Task" Haxkmute KHONKY Configure Web Proxy Logging. Otkpoetcs okHo "Web
Proxy Logging Properties" (cMm. «Puc. 176»).

x4
Log |Fields |
Log storage format:

(" SQL Server Express Database (on local server)

Name: ISALOG_yyyymmdd_WEB_nnn.mdf Options. .. |

(" SQL Database %

% File
Format:
{W3C extended log file format M|

Name: ISALOG_yyyymmdd_WEB_nnn.w3c Options... |

[V Enable logging for this service

If you are logging to a remote file or SQL database using a non-default
port, in the System Policy Editor, enable the appropriate Remote Logging
configuration groups.

oK Cancel A |;.":-'

Puc. 176 — OkHo "Web Proxy Logging Properties"

6. Ha Bkyagke "Log" BeIMo/HKTE CleyIoLIye JelCTBYS:
« B rosie Log storage format BribepuTte 3HaueHue "File";
« B nosie Format 13 Bbilazarolero crivicka Beibepute 3HaueHue "W3C";

e HaxMmuTe KHOMNKY Options. OTkpoeTcst okHO "Options" (cMm. «Puc. 177»);



Joptions x|
' Store the log file in:

' Logs folder
(in the Forefront TMG installation folder)

" This folder (enter the full path):

EBrowse. .. I

The spedified folder must exist on each server in the array.
If the folder does not exist on a server, the service will not

start.
~Log file storage limits
v Limit total size of log files (GB): | 8
[¥ Maintain free disk space (MB): 512

Maintain log storage limits by:
¥ Deleting older log files as necessary
{" Discarding new log entries
[V Delete files older than (days) [7

[V Compress log files

oK cancel |

Puc. 177 — Web Proxy Logging Properties. Options

e B OKHe "Options" BbINOJHUTE C/IeAYHOIIUe AelCTBUS:
o B Tmoje Store the log file in BbIGepuTe KaTanor XxpaHeHHs KypHaJla;

o B Osoke Log file storage limits HacTpoiiTe HeOOXO[UMBIE JTUMUTBI JIJIST XPAHEHUS
¢aiina c >xypHanom;

o HaxmuTe KHOIKY OK.
e HaxmuTe KHOIKY OK.

7. Haxmute kHONKY Apply (cM. «Puc. 178»).
Logs & Reports

- Forefront
Threat Management Gateway 2010 Enterprise

_!A Apply | Discard l To save changes and update the configuration, dick Apply.

/LoggingYReporh’ng\ Tasks ¢ Help

Puc. 178 — Forefront TMG. Knonka "Apply"

8. OrTkpouTe ceTeBOM JOCTYII K KaTajoram, yKa3aHHbIM B II1. 5 U 6.

9. Tlepeiiaute B BeO-uHTepdeiic T1aTGoOpMbl U BBITIOJHUATE AeHCTBUe « BKIr0UeHre NCTOUHUKA» [I7IsS
rcrouHuka Microsoft-Forefront-Threat-Management-Gateway.

4.3.11 Ngate CryptoPro VPNGate

XapakTtepucTyiku uctouHuka B Ilnargopme Papap:



XapakTepucTHKa 3HaueHue

HasBanue

Howmep (ITopT)

Bennop

Tun

IMpoduns cbopa

CryptoPro-VPNGate-Ngate

2562

CryptoPro

VPNGate

«Mogayab udp_input»

7151 HACTPOMKU MCTOUHUKA BBITIOJTHUTE C/IeIyIOLIUe NeiCTBUS:

1. HacrpoiuTe 0TIpaBKy KypHasoB C IOMOLIBIO syslog:

nepeluTe B IUPEKTOPUIO /etc/rsyslog.d/;
OTKpoiiTe Qaiin KoHpurypauu 50 -ng-manual-fwd.conf;

3aKOMMEHTHPYITe COZiep)KUMOoe 1 BCTaBbTe C/IeyIOlyt0 HH(OpMaI[HIO:
module(load="imfile" PollingInterval="10")
input(type="imfile"
reopenOnTruncate="on"
File="/var/log/ngate/ng-admin/ng-admin.log"
Tag=""ng-admin")

if $syslogtag == 'ng-admin' then @<ip-agpec areHTa cb6opa nor
KonnekTopa>IP:<nopT, YyKa3aHHblii B npopune cbopa>

& stop

riepe3anycTuTe CIyK0y rsyslog.

2. Tlepeiigute B Beb-mHTepdeiic n1aThopMbl U BBITIONMHUTE [elCTBHe «BKIoueHre NCTOUHUKA» IS
ucroynuka CryptoPro-VPNGate-Ngate.

4.3.12 OpenVPN

XapakTepucTuky uctouHuka B Ilnardopme Papap:

XapakTepucTuka 3HaueHUe
Ha3panue OpenVPN
Howmep (ITopT) 2180
Benziop Openvpn
Tun VPN

IMpoduns cbopa

«Moayab udp_input»




daiisbl )KypHa/IOB UCTOUHHMKA COZIEp>KaT CIeAYIOIIyH0 NH(POPMALHIO:

e /var/log/openvpn/openvpn.log - coepXXUT UH(POPMALUIO O TIOAKIHOUEHUSX K BUPTyalbHOU
yactHou cetu (VPN);

e /var/log/openvpn/status.log- comep)XuUT UWHMOpPMALMI0 O KaKIOM  KJIMEHTCKOM
MOJAK/IOUeHUH, Takyr Kak [P-agpec k/veHTa, MCHOJ/b3yeMbld TPOTOKOJ, OTMpaB/ieHHbIE U
TOJTyUeHHbIe OAMTHI.

st HACTPOWKM UCTOYHKMKA BBITIOJTHUTE C/Ie[IyIOLUe NeUCTBUS:

1. B datin KOH(Uryparum OpenVPN (/etc/openvpn/server.conf W1
/etc/openvpn/client.conf) mobaBbTe CieqyOIIe HACTPOUKHU:

status /var/log/openvpn/status.log
log /var/log/openvpn.log
log-append /var/log/openvpn.log

verb 3

2. B karanore /etc/rsyslog.d/ co3mairte daiin KOHOUTYPALUMH /s CTYXKOBI rsyslog:

# sudo nano /etc/rsyslog.d/openvpn.conf

3. Hacrpoiite KoH(pUrypaLHtO:

module(load="imfile" PollingInterval="10")
input(type="imfile"
reopenOnTruncate="on"
File="/var/log/openvpn/openvpn.log"
Tag="standart_openvpn_log")
if $syslogtag == 'standart_openvpn_log' then @<ip-agpec areHta cbopa nor-
KonnekTopa>:port
& stop
input(type="imfile"
reopenOnTruncate="on"
File="/var/log/openvpn/status.log"
Tag="status_openvpn_log")
if $syslogtag == 'status_openvpn_log' then @<ip-agpec areHTa cb6opa nor-
KonnekTopa>:port
& stop

I'ne:
e <ip-ajpec areHTa c6opa for konnektopa> - IP-aipec areHrta cOopa Jior-KosieKTopa;

e port - TOpPT, MO KOTOPOMY areHT cOopa Jior-KosuieKTopa OyZieT MpPUHUMATh COOBITHS.
IomkeH COBMajaTh CO 3HAYEHWEM, YyKa3aHHbIM B HACTPOMKaX COOTBETCTBYHOLETO
nipodusis cbopa.

4. Tlepesamycture ciayx0y rsyslog:

# systemctl restart rsyslog

5. Tlepetizute B BeO-mHTepdeic naaThopMbl U BBITIONHUTE JeliCTBHe «BKIoueHre NCTOYHUKA» ISt
ucroynuka OpenVPN.



4.3.13 PaloAlto NGFW

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTuKa 3HaueHHue

Haspanmue PaloAlto-Firewall
Howmep (TTopT) 2580

Bengop PaloAlto

Tum Firewall

Ipoduns cbopa «Moavsib udp_input»

,Z[J'IH HaCTPOﬁKH HNCTOYHHMKA BBITTOJIHUTE C/IeAyHolne AeﬁCTBHHI

1. Boiigute B uHTepdeiic ycrpoiictBa PaloAlto oz yueTHO 3anuchbio € paBaMU aZlMUHKCTpaTOpa.

2. Tlepeiizutre B pa3gen Device — Setup — Services — Service Route  Configuration
(cm. «Puc. 179»).

DEVICE

3

Services I

Update Server updates.paloaltonetworks.com

Services

Verify Update Server Identity
DNS Servers
Primary DNS Server 10.1.1.1
Secondary DNS Server
Minimum FQDN Refresh Time (sec) 30
FQDN Stale Entry Timeout (min) 1440
Proxy Server
Primary NTP Server Address

Secondary NTP Server Address

Services Features

)

'

Puc. 179 — Uurepdeiic ycrporicra PaloAlto. ITepexop B pa3gen "Service Route Configuration”

3. B orkpeiBiiemcsi okHe "Service Route Configuration" (cm. «Puc. 180») BbibepuTe MyHKT
Customize u Ha Bkagke "[Pv4" nBakpl HOXMHUTe Ha CTPOKY Syslog.



Service Route Configuration

Use Management Interface for all [f @) Customize

1Pv4 IPvé Destination 1

SERVICE ‘ SOURCE INTERFACE SOURCE ADDRESS

Multi-Factor Authentication | Use default Use default
Netflow Use default Use default
NTP Use default Use default
Palo Alto Networks Use default Use default
Panorama Use default Use default
Proxy Use default Use default
RADIUS Use default Use default
SCEP Use default Use default

Use default Use default

Any 10.1.1.2
Use default Use default
[J uiD Agent Use default Use default

(=)

Set Selected Service Routes

“ can(c‘

Puc. 180 — OkHo "Service Route Configuration"

4. B otkpeiBliemMcs okHe "Service Route Source" (cm. «Puc. 181») Bribepute Source Interface u
ykakute Source Address ¢ KoToporo y Bac OyJyT OTIpaB/IsITbCS COOBITHS:

Service Route Source @

Service

Source Interface Any

Iy
Source Address  10.1.1.2 e

Puc. 181 — OxkHo "Service Route Source"

5. Haxwmure kHonky OK B okHax "Service Route Source" u "Service Route Configuration".

6. Tlepeiigute B pa3zen Device — Server Profiles — Syslog (cMm. «Puc. 182»).



DEVICE

D NAME LOCATION SYSLOG SERVER TRANSPORT

eshooting hel-rsyslog-srv rhel 192.168.2.75 TCP :

rtificate Management

E] Certificates

Certificate Profile

4

+) Add B9 Delete @) Clone (@) PDF/CSV

Puc. 182 — NuTepdeiic ycrpoiicrBa PaloAlto. ITepexop B pa3paen "Syslog”

7. Haxwmute kHonKy Add. OTkpoetcsi okHO "Syslog Server Profile” (cm. «Puc. 183»).

Syslog Server Profile ®@

Name  syslog-to-siem

Servers Custom Log Format

NAME SYSLOG SERVER TRANSPORT PORT FORMAT FACILITY
L'pan;;cc "192.168.0250 uDP 2580 "IETF LOG_USER

3 4 5 6 / 8

“ ancet

Puc. 183 — OkHo "Syslog Server Profile"”

8. B okne "Syslog Server Profile" B mone Name ykaxuTe HauMeHOBaHHe MPOQUIS U HaKMHUTe
kHOTIKY Add. B nosiBuBIIeMcst 6/10Ke TIO/el YKaKHTe CIeAYIOIHe HaCTPONKH:

o B nose NAME ykaxuTe HauMeHOBaHUe CcepBepa;
o Bmnone SYSLOG SERVER ykaxute IP-azsipec areHTta c6opa /10r-Ko/ijieKTopa;
o B 1osie TRANSPORT Bribepute nipotokos "UDP" fjisi OTIIpaBKU COOBITH;

e B mnone PORT ykaxute TOpT, MO KOTOpoMy areHT cbGopa jor-kosiekropa Oyzer
NMpUHUMAaTh CoObITUsS. [Io/DKeH COBMaZaTh CO 3HaueHHWeM, YKa3aHHbIM B HaCTPOHKax
COOTBETCTRBYHOILI[Ero Mpodust coopa;

o B 1osie FORMAT BribepuTte hopmaT popmupoBanus syslog-coobienus "IETF",



o« B mone FACILITY BeiGepute 3Hauenuwe facility pans oTmpaBnsieMbx — cooOrmeHMiA
"LOG_USER",;

e HaxmuTe KHONKY OK.

9. Ilepetigute B paszgen Objects — Log Forwarding (cm. «Puc. 184»).

O PA-VM ASHBOARI A MONITO! POLICIE OBJECTS

D NAME LOCATION DESCRIPTI.. | LOG TYPE FILTER PANORAMA | SNMP EMAIL

traffic All Logs

Puc. 184 — Unrepdeiic ycrporictBa PaloAlto. ITepexop B pa3gen "Log Forwarding"

10. Haxxmure kHonky Add. Otkpoetcst okHO "Log Forwarding Profile” (cm. «Puc. 185»).

Log Forwarding Profile @
( Name | syslog-to-siem )
T ']
Oitems | > X
NAME LOG TYPE FILTER FORWARD METHOD BUILT-IN ACTIONS

Puc. 185 — Okno "Log Forwarding Profile"”

11. B okne "Log Forwarding Profile" B mose Name ykaxuTe HauMeHOBaHUe NMPOQUIs U HaXKMUTe
kHonKy Add. Otkpoetcsi okHo "Log Forwarding Profile Match List" (cm. «Puc. 186»).



Log Forwarding Profile Match List @

MName | syslog-traffic-to-siem 1
in

Descripti

Log Type | traffic 2

Fitter = an Logs

Forward Method Built-in Actions

_| Panorama |_ Cuarantine
D SHMP ~ D EMAIL D MAME TYPE
® Add (® Add

B | svsioc ~ O wrre ~

| & [creumem

rhel-rsyslog-srv

syslog-to-siem
OF

(® Add
New Syslog Profile

() Add
3

Cancel

Puc. 186 — Hacrpoiika npoduiisa ornpaBKH XypHasos. Ilar 1

12. B OTKpBIBLIEMCSI OKHE YKa)KUTe C/ie/lytollyie HaCTPOUKU:
e B 1ose Name yKaxuTe HaMeHOBaHue Mpopu/s;
o B1osie Log Type BoiOepuTe 3HaueHue "traffic";
e B 10Jie Syslog BeIOepuTe CO3ZAHHBIN TTPOGUIIB /ISt OTIPAaBKU COOBITHH syslog;

e TIOBTOpUTE nobasrieHye CO3J,aHHBIX npodueit yKasaB B nose Log
Type cOOTBeTCTBYIOLME 3HaueHUst "threat", "auth" u BbIOpaB B
niosie Syslog cooTBeTcTBYOLMI TPOdUb (cM. «Puc. 187»).

Log Forwarding Profile @

Name  syslog-to-siem

Description

K N 3items — X
NAME ~ LOG TYPE FILTER FORWARD METHOD BUILT-IN ACTIONS
[J  syslog-auth-to-siem auth All Logs Syslog
« syslog-to-siem
syslog-threat-to-siem threat All Logs Syslog
« syslog-to-siem
[[]  syslog-traffic-to-siem traffic All Logs
« syslog-to-siem

®Add O Delete @) Clone

“ S

Puc. 187 — Hacrpoiika npoduiis oTnpaBKH XypHasos. ITlar 2

e HaxmuTte KHONKY OK.

13. IepeiiguTe B pa3gen Device — Log Setting (cMm. «Puc. 188»).



T AULIC UL LU P U e

=4 Authentication Sequence

Sy
User Identification O
o
s Data Redistribution
7
/

Ea Device Quarantine
E@] VM Information Sources
J"' Troubleshooting
#8 Certificate Management
E Certificates
E] Certificate Profile
@ OCSP Responder
(%) SSL/TLS Service Profile
(g scep
(*) SSL Decryption Exclusio
55 SSH Service Profile

|5 Log Settings '

1T e 2
% SNMP Trap
Eﬁ Syslog

Ei)‘ Email
@ HrTP

O

W=

f Configuration :

stem )
NAME DESCRIPTION FILTER PANORAMA SNMP TRAP EMALI
palo-system All Logs
) Delete @) Clone (&) PDF/CSV

NAME DESCRIPTION FILTER PANORAMA SNMP TRAP EMAI

il All Logs

[% Netflow

75} RADIUS
3 TACACS+
5 LDAP

PR

3

A Kerberos

-

DESCRIPTION FILTER PANORAMA SNMP TRAP EMAIL ]

Puc. 188 — NuTepdeiic ycrpoiicrBa PaloAlto. ITepexoa B pa3gen "Log Setting"

14.B
(cm. «Puc. 189»).

Log Settings - System

6/10Kke System HaXMUTE

kHorKy Add. OTkpoeTcsi OKHO

"Log Setting -

(hd'llu M]

Filter | Al Logs

Description

Forward Method

O | sump ~

® Add

:I Panorama

& D EMAIL ~

®

T
(=8
(=™

O svsioc ~

O [HTTe A~

(+) Add

15.B okHe "Log Setting

Cancel

Puc. 189 — OkHo "Log Setting - System"

- System" B mnone Name ykaxuTe HauMeHOBaHUWe MPOUIs,

610ke Syslog HaxxmuTe KHOTIKY Add, BeibepuTe co3/aHHBINA TPoduIb 1 HaxkmuTe KHOTIKY OK.

B



16. Bepraurecs B pa3zen Device — Log Setting (cm. «Puc. 183»).u B 610ke Configuration HaxmuTe
kHorky Add. OTkpoeTtcst okHo "Log Setting - Configuration" (cMm. «Puc. 190»).

Log Settings - Configuration @
‘ Narme ) |
Filter | Al Logs 1

Description
Forward Method
Panorama

O sume O | eman

A

O | s¥sLoG

syslog-to-siem

& Syslog Profile

Cancel

Puc. 190 — Okno "Log Setting - Configuration"

17.B okne "Log Setting - Configuration" B mosie Name ykakute HavMeHOBaHWe TIpOGUIs, B
6s0ke Syslog HaxkmuTe KHOTIKY Add, BeiOepuTe co3/aHHbIN Mpoduab 1 HaxkmuTe KHOTIKY OK.

18. IMepetiguTe B pasgen Policies — Security u Haxxmute kHOnKy Add (cm. «Puc. 191»).

POLICIES

‘ & Security '
= 2 Source
£ QoS
&9 Policy Based Forwarding NAME TAGS TYPE ZONE ADDRESS USER
5 Decryption
1 trazo {efault I intrazone
@3 Tunnel Inspection @
3 Application Override g
2 terzone-defaul ! interzone Ny 3Ny
7/ Authentication &
G DoS Protection
@ sp-waN

)
- 2 i ,
+) Add J—) Delete (@) Clone (2) PDF/CSV

Puc. 191 — Minrepdeiic ycrpoiictBa PaloAlto. ITepexop B pa3pgen "Security”




19. B otkpeiBiiemMcst okHe "Security Policy Rule" mepeiiiute Ha Bkiazky "Source", BbIOepUTe 30HY
oTnpaBku Source Zone, eciM 30Ha OTCYTCTByeT, /fo00aBbTe ee HakaB KHonky Add
(cm. «Puc. 192»).

Security Policy Rule @
Ger‘s‘,v Destination = Application = Service/URL Category = Actions
1 A 1 Any any any
SOURCE ZONE [  source AppRress [J source user [ | source pevice
v
72 ncice

Negate

Puc. 192 — OkHo "Security Policy Rule". Bkiagka "Source

20. B okne "Security Policy Rule" mepeligure Ha BKaagky "Destination" BbiOepuTe 30HY
orripaBku Destination Zone, ecid 30Ha OTCYTCTByeT, [J00aBbTe ee HaxkaB KHOMNKy Add
(cm. «Puc. 193»).

Security Policy Rule @

DESTINATION ZONE C] DESTINATION ADDRESS D DESTINATION DEVICE
v
73 outsi

3 | Negate

Puc. 193 — OkHo "Security Policy Rule". Bkiragka "Destination"

21. B okHe "Security Policy Rule" nepeiiguTe Ha BKIagKy "Action" B 6710ke Log Setting ycTaHoBUTe
¢naru Log at Session Start, Log at Session End, B nosie Log Forwarding BribepuTe ripoduib
oTrnpaBKu coObITHI 1 HaxXMUTe KHOMKY OK (cM. «Puc. 194»).

Security Policy Rule 1 @
General Source Destination Application Service/URL Category ‘ Actions '
Action Setting Log Setting
Action = Allow

Other Settings 2
Profile Setting Schedule None
Profile T Non QoS Marking | None
] Disable ectio

Puc. 194 — OkHo "Security Policy Rule". Bknagka "Action"

22. Haxxmute kHOMKY Commit — Commit All Changes u 7151 mpocMoTpa BBe/leHHBIX WU3MeHeHU
HaxmuTe KHOTKY Change Summary (cm. «Puc. 195»).



Commit

ite the running configuration with the commit scope.

© Commit All Changes Commit Changes Made By:

COMMIT SCOPE LOCATION TYPE

policy-and-objects

device-and-network

shared-object

Preview Changefll (3] C ) Validate Commit Group By Location Type

D

Puc. 195 -- Okno "Commit"

23. B otkpeiBiieMcsi okHe "Change Summary" - mpoBepbTe BBe/ieHHbIe u3MeHeHUst (cM. «Puc. 196»).

Change Summary (0] ]
C.‘. ditems | = X
: WILL BE PREVIOUS

OBJECT NAME TYPE LOCATION TYPE LOCATION OPERATIONS OWNER COMMITTED OWMERS

route Others edit admin Yes admin
sysopg-forwarding Security Rule create admin Yes admin
syslog-to-siem Server Profile: Shared create admin Yes admin

Syslog
vsysl VSYS create admin Yes admin
Group By Mone v

Object Level Difference syslog-to-siem

Candidate Config Running Config

Close

Puc. 196 — Oxkno " Change Summary "

24. Tlocne IpOBepPKY KOPPEKTHOCTH BBe/IEHHBIX U3MeHeHUM HaXMUTe KHOMKY Commit 1 10XX11UTeCh
pe3ynbTraTta Successful (cm. «Puc. 197»).

Commit Status @

Operation Commit
Status Completed
Result Successful

Details Configuration committed successfully

Commit

Close

Puc. 197 — Okno "Commit Status"”



25. Tepetiaute B BeO-uHTEpdelic Mm1aThOpMbl U BBITIOJHUTE JeiCTBUE «BKIIOUeHNe UCTOUHUKA» [IIsT
rcrounvka PaloAlte-Firewall.

4.3.14 Pfsense Firewall Netgate

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTHKa 3HaueHue

Ha3zBanwue Pfsense-Firewall-Netgate
Howmep (ITopT) 2561

Benzop Pfsense

Tun Firewall

Ipoduns cbopa «Moavyib udp_input»

17151 HACTPOMKU MCTOUHUKA BBITIOJTHUTE C/IeIyIOIIUe NeiCTBUS:
1. BoiiguTe B BeO-uHTepdeic cucTeMsl 1 niepeianTe B pa3zen Status — System Log — Settings.

2. Ortkpotite 6110k Remote Logging Options (cM. «Puc. 198»).

Remote Logging Options

Enable Remote Logging I Send log messages to remote syslog server L

Source Address I Default (any) e

This option will allow the logging daemon to bind to a single IP address, Ber‘than all IP addresses. If a single IP is picked, remote syslog servers
must all be of that IP type. To mix IPv4 and IPv6 remote syslog servers, bind to all interfaces

NOTE: If an IP address cannot be located on the chosen interface, the daemon will bind to all addresses.

IP Protocol I IPva w

This option is only used when a non-default address is chosen as the soh above. This option only expresses a preference; If an IP address of the
selected type is not found on the chosen interface, the other type will be tried.

Remote log servers | 192.166.0.254:514 B PLport] Plport

Remote Syslog Contents Everything

(] System Events

[C) Firewall Events

(] DNS Events (Resolver/unbound, Forwarder/dnsmasgq, filterdns)

(] DHCP Events (DHCP Daemon, DHCP Relay, DHCP Client)

() PPP Events (PPPoE WAN Client, LZTP WAN Client, PPTP WAN Client)
(] General Authentication Events

(] Captive Portal Events

] VPN Events (IPsec, OpenVPN, L2TP, PPPoE Server)

(] Gateway Monitor Events

(] Routing Daemon Events (RADVD, UPnP, RIF, OSPF, BGP)

() Network Time Protocol Events (NTP Daemon, NTP Client)

[ Wireless Events (hostapd)

Syslog sends UDP datagrams to port 514 on the specified remote syslog server, unless ancther port is specified. Be sure to set syslogd on the remote
server to accept syslog messages from pfSense

I Save

6

Puc. 198 — Hacrpoiika pfSense. Remote Logging Options
3. YKaxure C1e[yrole HaCTPOUKHU:

e  BKJ/IIOUMTe OTMPABKY )KypHasioB, ycTaHOBUB ¢uiar B rosie Enable Remote Logging;

o B rosie Source Address 13 BbINa/JaroIero CIHMCKA BIOEPUTE NCTOUHUK >KyPHAJIOB,;



e B nonie Remote log servers ykaxxute [P-azpec areHTa cOopa JIOr-KOJ/UIEKTOpa U TOPT,
yKa3aHHbBIN B COOTBETCTBYIOILEM ITpodusie cOopa;

« B mone Remote Syslog Contents BbiOepuTe >XypHasibl [jisi OTIPaBKH, YCTaHOBUB
COOTBETCTBYHOIIUe (py1ary;

e HaXMHUTe KHOMKY Save.

4. Tlepetigute B BeO-uHTepdetic 11aTGOpPMbI U BITOTHUTE [eHCTBHE «BK/IIOUeHHe UCTOUHHUKA» JIJIs

ucrouHvka Pfsense-Firewall-Netgate.

4.3.15 Snort

XapakTepucTyku uctouHuka B Ilnargopme Papap:

XapakTepucTHKa 3HaueHue

Ha3Banue Snort

Howmep (ITopT) 2517

Bengop Cisco

Tun NIDS

Ipoguns cbopa «Moay/b tcp _input»

7151 HACTPOMKU MCTOUHUKA BBITIOJTHUTE C/IeIyIOIIUe eiCTBUS:

1.

B karanore /etc/rsyslog.d/ co3maiiTe dhaiin KOHGUTypaIK JJis CIy>KObI rsyslog:

# sudo nano /etc/rsyslog.d/snort.conf

HacTpoiiTe KoHuUryparuto:

If ($programname contains 'snort' and ($msg contains 'start' or $msg contains
'Start' or $msg contains 'Stop' or $msg contains 'stop' or $msg contains
"ERROR' or $msg contains 'fail' or $msg contains 'Fail')) or ($msg contains
"'snort' and $msg contains 'exit') then @@x.X.Xx.x:port

If $msg contains 'Classification' and $programname contains 'snort' then
@@x .x.Xx.x:515

I'ne:

e x.x.x.x:port- IP-agpec areHTa cbopa JOr-KO/IZIeKTOpa M TIOPT, YKa3aHHBIA B
COOTBeTCTBYHOIIIeM rpoduie cOopa;

e [epBasi CTPOKa KOH(Urypaluu 1o3BosisieT otnpas/isaTs B Ilnardopmy Pagap cucreMHble
)KYPHaJ/Ibl, UCK/ItOUasi He UH(POPMaTUBHBIE;

e BTOpas CTPOKA BKJIHOYAeT MepecbulKy npeaynpexaeHuii (alerts) B Ilnargopmy Papap.

[Mepe3amnyctute cnyx0y rsyslog:

# systemctl restart rsyslog

[TepeiiguTe B Beb-uHTepdeiic miaThopMbl U BHITIOTHUTE AelCcTBUe «BK/IoueHre UCTOUHUKA» IS
HWCTOYHHKA Snort.



4.3.16 Solar webProxy

Solar webProxy - mpoaykT kinacca SWG (Secure Web Gateway) poccutickoit komrianuu PocTesiekoMm-
Couap.

ITepes HACTPOMKOM HWCTOUHHWKA PEKOMEH[yeTCs O03HAaKOMHUTBhCS C JOKYMEHTOM PYKOBOJCTBO TIO
YCTaHOBKe U HacTpoike Solar webProxy).

XapakTepucTyku uctouHuka B Ilnargopme Papap:

XapakTepucTuka 3HaueHuUe
Haszanue Solar-WebProxy
Howmep (ITopT) 2592

Benzop Solar

Tun Proxy

«Moayab tcp _input»
«Mopayib udp_input»

IMpo¢uns cbopa

Hactpoiika CTOYHMKA BKJTFOYaeT B ceOsi cieiyroliiye maru:
1. Hacrpoiika xypHa/iupoBaHUs CTy>XObl BeO-uHTepetica mosb3oBatess (smap-play-server).
2. Hactpoiika KypHaupOBaHUsI Be0-3arpoCcoB 10Jib30BaTesiel pokcu (skvt-wizor).
3. Hactpotiika OTIIpaBKU COOBITHI B TUIaTGOPMY.
4. Bxk/toueHre WCTOYHUKA B TIIaTdopMme.
IIIar 1. HacTpoiika )XypHa/IHpOBaHUA C/1y)X0bI Be0-uHTep(eiica moib30Barens (smap-play-server)

[laHHasi HaCTpoOMKa I03B0JIsSIeT )KyPHAIMPOBaTh AeWCTBUS aIMUHUCTPATOPOB B BeO-UHTep(delice cuCTeMbl
Solar webProxy.

CoObITHSI TI0O YMOJTYaHUIO COXPaHSIOTCI B aiin /var/log/messages Ha y3ne c ponblo "Cepsep
yrpaBiieHus".

[Tpumep coObITHI:

Mar :59: swpOl-main java: webserver: admin@/ : get filter hosts
[swp0O1- fllter test.lab, swpO@l-reverse.test.lab]

Mar 100 swpOl-main java: webserver: admin@/ : get list of all
categories

Mar :00: swpOl-main java: webserver: admin@/ : Action: 'read
layer'; Layer: 'BckpboiTue HTTPS'

Mar 100: swpOl-main java: webserver: admin@/ : get list of all
categories

Mar 100 swpOl-main java: webserver: admin@/ : get list of all
categories

BeoinosiHuTe Criefytolye 1edCTBUS:


https://rt-solar.ru/upload/materials/Solar_webProxy_Installation_and_deployment_RR.PDF
https://rt-solar.ru/upload/materials/Solar_webProxy_Installation_and_deployment_RR.PDF

1. Boiizute B BebO-uHTepdeiic cucrembl U TiepeiiiuTe B pasgen Cucrema — OCHOBHBIE
HacTpoiiku — JKypHanupoBanue — CepBep Bed-unTepgeiica" (cm. «Puc. 199»).

Cepsep Be6-uHTep(eitica  skvt-play-server.conf

YypHanuposaTb AeficTBus nonb3osatened Bsyslog  audit-to-syslog

YpoBeHb XypHanupoBauus  log-level

Puc. 199 — )KypHanupoBaHue iefiCTBUH I10/1b30BaTeei

2. YcraHoBuTe ¢naxok JKypHanupoBaTh /JielicTBUA No/ib3oBaTesieil B syslog.
3. CoxpaHUTe U3MeHeHHs U IPUMeHUTe KOH(PUTypaLUIo.

4. OtkpoiiTe KOHOHUTYPALMOHHBIA (aiin ciy»k0bl rsyslog (/etc/rsyslog.conf) U AobaBbTe
CJIeIyIOLIYI0 HACTPOUKY:

localo.* /var/log/messages

5. Ha y3ne c posnbio CepBep ympaBiieHHs co3jaiiTe ¢aiin koHdurypaiuu /etc/rsyslog.d/03-
send_skvt_master.conf U yKakuTe cjiefyollIye HAaCTPOUKU:

module(load="imfile" PollingInterval="10")
input(type="imfile"
reopenOnTruncate="on"
File="/var/log/messages"

)

if $programname == 'java' and $msg contains 'webserver' then @@<ip-agpec areHTa
cbopa nor-konnekTopa>:port

I'pe:
e <ip-agpec aredTa cbopa nor-konnexktopa> - [P-ampec areHTa cbopa JIOT-KOJIEKTOPA;

e port- TIOPT, IO KOTOPOMY areHT cbopa Jior-kos/uiektopa OyzeT NMpUHHUMAaTh COOBITHS.
Ilo/mkeH COBMaZiaTh CO 3HAYEHWEM, YKa3aHHBIM B HACTPOMKAaX COOTBETCTBYHOLIETO
ripousisi cbopa;

e (@0/@ - oTripaBKa OyeT BBIOMHATLCS 110 TipoToKoy TCP/UDP.

6. Tlepe3arnyctute ciayx0y rsyslog:

# systemctl restart rsyslog
IITar 2. HacTpoiika >XypHa/IMHpOBaHUsA Bed-3alpocoB MoJib30Baresiei npokcu (skvt-wizor)

[Tpumep coObITHI:

Mar 124 swpO1l-filter java: [acc-domain:TEST.LAB] [acc-groups:] [acc-
ip: ] [acc-name:da] [acc-port: ] [bytes-in: ] [bytes-out: ] [flt-
categories: ] [flt-codes:11,0,0,0,0] [flt-policy:3aBepweHune o06paboTKM NOAUTUKN]

[flt-rules:BckpboiBaTb HTTPS no ymonuyaHuio,MNepexon k cnotw Icap Request,Nepexod K crow
3anpeT pgocTyna K caWTam,lepexon K cnow Icap Response,lepexof K C/ol 3aBepuweHune
obpaboTknm nonutukn] [flt-status: ] [flt-time: ] [req-
hostname:safebrowsing.googleapis.com] [req-method:GET] [req-
pathname:/v4/threatListUpdates:fetch] [req-protocol:https] [req-
query:$ct=application/x-



protobuf&key=AIzaSyC7jsptDS3am4tPx4r3nxis7IMjBc5Dovo&$httpMethod=POST&$req=ChUKE25hdm
NsaWVudC1hdXRvLWZmb3gaJwgFEAEaGwoNCAUQBhgBIgMwMDEWARC3nRAaAhgFyU6KeiICIAIOARONCAEQAROD
bCgOIARAGGAE1IAZAWMTABENWDDBOCGAUYX1EzIgIgAigBGicIAXABGhsKDQQDEAYYASIDMDAXMAEQ8_oLGgIY
BVBBOG4iAiACKAEaJwgHEAEaGwoNCAcQBhgBIngMDEwARCSlAwaAhgFLhmniCICIAIoARolCAkQAROZCgOIC

RAGGAElAzAwMTABECAaAth- ==] [reqg-referer:] [reqg-time: -03-

] [res-datatype: appllcatlon/x protobuf] [res-ip: ] [traf-
mode: forward] [x-virus-id:] [req-port: ] [flt-reason:]
Mar :35: swpOl1l-filter java: [acc-domain:] [acc-groups:] [acc-ip: 1
[acc-name:] [acc-port: ] [bytes-in:0] [bytes-out:0] [flt-categories:] [flt-

codes:0] [flt-policy:policy.xml] [flt-rules:] [flt-status: ] [flt-time:1] [req-
hostname:secure.eicar.org] [req-method:CONNECT] [req pathname ] [req-protocol:https]
[reg-query:] [req-referer:] [reqg-time: -03- ] [res-
datatype:application/skvt-unchecked] [res-ip:] [traf mode forward] [x-virus-id:]
[reg-port: ] [flt-reason:]

BrinonauTe criefyronue geUCTBUs:

1. Boiigute B BeO-uHTepdelic cucteMbl W Tiepediaute B pasgen Cucrema — PacimimpeHHbIe
HAaCTPOUKU — PuIbTpalusa ¥ K3IIHpoBaHHe Tpaduka.

2. OrtkpoiiTe HacTpoiiku PUIbTPALUA U aHa/IM3 TpaduKa nmojib3oBaresied — PopmaThl 3aNMCH
B syslog (cm. «Puc. 200»).

v/  (DopmaThbl 3anucy B Syslog

Puc. 200 — ®opmarsl 3anucH B syslog

3. ¥YcraHoBuTe Quiaru 3anmuch xypHaia (popmar SIEM) u 3anucek npeodpasoBanus IP-agpeca
ucrouyHuka (popmar SIEM).

4. CoxpaHuTe U3MeHeHUs ¥ IPUMeHHTe KOH(UTypaLKIo.

5. Ha y3max c¢ ponbio @unstp HTTP-Tpaduka u O6paTHbIii  NPOKCH-CEPBepP HACTPOUTe
JKypHa/MpoBaHUe B OT/e/bHbIN (aii:

e co3pauTe daiin /var/log/skvt.log:

# touch /var/log/skvt.log
e HACTpOWTe AOCTYyM K (aimny:
# chmod 600 /var/log/skvt.log
IITar 3. HacTpoiika oTnipaBKH COOBITHH B my1IaTopmMy

1. Hactpoiite miepeHanpaBieHue coObITM B aiin /var/log/skvt.log BHecss B (aidn
/etc/rsyslog.conf COOTBETCTBYIOIIYIO KOH(MUTYPALUIO.

2. Bo n3bexaHue nybnmupoBaHus OTK/TIOUHTE 3aIMch coOBITHI B daiin
/var/log/messages (omepaTop stop):



$template rawSkvt, "%syslogtag¥% %msg%\n"

localo.* /var/log/skvt.log; rawSkvt
& stop
*.info;mail.none;authpriv.none;cron.none /var/log/messages

3. CoxpaHWTe U3MEHeHHs U Tiepe3arryCcTuTe Cyx0y rsyslog:

# systemctl restart rsyslog

4. Hacrpoiite potauuto ¢aiina /var/log/skvt.log ¢ momoubto logrotate. st aToro cospaire
(aiin /etc/logrotate.d/skvt co cneayOIMMU HACTPOMKAMMU:

/var/log/skvt.log {
weekly
rotate 4
missingok
notifempty
nomail
compress
create 0600 dozor dozor
minsize 10M

5. IlpoBepswTe ycioBus logrotate:

# logrotate -df /etc/logrotate.d/skvt

6. 3amycture poTauuto daiina:

# logrotate -f /etc/logrotate.d/skv

7. Hactpotite otripaBky cobbituii B Ilnardopmy Pagap. /l1s 3Toro cosjaiite KOHGUrypalMOHHBIN
daiin /etc/rsyslog.d/03-send_skvt.conf co cleAyrOIMMU HACTPOUKAMU:

module(load="imfile" PollingInterval="10")
input(type="imfile"
reopenOnTruncate="on"
File="/var/log/skvt.log"
Tag="skvt wizor_ log"

)
if $syslogtag == 'skvt_wizor_log' then @@<pangeo-log-collector>:<port>
& stop

8. CoxpaHWTe U3MEHEHHs U Tiepe3arryCTuTe Cyx0y rsyslog:

# systemctl restart rsyslog

Iar 4. ITepeiiguTe B Beb-uHTepdeiic raaTGopmMbl U BEIMOTHUTE JeHcTBUe « BKItoueHre UCTOUHUKA» [I7Is
rncroyHuka Solar-WebProxy.



4.3.17 Squid Proxy

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTUKa 3HaueHue

Haspanmue Squid-Proxy

Howmep (TTopT) 2890

Bengop Squid

Tun Proxy

Ipoduns cbopa «Moavyb udp_input»

,D;J'ISI HaCTpOﬁKH HNCTOYHHMKA BBITTOJIHUTE C/IeAyHolne AEﬁCTBHHI

1.

OTkpoliTe KOHOUTYpaALMOHHBIN aiin squid.conf:
# sudo nano /etc/squid/squid.conf

Co3paiiTe mabnoH dopmara KypHasioB:

logformat radar %la:%lp %>a %[ui %[un [%tl] "%rm %ru / HTTP/%rv'" %>Hs %<st
"%{Referer}>h" "%{User-Agent}>h" %Ss:%Sh

Ykaxkure 1mabs10H popmara )KypHasIoB B HACTPOIKe KYPHATMPOBaHUS sy s10g:

access_log syslog:[local2.info](http://local2.info/ "BHewHAsa ccbiika (OTKpoeTcH
B HOBOM OKHe)'") radar

CoxpaHuTe (paii U repe3anycTure CIyXo0y:
# sudo service squid restart
OTKpo¥iTe KOH(PUTYPALMOHHBIN (haii CIy>KObI rsyslog:

# sudo nano /etc/rsyslog.conf

Ykaxkute IP-agpec areHta cOopa JIOT-KOJ/UIEKTOpPA, TIOPT, YKa3aHHBIA B COOTBETCTBYHOIEM
nipodusie cbopa v OTK/IFOUNTE 00BE[UHEHNEe COOOIIeHu:

local2.* @<IP-agpec areHTa cbopa nor-konnetopa>:port

$RepeatedMsgReduction off
CoxpaHuTe U3MEHEHUs U Tiepe3aryCTuTe CIyKO0y:
# sudo service rsyslog restart

[TepeiiguTe B BeO-uHTEp(detic miaTdopmMbl U BBITIOTHUTE [IeMCTBHE « BKIroueHre NCTOUHUKA» AJIst
rcToyHrka Squid-Proxy.

4.3.18 Suricata

XapakTepucTuKu uctouHuka B [Inardopme Papap:



XapakTepucTuka 3HaueHue

Haspanmue Squid-Proxy
Howmep (ITopT) 2890
Bengop Squid

Tun Proxy

[Mpodwunb cbopa (akKTUBHBIN COOP)

«Mogays sftp_input»
«Mogyib ssh_collector input»

ITpodwis cbopa (TTaccuBHEIN cO0p) «Moay/b tcp_input»

Hepe/:[ HaCTpOﬁKOﬁ HWCTOYHHUKA IIpOBEDBTE W TIIPpU HEO6XO,£[I/IMOCTI/I BHeCHTe HW3MEHEeHHs B Cl)aﬁf[

/etc/suricata/suricata.yaml Ha XOCTe, I'Zle yCTaHOB/IeHa Suricata.

Hike npuBezieH mpuMep AaHHOTO (aiisia B YaCTH JIOTHPOBAHHUS COOBITHIA:

# Configure the type of alert (and other) logging you would like.
outputs:
- eve-log:

enabled: yes

filetype: regular

filename: eve.json

# Enable for multi-threaded eve.json output; output files are amended with

# an identifier, e.g., eve.9.json

#threaded: false

#prefix: "@cee: " # prefix to prepend to each log entry

# the following are valid when type: syslog above

#identity: "suricata"

#facility: locals

#level: Info ## possible levels: Emergency, Alert, Critical,
## Error, Warning, Notice, Info, Debug

#ethernet: no # log ethernet header in events when available

#compact: yes

#ensure-ascii: yes

#escape-slash: yes

#redis:

# server: 127.0.0.1

# port: 6379

# async: true ## if redis replies are read asynchronously

# mode: list ## possible values: list|lpush (default), rpush, channel]|publish

# ## lpush and rpush are using a Redis list. "list" is an alias for
1lpush

# ## publish is using a Redis channel. "channel" is an alias for
publish

# key: suricata ## key or channel to use (default to suricata)

# Redis pipelining set up. This will enable to only do a query every

# 'batch-size' events. This should lower the latency induced by network

# connection at the cost of some memory. There is no flushing implemented

# so this setting should be reserved to high traffic Suricata deployments.

# pipelining:

# enabled: yes ## set enable to yes to enable query pipelining

# batch-size: 10 ## number of entries to keep in buffer

# Include top level metadata. Default yes.

#metadata: no
# include the name of the input pcap file in pcap file processing mode



pcap-file: false

Community Flow ID

Adds a 'community_id' field to EVE records. These are meant to give
records a predictable flow ID that can be used to match records to
output of other tools such as Zeek (Bro).

Takes a 'seed' that needs to be same across sensors and tools
to make the id less predictable.
enable/disable the community id feature.
community-id: false
# Seed value for the ID output. Valid values are 0-65535.
community-id-seed:
xff:
enabled: no
# Two operation modes are available: "extra-data" and "overwrite".
mode: extra-data
# Two proxy deployments are supported: "reverse" and "forward". In
# a "reverse" deployment the IP address used is the last one, in a
# "forward" deployment the first IP address is used.
deployment: reverse
# Header name where the actual IP address will be reported. If more
# than one IP address is present, the last IP address will be the
# one taken into consideration.
header: X-Forwarded-For
types:
- alert:
tagged-packets: yes
- frame:
enabled: no
- anomaly:
enabled: yes
types:
# decode: no
# stream: no
# applayer: yes
- http:
extended: yes # enable this for extended logging information
# custom allows additional HTTP fields to be included in eve-log.
# the example below adds three additional fields when uncommented
#custom: [Accept-Encoding, Accept-Language, Authorization]

HHHHFHHFH T

# set this value to one and only one from {both, request, response}

# to dump all HTTP headers for every HTTP request and/or response
# dump-all-headers: none
- dns:
# This configuration uses the new DNS logging format,
# the old configuration is still available:
#

https://docs.suricata.io/en/latest/output/eve/eve-json-output.html#dns-

vl-format

# As of Suricata 5.0, version 2 of the eve dns output
# format is the default.

#version: 2

# Enable/disable this logger. Default: enabled.
#enabled: yes

# Control logging of requests and responses:

# - requests: enable logging of DNS queries

# - responses: enable logging of DNS answers

# By default both requests and responses are logged.
#requests: no

#responses: no

# Format of answer logging:

# - detailed: array item per answer

# - grouped: answers aggregated by type

# Default: all



#formats: [detailed, grouped]
# DNS record types to log, based on the query type.
# Default: all.
#types: [a, aaaa, cname, mx, ns, ptr, txt]
- tls:
extended: yes # enable this for extended logging information
# output TLS transaction where the session is resumed using a
# session id
#session-resumption: no
# custom controls which TLS fields that are included in eve-log
#custom: [subject, issuer, session_resumed, serial, fingerprint, sni,
version, not_before, not_after, certificate, chain, ja3, ja3s]
- files:
force-magic: no # force logging magic on all logged files
# force logging of checksums, available hash functions are md5,
# shal and sha256
#force-hash: [md5]

- drop:
alerts: yes # log alerts that caused drops
flows: all # start or all: 'start' logs only a single drop
verdict: yes

- smtp:

#extended: yes # enable this for extended logging information
# this includes: bcc, message-id, subject, x_mailer, user-agent
custom fields logging from the list:
reply-to, bcc, message-id, subject, x-mailer, user-agent, received,
x-originating-ip, in-reply-to, references, importance, priority,
sensitivity, organization, content-md5, date
#custom: [received, x-mailer, x-originating-ip, relays, reply-to, bcc]
# output md5 of fields: body, subject
# for the body you need to set app-layer.protocols.smtp.mime.body-md5
# to yes
#md5: [body, subject]
ftp
rdp
nfs
- smb
tftp
ike
dcerpc
krb5
bittorrent-dht
snmp
- rfb
sip
quic
- dhcp:
enabled: yes
extended: no

#
#
#
#

- ssh
- mgtt:
# passwords: yes # enable output of passwords
- http2
- pgsql:
enabled: no
# passwords: yes # enable output of passwords. Disabled by
default
#- stats:
# totals: yes # stats for all threads merged together
# threads: no # per thread stats
# deltas: no # include delta values
- flow

netflow



HacTpoiiky MCTOYHHKA MO>KHO BBITIOJTHUTE JBYMSI CITIOCOOaMHU:

1. AKTUBHBIA COOp uyepe3 TOJK/IHOUEHHE K XOCTy € Suricata ¢ momorrsto moayns SFTP/SSH
nipodust coopa.

2. TlaccuBHbI# cObop OT X0ocTa ¢ Suricata.
Cnioco6 1. AKTHBHBIH COOp uepe3 MOAK/IIYEHHE K X0CTY ¢ Suricata ¢ momomgsio moayasa SFTP/SSH

[Tepeiigute B BeO-uHTepdeic MmIaThoOpMbl W BBITIOJIHUTE JAelCTBUe «BK/IOUeHHe HWCTOUHUKA» [JIs
HMCTOYHHKA Suricata ¥ HaCTpoiTe COOTBETCTBYIOMIMI TTpoduIbL coopa:
e «Mopys sftp_input»;

o «Mopynas ssh_collector_input».

Cnoco6 2. ITaccuBHBIH cOOp OT XocTa ¢ Suricata.

1. Co3patite ¢aiin HaCcTpoeK Jjis rsyslog CO CAeAyOLUMMU NapaMeTpaMu:

module(load="imfile" PollingInterval="5")
input(type="imfile"
reopenOnTruncate="on"
File="/var/log/suricata/eve.json"
Tag="suricata"
ruleset="surifwd")
ruleset(name="surifwd")

action(type="omfwd"
Target="IP-aapec kosnnektopa"
Port="3540"
Protocol="tcp"
ResendLastMSGOnReconnect="on"
action.resumeRetryCount="100"
queue.type="linkedList"
queue.size="10000")

stop

2. Coxpanure ¢aiis B IUPeKTOpUH /etc/rsyslog.d/ U miepe3amnyCcTuTe CIyk0y rsyslog:

# systemctl restart rsyslog

3. Tlepeiigute B BeO-uHTepdeiic m1aTdopMbl U BBITIOJHUTE JeMCTBHe « BKIFOUeHre NCTOUHUKA» ISt
UCTOYHUKA Suricata.

4.3.19 Usergate UTM Firewall

XapakTepucTuku ucrouHuka B [Inardopme Papap:

XapakTepucTuka 3HaueHue
Ha3panue UserGate-UTM
Howmep (ITopT) 2545

Benpnop Usergate



XapakTepucTHKa 3HaueHue
Tun Firewall

Tpoduns cbopa «Mopysib udp_input»

st HACTPOWKM UCTOYHKMKA BBITIO/THUTE C/Ie[IyIOLUe NeUCTBUS:

1. Boiigute B BebG-uHTepdeiic UserGate UTM, nepeiigute B pasgen HacTpoiiku v Bbibepute
BKIagKy "2KypHasnbl 1 otueTsl" (cMm. «Puc. 201»).

A
uli UserGate [Oawbopa | AuarHocTuka ¥ MOHUTORUHT | Focresoit noptan | M
& UserGate 5
O Hactpoiikn
v

G YNpas/ieHne yCTponNCTBoM
& AIMUHUCTPATOPSI
= Cepmudukarsl Hacrpoiikun unrepdeiica
r &8 Cets
L3 30Hbi Yacosoit nosic Europe/Moscow
B WHTepdeiicyi A3k MHTepdeiica No yMonuaHuio Pycckuit
& Wzl Pexwum aBTOpU3aLmMm Beb-koHCONM Mo uMeHw n naponio
Cg DHep
G2 DNS Mpodunb SSL ans BebG-koHconM Default SSL profile (web console)
“Y" BupTyansHsie MapwipyTUsaTo| Mpodunb SSL ans cTpanuy 6nokupos...  Default SSL profile
&% weep ~
r $h Mons3osateny u ycrpoiicrsa Hacrpoiika BpeMeHu cepeepa

Puc. 201 — Hacrpoiika Usergate. JKypHa/bI ¥ 0TYeTbI

2. BeibepuTe mogpasesn IKCHOPT KYPHAIOB U HOXXMUTE KHOTIKY [{006aBUTB (cM. «Puc. 202»).

Al
ujir USQI’Gate Nawbopa | [vardoctvka v MoHMTOpUHT |

v R JKypHanst

[ Mypran coburtii Shiiiai i

[E% XypHan seb-gocTyna
l00aBNTE v
B Hypran Tpadura o4 k4
E¥ Xypran COB Hassanwe T JKypHaNbl Ans SKCNOpTa Tun cepsepa
[Eh XypHan ACY TN
[E1 Xypran uHcnekTuposari SSH Example log export ftp Hypran cobuiuit, Myphan COB, ... FIP
| [;?; HCT0pua nowara Example log export ssh Hypran cobuiTuid, XypHan COB, ... S5H
SKCMOPT XypHanoBs .
oG forwarding_to_SIEM HKypran cobbitui, XypHan COB, .. Syslog
& Wabnos! forwarding_ta_SIEM2 XKypran cobbitui, XypHan COB, ... Syslog
<, [paeuna oT4ETOB
== Co3naHHbIE OTYETHI

Puc. 202 — DKcnopT XypHa/i0B

3. B otkpeBuieMcs okHe "CBOKMCTBa MpaBWia 3KCIIOPTa >KypHAasroOB" BBINOJIHUTE CJle/lyHOLiye
JleNCTBUS:

HpnMeanne: BCeé OTJAe/bHbIe C/JI0Ba B HA3BdAHHWHU HEOGXO,E[I/IMO MMCaTb 4Yepe3 HIKHee
rnog4yepKrBdHUE

o [Ilepefizure Ha BkAagKy "O6mme" (cM. «Puc. 203») U yKaKdTe CJeAyHOIIyH0
H“H(OopMaluio:

o BTI0/e BK/IIOUeHO YCTaHOBUTE COOTBETCTBYHOLLMH (Jiar;

o B mosie Ha3BaHue yKa)kuTe HauMeHOBaHHe CBOMCTBA.



CBoHCTBa NpaBHUJIa SKCNOPTa XypHanos ‘:'}
YnanéHHbid cepsep | JXypHanbi NS 3KaiopTa = Ynp

IBIU'IIO‘-IEHO: v I
IHa3BaHMe: forwarding_to_SIEM I
OnuncaHue:

==

Puc. 203 — CBolicTBa NpaBH/Ia 3KCIIOPTA )KYPHAJIOB.

o [Ilepeligute Ha BKajKy "YpaaneHHbld cepep” (cM. «Puc. 204») U yKaxkuTe C/ieflyrOIIyr0
VH(OpMaLHIo:

CBOMCTBa NPaBWIa SKCNIOPTA XXYpPHANoB Q
log

I Twun cepsepa: Sys |-3.2.1
[ Aapec cepaepa: 192.168.1.10 }-3.2.2

| Mopr: 2545 < 1-3.2.3

| TpaHcnopT: upp |—3.2.4

I MpoTokon: Syslog (RFC 5424) l"3 5250

I KpUTUYHOCTb: YBeAoMUTENbHAR I‘326
I ObbexT: CoobuieHusn nonb3oBaTenbcKue ]‘3. 2.7

| Mma xocra: utmcore@turtesvereca l> 328
| Hassarve npunoxerus: utm-loganalyzer |

Puc. 204 — CBoiicTBa yJa/IeHHOr0 cepBepa.
o Bone Tun cepBepa ycraHoBUTe 3HaueHue "Syslog";

o B1osie Aapec cepBepa ykaxure IP-aapec areHTa cbopa /10r-KoJ/IIeKTOpa;



B mosie ITopT yKakuTe MOPT, 10 KOTOPOMY areHT cOopa jor-Ko/uieKrtopa Oyzer
MpUHUMATh COOBITHS. JO/DKEH COBMajiaTh CO 3HAUeHWeM, yKa3aHHbIM B
HAaCTPOMKaX COOTBETCTBYIOIIETO Mpoduss coopa;

B nosie TpaHcnopT ycraHoBuTe 3HaueHue "UDP";

B nosie IIpoTokoa ycraHoBute 3HaueHue "Syslog (RFC 5424)";

B rojie KpUTHYHOCTE yCTaHOBUTe 3HaueHue "YBeoMuUTe/IbHas ";

B 1iosie O0beKT ycTaHoBUTe 3HaueHHe "Coo0lieHus TIob30BaTeIbCKue";

B mone Umsi xocra v HasBaHue mnpPWI0KeHHA YKA)KUTE COOTBETCTBYIOII[HE
3HaueHus Oe3 MPoOesIoB.

o [Ilepeiigure Ha BKIagKy "KypHamb! s skcriopta” (cM. «Puc. 205») 1 BeiOepuTe )KypHaIbI
JJ1s1 OTTIPaBKM YCTaHOBUB Cjiefytolue aru:

CeoMCTBa NpaBUAA SKCNOPTA YPHANOB e

[ TN e e

7
v

ALY

MypHanbi @opMat
HypHan cobbimuin JSON
HKypnan COB JSON
HypHan ACY TN JSON
HKypHan wHcnektuposaHms SSH JSON
HypHan Tpaduka JSON
KypHan seb-goctyna JSON

o

o

Puc. 205 — Bp10op XKypHa/IoB AJis1 IKCIIOPTA

JKypHan cobbITHii;
XKypnan COB;
KypHan Tpaduka;
JKypHan Be6-focTyna;

JL7Is1 BCeX »KypHasioB B rpade @opmar ycraHoBuTe 3HaueHue "JSON".

e Haxmute kHONKY COXpaHUTD.

4. Tlepeligute B BeO-uHTEpdeC M1aT(OpMbI U BBITIOJHUTE [JeHCTBHE « BKIHOUeHHe UCTOUHUKA» /IS
ucroynuka UserGate-UTM.



4.3.20 ViPNet Coordinator

[TporpammHo-anmnapaTHble KoMiiekchl (ITAK) ViPNet Coordinator HW 4 — mopenbHbIN psif 11THO30B
Oe3omacHOCTH, TpegHA3HAUeHHBIX [/ TIOCTPOeHUs BUPTyanbHOUW cetu ViPNet u obecrieueHust
Oe3omacHOl Tmepefiaud JaHHbIX MeXJy eé 3alljuIlleHHbIMA CermMeHTaMH, a Takke (uabTpaguu IP-
TpaduKa.

ViPNet Coordinator mMeeT BO3MOXXHOCTBH OTIIPABJIATE COOBITUSI ’KypHaja pervcrpauyyd IP-makeToB
(bopmat CEF) u xxypHasa pabotsl ciyk6 iplircfg, mftpd, failoverd.

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTuka 3HaueHue

HasBanue ViPNet

Howmep (ITopT) 2211

Benpop infotecs

Tun HW

IIpoduns cbopa «Mogaviab udp _input»

Ilpumeuanue: [lo ymonuanuro ucmouHuk ViPNet-Coordinator He umeem B603MOXMCHOCMb U3MeHUMb
nopm u npomokoa omnpasku cobbimuli, noamomy cbop cobbimuli aeeHmom cbopa noe-Koniekmopa
npoucxooum no 514/UDP.

Buaumanue! Bce KOMAHObI 8bINOMHAIOMCS 8 pedcume aomMuHucmpamopa. Umobbl eolimu 8 pexcum
aomuHucmpamopa eeedume enable u napoab adMuHucmpamopd. B KOHCO/bHOU cmpokKe 3HAK > psidoM C
UMeHeM Xocma CMeHUmMCcs Ha #.

Hactpoiika uCTOYHMKA BKJTFOYAeT B ce0si cielyroliye maru:
1. Hacrpoiika )xypHasa paboTbl C/TyK0.
2. Hacrporika xxypHana perucrpanuu IP-nakeTtos.
3. BxkJitoueHMe UCTOUHHMKA B IIaTGopMe.

IIIar 1. HacTpoiika KypHa/ia padoThlI CJIyx0

Buaumanue! [Ipu Hacmpoiike yO0aneHHO20 nNpOMOKOAUPOBAHUsi cobbimuli, npekpawjaemcs 6eoeHue
JHcypHanoe Ha nokaiabHom xocme. Ecau ViPNet Coordinator HW ucnonb3yemcsi 8 pejcume kKiaacmepa
2opsiye20 pe3epeupoBaHusi, mo HeobXoo0uMo Hacmpoums yod/seHHOe NPOMOKOAUPOBAHUEe HA 0OOUX y31axX.

3ajaliTe  ypoBeHb  BeleHMs1  JKypHajla B CeKLUHU debug daiiioB  KoH@Urypaiuu
iplir.conf, failover.ini, mftp.conf:

[debug]
debuglevel= 3
debuglogfile= syslog:daemon.debug



I'pe:

e debuglevel= 3 — YypOBeHb Ba)KHOCTH COOBITHH, 3alMCHIBAEMBIX B >KypHa/l. B03MOKHBIE
3HaueHus:: oT -1 710 4 (1o yMo4aHuio 3, -1 - OTK/IFOUaeT BeZileHUe KypHasa);

e debuglogfile= syslog:daemon.debug — MCTOUHMK HH(OpPMAalMH, BBIBOAMMOM B >KypHall.

3HaueHue syslog:<facility.level>, rme:

o facility — nmpouyecc, popmupytonmii nHbopmaryo. Bo3moxkHble 3HaueHust: kern (si1po),
user (110/1b30BaTeIbCKHe PorpamMmbl) Wik daemon (CUCTeMHBIE CTYKObI);

o level — ypoBeHb B&)KHOCTM WH(oOpMaiuu. Bo3MoxHble 3HaueHus: err (ommbka),
info (uHdopmarmornHoe coobiienye) wiv debug (oTmagouHas HHbOpMAaLKs).

ITpumeyanue: 06bIUHO 0OCMAMOYHO YKA3AHHbBIX NAPAMEmMpPO8 N0 YMOAUAHUIO.
Ecnu BeI XOTHTE M3MEHUTh HAaCTPONKU Cy>KOBbI, TO HEOOXOAUMO BBITIOJHUTH CeAYIOIIYe eCTBUS:
1. OcraHOBHUTE COOTBETCTBYIOLIYIO CITYKOY.
2. BHecuTe n3MeHeHUs B KOH(OUTYPAIIMOHHBIN (aii/l CITy>KObI.
3. CoxpaHuTe U3MeHeHHUs.
4. 3aKpouTe peJakTop M 3aIyCTUTe CIyXO0y.

BkstrounTe oTIipaBKy COOBITHIA )KypHasia Cny>»k0, yka3aB [P-azpec areHra coopa s10r-Ko/uieKTopa:

hostname# machine set loghost <IP-agpec areHTa cb6opa /or-Konnektopa>

[obaBbTe pa3pelaroiriee UCXO/slIlee TIPaBUIO, yKa3aB IP-aipec areHTa cOopa J0r-KoieKTopa:

hostname# firewall local add src @local dst <IP-agpec areHTa cbopa nor-konaektopa>
udp dport 514 pass

IIar 2. HacTpoiika >xypHasia perucrpauuu IP-nakeroB B (popmare syslog + CEF

OcraHoBuTe Cayx0y iplircfy ¥ OTKpoTe ¢aiin KoHpuUrypauuu iplir.conf. B cekuuu misc yKaxure
rapaMmeTpbl 5KCIIOpPTa )XypHasia perucrpanuu IP-nakeros:

cef_enabled= yes
cef_ip= <IP-agpec areHTa cbopa nor-kosnekTopa>
cef_port= <nopT A/1a JaHHOrO UCTOYHMKA> (Mo ymondaHuw: 514)
'pe:
e cef_enabled= yes — pa3pelleHye 5KCIIOPTa 3alyCei )KypHaJa 10 CeTu;

e cef_ip— IP-agpec yor-KoJuieKTopa, Ha KOTOPhINA OyAyT oTrpaBsTbes coobmenusi CEF;

e cef_port— TOpPT, MO KOTOPOMY areHT cOopa Jor-KosieKTopa OyZieT NMpUHHAMATh COOBITHS.
IomkeH coBMaiaTb CO 3HAUYEHHWEM, YKa3aHHBIM B HACTPOWKaxX COOTBETCTBYHOLIEro Mpodusis
cbopa.

Coxpanute usmeHeHus (couetanue knasuil Ctrl+0), 3akpoiite pepakTop (couetanue knasuil Ctrl+X).
3anyctute cmyx0y iplircfg:
hostname# iplir start

IobGaBbTe pa3pelaroliiee UCXOsIee TPaBUIIO, yKa3aB [P-aipec areHTa cbopa I0r-KoJieKTopa:



hostname# firewall local add src @local dst <IP-agpec areHTa cbopa nor-
KonnekTopa> udp dport 514 pass

Hactpoiika xypHa/iupoBaHus IP-nmakeToB /i/is onpee/ieHHOr0 HHTepdelica

[lpy HeoOXOAMMOCTH BbI MOXKeTe HACTPOUThH >KypHajupoBaHue IP-makeToB /751 OIpe/iesIeHHOrO
uHTepdeiica. [laHHas HacTpoilKa MPOM3BOAWTCS B (pailie KoHUrypauuu uHTepdeiica iplir.conf-
eth<Homep> NpY MOMOLLY KOMaH/IbI:

hostname# iplir config eth<Homep>
Cexkuus [db]:

e registerall= <on/off>— BK/IIOUEHHEe WM BBIKJIIOUEHWE perucTpanuy 3amuceli 000 Bcex
nakerax. [lormycrumMble 3HaUCHUS:

o 0off — perucCTpUpPyrOTCS TOJBKO 3a0/I0KMPOBaHHbBIE MMAKeThI (3HAUE€HHE 110 YMOTUaHHIO);
o 0N — PerMCTPUPYIOTCS BCE MaKeThl.
Cekuus [cef]:

e event= blocked — dopmupoBanue coobmennii CEF (KoTopble u OyAyT OTIpPAaBISTHCS) TMpU
peructpaiuyu [P-rakeToB, MPOXOAAIIMX uepe3 UHTepderic

o all— pns Bcex IP-makeToB;
o blocked — TonbKO At 6/IOKMPOBAHHBIX [P-T1akeToB.

e exclude=— yKa3bIBalOTCS HOMepa THUIIOB COOBITHM, KOTOpbIe [O/DKHBI OBbITH HCK/IFOYEHBI U3
dopmupoBanus coobujennii CEF (yKa3biBaroTCss HOMepa THIOB COOBITHIA Yepe3 3arsiTylo).

IIpumeuanue: Homepa munog cobbimuli ykazavbl 8 Ookymewme "02 ViPNet Coordinator HW 4.
Hacmpotika e CLI.pdf", exooswuii 8 Komniekm dokymenmayuu Ha ViPNet Coordinator HW 4.

Coxpanute nsmeHeHus (couetanue knasuill Ctrl+0), 3akpoiite pepakTop (couetanue knasui Ctrl+X).
3anycrute cayx0y iplircfg:
hostname# iplir start

IobaBbTe pa3periaroiiiee UCXO/slIee TTPaBUIO, yKa3aB [P-afpec areHTa cOopa JI0r-KoyieKTopa:

hostname# firewall local add src @local dst <IP-apgpec areHTa cbopa nor-
KonnekTopa> udp dport 514 pass

IIar 3. ITepetiguTe B Beb6-uHTepdeiic raaTGopmbl U BBITIOHUTE JelCcTBUe « BK/IHoueHre UCTOUHUKA» IS
rncroyHuka ViPNet.

4.3.21 WireGuard EdgeSecurity
XapakTtepucTyuku uctrouHuka B Ilnargopme Papap:

XapakTepucTuka 3HaueHue
Ha3panue EdgeSecurity-WireGuard

Howmep (ITopT) 2182


https://infotecs.ru/downloads/documents/vipnet-coordinator-hw-4/?ysclid=lwtdv1c6ve700701516

XapakTepucTHKa 3HaueHue

Benzop EdgeSecurity
Tun WireGuard
IIpodmns c6opa «Moaynb tcp_input»

IIpumeuanue: WireGuard no ymonuaHuio He 3anucbi@aem ceou cobbimusi. XypHaaupogaHue cobbimuil
WireGuard mMoxcHO 8Kk10UUmb, UCnoab3ys Mooy/b si0pa wireguard linux (8 eepcusix si0pa 5.6 uiu Hogee),
eKk/ouus sedeHue xcypHana dyndbg, komopbili omnpaensiem coobuwjeHus xcypHana 8 bygep coobwjeHull
sa0pa.

7151 HACTPOMKU MCTOUHUKA BBITIOJTHUTE C/IeIyIOLIUe NeCTBUS:

1. TIpoBepbTe COCTOSIHME >KyPHATUPOBAHUS COOBITUI CHCTEMBI:
# cat /sys/kernel/debug/dynamic_debug/control | grep "wireguard

2. Eciy miocne BBITIOJIHEHWS KOMaHJbl HUYEro He BBIBOAUTCS, TO BK/IKOUMTE >XypHa/MpOBaHUe
COOBITHIA:
# modprobe wireguard

# echo module wireguard +p > /sys/kernel/debug/dynamic_debug/control

CoOBITHSI MOXXHO TIOCMOTPETh JII000H U3 C/IeIyIOIIMX KOMaHI:
# dmesg | grep “wireguard

# tail -n 300 /var/log/kern.log
3. Hacrpotite 3anyce )XypHa/IoB B OTZAe/IbHbIN (aiin /var/log/wireguard.log:
e co3jaiiTe Qailn:
# nano /etc/rsyslog.d/10-wireguard.conf

e 100aBbTe B HETO C/ieyOIIHe HAaCTPOUKU:
:msg, contains, "wireguard: " /var/log/wireguard.log

& stop

4. [nsg HaCTpOWKM OTIIPAaBKM COOBITMM WMCTOYHWMKA HAa areHT cbopa JIOT-KOJIJIeKTopa Co3jaiTe
¢avin nano /etc/rsyslog.d/30-wireguard-1lc.conf 1 yKakuTe Ciaeyroliie HaCTPOUKU:

module(load="imfile" PollingInterval="5")
input(type="imfile"
reopenOnTruncate="on"
File="/var/log/wireguard.log"
Tag="wireguard"
ruleset="sendlc")

ruleset(name="sendlc")
{
action(type = "omfwd"
Target="<IP-agpec areHTta cbopa sor-konnektopa>"
Port="<nopT, yKa3aHHblii B HacTpolikax npoouna cbopa>"
Protocol="udp"
ResendLastMSGOnReconnect="on"


https://docs.kernel.org/admin-guide/dynamic-debug-howto.html#debug-messages-at-module-initialization-time

action.resumeRetryCount="100"
gqueue.type="linkedList"
gqueue.size="10000")

stop

5. Tlepefinute B BeO-uHTepdetic 11aThopMbl U BHITIOHUTE JelCTBUE «BK/IIOUeHHe UCTOUHUKA» [IJIst
ucroynvka EdgeSecurity-WireGuard.

4.3.22 Zeek (IDS Bro-ids)

Zeek (panee Bro) oTHOCHUTCSI K CeTeBbIM CHCTeMaM OOHAapy>KeHHUsl BTOP)KeHHs, OCHOBaHHas Ha Unix-
cucTeMax, Kotopast Hab/ojaeT 3a CeTeBbIMU JJaHHBIM M 0OHapy’KUBAeT 110/j03pUTebHYI0 aKTUBHOCTb.

XapakTepucTyuku uctouHuka B Ilnargopme Papap:

XapakKkTepucTuka 3HaueHue

HasBanmue Zeek

Howmep (ITopT) 2685

Benzop Zeek

Tun IDS

Ipoguns cbopa «Moaynb tcp_input»

,Z[J'IH HaCTpOﬁKH NCTOYHHMKA BBITTOJ/JIHUTE C/IeAyrolne AEﬁCTBHH:

1. B nosurtvke cuctemsl /opt/zeek/share/zeek/site/local.zeek BK/IFOUUTE 3alMCh >KypPHAIOB
B (popmare JSON:

# Output in JSON format
@load policy/tuning/json-logs.zeek
2. 3amycture zeekctl deploy [/si HpUMeHEHUs] KOHPUTypaLyu.

3. TIpu HEOOXOAUMOCTH YAOCTOBEPbTECh, UTO KOH(MUTYpAIL[Us PUMEHUIACh MPaBUIbHO. [/1si 3TOro
BBe/IMTe KOMaH/ly HI)Ke U MIPOBepbTe CTaTyC y3/a:

# zeekctl status
4. TlpoBepbTe oTobpakeHHe coObITHI B (hopmaTe JSON:

# tail /opt/zeek/logs/current/conn.log

5. B koHpuUrypaioHHbli ¢aitn local.zeek q06aBbTe TOJIA stream U process:

type Extension: record {
stream: string &log;
process: string &log;

};

function add_extension(path: string): Extension



4.4

return Extension($stream = path,
$process = '"zeek");

}

redef Log::default_ext_func = add_extension;

3anyctute zeekctl deploy [y IpUMeHeHUs] KOHQUTypaLjiH.

Buumanue! Ha O0aHHom 3mane modicHO noayuumb owubky Your interface is likely receiving
invalid TCP checksums, most likely from NIC checksum offloading. By default, packets with
invalid checksums are discarded by Zeek unless using the -C command-line option or toggling the
'ignore_checksums' variable. Alternatively, disable checksum offloading by the network adapter to
ensure Zeek analyzes the actual checksums that are transmitted. 13-3a Hee mo2aym He npuxooum
HyJ}CHble noas 8 JcypHaaax. [las  ucnpaeneHuss owubku 8  KOH(pU2ypayUOHHbIL
¢atin local.zeek dobasbme Hacmpoliky: edef ignore_checksums = T;.

Ona cbopa >KypHamoB co3faiite daiin /etc/rsyslog.d/zeek-ssh.conf co CaeqyrOLUUMU
HaCTPOMKaMU:

module(load="imfile" PollingInterval="5")
input(type="imfile"
reopenOnTruncate="on"
File="/opt/zeek/logs/current/ssh.log"
Tag="zeekssh:"
ruleset="zeekssh'")
ruleset(name="zeekssh")

{
action(type="omfwd"
Target="<IP-agpec areHTa cbopa nor-kosasektopa'"
Port="<nopT, yKa3aHHbIi B HacTpoikax npoduna coéopa>"
Protocol="tcp"
ResendLastMSGOnReconnect="on"
action.resumeRetryCount="100"
queue.type="linkedList"
gueue.size="10000")
stop
}

CoxpaHHTe U3MeHeHHs U Tiepe3artyCcTuTe ciyx0y rsyslog:

# systemctl restart rsyslog

[TepeiiguTe B Beb-uHTepdeiic miaThopMbl U BLITIOTHUTE elCTBHe « BK/IoueHre UCTOUHUKA» IS
rncroyHuka Zeek.

PeweHusa System Security

[Ipu paboTe TO MOAK/IIOUEHUIO pellleHWH System Security B KauecTBe WMCTOYHHMKA COOBITHI

B Ilnardopmy Pagap BaM MOXXeT NPUTOAUTHCS CJleflytoliasi CripaBoyHasi UH(OpMaLUs:

«VICTOUHUKU»;

«HacTtpoiika JIor-Ko/aIeKTopar».




44.1

Confident Dallaslock

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTUKa 3HaueHue

Haspanue DallasLock

Howmep (ITopT) 2676

Benpop Confident

Tun SZ1

Mpoduns c6opa «Moaynb tcp_input»

st HACTPOWKM UCTOYHKMKA BBITIOJTHUTE C/Ie[lyIOL1e AeUCTBUS:

1.

Boiigute B uHTepdeiic agmuHuctpaTtopa Dallaslock u mepeiiaute Ha BK/Iaaky ITapamerpsi
0e3omacHOCTH — AyJuT.

Bribepute mNyHKT BhIrpy3ka J>KypHa/IOB, BBbI30BUTE KOHTEKCTHOE MEHIO U BblOepuTe
nyHKT CBoMcTBa (cM. «Puc. 206»).

[/ U \ Dallas Lock 8.0.710.0-K [Administrator]
. %
el YuyerHbie 3anucu MNapameTpet 6e30nacHoCTH Kowtpoas pecypcos  CKH XKypHansl!
EB \Q % ‘g Q. - ) Caoiicrea..
. " | €% ‘g ‘. £ el & otvosurs
Bxoa [Ayawt MNpaea O4ncTKa OCTaTONMON  KowTpons  Baokupyemsie M3oanposanHbie
nons3oBarenen VHOQOPMAaLMK UeAOCTHOCTH paclunpeHns npoueccs
Kareropuu AeAcTena
MNapamerp 3Hauenune
EXXypHan Bxoa08 B cucTeMy Bk
XKypHan pecypcos Bk,
XKypHnan ynpasaesuna nonutukamm besonacHoctm Bka.
& XypHan ynpasaeHus yueTHsIMM 3anucamMm Bxa.
® KypHan neuarm Boixa.
¥ XypHan 3anycxa/3asepuenns npoueccos B,

L dukcnpoBaTe B XypHane BXOAOB HeNpaBuabHbIe Nnapoam Her
E£33aHOCUTL B XYPHAN MCXOAALLIME NONBITKK BXOAA Ha yaan... Her
£ 3aHocuTs B XypHan cobbitna 3anycka u ocranosku OC Her
€ 3aHocuTs B XypHan cobuiTua 3anycka U OCTaHOBKM MOA... [la

EJAyaur ycrpoiicre Bk,
IAyaut cobbiTuit 3auncTkm B,
EJAyaut aoctyna: 3aHOcuTs B XypHans! ownbku OC Buixa.

EJAyaut pocryna/zanycka: Bectv ayanT cuctemHbix NoNL30... Bka.

& Meuarars/peaakTmposars wramn Her

&2 Co3paeare TeHeBLIe KONWUK PACNeYaTLIBaeMbix AOKyMmeH... Hert
e ——
£iMakcumansHoe kon-BO 3anuced Coolicrea... 20000, 20000, 20000....

A Nepuoanueckan apxmBauma Xypr Obrosums He ucnonsayerca

Puc. 206 — Dallaslock. Hactpoiika ayaura

OTkpoetcsi OKHO BbIrpyska xypHasoB (cm. «Puc. 207»).



Beirpyzka xypHanos X

" | 3kenopr xypranoe B xypran cobbruit Windows

V| 3kenopr xypHanos B SIEM cncremy

Cepeep | 10.10.10.10
QOopMaT BLINPY3KK:

Koanpoeka Buirpy3Ku:

[v] Xypwan exonos

[v] Kypwan ynp. yu.3anncamm

[v] Xypuan pecypcos

[v] KypHan neuaru

[v] Xypwan ynp. nonutukamm

[ 1Xypuan npoueccos
XypHan nakeros M5
XypHan coeanHennn M3
XypHan coObimun OX

XypHan Tpagdwmka

Mepuoa BbIrpy3Ku XypPHaNoBs:

YCTaHoBuTL BCR

Nopr | 2672
Syslog N

CP-1251 v

XYDHAN KOHTPONA NPUNOXKEHNN

JXypHan pe3epeHoro KonupoBaHnsA

10 cekyna v

CHaTb BCE

OK

Ormena

Puc. 207 — OkHo "Bri6op xypHaioB"

4. B OKHe BBINIOJIHUTE C/IeAYIOLIMe AelCTBUS:

e ycTaHoBUTe (psiar IKCNOpPT XKypHaioB B SIEM cucremy;

e B IIOJIE CepBep YKdXKUTE IP—a,qpec dI'eHTa c6opa JIOT-KOJIJIEKTOPA,

e B Tmone IlopT ykaxure TMOpPT, MO KOTOPOMY areHT cOopa Jjor-kosiekropa Oyger
NpUHUMAaTh COOBITHS. [IO/DKEH COBMaJaTh CO 3HAUEHWEM, yKa3aHHbIM B HACTPOMKax

COOTBeTCTBYtOIIero npodus cbopa;

e B 10/ie dopMarT BBITPY3KH U3 BBINAZAIOIIETO CITUCKA BbIOepuTe 3HaueHue "Syslog";
e B 1osie KogupoBKa BBITPY3KH 13 BBINA/IAMOIIETO CITHMCKA BbiOepuTe 3HaueHue "CP-1251";

e BbIOEpHTe KYPHA/IbI [/Is1 OTIPABKH, yCTAaHOBUB COOTBETCTBYIOIHME (hr1ar;

e HaxmuTe KHOMNKY OK.

5. Tlepeiiaure B BeO-uHTepdeic miaTdhopMbl U BBITIOJHUTE AeicTBUe « BKIHoueHre NCTOUHUKA» [I7IsSt

uctounuka DallasL.ock.




4.4.2 Kaspersky Anti Targeted Attack Platform

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTuKa 3HaueHHne

HasBanue Kaspersky-Anti-Targeted-Attack-Platform
Howmep (TTopT) 2602

Bengop Kaspersky

Tun APT-protection

Mpoduns c6opa «Moaynb tcp_input»

,Z[J'IH HaCTPOﬁKH HNCTOYHHMKA BBITTOJIHUTE C/IeAyHolne AEﬁCTBHHI

1. Boiigute B BeO-uHTepdeiic cuctembl Kaspersky Anti Targeted Attack moj yueTHOH 3ammuchio €
rpaBaMH a[MUHKCTpATOpa.

2. Tlepeiigute B pa3zen Settings — SIEM system (cM. «Prc. 208»).

SIEM system Integration

Kaspersky
@ Anti Targeted

Attack Platform S i Data to send @ Activity log
0 Alerts
B Dashboard
Hos/IP* —

Operation mode

Port*
Reports v

Protoco TCP v
Settings <

Host ID

Sensor servers of the alert in the SIEM system log

Sandbox servers > Heartbeat

External systems N ; ) TLS encryption > Disabled

Puc. 208 — IIpumeHeHne HacTpoiiKu ornpaBKH co0brTHii Kaspersky Anti Targeted Attack

3. YkKaxure cie[yoliie HaCTPOUKU:
o B nose Data to send ycraHoBute daru "Activity log" u "Alerts";
o B 1osie Host/IP ykaxkute IP-afpec areHTa c60pa JIor-KOJ/IJIEKTOPA;

e B 1o7e Port ykaxure MopT, 10 KOTOPOMY areHT cbopa Jior-KosieKTopa Oy/ieT MpUHAMAaTh
cobbrThsi.  [lo/pkeH — COBMajaTh CO  3HAYeHWEM, YKasaHHbBIM B HACTPOMKax
COOTBeTCTBYHOLL[Ero rpoduss coopa;

o B 10Jie Protocol 13 Bbimazjatoiiero cnucka Beibepute MpoToKos B3aumogeiicteusi: "TCP";
o B 1iosie Host ID ykaxkute ID ycTpoiicTBa;

o B none Heartbeat ykakuTe MHTepBa OTIPABKU COOBITHI ¢ WH(pOPMaLMell 0 COCTOSTHUU
CUCTEMBI;



e IIpH HeoOX0AUMOCTH m1dpoBaHus OTIIPaBKHU cobObITHI B noste TLS
encryption ycraHOBuTe repek/touaresib B "Enable".

4. [nsa coxpaHeHUs W3MeHeHWW Ha)KMuTe KHONKY Apply.
5. Tlepeiiaure B BeO-uHTepdeic riaTdhopMbl U BBITIOJHUTE AelcTBUe « BKIroueHre NCTOUHUKA» [IJIsSt
ucrounrka Kaspersky-Anti-Targeted-Attack-Platform.
4.4.3 Kaspersky Secure Mail Gateway

XapakTepucTyiku uctouHuka B Ilnargopme Papap:

XapaKkTepucTuKa 3HayeHue

Haszanue Kaspersky-Secure-Mail-Gateway
Howmep (ITopT) 2608

Benzop Kaspersky

Tun KSMG

Ipoguns cbopa «Moaynb tcp_input»

Hacrpoiika uCTOUHMKA BK/TFOUaeT B ceOsl CIeAyroIye [aru:
1. Hacrpoiika SSH noakmouenusi Kaspersky Secure Mail Gateway.
2. Hactpotika skcrnopTa cobsituii B popmate CEF.
3. Hactpotiika otripaBku cobbituii B Ilnargopmy Papap.
4. Bk/toueHHe UCTOYHHMKA B IJIaTGopme.
ITar 1. Hactpoiika SSH noakmouenus: Kaspersky Secure Mail Gateway

1. OTKpOﬁTe T€PMHHAJ/I U BBITIOJITHUTE KOMdHAY:

$ ssh-keygen -t rsa

2. Ha koHcosb OyJeT BbIBeZIEHO CJle/iytoliiee COOOIeHHe:
Enter file in which to save the key (/home/user/.ssh/id_rsa):

3. Haxmure Ha knaBuily Enter. [lasee cuctemMa TMpejioKUT BBeCTH KOJOBYIO (Qpasy /s
JIOMOJIHATE/TbHOM 3aiuThl SSH-noAKII0ueHus:
Enter passphrase (empty for no passphrase):

4. DTOT 1Iar MOXXHO MPOMYCTUTh. IIpy OTBeTe Ha 3TOT W C/EeAYIOLIMNA BOMPOC TMPOCTO HAKMUTE
knaBuiy Enter. ITocsie 3Toro Kitou OyeT co3/iaH.

5. BriBesieTe K/1r0U B KOHCOJIb M CKOMUPYHTe ero B Oydep oOMeHa:
$ cat ~/.ssh/id_rsa.pub
IIpumeuaHue: ybeauTech, UTO Bbl CKOMMPOBAIA BCE CO/IEP)KUMOE KJIFOUA: TeJIO0 KJIKoYa, afipec

BHEKTpOHHOﬁ I1OYTHI, 0e3 AOINOJ/IHUTEJ/IbHBIX CHMMBOJIOB M 3HAKOB II€peHO0Ca. ,[[JIH IMPOBEPKH BbI
MO>XeTe BCTaBHUTb CKOHHPOBaHHbIﬁ KJ/IFOU B OJIOKHOT - AO0JDKHA TMOTYyUUThCA O/iHA CTPOKA.



6. Boiimure B BebO-uHTepdeiic Kaspersky Secure Mail Gateway wu mepeliaiute B paszjen
Settings — Application access -~ SSH access (cM. «Puc. 209»).

General SSH access
EI Personal accounts + Add key D Add SSH public key to get access to the server
External services Description Key data

Kaspersky
Secure Mail
Gateway

Logs and events

Monitoring

Dashboard o
Application access

Rules i
Single Sign-On login

User lists
Local administrator

Nodes
SSH access

Events L
Built-in MTA
Backup

Message queue

Reports

Accounts

Settings

Puc. 209 — Kaspersky Secure Mail Gateway. SSH access

7. Haxwmute Ha kHOnIKy Add key. Otkpoercs okHO "Add an SSH public key" (cm. «Puc. 210»).

Add an SSH public key X

) At least 1024-bit RSA public keys can be uploaded only.

Description

ksmg_console

Key data

ssh-rsa -----

Puc. 210 — OkHno "Add an SSH public key"



8. B mnosie Description ykaxuTe /JOMOHUTE/IBbHYIO HH(GOPMALMIO 0 3arpy>kaeMoM Kiaroue SSH.
9. B nosne Key Data BcTaBbTe CKONMPOBaHHBIN paHee OTKPBIThIN Ki1tou SSH.
10. Haxxmurte Ha kHOTKy Add.

OTkpeITeld Km0u SSH Oyger gobaBieH. Aamunuctpatop cucteMmbl Kaspersky Secure Mail Gateway
CMOXKeT TIOJK/TFOUUTRCS K JTF0O0MY y3/1y KjlacTepa IMpU HaJIMUMKM COOTBETCTBYHOIero Kioua SSH.

[Tpu He06XOIUMOCTH MPOBEPbTe TIOAKIIOUeHHe KOMaH[0M:

# ssh -vvv -1 .ssh/ksmg_rsa root@your-ksmg-ip-address
I'ne:

e .ssh/ksmg_rsa - myTh K BalieMy kitouy SSH;

e your-ksmg-ip-address - IP-agpec Kaspersky Secure Mail Gateway.
IIIar 2. HacTpoiika 3kcnopTa coobiTiii B hopmare CEF

1. TloaxmounTech K KOHCOJIM yrpaB/eHusi BUpTyanbHoW MamrHou Kaspersky Secure Mail Gateway
Mo/l YYeTHOM 3aruchio root, ucronb3ys kmod SSH. 3amyctutcs pexxum Technical Support
Mode.

2. OrtkpotiTe (aiin c mapaMeTpamMu KCIIOPTa COOBITHI:

/opt/kaspersky/ksmg/share/templates/core_settings/event_logger.json.template
3. B 6s0ke siemSettings BbITIOTHUTE C/IeAYIOIIE HACTPONKU:

o ykaxure kareroputo (facility) mns syslog. PekomeHayeTcsi yKa3aTh TaKyr) KaTeropuiO
(facility) mnst syslog, koTopast He UCIOb3yeTCs JPYTMMM MporpaMmamu Ha cepBepe. I1o
YMOJIUaHUIO YCTaHOB/IEHO 3HaueHue local2. [lonycTrMble 3HaUeHUs:
Auth.

Authpriv.
Cron.
Daemon.
Ftp.
Lpr.
Mail.
News.
Syslog.
User.
Uucp.
Localo.
Locall.
Local2.
Local3.
Local4.
Locals.
Localé.
Local7.



e BKJIFOUMTE 3KCTIOPT )KyPHAJIOB YCTaHOBUB 3HaueHHe rapaMmeTpa enabled paBHBIM true;

e 33/]aliTe ypOBeHb JleTa/lM3alii SKCIIOpPTa KYPHAJIOB, YCTAaHOBUB OJHO W3 CJIeAYIOIIUX
3HaueHUM napameTtpa loglLevel:

e Error —3KCIOPT COOBITHH, CBSI3aHHBIX C BO3HUKHOBEHHEM OIINOO0K;
e Info — 3KCTOPT BCEX COOBITH.

IIpumep:

"siemSettings":
{
"enabled": true,
"facility": "Local2",
"logLevel": "Info",

e 715 KODPEKTHOTO BhIMIOJHeHUs oriepaiiuu napcunra Ilnardopmoit Pajap Bcex KypHaioB
rocTaBbTe Mpobes B cieaytoleli ctpoke (cM. «Puc. 211»).

"siemSettings":

{
"ena : true,
"fac : "Local2",
"logLevel®: "Info",
"formatting":

{

"prefix": "CEF:0|A0 Kaspersky Lab|%PRODUCTS|%VERSION%|%ID%|%NAMES:|%SEVERITY 5| ",

Puc. 211 — PeaktupoBanue (aiiyia KoHQUrypamuu.

IIpumeyaHue: UCMOYHUK omnpasasiem uacmsb 10208 6e3 obsizamenbHozo nonsi Extension. Ilpoben
pewiaem 3my npob/semMy U 8ce HCypHA/Ibl NPOX00siM onepayuro NapcuHad NpasuabHO.

4. Ortkpotite daiin /etc/rsyslog.conf v BbIMosHUTE C/ieAYyIOLMe HACTPOUKMU:

e H3MEHHUTE CTPOKY:

*.info;mail.none;authpriv.none;cron.none;local®@.none;locall.none
/var/log/messages

yKasaB B Heli 3HaueHue facility:

*.info;mail.none;authpriv.none;cron.none;local®.none;locall.none;<kaTterop
na (facility), BblbpaHHasa Ha ware 2>.none /var/log/messages

e 1006aBbTe B (haiis c/ieAyIOLyI0 CTPOKY:
<kaTeropua (facility), BbiOpaHHasd Ha ware 2>.* -/var/log/ksmg-cef-messages
5. Co3paiite ¢aiin /var/log/ksmg-cef-messages U HACTPOUTe IpaBa J0CTyna K HeMy. [l 3TOro
BBITIOJTHATE KOMaH/IbI:
# touch /var/log/ksmg-cef-messages
# chown root:klusers /var/log/ksmg-cef-messages
# chmod 640 /var/log/ksmg-cef-messages

6. Hacrpoiite rpaBuia poraiyu (HaiiioB C SKCIOPTUPOBAHHBIMUA COOBITHSIMU. [I/1s1 3TOTO 0OaBLTE B
daiin /etc/logrotate.d/ksmg-syslog ciieAyrolye CTPOKU:



/var/log/ksmg-cef-messages

t
size
rotate
notifempty
sharedscripts
postrotate
/usr/bin/systemctl kill -s HUP rsyslog.service >/dev/null 2>&1 || true
endscript

7. Tlepe3amycrure ciayx0y rsyslog. st 5TOTO BLIMOJHUTE KOMaH/Y:

# service rsyslog restart

8. s CUHXpOHMW3AalUM TIapaMeTPOB MEXy y3/7aMd KjacTepa W TPUMeHeHWs W3MeHeHHH,
BHECEHHbBIX B KOHGUTYPaLMOHHbIN (haiis, BBITIOJHUTE CIeAyIOLue 1eHCTBUS:

e Boiaute B BebO-uHTepdeiric Kaspersky Secure Mail Gateway u mepeligute B
pazzen Ilapamerpsl — JKypHansbl ¥ co0biTHA — CoOBITHSA;

e BHECUTe TMPOM3BOJIbHOE H3MeHeHHe B 3HaueHHe /H000ro mapamMeTrpa W HaXMWUTe Ha
KHOTNKy CoXpaHHUTB;

e TIOCJIE 3TOTO BBl MOKETE BEPHYTh MCXO/JHOE 3HAUEHUEe W3MEHEHHOTo TlapaMeTpa. DKCIIOpPT
cobbiTHii B hopmaTe CEF OyzeTr HacTpoeH.

IITar 3. HacTpoiika ornpaBku co6brTuii B Ilnardopmy Pagap

Buaumanue! /[elicmeusi, onucaHHble 8 pazdene, HEOOXOOUMO 6bINOAHUMb HA KAHXCOOM y3/de Kaacmepd,
cobbimusi ¢ Komopo2o 8bl Xomume omnpasnsimsb 6 Ilnam¢opmy Padap. Ileped eHeceHuem usmMeHeHUl 8
KoH(puzypayuoHHble ailibl pekomeHOyemcsi cOeaamb UX pe3epeHble KONnuu.

1. TloakmrourTech K KOHCOMU yIpaB/ieHUs BUPTyanbHOM MaiHou Kaspersky Secure Mail Gateway
Mo/l yUYeTHOM 3amuchio root, ucronb3ysi kmou SSH. 3anycrurcs pexum Technical Support
Mode.

2. Ykaxwure HeobOxoaumoe 3HaueHue facility, IP-azpec for-KosiekTopa u TopT, 10 KOTOPOMY JIOT-
KOJIJIEKTOP OyZieT TIPUHMMAaTh COOBITHSI OT JAHHOTO MCTOYHHMKA: "2608". [ns storo mobaBbTe B
KOHell paitna /etc/rsyslog.conf cieayromye CTPOKHU:

$WorkDirectory /var/lib/rsyslog

$ActionQueueFileName ForwardToSIEM

$ActionQueueMaxDiskSpace

$ActionQueueSaveOnShutdown on

$ActionQueueType LinkedList

$ActionResumeRetryCount -

<kaTeropusa (facility)>.* @@<IP-agpec nor KosnekTopa>:<nopT(TCP)>

3. Tlepe3amyctute cayx0y rsyslog. [y 3TOTO BBITIOTHUTE KOMaH/Y:

# service rsyslog restart



IIlar 4. Bk/1oueHHe HCTOYHUKA B T1aTdopme

[Mepetizure B BebO-wHTepdeic TUIaTGOPMBI M BBITIOJHUTE [eHCTBHe «BK/IIOUeHHWEe WMCTOUHHMKA» JIJIst
ucrounrka Kaspersky-Secure-Mail-Gateway.

4.4.4

Papercut-NG

PaperCut NG - 5T0 cpefiCTBO OTC/I€>KUBaHUS 3a/laHAM [1eUaTy U OTUETHOCTH.

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTuKa 3HaueHHne
HasBanne Papercut-NG
Howmep (ITopT) 2889

Bengop Papercut

Tun Print-Management

TIpoduns cbopa «Moayab odbc_input»

Hacrpoiika uCTOUHMKA BK/TFOUaeT B ceOsl CIeAyroIye [art:

1.
2.
3.
4,

[TepeksroueHre UCTIOIB3yeMO 0a3bl JaHHBIX HAa MSSQL.
Hacrpoiika ceteBoro noakmouenys K MSSQL.
Hacrpoiika ODBC pgpaiiBepa.

BxtoueHre ucTouHUKA B yiaTdhopMme.

IITar 1. Ilepektouenue 6a3nl JaHHBIX HAa MSSQL

ITo ymonmuanuto coObITHSI ayauTa XpaHATcsi B Oa3ze maHHbIX Papercut-NG, kotopasi ucronbzyetr Apache-
Derby, k KOTOpOW HeT BO3MOXXHOCTH TOJK/IHOUUTBCS /I W3BJI€UYeHUs >XypHasioB. UToObl Obuia
BO3MO)KHOCTh TIOAK/IIOYAThCSI K 0a3e JaHHBIX M CBOOOJHO TMO/yyaTh W3 Heé HY)KHble COOBITHS,
HeoOXOZMMO TIepeK/TIOUNThL paboTy MpUIoXKeHHs Ha 0a3y JaHHbIX oT MSSQL.

IIpumeuaHue: neped Hauaiom pabombi ckauaiime u ycmavogume MSSQL u SSMS (sql management

studio).

Iy mepeknroueHus 6a3bl JaHHBIX Ha MSSQL BhITIONHUTE CeyOIUe 1eHCTBUS:

1.
2.

OcranoBure ciyx0y PaperCut Application Server.

OTKpoiiTe KOMaH/JHYIO CTPOKY U IepelijuTe B KaTajor C yCTaHOB/I€HHBIM ITPU/I0’KEHUEM:

cd "C:\Program Files\PaperCut NG\server\bin\win"

BbITIO/THUTE 3KCIIOPT CYIIeCTBYOIIel 0a3bl JaHHBIX:

db-tools export-db
B ycranoBnenHoii MSSQL co3paiite 6a3y AaHHBIX papercut v 1ojb30BaTessl papercut.

BhizaiiTe 10/1h30BaTeTIO papercut rpaBa Bajesbija 6a30i JaHHBIX.



6. Hacrtpoiite KoH¢urypauuoHHbld (aiin npunoxeHusi Papercut C:\Program Files\PaperCut

NG\server\server:

e 3aKOMMeHTUpYTe CTPOKY database.type=Internal;

e PACKOMMEHTHDYWTe CTPOKU OTHOCsIMecss K MSSQL;

® YKAXKUTE HAMMEHOBaHNE 0a3bl AaHHBIX, UM U IMapOJib BjdJe/blid 0a3bl JaHHBIX:

### Datab

#database.
#database.
#database.
#database.
#database.

# MS SQLS

ase Settings ###
type=Internal

driver=

url=

username=

password=

erver connection example

# IMPORTANT: The username below is a SQL Server user, not a Windows user

# For Int
property
# EQ:
jdbc:sqgls
rue
database.
database.
database.
database
database.

egrated/Windows authentication add integratesSecurity=true
to the connection string

erver://localhost1433;databasename=papercut;integratesSecurity=t
type=SQLServer

driver=com.microsoft.sqlserver.jdbc.SQLServerDriver
url=jdbc:sglserver://localhost:1433;databaseName=papercut

.username=papercut

password=papercut

IIIar 2. HacTpoiika ceTeBoro nojkawdenus kK MSSQL

1. Ha OC Windows mepeiiiute B YnpaBjieHMe  KoMnbiOTepoM — Ciayx0bl ©
npuwioxenusa — [ucneruep koHurypanuu SQL Server - CereBasi KoHpurypanus SQL
Server u BkatounTte rpotokosn TCP/IP (cm. «Puc. 212»).

v @

v

3l
»

o

&

v

v

v “” Cnyxebreie nporpammel
(D) Maanmvposwwk :aaaHuii

':\:‘_J' MpouzecauTensHocTs
v 25 3anomunarowme ycTpoiictea
v o CnyoxBel n npunoxkenns

ﬁj Ynpaenatowit snement WMI

A YnpaeneHne KOMNbIOTEPOM (NOKaNBHBIM) ms npoTokona CocTosHne

%~ O6wan namate BrnwoueHo
¥ WmeHoeaHHblE K... Brnwoueno

MpocmoTp cobbimuii = TCP/P BrntousHo

+ Hactpaneaemeie npeacraenenua
n Kyprans Windows

& Mpunoxerne

i+ | BesonacHocts

| Ycranoexa

= | Cucrema
| Nepenanpasnentbie cobermua
3 KypHans! NpUoKEHHA W cyx6
24 Moanwnckn
Obwme nankm
Nokaneteie none3ceatenn n rpynnel

[ucnetuep ycrpoiicTe
Ynpasnenne auckamu
CayxBel

Jmcnetyep kondurypaumm SQL Server
j Cryx6el SQL Server
_a_ Cetesan koHdurypauma SQL Server (32-paspagHan sep:
§ Hactpoiika knuenta Native Client SQL sepcun 11.0 (32-
B9 Pacwmpenne Azure gna SQL Server
_a_ Ceresan kondpurypaumua SQL Server
2= Mpotokone: gna SQLEXPRESS
I%__H;Crpuﬁm wmenta Native Client SOL sepcun 11.0
2. KnnerTckme npotokonsi
% MNcesgoHmumel
B4 Pacwmpenne Azure gna SQL Server

Puc. 212 — CereBas koHdurypanus SQL Server. HacTpoiika npoToko/ioB



2.

7.

BbI30BUTE KOHTEKCTHOE MEHIO M BbIOepuTe MyHKT cBoMcTBa. OTKpoercsi okHO "CotictBa TCP/IP"
(cm. «Puc. 213»).

Ceoincrea: TCP/IP ? 5

MpoToKon IP-anpeca
—————

BrawueHo Het ~
|  AuHamuyeckue TCP-nopThl 0
2 1ps
IP-agpec 192.168.88.27
TCP-nopt
AKTUBHO Ja
BrawueHo Het
. AnHamuyeckne TCP-nopThl 0
|8 1o
IP-aapec =1
TCP-nopT
AKTHEHO Aa
Brnwoyeno Het
AuHammuyeckne TCP-nopTel 0
8 pan
AuHamuyeckne TCP-nopTe v

IP-agpec
IP-agpec

II' OTMeHa MpuMeHuTE Cnpaexa

Puc. 213 — Okno "CgoiictBa TCP/IP". Bkiajgka "IP-aapeca”

[MepetiguTe Ha BKIazaKy "IP-ampeca” u B 610ke IPALL ykaxkute ropt "1433" (cM. pucyHok 10).
[Tepesanyctute ciy>x0y SQL cepBep.

3arycTuTe KOMaHZHYIO CTPOKY ¥ MHULIMATU3HUPYHTe HOBYIO 0a3y /aHHBIX:
cd "C:\Program Files\PaperCut NG\server\bin\win

db-tools init-db

3arpy3ute «backup» 6a3bl JaHHBIX:

cd "C:\Program Files\PaperCut NG\server\bin\win

db-tools import-db "backup file name"

3amyctute cnyxk0y PaperCut Application Server.

IITar 3. Hactpoiika ODBC ppaiiBepa

17151 u3BneueHust JaHHBIX U3 0a3bl C TTIOMOIIIBIO JIOT-KOJI/IeKTopa HeooxoaumMo Hactpouth ODBC zpaiiBep:

1.

Ha OC Windows repenuTe B ITanennb ynpas/jeHusa — Cucrema H
0e30macHOCTh — AMHHHCTPHUPOBAHUE.

Otkpotite "Wctounuku paHHbix ODBC (64-pa3psifHasi Bepcusi)”, TiepeiiiuTe Ha BKIAJKy
"Cucremnbii DSN" u Haxmure KHOMKY JJobdaButh. OTKpoeTcs okHO "Co3zaHue HOBOTO
VCTOYHHUKA JaHHBIX" (cM. «Puc. 214»).
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Puc. 214 — Okno "Co3/jaHKe HOBOI0 HCTOYHHKA JJaHHbIX "

3. Beibepure gpaiisep SQL Server u HaxmuTe amee.

4. YKaXuTe HauMeHOBaHHWe HOBOIO WCTOYHMKA W HauMeHOBaHue Bailero SQL sk3emmuispa.
Haxxmure Janee.

5. BkirouuTe npoBepKy MOAJMHHOCTUA ydeTHOM 3armuicu SQL Server, yCTaHOBUMB COOTBETCTBYHOILUIMA
¢nar v ykakuTe JIOTWH U nlaposib sql-mosib3oBarens. Haxmurte Janee.

6. Ha mocnesHem miare yOeauTech, UTO TOAK/TIOUeHHe K 0a3e [aHHBIX MPOU30ILIO YCIEIHO U
HakmuTe KHOIKY I'oToBo.

IITar 4. HacTpoiika JIor-Ko/I/IeKTOpa U BK/Il0UYeHHe HCTOYHUKA B I1aTdopme

[Tepeiigute B BeO-uHTepdeic Mm1aThoOpMbl U BBITIOJIHUTE [AelCTBUe «BK/IOUeHHe HWCTOUHUKA» [JIs
rncrounvka Papercut-NG.

445 Sysmon-Windows

Sysmon (System Monitor) - yTWIuTa, KOTOpas II03BOJISIET TOMY4YUTh Oosiee TIO/HbIE CBeEHUS O
coobrTusax Windows.

[Tepen HauaioM paboThl C MICTOYHUKOM PEKOMEH/IyeTCsI BBITIOJIHUTE C/IeAYIOLHe NeHCTBUS:

e 03HAaKOMbTeCh CO CIIPAaBOYHOI nH(popMalueii 00 yTuirTe Sysmon;

e (CKauailiTe aKTyasJbHYIO BepPCHIO C oduimasbHOro pecypca Microsoft;


https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon#overview-of-sysmon-capabilities
https://docs.microsoft.com/en-us/sysinternals/downloads/sysmon

e CKayvaiiTe KOH(UTrypalMOHHBIN (haiin sysmonconfig.xml.

XapakTepucTuku uctouHuka B Ilnardopme Pagap:

XapakTepucTukKka 3HayeHue
Ha3zBanme Sysmon-Windows
Howmep (TTopT) 1513

Benzop Microsoft

Tun Sysmon

IIpoduns c6opa (10KanbLHbIHA c60p) «Moayne eventlog_input_local»

Ipoguns cbopa (yaneHHbli c6op) «Moaysb eventlog input remote»

IIpumeuaHnue: 015 3anycka ymuaumbl Heo6Xo0umo, umobbl Ha MawuHe, Ha KOMopoU niaHupyemcs cobop
cobbimutl, 6bL10 pacnonodceHo 0ea ¢aiina: ¢aiin-ycmaHoswuk ¢ pacwupeHuem .bat uau .exe u cpatin
KoH(pueypayuu c¢ pacwupeHuem .xml. /Ins yoobcmea pabombl peKoMeHOyemcsi pacnonoxdcumb 3mu
¢haiinbl 8 00HOI nanke.

7151 HACTPOMKU MCTOUHUKA BBITIOJTHUTE C/IeIyIOLIUe NeiCTBUS:
1. ¥YcraHOBHUTE M HACTPOWTE YTUIUTY Sysmon:
o cospaute Katanor C:\ProgramData\sysmon);
e B CO3/IJaHHBINA KaTajior CKOMMUPYUTe AUCTPUOYTHUB U KOHPUTYPALIMOHHBIHN (haiis;
e OTKpOWTe KOMaH/HYIO CTPOKY OT UMeHU afiIMUHUCTpaTopa (cmd);

e TIepeiiuTe B CO3/IaHHbIM KaTalor U yCTaHOBUTE YTUJIUTY:
cd C:\ProgrambData\sysmon\

sysmon64.exe -accepteula -i sysmonconfig.xml

2. Tlocne ycnemnHol ycraHoBky B ITpocmoTtpe codbiTuii Windows (Event Viewer) mosiBUTCSI HOBBIH
>xypHan (Channel) Microsoft-Windows-Sysmon/Operational, B koTopom 6yAyT XpaHUTBCS BCe
COOBITHSI.

3. Tlepeiiaute B BeO-uHTepdeiic T1aTdopMbl U BBITIOJNHUTE JeMCTBUe « BKIroueHre NCTOUHUKA» [I7Ist
MCTOYHMKA Sysmon-Windows.

4.4.6 BacTtuoH CKAMY HT

CucremMa KOHTpOJIA [1eHCTBUM NPUBUIETUPOBAHHBIX M0/b30BaTeseli «HoBble TexHomorun» (CKAITY HT)
obecrieunBaeT MOHWUTODHWHI TIOJK/IIOYEHHWH W [IeMCTBHUM, BBIMIOMHSAEMbIX IPUBU/IETMPOBAaHHBIMU
MO/b30BaTesIMA  Ha  aJMHUHHCTPUPYEMBIX YCTPOWCTBAX: OW3HeC-TIpUioKeHUsiX, 0a3ax /aHHBIX,
runepsusopax, ceppepax Windows u Unix/Linux, ceTeBbix ycrpoiictBax u T.h. CKIIIY mno3Bossier
OCYILL|eCTB/ISITh MOHUTOPUHT NMOK/IH0UeHui K M T-cricremaM B peabHOM BpeMeHU M PeTPOCIIeKTUBHO, Ha
OCHOBAHWY apXxyBa CeCcCUH.

XapakTtepucTyiku uctouHuka B Ilnargopme Papap:


http://docs.pgr.local/events/reference/pictures/sysmonconfig.xml

XapakTepucTuka 3HaueHue

HasBanue

Howmep (ITopT)

Bennop

Tun

IMpoduns cbopa

Bastion-SKDPU-NT

2300

IT-Bastion

Access-Gateway

«Mozaviab udp_input»

7151 HACTPOMKU MCTOUHUKA BBITIOJTHUTE C/IeIyIOLIUe NeiCTBUS:

1. Boiigute B BebO-mHTepdeiic cucrembr CKAINY HT moj ydyeTHOM 3amuchid C TpaBaMu
aZIMUHUCTpaTOpa.

2. Tlepeiigute B pa3zgen Cucrema — MuTerpanus ¢ SIEM u ykakuTe cieyollyo HHGOPMALUIO:

B 110/1e POyTHHT 13 BbITIa/IAI0IIEro CKcKa BbibepuTe 3HaueHHe BK/iroueHo;
B ioj1e lomenHoe ums win IP ykaxure [P-agpec areHta cbopa /1or-KoJiieKkTopa;

B rmosie ITopT ykakuTe TOPT, IO KOTOPOMY areHT cOopa Jior-KoJsekropa Oyner
NpUHUMaTh CoOBITHS. [lOo/DKeH COBMajaTh CO 3HAYeHWeM, yKa3aHHbIM B HAaCTPOMKax
COOTBETCTBYHOLI[Ero rpoduss coopa”;

B Ti0jie [IpOTOKO/I U3 BBITIAZIAIOIIET0 CITHMCKA BBIOEPUTE TIPOTOKOJI B3aWMO/I€HCTBUS:
IIUDP";

B 1osie Log format 13 BbINazialoiero crvcka BbIOepuTe (opMaT OTIPaBKHA COOBITHIA:
"rfc5424";

B 1ojie @opMaT BpeMEHM M3 BBIMA/AIOIIEr0 CIKMCKA BbiOepuTe (opmaTr oToOpaXkeHus
BpPeMEeHU B OTIpaB/sieMoM cobbrtuu: "rfc3164";

Ha)KMHUTE KHOTIKY «+» 711 Jo0aB/ieHus1 KOHGUTypaljiy, a 3aTeM KHONKY [IpuMeHHTH /17151
COXpaHeHUsl U3MEeHEeHUH.

3. Tlepeiigute B BeO-uHTepdeiic m1aTdopMbl U BBITIOJHUTE JeMCTBHe « BKIFOUeHre NCTOUHUKA» ISt
ucrounuka Bastion-SKDPU-NT.

4.4.7 BactuoH CKAIY HT moayns UEBA

XapakTepucTuku ucrouHuka B [Inardopme Papap:

XapakTepucTHKa 3HaueHune

HasBanue

Howmep (ITopT)

Bastion-UEBA

2301



XapakTepucTuka 3HaueHue

Bengop IT-Bastion
Tun UEBA
IIpoduns c6opa «Moayb udp_input»

st HACTPOWKM UCTOYHKMKA BBITIOJTHUTE C/Ie[IyIOLUe NeUCTBUS:

1. Boiigute B BeO-unTepdetic moayns UEBA cucrembr CKITY HT moj y4yeTHOM 3ammchbio C
rpaBamMH a[MUHUCTPAaTOopa.

2. Tlepeiigute B pa3zgen Hacrpoiiku — Koudurypaius >xypHaaupoBauus (cM. pucyHok 10).

-—

L cKany-HT o

A MoHuTopMHr HOBHbIE H EMHbIE Hi ! v -~ Kowdurypauma ;KypHanMposaHna

= OTYéTbI Active Anpec Mopt Mpotokon bopmar DunsTp
2 MNepcoHsl

>. Ceccun

& MHUMAEHTBI

5 KomnoHeHTb!

O Axomanun

& nNpasa goctyna

Wi OmnarHocTika

Puc. 215 — Moayns UEBA. Pa3gen "KoHdurypanust )xypHa/iupoBaHust"

3. Ykaxure B pa3zesie C/iefyILyr0 HHPOPMaLHIO:
e B 1I0JIe Active U3 BbINaAOLIEro CriMcKa BbibepuTe 3HaueHre BKiiroueHo;
e B0/ Aapec ykaxure [P-azipec areHTta cOopa /10r-KoJIeKTopa;

e B mnone IlopT yKakuTe TIOPT, IO KOTOPOMY areHT cOopa Jior-KoJsijiekTopa Oyner
npuHUMaTh CoObITHS. [lO/DKeH COBMajaTh CO 3HAYeHWeM, yKa3aHHbIM B HAaCTPOMKax
COOTBETCTBYHOILI[Ero Mpodust coopa;

e B TII0JI€ HPOTOKOJ'[ W3 BbIlldJalomjero Crimckd BBI6epI/ITe IMMPOTOKOJI B3aHMOAEﬁCTBHHZ
IIUDP",
b

e B 1i0sie DopMar 13 BhINaJaoIIero CriicKa BeibeprTe popmat oTnpaBku cobbiThii: "RFC";

e B rmosie PUIBTP M3 BHIMAJAIOIIETO CIKMCKA BbiOepuTe TUIT COOBITHM, OTIPAB/siEMbIX B
nnardopmy: "authorization", "audit", "sessions" wm "incidents";

e HakmuTe KHOTIKY Jlo6aBuTH /151 f06aBneHus KoHpurypaipu. JJobaBbTe TakuM 00pa3om
Heo0X0/JUMOe KOJTMYeCTBO KOH(UTYpaLUi;

e HaKMHUTe KHOMKY IIpUMEHHTHh HACTPOWKH [/Ii COXpaHeHHs BceX /00aBIeHHBIX
KOH(UTyparuii.

4. Tlepetigute B BeO-uHTepdetic 1aTGopMbl U BBITIOIHUATE [IeHCTBHE «BK/TIOUeHHe UCTOUHUKA» /ISt
rncrouHuka Bastion-UEBA.



4.5 PeweHusa Endpoint Security

IIpu pabore mo mogkmoueHuro peiieHMd Endpoint Security B KauecTBe HCTOUHHKA COOBITHIA
B Ilnardopmy Pagap BaM MOXXeT MPUTOAUTHLCS CJle/lytOIasi CripaBouHasi “H(GOpMarius:

o «McTOYHMKNY;

e «HacTtpolika JIOr-KoJIJIeKTOpa».

4.5.1 ESET Security Management Center

XapakTepucTuku uctouHuka B Ilnardopme Papap:

XapakTepucTuka 3HaueHue

HasBanue ESET-Security-Management-Center
Howmep (ITopT) 2609

Bengop ESET

Tun SMC

ITpoduns cbopa «Mopavab tcp _input»

7151 HACTPOMKU MCTOUHUKA BBITIOJTHUTE C/IeIyIOLIUe NeiCTBUS:

1. Boiiaure B BeO-uHTepdetic cucreMbl ESET Protect (cm. «Puc. 216»).

PROTECT

l €% English —

Log Into Domain

Allow Session in Multiple Tabs

Puc. 216 — Bxop B cucremy ESET Protect

2. TlepeiiauTte B HaCTPOIKU cucTeMbl U 0TKpoiiTe Advanced settings (cMm. «Puc. 217»).



PROTECT ::: v Computer Name

Settings Q Type to search... ?
CONNECTION
Server port (requires restart!) 2222
WebConsole port (requires restart!) 2223

Advanced security (requires restartl)

Certificate (requires restart!) Change certificate

UPDATES

ADVANCED SETTINGS

CUSTOMIZATION

Setings

Puc. 217 — Bxop B cucremy ESET Protect

3. B 6moke SYSLOG SERVER (cm. «Puc. 218») yKakuTe cieiyto1ye HaCTPOUKH:

SYSLOG SERVER

lUse Syslog server ]

Host I
[ Port ]

l Format Syslog v
’ Transport TCP I v

Octet-counted fI'ElI'T'IiFIg
Puc. 218 — Hacrpoiika SYSLOG SERVER

o B nose Use Syslog server ycraHoBuTe repek/toyaresib B MOJ0)KeHHe "BK/IOUeH";
o B osie Host ykaxkute IP-afjpec areHTa c60pa JIoT-KOJIJIEKTOPA;

o B osie dopmar BeibepuTe 3HaueHue "Syslog";

o B 1osie Transport BeiOepuTe MPoTOKO/ B3aumMogelicTeus: "TCP".

4. B 6noke LOGGING (cMm. «Puc. 219») ykaxkuTe ciieiytoliie HaCTPONKU:



LOGGING

Trace log verbosity Information ] A

Export logs to Syslog

Exported logs format CEF I v

DATABASE CLEANUP

Clean Detection logs older than 5] Months ~
Clean Management logs older than 1 Months ~
Clean Audit logs older than 1 Years v

Clean Monitoring logs older than 1 Months w

CUSTOMIZATION

Puc. 219 — Hacrpoiika LOGGING

e B mojie Trace log verbosity 13 Bbimajaroiiero Crivcka BbIOEpUTe YPOBEHb JleTa/ln3al[uu
)XypHasioB: "Information";

o B nosne Export logs to Syslog Bk/itounTe sKCropT )KypHaioB B ¢opMarte syslog;
« B nosie Export logs format 13 Beimagarorero crvcka Beibepute 3HaueHue "CEF".
5. Haxmwute kHOnKy SAVE.

6. IlepefiguTe B BeO-uHTepdelic M1aThOpMbI U BBITIOHUATE AeHCTBHE « BK/IIOUeHHe UCTOUHUKA» [IIst
rncrounuka ESET-Security-Management-Center.

4.5.2 FireEye HX

XapakTtepucTyuku uctounuka B Ilnargopme Papap:

XapakTepucTuka 3HaueHue

Ha3Banue FireEye-HX

Howmep (ITopT) 4560

Bengop IT-Bastion

Tun FireEye

[poguns cbopa «Moayab udp_input»

[17151 HACTPOMKU MCTOUHMKA BBIMIOJTHUTE C/Ie/IyIOLIUe eMCTBUS:
1. ToakmouunTecsk K ycrporicTBy FireEye HX ¢ momonibto uHTepdelica KoMaHAHON CTPOKH.

2. AKTUBUpYHTe peXXUM KOH(UTypaLiu:
# enable

# configure terminal



3. Hactpotite oTnpaBKy COOBITHIA Ha areHT cbopa JIor-KoJ/UTeKTopa:
# logging <IP_address areHTa cb6opa nor-koJjuyiektopa> trap none

# logging <IP_address areHTa cb6opa nor-konnektopa> trap override class cef
priority info

4. CoxpaHuTe U3MeHeHUs:

# write mem

5. Tlepeiiaure B BeO-uHTepdec riaTdhopMbl U BBITIOJHUTE AelcTBUe « BKIroueHre NCTOUHUKA» ISt
rncroyHuka FireEye-HX.

4.5.3 Kaspersky Security Center. O6was nicopmauus
B Kaspersky Security Center CyIiecTByIOT C/IeZyIOLIe THUTIbI COOBITHIA:

e OOwme COOBITHA - 3TO COOBLITHSI, KOTOPble BO3HUKAIOT BO BCEX YIIPAB/ISIEMbBIX IPOrpaMMax
"Jlabopatopuu Kacriepckoro". Hampumep, obiiiee coObiTrie BupycHasa araka. O6iue coObITHS
UMEIOT CTPOrO OINpe/e/IeHHbI CHHTAaKCUC W CeMaHTHKy. OOIue cOOBITHS HCIIOJBb3YIOTCS,
HampuMep, B OTUeTaX M MaHeId MOHUTOPHHTa;

e Crnenuduueckue co0bITHA ympaB/sieMblx mnporpamM '"Jlaboparopuu Kacnepckoro".
Kaxpgast ympaBnsiemass mporpamma "Jlaboparopun Kacrepckoro" wmMeer cobCTBeHHBINH Habop
COOBITHH.

B 3aBuUCHMMOCTH OT yC/IOBUI BO3HUKHOBEHMs], COOBITUIO MOTYT OBbITb IPHUCBOEHBI Pa3/MuUHble YPOBHU
Ba)KHOCTH. CylI1eCTBYeT UeTbIpe yPOBHS BaKHOCTU COOBITHIA:

o Kpuruueckoe codbiTHe — COOBITHE, YKa3bIBAIOI[ee Ha BOSHUKHOBEHWE KPUTUUECKOU MPOO/IeMbI,
KOTOpasi MOKeT MPUBECTH K TTOTepe JaHHBIX, 000 B paboTe MM KPUTHUECKOU OIIMOKE;

e Otka3 (yHKIUOHHMPOBAHUA — COOBITHe, yKasblBalollee Ha BO3HUKHOBEHHE Cepbe3HOU
nipobieMbl, OLIMOKHM MK COOs1, TTPOU30ILIEAIIEr0 BO BpeMsi pabOThI TIPOrPaMMBbI WJTH BBITIOTHEHUST

MpoL{e/yps;

o IIpepympexpaenue — cobbiTrie, He 00s13aTeNbHO SBJISIFOIEECs] Cephbe3HbIM, OZJHAKO yKa3bIBarolljee
Ha BO3MOXXHOE BO3HMKHOBEHHe TIpo0sieMbl B Oyayiiem. Yaije BCero COOBITHS OTHOCSITCS
K [IpegynpexxjeHusiM, eciv TOC/Ie WX BO3HUKHOBeHUss paboTa mporpaMMbl MOXeT ObITh
BOCCTaHOBJIeHa 0e3 IMoTepH JJaHHBIX WK (HYHKIIMOHAIBHBIX BO3MOYKHOCTENH;

e HWudopmanmroHHoe coobmieHue — COObITHE, BO3HUKAOIIEe C Ie/bl0 MHGOOPMUPOBAHHUS 00
YCITEIITHOM  BBITIOJTHEHUM OTlepaliid, KOPPeKTHOW paboTe TIpOrpaMMbl WM  3aBepIleHUU
TpoLie1ypbl.

st Kakaoro coObITHUS 3a/laHO BpeMsi XpaHeHHsI, KOTOpOe MOXKHO MOCMOTPeTh U U3MeHUTh B Kaspersky
Security Center. HekoTopble cOObITUSI He COXpaHsIOTCS B 0a3e JaHHBIX "CepBepa af/MUHUCTPUPOBaHUS"
M0 YMOJIYaHWUIO, TOCKO/BbKY JJIsi HUX YCTaHOBJIEHHOE BpeMsi XpaHeHMsl PaBHO HYJ/0. Bo BHellHue
CHCTEeMBI MO>KHO 3KCIIOPTUPOBAaTh TOJILKO Te COOBITHS, KOTOpble XpaHATCs B 0Oa3e gaHHbix "CepBepa
aJMAHUCTPUPOBaHKUA" He MeHee OJIHOTO JHS.

4.5.4  Kaspersky Security Center. OTnpaBka co6biTuii B hopmare syslog

Tomeko 06mue CoOBITUS MOTYT OBITH  JKCIIOPTUPOBAHBI OT  YIpPaB/sieMbIX [pOrpaMM B
¢opmarax CEF u LEEF. Ecin Heo0X0#MMO SKCMOPTHUPOBAaTh U oOume U creruduyeckue CoObITHS



yTIpaB/sieMbIX TPOTPaMM WM TI0/b30BaTeNbCKUK HAOOp COOBITHI, KOTOpPBI HACTPOEH C TIOMOIIBIO

TIOJIUTHK YTIPaBJIsieMbIX TIPOTPaMM, UCIOJIb3YHTe IKCIIOPT COOBITHIA B opmMaTe syslog.
XapakTrepucTuku ucrouHuka B [Inardopme Papap:

XapakTepucTuka 3HauyeHue

Ha3zBanwue Kaspersky-Security-Center-syslog

Howmep (TTopT) 2605

Bengop Kaspersky

Tun KSC

IIpodums c6opa «Moayab udp _input»
Hacrpoiika uCTOUHMKA BK/TFOUaeT B ceOsi CeAyroIye [aru:

1. Hacrpotika aBTOMaTU4eCKOTO KCTIOpTa COOBITHIA.

2. Hacrpotiika cobbiTuii as orripaBky B Ilnardopmy Pagap.

3. Bk/roueHHe UCTOUYHUKA B I1aT(opme.

IITar 1. HacTpoiika aBTOMaTH4eCKOr0 3KCIOPTa COOBITUI
YTo0bI BK/IFOUMTH aBTOMAaTHUECKHI IKCITOPT OOIMX COOBITHI BBITIOJIHUTE C/IeyIOIIre 1eHCTBUS:

1. Boiigute B Kaspersky Security Center u mnepeiiautre B pasjen <HaumenoBanue CepBepa
aJMHUHUCTPUPOBAHUS>, COOBITHSI KOTOPOTO HEOOXOJUMO KCTIOPTUPOBATh.

2. B paboueii o6nactu BeiOpaHHoro "CepBepa aJMUHUCTPUPOBaHHUsA"  TepedanTe Ha
BK/1a/IKy CoOBITHSL.

3. Haxmure Ha kHOTNKY HacTpouTh mnapameTrpnl yBeJOMJ/IEHHMI M 3JKCIOPTa COOBITHH U B
BbITIaZlato1eM criucke BbibepuTe MyHKT HacTpouth 3kcnopt B SIEM-cucremy. OTKpOeTCst OKHO
"CBoticTBa coObITHI".

4. B oOTKpbIBIIEMCS OKHe TiepediiuTe B pa3zien JKCHOPT COOBITHI U YKa)KUTe CJIeAYIOLIe
rapameTpbl 5KCIIOPTa:

e BK/IIOUMTE AaBTOMATHYEeCKW 3KCIOpT cobObiTuii B 6azy SIEM-cucteMbl, yCTaHOBHUB
COOTBETCTBYIOLLMH (ar;

o B 1osie SIEM-cucrema Bribepute 3HaueHue: "@opmam Syslog (RFC 5424)";

e B Tmone Aapec cepBepa SIEM-cucremsl ykakute I[P-azpec areHta cbopa Jior-
KOJIJIEKTODa;

e B mosie [IPOTOKO/I U3 BBINIAZAIOIETO CITHUCKA BBIOEPUTE TMPOTOKO B3aMMO/IEHCTBUS:
llUDPll;

e B mosie MakcUMa/IbHBIN pa3Mep coo0IeHus B falTax yKakuTte 3HaueHue: "2048".

5. Haxmute Ha KHONKYy OK.



Ecrm  tpeGyercss BbmmomHWTh 3KcropT B Ilnardopmy Papap coObiTHiA, MPOM3OIIEANINX —TIOCTIE
orpefieJIeHHOW [jaTbl, H&)XKMWUTE Ha KHOIIKY JKCHOPTHPOBATb apXuB M YKaXWTe [JaTy, HauWHasg C
KOTOpOi Oy/eT BBINOJHEH 3KCIOPT CoObITHA. [To yMosuaHWIO 3KCIOPT COOBITWH HauWHAeTCs Cpa3y
T10CJIe BK/IFOYEHHSI.

IIIar 2. Bei6op codbITHii A1 oTnipaBku B Ilnardopmy Pagap

BbI MOXKeTe HaCTPOUTh 3KCIOPT cobbIThii B (hopmarte syslog B Ilnardopmy Pagap Ha oCHOBe OIHOTO U3
C/IeIyIOLIUX YC/IOBUM:

Bbi6op o0mux coObiTii. Ecii Bbl BbIOEpUTE SKCMIOPTHUPyeMble COOBITHSI B TIO/NUTUKE (B
CBOMCcTBaXx coObITUS WM B cBoiictBax "CepBepa aaMuHHCTpupoBanusi'), To B ILmaTdopmy
Papap OyayTt mepemaHbl BbIOpaHHBIE COOBITHS, KOTOpbIe IPOM3OLUIA BO BCeX TMPOrpamMMax,
yTpaB/isieMbIX JIaHHOW TMOJIMTUKOM, HO BaM He YAacTCs WX IepeorpefieluTh AJil OT/Je/IbHOU
NPOrpaMMBbl, YIIPaB/IsieMOU 3TOU MMOTUTHKOM.

Bbi0op coObITHH A/A ynmpaBisieMod mnporpamMmbl. Ecii Bbl BbiOMpaeTe 3KCIIOPTHPYyeMble
COOBITHS /711 YTIPaBJIsieMOM TIPOTPaMMBbl, YCTAHOBJIEHHOW Ha YTIpPaB/IsSeMbIX YCTPOMCTBAax, TO
B Ilnardopmy Papap OyayT rmepegaHbl TOMBKO COOBITHS, KOTOpble TIPOM30LUIA B 3TOU
rporpaMmMe.

Bb160p coOBITHIA 17151 YTIPAB/ISIEMOM TIPOTPaMMBI:

1.

8.

Boiinute B Kaspersky Security Center, mepeiiiutre B pa3zes Ynpas/jsieMble YCTPOWCTBa U
OTKpOWTe BK/IaJKy Y CTPOMCTBA.

BribepuTe yCTPOWCTBO, BEI30BUTE KOHTEKCTHOE MEHIO U BbiOepuTe MyHKT CBOMCTBA.
B otkpeiBiieMcst okHe "CBoiicTBa ycTpoiicTBa" Bhibepute BKIa Ky IIporpaMmsl.

B crvcke mporpamMm BbibepuTe TMporpammy, COOBITHS KOTOPOW TpeOyeTcs 3KCIIOpTHPOBaTh U
Ha)KMHUTe Ha KHOTIKY CBoO#CTBA.

B otkpeiBiiemMcst okHe "CBo¥icTBa mporpaMMel” BeiOepuTe pa3zien HacTpoika coOBITHIA.

B mosiBUBIIIEMCSI CITUCKe COOBITHI BbIOEpUTE OHO UM HECKOJIBKO COOBITHIA, KOTOpPBIe TpedyeTcs
skcrioptuposarts B Ilnardopmy Pagap v HaxxmuTe Ha KHONIKY CBoOMCTBA.

B oTkpbiBiIeMcst OkHe "CBOMCTBa COOBITHI'" BBITIOJTHUTE CJIE/IYIOIIME 1eHCTBUS:

o BbiOepuTe napameTp JKcnopTupoBaTh B SIEM-cucremy no nporokosy Syslog /s Tex
COOBITHH, KOTOPBIE HY>KHO KCITOPTUPOBATh B hopmare syslog;

e BBIK/IIIOUMTEe mMapameTp IKcnopTupoBarh B SIEM-cucremy mo mnpotokonay Syslog,
YTOOBI OTMEHHUTH BBIOOD COOBITHI /17151 FKCIIopTa B hopmarte syslog;

e HaxmuTe Ha KHOIKY OK.

Haxxmure Ha kHONKYy OK B OKHe CBOWCTB IIPOrpaMMBbI U B OKHe CBOWCTB yCTPOUCTBA.

Bri6op 061myx cobbITHiA:

1.
2.
3.

Botigute B Kaspersky Security Center u niepeiiiute B pa3zes ITouTHKH.
BribepuTe MOMUTHKY, OTKPOMTe KOHTEKCTHOE MeHI0 1 BbibepuTe MyHKT CBOMCTBA.

B oTkpbiBiiemMcst okHe "CBoiCTBa MOMUTUKK"' BbibepuTe pa3gen HacTpoiika coObITHH.



4. B crucke coObiTuii BbiDepuTe OJHO W/IM HECKOTbKO COOBITHIA, KOTOpble TpeOyeTcs
skcrioptyipoBarth B [Inardopmy Pajap, v HakmuTe Ha KHOTIKY CBoiicTBa.

5. B otkpeiBiIemMcst okHe "CBOMCTBA COOBITHI'" BBITIOJTHUTE C/IEAYIOIIHE AeUCTBUS:

o Bbibepure rapameTp JKcnoptupoBaTh B SIEM-cucremy nmo mporokosy Syslog s Tex
COOBITHM, KOTOPBIEe HY>KHO 3KCITOPTUPOBATh B popmare syslog;

e cHumHTe QuiaxoK IKcnopTupo